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the day the phone system 
We a l l  knew the  day would co me. 

And at least some of us  were prepared 
for it. But, as usual ,  the vast majority 
h ad absolutely no idea what was going 
on. 

AT&T was h it h ard by a com pute r  
worm on J anuary 1 5. That is  a f act. 
And after read ing the technical expla­
nation below, you' l l  see why th is is so. 

But AT&T wasn't the only entity hit 
by this worm - we al l were, some far 
more than others. The inab i l ity to get 
th rough ,  the denial of access, coupled 
with the b l ind faith we put in technolo­
gy ,  the unwi l l ingness to spread infor­
m ation so  we can a l l  understand the 
p r o c e s s. Ye a h ,  i t  was f u n  f o r  t h e  
phone phreaks as w e  watched the net­
work crumble.  But it was also an omi ­
nous s ign of  what's to come. 

In t h e  w o r d s  o f  a h i g h - r a n k i ng 
AT& T pe rson, "ve ry l itt l e  co u ld h ave 

"The news here isn't 
so much the failure of 
a computer program, 
but the failure of 
A T& T's entire 
structure. " 
gone  worse" .  Acco rd i ng  to AT&T, of 
1 48 m i l l i on  attempts ,  only 50 m i l l ion  
went t h ro u g h .  Many c la im it was far  
worse than that. 

But what was it t hat actua l ly  hap­
pened? Here's what we were able to 
determine:  

The p ro b l e m  s ta rted  i n  a 4 E S S  
m ach ine in N e w  York. Th e 4 E S S  i s  
used t o  route cal ls and i s  basical ly ,  in 
t h e  wo rds of a B e l l  Lab tec h n i c ian, 

"nothing more than a big com pute r". 
New York, for reasons unknown,  sent 
o u t  a broad cast wa rning m e ssag e 
(BWM),  which tr igge red al l  of the 1 1 3 
o t h er 4ESS m ac h i n e s  a ro u nd t h e  
nation to d o  l ikewise.  

Why did t h is h appen now? Wel l ,  
back i n  t h e  late sevent ies ,  Be l l  Labs 
d e veloped  a co m m o n  c h a n n e l  s i g ­
nal l ing system known a s  System S ix  
o r  C C S  6 .  I nt e rnat io n a l  st a n d ards  
hav e  been deve loped over  t h e  past 
co upl e of ye ars wh ich necess itated 
som e  change on AT&Ts part. So CCS 
7,  or Syste m Seven ,  was i nt roduced . 
Somewh e re i ns ide  Syste m Seve n is 
whe re the problem l u rked , undetected, 
unt i l  January 1 5. 

Acco rd i ng t o  e x p e rt s ,  S y st e m  
Seven i s  a much more f lexible system 
and that's why it 's become the interna­
tiona l  standard. It's actual ly more of a 
protocol to wh ich each company m ust 
adjust .  They don ' t  a l l  u se  t he  same 
software. AT&T uses its own  software, 
British Telecom uses someth ing d iffer­
e nt, U.S.  Sprint uses som eth ing e lse ,  
e tc .  S o m e  AT&T peop l e ,  a ided by 
wel l -meaning but ig norant media, were 
spread i ng the notio n that m any com ­
pan i e s  had t h e  s a m e  software and  
therefore cou ld face the same problem 
someday. Wrong.  Th is  was entirely an 
AT& T software def iciency. Of cou rse,  
oth er compan ies could face complete­
l y  different software p rob le m s. B ut ,  
then, so  too cou ld AT&T. 

Th e 1 1 4 4ESS m ac h i n es a ro u nd 
t h e  co u n t ry h av e  n e w  so f tw a r e  
i n st a l l ed  p e r i o d i c a l l y .  W h e n  t h i s i s  
done, it's done g radual ly ,  ci rcu it by cir­
cu it, one mach ine at a time .  The n et­
wo rk  is present ly  co nf igu red so t hat 
the 4ESS mach i nes  have some c i r­
c u it s  cons ist i ng  of both Syste m S ix  
and S y st e m  S e v e n .  E v e n t u a l l y ,  

Page 4 2600 Magazine Winter 1989-90 



REALLY died 
though ,  a l l  t ies to the Six wi l l  be e l im i­
nated . "The re's no reason to be con­
cerned with t h is ,"  AT&T says. "We've 
h ad some m ajo r changes in t he  net­
wo rk  in t h e  l ast t e n  y e ars .  I n  fact , 
we've had q u ite a few in the last three 
or four .  They've a lways been for t he  
better." 

B u t w h at c a u s e d  t h e  p ro b l e m ?  
Exact ly the r ight s ituat ion occurred at 
the right mom ent for a particu lar event 
to occur .  Possibly the fact that January 
15th was a hol iday had someth ing to 
do with it . Traff ic was fai rly low, wh ich 
w a s  u n u s u a l  f o r  a M o n d ay .  I t ' s  
assu med that the  p rob lem o rig i nated 
in a part icu la r  co mpo n e nt known as 
Co m m o n  N et w o r k  I n t e rface  ( C N I )  
R i n g .  The re i s  a co m po n e n t  o f  t h at 
r ing that al lows the 4ESS to transm it 
messages across the r ing and across 
t h e  C o m m o n  C h a n n e l  S i g n a l l i n g  
N etwork.  What appare nt ly h appe n ed 
was that there was a flaw of some kind 
i n  the  software i n  one  of those r ings .  
The bog us BWM f rom New York was 
sent  out and it caused an excess of 
m essages go ing to othe r  4ESS loca­
tions. A snowbal l  effect began and the 
congest ion spread and g rew rap id ly .  
Al l  of  the  4ESS machines were effect­
ed with in half an hour. 

Sounds l ike a worm to us. Not the 
k i n d  t h at g et s  s p read d e l i be rat e l y .  
T h e re a r e  p l e n ty  o f  p ro g ra m m i n g  
e rrors that cause accidental worms. It 
cou ld happen to any computer system . 

P h o n e  c a l l s  w e re f o r c e d  of f  of 
System Seven and onto System S ix .  
The problem was f ixed by  overwrit i ng 
part of the software, in effect , bypass­
i ng it . B ut,  at press t ime, the specific 
cause st i l l  had n't been made known.  

The  n a m e  of the o rgan izat ion  of 
Be l l  Labs software people trying to f ig­
u re al l  of th is out is NESAC, N at ional 

E l e ct ro n i c S w i tc h i n g  A s s i s t a n c e  
Cente r .  Th ey're work i ng  o u t  o f  Ly le  
and Ind ian  Hi l l ,  I l l i no is .  

Lack of Redundancy 
On e expert said , "Th ere's bee n  a 

t e n d e n cy i n  t h i s  co m pa n y  t o  save  
money by  central izing operat ions and 
m ak ing  t h i ng s  b ig g e r . And t h at has  
made  the whole system more vu lnera­
ble . "  

Th ere is much less red u ndancy in 
today's system ,  meaning there is less 
of a backup .  The  cu r ren t  in fat u at ion  
with f iber optics that certa in long  d is­
tance co mpanies h ave (AT&T inc lud­
ed ) spe l ls  certa in  t roub le  because of 
the lack of red undancy in these cheap 
systems. 

Th e problem occu rred i n  a part of 
t h e  s i g n a l l i n g s y st e m  t h at d o e s n 't 
carry voice traff ic. It's known as "out­
of-band s i gna l l i ng" because  it's out ­
s ide the  band that carr ies t he  actual 
conversation .  Data, such as the num­
be r  cal led and  the  numbe r  call i ng ,  i s  
s e nt ove r  t h i s  p at h .  A m o n g  ot h e r  
th i ngs ,  th is prevents b lue boxi ng since 
s u bscr ibe rs h ave no acc e s s  to t h e  
routing s ig nals. 

And that's basically al l  we know at 
th is stage .  What we don't know is how 
a major force in com m u n icat ions l ike 
AT&T cou ld be so sloppy . What hap­
pe ned  to backu ps? S u re ,  co m p ut e r  
systems go down  a l l  the  t i m e ,  but peo­
p le  mak i n g  p h o n e  ca l l s  a re  n ot t h e  
same a s  people logg i ng onto comput­
ers. We must make that d ist inct ion .  It's 
not acceptab le for the  phone syste m 
o r  any other  essent ia l  serv ice to "go 
down". If we conti n ue to trust technolo­
gy w ithout u n d e rstand i n g  it , we can 
look forward to m any variations on  th is 
theme. 

AT&T owes it  to i ts customers to be 
prepared to instantly switch to anothe r  

(continued on page 46) 
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Morris Found Guilty 
Robert T. Morri s Jr. ,  the 25-

year-old Cornell student responsi­
ble fo r the Internet W o rm , w a s  
found gUilty o n  January 22 o f  fed­
eral computer tampering charges in 
S yracuse, NY . He now faces five 
y e ars i n  prison and a $250,000 
fine .  He was the first person to be 
prosecuted under a portion of the 
1 986 Computer Fraud and Abuse 
Act. A hearing is set for February 
27 in Albany, NY. Sentencing will 
probably be scheduled then. 

T h e  gov e rn m e n t  argu ed that 
Mo rri s i ntenti o n al l y  w ro te the 
worm program to break into "fed­
eral interest" computers he was not 
authorized to use, and by doing this 
prevented their authorized use �d 
caused a m inim um o f  $1,000 m 
damage. 

. Several jurors said it was ObVI­
o u s  Mo rri s d i dn ' t  i ntend to do 
damage. But they say the damage 
w o u l d  n e v e r  h a v e  happened i f  
Morris hadn't put the worm there. 
None of the jurors owned a home 
computer. 

O n e  j u ro r  s a i d  of Mo rri s ,  "I 
bel i ev e  h i s  i n t e g ri t y .  I d i d  not  
b e l i eve there was any m al i c e  
intended. " 

Another said Morris was "not a 
criminal. I don't  think he should go 
to jail. I don't think jail would do 
anything for him . To me j�il .is  for 
criminals, and he ' s  not a cnmmal. I 
think somebody should thank him 

our 

in the end." 
In its November 26 , 1 98 8  edi ­

t i o n  s h o rtly afte r the Inte rne t  
Worm m ade i t s  appe aranc e ,  the 
New York Times described Morris  
as  "fascinated with powerful com­
puters and obsessed with the uni­
v erse cre ated by i nterconnected 
networks of machines". 

Last year Senator Patrick Leahy 
of Ve r mo nt s a i d ,  "We c annot 
unduly inhibit that inquisiliv� 13-
year-old , who, if left to expenment 
today, may, tomorrow, develop the 
telecommunications or computer 
techno l o g y  t o  l e ad t h e  Unit e d  
States into the 21  st  century." H e  
also expressed doubts that a com-­
puter virus law of any kind would 
be effective. 

There is no doubt that Robert 
Morri s Jr. has a lot  of potent i al. 
There seem s to be no doubt that 
he ' s  an honest person. Ev en the 
prosecution seems to bel ieve this .  
W e  all know that h e  was th e  person 
responsible for the Internet Wo�. 
S o ,  w i t h  all  of thi s i n  m i nd ,  I t  
seems as i f  the last few weeks have 
been a tremendous waste of tim e  
for everyone. 

Y e s ,  h e  d i d  i t .  H e  adm i t te d  
doing it. He didn ' t  mean to cause 
damage, but he made � progran:­
ming error. The shockmg fact I S  
that one programming error could 
cause so much confusion. Add to 
that the fact that the holes he made 
use of were common knowledge to 
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ever-changing world 
the Internet community. Yet, noth­
i ng was done to close the holes 
until after all of this happened. It 
seems like someone should answer 
for this neglect of responsibilities. 
And l e t ' s  not  fo rget one other 
i m p o rtant fact.  Mo rri s n ev e r  
logged into another computer sys­
tem without authorization. There is 
no proof that he ever planned to. 
He simply sent out a program to 
collect data - through normal and 
legal channels. It was data he never 
should have had access to, but 
thanks to the holes in the system, 
he did. 

Morri s  made a mistake. That ' s  
all a part o f  the le arning game, 
which he ' s  now been banished 
from. This technology is  still in its 
infancy and, like any system, its 
limits need to be constantly tested. 
We 're making a very grave error if 
we choose to simply focus upon 
the debatable legalities of what he 
did, rather than learn from what 
he 's  taught us. 

We 're damn lucky it was Morris 
who did this. B ecause if a m ali­
cious or immature person had done 
it fi rst, the damage would have 
been real. 

Real Damage 
A rathe r  nasty "troj an horse 

v i ru s" has been showing up on 
floppy disks throughout Europe, 
Africa, and California. More than 
10,000 floppy disks labeled "AIDS 

Information Introductory Diskette" 
have turned up. After a random 
number of times, the program will 
format the hard drive and destroy 
all data on it. PC Business World 
Magazine says its mailing list had 
been used by the unknown creators 
of this mischief. They ' re offering a 
free program called "AIDS OUT" 
to anyone who w a s  hurt by the 
diskette. If nothing else, this inci­
dent may remind people that run­
ning unknown software in this day 
and age is a risky thing to do. It 's  
estimated that the cost of putting 
thi s whole prank to gether w as 
about $20,000 which is a crime in 
itself. 

Jailed for 
Incompetence? 

A Georgia man is facing up to 
1 5  years in jail for illegally access­
ing a computer. He was convicted 
in November. The difference here 
is that the defendant claimed inno­
cence because of technical igno­
rance. Legal experts say this could 
be a trend-setting case, where users 
could become legal scapegoats for 
system crashes. 

New Technology 
Imagine a day when you can use 

any calling card number (AT&T, 
Sprint, MCI, and all the others) to 
make local calls as well as long 
distance ones. Imagine a day when 
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news and happenings 
the Sprint operator will actually 
acc ept a S print c all ing c ard ! 
Imagine not being confused. It all 
could happen as B ellcore develops 
a new, though temporary, system 
for h andling c alling card s .  The 
plan calls for 14 digit credit card 
numbers. The first six digits would 
be known as the C ard I s su e r  
Identifier (CIID) . That would be 
different for every company. The 
next four digits would be the cus­
tomer account number and the last 
four would be a personal identifi­
cation number. The plan is being 
developed as a quick and tempo­
rary way of allowing alternate long 
distance companies to use calling 
cards to process local calls. The 
whole thing will be reevaluated in 
1 99 1 .  One problem we find is the 
shortness of the customer account 
code (four digits? I). Why is the 
c o m p any given s i x  digits?  Are 
there a million companies? Perhaps 
they're not explaining this proper­
ly. It wouldn't be the first time ... .  

And Things To 
Play With 

New York Telephone has a new 
toy that allows them to fire even 
more employees.  Now, when you 
d i al zero plus a number and hit 
another zero at the tone, you get a 
computerized menu, which says, 
"For collect calls, dial 11; to charge 
this call to another number, dial the 

complete billing number now; for 
person-to-person and other calls, 
dial 0 for the operator." When you 
dial 1 1 ,  you're asked to record your 
name. The advantage here is that 
your nam e  can be anything you 
want, like "Call Me B ack" . The 
system uses voice recognition when 
asking the called p a rty  i f  the y 
accept. The caller' s mouthpiece is  
cut  off during this procedure, so 
you can forget about accepting your 
own call. Also, the system won ' t  
accept a response that begins before 
it finishes asking the question. This 
helps e l i m inate ans w e ring 
m achines that may inadvertently 
say "ye s "  at some p o int. Thi rd 
party billing is only verified when 
you place the call from a payphone. 
The system asks you for your name 
at that point. It's fun to play with, 
but once again, ultimately a ripoff 
for the average consumer. The rates 
haven ' t  gone down, even though 
it ' s  pretty obvious that this system 
will save New York Telephone a 
bundle. But the worst part of all is 
for those people who have resisted 
getting a touch tone phone (and 
p a y i ng the unfair  m onthl y and 
"installation" fees). Instead of get­
ting an operator a couple of seconds 
after the initi al tone, pulse cus­
tomers must s it  through the entire 
menu before the system finally con­
nects them to an operato r. The 
waiting time for an operator under 
the old system: three seconds after 

(continued on page 42) 
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n}JnBX data 
by The Plague 

(Special thanks to Kornflake Killer) 
The following information and data relates to the 

NYNEX (New York & New England Telephone) tele­
phone switching system. Most of the artide is a huge 
database of New York Telephone centers further suI>­
divided by sector. It contains useful information on 
every switch in the NYNEX system. This information 
is very handy in social engineering, plotting network 
switching maps, and finding out particularly useful 
infonnation about your Central Office. There is usual­
ly more than one switch per central office. Since step­
by-step offices tend to be good for blue boxing, this 
infonnation could come in handy. 

In the database the following fields exist: 
SECTOR - this is Nynex terminology for a large 

inter-office and billing center (i.e., Williamsburg or 
White Plains). All switches throughout NYN EX are 
cormected to one of these main centers. 

The following New York sectors are estabished 
by NYN EX: 

(Sector:Switching Type:Location) 

ALBY:D200:Albany BING:IAES :Binghamton 
BUFF:D200:Buffalo C!SP:4ESS:Central Islip 
GDCY:4ESS:Garden City NY 21:4ESS:Soho 
NY38:4ESS:East 38th St POUG:5ESS:Poughkeel"'ie 
SYRA:D200:Syracuse WHPL:4ESS:White Plains 
WLMG:4ESS:Williamsburg 

CLL! c od e  - Common Lang uage Location 
Identification. This is Bell system shorthand for the 
location and type of the switch. You can refer to Bell 
Labs and Bellcore literature or the October 1987 issue 
of 2600 for more details. A CIL! code consists of II 

characters. The f"lfSt 4 characters define the town, the 
next 2 characters define the state abbreviation, the 
next 2 the building ID, and the last 3 the building sub­
division. 

Example: NYCMNY42CGI is New York City 
Manhattan, NY, 42nd street, Control Group I (repre­
senting a I, lA, 2, 2B, or 3ESS switch). 

SWITCH TYP E  - The switch type, can be one of 
the following : AESS, l ESS, ISXS, 2B ESS, 
350ASXS, 3556ASXS, 355ASXS, 356ASXS, 
360ASXS, 3ESS, 5XB, DlO, DlOO, D5E, NCXB, 
RSM, RSS. (XB ; Crossbar,  ESS ; Electronic 
Switching Sy stem, SXS - Ste p  by Step, D ; 
DMSlDigital, R ; Remote) 

V & H - These are n u mbers u sed by Bell 
Companies to represent Vertical and Horizontal loca­
tion. These are integers which are offsets from a fixed 
point on the earth designated by the phone company. 
These numbers are used in calculating distances 
between central offices as well as for network plan­
ning. Any entries in the following databases which 
have the same V & H are in the same building!loca­
tion. You should read Bell Labs and Bellcore literature 
to f"md out more about V & H and netwOlk planning. 

HOST Switch - This field is shown only for those 
switches which are remote in nature (RSM and RSS). 
This field is simply the CLL! code of the host switch 
that connects to the remote switch. 

This artide should be used as reference material, 
and doesn't go into explaining any detail s about 
switching. Refer to other artides and Bell literature for 
that infonnation. 

You may need a magnifying glass to read all of 
this but it was the only way we could fit it in the issue. 
Fields are separated by the : symbol. If there is a 
HOST switch present, it appears on the following line 
indented. 

Rew York relepb.one 
Sect:CLLI Code:S.Typ:V:&: 

ALBY:CMBRNYCM 6 7 7  arH: 4 537:1 633 

ALBY: CMBRNYCMRS 1 :RDGT :UNK :UNl<: 

ALBY:GNWCNYGWR S I  :ROGT:UNK:UNl<: 

TROYNY030S 0 

Bo.t Switch 
MBY :ALBYNYGDCGO : lES : 4 6 4 0: 1 6 5 3  

MBY :ALBYN YS SCGO : l AE S: 4 6 4 0 : 1 630 

ALBY :ALBYNYS SCGl : l AE S :  4 6 4 0  : 1 630 

ALBY:ALBYN Y S S D S I  :DGT1,:UNK:UNK 

ALBY :ALBYNYWACGO : lAES: 4 639: 1 6 4 0  

ALBY :ALMTNYALCGO : 3 E S : 4  6 5 7: 1 6 7 2  

ALBY:AMS TNYP E D S O  :DGTL: UNK: UNK 

ALBY :AMSTNYPEMGO : 5 XB : 4 632: 1 7 2 5  

MBY :ARGYNYAYR S I  : R S S : 4 511: 1 6 7 5 :  

GLFLNYGFCGO 

ALBY:AVP KNYAV 6 7 4  :OTH: 4 6 2 3: 1 6 0 2  

ALBY : AVPKNYAVR S 1  :RIX.;T: UNK:UNK: 

MBYN Y S S D5 0 

ALBY :BAL S N YBACGO : 2 B E S: 4 5 8 8  : 1 6 8 9 

ALBY :BERNNYBRMGO : 5XB: 4 67 7: 1 6 6 7  

AL B Y  :BERNNYBRRS1 :RDGT: UNK: UNK: 

S S CHNYSOD S O  

ALBY :BLLNNYBGRS 1 : R S S  : 4 4 7  2 :  1 7 3 9  : 

GLFLNYGFCGO 

ALBY :BRNVNYBW4 25 :OTH: 4 28 2: 1 9 6 1  

ALBY :CAIRNYCACGO :3£S: 4 7 2 5: 1 6 1 5  

MBY :CBLSNYZB234 : S X S  : 4 7 0  6 :  17 2 7  

ALBY :CBLSNYZBRS1 : ROOT : UNK:UNK: 

S S CHNYSOD S O  

ALBY :CHTGNYZH4 97 :OTH: 4 2 7 5: 1 9 7 6  

ALBY: CLPKNYC P D S O  : DGTL: UNK: UN K 

MBY :CLPKNYCPMGO : 5XB: 4 60 9: 1 6 5 9  

ALBY :CLVLN YCKRS1 : R S S :  4 6 7 2 :  1 6 4 6 :  

ALBYNYGDCGO 

ALBY :CLVRNYCVCGO :3E5: 4 7 13: 15 7 0  

TROYN Y 0 3 D S O  

A L B  Y :  CNBRNYCo8 6 8 :  arH: 4 68 6: 1 7 1 2  

ALBY :CN BRNYCDRS 1 :  RDGT :UNK :UNK: 

S SC H N Y S OD S O  

ALBY:CSTNNYCs732:cYrH: 4 6 60 :  1 613 

ALBY:CTBRNYCBRS 1: 5RSM :UNK :UNK: 

TROYNYO 3 0 S 0  

ALBY: CTSKNYCT D S O: DGTL : U N K :  U N I<  

ALBY: CT S KNYCTMGO: 5XB: 4 7 2  6: 1 5 4 7  

ALBY: OLMRNYDMCGO : 2 B E 5  : 4 6 5 2: 1 6 3 6  

ALBY: OLSNNYDL 8 9 5  : ar R :  4 6 6 6: 1 6 9 7  

ALBY: DNMRNYDNRS 1 :  ROGT:4 2 7 7: 1 9 0 5 :  

P LB GN Y P B D S O  

ALBY: EGLVNYGLCGO: 2 B E S : 4 613: 1 683 

ALBY: EGNBNYEG4 7 7: SXC: 4 6 4 5 :  1615 

ALBY: EGNBNYEGRS 1: 5RSM :UNK :UNK: 
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GDCY: OYBAN'fOYRSO: 5RSH :UNK: UNI<: 

GLCVNYGCDSO 

GDCY: PLVWNYFVCGO: 1ES: 4940: 1344 

GDCY: PLVWNYPVOSO: 5ES: UN!\:: UNK 

GDCY: PTWANYPWDSO : 5ES: UNK: UN I< 
GDCY: PTWANYP�O: 5XB: 4952: 1380 

GOCY: RSLNN'lRODS 0: DGTL: 4 953: 13 67 

GOCY: SYOSNYSYOS 1 : [X;TL : UNI<: UNI< 

GOCY: WBYNNYNEDSO :DGTL: 4954: 1355 

GDCY: WDMRNYFRDSO :DGTL :UNK :UNK 

GOCY: WDMRNYFRMGO: 5XB: 4 987 : 1354 

GOC'l: NOMRNYFRMGl: 5XB: 4981: 1354 

GDCY: NNTGNYWTCGO: lAES:4 961: 1334 

GDCY: NNTGNYWTDS 0: [X;TL: UNK: UNK 

GDCY: WNTGNYWTMGl: 5XB: 4961: 133-4 

GOC'f: yP HNNYYAMGO: 5XB: 4882: 1282 

N'f21 :N'lCMNYl3CGO: 1MS: 4 998: 1404 

NY21 : NYCMNY 13DS 0: 5ES : 4998: 1404 

NY21 :NYCMNYI3DS 1 :DGTL :UNK :UNK 

NY21: NYCMNY13MGl: lXB: 4998: 1404 

NY21 : NYCMNY 13MG2: lXB: 4 998 : 1404 

NY21 : NYCMNY18CGO: lAES : 4 998 : 1407 

NY21 : NYCMNY18DSO : 5ES : 4998 : 1407 

NY21 :NYCMNYl8DS 1: DGTL : UN!\: :UNK 

NY21 : NYCMNYl8MGO : lXB: 4998: 1407 

NY21 : N'lCHNYl8MG 1: lXB: 4998: 1407 

NY21: NYCMNYI8MG2: 1XB: 4998: 1407 

NY21 : NYCMNY30CGO : lAES : 4 995 : 1405 

NY21 : NYCMNY30CG 1 : lAtS : 4 995 : 1405 

NY21 : NYCMNY30DS 0: [x;TL : UN!(: UN!( 

NY21: NYCMNY30MGl: lXB: 4995: 1405 

NY21 : NYCHNY30MG2 : lXB: 4995: 1405 

NY2 1 : NYCMNY30MG3: lXB: 4995 : 1405 

NY21 :NYCMNY36CGO: IES: 4995: 1408 

NY21 : NYCMNY3 6CG 1: IMS : 4 995 : 1408 

NY21 :NYCMNY36CG2: lES: 4995: 1408 

NY21 :NYCMN'l36DSO: DGTL:4 995: 1408 

NY21 : NYCMNY3 6DS 1: 5ES: UNK: UN!( 

NY21 : NYCMNY 42CGO: IMS : 4 994 : 1407 

NY21 : NYCMNY42CGl : IAES : 4 994 : 1401 

NY21 : NYCMNY 42CG2 : 1MS : 4 994 : 1407 

NY21 : NYCMNY 42CG3: IAES : 4 994 : 1407 

NY21 : NYCMNY 42 DS 0: DGTL: UN!\:: UN!\: 

NY21 : NYCMNY50CGO: 1AES : 4 993: 1409 

NY21 : NYCMNY50CG 1: lAtS : 4 993: 1409 

NY21 : NYCMNY50DSO: DGTL: 4 993 : 1409 

NY21 : NYCMNY50DS 1 : 5ES: UN!\:: UNK 

NY21 :NY01NY50DS2: DGTL :UN!( :UN!( 

NY21: NY01NY50MG2: lXB: 4993: 1409 

NY21 :NYCMNY50MC3: 5XB: 4993: 140 9 

NY21 : NYCMNY50MG4 : 5XB: 4993 : 140 9 

NY21 : NYCMNY50MG5 : 5XB: 4993: 140 9 

NY21: NYCMNYAAMGO: lXB: 5002: 1405 

NY21: NYCMNYAPRSO :RDGT: 4 993: 1409: 

NYCMNY50DSO 

NY21 : NYCMNYBSCGO: lAES : 500 5 1404 

NY21:NY01NYBSCGI:IAES:5005 1404 

NY21:NYCMNYBSCG2:IAES:5005 1404 

NY21:NYCMNYBSCG3:1AES:5005 1404 

N'l21:NYCMNYBSCG4 lAtS 5005:1404 

NY21 :NYCMNYBSDSO DGTL UNI<:UNK 

NY21 :NYCMNYBSDSI DGTL UNI<:UNK 

NY21 :NYCMNYBSDS2 DGTL UNK:UNI< 

NY21:NYCMNYSRRSO ROGT 4993:1409: 

NYCMNY50DSO 

NY21 :NYCMNYSRRS1 :ROOT:UNK:UNK: 

NYCMN'l50DS 1 

NY21 :NYCMNYSRRS2 :ROGT: UNK: UN!(: 

NYCMNY50DS2 

NY21:NYCMNYSTCGO lAtS:S004:1405 

NY21 :NYCMNYSTCGl lAtS: 5004: 1405 

NY21 :NYCMNYSTDSO DGTL:UN!(:UN!\: 

NY21:NYCHNYVSCGO lAtS:5002:1405 

NY21 :NYCMNYVSDSO 5ES : UN!\: : UN!\: 

NY21 :NYCMNYWSCGO lES :5004: 1406 

NY21 :NYCMNYWSCGl lAtS: 5004: 140 6 

NY21:NYCMNYWSCG2 1AES:5004:1406 

NY21:NYCMNYWSCG3 1AES:5004:1406 

NY21 :NYCMNYWSCG4 lAES: 5004: 140 6 

NY21:NYCMNYWSDSO DGTL:5004:1406 

NY21 :N'lCMNYWSDSl DGTL:UNI<:UNI< 

NY21 :NYCMNYWSDS2 DG'l'L:UNI<:UNI< 

NY21 :NYCMNYWSDS3 DG'TL:UNK:UNI< 

NY21:NYCMNYWSMG2 1XB:5004:1406 

NY21 :NYCMNYWSMG4 5XB :5004: 1406 

NY21 :NYCMNYWSMG5 5XB:5004: 1406 

NY21 :NYCMNYWSMG8 5)(8:5004: 1406 

NY21:NYCMNYWSRSO RDGT:5004:1406: 

NYCMN'fwSDSO 

NY21:NYCRNYNOCGO lAES:5039:1401 

NY21 :NYCRNYNDMGO 5XB :5039: 1401 

NY21:NYCRN'fNSDSO DGTL:5027:1406 

NY21 :NYCRNYNSDS1 DGTL:UN!\::UNX 

NY21 :NYCRN'fNSMGO 1XB:5027: 1406 

NY21 :NYCRN'fNSMGl 5XB:5027: 1406 

NY21 :NYCRNYSSCGO lAES: 5052: 1404 

NY21 :NYCRNYSSMGO 5XB :5052: 1404 

NY21 :NYCRNYWSCGO lAES: 5037: 1411 

NY21 :NYCRNYWSMGO 5XB :5037: 1411 

NY38:NYCMNY37CGO lAES:4994:1405 

NY38:NYCHNY37CG1 1AES:4994:1405 

NY38:NYCMNY37DSO DGTL:UNX:UNK 

NY38 :NYCMNy)7DSl 5E5 :UNK :UNK 

NY38:NYCMNY37MGl 1XB:4994:1405 

NY38:NYCMNY37MG2 1XB:4994:1405 

NY38 :NYCMNY37MG3 lXB:4994: 1405 

NY3:::NYCMNY31MG4 5XB:4994:140S 

NY38:NYCMNY37MG5 SXB:4994:140S 

NY38:NYCMNY31MG6 5XB:4994:1405 

NY38 :NYCMNY56CGO lAES: 4991: 1405 

NY38 : NYCMNY5 6CGl lAtS: 4 991 : 140 5 

NY38 :NYCMNY56CG2 lAES:4991: 1405 

NY38:NYCMNY56CG3 1AES:4991:140S 

NY38 :NYCMNY56CG4 lAt5: 4991: 1405 

NY38:NYCMNY56DSO DG'l'L:UNK:UNK 

NY38:NYCMNY56MG6 5xB:4991:1405 

NY38:NYCMNY7]CGO lAES:4989:1410 

NY38 :NYCMNY7)DsO DGTL: UNK: UNK 

NY38:NYCMNY73MGO lXB:4989:1410 

NY38:NYCMNY"13MG1 5XB:4989:1410 

NY38:NYCMNY79CGO 1ES:4988:1406 

NY38 :NYCMNY7 9CG1 lAtS: 4988: 1406 

NY3e :NYCMNY7 90S0 DGTL: UNK: UNI< 

NY38:NYCMNY79MGO lXD:4988:1406 

NY38:NYCMNY79MG1 5xB:4988:1406 

NY38 : NYCMNy7 9MG2 5 XB : 4 98 8: 1406 

NY38 :NYCMNY97CGO 1AES: 4985: 1407 

NY38 :NYCMNY970S0 5ES: UNI<: UNK 

NY38:NYCMNY97MGO lXB:4985:1407 

NY38 :NYCMNY97MG1 lXB: 4 985: 1407 

NY38:NYCMNYCACGO lES:4911:1411 

NY38 :NYCMNYCADSO DGTL:UNI<:lJNK 

NY38:NYCMNYCAMGO 1XB:4977:1411 

NY38:NYCMNYMNCGO lAES:4983:1410 

NY38 :NYCMNYMNDSO DGTL: UNK: UNK 

NY38:NYCMNYMNMG1 1XB:4983:1410 

NY38:NYCMNYTHCGO 1E5:4969:1414 

NY38:NYCMNYTBMGO lXB:4969:1414 

NY38:NYCMNYWACGO lES:4973:1413 

NY38 :NYCMNYWADSO DGTL:UNK:UNK 

NY38:NYCMNYWAMGO lXB:4973:1413 

NY38:NYCXNYCIRS1 5RSM:UN!\::UNK: 
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�ou knOm 
NYCXNYGCDSO 

NY38 :NYCXNYCRCGO: 1ts :4962: 1401 

NY38 :NYCXNYCRDSO :DG'TL:UNK:UNK 

NY38 :NYCXNYCRMGO: 1XB :4962: 1401 

N138 :NYCXNYCRHG1: 1XB :4962 : 1401 

HY38 :NYCXNYCRMG2 :5XB :4962: 140'7 

NY38 :NYCXNYEACGO: 1ES :4959: 1403 

NY38 :HYCXNYGCDSO :5ES :UNX:UNK 

NY38 :NYCXNYGC1GO: 1XB :49'71: 1410 
NYl8 :NYCXNYGCRSO :ltOOT: UNK: UNX: 

NYCXNYXBDS 0 

NY38 :NYCXNYBOCGO: 1MS: 49'72: 1404 

NY38 :NYCXNYBCMGI: IXB :49'72: 1404 
NYl8 :NYCXNYBCMG2: 1XB:4912: 1404 

NYl8 :NYCXNYJECGO: lES :4973 : 1409 

NYl8 :NYCXNYJE;MGO: 1XB: 49'73: 1409 

NY38 :NYCXNYKBDSO :OGTL: 4964 : 1414 

NY38 :NYCXNYKBMGO: 1XB :4964: 1414 

NY38 :NYCXNYXBMG1 :5XB:4964: 1414 

NY38 :NYCXNYMBDSO :DGTL :UNIt : UNit 
NY38 :NYCXNYMBMGO: 1XB :49'76: 140'7 

NY38 :NYCXN'CHBMG1: 1XB:4916: 140'7 

NY38 :NYCXNYMBR.SO :5RSM:UNK : UNK: 

NYCXNYGCDSO 
NYl8 :NYCXNYTBCGO: 1MS: 4961 : 1409 

NY38 :NYCXNYTBDSO :DGTL:ONX:UNK 

NYl8 :NYCXNYTBMGO: 1XB :496'7: 1409 

NY38 :NYCXNYTllCGO: 1ES :4966: 1400 

NY38 :NYCXNYTRDSO :DGTL:UNX: UNK 

NY38 :NYCXNY'rRHGO: 1XB:4966: 1400 

NY38 :NYCXNYTRMG1 :5XB: 4966: 1400 

POUG :AMENNYAN RSO: 511SM: UNX:UNK: 
PGBKNYSBDSO 

POUG :AMENNYANSGI :OTB:4761 : 149'7 
POUG :BECNNYBr.oSO :DGTL: UNK: UHK 

POUG:BECNNYBEHGO :5XB :4861 : 15C4 

POUG:CLCNNYCNMGO :5XB:4921: 1681 

POUG :CLClUiYCCRSO: 5ltSH : UNK: UNK: 

PGHKNYSBDSO 

POUG :CNDLHYCLCGO :3ES :483 5 : 1541 

POUG:CRNWNYCWCGO :3ES :4879: 1504 

POUG:CRNWNYCNRSO :RDGT:UNK :UNK: 
NNBRNYNNDS 0 

POUG :DVPLNYOPRSO :5RSH: UNK:UNK: 

PGflXNYSRDSO 

POUG :DVPLNYDPSGI :OTB:4181: 1486 

POUG :ELVLNYELHGO :5XB :4866: 1588 
POUG:FLBGHYFBMGO : 5XB :4888 : 1618 

POUG :FLBGHYFBRSO :ROOT:UNK : UNK: 
MNTINYHTDSO 

POUG :FLSCNYFM'4GO :5XB :4802: 1665 

POUG :FLSCNYFHRSO :ROOT: UNK : UNK: 

KGTNNYKGDSO 

POUG:FSBKNYLDDSO :DGTL:UNK : UNK 

POUG :FSRKNYLDHGO :5XB :4844 : 1491 
POUG : GHVLNYGHSGI : OTH : UNK : UNK 
POUG:BG1.DNYHGCGO :3ES :4823: 1532 

POUG:BGLDHYRGRSO :ROOT:UN}( :UNK : 
PGHKNYSHDSO 

POUG:BIFLNYBFRSO :ROGT : UHK : UNK : 

XGTNNYXGDS 0 

POUG :HIFLNYBFSG1 :OTH:4820: 15 69 

POUG:HYFKNYBKRSO :SRSH : UNK:UNK : 

PGBXNYSHDSO 

POUG :JFVLNYJFHGO :5XB :4906: 1667 

POUG:J'FVLNYJFRSO : ROOT : UNK : UNK : 

MNTINYHTDSO 

POUG :KGTNHYKGOSO :DGTL:UNK :UHK 
POUG :}(GTNNY1(QIotGO :5XB :4190: IS 65 

POUG :KRBHNYXRCGO :3£5 :4846: 1584 

POUG :LBRTHYLBMGO :5XB :4885 : 1645 
POUG:LKBNHYLHSG1 :OTH: 4928 : 1662 

POUG :LKXTNYLKCGO : 1[5 :4'781 : 15'70 
POUG:LVHNHYLVMGO :5XB: 4816: 1669 

POUG:HLBKNYMLRSO: 5RSM : UNK:UNK: 
PGBXNYSHDSO 

POUG :MLBKNYMLSG1 :OTH :4184: 1506 

POUG :MLTHNYMNRSO :ROOT : UNK : UNK : 

NNBRNYHNDS 0 
POUG :HLTNHYMNSGI OTB:4833 : 1524 

POUG :HNTINYHTDSO DGTL :UNK:UNK 
POUG :HHTIHYM'I'HGO 5XB:490 5 : 1618 

POUG :MNTINYHTRSQ 5RSH :UNK:UNK 

PCXJG:HRBOHYHBSGI :OTR: 4844 : 1�19 

POOG : NCLVNYNCRSO : 5RSM :UNK :UNK : 

PGBKNYSHDSO 

POOG:NNBRHYNNDSO : 5ES :UNK : UNK 

POUG : NNBRHYNNMGO : 5XB : 4865 : 1510 

POOG:NWBRNYNTMGO : 5XB: 4863: 1527 

POUG : NWBRNYWTRSO : 5RSH: UNK :UNK, : 

NNBRNYNNOSO 

POUG : NNPLNYNPHGO: 5XB: 4830: 1552 

POOG:NWWNNYNWRSO: 5RSH :UNK :UNK : 

NNBRNYNNDSO 

POUG : PGBKNYSHDSO: 5ES: 4822 : 1525 

POUG : PGBKNYSPDSO : OOTL :UNK :UNK 
POUG : PGBKNYSPHGO : 5XB : 4828 : 1518 

POOG : PRNCNYPBRSO : RSS: UNK: UNK : 

LDTNYLKCGO 

POOG:PVYDMnDCGO : 3r.S: 4804 : 151 '7 

POOG : PWNGNYSSRSO : 5RSH: UNK : UNK : 

PGBKNYSBDSO 
POOG : RODLNYRDRSO : RDGT : UNK : UHI< : 

PG8KNYSHDSO 

POUG:RODLNYRDSGI :arB: 4813: 1564 

POUG: SGRTNYSGRSO: 5RSM :UNK : UNK : 

PGBKNYSBDSO 

POOG: SGRTNYSGSGl : SXS : 4'759 : 1579 

POUG : SBKNNYSKCGO: 3ES : 4802 : 1598 

POUG : STNVNYSTCGO :3ES : 4770 : 1518 

POOG : NDSTNYNSRSO : RDGT :UHK: UHK : 
PGHKNYSRDSO 

POUG: NDSTNYNSSG1 :OTB: 4'782 : 1595 

POOG:NBLKNYNRt«;O: 5XB: 4914: 1640 

POUG: NNDLNYNDCGO: 3ES: 41 96: 1471 

POOG:NPFLNYNFCGO : 2BES :4839 : 1510 

SYRA. :NtBRNYABRSO: RSS :UNK: UNK : 
SYRCNYSUCGO 

SYRA :ATNPHYAW6S9 :OTH : 4544 :20'70 

SYRA: ATNPNYAWRSO: RDGT : UNK : UNK : 

WTTWNYUNDSO 

SYRA : AUBNNYAUDSO : OOTL: UNK : UNK 

SYRA :AUBNNYAUSG1 : SXS : 485'7 :2029 

SYIlA : AXBANYAX482 : SXS: 4548 : 2121 

SYRA :AX.BANYAXRSO : RDGT : UNl< : UNK : 
NTTWNYUNDSO 

SYIlA : BAVLHYBVCGO : 2SES : 4194 : 2028 

SYIlA: BLRVNYBCDSO : DGTL : 4 594 : 2069 
SYRA :BNVDNYBD896 :OTH: 4668: 1896 

SYRA: BNVDNYBDRSO : RDGT :UHK :UNK : 
NH.BaiYWBDSO 

SYIlA :BRPTNYBP633 :OTH : 4760: 1977 

SYRA: BRPTHYBPDSO : DGTL :t'HK : UHK 

SYIlA: CICRNYCJCGO : 2BES : 4 772 : 2003 

SYRA:CLAYNYOSCGO : 1ES : 4'785 :2016 

SYRA : CLEVNYCEllSO : llSS : UNK : UNK : 
SYRCNYSUCGO 

SYRA :CLTNNYZIDSO : OOTL :UNK :UNK 
SYRA :CLTNNYZISGl : SXS : 47 25 : 1891 

SYllA: CL YDHYCY923 : OTR: 4857 : 2088 

SYRA : OfDNNYZHDSO : DGTL :UHK : UHK 
SYRA :CMDNNYZMMGO : 5XB : 4709: 197 6 

SYRA :CMLSNYIDRSO : RSS : UNK : UNK : 

SYRCNYSUCGO 

SYRA:CMLSNY�CGO : IES : 4806: 2002 

SYRA :CNSTHYZADSO : DGTL :4756: 1942 

SYRA : CNTNNYZORSO: 5RSM : UNK : UN"': 

PTSDNYFSDSO 

SYRA : CNTNNYZOSG 1 : OTE: 4434 : 206 7 

SYR.A : CNTTNYCI llSO : RSS : UNK : UNK : 

SYRCNYSUCGO 

SYRA :COTNNY56HGO : OCC : 4403: 2054 

SYRA:COTNNY56RSO : RDGT :UNK :UNK : 

PTSDNYFSOSO 

SYRA :CPNBNYZP 688: orB : 4605 : 203 9 

SYRA: CPNBNYZPllSO : RDGT : UNK : UNK : 
trrrrNNYUHDSO 

SYRA : CRLDNYCRDSO :DGTL: 4880: 1937 

SYRA : CRTBNYZGDS 0: DGTL : UNK : UNK 

SYRA:CTNGNYCHCGO : 3ES : 4711: 1953 
SYRA :CYTNNYZYCGO: 3ES: 4581: 2136 

SYRA : DLGVNYOO429:OTH: 4659: 1820 

SYRA: DLGVNYDGRSO : RDGT : UNK: UNK : 

HRKMNYBCDSO 

SYRA :EVHLNYEIRSO RDGT:UNK:UNK: 

WTTWNYUNDSO 
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SYRA : FABSNYFBltSO :ltSS : ONK :UNK: 

SYRCNYSUCGO 

SYM : FYTTNYFY5 49 :OTH: 4 900: 204 6 

SYRA :FYTTNYFnSO :ROOT:UNK : UNK : 

GENVNYGHDSO 

SYRA:FYVLNYFVDSO :DGTL : 4188 : 1969 

SYRA :GENVNYGNDSO tDG'rL : 4907 :20'76 

SY:RA :GRTNNYGTRSO :RDGT: 4900 : 1959 : 

CllLDNYCRDSO 

SYRA :GVRNNYGCI4GO :5XB :4501 : 2070 

SYRA :GVRNNYGORSO :5RSM:UNX :UNK : 

PTSDNYFSDSO 

SYRA :BMI'HNYRAMGO :5XB: 4780 : 1883 
SYRA :Sa.RNYBHDSO :DGTL : UNK:UNK 

SYRA: HRKMNYBCDSO : DGTL: UNK: UNK 
SYRA :BRKMNYBC1GO :5XB :4692 : 1838 

SYRA :HRVLNYBV543 :OTH :4525 :2028 

SYRA :HVTNNYHXl44 :OTH :4452 : 2100 

SYRA:BVTNNYHXRSO :5RSM:UNK:UNK : 
PTSONYPSOSO 

SYRA: ILINNYILRSO :ROOT :UNK : UNK : 

HRKMNYHCDSO 

SYRA : ILINNYI LSGI : SXS : 4 699: 1842 

SYRA : ITHCNYIBDSO :DGTL : 4938 : 1957 

SYRA : ITHCNYFGMGO :5XB : 4 931 : 1958 

SYRA :J1lDNNYJDCGO :3ES :4825: 2034 

SYRA :LFRVNYLE658 :OTH :4580 : 2115 

SYRA :LFRVNYLERSO : ROOT : UNK : UNK : 

WTTWNYUNDSO 

SYRA :LFYTNYLFRSO :RSS :UNK :ONK : 

SYRCNYSUCGO 

SYRA :LNNGNYLG533 :OTH: 4923 : 1976 

SYAA :LTFLNYLSMGO :5XB: 4671 : 1823 

SYRA :LYNSHYLYCGO : 3ES : 4 87 3 :  21 02 

SYRA:MACDNYHCCGO :2ES :4903 : 2145 
SYRA :MARNNYHR926 :OTH : 481'7 : 2137 

SYM :HCDGNYHD585 :OTH : 4 91 0 :  205'7 

SYRA :MCGRNYMGRSO :llOOT : 4872: 1924 : 

CRLDNYCRDSO 
SYRA :MCLNNYHZRSO :RDGT : 4899: 1945 : 

CRLDNYCRDSO 

SYRA :MDRDNYHK322 :OTH : 4403: 2081 

SYRA :MEXCNYMXRSO :llSS :UNK :UNK : 
SYRCNYSUCGO 

SYRA :HINONYMIDSO :DGTL: UNK :UNK 

SYRA :HORVNYHc:JoIIGO :5XB :4883 : 1982 
SYRA :MRTKNYMW315 :OTB :4483: 2119 

SYRA :MRTNNYHNRSO :5RSM : UNK :UNK : 

PTSDNnSDSO 

SYRA :MSSNNYMQDSO :OGTL : 4349 :2077 

SYRA :NRFLNYN0384 :OTH :4382 : 20/2 

SYRA :NRFLNYNORSO :5RSM : UNK : UNK : 

PTSDNYPSDSO 

SYRA :NROSNYNR581 :OTH :4841 : 2104 

SYRA:NROSNYNRRSO :RDGT :UNK : UNK : 

GENVNYGHDSO 
SYRA :NRWDNYND353 : SXS : 43 90: 20 66 

SYRA :NRNDNYNDRSO :5RSM :UNK : UNK : 

PTSDNYPSDSQ 

SYRA :NSYRHYNSMGO 5XB :UNK :UNK 

SYRA:NNFONYNF564 0'1'8:4961:1960 

SYRA :NWRKNYNKDSO DGTL : UNK : UNK 

SYRA :NWRKNYNKMGO 5XB:4886:2113 

SYRA :OGBGNYOGHGO 5XB:4445:2120 

SYRA :OGBGNYOGRSO 5RSM:UNK:UNK: 

PT50NYFSDSO 

SYRA :ONEDHYODMGO 5XB:4143:1931 

SYRA :ONTllNYOHCGO 3E5:4871:2159 

SYRA :OSWGNYOSDSO DGTL :Ul'iK :UNK 

SYRA :OSWGNYOSMGO 5XB:4759:2088 

SYRA :ONSCNYOO'784 OTH:4861:2006 

SYRA:PHLANYFF642 OTB;4560:2077 

SYRA :PRLANYPFR.50 RDGT :UNK :UNK : 

WTTWNYUNDSO 

SYRA :PUoIYNYFYCGO 3ES :4894: 2132 

SYRA :PNYNNY'PN536 SXS :4<j50:2058 

SYRA :PNYNNYPHDSO DGTL :UNK :UNK 

SYRA :PPllGHYFP364 078:4895:2011 

SYRA :PllISNYPARSO RSS :UNK :UNK : 

SYR.CNYSUCGO 

SYRA :PTSDNYP5DSO 5ES :UNK :UNK 

SYRA :PTSDHYFSHGO 5XB:4403:2054 

SYRA :RCSPNYRSMGO 5XB:4723:181S 

SYRA:RCSPNYRSllSO RDGT:UNK:UNK: 



m h a t t h e �  knom 
RRl<MNYHC D S O  

S Y RA : RDC KN YR.C 1 5 4  : OT H : 4 8 1 S  2 0 90 

5 Y RA : RCMENYRMD S Q  : DGTL : UN K  UN K 

S Y RA : RCMENYRMMGO : 5 XB : 4 1 0 4  1 9 2 2  

SYRA : SALKNYQT8 4 8 : OT H : 4 4 9 S 1 9 94 

SYRA : 5 CBRNYQHRS O  : RDGT : UN K  ON K :  

tfTTWNYUN D S O  

S Y RA  : S KNTNYS E 6 8 5  : S XS : 4 8 4 2 : 2 0  1 3  

S Y RA : S KNTNYS E R S O  : DGTL : UN K :  UN K 

5YRA : SNFLN Y S L 5 68 : S XS : 4 8 8 2 : 2 0 5 1  

5'/RA : S NFLN Y S L D S Q  : DGTL :  U N K : UN K  

SYRA : SOOSNYS D 4 8 3  : OTH : 4 8 4 8 :  2 1 3 3  

S Y RA : S OD S N Y S O D S O  : DGT 1 : UN X :  UN K 

SYRA : S YBHNY0Y1 6 2  : OTH : 4 7 3 3 : 1 9 5 4  

SYRA : S YBBNYQYD S O  : DGT L :  UN K : UN K  

SyItA : S YRCN YO D D S O  : DGTL : UN K : UN K 

SYRA : S YllCNYE P D S Q  : DGTL : UN K :  UN K 

S Y RA : S YRCNYEPMGO : 5 XB : 4 1 9 2 :  2 0 0 2  

SYRA : S YRCNYG S D S O  : DGT L :  4 1 9 1 : 1 98 3  

S Y RA : S YRCN YJSCGO : I E S : 4 7 8 9 :  1 9 8 1  

SYRA : S YRCNYSACGO : I E S  : 4 8 0 5 :  1 9 8 3  

S Y RA : S YRCN Y S UCGO : l AE S :  4 1 91 : 1 9 9 0  

SYRA : S YRCN Y S U C G l : 1 M S : 4 1 91 : 1 9 9 0  

SYRA : T HR S N Y"I' H 6 2 8  : OTH : 4 S 5  9 :  2 0  9 6  

5YRA : T HRSNYTllR S O  : &OOT : UN K :  UN K :  

WTTNNYUN D S O  

SYRA : TLLYN Y'l' Y ll S O  : R S S  : 4 8 3 8 : 1 9 5 2 : 

SYRCNY SUCGO 

SYRA : UN S P N YU S 8 8 9  : OTH : 4 8 8 5 :  2 0 3 4  

SYRA : UN S P N YU S R S O  : RDGT : UN K :  UN K :  

AUBNNYAU D S O  

S Y RA : UT I CNYUTCGO : 1 A E S : 4 1 0 3 : 1 8 1 9  

SYRA : WDPTN YWT8 3 4  : OTH : 4 83 1 :  2 0 4 3  

SYRA : ltDTNN YW Y3 8 8  : OTH : 4 3 9 1 : 2 1 0 6  

SYRA : ltHBOOYWBD S O  : OG'lL : 4 1 0 4 : 1 8 8 9  

SYRA : WLCTNYWCS 94 : OTH : 4 8 2 9 :  2 0 9 9  

S Y RA : wLCTNYWCR S O  : RDGT : UN K : UN K :  

GENVNYGNDS 0 

SYRA : WMSNNYWN 5 8 9  : OTH : 4 8 6 2 : 2 1 4 1  

S Y RA :  WMS NNYWN R S O  : RDGT : UN K :  UN K :  

NWllKNYNKDS 0 

S Y RA : N'I'RLNYWT 5 3 9  : S XS :  4 8 8 9 :  2 0 65 

SYRA : WTRLN YWTD S O  : DGTL : UN X : UN K  

SYRA : WTT tlH YU N D 5 0  : OG'l L :  4 6 1 2  : 2 0 8 0  

SYRA : NWVLNYltW1 3 1  : OTH : 4 1 1 9 :  1 8 1 6  

SYRA : NWVLNYWQ50 : RDGT : UN K : UN K :  

ltBBONYWBOS 0 

HBPL : ARVGNYAVMGO 5 XB : 4 90 2 : 1 4 2 1  

WHPL : BOVGNYBVD 5 0  OGTL : UN K : UN K  

WHP I. : B RWSNYBNCGO 2 B E S : 4 8 4 5 : 1 4 4 4  

WHP I. : C B P QN YC P 0 5 0  OGTI. : 4 9 0 1  : 1 4 3 3  

WH P L : CNGRN"YCND 5 0  DGT L : 4 9 1 9 : 1 4 5 2  

WHP!. : C RHONYCBO S O  DGT L : 4 9 0 5 : 1 4 5 5  

WHP L : CRHLNYCLCGO 2 £ 5 : 4 8 4 4 : 1 4 5 8  

WHPL : C RMLN YC L R 5 0  RDGT : UN K : UN K :  

YRTWNYYT O S O  

WHPL : C 5 P PN YC SCGO 3 £5 : 4 8 1 4 : 1 4 9 1  

WHP L : OBFYNYD F D S O  OGT L : 4 9 3 6 : 1 4 2 6  

WBPL : GNBGNYFVD 5 0  OGT L : UN X :  UN K 

WBPL : GNBGNYFVMGO 5 XB : UN K : UNK 

WHP L : GNWCCTGNCG1 1 £S : 4 9 1 1 : 1 3 9 6  

WBP L : GRLKN YGLRS O  RDGT : UN K : UN K :  

NNCYNYNCDS O 

WBP L : GRLKNYG L S G 1  OTB : 4 94 2 : 1 5 1 0  

NHPI. : GRSNNYGACGO 3 ES : 4 8 8 1 : 1 4 8 4  

NBP L : BHFLNYBFO S O  OGTL : 4 8 8 4  : 1 4 8 6  

NBP L : BRSNN YBND S O  OGTL : UN K : UN K  

WHP L : HRSNNYBNHGO 5 XB : 4 92 2 : 1 4 0 8  

WHP L : KTNHNYl<AD S O  OGTL : 4 8 1 6 : 1 4 3 5  

WHPL : L RMTNYLAD S O  5 E S  : UNK : U NK 

WBP L : LRMTNYLAHGO 5 XB : 4 8 4 0 : 1 4 0 1  

NBP L : MBPCN YMPCGO 2 E S : 4 8 6 4 : 1 4 5 6  

WHP L  :MMRNN YMAD S O  DGT L :  UN K :  UNK 

WHP L : MMRNNYMAMGO 5 XB : 4 93 3 : 1 4 0 1  

WBP L : MTKSN YMKCGO 2 B E S : 4 8 8 8 : 1 4 3 3  

WBPL :MTKSN YM KD S O  5 E S  : UN K : UNK 

WBP L  :MTVRN YMVO S O  DGTL : 4 9 5 2 : 1 4 0 9  

WHP L : N NC YN YN C D S O  DGT L : 4 9 2 6 : 1 4 5 9  

WHP L : N NRCN YN RCGO 1 E 5 : 4 9 4 8 : 1 4 0 1  

WHPL : N WRCN YNRO S O  DGT L :  lIN K :  UNK 

WHP L : N WRCN YN RH G 1  5 XB : 4 94 8 : 1 4 0 1  

WBPL : N YACN YN KD S O  DGTL : UN K :  UN K 

WBPL : N YACNYNKMGO 5 XB : U H K  : U NK 

WhP L : ORBGNYOB D S O  OGTL : U NK : UNK 

W HP L : ORBGNYOBMGO 5XB : 4 9 3 8 : 1 4 4 0  

WHP L : OSNGNYOS D S O  DGTL : 4 9 1 1 : 1 4 4 5  

W HP L : PASNNYPTCGO 3 E S : 4 8 2 3 : 1 4 5 9  

WHP L :  P ASHNYPTDS 0 DGTL : UNK : UNK 

W HP L : P K SKNYP S O S O  DGTL : 4 8 9 3 : 1 4 1 0  

W 8P L :  P OHNNYPODS O DGTL : UNK : UNK 

NBP L : PQMNNYFOHGO S X B : 4 9 2 1 : 1 4 6 9  

W HP L : P RDYNYPDCGO 2 £ S : 4 8 6 1 : 1 4 4 0  

WBP L : PRRVNYN P D S O  5 E S : UN K :  UNK 

WHP L : P RRVNYNPMGO 5 XB : 4 9 4 9 : 1 4 4 1  

W BP L : P RRVNYN P R S O  RDGT : UNK : UNK : 

N NC Y N YN C D S O  

WHP L :  P S VLNYPVO S O : DGTL : UNK : U N K  

WBP L : PTCBNYPCCGO : 1 E S : 4 9 1 8 : 1 3 9 8  

WHP L : PTVYN Y P YCGO : 2 E S : 4 8 1 3 : 1 4 6 8 

W BP L :  RYE-NYRY D S O : DGTL ; UNK : UNK 

W8P L : RYE-NYRYMGO : 5XB : 4 9 2 3 : 1 3 9 9  

W HP L :  SCDLNY S R D S O : DGTL : 4  93 4 :  1 4 1 4  

W HP L : S F RNN Y S U D S O : DGTL : UNK : UNK 

WBP L :  SFRNNYSUHG O : 5X8 : 4 9 4 6 : 1 4 1 5  

WRP L : SLTSN Y SLR S O : RDGT : 4 9 4 4 : 1 4 8 1 : 

N NC YN YN C O S O  

N HP t :  S P vYNY SVCGO : 2 B t S : 4 93 8 :  1 4 6 2 

WBP L : S P VYNYSVD S O : DGTL : U NK : U NK 

WHP L : S P VYNYSVMGO : 5XB : 4 9 3 8 : 1 4 6 2  

WHP L :  S S LHNY 5 5 D S O : DGTL : U NK : U NK 

W HP L : TKHONYTUCGO : I t S : 4 9 4 4 : 1 4 1 2  

W8P L : TRTWNYTT O S O  : DGTL : 4  92 5 :  1 4 3 4  

WBP L :  T U XONYTXRS O : RDGT : U NK : UNK : 

P RRVNYN P D S O  

WHP L : TUXDNYTX S G 1 : S X S : 4 9 3 6 : 1 4 9 4  

W8P L :  WHPLNYWPCGO : 1AtS : 4 92 4 :  1 4 1 6  

W HP L : WHP LNYWP D S O : 5 E S  : UN K :  UNK 

W BP L :  WHPLNYWPMG O : I X ! : 4 9 2 4 : 1 4 1 6  

W BP L : WBPLNYWPHG 1 : 5XB : 4 9 2 4 : 1 4 1 6  

WHP L :  NHVRNYWBDS 0 :  OGTL : UNK : UNK 

W RP L :  WHVRNYNHMGO : 5XB : 4 9 1 4 : 1 4 6 8  

NBP L : YN KRNYYNCGO : 1AES : 4 95 4 :  1 4 2 0  

WHPL : YN KRNYYN D S O : DGTL : U NK : UNK 

WHP L :  YNKRNYYNMG2 : 5XB : 4 9 5 4 : 1 4 2 0  

W8P L :  YRTWNY'fT D S O : DGTL : U NK : U NK 

W 8P t :  YRTWNYY'I'MGO : 5XB : 4 8 7 9 : 1 4 5 5  

WLMG : N YCKNY 1 4 CG O : 1 E S : 5 0 1 0 : 1 3 9 6  

WLMG : NYCKN Y 7 1 CGO : 1 E S : 5 0 1 9 :  1 3 9 1  

WLMG : NYCKN Y 7 1 DS O : 5 E S  : UN K : UNK 

NLHG : NYCKN Y 1 1 MG O : 1 X B : 5 0  1 9 :  1 3 9 1  

WLMG : NYCKN Y l 1 CG O : 1 E S : 5 0 2 0 : 1 3 9 6  

WlJo!G : NYCKNY 1 1 Q S O : OGTL : UNK : UNK 

WLMG : N YCKN Y 1 1MGO : 1 X B :  5 0 2 0 : 1 3 9 6  

WLHG : NYCKN Y 1 1 MG 1 : 5XB : 5 0 2 0 : 1 3 9 6  

WLH G : NYCKNYA I D S O : DGTL : 5 0 0 9 :  1 3 8 3  

WLMG : NYCKHYA I MG O : 5 X B : 5 0 0 9 : 1 3 8 3  

WLMG : NYCKN Y A I MG 1 : 5XB : 5 0 0 9 : 1 3 8 3  

WLMG : NYCKNYAI MG 2 : 5XB : 5 0 0 9 : 1 3 8 3  

WLMG : NYCKNYALCG O : 1AES : 5 0 1 0 : 1 3 8 9  

WLHG : NYCXNY ALDS 0 : DGTL : UNK : UNK 

WLHG : NYCKNYALMGO : 1 X B : 5 0 1 0 : 1 3 8 9  

WLMG : NYCKNYARCGO : 1 E S : 5 0 1 8 : 1 3 8 4  

WLMG : NYCKNYAR D S O : DGTL : UNK : U NK 

WLHG : NYCKNYARMGO : 1 XB :  5 0  1 8 : 1 3 & 4  

WLMG : NYCKNYAUCGO : 1 E S : 5 0 2 1 : 1 3 8 6  

WLHG : NYCKNYAU D S O : OOTL : UNK : UNK 

WLMG : NYCKNYAUMGO : 1 XB :  5 0 2 1 : 1 3 8 6  

WLMG : NYCKNYAYCGO : l E S : 5 0 1 9 :  1 3 8 1  

W!.MG : NYCKNYAYDS 0 : DGTL : UNK : UNK 

WLMG : NYCKNYAYMGO : l X B :  5 0 1 9 :  1 3 8 1  

WLMG : NYCKNYBRCGO : 1 E S : 5 0 0 5 : 1 3 9 9  

WLHG : NYCKNYBRCG 1 : 1 E S : 5 0 0 5 : 1 3 9 9  

WLHG : NYCKN Y BR DSO : 5 E S : 5 0 0 5 : 1 3 9 9  

WLMG : NYCKNYBRDS 1 : DGTL : UNK : UNK 

WLMG : NYCKNYBRMG O : 1 X B : 5 0 0 5 : 1 3 9 9  

WLMG : NYCKNYBRMG 1 : 5 X B : 5 0 0 5 : 1 3 9 9  

WLMG : NYCKNYBUCGC : 1 E S : 4 9 9 9 : 1 3 9 0  

WU4G : NYCKNYBU D S O : OOTL : UNK : UNK 

WLHG : NYCKHYBUMGO : 5XB : 4 9 9 9 : 1 3 9 0  

WLMG : NYCKNYCLCGO : 1 E S : 5 0 0 S : 1 3 9 5  

WLMG : NYCKNYCL D S O : 5 t S : UN K :  UNK 

WLHG : NYCKNYCLMGO : 1 X B :  5 0 0 5 : 1 3 9 5  

WLHG : NYCKNYC L R S O : 5 R SM : 5 0 0 5 : 1 3 9 5 : 

N YC KN YSRD S O  

W111G : NYCRNYFACGO : 1 E S : 4 9 94 : 1 3 9 0  

NLHG : NYCKNYFAO S O : OGTL : UHK : UNR 

WLMG : N YCKNYFAMGO 1 XB : 4 9 9 4 : 1 3 90 

WLMG : N YC KNYFAMG1 5 XB : 4 9 9 4 : 1 3 90 

WLMG : N YC KN YFTCGO 1A ES : 5 0 1 4 : 1 3 9 2  

WLMG : N YC KN YFTD S O  OGTL : UN R : UN R  

WLMG : N YC KN YFTMGO 1 XB : 5 0 1 4 : 1 3 9 2 

NLHG : N YC KN YKPCGO 1 A E S : 5 0 1 3 : 1 3 8 7  

WLMG : N YC KN YKPMGO l XB : 5 0 1 3 : 1 3 8 1  

WLMG : N YCKNYLACGO l E S : 4 9 9 1 : 1 3 8 3  

WLMG : N YC KN Y L AD S O  DGTL : UN K : UN K  

WLMG : N YC KN YLAHGO 5 XB : 4 9 9 1 :  1 3 8 3  

WLMG : N YCKNYRACGO 1 £ 5 : 5 0 0 2 : 1 3 8 5  

WLMG : N YC KN YRAD S O  OGTL : UN K :  UNK 

WLMG : N YCKN YRAMGO 1 XB : 5 0 0 2 : 1 3 8 5  

WLHG : N YC KN YT'lCGO 1 A E S : 5 0 0 5 : 1 3 8 9  

WLMG : N YC KN YTYD S O  DGTL : 5 0 0 5 : 1 3 8 9  

WLMG : N YC KN YTYMGO 1 XB : 5 0 0 5 : 1 3 8 9  

WLHG : N YCKNYWMCGO 1A ES : 5 0 0 2 : 1 3 8 5  

WLHG : N YC QN YASCGO 1 AE S : 4 9 8 5 : 1 4 0 1  

WLMG : N YC QN YA S D S O  DGTL : UN K : UN K  

WLMG : N YC QN YASMGO 1 XB : 4 98 5 :  1 4 0 1  

WLMG : N YCQN YB AD S O  DGT L :  UN K :  UNK 

WLHG : N YCQNYBAHGO 1 XB : 4 91 1 : 1 3 8 0  

WLMG : N YCQNYBAMG 1 5 XB : 4 9 7 1 : 1 3 8 0  

WLM:; : N YC QN Y B AR S O  RDGT : UN K : UN K :  

NYCQNYFL D S O  

WLMG : N YCQN YBHD S O : 5 E S  : 5 0 0 5 : 1 3 62 

WLMG : N YC QN YBHMGO : 1 XB : 5 0 0 5 :  1 3 62 

WLMG : N YC QN Y B HR S 1  : 5 RS M : UN K :  UN K :  

NYCQNYFRDS O  

WLMG : N YCQN Y C OO S O  : 5 ES : UNK : UN K  

WLMGl : N YCQN YCCMGO : 5 XB :  4 98 4 :  1 3 8 9  

WLMG : N YCQN YFHCGO : 1 E S : 4 9 8 6 :  1 3 8 4  

WLMG : N YC QN YFHDSO : DGTL : UN X : UN K  

WLMG : N YC QlN YF BMGO : l XB : 4  98 6 :  1 3 8 4  

WLMG : N YC QN YFHM G 1 : l XB : 4  98 6 :  1 3 8 4  

WLMG : N YC QN YFHMG2 : 5 XB : 4 98 6 :  1 3 8 4  

WLMG : N YCQNYFLD S O : 5 E S  : U NK : U NK 

WLMG : N YCQNYFLHG1 : S XB : 4  91 1 :  1 3 8 8  

WLMG : N YCQHYFLHG2 : 5 XB : 4  91 1 :  1 3 8 8  

WLMG : N YCQNYFRD S O  : 5 ES : 4  9 9 7 : 1 3 5 1  

WLHG : N YCQNYFRMGO : l XB :  4 9 9 1 : 1 3 5 1  

WLMG : N YCQN Y H S D S O  : DGT L :  4 9 7 8 : 1 3 7 2  

WLMG : N YCQNYHSMGO : l XB :  4 91 8 :  1 3 1 2  

WLMG : N YC QNYHSMG1 : 5 XB : 4  91 8 :  1 3 1 2  

WLMG : N YCQN YB S R S O : RDGT : UN K :  UN K :  

NYCQNYLNDS I 

WLHe : N YC QN Y H S R S 1 : RDGT : UN !': : UNK : 

N'lCQNYLNDS 1 
WLMG : N YCQN Y I ACGO : 1 ES : 4 9 9 2 : 1 3 6 9  

WLMG : N YCQN Y I AQ S O  : DGTL : UNK : UNK 

WLMG : N YCQN Y I IIMGO : 5 XB : 4 9 9 2 : 1 3 6 9  

WLMG : N YC QN Y JAD S O  : DGT L :  4 9 8 4 : 1 3 1 6  

HLMG : N YCQN Y L I CGO : 1 ES : 4  9 9 2 : 1 4 0 1  

WLMG : N YCQNYL I O S O  : DGTL : UN!': : UN K 

WLMG : N YCQN Y L I M G l  : 5 XB : 4 9 9 2 : 1 4 0 1  

WLMG : N YCQNYLND S I  : DGTL : UN K :  UNK 

WLMG : N YCQNYLNMGO : 1 XB :  4 98 6 :  13 67 

WLMG : N YCQN YLNMG1 : 5 XB : 4 98 6 :  1 3 61 

WLHG : N YC QN YN JD S O  : OGTL : UN K : UNK 

WLMG : N YC QN YN JHGO : 5 XB : 4  9 8 0 : 1 3 8 0  

WLMG : N YCQNYNWCGO : 1 At S : 4 9 8 6 : 1 3 9 2  

WLHG : N YCQNYN WO S O  : 5 ES : U NK : UN!': 

WLMG : N YCQNYNWMGl : 5 XB : 4  9 8 6 :  1 3 92 

WLMG : N YCQNYOPCGO : 1 ES : 4  9 9 1 :  1 3 1 5  

WLMG : N YCQNYOP D S O  : DGTL : UN K :  UNK 

WLMG : N YCQNYOPMGO : l XB : 4 9 9 1 : 1 3 1 5  

WLMG : N YCQN 'lOPMGl : 5 XB : 4 9 9 1 : 1 3 1 5  

WLMG : N YCQNYRHD S O  : DGT L :  4 9 90 : 1 3 8 0  

WLMG : N YCQNYRHMGO : 1 XB : 4 9 9 0 : 1 3 8 0  

WLHG : N YCQNYRHR S O  : RDGT : UN K : UN K :  

NYCQNYLNDS 1 

WLMG : N YC QN YliSCGO : 1 ES : 4  91 1 :  1 3 8 8  

Too risky to mail?  
Too paranoid to  
speak i ts  name? 

Then FAX it!  
516-751-2608 
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by Violence 
This is the second part of a series on 

the P RI MOS operating system.  I n  th is part I 
w i l l  detai l the several usefu l  app l icatio n s  
y o u  are l ikely t o  fi nd on Prime computers . 
You wi l l  learn about the DSM (D istributed 
Sy s t e m  M a n ag e m e n t) u t i l i t i e s ,  t h e  
E D IT_P RO F I L E  ut i l ity (the P RI MOS u s e r  
editor), a n d  several others .  Th is  w i l l  enable 
you to make the most of any Prime com put­
er you happen to vi sit. 

Exam ples appear in i tal ics.  Bold i talics 
indicate user input ,  regu lar ital ics indicate 
com puter output. 

EDIT PROFILE 
EDIT_PROFILEi s  the uti l ity that is used 

to add , delete, and m odify u sers on a Prime 
computer running PRI MOS. I t  is s imilar to 
the VAXIV MS AUTHORIZE ut i l i ty .  There 
are t h re e  m o d e s  of E D I T_ P RO F I L E 
access,  and these are : 
System Initialization (SI) mode 
System Admin istrator (SA) mode 
Project Ad ministrator (PA) mode 

Y o u  w i l l  p ro b a b l y  n e v e r  be u s i n g  
E D I T_P R O F I LE i n  S y s te m  I n i t ia l i zati on 
mode as that mode is  used for in i tial sys­
tem user setup .  SA mode wi l l  allow you to 
p e rform w h o l e s a l e  u s e r  m o d i f icati on s ,  
whereas P A  m ode wi l l  on ly  al low you to 
perform modifications to u sers in  the same 
project as you . When you decided to try out 
E D I T_PROF I LE o n  the sy ste m  that you 
have hacked i nto, type th i s :  
OK, edit_profile 

If it g ives you an erro r m e s sage then 
you obviously don't  have good enough priv­
i leges .  Don ' t  g ive u p  hope ,  h owever,  as  
there are ways around this .  Un fortunately, 
though ,  the methods wh ich you m ust u se 
are beyond the scope of t h i s  tu torial . I t  
involves programming in  a h igh  level lan­
guage (FORTRAN IV, FORTRAN-77, PU1  
Subset G, et .  aL)  as  well as knowledge of  
the appropriate system cal ls  to  make. Do 
lots of research and experiment.  You might 
just get lucky. 

I f ,  o n  the other hand,  i t  a l lows you to 
invoke ED IT_P ROFI LE then it wi l l  d isplay 
the uti l ity's herald ( revision number, serial 
number, and copyright in formation )  and a 

M O RE HACKING 

m e ssage s tatin g  w hat m ode you  are i n .  
The mode message wil l  b e  one o f  these : 
In system administrator mode 
In project administrator mode 

If you are in SA mode then the account 
you are using has SYS1 privi leges (that 's 
the best you can do from a remote stand­
po int ) . Before I get deep in how to u s e  
ED IT_P ROFILE properly I should mention 
that I have the source code to this wonder­
fu l ly  useful  prog ram and a secu rity audit 
feature was added in  dur ing the last few 
years (circa 1 986) .  It wi l l  log all successful 
and failed commands. The only way I have 
d iscovered around th i s  is to re move the 
log g i n g  p roced ures  from the code and 
reco m p i l e  i t  o n l i n e ,  but  t ha t ' s p re tty 
advanced stuff and not advised at any rate. 
The best you can do at m aintain ing  your  
p r e s e n ce o n  t h e  s y s tem is  not  to u se 
ED IT_P ROFILE overly m uch . I n  fact, don't 
use i t  u n l e s s  you m u st .  I g e neral l y  use  
ED IT_P ROFILE once per  hack, and that i s  
after I ge t  in .  What do I do?  I obtain a fu l l  
u s e r/ p roj e c t  l i s t i n g  for f u t u re h a c k i n g  
pu rpose s .  Y o u  can 't obtain an accou nt 's 
password from with in EDIT_P ROFILE ,  but 
you can obtain a fu l l  u ser and project l ist­
i n g ,  as we l l  as add , mod i fy ,  and de lete 
u sers. I f  you get a user l ist ,  try and hack at 

"One user is 
easier to hide 
than three or 
more. " 

those accounts  before wantonly add ing  
u ser  accounts. Be sensible. Get a l l  that you 
can before adding a u ser. And i f  you must 
add a u ser, just add one. There is no need 
to add three or four users. No need at all . 
One user  is easier to h ide than three o r  
more .  U se common sense here ,  guys .  
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O N  PRIM O S  

O n c e  E D I T_ P RO F I L E  h a s  b e e n  
invoked you wi l l  b e  dispatched merci lessly 
to the ">" prompt. To obtain help, j ust type 
H ELP and press RETU RN.  Before I get into 
adding u sers ,  I ' l l  discuss the procedures for 
pul l ing user l i sts and s imi lar information .  

To get  ful l  information about the system 
you are on (projects ,  u sers,  etc) you simply 
need to type : 
>lisL system -sll 

You can abbreviate the LIST_SYSTEM 
command with LS. You can l is t  individual 
system attributes by substituti ng new argu­
ments in  place of the -ALL arg u ment. To 
see what LS arg u ments are avai lable , type 
H E LP . You s h o u l d  ex per i m e n t  w i th  the  
ava i l a b l e  " L I ST " c o m m a n d s  i n  
ED IT_PROFILE .  

Before attempting to  add a u ser on any 
Prime system you shou ld  always l i s t  the 
sy stem attri bu tes  so  that you w i l l  know 
what projects and groups are in use .  When 
you decide to add a super-user, make sure 
that you add yourself to the common pro­
ject (u sually D E FAU LT) and all of  the high­
access groups (examples I have seen are : 
. A D M I N I S T RATO R S $ ,  . P ROJ E C T_A D ­
M I N I STRATO RS$ , . O P E RA TO R S $ ,  
. N ET _MGT$ ,  etc . ) .  Adding super-users i s  
not always a good idea.  Never add more 
than 1 or 2 u sers on a system .  Also,  try to 
fol low the naming conventions used on the 
system.  If u sers have thei r first name as a 
User I D ,  then when you add a user make 
sure that your new user's User I D  is a first 
name . Likewise , i f  al l users have their in i ­
tials as their U ser I D  then make sure that 
your new u ser has a U ser ID with i n itial s .  
Now, to  add a u ser, type:  
>sdd_user usernsme 

Where "username" is the U ser I D  you 
wish to use .  After you type thi s you wi l l  be 
asked for your password. E nter the pass­
word that you wish to u se .  Then you wi l l  be 
as ked for your g roup(s )  and your defau l t  
log i n  project. Li ke I said , you shou ld  use 
the " L I S T _" co m m a n d s  to  see w h at 
group(s )  are i n  use .  Groups  always s tart 
with a period ( . ) . Give yourself the admin is­
trator groups and you wi l l  be doing good.  
As for p roject, an en try of D E FA U LT wi l l  

u sually suffice. 
An easier method to add users is to u se 

the -LI KE argument. Try th i s :  
>sdd_user username -like system 

Agai n ,  "username" is th e name of the 
U ser  ID that you wish to use. This arg u ­
m e n t  o f  the A D D_U S E R  com m a n d  w i l l  
make a copy of t h e  u s e r  cal led SYSTE M  
(found on al l Primes that I have see n ;  al so 
a u ser of the super-user class) and add the 
copy as a new u ser  bu t  wi th  a dif ferent 
name. Now,  set  your password wi th the 
CHANGE_USER command. Type : 
>change _ user usernsme -pw 

You wi l l  be prompted for your new pass­
word. Ta da. You now have a U ser ID with 
the same stats as the User ID "SYSTEM" .  
Occasionally upon adding a user you may 
have to add your  User  I D to a f i le cal led 
LOG U F D  located in one of the UFD 's  off of 
MFD O. Th is wi l l  generally not happen .  I f  it 
does, then s imply correct i t  with one of your 
other accounts .  

You are advised not to wantonly delete 
users or edit them. Also try not to u se the 
C H A N G E_SYST E M  _A D M I N I ST RATOR 
command. Basical ly , type H ELP and start 
to experiment (but be careful of what you 
do). Make sure that you keep track of the 
changes that you make so that in  case you 
mess something up you can fix it . Get you r 
feet wet. 

I f  you find yourself in PA mode you can 
do most of the above , but on ly regarding 
the project that y o u  are adm i n i strat ing . 
Thus  you can on ly  add u sers to that pro­
ject, only delete u sers from that project, etc. 
This means no adding of super-users , etc. 

The Distributed System Management 
(DSM) Utilit ies 

The DSM uti l i ties is a set of commands 
and services that help with the admin istra­
t ion  and day-to-day o peratio n  of P r ime  
computer systems .  I t  i s  i n tended primarily 
for use with networked systems ,  but can 
a l s o  be  u s ed on s i n g l e  P r i m e  s y s te m s  
(those lacking networking capabi l ity ) .  
T h e  DSM u t i l i t i e s  a l l ow P r i m e  s y s te m  
admin istrators and senior operators to per­
form system management tasks from any 
point on a network. DSM's main faci l i t ies 
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are summarized below. 
S I M  (System I n f o r m a t i o n/Meter i n g )  
Com mands System statu s a n d  resource 
mon i tor ing of local and remote syste m s  
from any point within the network. 
R ESUS (REmote System USer) Faci l i ty 
Control of remote Prime systems from any 
terminal . Allows u se of console-only com­
mands from a remote terminal . 
Collection and collation of event mes­
sages, i nc lud ing  P R I MOS and network 
eve n t s ,  t h r o u g h  D S M ' s  U n s o l ic i ted 
Message Handling (UMH) and logging ser­
vices,  with redirection of event messages to 
log fi les or users throughout the network. 
Generalized logging of DSM messages 
in private or system logs, with commands 
for adm in isteri ng ,  d i sp lay ing  and printing 
logs .  
Faci l i ties for defining users' access to 
DSM commands throughout the network, 
i n  a single configuration file .  

As you can see, the DSM ut i l i ties can 
be a very  u se f u l  a s s e t  to have . 
Unfortunately ,  SYS1 privileges (administra­
tor) are requi red to use the most exciting 
aspects of the DSM ut i l i ti e s .  A l l  normal 
users can u til ize the SI M commands, and I 
h ave even m e n tioned some of them i n  
other  parts o f  th i s  ser ie s .  What i s  real ly 
useful to us, however ,  are the RESUS and 
log util ities.  I n  a n utshell here are the basic 
DSM commands. After this list wil l be fu l l  
d iscourses on the RESUS uti l i ty and the 
SIM commands. 
Remote System Control :  
R ES U S  - I n vokes  P r i m e ' s  R E m o te 
System USer faci lity. 
Event  M es s a g e  H a n d l i n g  a n d  
Redirection : 
C O N FIG_UM c o n f i g u re s  DSM 
Unsolici ted Message Handling. 
Administering Logs: 
ADMIN LOG - creates and administers 
DSM 109 fi les. 
Displaying and Printing Logs: 
DISPLAY_LOG - displays and prints the 
contents of log fi les ,  including system and 
network event logs .  
DSM Configurator Commands : 
CONFIG DSM - creates a new DSM con­
figuration

-
file. 

MORE 
DlSTRIBUTE_DSM - distributes a new 
DSM configuration fi le. 
STATUS_DSM - displays the currently 
active configuration. 
DSM Startup and Shutdown Commands : 
START_DSM - starts DSM system con­
sole commands. 
STOP _DSM - stops DSM system console 
commands. 

For more information on any of the DSM 
commands, type: 
HELP command-name 
or 
command-name -HELP 

The RESUS Util ity 
RESUS is the REmote Sy stem U Ser 

facil i ty ,  and allows remote operation of  the 
physical supervisor console from any termi­
nal. What this  basically means is that, with 
RES US enabled, all users with administra­
tor access  wi l l  be able to execute com­
mands that are normal ly on ly  executable 
from the system console . I t  wi l l  let you force 
other users off the system (not a good idea 
to use th is capabi l ity u n less you MUST) , 
take t h e  s y s tem down ( y o u  m u s t  b e  
STU P I D  t o  d o  s uch a thing ) ,  etc. RESUS 
s u p p o rt s  the fo l l ow i n g  co m m a n d  l i n e  
options :  
-ENABLE 
-DISABLE [-FORCE] 
-START [-ON node name] 
-STOP 
-STATUS [-ON node group] 
-HELP [-NO_WAIT] 
-USAGE 

-ENAB LE 
This  option enables RESUS to be used 

o n  a s y s te m .  I t  i s  o n l y  v a l i d  f rom t h e  
supervisor terminal. 
-DISABLE 

This option i s  used to prevent RESUS 
from being used on a system on which i t  
has prev ious l y  been - E N A B L E d .  The -
FORC E opt ion m u s t  be s u p p l ied  if the 
RESUS is  actually in  use.  I t  i s  only val id 
from the supervisor terminal .  
-START [-ON node name] 

This is the means by which an autho­
rized user of RESUS may invoke REmote 
System USer faci lities on a system. If -ON 
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PRI ME H A C K IN G  
node name i s  o m itted , the defau l t  is  the 
local node . For th is  com mand to be suc­
cessfu l ,  RESUS must previously have been 
-ENABLEd at the supervi sor terminal .  
-STOP 

This option terminates remote control of 
the s u perv i s o r  te rm i n al ,  l e a v i n g  t h e  
REmote System USer facil ities avai lable for 
u se by other authorized u se rs .  It is on ly  
val id from the remote terminal in control o f  
the supervisor terminal through RESUS. 
-STATUS [-ON nodegroup] 

T h i s  d i s p l a y s  t h e  c u r r e n t  s tat u s  o f  
RESUS o n  al l node s i n  a specified node 
group. I f  a node group is not specified, the 
status of the local node is displayed. 
-HELP, -H [-NO_WAIT, -NW] 

Displays command-specific Help text. 
-USAGE 

Displays command l ine syntax. 
The DSM SIM Commands 

T h e  D S M  S I M  ( S y s tem 
I n formation/Meteri n g )  commands  g ather 
and display information about system/net­
work status and resource usage from any 
point on the network. 

S I M commands are i nvoked from the 
P R I MOS c o m m a n d  l i n e .  T h e y  can be 
invoked from any terminal to d isplay infor­
mation about any system on the network. 
They can be invoked once, or periodically 
at specified time intervals .  Output displays 
are pag inated for screen display and can 
be recorded in  private or system log fi les .  
User access  to S IM commands on local 
and remote nodes is co ntro l led by DSM 
security. 

A l ist of  S I M  com mands and descri p­
tions of the general SIM options fol lows . 
LIST ASSIGNED DEVICES - l ists 
assigned devices 

-

L1ST_ASYNC - l ists asynchronous termi­
nals 
LIST COMM CONTROLLERS - l ists 
comms contrOllers configuration 
LIST_CON FIG - l ists PR IMOS coldstart 
configuration 
LIST_DISKS - l ists disk partition names 
L1ST_LAN_NODES - l ists nodes on 
LAN300 local networks 
LIST_M EMORY - l ists phys ical memory 
usage 

L1ST_PRIMENET_NODES - l ists 
PRI MENET configured nodes 
LIST PRIM ENET LINKS - l ists active 
PRI ME N ET l inks -

L1ST_PRIM ENET_PORTS - l ists assigned 
PR IMENET ports 
LIST_PROCESS - l ists active system pro­
cesses 
LIST_SEMAPHORES - l ists active 
semaphores 
LIST_SYNC - l ists synchronous l ine config­
uration 
LIST_UNITS - l ists users open file un its 
L1ST_ VCS - li sts active virtual circuits 

General SIM options are: 
-HELP, -H [-NO_WAIT, -NW] 
-USAGE 
-ON {node, nodegroup} 
-PRIVATE_LOG, -PLOG path name [-
NTTY, -N] 
-SYSTEM_LOG, -SLOG path name [­
NTTY, -N) 
-NO WAIT, -NW 
-FR EQ integer 
-TIMES integer 
-START, -S date+time 
-STOP date+time . 

-ON {node, nodegroup} 
This option allows you to specify the tar­

get node , or nodegroup to which the com­
mand i s  to be di rected . The defau lt  i s  to 
direct the command to the node on wh ich 
the command is invoked. 
-PRIVATE_LOG, -PLOG pathname [ ­
NTIY, -N ) 
-SYSTEM_LOG, -SLOG path name [ 
-NTTY, -N ] 

The -PRI VATE_LOG option allows you 
to specify a standard PRI MOS path name 
as a DSM log fi le to wh ich al l  mes sages 
from the target nodes are to be logged. If 
the log does not already exist, i t  i s  created 
automatically for you.  User DSMASR (the 
DSM appl icatio n server) mus t  have ALL 
access to the directory that contains the 
log . 

The -SYSTEM_LOG option allows you 
a ·s imi lar faci l ity using logs that are main­
ta ined  on the sys tem l o g g i n g  d i rectory 
DSM*>LOGS. Sy stem log s on ly  exi st on  
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this di rectory or its subdirectories ,  and must 
be created with the ADMIN_LOG command 
prior to use. 

Lo g g e d  d ata can s u b se q u e n t l y  be 
retrieved, prin ted and displayed using the 
D ISPLAY LOG command. 

-NTTY, - N ;  can be u sed with the -PRI­
VATE_LOG and -SYSTE M_LOG options ,  
and ind icates that  n o  data i s  to be d is ­
p layed to the user .  When th i s  opt ion  i s  
used ,  the command spawn s a phantom 
which executes  th e com m a n d  on  y o u r  
behalf, and frees your terminal. 
-HELP, -H [NO_WAIT, -NW] 

This option overrides all other options to 
display help i nformation about the associat­
ed command. 
-USAGE 

This option overrides all other options to 
display usage information , for the associat­
ed command. 
-NO WAIT, -NW 

This option indicates that you are not to 
be p rom pted or queried during the com­
mand output display. 

I f  t h i s  o p t i o n  is n o t  u s e d ,  y o u  are 
p ro m p ted b etwee n  each targ e t  n o de ' s  
response, and after every 2 3  l ines ( 1  page) 
of output displays "-More-" and waits for 
your response. To see more output press 
the carriage retu rn .  To suppre s s  further 
output and return to com mand level ,  type 
Q, Quit, N ,  or No.  Any other response wil l 
display more output. 
-FREQ 
-TIM ES 
-START, -S 
-STOP 

These o ption s  can be u sed to i m ple­
ment periodic execution of a command. 

-FREQ option provides periodic execu­
t i o n  of a c o m m an d ,  w i t h  t h e  i n te rva l  
between execut io n s  determined i n  sec­
onds. The i nterval you specify i s  the inter­
val between two successive executions of a 
com mand,  and n ot the i nterval between 
com pletion of the com mand's d isplay and 
the next execution .  The interval is corrected 
to the n earest m u l t ip le  of fou r  seconds  
below that specified . I f  FREQ 0 is  specified , 
the com mand is re-executed immediately 
on completion of the previous execution .  If 

I N F I L  TRA T I N G  
the i n terval elapses before com pletion of 
the previous display , the next execution is 
delayed unti l the display is complete. 

-TI MES is used in  association with the -
FREQ option , to set a l imit on the number 
of times that a command i s  to be executed. 

-START, -S sets the date and time that 
execut ion  starts . The format  can be i n  
either ISO standard : 
(YY_MM_DD.HH :MM :SS) 

or in USA standard : 
(MM/DDIYY .HH:MM :SS) 

Defaults are : year to current year; date 
to current date ; and time to zero. 

-STOP sets the date and time execution 
stops ;  format and defaults are the same as 
for -START. 

I n  the  absence of any of these four  
options ,  the command is  executed once, 
and immediately .  

I n  the presence of any of these four 
options ,  the defaults applied to the ur.speci­
fied options are : 
-FR EQ - Immediate reexecution 
-TIMES - infi nite 
-START - now 
-STOP - never 

For more information on any of the S IM 
commands , type: 
H ELP command-name 

or 
command-name -HELP 

PRIMOS Electronic Mail Capabilities 
PRI MOS, l ike any other operating sys­

tem worth its beans,  supports full electronic 
mail capabi lities. However, the mail system 
used wi l l  vary from system to system .  A 
lack of standards? Perhap s .  But I f ind it 
enjoyable learning the differences between 
the many mail systems available. 

I won't discuss how to use the mail sys­
tem s  due to lack of space, but that should 
pose no problem,  as al l of them have online 
help available . 

Prime Computer, I nc. 's old mail system 
( invoked by typ i ng MAI L) is your  typical 
run-of-the-mil l mail system . It 's not too diffi­
cult to figure out how to use. 

Prime Computer, Inc.  has also created 
a P R I M OS i m p lementat ion of the U N I X  
XMAIL system. Th is seems to b e  their pre-
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A P R I M E  
ferred e lectron ic  mai l  syste m .  I t  i s  very 
easy to use, not to mention very powerfu l .  

M y  favor i te e lectron ic  ma i l  s e rver i s  
N ETMAI L ,  written b y  those cunn ing pro­
grammers at Bramalea Software Systems 
(the same f irm that created LOGI N_SEN­
TRY) . N ETMAI L is the mail server with the 
most useful features .  N ot only do you get 
the normal features of sending u ser-to-user 
mai l  local ly and to simi larly configured sites 
on the network, you can also send : 
Courtesy copies to other users 
Encapsulated non-SAM files 

Courtesy copies is basical ly message 
fo rward ing .  Assume I wrote a memoran­
d u m .  I f  I wanted al l  the peop le  on the 
" Board of  Tru stees" to get  a copy I j us t  
send cc's  (courtesy copies) to  them. 

The f i le encapsu lation featu re m akes 
NETMAI L a pseudo-fi le transfer application 
l ike FTS (F i le  Tran sfer  Service,  P r ime 's  
answer to U N IX's FTP uti l i ty ) .  Say I wrote a 
useful public domain program and want to 
distribute it to some u sers on the local sys­
tem and some remote systems. Don't want 
them to get the sources ,  now do we? So 
we encapsu late the executable fi le (com­
piled program) and mail i t  out  as an encap­
su lated fi le. When the receivers read their 
mai l ,  they wi l l  be able to tel l  NETMAI L to 
save it as a file to thei r di rectory . Very nice! 

Some sites use custom-written mail uti l i­
t ies .  I t  a l l  depends .  Most ,  if not a l l ,  are 
rather user-friendly and easy to learn with­
out docu mentati o n .  Don ' t  forget !  On l i ne  
he lp  files .  

ED - The PRIMOS Text Editor 
ED is the PR IMOS text editor and it is 

l ine-oriented as opposed to fu l l-screen . If 
you are using VT -1 00 or a s imi lar emula­
t io n ,  y o u  m i g h t  p l a y  a r o u n d  w i t h  t h e  
E MACS ful l -screen editor, b u t  I won't  b e  
discussing EMACS here .  After al l ,  i t  comes 
with i ts own i nteractive tutor ial . Another  
rea son  w h y  I wo n ' t  be  d i s c u s s i n g  i t  i s  
because not  a l l  P rime sites have i t  onl ine ( it 
i s  a separately priced product) . RUNOFF is  
another separately priced product. I t  i s  a 
fu l ly equipped word processor. ED ,  on the 
other hand, comes with PRI MOS and it is 
always available. 

To invoke the PR I MOS EDitor, type : 

ed 
at the "OK,"  prompt. 
T h i s  w i l l  e n ter  E D  w i th  an  e m pty 

workspace. You are creating a new fi le. To 
edit an existing fi lesystem object, type:  
ed filename 

W h e n  y o u  en te r  E D  w i th  an e m pty 
workspace you wi l l  be dumped into I N PUT 
mode.  Everyth i n g  you ty pe here w i l l  be 
taken as input into the fi le you are creating .  

I f  you tel l  E D  to load a f i le  and edi t  i t  
( i .e . , ED filename) then you wi l l  be dumped 
into EDIT mode . Everyth ing you type will be 
taken as ED editing commands. 

To switch between I N P U T  and E D I T  

"You are 
advised not to 
wantonly delete 
users or edit 
them. " 

mode, issue a nul l  l ine (that is to say , press 
the RETU RN key) .  This brings a new prob­
lem into mind .  How do you m ake a blank 
l ine if  when you press RET U R N  alone it 
switches between modes? Yes ,  this i s  a 
shortcoming for P R I MOS u sers who are 
used to standard text editing systems.  To 
create a "nu l l "  line, type a space and then 
press RETU RN.  I t  looks nU l l ,  but it is real ly 
treated as a l ine one character i n  length by 
ED. Take note that both I N PUT mode and 
EDIT mode use no prompt. 

To i l lustrate what we have learned so 
far, consider th is "pretend" session with the 
ED line editor. (Since this magazine is not 
an 80-column en vironment, we 'll use the 
H> H symbol at  the beginning of lines that  
are actually part of the preceding line in an 
80-column setting.) 
OK, eel 
INPUT 
Hey, this is pretty nice. A nice text 

(continued on page 34) 
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b y  M r .  U p s e t t e r  
E v e r y d a y p e o p l e  u s e  t o u c h  

t o n e s  t o  s i g n a l  b e t w e e n  t h e i r  
p h o n e  a n d  t h e  p h o n e  co m p a n y' s  
s w i tc h i n g e q u i p m e n t .  W h a t t h e  
ave rage  m a n o n  t h e  s t r e et d o e s n 't 
k n o w  i s  t h at t h e re a r e  f o u r  o t h e r  
t o u c h  t o n e s  t h at a r e n 't u s e d  i n  
reg u la r  t e l e p h o n e  s i g n a l i n g .  As a l l  
g o o d  p h o n e  e x p e r i m e nt e rs know,  a 
s i l v e r  b o x  i s  a d e v i c e  t h at c a n  
c r e at e  t h e  f o u r  ex t r a  DTM F (d u a l ­
t o n e  m u l t i - f r e q u e n cy )  t o n e s  t h at 
a re  n ot u s e d  i n  n o r m a l  t e l e p ho n e  
s e rv i c e . T h e s e  DT M F  t o n e s  a r e  
k n o w n  a s  A ,  B ,  C ,  a n d  D .  I t  i s  
q u ite  easy to  g e n e r at e  t h e s e  DTM F  
t o n e s  b e c a u s e  t h e  s t a n d a r d 1 6  
t o n e  fo r m at i s  u s ed i n  m a n y  popu­
l a r  D T M F  t o n e  g e n e r a t o r I C ' s . 
T h i s  a r t i c l e  s h ow s  t w o  w a y s  t o  
mod if y  t e l e p h o n e  e q u i p m e n t  o n  t h e  
m a rke t  t o  m ak e  s i l v e r  b o x  t o n es  
and  t h e n  g iv e s  a s ch e m at i c  of a 
d e v i c e  t h at w i l l  p r o d u c e  a l l  1 6  
DTMF tones .  
M o d i f i c a t i o n  f o r  T e l e p h o n e s  

Yo u m ay n o t  k n o w  i t , b u t  y o u  
m i g h t a l r e a d y  o w n  a s i l v e r  b o x . 
T h at i s ,  t h e  D T M F  e n c o d e r  I C  
i n s i d e  yo u r  t o u c h  to n e  p h o n e  m ay 
be capab le  of p ro d u c i n g  s i lv e r  box 
t o n e s .  I f  y o u r  p h o n e  is  a n e w e r  
touch t o n e  a n d  does  not  h ave fea­
t u r e s  s u c h  a s  c a l l  sto rage  o r  red i­
a l ,  t h e  m o d  p r e s e n t e d  h e r e w i l l  
wo r k ,  i f  i t  h a s  t h e  r i g h t  c h i p .  

T h e re a r e  m a n y  d i ff e r e n t  ty p e s  
o f  DTM F c h i ps ,  b ut t h i s  mod i f ica­
t i o n  is f o r  p h o n e s  u s i n g  t h e  1 6  p i n  
T C M 5 0 8 7  to n e  e n cod e r .  T h i s  c h i p  
i s  spec if i c a l l y  d e s i g n e d  to  g e n e r­
ate t h e  e i g h t d i f f e re n t  t o n e s  u s ed 

HOW TO BUILD 

i n  d u al tone  te l epho n e  d i a l i n g  sys­
t e m s .  S e e  F i g u re s  1 a n d  2 for a 
l i s t  o f  t o n e s  a n d  a s s o c i a t e d  f r e­
q u e n c i e s .  He r e ' s  h o w  t h e  5 0 8 7  
wo rks .  W h e n  a key  i s  p r e s s e d , it 
c o n n e c t s  t w o  p i n s  o n  t h e  I C  
toget h e r .  One i s  a row p i n  and  o n e  
i s  a co l u m n  p i n .  Fo r  i n st a n c e ,  i f  a 
6 i s  p r e s s e d , t h e  r o w  2 p i n  i s  
con n ected t o  t h e  co l u m n  3 p i n  o n  
t h e  5 0 8 7 .  T h i s  c a u s e s  a 7 7 0  Hz 
a n d  1477  Hz t o n e  to be e m i t ted . 
For  n o r m a l  p ho n e  u s e ,  t h e  co l u m n  
4 p i n ,  wh ich  i s  u s e d  t o  m ake  t h e  
A ,  B ,  C ,  a n d  D to n e s  i s  u n used . 

B e f o r e  y o u  s t a rt t h i s  s i m p l e  
m o d i f i c a t i o n  y o u  m u s t h a v e  a 
p h o n e  w i t h  a 5 0 8 7  c h i p .  On t h e  
n e w t r i m  l i n e  s t y l e  p h o n e s  t h i s  
c h i p  i s  located i n  t h e  c e n t e r  of t h e  
l a rg e r  p r i n ted  c i rc u i t  b o a rd ( P C B )  
i n  t h e  h a n d s et .  T h e  c h i p  s h o u l d  
h a v e  t h e  n u  m b e r s  5 0 8 7  o n  t h e  
back a l o n g  wi th  s o m e  oth e r  n u m­
b e r s ,  s o  i t  w i l l  r e a d  s o m e t h i n g  
l i k e " T 9 5 0 8 7 "  o r  " T C M 5 0 8 7" . 
Once y o u  h ave i de nt i f i ed  t h e  c h i p ,  
y o u  m u st g a i n  acces s  to t h e  so ld e r  
s i d e  o f  t h e  P C B .  

T h e  f o u r to n e s  a re 8 n ab l e d  by 
i n s t a l l i n g  t h r e e  w i r e s  a n d  a 
sw i tc h .  F i r st ,  c u t  t h e  t race o n  the  
PCB g o i n g  f ro m  p in  5 of  the  5 0 87 
to  the  keypad . U s e  a razo r b lade  
o r  a s m a l l  f i l e .  (On  a n  I C  the  f i rst 
p i n  is t h e  o n e  i n  t h e  l o w e r  l e f t  
co r n e r  w h e n  y o u  h o l d  t h e  c h i p  s o  
t h e  l e t t e r s  a r e  r i g h t  s i d e  u p .  
T h e r e  m ay a l s o  b e  a d ot o n  t h e  
c a s e  a b o v e  p i n  1 . ) N e x t ,  s o l d e r  
s e p a r a t e  w i r e s  t o  p i n  5 ,  p i n  9 ,  
a n d  t o  c o l u m n  3 o f  t h e  k e y p ad . 
T h i s  i s  t h e  p o i n t  o n  t h e  k e y p ad 
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A SIL VER BOX 
t h at was co n n ected to p i n  5 of t h e  
I C  be fo re  yo u c u t  t h e  t r ac e .  S e e  
F ig u re 3 f o r  t h e  s c h e m at i c  o f  t h e  
m o d i f i c at i o n .  O n  a t r i m  l i n e  t y p e  
p h o n e  i t  i s  e a s i e s t t o  m a k e  a l l  
co n n e ct i o n s  t o  t h e  s o l d e r  s i d e  of 
the P C B .  Be s u re you h av e  i de nt i ­
f i e d  t h e  p i n s  on t h e  IC c o r r ect l y  
be fo re  y o u  s t a rt s o ld e r i n g .  N o w ,  
s o l d e r  t h e  w i re f ro m  t h e  k e y p a d  
t o  t h e  m i d d l e  t a b  o f  a n  S P O T 
s w i t c h . S o ld e r  t h e  w i r e  f ro m  p i n  
9 t o  o n e  s i d e  o f  t h e  sw i tch  a n d  t h e  
w i r e  f ro m  p i n 5 t o  t h e  ot h e r . T h e  
m od i f i cat i o n  i s  n o w  co m p l e t e .  Fo r 
n o r m a l  O T M F t o n e s  t h e  s w i t c h  
s i m p ly  con n ects t h e  keypad t o  p i n  
5 ,  t h e  c o l u m n  3 p i n .  F o r s i l v e r  
b o x  to n e s ,  t h e  s w i t c h  c o n n e c t s  
t h e  p r ev i o u s ly u n u s e d  p i n  9 ,  t h e  
co l u m n  4 p i n ,  to  t h e  keypad . T h e  
k e y s  3 ,  6 ,  9 ,  a n d  # n o w  b e co m e  
A ,  B ,  C ,  a n d  0 r espect i v e l y .  

B ef o r e  y o u  p u t  eve ryt h i n g back 
tog et h e r  d o u b l e c h e c k  y o u r  w o r k .  
Tog g l e  t h e  swi tch  and  m ake  s u r e  
a l l  t h e  to n e s  work .  M ake s u re t h e  
w i r e s  y o u  i n s t a l l e d d o n ' t c a u s e  
a n y  s h o rt s .  Last l y ,  f i n d  a p l ac e  to 
s e c u r e l y  i n st a l l t h e  s w i t c h . 

A n o t he r  M o d i f i c a t i o n  
I f  t h e  above m o d  w o n 't work  o n  

a n y  o f  y o u r  p h o n e s ,  y o u  c a n  do  a 
s i m i la r  mod o n  a p rod u ct so l d  by 
R a d i o S h a c k .  T h e i r  " e c o n o m y  
pocket  t o n e  d i a l e r "  ( $ 1 5 . 95 )  u s e s  
a 5 0 8 7  c h i p  a n d  c a n  be co n v e rted 
fo r s i l v e r  box  t o n e s .  Th e m o d i f i­
c a t i o n  u s e s  t h  r e e  w i r e s  a n d  a 
swi tc h ,  as befo r e .  Once  co m p l et­
ed , yo u w i l l  h a ve a n i ce  po rt a b l e  
1 6  to n e  OTM F g e n e rato r .  

T h e  f i rs t  s t e p  o f  t h i s  m o d  i s  to 
r e m ove the P C B .  Caref u l l y pop  of f  

t h e  back  o f  t h e  u n i t a n d  r e m ov e  
t h e  p o w e r  s w i t c h  a n d  t h e  s i x  
screws i n  t h e  P C B .  Th e n  d es o l d e r  
t h e  t w o  s p e a k e r  w i r e s  a n d  t h e  
b att e ry w i r e s  f ro m  t h e  P C B .  Yo u 
m ay a l s o  wan t  to r e m ov e  t h e  key­
pad and  the keys .  Now look  at  t h e  
k e y p ad s i d e  of  t h e  P C B  ( n ot t h e  
c o m p o n e n t s i d e ) .  C u t  t h e  t r a c e  
g o i n g  f r o m  p i n  5 of  t h e  I C  to  co l­
u m n  3 of t h e  keypad . T h i s  is t h e  
o u t e r m o s t o f  t h e  t h r e e  t r a c e s  
g o i n g  f ro m  t h e  I C  t o  t h e  k e y p a d .  
N o w  t h e  sw i tch m u st b e  i n st a l l e d .  
F i n d  a t i n n e d  ro u nd pad m arked C3 
i n  t h e  u p p e r  l eft  of  t h e  co m po n e nt 
s i d e  of t h e  P C B  a n d  s o ld e r  a w i re 
f r o m  h e re to t h e  m i d d l e  tab  of a n  
S P OT swi tc h .  T h i s  s w itch  m u st  be 
a v e r y  s m a l l  t o g g l e  o r  s l i d e  
s w i t c h .  A l s o  o n  t h e  c o m p o n e n t 
s i d e ,  s o l d e r  a w i re  f ro m  p i n  9 to 
one s i d e  of the swi tch  and a w i re 
f r o m  p i n  5 t o  t h e  o t h e r .  A s  
b e f o r e ,  b e  s u r e t o  i d e n t i f y  t h e  
p i n s  co r re c t l y .  T h e r e i s  r o o m to 
i n st a l l a swi tch i n s i d e  the e n c lo­
s u re i n  t h e  g a p  to the l eft  of t h e  
d i o d e  a t  t h e t o p  of  t h e P C B .  A s  
u s u a l ,  c h eck f o r  s h o rts c a u sed by 
t h e  w i r e s  o r  t h e  s w i t c h .  T h e  
s w i t c h  w i l l  o p e r a t e  e x a c t l y  a s  
d e s c r i bed  i n  t h e  p rev i o u s  m o d i f i­
cat i o n .  

A l t e r n a t i v e  1 6  T o n e  
D T M F  G e n e r a t o r  

I f  y o u  d o n ' t h a v e  t h e  r i g h t  
p ho n e  and  d o n 't want  to s p e n d  $ 1 6 
at R ad i o  S h ack , y o u  can b u i l d  y o u r  
o w n  t o u c h  t o n e  e ncod e r  u s i n g  t h e  
sch e m at ic  i n  F ig u re 4 .  T h i s  d ev ice  
i s  ve ry s i m i l a r  t o  the  o n e  s o l d  by  
Rad io  S hack.  I t  u ses  t h e  TCM5089 
OTM F e ncod e r  I C  to p ro d u ce a l l  1 6  
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to n e s .  T h e  5 0 8 9  i s  c l o s e l y  r e l ated  
to t he  5087  i n  bot h f u n ct i o n  and  
p i n o u t .  One  i m p o r t a n t  d i ff e r e n c e  
i s  t h at t h e  5 0 8 7  prod u c e s  a t o n e  
w h e n  a r o w  a n d  c o l u m n  p i n  a r e  
c o n n e c t e d  t o g e t h e r , w h i l e  t h e  
5 0 8 9  p ro d uces  a to n e  w h e n  a row 
and c o l u m n  pin are c o n n e ct e d  to 
g r o u n d .  As a r e s u l t ,  t h e  5 0 8 9  
m u st b e  u s e d  w ith  a s p e c if i c  type  
of keypad , c a l l e d  a 2 -of -8  keypad . 

E x p l a n at i o n  of t h e  sch e m at ic  is  
as fo l lows : p re s s i n g  a key  causes  
a row a n d  co l u m n  p i n  to go  l o w ,  
t hus  p rod uc ing  a D T M F  to n e  a t  p i n  
1 6 , t h e  o utp ut .  Th e I C  req u i re s  a 
s i n e  wave i n put  s upp l i ed  by a TV 
c o l o r - b u r s t  c ry s t a l  a t  3 . 5 7 9 5 4 5  
M H z  ( X 1 ) t o  g e n e rat e e ig ht d if f e r­
e nt a u d i o  s i n u s o i d a l  f r e q u e n c i e s .  
T h e  t o n e  ou tpu t  f ro m  p i n  1 6  goes  
to a 32 ohm s p e a k e r ,  C2 ,  C 3 ,  a n d  
R 1 . Vary i ng t h e  v a l u e s  of  C 2 ,  C3 , 
and R 1  w i l l  chang e t h e  vo l u m e  and  
a u d i o  q u a l i ty  of the  s i g n a l .  I f  you  
u s e  a speaker  of h ig h e r  and  l ower  
i m pedance ,  y o u  s h o u ld e x pe r i m e nt 
w it h  t h e  v a l u e s  of C2 ,  C3 ,  and  R 1  
f o r t h e  b e s t  a u d i o  v o l u m e  a n d  
q u a l i t y .  T h e  d ev ice  i s  powered  by 
4 . 5 V  but t h e  5 0 8 9  can h a n d l e  u p  
to  1 2 V .  

P a r t s  L i s t a n d  S u p p l i e r s  
C 1 - 2 2 u f ,  1 6 V e l e c t r o l y t i c  
C 2 - 1 u f ,  1 6 V e l e c t r o l y t i c  
C 3 - 2 . 2 u f , 1 6 V e l e c t r o l y t i c  
I C 1 - T C M 5 0 8 9 D T M F  
e n c o d e r  
R 1 - 6 8  o h m ,  1 / 4 W  
X 1 - 3 . 5 7 9 5 4 5  M H z  c o l o r­
b u r s t  c r y s t a l 
O t h e r  p a r t s : 2 - o f - 8  k e y p a d ,  
s p e a k e r ,  b a t t e r i e s ,  b a t t e r y  
h o l d e r ,  e n c l o s u r e ,  p o w e r  

USING THOSE 
s w i t c h ,  c i r c u i t  b o a r d ,  e t c .  

Th e T C M 5 0 8 9  i s  ava i l a b l e  f ro m  
m a n y  s o u r c e s .  O n e  i s  J a m e c o  
E l e c t r o n i c s , 1 3 5 5  S h o r e w a y 
Ro ad , B e l m o nt ,  C A  9 4 0 0 2 .  A 2 -
of - 8  k e y p ad i s  ava i l a b l e  f ro m  T h e  
E l e ct r o n i c  G o l d m i n e ,  P . O .  B o x  
5 40 8 ,  S cotts d a l e ,  AZ 8 5 2 6 1 . T h e  
c r y s t a l  i s  av a i l a b l e  f ro m  R a d i o  
S h ack o r  Jam eco ,  a n d  m an y  oth­
e rs .  Tot a l  cost  of  e l ect ro n ic p a rts 
s h o u ld be around $ 6 - 7 .  

I f  you  b u y  t h e  keypad f rom The  
E l ectro n ic Go ld m i n e ,  t h e  p i n o u t  i s  
a s  f o l lo w s :  
0 0 0 0 0 0 0 0 0 
E F G H J K L M N  

These  are the  n i n e  p i ns  o n  t h e  
back o f  t h e  keypad . E :  g ro u n d ,  F :  
co l u m n  4 ,  G :  co l u m n  3 ,  H :  co l u m n  
2 ,  J :  co l u m n  1 ,  K :  r o w  4 ,  L :  r o w  
3 ,  M :  row 2 ,  N :  r o w  1 .  

N o w  W h a t ?  
S o m e  of you  may b e  wo n d e r i n g  

w h at to  d o  w i t h  yo u r  n e w toy . A 
s i l v e r  b o x  i s n ' t a t o l l  avo i d a n c e  
d e v ice  l i ke a b l u e  o r  red bo x ;  i t  i s  
a n ot h e r  t o o l  w i t h w h ich  to e x p l o re  
the  pho n e  syste m .  And t h at m eans  
y o u  h ave to do  t h e  e x p e r i m e nt i ng . 
Try b e e p i n g  s i l v e r  box  to n e s  i n to 
v o i c e  m e s s a g e  s y st e m s ,  c e l l u l a r 
V M S ,  test exch ang e s ,  l o o p s ,  pay 
p h o n e s ,  1 0NXX and 950 n u mbers ,  
a n sw e r i n g  m ach i n e s , o r  a n yw h e re 
e l s e  you  t h i n k  t h e  to n e s  s h o u l d n 't 
b e l o n g .  S e e  w h at h ap p e n s  w h e n  
y o u  d ro p  a s i l v e r  b o x  to n e  o r  two 
d o w n  y o u r  l o c a l  e x c h a n g e  o r  
t h r o u g h  d i f f e r e n t  l o n g  d i s t a n c e  
c a r r i e r s .  I f  y o u  e x p e r i m e n t  s y s­
t e m a t i c a l l y  a n d  k e e p  g o o d  
r e c o rd s ,  yo u w i l l  s u re l y  u n co v e r  
s o m et h i n g  i n te rest i n g .  
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HeZp Needed 
Dear 2600: 

I am hoping you may be able to 
help me. I am in a position where 
several times people I do not know 
have tried to trick me into saying 
illegal things on the phone. I need 
a way to be able to tell their phone 
numbers as they call me. 

I have heard that there exists 
phones or boxes that can pick up 
the number calling you from a sig­
nal transmitted with any call and 
display it. Do you know where I 
could buy one , get one,  or how I 
could build one? 

Concerned 
Syracuse , NY 

Yes, such boxes exist, but it will 
be some time before they can tell 
you the phone number of ANY call, 
that is ,  calls outs ide your local 
calling area. And it won't work at 
all if your local phone company 
isn't offering a caller-ID type of ser­
vice. 

Cal ler-ID is becoming a very 
controversial topic. Anonymity on 
the phone is something we all take 
for granted. Removing this would 
make using the phone a complete­
ly different experience, one that 
would probably be a whole lot less 
jim and a great deal more intimi­
dating. 

But then there are those who 
ab use t he anonym ity fea ture. 
What do we do with them? In your 
case, you'd be wise not to remain 
on the line when these people call 
if indeed they are trying to trick 
you. If they continue to call, file a 
complaint with your phone compa­
ny. Nobody (including the phone 

w o r d s  a n d  
company, law enforcement, or reg­
ular people) has the right to harass 
you on the phone if they're told to 
stop. If you're determined enough, 
they will be tracked down. 

Interesting Facts 
Dear 2600: 

The ANI 's fo r the  4 1 2  
(Pittsburgh) area code are scat­
tered i n  the 4 1 0  exchange . We 
know of the following: 

4 1 0-4 1 00:  downtown Pittsburgh 
and suburban. 

4 1 0-6633:  east suburban. 
Also, US Sprint issues a com­

plete rundown of who c alled an 
800 number. We got our 800 bill 
and surprisingly it showed every 
number that called us. 

The Renegade of Pittsburgh 
Sysop of Charlotte 

(412) 829-2767 
The copy of the bill you sent us 

looks exactly like a regular Sprint 
bill, except the numbers on it are 
the numbers that  ca l led you.  
Something to think about. especial­
ly those of you who like to call 800 
numbers. Look in our Spring 1 989 
issue to find out w hic h 800 
exchanges are owned by Sprint. 
We'd like to know if the other com­
panies  p ro v ide s uch de tai led 
billing. 

By the way, Sprint's FONLine 
800 serv ice isn ' t  a bad dea l .  
There's currently no startup fee to 
obtain an 800 number and you 
can attach it to any existing phone 
number. Your 800 number w il l  
work al l  over the country and the 
monthly fee is only $ 1 0. The per 
call fee is rather steep, though. It 
averages about 22 cents a minute. 
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c h a r a c t e r s 
But it ·s one way to virtually guar­
antee not getting ripped off by an 
AOS somewhere. Of course. you 
can only dial one number. 

More Frequencies 
Dear 2600: 

In your Autumn 1 989 issue a 
re ader  p o i n t e d  o u t  t h e  M o b i l e  
Telephone Assignments. Th e  read­
er however left out an important 
set of frequencies which are used 
for phones on airplanes. These fre­
quencies usually have senators. 
congressmen. and other important 
business people calling home, set­
t i n g  a p p o i n tm e n t s . or talking 
about other things: 

4 5 4 . 6 7 5 ,  4 5 4 . 7 0 0 .  4 54 . 7 2 5 .  
4 5 4 . 7 5 0 .  4 5 4 . 7 7 5 .  4 5 4 . 8 0 0 .  
4 5 4 . 8 2 5 ,  4 5 4 . 8 5 0 ,  4 5 4 . 8 7 5 .  
4 5 4 . 9 0 0 .  4 5 4 . 9 2 5 .  4 5 4 . 9 5 0 .  
454.975. 

P l e a s e  n o t e :  " I t  is a fe d e ral  
c ri m e  with s eve re p u n i s h m e n t  
and/or fines t o  1 )  divulge what you 
hear to anyone who is not a party 
to the broadcast; 2) to make use of 
any broadcast information for your 
own personal gain; 3) to make use 
of any broadcast information for 
illegal purposes or to commit a 
crime. Any such violations may be 
investigated by the FBI and prose­
cuted by the US D e partment of 
Justice. " 

MM 
Rutherford. NJ 

We wonder if those same penal­
ties apply to anyone w ho over­
hears a conversation on a bus. It's 
basically the same thing. The only 
difference is that the people talking 
on the phone often aren't aware of 
how easy it is for others to listen 

in. The crime in that case is igno­
rance. often perpetuated by manu­
facturers who would rather their 
customers not know how non-pri­
vate their conversations really are. 
Still. this is better than the cellular 
fiasco. w here Congress decided 
that the best (and only) protection 
would be to simply make listening 
in i l leg a l .  Who would be foo l  
enough to listen to something ille­
ga l  in the privacy of their own 
home? 

Numbers Needed 
Dear 2600: 

I am writing to inqu ire as to 
whether any issue of your maga­
zine has information regarding 
access to long distance telephone 
calling card codes using AT&T or 
Sprint services without a comput­
er. 

I used to have a calling card 
number that worked and billed to 
someone else . but it is no longer 
valid. 

I don't have a computer ,  so I 
need some way of finding a valid 
card number that works . From 
what I 've r e a d  in o n e  of yo u r  
books. that isn't easy t o  d o  a t  ran­
dom because AT&T is difficult to 
hack without a computer. I've tried 
using my oid card and changing 
the last four digits , but it won't go 
through. 

If you have anything on this or 
know of a publication that does ,  
please let me know. 

MC 
Van Nuys. CA 

What you want to do really has 
not hing to do w it h  hack ing or 
phreaking. There are lots of ways 
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i n  
to make telephone calls. You dis­
cover t he m  t hro ug h ind i v idual 
experimentation. Using someone 
else's calling card is not the way 
to go. You v ictimize an innocent 
person and you also run a tremen­
dous risk oj getting caught. If you 
want to explore and manipulate 
the system, there 's never been a 
better time. If you simply want to 
steal, you'll have to wait in line. 

BBS Question 
Dear 2600: 

What are the requirements for 
putting up a 2600 BBS? I have an 
Amiga and I want to p u t  u p  a 
board. What BBS program should 
I use? 

Greg 
New York 

As it stands right now, there are 
no 2600 boards. It was working 
out Jairly well Jor a while but then 
we Jound ourselves devoting more 
and more time to the boards when 
we should have been working on 
the magazine. We've got our priori­
t ies and t hey center around t he  
magazine itself. Anyone interested 
in running boards has our bless­
ings, and if they want to spread 
the word through 2600, we'll do 
w ha t  we c a n .  The o n ly b a s ic 
requirements we insist upon are 
user anonymity and private mail 
that cannot be read by system 
operators. 

Comments/ 
Suggestions 
Dear 2600: 

I had not intended to renew this 
time, since I 've found very little of 
interest in the last few issues. In 

o t h e r  w o r d s ,  
particular, the articles about the 
command languages of s eve ral 
( c o m m o n )  o p e ra t i n g  sys t e m s  
seemed n o  more than a reprint of 
what was easily available in users' 
manuals. I read those all day. Your 
Fall issue was superb, however, so 
I'd like to renew. 

Don't misunderstand. I do like 
the artic les on c omputers when 
they present something fresh. But, 
in general. I find the articles on the 
t e le p h o n e  sys t e m  m u c h  m o re 
interesting. And I especially like 
the information on threats to pri­
vacy (and would appreciate more 
about "practical" ways to counter­
act these threats) . 

I do have one question. In many 
cases, the telephone information is 
a bit too advanced for me, as I am 
only a beginner. I would appreciate 
it if sometime you could publish a 
bibliography of above- and under­
ground information, from which I 
could learn the basics. As you may 
h ave m o s t  of  this  i n fo rmation 
already, which may otherwise be 
hard to find, maybe you could put 
it altogether into a ·primer" which 
you could offer for sale . 

In closing, again, thanks for the 
last issue, which was golden. 

He 
Phoenix 

It WAS a good issue, wasn't it? 
We were responding to our read­
ers' suggestions, which we never 
tire oj hearing. We need a continu­
ing flow oj more articles, however, 
in order to keep issues like that 
one coming. 

The project you suggest is one 
we ' ve had our eye on Jor some 
time. We've had our eye on others 
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t h e  l e t t e r s 
as wel l .  Maybe something w il l  
materialize soon . . . .  

COCOT Hacking 
Dear 2600: 

A non B e l l  System lookalike 
payphone was recently installed 
outside in the parking lot of a con­
venience store across the street 
from my reside n c e . The p h o n e  
wires corning out o f  i t  ar e  exposed 
and unprotected; you could proba­
bly splice into them leaving extra 
connections to hook up a conven­
tional telephone. 

No phone number is listed on it 
so I made a short long distance 
collect call to a friend . A choppy 
woman's digitized computer voice 
said , MThis is a public payphone. 
This is not a billable number. " It 
repeated this about four or five 
times as the call was being initiat­
ed - even the person I phoned 
could hear it. I was then able to 
get the payphone's number from 
my friend's phone bill. 

I called the payphone and after 
two rings the same voice answered 
by j ust s aying MThank you" fol­
lowed by a series of four touch­
ton e s  ( I  a s s u m e )  i n  rapid 
succe ss ion . The re 's about  a 20 
second pause. ( I  would guess the 
payph one owners enter  a code 
from a touch tone phone on their 
end to d e te rm i n e  how m u c h  
money has been collected,  etc .  I t  
would b e  fun to hang a n  FM trans­
mitter on the line and eventually 
get all the codes to activate its var­
ious information modes.) Without 
entering a chain of touch tones it 
recognizes , it simply hangs up. 

I then took my cordless phone 

over to it and d ialed it u p .  The 
payphone produces a soft chirping 
sound instead of a ringing bell ,  
and it's not loud at all. When you 
pick up the handset it simply says 
MOne moment please" four or five 
times but it simply will not con­
nect you through to the caller. As 
a general rule I avoid these pri­
vately own e d  p ayp h o n e s  and 
whenever possible go  for genuine 
Bell . 

As an open suggestion, could a 
knowledgeable 2600 reader submit 
a s c h e ma t i c  for a d evi c e  that  
would display a digital readout of  a 
string of touch tones applied to its 
input? The NSA uses such devices 
in th e ir s u rve i l lan c e  work.  
Recently Modern Electronics had a 
device that would give an actual 
voice of the various touch tone dig­
its . Its construction was fairly sim­
p l e . b u t  t h e  t o n e s  h a d  to b e  
entered very slowly - i t  couldn't 
tell you a rapid string like you'd 
get from an auto speed dialer or 
even from normal hand dialing. 
Th is  d evice would be gre at for 
monitoring cellulars or the 46/49 
Mhz cordless porta phones. 

And finally, one question: is it 
possible to call a 900 number from 
a payphone using a red box some­
where in this country? It doesn't 
work in my area. 

I enjoy your periodical a great 
deal (the phone articles are by far 
the best since access is universal).  
Keep up the good work! 

Akron. Ohio 
The COCOT (Customer Owned 

Coin Operated Te lep hone) you 
investigated is a very common one. 
Some others Jor our readers to 
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play w ith are at 602-820- 1 430,  
51 6-467-9 183,  and 2 1 4-286-3334. 
It may take a good ten rings for 
them to answer with the computer 
voice and it might be hard to keep 
curious humans from p icking up 
when you call. 1he four tones after 
the 'Thank you� sound suspicious­
ly like silver box tones (A, B, C, D) 
- we don't know what their pur­
pose is. ObViously, the phone then 
waits for you to enter the right dig­
its. Currently, we have no idea as 
to what the format is . Once we 
have that information, it'll be easi­
er to crack and we can see just 
what these p hones can do. We 
encourage our readers to evaluate 
the different types of payphones in 
their areas, get their numbers, call 
them, experiment, etc. Let us know 
what youfmd. 

Regarding 900 numbers from 
payp hones: generally it doesn't 
work, not even 900 - 5 5 5 - 1 2 1 2  
which is a free call. But softwar� 
errors in the central office can 
make wonderful things happen. 
There was a time when quite a 
few payphones in New York City 
would call ANY 900 number free of 
charge. You may find this in your 
area if nobody 's caug ht it. You 
may find a COC OT t hat allows 
this.  But don 't expect it to last. 
Usually after the first bill rolls in, 
they fl[Jure out what's wrong pret­
ty quickly. If you are lucky enough 
to find one of these holes, you'll 
soon discover how boring most of 
these services are, even for free. 
And then you won't have to wony 
about falling for that crap in the 
future. It's too bad the general pop­
ulace can't share that realization. 

t h e  2 6 0 0  

GTE Mysteries 
Dear 2600: 

I'm the kind of guy that likes to 
just try things for the hell of it 
(what's this button for??) . You 
know, to see what happens or j ust 
for the sake of knowing something 
new, even if it's "useless" .  Anyway, 
that's how I stumbled upon this 
little telephone episode. 

I live in the "south bay� region 
of Los Angeles and my phone com­
pany is the infamous GTE. Just 
recently, I had the "Smart Pack" 
features (call forward, call waiting, 
call conferencing, and speed call­
ing) added to my service. Anyway, I 
dialed my own number, for what­
ever reason, and much to my sur­
prise, I did not get a busy signal . 
What I got instead were four short 
beeps (sounding just like "conver­
sat ion b e i n g  r e c o rd e d "  b e e p s )  
spaced apart about a half second 
each. Then I 'm disconnected and 
just dead silence . I waited a few 
seconds, pushed assorted buttons, 
nothing. Then a nice steady tone 
like one would get calling a long 
distance 800 number. Not knowing 
why, how ,  or what to do,  I j ust 
pushed more tones. Nothing. Then 
the nasty "line off the hook" tone 
comes blasting through, so I hung 
up. 

Are you familiar with an inci­
dent such as this? Is this related 
to the Smart Package? GTE? Freak 
of nature? Sorry I can't tell you 
what ESS is in use here . If you 
haven't already guessed , I am a 
novice at phone hacking. 

By the way, I love your publica-
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w i n t e r  l e t t e r s 
tion,  filled with neat stuff I may 
never use but still fun to read. 

Some thank you info: 1 1 4 in my 
GTE area gets the computer voice 
readout of the number you're call­
ing o n ,  and I 've been told 1 2 23 
does likewise for PAC-TEL. 

H .  
Manhattan Beach, CA 

It sounds like you came in on 
your own call waiting. That couId 
explain the Jour beeps. We don 't 
know why you were disconnected, 
however. GTE has a lot oj oddities 
and we'd love to hear about some 
more oj them. For instance, WHAT 
"nice steady tone like one would 
get call ing a long d is tance 800 
number" ?  We in non-GTE land 
have never heard oj such a thing. 
which you probably take Jor grant­
ed. 

On Being Traced 
Dear 2600: 

There's a question that every 
hacker has asked at least once in 
his life and I am surprised that 
you have not as yet c overed i t .  
When h a c ki n g  o n to a sys t e m ,  
everybody always wants t o  know 
"Who does the system belong to?" 
and "Does this system trace?" The 
answer to the first one should be 
obvious. CNA's have always proven 
to be very useful here, But what 
about the second question? How 
common is it  for a mainframe to 
have tracing eqUipment on it, and 
after hacking it for some time, is it 
possible , if the company detects 
you ,  for them to obtain tracing 
eqUipment to catch you,  and if so, 
how likely do you think it is that 
they will ob tain such facilit ies? 

The reason I ask this is that I often 
scan exchanges looking for com­
puters to hack and I often wonder 
h ow " safe "  a sys t e m  that  I am 
playing with is . 

The CPU Raider 
We've covered this many times. 

Any system. be it a phone system 
or a computer system. can install a 
trace if abuse is suspected. It is 
not wise to call any system direct­
ly Jrom your home Jor just that rea­
son. Calling an extender to reroute 
your call  to a computer system 
won ' t  do you much good if the 
extender peop le p ut a trace on 
THEIR sys tem! But don 't let us 
mislead you. There are always 
ways to get  in and STAY in if 
you ' re g ood,  determ ined . and 
smart. 

Infonnation 
Dear 2600: 

Do you still have 2600 t -shirts? 
KS 

Pittsburgh, PA 
Not at the moment. HopejUlly by 

the time the Spring issue comes 
out. we'll have a new nm .  
Dear 2600: 

I was w o n d e r i n g  w h a t  the 
a d d re s s  wa s fo r the C h aos 
Computer Club in  West Germany. 

DS 
Rocky Point, NY 

C haos Comp uter C lub .  
Schwencke s tr 8 5 .  D - 2000 
Hamb urg 2 0 .  West  Germany .  
Phone number Jrom the States : 
01 1 -49-40-4903 757. 
Dear 2600: 

To complete my colle c tion of 
2600 Magazine I have back issues 
for 84 . 85. 86. 87. and parts of 88 
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and 89 to d ate.  What I need to 
know is: 

Are there other back issues of 
2600 beyond January 84? 

In 88 I started with the Summer 
issue. What issues in 88 preceded 
these? Are they available? What is 
the cost? 

Would anyone out there happen 
to know the c u rrent address to 
WORM M agaz ine , o r  if it st i l l  
exists? 

AG 
San Bernardino. CA 

1 984 was our first year oj publi­
cation and so there are no back 
issues beJore then. For 1 988 and 
1 989, it is possible to buy single 
back issues Jor $6. 25 each domes­
tically, $ 7. 5 0  overseas. We don't 
sell individual back issues beJore 
1 988 because we were a monthly 
publication and the space needed 
to keep a ready supply oj EVERY 
individual issue is beyond our abil­
ities. That's why we offer only the 
package dea l  Jor 1 984 throug h 
1 987. 

It appears t h a t  WORM 
Magazine doesn't exist, as mail to 
the address w e  p ub l is hed has 
been coming back combined with 
the Jact that we haven't seen an 
issue Jor quite some time. The best 
w ay to Jind out is by read ing 
Factsheet Five, a magazine that 
re views other mag az ines (yes,  
we 're in there) and g ives you a 
good idea oj the divers ity that 's 
available. You can write to them 
care oj Mike G u nd e rloy a t  6 
A rizo n a  A ve. , Rensse laer,  NY 
1 2 1 44-4502 or call 5 1 8-4 79-3 707. 

A s ing le copy costs $3 in North 
America, $7 elsewhere. 

s e n d  u s  y o u r  
Life's Little Moments 
Dear 2600: 

Although I have only recently 
come in from the cold to what I feel 
to be old friends at 2600, I would 
want you to know I 've had great 
re s p e c t  for your work over the 
years. Our old network was Cloud 
Nine (it went down in November of 
1 978) , the head master of which 
was Honest Abe of Kentucky. 

Now that we have put "old blue" 
on the shelf, I want to ask the pro­
letariat for their best shot at our 
new "system" here at the old sin 
din. It was hatched by our group 
of Sigma Pi Sigmas here on cam­
pus. The idea was born when MA 
bought our local wire chef a new 
reflectascope+spectrum analyzer. 
It is a real dream machine and we 
have all had phun playing "footsy" 
with him .  Fortunate-ly/unfortu­
nately he missed the part about 
capacitive reactance in his ICS 
cours e s .  Our link is a cordless 
phone tapped in through a mer­
cury wetted reverse current break­
p o i n t  to the p ayp h o n e  u p  the  
block. This is so when John Q.  
Public goe s  off hook to use the 
payphone it drops us off automati­
cally (we work the BBS's at night 
anyway) . So far we have lost only 
the bottom half of a Southwestern 
B e l l  Fre e d o m  P h o n e  and the  
breakpoint relay (we hid i t  better 
this time) . Around here MA has 
never been into Radio D irection 
Finding (until Cell Phones) so we 
have had it pretty easy. The only 
sad part is when we h e a r  the 
screams of  the sysops on the other 
end of the voice line. Is MA work-
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l e t t e rs a n d  c o m m e n t s  
i n g  o n  t h e m  with c a tt le  p ro d s  
these days? I n  the past our RF link 
was 2 meter HAM band but if you 
lose one of them it can be quite a 
bit more expensive than the loss of 
half a Freedom Phone 1 70 0 .  We 
use most anything to punch our 
modems through the top half of 
the cordless phone (I use my oid 
"TRASH" -80 4/P with a Teletrends 
Corp .  TT5 1 2P 1 200 baud - so I 
don't h ave that much to lose . )  I 
u s e  O m n i t e r m  w i t h  B I G  RED 
(quarters only) on board . 

The wire chef uses 2 Re. to ping 
with his new reflectascope so we use 
a good tight notch pass bridge filter 
with H pad resonant coupling to let 
him go by. The tie point can we use 
at the pay phone happens to be a 
regular rats nest and this helps 
hide things. Also we use #32 wire 
for the physical tap (he wears tri­
focal glasses and hasn't seen any­
thing that small in about five years 
now) . We also have a drop weight 
fixed just out of sight so when he 
lifts up the can lid it rips out our 
tap lines and sligshots the bypass 
filter and H pad resonant LC cou­
pler (both together are about the 
size of a Tootsy Role) over the top 
of the pole into the next county. 

I greatly e nj oyed reading the 
back issues of 2600 and will order 
the rest of them when I get time 
and cash. 

Your Bastard Stepchlld 
and Friend. 

F .M . "Cordless" 
We enjoyed reading your letter. 

It 's not often we hear from your 
particular universe. 

Fun Numbers 
Dear 2600: 

Here in New York City the whole 
9 5 9  prefix is d e d i c ated to t e s t  
numbers and lots o f  other interest­
ing stuff. The neat thing about this 
number is that it  is free to call.  
Either at home or on a payphone 
the call costs you nothing. 

Another interesting number can 
be found at 2 1 2-439-3200. That's 
the Lenox Hill Hospital health hot­
line . Using a touch tone phon e ,  
you c a n  e n t e r  three d igit codes 
and get medi cal information on 
over 300 topics.  Each message is 
betwee n  three and five minutes 
and has been approved by Lenox 
Hill  Hosp ital physi cians .  If you 
want a list of all of the topics , you 
can call 2 1 2 -439-2980 to request a 
brochure. 

The Seeker 
New York City. NY 

In addit ion to 9 5 9 ,  the 8 9 0  
exchange is jUll of test nwnbers for 
the phone company, al l  of which 
are toll-free. A good way to avoid 
the annoying repair service com­
puter at 6 1 1 is currently 8 9 0 -
661 1 .  A human answers now, but 
we're sure that that person's job 
won't last much longer. 890 is gen­
erally routed to the 3 1 5  area code 
in upstate New York, but if you call 
the one in your area code, you 
won't be charged. You might even 
see a call show up on your phone 
bill that says "TEST CALL" instead 
of the phone nwnber. Don't wony, 
no charges w il l  apply .  Another 
oddity: up until recently, 890-1EST 
connected you to a strange service­
order type of voice computer, and 
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w e  w a n t  t o  h e a r  
8 9 0 - TONE hooked y o u  into a 
modem of sort s .  B o t h  of t hose 
numbers are unreachable now ,  
unless you dial them i n  area code 
3 1 5, where they only work some­
times. We don't know what they're 

for, but you will be billed if you call 
them direct. 

That hospital health hotline is a 
great service and it s hows what 
slimebags the 900/dial-it service 
people really are. You don't need 
to charge a dollar a minute to pro­
vide a service. This hotline is yours 

for the price of a phone call. Let's 
hope for more of them. 

Words of Thanks 
Dear 2600: 

Thank you very much for both 
2600 and for the Central Office 
BBS - using info derived from 
them, I was able to gain vengeance 
against some sleazy Arizona com­
puterniks who got me fired from 
my j ob .  Perhaps you would not 
agree with my methods. but I feel  
justified (to say the least) in using 
extreme measures against a gang 
of out-and-out criminal hackers, in 
a city where all the cops are cor­
rupt. . . .  

Th e ANI for t h e  S a c ramento 
area (9 1 6  area code) is 830-xxxx. 
where xxxx is any fou r  digits . 
( 1 1 1 1  works in most of the City.) 
Ringback is 970-xxxx. 

If you print this , please don't 
use my namel l l  I have good reason 
not  to b e  c o n n e c t e d  with the 
above. Thank you very much. 

171 
As your letter came uns igned 

and w it hout a return addres s ,  
there really wouldn't b e  a way for 

us to p ri n t  your name, w o uld 
there? 

How? 
Dear 2600: 

How is it possible to publish 
hacking and phreaking informa­
tion without those in authority 
c h a n gi n g  those sys tems you 
expose? 

WAFB 
Knob Noster. MO 

Good question. Sometimes the 
systems are changed, sometimes 
some of them are changed, some­
times none of them are changed. 
But w hat we get out of it is the 
kno w ledge of how the s y s tems 
operate and that's an invaluable 
tool which leads to our figuring out 
stal more of them. In other words, 
know ledge and information are 
always advantageous and should 
never be stifled. 

Hacker Clubs 
Dear 2600: 

In your Autumn 1 989 edition 
you mentioned that you thought 
the hack/phreak spirit in the USA 
was dying. I agree, but would there 
b e  a way to s tart an o p e n  
h a c k / p hreak gro u p  s i m i lar t o  
C h a o s  C o m p u t e r  C l u b ?  I f  you 
want you could call it 2 600 and 
advertise in the Marketplace for 
people to start the clubs in their 
areas .  They could have meetings 
similar to the ones you have once 
a month on Fridays . 

BK 
Syracuse. NY 

We'd likefor that to happen, but 
we can ' t  w a ve our w ands and 
expect it to occur just because we 
want it to. There has to be a desire 
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f r o m y o u ! 
from various peop le in various 
places. We can inspire that but we 
can't control it. It would be nice if 
people all over the world had meet­
ing s /  g e t - tog e t hers on t he firs t 
Friday of t he mont h. Ours have 
been going quite well and recently 
we 've been having hackers from 
Europe call us on the payphones 
at Citicorp. We invite anyone to do 
this.  Those p ayp hone numbers 
are: 2 1 2-223-90 1 1 ,  2 1 2-223-8927, 
2 1 2-308-8044, 2 1 2-308-8 1 62, and 
2 1 2-308-8 1 84. We're there on the 
firs t Fr iday of e very mon t h  
between t he  hours of 5:00 PM and 
8:00 PM, Eastern time. A warning: 
many strange people come to our 
meet ing s ,  so y o u  may g e t  an 
unpredictable response when you 
call. You may even get a regular 
person who knows nothing about 
2600. We guarantee nothing. 

Another 
Rip-Off Story 
Dear 2600: 

I thought the following might be 
i n t e re s t i n g  to y o u .  I re c e n tly 
attended a State Fair. At one of the 
booths at the fair ,  there was a 
group o f  Sprint representatives 
asking people to sign up for a free 
FON card. All the person had to do 
was sign a slip of paper. However, 
by signing that slip of paper, the 
person also agreed to make Sprint 
their primary long distance carrier. 
The representatives really down­
played that fact; they highlighted 
with a pen all the phrases that 
contained "FON card", but the part 
which stated that Sprint would be 
made the long distance carrier was 
not highlighte d ,  and i n  smaller 

print. I asked if I could have a FON 
card without making Sprint my 
primary long distance carrier, and 
they said that I would need a cred­
it card for that .  Wel l ,  I was n ' t  
about t o  let these bums see it, s o  I 
declined on the deal. I wrote a let­
ter to the BBB complaining about 
their tactics .  My complaint was 
fo rward e d  to N e twork 2 0 0 0  
Communications Corporation, an 
independent marketing company 
that is authorized to sell US Sprint 
services to residential and small 
business customers. Here is part 
of their reply: 

"A large majority of customers 
that Network 2000 Independent 
Marketing Representatives obtain 
for US Sprint are acquired at fairs , 
flea markets, malls , etc. Network 
2000 representatives are required 
to attend a thorough training pro­
gram to learn proper, professional 
steps to obtaining customers for 
US Sprint before beginning their 
Ne twork 2 0 0 0  b u s in e s s .  Th e 
method of obtai ning c u s tomers 
used by a probable Network 2000 
IMR which you described in your 
letter is totally against Network 
2000 policy. Once we determine 
the name of the IMR, if we deter­
mine he acted unprofessionally, we 
will take swift action in terminat­
ing the individ ual's status as a 
Network 2000 IMR. " 

By the way, the ANI for Everett, 
Washington,  which is served by 
GTE, is 4 1 1 .  

Dr. Williams 
Washington State 

If more peop le did w ha t  you 
did, this kind of rip-oJ[ would soon 
disappear. Unfortunately, you can 

(continued on page 46) 
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(continued from page 19) U S IN G  AND A B U S IN G  
>edltor. Heh. Ok, lets see what 

Damn ! No wordwrap. Remember, press 
>RETURN at the end of each 79 

characters, ok? Now, lets go to EDIT 
>mode ... 

EDIT 
wow 
BAD WOW 

INPUT 
oops! "wow" is not an ED command! I'll 

>discuss ED's EDIT mode 
commands in a few minutes. Let's quit! 

EDIT 

q 
FILE MODIFIED OK TO QUIT? Y 
OK, 

Okay , we are back at the PR IMOS com­
mand l ine .  Dam n !  We forgot to save our  
newly-created text !  What do we do now ! 
Don't panic. Your text is sti l l  floating around 
in  PR I MOS' memory. To restore your ED 
session , type :  
OK, start 1 000 (continues from break) 

or 
OK, start 1 00 1  (resume in E DIT mode) 

So , let's test it out, shall we? 
OK, start 1 00 1  
EDI T 
file sample_ text 

q 
OK, 

A few co m m e n t s  are now i n  o r d e r .  
Normal ly ,  when done with a document you 
would FILE the text away and then QUIT. If 
you try and QUIT without saving new text 
or changes made to text, you wi l l  be told 
that the fi le has been modified and asked 
for verification to qu it. Should you make a 
"boo-boo· you can save your text by u sing 
one of the STA RT com mand variat ion s .  
The two E D I T  mode commands w e  have 
just learned are : 
FILE (abbreviated FIL) - fi les your text to 
the current UFD 
QUIT (abbreviated 0) - exit E D  to  the P RI­
MOS command l ine 

An alternate command to save your text 
i s  the SAVE co m m an d  (abbreviated by 

SA) . I prefer SAVE to F ILE because SAV E 
i s  a lso u sed on my m icrocomputer .  Use 
whichever you prefer, however. 

A great feature of the START command 
will now be i l lustrated. Say you are moving 
around U FD's and you end up try ing to cre­
ate a file in a directory that you don't have 
W (Write) access i n .  Oh no !  H ow do we 
save th is new CPL program we just creat­
e d ?  S i m p l e !  U s i n g  tech n iques  t h at you  
have jus t  learned, you can move to a differ­
ent U F D  (one that you have W access in)  
and save your  text there .  F irst ,  get  i nto 
EDIT mode and QUIT the EDitor. From the 
PRI MOS command l ine,  u se the OR com­
m a n d  to g e t  to y o u r  " h o m e "  U F D  o r  
ATTACH to a different one and then issue 
the START 1 00 1  command. N ow FI LE your 
text. Voi la! A n ice trick for the forgetfu l .  

We now know the very bas ics  o f  the 
P R I MOS l ine EDitor. We can create new 
fi les from scratch , append text to exist ing 
fi les ,  save or abort our modifications ,  and 
recover our text if we accidentally quit or h it  
the BREAK key (or send a BREAK signal) .  
What we don't know is how to edit the text 
with in  an existing file or how to i nsert/delete 
text from an ex ist ing f i le (which is real ly 
easy) .  So read on ! 

P R I MOS norma l l y  u se s  the ? and " 
(double quote) as the ki l l  and erase charac­
ters , respectively.  So typing a ? in IN PUT 
mode wi l l  k i l l  the entire l ine.  A " wil l  s imi larly 
erase the previous character .  I find the ? 
and " characters integral in my documents 
and you probably wil l  too . The fix? Simple. 
F rom the P R I MOS co m m and l ine (OK , ) ,  
type :  
term -erase <Ctrl-H> 
term -kill 

P re s s
-

C O N T R O L - H  w h e re i t  says  
"<Ctrl-H>".  Th is wil l  make the erase charac­
ter a backspace and the ki l l  character the 
DE LETE key .  Substitute whatever charac­
ters you feel most comfortable with on you r 
m icrocomputer. 

The semicolon character at the end of a 
l ine ( ; )  wi l l  force a l inefeed (as if you had 
pressed RETU RN instead) .  You can end a 
l i ne  with either RETU RN or a sem icolon 
(usefu l if your RETURN key is broken?) .  I f  
you enter a l ine of text  contai n ing  sem i -

Page 34 2600 Magazine Winler 1989-90 



W ITH P R I M O S 
colons such as th i s :  
line one;;line three 

ED wil l  take it and output it as thi s :  
line one 
line three 

Depend ing  u po n  t h e  l ocati o n  of t he  
semicolon i t  may  produce a l i nefeed or a 
mode switch. Thus ,  the l ine of text: 
This is a ca veat; 

wi l l  switch you from I N PUT mode into 
E D IT mode .  Avoid h aving sem icolons  at 
the end of a l i ne  of  text .  I w i l l  detai l the 
method you wi l l  have to use to get around 
th is if you want to have sem icolons in you r 
fi le . 

Should you wis h  to edit! insert! delete 
l ines of text within an existing fi le you wi l l  
have to learn how E D  addresses text i n  its 
buffer. I ' l l  assume that you have loaded a 
f i le  in to E D  and are in E D I T  mode.  The 
basis of our example:  

OK, ed example_file 
EDIT 

Now let' s view the enti re fi le :  
p 9999 
. NULL. 
This is the text of the file we are using 

>In our example. 
I will change this file around so that you 

>will see how 
to edit! add/ delete text In a file. 
. NULL. 
BOTTOM 

This example u sed .p 9999" to display 
the contents. ·P"  is the abbreviation for the 
PRI NT command. So you see , I told ED to 
PRI NT the first 9999 l ines of the file in it 's 
buffer. PR INT displays the specified num­
ber  of l ines (9999 i n  the e xam p l e )  and  
makes the  last l i ne  displayed the ·current" 
l ine. 

The . N U LL.  is not a part of the fi le ,  but 
rather a marker. I t  marks a place where you 
can insert text. BOnOM indicates that you 
are at the bottom of the f i le .  Shou ld you 
type PRINT (or P) again it wi l l  s imply say : 
. N U LL. 

You can type P R I N T (or P) by i tse l f  
without a numeric argument. PR INT has a 
default value of 1 .  Conversely ,  a PR INT -n 

("n" be ing a whole number) command wil l  
cause ED to di splay the f i le backwards.  

To get to the top or  botto m of a f i le ,  
type : 
top (Abbreviation is T) 

or 
bottom (Abbreviation is B) 

Very simple. To see what the line num­
ber of the current l ine you are pointing to is ,  
type : 
where 
BOTTOM 

Since we d id  that P R I N T  9999 com ­
mand we are a t  the BOTTOM o f  the fi le .  
Let' s go to l ine 2 .  Type : 
point 2 

This wi l l  set the ED pointer to l ine num­
ber 2. ED wi l l  te ll you that you are at  l ine 2 
by displaying l i ne  2 on your screen . You 
can abbreviate the PO I N T  command by 
typ ing PO in stead. Now try the W H E R E  
command (it also has a n  abbreviated form , 
which is W) . Type : 
w 
LINE 2 

We now know how to move around in a 
file and display some or all of the l ines of 
text it contai ns .  

The N EXT command (abbreviated by N )  
w i l l  move the  pointer down the specif ied 
number of l ines towards the BOTTOM of 
the f i le  (assuming that the specified number 
is  posit ive ) .  N egative numbers wi l l  m ove 
the pointer up .  As per the PO com mand, 
the new pointer l ine wil l  be displayed. Here 
are two examples : 
n 1 
to edit/add/delete text in a file. 
n ·2 
This is the text of the file we are using in 

>our example. 

To f i n d  tex t  i n  t h e  b u f fe r ,  u s e  t h e  
LOCATE command (abbreviated L) . For 
example, to find the stri ng ·change th is f i le" 
type : 
I change this file 
I will change this file around so that you 

>will see how 

Now look and see where you are. Type : 
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THIN G S  TO KNOW 
w 
LINE 2 

Aha! The LOCATE command not only 
finds the specified stri ng ,  but sets the point­
er to the new l ine.  N ow, try and LOCATE 
the string "Aunt Jemima". Type :  
I Aunt Jemima 
BOTTOM 

ED could not f ind the string in the text. 
The new pointer is BOTTOM, meaning that 
you are at the last line in the fi le . 

S im i lar to LOCATE is the F I N D  com­
mand (abbreviated F ) .  F I N D  on ly  checks to 
see if the specified string is at the begin­
ning of a l ine ( i .e . ,  the first character is in 
column 1 ,  the second in column 2 ,  and so 
forth) .  Here is an exam ple : 

find to edit/add 
to edit/add/delete text in a file. 

"Read people 's 
word processing 
documents, see 
what's in their 
databases. " 

As with LOCATE, F I N D  displays the l ine 
and resets the pointer to its new location. I f  
the string i s  not found,  F I N D  returns with 
BOTTOM and sets the pointer to the bot­
tom of the fi le.  

N F I N D  is a s i m i l a r  co m m and w h i ch 
works in the opposite manner of the F I N D  
com mand . N F I N D  (abbreviated N F) wi l l  
locate the first l ine below the current l i ne  
which does not beg i n  with the specif ied 
string. In the fol lowing example,  I ' l l  display 
use of the N F I N D  command as well as dis­
play the method you may use to have multi­
ple ED commands on one l ine.  

EDIT 
p3 
. NULL. 
This is the text of the file we are using in 

>our example. 
I will change this file around so that you 

>will see how 
to edit/add/delete text in a file. 
top, nfind This Is 
I will change this file around so that you 

>will see how 

As you can see, N F I N D  only finds the 
first line that does not start with the speci­
fied string. Also note the use of the comma 
as a command del imiter when issuing the 
TOP and N F I N D  commands.  Just like with 
LOCATE and F IND ,  N F I N D  will also return 
BOTTOM and set the pointer to the end of 
the f i le if it cannot f ind a l ine not starting 
with the string you speci fy . 

You can also F I N D  and N F I N D  stri ng 
patterns on a l ine starting at a column posi­
tion other than 1 .  The format for th is option 
is displayed below:  

f(8) change this file 
I will change this file around so that you 

>will see how 

The parentheses are requ ired and there 
Cl:' nnot be any spaces between the com­
mand and the (#). 

To append text to the end of the current 
l ine, use the APPEND command (abbrevi­
ated with A). To append · 02124/89 ."  to the 
end of the last line, type : 

p03 
to edit/add/delete text in a file. 
a 02/24189. 
to edit/add/delete text in a file. 02124/89. 

You must  have a space between the 
APPEND command and the string you wish 
to append. I f  you had instead typed : 

a 02/24/89. 
you would have gotten :  
t o  edit/add/delete text in a file. 02/24189. 

U se the CHANGE command (abbreviat-
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O N  A PR I M E  
ed C) to change a string in the current l ine.  
The first character after the C HANGE com­
mand is  used as the de l im iter.  Th is  is  a 
more com p l i cated command than m o s t  
other E D  commands. Format: 
CHANGE/strlng-1 /strlng-21[G] [n] 

· s t r i n g - 1 " i s  t h e  o ri g i n a l  s t r i n g  and  
·string-2" is the replacement string .  G spec­
i fies a g lobal change.  I f  G is omitted then 
only the first occurance of string- 1 wil l  be 
changed . ·n" is a pointer value.  I f  it is  0 or 1 
(defau lt  values )  then the change w i l l  be 
made to the current l ine (assuming the G 

. option is not in use) .  If "n" is a value other 
than 0 or 1 then ED will inspect and make 
changes on ·n" l ines starting at the current 
line. As usual , ED wil l reset the pointer to 
the last l ine inspected. Should the file con­
tain fewer than "n" l ines, ED will make the 
specified changes in all the l ines of the file 
and end by saying BOnOM. 

Should you wish to change a string con­
tain ing  s lashes (I) , C H A N G E ' s  de l i m i te r  
character ,  then substitute a new del imiter 
character. Examples : 

f 02 
to edit/add/delete text in a file. 02124189. 
change:021:0 11: 
to edit/add/delete text in a file. 0 1124189. 
c#lll-# 
to edit/add/delete text in a file. 0 1-24-89. 
c/01-24124-Febl 
to edit/add/delete text in a file. 24-Feb-89. 

You should always i ssue the TOP com­
mand prior to making global file changes. 

To insert characters at the beginning of 
a line, use CHANGE l ike this :  

po3 
to edit/add/delete text in a file. 24-Feb-89. 
c//Last Line -> 1 
Last Line -> to edit/add/delete text in a 

>file. 24-Feb-89. 

Remember our dilemma with the semi­
colon character ( ; ) ?  Say you want to have 
semicolons  in your  fi l e .  F i rst ,  let 's mark 
where we want ED to put the sem icolon .  
Do  th is :  

po3 
Last Line -> to edit/add/delete text in a 

>file. 24-Feb-89. 
c/. 241@ 241 
Last Line -> to edit/add/delete text in a 

>file@ 24-Feb-89. 
top, cl@l;/g9999 
Last Line -> to edit/add/delete text in a 

>file; 24-Feb-89. 

If you know where you want your semi­
colons from the start then just use a char­
acter  tha t  y o u  don ' t  p l an  o n  u s i n g  
elsewhere i n  the fi le ( l ike the @ character) 
and place them where you desire.  Then 
perform the above procedure .  Voi la!  I nstant 
semicolons when you thought i t  couldn't be 
done. 

To delete commands from a fi le,  u se the 
DELETE command (abbreviated with D). I 
bel ieve I don't l ike the second l ine of our 
exam ple  f i le .  Let 's  delete i t .  To do th i s ,  
type : 

po2 
d 
top 
p9999 
. NULL. 
This is the text of the file we are using in 

>our example. 
Last Line -> to edit/add/delete text in a 

>file; 24-Feb-89. 
. NULL. 

No more l ine 2. As with other ED com­
mands, DE LETE deletes from the current 
line. DELETE 1 wil l  not delete the first line 
o f  t h e  f i l e ,  b u t  rathe r  the c u r re n t  l i n e .  
DELETE 5 wil l  delete the fifth l ine from the 
current l ine (with starting l ine being the cur­
rent l ine) .  

The last E D  command I wil l  go over is  
the RETYP E command (abbreviated with 
R). RETYPE wil l  delete the current l ine and 
replace i t  with the specified string .  Notice 
that the text of our example is now nonsen­
sical . The second l ine is a sentence frag­
ment. Let's fix this grammatical error. 

po2 
Last Line -> to edit/add/delete text in a 

Winter 1989-90 2600 Magazine Page 37 



PRIME H A C K I N G  
>file; 24-Feb-89. 

r Now you will learn how to 
>edit/add/delete text In a file. 

Now you will learn how to edit/add/delete 
>text in a file. 

RETY P E  fo l lowed by  a space and a 
RETURN wil l  delete the current  l ine .  This 
wi l l  make a "nul l "  l ine.  This can be u sed as 
an alternate method for creating "nul l" l ines 
(to d e l i m i t  paragra p h s  in y o u r  text) as 
opposed to making the line a blank space. 

Let's look at both the orig inal example 
fi le and its present form : 

ORIGINAL: 
This is the text of the file we are using in 

>our example. 
I will change this file around so that you 

>will see how 
to edit/add/delete text in a file. 
CURRENT: 
This is the text of  the file we are using in 

>our example. 
Now you will learn how to edit/add/delete 

>text in a file. 

The most useful means of using ED is  
to  upload text (documents or sources) to  
the host  P rime .  S imply  load in  the f i le  on 
your microcomputer and go into your termi­
nal p rogra m ' s  ed i tor .  Change all occu­
rances  o f  a n u l l l i n e  to a s pace and a 
RETU RN .  N ow enter  ED and upload your 
f i le via the ASCI I  protocol . You might need 
to lower the sending speed (the line delay)  
i f  you seem to be sending text too fast for 
ED to get it. When done with the send, just 
enter ED IT  mode and SAVE or F I L E  the 
text. 

WAR N I N G :  I f  the fi lename you specify 
ED to save your text as exists in  the current 
UFO then ED will overwrite the file with the 
text in  its buffer. Be careful not to use an 
exi sti ng f i lename when you save files or 
you might be sorry. 

Now for some i mportant notes on PRI ­
MOS filenames. 

1 .  Filename can be u p  to 32 characters 
long. 

2 .  Fi lenames can only contain the fol ­
lowing characters : A-Z, 0-9, & - $ . _ , # 

3. The fi rst character cannot be a num­
ber. 

4 .  No embedded blanks or special char­
acters ( l ike [ 1 ( ) { } etc) . 

5. All characters are mapped to UPPER 
CASE by  PR I MOS. 

Legal Filenames 
MYFILE 
TODA YS·SYSTEMS 
$MONEY 
TEXT FILE 
PRIMES&VAXEN 

Illegal Fi lenames 
MY FILE 
SYSTEMS? 
4MONEY 
ACCTS@PRIM E 
"COOL" 

NOTE:  ED does not l ike TABs!  Do not 
use your term inal ' s  TAB key ! ED will not 
u nderstand them.  To tell ED to use a TAB, 
u se the backs lash (\) character. Example : 
tsblfhislouflfor me. 
will insert tabs where the \'s are . 

E D i to r  has  many  o t h e r  comman d s .  
Type H ELP ED to obtain a l ist of them and 
a brief statement of each one's function . 

Experimentation With Other 
PRIMOS Applications and Utili ties 

There are many other appl ications that 
you will find on Primes.  Some of them use­
ful and interesting ,  some of no use whatso­
ever to the hacker. I can 't begin to describe 
them here . This part of the series is already 
larger than I had planned, so I am going to 
have to end it here. Here is a very incom­
plete l ist of applications commonly found on 
Prime computer systems :  
PRIME INFORMATION · A database sys­
tem 
PRIME WORD · A word-processing system 
MIDAS · A graphics design uti l i ty 
TELL·A·GRAF • A graphing util ity 
ORACLE · A database system 

There are tons more applications sys­
tems  to be found on Primes . Experiment! It 
is best to experiment with available applica­
t ions to see if they can be u seful . Read 
people's word processing documents , see 
what's i n  their databases. You never know 
what you might find ! Just be careful not to 
delete or change anyth ing !  
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Someone must have put in one 
of those weird payphones last 
night. 

Yo Fred! Look what we got 
here. 

\ \ 

'l3'ELC}{ 

/ 

Where do you come off even 
posing as a payphone? You're 
nothing more than a slot 
machine! Do you honestly think 
people will choose you over 
real payphones like us? 

Hey you ! Pinball machine ! You 
think our clientele are stupid 
enough to fall for your sleazy 
rate structure? !  Gimme a break! \ 

II 
\ 

I'J.[.,5'EP{I YO'U'l( 'l3!Jl!J.{.'l( C!Jl!l('lJ 
PL'Dt5'E 

I cringe to think what he's going 
to do to the propeny values. 

Sigh. Maybe they'll  appreciate 
us in Eastern Europe. 

\ 
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KEEP THOSE FAXES COM ING ! 
51 6-751 -2608 
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2600 Mark etpl a c e 
W ANTED : Red box kits, plans,  and assem­
bled units. Also, other unique products. For 
educational purposes only. Please send infor­
mati on and pri c e s  to :  TJ ,  2 1  R o s e m o n t  
Avenue, Johnston, R I  029 1 9. 
RARE TEL BAC K  ISSUE SET (like TAP 
but s trictly telephones) .  Complete 7 issue 
1 1 4  page set .  $ 1 5  ppd. Have photo copy 
machine self-serve key counter. Would like 
to trad e for red box mi nus its  I e ' S .  Pete 
Haas, P.O. Box 702, Kent, Ohio 44240. 
THE C HES H I RE C A TALYST, former 
editor of the TAP newsletter, has dates avail­
able to lecture in Europe in late August and 
early September. For lecture fees and infor­
mation on seminars to be given, write to:  

modems.  T h e  b e s t  war dialers ,  extender 
scanners , and hacki ng programs . $ 8 . 00 ,  
i n c l u d i n g  s hippi ng and h a n dl i n g .  Make 
payable t o  Tim S . ,  P . O .  Box 25 1 1 , 
Bellingham, WA 98227-25 1 1 .  
FOR SALE: Manual for stepping switches 
(c) 1 964. This is a true collector's item, with 
detailed explanations, diagrams, theory, and 
practical hints.  $ 1 5  or trade for Applecat 
Tone Recog nition program. FOR SALE : 
Genuine Bell phone handset. Orange w/tone, 
pulse, mute, listen- talk, status lights .  Fully 
functional. Box clip and belt clip included. 
$90 O B O .  Please post to S .  Fox x ,  P O B  
3 145 1 ,  River Station, Rochester, NY 1 4627. 
FOR SALE: DEC V AX/VMS manuals for 

V M S  4 . 2 .  A l l  Richard Ches hire, 
P . O .  B o x  6 4 1 ,  
Cape Can a v eral,  
FL, USA 32920. 
T E N T A T I V E  
D A  TES for Sum­
mercon 90:  J u n e  
22-24. Watch this 

__________________ man u a l s  are i n  

Do y o u  have something to sel l ?  Are 
you looki ng for somet h i ng to buy? Or 

trade? This Is the place ! The 2600 
Marketplace is free to subsc ribers ! 
Send your ad to : 2600 Marketplace, 

P.O.  Box 99 , Middle Island, NY 1 1 953. 
Include your address label .  

Only people please, no businesses. 

mi n t  c o n d i t i o n ,  
some s till  in  the 
shrink-wrap. This 
is the best source 
for VMS knowl­
edge a n y w h ere ! 
C o n tact  me for 
more info .  Kurt 
P.,  P O B  1 1 2 8 2 ,  
Blacksburg, VA, 
24062- 1 282. 

space. 
C Y B E R PU N K S ,  
H A C K E R S ,  
P H R E A K S ,  
L i  b e r t a r i  a n  s ,  
D i s c o r d i a n s ,  --------------- W A N  T E D :  
Soldiers of Fortune, and Generally Naughty 
People: Protect your data ! Send me a buck 
and I ' l l  send you an I B M  PC floppy with 
some nifty shareware encryption routines 
and a copy o f  m y  paper " C r o s s b o w s  to 
Cryptography:  Techno-Thwarting the State . "  
C h uck, The Li berTech Proj ect,  8726 S .  
Sepulveda Blvd.,  Suite B-25 3 ,  Los Angeles, 
CA 90045. 
NEEDED : I n fo on s p e e c h  encryption 
(Digicom, Crypto). Send to Hack Tic, P.O. 
B ox 229 5 3 ,  1 1 00 DL, Ams terd am, The 
Netherlands. 
TAP BACK ISSUES, complete set Vol 1 -9 1  
o f  QUALITY copies from originals. I ncludes 
schematics and indexes. $ 1 00 postpaid. Via 
UPS or Firs t Class  Mai l .  C opy of 1 9 7 1  
Esquire article "The Secrets of the Little 
Blue Box" $5 & large SASE w/45 cents of 
stamps . Pete G. ,  PO Box 463, Mt. Laurel, NJ 
08054. We are the Original ! 
HACKING AND PHREAKING SOFT­
W ARE for the IBM and Hayes compatible 

Schematic and/or block diagram for G.E.  
TDM- 1 1 4 B - 1 3  data set. John B.  Riley, 9 1 4  
N. Cordova St., B urbank, CA 9 1 505-2925 . 
UNDERGROUND BOOKS : TAP, com­
pl e te set, volume s  1 - 9 1 ,  $ 8 0 .  Electronic 
surveillance and wiretapping -- a nuts and 
bolts guide, $ 1 5. The best of TAP, over 1 00  
pages o f  their best, $40. Computer crime, 
over 400 pages from the best of government 
publications, prosecutors' guides, documents, 
case studies, etc . ,  including how it's done, 
$60. Include $3 handling per book. Make 
payment  to Ti m S . ,  PO B o x  25 1 1 , 
Bellingham, Washington 98227-25 1 1 .  
2600 MEETINGS. First Friday of the month 
at the Citicorp Center--from 5 to 8 pm in the 
lobby near the payphones, 1 5 3  E 53rd S t. ,  
NY, between Lex & 3rd. Come by, drop off 
articles, ask questions. Call 5 1 6-75 1 -2600 
for more i n fo .  P a y p h o n e  n u mbers at 
Citicorp: 2 1 2-223-90 1 1 ,21 2-223-8927, 2 1 2-
308-8044, 2 1 2-308- 8 1 62, 2 1 2-308-81 84. 
Deadline for Spring Marketplace: 3/1/90. 
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(continued from page 8) 
what's happening 

the tone. Under the new system : 
thirty seconds after the tone. You 
know where this company' s  priori­
ties are, don't  you? 

Ripoff City 
Add Cable and Wireless (TDX) 

to the list of long distance compa­
nies ripping off thei r  customers 
with AOS operators. If you dial a 
z e ro plu s c all  o n  a l ine that ' s  
selected Cable and Wireless as its 
long distance company, you'l1 hear 
an AT&T-like tone , but you ' ll 
wind up being connected to NTS. 
To give you an example of where 
NTS is coming from, they refused 
to give us their rates until we gave 
them our card number. When we 
have m anaged to get rates from 
them, they were often more than 
double those of AT&T's.  MCI did 
the sam e  thing about a year ago, 
then suddenly stopped after the 
media got wind of it. And ITT has 
been using the ITI company to pro­
cess its operator assisted calls. Not 
only are they ripping people off, 
but they ' re confusing them with 
the similar sounding names! Cable 
and Wireless  won ' t  process any 
c alls  on i t s  1 0223 code unl e s s  
you've signed u p  with them. ITT 
processes calls on both 10488 and 
1 0999 regardless of whether or not 
you've signed up with them. To get 
ripped off, just dial a zero plus the 
number you're calling after enter­
ing one of the above codes. 

* * *  

New York State offi ci al s  are 
warning lottery players that a tele­
phone hotline for winning numbers 
is charging more than three times 
the cost of a lottery ticket for each 
call. According to a representative 
o f  the State Lottery , B u ffal o  
Audiotex Inc. bills callers $3.50 to 
find out nothing more than the pre­
v ious night ' s  winning numbers ,  
information readily available for 
fre e .  The company also doesn ' t  
bother mentioning the price during 
the course of the call. But the best 
part of it is that, according to the 
New York Public Service Com­
mission, it ' s  all completely legal. 

Calling London 
London is bracing for a major 

catastrophe: a city code change. On 
May 6th, the city code of 01 will 
be split in half. Inner London will 
change to 07 1 and the rest of the 
present 01  area will change to 08 1 .  
For people calling in from outside 
the country , the leading zero i s  
always dropped,  so the code will 
be changing from 1 to either 71 or 
8 1 .  Not much of a hassle from over 
h e re in the S t ate s ,  but  i n s i d e  
London it' s another story.  If you 
need to c all  fro m one p a rt o f  
London to another, instead of dial­
ing seven digits , you will s o o n  
have to dial ten. Is nothing sacred? 
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Sprint Is Watchin
.
g 

Businesses using US Spnnt can 
now get a free service to help them 
track down people who use their 
PB X ' s  without authorization. Since 
Sprint is able to determine wh�re 
calls to their network are commg 
from, they ' re more than willing to 
d i s c l o s e  thi s i n fo rm a t i o n .  U S  
S p ri n t  u s e s  N o rthern T e l e c�m 
DMS -2S0 switches coupled wIth 
Feature Group D access capabili ty 
in central o ffices to identi fy the 
originating numbers of

.
all �etwork 

calls. Welcome to the nmetles. 

Equal Access  For All 
Prisoners at the S tate Correc­

tional Institute in Dallas , PA m an­
aged to install and use �elephone 
service at a remote locatIon. They 
obtained cred it  info rm ation on a 
number of prison correctional offi­
cers .  Using thi s i nformation, they 
had lines installed in those names at 
a house in Philadelphia. When an 
inm ate called one of the numbers 
c o l l e c t ,  an acquaintance at 

.
the 

house would three-way them mto 
the number they wanted to call. The 
total bill came to around $12,000. 

German Democratic 
Phones 

According to industry experts,  
most of East Germany ' s  severely 
strained phone network is  beyond 

repair and needs a complete over­
h au l .  The ne t w o rk h a s  b e e n  i n  
place since before World War II. 
H o w e v e r ,  d u ri n g  the e v e n t s  o f  
November 9, the network virtually 
collapsed.  Several West G e�an 
companies have expressed an mter­
est in rebuilding the system . West 
Germ any has about 40 million tele­
phone l ines and a popul ati on o f  
about 60 m illi on.  E a s t  G e rm any,  
with 17 million people , only has 4 
million phone lines. The quality of 
service is also poor, and "self-dial­
ing" is  vi rtually unknown outside 
of East B erlin. 

Too Much Chatter 
Prodi g y ,  the I B M - S e a rs j o int 

v en t u re fo r p e r s o n al c o m pu te r  
users ,  has gotten rid o f  something 
it apparently doesn 't  want : cont.ro­
vers y .  The $10 a m onth �e rv Ice 
gives users access to shoppmg ser­
v ices ,  stock m arket repo rts , and 
airline reservations. B ut it  also has 
bulletin boards that let subscribers 
communicate with each other. One 
of these boards,  known as Health 
Spa, turned into a debating ground 
between homosexuals and funda­
mentalists .  That was too much for 
Prodigy, who discontinued the ser­
vice in December because ,  accord­
ing to them , it w as� ' t  gen�rating 
enough interest. ThIS despIte the 
fact that the board generated far 
more traffic than m any of the other 
"successful" boards. 
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tlJt ups touu t()OWU 
From a recent Bellcore V&H Tape, here is a list o f  all North American area codes 
and the number of exchanges being used in each. Delaware (302) has the fewest 
with only 9 7 1n use. Both 212 and 213 area codes are nearly full enough to split for 
the second time. In a couple of years, area codes will no longer ha ve to have a 1 or 
a 0 as the middle digit. Depending upon how this is implemented, the effects could 
be quite traumatic. 
Format is area code: n umber of exchanges within. 

2 0 1 : 6 6 0  

2 0 2 : 5 6 6  

2 0 3 : 4 4 5  

2 0 4 : 3 3 4  

2 0 5 : 5 8 3  

2 0 6 :  5 1 0  

2 0 7 : 3 2 5  

2 0 8 : 2 6 3  

2 0 9 : 2 9 7  

2 1 2 :  6 2 4  

2 1 3 : 6 6 2  

2 1 4 : 67 1 

2 1 5 : 5 5 5  

2 1 6 : 5 2 1  

2 1 7 : 3 4 1 

2 1 8 : 2 6 8  

2 1 9 :  3 2 9  

3 0 1 : 6 5 0  

3 0 2 : 9 7  

3 0 3 : 4 6 8  

3 0 4 : 3 1 5  

3 0 5 : 4 2 2  

3 0 6 :  4 2 6  

3 0 7 : 1 3 7  

3 0 8 : 1 8 9  

3 0 9 : 2 5 0  

3 1 2 :  7 6 9  

3 1 3 :  5 8 6  

3 1 4 : 4 94 

3 1 5 :  2 4 6  

3 1 6 :  3 4 5  

3 1 7 :  3 7 8  

3 1 8 : 3 2 1  

3 1 9 :  3 1 9  

4 0 1 :  1 2 0  

4 0 2 : 3 92 

4 0 3 : 5 7 5  

4 0 4 : 6 1 1  

4 0 5 : 4 7 5  

4 0 6 :  3 2 3  

4 0 7 : 3 3 3  

4 0 8 : 2 6 6  

4 0 9 :  2 63 

4 1 2 :  4 0 8  

4 1 3 :  1 2 6  

4 1 4 : 4 2 0  

4 1 5 :  5 8 0  

4 1 6 :  5 7 3 

4 1 7 :  1 B 9 

4 1 8 :  3 4 8  

4 1 9 :  3 1 9  

5 0 1 :  5 1 2 

5 0 2 : 3 2 8  

5 0 3 : 4 B 1  

5 0 4 : 3 0 6  

5 0 5 :  2 B B  

5 0 6 :  1 5 7  

5 0 7 :  2 5 1  

5 0 B :  3 3 9  

5 0 9 :  2 2 4  

5 1 2 :  5 7 6  

5 1 3 :  4 4 B  

5 1 4 : 4 4 5  

5 1 5 :  3 B 9  

5 1 6 :  3 3 9  

5 1 7 :  3 0 3  

5 1 8 : 2 3 6  

5 1 9 :  3 2 6  

6 0 1 :  3 7 9  

6 0 2 : 5 5 2  

6 0 3 : 2 1 9  

6 0 4 : 5 2 3  

6 0 5 :  3 2 0  

6 0 6 :  2 5 6  

6 0 7 :  1 5 B  

6 0 8 :  2 2 6  

6 0 9 :  2 5 0  

6 1 2 :  4 B 2  

6 1 3 : 2 6 2  

6 1 4 : 3 7 9  

6 1 5 :  4 9 4  

6 1 6 :  3 4 9  

6 1 7 : 3 3 0  

6 1 8 : 3 1 1  

6 1 9 :  4 3 3  

7 0 1 : 3 4 1 

7 0 2 : 2 4 7  

7 0 3 : 5 1 3  

7 0 4 : 3 1 0  

7 0 5 : 2 5 3  

7 0 6 : 1 5 B  

7 0 7 : 1 6 3  

7 0 8 : 4 1 5  

7 0 9 : 2 4 0  

7 1 2 : 2 6 4  

7 1 3 : 4 7 4  

7 1 4 : 5 0 4  

7 1 5 : 2 9 4  

7 1 6 : 3 4 7  

7 1 7 : 4 5 3  

7 1 8 : 3 6 5  

7 1 9 : 1 4 6  

8 0 1 : 3 0 0  

8 0 2 : 1 7 1  

8 0 3 : 4 6 7  

8 0 4 : 4 4 6  

8 0 5 : 2 5 0  

8 0 6 : 2 3 6  

8 0 7 : 1 0 1  

8 0 8 : 2 2 6  

8 0 9 :  4 4 9  

B 1 2 : 2 5 9  

8 1 3 : 4 4 9  

8 1 4 : 2 5 0  

B 1 5 :  2 7 1  

B 1 6 :  4 2 8  

B 1 7 :  4 4 3  

8 1 8 :  3 1 2  

B 1 9 :  2 9 5  

90 1 :  2 0 5  

9 0 2 : 2 4 6  

9 0 4 : 4 64 

9 0 5 :  2 60 

9 0 6 :  1 0 8  

90 7 :  3 3 7  

9 1 2 :  3 0 6  

9 1 3 : 4 1 7  

9 1 4 :  3 1 1  

9 1 5 :  2 7 5  

9 1 6 :  3 7 1  

9 1 B :  2 7 4  

9 1 9 :  6 0 3  

Now here's the same list showing the least-populated area codes followed b y  the 
most-populated. The area codes at the bottom of the list are the ones most likely to 
split off in the near future. A few are already In the process of doing this. 
Format is n umber of exchanges: area code. 

97 : 3 0 2  

1 0 1 : 8 0 7  

l O B : 9 0 6  

1 2 0 : 4 0 1  

1 2 6 :  4 1 3  

1 3 7 : 3 0 7  

1 4 6 : 7 1 9  

1 5 7 :  5 0 6  

1 5 8 : 6 0 7  

1 5 B : 7 0 6  

1 63 :  7 0 7  

1 7 1 : 8 0 2  

1 8 9 :  3 0 8  

1 8 9 :  4 1 7  

2 0 5 : 9 0 1  

2 1 9 :  6 0 3  

2 2 4 : 5 0 9  

2 2 6 : 6 0 8  

2 2 6 : 8 0 B  

2 3 6 : 5 1 8  

2 3 6 : 8 0 6  

2 4 0 : 7 0 9  

2 4 6 : 3 1 5  

2 4 6 : 9 0 2  

2 4 7 : 7 0 2  

2 5 0 : 3 0 9  

2 5 0 : 6 0 9  
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2 5 0 :  8 0 5  

2 5 0 : 8 1 4  

2 5 1 :  5 0 7  

2 5 3 : 7 0 5  

2 5 6 :  6 0 6  

2 5 9 :  8 1 2  

2 6 0 : 9 0 5  

2 6 2 : 6 1 3  

2 6 3 : 2 0 8  

2 6 3 : 4 0 9  

2 6 4 : 7 1 2  

2 6 6 :  4 0 8  

2 6 8 : 2 1 8  

2 7 1 :  8 1 5  

2 7 4 : 9 1 8  

2 7 5 : 9 1 5  

2 8 8 : 5 0 5  

2 9 4 : 7 1 5  

2 9 5 : B 1 9  

2 9 7 : 2 0 9  

3 0 0 : 8 0 1  

3 0 3 : 5 1 7  

3 0 6 : 5 0 4  

3 0 6 : 9 1 2  

3 1 0 :  7 0 4  

3 1 1 :  6 1 8  

3 1 1 :  9 1 4  
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3 1 2 :  8 1 8  

3 1 5 :  3 0 4  

3 1 9 :  3 1 9  

3 1 9 :  4 1 9  

3 2 0 :  6 0 5  

3 2 1 :  3 1 8  

3 2 3 : 4 0 6  

3 2 5 :  2 0 7  

3 2 6 :  5 1 9  

3 2 8 : 5 0 2  

3 2 9 :  2 1 9  

3 3 0 : 6 1 7  

3 3 3 :  4 0 7  

3 3 4 : 2 0 4  

3 3 7 : 9 0 7  

3 3 9 :  5 0 8  

3 3 9 :  5 1 6  

3 4 1 :  2 1 7  

3 4 1 :  7 0 1  

3 4 5 :  3 1 6  

3 4 7 :  7 1 6  

3 4 8 :  4 1 8  

3 4 9 :  6 1 6  

3 6 5 : 7 1 8  

3 7 1 :  9 1 6  

3 7 8 :  3 1 7  

3 7 9 :  6 0 1  

3 7 9 : 6 1 4 

3 8 9 : 5 1 5  

3 92 :  4 0 2  

4 0 8 : 4 1 2  

4 1 5 : 7 0 8  

4 1 7 :  9 1 3  

4 2 0 : 4 1 4  

4 2 2 : 3 0 5  

4 2 6 : 3 0 6  

4 2 B : B 1 6  

4 3 3 : 6 1 9  

4 4 3 : B 1 7  

4 4 5 : 2 0 3  

4 4 5 : 5 1 4  

4 4 6 :  B 0 4  

4 4 8 : 5 1 3  

4 4 9 : 8 0 9  

4 4 9 :  B 1 3  

4 5 3 :  7 1 7  

4 64 : 9 0 4  

4 6 7 : 8 0 3  

4 6 8 : 3 0 3  

4 74 : 7 1 3  

4 7 5 :  4 0 5  

4 8 1 : 5 0 3  

4 8 2 :  6 1 2  

4 94 :  3 1 4  

4 9 4 : 6 1 5  

5 0 4 : 7 1 4  

5 1 0 :  2 0 6  

5 1 2 : 5 0 1  

5 1 3 :  7 0 3  

5 2 1 :  2 1 6  

5 2 3 :  6 0 4  

5 5 2 : 6 0 2  

5 5 5 :  2 1 5  

5 6 6 :  2 0 2  

5 7 3 : 4 1 6  

5 7 5 :  4 0 3 

5 7 6 :  5 1 2  

5 8 0 : 4 1 5  

5 8 3 : 2 0 5  

5 8 6 :  3 1 3  

6 0 3 : 9 1 9  

6 1 1 :  4 0 4 

62 4 ;  2 1 2  

6 5 0 :  3 0 1  

6 6 0 : 2 0 1  

6 6 2 : 2 1 3  

6 7 1 :  2 1 4  

7 6 9 : 3 1 2  

This info comes from the Telecom Digest. 

Winter 1989-90 



UAP C UP DATE 
by The Plague 

I certainly hope you enjoyed my article in  the 
last issue. However the folks at UAPC did not. 
Needless to say ,  there was a big media scandal 
here in  N ew York when 2600 hit the stands last 
fal l .  Certain ind ividuals took i t  upon themselves to 
crack UAPC at any cost. As I predicted , s ocial 
engineering and trashing were key elements used 
in cracki ng the syste m .  At least one group of 
hackers was abl e  to get access to m ore than a 
dozen accou nts. They contacted people at 2600 
who alerted the media. And for the first ti me i n  
America, hackers were t h e  ones t o  break a story 
about hacki n g .  For once ,  the h ackers had the 
upper hand, which greatly reduced the amount of 
inaccuracies i n  the story . It also m ade those in 
charge of the system look like utter fools.  

The almig hty school  system got very angry 
and decided to take s e cu r i ty m e s s u res . T h ey 
claimed that they were going to put UA PC on 
leased l ines by Jan u ary 1 990.  Wel l ,  that hasn' t  
happened,  and even i f  i t  does h appen , the next 
few paragraphs wi l l  show you how to get around 
that. 

I myself enjoyed rubbing i t  in to UAPC,  by 
placing certain foul stickers on their door as well 
as having some fun engi neering their Help Desk 
wh i le they were in a state of secu rity alertness . 
"Hello, is this  the UAPC Help Desk? Yeah? Well 
you certai nly do need he lp ! ! "  and things of that 
sort. 

One th i n g  that UA PC d i d  w h i c h  was very 
nasty was to place a Project 10 on every s in gle 
account. Now, that's not a big problem. If  you can 
get the password, you can get the Project 10  in 
the same way . However, one day I stumbled o nto 
someth ing i n teresti n g .  I found out  that you can 
connect to UAPC through the CUNY/UCC (City 
U n i versity of New York - U n i versity Com puter 
Center) . What's even better is that you can con­
nect at up to 2400 baud and use the term i n al 
emulation of your choice. But, the very best th ing 
about it is  that you don't have to provide a Project 
10 to UAPC if you connect via UCC. A pparently, 
the P roject ID's are only used when UAPC is 
accessed via UAPC's own dial-up l ines. 

UCC is a co m p u t i n g  s e r v e r  l o c ated i n  
Manhatten . I t  provides h igh-speed network l i nks 
(SNA) to many computers throughout the CUNY 
system . UAPC is  l i nked via th is high-speed net­
work ,  and t h e r e  is m u ch l e s s  s e c u r i ty w h e n  
accessing UAPC v i a  UCC. 

Here is what you ca n d o .  UCC is  a p u b l ic 
number, so I might  as well  g ive it out .  It's 2 1 2-
974-8600 and connects at 300, 1 200, and 2400 
baud using 7 E 1  (seven data bits ,  even parity , one 
stop bit) .  Once connected, you h i t  RETU RN a few 
ti mes. It should ask for terminal type. You can hit  
retu rn to see the avai lable term i n al types, and 

then choose one th at your software can em ulate. 
You wi l l  then s ee the UCC open i ng s creen .  At 
that point you h i t  the TAB key unti l  the cursor i s  at 
the COMMAND l ine,  then type DIAL VTAM and 
hit  return.  You will then see a menu screen of the 
computers that you can connect to. You keep h i t­
ting TAB (also known as Ctrl - I )  unti l  your cu rsor is 
at UA PC and then you h i t  retu rn .  You are now 
connected to UAPC. You wi l l  notice that UA PC 
only asks for User 10 and Password. It does not 
ask for P roject 10. The password i n p u t  area is 
divided into th ree areas. The first is requ ired . The 
other two are optional. The f irst input area is for 
the password , the second is for the password you 
want to change it  to ( if  the password is  val id) , the 
third is  to verify the change .  You don't have to 
worry about that at al l .  You can just type the user 
name fol lowed by return and then the password 
fol lowed by return . As a side note on UCC, you 
can e m u l ate the PF key s on yo u r  te r m i n al by 
using the ESC key . For instance, P F 1  is the same 
thing as h i tting E SC and then 1 .  

So now you can see that even if UA PC does 
go on leased l ines,  which I 'm wi l l ing to bet i t  wi l l  
not , you can sti l l  access i t  via UCC. The reason 
that I th ink leased l ines are out of the question is 
becau se it  will severely h i nder access for legiti­
mate users all throughout the Board of Ed and 
CUNY . 

A p parently , U A P C  hacking and abuse has 
become a rather popu lar ho bby here i n  New York. 
I 'm constantly hearing ru mors about people wi l l ·  
i n g  to pay cash for grade changes and people 
who can fi l l  that particular service need . 

'II-" ' '' l  t. . • � , > 
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A 2600 staffer demonstrates the ease of 
changing high school grades in a report aired 
over WNBC-TV in New York. 

Winter 1989-90 2600 Magazine Page 45 



l e t t e r s 
(continued from page 33) 
fl1ld these con-artists almost every­
w here you look today.  While 
Network 2000's response seems to 
indicate that they 're concerned, 
the Jact remains that they're blam­
ing one person Jor this violation. 
But you said it was a group oj rep­
resentatives which would seem to 
indicate that what they were doing 
was company policy. It's also hard 
to believe that one p erson is 
responsible Jor reducing the size oj 
the p r int on a key part oj the 
advertisement. 

A nyone in vol ved in s imilar 
escapades? Let's hear about them. 

And to add to the l is t  oj ANI 
(ANAC Jor those who want to be 
technical) numbers, try 1 -200 Jol­
lowed by almost any seven num­
bers in the 3 0 5  and 4 0 7  area 
codes in Florida. Also, dialing 5 1 1 
from many phones there will dis­
able the phone Jor at least two 
minutes. 

We know you have some-
thing to say to usl So write us 

a letter now before it slips 
your mind. Our address is 
2600 Letters, PO Box 99, 

Middle Island, NY 1 1953. Our 
FAX number is 5 16-75 1-2608. 

Our new network address is 
2600@Well.sf.ca.us. 

8 1 8' 1  (continued from page 5) 

network i f  someth ing  strang e  and unpre­
dictable starts occurri ng .  The news here 
isn't so much the fai lure of a computer pro­
gram , but the fai lure of AT&T's enti re struc­
ture . 

The Non-Technical Problems 
In  the height of the cris is ,  Laura Abbott , 

an AT&T s p o ke s p e rs o n , s a i d  ca l l e r s  

shouldn't try using any o f  the other compa­
n i e s .  She recom m ended repeated tr ies 
over AT&T. " I f  you don't  get through the 
f i rst  tim e ,  you ' l l  get th ro u g h  the second 
time." 

AT& T operators, hours after the cris is 
began, refused to tel l  customers how they 
could place their calls over other long dis­
tance companies. I t  went against company 
policy. This ,  despite the fact that most long 
d istance companies tel l the customer how 
to access AT&T if  he/she needs to . 

The media once again let u s  down by 
not doing enough to educate themselves,  
let  alone the public. Al l  that had to be done 
was to alert the public as to how to make a 
long d istance call using another company. 
Nobody had to be inconvenienced on that 
day . 

Breaking up the Bell system was essen­
tial i n  the name of fairness. But it  doesn't 
end there . The general publ ic has to be 
educated on how to use the new system to 
their advantage. What good is  a fair system 
if  most people don 't know how to use it? 
Why are people so afraid to do this? Why 
are they discouraged? 

M a n y  i n s t i t u t i o n s  a n d  b u s i n e s se s  
choose t o  block access t o  the 1 0XXX sys­
tem ,  thinking that somehow it wil l generate 
more bi l ls .  Many of them now realize belat­
edly the usefulness of that system . 

The carrier access code l ist we printed 
in o u r  last i ssue  shou ld  be ava i lab le to 
everybody in  the country . Possess ion of 
th is l i st i s  real ly the only way consumers 
wi l l  f ind alternative long distance com pa­
nies that could be a l ife-saver in a situation 
l ike this. 

D u ri ng the Cal i fornia earthquake last 
October,  AT&T made a decision for u s .  
They decided that incoming calls weren't as 
important as outgoing cal ls  to the people 
there. They were probably rig ht .  But, by 
blocking virtual ly al l attempts , they were 
making a categorical assumption that sim­
ply doesn 't hold up to individual reasoning . 
For those of us who knew the alternative 
ways to route our cal l s ,  call ing in  was no 
problem.  But so few of us knew this . 

There obviously have to be more alter­
natives ,  so that there are more choices for 
each of us .  But there has to be a level of 
awareness among the end-users, or else, 
what's the point? 
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NOW HEAR THA T 

At 2 6 0 0 ,  we don ' t  e x a c t l y g o  o u t  o f o u r  w a y  t o  
n a g  y o u about when y o u r  s ub s c r i p t i o n  i s  g o i n g 

t o  s t o p . Y o u  w o n ' t  f i n d y o u r s e l f  g e t t i n g  t h o s e  
g l o s s y r e m i n de r s  w i t h  f r e e  p e n s a n d  d i g i t a l 

qua r t z c l o c k s a n d  a l l  t h a t  j u n k . We be l i eve 
o u r  s ub s c r ibe r s  a r e  i n t e l l i ge n t  e n o u g h  t o  l o o k  

a t  t he i r  addre s s  l abe l and s e e  i f  t h e i r  s u b ­
s c r i pt i o n i s  a b o u t  t o  c o n c l u de . I f  i t  i s  o r  i f  
y o u  w a n t  t o  e x t e n d  i t , j u s t f i l l  o u t  t h e  f o r m  

b e l o w ( y o u r  l abe l s h o u l d  b e  o n t h e  o t h e r  s i de )  
a n d s e n d i t  t o  o u r  a dd r e s s  ( a l s o  o n  t he o t h e r  

p a ge ) . Y o u  d o n ' t  g e t  s e l f  a dd r e s s e d  s t a mp e d  
e nv e l o p e s f r om 2 6 0 0 . B u t  t h e  t i me a n d  mo n e � - we 

s a v e  w i l l  g o  t o w a r d s m a k i n g  2 6 0 0  a s  g o o d  a n d 
i n f o r m a t i v e  a s  i t  c a n  g e t . 

I N D I V I D U AL S U BS C R I PT I O N  

.1 1 year/$ 1 8 c.J 2 years/$33 :.J 3 years/$48 
C O R P O RAT E S U B SC R I P T I O N  

.1 1 year/$45 .:.J 2 years/$85 � 3 years/$ 1 25 
OV E R S EAS S U B SC R I PT I O N  

.1 1 year ,  i ndiv idual/$30 .1 1 year ,  corpo rate/$65 
LI F ET I M E  S U B SC R I P T I O N  

.1 $260 (you ' l l  neve r  have to deal wi th th i s  anymo re )  
BACK I S S U ES (never  O U !  of  sty le )  

.1 1 984/$25 .1 1 98 5/$2 5 .1 1 9 86/$25 .1 1 9 87 /$25 
.1 1 988/$25 

TOT A L  A MO U N T  E N C LOS E D :  I� ________ � 



what' s inside 
(WE KNOW - This issue should have been out in December, 
but we wanted to wait for the A T& T story to break Sorry.) 

r - - - - - - - - - - , 
4 I I the at& t story 

our ever - c hanging world I nynex central office data 

I prirno s ,  part t-vvo 
building a silver box 

I letters 

I 
I 

2600 Inarket l)l a ce 
area code / exch ange co u n t  
uapc upd a t e  

� I 
1 4  I 20 I 24 
4 1  I 44 
45 I 

L. _ _ _ _ _ _ _ _  _ _ .J 

2 6 0 0  M a g a z i n e  
P O  B O H  1 5 2  
M i d d l e  I s l a n d ,  N Y  1 1 9 5 3  U . S . A .  

S E C O N D  C L A S S  P O S T A G E  
Pt�r  il l l t  P A I D  d t  

Eas t  ,'w W u Ket N )' 
I 1 1 3 3  

I S S N  0 7  � g - J85 1 

F o r w a r d i n g  a n d  A d d r e s s  C o r r e c t i o n  R e q u e s t e d  


