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A BITTERSWEET VICTORY 
By now a good many of you have 

probably heard the news about the Phrack 
case we talked alx)Ut in the last issue. In 

case you haven't, the charges were offi­
cially dropped when it became clear that 

Bell South had provided false information 

to the prosecution. The document they 

claimed to be worth nearly $80,000 turned 

out to be obtainable from them for a mere 

$13. In an unprecedented move, the supe­
riors of the prosecutor involved demanded 

that he drop the case immediately. Good 

news, right? 

Well, sort of. It's great that one of the 
publishers of Phrack won't be going to jail 

for putting out a newsletter. But we won't 

soon be seeing another issue of Phrack. As 

Craig N eidorf tells us in this issue, the 

risks of running Phrack at this stage are 

far too great. Plus he's got a lot of recover­

ing to do. Legal fees of over S100,OOO plus 

the emotional stress of facing many years 

in prison for being a publisher...it's a bit 

much for anyone. So the government man­

aged to shut down Phrack and give the 
publisher a hefty penalty. Not bad, consid­

ering they lost the case. 

Add to this the fact that there are many 

other cases pending, cases which are dis­

turbing even to those who know nothing 

about hacking. Raids are commonplace, as 

is the misguided zeal of federal prosecu­

tors, who seek to imprison teenagers, hold 
them at gunpoint, confiscate all kinds of 

equipment, and put their families through 

a living hell. 

We have a lot of education ahead of us. 
Much of it will involve getting through to 

non-hackers to point out the serious dan­

gers of a legal system gone mad. A good 

part of this issue is devoted to these mat­

ters and, as a result, many articles we were 

planning on running were bumped to the 

autumn edition. It would be nice if there 

was substantially less of this to report for 

our nex t issue. 
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the neidorf/phrack trial: 
by Gonion Mt'Ycr and Jim 11I()ma.� 

"'Ihe (Jovemmenl screwed up!" "Hill Cook 

polhi his head ( .. ,I!" "The conpoter underground will 

live f,""ver!" 
'1 he"e c(xnrnenls, and lJn(kJUhtcdly COlttlUCSS olh­

crs, have hcen echoing thr{lughout the computer 

lttl(lcrgrolmd (CU.) ever sinoe Ihe surprise announce­
menl on July 27 Ihal the Govennnenl was withdraw­

ing from Ihe proseculion of Craig Neidorf and 
P/lRJlCK Magazine (= Spring 90 issue). What fol­

lows is a full accamting of the cvenL� of this five day 

lrial. 
'lhcTI iai: l}.lY fly Day 

/)ayOfU'(}uJy 23): 'Ille jury scIcctim in case # 90CR 
70 (UniLL'(i Stales v. Cmig NL�dorf) was completed rn 

the f)r.1 (by. Ahlk .,gh opening statements were also 
scheduled I,' hegin tllal day, the selcctirn of jurors, 

while rk� overly anit""",,, did perhaps take looger than 

Wit< anticipaled. C"lIrtnnn observers were overheard 

remarking tllat Judge Bua seemed 10 be a bit more 

c"uti, .. " and in-<k'pth in his questioning than usual, 
lhc government was represented by a team of 

thll.., alh,ml'Ys. headed oy B il l (',ooie Also in alten­

d;mce Wit, Agenr Foley of the U.S. Secret Service. 

Deil�l,LU11 :\eid, 'rf, dre.ssc,1 in a hlue hlver and khaki 

l"mL<, was ,cal cd next 10 his allomey, Sheldon Zenner. 

AI,o in alll"lbnce, tll<"gh scaled in the gallery, were 

Craig's l"lrenls, his grandparenls, expert witnesses 

Ix "lIthy Dl1lning and John \'aglc (scheduled 10 testify 

""er in tlle Irial), and St.'vcr.u olher lawyers and staff 

f,un K;ll1m, \1uchin, and E.avis (the firm "1th which 
E .crUll'r is :ls",x:ialed). 

Hua's (lPcning remarks 10 the prospective jurors 

IIlduded a brief summary of the charges and an 

",hnmishm11l1 Ihal ;UI indiclment docs nct necessarily 
translale inlo guilL /lua" questions 10 each of the 
jun..-s. afler Ihey were called to sil in the jury box for 

eULSi,kratilXl, included the tmditional "where do you 

live" and "\It hat magazines d,,) you �uhs<.,Tibc to" ques­

linns, bUI also included specific inquiries in to 

gnevances or affilialion w i lh Bell 

S,.,tlJ/AT&T/lllinois Bell, association wilh Craig 's 

wlll'ge frdtemilY (1.11'1). and ll�wlcdge of am­
ptIlCT\. Jt,nm; we/1.' 3J",) queried as 10 "helhcr or nct 
-hey had any idc" what a u:mptller bulletin txwd was, 
:Uld if they had evcr u",'d me. 

'Ihe pruxs:, nf jU'\)f St.'/e(:t�lf1lo()k over f(JUT hours 

:lIld thirty minute,s (cxch'ing recesses). During this 

time SCVl'r.11 P"'1>lc woe cxcused fnxn tllC selection 

pool for various reasons. In federal court the judge 

queries the jurors, with the COlIJlscl for each party am­
municaling their "vote" via  wri tten messages. 
Therefore, il is difficwI to say for sure whether the 
defense or prosccutioo \vishcd to exclude which indi­

viduals. (It is also possible that a poICntial juror was 

excluded for other reasons, such as knowing a witness, 

etc.) Nevertheless, it seemed quite obvious why some 
pcq>Je were n� chosen. A few, for example, turned 
out 10 be Bell Soulh and/or AT&T stockholders. 

Another had a husband who worked for Motorola 

Cellular (which has ties to Bell Sooth Mobile� One 
man had served 00 three juries and ooe grand jury pre­
viously. And finally Ihere was a Catholic priest who 

had studied amstitutiooal law, been involved in an 
ACLU sponsored law suit agai nst the state of 

Colorddo, and been involved in various other litiga­

tirns. 

I Iere is a thumooail sketch of each jury member 

that was selected. (1he first six were selected and 

sworn in hcfore lunch, the next six and the alternates 
!hat aftemooo.) The informatirn here has been gleaned 
fnm their selection inr.crviews and is presented so as 

to get a bener idea of who the "pccrs" were that would 

have judged Craig. 
1. Male, white, mid to late 20's. Works in an 

orthq>cdic surgcoo's office. Has compur.cr experience 

in using SPSSx-PC, \-2-3, and various other number­

mmching appiicatirns. Doesn'I subscribe to any mag­

azll1CS. 
2. rJderly white female. Retired, but used to work 

ata Hallmark store. Noamputcrexperience. 

3. Female, white, mUI to IaJe 40's. Teaches COllrt 
reporting at a IJade school, has never worked as a COllIl 
reporter. Has some oomputer experience with word 

processing and spreadsheets. 

4. Female, white, middle aged. Fonner Gty Oerk 

(elected) of a Chicago suhurb. No COOlputer experi­

ence. Subscribes toReaders' Digest. 

5. Male, While, late 30's. Passenger pilot for 

American A i rlines. Subscribes 10 Compute! 

Magazine. lias a PC at hone. The rnly juror 10 have 

ever used a B BS (me set up by American for use by 

the pilots), 

6. Female, Afro-American. Works as a school vol­

unleer and a bahysillcr. Has used history leaching pro­

gmms 00 Apple PC's at Maloolm X O:>Uege. 

7. Female, Afro-American. Works in claims 

underwriting al CNA. Experience in word processing 
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day by day 
and using LAl"l basro PC's. Former illinois Bell and 
AT&T employee. 

8. FenWe, Afro-American. Works for the OUcago 

Borud of Education. Sane ccmp.Iter experience in the 
classrocm (as a teaching tool). Holds an MS degree in 

Special Ed 
9. Female, while, elderly. School teacher (1st 

grade� Oassrocm use of conputers. MA degree in 
education. Subscribes In Newsweek.. 

10. Male, Afro-Americ.an, 36 years old Lives v,ith 
parents who are retired postal workers. Employee of 
T rans-Uniat credit reponing ccmpany. Programming 
exposure in BASIC and COBOL 

11. FenWe, while, early 20's. lives wiIh parents. 

Holds a BA in educatioo, studying for a ma;,trrs f rem 

NOi1.h Western University. Teaches junior high, has 
WP and seme D11' use of ccmputers but limited in 

ocher know lroge. 
12. Male, while, 3O-ish. Chief engineer at a ccm­

pany that makes floor trusses for coostruction sites. 

Has a BS in archilcctural engineering. I las dme a linle 
programming . Uses CAD packages, sprcadsheClS. 
Had a class in FOR lRAN in college. !las used a 

modem In downhill files frun software manufaclUr-
ers. 

Alternate Jurors 
1. Female, while. Works as a systems analyst and 

LAN adminislralor. Familiar v.ilh PC to mainframe 

coonectioos. Holds a BA in Special Educatim and has 

about 20 hours of computer classes. Familiar wilh 
assembler, COBOL., and I'Ll ammg olher languages. 

2. FemJle, while. Owns and opcmles a small hotel 

wiIh her husband Uses a Macintosh for word process­
ing but husband docs most of Ihe computer stuff. 
Holds a BA from Nonhwestem. Subscribes to Ihe 

New York Times. 
3. Female, Afro-American. Works at Ihe Christian 

League of Chicago. Formerly a word processor at 

Mmtgomery Wartis. 
4. Male, while, early 50's. Elementary school 

principal. Former phys-eJ teacher. Accessed sch<Xll 

district records using modem connection to district 
computer, has used e-mail m Ihe district's bufletin 

board. Holds an M A in Educatior. fr om Loyola 

University of Chicago. 

Random Nou'S: Allhough Judge Bua was careful 
to pronounce each of Ihe prospective juror ' s last 

names corr ec t ly , he seemed to mis pronounce 

Neidorf's name differently every time h e said it . 

"Ncardorf', "Neardof', and "Niemdoo" were distinct­
ly heard Bill Co:>k and Agent Foley also cootinually 

misprmounced the name, and it was misspelled m at 

leaS! me prosecutioo evidence chart. 
FmaDy, a reporter frem Channcl7 in Chicago was 

in and out of the counroom throughout the day . 

Reportedly a brief piece ran m the evening news in 
Chicago. 

Day Two (J uly 24): On Ihe second day of Craig 

Ncidons trial in Chicago, both sides presented their 
opening arguments. lhe prosccutirn vmeeled in two 
shq>ping carts c(Xltaining documents, presumably In 
be used as evidence. Bill Ox>k, the prosecutor, down­

playro the technical aspects of the case and tried to 
frame it as a simple me of theft and reccivingt\I3ns­

porting stolen propcny. Sheldrn Zenner's qx:ning 

statements were absolutely brilliant, and challenged 

the definitirns and interpretatic.ns of the pra;ecution. 
Day Three (July 25): The prosccutirn cootinued pre­
senting its witnesses. The most damaging In the prose­

cution (from a spectator ' s perspective) was the 
testimmy of Billie Williams frum Bell South whaie 

primaty tcstimmy was Ihat the E911 documents in 
qucstioo were a) propriclal)' and b) nO! public infor­

matim. Following a lunch break, defense anomey 
Sheldoo Zenner mcthodically, but politely and gently, 
attacked both claims. 'Ihe "proprietary" stamp was 

placed on all doannents at the source wiIhout any spe­
cial detcrminatim of cootents and there was nothing 

necessarily special about any document wilh such a 
s tatement attached. It was established that it was a 
bureaU<.Tdtic means of facilitating processing of docu­

ments. The proprietary claims were further damaged 
when it was demmstrated that nO! only was the coo­
tent of E911 fIles available in other public documenls, 
but Ihat the public can call an 800 number and obtain 
the same informatioo in a variety of documents, 
including infoonatim d rd!TIatically more detailro than 
any fwnd in PllRACK. After CC<lsidcrable waffling 

by Ihe witness, Zenner fmally received her acknowl­

edgement that the informatim found in the fIles pre­

sented as evidence C(:uld be chained for a mere $13, 
the price of a single doclnnent, by simply calling a 

public 800 number In BcUcore, which provideD thou­

sands of documcnts, "including many from Bell 

South." If our arilhmctic is C()mrt, this is a linle less 

than the original assessed value of $79,449 in the origi­
nal indictment, and about $22,987lcss Ihan the reviseD 

value a,sesseD in the seand dommmL 
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the neidorf/phrack trial: 
Ms. Williams often seemed hesitant and uncoop­

erJ.tive in answering f"Clmer's questions, even simple 
CtICS that required mly a "yes" or a "no". For example, 
part of Ms. Williams' testimmy was the claim that 
PI/RACK's E911 document was nearly identical 10 
the original Bell South document, and she noticed mly 
four changes in the published text Zenner identified 

other differences between the two versions. lie then 
suggested that it was odd that she didn't notice that the 
original document was about 24 pages and the 
PI/RACK document half of that He woodered. why 
she didn't notice that a� a major change. She tried 10 
avoid the question, and in exa'pemtion, Zcrmcr gently 
asked if she didn't think that 10 reduce 24 pages 10 
a1x,ut 13 indicated a major editing job: "Doesn't that 
indicate that somcb:xIy rud a good job of editing?" "I 
dm 't know whit. you mean." After a bit of banter in 
which Zenner tried to pin down the witness to 

acknowledge that a major editing had occurred such 
that the PI !RACK document was hardly a facsimile of 
the original, and severd! "I don't know's" fran the 
witness,  Zenner turned to her and said gently: 
"Editing. You know, that's when somebody takes a 
large document and reduces it" "I don't know," she 
repeated again. 'Ihis seemed ?_�pcciaJly damaging 10 
the prosecution, because they had claimed that the 
docllmcn', was nearly identical. In challenging a 
motim 10 dismiss, the prosecution had wriu.en: 

"Ncidorf received and edited the file and subse­
quently, on January 2,,1989, uploaded a "proof CXW" 
of the edited text file onto Riggs' ftle area on the 
Lockport bulletin boaru for Riggs 10 review. (Olunts 8 
and 9). Riggs was 10 proofread Neidorf's versio!l 
before Neidorf included it in an upcoming issue of 

PI/RACK. '!he mly differences between the original 
version posted by Riggs, and the edited version that 
Neidorf posted for rclllm 10 Riggs, were that Ncidorf's 
version was retyped and emitted all but me of the Bell 
South proprietary notices contained in the text me. 
Ncidorf modified the one remaining Ben South warn­
ing nolice by insetting the expression "whoq:ls" at the 
end: 

NCJIlCE: NOT FOR USE OR DISCLOSURE 

OlJl'SIDI� BElL SOlJllI OR ANY OF ITS SUB­

SIDIARIES EXCEPT UNDER WRITTEN 

AGREEMIXr. [WIIOOPS]" 
Also in tlte aftemoon session, Secret Service 

Special Agent Timothy Foley, in charge of the sean:h 
of Cmig Neidorf and others, related a detailed a=xmt 

of the search and what he found. A number of files 
fran PIJRACK and several e-mail messages between 
Craig and others were introduced as government 
exhibits. In addition 10 the E911 files, the following 

were introduced: 
PI/RACK Issue 21, File 3; PIIRACKIssue 22, 

File 1; PlIRACKIssue 23, File I; PIiRACKIssue 23, 
File 3; PIlRACKIssue 24, File I; PIJRACKIssue 24, 

File 11; PIiRACKIssue 25, File 2 
From a spectator's perspective, the most curious 

element of Agent Foley's testimooy was his clear pre­
sentatioo of Craig as initially indicating a willingness 
10 cooperate and to talk without a lawyer present 

Given the nall.lre of the case, me wonders why the 
government ooulOO't have dealt less aggressively with 
this case, since the testimony was explicit that, had it 
been handled differently, justice could have been 

served without such a waste of taxpayer dollars. When 
Agent Foley read the PIIRACK file describing 

Summeroon, me was also struck by what seemed 10 
be little more than an announcement of a patty in 
which there was explicit emphasis 00 informing read­
ers that nothing illegal w ould occur, and that law 
enf orccment agents were also invited. 

It was als o curious that, in introducing the 
PHRACK/lNC 1 lacking Directory, a list of over 1,300 

addresses and handles, the prosecutim found it impor­
tant that LoD participants were on it, and made no 
mentioo of academics, security and law enforcement 
agents, and others. In some ways, it seemed that Bill 
Cook's strdtegy was 10 put hocking (or his own rather 
limited definition of it) mlrial, and then attem� 10 link 
Craig 10 hackers and establish guih by association. It 
was also slrange that, after several mooths of supposed 
familiarization with the case, neither Bill Cook n or 
'Igent Foley would prooounce his name correctly. 

Neidorf rhymes with eye-dorf. Foley pronounced it 

JO,N�orf and Cook insisted 00 NEDD-orf. Further, 
h is name was spelled incorrectly on at least three 
charts introduced as evidence, but as Sbcldm Zenner 
indicated, "We all make mistakes." Yeah, even Bill 

Cook. One can't but think that such an oversight is 
'intentional, because a prosecutor as aware of detail as 

B ill Cook surely by now ean be expected 10 know 

who he is proseruting, even when comctcd. Perhaps 
this is just part of a crude, arrogant style designed to 

intimidate. Perhaps it is ignorance, or perhaps it is a 
simple mistake. But, we judge it as an offense both 10 
Craig and his family 10 sit in the couttroan and listen 
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day by day 
to the proserntor rontinually and so obvioosly mispr0-
nounce the family name. 
Day Four (J u1y 28): Special Agent Foley rontinued 

his testimooy, cootinuing to describe the step by step 
proredure d the seard1, his ronversatioo with Craig, 

what he found, and the value d the E911 files. On 
cl'OSs-examination, Agent Foley was asked how he 

obtained the original value d the files. The value is 
crucial, because d the claim that they are wonh more 
than $5,(XX). Agent Foley indicated thal he <b.ained 
the figure fr<m Bell Sooth and didn't bother to verify 

it Then he was asked how he obtained the revised 
value d $23,!XXl. Again, Agent Foley indicated thal he 
didn't verify the worth. Because d the importance d 
the value in establislring applicability d Title 18, this 
seemed a crucial, perhaps fatal, oversight. 

Next came the testimooy d Robert Riggs (The 
i1qlhet), testifying presumably under immunity and, 
accooIing to a report in CuD, under the poIeI1tiai threal 
of a higher sentence if he did not �rate. The 
diminutive Riggs said nothing thal seemed hannfuJ to 
Craig, and Zenner's skill elicited informatioo that, to 
an observer, actually seemed quite beneficial. For 
example, Riggs indicated thal he had no knowledge 
thal Craig hacked, had no knowledge !hal Craig ever 
I1aded in or used passwords fOr acoessing canputers, 
and thal'Craig never asked him to steal anything for 
him. Riggs also indicated that he had been OOlcherl by 
the pro;erutioo. The OOlching even included having a 
member of the prosecution team play the role of 
Zenner to prepare him for CI'OSs-examinatioo. It was 
also revealed thal the pl'OSecutien asked Riggs to go 
over all d the back issues d PHRACK to identify any 
articles that may have been helpful in his hacking 
career. Although it may damage the egos of some 
PHRACK writers, Riggs identified only me article 
frool PHRACK 7 that mighJ possibly have been help­
ful 
Day Five (July 27): After discussion between the 
pro;erutioo and defense, the judge m Friday declared 
a mistrial. Although the charges were not, accooIing to 
sources, formally dIqJped, the result was the same. All 
parties are prOOibited frool discussing the details d the 
arrangement worked out But, in essence, Craig was 
not required to plead guilty to any d the rounts and, if 
he stays out d c:anpller-relaled trouble for a year, the 
govennnent cannot re-file the charges. 

The arrangement does not prOOibi! him fIOOl asso­
ciating with whcm he pleases, place travel restrictioos 

m him, or prohibit him fr<m editing any newsletter d 
his choice. He is required to speak to a pre-trial officer 
for a year (this can be dooe by telqXJooe), and he in no 
way was required 10 give informatioo about others. He 
will resume school this fall and hopes to ocmplete his 
degree within about three semesters. 

Credit Applicatiom 
While scme self rongratulatory back -slapping and 

"thumb-nosing" of the feds is expected (and 
deserved), scme kudos need 10 be shared m bah sides 
d the cootest 

To the defense: Dorothy Denning and Jdm Nagle 
were instrumental in identifying the flaws in the 
government's case. Their ability to disregard all dthe 
posturing (mostly by suW<Jlters 00 both sides) and 
focus m the technological and practical side of the 
charges was superb. But it was Neidorfs attorney, 
Shelden Zenner, who was able 10 quickly integrate 
and translate the ammunitioo supplied by Denning and 
Nagle into the falal weaprns thal finally ronvinced the 
government 10 drop the charges. While Zenner's expe­
rience as a fonner Assistant U.S. Attorney was 
assuredly helpful, his skills in assimilating technical 
infonnatim and applying it in ways that noo-tedmoids 
coold understand was remarlcable. And this, fIOOl an 
attorney \\<ho is reportedly not all thal COOlplter literate 
himself, although he seems 10 have learned much 
since taking this case. 

Acknowledgment should also go to Neidorf's 
family, and 10 Craig for sticking through the ordeal 
and n<X agreeing 10 plea-bargains or other deals thal 
may have been offered. 

Special reoognition should go to the efforts of 
Emmanuel Goldstein and 2{f)() Magazine for the edi­
torial in the spring issue , and to the prodding 
Emmanuel did in Telecom Digest, The We/l, and other 
places. Pat Townsm of Telecom Digest, despite his 
persooal views, publicized the issues and allowed 
Craig's s1W>flers to raise a number d critical points. 
Finally, Computer Underground Digest cirrulated a 
number d editorials and samples d the evidence 10 
oorroborale claims thal Craig's indironent was exag­
gerated. Together, these and others \\<ho spoke out cre­
ated the visibility thal eventually rontrilxlted to the 
fonnatioo of the EleclIrnic Frrntier Foondatioo (see 
SIo!y page 1O� 

But let us not forget the Pl'OSecution. The U.S. 
Attorney's office should be acknowledged, as Zenner 
and Neidorf have done, for "doing the right thing" and 

(continued on page 40) 
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an interview with 
Did y<1U ewr believe Ihnt y<IU might actually go Ii) 
pri.wnf"rpubli,hingllu! 911 artick? 
Yes, there was tre JX'ssihiliry that I (()uld go 10 pOs(TI 
hcGlusc of the foocral SCIlIcrcing guidelines thai applioo 
to the charges. Furthcrm:re, I was IOld by the prosccutim 
that they would be a4.ing f<T a11cast two yc<n. 
Were y<1U ,,"pared /0 go /0 jail? 
Y cs, especially whm the plea bargain was offered I was 

JTCIWCd 10 go 10 jail cmtinuing to (TOC1aim my imo­

ccn:e rdlher thal plead 10 somming I dim 't 00. I krew 
the JX"sihility wa� there. But I guess I didn't really 

believe it coold h;wcn I knew I was right And I also, 

especiallv in light of the M<Tris Ilia!, I didn't see how they 

coold ever put S<Tl1COIIC like me away. 
M osl people would have gone for a plea bargain of 

somt! sari /0 avoid IIu! orrkaJ and expense of a /rial But 
.you didn't Why? 

E�=tially, on the 26!h of July the plea bargain Was 
offered I lad it been offcrcxl �k in Fclruary <T March, 
maybe I would have g<re f<T it back then But [during 
the trial] their case was falling apart. And we knew it. 
lky knew it I think trey knew we krew it But I was 
JTCIWCd to ri� it just because I krew our defense strate­
gy. And there was <re thing the gOVemrrtn had cme for 
me that wa� bcucr thal us trying to establish it ourselves: 
they had given me cmlibiliry. 'Ilrir own witnesses had 
tcstifioo to the fact that I h� never broken inlO any sys­
tems and had been fully coqx:rative with them. Because 
of this, I fclt that if I took the stand, m I lTobably was 

going to, trey would believe Mlat I h� 10 say. 
Were FirstAmendment issues ewr roised at IIu! trial? 

lky were IOO1tiooed in the oI=ing argurrtlllS. B ut the 
Ilial never got to the point of dcOOting the First 
AmendmcrL A few c:artrrenlS were made. 

What is your opinion ofllu! current "wiJchhunl" 

against hackers? 

When I was raided, I was not [i!ysically abused, as I've 
heard a lot of other people were. The search warrants they 

had onl y allowed them to search <re room in the entire 
frntaniry house. 'l1Jcref<Te, as long as I wasn't in that 
room there would be no rea.<m 10 reSlJain Ire. 1ba1 and 
the fact that 40 peq>le were waJching. But all this running 

inlOpeq>le's h<rnes and carting off all of this extra equip­

men! seems 10 be mcre of a persecution than a lTOSCCu­

tim. And it looks like it'll cmtinue f<T a while unl.iI they 
go that one extra step too far and scmebody decides 10 00 
scrrething about it 

What kind of a 1011 has this token on your personal life? 

Well, it wasn'tea�.lt's caused me 10 lose a lot of credit 

IxlUr.; in �hooI, which ultimately is going 10 f<Tee me 10 
JXIl off law school for a11cast a full yea-. It sort of alienal-
00 me frcm a lot of propIe: scrre friends who dim't Wallt 
10 get involved and whose panns had made them rehain 
frcm having lfl)' kind of cootact with Ire. It forced me 10 
lRak off relations with my best friend [and P!n-ack co­
JXIblisOCr] although we're �k in cmtact now that the 
trial is ovcr. But"'"" than thai, it just h� a great emo­
tionaIlOlI m me. I couIm't cooa:ntral.e on my remaining 
courses. Every day was somming new and it was never 
good. I was travelling 10 either St Louis or OUcago 
almost every weekend. I dim't have a summer this yea­
and I never really got a lRak frcm it. 
lias it go/l.en beller? 

Irrmediately aftcr it enled there was a lot of JRss and 
peq>1e ooing inlerviews with me. You gel 10 be m a sort 
of high because of all the JXIbliciry aIld the excitanett of 
the afunnath. But as time goes m I'm becoming old 
news, youmigl-t say. It's sortofaoowner inthatresped. 

I just have 10 go back and hit school with everything I've 

g<1 But the mcrey situatim has gouen pretIy bad. I used 
10 have a dean ooJIege ftmd, enough 10 get rue through 
undcrgrad. Maybe kick me off into my flTSl yea- of law 

school. No longer. I doo't have a whole lot of savings 
after this. 

Several media reporls implied IhaI your case would 

receive fundingfrom IIu! newly fonned Electronic 
Frontier Foundation. Has this happened and /0 whal 

dLgree? What kind of expenses are remaining? 

When I read the first articles about the EFF, I was Wlder 
the irnJRSsim that this organizatim would sa: the cmsti­
tutional issues and understand that I was notreaJly f� 
cially able 10 fight this battle. It seemed that they would 
rome through and would adJJaIly fimd this coon banJe. 
As I Iatcr found out, it was not their inLentim 10 actually 

JXUVide TInlClary funding 10 Ire. They had paid for court 
rnotims rued by their law fIrm m my behalf con:eming 
the FITSl Atnndment And I guess they got me sane 
good press for a while. 

How much are we talking about in terms of whal you 
owe for legal expenses? 

We still haven't received the fmal bill. I'm IOld that the 
bil l actually rea-hed ovcr $200,000 but that the law linn 

had found ways 10 reduce $100,000 off the bill. Mypm-­

ents and I have paid $35,000 10 the linn aIreOOy aIld an 
�tiooal $8,000 went 10 the first law fom we retained in 
Sl Louis which, believe me, was not well spent mcrey. I 

imagine that we have roughly $65,000 left 10 payoff. 
What are the pkms for Phrack? 
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craig neidorf 
I dro't have any plans fa Phrack. partially because of my 
studies, rut ITlO5Ily because I caI't afford'IO risk tre possi­
bility of being prosecuted because of someIhing that 
migl-t awe- in tre newslener. I jist oooidn't affad it, 
flJ1lR:iaIly or emoIionaIIy. 
What would you say to those people who think tIUs 
means the gOl'f!mment has won and has tnIl1IIJfed to 
shut down your maga;jne? 

I'd say that's pOOably III a=raIe 9.'lsessrnn. 
Wou1d you approl'f! oj anolher publicoJion kJldng over 
the name of Phmck? 
I'm totally against it I've spokrn with the indiviWal 
respoosible fa �uing out a magazine runK!d Huack that 
care out this �. He's agreed not to release lIlY 
mere issues unler the rnrre ofPhrack. Whedu re holds 
to this. I dro't krow. My opinion is that PITack was 
sanething special am it sIx>uId jlSl be Id't akne, rather 
1hln see sormooe else cootinue it am do a shoddy job. 
How has this whole chain of events chlJllged 
your outlook on the hacking world? Is it capable 

of banding together under adverse circum­
stances? 
I found an extreme amount of support for me from 
the modem community and a lot of the Phrack 
subscribers. When I needed �elp trying to locate 
people or copies of documents, they were there for 
me. They were also able to stir up enough expo­
sure about this so that the traditional media 
sources got involved. I'd say it could have been a 
very different ending without their help. 
What about the media? Is there a way to make 
sure the facts are presented correctly? 
This is not the first time I've seen stories that 
reporters have gotten completely screwed up. I 
think it's a fact of life. As people who aren't 
directly involved in a situation they're not going to 
be able to relate to it or even understand it in the 
first place. Then their editor may not be able to 
understand it. It's really unfortunate. I don't think 
any story you see printed in the paper really pre­
sents the facts accurately. It's like a house of mir­
rors in a carnival. The images have got all the 
same parts and colors as the shirt you're wearing. 
But they're out of proportion. 
You've presented yourself as the pubUsher of a 
hacker magazine, not a hacker. How important 
was this distinction? 

To the extent that the definition at the trial was that a 
hacker W9.'l a per.iOI1 who illegally broke into systems, 

then I did not fit unler that Mmitioo. So it was a very 
�dinnim. 
Do you feel tIUs II'tJS an accurate thfini6on? 
Clniidering that I believe that a ha:kfr is jist a penal 
who has a deep iIterest in firding uses fa- � Dl 
ways to use them IIld work with them, then I'd say that 
I'mjl�as JruChaha:kertoday 9.'l leva-was. But I dro't 
do atything illegal. 
Is there a message you'd like to gil'f! to alI of the hack­
ers ouJ there? 
Don't let this scare you too much. It wasn't pleas­
ant by any means. It's not something you want to 
have happen to you. Natural curiosity existed long 
before the computer was invented. It's something 
that you just can't eradicate. One thing I've 
learned from this is that being cooperative helped 
me tremendously at the trial. They asked me gen­
eral questions and I didn't try to hide anything. 
But it's also possible that if they hadn't taken 
everything'I said and manipulated it, perhaps there 
wouldn't have been enough to get me indicted in 
the first place. So I wouldn't say that it's necessar­
ily all right to talk to these people if you have 
nothing to hide. I was tormented by things I had 
told them because of the way they interpreted it. 
It's not what you say, it's what they make out of . 
it. For anyone else who gets a visit, don't lie to 
these people. But don't talk to them either, no 
maner how innocent you are. Get an attorney. I 
don't know if it would have saved me any trouble 
but at least they can't really make anything out of 
that because that's just a reasonable thing to do. 
To the hackers out there, I say fight for what you 
believe in. Obviously you don't want to jump in a 
situation and defend something you don't know 
enough abouL You might be made to look foolish 
and you may find that you're wrong. I was defend­
ing the right to information. And I nearly went to 
jail for it. I hope that more people are prepared to 
fight as I was. When you accept a plea bargain on 
something this new, you're setting a precedent 
that's going to affect people down the road. 
Especially here, where they're going after kids 
who don't have the financial resources to defend 
themselves. Technically,l don't either. Had I plea 
bargained something out or plead guilty to some­
thing because it was the only thing to do financial­
ly, it would have set a precedent that could have 
done a lot of damage to other people in the future. 
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WHAT IS THE EFF? 
One of the results of our public outcry 

over the hacker raids this spring has been 
the formation of the Electronic Frontier 
Foundation (EFF). Founded by computer 
industry giants Mitch Kapor and Steve 
Wozniak along with writer John Barlow, the 
EFF sought to put an end to raids on pub­
lishers, bulletin board operators, and all of 
the others that have been caught up in 
recent events. The EFF founders, prior to 
the organization's actual birth this summer, 
had said they would provide financial sup­
port to those affected by unjust Secret 
Service raids. This led to the characteriza­
tion of the group as a "hacker defense 
fund" by the mainstream media and their 
condemnation in much of the computer 
industry. 

As a result, when the EFF was formally 
announced, the organizers took great pains 
to distance themselves from computer 
hackers. They denied being any kind of a 
defense fund and made a nearly $300,000 
donation to Com'puter Professionals for 
Social Responsibility (CPSR). 

"We are heJping educate policy makers 
and the general p'ublic," a recent EFF state­
ment said. "To this end we have funded a 
significant two-year project on computing 
and civil liberties to be managed by CPSR. 
With it, we aim to acquaint policy makers 
and law enforcement officials of the civil lib­
erties issues which may lie hidden in the 
brambles of telecommunications policy. 

"Members of the EFF are speaking at com­
pu1er Md goverrrnent oon� !Ild meedngs 
throughout the OOlXltry k) raise awareness about 
the important cillil liber1ies issues. . 

"We a'9 in the process of forming alliances 
with other pubic interest organizations concemed 
with the development of a digilal national infonna. 
tion infrastruc1Ure. 

"The EFF is in the early stages of software 
design and development of programs for person­
al computers which provide simplified and 
enhanced aocess to network services such as 
mal and netnews. 

"Because our resources are already 
fully committed to these projects, we are 

not at this time considering additional grant 
proposals." 

The merits of the EFF are indisputable 
and we're certa inly glad that they're 
around. But we find it sad that they've redi­
rected their energies away from the hack­
ers because that is one area that is in sore 
need of outside intervention. There have 
been an unprecedented number of Secret 
Service raids this summer with many peo­
ple coming under investigation simply for 
having called a bulletin board. And in at 
least one instance, guns were again pulled 
on a 14-year-old. This time coming out of 
the shower. Our point is that someone has 
to speak'out against these actions, and 
speak loudly. 

Irs also inporlant that what !he EFF is adIJaI.. 
Iy cbing be made cIeai'. Many people are under 
the mistaken assumption that Craig Neidorf's 
case was funded by the EFF and that they were 
la'gely responsible for getdng the case dropped. 
The EFF itself has not made the facts clear. 
MainS1ream media has given !he impression that 
aI hackers a'9 being helped by this organization. 
The facts are these: The EFF filed two briefs in 
support of Neidorf, neither of which was success­
fIJ. They mendoned his case quite a bit r. !heir 
press releases which helped to get the word out. 
They were caHed by someone who had informa­
tion about the 911 sySlem who was then referred 
to Neidorfs lawyer. (This is very different from 
their dains of having located an expert witness.) 
Not one penny has been given to Neidolf by the 
EFF. At press time, his defense fund stands at 
$25. And, though helpfIJ, their legal r.tervendon 
actually drove Neidorfs legal fees far higher than 
they would have been ordinarily. 

So while the EFF's presence is a good 
thing, we cannot think of them as the solu­
tion to the problem. They are but one step. 
Let's hope for many more. 

If you want to get involved with the EFF, 
we do encourage it. Your participation and 
input can help to move them in the right 
direction. Their address is The Electronic 
Frontier Foundation, Inc . ,  155 Second 
Street, Cambridge, MA 02142, phone num­
ber (617) 57i-1385. 
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NEGATIVE FEEDBACK 
BTinging the PhTack sto TY to the 

attention of the public was no easy task. 

But it would have been a lot haTder weTe 
it not fOT the very thing that the whole 

case Tevolved a To und: the electTonic 
transfer of text. By utiliting this technol­
ogy, we weTe able to Teach many thou­

sands of people thToughout the woTld. In 
so do ing, we weTe able to help the 
PhTack case become widely known and 

one of the moTe talked about subjects in 
conferences, electTonic newsletteTs, and_ 

BBS's. As wi th anything contToveTsial, 
not eveTyone a gTeed. We tho u ght it 
would be inteTesting to print some of the 

pieces of mail (electTonic and paper) 
from people who DIDN'T like what we 
weTe doing. Keep in mind that (as faT as 

we know) these people aTe not 2600 
subscTibeTs and, in all likelihood, have 

neveT even seen a copy. 
*** 

"\ suppose you've had this discussion 
an infinite  n u m ber of t ime s .  
Nevertheless . . . .  

That  o ld  �n a logy of  bre aking into  
somebody's house and rummaging around 
is quite apt. Nowadays, there are virtually 
no computers on line that are not protect­
ed by password access. Doesn't tha t put 
you in the p osition of  a p e rs o n  with 
knowledge of  picking locks? Such knowl­
edge is virtua lly useless to anybody but a 
thief; it rarely is of use even to the small 
community of locksmiths . While I agree 
that 30 years in the federal slams isn't a 
j ust punishment for picking a lock, I sus­
pect tha t  mos t people  fou nd guilty of 
breaking and entering get lighte r  sen­
tences , which are probably equally justifi­
able for computer burgl ary or whatever 
criminal label you'd wish to assign to pass­
word hacking. 

Do hackers do a service ? I don't see 
why. Any mechanical lock can be picked. 
Probably any electronic scheme can be 
defeated as well. Yet nobody argues that 
teenagers should set themselves up as free­
lance security analysts picking everybody's 
lock to see if it can be done. If hackers 
didn't already know they could probably 
get in, what would be the point ? 

I see password hacking as a modestly 
criminal activity somewhere between van­
da lism, window-peeping, and breaking­
and-entering in serio u s ne s s ,  w ith 
de libera te destruction or screwing with 
information as  a potent ia l ly  s e rious  
offense depending on the type of informa­
tion or system screwed with. 

Is it necessary to' hack passwords in 
order to learn about computers? Hardly .  
The country is  full  of personal computers 
on which many valuable things may be 
learned. The cities are full of community 
colleges , night schools, and vo-tech insti­
· tutes a l l  c l amoring to offer computer  
courses at  reasonable rates. There a re  even 
federa l assis tance programs so the very 
poor have access to this knowledge. This 
means that it is unnecessary to commit 
socially irresponsible acts to obtain an  
education in  computers. The subjects you 
learn when password hacking are not of 
use to professional computer people. None 
of the people I work with have to hack a 
pa ssword , and we are  otherwise quite 
sophisticated. 

Privacy is a right he ld  dear  in the 
United States; it 's wired into the bill of 
rights ( search and seizure, due process, 
etc. ) and into the common law . You will 
find that you can never convince people 
that hacking is harmless simply because it 
violates people's perceived privacy rights. 
It is one of the few computer crimes for 
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which a clear real-world analogy can be 
made, and which juries understand in a 
personal way. That's why the balance has 
begun ro tilt roward heavier and heavier 
sentences for hackers. They haven't heard 
society telling them to stop yet, so society 
is raising its voice. When the average 
hacker gets the same jail term as, say, the 
average second degree burglary or break­
ing and entering, and every hacker looks 
forward to that prospect, I suspect the 
incidence will taper off and hackers will 
find different windows to peep into." 

There is a common misconception here 
that hacken are logging into individual's com­
puters, hence the walking through the jront 
door analogy. You'U see it in the letters that 
follow as weU. In actuality, hackers are not 
interested in violating privacy or stealing 
things of value, as someone who walks 
through your front door would be. Hackers 
are generaUy explorers who wander into huge 
organizations wondering just what is going 
on. They wander using the computers of 
these huge organizations, computers that 
often store large amounts of personal data on 
peo/)le without their knowledge. The daLa can 
be legally looked at by any of the hundred:, or 
thousands of /)eople with access to this c"'n­
puter. If there' .I a violation of privacy here. 
we don't think it's the hackers who are crmt· 
ing it. 

This letter raised an interesting point 
about the "right" way to learn, something 
many hackers have a real problem with. 
Learning by the book is okay for people with 
no imagination.�. But most intelligent people 
wiU want to explore at some point, figuring 
things out as they go. lnmicaUy, classrooms 
and textboob often discourage people from 
learning because of their strict limitations. 
And it' .I common knowledge that the best 
programmers and designers are those who are 

NEGATIVE 
self-taught. 

As to the poor having easy access to high 
technology, this is simply not true. In this 
country, education is a commodity. And if 
you don't have the money, you're really out 
of luck. This is becoming increasingly true for 
the "middle class" as well. 

*** 

"Using the term 'hacker' to refer to 
people who break into systems owned by 
others, steal documents, computer time 
and network bandwidth, and are 'very 

careful not to publish anything illegal 
(cred it card numbers, passwords, Sprint 
codes)' is derogatory and insulting to the 
broad hacker community, which is work­
ing ro make the world a better place for 
everyone." 

There has been an ongoing move afoot by 
older hackers to distance themselves from 
what they perceive to be the "evil hackers". 
Their way of doing this has been to refer to 
aU of the "evil hackers" as crackers. While it's 
a fine tra£lition to create new labels for peo­
ple, we think it's a big waste of time here. 
There is a weU-defined line between hacking 
and criminal activity. Hackers explore with­
out being malicious or seeking a profit. 
Criminals steal, vandalize, and do nasty 
things to innocent people. We do not defend 
peo/lle who use other people's credit cards 
numbeT5 to order huge amounts of merchan­
dise. Why should we? What has that got to do 
with hacking? While we may find interest in 
their met/wds, we would be most turned off 
by their motivation. There seems to be a gen­
eral set of values held by hackers of all ages. 

*** 

'I recently read a post ro the Usenet 

(comp.risks) describing recent events 
related to the crackdown on hackers. 
While I feel strongly that federal agencies 
should be scrutini:cd and held account-
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FE E D BACK 
able for their activities ,  the above men­
tioned post gave me reason for concern 
that I thought you should be made aware 
of. 

It seemed to me a great irony that  the 
poster was concerned about the invasion 
of the privacy of BBS operators and users , 
and yet  seemed wi l ling to defend  the 
( albeit non-destructive) invasion of priva­
cy committed by hackers. 

I am a graduate student who recognizes 
the immense importance of inter-network 
telecommunications. Institu tions such as 
Usenet are becoming vita l for the expan­
sion, dissemination, and utilization of cre­
a tive  thought .  Any ac tivity w hich 
breaches security in such networks, 'unless 
by organized design, is destabilizing and 
disrup tive to the productive growth of 
these networks. 

My point is this : I am joe grad stu­
dent/scientist ,  one of the , (as  yet) few that 
is 'net  aware ' ,  I do not want Federal agen­
cies reading my mai l ,  but neither do I 
want curious hackers reading my mail .  
(Nor do I want anyone reading company 
XYZ's private text files. Privacy is priva­
cy. ) I agree that the time for lengthy dis­
cussion of such matters is past due ,  but 
please understand that I have little sympa­
thy for anyone who commits or supports 
invasion of privacy."  

*** 

" I  j us t  finished re ading your call  to 
arms, or iginally published in the Spring 
1 990 edition.  I was toya l ly disgus ted by 
the tone : you defend the actions of com­
puter criminals ,  for which you misuse and 
s u l ly the honorab le  term ' h a cker '  by 
applying it to them, and wrap it all in the 
First Amendment in much the same way 
as G eorge Bush wra p s  himse l f  in the 
American flag. 

Blecch. 
Whatever  the motiva tions of the 

cyberpunks ( I  like Clifford S toll's term for 
them) , their actions are unacceptable: 
they are breaking into computers where 
they're not wanted or normally allowed, 
and spreading the information around to 
their buddies. Their actions cause great  
damage to  the trust that networks such as 
Usenet are built upon. They have caused 
innocent systems to be shut down because 
of their actions. In rare cases, they may do 
actual ,  physical damage without knowing 
it. Their excuse that ' the only crime is 
curios ity' just doesn't cut it. 

It is unacceptable for a burglar to break 
into a house by opening an unlocked door. 
It shou ld be j us t  as unacceptable for a 
cyberp u n k  to brea k  into a sy s tem by  
exp loiting a security hole. Do you give 
burglars the same support you give cyber­
punks? 

The effort to stamp out  cyberpunks 
and their break-ins is justified, and will 
have my unqualified support. 

I call upon your journa l to 1 )  disavow 
any effort to enter a computer sys te m 
without authorization, whatever the rea­
son, and 2) stop misusing the term 'hack­
er' to describe those who perpetrate such 
electronic burglary. "  

We respectfully decline to  do either. 
*** 

" I  just received the 2600 article on the 
raid of S teve Jackson Games, which was 
posted to the GMAST mailing lis t. It 's 
worrying that the authorities in the US 
can do this sort of thing - I don't know 
what the laws on evidence are , but surely 
there's a case for theft? Taking someone's 
property without their permission, when 
they haven't committed a crime? 

My only quibble is that the 9 1 1 hack-

(continued on page 32) 
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by Violence 
W e l co m e  to t h e  f i n a l  p a rt of m y  

ser ies on t h e  P R I MOS operat ing  sys­
tem . In t h is instal l m e nt I p lan o n  cover­
ing P r i m e' s  n etwo rk com m u n icat i o n s  
capabi l ity and t h e  associated u t i l i t ies 
t h at you w i l l  f i n d  u s ef u l .  I w i l l  a l s o  
touch u po n  those aspects  o f  P R I MOS 
t hat I may have ove r looked in the pre­
vio u s  parts .  

E x a m pl e s  app e a r  in  i t a l i c s .  Bo ld  
i ta l ics ind icate user i nput,  reg u lar i ta l ­
ics i n d icat e computer output . 

Primenet 
J u st l ike other popu lar  m a i nframes, 

P ri m es too have n etwo rk i n g  capabi l i"­
t i e s  a n d  s u pport m a n y  co m m u n ic a ­
t i o n s  a p p l i c at i o n s .  P r i m e ' s  m a i n  
co m m u n i c at i o n s  p ro d u ct s  a r e  
P R I M E N E T ,  RJ E ,  a n d  O P TX .  I w i l l  
o n ly b e  go ing over P R I M E N ET i n  t h is 
s e r i e s ,  a s  d i s c � u r s e s  o n  R J E  a n d  
O PTX a r e  beyo n d  t h e  scope o f  t h i s  
ser ies .  For a good d i scuss ion  on  RJ E 
a n d  O P TX , I r e f e r  y o u to  M ag i c 
Hassan ' s  exce l l ent art ic le  on t h e  s u b­
j ect (appe ar ing i n  P h rack , I n c . ,  I ssue 
1 8 ) .  

Av a i l a b l e  f o r  a l l  m o d e l s  of P r i m e  
co mputers,  P R I M E N ET i s  P r i m e's n et­
w o r k i n g  s o f t w a r e .  I n  a n u t s h e l l ,  
P R I M E N ET is l ike a Token R i n g  LAN 
n et w o r k .  P R I M E N E T i s  s u pe r i o r  to 
most To k e n  R i n g  LA N a p p l i c at i o n s ,  
however.  T o  real ly b e  able t o  v isua l ize 
how a P R I M E N ET r ing network oper­
ates ,  you n eed to be fam i l i a r  with the 
Tok e n  Ring type of LAN ( Loca l Area 
N etwo r k ) .  To k e n  R i ngs  are bas ica l ly 
"c i rc l e s "  of computers ( referred to as 
" n o d e s ") t h at are e l ect ro n i c a l l y  co n ­
n ected to  each ot h e r .  T h e  i n d iv id u a l  
Pr i m e  c o m p u t e rs on  t h e  P R I M E N ET 

PRIMOS :  
r i n g  a r e  r e s po n s i b l e  f o r  a l l ow i n g  
re m ote  u s e rs t o  b e  ab l e  to  access 
t h e m ,  however. P R I M E N ET a l lows for 
s impl if ied com m u n icat ions between a l l  
the  n etted syst e m s  . . I n  the fo l l ow i ng 
d i ag r a m  y o u  w i l l  s e e  a s a m p l e  
P R I M E N ET r ing with s i x  P r ime  com­
puters located o n  i t .  Each of the i ndi­
v i d u a l  n o d e s  m ay o r  m ay not be 
connected to the  te lephone network, 
anoth er  P R I M E N ET r ing ,  o r  one of the 
m any p u b l i c  data n etwo rks ( P O N 's )  
l i ke TE L E N ET. Here is  an example of 
the manner in which a P R I M E N ET r ing 
is set u p : · 

PRIME PRIME 
\ / 

PRIME-U-PRIME 
/ \ 

PRIME PRIME 
Each node rece ives  i n fo r m at i o n  

from its ne ighbor ing system and trans­
m its it to the node i m m ed i ate ly down­
stream on the ring .  In  t h is fas h ion any 
n o d e  c a n  s e n d  i n f o r m at i o n  to a n y  
othe r  node by send ing i t  th rough  some 
or  a l l  of  the others.  

As I stated previou s ly ,  P R IM EN ET 
r i ng  n etworks are s u pe r i o r  to most 
Tok en R i ng LAN appl icat i o n s .  But i n  
what ways? Som e o f  t h e  f eat u res o f  a 
P R I M E N ET syst e m  are l i sted below: 

• Any t e rm i n a l  o n  the P R I M E N ET 
r i n g  can l og i n  to a n y  system o n  the  
P R I M E  N ET r i n g .  

• P rocesses r u n n i n g  a t  t h e  s a m e  
t i m e  on  d ifferent syste m s  can com m u­
n icate i nteractive ly .  

• Transparent access to  any sys­
tem in  the P R I M E N ET n etwork without 
u s e  of a n y  a d d i t io n a l  co m m a n d s  o r  

protoco ls .  

• C o m p l e t e  acc e s s  a n d  protoco l 
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THE FINAL PART 
support for packet-switched com m un i ­
cat ions between P R I M E N ET systems 
and  ma inf rames located on almost a l l  
Pub l ic  Data N etworks (PDN's) .  

A l l  these features a l low you to do 
t h i ngs  l i ke  access d isk  part i t io n s  o n  
system A f rom system  B ,  r log i n  f rom 
system A to system B (req u i r ing only 
an account on system B) ,  and so forth .  
I n  th i s  i ns ta l l m e n t  I wi l l  exp la i n  t h e  
many th i ngs that you can (and shou ld)  
do with a P R I M E N ET-eq u ipped sys- -
tem . 

Checking Out a PRIMENET System 
Shou ld you get into a P R I M E N ET­

equipped system, there are a few things 
that you should do to learn more about the 
intra-system links and such. In this section I 
will describe all the procedures that you will 
need to inttiate in order for you to determine 
said information. 

The first thing you should do is to use 
th ree of the OS M  (D istr ibuted System 
Manag e m ent )  u t i l it i es  ( re m e m ber ,  I 
described the 8SM i n  fu l l  in Part Two, 
Winter 1 989-90 issue). The three DSM utili­
ties (extemal commands, really) you should 
invoke are: 

PRIMENET status 
UST_PRIMENET_NODES - Usts con­

figured PRIMENET nodes 
LlST_PRIMEN ET_PO RTS - L ists 

ass�ned PRIMENET ports 
The information returned to you by these 

extemal commands will describe the current 
PRIMENET setup in detail. You will obtain 
remote nodenames, PRIMENET address­
es, l ink devices, gateway nodes, conf�ured 
access, and whether or not the individual 
nodes require remote passwords for login. 
Figure A g ives a good example of the  
resu lts obta i ned f ro m  a 
LIST _PRIMENET _NODES: 

Th is  ass u m es that you i ssued t he  
LlST_PRIMENET_NODES command from 
the system VOID. It states that tt is on a 
PRIMENET ring wtth f ive other systems 
(their names can be found in the "Remote 
node"  co l u m n ) .  Note t he  "P r i m e n et 
address" column. It lists each system's NUA 
(Network User AddresS). Notice that three 
of the listed NUA's are on TELENET and 
two are on some bizarre network with a 
DN IC (Data Network Ident�ication Code) ci 
9999. We l l ,  the host system (VOID)  is  
located on  the  TE LEN ET PDN (D N IC 

LlST_PRIMEN ET_LlNKS - L ists 3 1 1 0 ) and thus ,  the DSM knows that 

F I G U R E  A 
OK, IistyrimeneL nodes 

•• VOID • •  

Remote 
node 

Primenet 
address 

Link Gateway Configured 
device node access 

Validation 
required ?  

+-----------------------------------------------------+ 
/ 2600HZ / 99994 738593624 / L HCOO / 
/ THRASH / 3 1 10XXX00254 / PNCOO / 
/ VIOL EN / 3 1 1 0XXX00245 / S YNCOO / 
/ PS YCHO / 99994 734 74838 1 I S YNCOO I 
I SC YTH I 3 1 1 0XXX00324 I S YNCOO I 

I remote login, RFA / no / 
I remote login, RFA I yes / 
I remote login, RFA I yes I 
I remote login, RFA I no I 
I remote login, RFA I no I 

+-----------------------------------------------------+ 
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a l l  3 1 1 0  systems are TELE N ET and 
d i sp lays t h e i r  TELEN ET add resses .  
The o th e r  syst e m s  ( those w i t h  t h e  
DN IC  of 9999) are located on  fore ign 
PDN's  and the  DSM does not  u nder­
s t a n d  t h e  ad d r e s s i n g  s c h e m e  (by  
default i t  on l y  understands that o f  the 
host system) and thusly ,  d isplays the i r  
PR IMENET add resses. 

T h e  " L i n k  d ev i c e "  c o l u m n  t e l l s  
about t h e  hardware at the  i n d iv idua l  
s ites. The host system's device is  not 
d isp layed,  on ly those othe r  nodes on 
the ring network. LHCOO is a LAN300 
n o d e  co n t ro l l e r .  P N C O O  is a 
P R I M E N ET n o d e  con t ro l i e

'
r ( P N C) .  

SYNCOO denotes a synchronous com­
mun icat ions l i ne .  It's not . al l  t hat impor­
t a n t  ( u n l e s s  y o u  a r e  a h a rd w a r e  
fanatic, that is ) .  

T h e  " C o n f i g u red  acc e s s "  a n d  
"Val idation requ i red?" columns  d isplay 
important i nformation about the l i nked 
syste m s .  If you don 't see  a " remote 
l og i n "  som ew h e re t h e n  you ca n n ot 
log i n  to the system remotely (you can 
access it i f one of the PR IMENET sys­
tems is l i n ked with its d isk part i t ions,  
howev e r ) .  I f  you see a "yes" in t h e  
"Va l i d at i o n  req u i re d ? "  co l u m n  t h e n  
s o m e  sort o f  remote password system 
has been i nsta l led and you are going 
to have a hard t ime gett ing i n . 

As you can see,  these DSM com­
mands  can  be  usefu l  when  attempting 
to gain access to other  systems  on a 
PR IMENET or LAN300 r ing . The rest 
of t h i s  i n sta l lment w i l l  be d evoted to 
uti l i z ing the informat ion g ained here to 
do such.  

The PRIMEN ET RLOGIN Faci l ity 
P R I M E N ET supports remote log ins 

i n  t h e  s a m e  m a n n e r  t h at U N I X 

HACKING 
m ac h i n e s  d o .  I f ,  f o r  e x a m p l e ,  a 
PR IMENET r ing had s ix systems on it, 
four  on  TELENET and two in  the U . K. ,  
then you cou ld con nect to  those sys­
tems i n  the U . K. for free by connecting 
to one of the 2 U.S. systems and rlog­
g i n g  i n t o  o n e  of t h e  U . K . P r i m e s .  
Using o u r  a l ready def i ned PR IMENET 
r ing ,  we' l l  connect to system PSYCHO 
from system TH RASH.  
2 1 4  XXX CONNECTED 
PRIMENET 22. 0. 0 THRASH 
login system system -on psycho 

T h i s  w i l l  l o g  y o u  i n  a s  
SYSTEM/SYSTEM on  t h e  PSYCHO 
n o d e  (a P r i m e  s e p a rat e f r o m  t h e  
THRASH node). This can be very use­
f u l  w h e n  y o u  h av e  l os t  a l l  of y o u r  
acco u n t s  f r o m  o n e  n o d e  o n  t h e  
PR IMENET r ing and do not know the 
NUA for one  of the other r ing systems 
that you st i l l  have- accounts on .  

NETLINK 

"NETLINK is a pow­
erful utility and 
abuse will lead to 

your account's 
removal, so be 
careful in how you 

. use it. " 

N ETL INK  is Pr im e's network uti l ity. 
All users on  a PR IMENET system wi l l  
h ave access to t h i s  com mun icat ions  
uti l ity. N ETLINK a l lows you to  connect 
to : 
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WITH PRIMENET 
• Ot h e r  P r i m e ' s  o n  t h e  s a m e  

PR IMENET r ing a s  the  system you are 
on .  

• Any system (UN IX, VAXen, etc . )  
l ocated on  any  of t h e  wor l d ' s  n et ­
works. 

N ETLIN K  is  a powerf u l  ut i l ity and 
a b u s e  w i l l  l e ad  t o  y o u r  acco u nt ' s  
removal ,  s o  b e  carefu l  i n  how you use 
it . The best t h i ng you can possibJy do 
i s  use it  to  con n ect to  and hack o n  
other  systems i n  t h e  PR IMENET r ing .  
If you must use the  N ETLIN K  ut i l ity to 
c a l l  ot h e r  s y s t e m s  on t h e  w o r l d ' s  
PDN's, t ry t o  cal l  o n ly t h e  systems that 
accept co l lect cal l s .  . 

Now, let me te l l  you how to get i nto 
N ETLINK and start doing stuff. At the 
"OK,"  prompt (or whatever it has been 
set to by t he  LOGIN .CPL f i le ) ,  type:  
OK, netlink 

If NETL I N K  is ava i l ab le ,  t hen  you 
w i l l  see somethlng l ike th is :  
[NETLINK Rev. 22. 0. 0 Copyright (c) 
1 988, Prime- Computer, Inc.] 
[Serial #seriaLnumber 
(company_name)] 

After that f loats across you r screen 
you wil l  be deposited at the N !=TLl NK 
p ro m pt ,  w h i c h  h ap p e n s  to  be  " @ "  
(gee ,  h o w  or ig i na l ) .  Now, y o u  are a l l  
ready t o  beg in  N ETL IN King .  

T ime to learn how to connect to a 
system.  Now, there are three types of 
com m a n d s  t h at a l l  d o  bas i ca l l y  t h e  
same th ing ,  a n d  that i s  connect you to 
a remote system .  I ' l l  go over the f i rst 
two types right now and save the th i rd 
type for a bit later . 

Depend ing on the status of the sys­
tem you are trying to ca l l ,  you wi l l  use 
e ither  C (connect) or  NC (connect , no 
reverse charg ing) .  C and NC bot h do 

the same t h i ng ,  but C w i l l  m ake the 
con n e ct ion  for  f ree ( i . e . ,  the people 
who own th is  Pr ime won' t  get a bi l l )  
and NC wi l l  make the connection and 
your net use w i l l  be charged. A good 
co m p a r i s o n  i s  c a l l i n g  N U A ' s  o n  a 
P D N .  If t h e  N U A  i s  "co l l ectabl e "  (a  
te rm I use to descr ibe a system that 
accepts co l l ect ca l l s  m ean i ng  no ID  
requ i red to  make t he  connect ion) ,  then 
Y O ll  w i l l  u s e  t h e  C co m m a n d .  
Ot h e rw i s e  u s e  t h e  N C  co m m a n d . 
A l m o st a l l  i n t e r n at i o n a l  ca l l s w i l l  
req u ire a n  N C  to connect .  

I f  you s imply want to cal l  a system 
t h at was l i s t e d  in t h e  L I ST 
PR IMENET_NODES l ist, then do th is : 
c <nodename> 

An example wou ld be: 
c thrash 

If yo u wanted to ca l l  up a system 
l o c a t e d  o n  t h e  s a m e P D N  a s  t h e  
P R I M E N ET you are o

'
n and t h e  sys­

tem accepts co l lect calls, then do th is :  
c <network address> 

An example wou ld be: 
c 2 1 398 

If you want to cal l  up a system that 
i s  iocated on  a P D N  oth e r  t h a n  t h e  
PDN y o u r  P R I M E N ET is on ,  t hen  do 
th is :  

-c <dnic>:<network address> 
An example would be: 

C 2624:5890040004 
Regardless of what you octually end up 

typing, you will get one of two things: a con­
nect message or an error message. The 
connect message for the above example 
would look like this :  
5890040004 Connected 

The connect message for when you 
conned to a Prime on the PRIMENET ring 
would look l ike this: 
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PRIME HACKING, 
THRASH Conneded 

Now you simply login (or hack) as you 
normally would. When you are done, logoff 
the system as usual. When you logoff, you'll 
get a messa;:Je like this: 
5890040004 Disronneded 

Occasionally you wi l l  either type the 
NUA inrorrectly or the system you are call­
ing is down. When that happens you will get 
an error message that looks like this: 
5890040004 Rejecting Clearing code = 

0000 
Diagnostic code = 00 1 0  (Packet type 
invalid) 

The error message states the network 
address you tried to call (less the DNIC), the 
Clearing code, the Diagnostic code, and 
what the Diagnostic code means in English. 
Later in this article is a complete list of all 
Clearing codes and all Diagnostic codes (for 
reference). 

Now, � you want to abort a session pre­
matu rely (not recommended u n l ess 
NETLINK screws up, and tt does on occa­
sion), then there are three things you can 
do: 

.Type CONTROL-P 
• Issue a BREAK sequence 
• Return to TELENET and do a force 

Disconnect (via the D command) 
Those are listed in the order you should 

try them in. CONTROL-P works most of the 
time. Doing a BREAK will usually (but not 
always) cbse your connection and return 
you to PR IMOS level .  When you do a 
BREAK, you'll probably see: 
UUU@UUu 
QUIT. 
OK, .. 

Now press RETURN so you can dear 
out the unwanted CONTROL characters 
that are in the Prime's command line input 
buffer. Now, restart NETLINK as usual. 

If you are forced to drop to TELENET, 
then disconnect yourself and re-Iogin. If your 
process is sti l l  online (about 50% of the 
time), don't worry. � will be logged off due to 
inadivtty in 1 0  or 1 5  minutes. If your process 
got slain then you're in good shape. Now, 
return to NETLINK as usual. 

0<, roN you know how to connect and 
disconnect from systems. Now it's time for 
the fun stuff , m u lt ipadd ing and other  
advanced commands. The escape charac­
ter for NETLINK is the "@" character (same 
as Mh TELENE'D. Basically, you type: 
<Ct>@<cr> 
to return to NETLINK while online. Doing 
this will take you back to NETLINK com­
mand mode. � will leave the circutt open. To 
reconnect to the system, type: 
continue 1 

You will then be reconnected to the sys­
tem you were on. Now for a slight draw­
back. If you are using TELENET or any 
other PDN that uses TELENETs software, 
then using the NETLINK escape sequence 
of <cr>@<cr> w i l l  take you back to 
TELENET network command level instead 
of baCk to NETLINK command level. There 
are two ways to correct this problem. The 
f i rst is to type the fo l lowing wh i le  in  
NETLINK: 
prompt $ 

This changes the NETLINK '@' promj:X 
to a '$' prompt. Now just type <a>$<cr> to 
return to NETLINK The other way is to uti­
lize TELENETs ITI parameters to turn off 
the escape sequence. When you connect 
to the PRIMENET and login, then retum to 
TELENET command level and type these 
two sequences of parameters exactly as 
they are shown: 
SET? 1 :O,2:O,3:q4:2,5:0,7:8,9:q 10:0, 12:0, 15:0 
SET? 0:0,57: 1,63:0,64:4,66:0, 71:3 

When you return to the "@" prompt, type 
CONT to return to the Prime. Then just 
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PART THREE 
enter NETLINK as usual .  Now when you 
type < c r > @ <cr> you w o n ' t  retu r n  to 
TELENET as you used to. 

Now let's get into mu �ipadd ing.  What 
exactly is "multipadding" anyway? Well, you 
probably al ready know th is ,  but rt never 
hurts to repeat it. Mu�ipadding is what you 
are doing when you are oonnected to !\No or 

"Be fore warned that  
it can be 
confusing being 
connected to more 

than four systems at 
once. " 
more systems s imu ltaneously. Basically, 
N ETL I N K  w i l l  al low you t h i s  capab i l ity .  
A l thoug h t h e  N ETL I N K  docu m e ntat ion  
states that you can only oonnect to four  sys­
tems at one time, you can actual�' oonnect 
to more. At any rate, this is how you do it .  
When you first enter N ETLINK (Note:  you 
must set your prompt or the rn parameters 
if you plan to do any N ETLIN King from a 
PRIME N ET located on TELEN ET or any 
other PON that uses TELENETs software) ,  
oonnect to the first system by typing this: 
CALL <11odenatTle> (if it is located on the 
same PRIMENET ring) 
CALL <network address> (if the system is 
located on the same PON) 
CALL <dniC>:<I1et address> (if the sys­
tem is located on a different PDN) 

The CALL oommand wil l  oonnect you to 

the system and you will remain in N ETLINK 
oommand mode. Now, keep CALLing sys­
tems until you are done. Be forewamed that 

it can be confus ing being co n n ected to 
more than four systems at once. Keep in 
m i nd that the above CALL examples a l l  
assumed t h at the  system t h at you are 
CALUng wi l l  accept col lect calls.  � th is is not 
the case, then CALL it l ike this: 
call <whatever> -tcty 

The "-FCN' rommand stands for facili­
ty. When you use the "-FCTY" arg u ment 
you are basically doing the same thing as 
you were when you were using the NC con­
ned com mand. Each CALL that you make 
opens a circuit. The first circuit you conned 
to is known as circuit 1 ,  and so forth. So 
when you are ready to connect to the first 
system, type: 
continue 1 

To connect to the second open circuit,  
type: 
continue 2 

and so forth. Should you try to connect 
to a closed circuit you wil l get the following 
error message: 
Circuit does not exist 

To switch between systems return to 
N ETLINK command mode via <cr>@<cr> 
and then CONTINUE to the appropriate cir­
cuit. To close a particular circuit, type: 
d# 

where # i s  the actual circuit number. An 
example would be 0 1 or 0 3. There must 
be a space between the 0 and the circuit 
n umber. To d iscon nect from all open cir­
cuits you can type: 
d all 

That's pretty m uch al l  there is to m u�i­
padding. It's noth ing special, and not really 
that useful, but it can be interesting to con­
n ect to two or t h re e  chat syste m s  and 
switch between them, or  hang on a chat 
and leave to hack a system while remaining 
on the chat, etc. Tr.3re are lots of interesting 
th ings you can do. When you are done 

(continued on page 34) 
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AN INTRODUCTION 

by The Plague 

Introduction 

The COCOT, mom precise�, the Customer 
ONned Ccin Op;r;)ted Tek)[tJone gocxJ or evil ?  
T o  th e  COGOT owner i r s  a godsend , a virtual 
legal slot macfllne for leeching the pJbl ic , freeing 
the owner from the monopo l ies of the phone 
c o m p a n y .  To the pub l ic  it's a n i g h tmare,  a 
money-steal ing machine providing poor service 
an d i nsane ly  h igh rates ,  a v irtual hote l -sty le 
phone in the gU ise of an Innocent looking pay­
phone. 

To the telepl lc;;8 enthusiast, a COGOT is 
something else entirely. A treasure trove of tasty 
p<,rts perhaps, induding microprocessors, coin 
id:mtification mc'Ctianisms, tone dialers, tone and 
call progress detedors, a modem for remote con-. 
nection s ,  speech synthes is  and recogn ition 
equ ipment ,  magnetic strip readers for credit 

cards ,  and other parts to be explored and tin­
kered with For other [tJreaks, the COCOT repre­
sents an unrestricted phone line which can be 
used for exploration of the [tJone system. StiM, for 
others, COCOTs can represent a storage house 
of long distance access codes and procedJres. 
Others mily see the neighborhood COCOT as a 
bunch of impr isoned coins  and a future wall 
phone for their room. Many more treasures are to 
be found In a single COCOT, as you shall soon 

COCOT Basics 

To those of you unfamiliar with the COCOT, 
let me qu ickly fill you in on the basics . Firs�y, 
mos� if not all ,  COCOTs operate on regular busi­
ness or residential (depending on the greed of the 
owner) phone l ines. There are exceptions to this 
rule in a fccw major cities where private-payphone 
lines are available directly from the locaj phone 
company; these allow the use of regular opera­
tors who are aware of the status of the line as 
be ing C O COT based . However, few, i f any ,  
COGOTs u se this type of l ine ,  even when it i s  
available . 

Almost a l l  COCOTs are microprocessor­
based devices , thereby making them smarter 
than your average phone ocmpany payphone. A 
major fiJnction of the COCOT is to independen� 
oclled ocins In rett;m for time during a call. While 
the real payphone uses the ACTS system on a 

remote phone company computer for co i n  
reqoost and collection functions, the COCOT per­
forms these functions locally in its small comput­
er .  Natura l l y ,  red boxes do not  work w i th 
COGOTs . However, since their coin cletection 
mechanisms are not as advanced as those in 
real payphones, i t  is much easier to tridk them 
with slugs. 

The daltone you hear when you pick up the 
handset to a COCOT is usually not the actual 
diaJtone, but a synthesized one (more on the dial­
tone laler). As you press the numbers on the key­
pad,  the COCOT stores each n u m ber  i n  
memory. Th e  keypad may or may not be DTMF, 
depending on the Plone tv10st COCOTs cb not 
allow for inocming calls, since their primary pur­
pose i s  to generate revenoo, and incoming calls 
simply waste time which could be used by paying 
COCOT aJstomers (from the owner's point of 
view). If you obtain a number to a COCOT, it wiU 
usually pdk up af1er several rings in remote mocle 
(more on that \aler) . 

Af1er the COGOT has enough digits to dial 
your call ,  it will ask for the amolJnt of money to 
cleposit on an LCD screen or in a synthesized 
voice, unless you hal.\O plaoed the call collect or 
used a call ing card, or if the call is tol�firee. It will 
then obtain an actual dialtone from the phone 
line, and dial your call through v.nichever method 
it is clesigned to use. During this time it may or 
may not mute out the handset earpiece anellor 

the mouthpiece. For local calls,  it will usually dial 
the call directly, but for long distance, calling card, 
and collect calls, it will usually use an indepenoont 
hote�sty1e [tJone company or PBX. This is done 

_ so that you (or the called party in a collect call situ­
ation) will be charged up the wazoo for your call. If 

it cletects a busy, re�rcIer, or other progress tone 
other than a ring, it will refund your money and 
not charge you for the call, in theory In actuality a 

lot of COGOTs wil l rip you off and charge you 
anyway, hence their reputation. Unless the call 
was piaoed collect or with a calling card or toll­
free, the phone will periodically ask you to ooposit 
money. Since the small and sleazy long distance 
companies used by most COCOTS are chosen 
on the basis of rales, rather than quality, you can 
be sure that most calls placed on COGOTs have 
an extreme� large amount of static and bizarre 
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TO COCOTS 

echoing effects. 
Identifying COCOTs 

A ht of people (non-phreaks) seem to have 
trouble telling COCOT s apart from phone oompa­
ny payphones . I can spot a COCOT a huncred 
yards away, bJt to the average person, it's pretty 
tough because they are made to look so much 
like the real thing . Actually, irs quite simple. Just 
look for your R BOC's ( New York Telephone, 
Southwestem Bell ,  etc. ) name and logo on the 
phone to be sure it 's the real thing. Ninety--nine 
times Ollt of a hundred, irs a real pay phone. The 
rare exceptions OCClJr when it·s a COCOT made 
ancVor owned by your bcaI phone company (in 

"To the public 
it 's a nightmare, a 
money-stealing 
machine pro viding 
poor service and 
insanely high rates. " 

which case, not to worry, these won't rip you off 
as badly as the sleazy sm al l -com pany made 
phones) , or when it i s  i n  fact a sleazy smalkom­
pany made phone , d i s g u i sed by i ts owner,  
through the theft and re�app lication of actual pay� 
phone signs and markings, to be indistinguish� 
able from the real thing. The latter case is i llegal in  

most parts of the country, but i t  does happen .  
Nonetheless,  a phreak will know a COGOT as 
soon as he dials a num ber, regardless of the 

outer appearance .  The absence of the true 
ACTS always means you're using a COCOT 

COCOT Varieties 

Let us d i s c u s s  the var i o u s  var ie t i e s  o f  
COCOTs. T o  be fran k ,  there are actual ly too 
many different COGOT cbi::es to diswss them 
incividually, and their s imilarity in appearance to 

one another makes for difficult identification even 
to the advanced COCOT (ab)user. They range 
from simple Westem Electric look-a-1ikes, to more 
advanced varieties which may incluele LCD or 
CRT displays, credit card readers, and voice­
recognition dialing. The range is very wiele with 
perhaps 1 000 different phones in between. 

In real ity,  you shou ld approach each new 
COGOT with no pre-dspositions, and no expec­
lations. Experiment with i� play around with it, see 
what kind of COCOT security measures (more 
on that later) it implements, attempt to gain an 
unrestricted dialtone, see how well the beast is 
fastened to its place of inhabitance, attempt to 
decipher its long dstance access methods, and 
so on. In general, just play with it 

Getting the Dialtone 
I slarted research for this article with the inlBnt 

of explaining which techniques for oblaining actu­
al unrestricted daltones work with what phones. 
In my exploration, I have learned many tricks for 
achieving this, wt have also found that there are 
too many dffering COCOTs out there, and elevot� 
ing an artide to defeating a dozen or so brands 
that can be found in  the NYC area would be a 
waste of my time and yours.  I n s tead , I have 
focused on general techniques and methods that 
can be applied to any new, unknown, or future 
variety of COCOT 

I have decided to break this down i nto the 
vario us C OCOT secur ity measures u sed by 
COGOT s and how to elefeat each one. In actualf­
ty, each COCOT seldom uses more than one of 

. these COCOT security measures. When a single 
COCOT security (anti�phreaking)  measure is 
u sed, i t  is  quite easy for the phone phreak to 
oblain a dialtone. In more secure COCOTs, you 
should experiment with variou s  combinations of 
these techniqJes, and attempt to oome up with 
some techniques of your own . 

To beg i n wi th ,  the most ba S IC attem pt to 
g e t  a real  d i a l to n e  re q u i r e s  y o u  to d i a l  a 
to l l � free or 1 �800 n u m ber ,  wait for them to 
h a n g  u p ,  and wa i t  for the real d ia l  tone to 
come back.  At w h i ch ti m e ,  you wou l d  d ia l  
your  f ree ca l l  on  an u n restri cted l i ne ,  o r  bet� 
ter  y e t ,  d i a l  0 for a n  actua l  o perator a n d  
h a v e  her  p lace t h e  cal l f o r  y o u .  The fo l low­
i n g  are methods u sed by COCOTs i n  o rder 
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to stop you from doi n g th i s .  l ike I said ,  it i s  
ram fo r  any speci f ic  C O C O T  t o  imp lement  
more than o n e  of  these .  

COCOT Sec u r i t y  M e a s u res 
and How t o  Defea t Them 

1 )  Locking Out The Keypad - I f  the key­
pad IS  DT M F , the C OCOT w i l l  lock i t  o u t  
a i tl ) r  you r  a ng i na l c a l l  i s  p l a c e d .  T h i s  c a n  
b u  d c i c il t u d  w i t h  t h e  u s e  o f  a po r ta b l e  
D T M F  dia ler  providud that other measu res 
a r r: n o t  In p l a c e  t o  p r e v e n t t h i s  ( m u t i n g ,  
D T M F  dckct lon ,  and  automatic  reset) . 
2 )  T h e  U s e  o f  a N o n - D T M F  K e y p a d  -

H e r e .  il g a l n .  t h e  p u r p o s e  i s  the same , to 
p r r; 'J c n t  f',l I t her d i J I : n g  after the ca l i  is co m ­
o i C T t : d  Ag :l l n ,  th i s  c a n  be defeated w i th a 
:J -J r t l b ' l: cJ l J l e i ,  prov i d e d  o t h er m ea s u re s  

STA F F  

E d i t o r - I n - C h i e f  
E m n1 a n u p !  G o l d s t e i n  

A r t w o r k  
I l c l ly K a u f m ,ln  S p r u c h  

P h o t o  Sa I v a t i o n  
K e ll  Cape l 

De s i g n  
Z O ' C]] a n d  t h e  R i g h t  T'> u m b  

W r i l e r s :  [ , i c  C o r l e y ,  J o h n  D rak e , 

F' ,w l  E s t c v ,  1\1 1 .  F r e ri c h ,  T h e  G l i t c h , 
Th e I n f , d '? I ,  Log L a d y ,  T h e  P l ag u e ,  

T h e  Q ,  D a V id Fl u d e r m a n ,  B e r n i e  S "  
L O U  Sc a n n o n ,  S i l e n t S w i t c h m a n ,  M r .  
U p ,, (:t l O r  V ' o i e 'l c e ,  D r .  W d ! , a m s ,  a n d  

t h e  f a l � :, f :J I  a n o n y m o us bu n c h .  

Remote Observat ions: G ee .  C .  TiYOU 

REHA BILITA TING 

are n o t  i n  p l a c e .  M o s t  C O e OTs d i a l - o u t  
u s i n g  D T M F  a n y w a y , a n d  h e n ce D T M F  
dia l i n g  should b e  enabled for that l i n e .  
3) D T M F  Detect ion & A utomatic Reset -

Here,  a di Herent approach is taken to pre­
vent u n a u thor ized d i a l i n g . The phone w i l l  
reset ( h a n g  u p  and g i ve you back t h e  fake 
d i a l to n e )  w h e n  it detects D T M F  tones on 
t h e  l i ne after the eOeOT d i a l s  y o u r  ca l l .  
Most eOeOTs do n o t  i m plement  th is  mea­
s u re beca u se i t  i n terfere s  with l e g i ti mate 
appl icat ions (beeper ca l i s ,  VMS c a l l s ,  etc. ) .  
T o  d e f e a t  t h i s  m e a s u r e ,  m o d i fy y o u r  
porta b l e  d i a l e r  t o  u s e  s h orter tones ( l e s s  
than 50m s ) .  S ince the central  off ice (eO)  
can u su a l ly detect very  short tones ,  where­
as the e O e O T  may be s e n s i t i ve o n l y  to 
longer  ton e s ,  you s h o u l d  be able to dial out .  
Another way to defeat th is  i s  to m ask your 
to n e s  i n  syn th e ti c stat ic  generated by blow· 
ing a " s h h h h h h h "  s o u n d  i n to the m o u t h ­
p i e c e  a s  y o u  d i a l  t h e  f i r s t  d i g i t  o n  t h e  
u n re s t ricted d i a l to n e .  T h i s  should th row off 
m o s t  D T M F  d e t e c t i o n  c i r c u i t s  u s e d  i n  
C O e O T s ,  a n d  t o n e s  s h o u l d  b e  rece ived 
q u i te f i n e  at th e e o  becau se the i r  c ircu i ts 
a re m o r e  a d v a n c e d  a n d  p r o v i d e  g re a te r 
sen S i t i v i ty and/or n o i s e  su ppress ion . 
4) D i a l l o n e  Detec t i o n  & Automat ic  Reset 
- T h i s  m e a s u re i s  S i m i lar to the above m ea­
s u re ,  e xce p t reset t i n g  w i l l  take place i f  a 
d i a l to n e  ( t h e  u n r e s t r i c t E d  d i a l t o n e )  i s  
detected b y  t h e  e Oe OT d u r i n g  t h e  ca l l .  
S i nce most  eoeOTs d o  not use the "hang­
up p u l s e "  from the CO to detect the other 
p a r t y  h a n g i n g  u p ,  t h e y  r e l y  h e a v i l y  o n  
d e t e c t i n g  t h e  d i a l t o n e  t h a t  co m e s  a fte r­
w a rd s ,  i n  o r d e r  to detect  when t h e  other 
pa rty h u n g  u p .  Th i s is  a c l e ve r m e a s u re 
that is e a s i l y  d e feated by bl ow i ng a "shhhh­
h h h "  s o u n d  ( s y n t h e t i c  s t a t i c )  i n t o t h e  
m o u t h p i e c e  d u r i n g  t h e  t i m e  a t  w h i c h  y o u  
e x p e c t  the real  d i a l  t o n e  t o  come b a c k .  A s  
you ke ep " s h h h h " i n g ,  you w i l l  h e a r  the dia l­
tone come bilck ,  t h e n  dia l  the 1 st  d i g i t  ( u s u ­

a l l y a 1 ) , the dia l  t o n e  w i l l be g on e , and you 
d ia l  the re s t  of th e n u m be r  I f  t h e  keypad i s  
locked ou t , use y o u r  po rta b l e  d ia le r  
5 )  N u m b e r  R e s t r i c t i o n  � M o s t  e O e OTs 
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A RIPOFF 

w i l l  re s t r i c t  the  u se r  f rom d i a l i ng certa i n  
n u m b e r s , a r e a  c o d e s ,  a n d  e xc h a n g e s .  
U s u a l l y  t h e s e  i n c l u de 0 for  o bv i o u s  rea­
son s ,  976 and 1 -900 type n u m bers ,  A NAC 
( n u m ber i denti f ication ) ,  and others . On rare 
occas ion s ,  COCOT s  w i l l  restr ict  you from 
d ia l ing 1 -800 n u m bers.  A l though th is  is i l le­
ga l  i n  most parts ,  i t  i s  done nonethe l e s s ,  
becau se m o s t  C O C OT o w n e r s  do n ' t  l i ke 
p e o p l e  u s i n g  t h e i r  p h o n e  w i t h o u t  pay i n g  
t h e m .  I n  practice t h i s  b ri n g s  i n  m o re rev­
e n u e ,  becau s e  t h e  p h o n e  is a va i l a b l e  to 
more pay i n g  users. Your best bet here i s  to 
cal l any to l l - free n u m ber  that the phone w i l l  
acce pt  i n stead o f  the 800 n u m ber .  These 
m a y  i n c l u de 4 1 1 ,  9 1 1 ,  6 1 1 ,  2 1 1 o r  t h e  
repair  o r  customer s e rvice n u m ber  for the 
com pany that  handles that COCOT ( t h i s  i s  
u s ual ly  to l l -free a n d  i s  pr inted somewhere 
on the phone) .  
6) M u t i n g  T h e  M o u t h p i ece - This  i s  not  
real ly a measure i n  i tse l f ,  but  i s  somet imes 
u sed i n  combi nat ion w i th other measures to 
preve nt  d ial i n g  out .  Mut ing i s  usual ly done 
when the COCOT i tse l f  . is d ial i n g  out ,  wh ich 
p reve n ts y o u  f r o m  g ra b b i n g  t h e  d i a l to n e  
be fo re i t  d o e s .  T h i s  i s  a rather l a m e  a n d  
f u t i l e  tec h n i q u e  s i nce we ty p i ca l l y  obta i n  
t h e  u n re str ic ted d i a l  t o n e  after the  ca l l  i s  
com p leted . Th u s ,  there i s  n o  need t o  defeat 
t h i s .  I s u p p o s e  t h e  d e s i g n e r s  o f  t h e  
COCOT were real ly paranoid about securi­
ty dur ing the s tart o f  the cal l ,  but  com pletely 
ign ored dia l tone penetration a ttem pts a fter 
the  cal l  was d i a l e d  and co n n ec t e d .  J u s t  
goes t o  s h ow y o u  what happens with those 
guys  w h o  wear p ocket protectors and g rad­
u a te w i t h  a 4 . 0  a v e ra g e .  In t h e o ry t h e i r  
des ig n s  a re perfect ; i n  re a l i ty t h e y  never  
m atch u p  to the  abuse which we s u bject  
them to .  
7) Other M ea s u res - Although I have d is ­
c u s sed a l l  m e a s u re s  c u r re n t l y  k n o w n  to  
me,  i n  d e fe at i n g  new m e a s u re s  o r  m e a­
sures n o t  d i sc u s sed here my best  advice 
w o u l d  b e  t o  u s e  a c o m b i n a t i o n  o f  te c h ­
n iques ment ioned above t o  obtain a n  u n re­
stricted d ia l to n e  or  a "real operator" ( l ocal , 
AT & T, or any operator that can com pl ete a 

cal l for you and th i n ks you are cal l i n g  from 
a reg u l ar l i n e ,  not  a COCOT ) .  

Secret N u mbers 
Actu al ly ,  there's not m uch to say about 

s e c r e t  n u m b e r s . M o s t  C O C O T s  h a v e  
secret n u m bers that the owner can p u n c h  
in to  the COCOT key pad,  i n  o r d e r  to act i­
vate a d m i n i s t rat ive  f u n c t i o n s  o r  m e n u s ,  
local ly .  These funct ions provide i n form ation 
regarding the statu s of  the u n i t ,  the m oney 
i n  the coin box , the ow ner 's  a p pro x i m ate 
phone b i l l , and various diagn o stic and test 
functions .  They also al low a certa in  amount  
of reprog ram m i n g ,  u sual ly l i m i ted to chang­
i n g  rates and restricted nu mbers .  For more 
i n format ion about  these ,  I w o u l d  s u g g est  
o b ta i n i n g  the  e n g i n e e r i n g , d e s i g n ,  o r  
owner 's  m a n u a l s  for the u n it .  S ince e n g i ­
n e e r i n g  a n d  d e s i g n  m an u a l s  a re c l o s e l y  
g u arded. com pany secrets ,  m o s t l y  to pre­
vent the com petit ion fro m c lon i ng , i t  would 
b e  very d i f f i c u l t  to  o b ta i n  t h e m . O w n e r ' s  
m anuals  can b e  obtai ned rath er eas i ly  wi th 
a m i n i m a l  amount  of social eng ineeri n g ,  but  
they are sadly  lack i n g  i n  i n formati o n ,  a n d  
p r i m a r i l y  w r i t t e n  for  the avera g e  C O C O T  
owner. 

R e m ote Con n ec ti o n s  

R e m o t e  con nections  provide t h e  s a m e  
functions  as  described in  t h e  prev ious sec­
t io n ,  e x c e p t  t h e y  can b e  acce s s e d  f r o m  
re m ot e ,  b y  ca l l i ng t h e  C O C O T .  R e m o te 
connection s  are u sual ly  reserved for autho­
r i z e d  u s e r s  ( th e  co m p a n y  in c h a r g e  o f  
m a i n ta i n i n g  t h e  p r o p e r  o p e r a t i o n  o f  t h e  
COCOT) . T h u s ,  the COCOT can b e  d iag­
nosed from re mote,  even before a person 
is  sent  down to repair i t .  

A ty pical  COCOT wi l l  p ick u p  in  rem ote 
mode a fter someone cal l s  i t  and lets i t  r ing 
for a whi le  (betwee n 4 and 10 ri n g s  u sua l ­
ly ) .  At that t ime it  w i l l  com mun icate with the 
rem o te s i te u s i n g  w hatever method i t  was 
designed to u se .  Th is  i s  usua l ly  a 300 baud 
m odem , or  a DTMF/synthesized vo ice con­
n e c t i o n .  An a c c e s s  c o d e  is  u s u a l l y  
requ i red,  which may b e  a 3 o r  4 d i g i t  n um ­
b e r  in  t h e  D T M F  con nection , or  anyth i n g  for 
a p a s s w o r d  in the m o d e m  c o n n e c t i o n .  

(continued o n  page 42) 
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Hunting Jar Wiretaps 
Dear 2600: 

This i s  i n  res p o n s e  to WIT s  letter 
from upstate New Yo rk .  I want to clue 
y o u  i n  on the s h o r t c o m i n g s  of t h e  
phone company in looking fo r wiretaps.  

When you first tell the phone company, 
thry will run a computer check to look for 
something in series cirulit wit.h their phone 
lines. They will only look for series circuits 
because that is the only WdY they wiretap. 
When they don"!. find it they prob.'lbly will 
call you back am &'1j' they didll"!. find it and 
you're paranJid, 

If you insist that they check the phone 
lines again, they will probably send somcone 
out to your ncighborhood to eheck the ends 
of the cables. 111lY will put a multimekr up 
to the ends of the cables to look for either a 
vol tage d ro p ,  c u r re n t  change,  or an 
impo:!cmce across the lines. I Iere again they 
arc looking for a series eircuit de'Vie'C. 

The problem Is that the p hone com­
pany doesn't believ� in parallel  circuits 
or  any o ther types of circuits.  The par­
a l l e l  c ircuit  m u s t  have i n fi ni te i n p u t  
Impedance, possibly an op-amp. 

When they don't find the wiretap the sec­
ond time, they will prob.'lbly give you the 
routine, "Why would anyone single you out 
to wiretap your phone'?" Then words to the 
efTcc1. that you're paranoid. 'The bottom line 
is that the telephone company is te'(:hni,Lllly 
incompctenL 

If you really want to cheek your phone 
lines, do it yourncl( There arc only 12 volts 
on the line, very little eurrcnL Put your hand 
on the cable and follow it out. When you 
come to something on the cable, open the 
cover and see what's in there. You may have 
to clinili up the three or [(lur telcphone poles 
ncar the klephone that is being bu!'b'Lu. 

The b e s t  s o l u t i o n  i s  to h ave t h e  
p h o n e  disconnected a n d  not use it  a t  
al l .  U sc pay phones,  d i ffe re n t  o n e s  a t  
different locations.  

Question :  How docs so meo ne 'Wire­
tap i n to U S  S p ri n t ' s  fiber o p ti c  n e t -

letters from 
work? It 's been done to me.  

San Francisco 
Don ' t  c l i m b  any te lep hone poles  

unles s you know what  you're looking 
Jor and can teU the dUference between 
phone w ires and electric' wires. Sprint 
readers: any dues ? 

Comments 
Dear 2600: 

As a 58-year-old hacker I find more 
solid info in 2600 than Byte, Compute, 
and Computer Shopper combined . 

At present it 's legal for "l3ig B rother" 
to listen in on wire less p hones without 
a j udge's permission yet I can' t use a 
rad a r  d etecto r in some s tate s.  What 
happened to the Cons titution and the 
B ill  o f  Hights? 

Fred 
Wilmington. Delaware 

That yellow paper Jades with age . . . .  
Dear 2600: 

1 rece'I1tly rcceMxI my first �ue of 2600. 
I am very pleased with the content of the 
I11<�'lZine, but not the condition. 11.e copy I 
ree'Civeu WCL<; in cxtremcly poor condition. 
1ne middle four JAlb'CS were missing. and all 
the pages from thc center through the back 
cover were rippo:!. 

I filed a compklint form with the U.S.P.s. 
but they have not replied. Is there anything 
that you can do? 

Secondly, can you send the magazine 
first eklSS? Those rnagazincs that I rCL'Cive by 
first class seem to survive the post office in 
mueh better condition fum those SL'I1t oth­
erwise. 

Milwaukee 
We send the nlngazine out second class 

which is e.xactly the same as .first dass 
e.xrept it's a wilde lot cheaper. (It's a roteJor 
TTlngazincs.j TIlC /:est thirg you can do is.file 
a complaint with the post offICe. We'U send 
you a repiLlCerrr'Tlt copy. 

On Goocmment Raids 
Dear 2600: 

Regard ing your reeent attempts to 
publicize the government raids of com-
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our readers 
puter bulletin boards:  This is a partic­
ularly silly-looking situatio n from my 
perspective. I work in the telecommuni­
cations industry, for a voice response 
service bureau partially owned 'by MCI. 
We deal with tariffs and communica­
tion law all the time. Would the estab­
l ished telecommunications indus try 
ever s tand for being held i csponsible 
for illegal activities conducted in phone 
calls being carried over their networks? 
Never.  I t ' s  s tup id . The I nternet and 
UUCP are as much corrunon carriers as 
AT&T and Sprint - why should they 
be treated diffcrently? 

But you know all this .  I need not 
pontificate now; I ' ll save it for my legis ­
lators . Anyway, if you know of any leg­
i slation in p rogress that pertains to 
t h i s  fre e d o m  of i n fo r m a t i o n  to p i c ,  
please let m e  know. 

STM 
Dear 2600: 

Just scnt you a paper copy of a fascinat­
ing book from thc US NTIA/GPO/tciemm 
office called Emergency Medical Services 
Communications Syst£>Tll Technical Hanning 
Guide. 

Slightly dated, but IIXlst of the info is still 
tn use as described (main diifcrcoc'C is that 
some mXl.uencics have oc'Cn chmli,,<:d and 
there's now some true digital conununica­
tions). 

Anyway, thc reason for sending you the 
book, aside frum gencral tnfo, is that there is 
an extensive ciL'lCUSsion of how 9 1 1  systems 
operate. Seems that if you can get a book 
like this for $ 1 5  (out of poot now, but I have 
numerous copies) , it seems a bit ludicrous to 
claim the "9 1 1 document" is worth tens of 
thousands. 

DB 
It was because oj the efforts oj people 

such as yourselves that the case against 
Nedoif and Phrcuk was ecenlually droppx1. 
Yet another example oj how knowledge 
shared is a gcxxi thing. TIlllnks Jor the sup­

port 

For the Remrd 
Dear 2600: 

I t 's ANAC (Automatic Number 
Annou nCement) . not ANI (Au tomatic 
Number Identificationl! 

The Acronym King 

Questions 
Dear 2600: 

Sure it's true that red boxing is safe, but 
surely someone has been caught. If you 
have any news on haw red boxing is tn�ti­
gated, I'm sure it would be very tnteresting 
reading. 

I\Iso, rm tn a situation that I bet a lot of 
o:her subscnbcrs are tn too. I have a partial 
year of 2600 and would like to purchase 
back issues . However, I just can't bring 
myself to pay $25 for what would only be a 
half year of new tnfOITIk'ltion. Anything I can 
do? 

Simpson 
If you have a partial year oj 2600 Jor 

1988 10 the present, you can buy indivUual 
issues Jor $6. 25 each ($ 7. 50 overseas). 
Anythirg beJore that is cnly sdd by year. 

S[xakir-9 oj red OOxes, a roupIe oj readers 
proved us wrong in one oj our replies 10 letters 
in the last issue. 111etJ came up with plans 10 
change a Jilldio Shack touch tone dialer into a 
red bru1 We netx'T" said it was impossiHe; ta? 
simply LWrdered why anlJone t1XJI1id 00ther 
10 do this. We hcpe 10 smw our readers Ivw 
arrl why in the t£TY near Juture. 
Dear 2600: 

Pray tcll me, if you plea.se, which of your 
back issues would have the ringback num­
ber for my telephone number in the 404 
are'a codc? 

BM 
We looked. and either we missed i t  

or  we never gave it out. Ringback codes 
are generally too area specific to be 
g iven out here. Every exchange can be 
different. Hut the best way to Jind such 
codes, as weU as ANI (ANAe to perfec­
t ionists) ,  hidden exchanges, and other 

Jun things is to explore every poss ible 
exchange in your area code. Our A ugust 
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we welcome letters 
1 984 issue has a worksheet you can 
use to accomplish this . 

At press time, a brand TlCW 800 ANI 

dernonstratbn [vas stU! woridng. By calling 
8()(}666-6258, you can actu(llly haL\? your 
T1LI1TlhoT new bock to you (ins tflntl y .if you hit 
a touch tone when it picks up). Yes, &XJ m11n­
IxTs can tell who's calling them; we'!.>? 1x'eT1 
telling you thnlJor sorre tinO? Now you can 
see itJor yourself. But there are also uuys to 
d£:feat the system Q1e l., by a...Jd.rg the qu-­
alor to complete your call to the &XJ numlrr. 
ANI gets the area axle rght. but replaX's the 
pflOrW? mun1xr with all S's. Sml£' peq>le hm.x= 
TP[XJf'ted getting all O'sJmm remote locatbns. 
We want to hear whm other e:qx'riments 
yield. We hope Otis senke stalJs arourrl Jor 
awhile, as u.'s invaluable in Jinding out 
cocar numbers, extender and cw:erter ru11T1-
1xTs, PBX outdicU.s, etc. 
Dear 2600: 

Do you know the addresses of ,lilY of the 
following magaZi!lcs? I've been looking for 
them (along with 26O(Js which I found by 
ncddent in an issue of the Village Voicd for 
some time now. Trl(Y arc: l?eality /1ockers, 
New Uealit ies,  W. O. R M. ,  Cy berp u nk 
InterruJ1bruH. Mondo 2000, Street Magnzine 
(published in fuston). 

JI 
Iceland 

W:O.RM. l., no longer pilJL<Jci l Ieuurr, its 
editor is UXlrking on a new puhlication w/lien 
shaM be ad in the near fidure. We'U keep yeu 
JXls/.cd. Hcolity l lackcrs L, the eM nrlffi? fr Mondo 
2000. 1h?ir address is m Box 1 0  1 7  }, 13erkL'u�J, 
CA 94709. Street Magazine L, at m EJax 44 1 019, 
SomerUlIe, MA 02144. A,Jrr the others, ux'U I1aJx 
to ask O{lr readers fr f.elp. 
Dear 2600: 

I am vel)' interested in telephone sUlVlCil­
lance and counter-sulVeill,mce as well as 
cellular phones. If you have any b.'1Ck issues 
on these topies I 'M)uld like to buy them. 

Also, I recently dialcd a eN/ A opcmtor 
and she asked me for my II) number, which 
I obviously didn't have. What do I do? 

Jeff 
We're looking Jor a Jew good articles 

on topping in the nineties. We haven't 
reol /y covered surve il l=e in itself. As 

far as "logging in" to t he CN/A operator, 
we s uggest you Jlnd out one bU. of infor­
mation at a time: JOr71lot, what kind qI 
componies have codes, etc.  It 's called 
"people hacking " and you don ' t  even 
need a computer. 
Dear 2600: 

I j u s t  p ic k e d  up a c o p y  o f  t h e  
A u t u m n  1 9 8 9  i s s u e  o f  2 6 0 0  i n  a 
sec luded books tore i n  The R u s s i a n  
River area of  Cal i fornia.  I t  contains a 
l ist of carrier aeeess codes but when I 
dial the code followed by 700-555-4 1 4 1  
I get the message " I t  is not necessary to 
dial ' I '  with this number" and then a 
busy signal . What am I doing wronl,,"? 

Also,  how can I ge t more info rma­
t i o n ab o u t  u s i n g  my c o m p u te r  to 
access  O O S  systems wi thou t paying 
exorbi t,mt long distance charges ( I  cur­
rently use AT&T and pay them $200-
$ 3 0 0  p e r  mon th to  c a l l a bo ard i n  
Youngstown, Ohio . )  

Do you sti l l  have a B BS service and 
e o u l d  y o u  e x p l a i n  t h e  d i ffe r e n c e  
between b lue boxing and red boxing? 

Guerneville . CA 
It sounds like you might  be in a non­

Dell area. Independent locol companies 
(such as GTE/ConteV somet imes don' t 
hove equal access mul provide horrible 
service. You ' re probobly confus ing the 
hell our oj your s w itch by dio1 ing  some­
thing it 's never heard oj before. lIenee 
the weird recording. 

I::e BBS servh>: You might want to check 
out PC Pursuit, tJ"k? sen"',£, nm by Sprint thnl 
allows you 30 Ivurs of conrni tin"k? (alrrostl 
anyu;hcre in t1lC rountnj for $30 a month 
You shoWd make sure tim you can conrcct 
to Telenetfor tre price oj a lccal mll and thnl 
the boards you cal! are reachable on PC 
Pursuit Call 8()(} 1EIENET and ask all the 
questms you want. 

We don't hm:e nruj BI3S's nor can we rec-
0ITI1Tll?7'ri nruj as et�JOf"k? seems to be in a 
s ta te oj paranoia. We can' t emphasize 
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of all sorts 
enough the irnportwlCe of us ing bulle tin 
boards to a:>rrlI7ll..lTti:::ale freely, openly, and 
wvnynnusly (wlrn necesswy). if you have 
the capabuity cf running a lxwrl, t= highly 
recommerd it. 

Flnally, tiue 00xing hardly toorlcs at all in 
the U.S. It involves seizing long dis lwu:e 
trunks with a 2600 herlz tone and Urn rout­
ing calls forfree using MF tones. A tiue /xu: 
basically gQU' !PU tre paver cf an cpem1or. 
What a ral /xu:  docs is [layfUE beLps which 
te/l l1flS(phisticated ddJaslOOr� IJe/J-qx'TUi­
ed paypf"UlCS that you've dropfX-"'(:i in a quar­
ter. 71us still UXJlks all 0U?r the coun1Jy. 

Protection From 

Eavesdroppers 
Dear 2600: 

The artiele in  the Spring 1 990 issue 
on marine te lephone  eave s d r o p p i n g  
brought back memories of  some 1 0-20 
years ago when I worked as a part time 
marine e lec t  ro nics tech .  At that t ime 
most p l easure boat radios operated in 
' the 2 - 3  ml!z AM band . VI! F and SSI3 
were just begi n ning during this t ime.  
The coast rad io telephone stations  at 
that time (and most l ikely sti l l )  consist­
ed of three parts,  al l  connected by wire­
l ine or  microwave l inks.  

F i rs t ,  there were seve ral rece iver 
sites scat tered around the service area. 

Next. there was one powerful  trans ­
mitter loca lcd at a central site. 

La s t ,  t h e r e  was a c o n t r o l p o i n t  
where the operator(s) sat. 

Whichever receiver was gett ing t h e  
strongest  signal for the moment locked 
out the others and was heard by the 
operator. The operator could read out  
the s ignal  s t re n g t h s  o f  the va r iou s 
receivers, and they u s u a l ly didn ' t  mind 
going down the whole l i s t  i f  you cal led 
the m as " radio repair" d u ri n g  a s low 
period . This also to ld you the locatio n s  
o f  the  re c e i ve rs , bec a u s e s h e  ( m a l e  
ope ra to rs were l'ery r a re t h e n )  would 
g i v e  t h e  l o c a t i o n  a n d  t h e  S i g n a l  
s t rength for each o n e .  Ano t he r  co n t ro l  

s h e  had was a " cove r tone"  switch .  
W h e n  o n ,  the  s h o r e  t r a n s m i t t e r ,  
instead of  rebroadcasting the ship sta­
tio n ,  wou l d  j u s t  go beeeeeeep pause 
beeeeeeep pause . . .  when eve r you (on 
the b o a t )  h a d  y o u r  mike b u t t o n  
p ressed . (Ship t o  shore telephone ser­
v i c e  is h a l f  d u p l e x  I n s t e a d  o f  fu l l  
duplex as  is landline and  cel lular ser­
vice.  I!alf d uplex me,illS that only one 
side Gill talk at once. The boat station 
controls the direction that is active by 
pressing and releaSing the mike but­
ton.  The person  on the boat can Inter­
rupt  the person on  land , but not vice 
versa. ) I made i t  a point for myself  and 
to my c u s t o mers  to a lways a s k  the 
opera to r  to " s to p  repeat ing me" ( i . e . , 
turn on the cover tone) when I gave a 
cred it card number or any such infor­
matio n  I didn't want broadcast over the 
e n t i re N YC - N N J - LJ area .  W i t h  rare 
exce p tions ,  they d id so withou t  com­
plaint .  I would suggest that  this is still 
a good idea. 

Caution: l1lis won't make you mmplctely 
inmlUne to eavesdropping. but it will greatly 
reduce the likelihood . An eavesdropper 
would have to hear the relativdy m: ,ak  sigrk'll 
from the boat instmd of the much s tml1!,'L'T 
shore station sign.al. 

RG 
We ' re told tha t  as a re s u l t  oj o u r  

article in the l a s t  issue, the enUre pol icy 
of g i v ing c a l l ing cards o u t  o v e r  the 
marine band has been s topped. Some 
people are angry with us because this 
auenue of Jree calling has been t urned 
oJ[ to them. But  counter that  with the 

fact  that certain companies had to Jall 
over themselues chang ing a non- exis ­
t e n t  secur i ty  pol icy before t he w hole 
world Jound out  about it .  Pl us the Jact 
that  yet again we ' ve proven how cus ­
tomer security really isn ' t  a l l  tha t  high 
on t he ir prtority l is t. It would have had 
to ha ve been cha nfjed at SaTHe po int. 
Clrl !J W CltJ .  Be l ler  [ h a t  i t  go o u t  w i t h  a 
banq thcl Tl a fL'"le. 
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2600 Compromising 

Ideals ? 
Dear 2600: 

T h r o u g h  t h e  y e a r s , 2 6 0 0  h a s  
received from i ts readers much praise 
for its efforts to make avai lable a cer­
tai n  amount of information to the com­
puter/ teleco mmunicatio n s  hobbyist  
that can be found nowhere clse . But I 
th ink that 2600's ac tions of late are 
noth i ng less  than reprehensible and 
are detri mental to  the very same com­
munity i t  tries so hard to defend . It is 
my hope that you wil l  p rint this lettcr 
in  fu l l ,  as lengthy as i t  may be, to allow 
the members of  the hacker community 
outside of the New York Ci ty area to 
unders tand the recent tu rn of events 
you have al luded to on pages 38-39 of 
the Spring 1 990 issue. 

"We do not bclieve in  cover-ups. By 
not  pri n ting that b i t  of ugl iness ,  we 
wo u l d  have b e e n  d o i n g j u s t  that . "  -
2600 Magazine, Autumn 1 9 8 8 ,  page 
4 6 .  

This b rings m e  to the  main thrust  of 
my let ter: Lately, in  the New York City 
area, hackers have been receiving qu ite  
a b i t  o f  media attentio n ,  p robably more 
than ever be fore .  Th is has ranged from 
n ews p a p e r  and m agaz i ne art ic les  t o  
local N BC news coverage o f  the UAPC 
hacking ordeal .  In each instance,  26C!0 
Magazine has been prominently men 
t io ned , and you r e d i to r  has appeareQ 
in b o t h  t e l ev ised and p r i n ted i n ter ­
vieV!s. Due to these appearances ,  i t  is  
beco m i ng read i ly a p p arent to the soci­
e ty o u t s i d e  of  our " su b c u l t u r e "  that 
2600 Magazine is  a " s p o kesperso n"  for 
the hacker co mmu n i ty .  

I have no th i ng against  that. I n  fact, 
the hacker community needs a u n i fy­
ing force o r  eve n a tan gible ho me base 
where hackers o f  d i ffe re n t  background s 
and co m p u ters can i n te rface. The pres ­
ence o f  2600 i t s e l f, as a public voice for 
hackers , may also p rove to be a medi-

why not send 
urn through which we can help expose 
inequities in the system itself, in  this 
world of  Secret Service confiscations 
and arrests, biased trials ,  and unjust 
sentences.  

What I am protesting, however, is 
the image 2600 Magazine is projecting 
of the 'American Hacker" to the outside 
world.  Since its beginning, 2600 has 
coveted its beloved d isclaimer of how 
the hacker is born out of the desire for 
intellec tual stimulation ,  which can be 
satiated via the use of a computer and 
the exploration of it and others with it. 
2600 feels this is how the world should 
view u s .  I quote fro m  S p ring  1 98 8 ,  
page 8: • . . . hacking involves so much 
more than electronic band i ts .  I t' s  a 
symbol  of our  t imes and o n e  o f  the 
hopes of  the future . "  This may be a 
rosy-eyed ,  naive view, but it is ,  howev­
er, accurate. 

But lately, 2600 Magazine has drift­
ed from this ideology, and the hacker is 
gaining a reputation as a criminal with 
destruct ive intcnt ,  as the edi tors and 
writers  o f  this magaz ine  are gett ing 
caught up  in the sensational ism of i t  
a l l .  The pictures of  scveral members of  
the c losc -kn i t  group o f  friends ( I  wil l  
call  the ' 2600 Gang") appeared on the 
front cover of the Village Voice the week 
of Ju ly 24,  1 990, and Eric Corley him­
s e l f  h a s  a p p eared on b o t h  an N BC 
prime- time te\cvision newscast  and in 
the cover story of Newsday Magazine, 
J � ly 8 ,  1 9 9 0 ,  page 1 2 .  This  s i mply 
r. u p p o r t s  my argu m e n t  t h a t  2 6 0 0  
Magazine is compromiS ing the security 
o f  its subscribers, as wel 1  as that of fel ­
low mcmbers of  the hacking communi­
ty, to gain a spot in the l imelight. 

Perhaps i t  i s  2600"s  belief that soci­
e ty s h o u l d  be m a d e  aware o f  o u r  
" hab i ts " ,  t o  " s how how t h e  mach ine 
real ly works" . Does th is  i nc lude  the 
p u b l i c  a n n o u n c e m e n t  of the " Flare 
Gun Assaults"  that 2600 Magazine has 
c o n d u c ted against several teleo instal -
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that letter today? 
latio n s ?  O r  d o c s  i t  i n c l u d e  t e l evised 
ad m i s s i o n s  t h a t  the 2600 s t a ff has 
penetrated the New York City Board of 
Education's co mpu ter system? Docs it  
a l s o  i n c l u d e  c o n c e s s i o n s  that c l o s e  
affiliates o f  2600 Magazine are repro ­
gramming ESS switches? 

Do you realize the repercussions of your 
bragging and arrogance? 2600 Magazine is 
the only plaL'e where such material can or 
should be d iscu ssed , where it wil l  gain 
worldwide acceptance. 1be out'lide world will 
conderrm 2600 Magazine lOr its actions and 
all hackers alOllg 1,\,ith it lf the "spokesper· 
son" of the hacl«.T community itself is tied to 
such activities, then hackers will be depicted 
to the world as perpetrators of crimes fur 
worse than those mentioned above and will 
be considered detrimental and a threat to 
society as a whole. 

Your magazine speaks of ignorance 
of "the sys tem" and the resultant fear 
of it. I n  fact ,  2 600 Magazine was c reat­
ed in an effort to e nlighten people and 
d i s p e l  t h i s  fea r .  B u t  of l a t e ,  2 6 0 0 ' s  
activities and thcir glOri fication b y  the 
media, are generating a fear of hackers 
themselve s ,  which is already develop­
ing into a hatred.  In the public 's  eye , 
the hacker has degenerated fro m the 
fo rgo t te n  W a r  G a me s  c h a ra c t e r ,  a n  
i nquisitive and s marte r - t h a n - avcrage 
teenager with a gift for compu ters ,  to a 
malicious cyberpunk that is a. threat to 
society and c a n n o t  be t ru s tcd in i t .  
This compu ter whiz kid that was once 
greatly desircd in the work force for his 
k n o w l e d g e  a n d  i n g e n u i ty is n o w  
ban ned from employment in t h e  com­
puter scie nce field as a secu rity thrcat, 
and is being vicwcd as a criminal and 
the keyhoard his wcapon. 

I am not clai ming i n n oc e n c e .  Far 
from it .  No " truc" hackcr can. But ccr­
tain ly you r  recent activities and efforts 
to gain somc fame are sacrificing every­
thing for us, sincc you are being viewed 
as the repre sentative of o u r  e n ti re com­
m u n i ty .  W h e n  2 6 0 0  Mag a z ine w a s  

founded i n  1 9 84 ,  I d o n ' t  t h i n k  t h i s  was 
what you set ou t to achieve. 

The reecnt t rend o f  evcnts at you r  
monthly meetings is further evidence o f  
t h i s .  T h e  mee tings have d e terio rated 
fro m a n  i n fo rm a t ive a s s e m b lage o f  
h a c k e r s  t o  a c h a o t i c  t h ro n g  o f  
teenagers who are being viewed by the 
med ia and au t h o rit ies as a menac e .  
Within t h i s  mob is hidd cn t h e  " 2600 
Gang" , a vcry elitist group of close-knit 
friends who associate with E ric Corley 
and refu s e  to s hare i n fo rmation o r  
communicate with anyone outside o f  it. 
Th i s  is j u s t  a n o t h e r  exa m p l e  of the 
hy p o c r i s y  of t h i s  magaz i n e  a n d  i t s  
s taff, w h i c h  h a s  t h u s  far claimed t o  
encourage t h e  free exch an ge of  infor­
laa tion to promote awarcness.  

I n  l ight o f  this , I u rge the staff o f  
2600 Magazine t o  re-evaluate its ideals 
and ac tions and to come to grips with 
the responsibility it has to take on if it 
wishes to deal with the med ia in any 
way. At this time, i t  might be best to 
discon tinue all media contact and relo ­
cate the 2600 meeting p lace to a more 
discrcc t locatio n .  If anyone wishes to 
t a k e  o n  t h e  m e d i a  i n d ivid u a l l y ,  h e  
should n o t  imp licate 2600 Magazine, 
as it  will simply associate the magazine 
with il l icit  ac tivi ties, which wil l  result  
i n  iurther arrests ,  confiscations,  and 
eventually,  the closing d own of 2600 
Magazine as wcll as the compro mise of 
i t s  s u b s c ri b e r s '  l i s t  i n  a b i g  FB I 
coveru p a la TAP Magazine. I know that 
the maj ority of the " 2600 Gang" who 
are l e s s  mature than the ed itors will 
dismiss this lettcr as a sign o f  paranoia 
and fool ishncss,  but i t  is no t .  Thi s  is 
very serious.  

Disgusted Hacker 
It's interesting that you accuse us oj 

"reJus{ing} to share inJormation or com­

municate with anyone outside oj {our 
group}. ' Yet your solution is to "discon­
tinue aU media contact and relocate the 
2600 meeting place to a more discreet 
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2600 letters , po box 99 , 
l()co t io n " ,  which no d o u b t  wou l d  hw .'e 
l e s s  ·chao t ic tcennqcrs " .  Sound s  l ike 
(jou j u s t  wont nwre of a grip on the s itu­
a l iorL 

Our mee t ings ore chao t ic .  no q ues­
t ion there. We see them as a para l lel to  

wha t h ac king is a l l  a bo u t .  We t rade 
informa t ion, talk with l o t s  of peop le , 
nwke a bit (Jf noise, and nwve forward 

without any Jormal agenda. We 're care­
ful not to cause damage, but sametimes 
peop le get offended. I t ' s  not for every ­
one. 

In such a community, there can be 
no one un ifying voice that  spe aks for 
C(X'rl}one. And 2600 does not spea k Jor 
at! hackers . NplJCrthclcss the media has 
called upon us to participate in and help 
i n ve s t ig a t e  p a rt ic u l a r  hacker s torie s .  
Th i s  h a s  re s u l ted i n ,  d e sp i t e  y o u r  
claims, some of the best hacker press in 
years.  We fa i l  to see ho w t h i s  could 
compromi.se t he security (Jf our readers 
or of a n y  body e l s e  Jo r t h a t  m a t t e r, 
Uecent art icles in The New York Times, 
The Vil l age Vo ice , and I Ia rpers have 
s hown hackers in a more realis t ic l ight 
(the Voice p iece in particular being one 
of t he be s t  a r t ic l e s  e v e r  to h a v e  
appeared on hacking). A NatiorwI Pu blic 

Uadio program in A ugus t  pitted hackers 
a g a i n s t A r iz o n a  p r o s e c u t o r  G a i l  
Thackeray in a l i ve l y  debate. Even tele­

vis ion is s t art ing to show po tent iaL but 
that 's  go ing to take some doing. Sure,  
t here ' s  s t il l  a lot of mudslinging going 
o n .  B u t  mos t of t h is is the re s u l t  of 
even t s ,  s uc h  a s  the mass ive raLds by 
t h e a u t ho r i t ie s  o v e r  t h e  p a s t  fe w 
months . Were it notfor the better s tories 
t ha t  could not have been writ ten w it h­
o u t  our participation, the American pub­
lic would have gotten onl y  one s 0e. Is 
thL� wha !  you want? 

Yo u refe r  to  a n o t h e r  art icle t h a t 

a c c u s e s  h a c k e r s  of rep rog ramm i ng 
s witches and shoot ing .fla re guns.  But  
you 're the only one w ho says 2600 L� in 
C Ul l} way connected wit h  these alleged 

i nc id e n t s .  Wh lj ? Yo u ' re a ls o t he onl y 
o n e  w h o  s a y s 2 6 0 0  b ro k e i n t o  t he 
UA l'C s y s t e m  ( G r a d e  "A " lIa c k i ng , 
Aullm m  1 989 L<;s ue) . It was very clear 
in every account we saw that the UAPC 
informat ion was g iven to u s  and that 
we tu rned i t  over to the med ia. S ince 
you 're obViously capable of gett ing our 
q uotes from past issues of 2600 right, 

why can't you get the bas ic facts right 
on s uch important s tories? It reminds us 
of a recent case where a hacker from 
Ne w York was rep orted to have had 
access to telephone s witches. The New 
York Pos t  took t h a t  to mean t h a t  he 
opened manhole covers in the s treet to 
acc e s s  t he phone l ines - and that 's  
what they printed. Needless to say,  we 
had nothing to do wit h  THAT s tory. 

We're not saying that your concerns 
are not valLd. The image of the hacker i.s 
cons t antly be ing tarnis hed by people 
w ho e i t he r  don ' t  u nders tand o r  w ho 
unnl to see hocker's cast in a bad light But 
your Jacts just don't hold up, Our public 
starcL� hw:e had an effect. Jownalists 111U$t 
prove their integrity before u:e gi.ve them a 
good ston/. And when a good story comes 
out, t� Q1X'TU!]C reader hG." the charce to see 
hackers as we see ourselves.  With that 
COfT¥:'S tJ¥:' hope that they will understond. 

An Unusual Request 
Dear 2600: 

I would l ike to ask you r readers to 
h e l p  me make a p l a n e  c r a s h .  
S p e c i f i ca l ly ,  I need  t o  know how a 
multi -mill ionaire media magnate could 
wi l l fu l ly cau se a je tl iner  to crash on 
approach to a major New York airport 
via compu ter dial- Up. 

My namc is Rick Saiffcr, and that's 
part of the story for a screenplay I 'm 
writing. I entreat 2600 readers to help 
make i t  realistic ,  creative, and especial­
ly devious.  (In case you're wondering, 
the hcro of  this movie is a hacker who 
will eventually d iscover that the mil­
l ionaire caused the cras h ,  via s loppy 
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middle island, ny 1 1 953  
hacking mistakes he made while engi­
neering this crash!) I want the crash to 
be big: two 747's colliding in mid-flight 
over the Grand Central Parkway at 
rush hour would be delightful. 

I imagine that this hacking would 
take place p re-flight, but I'm open to 
suggestions. Remember, our villain has 
unlimited money and power, so have 
fun: money Is no object! 

Please send responses to: Plane Crash, 
c/o 2600, P.O. Box 99, Middle Island, NY 
1 1953. Include sorre imn of return address 
if you wish; I would like to contact the best 
respondents directly. 

Free Phone Calls 
Dear 2600: 

In the past you have printed letters 
telling tales of woe about flawed college 
telephone systems. I recently discov­
ered an interesting flaw in the tele­
phone system at  my u nive rsity. All 
students living in the dorms must dial 
"S" first to dial out on local and long 
distance calls. However, if one merely 
dials "7" instead of "S" before any long 
distante call. the call doesn't show up 
on your bill. Now those are the kind of 
flaws that I like. 

Mr. Upsetter 
They're also the kind that, don't last 

very long. 
Dear 2600: 

I learned of a trick that might be of 
interest to you .  To get someone else to 
pay for your long distance calls when 
you're in a payphone, grab the phone 
book. Dial 0 and the number you want 
to reach. Then tell the operator, when 
she comes on, that you want to bill this 
call to ano ther phone. When they ask if 
someone is home to verify it, say, "J 
think so. "  For selection of the number, 
there are several methods to use. 

(a) The n 'u mber of someone you 
know (and presumably hate) , using the 
name of o ne of their loved ones who 
might ask them to take the charge. 

(b) A number at rando m  from the 
phone book, using the name of the per­
son who is listed for the number. 

(c) A number at random from the 
phone book, using a bland name like 
Joe, John, Frank, Bill, Sam, et cetera. 
(This works more effectively on phones 
designated " C hildren's  Phone" and 
phones In rich neighborhoods.) 

(d) A person's office. After hours, 
many people have answering services 
covering their calls ,  and every once in a. 
while they might accept charges If you 
u s e  t h e  name o f  the p e r s o n  who 
employs the service. 

Warning: ' Be prepared to hang up, 
especially on (b) and (c) . The odds of 
actually succeeding are low, but not as 
low as you might think. (The person 
who told me this trick pulled it off the 
first time he tried It, and has done it 
twice since. Most of the time, nobody's 
home.) Also, if you're doing this from a 
payphone, it's practically Impossible to 
get yourself caught unless you're try­
ing. 

There is the difficulty of ru nning 
Into the same operator twice or thrice, 
but this can be avoided by having two 
or three people running shifts calling 
four or five times In a row and then 
passing it along to the next person. It's 
easier fo r the caller to recognize the 
operator's voice than vice versa, espe ­
Cially since they speak first, b u t  b e  pre­
pared to pass the phone to another 
person qUickly. 

( I n  c a s e  y o u ' re w o n d e r i n g ,  my 
friend Is a b o red dorm student who 
gets d e s p e rate to talk to his girl ­
fri e n d  who l ives several h u nd red 
miles away . )  

Birmingham 
We'U be h:Jnest. Your methx1s are as old 

as the hills. Apartfrom that, simply billing 
calls to ardher person ra:Jly dcesn't have aU 
that rTII£h to do with hIxking. But cvntinuing 
to f-gUTe out ways around the system does. 
We tvpe you. kruv the dfffererre. 
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(continued from page 13) 

ers are not innocent. Yes , they may well  
be i n nocent  of compute r  v a nd a l is m ,  
forgery,  etc. ( the only cons istent truth 
about newspapers is that they couldn't get 
facts straight to save their l ives) but they 
have still entered a system and looked at a 
private document (assuming I understood 
your article correctly - apologies if I 'm 
wrong) .  People should have a right to pri­
vacy ,  whether those peop le are ordinary 
t1sers , hackers , or large companies, and it 
should not be abused by either hackers or 
the authorities. Cons ider the non-com­
puter analogy: if someone broke into my 
house and s t a r ted  go ing through my 
things , I would be severely unhappy with 
them - and I would not appreciate a sug­
gestion that they had a right to do so 
because they happened to have a key that 
fit my door ! "  

*** 

" Wh a t  does the e n t i re 9 1 1 jS teve  
J ackson Games escapade tell u s ?  Well, it's 
not a l l  tha t new tha t  the government 
( l ike most such things ) requires careful 
watching, and I 'm not too happy about 
how the last I 'd heard, an agent had told 
SJ Games they wouldn't get a l l  of the ir 
hardware back, even though no charges 
had been fi led . ( Can you say lega l ized 
thievery boys and girls ? I knew you could . )  

But  the main thing that moves me to 
write this miss ive is the indication from 
the published article that the authors , and 
thus quite l ikely also the parry respons ible 
for copying that document and circulating 
it  still do not quite understand what the 
individual respons ible did. Accordingly, 
and in the hopes that  if this circulates 
widely enough he or she will see it ,  the 
following message: 

OK - a l l  you d id  was  get  into Be l l  
South's computer system ( mostly proving 

NEGATIVE 
that the ir security sucks rocks )  to prove 
what a hotshot hacker you were ,  the n 
made a copy of something harmless to 
prove it. Sheer innocence; nothing to get 
upset about , right? 

Bu l lsh i t ,  my fr iend.  Want to know 
what you d id wrong ? We l l ,  for starters , 
you scared the U . S .  gov e r nment and  
pointed i t  in the direction of  computer 
hobbyists. There are enough control freaks 
in the government casting wary eyes on 
free enterprises like BBS systems without 
you having to give them ammunition like 
that .  Bad move , fr iend , bad move. You 
see , the fact that you didn't damage any­
thing, and only took a file that would do 
no harm to Bell South or the 9 1 1  system if 
it were  spread a l l  over  the cou ntry is 
beside the point. What rea lly counts is 
what you could have done. You know that 
you only took one file;  Bel l  South only 
knows tha t  one fi le from the ir  system 
turned up al l  over the p lace. What else 
might have been taken from the same sys­
tem ,  wi thout the ir happening to see i t ?  
You know that you didn't damage the ir 
system (you think that you didn't damage 
the ir system) ; all Bel l  South knows is that 
somebody got into the system to swipe 
that  file , and could have done any number 
,)f much nastier things. Result - the entire 
computer you took that file from and its 
contents are compromised ,  and possibly 
anything else that was connected with that 
computer (we know it can be dialed into from 
another computer - that's how you got on, after 
all ! )  is also compromised. And all of it has now 
got ·0 be checked. Even if it's just a batch of text 
files never used on the 91 1 system itself, they all 
have to be investigated for modifications or 
deletions. Heck - just bringing it down and 
reloading from backup from before you got in (if  
they k110W when you got in) even if no new 
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FE E D BACK 
things were added since would take a lot of 
time. If this is the sort of thing that $79,449 
referred to I think they were underestimating. 

You ca;t somebody a lot of time/mcney; you 
almost cost Steve Jackson Games their exis­
tence; you got several folks arrested for receiving 
stolen gocds (in essence); you endangered a lot 
of hliletin !xJards and mayte even BBS nets in 
general. Please find some other way to prove 
how great you are, OKr' 

In otkr words, ignorance � Wss! Don't show 
rk IIDI'id how fragile and wlneraHe all of this infor­
marion � and somehow everything u-iJl u.ork out in 
rk eru1? We ha� a lot of l7oub1e with that outlrok. 
Incompetence .and poor design are things that sfouId 
Ix sought and�, no: proreaed. 

*** 

"I've just read the rather long article describ­
ing the investigations of BBS systems in the US. 
While the actions taken by the investigators 
sometimes seemed extreme, I would ask you to 
cpnsider the following simple analogy: 

'If you see the front door of someone's house 
standing open, do you £eel it's appropriate to go 
insider 

See, it's still a crime to te somewhere you're 
not supposed to te, whether damage is done or 
not. Wouldn't you be upset if you found a 
stranger lurking about your house? It's· a viola­
tion of privacy, pure and simple. 

As to the argument that people are doing 
corporations a 'service' by finding security loop­
holes, rubbish. Again, would you appreciate a 
person who attempts to Ixeak into your house, 
checking to see if you've locked your windows, 
etc. ? I think not. 

The whole issue is very easily summarized: 
it's not your property, so don't go near it." 

*** 

" I  have not sent along my phone numter 
since there are a few people out there who 
would try to retaliate against my computer for 
what I am going to say. 

I have not read such unmitigated BS since 
the last promises ci Daniel Ortega. 

You oojecr to the 'ccming through my front 
door and rummaging through my drawers' anal­
ogy by mentirn.ing leaving the front door open. 
In the first place, by what right do you enter my 
house uninvited for any reason? That can be 
burglary, even if all you take is a used sanitary 
napkin. ( By the way, in Texas, burglary of a 
habitation (house) is a first degree fekny 5 to 99 
or life) .  Burglary is defined as the entry of a 
building with the intent to commit a felony or 
rkft. Entry ci or remaining rn. property or in a 
building of another without the effective con­
sent of the owner; is criminal trespass and can 
get you up to a year in the counry jail When 
you go into somern.e's property, even electroni­
cally, you are asking fcr and deserving ci punish­
ment if you get caught 

Is the nosy 1 4-year-old going to be any 
less dead if the householder sees him in 
the house at 3:00 am and puts both barrels 
of a 1 2  gauge shotgun through him? (Not 
know ing that the late 1 4-year -old was 
only there ' to learn' . )  As to storming into 
a suspect's house with guns etc . ,  what the 
he l l  are they supposed to do?  Take the 
chance that the individual is armed with 
an assault r ifle ? 

As to the Phrack case , I have read the 
ind ictments , and if the DOJ can prove its 
case , these individuals (one cal led by his 
own cou nse l ' a  20-yea r - o l d  nebbi sh ' )  
deserve what they get .  N e idorf had to 
know the material he published was pri­
vate property ,  and the co-defendant who 
cracked the Be ll South fi les, had to know 
he had no right to do so. The fact tha t 
much of the informat ion was p u bl ic ly  
available from other sources i s  both imma­
terial  and irre levant. Is it any less theft if 
you steal my encyclopedia  rather than my 
silverware ? 

(continued on page 39) 
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(continued/rom page 19) 
using NElLINK, type Q or QUIT to retum to 
PRIMOS. If you woukl like to see the other 
commands (yeah, there are more) that I am 
not covering in this article, then type HELP. 
You've got the basics down row, so go fid­
dle around with NETLIN K and see what 
other strange things you can do. 

Texts for Clearing Cause Codes 
detected by NElUNK 

o 0 DTE OrY,jinated 
1 0  Busy 
3 0 Invalid Focility Request 
5 0 Network Congestion 
9 0 Out Of Order 
1 1  0 k:t::ess Barred 
13 0 Not Obtainable 

"On these archaic 
revisions of PRI­
MOS you can enter 
C TRL - C  as the 
password of a valid 
account and auto­
matically bypass the 
front door password 
security_ " 
1 7  0 Remote Procedure Error 
1 9  0 Local Procedure Error 
2 1 0 Out Of Order 
25 0 Refusing Collect Call 
33 0 Incompatible Destination 
41 0 Fast Select Acceptance Not 

Subscribed 
57 0 Ship Absent 
1 28 0 DTE Originated (Non-standard 

HACKING 
Diagnostic) 

1 29 0 Busy (Private) 
1 3 1  0 Invalid Facility Request 

(Private) 
1 33  0 Network Congestion 

(Private!Routethrough) 
1 37 0  Out Of Ord� 

(PrivatelRoutethrough) 
1 39 0 Acl::x:Jss Barred (Private) 
1 41 0 Not Ol:Xainable (Private) 
1 45 0 Remote Procedure Error 

(Private) 
1 47 0  Local Procedure Error 

(Private!Routethrough) 
1 49 0 RPOA Out Of Order (Private) 
1 53  0 Refusing Collect Call 

(PrivatelPrimenet) 
1 61 0 Incompatible Destination 

(Private) 
1 69 0 Fast Select Acl::x:Jptance Not 

Subscribed (Private) 
1 85  0 Ship Absent (Private) 
1 93 0 Gateway-<letected Procedure 

Error 
1 95 0 Gateway Congestion 

Texts for Diagnostic Codes 
detected by NElUNK 

o 0 No additional information 
1 0 Invalid P(S) 
2 (l Invalid P(R) 
1 6  CJ Packet type invalid 
1 7  0 Packet type invalid - for state r1 
20 0 Packet type invalid � for state p 1 
21 0 Packet type invalid - for state p2 
22 0 Packet type invalid - for state p3 
23 0 Packet type invalid - for state p4 
24 0 Packet type invalid - for state p5 
26 0 Packet type invalid - for state p7 
27 0 Packet type invalid - for state d 1 
29 0 Packet type invalid - for state d3 
32 0 Packet not allowed 
33 0 Unidentifiable packet 
36 0 Packet on unassigned logical 
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A PRIME 
channel 

38 0 Packet too short 
39 0 Packet too long 
40 0 Invalid GFI 
41 0 Restart with nonzero in bits 1 -4, 

9-1 6 
42 0 Packet type not compatible with 

focility 
43 0 Unauthorized interrupt 

confinnation 
44 0 Unauthorized interrupt 
48 0 Timer expired 
49 0 Timer expired - for incoming call 
50 0 Timer expired - for clear 

indication 
51 0 Timer expired - for reset 

indication 
52 0 Timer expired - for restart 

indication 
64 0 Call setup or clearing problem 
65 0 Facility code not allowed 
66 0 Facility parameter not allowed 
67 0 Invalid called address 
68 0 I nvalid calling address 
69 0 Invalid facility length 
70 0 Incoming call barred 
71 0 No logical channel available 
72 0 Call collision 
73 0 Duplicate focility requested 
74 0 Nonzero address length 
75 0 Nonzero facility length 
76 0 Facility not provided 

when expected 
77 0 Invalid CCrTT-Spedied 

DTE facility 
1 1 2 0 International problem 
1 44  0 Timer expired 
1 45 0 Timer expired -

For interrupt confinnation 
1 60 0 DTE-Specific Signal 
1 63 0 DTE Resource constraint 
239 0 User segment deleted 
240 0 Time out on dear request 

241 0 Time out on reset request 
242 0 Time out on call request 
243 0 Routethrough down 
244 0 Routethrough -

not enough memory 
245 0 Routethrough - circuit timeout 
246 0 Routethrough - call 

request looping 
247 0 Routethrough protocol error 
248 0 Network server logged out 
249 0 Local procedure error Primenet. 

intemal 
250 0 Host down 
251 0 Il legal address 
252 0 No remote users 
253 0 System busy 
254 0 System not up 
255 0 Port not assigned 

Other Useful PRIMENET Utilities 
There are two other useful PRIMENET 

utilities, and these are MONITOR_NET and 
CONFIG_PRIMENET. in this section I will 
briefly detail these two utilities. 

CONFIG_NET is useful  for obtaining 
such information as intra-system links (disk 
partitions that are shared by systems on a 
PRIMENET ring), remote login passwords, 
and system NUA's. Just type: 
OK, confi!LPrimenet configfilenwne 

The "configfilename" is the name of the 
PRIMENET configuration file (located in the 
*>PRIMENET" directory from MFD O. You 
can really screw up a PRiMENET ring with 
this utility, so be careful. You dont want to 
ever save a modijied configuration. Always 
answer such a question with NO. The only 
command you will really ever need to use is 
the LIST command. When you type LIST it 
will ask you what you want to l ist. Just type 
ALL and it wil l  list all available information 
regarding the PRIMENET configu ration. 
CONFIG_PRIMENET has a HELP facility 
available, so use it. 
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r-..lON ITOR _NET is a useiu� ut i lity lor net­

work freal�s . n a.liows the complete monITor­
ing of the local PR'MENET ring network, all 
v i rt u a l  c i rc u it s . sy 'lch ro n o u s l i n e s  a r d  
LAN300 status . You cannot monITor type­
ahead buffers or anything, but you can leam 
qurte a bit abo!o"t the syster:lS on the ring. � 
wil l  al low you to d iscover wh ;ch 'lodes on 
the P R I M E N ET r i ;1 g/LAN300 do a h ig h 
amount of da,a transfer, user 10's on individ­
ual systems (aben no passwords), etc. 

U nfo rt u n ate ly ,  MON ITO R_N ET is an 
emulation.<Jependent ut i lity. rvl.ost Prime utili­
t ies suppor. the PT ser ies of e m u lat ion 
(Pr ime Te rm ina l ) , but most of you wi! !  not 
have acx:ess to a tenninal program thal sup­
ports IT. P rime was smart in one important 
regard, and that is that not all at their cus­
tomers will be using the PT emu lation , so 
they made MON rfOR_N ET able to under­
stand oth er  popular  emu lat ions,  such as 
V T 1 0 0 .  O e f a u l t 1 y ,  M O N I TO R_N E T  

assu mes you are using PT1 0C or a sim: la� 
mode of PT emulation. To te! l  � that you are 
using VT1 00, you must use the -TTP argu­
ment (terminal type) on the PRlr-..1OS com­
mand l ine .  To irNoke MON rfOR NET WITh 
VT1 00 emu lation, you would type this: 
OK monitoUle! -ttp vt100 

Upon i n vo k i n g  MON I TO R_N ET, t h e  
saeen wil i  clear and you w i l !  be presented 
wrth a menu of options . r-..1ONITOR_NET is 
real ly easy to use Oust m�e sure you eirter 
al l  the com mands in UPPER case), sc just 
play around with IT .  

Miscellaneous Bits 
The Physical System Console 

The physical system console of a Pr ime 

com�uter has added power CNer any other 
Ioca! or remote terminal .  � is only from this 
on e specif ic  co nso le  that s eve ra l potent 

ope rator co m m ands can be i ssued and 
invoked successfu l ly. 

A few of these cor:sole-specific com­
mands will be boring to arry hacker not into 
systern programm ing on a Pr ime . Some 
commands, however, will be rather useful. 
AboL� the most use:ul console command is 
the "RESUS -ENABLE" command. As you 
:-:1igh� recal! from Par! ""'(wo, RESUS is the 
REmote Syslem USer taa:ity. That is to say, 
w h e n  R E S U S  i s  e n ab l ed and you a re 
logged into an administrator account, you 
wil l  actual ly be a virtual  system console. 
This w; l i  allow ail conso:e commands to be 
able to be used from any local or remote 
te'minai .  The -ENABLE argument s imply 
�e!:s priMOS that you want to tum RESUS 
on. 

Another uselul ronsole command is the 
user logoff command. W.1h th is you will be 
able to logoff use's other than yourseff. This 
is not advised. 

A lso usefu l are the log management 
com mands. These wil l  a lb'll you to m�e 

yo '.c r pres e rJoe on the  syst e m v i rtua l ly 
u nknown . S im ply ed it al i  logs , both PRI­
MOS and N ETWORK related, and kill a l l 
re�erences to yourseff. There is m uch that 
you can do. For a Iv!! list at operator com­
mands you wil l  have to invoke the onl ine 
H E LP fac i l ity by typing , you g uessed it , 
HE:_,O. W�r00� an argume'lt, it should list all 

the P R I MOS com m ar: d s . J u st pick out 
those that say "Operator Command" beside 
them. 

I'm net really going to continue with this 
topic as you will have a hard t ime getting 
console capability U'lless you are on-SITe or 
the lools have RESUS enabled and you are 
using a SYS 1 pr iv' ed account. You don't 
need the logg ing commands to edIT the logs 
(just the SYS 1 privs). Lastly, there are ways 
of getting co nsole that I wil i  not d iscuss. I 
just want you �o know thal there are addi­
t i a n a :  m e� h od s ava i lab le  and that you 
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OF PRIMOS 
should work at find ing them. It's the best 
way to really learn (besides, it's too sensitive 
to release to the general hacker communi-

ty). 

"One need not be 
malicious to learn. " 

Hacking Older (Outdated) 
Revisions of PRIMOS 

I hadn't planned on covering any pre-
1 9.x.x revisions of PRIMOS, but I thought 
some of you avid network hackers might be 
interested to know the very basics about 
these insecure revisions. 

Revisions 1 8.x.x, 1 7.x.x, and earlier will 
actually tell you whether or not a g iven user 
ID is valid before asking you for a password. 
This makes it a rather trivial task of deter­
m in ing  whethe r  or not a g iven account 
exists. In my experiences, early revisions of 
PRIMOS wi l l  be found on ly on obscu re 
nets, l ike those in B raz i l  and Japan. On 
these archaic revisions of PRIMOS you can 
enter CTRL -C as the password of a valid 
account and automatically bypass the front 
door password security. Very nice. You can 
barely find these ancient revisions anymore. 

These older revisions are not at all l ike 
the current revisions of PRIMOS. I suggest 
read ing the "Hacking PR IMOS" article by 
Nanuk of the North � you plan on penetrat­
ing these revisions, as h is file was written in 
the days when 1 8.x.x was common. 

Not really much more that I can say, as 
you' l l  probably never come across these 
revisions and even � you do, the command 
structu re they use is e n o u g h  to cause 
severe gastro- intest inal d isorders. 

Simpl ified Means of Attach ing to Sub-

UFO's 
Sub-directories are great, but when you 

start going d eeper than two levels on a 
Prime it starts getting to be a pain. Full path­
names get to be depressing when you are 
six or seven levels deep. Enter the UP and 
DOWN external commands. Recall that I 
mentioned these commands earlier in the 
series. These externals are found on most 
Primes, but there are a few that do not have 
them available. 

Note: I did not write these utilities. Many 
versions exist on different systems. I have 
yet to see copy r ight  not ices ,  so I wi l l  
assume that they are either examples from 
the  C P L  Refere nce M a n u a l  or pub l ic 
domain. 

DOWN.CPL SOURCE CODE 
/* DOW N . CP L ,  DOWN ATTACH 

WHO_KNOWS, 02l24189 
- , 

/* An external com mand to s imp l ify 
down-A TI ACHing. 

r 
r START -CODE: 
r 

&args path 
&do &while [nul l  %path%] 

&s path := [response 'UFD to Down-
ATIACH to' 1 

&end 

r 

a *>%path% 
type Now attached to ''Iopath% 
& return 

r END-CODE 
UP.CPL SOURCE CODE 

/* U P . C P L ,  U P  ATTACH 
WHO_KNOWS, 02124189 - • 

r An external command to simpl� up-
ATIACHing. 

r 

r START -CODE: 
r 

(continued on page 46) 
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N EWS U PDATE 
It appears that the times m ay indeed be 
changing . For y e ars.  we 've encouraged 
our readers to battle the unfair fees on 
touch tones that the phone comp anies 
charge. Now comes word out o f  California 
that Pacific Bell ' s  latest rate proposal calls 
for the elimination of touch tone service 
charges.  We understand they ' re not the 
first and we doubt they ' ll be the last. . .. In 
New York. p l ans  are underway to add 
ano ther area code in the next couple of 
y e ars .  The interesting thing here is that 
this code (9 17)  would be used for one part 
of the c i ty (The B r o n x )  p l u s  c e l l u l ar 
phones. beepers. and voice mail systems in 
M anhattan. How thi s  is all going to be 
c o o rd in a ted s h o u l d  be lo a d s  o f  
fun . . . .  What ·s  the largest local phone com­
p a n y  in the U n i t e d  S t a t e s ?  N y n e x ?  
Ameritech? Bell South? N o .  GTE. That's 
right.  a non-B ell  c o mpany will be  the 
l arge s t  in the country. once i t  acquires 
Contel. another independent phone com­
pany . GTE currently operates local service 
in 4 6  d i ffe r e n t  s t a t e s . C o nt e l  i n  
3 0  . . . . Nynex i s  planning on buying AXE 
digital switches from Ericsson and locat­
ing them in the 9 14 area code. We 're not 
a w are of any AXE s w i tches currently 
operating in  the U . S .  I f  you h appen to 
know of  one. let us  know . . . .  AT &T has 
b e e n  o p e r a t i n g  a s erv i c e  c a l l e d  
V o icemark . w h i c h  al lows y o u  t o  s end 
messages to people by phone at a desig­
nated t ime by calling 800-5 62-6275 and 
giv ing them your calling card number or 
VisalMas terc ard. The charge is $ 1 .75 for a 
one minute message to any phone in the 
country . . . .  Metromedia/ITT probably has 
the be st  phrasing in  their cal l ing c ard 
ins truc tions : " s i mply swip e  y o ur c ard 
through the slot" . . . .  US Sprint has a new 
so lution for prison inmates .  Instead o f  
forcing inmates t o  m ake col lect  cal ls .  
S pr i n t  pr o v ides a s erv i c e  c al l e d  " S afe 
B l ock". Inmates must establish a long dis­
tance fund that they draw upon whenever 
mak ing a c al l .  Calls can only be made to 

predetermined numbers and the inmate is 
identified with a 9 digit  authorization 
code .. . .  Get ready for some neat acronyms: 
B ritish Telecom (BT) has won a major 
contract from the government for private 
br anch exchanges ( P B X ' s )  fo r u s e  in 
emergencies. In order to get the contract, 
their PBX had to be able to withstand the 
electro magnetic pulse (EMP) that comes 
with a nuclear explosion (SOL) .  BT states 
that EMP would have a catastrophic effect 
on computerized equipment. So far they 
don 't  seem to have developed a plan to 
p r o t e c t  any people  . . . .  B T  also has 
acronyms for new services they 're provid­
i n g .  C all ing Line Identity ( s imilar to 
Caller ID here) is known as CLI. Their 
version of Call Trace is called Malicious 
Call Identification. or MCI ! . . . .  Finally from 
England: BT payphones no longer take 2p 
or 5p coins. That was phased out in June. 
But the phones still take lOp, 20p, S Op, 
and one pound coins . But it won ' t  be as 
much fun. That's  because payphones there 
work v ery differ ently from p ayphones 
here. All calls carry a minimum charge of 
l Op.  But  unused coins are returned. So 
you can put two l Op coins in and if the 
display only goes down 3p, one o f  your 
lOp coins will be returned. But this can get 
qu ite interesting.  Let ' s  s ay you 've put a 
20p coin in the phone and the display is 
down to 5p.  By quickly inserting a l Op 
and a 5p coin, you've overpaid by 2Op, so 
the 20p coin comes out. In actuality you 
would have s aved 5p that otherwise would 
have been swallowed. It' s pretty obvious 
how BT will benefit from this since the 
above example will no longer be possible. 
This shadiness is similar to the way Bell­
o perated payphones ask for a nickel for 
the next several minutes (for local calls, 
not long distance) and credit whatever you 
put in as a nickel, even if it's a quarter. We 
know they have the technology to tell the 
difference. But  there ' s  no incentiv e for 
them to use it in this case. So maybe the 
times really aren't changing after all . . . .  
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NEGATIVE FEEDBACK 
(continued from page 33) 

B u t ,  b r e a k i n g  i n t o  a c o m p u t e r  
i s  n o t  w a l k i n g  t h r o u g h  a n  
u n l o c k e d  d o o r .  A c c e s s  b y  u n a u ­
thor i z e d  p e o p l e  i s  o n l y  t h r o u g h  a n  
a c t  w h i c h  i s  i l l e g a l  i n  i t s e l f .  
W h e t he r the mo t i v e  fo r t h e  a c t  i s  
g oo d ,  e v i l ,  o r  i n d i ffe r e n t  i s  o f  n o  
c o ns e q u e n c e . You have  no r ight  to  
e n t e r  my c o m p u t e r  w i t h o u t  my 
author i t y  t han you  do t o  enter  my  
hous e !  Y o u  s e e m  t o  h a v e  t h e  i d e a  
t h a t  i f  t h e  e n t r y  i s  fo r e x p e r i m e LC t  
o r  fu n a n d  n o t  fo r p r o fi t ,  t h e n  i t  
i s  O K .  B u l l s h i t ,  a n d  y o u  know i t .  

You say you've been hacked your­
se lf  - and you blame the people who 
sold you the prod u c t  or  s e r v i c e ,  not  
the hacke r .  You would blame the Jews 
in the 40's ,  not the SS ? 

A l s o ,  i f  s o m e o n e b r e a k s  i n t o  
m y  o ff ice  a nd o n l y  r e a d s  the  fi l e s  
o f  my c l i e n t s  - d o e s n ' t  t a k e  a ny ­
t h i n g  - h a s  h e  h a r m e d  t h e m  b y  
s e e i n g  i n fo r m a t i on tha t i s  n o n e  o f  
h i s  d a m n e d  b u s i n e s s ? 

W h a t  w e ' v e g o t  i s  o n e  m o r e  
e x p r e s s i o n  o f  t h e  ' s p o i l e d  b r a t  
s y n d r o m e ' .  ' I  c a n  d o  i t ,  s o  I m a y  
d o  i t  a n d  d o n ' t  y o u  d a r e  p u n i s h  
m e  i f  I g e t  c a u g h t . '  C h i l d r e n ,  I 
h a v e  n e w s  fo r y o u ! I c a tch y o u  i n  
m y  h o u s e  a t  3 : 00 a m ,  I ' l l  fi l l  y o u r  
a s s  s o  fu l l  o f  b u c ks h o t  y o u ' l l  w a l k  
l i k e  a d u c k  fo r t h e  r e s t  o f  y o u r 
l i fe . I c a t c h  y o u  i n  m y  c o m p u t e r ,  
I ' l l  h a v e  t h e  S e c r e t  S e r v i c e  o n  
y o u  l i k e  u g l y  on a n  a p e .  

A c o r p o r a t i o n  h a s  t h e  s a m e  
r i g h t  t o  p r i v a c y  a s  a n  i nd i v i d u a l .  
D u e  t o  b u s i n e s s  n e c e s s i t y ,  t h e y  
m a y  h a v e  t o  l e a v e  the i r  c o m p u t e r s  
o n  24  h o u r s a d a y .  W h e r e  i s  i t  
w r i t t e n  t h a t  a n y  a s s h o l e  w h o  c a n  

fi g u r e  h i s  w a y  i n t o  t h e  c o m p a n y ' s  
c om p u t e r  c a n  d o  s o  w i t h  i in p u n i ­
ty ? M o r e  fi t t i ng ly ,  i f  he  i s  c a u g h t , 
he s ho u l d  be p u b l ic l y  flo gg e d ,  a s  I 
d o  n o t  l i ke  the i d e a  o f  s u p p ly i n g  
h i m  w i t h  t h r e e  h o t s  a n d  a c o t  for 
f ive  t o  l i fe .  

I m i gh t a d d  t h a t  i n  T e x a s , any 
u na u tho r i z e d  e n t r y  to  a c o m p u t e r  
i s  a c r i m e a n d  c a n  b e  a n y t h i n g  
from a C l a s s  B m i s d e m e a no r  t o  a 
t h i r d  d e g r e e  fe l o n y  d e p e nd i ng o n  
t h e  c i r c u m s t a n c e s  - t h a t  w o r k s  o u t  
a t  a n y t h i n g fr o m  o n e  d a y t o  t e n  
y e a r s  i n  j a i l .  S o m e  f u n a n d  
g a m e s .  " 

W e ' d  s u r e  l i k e  t o  s e e  w h a t  
k i n d  o f  r e s p o n s e s  t h e s e  l e t t e r s  
e l i c i t  fro m  o u r  r e a d e rs . I n  fa c t ,  
w e ' l l  g i v e  away a fr e e  2 6 0 0  l ife ­
t i m e  s u b s c r i p t i o n  to t h e  p e r s o n  
w h o  w r i t e s  t h e  b e s t r e p i y  t o  t h e  

p o i n ts r a i s e d  h e r e . ( If y o u ' r e  a 
c u r r e n t  l ife r a n d  y o u  w i n ,  y o u  
c a n  h a v e  a l ife t i m e  s u b s c r i p t i o n  
s e n t  t o  a f r i e n d . )  S u b m i s s i o n s  
s h o u l d  b e  b e t w e e n  3 · 5  p a g e s  

d o u b l e s p a c e d  w i t h o u t  t o o  m a n y  
o b s c e n i t i e s . S e n d  t h e m  to  2 6 0 0  
C o n t e s t ,  P O  B o x  9 9 ,  M i d d l e  
I s l a n d ,  N Y  1 1 9 5 3 .  Yo u ' v e  g o t  
u n t i l  t h e  e n d  o f  t h e  y e a r .  

Too risky to mail? 
Too paranoid to 
speak its name? 

Then FAX it ! 
5 16-751-2608 
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phrack on trial  
(continued/ram page 7) 
pulling out once they rea li zed a mistake had 
been made. Of course we would have preferred 
it if they had recognizcd their mistake earlier in 
the process,  but at least they di dn ' t  ignore it and 
try for one guilty verdict on any of the other 
counts. 

If we were bitter conspiracy theorists, we'd 
probably suggest that the government knew this 
case was a waste from the very beginning, but 
chose to pursue i t  as a mean s of harass ing 
(financially and emotionally) Neidorf (and by 
association the rest of the C. U.).  However there 
is little to indicate that this is true, and there is 
no reason to doubt the sincerity,  albeit misin­
formed, of Cook et al. (As the old saying goes, 
do not attribute to malice that which can be ade­
quately explained by stupidity.)  

Finally, the long term effects of this case,  if 
any , remain to be seen. The Secret Service is 
still in possession of much computer equipment 
and seized belongings. While we don ' t  expect 
the decision in Neidorf's trial to have any rami­
fications for the other investigations (Neidorf, 
after all, wasn't  a hacker himself), we do won­
der if  perhaps the cries of "c. U. conspiracy" 
and " communist plot" will subside. Perhaps this 
will allow everyone a moment to reassess their 
assessment of the 'danger the C.U. represents. 

First Amendment issues connected with this 
case,  and their implications for 2600 , TAP ,  
PIIUN, and even C-w-D, have not been decided. 
Judge Bua struck down a pre-trial motion (filed 
by the E.F.F.) on the 1 st Amendment and unfor­
tunately that " ruling" is the only Constitutional 
debate that ever came to a head. Neidorf won't  
be the test  case for this  issue,  but eventually 
someone will. Let ' s  hope that in the interim 
some other electronic publishing case will set a 
precedent on this . . .  hopefully one that covers a­
topic that  is not the l ightning rod the C. U .  
seems to be .  

NEI DORF DEFENSE FUN D  
Katten, Muchin, & Zavis 
S2 S West Monroe St, # 1 600 
Chicago, IL 60606-3693 
Attn: Sheldon Zenner 

COUNfTWO 
" .. .tM! • ..w. ItuM./or the _$<I if e:recwMr lire t{oruaid sdrmte did 
u...4't/ly /fdlUwil tvrl aou< ., I>< """";/Ied by """'" if d ... ,. tvrl 
rotIit1 ,� ill inltrstJltt C�ID'CL/rom Coilmbld. MiJltJIUi iii 
U>dpoI'I. /Iinoi.r CD1<JiII ';'IIf, Jignab tvrl _, rumely: . ddIa 1IaII(., 
tfPIvad. WcrldN""" ","""""", lire beg<,..", tflire "P_ Proj«1' 

;-' '';oIoJionofTillt 18, U.suJSlaI" CaI<, SeClio.I:UJ. 
=Phrack 1nc.= 

Volume Two, I_lit 19, PhIlo 111 0(8 
From Tho Cr .. ton Of Pbrack lnoorporalocl... 

Tho Pboem Proj«t 
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2600 Marketplace 
2600 MEETINGS. First Friday of the month at the Roger Wallington, p.o. Box 446, Leooia, NJ 07605-0446. 
Citi� Center--from 5 to 8 pm in the lohby near the pay- W ANTED: Red box plans, kits, etc. Also back issues of 
phones, 1 53 E 53rd St., NY, between Lex & 3rd. COOle Phrack, Syndicate Reports, and any other hack/ phreak 
by, drop off articles, ask questions. Call 5 1 6-75 1 -2600 for publications, electronic or print wanted. Send infmnation 
more info. Payphone numbers at Citicorp :  2 1 2-223- and prices to Greg B. ,  22 1 1  OHara Dr., Charlotte, NC 
901 1 ,2 12-223-8927, 2 1 2-308-8044, 212-308-8 1 62, 2 1 2- 28273. 
308-8 1 84. Meetings a lso take place in San Francisco at TAP MAGAZL�E now has a BBS open for public abuse 
4 Embarcadero Plaza (inside) starting at 5 pm Pacific at 502-499-8933. We also have free issues. You send us a 
Time on the fIrst Friday of the month. Payphone numbers: 25 cent stamp and we send you our current issue. Fancy 

4 1 5-398-9803,4,5,6. huh? Mail to TAP, P.O. Box 20264, Louisville KY 4025� 
TAP BACK ISSUES, complete set Iss 1 -9 1 ,  high quality, 0264. 

$50. SASE for index, info on other holdings. Robert lI., SUBSCRIBE TO CYB ERTEK, a magazine centered 
1 209 N 70th, Wauwatosa, \v1 53213 .  upon teclmology with topics on computer security. Send 
N EW FROM CONSlJM ERTRONICS: " Voice Mail $ 1 0  for a one year subscriptioo to Cybertek Magazine, PO 
Hacking" ($29), "Credit ___________________ Box 64, Brewster, NY 
Card Scams II" ($ 29) , Do you h ave somet h i n g  to sel l ?  Are 1 0509. 
Credit Card Number Gen- you look i ng for somet h i n g  to buy? O r N EE D E D :  Info on 
eration Software speech encryption 
(inquire). More! Many of t rade? This is the place! The 2600 (Dig icom, Crypto) .  
our fav orites updated.  Ma rketplace i s  free to subsc ribers !  Send to Hack Tic, P.O. 
New Technology Catalog Send you r ad to : 2600 Marketplace, Box 22953, 1 100 DL, 
$2 ( 1 00 products). Need P . O. Box 99, M iddle I sland,  NY 1 1 953. Amsterdam , The 
information contributions I nclude your add ress label . Netherlands. 
on all forms of technolog-

Only people p l ease, no busi nesses. 
C Y B E R P U N K S ,  

ical hacking: 201 1  Cres- H A C  K E R S , 

cent, Alamogordo, NM P H R E A  K S , 

883 1 0. (505) 434-0234. 
RARE TEL BACK ISSUE SET. (Like TAP but strictly 
telephones.) Complete 7 issue 114 page set $15 ppd TAP 
back issue set ·320 pages-full size copies NOT photo­
reduced $40 ppd. Pete Haas, P.O. Box 7C2, Kent, Ohio 
44240. 
VIR USES, TROJANS, LOGIC BOMBS, WORMS, 

and any other nasties are wanted for educatiooal purpa;es. 
Will take an infecterl disk and/or the source code. If I have 
to, I will pay for them. Please post to: P. Griffith, 25 
Amaranth Cn, Torooto, ONT M6A 2PI , Canada. 
W Al\,TED: Audio recordings of telephone relaterl materi­
al. Can range from recordings of the past and present to 
funny phone calls to phone phreaking. Inquire at 2600, PO 
Box 99, Middle Island, NY 1 1 953. (5 1 6) 751-2600. 
VMS H A C K ERS: For sale:  a complete sct of DEC 
VAXNMS manuals in good condition. Ma;t are for VMS 
revision 4 .2 ;  some for 4.4.  Excellent for "exploring" ; 
includes System Manager's R eference, Guide To 
VAX/VMS System Security, and more. Mail requests to 

Libertarians, D iscordians, Sold iers of Fortune, and 
Generally Naughty People: Protect your data! Send me a 
buck and I'll send you an IBM PC floppy with some nifty 
shareware encryption routines and a copy of my paper 
"Crossbows to Cryptography: Techno-Thwarting the 
State." GlUck, The LiberTech Project, 8726 S. Sepulveda 
Blvd, Suite B-253, Los Angeles, CA 90045. 
W ANTED: R ed box kits, plans, and assembled units. 
Also, other unique products. For educational purposes 
only. P lease send information and prices to: n, 21  
Rosemoot Avenue, Jdmston, RI 0291 9. 
FOR SALE: Manual for stepping switches (c) 1 964. This 
is a true collecter's item, with detailed explanation<;, dia­
grams, theory, and practical hints. $ 1 5  or trade for 
Applecat Tone Recognit ion program. FO R SALE: 
Genuine Bell phooe handset. Orange w /tooe, pulse, nrute, 
listen-talk, status lights. Fully fimctional. Box clip and belt 
clip included. $90 OBO. Please post to S. Foxx, POB 
3 145 1 ,  River Station, Rochester, NY 14627. 
Deadl ine for Fall Marketplace: 1011190. 
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HO W TO MAKE COCOTS 
(continued from page 23) 
So m e  DTMF based COCOTs are s i m p l y  
activated with a single si lver b o x  tone ( s ee  
Winter 1 989-90 i s s u e  of 2600) . I 've r u n  i nto 
a couple of these. 

To play aro u n d  with the remote func­
tion s of a COCOT, if they exist  in the partic­
u lar  m ode l ,  it is necessary to obta i n  the 
p h o n e  n u m be r  of  the u n i t .  See the n e x t  
sect ion on that. Once y o u  have t h e  n u m ­
ber, s imply call i t, and experiment from then 
on.  I f  you have trouble hacking the formats 
for the remote mode, it  may be necessary 
to call the makers of the C OCOT and social 
engineer them for the information .  

Getting the cocors number 
This i s  incredibly trivial,  but is  i ncluded 

here because it is such an important func­
t i o n  i n  t h e  e x p l o r a t i o n/ab u s e  of a n y  
COCOT, and becau se advanced COCOT 
exploration/abu se tech niques wil l  requ i re 
y o u  to h a v e  th i s  i n fo r m a t io n .  I t  i s  a l s o  
included here for the novice reader. 

There a re several ways to obtain the 
phone n u m ber,  the s implest being dia l ing 
you r local A NAC number, plus dummy dig­
i ts if n e ce s s a ry .  A lot of  C O C O T s  w i l l  
restrict th is ,  s o  you should get a n  un restrict­
ed d i a l tone a n d  t h e n  d i a l  A N A C .  S o m e  
COCOTs wi l l  n o t  restrict you,  but wi l l  a s k  
for m oney in  order t o  d o  th is .  Here in  N Y C ,  
dropping $.25 a n d  dial ing 958-1111 w i l l  get 
y o u  the A N A C  r e a d o u t  o n  t h i s  ty p e  of 
COCOT. A small price to pay for such valu­
able i nformation. Another way to obtain the 
num ber is to get it from the operator. Any 
operator that has i t  wi l l  have no problem 
releasing i t  to y o u ;  just  say you're cal l i n g  
from a payphone, a n d  y o u  need someone 
to c a l l  y o u  back,  b u t  there i s  n o  phone 
n u m b e r  w r i t t e n  o n  the p ay p h o n e .  Yet 
another choice is to cal l  one of the various 
ANI Demo 800 n u m bers , which wi l l  read 
back your number. This choice i s  particu lar­
ly u seful for people who don't have or don't 
know the A NAC for their area. I f  in desper­
ation,  social engineer the information out of 
t h e  C O C O T  o w n e r ,  c a l l  h i m  u p  as t h e  
phone company, a n d  take it from there . 

Hijacking the Bastard 

B e s i d e s  u s i n g  t h e  C O C O T  to m ake 
cal l s ,  the typical phone phreak wil l  u sually 
want a COCOT for h im self. Granted, this is 
stealing ,  but so i s  not pay ing for calls .  And 
while we're at it, steal ing for experimenta­
tion and the pursuit of knowledge is not the 
s a m e  a s  s te a l i n g  for m o n e y . O h  wel l ,  I 

"You can be sure 
that most calls 
placed on COCOTs 
ha ve an extremely 
large amount of 
static and bizarre 
echoing effects. " 

won't get into morals here, it 's up to you to 
decide. Personal ly,  I 'm devoid of al l  ethics 
and moral s anyway, so I 'd steal one i f  the 
opportu n i ty was there .  Wh at the heck, i t  
can ' t  be any worse then exercis ing  your 
freedom of speech and being dragged off 
to jail by the fascist stooges of the imperial­
i s t  A m e r ican p o l i ce s tate . A h e m ,  so rry 
about that, I got a l i ttle carried away, but I 
just had to com ment on events of the past 
several months. 

An yway , the reas o n s  for abductin g  a 
COCOT range from sim ple experimentation 

. ("I'd l ike to see what the hell is in there. ") to 
purely material istic reasons ("Hmmm. I bet 
t h a t  c o i n  b o x  h o l d s  at l e a s t  $ 1 0 . " ) .  
Whatever the reason , a COCOT i s  a good 
th ing to have. Their retai l  value ranges from 
$900 to $2500, but s ince you can't  real ly 
re-sell it, I wou ldn't suggest taking one for 
purely material istic reason s .  
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WORK FOR YOU 

A b d u c t i n g  a C O C O T  is u s u a l l y  m u c h  
easier than try i ng to do t h e  s a m e  t o  a real 
p a y p h o n e .  P h y s i c a l  s e c u r i t y  can ra n g e  
widely a n d  depen d s  large ly  on the owner .  
I ' ve seen secu rity ran g i n g  from a cou p le of  
n a i l s  fas te n i n g  t h e  COCOT to a sheet  o f  
p lywood , to dou b le-ceme n ted bolted down 
steel encas e m e n t s .  H o wever ,  a crowbar 
w i l l  d o  the t r i c k  for  a b o u t  50% o f  t h e  
C O C O T s  i n  m y  a r e a . E x pe c t  t h e  s a m e  
wherever y o u  are .  

Once obtained, your options vary. You could 
take it apart, you could hang it on your be<toom 
wall, you could hold it for ransom, it's up to you. 
Most people simply connect it up to their line, or 
hang it up as a trophy above the manne. As you 
can tel l  from the introductio n ,  d issecting the 
COCOT wil l  yield you a plethora of interesting 
devices to keep you busy for a long time to come. 
If  you cb connect a COCOT to your line, be sure 
to tape up the coin slot, as placing money in the 
COCOT, without an ability to remove tho coin box 
will eventually choke the unit Don't use it as a pri­
mary phone, since it demands money; irs neat to 
ha� it as an extension. 

. Destruction 
If you canl steal it, and you can't (ab)use i� 

destroy it .  ' " That 's m y  motto with reg ard to 
COCOTs. These evil beasts have been ripping 
off the public for a long time, and they cieserV8 to 
pay the price. Destruction can range from break­
ing off plastic forks in the coins slo� to remo\ing 
the handset (for display as a trophy of course) , to 
completely demolishing the unit with explosi�s, 
to squeezing off a few shotgun blasts at the 
COCOT. Since repa ir and/or refund i s  hard to 
co me by a n d  e x p e n s i ve w h e n  i t  com e s  to 
COCOTs (but is free for real payphones) ,  the 
COCOT owner will think twice before purchasing 
another COCOT. 

The Phone Line 
As mentioned earlier, the phone l ine used by 

the COCOT is  just a regular l ine It is usual ly 
exposed near the COCOT itself For those of you 
with a lineman's handset, need I say more? For 
those without, let me J ust quickly say, get your 
hands on one. 

Advanced Techniques 
The next three sections  are lor the more 

experienced phone phreak, but most of this can 
be cbne by just about anyone. There are many 
more advanced techniques, the boundlaries are 
liminess. 

Code Theft 

As mentioned earlier, most COCOTs use 
various smaR and sleazy long distance compa­
nies and operator a s s i s tance services ( I TI , 
Telesphere, Redneck Telecom, etc.) for long cis­
lance, collect, third-party, and calling card calls.  
tv1any times these are acx::essed by the COCOT 
through a HlOO, 950, or 1 0XXX number. The 
COCOT dials the acx::ess number, its identifica­
tion number or code, plus other information in 
order to use the service. The service then bills the 
COCOT owner (or the m icldleman re-sel ler of 
COCOT services) for the services provided but 
not yet paid for In  the case of calling card calls or 
col lect calls ,  the service bi l ls  the proper party 
through equal access bil l i ng  and credits the 
COCOT owner's a=unt a rut of the action. 

N e e d l e s s  to s a y ,  a l l  t h e  D T M F to n e s  
requ i red t o  access t h e  service can be taped 
and decoded (see the D T M F  decoder a rt i­
c le in  the Spr ing 1 990 issue of 2600), and 
u se d  for o u r  o w n  p u r p o s e s .  S o m e t i m e s ,  
you can ta pe the ton e s  rig h t  from the hand­
s e t  earp iece , other t i m e s ,  the h a n d s e t  is 
m u ted,  and i t  is  requ i red for you to e i ther  
access the wi r ing  i tse l f ,  o r  trick the p h o n e  
i n to t h i n k i n g  that your  cal led pa rty hung u p ,  
and you're mak ing  a n o t h e r  ca l l ,  wh i le  h av­
ing the party on the other  end g ive a bog u s  
d ia l tone t o  the C OC OT and tape t h e  forth­
c o m i n g  t o n e s .  S u r p r i s i n g l y  t h e  c o d e s  
o b t a i n ed from t h i s  ty p e  o f  act iv i ty  l a s t  a 
very long t ime ( u sua l ly  3-4 m o n th s ) .  Th i s  i s  
becau se,  o n c e  t h e  charge g e t s  a l l  t h e  w a y  
d o w n  t h e  ch a i n ,  t h ro u g h  the vario u s  m id­
d l e m e n  a n d  re - s e l l e r s ,  t o  the C O C O T  
owner,  and b y  the ti m e  the COCOT owner 
real izes that the coi n s  co l lected don ' t  m atch 
the cal ls placed , and b y  the time he has to 
convi nce a l l  the m i dd l e m e n  above h i m  o f  
p o s s i b l e  fra u d  . .  we l l ,  y o u  g e t  t h e  p ic ture ,  
s u f f ice to  say ,  t h e se c o d e s  l a s t .  U s ed i n  
m odera t i o n ,  they can l a s t  for a long t i m e ,  
because t h e  C O C O T  ow ner i s  ra ki ng i n  so 
m u ch p rof i t ,  h e ' l l  e a s i l y  i g n ore the  e x t ra 
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cal l s .  
Cal l ing  Card Verification 

W i t h  regard to  m e s s i n g  a r o u n d  w i th 
C a l l i n g  C ard ver i f icat i o n , I c o u l d  w r i te a 
w h o l e  separate art ic le on t h i s ,  b u t  s p ace 
does n o t  a l low it at  t h i s  t i m e .  S o ,  I ' l l  j u st 
give you the basic s .  

M u c h  o f  t h e  C a l l i n g  Card ver i f icat ion 
that ' s  be ing done by s leazy l o n g  d i s ta n ce 
and AOS services i s  very s h a b b y .  S i n ce 

acces s  to AT&T' s cal l ing  card database for 
verif icat ion is expensive for these com pa­
n i e s , they try to do w i t h o u t .  Much of the 
t ime,  they don' t  verify the card at al l ,  they 
make sure it looks va l id  (a val id area code 
and exchange) ,  and s i m p l y  th row o u t  the 
P I N ,  t h u s  a s s u m i ng t h e  card i s  va l i d .  A 
va l i d  a s s u m p t i o n ,  g i v e n  t h a t  m ore t h a n  
95% of the cal l i ng cards b e i n g  p u n ch ed in to 
COCOTs are val id ,  i t 's  a worthwhi le ri sk to 
take . H owever ,  the s h i t  h i t s  the fan when 
someone receives h i s  bi l l ,  and sees that he 
has a bunch of  cal l ing  card ca l l s  on h i s  bi l l , 
and he doe s n ' t  even have a cal l i n g  card ! 
Fraud is reported ,  the bureau cracy churn s ,  
unt i l  f ina l ly ,  t h e  s leazy l o n g  d istance com­
pany ends up pay i n g  for  the c a l l .  G i v e n  
e n o u g h  of these ca l l s ,  these companies get 
h e l l  from A T & T  and the R B O C s  for  n o t  
p r o p e r l y  v e r i fy i n g  ca l l i n g  c a rd n u m be r s .  
T h e  FCC gets into t h e  act, and t h e  com pa­
ny pays fi nes up the wazoo . A pretty good 
th ing ,  if you ask me, and you get a free call 
out of it as wel l . Not a bad tran sact ion ,  not 
bad at a iL.. . 

O t h e r  l o n g  d i s ta n c e  c o m p a n i e s  a n d  
A O S  s e r v i c e s  steal  v e r i f i c a t i o n  serv ices 
f rom AT&T by dial ing  a 0+ cal l  on another 
l i n e  to a b u sy n u m ber ,  u s i n g  the  c a l l i ng 
card n u m be r  you punched i n .  I f  it receives 
a busy s ignal , the card is good, o th erwi se it 
is n o t .  In e i t h e r  c a s e ,  the l o n g  d i s ta n c e  
company e l u d e s  t h e  charge for access ing 
the databa s e .  When i t  comes to s l i n g i n g  
s l e a z e ,  t h e s e  c o m p a n i e s  d e s e r v e  a n  
award . A n d  that's w h y  I urge al l  out  there to 
abu se the crap out of the m .  

Cal l  Forwa rding 
This  i s  another of  the many i n terest ing 

th ings that can be done w ith your neig h bor­
h o o d  C O C O T .  S i m p l y p u t ,  y o u  g e t  t h e  
phone n u m ber  t o  t h e  COCOT, call  up your 
local phone com pany ,  order ca l l forwardi ng 
for that l i ne ,  then go to the COCOT and for­
ward it to your n u m ber. A l ineman's hand­
set may be requi red here, i f  you can' t  get 

y o u r  h a n d s  o n  a n  u n re s t ri c t e d  d i a l  tone .  
P u l l i n g  a C N IA o r  do ing  some research 
may be requ ired i f  your local phone com pa­

ny asks a lot of in formation before process­
i n g  such req u e s t s  a s  ca l l  fo rw a rd i n g .  I n  
most cases they don ' t ,  a n d  i n  some areas 

there are automated faci l i ties  for process­
ing such requests.  

P re s to ! Yo u now h a v e  an a l te r n ate 
number you can use for whatever purpose 
you h ave in m i n d .  It c o u l d  b e  used from 
a n y th i n g  to g e tt i n g  verif ied on a BBS to 
se l l i n g  drug s .  Agai n ,  y o u r  eth ics  are your 
own ; t h i s  is  s i m p l y  a tool  f o r  those who 
n eed it .  Anyway , i t's  practical ly  u n traceable 
to you as far as con ve n t i o n a l  means are 
concerned ( C N /A ,  cr i s s - c ro s s  d i rectory , 
etc. ) ,  and you should u se it to your advan­
tage .  This is  especia l ly  a g ood tool for peo­
ple afraid to g ive out the ir  ho me n u m bers . 

At any ti me ,  you can go to the C OGOT 
and de-activate the cal l  forwardi ng to your 
n u m b e r .  S i n c e no o n e  e v e r  c a l l s  t h e  
COCOT, e xcept for u si ng the remote mode, 

and th i s  i s  rare and most ly  u s ed when the 
phone is broke n ,  you s h o u l d  have few i f  
any cal l s  i n tended for t h e  C OCOr. I f  you 
d o  g e t  a c a l l  f r o m  a C O C O T  s e r v i c e  
bureau , s im ple say "wrong n u mber",  go to 
the CO COT, and de-act ivate cal l  forward­
ing for a few day s ,  jus t  to be safe. In any 
case, your  real n u m be r  cannot  be obtained 
th rough any conve n tiona l  means by those 
c a l l i n g  t h e  C O C O T ,  or e v e n  by t h o s e  
standing at t h e  C OCOT i tsel f .  H owever, i f  
they real ly wanted t o  n a i l  y o u ,  they could 

e x a m i n e  the m e m o r y  at t h e  C O C O T ' s  
switch a n d  p u l l  y o u r  n u m be r  o u t  o f  i t s  call  
forwarding memory .  However, I h ave never 
h e a r d  of t h i s  b e i n g  d o n e ,  a n d  i t ' s  very 
u n l i ke l y  t h a t  t h e y  w o u l d  d o  t h i s .  B u t  I 
w o u l d n ' t  recom m e n d  u s i n g  t h e  a l tern ate 
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num ber for anyth i n g  more than an a l ternate 
n u m ber for y o u rse l f .  If you sel l  d r u g s  o r  
card stuff or something l i ke that, don ' t  use 
such an al ternate n u m ber for  more than a 

few days .  
The Future of the COCOT 

We're defi n i tely going to see many m ore 

COCOTs in the future .  They w i l l  beg i n  to 
saturate s u b u rban and rural area s ,  where 
they can rarely be found at th is  tim e .  More 

C O C OTs m e a n  m o re h eadach e s  for  the 
publ ic, but  i t  a lso mean s more of u s  wi l l  get  
a chance to  e x per iment wi th  them .  

"Much of the 
Calling Card 
verification tha f's 
being done by 
sleazy long 
distance and 

A DS services is 
very shabby_ " 

Security, both physical, and anti-phreak will 
get beller, especially after COCOT manufactur­
ers read th is  article. But it will be a long time 
before we will  see completely secure COCOTs. 
Which is not so bad really, because then they will 
actually be worth stealing . 

In the meant im e ,  we can decrease their  
p ro l i fe rat i on  by destroy i n g  a n y  C O C OTs 
that r ip people off. Having COCOTs around 
i s  a bi tter-sweet propos it ion . In a way, they 
are a n  i n t e re s t i n g  use of techno logy a n d  
another front ier of exploration for t h e  phone 
phreak . On the other  hand, they are cy ber­
netic money- leech ing abuses of technolo­
g y ,  wh ich stea l  f -om and abuse the p u bl ic 

they are meant to serve . Like 'em or not ,  
they 're h ere to stay.  

Getting More Info 
For those of you who wish to find out more 

about COCOTs, I would recommend handS-{)fl 
exploration.  I wou ld also recommend getting 
some of the COCOT industry publications, and 
various telephone industry publ ications.  You 
co u l d  a lso  req u e s t  m o re i n format ion fro m 
COCOT manufacturers themselves,  Intel licall 

being one of the largest Also, check out govern­
ment and FCC regulations with regard kl eqJaI 
access and COCOTs. 

Fighting the Bastards 

Much of the stuff be ing  perpetrated by 
COCOTs 10day is against the law, and the sleazy 
companies that handle calls for COCOTs are viI}­
lating many laws. Unfortunately, few of these 
laws are being enforced. When you see such a 
violation of consumer rights, please report � to aJ 
relevant agencies. You'D knON you're being taken 
advantage of when someone calls you col lect 
from a COCOT and you get charged up the 
wazco fOr the 10 minute local call. And they cal 
us criminals. Give me a break . . . .  

The o n l y  way t o  control these cybernetic 
leeches is kl do something about them. Also, if 
you have a grudge against a COCOT or a sleazy 
company, by all means take the law into your 
own hands. But also, write to your leg is lators, 
complaining of the abuses being perpetrated by 
COCOTs and the sleazy telephone companies. 
Also, it is important to educate the public about 
COCOTs and hON to recognize and avoid them, 
whenever possible try to inform your non-phreak 
friends about the dangers of using COCOTs. I 
am also in favor of strict regulation when it comes 

to the subject of COCOTs. If they must charge 
insane rates, Ihese rates should be stated clearly, 
and Ihey must provide qual� service, clear c0n­
nections, and free operator assislance. Anything 
less than this is unacceptable. 

In closing , I would just like 10 5a/ that this arti­
cle is as complete as my knowtedge enables it 10 
be. It by no means explains aJ there is 10 know 
about COCOTs, nor do I claim 10 know all there is 
to know. If yoU have any other information on 
COCOTs or any particu iar1y tasty COCOT stl}­
ries, please write to 2600, and tell us more. 
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PRIME CONCLUSIONS 
(continued from page 3 7) 

&args n u m :d eo= 1  

r 

&s path := [d ir [pathname *] 
&do I :=  1 &to c/onum% 

&s path : =  [dir [pathnam e  %path%] 
&end 
a %path% 
type Now att<rhed to %path% 
& return 

r END-CODE 

Conclusion 

All i n  all I f i n d  t h e  P R I MOS ope rat ­
i n g  s y s t e m  e x c e l l e n t ,  bot h i n  powe r 
a n d  i n  u s e r  f r i e n d l i n es s .  O n e  c a n  d o  

a l m ost anyt h i n g f rom P R I M O S  a n d  its 
associated u t i l i t i e s  and l a n g u ag e  sys­
t e m s .  I t ' s  e v e ry  bi t  as c a p a b l e  as 
VAXN M S  o r  U N I X .  

Primes have, o n  the down side, bemme 
a Id more diffcuh to hack. Prim e Compu1er, 
Inc. has become aware of the increasing 
pcpularity of PR IMOS with hackers and has 
taken the appropriate ste ps in alerting its 
custo m e r s .  T h i s  probably h as a l ready 
affected you.  Defaults are gone .  System 
passwords are in effect. Increased system 
security . This makes h acking Prime com­
puters these days a damn sight more diffi­

cu� than it once was. To this you may thank 
all those peq:lle that abused N ETLINK on 
PFllMENET systems and so forth . 

E njoy a P r i m e  w h e n  you get  in o n e .  
Experiment w rt h  t h e  operat irg system . Most 
of a l l ,  however,  learn ' O n e  n eed n ot be 
ma l ic ious to learn . When experi m ent ing,  
experiment  on your own f i lesystems, not 
those of the owners.  As I h ave said, IT is 
m o r e  d i ff i c u l t  to o b t a i n  P R I M O S  a n d  
PRIME N ET acco�nts these days. Cherish 
and benefrt from them, but do not cd l ike an 
id iot and end up making rt harder for every­
one else. 
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IT'S SIMPLE 

I n  f a c t , i t ' s  neve r b e e n  s i mp l e r  t o  r e n e w 

y o u r  s ub s c r i pt i o n t o  2 6 0 0 . Ju s t  l o o k  a t  y o u r  

ma i l i n g  l ab e l t o  f i n d  o u t  wh e n  y o u r  l a s t  

i s s u e  w i l l  b e . I f  y o u  h ave t w o  o r  fewe r 

i s s u e s  r e m a l n l n g , i t ' s  p r o b ab l y  a g o o d  i de a  

t o  r e n e w  n o w  a n d  avo i d  a l l  t h e  h e a r t a ch e  

t h a t  u s u a l l y  g o e s a l o n g  w i t h  wa i t i n g  u n t i l  

y o u r  s ub s c r i p t i o n h a s  l ap s e d . ( We d o n ' t  

pe s t e r  y o u  w i t h  a l o t o f  r e m i n de r s  l i k e  

o t h e r m a g a z i n e s . )  An d b y  r e n e w i n g  f o r  mu l t i -

p l e  y e a r s , y o u  c a n  c he e r fu l l y  i gn o r e  a l l  o f  

t h e  w a r n i n g s  ( a n d  o c c a s i o n a l  p r i c e i n c r e a s -

e s )  t h a t  app e a r  o n  P age 4 7 . 

I N D I V I D UAL S U BSC R I PT I O N  

o 1 year/$1 8 U 2 years/$33 0 3 years/$48 
CORPO RAT E  S U B SC R I PT I O N  
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o 1 year, individual/$30 0 1 year, corpo rate/$65 
LI F ET I M E  S U BSC R I PT I O N  

o $260 (you ' l l  never have to deal with th is ag ain )  
BAC K I SS U ES (never out  of date) 

o 1 984/$25 0 1 98 5/$25 0 1 986/$25 0 1 987/$25 
o 1 988/$25 0 1 989/$25 

(OVERSEAS: ADD $5 PER YEAR OF BACK ISSU ES) 

(i ndividual back issues for 1 988, 1 989, 1 990 are $6 .25 each) 

TOTAL AMO U N T  E N C LOS E D :  � ______ � 
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2 6 0 0  M a g a z i n e  
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F o r w a r d i n g a n d  A d d r e s s  C o r r e c t i o n  R e q u e s t e d  
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