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Where Have All The Hackers Gone? 
This is one of the more common 

questions circulating today. Only a couple of 
years ago, things seemed very different. 
Hacker bulletin boards were everywhere. 
Knowledge was spread freely on a multitude 
of topics, from telephone switches to all of 
the latest operating systems. Looking back, 
it all seemed so magical. 

S o  what has changed? Two things 
primarily. One, naturally, is the technology 
itself. Antiquated telephone equipment is 
rapidly becoming a memory, to be replaced 
by sleek, modern paraphernalia that too 
often seems to miss the p oint entirely. 
Comput ers are bec oming increasingly 
integrated into our everyday lives. The other 
change, however, is more troublesome. The 
people who make up our unique community 
are becoming affected by the draconian 
m easur es of a misguided few who are 
determined to rid technology of hackers, 
apparently at almost any cost. 

W e've seen many innocent people 
victimized in c ountless hacker hunts. 
Bull etin board operators who allowed 
hackers to communicate have repeatedly 
found themselves the targets of raids by 
government agencies, even though they 
themselves were not hackers. It happened 
to our own system operator in July of 1985. 
Other examples include parents returning 
home to find their front doors smashed in by 
the Secret Service, their child having been 
suspected of b eing a hacker. In some 
cases ,  no charges were ever filed. Yet much 
that had been confiscated was never 
returned. More recently, goons from the 
New York State Police forced their way into 
a Manhattan apartment, apparently 
believing that the best way to calm down an 
hysterical parent was to reveal their 
shotgun. Not surprisingly, this didn't work. 

The absurdities and indignities that 
decent people have been subjected to in the 
search to weed out the hackers could fill 
every page of this publication. In the 
b eginning, it was eas y to laugh when 
confused government agents confiscated 
TV s ets and rotary telephones. But the 
mood has slowly been changing over the 
years. People are really getting hurt now. 
Students are being taken out of school and 

sent to prison for such offenses as copying 
files, accessing systems that had no 
password protect ion, or just being 
mischievous. It's reached the point where 
their "crimes" are viewed by some as more 
worthy of punishment than crimes of 
violence, primarily because of the potential 
for damage if they decided to be malicious. 
The fact that the overwhelming majority of 
hackers are not malicious is simply brushed 
aside as is the weak security that allows 
easy access to so many. 

We can't say we're surprised. As soon 
as it became clear that our courts were 
primarily interested in protecting corporate 
rights, it was only a matter of time before 
individuals began paying a heavy price. 

Let's examine the facts. An individual 
cannot take TRW to court because they 
collect personal data on the individual 
without his/her permission. But TRW can 
claim its privacy was violated if a hacker 
figures out how to access the system. 
Ironically, most people didn't even know 
what TRW was doing until hackers revealed 
the system back in 1984. 

When IBM's Prodigy recently was found 
to have faulty software that gave the 
appearance that they were able to read 
personal files on users' computers, they 
e xplained themselves and everybody 
listened. But a hacker found w ith a 
corporate document on his system is given 
no such lUXUry. It's assumed that he was up 
to no good and he is treated like a criminal. 

Bell South is able to put people in jail for 
absurd, trumped up charges. (The Atlanta 
hackers were i mprisoned for merely 
accesSing a system that had no password!) 
Yet Bell South is caught red-handed lying 
about the value of a document in court. (The 
911 document that they claimed was worth 
$80,000 was actually worth less than $15.) 
The ridiculous pricing scheme they use to 
justify their actions (revealed on page 6) is 
believed without question. But if an 
individual whose life has been shattered by 
this corruption wishes to be compensated, 
he soon learns how impossible justice is 
becoming. 

Again, there are countless examples of 
corporate "privacy" being protected at the 
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expense of individual liberty. It's a very 
frightening scenario and we have to wonder 
how long it will take for mainstream society 
to see the threat. Now that we liv� in the 
world's only superpower, what or who will 
become the new enemy? 

All of this is a bit much for the average 
hacker to take. It's not surprising to see 
people keeping a low profile. But inertia 
cannot be forgiven . Things are changing 11111 
around us and by allowing what is clearly 
wrong to take place. we are as guilty as if we 
had done it ourselves. 

Freedom of speech must be preserved at 
any cost. You can still exercise that right in a 
very meaningful way by running a computer 
bulletin board where people can communicate 
freely. You may get your door kicked in i f  
government agents or corporate security 
people don't like or understand what is being 
said. You may get a file started on you. But it's 
a risk you must be willing to take. After all, 
what is the alternative? If we continue down 
this road, restrictions on speech and assembly 
will extend beyond the world of computers and 
i nto our everyday lives. If registration 01 
bulletin boards with the government becomes 
the norm, newspapers and magazines will be 
next. If you doubt this, consider the lact that 
there are more electronic newspapers and 
magazines emerging every year. 

Admittedly, a lot 01 us are really only 
interested in learning. It makes sense not to 
get involved in all of this crap. But the fact is 
that we have become pawns in a much 
larger game. To submit to unacceptable 
t erms and remain underground like 
criminals is the worst thing that can happen 
to the hacking cornmunity. 

We have to accentuate the positive 
elements that once were so common. As 
well as an increase in boards, we want to 
see more people writing Irom the hacker 
perspective. The hundreds of legendary files 
about various operating systems need to be 
updated and rewritte n .  There are an 
incredible number 01 tOPICS waiting to be 
tackled. There are also many people who 
want to learn about technology Irom an 
individual perspective but don't know how to 
begin. The key IS to share information. The 
rest will follow. 

We must also get rid 01 our negative 
tendencies. The most prevalent of these is the 
habit 01 suppressing information. It's a double 
standard to be on a quest for knowledge and 

then keep it to yourself when you obtain it. It's 
also self-deleating. And it 's playing the same 
game that the people who stand against us 
are playing. There are an incredible number 01 
people who want to learn, not just share 
results. A populace that knows how to 
manipulate technology to its advantage will 
result  in a much healthier society. T h e  
opposite is too terrifying t o  even contemplate 
We are in the unique position 01 greatly 
inlluencing which becomes reality. 

"Elite" hackers and hacker "gangs" do 
more harm than good in the big picture. Egos 
and machismo tend to cloud the reason we 
got involved in the first place. They also serve 
as the means to lock out others. And, 01 
course , anybody who crashes systems, wipes 
data, or does anything malicious lor no 
apparent reason is doing more against 
hackers than any government agency ever 
COUld. Fortunately, these kind 01 people are 
extremely scarce in the hacker world , a lael 
that speaks volumes. 

Another form 01 elitism can be found in 
older hackers who want to distance 
themselves Irom what the �unger hackers 

. are doing. They believe the >I1fjy to do this is to 
create a new label lor the "undesirables" and 
call them "crackers". It's an ill-conceived 
attempt at manipulation that simply serves to 
split the community.  This descr ipt io n ot 
hackers comes Irom the book CyberpuM. 
(reviewed on page 42): "The earliest sel' 
described computer hackers, those at Mil 
who abhorred computer security, or anything 
else that would inhi bit the sharin g of 
inlormation and Iree access to computers, had 
it in lor Multics from the start. MIT hacker5 
often tried to bring the system to its knees. 
and occasionally they succeeded." Thos .. 
were the "old-style" hackers, not the "young 
punks" 01 today. The lact is, we all speak a 
common language. While there are many 
dilferent forms o f  hacking, lurther 
categorization is not the answer . 

Where have all the hackers gone? They 
haven't really gone anywhere, although 
some would like you to believe they have. 
There are more hackers today than ever 
before. But they are becoming invisible out 
of fear. We hope to see more people do 
whatever they can to get ideas and 
information Howing again. The strength of 
our efforts will determine whether we move 
into new and uncharted territory or simply 
repeat history yet again. 
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The [aI/owing ktrer is what staned the entire 911 documRntjiasco in 1990. It explain< how the worth of the dorumentwas 
calculated at $79,449. Note that full salan'es <JIId an enlire cornpuU!r syotem were included a> part of the expense incurred in 

crruting the documRlIl. Such wanIOn fraud and exaggeration is criminal in itself. The [act that the United Stotes government 
accepted these preposterous jigU,.s ..... thou! que.>tion is clear proof of w� interests are being prOlected - at whatever can. 

This document was originally pn'n/ed in EFFector OM"" 1.10. 

Bell8oI1th 
1188 Peaabtree ar-t .•• 

At.laJl'-, horCia :10.'1-8000 
JullU7 10, 1.-0 
BID Cook - Ass1stant United States Attorney 
United 8t&tes Attorney's omce 
Chicago, IUlnoIS 
Dear Mr. 0001D 

Per your request, I have &ttached & bre&kdown of the oosts &S8octated With the produatlon 
of the Be1lBouth Stand&rd PractIce (BSP) numbered 660-225-104SV. That pr&Ct1oe Is BeUSouth 
Propriete.ry Informat1on &nd Is not for disclosure outs1de BellBouth. 

Should you requ1re more lnform&t1on or cl&r1flca.t1on, please contsct my omoe 
&t XXX-XXX-XXXX. FAX: XXX-XXX-XXXX 
Ibloenl¥, 
K1mberly Meg&hee 
Staff Ma.n.ager - Security, Southern Bell 
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[lIaJl4wrtUtm W\al) 
l'1,OGG 
37,880 
• .,800 
7e,.U 

[.Attachment to lelter � a�) 
DOCUMEr."TATlON MANAGEMENT 
1. TechD1cal wrtier To WrtteJll.-rcb. Doc1ameIR 
-200 hre x 36 = $7,000 (Contract Writer) 
-200 hre x 31 = $6,200 (Paygrade 3 PrQJect Mgr) 
•• l'ormaWDCl'l'YPlDC 'l'tme 
-Typing W814 = 1 week = $721.00 
-Formattlng WS J 4 = 1 week. = $721.00 
-Formattlng Graphlos WS16 = 1 week. = $742,00 
s. Zd1UDC'l'tm.e 
-PG2 = 2 days x $24.46 = $367 
•• Ord .. I.abeb (Coat) - $8.00 
8. Prepue P1Irch&se Order 
-Blue Number Pra.ctloe WS14 x 1 hr = $ 1 8 , 00 
-Type PO WSIO x 1 hr = $17.00 
-Get 8!gr'.&turs (PG2 x 1 hr '" $26.00) 
(PG3 x Ihr = $31.00) 
(PGS x 1 hI' = $38,00) 
6. � ud MatliDC Coat. 
Prtntlng= $313.00 
Ma1llng W810 x 50 hI'S = $868,00 
(M1n1mum of 60 locations I 1 hI' per locatlon! 116 oop1es 
7. Place Document on 1Il4u 
-PG2 x 1 hI' = $26.00 
-WS14 x 1 hI' = $18.00 
T� Coata tor lDvolvemen\ • $17,OGG. 
HARDWARE EXPENSES 
VT220 $850 
Va.xsta.t1on II $31,000 
Prtnter $6,000 
Ma1ntenance 10% of costs 
SOFTW � EXPENSES 
Interleaf Software 
VMS Software 
Software Mruntenance 

$22,000 
$2,600 
10% of costs 
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magnetic stripes 
Translaud from Hack.-Tic. #8, "9/10. availablt al PO Box 
22953,1100 DL Amstmiam. Th< N<th<rlands. 

by Dr. Abu .. 
Ca.'Ih i.'I out. PlastiC is in. In the nineties. the question is: 

who has the best hand of cards? We will help you to have the 
fifth ace by giving you the opportunity to play the big magnetic 

card gam:. 
Everybody has looked at those cn:dit cards and wondered 

what exactly was on them. WhoeYeI dared to even ask about 
tnagt1C'tic reader/wnters was shocked after bearing the price and 

they went back to their daily living. And this while you would 
be very anxious to know what the bits and bytes mean. 

We! now givC' you the opportunity to build your own credit 
card reader/writer. For the cost of playing around witb 

clectrorucs plu.'I a few dollars, you can budd your own magnttlc 
card copier. This device reack from one magnetic card and puts 
the data out ooto tbe other card For the advanced electronic 
hobbyist , there is the magnetic card reader and writer. 
Everybody who knows what Tn. ia and can squeeze �thing 
out of his computer aod/e.- hold a soldering iron will be able to make this credit t:ard reader/writer together with the st:bc:matit:a. 

Far more interesting than all of thC' elet:tronit: mumbo­

jumbo is to first sec what's really on the magnetit: stripe. For 
that we gi� you the fast bit of infonnation in this article. 

The infonnation 00 most credit cards is stored in binary 
fol'D1. 1heSC' ones and zeros a� stored by changing the magnetic 
flCld of dE magnetic bead by 180 degrees. To !lee what's �ally 
on the card. you put some iron fainp on the magnttic strip and 
tap the card gently onto th� edge of the table (keep paper 
underneath it because it probably would have cost you lots of 
effort to make the iron filings) and behold! Here's your 
magnetic information, plainly visible to the eye. Some cards 
have such big bits that you theoreticaHy should be able to 
change the: infonnation on it with a magnetized razor blade 
(Paris Metro cards art a good example). On other cards, the bill 
are so dOle to each odJc:r that you will only sec a magnetized 
solid bar. 

To store away the infonnatiOll on magnetic cards, some 
international standards were devel oped by ISO - the 
International Standards Organization. To name one: the 
magnetic stripe is divided up into three tracks. A lot of 
manufacturers me other coding methods to write the cards with 
and only the iron filing method will give you insight as to 
what's on the: (;ard In these instaDCCs. 

The first project as mentioned before is to copy the 
infonnation fr<m one magnetic card to another. This means that 
it doesn't matter whether tbe information is encode d  or not 
since you are just copying it. 'The only thmg you need to know 
is the exact location and height of the track wim the infonnatioo 
that you want to copy. A& long as the write head of your copier 

is bigger than the magnetic strip, you are safe. See the 
schematic on t:hls page. 

The Credit Cord COpie' 
At the l.ft of the schematic you will see the read head. For 

this (81 well as the write head) you cannot use any cassette 
pia,.., head which happens to he lying around You will ooed to 

usc: a data bead or a card reader bead (you can obtain them from 
MichipD Magnetics among others). If the head is bigger than 
the track you are reading from. you will pick up extra noise but 
if the head is too small, the signal might become t oo weak. 

Experimenting with the gain is e ... mia!. The write head should 
be as big as possible unleu you want to write more than two 
narrow tracks next to each other. Between plims A and B you 
can put a pair of headpbones (whicb you haY(; put in series). If 

you pass.the read bead along the stripe. you will bear a sonnd 
that might be familiar to you bobbyists who uacd to � work 

with data cassettes. Now you will Ired to find a way to make 
the read and write bud go simultaneously along both cards. 1be 
trick for this IS to take a pieCC' of wood and mount both he.,ds OIl 

:�'1�1' 

... .. 
a 

n'" 

\J, =-

'-' .,!.. 
"' " c:::HlH' 

both ends of it. AltIch the cards (with scotch tape) to a oolid 
surface and gently slide the heads along both cards (making lure 
that the beads go in parallel with thC' magnetic stripe). 

1here are, however, cards on which the information is not 
put OIl the stripe at a ninety degree angle. If you ... somelhinB 
liU that (using the iroo filing method) you will have to adjult 
the position 00 which the beads are mounted A little b'ick to 
adjust the beads is to �plaoe the 220 ohms resister in front of 
the headphones by • 100 of capacitor and then lillrning uOlil 
you fmd the angle that gives you the highest pitch sound 

You can only write to a card which you have erased 
previously by, for instance •• demagnetizn. To doublecheclr. if 
your copy is good, you can listen to it by pusing the read bead 
over it and checking to see If the SOWld of the original and tbc: 
coJ7i a� th: same. We fOWld out that the human car is a very 
accurate meter to indicate: the accuracy of the copy. One last 

word aboot the dual opamp . pin! 4 and 8 of that c114> ....... d 
to supply positive and negative voltage. (See drswing below.) 

.z:� ...c-�, 
� i � � � "l" 'to 0c0Q) 

Ell' � .lrr.-IJ , UI U) : < "'" , , -- --------.-- - --
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Th. a .. dorlWrl!.r 
ThlS schematic l'C'llM and wnle, to the sarrx bead. If you 

wanl to wnte something with thlS !Chematlc. ),OU wll1 ha� to 
come up wltb • device which has a very accurate constant 
1pc'C'd. hkr • mocbrlCd pnnIIer. � moat sUitable- device. though, 
would be. real reader/wr., mechanisllL 

Most op� wanl to have • positive as well u • ntpllYe 

vol t."c. But by means of an achve v olta ge divider (see 
drawmg) we can supply the who� card reader from one 12 volt 
power supply. 1bc active voltage divider lot used twice in the 
�adtr/wnU'r. FlJ"St of 11110 diVide the 12 volt down to Silt volts 
(m order to do thas you put I 6.8 kohm resistor where Ihr 
Ullensu � in the scbtmallc). The SC'cood voltage divldrr you make by putting. 3.3 kohm reslStor at that spot. ThIS is done: to 
diVIde the 5 volts out of your computer into 2 112 volts. Tht best 
�ing to do &110 plAce. ft:lay 00 the writ: line going to the head. nus IS 10 U 001 to introduce nolX wtulc reading from tl1IC' cud. 

Now all you need LS an mterfacc that can conttol tlr mOlor 

or your read/wnte Wln and which can euhange the bits with the 
CirCUitry described abo�. What you can do then Ul make binary copies of your card. 1be C1'C'dlt card �ader/wnter can only be­
UlCd 00. cards which store their information in binary fonn. 10 
lo.nd check fint With the iron filings. 
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In this section. we will describe several data formats whICh 
are used in credit cards. We will on1y describe tlr three tracks 
as they were- described by ISO. On the third track. a large 
quantity of formats are used. Only two of them are published 
here. 1be re-al formats as they are used by banks tend to differ 
frlXU the original ISO standards but a little bit of research can do 
miracles on these occasions. You rrught wooder how the bits as 
described later are encoded oo.to tk card because the schematic 
as we described above. is only capable of putting 180 doe gr« 
magnetic fteld changes ooto the card. To explain that we me 
track 2 bec.&.us.e the bits.&.Ie physically the largest and this ought 
to work with homemade electrooics. 

Track 2 
The bits are encoded as follows: they are separated by 

reversUlg the magnetic f.eld These reversals make the output of 
your reader go from one to zero or VlCoe versa. Beware: the fact 
of whether or oot it's a on: or a zero is not important, htlt the 
change in polanty is important. And now, to mak:e it even more 
complicated, not only is there a magnetic reversal betw�n two 

i 

bits but allloO in the middle of a binary one is • reversal. So if you 
ha"o"C: a constant mO"ll1lg head O"Ier your card, IOftwarc should be 
able to dctenn.ine whether they are reading a uro or a CQe .  In 
fact, nobody ifJ capable of �peeding up the speed of ilia reading 
head twioe within the time period of (X)(: bit. Tbtrefore. even a 
constanI speed 18 not required. So you will get away with chr':ap. 
lousy equipment. 

Now you have a whole lot of ones and zeJ'OC'S imide your 
computer and st il l  y ou don't know anything. The important 
thing here is to know the bit stream starts at tk left Side of the 
card 110 tbe strip l"! being read from nght to left and ·after a 
couple of zerves the data will start in the following format: 
PI248PI248 etc, 

'Th< P 'tando for panty bit and the 1,2,4,8 .rand for the 
decunal values thaI tbey repre"'DI (0001 00100100 1000). If 
you decode this, therr IS your data, which is similar 10 the Track 
2 specifications (ABA). How tbe LRe cb.a.racter worka (. 
checDum) we don '( koow )'CL But our mailbox is open to any 
suggeStlOllS. 
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death of nynex business centers 
by Anonymous 

On June 1, 1991 N YNEX Business 
Centers sold its entire operation, assets, 
and customer base to rival computer 
reseller ComputerLand. 

The five-year experiment was the most 
serious attempt yet by a Bell Operating 
Company to capture the long-predicted 
home and business markets for new 
synergistic computer/communications 
technology products, such as desktop 
computers, modems, integrated voice/data 
terminals, videotext, ISDN equipment, 
CLASS hardware, multimedia, facsimile, 
cellular, and more . In the end though, 
under a blanket of bureaucratic 
mismanagement and miscalculations, the 
division failed to meet its five-year profit 
plan and was sold to the highest bidder 
for $125 million in cash and 
Computer Land stock, leaving some 
NYNEX employees either without work or 
with a company whose name sounds like 
an amusement park. 

I worked for NBC (as it was referred 
to internally) for the last four of its five 
years, and I found it interesting to see 
the telephone giant from the inside . 
NBC was a divis ion of BISC, the 
Business Inform ation Systems 
Corporation division (which also owns 
the CASE software giant AGS), w hich 
itself is part of a still larger division 
that controls their other "unregulated" 
companies suc h as NYNEX Mobile 
Telephone. It was a confusing hierarchy 
o f  divisions and subdivisions w hic h 
seemed to change as frequently as the 
seasons (or managers). Although the 
$25 billion N YNEX Corporation has 
repeatedly denied allegations that it 
subsidized its unregulated businesses 
with the billions in revenues from New 
York Telephone, many NBC employees 
(including myselO felt like they were 
part of a huge, mysterious shell game. 
In fact, NYNEX is c urrently under 
investigation by the Public Service 
Commission for questionable 
transactions between the telephone 
company and its subsidiaries. 

For a brief history, NYNEX Business 

Centers was itself born out of the ashes of 
two other failing computer ventures. Back 
in 1986, IBM 's chain of retail 
microcomputer stores (known as IBM 
Product Centers) wasn't performing up to 
Big Blue's expectations, so they I\ut it on 
the block with the stipulation that all 
employees be retained. NYNEX took the 
bait, and also bought the failing DATAGO 
computer chain at about the same time, 
eventually building a distribution network 
employing nearly 2000 people in over 80 
stores with locations in most states. The 
nerve center (with an IBM 3090), 
headquarters, and warehousing facilities 
were built in Atlanta for its central 
location, tax laws, and its proximity to 
major air transport facilities. 

This was barely two years after the 
great AT&T breakup/divestiture that 
allowe d B ell Operating Companies 
(BOC 's) to compete mor e freely and 
market non-telephone products and 
services. At the time, NYNEX was (and 
still is) employ ing its Wa shington 
lobbyists and PR army in an attempt to 
convince the U.S. Justice Department to 
overturn the Modified Final Judgement 
(MFJ) that forbids BOC's from developing, 
manufacturing, and marketing their own 
equi pment, and from developing and 
marketing information services (such as 
bus iness and consumer databas es, 
electronic yellow pages, etc.). 

Evidently though, the Reagan 
administration was having such a ball 
deregulating the 8&L industry that they 
never got around to cutting the ribbon on 
any new parties. So, NBC was limited to 
resell ing onl y other manufa c turers' 
products (such as IBM, Compaq, Apple, 
Hewlett-Packard, etc.) in a hi ghly 
competitive market they never could hack. 
NYNEX kept up the deregulatory fight 
though, urging its employees to write 
their legislators to deregulate BOC's in an 
unprecedented, self-labeled "grass roots" 
campaign which never bore fruit. It's 
almost certain to happen eventually 
because there's billions of dollars at stake, 
but it's too late for NYNEX Business 
Centers. 
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HACKER NEWS 
On June 12th. Len Rose (whose story was 

featured in our Spring issue) was sentenced to a 
year in prison for sending AT&T UNIX source 
code over the telephone. 

To further intensify the wit chhunt 

atmosphere of this charade. the judge (U.S. 
District Judge J. Frederick Motz) ordered Rose 
to sell his computer equipment. 

This is certainly one of the stiffest sentences 
ever handed down in the hacker world. no doubt 
to send another message to us all. (In fact, Rose 
could have been ordered to pay restitution to 
AT&T, presumably for the trauma of having to 
charge him with this crime.) What's particularly 
crazy here is that nobody is saying that Rose 
ever broke into a system or even did anything 
with the source code, other than examine it. 
Basically, Rose got ahold of something AT&T 
didn't want him to see, so he was put away for a 
year. If the case has to be summed up in one 
sentence, that would certainly suffice. We'd 
like to know how many people are comfortable 
with a system that locks people away for just 
looking at programs and experimenting with 
them in the confines of their own home. How 
many of you could resist a glance at UNIX 
s ource code if you were capable of 
understanding it and if it happened to be within 
your grasp? It's human nature to be curious. For 
ages, we've been punishing and suppressing 
human nature in various ways. But it never 
seems to work because human nature has this 

way of bouncing back and surviving. Hackers 
epitomize this and will also never disappear. 
But they may be forced into hiding for some 

time to come, something that will  set 
technology back significantly. 

For those interested in writing to Len Rose, 

his address is: Federal Prison Camp, Seymour 
Johnson AFB, Caller Box 8004, Goldsboro, NC 
27531-5000. 

• •• 
While some hackers are going to jail, others 

are trying to sell their talents. Former members 

of the Legion of Doom have teamed up to start 
Com sec Data Security in Houston. 

Former h ackers Erik B l o odaxe, D o c  
Holiday, and Malefactor started the 

organization this summer. "People need us," 

said Holiday, whose real name is Scott Chasin. 

"We're the best. Ten years from now we'll be 
the leaders in data security." 

According to Comsec's press release, "We 
feel that we are bringing a fresh approach to 
se curity consulting in the corp orate 

marketplace. We were all the cream of the crop 
of the comp uter underground and kn ow 
precisely how systems are compromised and 
what actions to take to secure them." 

T he group estimates its success rate at 
penetrating systems to be 80 to 85 percent. 

Many in the corporate world say, at least 
publicly, that they would never trust former 
hackers to do security for them. Those still in 

the hacker world tend to look upon Com sec 
with a mixture of suspicion and contempt. We 
will reserve any judgement until we see just 
what it is they do and how good they are. We 
do hope, however, to see them try educating 
their clients on just what a hacker is, even 

though fueling the current paranoia would make 
them much richer. 

Comsec can be reached at 713-721-6500. 
(Except for the area code, that number is real 
similar to ours!) 

From: len@netsys.NETSYS.COM (Len Rose) 
Newsgroups: comp.dcom.telecom 
Subject: Farewell 
Message-ID: delecom11.481.7@eecs.nwu.edu> 
Date: 21 Jun 91 23:27:01 GMT 
Just a quick note to say Goodbye to many friends and compatriots. 
I will be off the net for about a year I suppose. Many of you deserve 
more than just "Thanks" and some of you deserve utter contempt. 
Watch yourselves. It can happen to anyone. 
Len 
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Got your attention, didn't if? These are pictures from a neo-:\azi computer game 

circulating throughout Germany. One picture depicts a Gestapo agent torturing a 

prisoner. The other is a congratulatory message: "The gas has taken effect and you 

have freed Germany of these parasites." One group fighting against this kind of 

thing i., the Simon Wiesenthal Center. 9760 W. Pico Blvd., Los Angeles, CA 90035. 
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Build A Tone Tracer 
by Mr. Upeetter 

If you have ever browsed through catalogs of 
telecommunications equipment, you have pniJably 
seen a device called a "tone tracer". These little 
devices cost around $30 and are used by te1co 
linepemons. The main function of a tone tmcer is to 
p1are a tone on a telephone cable pair so the pair can 
be physimlly tracked or easily identified when in a 
large cable h.mdle. A tone tracer also can be UIled to 
check the polarity of a phone line, nrughly measure 
continuity, and JX'OVide "t.aIk power". You can build 
your own tone tmcer from a handful of parts for just a 
few dollars. 

Circuit Description and Operation 
Please refer to the schematic diagram. The 

ci rcuitry basically consis ts of two parts: a tone 
grnerntor and an amplifier. The tone generntor can 
generate either a steady tone or a wruble tone. NOR 
gatffi IClc and ICld aIoogwith C2, C3, R2, R3, and 
R4 create the tone. Gatffi ICla and IClb are used to 
switch between steady and wruble ton .... Cl and Rl 
control the rate of the wruble tone. The frequency of 
the steady and wruble tones is controlled by C2, C3, 
R2, R3, and R4. QI and Q2 form a push-pull amplifier 
woc..e tone output is caplci lively coupled the phone 
line by C4. 

When switch S2 is set to TONE, the 9V battery 
pcwers the tone generating and ampIifJel' circuitry. If 
the tone tracer is coruwcted to a speaker or a phone 
line, a loud tone will be heard. Whm SI is set high, 
there wiD be a steady tone. When SI is set low there 
wiD be a wruble tone_ 

When S2 is set to CONT, the 9V battery is 
connected to DI, R7, and RR The device now 
functions as a basic continuity checker. The 
hrightll€88 of the LED will va!)' with the resistanoe 
that is connected aaul8 the tone traoer. Also, when 
connected to a phone line, the tone tracer now 
JX'OVides talk power. If the phone line is completely 
dead (there is no voltage whatsoever on the line), then 
the tone trarer will provide enough voltage to power a 
couple of lineman's handsets or basic phones. This 
way communications can take place over short 
distanca;. 

When S2 is in its center (off) p<Eition, the battely 
dces not power the circuit at an. However, when the 
tone trarer is connected to a phone line, R7, Dl, and 
R8 are connected across the phon!' line. Now the 
polarity of the line can be checked. If the alligator clip 
marked RING is connected to the ring (-48V) side of 
the line, and the alligator clip marked TIP is 
connected to the tip (gIoo.nd) side of the line, the LED 
wiD hght. If the clips are reversed, the LED will not 
light. Typically, the tip wire is green and the ring wi� 
is red. 

Also, note that when connPcted with the correct 

polarity, the LED will be bright when the line is on­
h<rlt and dim when oIf-hook. When a ringing signal is 
!X'€8ffit. the LED will flash. 

Constnaction, Testing. 
andTnM..ing 

Construction of the tone tracer is fairly 
straightforward and doesn't req� any specific layout 
You wiD prOOably want to solder it tcgether on a small 
breadboard so it am be built into a oompoct, handheld 
encia!Ul'e. Fer oonvenience, you may want to oonnect a 
phme plug as well as alligator clips to the output of the 
tone tracer. Also, you may want to use a socket for tbe 
Ie. All J:8Ii8 are available from Mouser E1ectronial. Call 
8()()..2466873 to � your free � 

After )UU have constructed your unit and double 
checked all the connections, connect it to a small 
speaker and switdl S2 into the TONE p<Eition. You 
should hear a mther obnoxious tone. T�le SI to 
make sure you get both wruble and steady tones. 
Then disconnect the speaker, connect the tone tracer 
to a phone line, lift your phone off hook, and do the 
same �. The other miner functions should be easy 
fir )UU to dted< out on your own. 

Tone tmcers are designed to be used with an 
inductive pickup of some sort. Inductive tracing is 
advantagrous because no physical connections need 
to be made to the line, thus no ""es need to be cut, no 
clips need to be h<rlted onto terminals, etc. It makes 
the job quicker and simpler. To traoe the tone of our 
tone traoer, )UU could spend $4().00 en a '1ine probe" 
type inductive pickup designed for the pl1I'p<>le. But 
sinoe you went out and built your own tone tracer 
from scratch in the first place, you probably don't 
want to do that. A marginal alternative is to use a 
basic audio amplifier (such as Radio Shack 277-100'l) 
and a suction cup pickup (Radio Shack 44-533). 
Connect the tone !rarer to a phone line and switch S2 
to TONE. You will be able to hear the tone when the 
pickup is p1ared very cble to the cable <r its terminal 
block. Winding I or 2 turns of the cable around the 
pickup should improve things. Unfortunately, this 
setup is vulnerable to 60 Hz noise from electrical 
wiring. You will need to rotate the pickup for the least 
armunt ofb�. 

Parting Words 

A tone tmcer is a handy thing to have at tillHl. 
So instead of shelling out some cash to Specialized 
Products cc Jensen Tools, )UU can build this simple, 
cheap circuit. But for those of you who are not 
electronically inclined, there is an even easier and 
cheaper way. In ma;;t �, there is a te.lt number 
you can dial that puts a loud 1004Hz tone on your 
line. Fir instance, in certain parts of C�ifornia this 
number is your prefix plus 0002. Of�, )UU need 
to know the test number in your area to take 
advantage of this. 
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Rl 

R3 

PARTS LIST: 

R4 
ICld 12� 

C 1- .4 7�lF electrolytic 

C2, C3- .01 IlF monolithic 20% 

C4- .1 IlF 100V 

D 1- standard LED 

D2· 1N4004 

IC1- 4001 CMOS quad NOR 

01- MPSA92 PNP 

02- MPSA42 NPN 

R1 

Dl AI' .• TONE 
D2 " 52_=*1 --

+ CaNT -=- 9V R8 1 
�RING 1 -c: TIP 

.... 

R1- 1M 1/4 W 

R2- 470K 1/4W 

R3, R4, RS, RS- lOOK 1/4W 
R7- lK 1/4W 

RB- B.2K 1/2W 

SI- SPDT 

S2- ON-OFF-ON 

Additional parts: large alligator clips, modular phone plug, 9V 

battery and clip, IC socket, enclosure, PCB. 

TONE TRACE.R SCHEMATIC DIAGRAM AND PARTS LIST 
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hacking mcimax 
by MCI Mouse 

MCIMAX is actually MCl's link 
int o the MAX database which 
contains informa tion concerning 
many MCI as well as AT&T and US 
Sprint product s .  The data 
retrievable for each service includes 
cu rrent usage rates and volume 
discounts for products, comparison 
m atrice s, feature and benefit 
statements for products, guidelines 
for entering and processing orders, 
and current product promotions. 

This article will deal specifically 
with MCIMAX, containing 
information about MCl's domestic 
products. 

MClMAX can be logged into from 
an MCI terminal. I am writing this 
article under the assumption that 
you can acce ss the MCIMAX 
database remotely either via dial-up 
or network hopping. From an MCI 
Terminal ID Screen, type L PREF 
(for Mid-Atlantic, Northeast, 
Southea st ,  or Internati onal 
divisions) or L PREFSAC (for 
Midwest, Pacific, Southwest, or West 
divisions). At this point, you will be 
prompted for a Sign-On Number, 
Volume Name, and Password. For 
Sign-In Number, enter R### where 
### is the branch ID number. The 
branch IDs go by hundreds (for 
example, 500 to 536 is the Southwest 
Division range). Your volume name 
is MCIMAX and a password is not 
required at this time to access the 
database. You should now be in the 
MClMAX database. 

MCIMAX is structured like a 
b o ok. There are 26 chapters, A 
through Z, containing the following 

information: 
A Reserved 
B Dial "1"lPremier Calling Plans 
C Operator Services 
D Co rporate A c count Sere 

vices/CAS PLUS 
EWATS 
FHotelWATS 
G University WATS 

HPRISMI 
I PRISM II 
JPRISMlll 
KPRISMPLUS 
L MCI 800 Service 
MVnet 
NFax 
o MCI Card 

P Worldwide Direct Dialing 
Q Digital Gateway T·I Access 
R Fractional T·1IDSO and VGPL 
S Terrestrial Digital Service 1.5 
T Digital Data Service (DDS) 
U Switched 56 Kbps Service 
V Hospitality Plus 

W MCI Network 
X Rate Tables 
Y AT&T Competing Products 
Z US Sprint Competing Products 

Within each chapter, th ere ar e 
topics, sections, and items (j.e. in 
Chapter K. PRISM PLUS, Topic 1 is 
Description, and sections include 
Description Introduction, Overview, 
Call Processing, Target Market, and 
Sales Successes). The bottom of your 
screen should contain the pertinent 
information as to how to select your 
sections within th e topics of a 
chapter, but if not, you should place 
an X by the section which you wish 
to browse. 

Another way of accessing 
information is via the Index. From 

Page 16 2600 Magazine Summer 1991 



your arrow prom pt at the bottom of 
your screen, you can type an Index 
wor d  or a letter if you're not sure of 
the exact index entry. For access to 
AT&T 8UO ReadyJine ra te s, f or 
example, you wouid type ATT 800 
READYLINE, RATES. If you simply 
typed A, you would be givpn an 
alphabetical list of topics wit hin thi' 
Index from which to choos(>. Tab 

moves from it em to item from thp 
list, and an X by the topic will go tu 
that Index item. 

Function keys to use with thp;,e 
menus include: 

#* P FJ Displays pTPvio!]s 
page/topic. 

#* PF2 Displays next page/topir 
#* PF3 Exit>. to MIS logo screpn. 
* PF4 Displays table of contents. 
#* PI-'5 Lists the chapters in tne 

v olume. 
#* PF6 Li su; the t.opics in the 

chapter/volume. 
* PF7 Lists thl' .�ecti()ns in the 

topic. 
#* PF8 Allows you to type an 

index entry/dbplnys the index. 
# PF9 Displays the previous 

chapter in the volume. 
# PFIO Displays the next chapter 

in the volume. 
#* PFll Givl's acress to hookm[lrk 

or glossary optiuns/shows morp 
options. 

# PF12 Toggles the menu (at the 
bo ttom of the screen) on and ofT. 

IA # indicates U;,e with Table of 
Contents and a * indlcates use with 
the Index.) 

The bOOKmark function allows 
you to return to a set screen at a ny 
time. Using the PFll key to see the 
options, hit PF9 to set the bookmark. 
Then enter a name for the bookmark 
when asked. To go back to where you 
we re, hit PF11 ag ain. From t he 

1'F11 menu, you can retr ieve a 
bookmark by enter ing PFIO and 
choosing the name of the bookmark 
to return to. 

There is also a glossary available 
in MCIMAX. If the bottrli;, of the 
�rrp!'n's disp lay does not have PF8 
indicated as "Glossary", hit PFll to 
loggjP. Onc!' sel!'cting PFfi, use the 
PF'l key to g!'t. a li,.;t of E-'losslHY 
tt'rm,.;, nnd !'ntl'r the tf'rm to be 
defined ,it the pro mpt, or enter a 
hlank lillt' to ret.urn to your previous 
v';ork. 

Althollhh th'" �y":"m is not as 
1ntngui'lg as some 
tplpcomrnunications computer 
."'y"t,·m", it is g(lod to know what 
you'r!' toying around with if you 
..;tumb]" upon (HlP. Good lu ck and 
�i�lVf' fun! 
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Inspect Implementation 
We recei ved a n  internal document 

recen tly conce r n i ng sec u r i ty 

implementations on Digital's EASYnet. 
The employee w h o  s upp l i e d  th i s  
i nforma tion w ishes t o  be  k n o w n  a s  
Condor Woodstein. We will q uote some 
of the more interesting sections. 

·Someone h as wri tten that 'failing 
to plan i s  planni ng to faiL '  N o where 
[ si c ]  could this be m o r e  true than in 
the area of  s e curi ty . In  an effo rt to  
i m p r o v e  u p o n  o u r  p l a n n i n g ,  a new 
security tool  i s  bei n g  rel e ased for all 
VMS systems.  This tool will run with 
S E C URPAK,  a n d  wi l l  p r o v i d e  t h e  
syst e m  m a nager with a new level o f  
system security testi ng that was never 
b efore avai l abl e .  Additi onally,  it will 
c o m p l ete the process by p roviding a 
gre ater l evel  of reporting tha n  exi sts 
todny. 

• . .  . INSPECT wil l  be requi red on all 
VMS n odes of the EASYnet. INSPECT. 
I n te r a ctive Network Security Policy 
Examinati on/Compliance Toolset, has 
b e e n  developed to m e et the rigors of 
C o r p o r a t e  S e curi  t y  S t a n d a r d  1 1 . 1 .  
W h e n  r u n ,  I N S P E C T  w i l l  c h e c k  a 
s y s t e m  t o  e n s u r e  t h a t  i t  i s  i n  
c o m p l i a n c e w i t h  th i s  s e cu r i t y  
standard . 

"All system managers in DECNET 
Areas 1 6 , 34 ,  and 36 are being asked to 
i n s t a l l  t h e  I N S P E C T  t o o l  o n  t h e i r  
s y s t e m  by D e c e m b e r  3 0 ,  1 9 9 0 .  
Additionally ,  any system manager o f  a 
system i n  a h i d d e n  area , i e :  62 , 6 3 , 
who i s  serviced by an area 16, 34,  or 36 
p a s s - t h r u  s e r v e r  m u s t  a l s o  i n stal l  
INSPECT. INSPECT is  now a required 
secu ri ty tool , j ust as SECURPAK i s .  
The XSAFE security testi ng tool now 
tests for the existe n ce of INSPECT on 

your node . 
• . . . Presently,  Digital E quip m e nt 

C or p o r a t i o n  own s t h e  ' largest  
proprietary computer network in the 
world . '  This network, EASYnet, is  a 
target for h ackers , and others.  The 
EASYnet  r e p r e s e n t s  a w e al th of 
resource that is available to the Digital 
employee , and it  is a re source that 
must be protected. INSPECT is a tool 
that will assist the system manager in 
safe guarding [sic] our resources. 

· I N S P E C T  is divi d e d  i n t o  two 
p o r t i o n s , i n s p e c t o r s  and age n t s . 
Basi cal ly ,  inspectors are assigned a 
specific task. Agents are generated by 
t h e  i n s p e cto r s ,  a n d  c a rry o u t  t h e  
a c t u a l  i nv e s tigati o n .  I N SPECT's  
purpose is to  check the security of  your 
n o d e , in an o n goi ng m a n n e r ,  a n d  
revi e w  5 m aj or subsyste m s  o n  your 
system. They are: 

· F i l e  Subsys te m :  s y s te m fi l e  
ownership and protections, overall file 
protection,  public and private, world 
writeable [sic] files. 

"Acc o u n t  S u b s y st e m :  c h e cks for 
pri vi l e ged a c co u n t s , a c c o u n t  
o w n e rshi p ,  proxi e s ,  system support 
accounts, and inactive accounts. 

· N e tw o rk S u b s y s t e m : c h e c k s  
n e t w o r k  obj e c t s , D E C n e t  acce s s ,  
Dialup and LAT protection. 

· SYSGEN Subsyste m :  c o m p a r e s  
SYSGEN parameters for changes. 

·Au d i t  S u b s y st e m :  checks  fo r 
security auditing and OPCOM. 

·At a minim u m ,  IN SPECT runs 
a u t o m ati c a l l y  e v e ry 2 8  day s ,  a n d  
r e p o rt s  t h e  fi n di n g s  of t h e s e  
subsystems t o  the Security Office, as 
well  as generates a report to be used 
by the system m a n ager.  Thi s report 
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c a n  b e  u s e d  t o  c o r r e ct p o te n t i a l  
security 'holes'. 

"Furth e rm o r e ,  IN SPECT can b e  
r u n  o n  d e m a n d  by t h e  s y s t e m  
m anager,  and it  i s  encouraged that 
INSPECT be run whenever there is a 
change made to a system , whenever 
unaccountable changes are found, or 
whenever increased activity is noticed 
on your system. 

" . .  . I N SPECT provides  rep orti ng 
c a p a b i l i ti e s  t o  b o th the system 
m anager and the Security Office . As 
I N S P E C T  fi n d s  p o t ential  security 
issues, it attempts to resolve them by 
creating a DCL comm and procedure 
that will 'patch the hole . '  INSPECT 
d o e s  n o t  a p p l y  the patch t h a t  i s  
developed. I t  i s  u p  t o  the discretion of 
t h e  i n divi d u a l  s y s t e m  m a n age r t o  
e n s u r e  that  t h i s  i s  p e r fo r m e d .  I t  
becomes part o f  the system manager's 
responsibility to check for VAXmail 
m essage s  fro m  INSPECT, and take 
corrective action if necessary. 

" I n fo r m a t i o n  regarding 
LOCKDOWN is being provided to  the 
system manager to ensure that they 
understand what LOCKDOWN is and 
what it does.  Until otherwise notified. 
" * *  LOCKDOWN SHOULD NOT BE 
UTILIZED ON ANY SYSTEMS * *  

" P e r h a p s  one o f  the m o st 
misunderstood features of INSPECT is 
L O C KDOWN . LOC KDOWN is a 
d e fa u l t  fe a t u r e  o f  I N S P E C T .  
Whenever INSPECT i s  run, i t  creates 
a fi l e  in t h e  SYS$ MANAGE R  
directory. This file is named: 
" SYS$ MANAG E R : I N S PECT$node­
name_LOCKDOWN.COM 

"This file contains DCL code for 
each violation that I NSPECT finds,  
and is  r e a d a b l e  by the s y s t e m  
m anager. INSPECT d o e s  not process 
this file,  or apply any patch to your 
system .  At the end of an INSPECTion, 

a VAX m a i l  is s e n t  to the s y s t e m  
m anager fo r revi e w .  The VAXm ail  
contains all  th e security issues that 
I N S P E C T  fo u n d .  I N S P E C T  a l s o  
notifies the Security Office of the node 
vi o l ati o n s  by s e n d i n g  a t o k e n  o f  
i n form a ti o n .  Thi s i n fo r m a ti o n  i s  
autom atically placed i n  the Regional 
node database. 

" . . .  L O C KD OWN is r u n  
interactively, a n d  'suggests' values or 
options for the system manager to use. 
The s y s t e m  m an a ger i s  a l w a y s  
prompted to  determine i f  a ch a n ge 
should be m ade, and the LOCKDOWN 
procedure does not make any changes 
without fi rst consulting the system 
m an a g e r .  Thi s is key t o  t h e  
u n d e r s t a n di n g  o f  L O C K D O W N .  
INSPECT w i l l  not  change anything 
that you do not approve. When used in 
this manner, the system manager will 
find LOCKDOWN to be very helpful as . 
all the necessary commands to correct 
a security issue have already been set 
up. All the system m anager has to do 
is approve the processing of them. By 
r e g u l a r l y  r u n n i n g  I N S P E C T ,  a n d  
revi ewing the LOCKDOWN fi l e ,  the 
system manager will become familiar 
with w h a t  n e e d s  t o  b e  do n e ,  a n d  
should find the LOCKDOWN feature 
helpful.  

"On a test Micro-VAX, with only 8 
accounts,  INSPECT generated a 7 5  
b l o ck com m a n d  fi l e  o f  D C L  c o d e . 
Larger s y s t e m s  a n d  cl u s t e r s  w i l l  
generate a much l arger fil e .  System 
managers are encouraged to carefully 
read and utilize this code. Some of the 
items that the LOCKDOWN code can 
do for you by default are : 

" E n s u r e  t h a t  a l l  n o n - p ri v i l e ge 
accounts have a password minimum of 
8 characters. 

"Ensure that  privi l e ge accounts  
h ave a p a s s w o r d  m i n i m u m  o f  1 5  
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characters. 
M D e l e t e  $.YSUAF e n tri e s  fo r 

SYST E S T ,  SY S T E S T_C Ll G ,  a n d  
FIELD. 

M M o d i fy SYSGEN LGI ( l ogin 
parameters). 

MEnsure that all accounts expire. 
M E n a b l e s  VMS A c co u n ti ng a n d  

AUDIT. 
MSet protections and ACL's on files 

in accordance with standard 1 1 . 1 .  
M R e n a m e  t h e  D E C n e t  SYSUAF 

entry to DECnet$SERV. 
M . . . As indicated in the INSPECT v2 

i n stall ation , the system m anager i s  
cautioned against blindly running the 
L O C KDOWN p r o c e d ur e .  C a r e fu l  
evaluation o f  the procedure's contents 
is encouraged. It is possible that the 
LOCKDOWN procedure may effect 
other layered products on your system . 
For e xampl e ,  LOCKDOWN i n s erts 
commands to start VMS accounting. If 
you are running on a smaller VAX, ie: 
Micro-Vax or  a 3 1 0 0 ,  you probably 
have 'l ean' disk space,  and probably 
don't want ACCOUNTING running. In 
this case , when you are prompted by 
LOCKDOWN regarding the running of 
VMS ACCOUNTING, you would use 
the d e fau l t ,  'N' .  I n  this c a s e ,  
L O C KDOWN w o u l d  n o t  s t ar t  
accounting. 

" . . .  Every 28 days , at mini m u m ,  
INSPECT will check your system and 
send a token to the 'Security Office .' 
The Security Office is  a special node 
that is set up to receive these tokens of 
information and process them. Within 
Central States Region, a node is being 
set up that will be the focal point for 
INSPECT tokens. The Security Office 
will be able to track nodes throughout 
the Region, and ultimately Corporate 
Security will be able to track the entire 
EASYnet. Nodes suspected of being 
open to intrusion will be contacted and 

required to take corrective measure . 
MPerhaps one of the more important 

features of the Security Office i s  its 
abi lity t o  generate m ai l  m e s sage s .  
S e cu r i t y  m anagers  w i l l  b e  ab l e  to 
review the results of th e INSPECT 
t e s t s  q u i c k e r , a n d  can uti l i z e  the 
auto m ated fe atu res of the Office to 
mail discrepancies to both the System 
Manager and the cost center manager. 
The o ffi ce c a n  generate  3 typ e s  of 
canned reports: 

" 1 .  A report of all nodes that have 
issues. 

"2. Generate VAXm aiis directly to 
system managers,  with a copy to the 
cost center m anager, for every node 
that has an issue. 

M 3 .  G e n e r a t e  m a i l  m e m o s s e n t  
directly to System Managers ,  with a 
copy to the cost center m a n ager for 

memo 1I1ULl""", ...... 
that INSPECT either is not running on 
your node , or has not been installed. 

" . . .  I N S P E C T  w i l l  b e  u s e d  i n  
c o nj un c ti o n  with XSAFE . I n  fact ,  
XSAFE now checks for the installation 
of INSPECT on your node . Any node 
that does not have INSPECT installed 
w i l l  be fl agge d by X S AFE as a 
violation. 

MFor those who may not be aware , 
XSAFE i s  an external t o ol u s e d  by 
Corporate Security to test every node 
on the EASYnet each quarter. XSAFE 
actually attempts to break into a node 
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by logging into known accounts that 
should be tur n e d  o ff. It  checks fi l e  
privileges o n  system and network files, 
and performs other security tests. At 
the end of the test ,  the r e sults are 
V AXmailed to the SYSTEM account 
where the system manager can read it 
and correct the issues. Additionally,  
the results  are  sent t o  the m a s t e r  
XSAFE database . Quarterly, a report 
is generated showing the results of all 
XSAFE t e s t i n g  in t h e  geogr a p h y .  
N o d e s  w h i c h  c o n t a i n  fai l u r e s  a r e  
contacted and requested t o  address the 
violation. 

" . . .  Hidden areas are actually 'small 
or local' DECnet areas within larger 
DECnet areas , and are used to place 
additional nodes on the network when 
n e tw o r k  s p a c e  b e co m e s  scarce . A 
single l arge DECnet area m ay have 
m a ny , s m a l l e r  h i d d e n  are a s .  Th e 
hidd e n  a r e a  i s  s e p a r a t e  fr o m  th e 
EASYnet,  but connected via a pass­
through server. This server allows the 
hidden area users to access system s  
and data much a s  any other system , 
e xcept they m u s t  pass-through t h e  
server t o  get t o  it. 

" W h e n  i n s t a l l i n g  I N S P E C T ,  
s y s t e m s  i n  a h i d d e n  a r e a  s h o u l d  
consider their Security Offi c e  t o  b e  
their pass-through server. That i s ,  the 
system that connects their hidden area 
to the EASYnet serves as the Security 
Office  for that hi dden a r e a .  Wh e n  
INSPECT i s  installed, merely point it  
to the pas s-thro ugh server.  System 
managers responsible for pass-through 
servers will need to install INSPECT 
indicating that thi s node is a pass­
through server. This indicates that the 
server will need to take the INSPECT 
token it receives and pass it to the 
Central States Security Office node. 

" . . .  All  EASY net n o d e s  m u st 
continue to run SECURPAK. Nothi ng 

changes with regard to this utility. All 
s y s t e m  m a n ag e r s  s h o u l d h a v e  
SECURPAK installed and running on 
their respective nodes, and should be 
r eviewing the reports ge nerated by 
this tool .  In comparison, SECURPAK 
runs each daily and delivers reports to 
t h e  s y s t e m  m a n a g e r .  S E C U RPAK 
looks a [ sicl login failures, and other 
i t e m s  as s e l e c t e d  by the s y s t e m  
m an a g e r .  I N S P E C T ,  o n  t h e  o t h e r  
hand, does n o t  r u n  daily , it  r u n s  as  
s chedul e d  by t h e  system m a n age r .  
INSPECT digs deeper i nto the syste m ,  
and communicates i t s  findi ngs to the 
Security Office , SECURPAK doesn't .  
These two tools,  when combined, will 
m ake it easier for the system m anager 
to ensure that their system is secure. 

" . . .  Any tim e  that you suspect that 
your system ,  or the EASYnet has been 
compromised, do the following: 

"A. Use the VMS AUDIT command 
to d u m p  t h e  a u di t  l o g : 
$AN ALI AUDIT/SINCE=DATE/OUTP 
UT=filename SYS$MANAGER: 

"B.  Mail this log el ectroni cally to 
ANC HOR : : N E TWORK. I nclude you 
[sicl name, address, and DTN. 

"C . C all N etwork Operati ons and 
inform them of your si tuation. 

"D. Call C e ntral States Regi o n a l  
Security. 

" E .  K e e p  c o m m u ni ca ti o n  w i t h  
regard to the incident within a cl ose 
ci rcle o f  i n di vi du a l s .  Do n o t  spre ad 
infor m ati o n  regarding the i n ci d e nt 
that m ay o r  m a y  n ot be t ru e .  You 
might not have a problem. 

" . . .  System managers now have both 
SECURPAK and INSPECT to use in  
securing their systems,  as  well as VMS 
S e curity fe a t u r e s  s u ch as AU D I T .  
W h e n  c o m b i n e d  wi t h  th e e x t e r n a l  
testing o f  XSAFE , the EASYn et will  
become a much m ore difficult target 
for hackers to penetrate." 
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the class strugg le 
We have obtained internal documents from 

Bellcore which go into some detail on CLASS 
servic es tha t  are b eing offered around the 
country. Because these services are of growing 

c o n c e rn to o u r  rea ders and m u c h  o f  th e 
population, we will share this information here. 

C a l l e r  1 0  i s  r e f e r r e d  to h e r e  a s  C a l l i n g  

Num ber De l ivery ( C N D ). " a  revenue- produ c ing  
serv i c e  inte n d e d  for  res identia l  a n d  bus iness  
telephone c u stomers .  

" . .  When eND i s  a ctivated on a l ine, th e  D N s  
[ d i r e ctory n u m b e r s ]  of te r m i n a ti n g  c a l l s  a re  
tr a n s m i tt e d  to t h e  c a l l e d  CPE  [ c u stom e r  
prem i s e s  e q u i p m e nt] . F o r  a n  i nteroffi c e  c a l l  
[ca l ls  between tw o  different c entral offic es], the 
c a l ler 's  ON is  tra n s mitted from th e or ig inating  
Stor ed  P r o g r a m  Contro l led  System ( S P C S )  to 
whi c h  th e c a l l i n g  p a rty is c o n n ected,  to the 
ter m in ati n g  SPCS to wh ic h the c a l l e d  party is  
c o n n e ct e d  d u r i n g  c a l l  s etu p .  I t  i s  th e n  
tr a n s m i tted from th e te r m i nating  S P C S  t o  th e 
C P E  d u r i n g  the f i rst l o n g  s i lent interva l  of th e 
r i n g i n g  cyc l e  [ b etwe e n  the f i rst  a n d  s e c o n d  
r i n g s] .  A l o n g  s i l e n t  interval  i s  def i n e d  a s  a n  
interv a l  o f  s i lenc e lasting 3 or more seconds .  For 
an intraoffice  ca l l  [ ca l l s  within  the same central 
offi c e] ,  th e  c a l ler 's  ON is  retrieved from S PCS 
m e m o ry f o r  tr a n s m i s s i o n  to th e C P E .  T h e n ,  
d e pe n d i n g  on th e o pti o n s  offered b y  the C P E, 
the O N  is d isplayed andlor printed out The CPE 
m i ght a l so be arranged to  store th e  O N  for  later 
retr i ev a l  by th e c u stom er.  These opti o n s  a r e  
tr a n s pa rent t o  th e  S P CS,  i .e . ,  the S P C S  performs 
the s a m e  a c ti o n s  for e a c h  c a s e .  For b oth 
i nteroffi c e  and  i ntraoff ice c a l ls, transm i ssion of 
CND data from th e  terminating S PCS to the CPE 
s h o u l d  n e ve r  take p l a c e  wh i l e  the C N D  
custom er i s  i n  a n  off- hook state. 

" Fina l ly, C N D  serv ice a llows the c al led CPE 
to r e c e i v e  a 4 - d i g i t  o r  l o n g e r  P e r s o n a l  
I d ent i f i c a ti on  N u m b e r  ( P I N )  i n ste a d  o f  the  
c a l l i n g  ON.  The  P I N  wou l d  be d i a l e d  by th e 
c a l l i n g  pa rty as p a rt of th e c a l l i n g  s e q u e n c e .  

Receiving a P I N  w o u l d  i nd icate that t h e  c a l l i s  
f rom s o m eone  th at  the c a l l e d  pa rty prob a bly  
wants to ta lk  to, even though th e  ca l l  m i g ht be 

f rom a l i n e  h av i n g  a O N  th at would  n ot have 
been recognized if  d is played to  th e  c a l led party 
(e .g . ,  a c oin l ine) .  

· I n  e a c h  o f  t h e s e  c a s e s ,  th e d ata 
tr a n s m i s s i o n  is  p r ov i d e d  via a s i m p l e x  
voiceband  d ig ita l interface (VO l ). Requirem ents 
for this  i nterface are d efined in TR- TSY-OOOO3O, 

SPCS/Cus tomer  Premis e s  Equ ipment  D a ta 
Interface. 

• . . . Although  n ot offered in itia lly, it might be 

d esirable in  the future to provide  an interfac e  to 
D i recto ry Ass ista n c e  or a n oth e r  d ata b a se s o  
th a t  th e  ca l l ing  p a rty  n a m e  i n stea d  of the cal l ing 
ON c an be d etermi n e d  and tra n s m itted to th e 
c al led party's CPE for d i splay. 

• . . .  I f  possible,  a n  attem pt s h ou l d  be made to 
retrieve a partial cal l ing l ine  ON ( e.g . ,  less than 
s even d i gits for i n tr a N PA c a l l s ,  l e s s  th a n  ten 
d ig its for inte r N PA ca l l s )  if the c om plete ON is  
n ot avai l a bl e  due to a lack of Common Channel 
S igna l i ng  ( C C S )  connectivity. If a p a rtia l  O N  i s  
d etermined ,  i t  should b e  transm itted t o  th e  CPE. 
The NPA portion of a partia l  O N  should always 
be i n c l u d e d  in th e tra n s m i s s i o n  to th e C N D  
c u stomer's C P E. even i f  the c a l l  i s  intr a N PA. I f  
n e ith e r  a p a rti a l  O N  n o r  a c o m p l ete O N  i s  
ava i l a ble, a n  out-of -area/D N-unava i l able (O/U ) 
i n d i c ator, s i g n if ied by the l etter ' 0' ,  shou ld  be 
tr a n s m itted to the custom er. 

" T h e  f o l l o w i n g  d e s c r i b e s  r e s p o n s e s  to 
irregu lar  u s er action dur ing  a ctivation of CND.  

" T h e  c u stom e r  m ay d i a l  an  i n c om p l ete,  
nonexistent. or erroneous feature a ctivation or 
d e a c tivation code when atte m pting to enable or 
d i s a b l e  th i s  s e rv i c e .  I f  th e a c t i v a t i o n  o r  
deactivation code d ia led for C N D  i s  incom plete 
or n o n e x i st e n t. th e c u sto m er s h o u l d ,  a s  a 
m in imum,  be given reorder tone.  However, it i s  
des irab le  i n  th is  case  to  g ive th e c u stom e r  a 
v o i c e  a n n o u n c e m ent exp l a i n i n g  th e s ituat ion 
encountered.  I f  the d ia led c ode exists but is not 
th e c o r r e c t  c o d e  for  the s e rv i c e , a n ot h e r  
servi c e  m a y  be i n a dvertently a c c e s s e d .  T h i s  
wou l d  o c c u r  if t h e  c u stom er 's  l i n e  i s  a l lowed 
access to the serv ice associated with the d ia led 
c o d e .  T o  l e s s e n  th i s  p r o b l e m ,  c u sto m e r s  

atte m pting to access th e  CND serv ice  should be 
g iven a voice a n n o u n c em ent ver ify ing that the 
servi ce has  actual ly been accessed .  

" I f  a CND activation or dea ctivation code is  
d ia led  by a su bsc r ipti on cu stomer, th en reorder 
tone should be given. 
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· S i m i l a r ly,  wh e n  d i a l i n g  t h e  a ctivati o n  o r  
deactivation c o d e s  f o r  C N D ,  t h e  c u stom e r  m ay 
a lso  req u est a ctivation of the service whi le  the 
s e rv i c e  is , ! r e a d y  a c t i v e ,  o r  r e q u e st 
dea ctivation when the s e rv i c e  was previo u sly 
d i s a b l e d .  In  th e s e  c a s e s, i t  is  d e s i r a b l e  to 
p r o v i d e  an a n n o u n c e m e n t  ex p l a i n i n g  to t h e  
customer th a t  the service w a s  a l ready activated 
or  d eactivated, as the situation requires .  I f  th i s  
i s  n ot fea si ble, the c u stom e r  s h o u l d  b e  g iven a 
c onfi rmation tone.  

• . . .  The a l lowa ble data tra nsmission rates for 
th i s  serv i c e  are g iv e n  i n  TR TSY-000030. I t  is 
d e s i r a b l e  th at a rate of 1 200 to 1 800 b its p e r  
second be provid ed f o r  th i s  serv ice .  

.. . . .  C N D  u s e s  C C S  [ C o m m o n  C h a n n e l  
S i g n a l i n g )  to tr a n s m it th e c a l l i n g  l i n e  O N  fro m  
t h e  o r i g i n ati n g  S P C S  to t h e  ter m i n atin g  S P C S .  
T h e  protoco l  u s e d  by th i s  f e a tu r e  s h o u l d  b e  
S i g n a l i ng  System Num ber 7 (S S]) .  a s  s pecif ied 
in  T R - N P L-000246,  B e ll Com m u n ic a tion s  
Research Specification o f  Signaling System No. 
7. Th is  feature shou ld  be c a pab le  of function ing  
on an  intraoffi c e  bas is  i f  th e  off ice  i s  not  served 
by a C CS n etwor k.  

· O r i g i n ati n g  o f f i c e s  e q u i p p e d with S S 7  
s h o u l d  i n c l u d e  th e c a l l i n g  O N  i n  the a d d r e s s  
i nform ation fi e ld  within  th e  c a l l i n g  pa rty address  
p a r a m eter of th e  I n itia l  Address Message ( l A M )  
for  a l l  B O C  [ B e l l  O p e r a t i n g  C o m p a n i e s )  a n d  
i ntr a LATA i nteroffi c e  c a l l s  p l a c e d  over tru n k s  
s e rv e d  by S S7.  I n  a d d itio n .  i f  th e  c a l l i n g  party 
address  i s  a pr ivate n u m ber  or is a ON from a 
l i n e  hav ing  the c a l l ing  n u m be r  pr ivacy feature 
a ctive, the p resentati o n  i n d i c a tor f ield in the 
C a l l i n g  P a rty N u m b e r  P a r a m ete r o f  t h e  l A M  
s h o u l d  b e  s et t o  '0  , .  ( i . e . ,  ' p r e s e n ta t i o n  
restr icted' ) .  A term i n a ti n g  offi c e shou ld  expect 
to find th e  c a ll i n g  pa rty address i n  the lAM i f  the 
i ntra LATA cal l  s etu p path does not involve a n  
i nterexchange  c a rr ier a n d  is  served entirely by 
S S 7 .  T R - T S Y - 0003 1 7 ,  Switc hing System 
Requirements fo r Call C o n trol Usin g th e 

Integrated Services Digital Network User Part 
(ISDN UP) s t a t e s  t h a t  t h e  c a l l i n g  O N  i s  a 
required f ield in the lAM.  

• . . . C N D  i s  n ot ava i l a b l e  on  operator -hand led 
c a lls  . 

.. . . .  S pe c i a l  c ustom e r - i n iti ate d testin g  d o e s  
n ot h av e  to b e  p r o v i d e d ;  th e c u stom e r  i s  
n o r m a l ly a b le  t o  d eterm i n e  i f  th i s  s e rv i c e  i s  
o pe rati n g  c or r e ctly wh e n  a n  i n c o m i n g  c a l l  i s  
rec e ived .  H owever ,  i t  i s  a d e � i r a b l e  option  to 

a l l o c ate a ON with i n  each  S P C S  e q UI p p e d  IO f  
C N D  (the O N  to  be s p e c if ied by the te l G o )  that 
the  c u stom er c a n  d ia l  to n , c elve a s p. q .J e n c e  01  
te st data messages .  ThiS g ives th e customer  a 
m o r e  p o s i t i v e t e s t i n g  m e c h a n i s m  a n d  c a 'l 
p r event some c u sto m e r  tr ou ble r e p o r ts I f  th i s  
c u sto m e r  tes ti n g  c a p a bi l i ty i s  to b e  p ro V i d e d ,  
th e  c u stomer s h o ul d  be a bl e  to d i a l  the s p e c i a l  
O N, hang  u p ,  and  l ec eive a ser ies  o f  test d ata 

tr a n s m i ss ions des i gned to c h eck  the c a p� b l l ity 
of tr a n s m itti n g any  d i g i t  in e a c h  pos iti o n .  Th p 
f i r s t  t e s t  m e s s a g e  s h o u l d  b e g i n  w i t h i n  1 0  
seconds  01 th e  c u stomer  d isconnect  a n d  shou ld  

c ontain the  pattern '01 2:!456789' . Th e  r ema i n i n g  
n m e  m essages  shou l d  rotate ea ch of the  d i g i ts 
(0 through  91 in each  f)f the d i g it pos iti o n s .  Two 
a d d it ion a l  te st m e % a g es s h o u l d  tr a n s m i t  the 
letter s ' P' a nd  '0 ' ,  res pectively. "  

All  of  th i s  on ly s c r atches  the  sUi fale  There  
w i l l  be m any more  d e t a i l s  to r ev e a i .  You  c a n  

o btam a f ree l i sti n g  o f  Be l l co re  d oc u m e nts by 
c a l l i n g  8OO·52 1 - CO R E  a n d  a s k i n g  l o r d o c u m e n t  
S R-TSY-000264. 

C a l l e r  1 0  d e c o d e r s  a r e  n e w  a v a i l a b l e  to 
h a c kers  i n  kit 1 0 r m  I n te rn ati o n a l  M i c r o powu 
Cor por ati on  (800 · 9'12-351 1 )  se l l :;  tt ,e  i M C · C I D  1 K 
lor $38. It decodes the Ca l l er 1 0  d atast: e a rn and  
c onverts I t  t o  the RS232C  ser i a l  io rm a l M S - D O S  
softwa re I S  ava i l a ble lor $6 . 50  th a t  d i sp lays  a n d  

l o g s  a l l  d ata t o  rl i s k .  T h e  OJ Il I! ( a l � o  av a i l a b l e  
a s s e m b l ed  10 1  $45 501 i s  fTl u c h  l es s expen s ive  
and  s im i l a r  t o  comme r c I 3 1  PC · com patib le Ca l le r  
ID  decode r s � O �l",g  h J Ol d r e d s  o f  d o l l a l  s .  Th h 
d eVi c e  a l l (1w" y n u  10 il {; lU ii i iy study the a c t u a l  
b inary datastr e a m .  

2600 Needs Writers! 

Send submissions 

(articles, clippings, 

etc.)  to: 

2600 Editorial Dept. 

PO Box 99 
Middle Island, NY 
1 1 953 
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The Letters Section 
UNIX Password Hacker 
Dear 261JfJ: 

I looked at the source for the UNIX password hacker 
in the latest issue, and i t 's  bogus. Not that it won't work. 
It probably does, but It'S conspicuous as all bell on most 
systems. 

Le t me exp l ain . It  cal ls crypt(3) ,  r ight? That's a 
system call, and most lJNIX boxes log system caBs for 
var ious account i ng rea�)ns. But cryptd ) is special. A leX 
of \"'It 'X� are set up so th.tt if Mmlcthing starts cal ling (,Typt 
left anrl right (l ike tbe profraru you pubhshed), red l ights 

go off. At the very least, ifc:; going to give the pathname 
of the program callin� crypt al l the time. 

And running stri ngsi l ) over the rinary,  even if the 
f-OlJrce has been deleted. w i l l  :-.how that it involves crypt, 

/u ... r/dicl/word<.;, and even .!JeW�I ... : .  
: , c t  w e  say y,.- hy th is  I �  im port ant.  I f  you 've been 

r (" 'ld lr:g USt·n�t . sy.;adm in:, don ' !  � lap you on the wrist 

a ny m o r e .  onre t h e y  find you 'rt  ru n n i n g  a password 
haL'kt'f ,  Someone !I t  llnivt'r�ity of ()eorg.i a · s  just heen 
slJspe,nded. for m a i l ing out th�; /etc/pa. .. ; .... wcf file to someone 
� L  .... l' . J h· W 8 \  i u s t  a d w c c b  v. h o  h e l p e d  a hacker .  
Su ..... pcllliui. I " J  he real ly Upsd if i t  wert: me.  

Hel e 's v. hat ll ! j�t tJC oonc J'lstcad fllr dtd!;ng wilh 
p�t.',,:s",' o l (b .  1 )  (Jet <;� !ur(e� fur sumething which work.s 
j iJ :...1 j ik. l'  �: r:pU � ) .  :) ! !p\ ' )ad tLo' L",  lu sr/di l'tt\\.·orm. ( or 

";'Otl1cth:!11'" l i k e  i t  L and lek�1as .. "wd to your Pc. Security is 
� twu way stret't , I)on' ,  u,�' a puhl ic  s)'stt"tTI ffT stu ff you 
d(,ln ' t  want olht..-Ts 10 knO'w atxJlJt.  3 )  RlUl a v�n-; ion of your 

pa.. ..... <;w nnJ had •. cr IlX:.a i ly .  It 's  d. l i l l ie  �iower .. rUt you can 't 
get nal k:d fOI it .  

( 0,.  )'U\.J ,:uulJ IU:�t Wd : )  the �.,.\J l l : · ,  e fo,)1 COPS, and run 
i t  h.�.:� ny .  l l lk.)(�s the ,",;.u l i �  tbrie, ' ) 

rj 
n.ar 11>00: 

I h.tVt' read lJ'ftt L."-'.Ul'*' of your ma�azine and ! am 
impressed. As a s), slrr1l adunnislralor of e ight UNIX 
.'y�·t�IllS .  I finJ the U1 tormatlnn ahuut  hacki!lg to be usefu l 
in k(-epin� TIl)' !'.),stenb ... t'l. L:rt' � '  tim ('urren!!), rc·writing 
tile UNIX pa..\.'>word h,u.'ler h) c:t.am int: �ll the pa.<;.. .. "\\"ords 
on I 1 ly  :-;ystems alJd c -nH.\d tJ�: u.. .... cr� \.�hL' lHt\T "hack.J.ble· ·  
pas. ... wonb. l 

I feel that your publli.-ati(ln ;s  nece� .... ary t(l help dnve 

home the pomt that compute� are �Hrnply another method 
of (omm Wli('lltiny. and that the founding fa!her.; ?rotected 

llur nght to comUJ u I1a.;ak in VIC Finii Amcotidrnent.. And 
fulthL'f,  tha� ii kgi tin, all:" g,wern,1'; ':nt of tht· pe\.)ple should 

h a v e  no fe ar  t h a t  t h e  i nd i v i d u � b  t il l:i t  ruic.e up t he 
pOpU !l1tlOJ! can ('.!..lIn municatt� .  While )',)U �:JJys are oot as 
IX1 l ishcd as th� f-:FF, �hl'lr n.l e-...�g(' i�  a SIolliJ and strong 
�Jr:.O:. Further. ('ven i.f I did not agree \Io'iL.� your message 
land lherr arc some pa!1.S of i t  that I feel promote theft of 
.'-ot:r\.'i\."e� whICh 1 disagree" \oI<'Ill: I, J �h� e thaI you have a 
h r,..;t Amen:.tment  r i ght ! 1  pilh l i sL things that I do not 
agree w i th  

All  in a l l ,  I a m  g l a d  to have subscribed t o  your 
magazine and I look forward to receiving future editions. 

DP 
Dear 2600: 

Thanks for a great m agazine! I just started picking up 
your magazine a few issues back and I 'm more and more 
impressed with each issue. Your article about the UNIX 
password hacker was fantastic. So far, I've been able to 
run it without any modifications on BSD, Ultrlx, an d  
AT&T UNIX System V systems an d  it worked perfectly 
every time, giving me password. to more accounts than I 
could ever need. But I hope you don't mind if I make a 
suggestion On ooe system I was running Uhacker on, the 
system administrator was really poking around with my 
compiled program and it made me pretty nervous. Since 

Uhacker automatically goes into the background, why not 
just go ahead and delete it once it 's running? That way, 
no ooe can screw around with it. You' l l  have to recompile 
to run it again. but i t 's  a lot safer to do it this way. 
Thanks! 

NEXUS 6 
Unfortunately, a nos.y sy,.tem adminLftrator is liuly 

to kill background processes (s)he doesn' t  und"stand. 
By far the best rMthod is to employ a program that runs 
on 'your own computer and interacts with a downloaded 

password file. This cannot be interfered with and is not 

ill,gal in any way - the law is only broun if you uu (or 

attempt to us, in some casu) somebody else's account 

without permission. Figuring out tht;r password is flot 

the same thing. 

Another 2600 Meeting 
Dear 2600: 

Please notify other 2�00 subscribers in Arizona of 
our decision to have the first Arizona 2600 meetings with 
the Phoenix ICCA (independent computer consultants) 
m eetings. Several m embers of the Phoenix chapter of 
ICC A are also subscribers to 2600. Our m eetings are 
normally the second Tuesday of each month. Times are: 
happy hour: 6:00 pm, diruter: 7:00 pm, meeting: 8:00 pm .  
We meet at th e  Executive Park Hotel , 1 1 00 N. Central 
Avenue in PhoerW.. The Phoenix ICCA chapter's hotline 
is ( 60 2 )  996-261 2. 
Access From Korea 
Dear 261JO: 

Greetings from the Republic of Korea. I have a 
question about your Winter 1 990 ·Word 00 the Street". 
Y ou m ent ioned Sprint's ·Sprint Express" service, and 
some of the countries it served. Do you know if Sprint 
also serves the ROK? If so, can I reach it on • mililJu'y 
phone? USA Direct is 550 HOME for mi1i1Ju'y phones but 
they won't process 800 numbers so 1 can 't caU Sprint's 

custom", service numher. Can you help me? 
Maroonod in tho ROK 
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According to the peopl� a' Sprint, South Korta is not 
on their immediate list. Th� sa_ is tria for MCl's Call 
USA and AIIMt's Option USA. If you M�d to speak to 
someone at Sprint, you can try calling 816·8544)903. 

That's th�ir corporate headquarters in Kansas City. They 

may �ven accept a collect call from South Korta. Sprint 
Express has a bunch of additions since that article 
appeared. They art: Belgium : 1 1 ·0014; Brazil : 000· 

801 6 ;  EI Salvado r :  / 91 ;  Finland: 9800· 1 ·0284; 

Germany: 0130·0013; Irtland: 1·800·55·2001 ; Israel: 
1 77·102·2 727; Italy: 1 72·1877; Malaysia: 800·0016; 

New Zealand: 000·999; Portugal: 05017·1·877; Swed£n : 

020·799·01 1 ;  and Switzuland: 155·9777. 

Red Box Notes 
De8f 2 600: 

In the Spring i s s u e ,  you publ ished my letter 
c o m p l a i n i n g  that the red box b u i l t  from p l a n s  
p u b l i shed i n  2 6 0 0  ( b a s e d  on · the R a d i o  S h a c k  
dialer) d idn ' t  work. With further experimentation, I 
have di scovered that it does indeed work perfectly 
only not from NYNEX based phones. From Pacific 
B el l  phones in Los Angeles i t  works well and in 
Washi ngton D C  it s e e m s  to work.  I am c u r i o u s  
t h o u g h , • •  t o  w h a t  a b i l i t y ,  i f  any , t h e  p h o n e  
compan ies h a v e  i n  determ ining w h i c h  c a l l s  were 
placed w ith red boxes. I t  al l  seem s too easy. K eep 
up the great work you 're doing ! 

Larry 
New York, NY 

We know of no way specific calls could be flagged as 
having bun plac�d with a red bax un/us a live operator 
susptC1ed something and started an investigation. There 
are possible scenarios wheu 'he phone company could 

realiu thai calls to a particular IIUmMT were being red 
boxed but, for the moSI parI, Ihe reaction seems to be 10 
replae< mechanisms in Ihe payphone itself as lvYNEX has 
done. To Ihis day , though, payphones in Iht lvYNEX 

region that haven't  been serviced in a while (mostl.Y 

indoors) will still allow red box tones. 

Dear 2600: 
First of all, being a new member, I'm enjoying the 

mag. 
In reference to the Autumn 1 990 i&.ue, page 32·33 • 

con vert ing a tone d i a l e r  i nto a red box - I m a de the 
modification and it has not fai led. A great piece of work 
by somebody. 

One thing I found to work and have tested all over 
California is the local cal l .  I programmed "L 1 "  for a 
nickel. When I want to call hom e in town or make any 

local call, I put a nickel into the payphone, then press L l  
three times (calls are 20 ce nts  where I live), then dial the 

number with no problems. You can't use the unit for the 
initial five cenL •. 

Anything new as to when California will have Caller 
ID? The phone com pany will not say. 

111 
Venlura, CA 

Some parIS will have it before Olh.,s. Bul you will 
g<l some form of il and probably fairly soon. 

UNIX BBS' s 
Delr 2600: 

There are four BBS's that I know of in the New York 
City area that allow people using persooal computers to 
access UNIX·based systems. 

Fordham Jesuil BBS (21 2·579·2869) has • Netmail 
section for sending messages to/receiving messages from 
UNIX·based network.<. You are given credits by its sysop 
and can send a message to anyone as long as you have the 
exact address of the person to whom the m essage is 
addressed (e.g. 26OO(g)well.sf.ca.us). This board is free; 

there are no m onthly charges although a $5 fee and a 
stamped, self-addressed envelope are rC<juested hy the 
sysop. He'll send you a copy of the rules of etiquette. Al l  
registered users get 60 m inutes per  day.  The o n l y  

annoying feature of th e  Netmail secti on is that you c an't 
upload a textfile for transmission; you have to type in tlle 
message to be sent. 

ne Dorsai Emhassy ( 2 1 2-43 1 · 1 944. 1 94 8 )  charges 
$25/$50 per year for a cc ess to UN IX·based boards. 
Unfortunately, the telephone number i& always busy . (The 
people running this board want to insta ll more phone l ines 

but don 't  haH the money . )  " may be a good ide" to 
subscribe as subsc ri bers can use a special tel ephone 
number and get more t ime nn the svstem than those who 
don ' t  pay anything.  There are a ls0 two UNIX boalds 
which can be used if you know the UNIX c.omm and set 
and are' wil l ing to pay m onthly fees. 

Mpoinl (7 1 8 ·424·4 1 8 3 ) :  th i s  board g i ves l im it.d 
privileges to everyone between I J :OO pm and 7:00 am .  (If 
you pay the monthly fee, you can use the board anytime . ) 

Panix (] 1 8- 83]· 1 525):  sim ilar to Mpoinl 

This is probab ly a vcry inC<Jmplete l ist of BBS's that 
access boards run wlder UNIX. (J only use the Fordham 
Je.,uit BBS hut have found that the instructions for using 

Nclmail are not very dear. ) 
There :ue probably m any m ore boards mn under 

UNIX or p ro v i d i n g  i:lt C ('SS to UNIX systems in the  
2 1 2n l 8  area "'xles r don't kn o w  if tbe genera l puhlic has 
access to any of the university systems. I suggest that you 
calJ CUNY, Columbia Un:vt':rjity . etc. for information on 
publ ic acce'" and fees. 

l.T Inteifacing With Mainframe 
Dear 2600: 

We have a dataoose system at wori<: which is linked 
to a m a inframe in another c ity . Th i s  databao;;e network 
deals with inputtmg and outputt ing reports concerni n g  

equipment v i a  a pa<;swnrti. I wonder if y o u  g u y s  o r  any 

2600 readers could tel l me how to get int!) such a system 

by using my Alari Sf and a Supra m,�jem . 
MAG 

Saudi A rabia 

You need to determifle whether or not this is i.l dialup 
access or a leased lUJe arrangement. fl it 's the latter, you 

won' t  be able to a("cess it from an ou/side computer or 
lerminal . If it is a dialup, il shouldn ' t  be too difficult to 
find out th� phone numher, Since 'you work there,  Wf' 
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.1SSUtnt' you can get, or already have, the password. Now 

,YOU must get your r:omputer t(1 talk to the majnframe. Is 

th.  l ink hiRh speed or someth ing your modem can 
handle ? If your modem is able to establish a cONlection 

( be sll'e to check parity and stop bit se"ings), then you 

have to get the terminal emulation down. That can be 

accomplished th rough your modem software once you 

det"mine what kind of terminal you need to emulate. (It's 

possible you woo't h""e to do emulation at all , especially 

if there are no graphics or screen functions involved.) If 

all of this gotS well, you should be able to do the exact 

same rhings on y o ur Atari aJ' .VOU do at work. Jusr be 
patienl . Send A Message 
Dear 2600: 

1 r�ceived one of AT&T ' s  "Te l e - G r a m "  l etters 
rtXju esting that I sw itr h to AT&T for m y  long distance 
call ing. 

If you call the numher listed on the letter ( 80()..225-
7 4 66 ) ,  } OU can request t o  be deleted from A T & r s  
mai ling list. Y o u  m ay a l so  g i v e  a relWXl for your request. 

I enlOur.ge people �, call amI request to be deleted. 
Also royuest thai they take down the roawn and inform 
them of your coneem w ith AT&T's pub l ic deception with 
respect to the Cra ig Ne i dorf case and their  attempt to 

make an example of an innocent JX:fson. 
Dark Overlord 

Caller ID Questiolls 
near 2600: 

I \Hmdt..-r if Yelll cou ld help me W ilh a prohkm . I gl�t 
annoy i� phone calh-..  Usua lly they occur on a Monday or 
Friday. Just aboui l: H::ry hour . the phune Wi l l  n ng and a 
recorded (femaic)  voice says "Please enter your security 
-.;odc" and wai ts for a four digit touch tunc entry, The 
phone com p a ny w i l l  nut . e l l Ca l l er In i n ou r area 
(Queens, N Y ) .  How can I find out who ;, cal ling? 

Any sugge.:.t ion:-.. illd udmg \A.ht'TC I c an  get plans to 
h ll i l J  a C a i l t r  I D  box ( if  that  \Ii i l l  wur ;;, )  wnuld be 
apprel.:lated. 

'fB 

Firsr 0/ all .  Calltr If> i!i  not jn .• .. ulAr ar,a . ., tl so a 

(' alltr In h(IX ;s ('omplelt'l.v HU/t'S.·.- to ) 0 14 .  Set 'ond, 

Call" IV K·ill nt·r soh" ."our. prnh/t'm unlt'J5 fht call is 

.'.xal. Odds au that II isn ' r . So .\'0&1 hu\'e 'wo options . O� 
i.\· to ,'ontal'r the ,.\nnv.vanct Call Bt4Teau and have them 

pul a trap on �o", lin,. If the calls ar, predictahle 'same 

tjmt on a c,rrajn da.'o jt wjll simp"!'; the rrace, as will 

�t'pmg tht call going /or tll lvllX aJ possjhle . YOW' other 

option is to hack. the sJslt'm ,hat ' s ctll/jng y o u .  You 

al"ady know ii 's  afour digi: cotk. S" if lber.s any way 

to get an opnatar Trv 10 gn th. sysUm to do differtnl 

thin,fl,s . Th", IS also th,  possjhtlll! thaI 50m,hody is 

pla)'ng a tr ick on .y o u  and c on nt ct i nR you to this  

ma('h in,. If you evn ht'ar a r ing btfort the machine 

Conti'S ()n Dr 'f II sounds liM a tnrtt-Mo'a.'Y COMedion at 
an> pow . lhat could be what' s happ'nlng. 

. Dear 1600: 
rm not sure if you '\,e l:�.,vere-d thiS or not: I ' d  expe·:t 

you probably have. Caller ID is the greatest thing to come 
along since caffeine pills. The Caller ID blocking system 
they have in my area is bullshit It wil l  not work if you 
run the whole gamut of options available. Reason: though 
the number displays as P <r PRN ATE, you can still add 
the number to your Priority List or call back directly, in 
which case you can tap your line to see what numbers are 
being dialed. I haven't tried tIlis; this is an assumption 
that the numbers are st<red in the box, and not in some 

memory hole in the bowels of C&P.  Am I right? If so, 
don't tell everybody ! If the authorities realize this we're 
s..:rewoo. 

I also have a question. My home answering machine 
is  the hackable kind that recognizes tones. Something 

w<ird, though; at my office we use a phone system with 
A T & T  IIFA I - I O  pho n e s ,  and I c a n ' t  retr ieve m y  

m essages directly using these phones. It 's  as i f  the tones 
aren' t  recognized. But if I take another nearby extension, 
and press the buttons so that the tones on phone #2 come 

out the earpiece and into the mouthpiece of # 1 ,  they ' re 
rec ognized. What would cause this? I know we have 
standard tones because I can use them for most voice mail 

appl ications I 've tried (my bank account, etc . ) . Any 
comments? 

BK 

Bethesda, MD 
As there are still relatively few areas of the country 

thar havt Caller JD up and running, we cannot gj�e you a 
defi m te answer . But you sh ould not be able 10 call a 

blocked number ullder any circumstan ce . That seems 

pretty logical. If you find that you can, please tell us. The 

authorities are liable to realize this if it' s true · thty don ' t 
n e e d  U l' to tel l  t h e m .  Regarding y o u r  touch tone 

problems: .you probably just have lousy sounding lones. 

E i t h e r  t h e y ' r e  not loud enough o n  one partjcular 

instrument or they 're not long enough. This is a common 

problem with the newer phone systems. Get a tone dial" 

(white box) 10 overcome this no matter whtTe you tue, 
,II's always sad 10 Set technology marching backwards.} 

()ear Z600: 
Please print a diagram and/or instructions on how to 

make one of the new Caller ID boxes. Manage that and 

I ' l l  order all the back issues and a lifetime subscription . 
KB 

AustiD, TX 
Th e call has gone out.  Meanwh ile check out Ihe 

A ugust issue of Radio-Electronics. You ma.y also find 
information 10 .vour liking on paRes 22, 23 . and 41 o/ tlt� 

magazine you'rr currently holding jn your hands, 

C&P Info Needed 
Dear 2600: 

First off. the phone number to leave a message fer a 
worker (that includes the First Lady and the President) at 
the White House is  ( 202) 456- 1 1 1 1 . The fax number is 
( 202) 456- 246 1 ,  also for the White House. 

Second thing, to get a computerized voice telling you 

what number you are dialing from, dial 8 1 1 .  I don 't know 
if this works outside of the Chesapeake and Potomac 
(C&P ) area though. 
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Finally, I enjoy the hell out of your magazine and it 
has a great influence in this (the Washington, DC) area -
when you published your booklist in the Winter 1990, aU 
the books were checked out at the library, oc all sold out 
at the bookstore, within days of receiving your magazine. 
Try printing more crap on C&P and a program to "hrute 
force" search aU 999,999 phone numbers via modem - to 
look foc modems. 

More Hackerphobia 
Dear 2600: 

Tbe Monk 

Arlington, V A 

I thought I'd sbare with you a story, and a tribute to 
the downward spiral of our society. 

I am enclosing a c l i p p i ng from the course 
descriptions for m y  high school . When I read the 
description for a computer technology course, I said to 
myself, "Cool, I can [mally use my sCOODI time to expand 
my know ledge of som ething usefu l . "  I talked to the 
counselor and he arranged for me to he interviewed by 
the teacher who asked me a few general questions that 
alluded to my character, which I answered quite well, and 
he asked me why I wanted to take this "select class". I 
told him I wanted to learn more about operating systems 
and software that I haven't yet been exposed to. He next 
asked m e  l"hat  I kne w  a lready . I told  h i m  I ' d  
programmed in BASIC a n d  C and was fam i liar with 
UNIX and MPE XL operating systems. He told me I 'd be 
considered. 

As you may have guessed. I was not al lowed to 
enroll in the class. A friend of m ine with far less technical 
knowledge than myself was however. A few days later. 
my friend talked te the teacher about me and the teacher 
said, "I got the impression he was some sort of hacker 
dude; he'l l  probably just try to crash our networks." 

Why do they fear me? Do they fear my knowledge? 
My political alignm ent? My attitude? What? Do they 
dislike m ales with long hair? Why do they assoc iate 
hackers wit. ... game players? 

If I was in their class, I would not have crashed their 
networks. I would have enjoyed bui lding them . But I am 
pissed off now. Really pissed off, and you 0>11 bet your 
mother 's ass I'm gOMa crash 'em now. 

Peler The Great 
Treat people like criminals and they will act like 

criminals. 

Information Sources 
Dear 2600: 

Can you tell me a source for the hook mentioned in 
the Winter 1 990- 9 1  issue. page 9,  Computer Viruses, A 

High Tech Disease? 

CH 

Los Angeles, CA 
Try a Tower Books in your aua. They seem to have 

everything under the sun. Failing that, a decent computer 

store may be able to help. The book was writttn by Ralf 

Burgert and published by Abacus. Call some boo/worts 

and libraries with that information and they should b. 

able to guide you to it. 
Dear 2600: 

We would appreciate being l isted among the other 
publications related to counterespionage. hack ing . etc . .  
which we found in your  m agazine .  We stand for free 
speech and free access to information . The Eagle is an 
independent journal  o f  se c u r i ty i nv es t i g a t io n a n d  
counterespionage published by International Security and 
Detective Alliance (J .S .D.A .) .  Our address i s PO B ox 

6303, Corpus Christi, TX 7 8466-6303. 
H, Roehm, PhD, Exec. Dir, 

Dear 2600: 

On page 1 1  of the Winter  i " u e .  Dr .  W i l l i a m s 
mentions the Arpanet List of Lists (second column.  near 
the top). That info's old. Here's the offic ial word "" of 
September 1 990. 

"The file is now available for anonym ous FJ'P from 
host ftp.nisc.sri.com ( 1 92 .33 .33 .53 )  in directory nctinfo. 
The pathnarne of the file is netinfo/interest-groups. There 
is currently no electronk mail access to thi s  file. 

''To keep people informed about changes to the file. 
there is a mailing list for List-of-Lists "update notices", 
When any updates are made to the fi le, an announcem ent 
message will be sent to the notificat i�'n l i�t.  (',.opies of the 
fi le itself will not be sent to the Icst. Site representat ives 

who mamtain or redistribute copies of thi� fi le for the ir 
own networks (DECNet . X erox , B i L'< et ,  M a i lNet, etc. ) 
and who carmot access the file by Internet FJ'P may make 
arrangements to have the file sent to them . if necessary 
File copies will  nocmally ""t he sent to indiv idual users. 

"'To gd on or off the notification list,  send re<..ju�l<; 
to: 
lNTEREST-GROUPS-REQUFSr@ !';ISC . S R I .COM. 

"To submit new desc r i pt ion ... of m a i l i ng I i ,> \.'-. ,  to 
update existing infonnation. or to delete old mai ling l ist 
infonnation from the List-of-Lists, send a m essage t\): 
lNTEREST-GROUPS-REQUV>I @NISC .SRl.CO� . 

t'la Ui n e  
On "Breaking In " 
D.ar 2600: 

After read ing your summer 1 990 Issue , I w o u l d  l i ke 
to throw my two cents in. Most of the negat ive fecdhack 
writer.;. compared breaking into a hou."e \l< llh " OCcak lllg" 
i nto a c o m p u ter . I fi nd this t o  h e  a n  i n a c c u r a t e  
com parison. 

The reality of the �ituation is this. The hackIT m ade a 

phone call .  When the ccmputer at the other end answered 

with a h igh pitched carrier tone , the hacker ' s  com puter 
m ade some high pitched whistling sounds back. "''hat are 

those wh ist l i ng tones? They are a language,  word.. ... , a 
represcrltation of human thou ght In America w(: have an 
outdated set of laws called The B i l l of Ri ghts. pe rhaps the 
m ost r a d i c a l  l e g a l  doc u m e nt of a l l  t i m e .  hut d a t e d . 

nevertheless. The First Amendm ent of the B i l l Df R ight., 
protects a citizen's freedom of speech. A modc:m and a 

c o m pu t e r are just  as m u c h  a too l o f l a n g u a g e a� a 

typewriter or a pnnting press. and shou ld he aff,,,ded the 
same protection u nder the law . If we can agree ()n tha t 
point, let ' s  continue with this stream of logiC .  
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The hacker has called a phone number. The phone is 
answered and some words are exchanged through the 
translation of the modems.  The computer asks who is 
this? The hacker replies this is so and so. The computer 
says how do I know this is so and so. Prove it. Tell me the 
password we agreed upon when you called before. At this 
point the hacker must either guess or have access to a 
password. The hacker repeats a word he has heard that he 
has gotten from friends, found on another computer, etc. 
Hearing this word the computer says, okay, you must be 
so and so. Now ask me whatever you want. The hacker 
now has use of that computer by false pretenses because 
he has said the right combination of words. At this point 
the hacker reads information that is stored on the 
computer. He deci de� he wants a copy of a certain 
document and the computer says okay, since you are so 
and so, you can have it. The hacker is not stealing it It is 
still there on the computer. He has an exact copy made 
just for him. The hacker is done now. He has what he 
wants and hangs up the phone. 

What has happened? The computer has given the 
hacker an exact copy of some text the hacker requested 
over the phooe, thinking the caller was someone else. The 
hacker has lied and said, yes I am so and so, give me a 
copy of that texL The hacker has misled the computer, but 
has he broken a law? If so, is the law be has broken legal? 
That is, does it follow America's fundamental laws laid 
down in the Bill of Rights? 

In my opinion the hacker hasn 't broken the law. 
What the hacker has done is what collection agencies, 
private detectives, and market research companies do all 
day long. They call someone up saying they are someone 
else and if the person who answers the phone is trusting 
enough to give out information over the phone, then the 
caUer has achieved his goal and received the information 
he wanted. This may not be very nice, but it is hardly 
i l legal. People who hook up computers to the phone 
system s should realize that they are hooking their  
computers into a public system that anyone in the world 
with a phone can get at. If security is an issue with your 
information, you should take precautions to protect it. 
The wocld is ruled with people who act in a way you may 
consider to be u nethical or not nice but they ' re not 
breaking the law. Both sides of the issue should recognize 
that all laws including The Bill of Rights are just words of 
men and women who want to make you behave in a 
certain way. Laws are just a way of exhorting power over 
people who disagree with the law maker. If you disobey 
their laws you shouldn't be surp'ised if the power behind 
the law confronts you. It has come down to a power 
struggle between the two parties. Behind all laws is the 
threat of violence and imprisonment. In breaking the rules 
you run the risk of confronting the beast that hides behind 
the law. 

Computers are amazing devices that are radically 
shifting the pre-established power structures. Expect a 
fight roc the power. 

SC611 Alexander 
San Francisco, CA 

We' ve been Jiving that fight for more than seven 

years now. The more people we drag into ii, the bener. 
Above all else, we have to fight the knee-jerk reactions 
that come from people with a very shallow IUIlkrstanding 
of the technology. We hope more people think the issues 
through as you did. 

Very Concerned 
Dear 2600: 

I have bought two issues of your magazine and fmd it 
interesting and enl ighten i n g .  I hope to be able to 
contribute an article someday. I have only your word that 
you are not, in fact, some FBl/SS/AT&T front to obtain 
hacker's names and addresses. You really should print 
som e  information on your operation to provide some 
assurance to your readers that this is not the case. For 
instance, are our names and addresses kept in a computer 
database? Printed files? Could the feds be monitoring 
what checks pass through your bank account? Do you 
have a bank account? Do you m ail 2600 from ooe central 
location where packages can be tracked from source to 
destination? Is there dynamite strapped to your hard 
drives to be triggered in case of a raid? Inquiring (and 
paranoid) minds want to know! 

Anyway, keep up the good work; it is appreciated 
nationwide! 

Quantum 

Auslin, TX 
We ' re not running a covert ope ration here .  

Everything we do is open to public scrutiny. Our mailing 
list, though, has never been touched try anyofll! outside of 
2600. Of course, the post office could be writing down 
every name that ever shows up on a copy of 2600. But 
that would be poilllle .. and extre"",ly ti"", consuming. If, 
by so"", bizarre twist of fate, the governmelll were to 
actually launch investigations into everyone who 
received interesting mail,  the way to fight  such 
oppression would not be by hiding and allowing it to 
continue.  Challenging authority is our obligation,  
particularly if that authority is  being abused. 

Interesting Numbers 
Dear 2600: 

The ANAC number for the 702 Las Vegas area is 
449 . Also, the number 662 turns off the phone for a 
couple of minutes. It is fun to dial 662 at a payphone that 
is in a busy location and sit back and watch people 
wonder why it  doesn 't work. One question: what are 
cacm numbers? And do you have any of them for 
Vegas? How can I find them? 

Number 164 
Las Ve&l's, NV 

COCOT' s are Customer Operated Coin Operated 
Telephofll!s, in other word.r, those weird ptryphones that 
nobody umkrstands. They frequelllly answer with some 
sort of computer when they art called. The computer can 
do all sO/'ts of things, like tell you how much mOfll!Y it has, 
allow you to adjust rates, change the time, etc. Some even 

allow you to listen in on the area surrounding the phone. 
Most CO COT's don't  haW! phofll! numbers posted and 
calls to WAC numbers are gefll!rally disallowed. You 
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might In able to get an operator to tell you the numlnr 
but the best way is to call somebody collect and have 

Ihem accepl. When lhey get Iheir bill, Ihe number will In 
printed Oul. By Ihe way, anolher ANAC for Las Vegas is 
383-9643. 
COCOT Theories 
Dear 1600: 

When I noticed that George w. from Camden had 
written to you about a Philadelphia COCOT (somewhere 
in Center City - I'd love to fUld it myself), I decided to do 
some checking of my own Here are the resuhs of two of 
the calls I made: 
CONNECI" 
T:@*2155465 134*8176O*CA4 107*9522*069*91061570 
03733"OOOOO3T:@ "2155465 1 34"8 176O*CA4107*9522" 

069"910615700375 1  *0000031N[ 

NO CARRIER 
CONNECT 

T:@"2155465 134"81950"CA4 107*9522*07 1 *91061610 
15319"00000;T:@"2155465 134*81950"CA4107*9522* 
07 1 *910616101 5337*OOOOO;1N[ 

NO CARRIER 

I believe that the theory your sources cited about the 
fifth field [069,07 1] being the number of calls made that 
day is incorrect. On Friday the 14th, I made several calls 
to that phone to capture the diagnostic information (on 
my Tandy 100 - I knew the little critter would always be 
handy) and the fifth field said 069 the entire day. 

However, the second field did change - by 
increments of 25. 1 believe that the second field is the 
value of charges (in cents) that the phone has received. 
Since a coin box can't hold $819.60, this must either 
include call ing card charges, or the value must be 
compared by the COCOT service owner to the amount 
"in" the phone the last time the coin box was emptied. 

Finally, to clear up the mystery in the sixth (date) 
field: the 1 in the middle that you couldn't identify in 
your reply to George W. indicates the day of ·he week. I 
checked this over the course of the weekend and 
compared George's letter and the New York COCOT 
reports from your prior issue's letters, and the theory 
holds. 

AlitoniD Qwerty 
Philadelphia 

We Inlieve your Iheories on the second field and Ih. 
single digil may indeed In correcl. But we slill believe iI's 

possible Ihe fifth �/d is counling the n"mlnr of outgoing 
calls. There are many payphones, depending on location, 

Ihat can go Ihrough an e1llire day wilhout a single person 

using Ihem. II's also possible Ihat Ihe counter, if lhat's 
what il is, was malfunctioning. 

Valuable Lessons 
Dear 1600: 

This letter is intended for those people who break the 
first com m a ndm ent of the Phone Phreaker ' s  Ten 

Commandments (TAP *86) which is: "Box thou not over 
thine home telephone wires, for those who d""st must 
surely bring the wrath of tbe chief special agent down 

upon thy heads." 
B lue boxing is something that is done quite easi ly 

here in Ontario and Quebec. Al l we need to do is dial any 
phone number (handled by AT&T) that goes to the 
United States. The two areas in which we can box off of 
are Springfield, MA (4 132T) and Buffalo, NY (7 162T). 
FrOOl there you do whatever you want and can with your 
blue box. 

I began blue boxing in 1986 and always boxed from 
a pay phone. In 1988 I began boxing to Compuserve's 
CB . Since we only have Tymnet and DataPac which both 
charge about $lO/hour, it was much cheaper to box to a 
local CIS number at 30 cents an bour. I was even nice to 
AT&T by boxing to the local number in Springfield, MA 
so as not to charge them with an LD call. I did all my 
computer boxing from a local school to be safe, and still 
obeying the first commandment. 

In 1989 I was subscribed to call forwarding. I noticed 
that when I forwarded my number to an 800 number in 
the States ,  an operator would come on the line to a 
number verification. Hmm. this was interesting. Bell  
Canada didn't know who I was, so I would give them any 
number except my own. This made me think that I could 
get away with boxing at home, because AT&T, if they 
received my number when dialing over there, would have 
the number I gave to the operator. I began doing this in 
Novem ber 1 9 8 9 .  I began using the blue boxing 
techniques to call anywhere, anytime. It  was a lot of fun. 

Now I knew that the Bell equipment here (DMS- l  00) 

was recording everything I dialed even as an operator 
with my blue box. I also knew that BeU should be ringing 
my doorbell soon. But they never came by. I got rid of 
my call forwarding, but continued call ing from home. 
Every once in a while I would slow down, because I was 
making just too many calls. 

Well, it fmally happened. Recently, a friend of m ine 
called me up and said that Bell Canada Security just 
visited him . They handed him a nice little bill of $3000. 
He was dialing 976 services every night for a couple of 
hours. Then about an hour later Bell Security showed up 
at my door. I was freaked out and panicking as I went to 
the door with my parents yelling at me. I looked down at 
the amount they wanted from me and then a lmost  
laughed. They only wanted $350! Boy, what a relief. Of 
course, they took al l  my spare change, but at least I was 
able to pay for it  They only had my calls for the previous 
month. My theory is that the computer erases the dialing 
info every month when the bill is made. 

I found out that for the whole 4 1 8  and 8 1 9  area 
codes, there are only three security people from Bell  
Canada working them . That 's  the whole province of 
Quebec excluding Montreal. I guess that's one reason 
why it took over a year and a half for them to com e  
visiting, bu t  then again maybe not. I have another friend 
who just started phreaking this month and was caught for 
$80. And there were quite a few others being caught that 
day, the security guy told me. I wanted to ask why it took 

them so long to come and get me, but of course I wasn't 
going to let them know how long I was doing this for. 

Now if you're asking yourselves why I didn 't  just 
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say that I didn't have a clue as to what they were talking 
about, you can blame that on my parents' big mouths who 
started talking way too much. 

Anyway, the point of this l ittle story is that if you are 
boxing from your home l ine, you shou ld stop while 
you 're ahead. Hoping that Bell woo't cane by just isn't 
enough. If you want to take that risk as I did, then go 
ahead, but always be prepared to pay the price when 
security comes by. 

The ooly real bummer in this is that I lost 350 bucks 
aM that I can no long" phreak to bulletin boards. Plus 
I've gotta start try ing to blue box a 2600 over the pay 
phone. which just isn't as easy as it is at home. 

T,IS 
Quebec 

One wonders if there would be as much boxing if 

accns to bulletin boards was made affordable to 
�ytryone. 

Hacking Water 
Dear 2600: 

We recently had placed by the local water company, 
as indeed all users , a new meter that uses a transducer 
(my guess) at the meter and then a four conductor (looks 
like Western Electric, gray plastic cover) wire run to the 
outside of the prem ise for remote reading. 

As a result of some investigating, only three of the 
four conductors are u sed of the aforem entioned wire. 
They term inate in a 1 6  pin, weather protected, black 
plastic receptacle, marked: Neptune ARB . 

For educational purposes, can anyone describe how 
this thing works? 

Numbers 
Dear 2600: 

RF 
Hiller, PA 

I found an interesting Voice Messaging System at 
800-477-4700. It's owned by Pi llsbury, Madison, and 
Suttro. Mailbox numbers are four digits and start with 85. 
Another number is for those gosh-awful TV evangelists 
so they can empty out your wallet the 90's way. It's at 
800-777-5667 .  Also, there 's a COCOT at (804) 270-
4794. Hit 0 to tum on the m icrophone and hear what's 
going on. 

Another Mel Ripoff 
Dear 2600: 

American Anarchy 
Virginia 

MCI is here to save you money . A new serv ice 
introduced by MCI allows you to have MCI bill you for 
"regional" calls, i .e .  calls within your area code. The 
benefit is that your volume discount would be combined 
for the regional and long distance and 800 calls. The 
reality of the matter is interesting however. For example, 
a call from Antioch, lllinois to Libertyville, Il1inois for 
I 1 .8 minutes at 9:23 pm is billed $1 .42 by Mel and S. 1 7  
b y  illinois Bell. The volume discount would reduce the 
MCI charge by about 14 cents. The MCI way of doing 

business is a net LOSS of over 650 percent. 
Somewhere, MCI's concept of saving money with 

this program is lost in the reality of their rates. 

The Value of 2600 
Dear 2600: 

GR 
Libertyville, IL 

One of the great values of your mag is that the back 
issues I have saved are always fu l l  of things I didn't  
understand a year ago but are invaluable now. 

Case in point: your article on UNIX was m ostly 
irrelevant to m e  in the w i nter of 1 9 8 9 ,  but a newly 
acquired Internet account makes it  now altogether 
essential. 

eH 

New York 
We ' ve always put out the magazine so it doesn ' t  

become outdated. While operating systems may change, 

the basic frameworks will remain in/act. And the spirit of 

hacking links it 0/1 together. 

Disturbing Observations 
Dear 2600: 

I found a most distressing feature of many PBX's 
and similar private networks. When caHing to them, they 
are usually, but not always, identiftable by having extra 
clicks oc different ring sounds than direct CO exchanges. 

The problem is that I have sometimes noted that I get 
charged for a completed call before the person actually 
answers. This becomes even more annoying when getting 
charged for busy signals (which is how I discovered this 
prOblem in the ftrst place). This is also annoying when 
getting the "number you have reached is not a working 
number at our complex" message. 

This does not always occur. but it seems common 
enough of a problem to warrant concern, and perhaps, 
complaints. 

My other discovery involves the ANI available to 
800 service u sers. I got a message on m y  answering 
machine to call a person at an 800 number. No ID was 
given for what the company was. 

When I called back, I found out it  was a credit 
agency trying to bother me about some past bills (which 
were improper, but that's another story altogether). 

The next day my fax number, which was the line I 
had caHed out on, started getting repeated voice phone 
caHs. Seems one of them m arked down my ANI ' ed 
number (the fax line), and decided they could use it to 
harass me. 

DB 
Flushing, NY 

Nobody can call you if you te/l them to stop calling 

you. If they continue, you can report them for harassment. 

It 's as simple as that. 

The address to scnd Icttcrs IS 2600, PO 

Box 99, Mlddlc Island. NY 1 1 95 3 .  On the 

networks. mall to 260C(q> well .sf.ca.us 
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Last issue one of our readers appealedfor bank identification numbers (BINs) . We've 
received several small lists and one huge one for Mastercard. We're told that the 

MastercardlVisa list sells for $895. We'll part with the Mastercard halffor $5 and if we 
get the Visa half, we'll offer it allfor $10. Meanwhile here's a small sampling . 

Here i. a list of lome BIN's ( Bank Identification 
Numbers ) that appear on credit cards. Numbers 

beginning with 4 are Visa cards, S'. are 

Mestercards. 
401 3 BANK OF BALTIMORE 

4013 CHEVY CHASE 
401 9 BANK OF AME RICA 

4024 BANK OF AMERICA 
4027 ROCKWELL FEDERA L  CR UNION 
4032 HOUSEHOLD BAN K  
4060 ASSOCIATES NATIONAL BAN K 

4070 SECUR ITY PACI FIC 
407 1 COLONIAL NATIONAL BANK 

409 4  AMC FEDERAL CRE DIT UN ION 
4094 COOP S E RVICES CREDIT U N  
4 1 1 3  VALLEY NATIONAL BANK 
4 1 1 4  CHEM ICAL BAN K 

4 1 2 1  ALAS KA USA FEDERAL CRE UN 
4 1 2 1  PA STATE E M P CRE DIT UNION 

4 1 2 1  PENN STATE E M PLOYEES C U 
4 1 2 1  TANEYTOWN 
4 1 22 U NION TRUST 
4 1 28 ClTlBAN K OF SOUTH DAKOTA 
4228 CHASE MANHATTAN BANK 
4 239 CORESTATES 
4254 NATIONAL BAN K  OF NORTHEAS 
4254 SECURITY FIRST 
427 1 CITIBANK 
430 1  MONOGRAM BANK 
4 3 1 0 BFCU 
431 1 FIRST NAT BAN K LOUISVILLE 
431 2 BARNETT BAN K 
4 3 1 8  LEADER FEDERAL 
4 3 1 8  PIONEER BANK 
4 3 1 8  STANDAR D FED 

4 3 1 7 FIRST TIER BANK OMAHA 
4327 FIRST ATLANTA 
4332 BANK ONE, I N DIANAPOLIS 
4332 FIRST AMERICAN  BANK 

4339 PRIMERICA BANK 
434 2  NCMBtNATIONS BAN K  

4 387 LOCKHEED F E D E RA L  C R E D  U N  
4387 SANTEL CRE DIT U N ION 
4 388 FIRST SIG NATU RE  BK & TRUS 
4388 TEXAS I NDEPE N DE N T  BANK 
4401 GARY·WHEATON BANK 
4 4 1 3  F IRSTIER BANK LINCOLN 
4421 I NDIANA NATIONA L  BAN K 
4 428 BAR HARBOR BANK 
4428 CHOICE 
4 438 SECUR ITY BANK AND TR UST 

4443 M E R R ILL LYNCH BANK/TR UST 
4447 AMERITRUST 
4452 E M PIRE AFFILIATES F E D  CU 
4 452 PORTLAND TEACHE R S  C . U .  
4 498 R E PUBLIC SAVIN GS 

4 50 2  CIBC 
4503 CANADIAN I MPE RIAL BAN K  

4506 BELGIUM AS.L.K.  
4510 ROYAL BAN K  OF CANADA 
4520 TORONTO DO M I N ION OF CAN 

HElUI 

4537 BANK OF NOVA SCOTIA 
4538 BAN K OF NOVA SCOTIA 

4539 BARCLAYS 

4544 TSB BAN K 
4556 CHASE 

4558 CITIBANK 
4584 BAN K O F  QUEENSLAND 

4673 FIRST CARD 
4707 TOMPKINS COUNTY TRUST 
4 7 1 9  ROCKY MOUNTAI N 
4721 1 ST SECUR ITY 

4728 WELLS FARGO 
4764 AT&T 

4600 MBNA NORTH AME RICA 
4619 MACOM F E DE RAL CR ED UNION 
4820 I BM M I D  AME RICA FED CR U N  
4833 U .S. BANK 

4842 SECUR ITY PACIFIC WASH. 
4921 HONG KONG BANK 

4921 NATIONAL BANK 
5172 F IRST BANK CARD CENTER 
5191 BANK OF MONTR EAL 
5 2 1 7  CITIZENS FIRST NAT OF NJ 
5 2 1 7  MANUFACTUR E R S  HANOVER 
5217 U NION TRUST 
5224 MIDLA N D  BANK 
5224 NAT WESTMINSTER BK LON DO N  
5230 HARRIS TRUST & SAVINGS B K  
5 2 3 2  BADISCHE BEAMTENBANK e G  
5239 SOUTHEAST BANK 
5242 CHEVY CHASE FSB 

5258 NATIONAL BANK OF CANADA 
5288 CANADA TR UST 
5 288 F I RST CARD 
5300 BAY BAN K  

5308 PR I M E R ICA 
5329 MARYLAN D  BANK OF N.A. 
5329 MBNA 
5333 BANC OHIO NATIONAL BAN K 

535 1 PR OVI D E NT NATIONAL BANK 
5353 COM MONWELATH BK AUSTRALIA 

5359 CORE STAT E S  
5398 AT&T 
5398 AT&T U N I VE R SAL 

5402 WE STPAC BA NKING COR P  
5 4 1 0 CITlBANK 

5 4 1 0  LA N G L EY F EDE RAL CR E DI T  UN 
54 1 4  STATE STREET BANK & TR UST 
5 4 1 5  U N ION BA NK 
5418 COM E R ICA 

5 4 1 8  PEOPLE'S BANK 
5417 ASSOCIATES NATIONAL BAN K  

5 4 1 7  BAN K OF N E W  YOR K 
5 4 1 8  HOUSE HOLD BANK OF CALIF 

5 4 1 8  HOU SE HOLD BANK SALINAS 
5420 COLONIAL NATIONAL BANK 

5422 HUNTI NGTON NATIONAL BAN K 
5423 UNIVE R SITY CREDIT UNION 
5424 C B T 
5424 CITIBANK 

5485 CHASE MANHA IT AN BA N K  
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SECRET FREQUENCI ES 
by Bernie S. 

In the February 8, 199 1 
i s su e  of "The Leader", an 
i n t e r n a l  n e w s l e t t e r  fo r 
e m p l o ye e s ,  NYNEX pub­
l ishe d an arti c l e  entitle d 
"NYNEX Receives Licenses 
t o  T e s t N e w  Wire l e s s  
Technologi e s " .  In it ,  Paul 
Donovan, staff director of 
NYN E X  Sci e n c e  & Tech­
nology, was quoted, "Radio 
technology in the local loop 
may provide a cost-effective 
alternative to copper wire" 
and, "It may also facilitate 
the p r OVI S I o n  of n e w  
services,  adding mobility to 
our customers ."  

In a subsequent interview, 
Donovan conceded that while 
the FCC (Federal Communi­
cations Commission) granted 
the frequencie s for testing 
specific applications, NYNEX 
w a n t e d  to grab " a s  m a n y  
frequencies as  pos sible" to 
" get ( NYNEX e n gin e e r s ' ) 
creative j uice s flowing" so 
that they "would have plenty 
of frequencies to work with if 
w e  c o m e  u p  with 

something . . . .  " 
D e spite the appearance 

o f  decepti o n  ( o r  outri ght 
fraud) ,  Donovan j u s ti fi e d  
NYNEX's actions , s a ying 
" there ' s  a bi g mark e t  for 
w i r e l e s s  t e c h n o l o gi e s . "  
Later communication with 
D o n o v a n  a n d  t h e  F C C  
u n c ov e r e d  s p e ci fi c  r a d i o  
frequenci e s  and l o cati ons 
for testing. 2600 readers in 
B o ston , New York , Whi te 
Plains , and elsewhere with 
r a d i o  s c a n n e r s  or o t h e r 
VHF, UHF,  and microwave 
receiving (or transmitting! ) 
e qu i p m e n t  m a y  w a n t  t o  
"tune in" o n  the telephone 
c o mpany a n d  r e p ort  o n  
their activities .  Mobile and 
fixed station authori zation 
i s  granted at power levels 
u p  to one w a tt o n  t h e  
following frequencies. Some 
Time- Divi s i o n  and C o d e ­
Divi sion Multi p l e  A c ce s s  
(TDMA and C D M A )  digi ­
tally-enco d e d  l o o p  acce s s  
experiments o n  1 .858- 1 .990 
GHz are scheduled to begin 
in mid-1991 and on July 1 ,  
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1 9 9 2 .  ( R e a d  " C D M A :  It 's  
Not Just For The Military 
Anym o r e " ,  T E & M  Mag a­
zine , Nov. 1 5 ,  1990 for an 
e x p l a n a ti o n  of the s e  
t e ch n o l o gi e s . )  T h e  c a l l  

s i g n s  t o  b e  u s e d  a r e  
KF 2XBW, KF 2XBX, a n d  
KF 2 XE G .  P a u l  D o n ov a n  
c an b e  r e a ch e d  a t  t h e  
N Y N E X  S ci e n c e  & 
T e chnol o gy C e nter ( 9 1 4 )  
644-6165.  The FCC can be 
reached at (717)  334-7059. 

For tho s e  i ntere sted in 
j u s t  w h o  the F C C  h a s  
a l l o t t e d ( o r  s o l d )  the 
electromagneti c  spectrum 
to lately, a nice 32" x 5 1" 
color  w all  chart cov eri n g  
3KHz-300Ghz i s  available 
fo r $ 2 . 7 5  fr o m  t h e  U . S .  
G o v e rn m e n t  P ri n ti n g  
O ffi c e ,  7 1 0 N .  C ap i t a l  
Street NW, Washington DC 
20402.  Ask for publication 
number 0 0 3 - 0 0 0 - 0 0 65 2 - 2 .  
For other frequencies  and 
information on monitoring 
techniques and equipment, 
M o ni t o ri n g  T i m e s ( 7 0 4 )  
8 3 7 - 9 2 0 0  a n d  P o p u l a r  
Communications (5 16) 68 1-
2922 are excellent sources .  

NYNEX Science & 
Technology Experimental 

Radio Frequencies 

VHF (Mhz) 
1 52.510-152.810 

1 52.486 

152.834 

1 52.840 

157.770- 158.070 

157.746 

1 58.094 

1 58.100 

UHF (Mhz) 
454.375-454.975 

459.375-459.975 

825.000-845.000 (illegal!) 
849.000-85 1 .000 

862.000-866.000 

864.000-868.000 

870.000-890.000 (illegal!) 
901.000-928.000 

931 .000-932.000 

940.000-941 .000 

Microwave (GHz) 
1 .850-1 .990 (loop access) 
2.1 10-2. 130 

2.160·2.180 

2.400-2.4835 

3.700-4.200 

5.725-5.850 

5.925-6.425 

10.700- 1 1.700 

1 3.200·13.250 

17.700·19.700 

21 .800-23.200 

21 .200-23.600 
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One of the m ore interesting pages taken from a prop rietary phone 
company document. We intend to shamelessly spread this one around until 
its value plummets like a rock. 
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4 1 1 - news about phone companies 
Regulating Scams 

A Senate subcommittee has lost patience with 

computerized phone calls that try and sell things to 
people.  The Senat e  Comm erce,  S c i e nc e ,  and 
Transportation subcommittee heard a whole swann 
of complaints  from witne s s e s  and s enator s .  
Legislation has been propoSed b y  Senator Ernest 

Hollings (D-SC) to ban computerized sales pitches 
to residential telephones.  Hollings discounted the 
free speech concerns, saying, "The right is  one of 
privacy for the individual in their home.  I don't 
know of anyone who places a phone in their home 
in order to receive commercial solicitations." In a 
b i d  for a sound b i t e ,  Steven H am m ,  S outh 
Carol ina ' s  Director of Consumer A ffairs ,  sai d .  
" Computer cal l s a r e  n o w  t h e  modern form of  
telephone terrorism." Robert Bulmash, president of 
the Private Citizen phone consumer group, waxed 
poetic :  "We are nothing more than sourc es  of 
revenue to an industry that has lost its moral 
compass. This out of control industry will summon 
us ... by using our conditioned responses to answer 
the phone as if we were nothing m ore  than 
Pavlovian dogs with wallets." Wow. 

Meanwh i l e ,  New York ' s  Public S e r v i c e  

Commission i s  fmally taking action against private 
payphones  that don ' t  connect customers to local 
tel ephone c om pany operator s .  A PS C survey 

showed two thirds of th e  independent payphones in 

the state don't pass "0" calls to a local operator but 

rather to a c ompany operator who often hasn ' t  a 
clue as to how to handle an emergency call . 

And, speaking of scams, according to the New 

York Dai l y  N e w s ,  the Port A uthori ty of N e w  
York/New Jersey is actually making a c(lmmission 

on fraudulent phone calls. S ince they make 1 8 .5 
percent on each call from payphones located in the 

Port Authority Bus  Terminal, it' s estimated they ' re 

c learing more than $2 mill ion in profits from these 

calls. That ' s  more than they get in rent from retail 

stores in the structure. 
The FCC is finally introducing a proposal that 

providers of 900 service introduce each call  with 

an explanation of the cost involved. If the customer 

hangs up at that point, he will  not be charged. A 

final dec ision is expected by the end of the year. 

Owners of 900 numbers have come out again"t the 
plan, saying that people would hang up wi thout 

good reason. Go figure that one out when you find 
t i m e .  M e an w h i l e .  w e ' d  l i k e  to  p ropo s e a 

comprom ise .  S ince more switching systems  are 

_ .. _- -
becoming integrated and filled with intell igence, it 
shou ld be po s s i b l e  to begin r e l a y i n g  pric i n g  

information while the actual call i s  being routed. In 
other words, your central office would see a call to 
a part ic u l ar 900 number being placed,  would 

consult a pricing table, and, while the call is being 
routed through the long distance lines, would play 
a rec ord ing to the caller. Of course , i t ' s  only a 

m ailer of t i m e  be fore some c l o w n  p ropo s e s  

sticking an advertisement there for all other calls. 
Perhaps we shouldn 't say any more. 

AT&T Wants The World 
AT&T wants to get perm i ssion from the U.S.  

government to start provid ing phone service to 
V ietnam ,  one of three countries  that c annot be 
ca l led  from the Uni ted  States  ( the  other s are 
Cam bod i a  and North Korea ) .  AT&T says that 
unlicensed operators are providmg service through 

Canada, Japan . France, South Korea, Hong Kong, 

and Australia and they 're mak ing lots of money in 
the process. We can imagine AT&T ' s  frustration 
being forced to stand on the sidelines. 

Advances in the U.K. 
British Telecom has instituted what i t  calls a 

" fairer" sy stem of paying for cal l s  to d i rectory 
assistance. Customers who u sc the service will be 
charged 3 7 .8 pence plus 1 5 percent tax for up to 
two numbers . Now , after read ing that. you wou ld 
think that you would get charged that rate for two 

req u e s t s .  Not so.  Whenever y o u  u s e  d i rectory 
ass i s tanc e ,  you can ask for up to  t w o  num ber s . 
Most people ,  however, u s e  the serv ic e to get a 
part icular number they need at the moment. So,  

despite BTs c lever way of phras ing i t ,  i t ' s likely 

the service will C(lst 37 .8 pence per request. It is  a 
rather invent ive way of m aking l e s s  seem l ike 

more. Phone companies i n  the States WIl l  no doubt 

take note.  By the way. calls to d irectory assistance 

from pay phones and from bl ind or d i sab led people 

wi l l sti l l  be free.  And rates for various other c"lls 
will  be reduc ed sl ightly to make u p  for the neW 

charges. BT has introduced a couple of services for 

those people who use d irec tory as sistance heav i ly . 
Phone B a s e  g i v e s  them d i r e c t  acc e s s  to the 
c om pany ' s  computerized sy stem and Phone Disc i s  

an e lec t ronic vers ion o f  the phone book s o n  CD 
ROM. 

One apparent ly  pos i t i ve m ove t ha t BT has 

made recentl y  i s  to e l im inate the su,,:harge on their 
c a l l i n g  c a rd s .  k no w n  a s  H T  C h a r g e c ar d s .  

Cardholders  c an just  d i a l  1 44  and fo l lo w V O I C e  
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prompts to enter their account number, PIN code, 
and phone number they want to reach. TIley wil l be 
charged the same rates as a regular payphone call, 
which we hope is fairly close to residential rates. If 
not, then this is just more deception. 

Last year , Briti sh Telecom ' s  trunk network 
became "the first telephone system in any major 

industrial ized country to becom e  fu lly dig i tal . "  
Now they ' ve h i t  th e  halfway point i n  swi tching 

their local e xchange s from electromechanical to 
d ig ital .  Yet only 75 percent of BI' s  customers 
have the capability of getting itemized bills. 

And just as in the United States ,  people in 

Eng land are having problem s with "premium" 

se rv i ces  that  bi l l  huge  amounts  of  money to 

unsuspecting customers. The special area codes for 

these services are 0898, 08364, 0839, 088 1 , 0066, 
and 0077. (0800 calls are toll free.) In the areas that 
have been digit ized, it is now possible to block 

ac c e s s  to these num bers .  S t i l l  more proof of 

evolut ion .  By the way , the cost of pressing the 

ri ght computer keys to accomplish the block ing 
W i l l  he underwritten by rais ing the rates of  the 
hlocked nwnbers ! 

New Services 
S pr int has a new serv ice  called 900 to 800 

Transfer that al lows callers dialing a 900 numher to 
be trans ferred to a to l l - free 8 00 number.  Why 
would anyone want to do this? The thought i s  that 

callers wi l l  d ial a 900 number to get information 
alxmt a particular item and then be transferred to 
an 800 number when they agree to huy i t .  The 

cal lel only gets charged for the time spent on the 
900 number,  at least in theory . The only way to 

really find out is to keep a pen. pad, and clock by 
the phone at all times. 

Another new service Sprint is offering i s  for 

the benefit of hotels .  It ' s  called Answer Detect and 

it does what AT&T and the regional Bells have 

been doing for years: hill the call fwm the moment 
the called party pic k s  up. �any hOlels  currently 

u se the equ ivalent of  a pen regi ster t ied into a 
com puter. If you stay on for a certain amount of 

t ime.  i t ' s  assumed that the call  was answered and 

y ou get  h i l l e d .  A c c u rac y tends  to go out  the 
w indow in hot e l s  hec ause  of  the need to b i l l  

q u i c k l y .  The ne w S pr in t  serv ice  w i l l  work i n  
conjunction with the hote l ' s  exi sting phone system. 

New York wi l l  be the first c ity in the United 

S ta t e s  to test out  p rt:pa id  c harge cards o n  i t s  

p a y  phone s .  J u s t  as in  Europe and A s ia ,  charg� 

c ar d s  ( c a l l ed  '.' Y '.' EX Change Card s )  w i l l  he 
availahle for sale at newsstand s  and other stores. 

Each phone wil l  have a little 'creen that displays 
the amount rL'm ainmg on the card and as each cal l  

progresses, that am ount will g o  down. Th e  test is 
scheduled to beg in in September with 60 to 80 
phones. We hope they avoid the mistakes made in 
countries like France, where it is impossible to use 
any payphone without a card. If cards, for whatev ... 
reason, are unavailable, there are no alternatives. 
We would hate to see such an oppres sive system 
forced down our throats. 

A nother technologic a l  advance i s  be ing 
ushered in by Illinois Bell. Customers are now able 
to pay their bills over the same phone line they're 

paying for! By calling an 800 number and entering 

their secret ID, they can transfer money directly 
from the i r  chec k in g  accounts  to  the phone 

company. Would you trust the phone company not 

to ever take matters into their own hands since they 

obviously have all the information they need to get 
at your money'? 

The new AT&T calling cards are out. "In order 

to comply with government requirements, AT&T 

is no longer sharing card numbers with your local 

telephone company," the mailing reads,  As a result 
w e now have 14 d i g i t  numbers  that bear no 
resemblance to telephone numbers. But, contrary to 

what they say , these new numhers are accepted by 
New York Telephone, which at last report was a 
local telephone company. For a "demonstration" of 
your call ing card , you can call 8()()"255-3439. All 

cards seem to begin with 836 or 838. The next digit 

is either a one or a zero. The next six digits can be 
any number. The last four comprise the PIN. They, 

too, can be any number . Each c ard  also has an 
internat ional number which begins wi th 89 1 2 5 3  
followed b y  the card number without t he  four digit 
PIN. One number follows thi s  which i s  a check 

digit. Then there i s  a two digit authorization code 

at the end. There are t wo other formats for the 
AT&T call ing cards. One has 21 digits and always 

begins w i th  e i ther 89 1 2 88  or 89 1 2 5 3 .  This  i s  
followed hy  t en  digits ,  a chec k  d ig i t ,  and a four 

d ig i t  PIN .  Then there is a 17 dig i t  vers ion that 
beg ins with e i ther 2 8 8  or 2 5 3 ,  fol lowed hy ten 

digits, then a four d igit  PIN.  
Southwestern Bell wil l  be testing out a servic� 

c a l l e d  � e s s age E x pre s s  fr om i t s  pay phone s .  

Customers w i l l  b e  ahle t o  leave a message when 

they e ncounter  a busy  s i g n a l .  It w on ' t  be 

automatic ,  though. Callers wil l  have to dial an 80C 
num ber that wi II be posted on the phones ana leave 

a one minute message. Payment will  be by credit  

c ard only .  COCOTs have been offering s imi lar 

serv i c e s  for q u i t e  som e t i m e .  We presume 

Southwestern Bel l  w i l l have an advantage since 

they can instantly detect when a phone is  no longer 
bu sy ,  wh i le  COCOT companies  have to keep 

trying to get through periodically. 
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Corporate Litigation 
In one of the silliest cases wc've heard of in a 

while, Mitsubishi is trying to sue AT&T because of 
security problems on an AT&T System 85 PBX. 
More than 30,000 unauthorized caJIs to places lilce 
Pakistan and Egypt were made at a cost of more 

than $400,000. Mitsubishi is claiming that AT&T 
never told them something lilce this could happen. 
According to one of Mitsubi shi ' s  lawyers, they 

were completely unaware that their system was 
vulnerable to attack. We believe they should be 

branded with that as part of a slogan: "Mitsubishi: 
We ' re Completely Unaware . "  If AT&T had 

refused to help them or if their equipment was 
impossible to safeguard, we could sec Mitsubishi' s  
point. But here i t  seems lilce they're just tryin g  to 
pass the buck and get out of paying a huge bill for 
their ignoranc e. While we're on the subject of 
ignorance, or should we say maliciousness, both 

New York Newsday and New York State Police 
inve stigator Donald Delaney have repeatedly 
blamed such activity on phone phreaks. In fact, 
Newsday goes so far as to define phone phreaks as 
people who often make their living from figuring 
out how to make free calls. We don't expect people 
who arc so completely out of it to understand what 
a phone phrcak is. But we cannot tolerate having 
blatant lies spread for the purposes of selling 
papers or getting warrants more easily. 

The Times of London is no better. They define 
hackers as "people who steal computer passwords 
to break into international databases and use 
services i llegally . "  According to them, George 
Snow received a phone bill for 8 , 000 pound s 
because somebody guessed his password on British 
Telecom 's  Dial Plus service which allows callers 
access to international computer services via a 
local ca J l .  H i s  password, inc identaJly, was 
Superman. Dial  Plus customers have to sign an 
agreement saying they will not use easily guessable 
passwords. But Mr. Snow had signed up for the 
sy stem prior to that and in addition, BT had 
approved the password them selves. We see the 
phone company as being responsible for the 
c harges incurred, primarily because thi s  is a 
consumer-based service. Different rules have to 

apply in these kinds of situations. You cannot 
penal ize  someone a hug e  amount of money 

beclBlse they chose a stupid password. However, a 
company that is in the phone or computer business 

has the obligation to see to it that its users are 

utilizing adequate security. If they fail to do this, as 
Mitsubishi apparently did in the case above, then 
the penalty is theirs. 

In another pair of lawsuits that shows how out 

.� 
of control the telephone industry has gotten, AT&T 
is suing a COCOT company for not paying more 
than one million dollars of fraudulent charges. The 
company, North Americ an Industries of Great 
Neck, New York has turned around and sued New 
York Telephone for not giving COCOT companies 
a fair deal. In an interview on WBAI's  Off The 
Hook, North American Industries president Barry 
Berman said that fraud is an especiaJIy big problem 

for independent pay phones. The installation isn't 

very secure in most cases. All a person has to do is 
c l ip into the connection before it reaches the 

payphonc and they can make all the calls they 
want. Sin;:c the payphone technology is completely 

within the COCOT, anyone geUing access to the 
line before it reaches the COCOT wouldn 't run 
into any restrictions. B y  contrast, New York 
Telephone payphones are controlled from the 
centraI office. No matter where someone taps into 
it, the phone company knows it' s  a payphone and 
won't aJlow calls to be placed without the proper 
coins or beeps. It may be a wild guess on our p.-t 
but perhaps when independent pay phones and 
alternate long distaJK:e companies are given the 
same access to technology that the regional Bell 
companies and AT&T have, they may stop ripping 
people off so much. Right now, it seems to be the 
only way they can stay in business. 

A great example of this is currently making the 
rounds. It seem s that AT&T has a three-dig it 
caJIing card: 15x (x being any number) followed by 
a # key will allow any zero plus call to go through 
from home phones. (We're told all it does is bill 
back to the originating num ber.) This does not 
work from regional Bell pay phones but it does 
work from a lot of COCOTs. Which means that 
again the COCOT owners arc getting stuck, this 
time directly by AT&T. 

COCOT and PBX Features 
We thought you might be interested in some of 

the features being advertised in COCOT literature. 

Selling points include: being able to accept nickels, 
dimes, and quarters ( wow ! ) ;  voice synthes ized 

instructions;  optional coin free acc ess  to the 
operator, emergency services, and 800 numbers 

(we can't understand why any payphone operator 

would want, let alone be allowed, to make essential 
services optional - this "feature" should be illegal); 

being able to detect busy s ignals ,  answer 
supervision, ringing, and intercept recording s ;  

storing preset speed dial numbers; and, of  course, 

remote programming capabilities. 
The CFCA (Communications Fraud Control 

Association) is passing around some safety tips for 
c orporate PBX ' s :  A ssign author iz ation codes 
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random ly on a need-to-have basis  and l imit the 
number of c al l s  using these codes; Never match 
codes with com pany telephone, station, or badge 
numbers;  Instruct employees to safeguard their 
authorization codes,  which should be assigned 
individually, not printed in billing records; Codes 
should be frequently changed and cancelled when 
an employee leaves the company; Remote access 
trunks should be limited to domestic calling and 
shut down when not in use; Use the time-of-day 
PBX option;  Use a sy stem -wide barrier code , 
followed by an authorization code with the most 
digits your PBX can handle; Use a non-published 
num ber for remote access lines; U se a delayed 
e lectronic call  response , which is the same as 
letting your phone ring four or five times before 
answering; Try hacking your own system to fmd 
weaknesses, then correct them. 

Story of the Year 
Earlier in the summer, the owners of the Long 

Island Pet Cemetery in Middle Island, New Yorlt 
were indicted for allegedly not burying pets like 
they said they were doing. Instead of putting Spot 
or Fido in the ground by histher tombstone or 
giving the ashes to the bereaved owners, they were 
said to have dumped up to 250,000 carcasses in a 
mass grave and given r ... dom mixed ashes to the 
pet owners. Needless to say, this has not gone over 
well . (The Long Island Pet Cemetery is right next 
door to 2600' s post office boxes and there have 
been vigils, demonstrations, and near-riots there 
over the past couple of months.) But in addition to 
this, the cemetery owners are accused of gaining 
remote access to their competitor' s  answering 
machines late at night in order to get the names and 
numbers of dead pet owners be fore the ir 
competitors did. It' s  a nasty business. 

Another Great 900 Number 
Our favorite press release of the week begins: 

"Have you ever arrived at the hotel at which you 
told everyone you would be staying, only to find 
that a mistake had been made requiring you to stay 
elsewhere'! Has your daughter been on a camping 
trip at the same time you were required to leave the 
country, and you needed to tell  her something 
personal first? Or, did you ever want to contact an 
old friend only to discover that they had moved? A 
new service called 900 JOT DOWN will aid all the 
above problem s as w e l l  as greatly expand an 
individual ' s  abi l ity to send and rec eive secure 
messages." The calls cost $1 .95 for the first minute 
and 95 c e nts for e ac h  additional m inute. You 
would have to be a Oass A Fool to use this service 
as every aspect of it can be easily accomplished for 
sibluficantly less. When you call in, you can press 

I to receive an identification number and password 
for their system. (That' s the only feature we can't 
accomplish for les s ! )  Pressing 2 all"ws you to 
"receive another subscriber' s  repository of phone 
numbers". lbis means for $1 .95 you can find out 
somebody's phone number(s). (In the example of 
trying to track down ... old friend who had moved 
that was given above, the company neg lects to 
mention that the old friend has to be subscribing to 
the same servic e !  How m any old friends do you 
suppose you ' v e  lost touch w ith who are 
subscribing to the same brand new service as you?) 
By pressing 3, you can leave a voice message for a 
subscriber. They make it clear that anyone can 
spend $ 1 .95 to leave a brief m essage, not just 
subscriber s .  Just  l i k e  c a l l ing an answering 
machine, except you get to spend so much more. 
Plus y ou have to enter the subscr iber ' s  
identifJCation code after pressing 3 .  We hope you 
have a touch tone phone. Pressing 4, entering your 
identifICation code, and entering your password 
allows you to retrieve your messages. Any decent 
answering machine will allow you to do the same 
thing at no cost other th.-. the phone call. V ... ious 
voice mail services allow you almost unlimited 
access for charges of around $15  a momh. Many of 
these have additional services, such as paging 
features. If you were to call this 900 service only 
e ight t i m e s  w ithin a m onth, either to lC1lve 
messages <r retrieve them, you would be spending 
m ore. By pre ss ing 5 ,  you c an "update your 
personal phone <r repository" which we presume 
to m e an update your phone numbers so other 
subscribers can find out what they are. One of the 
marvels of the communications age is the ability to 
convey information for free. Believe it or not, it 
does not cost $2.00 plus to get somebody' s  phone 
numbers or to WlDounce them to the public. There 
are too many preferable methods to mention here. 
The final selection can be accessed by pressing 6, 
which gives you "a secure, private phone line for 
outbound c a l l s " .  Unle s s  they 've somehow 
managed to get access to secure phone lines used 
by the m ilitary, most consumers won't have to look 
far to fmd phone lines that cost less than 95 cents a 
minute ($1 .95 for the first), And, should anyone 
believe their cal ls  are somehow more secure 
because they're being made through a third party, 
read our recent Winter and Spring issues that detail 
why this is not so (concerning the 900 STOPPER 
" service"). If you believe thi s kind of thing i s  
worthwhile, you ' d  probably b e  interested in the 
computer version, reachable at 900 JOT PORT. 

Japanese Numbers 
Some "home country d irect" numbers from 
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Japan: U n ited S tates :  003 9 - 1 1 1 ;  Hawaii  onl y :  
0039- 1 8 1 ;  Canada: 0039- 1 6 1 ;  United Kingdom : 
0039-44 1 ;  France :  003 9 - 3 3 1 ;  Ita l y :  0039-39 1 ;  

Netherland s:  0039-3 1 1 ; South Korea: 0039-82 1 ;  

Hong Kong :  003 9 - 8 5 2 ;  T a i wan:  003 9 - 8 8 6 ;  

Thai land : 0()� 9 - 66 1 ;  S i ng apore : 003 9 - 6 5 1 ;  

Australia: 0039-61 1 ;  and New Zealand: 0039-64/ .  
T o  make reg ular international calls  from Japan, 
dial 00 1 p l u s country c o d e ,  c i ty  code, and 

subscriber number. 

Customs of the U.S.A . 
According to the San Antonio Light, if you live 

in San Antonio and want to report someone who 

owns ' "gangster-type weapons such as machine 
guns and sawed-off shotguns", you can call 666-
GUNS. -Ibe GWI Owners, a Spnngfield, Virginia 
based publ icdt ion took exception to the phone 
number. " Docs the BATF [ B u reau o f  Alcohol, 

Tobacco, and Firearms]  have a fascination with 

that number? A few years ago, the BA TF had also 
made a sample badge for an emblem - the number 
on the badge was 666. Now they are using fhaf 
sam e num ber again,  pres u m a b l y  as a way to 

intimidate people ."  
To shed l ight on another i ssue,  we've heard 

many stupid ideas in this so-c al l ed War Against 
Drugs. Some c ities have made it  i mpossible for 
payphones to receive calls. That way, drug dealers 

won't be able to receive cal ls and there will be less 
drug s .  Other c i l les  have e l iminated touch tone 
payphones and replaced them wllh old fashioned 
rotary phones .  That way , drug dealers won 't  be 

able to u s e  tou c h  lones to acll vate other dru g 
dealers ' beeper s .  Th i s w i l l  re w l t  in less drugs .  

Certain offic ials have suggested outlawing beepers 
for anyone under 1 8 .  Less  beepers means less  
drugs. If, by some miracle, drug d ealers manage to 
survive in a rotary dial, non-cal lback,  beeperle" 
environment, the latest brainstorm will stop them 
dead .  I l l inois Bel l  figure s that anybody putti n g  
money into a phone at  night must be a drug dealer. 

Therefore , they are beginning a ne w policy in 
Chicago's  poorer neighborhoods: no coins will be 

accepted between 7:30 pm and 4 :00 am. 111e hours 
were onginaJly 6:00 pm to 6:00 am. According to 
the Ch i c a g o  S u n  Ti m e s ,  the r e h a s  been no 

opposition to this idea. As one businessman put it, 
"I think it ' s  a great idea. Anything to cut down on 
drugs." Anything. 

The Outages 
We never got as many phone calls as we did 

this summer coocerning the recent phone outages 

that a ffec t e d  v a r i o u s  areas o f  the c ountry . 
E ve rybod y wanted to know i f  hac k e r s  were 
respons ible. And, even if they weren ' t, could they 

be in the future'? We told tbem we c"" ldn ' t  m .». c  
a n y  prom i se s  bu t  I t  i ,  pre t ty c e r t a i n  t l :,H  sue h 

outages and foulup� w i l l  be c \�m m " llpi at.: c  III I.Ht. 
years to ,-'orne. Most of i t  w t l l  he due to ttl\.' llSU.d 1 
stupidity and short- sightedne" on the part of thuS" 
who imp lement the�e sy�teIll �.  A� .:mytHIC who ha.'l 
ever installed a 11"'" operating sy stem on a p"I5OJul 
computer can tell you . Ihere are always tran.,itlon,,1 

problems to contend W I th .  Without e xception. For 
major phone companies not to have ,m easy wa� 01 
getting around the problems thaI occ'urred when a 

new switching system ( S lgnal l l ll g  S ystem 7 1  was 
implemented is noth ing short of cr im m,,! . A fter a l l .  
te lephones are l ife hnes for nc,lfly everyone Y ct 
those i n  charge are c ontent to look at the wth, 1 e  
operat i on as another b Ig c o m p u t e r  s �  s l e m . 

Ac c o r d i n g  to R i c h ard  I· I I '· " ,'oe . e tu e f  pr I he 

Fe«ral CornmunH:atJOJ1� COm m l \ S l On ' S  Common 
Carrier Bureau , the recent fai lure s  ar e  ac tua l ly a 
s i g n  of progre ss  he c au �e they  w e r e  c a u s e d  tJ y 
upgrade s .  Double speak City 

Firestone said the PTt)sJXA.ct of .tIl mdepe.n(k of 
backup system was out uf n)(.: 4ue '�i ll)n he-t,al1 :<"e of 
the expense involved. 'Ihi s  " CC 'pok e .' m an  ah,) 

s u g g e s t ed tha t  those  w h ,) n e e d e d  d b " . ) u t e  
· reliahi hty should g o  out an d  hu y  their o wn  h3<. k u p  
system . Alx>ut the only (X>sni " e  thing th i S  g u y  d i d  
was stop short o f  imposing fine ... O f!  prqr ir- w il e  
com plain. 

For the! re<..: ord , the p r o b k m s  j.\ /-' ''(' r e J.:il t d  
111cre was a flaw in �(>ft \\ art" obl.JlJlcd t r l ""} D � (  
Com m u lll c at Jons of P lano,  1 c x a� ,  I t  W ,l "  / le v e r  
te �ted adequate l y  b y  £1n\-(}n�.  ( \l i J tnrn l ,l ,  V l r p n l < l ,  
West VIrg in ia .  Mary l and ,  P e nn \ y h an l a ,  :"- o r t h  
Caro lina. an d  Wa,tungt(�1 DC >' ere a l l  .. 1fe<. led ,II 
,orne (X)jnt hy the flaw. 
Another Outage 

Thi 5, advertisement "," as. p l ac e d  I n  .... ·..L- \ ( 'u ... �) r 
LOUI S papers on June 'I. 1 '19 1 .  

A N  O P I:"N I. E TTl.'R TO O ("jI R I .' , / \ I  " ,  
CUSTOMERS. 

A./ Sou!lM'es;ern IJdl Tdeph ' l tl l , >\ t  ' '- t' /' .... I f t  .1 
high stan dard of customer � t' r \  /( l' a n d  \0'1. (' luk.e 
pride In  that  Unfo r t u n a t e /.\ "'-t' r f c t' fj ! / � 
e.x.perie �ced a rare fai lure in a ('ompuf t'r syHf'm 
that transmits data , 

As a reJ uJI. ubvut 750 51 LoulJ 'UTw hu.Il /1RSS 

custom ers lost acces.s /0 I mp o r t a n l  Juy - {u - du)' 
services . F o r  t h o s e  of y o u  w h (q e J en l c e was 
impaired, thai failure transla tes to a dHruplto n I n  

your {JperatlOllJ a nd ,  al beJl ,  an inconvenlt!nce 10 
your customers . We apoJuKl:e  j" r letting y"u do",n 

in  this  i n s tance.  Th o u !; "  t h e  p ro b lem l i n � e r < J  
Jonger than any of us would have liked, we made 

every effort to see thai J I  ww fixed 05 qUldJv as 
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pOHihlt, (h4r lerhnicians workt'J around the dock., 
/ogginR mort� thll l. 2 .50(J h uu r s ,  to corrt'cl  the 

problem . We t: n [ " ' te,J lhr-' ht'lp df t > _ �rerts from 

(JcrVJ J thl' couflJr:y. 
Still, I know that ,wn Ii.,,,,,h we l'ullaJ oUl ail slops 

10 restort' 5cn1f'e, �vou would ralher it not have happened 

at ail. So would we. Now thai ,,'met' luI heen reslored, 

Ourji,ru.1 has shifted to Jurlh", upgradin" the System's 
reba/nutv. While some {If tflt' .wlulww may take time /0 
( 'omplt'tc we will persist unlll tlu' sen';cf.' we /nro\'ide 

,net'tJ your hi�II .\'UlJ1t.Jilrd\· anli ( )UT5. In thi.' nt�rtfl'V\) days, 
we Klll llli/i\'idJ4J.uly em/acl rw10mers whDse service Wa.f 
Inlerrupll.'d. We W{Vlt to .\hi.Ut' with you our plans for 

lmr' (lvin,� the J vstt'm . and H'e Yj,'a fl(  to hear your 
C0111l,.1t"11l.� on hoy.-, we nPJ nmtifllUJily irfl{'rove our service 
[(I yoU t\.'t' (.ue commitit'd to tYJTninf!, .V()W confidence 

tJ1'ICt' m�alTl 
"i11l,t'rdv. 
/?(l1./v Ilarmv 
Pr�'suJer" 
M',\.hlUTf I )n'Ll;Ol1 
'" NJJh�¥·.\·lpm /Ii'll J t-!,',>i."k' 
A m ong t h� ( a!\ lI a l t i (' �  ot tll , .\ "".' re w u p  was 

Arlm� ton Park l{dl�t.·track nOlI' Chicag o ,  lney had 

t o  turn away the ir (" u s l ntlH "T\  hec ause the phone 

r r o h l e m s c n r r l e d  I t s  t' om p u l e r i 7 c d  b e t t i n g  

I 'perat ion s ,  Cu stom ers W C ff�  TK)t very happy. And. 
;h:c ord i ng h )  C'" x re r t � ,  Sou thwt' skm B d l  i s  n o t  

1 1 .l t' h ,' lJ ll k � �  I t  I..' � n  be  pf( l \ ,' n  th at I ht.: y  d i d  th i S  

d e " ht"falely I n  addll ion. A T �l ' s  were shul dnwn, 
the e nt He" h ,' d e ral K e s e r v c  S :v �t t" m  was s lowed 
,1 1 I W I l ,  and hank s were c u i  { l i  t from the i r  m a in 
l' ()m putt" r s .  W h i l e  Randy B a rroy w a s  mort" than 
h d r r y  I i- t t' l l  (" v c r y () n �  h o w  m a ny h o u r s  

S o u t h w e s t e r n  B e l l ' s  t e l: h n I C l a n �  l og g e d , h e  

I lqdl'� h."d I · )  m e n t I On  J u s t  how long the rr computers 
''''' crt dowil for. S I X  day !'. .  

A South\l,-'l' stcrn Bt: l l  spoke sper son said , " We 
don ' l  antil..' l patc thi s happenin� again. " They sure 

J u_t n ' t  .ult k: ip" te I I the tirst tllIle 

But at l e a s t  Wt:' kn\J\.\o' t ht: )  ' r t: I II t . .  l u c h  w i t h  
t ht' l (  \': u st ()m l' r � ,  " y ,,)u v Hw l J  r at h e r  i t  n o t  have 

happened al a l l . "  Such a keen ",nsc of [,<''''CptlC''' 
d(� \  not ...: om t:  l: ht"ar. 

Caller ID Pushers 
A r c ...: r: n t  k t t e r  to t h e  P u b- l i e S e r v i c e  

Comml S>J(m from N e w  y, .. 1e lelephooc argued for 

the I m p l em e n l a l JOn of C a l i e r  ID  and CL A S S  

s.erVH,:tS a !>.  soon as pos slhle.  "lhe c urrent balan::e 
of prIvac y  helwecn cal lmg and c alled part ies is the 

r e su l l of ledmnlngy,  nI'l ,,,,, i al po l i c y .  In early 

I < l ephone serV I<c e ,  a l l  cal h were placed thrnugh 

operalo" . whn i d e n l i fied the c al l er In the cal led 

",,"nn Party hne serv Ice .  w hich three quarters of 

A m < r l C an I c l e p h n n e  <c u s tnm e r s had in 1 9 5 0 ,  

provided a check n n  the anonym ity o f  the c aller, 
since outgning calls could not be depended upon to 

be prival e.  By the 1 9 60 ' s ,  te lephnne technology 

l i pped the balance in fav or of Ihe c a l l er when 

direct-dial ,  s ing le party telephone service became 

widespread, a.s did annoyance cal ls .  Technolngical 

change, which caused the imbalance, now can heIp 

improve il, in the fnnn of Caller rD." 
They th e n  us< th i s  a s  j u s t i fic at inn fnr not 

Implementing al l-call blocking fnr customers who 

want it A II··cal l blocking would mean that all calls 
made from a part ic u l ar num ber ( except to 9 1 1 )  
would nol transm il Ihe phone number I n  the called 

party. New Ynrk Telephooe wants 10 instead nffer 

per-c al l blocking, meaning that Ihe c al l er wou l d  

have 10 d ial a special code ( *67 ) hefore every call 

they w anted to make without transm ittmg the ir 
n u m b e r .  By d o i n g  i t  I h l s  w a y ,  N e w  Ynrk 

Telephone reasnns ,  less people would block their 

numhers and the called party would lenow that the 

caller had made a cnnscinus effnrt 10 block theirs. 

W hy are Ihe ph nne c o m p a m e s  s u d d e n l y  so 
cnncerned about all of the se harassmg calls  thai 

everynne is al leged ly  getllng? We think they're  

much m ore cnncerned about s e l l ing IhelT  produc t 

to the pu blic .  If too m an y  peopl e e1ed In block 

thelf  phone numbers, their prodUCI won't really be 
t hat appealing.  Bul If I I ' s  m ade more d l lllCult  tn 

block your number and If those who dn are made to 

feel as i f  the y ' re guilty of some crime.  more people 

will subscribe and the phone comparues will rake il 
m. 

I f  you ,I i l l  he l ieve that Ihis is  about privacy,  
cnnsider the I wn bI ts  of rn ts information al l nf the 

phone cnmpallle s ins ,, 1  on spreaJ mg . 1) People 

w h o  block: a l l  nf t h e l T  c a l i s  wnn ' t  be able  10  
transmit their number in an emergency. Not true . 
Enhanced 9 I I passes ynur n u m ber In Ihe polic e 

regardless nf whether you u se call blocking.  Thi s 

service i s  bec om i n g  ava i l ab l e  I hrnughout  the 

country .  C a l ier  ID  is i r re levanl  i n  t h e se c as e s  

unless cal lers are call ing nnn-emergency numbers. 

A n d  Ihat w n u l d n ' t  m ak e  m uc h  s e n se in an 
emergency, would it? 2 )  1ms will spell the end of 

harassing phnne cal ls .  Totally untrue. A ll a caller 

has to do is call from a payphooe, a cal l ing card, a 

long di stance company, or simply be oul of the 

immediate area! 

Since those penple who are up to something or 

w ho w ant to r e m a i n  anon y m n u s  w i l i  a l way s 

manage tn dn so, the phone companies would be 
better advised to promote the service as something 

positive for those people who wanl 10 announc e 

their arrival before they be g in speak ing . And as for 
what soc iety wants or needs, let ' s  kave that up to 

soc iety . not the phnne company. 
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2600 marketplace 
2600 M EETI!W'S. Fi rst FriJ.iy " f  the month at 

the Cit in>lp Cellle r · - from 5 10 8 pm i n  the lobby 

n c a r  t h e  pay p h () n e � .  1 5 3 E 5 3 rJ S I . .  :\ Y . 

between Lex & 3 rd .  Come by . drop oft a rt i cl e s .  
a s k  quesl ions. Call 5 1 6-75 1 -2600 for more info. 

Pay phonc  n u m b e r s  a t  C i t i c o rp : 2 1 2 - 2 2 3 -

9 0 1 1 .2 1 2 - 2 2 3 - 8 9 27 . 2 1 2 -308 -8044 . 2 1 2 - 3 0 8 -

8 1 62 . 2 1 2-308 - 8 1 84. Meelings also lake place 
i n  San Francisco al  "' Embarcadero Plaza 
( i n s i d e )  start i n g  at 5 pm Pac i fic  Time on the 
f irst  Fri day of the month.  Payphone numbers :  
4 1 5 -:W8-9R03 .4 .5 .6. 

S P Y  S H O P  C A T  A L O G l: E :  Pad.ed  w i t h  

equ ipment, i tems, personal an d  privacy protection 

s u rvei l lance transmitters in kil form, telephone 

taps ,  bugs, stun guns, room monitors .  decoding 
dev I c e s ,  ana ly ze r s ,  cove r t  t rack i ng sy s t ems ,  
defense spray s ,  ca l ler 10 ,  people tracers - find 
anyor.e any w he r e !  Ddcct ion sys tem s , lap t rap, 
voice chang"rs ,  scramb ler�,  se, ure phones , and 

much more .  Send $5 check or money order to :  
Bug Busters, PO Box 978,  Dept. 2-6,  Shoreham, 

NY 1 1 786.  FAX 5 1 6-·929 0772.  
W I L L  PAY $ 1 0 ,000 for  " m i n d r a d i o "  

compute r program and ,cherroat ics .  Call Mike at 
2 1 2-533 -435 1 .  
K N O W  W H O ' S  C A L L I N G !  T h e  C a l l  
I d e n t i fi e r  h a s  t h e  an s we r . D i s p l a y s  cal l e r ' s 
phone n u m be r  when your phone ri n g s .  Stores 
phone n u m b e r s  w i l h  d al e a n d  l i m e  oj c a l l .  

$79 .95 . $ \0 for 260(\ subscribers.  E .D .E . ,  PO 
Bm 337. Buffahl, NY 1 4226. (7 1 6 ) 69 1 · 3 476. 

S u rv e i l l ance .counte r s u rv e i ll ance e qu ipme n t 

catalog $5 . 
C A N  S li P P L Y  s o ft w ll re a n d  c o m p u t e r  

hardware of any k ind below wholesale priet· , .  I 
am looking for sales people . If you can find me 
buye rs ,  I w i l l  work out a pe rcentag e .  Would  
l ike to corre spond with hackers in Switzcrland,  
G e rm a n y .  J apan .  and Fran c e .  A n y lx)dy w i t h  

access t o  skalth homber technology or acce ss  to 
Los  A l am o s  N a t i o n a l  Labo ra t ory in N e w  
Meltico an d/or Lawrence Livenn o re Labs i n  
San Franci sco . K .  Henders on .  P O  Bolt 2 6 5 .  
Agoura H i ll s .  C A  9DOI . 8 1 8 -889-836 J .  
T H E  LlTTU: B L A C K  BOOK O F  
COMPUTER V I R USES.  The first  book on 

how to w rite them I 1 90 pg s ,  �oft c.wer,  wi lh  
ful l IBM PC sou rce c.!de S 1 4 .95 postpa id ,  o r  

,, ,k YOll r local  h .. , b l m e  I "  "rder  I t . ( 15 1 1:'1.  O ·  
'i 2 1J 40X · O� 0 1  A m c n c an Eagle  I 'u  b l i,· at i ol l ' .  

B"x 4 1 40 1 ,  TUeS'lIl , A,� �57 P .  
T EC H \ l C A L S l R \, E I L L A � ( " E 
C O l: Y/, E R  M E A S  l, R ES ,  eom m u l l ) (: a t i Ul, s 
t· n g. i n c c n n g.  �l· rV K � � .  R" l � �  I -. n !! i n l: t: ri n g. .  I n c. , 

79()h H ope V a l l e y  (' . , u rt .  A d am q "w n .  M D  
2 1 7 1 0. 8<Xi- I 'S -DEB C G .  
C O C OT S  F O R  S A L E :  P e r fc l l w o rk i n /!  

l on d i t lOn , removed from serv i ce .  C red tt  card 

o n l y  t y p e ,  h a ,  ,' a r d  re a d e r  hu t l t  i nto  u n i t .  
DTMF, 1 2  n u mber s peed d t a l .  $ 1' 0  l'leh ph" 
$ 1 5  sh tpplng . Call or w ri t e  ! < l r  I llf. ) .  BIll R(}� e rs .  
2030  E .  Cha rI n t on B l v d . , l . a ,  Vega "  :-; V  
89 1 0 4 .  KOO·KW � ' ( l i . ( 70: I J �2 - 7J'; X .  
T A P  B A C K  I S S ll E S ,  l on . p k t c  , d  b s  J .  
9 1 ,  h i g h  ,/ ua l n y .  So ) \) .  S A S E  t o r  i n . k � .  i n fo 
on o t h e r  h o l d , I \ /;: ' .  R . .  t,," l t  1 1 . ,  1 20<) :-.. I Ul h .  
W a u w :I l <" a .  W I .'i 3 2 1 l .  
T A P  B A C K  I S S l · E S .  c om p k l t' s e t  V " I 
1 - 9 1  o f  Q C A LI T Y  , o p ":� , f r o m  
o r i g i n a l s .  I n c l u d e s  , � h e m a t i c s  a n d  

i n d c x c !\. . $ 1 0 1 )  p , i :-. t p ;l l \.j V i ,. t: P 'l  C ) r  
F I f  s I C I a , , \1 a i I e " p .¥ " f I l) 7 I 
E s q u i r e l If t i d e  " 'rll l S " c'f c t s  o f  I h e  
L i t t l e  B i ll e  B o x "  $ 5  & l a r g e  S A S E  

.... i 5 2  c e n t s  <) 1' s l a rn p s . P e t e  G . .  PO B " x 
·� 6 3 ,  M I .  L a u re l .  :\ J  O /i 0 5 4 .  W e  a r e I h e  

O r i g i n a l !  
OLD TA PES ,,\ l e I" phone record i ngs .  r in !! , .  
bu sys .  e l l' .  w a n l l' d  for rad I O  pro� rarm . A l so.  
,u r r e n t  r e c n rd i n p. s  and t u n n y  p h o n e  c a l l s  
w e l c om e .  S e n d  t o  Emm a n ue l . PO B o x  LJ 9 ,  
M iddle I s land . N Y  1 1 <) 'i .l .  

S E E  M E  H ERE.  " 
Marketplace ads are free to 

subscribers! Send your ad to: 
2hOO \1arketplace, PO Box 99, 

Middle Island, NY 1 1953. 
Include your address label. 

�ds may be edited or not 
printed at our discretion. 

Oeadline for Autumn issue: 
, 10/15191. 
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wh en hackers r id e  horses: 
Cyberpu1k: 0uII1IINS and Hackers 

on !he Computer Frontier 
by Katie HaIner and John Mariloff 
$22.95, Simon and Schuster, 354 pages 
Review by The [)evil's Advocate 

The exploits of Kevin Mitnick, Pengo, and 
Robert Manis haw become legendary both in 
and out of the hacker mainstream. Until now, 
however, � haII8 had to worsh� their idols 
from atw. Cyberpunk: 0utJa..vs and Hackers on 
the Corrp.Jter Frontier u�s ha::Kers in this In..I9-
life lestimony by presenting an n·depth up-front 
view of these "techno·menaces' without the 
o\l8!T8aClive OOomsday prophecies that usually 
accaT1pany such a work. 

Cybeqx.t7f, is a fittng seQJeI kl SEII8n Levy's 
classic Hackers. Whereas Levy 's  treatise 
addressed the origins of hacking in its infancy, 
Cyberpunk is the New Testament depicting 
hacking as it is n the here and rY::IN. M:>re tha<l 
just a synthesis of current trends , however, 
Cyberpunk depicts the hacking lifestyle and 

The /ol/uwing aft! commenls by Knin Mitnick 
an the portions of Ihe boole that are abou/ him. 

I am sad to report that part one of the book 
Cyberpunk, specifically the chapters on "Kevin: 
The Dark S ide Hacker", is :!f) percent fabricated 
and l ibelous. It seems that the authors acted with 
malice to cause me harm after my refu sal to 
cooperate . Interesting ly enough,  I did offer to 
participate as a facrual information sowce if I was 
compensated for my time, but the authors refused, 
c l a i m in g it wou l d  taint my objec t i v ity.  So 
consequent/y, I declined to cooperate. 

However, my co-defendant, Lenny Dicicco, of 
Data Proce ss ing Design, chose to partic ipate 
probably in the hopes of being recognized as a 
"hero" who was respons ible for bringing me to 
ju stice.  Lenny seeme d to have ga ine d 
unquestionable credibility when he turned us both 
itto Digital and the U.S. government Surprisingly. 
he who "snitchl'b" first is believl'd to be totally 
credible by the U.s. government. Case .in pOint: 
most of the U.S. government's argument ,to hold 
me without bail was based on false informatilln 
(this was later admitted by the U.S. govemnCQl). 
This information, I be lieve,  was mainly from 
Lenny Dicicco and his cronies (Steven Rhoades of 

cyberpunk cultlxe that has evolll8d alongside our 
boundless fascination with computers and 
information. Cyberpunk patrays hocker's as they 
really are: real people with lives not unlike our 
CtNrl Yes, hackers have emotions, desires, and 
problems just l ike we do. No, they're not all 
computerholics or sodaIy inferior psycho cases 
withdrawing into the depths of the "matrix' to 
escape from reality. If anything, Cyberpunk w�1 
blast away some of the antiquaEd stereotypes 
that haw persis1Bd throughout the 'BOs. 

In Cyberpunk, all the central characters 
ident ify closely with the i r  science fiction 
COlXlIelparts. Indeed, the ( Inter) "ner' is one of the 
many threads that tie the i\18S of M1nick, Pengo, 
and rtm (Robert Morris) together. The most 
interesting sby by far is that '* Pengo, a West 
Berliner who, more than any other character, 
epitomizes what it means to be a cyberpunk. 
Pengo was truly a compUBr outtaw: aspiring to 
the likeness of the character Case in Will iam 
Gibson's Neuromancer, traveling the net in 

PURE CYBERFI CTI O N, 
Pasadena, CAl. So once Lenny lied to the U.S. 
government he couldn't change his story, sineI' he 
could risk vio lating his plea agreement or being 
indicted on federal perjury charges. Unfortunately. 
this probably resulted in a lot of fal se material 
being introduced by Lenny Dicicco, and Katie 
Hafner printing it as fac tual inform ation in 
Cyberpunk. 

Katie probably wasn ' t  happy with me for 
refusing to help her, so part one of the book was 
wr itten with a strong anti- Mitnick , pro-Dicicco 
bias. This bias rewarded Lermy for his participation 
but robbed the readers of the real truthful facts! 
Lenny was described simply as an "errand boy" in 
our hacking exploit�. This is the furthest thing from 
the truth! Lenny was just as culpabl., as me; we 
were hacking partners for over 10 years. What do 
you believe? 

Let ' s  examine some interesting c over-ups 
Katie Hafner did for Lenny Dicicco: 

I) In the galley copy of Cyberpunk, Katie 
Hafner wrote that Lenny Dicicco was going to 
work for DEC as a computer security consultant in 
lieu of court ordered restitution ($12,000). Why 
was the information eliminated from the final 
printed copy? Probably DEC wouldn 't be happy 
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a revi ew of cyberpunk 
search of data il sell, and owing no allegiance il 
country or nation. Readers familiar with The 
Cuckoo's Egg will find this section particularly 
ilteresIi1g. Cytspunk's account of the Wes. Berlin 
hackers makes The Cuckoo 's Egg look like a 
ftedglirg flJtIe!ing in the qUrki1e$ of StoI's carrpy 
prose. Now readers CCI1 see what � was that Stol 
twnseIf was trying il vicaOOusIy experience 1trough 
tis 0'M1 1eIlTlnal . Cyberpunk provides the nlssilJ 
pieces and PU5 StoI's Cuckoo into perspec1ive. 

The book contrms v.tlat hackers on aI coas5 
have known and preached for years : that a 
COfllXlIer sysIem's 'hOISt erleIl'lY is its users. Nearly 
every system was hacked by exploiting poorly 
chosen passwords or bugs in the operating 
sysIems. InaestnJy, Cyberpunkai;o contrms that 
the authomies amount to only so many oomtAing 
Keystone computer cops desperately trying to 
math wi5 wi1h n1sfi5. The fact is that everyoro 
described here got busted because they either 
taI<.ed ilo rruch or were tetrayoed t1f cklse friends . 
Without ru::h t-elp, the klng ann of the law appears 

SAYS M ITN I C K  
with Lenny - he did provide Katie with enonnoo& 

detail regarding the DEC brt!ak-in. Not to mention 
the controversial issue regarding DEC luring the 
person that penetrated their network. 

2) On page 80. Katie wrote that Lenny Dicicco 
obtained a fal s e  i dent i ty to obta in a j ob that 
required a -clean" driving record. The name Katie 

printed was -Robert Andrew Boll inger" .  This i. 
false!  The name of the " fal s e "  identity was 
"Russel l  Anthony Brooking".  B u t  why w ou l d  
Katie print this erroneou s in form ation? I know 
why ! Lenny was working u nder the fraudu lent 
identity (Russell Anthony Broci<:ing) while he was 
collec ting unemploy ment under hi. real name 
(Leonard Mitchell Dicicco) thereby defrauding the 
State of California! Now Katie wouldn 't want the 
"truth" to be known - it m i g ht cause Lenny to 
refuse to part ic i pat e in p o s s i b l e  u pcom ing 
interviews and talk shows promoting her book . 

I could go on and on, even simple verifiable 

inform ation. For ex am pl e , on page 8 4 ,  Katie 
describes a scenario where I asked Bonnie out on a 
date. To paint an unsavory picture, she stated that I 
was always eating in the c omputer room when 
talking with Bonnie. Very interesting, sin;e at the 
Computer Learning Center of Los A nge les , no 

kl be noIhirg more than a wet roode. 
Perhaps the cenIIal weaknsss of Cyberpunk is 

its someYA1at blatant bias and lack of objectiv� 
lime and time again, readers will encounter the 
au1hors' 0'M1 JXeiudces sIiWng 1hr'c:Ju!tI the cracks 
betv.een the ines. .1\Ithough no one is imxent in 
Cyberpuri<, readers wi. easily get the i'npression 
1hat Mitr1ck is the sinner of the three. Ths is despiIe 
the fact that Mitrick's exploits appear equal, if not 
less damaging, than those of the others .  
Unfortunately, the bias rears its ugly head in a 
nurrl:ler of passages, a ilItaIe sig1 that the aJIhxs 
awear il te more incensed with Mitr1ck's attirude 
1han Wth anyh1g else. " is  also no coinciden:;e that 
Mib1ck is the rriy certral d'arac1er that refused il 
te ilIerviewed lor the book. 

ClespiB this \oY9akness , Cyberpunk remans a 
thought-provoking looking glass into the �ves of 
the most interesting people in the Information 
Age. The true tales of these harbinger hacI<.ers 
wi. leave readers spelbound wtlle they eagerty 
await a seq.JeI . 

food or drinks  c an eve r be hrou g h t  i nto the 
computer ro(lID. Even though this scenario i s  pretty 
Insignificant, it demonstrate s the introductIOn of 
inaccurate and mi srepre!.ented facts. 

Again, when descnbing my arrest at USC I n  
1982, Katie wrote on page 7 I tha t  I taooted Marie 
Brown (USC System Managen in his investigative 
technique s. This is truly am a:z ing, s i nc e  I never 
spole with Marie Brown. 

The r e  a r e  m an y ,  m an y  fa l s e  s t a t e m e nts ,  
misrepresentations, and i naccurate .'!tones in part 
one of this book . I could only say It  is sad that the 
authors were too cheap to compensate me for m y  
time. Instead they hi d  under the ru !.e  o f  "tainted 
o bjec t ; -· i ty".  Thi s  r e s u l t e d  in my r e f u s a l  to  
participate. 

In summary, Cyberpunk is an mtere.,ting read­
through as long as r e a d e r s  u n d e r stand th i s  
purported non-fictioo book i s  not what i t  c laims to 
be. Part one of the book is 20 percent inacc urate. I 
believe the authors ac ted w i th m al ice  due to my 
refusal t o  participate for free. KatJe Hafner ' s  o nl y  
� was seeyjng the cooperation of my convicted 

co-defendanl. Lemy Dic icco. She did gain his full 
cooperation which resulted In  a strong bias and 

m isrepresental ioo of facts. 
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OUTDIALS 
by Net Runner 

PC-Pursuit a nd Oata pac outdials make up 
the bul k of ea sily a c cessible o utdia ls  from 
Tym n et. Th e Data p a c  o u td i a l s  a re ofte n 

shaky but the PC-Pursu i t  ones  te n d  to be 
stable. 

On occas ion , if you e nter an add itional 01  

at  the end o f  a PC- Pursu it NUA, y o u  m ay get 
g l o b a l  o u td i a l i n g ,  a l l o w i n g  a c c e ss to 
anywhe re i n  th e  U.S .A. 

U p o n  c o n n e ct i n g to a P C - P u r s u i t  or 
Datapac o utd i a l , you shou ld  change to aNl  

bits. This makes  l ife eas ier  on B B S's. 
PC-Pursu it outdia ls  have a menu system. 

Hit % after connecting.  I t  wil l  respond with: 
" H ELLO: I'M REA DY" fol l owed by a star. At 
the sta r, e nter a 0 for dial o r  R for redial .  

PC-Pursuit Outdia ls 
(31 1 0  is Te l e n et ide ntifi e r, N PA fo l lows. 
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B a ud rates vary. )  

3 1 1 0201 00001 

3 1 1 0201 0030 1  

3 1 1 0201 00022 

3 1 1 020200 1 1 5  

3 1 1 020200 1 1 6  

3 1 1 020200 1 1 7  

3 1 1 020300 1 05 

3 1 1 02 0300 1 20 

3 1 1 020300 1 2 1  

3 1 1 020600205 

3 1 1 020600206 

3 1 1 020600208 

3 1 1 02 1 20031 5 

3 1 1 02 1 20031 6 

3 1 1 021 200028 

3 1 1 02 1 20041 2 

3 1 1 02 1 30041 2 

3 1 1 02 1 30041 3 

3 1 1 02 1 300023 

3 1 1 02 1 400 1 1 7  

3 1 1 02 1 400 1 1 8  
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31 1 021 400022 

31 1 021 5001 1 2  

31 1 021 500005 

31 1 021 500022 

31 1 021 600020 

31 1 021 600021 

31 1 021 6001 20 

31 1 0301 00020 

31 1 0303001 1 4  

31 1 0303001 1 5 

31 1 030300021 

31 1 030300022 

31 1 0305001 20 

31 1 0305001 21  

31 1 0305001 1 2  

31 1 031 2004 1 0  

31 1 031 20041 1 

31 1 031 200024 

31 1 031 3002 1 4  

31 1 031 3002 1 6  

31 1 031 300024 

31 1 031 400005 

31 1 031 400421 

31 1 031 400020 

31 1 0404001 1 3  

31 1 0404001 1 4 

31 1 040400022 

31 1 0408001 1 1  

3 1 1 040800021 

31 1 040800 1 1 0  

31 1 041 400020 

31 1 041 400021 

31 1 041 400 1 20 

31 1 041 500005 

31 1 041 5002 1 6  

31 1 041 5000 1 1 

31 1 041 5001 06  

31 1 041 500224 

31 1 041 500 1 08  



3 1 1 041 50021 5 
3 1 1 04 1 500 1 1 7  
3 1 1 041 50021 7  
3 1 1 041 500220 

3 1 1 041 500023 
3 1 1 050300020 
3 1 1 050300021 
3 1 1 050300 1 20 

3 1 1 060200020 
3 1 1 060200021 
3 1 1 060200022 
3 1 1 060200023 
3 1 1 060200026 
3 1 1 061 200 1 20 
3 1 1 06 1 200 1 2 1  
3 1 1 061 200022 
3 1 1 06170031 1 
3 1 1 061 70031 3 
3 1 1 061 7 00026 
31 1 01 1 300 1 1 3  
3 1 1 07 1 30Q1 1 4  
3 1 1 07 1 300024 
3 1 1 01 1 400023 
3 1 1 07 1400004 
3 1 1 07 1 400024 
3 11 07 1 40011 9  
3 1 1 07 1 40021 3 
3 1 1 01 1 4001 24 
3 1 1 07 1 400 1 20 
3 1 1 07 1 400 1 02 
3 1 1 07140021 0 
31 1 07 1 4001 21 
3 1 1 0801 00020 
3 1 1 0801 00021 
31 1 0801 0001 2  

3 1 1 081300020 
3 1 1 08 1300021 
3 1 1 0813001 24 
3 1 1 08 1 600104 
31 1 08 1 600221 
3 1 1 081 6001 1 3  
3 1 1 08 1 800020 

31 1 081 800021 
31 1 091 600007 
31 1 091 6000 1 1 
31 1 091 6000 1 2 
31 1 091 900020 
31 1 091 900021 
31 1 091 9001 24 

Datapa c Outdials 
(3020 is Datapac identifie r, N PA is  in 

parentheses. Baud rates vary.) 
302069200902 (204) 

30206920090 1 (204) 
3020721 00900 (306) 
3020721 0090 1 (306) 

30207 1 1 00900 (306) 
30207 1 1 0090 1 (306) 

302063300900 (403) 
302066300901  (403) 
302058700900 (403) 
302058700901 (403) 
30209 1 600901  (416)  
302091 600902 (4 1 6) 
302038500900 (416 )  
302038500901 (41 6) 
302074600900 (506) 
302074600901  (506) 
3020827 00902 (5 14) 
302082700903 (514) 
302035600900 (51 9) 
30203560090 1 (519) 

302029500900 (5 19) 
30202950090 1 (5 1 9) 

302033400900 (519) 
30203340090 1 (5 19 )  
302067 1 00900 (604) 

3020671 00901 (604) 
302085700901  (6 13) 
3020857 00902 (613)  

302038500900 (613) 
30203850090 1 (6 13 )  

3020781 00900 (709) 
3020781 0090 1 (709) 
3020761 0 1900 (902) 

3020761 0 1 90 1  (902) 
302038500900 (4 1 6) 
30203850090 1 (41 6) 
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Frank Darden (owe � the Atlanhl hackers) writes: " Well, here I sit. A prisoner of my own 
hobby .  I 'm currently being held In a Federal Pri_ Ca .. , ill Talladega, Alabama. I wish I 
could tell you that Prison Camp Is not that bad. Sure, It's JtOt Nke the prison you see on TV, 
b u t  I t 's  really sucking. [The above Is ) what I received Instead of 2600. Apparently your 
m agazine poses a th reat to the security of this Institution. Let me also say that my hacking 

days are over. Also, I 'd like to add, to any hackers out there, make sure you know what you 're 
getting into. Consider the price you have to pay.  �Keve me, III Illy eyes It's not worth It. It was 
fun while it lasted. Play safe! The Leftist" 

We pursued the matter and in July received this response from Warden Roger Scott of the 
U.S. Department of J ustice: " After careful review of your lIIagazine and conferring with the 

Institution 's electronic technician, I feel the below listed articles to be Improper as they contain 

Information which promotes the i l legal use or disruption of coin operated type telephones 

(COCOn . Since the telephones used by the inmate popu lation are � the coin operated type, I 
do not feel these articles are appropri ate for read ing by the inmates: 'COCOT Troubles' on 

Page 24 describes how to m ake u nauthorized calls from COCOT type telephones. 'Another 

Method ' on Page 26 describes how to make unauthorized calls from COCOT type phones 

without charges and how to disrupt the operation of the phone. 'Suggest ions' on Page 27 
describes how to make Il legal telephone calls with the help � recorded tones and by use of two 
telephones. Based on these three articles, I feel I have no alternative but to stand by my 

previous decision to reject this Issue � your 2600 lIIagazine." 

The " articles" he refers to are, � course, actually letters. We think it's very unlikely that a 
prison would have COC OTs. It 's  very l ikely, though, that he doesn't  even know what a 
COCOT Is and is just assu m i n g  that  al l  payphones are the same. In the end, technical 

Ignorance by the authorities prevents Darden from reading the only magazine that talks about 
the technical ignorance that put him in prison. Sometimes It seems like an endless loop. 
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