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Why Won't They Listen? 
By this time, we've all 

witnesse d some kind of me dia 

report about computer hackers. 

Whether it's t he piece in your 
ne wspaper about kid s with 
computers figuring out how to 
make free ph one calls or the 

special report on television that 
shows how hackers can gain access 
to secret corporate computer 
networks, th e a n gle is almo st 
always the same. And it usually 
misses the most important points: 

What kind of data is being stored? 

Why is it so easy to gain access? 

And why is there so much gross 
negligence? 

Bearing this in min d, we 
thought it would be a good idea to 
bring a couple of storie s to the 
public eye. W e  felt it wa s  
important to share them not only 
with our rea ders, but with 
everyone. And by communicating 
directly with the press, we could 
avoid any misconceptions. In fact, 
the whole thing could be a n  
educational experience. 

Our first story concerned easy 
access to U.S. military computer 
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systems. Over the past few years, 
Dutch hackers have been able to 
get into all kinds of systems. This 
is no t because they're necessarily 
better than American hackers. But 
they do live in a healthier society 
where curiosity and exploration 
are encouraged, not punished. We 
asked them to show us on 
videotape just how easy it was to 
get into a military system. They 
graciously did this and even we 
were surprised at how easy it was. 

By going to the media and 
showing them this, we thought that 
hackers might finally be seen in a 
better ligh t.  After all, with 
knowledge of military weaknesses, 
t here are plenty of places these 
hackers could go. But they didn't. 
They chose to share the information. 

Our other sto ry con cerned 
pushbutton locks that are appearing 
e verywhere we look. And while 
technically this had nothing to do 
with computer s, the similarities 
were astounding. Here we have a 
gadget that is sup posed to provide 
security. The average person looks 
at it and believes what they're told, 
in much the same way they would 
believe what a computer tells them 
without question. But hackers 
discovered that there was something 
seriously wrong here. The upshot of 
our story was that these locks were 
not locks at all, but open invitations 
to disaster. 

Again, going to the media with 
this story seemed the proper 
course of  action. Instead of using 
this knowledge for our own gains, 
we realized that people had to be 
warn ed be fore it was too la te. 

These locks, which have been used 
in businesses and offices for years, 
are now being installed in homes. 
We knew the media would 
understand the threat. 

Wh at can we say? We were 
wrong. Despite a massive effort on 
our part to get every media outlet 
in the country involved in these 
stories, the interest we received 
back was negligible. We held a 
press conference in New York City, 
made hundreds of phone calls, did 
tons of resea rch, and are still 
paying the bills f or it. And it's 
likely you never heard a single 
word about it. They decided it just 
wasn't something the American 
people needed to hear. 

Ironically, in subsequent weeks 
there were stories in the media of 
Dutch hackers invading computers 
yet again. The same old angles. No 
mention of the efforts of hackers to 
safeguard these systems. That just 
wasn't newsworthy. 

We think things will change when 
computer systems with sensitive 
info rmation are accessed by 
malevolent people who know what 
they're doing. They'll change when 
homes, offices, scho o l s, and 
mailboxes around the nation are 
broken into without a t r ace. We 
believe that then and only then, the 
media will take an interest. And, of 
course, they'll probably decide to 
blame us. The ratings and 
circulation will go through the roof. 

We did our best to warn the 
Ameri can public of two distinct 
dangers. It's now up to our readers 
to s p read the word where the 
media won't. 
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SIMPLEX LOCKS 
AN ILLUSION OF SECURITY 

by Scott Skinner and 
Emmanuel Goldstein 

No lock is one hundred percent secure .  
As  any locksmith will tell you. even the 
best lock can be opened if one wishes to 
invest the time and resources. However. a 
good lock should at least be secure enough 
to prev e n t  the a v e r a g e  perso n from 
compromising it. Common sense dictates 
that a lock which can ea�ily be opened by 
anyone is simply not a safe lock to use. 

While an average person may not have 
the necessary skills and expertise to use a 
lock pick or a blowtorch. almost everyone 
has the ability to count. And the ability to 
c o u n t  is a l l  t h a t  is nec essary t o  
compromise a Unican/S implex pushbutton 
lock. In addition. one needn 't  count very 
high. Only 1085 combinations are used. 
and in most cases th is number is reduced 
considerably. 

Anyone can easily open a Simplex lock 
by merely going through all the possible 
combin a tio n s .  As arduous as this may 
s o u nd. members of 260 0 average  ten  
minutes when put  to  the  task. This method 
becomes even easier i f  one can find out 
the " r a n g e" o f  t h e  c o m b i n a tio n .  Fo r 
ins t ance. if one  k n o ws that  on ly  three 
pushbu t tons  are bei n g  used. then one  
mere ly  has  t o  go  t hro u g h  1 3 5  

combinations. In :.is example. a S implex 
lock can be compromised in under five 
minutes. With some models (particularly 
the commonly  used 900 series), a new 
combination can then be set wit/Will a key. 
One can l iterally lock someone out of their 
own home. 

Far wors e t han the  low number o f  
combinations i s  the i l l u s ion of securi ty 
that  surro unds the lock .  We cal led tcn 
locksmiths at random and were told that 
" thou sands." ·'mil l ions . ." and in some 

cases  "a v irtually unlimited n umber" of  
combinations were available . These claims 
are somewhat misleading considering the 
actu al number of poss ible combinations. 
In addition, no locksmith was able to tell 
us exactly how many combinations were 
available, nor did any locksmith believe us 
when we told them. 

S implex advertisements also claim that 
these "maximum security" locks are "ideal 
for security-sensitive areas" and that some 
m o d e l s  m e e t  the requ i rements of the 
Department Qf Defense Security Manual. 
We contacted S implex to find ou t  j ust 
what these requirements are . According to 
T h o m as N azz i o l a. Vic e  Preside n t  o f  
M arketin g. the locks comply  w i th 
p ara g raph 36a of the De pa r tm e n t  o f  
� � MIDlwU. (DoD 5220.22-
M ) .  M r .  N azz i o l a refused to quote 
paragraph 36a of the manual as he felt it 
was "restricted." However. he summarized 
the section by claiming that S implex locks 
comply with the DoD Security Manual for 
security-sensitive areas. 

2600 was able to obtain a copy of this 
"restricted" manual just by asking.  Upon 
c l ose e x a m i n a t i o n  of paragraph 36a 
e n t i t l e d  " A u to m a ted Access  C o n tr o l  
S ystems." we  w e r e  unable t o  find a n y  
i n fo r m a t i o n  c o n c e rning m e c h an ic a l 
pushbutton locks. The section that does 
apply to Simplex locks is paragraph 36b 
e n t i t l e d  " E l ectr ic. Mecha n i c a l.  o r  
Electromechanical Devices ." According to 
th is  section. m echanical  dev ices which 
meet specified  cri teria may be used "to 
con tro l admi t tance to control led are as 
during working Iwurs." [emphasis added] 
While there is an element of truth in Mr. 
N azzio la ' s  c la im.  he did not tell us that 
according to the DoD Security Manu al. 
S implex locks may not be used as the only 
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lock source ex cept dur ing " working 
hours." In addition, it is relatively easy to 
meet the requirements of the DoD Security 
Manual. Virtually any combination lock 
with changeable combinations, and indeed 
even pa dlocks, wi ll meet these 
requirements. 

Althoug h  Si mplex claims that 

"thousands of combinations are available," 
in truth only 1085 combinations are used. 
Another 1085 combinations are available 
in the guise of " high security half-step 
codes." These are codes which require the 
user to push one or more buttons only 
halfway. Because of the extreme difficulty 
in setting and using these half-step codes, 
Simplex advises against their use, and in 
most cases, does not even inform the user 
that these codes are available. According 
to one locksmi th, "[Simplex] only 
suggests it for really high securi ty 
installations. Government installations. 
For the average consumer, they don't want 
anyone to know about it." 

We shudder to imagine which high 
security government installations are using 
Simplex locks as the only lock source. The 
"high security codes" are an example of 
misleading information being used to sell 
the locks (in this case, to the U. S. 
government). Naturally, the addition of 
1085 combinations does not make the lock 
considerably more secure. (If 2170 
combinations seems like a large number, 
consider that a $S M aster lock has 
64,000.) In addition, we have yet to find 
one single instance where the half-step 
codes are used. 

We have f ound that numerous 
organizations use Simplex locks as the 
primary lock source. Among the guilty 
parties in the New York metropolitan area 
are Federal Express, United Parcel Service 
(UPS), Citicorp Center, John F. Kennedy 
In ternational Airport, and the State 
University of New York at Stony Brook. 
Others around the nation include General 

Motors, the State Department, 
McDonald's, NSA, and the University of 
Wisconsin. 

The biggest offender i s  Federal 
Express, which uses Simplex locks on 
over 25,000 dropb oxes nati onally. 
Accordi ng to Robert G. Hamilton, 
Manager of Corporate Identity [si c] for 

Federal Express, "[Fe deral Express 
dropboxes] are extremely secure. As a 
matter of fact, there's probably double the 
cost of security built into these boxes than 
what's necessary. The i dea of having 

somebody put something extremely 
important and vital - and it's obviously 
important and vital or they wouldn't ship 

it Federal Express - in one of these 
unmanned receptacles was, I mean 
securi ty was uppermost on people's 
minds .... [The dropboxes] are like vaults." 

These "vaults" were accessed b y  
members of 2600 i n  less than ten minutes. 
The dropboxes are particularly insecure 
because Federal Express uses the same 
combination for a ll of their dropboxes in 
every state on the east coast! So by 
opening one dropbox, we now have access 
to thousands. 

Members of 2600 also gained access to 
a UPS dropbox - in one shot. UPS did 
not even bother to change the default 
combination which is set by Simplex. And 
just like Federal Express, UPS figures that 
a single combination is good enough for 
every dropbox. 

Another big offender is the State 
University of New York at Stony Brook, 
wh ich uses Simplex locks in both 
dormitory and academic buildings. 
According to University Locksmith Gerry 
Lenox, "I don't consider [the Simplex 
lock] to be a secure lock. I prefer a 
deadbolt lock which operates with a key 
more than I would a Simplex lock ... . I 
think it's more of a convenience lock than 
it is a security lock." When asked why the 
university continues to use the lock, Mr. 
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"The dropboxes are like vaults." . Federal Express 

,. '" Simplex Series 900 
� 

� �, SIMPLEX LOCKS 
"' TOUCH US ALL / ,,- Y , � .. -

'1--' EVERYDAY. . , "' :,- ' IJ /� PLEASE TELL US 
WHERE YOU FIND l .. _ .. _ .. ---. -�I!-.. - __ 

THEM IN YOUR 
Simplex Series 1000 AREA. 
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Lenox s a id , "[The un ivers ity I did not 
consider cont ac t ing the university 
locksmith on his expertise. I had originally 
told them years ago when the Simplex 
locks were first introduced ... not to use [the 
locks) in the dormitories." Not only are 
they being used in the dormitories, but the 
university is considering purchasing 1500 

more for addItional rooms. 
The illusion of security Simplex is 

portraying with misleading advcrtising is 
that Simplcx locks are just as secure, if not 
more secure, than key locks. The result of 
this myth is that many businesses, 
institutions, and homeowners confidently 
use Simplex locks as the only lock source 
despite t h c  fa ct t ha t  the locks are 
inherently insecure . Evcn when locksmiths 
are consulted, we have found that they 
simpl y  perpetuate the illusion of security 

; by cla i ming that Simplex locks are "top of 
the l ine" and that "cvcn t he Department of 
Def ensc uscs them." N ow here is i t  

m en tion e d  that Sim pl ex locks should 
never be uscd as t he on ly lock source. 
Even worse, Simplex is now agg ressively 
pursuing the homcowner market with thcir 

new "residential "  6(X)0 scrics . These new 

l ocks e m p l oy the sa m e  i n s e cure 

m e chan ism.  and arc heing m a rke ted as 
primary locks. 

Real i sti ca l ly .  Simplex locks arc mo re 

of a convenience lock than anything cIs·:. 

They are convenient because they do not 

requi re keys an d lll e combinat i on s  a re 
e as i ly ch a n g e d . How cver, t h i s  

conVCl11c nce backfires whcn i t  comes to  

security . These l ocks are  so conven i en t  

that people tend not to  use othcr locks that 

may also be present on the door. 

For those organizat ions currently usmg 
Simplex lo cks. we recommend following 
t h e  g u i d eltn e s  of the DoD Se curi t y  

M anual: the locks may be used as the so le 
lock SOUlce on/v durin/<? working hours. 

For home or pTlva te use. we stron g l y  

adv ise that consumers use thesc locks in 

conjunction with a key lock and nevcr as 
the sole means of sccurity . 

Hacking Simplex Locks 
In this issue is a list of all possible 

combinations for Simplex locks. We have 
divided the list into four groups according 
to how many pushbuttons are used. The 
numbers listed in parentheses refer to 
push buttons that must be prcssed together. 
If you lind that non c  of the combinations 
appear to opcn the lock. then it may be a 
rare instance of a half-step code. In this 
case. only the last num be r  (or num be rs if 
they are in parentheses) should bc pressed 
in halfway and held while the knob or 
latch IS t u r n e d .  Sl ow l y  press in t he 

pushbutton(s ) unt i l  y ou feel pressure. It 

you hear a click then you have pushed the 
buttons in too fa r .  If all of this sounds 
complicated . then y ou are beginn i ng to 
understand why it is that Simplex docs not 
recommend the usc of half-step codes. and 
subsequen tl y w hy h a l f-st ep codes a rc 

virtual ly never used. 

Simplex locks come in many diffcrcnt 

shapes. sizes. and colors. However. t he 

two models that you wi l l  most likely see 

a re the 900 and the 1000 se r i es. The 
characteristic featurl's of the 900 seTles arc 

fi ve b l a ck butto n s  spa ced in  a ci rcul ar  
fashion Dn a round. metallic cyl inder . In 

add i tion .  the 900 series ut i li zes a l atc h 

instead of a doorknoh. The 1000 series is 
m uch larger. WIth Eve (usually m eta l l i c) 

pushbutt o n s  s p a ced ver t i c a l l y  OIl a 
rcctangular  metal chass i s. Unl ike the 900 

series. the 1000 has a doorknob. 
We suggest that novices  attempt the i r  

first hack on a Simplex 900 model. I f  the 

latch is located C)clow the buttons. then the 
procedure i s  as fol low s: I) turn the la tch 

counterclockWise to reset the lock; 2) enter 

a combin ation from the l ist; 3) turn the 

l a t ch cl ockw i sc to open. If the l a t ch i s  

l ocat ed above the butt ons then simp ly  

reverse the pnKcdure. Make surt> that you 

reset the lock after each try. 
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To hack a 1000 model. simply enter a 
combination from the list and turn the 
knob clockwise. You will hear clicks as 
you turn the knob. indicating that the lock 
has been reset. It is sometimes difficult to 
tell when you have cracked a 1 000 model 
by simply turning the knob. When you do 
get  the correct code. you will hear a 
distinctive click and feel less pressure as 
you tum the knob. 

You will find that turning the latch on a 
900 model requires less wrist motion and 
makes much less noise than turning the 
knob on a l()(x) model. These details seem 
trivial until you realize that you may have 
to turn the latch or doorknob a few 
hundred times before you crack the lock. 

We cannot stress enough how much 
easier it is when you know the range. For 
instance. if you know that only three digits 
are being used. then you do not have to 
waste time trying four digiL�. One way to 
find out the range is to stand nearby while 
someone punches in the code. You will 
hear distinctive clicks which will give you 
an idea of the range. If you (;annot stand 
nearby then try hiding a voice activated 
tape recorder near the door. Th,� tape 
recorder will remain off until someone 
comes up to punch in the code. You can 
then retrieve the recorder later at your 
convenience and listen for the telltale 
clicks. We find that this method only 
works in quiet areas. such as the inside of 
a building. Another way to find out the 
range is to take a pencil eraser a n d  
carefully rub off a tiny bit o f  rubber on 
each of the pushbuttons. When someone 
comes to enter the combination. they will 
rub off the rubber on all of the pushbuttons 
that they use. while leaving telltale traces 
of rubber on the pushbuttons that they do 
not use. This method works particularly 
well because you eliminate pushbuttons. 
which drastically reduces the number of 
combinations that must be tried. 

We find that certain ranges tend to be 

used more than others. Group B (three 
pushbuttons) tends to be used in "low 
security areas." while Groups C and D 
tend to be used in areas which seem like 
they should be more secure. We have 
never found a lock which uses a 
combination from Group A. For some 
reason. we find that the I ()(X) series mostly 
uses Group C (four pushbuttons). In 
addition. most combinations tend to be 
"doubles." which require at least two of 
the pushbuttons to be pressed together. 
When you decide on a particular range to 
start with. try the doubles firs t. For 
instance. try "(12) 3 4 5" before you try "I 
2 3 4 5 ." We have never found a lock 
which uses a triple. quadruple. or all five 
pushbuttons pressed at the same time. 

Although we are providing a list of all 
the possible combinations. you may find it 
useful to invest some time and record 
these codes onto cassette. This makes it 
much easier for one person to hack a 
Simplex lock because he does not have to 
hold the codes in one hand while hacking. 
nor cross out the codes to keep his place. 
A walkman also looks far less conspicuous 
than sheets of paper filled with numbers. 
The only drawback to using a walkman is 
that the person hacking will not be able to 
hear anyone coming from a distance. We 
find it easier to hack Simplex locks in 
small groups. so that each person can take 
turns, and everyone has their ears open. 

Finally, it is always good to take a few 
lucky shots before you initiate a brute 
force hack. Always try the default 
combination "(24) 3" before you try 
anything else. Above all, don't give lip! 
Even if you do not get the combination in 
ten minutes, you are still that much closer 
to figuring it out. We recommend that you 
do not stress yourself out trying every 
combination in one shot. A few minutes a 
day will do just fi ne, and the thrill of 
achievement will be well worth the wait. 
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1085 POSSIBU: COMBINATlONS DMDED INTO FOUR GROUPS 
(Numbers in parentheses should be pressed rogether) 

GROUP A: GROUP B: 4 2 3 (34) 5 (234) 2 3 5 4 
39 130 425 (35) 1 (235) 241.3 
1 
2 
3 
4 
5 
1 2 
13 
14 
1 5 
21 23 
24 
25 31 
32 
34 
35 
4 1 42 
43 
45 5 1 
52 
53 
54 
(12) 
(13) 
(14) 
(15) 
(23) 
(24) 
(25) 
(34) 
(35) 
(45) 
(51) 
(52) 
(53) 
(54) 
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123 
124 
125 
132 
134 
135 
142 
143 
145 
152 153 
154 
213 214 
215 
231 
234 
/2 35 
241 
243 
245 251 
253 254 
312 
314 
315 
32 1 
324 
325 
341 
342 
345 
351 
352 
354 
412 413 
41 5 
421 

4 3 1 (35) 2 (245) 2 4 1 5 
432 (35) 4 (345) 243 1 
4 3 5 (45) 1 2 4 3 5 
4 5 1 (45) 2 ' GROUP C: 2 4 5 1 
4 5 2 (45) 3 375 2 4 5 3 
453 3 (12) 251 3 
5 1 2 4 (12) 1 234 25 1 4 
513 5(12) 1235 2531 
5 1 4 2 (13) 1 243 2534 
52 1 4 (13) 1 245 254 1 
523 5 (13) 1 253 2543 
5 2 4 2 (14) 1 2 5 4 3 1 2 4 
53 1 3 (14) 1 324 31 25 
532 5(14) 1325 3142 
534 2(15) 1342 3145 
54 1 3 (15) 1 345 3 1 52 
542 4 (15) 1352 3 1 54 
5 4 3 1 (23) 1 3 5 4 3 2 1 4 
(12 )3 4(23) 1423 3215 
(12)4 5(23) 1425 3241 
(12 )5 1(24) 1432 3245 
(13)2 3(24) 1435 3251 
(13)4 5(24) 1452 3254 
(13)5 1(25) 1453 3412 
(14) 2 3 (25) 1 523 34 1 5 
(14) 3 4 (25) 1 524 342 1 
(14)5 1(34) 1532 3425 
(15)2 2 (34) 1534 3451 
(15) 3 5 (34) 1 542 3452 
(15)4 1(35) 1543 3512 
(23) 1 2 (35) 2 1 3 4 3 5 1 4 
(23) 4 4 (35) 2 1 3 5 3 5 2 1 
(23) 5 1 (45) 2 1 4 3 3 5 2 4 
(24) 1 2 (45) 2 1 4 5 354 1 
(24) 3 3 (45) 2 1 5 3 3 5 4 2 
(24) 5 (123) 2 1 54 4 1 23 
(25) 1 (124) 23 1 4 4 1 2 5 
(25) 3 (125) 23 1 5 4 1 32 
(25) 4 (134) 234 1 4 1 35 
(34) 1 (135) 234 5 4 1 5 2 (34)2 (145) 2351 4153 
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42 1 3  (12 )  54 (35) 4 1 3 (25)4 4 1 (23 ) (23 ) (15) 
4 2 1 5 (13 ) 2 4 (35) 42 4 (25) 1 45(23 ) (23 ) (45) 
42 3 1 (13 )  2 5 (45) 1 2 4 (25) 3 51 (23 ) (24) (13 ) 
42 3 5  (13 ) 4 2 (45) 1 3 1 (34) 2 54(23 ) (24) (15) 
42 51 (13 ) 4 5 (45) 2 1 1 (34) 5 1 3(24) (24) (35) 
42 53 (13 ) 5 2 (45) 2 3 2 (34) 1 1 5 (24) (25) (13 ) 
43 1 2 (13 ) 5 4 (45) 3 1  2 (34)5 3 1 (24) (25) (14) 
43 1 5  (14) 2 3 (45) 3 2 5 (34) 1 3 5(24) (25) (34)  
43 21 (14) 2 5 3 (12 ) 4 5(34)2 51 (24) (34) (12 ) 
43 2 5  (14) 3 2 3 (12 )  5 1 (35) 2 5 3 (24) (34) (15) 
43 51 (14) 3 5 4 (12 ) 3 1 (35) 4 1 3 (25) (34) (25) 
43 52 (14) 5 2 4 (12 )  5 2 (35) 1 1 4 (25) (35) (12 ) 
45 1 2  (14) 53 5 (12 )  3 2 (35) 4 3 1 (25) (35) (14) 
4513 (15) 2 3 5 (12 )  4 4 (35) 1 3 4(25) (35) (24) 
452 1 (15) 2 4 2 (13 )  4 4(35)2 4 1  (25) (45) (12 ) 
452 3 (15) 3 2 2 (13) 5 1 (45) 2 43 (25) (45) (13 ) 
4531 (15) 3 4 4 (13) 2 1 (45) 3 1 2 (34) (45) (23 ) 
453 2 (15) 4 2 4 (13) 5 2 (45) 1 1 5 (34) (123 ) 4 
5 1 2 3 (15) 43 5 (13)  2 2 (45)3 2 1 (34) (123 ) 5 
51 2 4  (23 ) 1 4 5 (13) 4 3 (45) 1 2 5(34) (124) 3 
5 1 3 2 (23 ) 1 5 2 (14) 3 3 (45)2 5 1 (34) (124) 5 
5 1 3 4 (23) 4 1  2 (14) 5 3 4(12 ) 52(34) (125) 3 
5 1 4 2 (23 ) 4 5 3 (14) 2 3 5(12) 1 2 (35) (125) 4 
5 1 4 3 (23 ) 51 3 (14) 5 43(12) 1 4 (35) (134) 2 
52 1 3  (23 ) 5 4 5 (14) 2 45(12) 2 1 (35) (134) 5 
5 2 1 4 (24) 1 3 5 (14) 3 5 3(12) 2 4(35) (135) 2 
52 3 1 (24) 1 5 2 (15) 3 5 4(12) 4 1 (35) (135) 4 
52 3 4  (24) 3 1 2 (15) 4 2 4(13) 4 2(35) (145) 2 
52 4 1 (24) 3 5 3 (15) 2 2 5(13 ) 1 2 (45) (145) 3 
52 43 (24) 51 3 (15) 4 42(13) 1 3 (45) (234) 1 
5 3 1 2 (24) 5 3 4 (15) 2 45(13) 2 1 (45) (234) 5 
53 1 4 (25) 1 3 4 (15) 3 52(13) 2 3(45) (235) 1 
53 2 1 (25) 1 4 1 (23) 4 5 4(13) 3 1 (45) (235) 4 
53 2 4  (25) 3 1  1 (23) 5 2 3(14) 3 2(45) (245) 1 
53 4 1  (25) 3 4 4 (23) 1 2 5(14) (12 ) (34) (245) 3 
53 42 (25) 41 4 (23 )  5 3 2 (14) (12)  (35) (345) 1 
54 1 2 (25) 4 3 5 (23) 1 3 5(14) (12 ) (45) (345) 2 
5 4 1 3 (34) 1 2 5 (23 )4 5 2(14) (13) (24) 4 (123 ) 
542 1 (34) 1 5 1 (24) 3 53(14) (13)  (25) 5 (123 ) 
54 2 3  (34) 2 1 1 (24) 5 2 3(15) (13 ) (45) 3 (124) 
543 1 (34) 2 5 3 (24) 1 2 4 (15) (14) (23) 5 (124) 
543 2 (34) 5 1  3 (24) 5 3 2(15) (14) (25) 3 (125) 
(12) 3 4 (34) 5 2 5 (24) 1 3 4(15) (14) (35) 4 (125) 
(12) 3 5 (35) 1 2 5(24)3 4 2(15) (15) (23) 2 (134) 
(12 ) 4 3 (35) 1 4 1 (25) 3 4 3(15) (15) (24) 5 (134) 
(12 ) 4 5 (35) 2 1 1 (25) 4 1 4 (23) (15) (34) 2 (135) 
(12) 5 3 (35) 2 4 3 (25) 1 1 5 (23 ) (23 ) (14) 4 (135) 
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The Hacker Video 
Over the summer, mili tary 

computer systems in the Uni ted 
States were accessed by Dutch 
hackers.  One of the episodes was 
captured on videotape by 2600, 
portions of which were shown on a 
recent nationwide television show. 
Most of it, however, has never been 
seen. We are releasing this videotape 
to the public so that more people will 
witness just how shamefully easy it 
i s  to get access to mili tary 
computers. 

The intrusion took pl ace in late 
July of this year. The purpose of this 
demonstration was to show just how 
easy it really was. Great care was 
taken to ensure that no damage or 
alteration of data occurred on this 
partic ular system. No m ilitary 
secrets were taken and no files were 
saved to a disk by the hackers. What 
is frightening is that nobody knows 
who else has access to this 
information or what their 
mot ivations m i g h t  be. This is a 
warning that cannot be taken 
lightly. 

Explanation of the Videotape 
The tape opens with some 

background shots of the hacker site 
in Amsterdam. Basically, it's a group 
of about five people in their twenties 
gathered together to match wits and 
play with computers. 

Through a local phone number, a 
connection is made to the Internet. 
This network ties together schools, 
corp orations , and government 
installations around the world. By 
connecting from one machine on the 
Internet to another, you can use two 
or more computers at once, without a 

noticeable loss of speed. 

telnet 192.67.67.20 

Using a program called "telnet", 
the hackers connect to the Defense 
Data Network Information Center. 
(Telnet enables a user to actual ly 
login to systems all over the world.) 
In this case, the particular address is 
"192.67.67.20", a computer which 
requires no password and is open to 
everyone. (The address has since 
been changed to 192.112.36.5.) It is a 
clearinghouse of information about 
various systems and their users. 

The hackers are met wi th a 
"Whois:" prompt. The computer i s  
asking them who they want to have 
checked out. The hackers type 
"army.mil", indicating any computer 
on the military network that has the 
word "army" in i ts address. The 
computer spits out over one 
t housand computer names and 
addresses. 

A comp uter named "tracer. 
army.mil" at address 192.33.5.135 is 
chosen at random. (This computer is 
believed to be located at Los Alamos, 
but this has not been confirmed.) 
The hackers then begin to try default 
passwords, l ike "guest", "public", 
"uucp", etc. None of these work. 

ftp -n tracer.army.mil 

The next line of attack is the ftp 
command. By using ftp (file transfer 
protocol), anyone can copy files from 
one system t o  another. Ftp i s  
similar t o  tel net i n  that i t  connects 
to systems all over the world. But 
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while tel net is used to login t o  
systems, ft p  is only used t o  transfer 
files. In addition, it is not necessary 
to have accounts on more than one 
machine in order to use ftp. 

The way it works is as follows: a 
us er logs into a machine on the 
Internet. Using ftp, he connects to 
another machine, which then asks 
him for a user name. By t yping 
"anonymous", the user is gran ted 
limited access to the machine. The 
purpose of this is so that public files 
can be made available without 
having to give out accounts to 
everyone needing access. 

quote user ftp 
quote cwd -root 
quote pass ftp 

But this version offtp has at least 
one major bug in its software. By 
issuing the above commands, the 
user is not only able to gain access to 
the machine, but change his 
directory (location) on the system to 
the root directory. (Root is the most 
powerful account on the system.) So 
instead of being able to look at a 
limited number of files cn the 
system, the anonymous user is now 
able to look at anything. In addition, 
the hackers can also change 
anything, albeit with great difficulty. 
This is because the hackers are not 
actually logged into the system. They 
are still confined to working within 
the framework of the ftp program. 

At this stage, while the hackers 
can read and al ter any bit of 
information on this military system, 
they cannot run any programs. Also, 
they cannot actually login to the 
system. But this doesn't remain a 
problem for very long. 

get /etclpasswd 
erit ftp and modify passwd file on 
home system 
Since ftp allo ws users to copy 

files, the hackers choose to copy the 
password file (k nown as 
"/etclpasswd"). This file contains a 
list of every user on the system along 
with their encrypted password. It is 
vir tually imposs ible to ac tually 
decrypt these pas swords, which is 
why the file is readable by any user 
on the system. (It is not supposed to 
be readable through ftp, however.) 
Ordinarily, copying this file would 
not be very significant. However, 
once the hackers have the file copied 
to their horne system, they carefully 
insert another user into it. Since the 
system believes they have certain 
privileges, it allows them to replace 
the old version of the password file 
with their new version. 

The user name they c reate is 
"dquayle". In the field where the 
encr ypted pass word would be is 
nothing. This means there is no 
password for Dan Quayle's newly 
created account. Hence they do not . 
have to worry about decrypting it. 
The hacker s  apparen t ly had 
intended to give dquayle root 
privileg es by inputting the 
appropriate values for his account. 
But a careful look at the videotape 
will show that dquayle was not given 
any special privileges. 

ftp -Pt tracer.army.m:il 
quote user ftp 

. 

quote cwd -root 
quote pass ftp 
put /etclpasswd 
eritftp 

The hackers repeat the first series 
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of steps (henc eforth known as the 
"ft p  b u g " )  to on c e  again g e t  root 
privileges. The original passwd file is  
n o w  r e p l a c e d  w i th the  m o d i fi e d  
versi on contai ning the fictiti ous u ser 
"dqu ayl e". 

telnet tracer.army.mil 

Th e h a c k e r s  r e c o nn e c t  t o  t h e  
m i l i tary syste m ,  whi ch asks for a 
u s ernam e .  T h e  h a c k e r s  t y p e  i n  
"dquayl e". Access i s  granted without 
a password. 

But root a c c ess i s  not grant e d .  
Instead, a warni ng i s  printed on th e 
screen i ndi cating that th e termi nal 
i s  "not a se c u re devi ce". In m any 
cases, th e system will not al low root 
access to anyone com ing in from th e 
o u t si d e .  Thi s was what ori g i n al l y  
a p p e a r e d  t o  h ave h a p p e n e d .  
Ho weve r, as m e nti one d e ar l i e r, 
dq uayl e had no speci al privi l eges, so 
th e system never even tried to access 
root. Ei ther way, i t  woul d seem that 
th e hackers' ultimate goal has been 
th warted.  

exit telnet and modify passwd file 
on home system 

ftp·n tracer.army.mil 
quote user ftp 
quote cwd -root 
quote pas>-o ftp 
put letc/passwd 
exit ftp 

Instead of giving up,  the hackers 
go back to their  copy of the password 
fil e .  They make another account, thi s 
t i m e  w i t h  root pr i vi l eges  and n o  
p a s s word. Thi s  a c c ount  th e y  c al l­
"t o or" , th e w o r d  root b a c k w a rd s .  
They once again m ake use of the ftp 
bug to "put" the new password file  on 

the system. 

telnet tracer.army.mil 
8U toor 

Usi n g  t e l net ,  the h ac k e r s  on c e  
agai n l ogi n a s  dquayl e. Thi s  tim e ,  
after t h e  war n i n g  i s  i s s u e d ,  t h e y  
i ssue a t w o  l etter com m an d  ("su") 
fol l owed by their n e w  u s er ("toor"). 
The su com m and al l o w s  a user to 
switch to th e identity of another user 
whi l e  l ogged i n. It saves the trouble 
of h anging up and cal l i n g  back into 
the system and is useful if someone 
has two accounts or if two users are 
sh ari ng a term i nal . In thi s particul ar 
c as e ,  th e h o p e  i s  t h a t  the  s u  
command wi ll not check to see i f  the 
cal l  was coming from outsi de. 

No password i s  re quested since 
none w a s  e n t e r e d  i nt o  the t o o r  
account. A si ngl e "#" on the s creen 
tel l s  the hackers that their mi ssion 
h a s  s u c c e e d e d .  T h a t  s y m b o l  
indi c ates tru e r o o t  a c c e s s. Th e su 
com m and granted them root  access 
even th o u gh th ey were c oming in 
from the outsi de. Si n c e  the y  were 
already l ogged onto th e system, su 
assu m e d  they were l egiti mate .  This 
m i l i t a r y  c o m p u t e r  s y s t e m  
(tracer.army.mil ) is  n o w  completely 
under the hackers' control. 

The r e s t  of  t h e  n i g h t  i s  s p e n t  
l ooking for interesti ng bits o f  data to 
prove beyon d a doubt that this is not 
a syste m  for just anyo n e  t o  b e  in. 
Th e next d ay ,  s o m e  of th e data is 
scrol l e d  through. A m o n g  the m ore 
interesti ng pi eces  is a m e m o  from 
th e Counterterrori sm Officer dated 
January 15, 1991 (the deadline day 
for I r a q i  t r o o p s  to b e  with d r a w n  
fro m  Kuw ait) d i s c u s s i n g  s e curity 
i ssues.  C l e arl y, thi s is s e n sitive 
i nformation. 
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How Passwords Are Guessed 

Th e f i n a l p a r t  o f  t h e  t a p e  
i l l us t r a t e s  a p a s s w o r d  h a c k e r  
program . Usi ng th e aforeme ntioned 
password file ,  the program comes up 
w i th t h e  m o s t  c o m m o n l y  u s e d  
passwords. Instead o f  decrypti ng the 
passwords i n  the password file,  i t  
encrypts the possibl e passwords ( the 
e n crypti o n  al gori thm is  stan d ard) 
a n d  th e n  c o m p ar e s  t h e m  t o  t h e  
actual p a s s w o r d s .  If  t h e y  match,  
then a password has  been found. In  
the  example shown (from a different 
syste m ) ,  many passwords are found 
i n  thi s m anner. 

Why WeAre Exposing This 

Th e hackers responsible  for thi s 
a r e  n o t  i n t e r e s t e d  i n  m i l i t ary 
s e crets . But th ey do recogni ze th e 
i m p o rta n c e  a n d  v a l u e  o f  t h e  
i nform ati o n  that i s  store d  on such 

computers. The fact of the m atter i s  
that i f  these  gaping se curi ty hol e s  
are not o p enly e x posed, t h e y  wi l l  
never g e t  fixed. Ironi cally, the bug 
that was used in thi s parti cul ar case 
is a fairly ol d one that has been fixed 
on most systems. Why i t  sti l l  exi sted 
on a mi l i tary system i s  beyond us, 
But we do know that thi s is only one 
system and only o n  .. b u g, 

Corporate comp u ter ",y,.;tem,; al,;o 

c o n ti n u e  to o p e r a t e  wi th s e curity 
holes. As hackers, we are concerned 
with the l ack of safeguards that are 
being placed upon sensiti ve data. In 
a d d i t i o n  t o  m i l i t ary dat a ,  m u c h  
i nformati o n  about i ndivi dual peopl e 
c on ti nues to be s l o ppi ly m a n ag e d .  
O u r  c r e d i t r at i n g s ,  t e l e p h o n e  
r e c ords, b anki n g  i n formati o n ,  a n d  
c o m puteri z e d  fil e s  of a l l  sorts are 
open to scruti ny for anyon e  who can 
gain access. 

We sh oul d stre s s  that th e vast  
m ajority of  unauthorized access does  
not invol ve com puter hackers. Since 
we h ave no ul terior m o ti v e s, other 
th an th e quest fo r kno wl e dge, we 
openly reveal whatever we find out .  
Unfortunately, thi s often results in  
our b e i ng bl am e d  for th e probl e m  
i ts e l f  - c onfusing t h e  m e s s e n g e r  
with the me ssage . I n  real i ty, th ere 
are countl ess i n stances of empl oyees 
i nvading the pri vacy of indi vi dual s 
by access ing c r e d i t  fil e s  or bi l l i n g  
info r m ati on t h a t  they h a v e  n o  
b u s i n e s s  s e e i n g .  Sinc e t h i s 
inform ation i s  so

' 
easy for them to get 

ahol d of, there is vi rtual ly no way of 
th e i r  being dete c t e d .  And, e v e n  i f 
they were detected, they aren't really 
breaking any l aws. 

A d d  to thi s th e i n c r e asi n g  
frabril ity of our modern technology a s  
com puters becom e dependent upon 
oth e r  com put e r s  an d it bec o m e s  
evident that serious problem s, even 
catastrophes, lie ahead. The acti ons 
of com puter hackers are, at worst, an 
annoyance to som e rath er powerful 
p eopl e .  Were we not to e x pose the 
flaws in the system, they would sti l l  
b e  t h e r e  an d they w o u l d  m o st 
definitely be abu,;ed. 

We u'llI SClld you a VlIS copy for 
$>]() or ;} hlml k J 20 fa pes, 
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protecting your ssn 
by Chris Hibbert 

Computer Professionals for 
Social Responsibility 

M any peopl e  are concerned about 
the number of organi zati ons asking 
for their Soci al Security Numbers. 
T h e y  w o r r y  about i n v a s i ons o f  
privacy and the oppressive feeling of 
being treated as just a number. 

Unfortunately, I can't offer any 
h ope about the dehumanizing effects 
of i d entifying y o u  w i th y o u r  
numbers. I can try t o  help you keep 
your S o ci al S e curi ty Number fro m  
being used as a tool i n  th.} invasion 
of your pri vacy. 

S u r p r i s i n g l y ,  g o v e r n m ent 
agenci es are reasonably easy to deal 
with; private organizati ons are much 
m ore t r o ub l e s o m e. F e d e r a l  l a w 
restricts th e agencies at all l evel s of 
governm ent that can d e m and your 
n u m b e r and a fai r l y  c o m p let e 
disclosure i s  required even if its use 
i s  v o l u n t ary. There are n o  
comparable l aws restricting the uses 
non-gov ern m ent organi zati ons can 
m ak e  of it ,  or compelling the m  to tell 
you anything about th eir pl ans . With 

p r i v at e  institutions, y o u r  m a i n  
rec ourse i s  refu sing t o  d o  business 
with anyone whose term s you don't 
l ike. 

Short History 
S o c i a l  Security N um b e r s  w e r e  

introduced b y  the Social Security Act 
of 19 3 5 .  Th e y  w e r e  o r i g i n al l y  
i n t e n d e d  t o  b e  use d o n l y  b y  t h e  
Social Security program, and public 
assurances were given at the time 

that use would be strictly limited. In 
1943 Roo sevelt signe d Executi ve 
Order 9397 which required federal 

a genc i e s  to u s e  th e number when 
c r e a t i n g  new r e c o r d-k e e pi n g  
system s. I n  1961 the IRS began to 
use i t  as a taxpayer ID number. The 
Pri v a cy A c t  of 1 9 7 4  r e q ui r e d  
a u t h o r i z ati on f o r  g o v e rnment 
a g e n c i e s  t o  use S S N s  in th e i r  
databases and required di scl osures 
( detai l e d  below) when governm ent 
a g e n c i e s  r e q u e s t  t h e  nu m b e r. 
Agencies whi ch were already using 
SSN as an identifier were all owed to 
continue using it. Th e Tax Reform 
Act of 1976 gave authority to state or 
l o cal tax ,  welfare , driver's l icense, or 
m o t o r  vehi c l e  r e g i s tr a t i on 
authori t i e s  to  use the num b er in 
order t o  e stabl i sh i d enti t i e s. Th e 
P r i v a c y  P r o t e c t i o n  S t u d y  
C o m m i ssi on o f  19 7 7  recom m ended 
that the Executive Order be repeal ed 
after som e agenci es referred to i t  as 
thei r authorization to use SSNs. I 
don't know whether it was repeal ed, 
but th at practice h as stopped. 

The Privacy Act of 19 74 (5 USC 
5 52a) r e q u i r e s  that any f e d e r al ,  
state, or l ocal government agency 
that requests your Soci al Se curi ty 
Number has to tell you three things: 

1: Wh e th e r  d i s cl o s u r e  of y our 
Social Security Number is required 
or optional. 

2: What l aw auth ori zes th em to 
ask for your Soci al Security Number. 

3: How y o ur S o c i al Se curi ty 
Num ber will  be used if you b:rive it  to 

them. 
In addition, the Act says that only 

Federal law can make use of the 

Social Security Num ber mandatory 
So anytime you'rE' dealing with a 
gover!1ment institution and you're 
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a ske d for y o ur Social Security 
Number, just look for the Privacy 
Act Statement. If there isn't one, 
c o mplain and don't give your 
number. If the statement is present, 
read it. If it says giving your Social 
Security Number is voluntary, you'll 
have to decide for yourself whether 
to fill in the number. 

Private Organizations 
The guidelines for dealing with 

non-governmental institutions are 
much more tenuous. Most of the 
time private organizations that 
request your Social Security Number 
can get by quite well without your 
number, and if you can find the right 
person to negotiate with, they'll 
willingly admit it. The problem is 
finding that right person. The person 
behind the counter is often told no 
more than "get the customers to fill 
out the form completely." 

Most of the time, you can convince 
them to use some o ther number. 
Usually the simplest way to refuse to 
give your Social Security Number is 
s imply to leave the appropr iate 
space blank. One of the times when 
this isn't a strong enough statement 
of your desire to conceal your 
number is when dealing with 
institutions which have direct 
contact with your employer. Most 
employers have no policy against 
revealing your Social Secu r i ty 
Number; they usually believe the 
omission was an unintentional slip. 

Lenders and Borrowers 
Banks and credit card issuers are 

required by the IRS to report the 
SSNs of account holders to whom 
they pay interest or when they 
charge interest and report it to the 
IRS. If you don't  tell them your 
number you will probably either be 
refused an account or be charged a 

penalty such as withh'Jlding of taxes 
on your interest. 

Insurers, Hospitals, Doctors 
No laws require medical service 

providers to use your Social Security 
Number as an ID number (except for 
Medicare, Medicaid, etc.). They often 
use it because it 's  c onvenient or 
because your employer uses it to 
certify employees to its group health 
plan. In the latter case, you have to 
get your employer to change their 
policies. Often, the people who work 
in personnel assume that the 
employer or insurance company 
requires use of the SSN when that's 
not really the case. When my current 
employer asked for my SSN for an 
insurance form, I asked them to try 
to find out if they had to use it. After 
a week they reported that the 
insurance company had gone along 
with my request and told me what 
number to use. Blood banks also ask 
for the number but are willing to do 
without if pressed on the issue. After 
I asked politely and persistently, the 
blood bank I go to agreed that they 
didn't have any use for the number, 
and is in the process of teaching 
their receptionists not to request the 
number. 

Why Use of Social Security 
Numbers is a Problem 

The S ocial Secu rity Number 
doesn't work well as an identifier for 
several reasons. The first reason is 
that it isn't at all secure; if someone 
makes up a nine-digit number, it's 
quite likely that they've picked a 
number that is assigned to someone. 
There are quite a few reasons why 
people would make up a number: to 
hide their identity or the fact that 
they're doing s omething; because 
they're not allowed to have a number 
of their own (illegal immigrants); or 
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to protect  the ir privacy. In addi ti on, 
i t's easy to wri te th e nu m ber down 
wrong, whi ch can l ead to th e same 
probl e m s  a s  i nte nti o n al l y  gi vi n g  a 
f a l s e  n u m b e r .  Th e r e  a r e  s e v e r al 

n u m b ers  that  h a v e  b e e n  u s e d  by 
t h o u s a n d s  o f  p e o p l e  b e c a u s e  they 
w e re o n  s a m pl e c ards  shi p p e d  i n  
wal l ets by their m anufacturers. ( On e  
i s  gi ven bel o w . )  

When more than one person uses 
the same number, i t  clouds u p  the 
records. If someone i ntended to h i de 
their acti vi ti e s ,  it 's  l ik el y  that i t'll  
l o o k  b a d  on w h i c h e v e r  r e c o r d  i t  
s h o w s  u p  o n . Wh e n  i t  h a p p e n s  
a c ci d e ntal ly ,  i t  can b e  u n expected ,  
embarrassi ng, or  worse. How do you 
prove that you weren't the one usi n g  
your number whe n  th e record w a s  
made? 

A second proble m  with the use of 
SSNs as identifiers is that it  m akes 
i t  hard to control access to person al 
i n f o r m a ti o n .  E v e n  a s s u m i n g y o u  
want someone t o  b e  able t o  fi n d  out 
s o m e  thi n gs about y o u ,  th ere 's  n o  
r e as o n  to b e l i e v e  t h a t  you w a n t  t o  
m ake all records concerni ng yourself 
a v a i l a b l e .  Wh e n  m u l ti pl e  r e c o r d  
syste m s  are a l l  k e y e d  by th e s a m e  
i de ntifier, and all are i ntended to be 
e a si ly a c c e ssibl e to  s o m e users,  it  
b e c o m e s  di ffi c u l t  to al low s o m e o n e  
a c c e s s  to s o m e  of th e i n fo r m a ti o n  
a b o u t  a p e r s o n  whi l e  r e s tri c t i n g  
them t o  specific topi cs.  

What You Can Do to Protect 
Your Number 

If d e sp i t e  y o u r  h avi n g  wri t t e n  
" r e f u s e d " i n

· 
t h e  b o x  f o r  S o c i al 

S e curi ty Number ,  it sti l l  sh o w s  u p  
on the forms someone sen ds back to 
you ( or wors e ,  on the ID card th ey 
i s s u e ) ,  y o u r  r e c o u r s e  i s  to wri t e  
l e tters o r  m ak e  ph o n e  c al l s .  Start 
politely, expl ai ni n g  your posi tion and 

expecting th e m  to u n derstand and 
cooperate . If  that doesn't work, there 
are several m ore things to try: 

1) Talk to peopl e high er up i n  the 
o r g a n i z a t i o n . Thi s o f t e n w o r k s  
si mply because t h e  organi zation h as  
a s t a n d a r d  w a y  o f  d e al i n g  w i t h  
requests n o t  t o  use the S SN ,  a n d  the 
first person you deal with just hasn't 
b e e n  arou n d  l o ng e n o u gh to k n o w  
what it  i s .  

2 )  E nl ist the ai d o f  your employer. 
You h ave to decide whether talking 
t o  s o m e o n e  i n  p e r s o n n e l ,  a n d  
possibly tryi ng t o  change corporate 
pol i cy ,  is goi ng to get back to your 
supervi sor and affect your job .  

3 )  Th r e at e n  t o  c o m p l ai n  t o  a 
c o n su m e r a f f a i r s  b u r e a u .  M o s t  
n e w s p a p e r s  c a n  g e t  a q u i c k  
response . Som e citi es, counti e s ,  and 
s t a t e s  al s o  h a v e  pr o gr a m s  th at  
mi ght be abl e to  h el p .  

4 )  T e l l  th e m  y o u ' l l  t a k e  y o u r  
b u si n e s s  e l s e wh e r e  ( a n d  f o l l o w  
through i f  they don't cooperate). 

5)  If i t ' s  a c a s e  w h e r e  y o u 'v e  
gotten servi ce already, but someone 
insi sts that you have to provi de your 
n u m b e r  i n  o r d e r  to h a v e  a 
c o n ti n ui n g  r e l ati o n s h i p ,  y o u  c a n  
choose t o  i gn ore th e request i n  hopes 
that they'l l  forget or fin d anoth e r  
soluti o n  before you g e t  ti red o f  th e 
i nterrupti o n .  

If some one absol utely i nsi sts o n  
getti ng your Social Security Number, 
you may want to gi ve a fake number. 
Th ere is  n o  legal pen alty as long as 
you're not doing it  to get somethi ng 
fr o m  a g o v e r n m e n t  a g e n cy o r  t o  
commit fraud. There are a f e w  good 
choi ces  for "an o n y m o u s "  numbers .  
Making one  up at random i s  a bad 
i d e a ,  a s  it  m ay c o i n c i d e with 
som e o n e 's real  number and cause 
th e m  s o m e a m o u n t  o f  g ri e f .  I t ' s  
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better to use a number like 078-05-
1 120, which was printed on "sample" 
cards i nserte d in th ousands of n e w  
wall ets sol d  in t h e  40's a n d  50's . It's 
b e e n  u se d  s o  wi d ely that b oth th e 
I R S  a n d  S S A  r e c o g n i z e  i t  
i m m e di ately as b o gu s ,  whi l e  m ost 
cl erks h a ven't h e ard of i t .  It's al so 
s afe t o  i n v e n t  a n u m b e r  th at h a s  
o nly z eros i n  o n e  o f  th e fi el ds .  Th e 
Soci al Security Admi ni strati on never 

�(1� 1' 1 ' ,  r .' r " ," � � \'iB I  
rr vo� r :�  Q(sra  
1 600 854 , 2 1) 1  
' , 8(ln 8flO � l llVi 

i ssues  numbers w i th thi s patter n .  
They al s o  r e c o m m e n d  t h a t  p e o p l e  
s h O WI n g  S o ci al S e c u r i ty c a r d s  i n  
advertiseme nts use  numbers i n  th e 
range 987 -65-4320 through 9 8 7 - 6 5 -
4329. 

The S o c i al S e c u r i t y  A d m i n i s ­
tration recom m e n ds th at you request 
a copy of your fi l e  from them every 
fe w years to  m ak e  sure th at y o u r  
records are correct. 

\\,llI" n��I"l\lI� I O l Ir r'{I\' . .  n 1 1"� l l r� r  1 " (1 ' ; � r �  ,' ��"'Clil!""  with S ' I �,'��t p(!rV11 I' 'vVh�Il I!le 
� lI q ' r "" � 0 " .  II I �  �'II" j'li) ynll! ' '' �I ' ' l ' ' I ;h :,� In f lnc It,,,�''1 rl!'S01S 0\0 .... 1 Whlll ll';.er  I I,,, 
I :  " " -Tl�I�! I(r� wi'!''! fm,jtrlO thn l ight r"IS(l!l is 'I 1 11I 1 !0 your �I"'''ch pull the tile\! inc;!(llhl'l[ 
t�� t \lyi\h , 11WI 
l1 '� ' ! l Iq� 11r !!  i'�IJr� \\ ' l 1hi(l ��:r;11ds I I "'" Hl'A' � C 1 ' 1 � ' I ' fl"l ((�!!rt i l l lo''''1;)1:0(1 r:\atJ t ;�I'(l 
\'1'0111 fl�l'l1r'  �ld �1drl'l,� in'"PT '� ! IC''' I ;" 11'\�11\' 11[1 nl , !k", I l Irl l� 'duiJl� .  I f1W'! 1:1,1111 b�H' 'S 
� 1 " :'rl!rI'l l!f)m " n  'Hn' \ 1  , I"  AI'.,l!>i" "r't'1." � ti'!\ I"� I(,f{, rvlld on II <j,,, lv blls's IrolT' th"us,1nr!s 
1)1 ' ' ' 'M(rJI ;I/Hj r"\"il l" r Cl �'' 'l'l ! rf'ln1 Ih�'"hV AlInv.. ing 'fO\l to use Ii'll! most fUll ltf'll r\I'I,.,e� 
�"1 �rHrp��(lS nn �el'"!�1 rp, �(',,� 
I r'\.'Y r' �11! (1� I �, � l o :� o r ,'I'H'''' in I"� r O'I"II 'I�1 ': 1 � 1 : :  I'rjust'y I'I�� two 5e�r(h 1()')ls a��llat,le 
th"t r::�1'1 Mlrr yl'll) Ini l l � l �  nr a��,tll'll �ny h l > ��lioatlnnt 
Snr:illf SUfch • ftlttl�,".1 '�JI ."d If)uftd . 
Tft',',: SI1,<,,1 C,p� . , ll t" I I �  rr' �"I"�1 t"' �" lt ( " ,''', at  ,'I'J' Ii' ;in ' l , rs :n �"':I'''t1� '1'. "'\  � SOCr,, 1  
: �� - , : ,  " 'I'  '1� I , , , l lp r  \\" '\1 '" r'�""I"T' I� ,  '1'::" ) ("n Ii'\!'  h \h " < Q  roB !  ( I  In " H'd ,ord: ,,�, '�Is 1'\1111 fT\1� 
1 '1\1 '1'  rt'( I '.sd \\ ' lh"l I l !rlll ,nc ! !O'I't�rd iI'lO !f1�:ps� O! rh!nQfl1 tt<lli, n,ll"t"� 11,0  rnv" 
<:"� , , I  C::"n rr" f l" r " rI  . ! �  .. I �  11'1I 1�' 1 <  11"1 r � . !" l l �  "'- 9 '1 y  v � l u  .. h ' ,.  r r � n ,, ' ( h  1 1'1 ' 1 : ' 1 "  
• l" " r ' . \ . ',,'I 1'T1''''' �  "�1  nr',�.'(' �v�  '-, 1 I1 r  r -�!!  rlII'P (h',c /"f"ffrrl!'lJ'l 101'/45 IfJl'(JlfRC /n Tnw 

rl" " I'I'-', :t r"�'e "rJ�'r(lr 15 �'\r'/4�r1 i/J'i'"lnr; you In (/C!cnd" IIn(/ cofllltrt 
'nr /4rlC'fm111' infr'mlt/,on If f1I'COSlA'ry 
(PlI lll iC II " " I�S 11f! 1" ;0 Sor ,II' Sf',u, II} rurntoCrS 'I': /:le J69rrhll'd .1 

l'''r�t'I' lind rcd')�'"(J r'JS! :/" l' tl'l'JlU'lCh I'rrrrr) 

I f,I'I' d bj' l" p1'rlfl ) ' ) 1 '  (0 :n,'.1 :r:t /4.nrf 'll"n 'S!ucj Sorlll SCCIJI If\' 
''''�� 'Q If' ird'I'.��" ",..� ,ro(:" '!",' 1.1 rl,,('(',/45fJd 

1IJIJl,.. ,.,, ,  ''',' " ,!l lll'f!'n, J1r.:\s 111111 nirl ,,1't)1!.1 

This kind of t h i ng goes on a l l  the t ime.  T h i s  is but  one exa m p le.  
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COCOT NUMBERS 
(Customer Owned Coin Operated Telephones) 

WASHINGTON DC 207·86�58 40 1 ·33 1 · 46 2 1  40 1 ·52 1 ·52 1 9 40 1 -6 2 1 ·8838 40 1 · 7 26·8939 

COCOTS 
207·864-8987 40 1 ·331 -6546 40 1 ·567·0046 40 1 ·6 2 1 ·8844 40 1 · 7 26·90 1 1  

207 ·864·9050 40 1 ·33 1 -8625 40 1 ·568-0425 40 1 ·62 1 ·8868 40 1 · 7 26·9·1 0 4  

by The o.ad C_ 207 ·87 1 -939 1 40 1 ·33 1 -8967 40 1 ·568-6511) 40 1 ·6 2 1 ·8926 40 1 · 7 26-9 1 36  

202·362·5099 ( 1 2) 207·87 4� 50 4 40 1 ·33 1 ·9073 40 1 ·568-7 1 06 40 1 ·62 1 ·8928 40 1 · 7 26·91 87 

202·364-9836 ( 1 2 )  
207·878· 2 3 1 7  40 1 ·333·41 98 40 1 ·568-7 1 19 40 1·62 1 -8933 40 1 · 7 26-9225 

202-966- 487 1 (3) 
207 ·879�625 40 1 ·333-4366 40 1 ·568-7 1 27 40 1·62 1 ·8945 40 1·7 26-9358 

207·883-9 3 1 4 40 1 ·333·9803 40 1 ·568-8540 40 1-62 1·8961 40 1-7 26-9363 

202-966-4356 ( 1 2 )  207·883·9355 40 1 ·334-3620 40 1 -59&-2040 40 1·62 1 -8962 40 1-7 26·9370 

202-244-2948 (3) 207·89 2·1 707 40 1 ·346� 287 40 1 ·59&- 46 20 40 1 ·62 1 ·8993 40 1 · 7 26-941 1  

202- 232-0488 (3) 
207·892·1 708 40 1 ·348·9007 40 1 ·59&-6863 40 1 ·6 2 1 ·90 1 7  40 1 · 7 26-9478 

RHODE 40 1 ·351 � 1 47 40 1 ·59&-9046 40 1 -6 2 1 ·9022 40 1 · 7 26-95 1 9  

202·463- 1 546 (3) ISLAND 40 1 ·35 1 ·5660 40 1 ·59&-9 1 31 40 1 ·6 2 1 ·9031 40 1 · 7 26·952 2  

202-463- 1 547 (3) 40 1 ·23 1 · 1 820 40 1 ·351 ·5880 40 1 ·59&-9 1 7 4  40 1·62 1·9036 40 1 · 7 26·9650 

202· 296-52 1 5  (3) 401 ·23 1 ·2 560 40 1 ·35 1 -6241 40 1 ·59&-9391 40 1 ·62 1 ·9043 40 1 · 7 26·9652 

301 · 229-9802 (3) 
40 1 · 2 3 1 -3420 40 1 ·35 1 ·7860 40 1 ·59&-9546 40 1 -62 1 -9066 40 '-7 26-9867 

40 1 -231 -3580 40 1 ·353-68 ' 2 40 , -6 2 , · ' 1 78 40 1 ·62 , ·9077 40 , - 7 27 -0690 

301 -652-47 2 5  (3) 4O ' - 2� ' ·396' 40 ' -353-97 35  40 , -62 , ·2346 40 ' -6 2 , -9097 40 ,-7 28-5560 

THESE PHONES 40 1 - 23 ' -8323 40 ,  ·364-8673 40 ' -62 , ·289' 40 '-62 ,-9 ' 50 40 , ·7 32·067 0  

ANSWER WITH A 40 , · 2 3 1 -8950 40 ' -37 7 ·4750 40 , -6 2 , - 5 , 97 40 , ·62 , · 9 , 6 2  40 ,-732-89 , 3  

CARRIER TONE .  (31 40 , - 23 ' -9 2 5 7  40 ' -37 7 -700 ' 40 ' -6 2 ,  ·5870 40 , -6 2 , · 9 ,65 40 , ·732-8923 

40 , - 2 3 , -96 , 2  40 , ·397 ·3570 40 , -62 1 · 7 886 40 ' ·6 2 1 - 9 ,85 40 ' -732-9 ' 9 0  

INDICATES A 300 40 ' - 23 , -96 ' 4  40 1 ·42 , �979 40 , -6 2 , ·80 , 5  40 ' -62 ' -9 20 ,  40 , - 7 37 · 2 7 45 

BAUD CONNECnON, 40 , · 23 , ·9 8 , 9  40 ' -42 , · , 032 40 , -62 , ·80 1 7  40 '-62 , · 9 263 40 ' - 7 37 ·9446 

( 1 2) A 1 200 BAUD 
40 ' · 23 ' ·9 8 4 1  40 ' ·4 2 , -4643 40 , -62 ' ·8030 40 ' ·6 2 ' ·9334 40 , - 7 37·945 ,  

40 , -23 , ·9842 40, -42 ' ·5963 40 , -6 2 , -8033 40 ' -62 , -9346 40 ,·737-9552 

CON NECnON. 40 , · 2 3 , -9889 40 ,  ·42 , -6683 40 , -6 2 , -8038 40 ,-62 1 · 9 423 40 , ·737·9586 

N EW ENGLAND 4O ' · 2 3 2 � 2 7 3  40 , ·42 , -893' 40 , -62 , -8039 40 '·62 ,·9470 40 , ·7 37 ·96 , 6  

40 , ·232-5026 40 ' -42 , -9270 40 , -6 2 , ·8057 40 , ·6 2 , -9 5 1 0  40 ,-737·9646 

cocars 40 , - 232-5277 40, -42 1 -9360 40 , -62 , ·8058 40 ' ·6 2 , ·9560 40 ,-737·9689 
by NB 40, ·232-7 2 43 40 ' -42 1 -9706 40 , -62 , ·8082 40 ' ·6 2 , ·9 7 0 '  40 ' -737-9706 

40 , ·232-7930 4O ' ·43 H 2 47 40 , -6 2 , -8 , 26 40 ' ·62 , - 9 7 , 4  40 , -737-9732 

N ear ly all of these phones 4O ' - 233�234 40 ' ·43, -40 20 40 , -62 , -8 , 40  40 ' -6 2 , ·9 7 2 '  40 ' -7 37-97 48 

w i l l  a n s w e r  w i t h  a 40 1 ·2 45-2 359 40 ' ·434-6540 40 , -6 2 , -8 , 5, 40 ' · 6 2 , ·9 7 2 3  40 , -737 ·9844 

synthesized voice that says 40 , ·2 45·9330 40 , ·434-7 , 78 40 , -62 , ·8., 66 40 ' ·62 , -9744 40 , - 7 37 ·9845 

"Th a n k  yo u , "  p l ays fou r  
40 ' ·2 45-9344 40 ' · 43 4-7655 40 , -6 2 ' -8 , 86  40 1-62 '-9753 40 , - 7 37 · 987 2 

40 ' · 245-9 424 40 , · 434-9559 40 , -6 2 , -8202 40 ' ·6 2 1 -9842 40 , - 7 38·59 8 ,  

tones ,  and t h en waits for 40 ' -253- ' 890 40 , ·434·96 " 40 ' -6 2 ' -8 2 ' 3  40 ' -6 2 , -9870 40 ' - 7 38·6032 

i n put .  As far as we know, 40 ' ·253-3206 40 , -434·9648 40 , -6 2 , ·8259 40 '-62 ' -9878 40 ' ·7 39 - 1 446 

n o b o d y  has cracked t h i s  40 ' · 253-9580 40 , ·434·9798 40 , -6 2 , ·83,8 40 ' ·62 ' ·9883 40 ' - 7 39 - 2 0 46  

40 ' · 253-9 708 40 ,  ·434-9802 40 , -6 2 , ·8353 40 ' ·62 ' ·9895 40 ' - 7 39-3480 
popular system yet 40 ' -253-9786 40, ·435-4380 40 , -62 , -8377 40 ' ·62 , ·9896 40 , - 7 39 ·9700 

40 , · 253-9 8 ' 5  40 ' -437·9075 40 , -62 , ·840 ,  40 ' ·624- 2 59 7  40 ' - 7 39 -97 2 '  

MAINE 207 ·773·4629 4O ' · 254�6 ' 6  40 ' ·438 - , 5 46  40 , -62 , ·8407 40 , -6 2 4- 3944 40 , - 7 39 ·97 2 4  

207· 284- 4549 207-7 73·9 ' 0 4 40 , ·254· 1 370 40 , ·438· 2 , 58  40 , -6 2 , -8424 40 ' ·647·38" 40 , · 7 39 ·9783 

207-363·9780 207-7 73·9 , 0 7  40 , · 2 7 2 · , 570 40 '  ·438-6855 40 1 -62 '-8463 40 '-647·3888 40 , · 7 39 -9800 

207-7 29· '  , 0 4  207·773·9" , 40 , · 2 7 2 -6396 40 , ·438·8699 40 1 -62 ,-8484 40 ' ·647·9042 40 , · 75, ·5780 

207·76, -0543 207 -773-9' 1 7  40 , · 27 2 -6739 40 ' - 453·4625 40 , -62 , ·8523 40 , -683- , 55 ,  40 , · 7 5 ' -69 43 

207·76, · 2939 207·7 73-9 1 7 9  40 , · 272-6904 40 ' -453·4826 40 , -62 , -8594 40 , ·683- 1 766 40 , · 7 5 ' ·70 , 6  

207·7 6 , - 7 9 ' 0  207 -773-928' 40 , ·27 2-9239 40 '  ·453·4839 40 , -62 , -86,8 40 ' -683-3506 40 , · 7 5 ' ·7209 

207·7 7 2 · , 540 207-7 73·Q"' : 1  4O ' ·273�980 40 '  ·453-6206 40 , -62 ' ·8644 40 '  ·583-3896 40 , ·7 5 ' · 7 2 4 2  

207·772·5807 207·7 73·9327 40 ' ·273· ' 57 ,  4O ' ·454�425 40 , -6 2 , ·8645 40 , -583- 4626 40 , -75, ·7265 

207·772·9 ' 45 207-773-9328 40 , · 273·, 658 40 '  ·454�43O 40 ' -6 2 , -8655 40 , ·683-6989 40 , -7 5 , ·7267 

207·7 72·9 ' 68 207-773·9347 40 , ·273-, 9 5 ,  40 '  ·454�450 40 , -62 , -866' 40 ' ·683-980 2  40 , · 7 5 ' -84 , 5  

207·7 n 9 ' 7 3  207-7 73·9346 40 , ·273- , 9 56 40 '  ·454� 5 1 7  40 1 -62 ' -8663 40 ,  ·683-9854 40 , - 7 62·08 2 5  

2 0 7 · 7 7 2 ·9 2 , 6  207·7 73·9380 40 , ·273-' 957 40 ,  ·454�826 40 , -62 , ·8664 40 ,-583-9884 40 , - 7 62 · , 30 7  

207·77 2-9327 207·7 73·9405 40 ' -273-7940 40 ' ·454· , 307 40 , -62 , ·867 , 40 , · 1 2 4-3240 40 , - 7 62 · 29 45 

207·772·9336 207·773-9477 40 , ·273·7 9 9 ,  40, · 454·4877 40 1 -6 2 ,·8759 40 , · 7 2 4-3260 40 , ·762-29 77 

207·772·9 366 207-773-9479 40 ' ·273-7997 40 ' ·454·7 4 1 4  40 , -6 2 , -8760 4O ' ·7 2�694O 40 , ·762- 4358 

2 0 7 · 7 7 2 ·9379 207 ·774-6348 40 , ·27 3·9 23,  40, ·454-8409 40 , -6 2 , ·8762 40 , -7 25-8260 40 , · 7 62-9333 

207·772-9382 207·775·5, , 9  40 , - 274·, 059 40' -454-8458 40 ,  -62 , -877 , 40 1 ·7 2 5-8689 40 , -762·9" 4 

207·772-941 3 207·7 75-5, 80 40 , · 2 7 4-8706 40 ,  ·454-8579 40 , -62 , ·8774 40 ' -725-9557 40 , ·762-9428 

207-7 7 2 · 9 439 207·775·5229 40 , - 276·9545 4O ' · 455�869 40 , -6 2 , ·8796 40 , -7 25-9565 40 , -762·9440 

207·772·9469 207·775·5709 40 1 · 295· , 2 47 40 ' -455-2380 40 ' -6 2 ,  ·8802 40 ' ·7 25-9582 40 , ·762·9445 

207·772-9478 207·775·5806 40 , - 295-, 569 40 ' - 46 , ·9074 40 , -6 2 , -8805 40 , ·7 2&-5627 40 , -762·9448 

207· 7 7 2 - 9 48 2  207-777 · , 5 , 7  40 , · 295·7 7 0 ,  40 ' · 46 ' -9 , 35  40 , -62 , ·8807 40 ' ·7 2&-57 1 0  40 , -762-9467 

2 0 7 · 7 7 2 · 9 483 207 ·797 · 98 ,  3 40 , -33 , · , , 7 ,  40 ,  - 46 '  ·9541 40 , -62 '·88" 40 , -7 2&-650 , 40 ' -762-9469 

2 0 7 · 7 7 2 ·9487 207·797·98 , 5  40 , · 33 ' · ' 660 40 ,  -463-6059 40 ' -62 1-8813 40 , ·  7 2&-664, 40 , ·762·95 , 9  

2 0 7 · 7 7 2 - 9 48 3  ,07-799-7030 40 , · 33 , ·2320 40 ' -463-96 ' 9  40 , -6 2 , ·882 ,  40 , ·7 2&-8782 40 ' -762-96 2 2  

2 0 7 · 7 73·0 4 1 4 207·799·737 4 40 ' ·33 ' -2856 40 ' - 46 7 -89 , 0  40 ' -62 ' -8836 40 ' ·7 2 &-8833 40 , - 7 62·9523 

207·7 73- ' 08 2  207 ·828· ' 2 0 '  40 , ·33 ,  -4260 40 ' ·467-8994 40 ' -6 2 ' ·8837 40 , · 7 2 &-8856 40 , · 762·9556 
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40 1 -762-957 .  40 1 -831 -91 76 .0 , -847-9 4., 40 1 -884-9 8 1 0  508-67 2-9347 508-679-5490 508-82 4-9389 

40 1 -762-9575 40 1 -83 1 -9 1 96 .0 1 -847 -9 449 40 1 -884-9832 508-67 2-9374 508-679-800 1 508-866- 49 38 

40 1 -762-9593 40 1 -831 -920. .o 1 -a.7-9500 40 1 -934-9836 508-67 2-9377 508-679-931 • 508-880-0460 

40 1-762-9598 40 1 -831-9231 .0 1 -847-9503 40 1 -934-9841 508-67 2-9392 508-679-9 480 508-880 - 2 7 39 

40 1 -762-967 1 40 1 -831 -9233 .o 1 -a.7-950. 40 1 -9 4 1 -4790 508-672-9 4 1 7  508-67 9-982 1 508-880 - 2 7 4 1  

40 1 -762-9702 401 -831 -9235 .0 1 -847 -9531 40 1 -9 4 1 '-; 2 2 2  508-67 2-9 428 508-695-90 1 9  508-880-37 80 

40 1 -7 6 2-9705 40 1 -831 -9253 .0 1 -847 -9559 40 1 -9 4 1 -9 J0 4  508-672-9446 508-695-9037 508-880-6899 

40 1 -762-97 2 1  40 1 -831 -9260 .o 1 -a.7-9561 40 1 -9 4 1 -9423 508-67 2-9448 508-695-9042 508-883-0 1 7 2  

40 1 -762-9737 40 1 -831 -9272 .0 1 -847 -9630 40 1 -9 4 1 -9 430 508-67 2-9484 508-695-909 1 508-883-0897 

40 1 -762-9845 40 1 -831 -9306 .0 1 -847 -9639 40 1 -9 4 1 -9 46 7  508-6 7 2 - 9 486  508-69 5-9800 508-883-9440 

40 1-762-9899 401 -831 -9338 .o 1 -a.7 -9641 40 1 -9 4 1 -9487 508-672-9506 508-69 5- 9 80 1  508-883-948. 

40 1 -765-761 4 40 1 -83 1 -9343 4.0 1 -a.7-9642 40 1 -9 4 1 -9502 508-67 2-9535 508-695-9810 508-883-9477 

40 1 -765-8 1 1 2  401 -831 -9345 .o 1 -a.7-9667 40 1 -9 4 1 -9629 508-67 2-9551 508-695-981 5 508-883-9502 

40 1 -765-8 1 49 40 1 -831 -9348 .0 '  -847-9668 40 1 -9 4 1 -9732 508-672-9555 508-695-9823 508-883-95 1 2  

40 1 -765-8652 40 1 -831 -9349 4.0 1 -a.7-9688 40 1 -9 4 1 -9 7 45 508-672-9559 508-699-9 1 0 2  508-883-9520 

40 1-7&6-332 1 401 -831 -9455 .0 1 -847-9705 40 1 -9 4 1 -983 1 508-672-9593 508- 7 4 1 -0900 508-9 46-3483 

40 1-7&6-9281 401 -831 -9504 4.0 1 -a.7 -9 7 2 0  40 1 -9 4 2 -95 1 8  508-67 2-9623 508- 7 4 1 - 3 2 7 2  508-9 46-5376 

40 1 -769-0673 401 -831 -9508 4.0 1 -a.7 -9 7 2 7  40 1 -9 4 2 -9549 508-67 2-97 20 508-7 44-9773 508-9 47 -9765 

40 1 -769- 2 1 59 401 -831 -95 1 8  4.0 1 -a.7 -97 2 8  40 1 -9 42-9552 508-673- 1 6 53 508- 7 46- 3 4 1 9  508- 9 47-9839 

40 1-769-3008 40 1 -831 -9551 4.0 1 -847-9 7 4 1  40 1 -942-9806 508-673-8370 508-7 46-7942 508-990- 1 486 

40 1 -769-3955 40 1 -831 -97 2 4  4.0 1 -847 -9 7 44 40 1 -9 44-0796 508-67 4- 4370 508- 7 46-8920 508-990-2370 

40 1 -769-879 1 40 1 -831 -9736 4.0 1 -847-9 7 45 40 1 -9 U-4706 508-674-.778 508- 7 46- 8956 508-990-3877 

40 1 -769-8796 40 1 -831-9739 4.0 1 -847-9 7 47 40 1 -9 44-97 1 4  508-67 4-4802 508-746-8958 508-990- 86 1 9  

40 1-769-9073 40 1 -831 -9753 4.0 1 -a.7-9895 40 l -U4-9788 508-67 4- 5 4 1 3  508-7 46-897 4 508-99 1 - 2320 

40 1- 7 8 1 -8766 40 1 -831 -9841 4.0 1 -848-0259 40 1 -9 48-0594 508-67 4-65 1 0  508-7 47-2083 508-99 1  -239. 

40 1 -78 1-8942 40 1 -831 -9860 4.0 1 -848-0630 40 1 -9 48-0596 508-67 4-8338 508-7 47-2098 508-9 9 1 - 2473 

40 1 -782-2506 40 1 -831 -987 1 4.0 1 -848-0 7 2 2  40 1 -9 49-98 1 8 508-67 4-8857 508- 7 47-2 1 50 508-99 1 - 46 1 8  

40 1 -7 8 2-4880 401 -831 -9896 4.0 1 -848-0890 MASSA- 508-67 4-9 1 75 508- 7 .7-2664 508-99 1 -50 2 6  

40 1-782-6486 40 1 -846-0335 4.0 1 -848-09 1 6  CHUSETTS 508-675-0852 508- 7 6 1 -8 236 508-99 2 - 20 0 2  

40 1-783- 1 0 1 8  40 1 -846-07 1 2  40 1 -848-2632 508-222-9727 508-675- 3 1 08 508- 7 6 1 -8382 508-99 2 - 2 1 8 .  

40 1-783- 1 065 401 -846-25 1 0  40 1  -848-27 1 2  508-2 2 2 -9831 508-675-97 40 508-761 -8670 508-99 2 -8 1 58  

40 1 -783- 1 096 401 -846-3659 4.0 1 -848-5254 508-2 2 2 -986 1 508-675-9833 508-761-8681 508-992-8353 

40 1-783-781 3 40 1 -846-4769 40 1 -848-5789 508-252-487 3  508-676-0940 508- 7 6 1 -8687 508-992-8377 

40 1-783-78" 40 1  -846-4980 40 1 -848-9470 508-252-9359 508-676- 1 1 22 508- 7 6 1 -9780 508-992-8.7 2 

40 1-783-7830 40 1 -846-56 •• 40 1 -849-0900 508-278-7309 508-676-3004 508-822- 1 354 508-992-8574 
40 1 -783-7831 40 1 -846-6790 40 1 -849-09 1 2  508-285-29 1 3  508-676-3341 508-82 2-5935 508-992 -8653 

40 1 -783-7837 40 1 -846-7 1 1 9  40 1 -849-09 1 3  508-295-97 1 0  508-676-5006 508-82 2-6865 508-995-37 1 2  

40 1 -7 89-61 7 0  40 1 -846-7280 40 1 -849-0928 508-295-9850 508-676-76 1 1  508-822-8902 508-995-4 1 0 8  
40 1 - 7 89-72.2 401 -846-7540 40 1 -849 - 1 2 5 1  508-295-9857 508-676-7807 508-822-8905 508-995-81 27 

40 1 -789-8� 40 1 -846-81 2 2  40 1 -849-1 252 508-336-3478 508-676-7 8 1 7  508-82 2-8906 508-995-8203 

40 1 -7 89-853 1 40 1 -846-8522 40 1 -849 - 1 2 56 508-336-4852 508-676-7833 508-823-200 3  508-995-8284 

40 1 -789-855 1 40 1 -846-8545 40 1 -849 - 1 2 59 508-336-49 2 7  508-676-79 1 9  508-823-2007 508-995-8868 
40 1 -789-8553 40 1 -846-8569 40 1 -849-1 908 508-336-7 9 1 8  508-676- 7 9 20 508-823- 2 0 1 4 508-996- 1 1 06 

40 1-789-9606 40 1 -846-8670 40 1 -849- 1 9 2 2  508-336-7928 508-676-8960 508-823-2070 508-996-3083 

40 1-82 1 -0389 40 1 -846-87 " 40 1 -849 - 1 9 < 3  508-336-7968 508-677-0 1 60  508-823-207 1 508-996-3652 

40 1-82 1 -0685 40 1 -846-87 20 40 1 -849 - 1 9 < 4  508-336-832 1 508-677-0348 508- 8 2 3-2076 508-996-81 26 
40 1 -8 2 1 - 2645 401 -846-8730 40 1 -849 - 1 9 2 9  508-336-9806 508-67 7 - 1 677 508-823-6408 508-996-92 0 1  

40 1 -82 1-7632 40 1 -846-87 3 1  40 1 -849 - 1 930 508-379 - 1 0 47 508-677-3603 508-823-8002 508-996- 9 2 2 7  

40 1 -8 2 1 -8675 40 1 -846-8732 40 1 -849 - 1 9 3 1  508-384-7480 508-677-37 55 508-823-8030 508-996-9277 

40 1-82 1 -8773 401 -846-8736 40 1 -849-HJ 48  508-399-7 8 1 2  508-677-.758 508-823-8079 508-996-9325 

40 1-82 1-9610 40 1 -846-8737 40 1 -849- 1 3 47 508-399-80 7 2  508-677-�702 508-823-9023 508-996-9404 

40 1 -8 2 1 -9627 40 1 -846-8738 40 1 -849· 1 9 7 1  508-476-3262 508-677-9378 508-823-9 7 1 0  508-996-9577 

40 1-82 1 -9633 40 1 -846-8748 40 1 -849 - 1 9 7 7  508-478-6441 508-678- I 586 508-82 4- 1 740 508-997-3986 
40 1 -82 1 -9647 40 1 -846-8752 40 I -a.9- I 988 508-528-5949 508-678- 2 9 29 508-8 2 4-2949 508-997-5251 

40 1 - 8 2 1 -9687 40 1 -846-8787 40 I -849- I 995 508-559-0783 508-678- 3 . , 9  508-824-37.,  508-998-261 I 
40 1 -8 2 1 -9690 40 1 -846-8789 40 I -849- I 996 508-559-08 I 9 508-678-6905 508-824-7362 508-998-860 1 

40 1-82 1-9725 40 1 -846-8792 40 1 -849-2 1 26 508-583-6906 508-678-9 1 48  508-82 4-9009 6 1 7 - 2 .z-942 1 

40 1-82 1 -9738 401 -846-87 9 4  40 1 -849-2492 508-583-9666 508-678-9320 508-824-90 1 3  6 1 7 - 2 .z-9422 

40 1 -82 1-9818 40 1 -846-8803 40 1 -849-2636 508-586-4369 508-678-95 1 1  508-82 4-9044 6 1 7- 2 .z-9550 

40 1 -8 2 1-9893 40 1 -846-8830 401 -849-5 1 9 0  50 8-588-4379 508-678-9 8 1 7  508-824-9061 6 1 7-335-9603 

40 1 -82 1 -9896 40 1 -846-883 1 40 1 - 849-8642 508-636-5759 508-678-9825 508-82 4-9084 6 1 7-472 -947 1 

40 1-823-0226 40 1 -846-8868 40 1 -849-8963 50 8-668-592 7  508-678-9830 508-824-9092 6 1 7-472-9473 

40 1 -8 23- 1 29 7  401 -846-8874 40 1 -849-8965 508-669-6549 508-678-9833 508-824-9098 6 1 7-585-3247 

40 1 -823- 1 645 40 1 -846-889 4 40 1 -849-8966 50 8 -6 7 2 -8057 508-678-98.z 508-8 2 4- 9 1 0 9  6 1 7-585-3357 

40 1 -823-7570 401 -846-8948 40 1 -849-9 7 2 1  508-672-9 1 0 1  508-678-9845 508-8 2 4- 9 1 2 0  6 1 7-595-9336 

40 1-826-38 1 0  40 1 -846-9467 40 1 -86 1 - 1 360 508-672-9 1 38 508-678-9856 508-824-9 1 2 5  6 1 7-762 -9865 

40 1 -828-9 5 1 0  401 -847-0504 40 1 -86 1 -2 1 44 50 8 -6 7 2 -9 1 53 508-678-9873 508-8 2 4-a 2 1 0  6 1 7-767 - 56 2 4  

40 1 -828-961 1 401 -847 - 2 1 39 40 1 - 86 1 -2 1 46  50 8 -6 7 2 -9 1 7 4  508-678-9874 508-824-9 2 1 3  6 1 7-828-60 I 5 

40 1 -828-9720 401 -847-2465 40 1 - 86 1 -2 1 49 50 8 -6 7 2 -9 1 98 508-678-9883 508-82 4- 9 248 6 1 7-828-97 58 

40 1 -828-9925 40 1 -847-9329 40 1 - 86 1 -3930 508-67 2 -9 2 5 1  508-678-997 2  508-824-927 1 6 1 7-828-9826 

40 1 -828-997 2 401 -847 -9338 40 1 - 86 1-11 535 508-67 2-9 2 56 508-679-0658 508- 8 2 4- 9 3 1 6  6 1 7 -8 7 1 - 39 2 2  

40 1 -8 3 1 -0 279 401 -847-9364 40 1 -834-3 170 508-67 2-9 2 89 508-679- 1 47 1  508-82 4-932 1 6 1 7-87 1 - 4573 
40 1-831 -5657 40 1 -847-9366 40 1 -88 4-5435 50 8 -6 7 2 -9305 508-67 9-26 10 508-824-9331 6 1 7-87 1 -5733 

40 1-831-9 1 1 8  40 1 -847-9378 40 1 -884-9633 508-67 2-9307 508-679- 2 6 1 7  508-824-9342 6 1 7-878-9659 

40 1 -83 1 -9 1 20 40 1 -847-9379 40 1 -884-9776 508-6 7 2 -9332 508-679-2829 508-824-9377 6 1 7-878-98 1 0  

40 1 -83 1 -9 1 47 401 -847-9432 40 1 -884-9782 508-672-9335 508-679-5036 508-824-9382 6 1 7-91l6- 2 1 0 2  
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Pages of Letters 
Where One Hacker Went a l w a y s  a t h i e f '  a re o b v i ously m i sguided,  n a rrow 

m i n de d ,  and dis trus t i n g  o f  h u m a n i t y  as a whole 
including themselves. People can and do change, Dear 1600: 

The "Where Have All The Hackers Goneo" article 
in the Summer 1 99 1  issue was relevant and personally 
powerful enough to bring me temporarily out of the 
"woodworl<." I admit I am guilty of the article's charge 
o f  hackers "subm itting to unacceptable terms and 
remaining underground like criminaL� ."  

Contrary to some of the !Umors I have heard over 
the years, I 'Was never arrested, never had my house 
searched,  nor had anything confiscated. To me this 
seems l i k e  a n  absolute m i ra c l e  due t o  the m a n y  
security and l a w  enforcement people w h o  seemed 
intent on getting that "bastard, Lex Luthor." And no, I 
have never  betrayed the trust of those who were then 
colleagues to avoid trouble w ith the law.  

Perhaps my belief in freedom of speech and its 
consequent v isibility, and not any alleged illegal acts 
perpetrated w i th a computer and modem , was what 
made me a target. 2600 has publ ished my a rt i cles in 
many issues over the years. There were a nwnber of 
o t h e r  a rt i cles  d i s t ributed e l e c t ro n i c a l l y ,  w h i c h  
attempted t o  inform those who wanted t o  learn about 
the use and abuse of various technologies.  And of 
course, my affi liation with the Legion of Doom helped 
to enlarge the bullseye. 

I cannot say that my ego had nothing to do with 
w r i t i n g  "fi l e s , "  as be i n g  rec o g n i z e d  fo r 
accomplishments, however dubious as they may have 
been, had some gratification.  The drive to "fi x  the 
s ystem" by i n forming people of the insecurity of 
computer systems was more of a factor in writing fi les 
than my ego was however. In retrospect, I realize that I 
w a s  the o n e  who needed the fi x i n g  a n d  n o t  the  
security. 

For two and a half year>; I did not use a modem for 
any purpose, thus succumbing to the same fear that 
was mentioned in the article. Like Frank Darden, "\ am 
a p r i s o n e r  of my o w n  hobby" w i th the obv i o u s  
difference being that I a m  a free person. I will always 
live with the reality that my past transgressions may 
one day catch up with me. I never gained monetarily 
a n d  I n e v e r  acted w i th m a l i c e  w h e n  I u s e d  m y  
computer and modem. Yet I am still fearful. I suppose 
I am a v ictim o f  my own curios i t y ,  the thrill of a 
chaUenge,  and the enthus iasm of t ry i n g  to inform 
others of what was out there. I was no "superhacker" 
nor "arch criminal." 

T o d a y  I use computers s p a r i n gl y .  L i k e  m ost 
people, my computer use is l imited to assisting me 
with tasks that are too tedious to do "manually." And 
for the record, anytime I touch a comp uter it is fo r 
strictly legal purposes only. It appears to me that as 
one gets older  one becomes m o re et h i c a l .  In my 
opinion,  those who hold to the cl iche "once a thief. 

The Atlanta hacker>;:  Frank, Rob, and Adam have 
b e e n  s e n t e n c e d  to  a l i fe t e r m  o f  fi n a n c i a l  

imprisonment . H o w  c a n  they p a y  t h e  enormous fine 
levied against them plus their own legal fees, which I 
assume are astronomical,  when most employers will 
not h i re them in the ir  field of e x pertise : computer 

science, due to their  "background"? The punishment 
does not seem to fit the crime in this case, 

It would be interesting to see a bulletin board that 
discussed hacking topics with some of the "old timer>;" 
who have gone underground along with the newly 
curious while remaining within the ooundaries of the 
la w . But with the current state of eroded civil rights 
and "shoot first, ask questions later" mentality, only 
the bravest of people would agree to !Un it. 

I am rel i e v e d  to s e e  s o m e  respectable  
businesspeople taking a stand for everyone's  rights, in  
the form of the Electronic Frontier Foundation (EFF). 
Vict ims like Craig Neidorf graph ically depict the 
unjust state of affa i rs and the need t o  protect the 
Constitution. Perhaps the activ ities of the EFF and the 
current awareness of civ il rights aooses is  the reason I 
have finally acknowledged that I am indeed alive. 

I am still a hacker in its pure sense: being curious, 
trying new approaches to p roblems, expanding the 
envelope, etc. The hacker in the darl<er sense is dead. 
Partly due to fear, partly due to  necessity ,  partly due to 
self preservation. partly due to the realization that the 
ends do not justify the means. 

As for where has this hacker gone, I have a four 
year engineering degree which took a bit more than 
fo u r  y e a rs p a rt l y  due t o  a ll that t i m e  s p e n t  on 
computers which should have been spent studying. 
T o d a y ,  I spend time h a c k i n g  engineer ing d e s i gn 
problems. Still fearful of per>;ecution and prosecution, 
I am prevented from saying anything more. Perhaps I 
have said too much already. 

(I used to be) Lex Luthor 

Technical Questions 
Dear 1600: 

Why would 1 pay $4.50 an issue v ia  subscription 
rather than the $4.00 newsstand p rice? 

I'm not complaining, but your prices don't make 
sense. Look at the lifetime subscription price. $260 at 
four issues per year means that it won 't  begin to pay 
for 65 years. Also, why should a corporation pay more 
for a subscription than an individual? 

] am glad to see your magazine out on mainstream 
newsstands. Hope you become as big as Popcomm and 
other hobby magazines. 

Me 
Austin, TX 
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K-'e have what is known as a newsstand discount. 
If you get 2600 at a newsstand, it will cost slightly less 
Ihan if you subscribe at the individual rate. We do this 
so more newcomers will get  the mag azine. Higher 
prices tend to discourage Ihal kind of Ihin g .  The 

advantag es to subscribing are convenience and 
timeliness: subscribers generally get their copies at 

leasl a week befo re any newsslands do. As 10 why 
corporalions pay more than individuals, we find that 

large organizations require a substantial amoulll more 
anention than individuals. Purchase orders, invoices, 
billing notices, a'ld phone calls are a normal part of 

the corporate world. We charge more to cover all of 
this and also because many corporations spread our 
artie/es to many differelll individuals. A special price 
for u n l i m i t e d  rep roduction rights  w i t h i n  an 
organization is actually not a bad deal. Regarding the 
lifetime subscrip tions, it actually would begin to pay in 

just over /0 years, not  65 . But that's not the point. 
Lifetime subscriptions are for those who want to and 

can afford to make a significant contribution to our 
cOlllinued operations. Were it not for those people who 

did this in the past, we would be in significantly worse 
shape than we are now. We are indebted to these kind 
souls for their generosity. 

Raw Data 
Dear 26lJ(J: 

In parts of the 31 2 area code (Chicago), dialing 1 -
200-2356 returns a spoken voice reading the caller's 
phone number. For a quicker response, tenninate with 
a #. 

This is TIlinois Bell's serv ice for linemen. I got it 
by l is ten i n g  to  the a U l o d i a l e r  on Mr. Lineman ' s  
handset. I suppose if you print it, they 'll change iI, but 
what the hell. 

The Militant Midget 
By printing it, ...., also let people know it exists in 

the first place. If it isn ' l  abused, the 'e 's  no reason for 
it to be changed. 
Dea r  26lJ(J: 

I thought I w o u l d  share a few findings I h a v e  
discovered about the tone dialer conversion to a red 
box. The red box works fine for long distance calls to 
other area codes or calls outside the immediate LATA 
I am calling from. However, I have found that when 
one places a long distance call tl) a neamy town that is 
served by the same Bell Operating Company (BOC) as 
the one I am calling from, the tones do not register 
well at all. You may have to beep in more money than 
is  actually requ i red before the A CTS computer is 
satisfied . Many people think this is  because of the 
magnetic speaker inside the phone and the box itself. 
But if that were the case,  then all calls, even those 
outs ide of the area code you are calling from would 
have p roblems w i t h  tones regi stering. I think the 
p roblem i s  that the local B OC equipment is m o re 
sensitive than the equipment used on long-haul AT&T 
long distance calls. Some suggest using a spacer about 
1 {2." thick over the phone receiver or holding the red 

bo x about 1 /2" away from the receiver for accurale 
registrat ion. This does not always work! A simple and 
easy cure to assure accurate registration of all red box 
tones is to force the call to be routed by AT&T and not 
the local B O C .  S i mply dial 1 0288  + I + the phone 
number you are calling. This fo rces the call to be 
h a n d l e d  by A T &T a n d  the I O n e s  w i l l  re g i s t e r  
accurately. Remember, this i s  for calls to nearby towns 
that are served by the same BOC that you are calling 
from, but it doesn 't  hurt to use it all the t ime. Also, I 
have found that I do not have to insert one real nickel 
to red box with. This may not be cool in all areas of 
the USA, but it sure works in the South ! I have talked 
for as much as 45 minutes without inserting any real 
coins, just using the beeps!  As for a local call, I simply 
do not insert a quarter but � •• I "0" for operator. When 
she comes on, I tell her that I can 't  seem to d ial the 
local nwnber I wish to call. I ask her to dial it for me 
since the phone seems to be malfuncti oning. She then 

dials it and tells me to insert the quarter. I then s imply 
beep it in! 

Also,  I thought I'd tell you about a cheap-ass 
COCOT company called C o i n - C a l l  operating in  
Louisiana. They have their COCOTs placed at  Kroger 
stores and o ther locations throughout Louisiana . As 
you k n o w ,  the 2 1 4 area code s p l i t  up into 9 0 3 .  
W h e n e v e r  y o u  I ry to p l a c e  a leg i t i m a le c a l l  t o  
anywhere in the 903 area code from these COCOTs, 
the damn phones do not take the call! I assume these 
bastards think you are trying to dial a 1 -900 call. I am 
not talk ing about t rying to phreak the COCOT. You 
cannol dial a legitimale call to 903 no matter how you 
wish to pay! A good technique to use on these type of 
money-hungry corporations is to simply destroy the 
phone in my opinion. Super glue the lock and coin slot 
to prevent any fu rther revenue be i n g  made by the 
company. Cut the receiver off the phone if possible or 
cut the phone line coming into the COCOT. I recenlly 
talked to a COCOT owner and he said his phones were 
extremely sensitive to lightning and electrical storms. 
He said anytime there was a storm in the neamy a rea, 
he had to check his COCOTs to be sure the rate chart 
was not  reset to  zero!  If one could pierce the speaker 
o f  the phone with a sharp nail  and then connect a 
device such as an electronic spark l ighter like those 
used for starting barbecue fires,  one could probably 
screw up the rate chart. Save your  coins and call for 
free! 

Arkansas Coin Collector 

The only reason those COCOTs are nol dialing 

into the 903 area code is because i t  hasn ' t  been 
programn-:,d into them yet. If you believe destroying 
Ihe COCOT is the solution to this problem, we' d  like 

to know what you have planMd fo r  the next AT&T 

outag e .  Perhaps leve/ing Ihe state of New .fersey ? 

While these kinds of "solutions" may make you feel 
better, Ihey really don' t do much to solve the problem. 
COCOT owners need to be held accountable , just jike 
Ihe phone companies. But many of us need to also be 
aware of the problems COCOT owners are faced with 
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Mcause 0/ unfair practices by t� phone companies. 
COCOTs de n ' t  have acctSS to the same technology 
that " ,egula," paypho nes do . Therefo,e ,  all of the 
r.chnology must be bujlt into the phone itse lf.  If the 
systtm was really fai "  the b i l l i n g  and routing 

in/ormatil'n would not tH controlled by a company 
thal also operated payphones. Obviously their phones 
will get preferential treatment and the o thers will 
suffer. It's in the interest of the phone companies to 

make COCOTs as unappealing as possible. Think 
about this the next time you blow one up. 
Dear 261JO: 

As most of us know, the 800-933-3258 ANI demo 
line (Access Logic Technologies, Fort Worth, TX) is 
still in service, but only with a prior request (voice) 
call to the sales office (8 1 7 - 877-5629) to inform them 
that your "potential ANI customer" would like a line 
demo of their ANI system softwa re, and their office 
will contact Mel, who w ill in tum allow ANI access 
for a designated period (usually three houll! at a time). 
Probably not w i thout MCI Secur i t y logging  the 
call/request. Thus, there may be some apprehension to 
this method. 

A tidbit of info on Access Logic Technologies : the 
president (Joe Sigler) is also Vice-Chairman of the 
Board for the Tandy Corporation. Now that is a very 
interesting item. 

There is yet  a n o t h e r  p ro c e d u re for A N I .  
Emergency 24. a nationwide alann monitoring service 
in Chicago, has two 800 access lines: 800-282-09 1 1  
weekdays  a nd 8 0 0 -44 7 - 6 1 6 8 w e e k e n d s .  Upon 
connection, a live operator wi ll repeat back the number 
you a re dialing from, through 800 ANI. To alleviate 
suspicion, you may then ask to be routed to "sales 
department voice mail," and your call will be truncated 
at that point .  I 'm sure the call is logged somewhere 
with AT&T. The ANI works regardless of whether the 
call is direct dial or operator assisted. Those two 800 
numbell! are AT&T provided, and the ANI information 
is processed despite the routing procedure. Placing the 
call through altemative carriell! delivell! the same end 
result. 

Belleore has a new publications listing of "lech 
inpho." 'The Catalog of Technical Information" is a 
must for one's  bookshelf. A call to 800-52 1 -267 3 has 
been established for a copy of their l isting and for 
orders. Teltone Corporat ion of Bothell,  W A has a 
"Telecom Design Solutions Catalog" for free with a 
call to 800-426 -3926. Some interesting "application 
notes" can be found at the end of this rather thick 
supply catalog. 

Finally, a couple of queries. Any readers know of 
any methods out there to block the ANI information on 
800 cal ls?  The serv ice  is ava i lable  to a l l  800 
subsc ri be rs. either w ith i nternal call - t racking and 
reporting fo rmats r ight  d o w n to o perator-stat ion 
access. For those areas where ANI services are not yet 
available, it seems feasible that you could become an 
800-service subscriber, have the CO remote-forward 
the call to your own number, and w ith ANI- SOO 10 

ha rdwa re and software, voila .  ANI ! Do any readers 
know if it will actually work in application theory? 

FAXers Beware 
Dear 2600: 

GS 
Seattle 

I just recently received my fill!t issue of 2600 and I 
enjoyed it very much. However I was dismayed to see 
the box on page 45 about fa x i n g  a message. Fax 
transmissions are no safer than regular voice. or for 
that matter, data transm issions.  There is an entire 
industry of facsimile monitoring and logging devices . 
One device ,  known as the STG Remote Satellite 
Logging System. is meant for law enforcement only, 
but the company will sell it for export. According to its 
description, 'The Satellite Logging System is designed 
for acqu ir ing facs imile transm iss ion s ignals from 
telephone systems and converting these signals to a 
digital format. It then stores them onto a specially 
formatted OAT tape. The stored data can then be 
printed out at a central location for auditing with any 
of the other FAX MANager p roducts .  I t  is fully  
portable and housed in a rugged Halburton zero case. 
The unit is self powered by a built in rechargeable 
battery.  or supplied by an AC adapter. The unit utilizes 
two working modes, 'auto' and 'manual. ' The auto 
mode is used fo r the unattended reco rding of the 
facsimile signal. The manual mode is  used for the 
playback of the signal. which can even be activated 
over the telephone line from a remote location to a 
centra l  locat ion w h ere a STG F A X  MANager i s  
present. " 

SC 
Hollywood, FL 

A n d ,  fro m  wh a t  we h e a r ,  t h ey ' re virrually 
impossible 10 detect. 

Prodigy Far From Gifted 
Dear 2600: 

I 'd  agree that Prodigy is a real turkey; if only for 
its on-screen advertisements, censorship of users ' mail. 
and rema rkably slow re sponse.  (Oh yeah, and its 
demands for a loaded PC or Mac that few home usell! 
can affonl.)  But STAGE.DAT really is the last straw. 

Contrary to the bull<hit given out by them when 
caught, i t  is clear that IBM and Sears did intend to read 
home computers. 

I 'm aware of two horror stories. fill!t-hand in my 
role as a c o m p u t e r  and p ri v ate  p h one system 
techn ic ian ,  that prove this  t ri c k  was done for and 
actually used for marketing purposes. 

ONE:  The STAGE.DAT file o f  one user was 
found to contain a whole group of mail  addresses and 
teleph�ne number.; when examined. Some of these did 
correspond to names and num be rs  in other modem 
programs the person used, and s ince these were in the 
same suh- d i rectory path as Pro d i g y ,  there was a 
possible legitimate explanation. 

The source of other names and numbers was a 
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m y stery as they d i d n ' t  co rrespond to names and 
numbers in any modem dial ing l is t .  The user  soon 
found that they were in  word processing files, that is to 
say, in indiv idually addressed letters. (The version of 
Wordstar used didn't have a telecom module.) Prodigy 
had read word proces sing files in a d i fferent sub· 
directory! 

As a test, to rule out an accidental reading of files 
that were once physically stored where Prodigy is now, 
Wordstar was booted and a letter written to a dummy 
n a m e  w i th a p h o n e  n u m ber .  Then Prod i g y  w a s  
contacted .  A fter this ,  STAGE.DAT w a s  looked a t  
again. The new name and number was found within it .  
This proves that Prodigy deliberately incorporates this 
infonnation every time it 's nm! 

TWO: In a place where I do wiring work, LANs 

are used within departm ents to link PC' s. If contact 
has to be made with another work group (whose LAN 
isn't gatewayed), it is done th rough modems. dialing 
through Centrex. 

Now, due to the software involved. these other 

locations are given proper mailing adJresses, numbe rs .  

and,  since the  software demands names, dummy name·s 
consist i n g  of a name of the locat ion as family and 
alpha numonics as g iven names a re created .  To wi t :  
names l i k e A B L E  L E G A L ,  B A K E R  L E G A L ,  
C H A R L E Y  L E G A L ,  D E LTA L E G A L ,  A B L E  
S A L E S ,  B A K E R  S A LE S ,  C H A R L E Y  S A L E S ,  
DELTA SAI£� ,  ARLE SHIPPING, etc. a re  given t o  
each computer . 

Furthermo re . these a rb i t ra ry computer "names" 
a re never used o u t s i d e  t h e  c o m p a n y .  A l s o .  i n  t h e  

comrany ,  a person send i n g  a dOL"urnent t o  a c e rt a i n  

Lomputer in th e legal department would kno w  t h a t  i t  
was in the legal department . hl' t would never know the 
arbi trary fi rst name giv en to that  compu ter  

I n  �hort. there i �  no w a y . apart from read i n g the 

p ro g m m .  to k n o w what  a rh l 1 ra r y  fi r<;t n a mes "" e re 
g iven for system m a i ntenance. And only m ana�emen t 
L"an read th is  pas<>woni p rot ect ed fi le 

Y e t ,  sho rt l y a ft e r  i n st a l l i n g  Prod ; g y  on ... e v e r a l  

c o m p u t e r s .  j u n k  ma i l  fro m Prod i g y a r r i v e d  a t  t h e  

c o m p a n y  a d d re s s e d  t o  s u t: h  " p e o p l e "  a s  " A B L E  
SHI PPING," "AR l.E LEGAl.." etc. sho w in g that these 
names are captu red and a ct ually used for market i n g  

purpos es '  

While  MS· DOS has a well·known flaw that allo ws 
data to exist after it's been deleted. these two horror 

stories p rove that i t  i sn ' t  an accident. It really was a 
deliberate process. They just got caught 

Big A I  

Brooklyn 

A most interesting account.  We think you should 

demand an explanation from the Prodigy people. If tM 

co mpany can show th a t  this informa tion was no t 

released in any way and can come up with the proof 

that  such leiters were received, it should g e t  some 

alle7ltio n .  We' ye always found it disturbing th at  so 

many were so quick to excuse what was happening 
here without doing a thorough investigation. We hope 

more people continue to look znto this and all fu ture 
services that may do even worse things. 

General Questions 
Dear 2600: 

I enjoy reading your fine, informat i ve magazine 

( although I have never tr ied any of the interest 109  
techniques described) .  There are  a number of top ics 

that I would like to have more i nfonnation on and I 
was hoping that perhaps you might be a ble '0 help 

These areas include :  
A. Tempest. H o w  does i t  work? Is it a real threat? 

How can we shield our equipment? How can we use 

this technology to observe others? 
B.  Since d irect dialing is restricted hy the U . S .  to 

many overseas countries. is there a way to bypass th i s  

p roble m ?  I s  i t  po ss i hlc t o ,  fo r e xam p l e , d i a l  to a 
number in Canada where no one is  home a n d ,  w h i l e  

t h e  phone is  ringing, u s e  t h e  2 60 0  he rtz t o n e  to t hen 
get into the operc�tor mode and enter the dffiired a rea 
code a n d  n u m b e r  of t h e  n O Il - d i re(.:\ l i n k  L" O U n l r y '.' 

Persona ll y . I would be too a fra i d  to eV(' r  try s u t: h a 

techn ique . 
C. When you rece ive a hu� y s i gnal  after d ia l i n � a 

n umber . I have hea rd that it is  poss i hle to l i, ten to the 

conversation by first dial i n g a L"ode and tht'n n;,d ia l i n� 

the n umber. Is thIS .  or some v a ri a t i on of th i � ,  t m e ?  
D. Cu rren tly , N e w  York State doe.., n ot a l l o w  th e 

p h o n e t: o m p a n y  to o ffe r A S )  ( A u t o m a t i c  :'\ u m h e T  

Ident ificat ion ) ,  Even th o 'Jgh t he s ta t e doe� n o t  a l l o Vv  

t h i s . i s  i t  p o s s i h l e  t o  d e t e rm i n e t h e '\ t l lJ rU .' o f  t h e  

i n t: o m i n g  <.: a l l  p r i o r \ 0  p l L' k i n g  u p  t h e  fl" t: t' \ V e r  o r  

pe rha ps a ftn t h e  u)Jl v e r-;a l i o n .  e i th t' f  h y  t Y P I Tl �  i n  a 

COlit' or det:),pht' ri ng wha t i� .... enl 'W I th t h e  n l l �  "' \ � l ' \P 
A b o ,  IS  I t  p o � s l h l e  1 0  p ro t e U the s t' L u n t �  o f  y u u r  
p hone n u mher when ynu a rt· Ill a k m� a t:a l L  h y  pCrllilp" 

en f<..' ri n g  "orne t ypt· o f  L"od e ' ) 
l:. Two yea r-; ,t �O, I n'ce l H'd a t e leph on e c,dl from 

a "enator .  A hout ten m l f1 u l t'� aft e r  our COTl V c r- a t l 0 n .  

m y  ph o ne .'>ta rted to do \'er� ,'\t ra n ge th 1 0  g "> ,  The ph on e  

ran g w i t h  a very low finger .., o u n d  non sl pp h'r ahou t 

fifteen seconds. When I p icked up t he phone . no one 
\-lias there. Th i s  h appened severa l  t imes ov e r  the cou r-t" 

of t h e  n e x t  h a l f  h o u r .  C a n  you e x p la i n w h a t w a s  
happenin l' ? 

Wilson Longl lne 

New Yurk 

A .  What · ... o u ·  re refe r n n ;,  to I1re s u r v e i l l a n c e  

receivers tht.Jt can read w h a t  is on u CRT .� creen a t  

disttJTlfes of u p  to a couple af miles. Ora.e such ck"'i< e i s  

t h e  TSR 2 0(J(J m a dR  by Shield Research I n S tockho lm .  

Sweden ( + 4 6  Ii 0 79 6 2 (5 ) .  Te mpest e q u I p m e n t  I S  

shie.lded against this kind of thing. Short of expensi,'e 

shielding , there are no real protelllOfLS tl;,ainst this 

sort of thing . You can take comfo rt in the fact that 

within Ihe n£xt decade we' /I probuhly he using more 

liquid crystal displav (LCD) terminuls and less CRTs. 

To tM best of our knowledg e .  nobody can spy on tMse 

using radio waves. 

B .  ThaI k.ind of trick has Men used fo r quite some 
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time . It doesn ' t  w o rk as frequently anymore .  B u t  
there ' s  no reason w h y  ca lls c a n n o t  be transferred 

legitimately in o ther countries to go to different places. 
For ilL5Iance, calls to A lbania could be p laced through 

Canada befo re they were a llowed from the United 

States. CanadialLS n eeding 800 numbers in the U.S. 

can ' t  dia l them direc t ly .  B u t  i t  would be a g reat  

service 'f they could call  a !LUmber in the U.S.  which 

would then tralLSfer them to the 800 number they 

w a n ted.  Such a s e r v i c e  w o u ldn ' t  e v e n  c o s t  t h e  

pro vider anything.' 

C. Absolutely !LOt. 

D .  What New York doesn ' t  offer is Caller ID. ANI, 

however, is passed along to BOO numbers within the 

s tate just like anywhere else. Anyone with an 800 
nun,her can get the num her of the people calling them 

in the majority of cases. One way to p revent  your 

number from g e t ting thro u g h  is 10 g o  throu g h  an 
operator but  we don ' t  expect this method to last for 

long . In a way it 's  ironic th at sn much atten tion is 

being p aid to t h e  Caller  ID issu e when A NI just 

slipped in without any questions being raised. And, as 
far as most people are concerned, they' rt' bo th doing 
the same thing . In anSH't'r to your question , it is not 

/ike('r' tlklt the Caller ID Sig ll(.ll i s  bt'ing sent out since 

tht' sen-ice is no t heing (�f!t'Tt'd. For thll reason , you 

nt,t'dn' t he cOfU'erncd at this poim about your fU4mber 

heing s e n t  o u t  th ro ug h C a llt' r  I D .  B u ,  y o u ' re as 
'I-'u/IIRrable to A.lv'J as anyollt' else. 

E,  For a l l we kno w .  'his happens e very lime a 

SL'n(l:or ('ails. "' t" II just h(lve to ask ,1rOlmd. Red Box Nev,'s 
Dea r  26()(): 

H e re ' s  a R a d i o  S h a l' k  a u t o d i a l e r  upd a te , Make 
sure the metal l'an of the new crysla.l i s  not under  any 
phys ical comp ress i on or stre:--s ", hen the autod ialer is 

reassem bled . In my i n i t i a l  convers ion i t  resu lted in 
i n tenn i tten t opera t i on ( i .e . ,  break up � in the series of 
l o n e s ) .  The u n i t  s h o u l d  s n a p  t o g e t h e r  w i t h o u t  
res istance o r  a n y  hulges. I ' v e  notil'ed t h e  autodialers 
use sl i ght l y  d i ffe re nt  ( hut e l l'l' t ron i c a l l y  equ i v a lent ) 
s ized components a nd somct i m t.'s i t ' s  d i ffi cult to get 
the nC'\\ c ryst al  h) fil ju ... ! rit!ht w i th out b ind ing when 
p u t t i n g  the t w o  h a l v e " � . a (.: k  t rJ g e t h e r d u r i n g  t h e  
c o n v e rs i o n ,  On o n e  u n i t  I ended up remo v i n g  t h e  
n il'kel-s i l.t'd tr • . \!1sdul't'r  near  the speak er ( it p roduces 

t he h i g h  p i ll' h e d  b e e p s  w h e n  i n  t h e  p ro g ram m i n g 
mod e l  and moun t ing the nystal with a small square of 
douhle-faced t ape to the c i rcui t  board area where the 

t ra n s d u r..:e r  is  ju�t a ho v e .  I t ' s  a g o o d  c o m fo rt a b l e  
p l a c e m e n t  i f  you can l i v e  w i t h out the p rognttnm ing 
heeps , 

Also,  in my a rea i.:ode ( 2 1 6 ) .  cellular t elep hones 
i ' e  .... iccd by GTE �obiln c t l ca n ' t cal l  the 900 area 
t.·ode. Could i t  be because the y don 't send out  Caller 
ID i n fo nn a t i o n ? I had a f r iend  w i t h  a c e l l u l a r  c a r  

p h o n e  c a l l  m e  o n  m y  S r r i n t X O O  l i n e  I c a re fu l l y 
ma rked d o v.- n  the  date  a n d  t I m e  of t he cal l ,  When I 
r(.'L"(.'iveJ my phu["1t' h i ll and c a ll dt.·ta i l i n g  rep o rt ,  the 

cellular call wasn ' t  on there. Can you explain thiS? 
I tried the e xperiment a w h i l e  later  letting the 

phone ring fiv e  or  six times before answering. This 
time my call detailing showed the number 360-0032 
and l isted the city as Pepper Pi ke.  OH (a  Cleveland 

suburb). This was a completely different number from 
my friend ' s  cellular phone. When you call this number 
a recording repeats the nwnber and says "it is being 
checked fo r t rouble . "  I ' v e  h eard t h i s  record ing fo r 

weeks now. It's interesting I got a phone number at all 
on the 800 bill. Can you figu re out what the story is 
here? 

Pete in Akron 

In a ll like lihood, the number is owned by GTE 
Mobilnet  which uses it to p lace outgoing calls only. 

(Cellular pholle numbers are n o t  "rt'al" like home 

p h o ne /lum bers. ANI will  not pick them "p .)  This 

explains why you get a recording when you try dialing 

in. The "being checked for trouble " recording could 

mean literally anything , We ' ve seen them stay up for 

years. Suggestions/Questions 
Dear 2600: 

I w ould cons ider myself a mid�level hacker, now 
post� adole<.;c ence , I remember the "old days" well ,  

especially when manuals of any sort were imposs ible 
to obta in.  I remember the good 01 ' da ys of Ripeo ( best 
i n  the Midwest) ,  and miss i t  terribly . I have a l i t t le 
e x p e r i e n c e  h a c k i n g i n t o  M i l n e t  ( from an Internet  
d ia lup , o r  l o c a l  d i alu p  to M i ln et ) , mo re ex perience 
messing with Internet l about 2-3 years hard hack ing) ,  
and v a rious U1\I.X systems. 

I ' v e  been a s u h  ... , riber to  TA.P fo r a w h i l e ,  and 
even though the newsletter is d isjunct ional (at best ) ,  it 
h as the t ru e  n a v o r  o f  an und ergro u n d  p u hl i ca t io n 
Ple ase trea t them wi th a l it t le m o re respect. they ' re 
rea ll y good k i ds.  A fter read i n g  you r  p ubl icat i on ( on 
and off) fo r a nu mber of years ,  I am d is turbed hy the 
adm in i st ra t i v e t rend y�)u seem to he l ak in g ,  Please, 
hire more pt;ople. and gt·t m o re  perso nal . 

RN 
La ke Forest, II. 

We (lX f't't' ahOI 4 l  T·"\ ? B l4 t  w h e re rl lt' h e l l  d l"t' 

tlll'Y ? '  Wt' I". H '  t' " , t St'efl lin issue ill m o n ths.' Bt'iflg 

administrati H' is something Wl" re fUn a/it'" ac('usL'd of 

Wt" ll h(.H'e to have Il commi ttee look inlo i t .  

Dea r  26(H): 
While  read in g  some of your hack i ssue�, I notIced 

ads for :!60() t · sh i rts and 2 M){) flu o ro - st ir..: k ers .  Are 
these st ill a v a ibhle? If  so, how m U L'h ' !  A lso , do you 

know of a n y  Internet/Usenet node that has cop ies of 

PIHUN magazine that  are a v a i l ablt· fo r anon ymous 

ftp '> 

:vi idni�hl Caller 

Yo u call try eff. o rg fo r hack issUt.'s of 'l-'Il rio us 

eit'ctronic hacker mag ,l:ilU'S. If PIJlUN isn ' t  rhere , il 
shouldn ' t  he too difficult to tr(u'k it do ...... n. We' ll have a 
flew t ·�hirt  Oui � o o n  and,  I) we ('un ,� l> t  ir together,  

Ofht'r things ",t'o  d likt' to hedr idt'(.lS. 
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()ear UtOO: 
I ' m  writing in regards to a company mentioned in 

t h e  S u m m e r  9 1  i s s u e .  p a g e  2 3  < I n t e rn a t i o n a l  
M i c ro p o w o r  C o rporat i o n ) .  I n e e d  a l o c a l  p h o n e  
number or address for this company because t h e  800 
number listed in the article 'The aass Struggle" dOl'S 
not work. in Canada, 

KS 

Saskatoon, Sask, 

Canada 

The address we have for that company is 3305 

West Spring Mountain Road, [uite 60, Las Vegas, NV 
8 9 1 02 .  We were n ' t  able to get  a local number fM 
them, 
()ear 2600: 

In a recent issue, you prov ided an Atari v i rus. I 

was wondering if anyone associated with 2600 would 
have source code or infected disks of some of the 
recent MS- DOS "stealth v i ruses," i n  particular the 
Whale ( a l i a s :  Mother Fish, Stealth V i ru s ,  Z The 
Whale) which was described in Patricia M. Hoffman ' s  
Virus Information Summary List <February 1 4, 1 99 1  
e d i t i o n ) .  A s  you a re n o  doubt a w a re ,  PIHUN has 
prov ided useful study material :  Tesla Coil 's "Viruses: 
Assembly,  Pa scal ,  Bas ic ,  and Batch" featured R .  
Burger's assembly code virus (Issue # 3 ,  Vol. 2,  Phile 
2) and S o uthern Cross presented the " A l a m e d a  
College" Boot Infector V i ru s  (Issue #4, Vol . 2, Phile 
3) .  These v i ruses, however, are about five years old 
and some of the newer stealth v i ruses have m o re 
sophisticated anti-detection capabilities (in fact, many 
of them have no "destructive" dimension, they simply 
attempt to avoid detection and reproduce). Although I 
am a novice at programming, I find wonns and v i ruses 
are a useful means of tackling "artifidal life" questions 
because of the ir  relati v e  autonom y ,  rep roduct ive  
a b i l i t y ,  a n d  i n t e ra c t i o n  w it h  their  e n v i ro n m e n t  
( p a rt i cular platfo rm s  and operat ing syst ems ) .  I t  is  
somewhat surp rising that in  Dr. Dobb's April 1 99 1  
special issue on Biocomputing, there waf. n o  mention 
of w o nn s  and v i ru ses - only such "legi t imate" 
programs as neural  nets ,  genet ic  algori thms,  a n d  
fra c t a l s .  I f  y o u  c a n  p rov i d e  m e  w i t h  furt h e r  
information o r  point m e  in the right direction I would 
appreciate it. 

GS 

Ottawa, Ontario 

We suggest looking in the 2600 Marketplace on 
page 4 1 . lf such information is available, that's where 
it will wind up, 
Dear 2600: 

My understanding is that there is a way to use 
your cellular phone to hear other phone calls other than 
your own ( for test purposes only of course). This is 
supposed to work by entering a code into the phone's  
k e y b o a rd a n d  then you c a n  hear  o t h e r  cel lular  
channels. I would l ike to  try this out  on my Mitsubishi 
transportable phone. I would be interested in seeing an 
article on how this can be done. 

SS 

We sug gest reading the article " Cellular Phone 
Hopping " in the March 1 991  issue of Monitoring 

Times. If we g et additional info on this kind of thin g .  

we' ll print it. 

Caller ID Decoders 
()ear 26()(): 

It is now p o s s ible to o b t a i n  free C a l l e r  I D  
decoders! Motorola Semiconductor, Inc. o f  Austin, TX 

has a n n o unced t h e i r  n e w  MC l 4544 7 ,  a f u l l y  
integrated , s ingle- chip C a l l e r  I D  decoder and r ing 
detector. The semiconductor device can he interfaced 
with LCD or LED displays, or a personal computer. 
The company is giv ing away free MC 145447 sample 
kits with technical data to "qualified" electronic design 
engineers. Even the call is free! (Be prepared to give 
your company name and application requirements . )  
Motorola can be reached a t  ( SOO) 52 1 -6274. 

Bernie S. 

Hacking UNIX Passwords 
()ear 26()(): 

In the last letters column, your editor and another 
letter w riter crit ic i zed the p rogram called Vhaeker, 
published in the Spring 1 99 1  issue because it was tao 
easy to detect by system admin istrato rs .  You both 
stated that an alternative and safer means of decrypting 
passwords was to get a copy of the /etc/passwd file and 
decrypting it at home. I have problems with this. 

First of all. Mr. RJ stated that you should get a 
copy of the crypt source code (or something that works 
like it) from your target system, compile it, and use 
t hat to decrypt passwords. First of all.  c ryptO i s  a 
system call, which means that it is built into the kernel. 
Therefore. there is no source code for it ,  unless you 
have the source code for the kernel itself, and anyone 
who says they have that is full of it .  The only thing 
related to cryptO that can be found in any libraries o r  
"include" files will b e  the C interface t o  t h e  kernel's 
i n t e rn a l  m a c h i n e  l a n g u a g e  ro u t i n e s , w h i c h  i s  
essent ially worthless for achieving our des i red goal 
here. 

Secondly, the encryption of passwords is unique to 
each system, which can be proven by comparing the 
same encrypted pass w o rd entry on two d i ffe rent 
/etc/passwd files. They will bc different. There a re two 
possiblc rcasons for th is:  a )  cach version of UNIX uses 
its own proprietary encrypt ion routine , or b) they all 
use the standard DES encryption algorithm, but they 
each use their own unique encryption seed . Either way, 
there is no way you can get at any of this infonnation, 
since it is built into the kernel itself. Assuming the 
latter, even if you had the DES encrypt.ion source code, 
you wouldn't have the key, which could be any input 

sequence of random bytes, something which would be 
unhackable. 

If I am wrong, please tell me because I would love 
nothing more than to be able to safely implement what 
you guys are suggesting at home. As I see it, the only 
way to decrypt passwonls is to do it d irectly off of the 
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nat ive  �ystem , which i :::. , of course, very risky .  Since 
your opening a rticle encourages the free e�change of 
info rTTlat ion rather than withholding it from less elite 
u s e rs ,  p l e a s e  e x p l a i n  h o w  you w o u l d  go a b o u t  
decrypting pass words a t  home, s JOce y o u  believe that 
you can do i t .  

SJ 
New Haven, CT 

UNIX is a slandard. meaning lhal il  was desig ned 

10 behave Iht same 10 the user and programmer no 

malter what computer it  is being run on. We do reaii::e 

that it does vary a great deal from version ro version 

a n d  v ary s o m e w h a t  dep e n d; ng upon the 

imp lementa tio n .  bu t the o utp ut of a p rocedure like 

c ryp l ( ) s h o u l d  be the same g i ve n  the same inp u t  

parameters .  The key 1 0  the behavior of cryp t( ) i s  the 

inp u t  parame ters which consist  of two s trings or 

arrays of bits. They are presented as strings so thaI we 

can rememher and read them . The first parameter is 

the "pasS'Nord" as we all  know it .  The second one is 

the " sait , "  u string made up of t'wo possibly random 

l e t t e rs t h a t  is  u s e d  as the s e e d  to g e n e r a t e  the 

encrypted p assvvo rd. Fortu nate ly for the passwo rd 

hacker pru R, ram ,  the encrypted password starts with 

the same ty..'o letters as the salt ,  which gi\'t's us one of 
the /')1,·0 parame te rs to the cryp tf ) procedure.  This 

al lows the hrweIorce approach of the prog ram to 

guess the pasS\-\'ord even tJuJl4gh the encrypted entry in 

lhe pas;"Word file for " speCIfic p asswo rd ml�hl he 
dlfff? rent on a diffe re nt s)'ste m .  If you create a nt'» 

pas.n .. ·ord twice , you afe unlI kely to oblLlin tht! St.1nlt' 

resulting encrypted pr.lSS\-\'ord. because the "pas�·d" 

p ro g ra m  usua l ly r e l i e s  on s o m e  random ness to 

generate the "salt" like the s.'listem clock. 

Final ly . you s h o u ld be a b le 10 imp lemenl  lhe 

cryp t( )  rOUline at home. sinre the encryption algorithm 

is wide(v available. 

Voice Mail Fun 
De a r  26()(): 

I have d i scov ered a majo r flaw in  a voice mail 
system. I t  seems that ROLM PAB X  systems t ransfer 

all VMS m e s s a g e s  t o  a c e n t ra l ized voice message 
bank . I have managed to find the voice bank number 

for B rit ish Petroleum I B P  Ameri c a ) .  These numbers 
a re toll free as a n  added extra. 

The VMS requ i res an e ight-digit usemame and up 

to I I  bel iev e )  a 24- c haracter  password.  Hence i t ' s 
p retty hard to cra<.:k in large quant i t ies.  However, o n  

calling t h e  v o i c e  b a n k  and entering the extension ( of 
t h e  p e rson w hose bo x.  you w i s h  to open ) ,  the bo x 
opens. �o usemame, no password. no protection . You 
can d e l e t e ,  s a v e ,  l i s t e n  to,  t ra n sfer,  and rep l y  to 

messages for everybody in the company. 
Nick 

Newcastle Upon Tyne 

England 

Wt.' fun assure you this doesn ' ,  work on any of the 

ROLM Phonemail s.vstt'ms we know. Bur i t  g oes to 

show that bugs and deficiencies can always pop up. 

There are many ways to send us 

letters . Our fax machine can be 

reached at q 1 6-75 1 -2 60 8 .  Our Internet 

addres s  is 2600@Well. sf. ca.us .  And for 

those of you who prefer the U. S .  mail, 

our addres s  is : 

2600 Letters 

PO Box 99 

Middle Island, NY 1 1 953 

Letters may be edited for brevity or 

perhaps not printed at all I Anything is 

possible.  
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tidbits 
Y o u  w o u  l d  t h i n k  a f t e r  a l l  o f  t h e  

commotion about privacy invasion and 

l a c k  of s ec u r i t y t h a t  big corpo r a t i o n s  

w o u l d  b e g i n  to  l e arn something.  MCI 
c a n  t h e r e fore be d e f i n ed as l e a rn i n g ­

disabled. 

You may have seen the ads for the ir  

F r i e n d s  and F a m i l y  C i r c l e  g i mm i c k . 

B a s i c a l l y ,  y o u  g e t  y o u r  fr i e n d s  a n d  

fa m i l y  t o  s i g n u p  f o r  M C I .  T h e n , 

w henever you c a l l  them ( assum ing you 

too h a v e  M C l ) ,  you c an s a v e  o n  t he 

regu l ar rates .  I n  a way . M C l  has gotten 

t h e i r  c u s tomers to  d o  their  se l l ing for 

them. 111at part is actu a l l y  rather clever.  

In fac t .  w e ' v e  e v e n  heard o f  fa m i l i e s  

p u t t i n g  the gu i l t t r i p  o n  re l a t i v e s  w h o  

re fu se to s i gn u p  w i t h  M C I .  

R u t  where M C l  rea l l y  messed up i s 

w i th the i r  HOO-FR l E N DS upda te serv ice .  

Th i s  n u mber e x i s t s  so that  c u s t omers 

c an c h e c k  t h e  s t a t u s  o f  t h e i r  c a l l i n g  

c i rc l e  - find out who ' s  current ly  o n  i t ,  

who ' s  been dropped , e t c .  The touch tone 

serv i c e  w o u l d  ask you to key ill y o u r  

t e l e p h o n e  n u m b e r  a n d  t h e n , to v e r i fy 

t h a t  i t  w a s  re a l l y  y o u ,  y o u r  z i p  code ! 

Obv ious l y ,  when you know somebody ' s  

p h o n e  n u m b e r ,  f i g u r i n g o u t  I h e i r  I. i p  

code isn ' l  a l l  Ihal d i fficu l t .  Yet this  was  

the on l y  b i t  o f  sec u r i ty s t and i ng i n  the  

w a y of  a ll y o ll e  h a v i n g  a c c e s s  1 0  
cuslomers ' frequent ly  d ia led nu mbers.  I t  

m a d e  no d i ffe renc e i f  I he s e  n u m b e r s  

were unl i sted. I f they showed up o n  your 

c a l l ing  c i rc l e ,  anybody could get the m .  

A nd, n o l  on ly  tha i , b U I  I h e  re l a l i onsh i p 

o f  I h e  peo p l e  i n  y o u r  c i rc l e  w a s  a l s o  

a n n o u n c e d .  E x a m p l e :  " Y o u r  w i fe a t  

5 1 6 - 7 5 1 - 2 600 , y o u r  broI IH�r - i n - l a w  a t  

202-4 5 6 - 1 4 1 4" aud s o  on.  One cou ld gel 

q u i l e  a b i l  o f  I l1 fo r m a t i o n on M C I  

customers ra ther  q u i ck l y . 

W e  h a d  a b i l o f  fun W 1 1 h  I h i s  o n  

W R A I ' s  Off Th e /l o o k .  I h e  w e e k l y 

t e l e c ommu n i c a t i o n s  radio program i n  

New Y ork. We demonstrated th e  absurd 

s e c u r i t y l i v e  on t h e  a i r  a n d  t o l d  

e v e ry b o d y  t o  c a l l  M C I  t o  c o m p l a i n .  

Apparent l y  they did bec ause the sys tem 

was quick l y  l'hanged . Now you need the 

l ast  three digi ts  of your accounl nu mhcr 

for veri ficat ion.  
* * *  

Those o f  you s t d l mourni ng the loss  

o f  t h e  v a r i o u s  Hon A N I  n u m b e r s  l' a n  

t a k e  c o m fo r t  i n  a b r a n d  lI e w  n u m b e r  

that ' s  m a k i n g  t h e  rou nds.  I t ' s  n o t  a n  1'100 

number but we ' re to ld  it doesn ' t  charge.  

H o w ever the nu mber won ' l  work from 

p a y p hone s .  I t ' s  \ 0 7  J 2  -404-9 1'1 1'1 -9 6 6 4 .  

( Y  o u  m i g h t  h a v e  to d i a l  a I be fore the 

404 . ) I t  w i l l  only work w i lh the 1 0 7 .1 2  

c a rr ier  a c c e s s  c o d e  w h i c h  i s  owned by 

A T & T .  A n d  fo r some r e a s o n ,  t h l' 

r e c o r d i n g  s e e m s  t o  a l w a y s  a d d  t h e  

number e ig h t  1 0  the end. 
* * *  

I t  h a d  t o  h a p p e n  e v e n l u a l l y .  W e  

fi na l l y found a lJOO numbe r  t ha t i s n ' t  a 

bad dea l .  For S l . 5D .  you can l' a l l  lJOO ­
H H4 - 1 2 l 2  and get  a reverse l i s l i ng on a 
p h o n e  n u m b e r , a s s u m i n g  I t ' s  l i s t e d .  

T e l c n a m e o f  S p r i n g fi e l d .  V A h a s  a 
dat abase o f  OVl'r X()  m i l l ion lIu mbers and 

lite h u m a n  opera tors t h a i  a ns w e r don ' t  

try 1 0  keep y o u  o n  for a long t i llle .  ( I f 

you do s t a y  0 11 . the  c o s t  i s  7 5  c e n t s  a 
m i llu te . ) The o n l y  d i sadv an t ag e s arc t h a t  

numbers a r c  on ly  as u pda ted as  t h e  mosl 

recent  phone boo k  from Iha l  reg i o n  and 

the senl l c e  i s  on l y s ta fkd from X am to 

h p m ,  E a s t e rn  t i m l' .  M o n d a y  t h ro u g h  

Fri d a y .  H o w e v e r ,  w e  h e a r  t h a t  t he y  w d l  

b e  a u t o m a t ed he fort' l o n g .  
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USPS HA CKING 
by The Devil 's Advocate 

The United States Post Office (USPS) 
is just like any other system. It is huge and 
complicated, with lots of acronyms and 
te chni cal jargon. It i s  r i d d l e d  with 
incons i stencies,  and i s  prone to human 
error. Most importantly, it beckons to be 
explored by that very same bunch who are 
so fond of creative exploration: Hackers ! 

POSTN ET 
The Postal  N um e ric Encoding 

Technique (PO ST N E T )  i s  a bar code 
system initiated in 1 9R3 to help accelerate 

the sorting of letter mail by automated 
equipment. The term "POSTNET" refers 
to a bar code 

the added values equal eleven. In this case, 
the number represented is zero. POSTNET 
also includes a checksum number at the 
end for the purpose of error detection. You 
can determine what the checksum number 
should be by adding the numbers of your 
Z IP + 4 .  The last digit of the re sulting 
sum, when subtracted from 1 0, will yield 
the checksum number. For instance, if 
your ZIP + 4 is 1 1 953-0752, then the sum 
is 1 + 1 +9+5+3+0+7+5 +2=33 ,  the last digit 
of the sum is 3 ,  and the checksum is 10-
3=7. 

The USPS encourages companies to 
preprint the Z I P  + 4 P O S T NET on 

b u s i n e s s  
reply mail by 

r e p r e s e n t s  o f f e r i n g 
either a fiveL--___ T_h_is_P_O_S_T_N_E_,T_e_n_cod_e_s_I_I_9 __ 5_3-_0_7_5_2_, __ ---'r e d u c e d 

w h i e  h 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1  

digit ZIP code, or a nme digit ZIP + 4 
code . POSTNET is most often preprinted 
on busine s s  or co urtesy reply mail by 
busine s s e s. P O S T N ET can also be jet 
sprayed on envelopes that are processed 
by an Optical Character Reader (OC R )  
machine. 

POSTNET consists of a combination 
of 22 long bars and 30 short bars. The 52 
bars encode a nine digit ZIP + 4 code plus 
a checksum number . Learning to read 
POSTNET is easy for anyone fam i l iar 
with binary. The fj" t and last bars (always 
long) arc guide bars. and play no part in 
determining the encoded ZIP + 4.  Each 
group of five bars after the first guide bar 
represents one ZIP + 4 number. The group 
consisl� of a combination of two long bars 
and three short bars. The position in the 
group has a corres ponding value . The 
values from left to right are 7-4-2- 1 -0 .  A 
ZIP + 4 number is obtained by adding the 
values of the positions containing the two 
long bars . The only spec i a l  case . is when 

postage rate s .  The advantage of using 
POSTNET i s  not only in savings but in 
speed. Letter mail that uses POSTNET is 
processed faster and more accurately than 
mail which does not use POSTNET. 

MARK 
The M AR K  facer-canceler serves three 

purposes:  I )  It cance ls  and pos tmark s 
letter ma i l ;  2) It arranges letters so that 
they all face in the same direction; 3 )  It 
separates POSTNET letter mail from mail 
that does not use POSTNET. 

The M A R K  uti l izes fluore scent and 
phosphorescent detectors that enable it to 
detect the presence of minute traces of 
phos phor on stam p s .  pre - s tamp e d  
postcards or envelopes,  and meter marks. 
The MARK is also capable of detecting 
preprinted Facing Identificati on Marks 
(FIM) .  

F I M  
Open any magazine and you will find 

business reply m a i l  <:ards inside. Nearly 
every card w i l l  <:ontain a FIM .  These six -
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l ine  bar c odes are much taller than 
POSTNET, but not nearly as wide. They 
are located at the top of the card, just left 
o f  the postag e area. The M A R K  
recognizes four types of FIMs: 

FIM A 

FIM B 

FIM C 

FIM D 

Letter uses POSTNET, 
and needs postage. Used 
for courtesy reply mail. 

Letter does not use 
POSTNET, and does not 
need postage. Used for 
business reply mail. 

Letter uses POST N ET, 
and does not 
posta g e . Used 
business reply mail. 

need 
for 

Le tter does not use 
PO S T N E T ,  needs 
pos t a g e ,  and is O C R  
readable. U s e d  for 
courtesy reply w indow 
envelopes. 

B u si n e s s  repl y mai l  that  
u s e s  FIM B or F I M  C 
(indicating that no postage 

is n e c e s s a r y )  m u s t  a l , o  
u s e  t he se hori zontal bars 
to i nd i c a t e t h a t  U S P S 
must collect postage from 
the business to which the 
m a i l i s  a d d r e s s e d .  T h e  

horizontal ba rs are located 

on the right hand side of 
the cards, and al low clerks 
to easi ly spol these cards 
in a tray f u l l  of o t h e r  
letters. 

The M AR K  first chelOks to see that a 
letter has postage (stamp, meter mark, or 
FIM) .  After passing this test, the letter is  
then cancelled, postmarked, and directed 
to one of eight  bins b ased upon the 
orientation of  the letter and the presence of  
POSTNET. Four of  the eight bins are for 
POSTNET letter mail, while the other four 
b i ns are f or mail that does n u t  use 
P O S T NET . Each group of four bins 
accepts letters according to t h ei r  
orientation. Because letters can enter the 
machine r i g h t  side up,  upside d o w n, 
backwards, or forwards, the MARK must 
have a bin for every possible orientation. 

The M AR K  also utilizes a ninth bin for 
letters that are rejectcd by the machine for 
lack of postage. For example, if a letter 
does not have postage, and the letter does 
not have FIM B or FIM C (indicating that 
no postage is necessary),  then the letter 
will end up in the reject bin. Sometimes 
letters that do have legItimate postage may 
end up in the reject bin. If a stamp is not 
placed in the upper right hand corner of an 
envelope, then the M AR K 's sensors may 
not detect the phosphor, and the letter will 
be rejected. A clerk manually goes over all 
of t he rej ected letters individually t o  
determine why they were not processed. 

LS:\1 
The Letter Sorting Machine (L S M) 

was first used by the U SP S  in the late 
1 9 50 ' s .  The hug e s e m iautomatic beast 
requires a group of operators to sit in front 
of twelve consoles w hile letters are 
zipping by at a rate o f  one per second. The 
machine automatically positions a letter in 
front of an operator. who then has one 
second to key in the first three digits of the 
ZIP code. The letter is then whisked away 
to one of several hundred bins according 
tu the keys that were depressed. If an 
operator fails to key in anything then the 
letter w i ll go to a rej e c t  b i n  and will 
eventually be fed back into the LSM. If an 
operator happe n s  to key in the wrong 
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code, then a slight possibility ex ists that 
the misguided letter will be caught by a 
clerk before it is shipped. Otherwise, the 
letter will be del ivered to that location, 
wherever it may be, and will eventually be 
delivered back again. 

LSM places a marker on the back of 
every letter that is processed. The marker 
con sists of two alphanumeric symbols.  
The first symbol is always a letter ranging 
from A to Z. The second symbol is either 
a letter ranging from A to C, or a number 
rang ing  from 1 to 9. The m arker can 
therefore be one of 319 possibilities .  The 
m arker m a y  a l so  be o n e  o f  s e v era l  
different colors, although the color does 
not i nd ica te any useful  i n fo r m a t i o n .  
According t o  U S P S  LSM operators, the 
marker indicates which console processed 
the letter. However, th is  information is 
fairly useless because we still do not know 
which specific LS M processed the letter. 
The  U S P S  u s e s  h u ndreds  o f  L S M s  
nationwide, and each of those LSMs has 
twelve consoles .  I am uncertain how to 
translate a specific marker into a specific 
conso le ,  nor do I unde r s tand why  the 
marker can be one of 3 1 9  possibili ties if 
there are only twelve consoles .  

Des 
The B ar Code Sorter (BCS)  processes 

POSTNET le t ter  m a i l .  The  B C S  i s  
therefore limited t o  sorting only business 
reply mai l  and other h igh  volume mail 
which incorporates the POSTNET .  At a 
sorting rate of ten letters per second, the 
BCS is considered slightly faster than your 
average clerk. The letters must be properly 
pos i t ioned a n d  fed in to  t h e  m ac h i n e  
manua l ly  b y  an  o p e r a to r .  Th i s  i s  
accomplished by stacking trays o f  letters 
received from the MAR K onto a feeder 
un i t .  The  operator  do e s  n o t  have  to 
properly position each letter because the 
le iters rec e i v ed from the  M A R K  are 
already facing the same way. 

MLOCR 

The M u l t i l i n e  Opt ic a l  C h aracte r  
Reader ( MLOCR) is the latest and most 
adv anced machine  in the USPS le tter 
sort i n g  arse n a l .  T h i s  m i l l i o n - do l l a r  
monster is capable of reading all o f  the 
lines that comprise a letter ' s  address.  It 
then takes this  information and compares 
it against its own internally stored address 
dire c tory . F i n al l y , . an appropriate 
POSTNET is jet sprayed on the letter so 
that it can be further processed by a BCS. 
The purpose of the MLOCR is therefore to 
spray POSTNET on letters that do not use 
POSTNET, so that they can be processed 
by a BCS . 

The advantage of the MLOCR is that it 
can determine an address even if parts of 
the address  are i l legible ,  incorrect, or 
missing. For instance, i f  someone forgets 
to include a ZIP code, or uses the wrong 
ZIP code by m istake, then the MLOCR 
can still determine the correct ZIP code by 
comparing the street, city, and state with 
i t s  own addre ss  d irectory .  It wi l l  then 
spray the letter with the correct ZIP + 4 
code (the MLOCR will always try to spray 
the letter with a ZIP + 4, even if the letter 
uses a five digit ZIP code) ;  

Early OCRs could only read type or  
clearly printed handwriting .  In  the  near 
fu ture ,  h o w e v e r ,  t h e  MLOCR w i l l  
recognize script a s  well. The MLOCR is 
capable of reading the address even if it is 
skewed ( i . e .  printed at an angle) .  The 
MLOCR does not have the capability of 
knowing whether or not a letter already 
has  PO S T N E T ,  nor  c an it sort  m a i l  
according t o  POSTNET. Therefore, it i s  
possible t o  rece ive a letter that has two 
overlapping POSTNET bar codes. 

L ike the  B C S ,  the  MLOC R  o n l y  
a c c e p t s  tr ay s o f  properly  po s i t ioned 
machinable letters that must be fed into 
the machine manually by an operator. 

Mail Hacks 
There are at least  three th ings  that  

everyone familiar with the USPS would 
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like to do : 1 )  Mail letters for free; 2) Get 
their letters delivered quicker; 3 )  Find out 
why it  takes so long for their letters to 
arrive.  

Free Mail 
It is not difficult for someone to mail a 

letter for free.  It i s ,  however, extremely 
difficult to mail many letters for free. The 
USPS is always looking out for mail fraud, 
and has an entire agency devoted to just 
this task. Even if a good mail hack works 
o nce ,  it is n o t  l ike ly  to work  if u sed 
repeatedly.  Therefore, if you are reading 
this article with the intent of  saving money 
by tricking the USPS and mailing letters 
for free, then you would do better to give 
up now before you are busted. Of course, 
anyone wi th  even the s l ig hte st iota o f  
curiosity would want to know some o f  the 
methods. 

Perhaps one of the oldest scams in the 
book is to switch the destination address 
with the return address and m ai l  the letter 
wi thout  po s tage .  T h e  U S P S  w il l  then  
return the letter to its "sender" for postage . 
Of course, the USPS is not that stupid, and 
this trick rarely works for nonlocal mail . 

A much better m ail hack would be to 
use a laser printer to print a FIM B on an 
envelope. The MARK will then treat this 
letter l ike a business reply mail card, and 
will not reject i t  for l ack of postage. Of 
course, the problem with this technique is 
that a mail  carrier wil l  a lmost certainly 
notice the missing postage before the letter 
even gets to a M AR K .  The refore , you 
would have  to bu ndle this  le t ter  w i t h  
another letter that has postage, place the 
le tter  w i t h  p o s t a g e  on top  of the  
illegitimate letter, and use a rubber band to 
bundle them together .  The ma i l  carrier 
will not disturb this bundle .  Eventually,  
the  bundle w i l l  reach a G e n e r a l  M a i l  
F ac i l i ty ( G M F )  where  c l e rks  q u ick ly  
separate bundles on a conveyor belt .  It i s  
extremely unlikely that they w ill notice the 
illegitimate letter at this point. From the 

conveyor belt, the letter will journey to the 
MAR K .  Once the MARK processes the 
letter, it is unlikely that anyone will notice 
the missing postage until the letter reaches 
its destination.  The final obstacle is the 
mail carrier that will phys ically deliver the 
letter to its destination .  At this point, the 
letter is postmarked, so one can only hope 
that the mail carrier is not too nosy . 

Fast Mail 
Getting your letters mailed quickly is a 

much better hack than trying to mail your 
letters for free .  Not only is it legal but the 
results are guaranteed. 

Norm al ly ,  a letter reaches a MAR K 
w here i t  i s  pro c e s s e d  and  s e n t  to an 
MLOCR. If the address on  the envelope is 
readable by the MLOCR ,  then i t  i s  jet  
sprayed with a POSTNET and sent to  a 
BCS.  Otherwise, the letter is rejected and 
sent to an LSM. The one thing you really 
w a n t  to av o i d  i s  h a v i n g  y o u r  l e t te r  
processed by an LSM. The  operators who 
run these  m ac h i n e s  are n o tor ious  for 
keying in the wrong code. causing your 
letter to journey out of its way to strange 
and exotic parts of the  country .  Never  
wr i te  the address  o n  y o u r  e n v e lope i n  
script unless you want to delay your letter . 

One  w a y  y o u  c an g e t  y o u r  l e t t e r s  
proce ssed quicker is  to have y our letters 
sk ip  s o m e  o f  the s t eps  in the  sor t i n g  
process .  The method involves  u s i n g  a 
l a se r  p r i n t e r  t o  p r i n t  a F I M  A and a 
POSTNET on an envelope . The FIM A 
w i l l  i n s tr u c t  t h e  M A R K  to t reat  t he  
enve lope as cour te sy  rep ly  ma i l .  T h e  
M ARK will look for postage, which you 
have thoughtfu lly prov ided. and then send 
the letter into a bin with all of the other 
POSTNET mai l .  This  m ai l  w i l l then be 
placed in a tray and sent directly to a BCS, 
sk ippi n g  the MLOCR and com ple te ly  
avoiding the LSM.  

B y  us ing POSTNET,  you are  taking 
adv antage of the same mult imillion dollar 
equ ipme n t  t h at i s  u sed  by bus ines ses .  
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Another advantage to us ing th is  method I S  
that your let ter wi l l  be processed entirely 

by machi nes . From the moment your leiter 

enters the M A R K  un t i l  the m o m e n t  it 

leaves the B S C .  no e lerk w i l l  see your 

l e t t e r .  I n  a dd i t i o n .  t h e  U S P S  w i l l  b e  

pleased w i t h  your c rea t ive  use o f  t h e i r  

mult imi l l ion dollar machinery. 

S n a i l  Mai l  

Now that you know what happens to 

your letter whl!l1 you mail i t. you can use 

this infonn ation to determi ne why it takes 

so long for your own mai l  to  arrive. The 

n e x t  t i m e  a l e l l e r  c o mes  i n  t h e  m a i l .  

analyse i t  for te l l tale U SPS mark ings that 

may give you ins igh t  into how the leller 

was processed. If the leiter has POS TNET 
on it. then you know t h a t t h e  l e l ler  w as 

processed by an M LOCR and a RCS.  You 

can then read the POSTNET to make sure 
t h a t  i t  repre s e n t s  your Z I P  code.  I f  t he 

PO S T N E T  i s  i n c o r r e c t t h e n  t h a t  would 

c e rt a i n l y  e x p l a i n  w h y  y o ur l e l l e r  w a s  
delayed .  Y o u  sho u ld a l s o  fl i p  t h e  l e l ler 

o v e r  a n d  l o o k  fo r L S M  m a rke r s .  Y o u  

shou ld n o t  see " n y  1I10re t h an 01 1<'  o r  two 

m a rk i n g s .  If the b at' k of y o ur l e i t e r  is 

covered with t h e 1l1 . then you know t h at 

your le l ler pro bably had  qu i t e a Journey 

W h i pp i n g  b a c k  a n d fo r t h  a r o u n d  t h e  

coun t ry b e fo r e  i t  reached you .  Keep i n  

mind that i t  i s  n o t  u n usual for a le l ler  to be 

pro c e s s e d  by bo t h  a B S C  and  an L S M .  

N o t  al l G MFs  li se t h e  s a m e  m ac h i ne r y .  

and the  average e le l l(  c a n  screw up any 
leller.  even  i f  i t  is processed by machines .  

Further Reading 

For those of  you who are i l l lerested in 

l earning  more abo ut POS T N ET a nd the 

machines  t h a t  proc e s s  m a i l. we suggest 

tha t  you obt a i n  A Gll ide to Business Mail 
Preparation. The pamphlet  i s  produced by 

t he U SPS (Pub l ic at ion 25)  and i s  av a i l ahle 
free -of-charge to a l l  hu s i n ess cus tomers .  

You c a n  request a copy t h rough t h e  ma i l  
hy  wf l t ing to t h i s  addre s s :  

Marketing Department 

Regular Mail  Serv ices Division 

U.S . Postal Serv ices Headquarters 

475 L'Enfant Pl aza SW. Room 554 1 

Washington D.C.. 20260-6336 

W e  d e s i g n e d  t h e  F I M  A a n d  t h e  

P O S T !"i E T o n  t h i s  e n v e l o p e  u s i n g  

standa rd desktop p u b l i s h i n g  softwa re. 

A laser p r i n t e r  was used t o  p r i n t  t h e  

t w o  b a r c o d e s  o n  t h e p r e s t a m p e d  

envelope. I f  w e  ever decide t o  mai l  this 

letter. i t  should get back to us with a l l  of 

t h e  s p e e d  a ffo r d e d  t o  c o u r t esy r e p l y  

mai l .  
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This information was obtained from A Guide to Business Mail Preparation (Pu blication 25). 
Use these diagrams to design your own FIM and POSTNET. t·------3"-------<..J 
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PSYCHOLOGY I N  TH E HACKER WO R LD 
by Condor Woodstein 

W e  are a l l  d e s c e n d e d  fr o m  a 
successful tribe of 1 5  to 30 h u n ter­
gath erers , so it is no sur pri s e  that 
we fall i nto categori es.  Mythologists 
cal l  th em archetype s :  th e Orphan,  
the  Warrior,  the Wanderer,  a n d  so  
o n .  The Enforcer is  an arch etype , a 
gen eti c  personal ity type that e xi sts 
in every soci ety . 

At i t s  m o s t e x t r e m e ,  th e 
e n fo r c e m e n t  p e r s o n a l i ty i s  a 
paran oi d s ch i z ophre n i c ,  u n ab l e  t o  
d i s t i n g u i s h  fri e n d  fr o m  fo e .  I n  
Ameri c a,  th e se typ e s  are ( i d e a l l y )  
fe rr e t e d  o u t  b y  I n t e r n a l  
Investigati ons .  In oth er places,  th ese 
crazi es rul e  th e nati o n .  

Fi rst a n d  foremost, Enforcers are 
c o n vi n ced of th e ri ghtn e s s  of th eir 
i d e a s .  P h i l o s o ph i c a l d o u b t s  are 
unheard of. If the legisl ature w ere to 
m ak e  h ar d - b o i l e d  e g g s  i l l e g a l , 
E nforcers woul d pursu e peopl e  wh o 
se l l  a n d  c o n s u m e  h ard-boi l e d  eggs 
with th e same vi gor now devoted to 
hackers. In thi s sense,  the E nforcer 
actually shows an amazi ng elasti city 
of beli ef. The m ere passage of a bill 
i n t o  l a w wi l l  r e - or g a n i z e  t h e  
thi nking o f  th e Enforcer. 

As a c o r o l l ary , t h e  E n fo r c e r  i s  
i n c a p abl e o f  l e a r n i n g  fr o m  
experi e n c e .  N o  m atter h o w  often a 
b e l i e f  i s  proved wro ng by physi cal 
evi d e n c e ,  th e E n forcer cl ai m s  th at 
b etter e q u i p m e n t or t o u gh er l aws 
wi l l  sol ve th e probl em . 

Wi l l i a m  J .  C o o k  i s  th e fe d e r al 
prosecutor wh o busted Shadowhawk 
a n d  wh o s t o p p e d  th e p r e s s e s  at  
Phrack. H e  t ol d th e tal e of how he 
na i l ed Sh adowh awk in  a m agazi ne 

c al l e d  Sec ur i ty Ma nagement .  
Readi n g  thi s peri odi c al provide� an 
insight i n to the mental mechanisms 
of the Enforcer. 

" U n c o v e r i n g  th e M y st ery o f  
Shado w h awk, " b y  Wi ll i am J.  Cook 
a p p e a r e d  i n  th e May 1990 i s su e .  
C o ok expl ai n s  h o w  the h a cker got 
i nt o  NATO, Air F o rc e ,  and AT&T 
c o m p u t e r s  a n d  t h e n  s ay s ,  
"Shadowhawk's m ethod o f  operation 
was based less  o n  genius  and m ore 
on usi ng passwords, u ser tips, and 
h acki n g  t e ch n i q u e s  l e ar n e d  fro m  
hacker bulleti n boards."  

The above i s  an exam pl e  of denial 
of gen i us .  A s  a p r o gr a m m er ,  y o u  
k n o w  th a t  other programm ers d o  
thi ngs well that y o u  do n o t  and vice 
v e r s a .  Y o u  h a v e  n o  p r o b l em 
a d m i tti n g  that  s o m e o n e  e l s e  i s  
sm arter th an you . Thi s i s  i mpossible 
for the E nforcer. It i s  e asy to tak e  
Cook's statement and make it  i nto a 
N a z i  r e fu t a t i o n  o f  R e l ati v i t y : 
"Einstei n 's theories are based l ess on 
g e n i u s  a n d  m o r e  on N e wt o n 's 
c al c u l u s ,  M ax w e l l ' s  p h y s i c s ,  a n d  
tensor  al gebra l e ar n e d  from oth er 
m ath em ati cians ." 

"Doi n g  Ti m e  o n  t h e  Tel e ph o n e  
Li n e , "  by L a ngford A n d e r s o n  was 
p u bl i sh e d  i n  th e F e b r u ary 1 9 9 0  
i s s u e  o f  Secur i ty Ma nagement .  
A n d e r s o n  i s  t h e  c o m m u n i c ati o n s  
d i r e c t o r  o f  T h e  C o m m u ni c at i o n s  
F r a u d C o n tr o l  A s s o c i ati o n  i n  
McLe an , Vi rgi ni a .  I n  outl i n i ng the 
m a n y  w a y s  t h a t  t e l e ph o n e  
compani e s  are ch eated out o f  their 
r e v e n u e s ,  h e  e x p l ai n s  t h e  " c o d e  
cal l ing" fraud, perpetrated on AT&T 
by trucki n g  compani e s .  "Th e cal l er 
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w o u l d  ask the o p erator to p l a c e  a 
collect call  for Fred P. Jones III .  The 
call woul d be refu sed, but the name 
w a s  a c o d e  t h a t  l e t t h e  c o m p a ny 
k n o w  a dri v e r  h a s  h al f  a l o a d i n  
N ashvi l l e  en route to Kan sas City .  
Th i s  w ou l d  g o  o n  24 h ours a d ay ,  
seven days a week,  and th e cost i n  
AT&T operator tim e  was i n credibl e . "  

Thi s i s  an e xa m pl e o f  d e n i al o f  
o pportu nity. AT&T defi n e d  i ts o w n  
system .  Yet b y  taking advantage of 
t h at  s y s t e m ,  th e s e  t r u c k i n g  
compani es com mitted "fraud" i n  the 
eyes of the Enforcer. 

It  is al s o  an exampl e of t u nnel 

vision. Trucki ng compani es were not 
t h e  o n l y  o n e s  wh o b e n efi t e d  fro m  
this i nsi ght. Sal esmen cal l i ng home,  
coll ege k ids ,  mi l l ions  of  peopl e took 
advantage of thi s  l oophol e in AT&T 
p o l i ci e s .  Th e fa c t  th a t  AT & T  
survi v e d  suggests th at th e s e  costs  
were  a lre ady b u i lt i n to th e ph o n e  
rates.  Perh aps w e  are to bel ieve  th at 
t h i s a c ti v i ty l e a p t  i n t o  s u d d e n  
e x i s t e n c e  i n  1 9 7 0  a n d  o n l y  
divesti ture saved the company .  

Yet  a n o t h e r  e x a m p l e  of  th i s  
tunnel vis ion c o m e s  fro m  Bri a n  D .  
C o stl e y ' s  " C r a c k i n g  D o w n  o n  th e 
N e w  S afe c r a c k e r . "  N o ,  i t  i s n 't  a 
r e i n c a r n a t i o n  of R i c h a r d  P .  
Feyn man,  i t's a n  autodi aler th at can 
s p i n 2 3 0 , 0 0 0  c o m b i n ati o n s  i n  30 
h ours.  Th e arti cl e surrou nds an ad 
for com bi n ati on l ocks by Sargent and 
G r e e n l e a f, th e c o m p a n y  th a t  
e m p l o y s  C o s t l e y .  Th i s  b l a t a n t  
exampl e o f  feathering one 's own nest 
i s  l ost on the E nforcer who passi vely 
accepts the offeri ngs of any auth ority 
fi g u r e .  S i m pl e  a r i th m e ti c  w o u l d  
i n di c a t e  t h a t  th e S & G  d u al - di a l 
c ombi nation l ocks are only a bigger, 
n o t  i m p e n e t r a b l e ,  b a rri e r .  It i s  
al m o st h u m orous that th e S & G  ad 

r e l i e s on  r e g i s t e r e d  t r a d e m a r k  
p h r a s e s :  " s p y - p r o o f"  a n d  
"mani pul ati o n-proof. "  ( Th i n k  o f  h o w  
cool it would be to n ai l  a sign t o  your 
home that says "Wi n dsor Castl e (r ) . " )  

Despite th e i m age of  th e Enforcer 
w h o  i s  d e d i c a t e d  to fa c t s  
( p r o m u l gated by pol i c e  procedural  
mysteri es) ,  the truth i s  th at at  some 
poi n t ,  th e b e l i ef  str u c t u r e s  o f  th e 
e nfor c e r  c a n  o n l y  b e  p r o t e c t e d by 
vagu e n ess .  

A n  e x a m p l e o f  t h i s  de n i a l  of 

o bjec t i ve  real i ty c a n b e  fo u n d  i n  
"Defe n di ng Agai nst Vi rus Attacks , "  
by R ay m o n d  G. Kam m er,  th e d e p u ty 

director of th e Nati o n al I n stitute of 
S t a n d ar d s  a n d T e c h n o l o gy .  Th e 
arti c l e a p p e ar e d  i n  th e M a y  1 9 9 0  
i ssue o f  Security Ma nagement. 

H o w  d o e s  o n e  d e fe n d  a g a i n s t 
vi ru s e s ?  N o  a n S W N i s  g i v e n .  Th p 
a r ti c l e  a l l u d e s  t o  p r i v a t e  s p c t o r  
sol u ti o n s , b u t  n o n p  i ,;  n a m p d .  Th e 

arti c l e  descri b e s  c o m  m i tte l' S ,  stu di p " , 

a n d  n e w s  re l e a s e s .  I n r e " p o n " p  t o  
t h e I n t e r n e t  W o r m  ( h e  c a l l s  i t  a 
" v i ru s " ) , th e N I ST w o r k p d  w i t h  t h e  
D e p a r t m e n t o f  D p fe n s e a n d  t h p  
N a ti o n a l S p c u r i ty Age n cy .  R a t h p T  
tha n  crpate c o m p u t p r  pr06'1ams,  th p.v 
created another com mi ttp p w h i ch i n  
turn warnpd com putpri sts about th p 
C o l u m b u s  Day Vi ru s o f  1 9 8 9  b u t  

fai l e d  to provi d e  any pro d u cts .  
For m any Enforcers, th i s  di vorce 

fr o m  r e al i ty e v e n t u al l y  m a n i fe s t s  
i tself  a s  para noia . A perfect ex am p] p  
o f  th e d e n i al m e ch a n i s m s  i n vol v e d  
com es from "Headach e for th e H ost" 
b y  D a r l e n e  M .  T e s t e r , Sec u r i ty 
Ma nagement ,  J a n u a ry 1 9 9 0 . Th e 
arti cle i s  a compl ai nt agai n st "a n e w  
pro toc{)1 i n  data pro c e s s i  ng - fi l  e 
tr a n s fe r  fr o m  P C  to h o s t . "  Th e 
author al so says,  "A thorn i n  the si de 
of th e software i n du stry h a s  b e e n  
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public  domain software . . . .  In the 
past, these software packages have 
been available through PC network 
b ulletin boards and pirate data 
reproduction services .... File transfer 
protocols are entering this sector of 
the software industry .... Unlike other 
p u b l i c  domain package s ,  this 
software comes under the guise of  a 
different name - 'nonpublic domain' 
software." 

Tester's solutions to the threat of 
file transfer protocols are to forbid 
users from mounti n g  such software. 
Failing that, if users are actually 
permitted to load programs, then the 
system administrator must "print a 
hardcopy of the protocol and review 
it for logic bombs or time bombs." If 
she can read hex code that well, I 
admit she is smarter than I'll ever 
be. 

Proj ection and transference are 
p sychol ogical me c hanisms that 
manifes t themselves stron gly i n  
neurotic: individuals. Tester uses the 
p hrase "fairy tale existence" and 
accuse s unna m e d  persons of 

claiming that un named security 
people are "paranoid." 

Continuing not to name names, 
Te ster alludes to "nam e - brand 
protocol systems" that are safe and 
reliable, but d oesn't  nam e  any . 
Tester closes her article wi th the 
paranoiac's manifesto: "Host systems 
have a g ood safety recor d .  That 
safety record must be maintained at 
all costs." Would Tester draw the 
line at executing one Eskimo in ten 
if it meant that mainframes would 
be safe from viruses? You can gauge 
the leve l of  real i ty denial  b y  
considering that, a s  a woman, Tester 
is a "host." She fears "mounting," 
"penetration," and "infection" and in 
fact, "has a headache." If she would 
face these fears,  they w o u l d n ' t  
appear in her technical essays. 

You can see from these examples 
that the E nforcer i s  a terrible 
servant and a fearful master. Only 
the strongest j udicial and 
constitutional restraints will protect 
America from these deluded 
individuals. 

2600 has lUeetings in 
New Yorl� and San 

Fradeisco on the IIrSt 
Friday of every lUonth 

from S plU to 8 lllU 
loeal tinte. See page 41 

for specific detalls. 
Page 4()t 2600 Magazine Autumn 1991 



2600 marketplace 
2600 MEETINGS.  First Friday of the month at 
the Cit icorp Center--from 5 to 8 pm in the lobby 
n e a r  t h e  p a y p h on e s .  1 5 3  E 5 3 rd St . .  N Y .  
between Le x  & 3 rd .  Come by. drop off articles. 
ask questions.  Call 5 16-75 1 -2600 for more info. 

Payphone numbers at Cit icorp: 2 1 2-223-901 1 .  
2 1 2-223 -892 7 . 2 1 2 -308-8044. 2 1 2-308-8 1 62 .  
Meetings also take place i n  San Francisco at 

" Embarcadero Plaza ( inside) starting at 5 pm 
Pacific Time on the first Friday of the month. 
Paypnone numbe rs : 4 1 5-398-9803,4,5,6. 
W A N T E D : S chemat i cs  and data k i t s  for 
telephone l ine voice scramblers.  Prefer digi tal 
units using DES encrypt/decrypt algorithm. Code 
key must be user changeable from exterior of unit. 
Please send price/details to A.G. Morris, PO Box 
4682, Long Beach, CA 90804-4682. 

S P Y  S H O P  C A T A L O G U E :  Packed w i t h  
equipment, items, personal an d  privacy protection 
survei l lance transmitters in ki t  form, telephone 
taps, bugs, stun guns, room monitors ,  decoding 
dev i c e s ,  analyzer s ,  covert tracking sy stem s ,  
defense spray s, caller ! D ,  people tracers - find 
anyone anywhere! Detection systems ,  tap trap, 
voice changers, scramblers, secure phones, and 
much more. Send $5 check or money order to: 
Bug Busters, PO Box 978, Dept. 2-6, SlJoreham, 
NY 1 1786. FAX 5 1 6-929-0772. 
W I L L  P A Y  $ 1 0,000 for " m i n d  ra d i o "  
computer program and schematics. Call Mike at 
2 1 2-533-43 5 \ .  
K N O W  W H O ' S  C A L L I N G ! T h e  C a l l  

Ident if ier  has  t h e  ans w e r. Displays  call � r ' s  
phone number when your phone rings.  Stores 
phone numbers  w i th date and t i m e  of c al l .  

$ 7 9 . 9 5 .  $ 1 0  off for 2 600 s u b s c ri b e rs . 
S u rv e i l lance -Counte rsurveillance e q u i pment 
catalog $5.  Miniature Surveillance Transm itter  

Kits  $39 .95 ppd.  Voice changers. scramblers . 
vehicle t racking.  bug and phone tap detectors , 
boo k s .  v i d e o s .  e t c .  E . D . E  . •  PO B o x  3 3 7 .  

Buffalo. N Y  1 4226. (7 1 6) 69 1 -3476. 
C A N  S U P P L Y  s oftw a re and com put e r  
hardware of any k ind below wholesale pri ces .  I 

am look ing for sales people. If you can find me 
buye rs . I w i ll work out a percentage. Would 
l ike to correspond wi th hackers in Switzerland. 
G e ml a n y .  J apan .  and France.  Anybody w i t h  
access to stealth lx)mber technology or decess to 

L o s  A l a m o s  N a t i on a l  Laboratory in N e w  
Mexico an d/or Lawrence LivemlOrc Labs i n  

S a n  F ran c i sco.  K .  Henderson . P O  Box 265,  
Agoura Hills. CA 9 1 30 1 .  8 1 8-889-836 1 .  
T H E  L I T T L E  B L A C K  BOO K OF 

COM PUT E R  V I R USES. The fi rst book on 
how to w rite them ! 1 90 pgs ,  soft cover. with 
ful l  IBM PC source code. $ 1 4.95 postpaid. or 

ask your local bookstore to order i t .  (ISB N  0-
929408-02-0) A me rican Eagle Publ i cat ion s .  
Box 4 140 1 .  Tucson. A Z  857 1 7 .  

T EC H N I C A L  S U R V E I L L A N C E  

C O U NT E R M EA S U R ES ,  commun i ca t i o n s  
enginee ring  serv ice s .  R o s s  Engineering .  Inc . . 

7906 H ope Valley Court.  A d am s t o w n .  M D  

2 1 7 1 O. 800-US -DEBUG. 

C OC OT S  FOR S A L E :  Pe rfe c t  w o rk i n g  
condit ion.  removed from service.  Cred i t  card 
o n l y  t y p e .  h a s  c a rd reade r b u i l t  i n t o  un i t .  
DTMF. 1 2  number speed d ia l .  $ 8 0  each plus 

$ 1 5  shipping. Call or write for info. Bill Rogers .  
2030 E .  C h a rl e s ton B l v d  . .  Las  V e g a s ,  NV 
89 1 04. 800-869-8501 . (702 ) 3 82-7348.  
TAP BACK I S S U ES ,  complete se t  Iss  1 -
9 1 .  h i g h  q u a l i t y .  $ 5 0 .  S A S E  fo r i ndex .  i nfo 
on other  hol d i n g s .  Robe rt H .. 1 209 N 7 0t h .  
W a u w a t o s a .  W I  5 3 2 1 3 . 
TAP BACK ISS U ES, complete set Vol 1 -9 1  of 
Q U A L I T Y  copi e s  from o ri g i na l s .  I n c l u d e s  
schemat i c s  and inde x e s .  $ 1 00 postpa i d .  V i a  
U P S  o r  Fi rst Class M a i l .  Copy o f  1 97 1  E squ ire 
article "The Secrets of the Little Blue Box" $5 
& large S A S E  w/52  cents of stamps. Pete G . .  
PO Box 4 6 3 .  M t .  Laure l .  NJ 0805 4 .  We a re 
t h e  O ri g i n al ! 

Marketplace ads are free to 

subscri bers! Send your ad to: 

2600 Marketplace, PO Box 99, 

Middle Island, NY 1 1 953. 

Include your address label. 

Ads may be edited or not 

printed at our discretion. 

Deadline for Winter issue: 

1115/92. 
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MORE EXCITING PRISON NEWS 
PUBUCAT ION D E N I A L  NOT I FI C A  T ION 

T I T L E  OF P U B L I C A  T l O N  2600 Hacker Quar ter ly Spr i ng 1 99 1  VB N 1  

T h e above pub l i ca t i o n  h a s  b e e n  rev iRwed a nd den ied i n  acco rdance wi th  
S e c t i o n  3 . 9  of t h e  T DCJ R u l es and R eg u la t i o n s for the reaso n ( s )  checked 
below : 

o (a ) P u b l icat ion c o n t a i n s  con t r aba n d . 

o ( b )  P u b l icat ion conta i n s  i n format ion regard ing the man fact u r e 01  
explos ives , weapons or drug s . 

o (c )  P u b l icat ion con t a i n s  m a t e r ia l that  a reasonable person would 
con s t r u e  as wrr t ten so le ly  for t h e  p u rpose of communicat ing 
i l l fo rmat io l l  des igned to achieve a b reakdown of pr isons t h rough 
i n mate d is rupt ion such as s t r ikes o r  r iots.  

I!l (d )  A spe c i f i C  fnctui l l  d e t e rm i nat ion has been made that the publ ica­
t ion is  d e t ri m e n t a l  to p n so n e r ' s re hab i l i tat ion because it 
would e n co u rage deViate c r i m i n a l  sexual  behavior.  

o ( e )  P u b l icat ion con ta i n s  mater ia l  on t h e  set t ing up and operat ion 
of c ri m i n a l schemes or how ro avoid detection of criminal  

sch emes by law fu l author i t ies charged with the responsibi l i ty 
for detecting such i l legal act iv i ty . 

R E M A R KS �s 4 .  5 .  7. 9 .  3 1 .  3 3 .  36 and 37 con ta; n ; n format; on ouin.flliill9 
...£Q!!!l,l u t er L.l'!i th v i r u s_e s .  _E9gL-4�ontai n s  informatj on on mi sYs.i ng 

equ I pme n t  to ma k e  i l l e � c a l l s .  
(Oops not qua I ify fllLcJ iwifl1l...l..-. ___ _ 

If there is a des i re to a ppea l t h e  reject ion of t t le aforement ioned 
publ ication , th is  may be acco mpl ished by wr i t ing to the Di rector's 
Review Committee ,  P O. 30x 99, H u ntsvi l l e ,  Texas 77340. The appeaf 
must be mai led so as to arr ive at the Texas Department of Cr imina l  
Just ice ,  Ins t i tu t io n a l Div is ion ,  w i t h i n  two (2 )  weeks of the date 
shown below . 

teJephow 

MA I L  S Y STEM COORD I NATOR� .�ANEL . _ ___ _ 

2600 Mag a z i ne 
Publisher ' S e ider 

P O Bo x  7 5 2  
Address 
M i dd l e  !�and N Y  1 1 9 5,"'3-'- 0'-'-7=5 2=--__ 

City ,  Stale .  ZiP Code 

O c tober 8. 1 9 9 1  
Date 

Our magazine has been called just about everything under the sun, 
but th is is a new one on us. 
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more conversion tricks 
by DC 

The Radio Shack red box conversion is 
the greate s t  example  of a rem arkable 
coincidence that I have ever come across . 
The fac t  t h a t  t h e  ti m i n g  o f  the  
microprocessor inside the device and the 
to ne pair for the DTMF asterisk when 
sped up creates a nearly perfect quarter 
tone sequence is beyond luck. The entire 
conversion is poetry. Thanks for the great 
work, Noah Clayton. 

Being that the tone dialer itself is such 
a nice product (I believe it is, feature for 
feature, the best product Radio Shack has 
to offer, considering most of what Radio 
Shack has to offer sucks and is overpriced 
anyway) 1 didn ' t  want to just convert mine 
into a red box .  1 wanted to h ave the red 
box tones as well as the dialer capabilities .  
S ince reading the conversion article in the 
Autumn 1 990 issue of 2600, 1 have come 
across a file explaining how to make the 
conversion but incorporating a switch to 
select between the two different frequency 
crystals,  enabling both touch tones and a 
red box .  One thing 1 didn ' t  l ike about the 
fi le ' s  design is that it had wires coming 
out o f  the back o f  the u n i t to the t w o  
cry s ta l s  a n d  t h e  switch w h i c h  were a l l  
epoxied together to  the back of the un it .  
Ugly .  I managed to fit everything neatly 
inside the uni t .  

The fust thing I did was fi le the lip on 
the bottom of the 6.5536 Mhz crystal fl ush 
with the rest of it� case to give it a lower 
profile. Looking at the circuit board with 
the battery compartment  towards yo u ,  I 
removed t he screw on the upper left-hand 
s ide near the two solder pads and diode 

and put t h e  c ry s t a l  i n  t ha t  a rea . I a l so 
reduced the so lder on the lower pad to 
make the slightest bit more room for the 
crystal. I soldered one lead of the 6.5536 

Mhz cry stal  (extended with a piece of  
wire)  to  one lead of the 3 .579545 Mhz 
crystal. I then soldered the other lead to 
the top leg of the SPDT switch and glued 
the crystal in place with some super glue. I 
then  deso ldered t h e  o t h e r  l e g  o f  the  
3 .579545 Mhz crystal and  jumpered it to 
the  bot tom l e g  o f  t h e  S PDT s w i tc h . 
F ina l ly ,  I soldered a j u mper fro m  the 
middle leg of  the switch to the lead into 
the microprocessor (the lead that one leg 
of the  3 . 5 7 9 5 4 5  M h z  cry s t a l  w a s  
desoldered from ). I cut a slot i n  the side of 
the two h a l v e s  of the c a s e  ( t he s i de 
opposite the ON/OFF and DIAL/STOR E 
switches) and glued the switch in place. It 
works like a cham . .  

The 6 . 5 5 3 6  Mhz cry s t al c a n  also be 
ordered from Radio Shack, by the way, for 
$4.95 each .  I wouldn ' t  mention this  if it 
weren't  for the fact that Fry ' s Electronics 
wanted to charge me eight  bucks shipping 
and handling alone on a cash order . 

I a lso discov ered that  the lone dia le r  

can be converted to  generate the  green hox 
" c o i n  re t u r n "  t o n e .  Repl a c i n g  t h e 

3 .579545 Mhz crystal w i th one that ha� a 
value c lose to 4. 1 52 1  Mhz (the calcu lated 

v a l u e )  w i l l  cause  the pound ( # )  key to 

generate frequenc ies close enough to the 

1 1 00 and 1 700 Hz green lxn tones ( 1 09 1  

and 1 7 1 3  in actuali ty ) .  Mak ing th is  mod to 

the dialer wouldn ' t  s u ffice bec ause you 

would s t i l l  need a way to  generate e i ther  

2600 Hz or 900+ 1 5(X) H z  ( the "operator 

re lease " s igna l ) In order to send the green 

hox tones . I f  someone can figure out how 

to i ncorpora te all  needed green box tone, 

into the dialer. I would like to hear about 

i t .  It would be a I1lce complement  to the 
red box. 

R e a ders :' P le a s e  s e n d  11 .1 , {) lIr 

e.tpl:riences and e.tl'l'riml'nts to SiUlrl'. 
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useful unix programs 
by Marshall P lann 

THIS PROGRAM LETS YOU SEE WHAT 

ANY WORD WILL LOOK LI K E  AFTER 
ITS CRYPTED. THIS IS PARTICULARLY 

USEFUL FOR THE NEXT PROGRAM. 

#inducle <pwd.h> 

main(argc,argv) 
int argc; 
char *argvD ; 

( 
if (argc>2) 

printf("%s\n",crypt(argv[ 1 ) ,argv{2))) ;  
else i f  (argc> 1 )  

printf("%s\n",crypt(argv[ 1 ) , "hi") ) ;  

} 
THIS PROGRAM WI LL ALLOW YOU TO 
LOCK UP ANY T E R M I N A L  ON A UNIX 

SYSTEM UNTI L TH E SEC R ET WOR D IS 

ENTERED. IN THIS CASE, THE SECRET 
WORD IS DOG. THE WORD IS LISTED IN 
E N C R Y PT E D  F O R M ,  O T H E R W I S E  

A N Y O N E  L I S T I N G  YO U R  P R OG RA M  
WOULD BE ABLE TO S E E  IT. 
/* 
save this as "secret.c" and 
type "make secret" or "cc secret.c -0 secret" 
to compile. 
*/ 

#indude <stdio .h> 
#incl ude <syslioctl .h> 
#include <signal .h> 
#include <pwd.h> 

main(argc,argv) 
i nt argc; 
char **argv; 
( 

struct sgttyb basic; 
short flag s ;  
char str(32) ; 
i nt i ;  

/* ignore all interrupts that may try 
to mess up this program like �C �Z */ 

for( i = 1 ;k33 ;signal( i++ ,S IG_IGN))  ; 

/* shut off echo and receive key strokes 

as they are hit from the terminal *' 
ioctl(fileno(stdin) , TIOCGETP, &basic) ;  
flags = basic.sg_flags ;  
basic .sg_flags 1=  CBREAK; 
basic.sg_flags &= - ECHO; 
ioctl(fileno(stdin) ,  TIOCSETP, &basic) ; 

do t 
/* prompt for the input */ 
fprintf(stdout, "Enter Secret Word>") ; 
fflush(stdout) ; 

/* get the input until a return 
or a lot of keys are hit *' 

fort i = 0;( i<3 1 )&&((strji) = getchar()) != 
'\n') ; i++) ; 

*/ 

} 

/* termi nate the string */ 
str[i)= '\0 ' ;  

/* acknowledge that you have 
accepted the return by echoing it 

fprintf( stdout, "\n" ) ;  

/* repeat until the word 
has been entered *' 

while(strcmp(crypt(str, "hi ") , "higSfxQjrCp 7Y" 
I ) ;  

/* restore the terminal back to 
the orig inal settings * / 

basic. sg_flag s = flag s ;  
ioctl (fileno(stdin ) ,  TIOCSETP, & basic) ; 

/* do something with the secret string 
here , I just print it out. . . 
you could have fun with it 

fprintf( stdout," ->%s\n", str) ; 
fflush(stdout) ;  
*/ 

Send us an article and get a free subscription ! 

2600 Editorial Dept. 
PO Box 99 
Middle Island. NV 1 1 953 
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3 1  (24) 5 2 4 3 ( 1 5 ) ( 1 4) (23) 5 (34) 1 (25)  ( 1 45) 2 3 3 1 (245) 

3 5  (24) 1 3 2  4 ( 1 5) ( 1 4 )  (25)  3 (35) 4 ( 1 2 )  ( 1 45) 3 2 1 2 (345) 

5 1 (24) 3 3 4 2 ( 1 5) ( 1 4)  (35) 2 (35) 2 ( 1 4 ) (234) 5 1 2 1 (345) 

5 3  (24) 1 4 2 3 ( 1 5) ( 1 5) (23 )  4 (35) 1 (24 )  (234) 1 5 ( 1 23)  (45) 

1 3 (25)  4 4 3 2 ( 1 5) ( 1 5) (24)  3 (45) 3 ( 1 2 )  (235) 1 4 ( 1 24)  (35) 

1 4 (25) 3 1 4 5 (23) ( 1 5)  (34) 2 (45) 2 ( 1 3 )  (235) 4 1  ( 1 25)  (34) 

3 1 (25) 4 1 5 4 (23) (23) ( 1 4)  5 (45) 1 (2;3) (245) 1 3 ( 1 34 )  (25) 

3 4  (25)  1 4 1 5 (23) (23) ( 1 5)  4 3 ( 1 2) (45)  (245) 3 1  ( 1 35)  (24)  

4 1  (25)  3 4 5  1 (23) (23) (45 )  1 4 ( 1 2 )  (35) (345) 1 2 ( 1 45) (23) 

4 3  (25) 1 5 1 4 (23) (24)  ( 1 3)  5 5 ( 1 2) (34) (345) 2 1 (234) ( 1 5) 

1 2 (34) 5 5 4  1 (23) (24)  ( 1 5 ) 3 2 ( 1 3)  (45)  4 ( 1 23)  5 (235) ( 1 4) 

1 5 (34) 2 1 3 5 (24) (24) (35) 1 4 ( 1 3) (25)  5 ( 1 23)  4 (245) ( 1 3) 

2 1 (34) 5 1 5 3 (24) (25)  ( 1 3)  4 5 ( 1 3) (24 )  3 ( 1 24)  5 (345) ( 1 2 ) 

2 5 (34) 1 3 1 5 (24) (25) ( 1 4 )  3 2 ( 1 4) (35) 5 ( 1 24)  3 (45) ( 1 23) 

5 1 (34) 2 3 5 1 (24)  (25)  (34) 1 3 ( 1 4) (25 )  3 ( 1 25) 4 (35) ( 1 24)  
5 2  (34)  1 5 1 3 (24) (34) ( 1 2 )  5 5 ( 1 4) (23)  4 ( 1 25) 3 (34) ( 1 25)  

1 2 (35) 4 5 3  1 (24) (34) ( 1 5)  2 2 ( 1 5) (34) 2 ( 1 34)  5 (25)  ( 1 34)  

1 4  (35)  2 1 3 4 (25) (34) (25)  1 3 ( 1 5) (24 )  5 ( 1 34) 2 (24)  ( 1 35)  
2 1 (35) 4 1 4 3 (25) (35) ( 1 2 )  4 4 ( 1 5) (23)  2 ( 1 35)  4 (23) ( 1 45)  

2 4  (35) 1 3 1 4 (25) (35) ( 1 4 )  2 1 ( 23) (45)  4 ( 1 35)  2 ( 1 5) (234) 

4 1 (35) 2 3 4  1 (25)  (35) ( 24) 1 4 ( 23) ( 1 5 ) 2 ( 1 45) 3 ( 1 4 ) (235) 

4 2  (35) 1 4 1 3 (25) (45) ( 1 2 )  3 5 (23) ( 1 4 ) 3 ( 1 45)  2 ( 1 3) (245) 

1 3 (45) 2 4 3  1 (25)  (45) ( 1 3 )  2 1 ( 2 4) (35) 1 (234) 5 ( 1 2 )  (345) 

1 2 (45) 3 1 2 5 (34) (45) (23) 1 3 (24)  ( 1 5) 5 (234) 1 ( 1 234) 5 

2 1 (45) 3 1 5 2 (34) ( 1 2 ) 5 (34) 5 (24) ( 1 3 )  1 (235) 4 ( 1 235) 4 

2 3  (45) 1 2 1 5 (34) ( 1 2 )  4 (35) 1 ( 2 5) (34) 4 (235) 1 ( 1 245) 3 

3 1 (45) 2 2 5  1 (34) ( 1 2 )  3 (45)  3 (25) ( 1 4 ) 1 (245)  3 ( 1 345) 2 

3 2  (45) 1 5 1  2 (34) ( 1 3)  5 (24)  4 (25)  ( 1 3 )  3 (245)  1 (2345) 1 

3 4 5 ( 1 2 )  5 2  1 (34) ( 1 3)  4 (25)  1 (34)  (25 )  1 (345) 2 5 ( 1 234)  

3 5 4 ( 1 2 )  1 2 4 (35) ( 1 3) 2 (45)  2 (34) ( 1 5) 2 (345) 1 4 ( 1 235) 

4 3 5 ( 1 2 ) 1 4 2 (35) ( 1 4) 5 (23)  5 (34) ( 1 2 ) 4 5 ( 1 23)  3 ( 1 245) 

4 5 3 ( 1 2 )  2 1 4 (35) ( 1 4 )  3 (25)  1 (35)  (24)  5 4 ( 1 23) 2 ( 1345) 

5 3 4 ( 1 2 )  2 4 1 (35) ( 1 4 )  2 (35) 2 (35) ( 1 4 ) 3 5 ( 1 24) 1 (2345) 
5 4 3 ( 1 2 )  4 1 2 (35) ( 1 5)  4 (23) 4 (35) ( 1 2 ) 5 3 ( 1 24) ( 1 2345) 
2 4 5 ( 1 3)  4 2  1 (35) ( 1 5)  3 (24)  1 (45)  (23)  3 4 ( 1 25)  

• 2 5 4 ( 1 3 )  1 2 3 (45) ( 1 5) 2 (34) 2 (45) ( 1 3 )  4 3 ( 1 25)  
4 2 5 ( 1 3 )  1 3 2 (45) (23) 5 ( 1 4 ) 3 (45) ( 1 2 )  2 5 ( 1 34) 
4 5 2 ( 1 3) 2 1 3 (45) (23) 4 ( 1 5) ( 1 23) 4 5  5 2 ( 1 34)  
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TIME TO RENEW? 

I N D IV I D UAL S U BSCR I PTION 
o 1 year/$2 1 0 2 years/$38 0 3 years/$54 

CORPORATE SU BSC R I PTION 
o 1 year/$50 0 2 years/$90 0 3 years/$1 25 

OVERSEAS SU BSC R I PTION 
o 1 year, individual/$30 0 1 year, corporate/$65 

LIFET I M E  S U BSC R I PTION 
o $260 (you' l l  never have to deal with th is again)  

BACK ISS U ES (never out of  date) 
o 1 984/$25 Q 1 985/$25 0 1 986/$25 0 1 9871$25 

o 1 988/$25 0 1 989/$25 0 1 9901$25 
(OVERSEAS: ADD $5 PER YEAR OF BACK ISSUES) 
(individual back issues for 1 988, 1 989, 1 990 are $6.25 each) ,...,-------. TOTAL AMOUNT ENCLOSED:  

. 



what it IS 

why wo n 't they l iste n ?  4 
s i m p l ex l ocks :  i l l u s i o n  of secu rity 6 
d utch hacke r  i ntrus ion 1 4  
p rotecti n g  yo u r  ssn 1 8  
cocot n u m be rs 22 
l ette rs 24 
ti d b its 3 1  
posta l hacki n g  32 
psyc h o l ogy in the hacke r  wor ld  38 
2600 ma rketp lace 4 1  
a n oth e r  d i a l e r co nve rted 43 
usef u l  u n ix p rog ra m s  4 4  
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