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Over and over, we're told that ahove al l e lse 
we must  respect the l aw. Whether or not we 
di sagree w i th i t ,  whether or not we feel i t ' s  un­
fai r, even when j ust about everybody knows i t ' s  
a had l aw, the one th ing  that 's a lways been 
made e lear to u s  is that the law is the l aw. So  i t' s  
espec ia l ly  tel l i n g  when we sce j ust how l i tt le  
the law actual l y  means to lawmakers and those 
i n  power. 

There i s  a process hy wh ich  inj u st ices can 
he corrected . It 's rare ly  quick and easy and it 
usual l y  i nvolvcs a good amount o f  saer i  l ice on 
the part  of  those try i n g  to change the way 
th ings arc . The abo l i tion  o f  s lavery, women's  
suffrage, the c i v i l  r ights movement,  even some 
changes in the foreign  pol icy  of  the U.S .  gov­
ernment  came ahout as a resu l t  of i ntense loh­
hy ing ,  massive demonstrat ions ,  and people 
w i l l i ng to give up  everyth ing  in order to stand 
up for someth ing  they be l ieved i n .  

We see th i s  today on a n umber of  front s t hat 
affect us  qu ite d i rect ly. not  the least of wh ich  i s  
t h e  D ig i tal M i l le n n i u m  Copyright  Act 
( DMCA) ,  used to prosecute 2600 hack in 2000. 
Whi l e  we lost that fight .  the hatt ie  agai nst  the 
DMCA cont inues to th i s  day and we are com­
m itted to overt urn i n g  an u nj ust l aw that has 
robbed many of basic freedoms i n  the world of 
d ig i tal technology. What laws l ike t he Patriot  
Act have done to our country i s  so frighten ing  
as to be almost  unhe l ievable .  B u t  there are m i l ­
l i o n s  of people determi ned t o  light  hack and at ­
tempt to keep c i v i l  r ights from crumb l i n g  i n to 
dust .  

D i soheyi n g  an u nj u s t  law i s  another tact ic  t o  
force the hand of  the lawmakers, one wh ich  of­
ten carries  a heavy price.  Despi te th i s .  i t ' s  rare 
that the ent i re structure of  the legal system i s  
a lso d i sobeyed - those engag ing  i n  c i v i l  di sobe­
dience tend not to  try and escape prosecut ion; 
rather, they use the structure of  the system to  
voice the ir  obj ect ions to the l aw or  po l icy  
they're protestin g  against .  

B u t  now we arc at a poi n t  w here those a l ­
ready i n  power h ave grown i mpat ient  w i th such 
thi n g s  as due process,  c i v i l  r ights ,  and publ ic  
perception .  I n  some d i sturbing and a lmost  
comical examples ,  we see exactl y  how l i tt l e  the  
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law actual ly means to them .  
Senator Orri n H atch ( R- Utah ) has been in ­

vo lved i n  d i scuss ions  w i th  a company ca l led  
MediaDcfe nder wh ich  has developed a product 
to d isrupt mus ic  downloads (yes, that's what 
they do) .  I n  a recent  exchange, Hatch expressed 
his i nterest in "destroyi n g "  the computers of 
those suspected of copyright  v io lat ion .  In h i s  
words, such a n  act " may he t h e  o n l y  way you 
can teach somehody about  copyrights . "  Th i s  i s ­
n ' t  some drunkard i n  a har  offering a com­
plete ly  i nsane so lut io n  to a problem. Th is  i s  a 
U n i ted S tates Senator. 

And i t ' s  not the first t i m e  we've heard th i s  
ki nd of talk .  The  Record ing  Industry Assoc i a­
t ion of America ( RI AA )  has i n  the past tried to 
get legi s lat ion passed that would a l low copy­
right holders to hack i nto the computers o f  peo­
p le  suspected of hav i ng mus ic  that they  d idn ' t  
pay  for. I n  fact. they attempted to tack this onto 
an ant i- terror ism b i l l ,  no  doubt hop ing  that the 
hysteria of the moment would keep the ir  h la­
tant attempt to bypass due process u nnoticed.  
Fortunate ly, i t  d idn ' t  work - that t ime .  

Then,  i n  2002, r ight  before the August  re­
cess, Rep.  Howard Berman ( D-Cal i forn ia )  pro­
posed another b i l l  to do hasical l y  the same 
th ing .  " "N o  leg is lat ion can eradicate the p rob­
lem o f  peer-to-peer p iracy. However, enab l i n g  
copyright  creators to take act ion  to prevent  an 
i n fr ing ing fi l e  from being shared via P2P (peer­
to- peer) i s  an i mportant fi rst  step, "  he said .  

There was only one prob lem.  To do what 
they wanted was i l l egal under a l l  k inds of  laws.  
So  part of what th i s  bi l l  was pushi n g  for was 
i m m u nity from prosecut ion .  That means the 
M PAA and RIAA could completely d i sable,  
b lock,  and even damage a pub l ie ly ae cessih le  
network if they hel i eved someth ing  they didn ' t  
l i ke was going on  there . And anyone whose 
computer was damaged as a resu l t  of  th i s  
woul d  have t o  get permission fro m  the U . S .  at­
torney general to sue the perpetrators and then 
only i f  the damages were above $250' 

New l i fe may he breathed i nto th i s  legi s la­
t ion  hy Hatch 's  recent  comments .  He said that  
the sys tem he env is ioned would warn a com­
puter user twice i f  they were doing someth ing  
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objectionable and " then destroy their computer . "  
" I f  that 's  the o n l y  way, t he n  I' m a l l  for 

destroy i ng t he i r  mach ines , "  he went on to say, 
I n  a c i v i l i zed soc iety, laws ex i s t  for a rea­

son .  At l east in theory, they are desig ned to pro­
vide a level  p lay i ng fie ld  and a chance of equal 
j ust i ce for one and a l l .  I nd i v iduals  break laws 
for a v ariety of reasons ,  usual l y  ei ther to gai n 
an advantage or to recover from a di sadvan­
tage. But  when g overnments  break these laws, 
i t ' s  because they fear losing contro l .  They beg i n  
t o  act w i th desperation  and start t o  lose touch 
w i th rea l i ty. We've seen t h i s  al l before i n  many 
parts of the world througho ut h i story. 

Over the past couple of years, we' ve bee n  
witness t o  th i s  sort o f  th ing  o n  a much l arger 
scale.  C i v i l  l i bert ies  have become d irty words .  
The Freedom of I n formation Act  i s  practical l y  
a t h i n g  of t h e  past. People who quest io n  pol icy 
are accused of being tra i tors .  And fear, a lway s  
t h e  m ost essent ia l  i ngred ient  i n  s u c h  a do wn­
w ard spiral , has become an omni present part of  
our dai ly  l i ves .  

I t' s  a lways the feel i n g  of  cri s i s  wh ich  per­
mi ts  what would otherwi se be unacceptab le  
changes to pract icall y  be welcomed by the pub­
l i c. And,  s ince these c hanges  are u n l i ke ly  ever 
to be reversed, society is fo rever changed i n  a 
very negative w ay. 

It would  have been completely unheard of 
on ly  two years ago for people here to be 
rounded into prison camps and held w i thout  
c harge or w i thout  even conf irmat ion of the ir  
detenti o n, I t  h appens today and i t' s  no longer 
even in the news. Most  of the t ime these people  
aren' t c i tizens of the U n i ted S tates ,  wh ich  i n  i t ­
se lf  i s  enough to m ake most  of u s  not care. The  
fact that someone cou ld  be  held w i thout  
c harges,  bai l ,  or even the r ight  to communicate 
w i th the ir  fami l y  because o f  a m i no r  v i sa  v io la­
t ion i s  overlooked because i t' s  a l l  part of the 
fight agains t  terrori s m  and certai n l aws and ba­
sic rights need to be overlooked because they 
j us t  got in the way. 

But t here are now i ncreas ing  examples of 
U . S .  ci t izens bein g  affected by th i s  as wel l ,  
such a s  t h e  case o f  former I ntel  software eng i­
neer M i ke Hawash,  he ld  w ithout charges for 
five  weeks and now schedul ed to go on trial  
next J an u ary for " Conspiracy to Levy War on  
the U n i ted S tate s . "  On ly  extremely sketchy i n ­
form ation  has been g i v e n  by t h e  government  
and i t' s  not  l i ke ly  any m ore w i l l  be rel eased be­
fore h is  tria l . ( More i nformation can be found 
at h ttp://www.freemikehawash .org . )  
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By being  defi ned as an "enemy combatant , "  

the rules on d u e  process  can b e  suspended .  Not 
on ly  that but torture i s  i ncreas i ng l y  seen as a 

va l id  way of obtai n i ng i nf ormat ion fro m  a sus­

pect .  Eventua l ly, people wi l l  come to embrace 

such t h i ng s  i n  the m i staken be l ie f  that the ir  

world i s  bein g  m ade more secure. 

T he arrog ance and d i s respect towards l aws  

and  va lues  t hat have  taken centuries to s hape 

doesn't  confine i t se l f  to w i th i n  our borders. T he 

recent m i l i tary aggress ions  of o u r  nat i o n  have 

only reinforced the i m press ion t hat the Ameri­

can govern ment  mere ly  toleratcs laws and 
treat ies  unti l  they beco me inconvenient .  In the 

end,  i t  does whatever i t  wants to do. 

T h i s  now inc l udes assass inat io n  of foreign 

leaders , preempti ve i nvasion of any co untry 
wh ich  may someday pose a risk to ours ,  "pun­

i sh ing"  any al l ies who refuse t o  go a long,  and, 

perhaps most te l l i ng ,  steadfast ly refu s i ng to be 

answerable to the I n ternat ional  Cri m i nal  Court 
(a l though the Un i ted S tates and 1 3 8 o ther 

countries had a lready s ig ned o n ) .  Congress  

even went so far as to pass  a l aw author i z ing  

the i n vasion of  T h e  Netherlands to free any 

U . S .  serv i ceman accused of  a war cri m e !  (T he 

ICC i s  located in The H ague . )  Such a v io len t  

react io n to even t he mere po ss ib i l i ty tha t  our  

soldiers cou ld  be he ld accountab le  for war 

cri mes has a l ienated the U n i ted S tates even 

more. 

A government that fai l s  to respect its laws 

w i l l  eventual l y  lose the confidence of it s c i t i ­

zens .  And a country that fai l s  to respect i n terna­

t ional law w i l l  be l ooked down upon by the rest  

of the world and, one way or another, i so lated . 

The two combined is a frightening  prospect, 

especia l ly  given our " superpower" status .  

Those who fee l  that e x i s t i n g  l aw s  are an i n ­

conven ience to  thei r agenda do not h ave the  
right  to exempt  themselves from the i r  power. 

L ike the i n d i v iduals  who chal l enge the worth i ­

ness  of a l aw, there are but two cho ices  - e i ther 

chal l enge that effect iveness through courts, 

pub l ic  demonstrations ,  etc . or d i sobey them 

and pay the price,  us ing that process as a tool  to  

promote change.  I f  we permi t  those w i th power 

to cont inue  this pattern of choosi n g  wh ich  laws 

app l y  to them and which  apply  to everyone 

else, we w i l l  soon have very l i tt le worth 

fighti n g  for. 
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ROLL YOUR OWN 
iis intrusion detection s stem 

by The Rev. Dr. Jackal-Headed-God 
If  you 're in the weh development profession 

and get as many free professional snhscriptions as 
I do, you wi II notice that at least once per year, 
each magazine wil l  run a special edition on hack­
ing. Usual l y  there's some sort of catchy cover im­
age showing a shady character engaged in 
symholica l ly  nefarious hehavior. Inside, you ' l l  
read ahout t h e  latest worms, viruses, a n d  "hacks" 
that your mission-critical weh site might he sus­
ceptihle to.  Then you ' l l  read reviews of the latest 
weh site security software, gasp at the cost, and 
then either try to con vince your hoss to open her 
wal let or j ust move on. It's the standard marketing 
tactic of scaring you into husting your hudget. 

So it's a given that there arc plenty of top-shelf 
weh security sol utions out there. It's also a given 
that none of them is perfect. And,  of course, almost 
a l l  of them come with a hefty price tag. 

This article wi l l  show you how to rol l your own 
intrusion detection system for Microsoft's Internet 
Information Server (liS ) - one that's ahsol utely 
free, 200 lines of code, and ahout 90 perccnt effec­
tive. It assumes that you are running liS S.x on 
Windows 2000, with ActiveState Perl instal led 
(free from w ww.activestate .com) and configured 
to run C G I  scripts. See ActiveState's documenta­
tion on how to set this up. (Hint: don ' t  forget to 
map .cgi to the Perl interpreter; hy dcl'ault,  on ly  .pl 
is mapped. S l oppy.) 

Attack of the Script Kiddies 
So what happens whcn someone decides to tar­

get your weh site for an attack'! Typica l ly, the 
woul d-he intruder wil l  use the script kiddy tool de 
jour, which wil l scan the target site for a laundry 
list of wcl l - k nown v u l nerahilities. After the initial 
scan,  the tool wil l come hack with specific vu l ner­
ahilities and wait for the order to exploit them. 
This is analogous to walking around a house and 
loudl y  knocking on al l the doors and windows, 
looking for one that's un locked. 

What we're going to focus on is not how to 
avoid v u l nerahilities (read cert.org daily, keep up 
with vendor patches, he alert, etc.) ,  hut rather on 
how to take advantage of your server's invu lnera­
hilities. We' l l  listen for that knock and answer it. 

How lIS Handles Server Errors 
What happens to a l l  of the exploit tests that 

fail ') Usua l l y, they generate server errors (403 Ac­
cess Forhidden , 400 Bad Reljuest, or 500 Server 
Error). These server errors are du ly  noted in your 
weh server's error log and are never, ever noticed. 
Why') Because no one looks at error logs, of 
course. And if they do, it's usual ly  too late. 
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I n  addition to writing an entry in the error log, 
liS wil l also display a page to the user informing 
them that an error has occurred. These can n ed er­
ror responses (there arc ahout 60 of them) can be 
foun d  hy defau l t  in C:\WINNT\Help\iisHelp\eom ­
mon. Take a look; you ' l l  find o n e  .htm f i le  for each 
kind of error that l IS u nderstands. 

Overriding Default Error Handling 
Fire up Internet Services Manager on your web 

server ( usual l y  u nder A dministrative Tools in the 
Start menu). Right-click on your weh site, click on 
Properties ,  and select the "Custom Errors"  tah. You 
shoul d  see something like this: 

OK 

L.omems 

c: \'-<'/1 N N T \hel� 

C:\\-v'INNT\hel� 

C:\I.h'INN T\hel� 

C\\.\/INNT\hel, 

C\V./INNT\helr 

C\WINNT\helr 

C: \Vjl NN T \helr 

C: \\;iINNT\helr 

C\V/INNT\helr 

C\\I./INNT\helr 

c: \\,1/1 N N T \hel� 

C··\V./lfJN1',h"l, 

I; dit P,opeft 

Cane 

You can see that each HTTP error is mapped to 
an .htm fi le,  the same fi les that you found in the 
iisHelp directory. These pages do a fi ne joh of in­
fonning the end user that Something Bad Has 
Happened, hut they don 't do a thing to alert the 
system administrator. Let's fix that. 

Introducing Watcher 
Watcher is a very simple, 200-line Perl script 

that watches for suspicious server errors and lets 
you know ahout them. The source shou l d  he 
dropped in an appropriate fol der on your weh 
server inside the weh root. Let's see w hat it docs. 

The program opens with the stan dard 
#!/usr/hin/perl header - not necessary in the 
Windows world,  hut U N I X  hahits die hard. 

Configuration lines go first. We start with the 
address for the main recipient  for e-mail alerts. 
Notc that the 0) is escapcd with a haekslash. For­
get this, and you ' l l  hlow the script up. Next is a list 
of additional addresses for cc: notification. 

S MTP ( Simple Mail Transfer Protocol )  server 
information is next. The s mtpServerName variahle 
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is set to the IP address of an available S MTP server 
on your network.  This server needs to be able to 
send mail to the outside world .  The smtpPickup­
Path variable is the path to a specific folder on the 
box that the SMTP server watches for new outgo­
ing mai l .  By default ,  it's c:\\inetpub\\mailroot\\ 
pickup\\. Note the double backslashes. 

Final ly, we have a list of HTTP errors that we 
want to watch out for. The defau lt  list shou ld  cover 
a l l  the more interestin g  situations, but feel free to 
customize it if you want. If  you 're observant, you ' l l  
notice an error code that doesn 't belong:  1 0 1 3. This 
will be our catch-al l for those server errors that l IS  
doesn't know how to handlc.  

There are four subroutines. 
We're going to make lIS pass us the specific 

HTTP error code through the path, so the first sub­
routine (getError) simply extracts this information 
from the URL. 

getDateTime does j ust that - grabs the current 
date and time and formats it for easier reading. 
Most web servers use Green wich Mean Time, so 
we' l l  subtract six hours ( 2 1 600 seconds) from the 
time to con vert to Central time. You can do the 
math to modify this line for your local time zone. 

returnHT M L  handles the user- friend ly  error 
message that is returned to the browser when the 
error occurs. You can customize the HTM L in this 
subroutine to display whatever you want. 

Fina l l y, writeMail gathers information about  
the server, the error, and the browser that caused 
the error and compiles it into an e-mail message. 
This file is then dropped into your SMTP server's 
pickup directory and you get an e-mail warning 
that something's happening on your server. 

To confi g ure lIS to usc the Watcher script to 
handle server errors, go back into Internet Services 
Manager, select Properties for your web site, and 
go back to the C ustom Errors tab. Double click on 
each entry that corresponds to the %errors code 
that you found in the Watcher script. Change the 
Message Type to URL.  In the URL fie ld ,  enter the 
relative URL to the Watcher script (e .g .  
Icgi/wateher.cgi). Hit  OK, hit  Apply, and stop and 
start your web site j ust for good measure. 

To test your configuration,  start off by j ust ap­
plying the change to error code 404. M odify the 
@trigger list to include 404 as a mail-triggering 
condition .  Then fi re up a browser, poi nt i t  to  your 
web site, and request a page that doesn 't exist 
(e .g .  foo.htm ) .  

I f  your test was successfu l ,  you shou ld  see the 
error page from the Watcher script come up in your 
browser, and you should have an e-mail in your in­
box. (Make sure that you remove 404 from the 
@trigger list . )  If you don't see the error page, you 
either didn 't put the correct URL in the error map­
ping dialog box, you don't have permissions set up 
on your cgi directory, you forgot to map .cgi to the 
Perl interpreter, or you otherwise did n 't fol low in­
structions. If you don't receive an e-mai l ,  make 
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sure that you put in the correct e-mail  address, that 
your S MTP server is set up properly, and that you 
mapped to the correct S MTP pickup directory. Be­
yond that, I ' l l  have to leave it to you to f igure out 
what you did wrong.  

Spring Forward 
Among the information that you receive by 

mail is the software used to access your site ( usu­
al l y  a web browser, but sometimes an automated 
script) ,  the bad HTTP request that generated the 
error, and the I P  address of the woul d-be intruder. 
Here's a sample, with IP addresses x 'ed out for the 
sake of liability: 

A server error occurred on 3/8/2003 at 1 :27 am 

CST. Details below. 

This error message was returned to the user: 

Access Forbidden (403) 

Access to this URL is not allowed. Please use the 

'Back' button on your browser. 

REQUEST INFO 

Referrer: 

Request: 

http://xxx.xxx.93. 1 0/_vtCcnf/ .. %255c .. %255c .. % 

255c .. % 255c .. % 255c .. % 255cwinntlsystem321 

cmd.exe?/c+dir+e:\ 

Query String: 

403;http://xxx.xxx.93.10/ _ vti_cnf/ .. % 255c .. % 255c. 

. % 255c .. % 255c .. % 255c .. % 255cwinntlsystem32 

Icmd.exe?/c+dir+e:\ 

Method: HEA D 

Port: 80 

Protocol: HTTP/I.O 

USER INFO 

Remote address: xx.130.93.2 1 4  

Remote host: xx. 1 30.93.214 

User Agent: 

Remote Ident: 

Remote User: 

Authorization Type: 

RESPONSE INFO 

Script name: lerrors/httperror.cgi 

Content Length: 26791 

Content Type: textlhtml 

Path I nfo: lerrors/httperror.cgi 

Translated Path: C:\webroot\somesite\cgi\watcher.cgi 

Page 7 



SERVER INFO 

Server Name: xxx.xxx.93.10 

Computer Name: SOMESERVER 

Gateway Interface: CG 1/1.1 

Server Software: Microsoft-IIS/5.0 

System Drive: C: 

System Root: C:\WINNT 

Windows Directory: C:\WINNT 

lJser Profile: C:\Documents and Settings\ComProdSvc 
Path: C:\Perl\bin\;C:\WINNT\system32;C:\ 

WINNT;C:\WINNT\System32\Wbem;C:\ 

WINNT\System32\WBEM;C:\WINNT\ 

Systcm32\ WBEM\<;NMP 

Noticc what's in the Request line under 
REQUEST INFO. W hy, it's someone allempting a 
Unicode Directory Traversal exploit. Gotcha. 

You can use the user protile information to do a 
tracenlute on the "Remote Address" IP address to 
tind out where the attack is coming from. Next I 
recommend using whois.hw.org to find out who 
owns the IP. Collect everything you'll need later, 
hecause odds are they won't he around for long. 
Get on the phone with your provider (or your MIS 
staff) to hlock all trartic rrom the suhnct of the 

- - - -- ----iN:; t-�i��-J�-.-(::q-i--
A PClf3sive intllH-j()11 dett:'ct Lon tool 
Wl-itten by The Rev. Dr. �rdckal Hf-'iHicd God 

c:onfigurat j ()n ,�t uff 

$l-ecipierlt ".ld!llin\ "opiW(ICoip'\"'m"; 

attacker while you portscan the miscreant and, urn, 
do whatever you feel is justified. (Hint to all script 
kiddies: make surc your hox is secure he fore you 
go hunting for exploits.) 

Room for Improvement 
Watcher is a passive tool, very simple to imple­

ment, that will give you an early warning with just 
ahout every clumsy attempt to find and exploit a 
vulnerahility in your IlS-hased weh site. Having 
said that, there is a lot of room for improvement. 
For one thing, when your site docs come under at­
tack, you're going to get a lot or e-mail. Any P erl 
hacker worth his salt could extend Watcher to 
throttle the numhcr of e-mails that it will send in a 
given period or time. Logging all suspicious activ­
ity to a ti Ie wouldn't hurt either. And many worms, 
viruses, and exploits leave a signature - like that 
garhage in the Request line we saw earlier - that 
can he used to identify the type of attack that is 
heing allcmpted. 

I've kept Watcher simple and elean for the sake 
of this article. hut onee you get familiar with the 
concept, there's a lot that you can do to extend it to 
suit your particular needs. Best of all, you don't 
have to heg your hoss to pay for it - it's free. 

i:oiL - ( com", "HomCOlle __ eL�c\"'opiwqeoip com") ; 

$Sllltp_s"�1-ve1_ "xxx. xxx.146.fl"; 

Ssmtp_pickllp_path --' "(': \ \ in'=tpub\ \ma. i 1 ["oot \. \:p i ckup\ \ " 
$el'ccn-Cod(> "1013"; # Catch all error code 
�;request - "unknowll __ error"; # Catch all cude part dellx 

# WrLI I. liTTP 1'1101',; shuuld tr i qCJcr an (-' --mail alelL? 

"nlailtrigq"l - ("4()O","401H,"403',"4\J�,","406","407",rr/112'1 "41,1" "SQI)',":,02","1()1-'l"]; 

dlld I () the 

"400" - "Bad Re(lUest I D1F' to mel I f()Lmed synt trlE-' could be U[l(ic.'Lc'Luud by 
The el11 nt ,,�h()Uld 1I0t the rcq1.1f-'f-;t withollL modifications. 

"401" "Unauthurized: r,ogon Fai led l This (-:Ll'Or illdicate�; that the cr0dentials pasc-;ed 
do not mat_ch t.he credelll_idls Y('quired to log Oll 10 tlJe :-;crver. Pl('a�3e contact th(' Web vel" :::; 

have pt:'ll1li::�sion to I_he reqllested resource. 

"1 (1l. 1" =� "Unauthcnized: Logon Failed ! This error ind1cate:o:, that the clcdellt1,-11,:o 
do not l112'1tch the credentials requiled to JO�-1 on tu Uw st'rV(-'L. Pl.easc contact the Wcb 

to if 'I that you have permi SSlOIl to the H'_'quesLcd resource. ", 

"1 CJ1. 2" _ _ � 

t.hat the credent ials 
ieo uc:mally caused 
administ rat or to 

"unauthorized: Logon Failed due to serve, vonfigllration l This ("nOT 
to the �;erver do not match the credentials required to log on to the 

not sending the proper WWW -Authentl_catp bc"del field. P1f,i-)SC: contact. til", 
that you have pel wi to to requ(>sLed (esource. ", 

has a 

"1()1.3" _"> "Unauthcnized: unauLhorized due to ACL on resource l This errOL indicat.e�:; 
passed by the client do nut have to tIle part iculal on the TiJis 

either the page or tile lisu'd :in til,· ddclress lilW of the client, or it could be another 
that i.s needed to process the file 11�-;t:ed on the dddre.ss linp of thp 1:1i""nt. Please make a 

ddd,.-ef:�s you wen:: tryifl(J Lo accc'ss dnd then contdct the Web server' s adm:inistratcn lo vel 
permiss.Lon to the requested l-eSOUl'ce. 

"401.4" �-" "UlliJuthor:i AuthcHizatioll tailed by Iilter l This error indicates that the 
The authentication used 

of the cnti It:' address to 

=::.:.:..:.========== .--�<-�<.�-�--.. -"- -'------------'--�----'"--
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"Ullduthorized: Authorization failed by ISAPI/CGI app l This 

the Web server you attemped to use has an ISAPI or CGI proqram installed that verities 

used to connect to tile server was dell.} ed by 

a note of dnd th�'ll contact the Web 

's adminjstrat.or to vel-ify that. you have 

Fuybi ddHl 

sel ect il l j nk from 

to this URI, is not. allowed. Please t.he 'Back' 

"403. J" � '-" "Porbidden: Execute Access Forbidden I This errOL can be caused if you try to 

TSAPI, or other executable pl-ogram from a directory that doC's nut_ allow programs to bl' 

contact the ""leb server 1 s administratol- if the problem peL3isu�." 

"103.10" "Access ForlJidd('Il: IIlV,-"l.ic1 Configucation l TlleLt:' a conli,:)uldtion probl em all 

thif] tillle. PleaHe contact the Web se1ver's administ_Iator if the problem persists.", 

"41)1.11" -".> "Access i"orbiddpTl: Password Change l TiliH error can be caused it Lhr' 

wrong pa.ssword den-inC) authentication. Please refresh the paqe dnd try again. PI 

administrator if the problem persists.", 

"4 ()j . 12" "Access l'ul-bidd(�n: 

thi,,; wr:b c-;iLco. P.ledse contact 

als() chanqe )-,OU1.- c11Pnt 

Mapper Deni eel !lceE'sH I Your client certificat.e map has 

Ul(' site administrator to establish client cert ificate 

and retry, it dpp1opriate.", 

"4(H, "Forbidden: Read l\CCf'SS Forbidden l This error can be caused il r_hel(' is no 

available aIle! dilf'cLOlY bTowsin<] has nut been enabled fOl the directory, or if you ale tlying 

page that resides in d direclol"'l' marked [()l. Jc:Xf'cute or Script pel'T1I1SS10nS only. Please 

s administrateH' if Uw problem pel'sisLS.", 

"i0_LV' "'_� "Forbidden: \0.)] d( Access Porbiddpn l This 

modify d tile: Ill, a diYf:'ctOlY that do(�,� not low Wri 

can be caused if you attempt 

PleaE;e contact the Web 

problem pel 

"403.4" � >  "Pol'bidden: .SSL requiled l 'l'bis errOl- indica.t.e-,.; Llldt. the page you are t.ryinq 

secured with Secure Sockel�o Layel. (S,SL). In ordel- to view it, you need to ulab]e SST, by typill'J 

the beginning of the address you are attempt.inq to l.-each. Plf-'i:ls(' cont.a.ct. tbe' Web f]el-VPI' . 

if the problem pel si sts. ", 

"403. 5" �> "Forbidden: illdicaU-,s t.hat the 

(ACC('SS is st�C'\lred wi th a 1 :�il bj t �:;ecure :�ockets Layer (S.'::�L). Tn order to 'View 

s resouLc8, you need iJ blOWS('f Chat_ supports this level of SSL. Please confinn that your brow'ser ��llPpOll'� 

It it dOl'S, thf'n contact the Web servel.'s administrator and l-eport the problem." 

"403.6" � -> "Forbidden: IP addreseJ error is cCl.\lsed when the c;elvel ild�� d 

of IP addl'esses that are not a I lowed to the you 

Please contacl the Web selover's adminisl.ratoL' if l_he problem pcr,�ists." 

",,'to.'.. /" - -, "Forbiddt-'ll: Cli,·nt. C'crtjficate requi I Tllis errOl- OCCUTf3 when lobe l.-eSOULce 

Lf.'ljUl.res h]'owscr l.n have a cl ient. SCClll.(, Sockets I,ayer (SSL) certificate 

recogn 1 Th i �� llsed for ilutIH--'ntil;dting you as a val of the reSOUlce. 1'1(:,'1,;(, 
server's ildlllillisl_laL<Jl' to obtilill d valid client certiticat('. , 

"403.8" => "Forbidden: Site access dcnic:d l This error if t.he Web serve 1 

l-equests, if 'lOU do not have pennisHion connect to the sit e. plci1.��(' contact the Web 

s administral.or.", 

"103.9" - > 

Web server is busy _'lnd ('annot. 

II ACC(-'EE Forbidden: Too milny dl'(' connected l ThiH PTr(JI' <.:an be caueJed if 

he3vy tlaffi.c. Plea.se try to connect dgain 

I atey. please contact the Web 

"403. 1 � II 

'Back' butt.on on your bl_ow:::�er, se 1 ect 

not allov'Jed. Please 

sidebal. 1.0 l_hl' lei! 

"404" II i='age Nol Found I The could not locate tIJ(' page' I.hat. you requested." 

"1(J'.J" "f-1ethod Not l\llo",c'd I Tlw method ;.;ph_:itiHi in the Request I,ine is not allowed 

ident iJi(,ci by I.hc r�quect P I that you have the proper MIME type up [Ol llw 

you are request i rl<::J. s administratOJ it Lhis problem persist 8 . " 

"406" resDurce identified by the l.'equl_'st can only '::F:'lll-'riJl.r' 

have cuntcont that are 'not acceptable' according to the l\cct'pt IH'i](icr,-; 

Please contact th(: �..;crver' administliJt.ol il llli�� problem . , 

"1U'I" - 0  "Prox'i i\utllellticiiLion I\.l:qlliled l Yoll nlll��t duLhenticate with a proxy 

be ��l'lvic�'d. Pleaf3e log on tu YOUl- proxy server, and l.hen try aga.in. PI 

admi 11i it problem per�;i BtS. ", 

"112" -;0, "Precondil.iull J:o'diled l The pn-"conciition qivcn :in one DY more ot the Peque�:;t-

evaluated to FAL.SE when il. was tested on tile Tile client placed plecollditions on the 

resource lTletainformation (headel fif'ld data) to pr,-'vc>llt l.il(· requested method from heillg applied to a 

other than I.h(' intended. "OlltdCl. the: \'ieb 'R ildrnillist-rator if the problem 
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URI ic� too 

"500" �_--,. "Internal Server Error l The Web 

try your request d9clill later. Pleaooe contact t_he Web 

is incapable of performing till-' request. 

s adlllinistr2'ltor if this problem per-

"501" "Not Implemented l The Web server do,'s not support. tlH� iunct_ionaJjty required 

PI check YOU1 (JPL [en S, and contact the w('b seLover I S i-HjminisLrator if the 

"S02" �-. "B21.d C;ateway l The while actinq as a gateway ur proxy, received in-

the upstream server it accessed in attemptinq to fulfil 1. the request. P1e,iow emil the 

administrator if the problem persists.", 

"101"3" "Something Bizarre Just_ Happellcd l A really b-iz01"le error has OCCULTed. I have 

did, but 1'11 certainly Lry to tigU1P it. oul." 

&qetErrCll ; 

&getDateTllllE'-' ; 

&leturnI-:lTML; 

&w:L-iLeMail; 

Subroutinei-J 

geLError { 

if ($ENV{'OUERY_STRING' } )  { ($errorCode, $request) '-= split /;/, $ENV{'QUERY_STRING' } ,2; 
$errorNaml:' - ror(�od(� } ; 

$er r orNamc 

$errorDesc -

$prrorDesc 

qctDateTiml:' 

$min,$holH ,$mday, 

my $ampm; 

gmtime':l timE' 21600)); # GMT (-i hours (2.lfi(J(J seconds) 

my $hl'folmat; 

$yeal - 1300 + 

il ($min 10 ) 0 "O$min" } 
if ($sec 10 ) - "O��sec } 
if ( $hour I:;:) { �;ampm � "am"; 1 (' tse { 
if ( $h()ut > 12) ( - (,Shour 12 ) ;} 
ii ( $hcnll "0" ) $IJOut "12"; } 
$dilt-et .Lllll' ($mon + 11 "\I$mday\/�;yl at $houl': ;:min $ampm CST"; 

l(-'LUI nIlTMT, { 

prillL "Content-type: t_ext/html\n\n"; 

laint #EOF"; 

Page 1 0  

< hLml-, 

< head> 

<meta nallle="robots" contellt-"noindexH 

<t.it]e_�Rrror: $errorNClTlIP (:�el'l'orCodl:')�-/tit.l('-, 
< /heaJ "" 
<-body bqcolor="#tt-t-tff"-, 

,-blockquCJLC' 

�p>l\n error has occurred. Detai Is arf' provided bejow:-/p> 

d_dbl(� bordel�"O" ccllspac:ing_"l" ccllpaddin9..o111" bgcoloy= '#999999" 

<_td vdlign="top" wi.dth="jS[)"_� 

:Lable boydel_"O" cellspaciJl9="O" cellpadding=-"10" bgcolor="lfeeeeee"_> 

,tr-, 

.otd val ign-"top" widtll�II-.l5[)1I� 

<p > ': b <;;r:yrorName ($r: rrorCodfO') < hY"> tn >< [ont co 1 01' _" # 9 90 0 0 [) " >$errorDc sc<' I font >< Ib_>.-:' Ip-, 
<-br:-

,- IL(L� 

,- /ty> 

<_/table> 

<p-,If you cont inue havl ng difficul ties, p 1 e<lH� cont act UlC w('hmaster. 

Be sure to speci ty Lhe ($errorCodl') dnd the page you were try.ing to 

($rcquest".)" /p---' 

,blockqu()t e> 
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------------
-:]html

;
-

---------- ------------, 

#EOF 

sub writeMail 

# First, check the list of trigger errors 

my $found; 
foreach my $errorCode (IUImailtriggerl { if ($errorCode eq $errorCode) { $found "true"; last; } } 

# If this error condition is in our trigger list, send an e -mail warning. 

if ($found eq "true") { 

Summer 2003 

my $server_name = IC($ENV{ 'COMPUTERNAME'}} i 
my $from_name = "$server_name Watcher" i 
my $from_email =0 "$server_name\lu)opiwqeoip.com"; 
my $subj ect == "$server _name. opiwqeoip com Server Error {$errorCode $errorName}"; 
$tempfile == "watcher _ $utc. txt" ; 

open TMP, "»$smtp--1lickup_path$tempfile" or die; 
print TMP "x-sender: $from_email \n"; 
print TMP "x-receiver: $recipient\n"; 
1-f (rulcclist) { foreach my $ccaddress ({")cclist) { print TMP "x-receiver: $ccaddress\n" i } } 

print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 

"To: $recipient\n"; 
"CC: {'<icclist\n"; 
"From: $from_name <$from_email>\n"; 
"Subject: $subject\n"; 
"\r\n" ; 
"A error occurred on $datetime. Details below. \n"; 

print TMP " -- ------------------------------------ --------- \n" i 

print TMP "This error message was returned to the user:\n\n"i 
print TMP "$errorName ($errorCode) \n\n$errorDesc\n"; 
print TMP " 
print TMP "\nREQUEST INFO\n ----------------\n"; 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 
print TMP 

close TMP; 

"Referrer: $ENV{ 'HTTP_REFERER'}\n"; 
"Request: $request\n"; 
"Query String: $ENV{ 'QUERY STRING' }\n"; 
"Method: $ENV{ 'REQUEST_METHOD' }\n"; 
"Port: $ENV { , SERVER_PORT' } \n" ; 
"Protocol: $ENV{' SERVER_PROTOCOL' } \n" ; 
"\r\n" ; 

"\nUSER INFO\n ---------------\n"; 
"Remote address: $ENV{'REMOTE_ADDR'}\n"; 
"Remote host: $ENV{'REMOTE_HOST'}\n"; 
"User Agent: $ENV{ 'HTTP_USER_AGENT'}\n"; 
"Remote Ident: $ENV{ 'REMOTE IDENT' }\n"; 

"Remote User: $ENV{ 'REMOTE_USER' }\n" i 
"Authorization Type: $ENV{ 'AUTH_TYPE' }\n"; 
"\r\n" ; 

"\nRESPONSE INFO\n ---- ------------\n" ; 
"Script name: $ENV{'SCRIPT_NAME'}\n"; 
"Content Length: $ENV{ 'CONTENT_LENGTH' }\n" i 

"Content Type: $ENV{ 'CONTENT_TYPE' }\n"; 
"Path Info: $ENV{ 'PATH_INFO' }\n"; 
"Translated Path: $ENV{'PATH_TRANSLATED'}\n"; 
"\r\n" ; 
"\nSERVER INFO\n --------- -- --- --\n" i 
"Server Nome: $ENV{ 'SERVER_NAME' }\n"; 
"Computer Name: $ENV{ 'COMPUTERNAME' }\n" i 
"Gateway Interface: $ENV{ 'GATEWAY_INTERFACE' }\n"; 
"Server Software: $ENV{ 'SERVER SOFTWARE' }\n" i 
"System Drive: $ENV{ 'SYSTEMDRIVE' } \n" i 
"System Root: $ENV{'SYSTEMROOT'}\n"i 
"Windows Directory: $ENV{ 'WINDIR' }\n"; 
"User Profile: $ENV{ 'USERPROFILE' }\n" i 
"Path: $ENV{ 'PATH' }\n" i 
"\r\n" ; 

-----\n"; 
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Traversi no tneJcor,?orate 5 f=l-r-e.,V-Ia\\ 
by superbeast 

Remember the day you started your new job 
at that major corporat ion? F ina l ly, job securi ty !  
O f  course, your joy was quickly curtai led when 
you real i zed your on ly access to the I nternet 
was via HTTP or HTTPS. No personal mai l ,  no 
news groups, i rc ,  vpn, etc. ,  etc. ,  etc. 

What fun i s  a corporate job i f  you can't ex­
p lo i t  i t  for personal use? 

I necded my newsgroup fi x and Google 
Groups was not going to sati sfy it. 

Discover 
I d i d  some research ing and found a way to 

traverse the fi rewal l u s ing S S H. Now, SSH by 
i tself i s  bas ica l ly  just a secure Telnet. However, 
many S S H  c l ients  a l low you to perform Port 
Forwarding. Pori Forward ing  al lows you to 
spec i fy forwardi ng from a port on your local 
mach ine  to a port on any remote mach i ne v ia  
the  S S H  c l i en t. Th is  means i f  you  have  a server 
at home with high speed I nternet access ,  you 
can connect to i t  via SSH and forward ports 
through i t. Then you can poi n t  your mai l  c l icnt  
or news c l ient  or any other c l ient  to the local­
host: port and connect to thc remote machine. 
People  arc current ly us ing HTTP tunne l i ng, but 
this i s  a way to tunnel  any TCP/J P connection,  
and to work through your own or a friend's 
servcr. 

Implement 
I know what you're th ink ing - S S H  runs  on 

pOri 22 and the fi rewal l has that blocked. B i g  
deal' You  h a v e  t w o  options: 
1. Via SOCKS 

Tb i s  method requires you to set up a SOCKS 
proxy on your server. You can configure the 
SOCKS proxy to l i sten on port  443 rather than 
the standard 1 080. You can then configure your 
SSH c l ient  to usc your SOCKS proxy server on 
the g i ven port. This way you can send your S S H  
traffic through t h e  S O C K S  proxy a n d  to pOri 2 2  
on the local server. I t  c a n  b e  referenced by i n ter­
nal name or i n ternal IP address. Here is how I 
set m i ne up :  

Home server 
Name: gonzo 
I nternal I P :  1 92. 1 68. 1 .  I 
External I P :  1 23. 1 23. 1 23. 1 
Conf igure SOCKS proxy to l i sten on 
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1 23. 1 23. 1 23. 1 :443. Configure SSH to usc 
socks :11 1 23. 1 23. 1 23. 1 :443 as proxy. Configure 
SSH remote host as gonzo or 1 92. 1 68. 1 . 1 . 
Pros 

You are obscuri ng the fact that you arc run­
n i ng an SSH server by blocking port 22 and us­
i ng  SOCKS to connect to i t. If you are scanned, 
most people w i l l  assume S SL and l eave you 
alone. You also have a SOCK S  server to use as 
a proxy for other programs if you l ike. 
Cons 

I f  you leave your SOCKS proxy open,  oth­
ers may find i t  and usc i t. The best thing to do 
wou l d  be to configure i t  to only a l low connec­
t ions to the local hox. 
2. Via port 443 

This  method i s  very s i mi lar; just  set the S S H  
server t o  l i sten on 443 a n d  s e t  your SSH c l i en t  
t o  use 443 ins tead o f  22. 
Pros 

Easy to set up. 
Cons 

If someone scans you, they may rea l ize  you 
arc run n i ng SSH and try to connect or explo i t  i t. 

Conclusion 

Once you get th i s up and run n i ng,  you w i l l  
see t h e  power o f  u s i n g  port forwarding. Not 
on ly  can you use i t  for POP3, SMTP, NNTP. 
etc. ,  but you can also use i t  for termi nal ser­
v ices. I magine  open ing an RDP c l ient  on your 
mach ine  at work and connecting to your desk­
top at home' And to top i t  off, al l traffic runn ing  
through the  tunnel  i s  encrypted. I f  your  corpo­
rate security group is sn i ff ing or gatheri ng traf­
fic stats on you, none of th i s  w i l l  show up. I t  
w i l l  l ook s imply l i ke an encrypted session w i t h  
your server. 

Good luck ! 
Software Used 

(these are aLLfor Windows, but there are 
definitely Linux equivalents) 

SSH Cl ients 
SecureCRT - WWH". vandrke. co/ll 
SSH Secure Shel l - www. ssh. co//1 
SSH Servers (W indov\'s) 
VShel l - \\,WH·. vll/u/vke.co/ll 
SOCKS 5 ProX\' (W indows) 
W ingate - WWH'. wingil te. colII 
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These days you see the Blue Screen of Death everywhere. 
Here it is on an Internet payphone in London! 

Photo by Glen Barnes 
-------------------------------------------------------

The 2600 IRe Network Is Backl 
Join in the fun on the Internet Relay Chat network specifically designed 
with hackers in mindt§tart your own channels or join existing 2600 
hangouts. 

. . . . 

2600 channels in the United States use the fonnat#XX2600 where XX is 
the two-letter state code. 2600 channels in other countries use the format 
#2600YY where YY is the two�letter country code as used on the Internet. 
So the California 2600 channel can be found at #CA2600 while the 
Canadian 2600 channel is #260bCA. 
Just set your irc software to point to irc.2600.net and start exploring! 

(For the record, we are not implying that IRe is a substitute for real life nor do we encourage anyone to 
blindly accept anything anyone else says while using IRC.) 
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Staving An 
IN THE INFORMATION AGE 

by Lucky225 
Identity theft is a growi ng crime. Many 

pcop le  do not real iz.e just how easy i t  i s  to ob­
tai n i n formation and use it. Personal informa­
t ion such as your name, phone number, and 
address can be ohtained as easi l y  as making a 
phone call to a uti l i ty company such as your 
local e lectric or phone company. In th i s  art i ­
c l e  I w i l l  run by a few socia l  engineers I have 
used i n  the past  that have proven to he 
rel i ab le  time and time aga i n .  I wi l l  al so pro­
vide some solut ions to help protect your 
information. 

Scenario 1: Have name and 
address but need phone number. 

A s imp le  ca l l  to the e lectric company i s  
usual l y  a l l  that i s  needed. The  fol l owing 
pretext wi l l  show how easy i t  i s  to  obtain an  
u n l i sted phone number. 

Electric Company Representative: Thank 
you for cal l i ng Edison E lectric Company. 
How may I he lp you? 

You:  Yeah, I 'd l i ke to check my account 
balance. 

Electric Company Representative: Okay, 
what's your serv ice address '? 

You: 2600 Hertz Ave ,  Beverly H i l l s  
902 1 0. 

Electric Company Representative: Okay, I 
show a current balance of $92.6X. 

YriU: Thank you, and cou ld  you verify the 
phone number on my account,  I tried enteri ng 
mine at the automated prompt and i t  said i t  
was  i n va l id .  

Electric Company Representative: The 
one we have on the account i s  555- 1 2 1 2 . 

YriU: Thanks .  
Scenario 2 :  Resident has recently 

changed their phone number. 
A lot  of people  who l i ke to keep their 

phone number private bel ieve that i f  someone 
they don't want hav ing their phone number 
somehow obta ins  i t ,  that they wi l l  be safe by 
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s imp ly  cal l i ng the phone company and hav­
ing their number changed. A simple and easy 
social engineer proves otherwise .  

Telco Rep: Thank you for cal l i ng Bel l .  
How can I hel p  you'? 

Yrli/: H i ,  I recent ly changed my phone 
number, and the problem is I lost the paper 
that I wrote the new n umber down on. I feel  
so stup id .  

Telco Rep: Oh, that's okay, what was the 
old phone number'? 

YrIU: 555- 1 2 1 2 . 
Telco Rep: Okay, and you arc? 
You: John Smi th .  
Telco Rep: Okay, your  new number IS 

555- 1 3 1 3 . 
Yr)[{: Thank you so much .  

Scenario 3: Have phone number 
but need address. 

Revers ing phone number to address i s  
probably  the easiest ou t  of  a l l the scenarios .  
An easy way to do i t  i s  to cal l a number such 
as XXX-735-2X72.  This  automated number is  
supposed to send you free i n formation about 
Florida in case you are p lann ing a tri p there . 
They ask for your phone n umber and when 
you enter i t  i t  wi l l  read back a name and ad­
dress associated with the number and ask i f  
the i n formation i s  correct. How can they do 
th is? They get thei r  i n formation from maga­
zine subscriptions and companies that se l l  
such information .  A nother good way of re­
versing  phone numbers to addresses is to cal l 
p izza del i very companies l i ke Pizza Hut .  A 
lot  of the ti me these companies use your 
phone number to pu l l  up your address 
qu ick ly. Al l you have to do i s  cal l Pizza Hut  
and  te l l  them you  want  a del i very. They ' l l  
then a s k  for your phone number and after you 
g ive i t  to them, they ' l l  say, "And you sti l l  l i ve 
at 2600 Hertz Ave . '? "  

And here's ye t  another soc ia l  engi neer 
i nvo lv ing a popular ut i l i ty company : 
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Telco Rep: Thank you for cal l ing  Bel l .  
How can I he lp you? 

You:  I 'd l ike to check my balance. 
Telco Rep: Okay, what's your phone 

number? 
Yrm: 555- 1 3 1 3 . 
Telco Rep: I show a current balance of 

$56.78. 
You: Okay, my bi l l  hasn't shown up in the 

m ai l  yet. Can I verify it 's going to the right 
address? 

Telco Rep: I show 2600 Hertz Ave.  
Vim: Thanks .  
A lot of the  t ime people  use PO boxes  for 

their b i l l i ng address,  but you'd be surpri sed 
how many representatives w i l l  g ive you the 
real address i f  you s imply ask them to verify 
the service address on the account - the ser­
v ice address being the address where the 
phone service i s .  

Scenario 4 :  Obtaining Social Security 
Number information. 

This i s  probably one of the harder soc ia l  
engineers to actual l y  pul l  off due to the sensi­
t iv i ty of the i nformation .  However, I have 
been abl e  to do i t  us ing the fol lowing socia l  
engineer. You wi l l  probably  need name,  ad­
dress,  phone number, date of birth,  and possi ­
b ly  more i n formation on the account.  I 've 
successfu l l y  obtained SSN i n formation wi th­
out much veri fication .  The good th ing about 
this is you can try it on a lmost anv uti l i ty 
company. 

Utility Company: Thank you for cal l i ng .  
How can I help you ? 

You: H i ,  I 'm try ing  to s ign up for on l i ne 
b i l l i ng so I can check my account through the 
Internet. 

Utility Company: Okay, how can I help? 
Vim: Wel l ,  I went to your website and 

every time I try to sign up i t  keeps tel l i ng me 
" i n va l id  socia l  security n umber. " I was 
wondering i f  you could help me out. 

Utility Company: Sure,  what's your user 
name/address/phone number (depending on 
what uti l ity you cal l ed)? 

You:  ( i n sert i nformation here) 
Utility Company: Okay, the social secu­

rity number I have on fi l e  is 000-00-0000. I s  
that yours? 

You: Yes,  I guess the websi te is j ust 
messed up or someth i ng .  I ' l l  try later, thanks .  

Okay, now that I 've shown just how easy i t  
i s  to  obtain information over the telephone, 
I 'm going  to give some t ips to help protect 
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your i nformation.  First  of al l ,  i n  the state of 

Cal iforn ia,  a uti l i ty company cannot deny 

you serv ice s i mply for refus ing to g i ve your 

social securi ty number. However, another 

form of 10 such as a driver's l i cense may be 

requested. Cel l u l ar companies are exempt be­

cause there has been no legi s l ation restricti ng 

them.  But  the  Cal iforn ia  PUC has  th i s  to  say : 

There is no requirement . . .  that requires 

one to disclose his or her social security 

number as a condition precedent to obtaining 

telephone service. While a social security 

number mav be requested as a/i)rm o{ idenli­

.fication, there is /10 requirement fin' a con­

sumer to accede to that request. . .  In 

retrospect, it is apparent thai SB Cellular 

could ha ve easily verified complainant's 

creditworthiness by other methods, such (IS 

by address, dates, and places o{ employment, 

mother's maiden name. or a host (if" other 

means less invasive o{ privacy concerns. In 

the future, SB Cellular is advised to take 

great pains 10 tmin its agents and staff' to 

a void (! rcpclilio/1 of/his Iyl'c o (incidenf. 

If you are more concerned with people 

having your phone number more than your 

address ,  get yourself a pager or a voicemai l 

box and give that out to anyone who you 

don't  trust with your phone number. If you 

are concerned about your address i n fonna­

tion , you should have a l l  your bi l l s  going to a 

PO box or private mai lbox.  The only thing 

left i s  your service address which remai ns  

your real address .  You should put a password 

on a l l  of your uti l i ty accounts .  Never give 

pizza p laces your real phone number or name 

i f  del i veri ng,  or s i mply don't have things de­

l i vered to your house.  Don't subscri be to any­

thing and have i t  come d irectly to your house. 

Use your PO bOX or PMB as if  i t  were your 

address .  I f  you  are concerned that g iv ing out 

your phone number may resu l t  i n  the phone 

company g iv ing out your serv ice address in ­

formation,  you can use a cel l phone and have 

the bi l l  goi ng to a PO box,  or s imply have 

prepaid cell phone service.  If you have broad­

band Internet, you can s ign up for voice over 

I P phone service at www.vonage .com. 
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Hardware Ke� 
, 

by XlogicX 
drkhypnos3 1 4 @ hotmail.com 

A key logger is a device or piece of soft­
ware or hardware that in tercepts and stores 
strokes of a keyboard. I ' l l  be focus ing on the 
hardware key loggers . H ardware key loggers 
do have thei r  d isadvantages, though .  I fee l  
the benefits deli n i te ly outweigh the weak­
nesses. There are a couple of  hardware key 
loggcrs out in the market. I ' l l  discuss one of 
the more popu lar ones. I ' l l  also go over the 
theory of how they work and how one cou ld  
bc  bu i l t  ( i f  you'rc afraid  of being " secured" 
by the "homcland " ) .  
Disadvantages o f  Hardware Key Logging 

Umited Storaf!,e: The storage space is one 
of the f i rst notable l i mits .  With software key 
logging,  the l i mi t  i s  usual ly the size of the 
free d i sk  space on the hard drive. The l im i t  of 
the commercia l  logger I ' l l  go over i s  only 
64K.  I t  may sound bad i n  compari son to a l l  of 
the huge hard drives out there, but i f  you 
th i n k  about how much text i s  required to take 
up 64K ,  it's p lenty enough to get accounts 
and passwords .  A lso, if you make your own 
logger, the l im i t  i s  however much EEPROM 
( Electrica l ly  Erasable  Programmable Read 
Only  Memory ) you wish to purchase and are 
able to address .  

Visible Detection: I f  the back of the com­
puter i s  v i s ib le ,  the logger i s  pretty s imple to 
sec. It looks l i ke an i nch  long PS/2 adapter. 
Though it doesn't look suspicious,  it is s t i l l  
v is ib le .  One thing I would  do to overcome 
this di sadvantage is get a PS/2 extender cable 
and connect the logger below the computer 
somewhere out of s i te .  

No Control Characters: The commercia l  
key logger can only record alphanumeric 
keys, spaces,  and backspace. It 's understand­
able by the way i t  operates ,  which I ' l l  go over 
l ater. One way to overcome thi s  problem i s  to 
j ust bu i ld  your own logger. 

Requires Physical A ccess: Yes ,  you do 
need to physical l y  access the computer. Thi s  
i s  probably the biggest d isadvantage. The 
only thing that I can th ink of to help around 
th i s  o n e  i s  t o  p ick  up  the hobby of  lock pick-
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i ng .  Though, it i s  surpri s ing how many im­
portant computers can be l eft unattended and 
physical l y  access ib le .  

Benefits of  Hardware Key Logging 
BIOS Password: The h ardware logger 

starts operati ng as long as the keyboard gets 
power, so the B IOS password can be logged. 

OS Independent: S ince the logger oper­
ates i ndependently from software, it doesn ' t  
need to i nterface wi th an OS to log keys .  Ac­
cessing the log is s l ight ly d ifferent,  but not 
terrib le .  

Undetectable with OS/Sofhvare: The log­
ger is hardware, i t  doesn't  suck resources.  
doesn't  appear i n  task l ist ,  or on  hard drive.  I t  
a lso doesn't  cause any noticeable l ag from 
keyboard to computer. 

LOf!,in A ccess Not Required: There is no 
need to log in or start the computer to i nsta l l  
the logger. There's a l s o  no need t o  send any 
sort ware as an attachment .  All that's neces­
sary to get the logger up and runn ing  is to 
p lug i t  i nto the back of the computer. 

Key Katcher 
This  is the commerc ia l  hardware key log­

ger that I 'm most fami l i ar with. I purchased i t  
a t  www.keykatcher.com for about $80. That 
price i s  pretty steep, but depending on what 
you do with i t ,  i t  can be a va luable tool for 
your pri vacy. I have m i ne connected to my 
computer j ust to see if  my roommates arc 
snooping around on i t . This device looks l i ke 
a smal l PS/2 adapter. It i s  connected i n  be­
tween the computer and keyboard chord. The 
software recommended to access the logger 
is Notepad (a l though you can use anyth ing 
that contain s  a text  fie ld ) .  You open up 
Notepad and type the defaul t  password 
( keykatch) .  and a d isplay l i ke thi s  shows up .  

keykatcher 64K 3. 7 
0655 I 8 bytes Fee 
I - View Memory 
2-Erase Memory 
3-Chw1f!,e Password 
4-Disable Recordinf!, 
5-NETPatrol Output 
6-Search fiJI" String 
7-Etit 
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View memory: Dumps everyth i ng on the 
logger in to the text fie ld of  Notepad. I t  is 
slow (cou ld  take an hour if  fu l l ) ,  but can be 
worth the wait .  

Erase Memory: Does exact l y  that ,  takes 
about 1 5 -20 seconds consi stently no matter 
how ful l  the logger i s .  

Change Password: Al lows you  to  change 
password, can't be more than eight characters 
(shame),  and has to start with an alpha.  A t ip 
i s  to make the password someth ing that you 
wouldn ' t  normal ly  type,  espec ia l ly  one of 
your normal  passwords .  The reason for th is  i s  
that  r ight  when you type i n  your password for 
your emai l ,  the keykatcher prompt wi l l  come 
up  in the password text fie ld ,  not too fun .  

Disable Recording: Effectively makes the 
key logger noth ing more than an extended 
wire chord .  

NETPatroi Output: Finds a l l  www • .  com.  
. nets and d isp lays what  surrounds them. 

Search for String: Al lows you to enter 
your own stri ng and have i t  searched . 

Exit: Gets out of prompt .  Any other i nput  
other than 1 -6 wi l l  ex i t  too. Exi t ing can be 
more important than you thi nk .  If  you jus t  
c lose Notepad and go in to someth ing e l se and 
accidental ly  type the number I (or the other 
five n umbers) ,  i t  w i ll react to i t. 

How It Works 
This i s  basical l y  a b ig buffer with some 

firmware. You type a character over your 
keyboard, i t  goes to the logger, stores i t ,  and 
passes the same info through to the computer. 
I t  can't  store al l keystrokes because some of  
them are treated as executable commands.  I t  
d i splays the backspace as  "/ /" .  The  reason for 
this i s  that if it tried to d isp lay the backspace, 
it woul d  execute i t  i nstead and you wou ldn ' t  
see i t ,  a long with enter, control/a l t/delete, and 
many other commands that  aren't  even on 
your keyboard . That's what g ives you the 
abi l i ty to u se text-edi t ing software, s i nce the 
logger itself can send low- level commands to 
the computer. So i t  i sn ' t  ju st l i m i ted to 
Notepad or Word. I 've used i t  on emacs and 
AbiWord as wel l .  

Some Theory for Building a Logger 
This is defin i te ly  more work than it 's  

worth to most people,  but that 's  what hackers 
are for, right? I would  start with some smal l  
and easy to  use m icrocontro l ler. There are 
m any  to choose from (68HC I I , Basic  Stamp, 
OOPic ) .  I wou ld  choose the OOPic (Object 
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The OOPic is rel at ively small,  can store 64K 
of EEPROM, and can be programmed in Ba­
s ic ,  C++, or Java. I use C++ j ust out  of fam i l ­
i arity. I purchased th i s  from a d i str ibutor I 
found from www.oopic .com. The develop­
ment kit set me back $70. The benefi t I l i ke 
with the control ler i s  a l l  of the objects that are 
inc l uded wi th i t .  The most re levant  object for 
th i s  app l ication would be oSeria l  for obvious 
reasons .  You can set the baud rate and every­
thing.  From that poi nt  on, connect the wires 
from the keyboard 's  PS/2 connector to some 
defi ned i nput pins on the OOPic, then wire 
somc output p ins  up to a PS/2 extender, and 
connect the extender to the computer. This  
wi l l  probably  requ i re some solderi ng, un less 
you've thought of  something  creat ive.  For the 
programming,  wri te a program to store the 
i ncoming serial keystrokes as a l i st, and then 
send those strokes out to the computer. The 
fun part is f iguri ng out what data means what 
stroke. That's one of the fun parts of  hack ing ;  
you poke around at someth ing ,  look at  the 
data, try and fi gure i t  out, and learn more 
about how the tech nology works .  

Ethics 

If you use the commercia l  logger as your 
sole tool for gett ing i n to systems,  you 're at 
the level of script kiddie. B u i ld ing your own 
i s  recommended, s i nce i t  may force you to 
l earn a l i tt le .  I have gained access to others 
people's computers th i s  way, but I te l l  them 
that I did i t  afterwards .  I te l l  them how I did it 
too, and I sti l l  even feel a l i tt le d irty. Then 
again ,  they are more secure with the knowl­
edge of what 's  out there, and probably  won't 
let i t  happen again (cause they look around 
the back of their computers by routine now) .  

Shouts: Medicine Soup and James. 
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Peeling G 
by Bryan Elliott 

There arc many reasons to want to map the 
archives of a website. Most of them i nvolve in­
stant and offl i ne access to cool stuff with no 
advertisements. 

The important thing to remember here is that 
you want to peel the s ite, not r ip  it. The distinc­
tion here is  simple - peel the website and you al­
low other pcople to usc it, and usually don't end 
up mak i ng their ISP have a coronary. Rip the 
website and you've cost the makers of stull you 
l ike a good deal. You may have also cost them ad­
views; when you're utilizing all your bandwi dth 
to tear at theirs. you may keep others out. 

So. as a precauti on. remember to keep the 
bandwidth controls on your software. I mean, you 
don't want your favorite public domain MP3 site 
going down when you suddenly pull ten gigs (a 
lot of money in bandwi dth terms) worth of stuff 
in a l i ttle over a day, r ight'l 

Watch Your Language 
I've been critici zed for loving P H I'. People tell 

me it's Ilot a real language, it 's for pussies, and 
such. All I have to say to them is. piss oil. P H P  i s  
well desi gned for what i t  i s :  a brilliantly souped 
up data processi ng language. It's got s i mple i nter­
faces for network connectivity, Iile access, Win3 2 
A PI functionali ty, the wonderful PCRE libs. and 
it makes quick and dirty development a joy. I f  
you think I ' m  a puss for that, then I can only say 
"Mee-oww, baby." 

What Would We Peel'! 
Say, for example. you're a comic connoisscur. 

Meglltok \'o, an excellent webeomic.  has their 
comics serially numbered, from zero to whatever 
comic is currently listed on the home page. That's 
a simple chore to write code for. The pseudocode 
goes something l ike this : 
Open H'wlt'. megatokvo. coill. port 80. send "GET/ 

HTTPlI .O<crl(> <crlt'> " (stalldard 
dUIII" hrowser request) 

Parse mit today's emil ie image /Ultne 
figure out how manv we must get to he up-to­

d(/fc /imll p/'('\'iolls allempts 
F)r last_saved+ I to current: 

open connection 
send HTTP header 
check response fill' error 
it' response = 200. sa ve the ill/age 

See'l Easy. 
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Why 's This Grape Shaped Like A Stapler'! 
Well. it's not always easy. 
Sec, Megawkyo is a bit of an exception in 

comic hookkeeping. Penni' A rcade. for example. 
works on a date and scripting system. W hat 
method arc we to use to get around this ' l  

Quite literally a different method indeed. We 
still count past all thc possible dates, but instead 
of usi ng GET. we use the HEAD http method. For 
example, a good " id iot l ight" ror a webserver is to 
telnet to port SO and type in "HEAD / H TTPI I .O". 
If you get 200, you're OK. 

So.  the new pseudocode i s :  
Get toi/a\' '.I' daf<'. 
Store Novell/her 1 8. 1 998 somewhere. Sinc(' this 

is Pellllv A rcad!!. rour ass would he all 
appropriate spot. 

Check to see i/ we have IllreL/d)' got some pennv 
arcade. 1( .1'0, get  the !nost recent date IV!! 've 

downloaded, add one, and rep/c{('e NOI '  1 8, 
'98 lI'ith it. 

For Illst_date to today: 
send fit-li D request (keep connection a/il 'e; 

might ({s well with all we 'll be doing herl') 
if It'.lj}(i/lse ;.1' 20(}, send IlII equimient GET request 

s({ ve the image 
R ight. J ust so's you know, it's going to be a l it­

tle di fferent each time you do it. I 'm just trying to 
teach you the necessary skills for website peeling. 

New Tasks, Closing Arguments 
Now. sometimes you'll have to have your pro­

gram selectively pick images from a wehpage, 
choosi ng content, but avoiding stupid things. l ike 
adverts and huttons. This is where PCRE 
matching comes in. 

For example. the Pagc3.com, softcore porn it 
is, is a fun page to try ripping. Twenty some girls. 
an average or 60 some p i cs of each girl. And, be­
ing the manly hacker-type you are, you must have 
every image. All of 'em. 

So'! As said. you can make use of PCRE, or 
Perl-Compatihle Regular Expressions. I n  PHP. 
i t's huilt in. and in C/C++. there are Jihs and DLLs 
for you to usc, and i n  Perl... well. they're called 
perl compatible for a reason, ya'i Usc whatever 
you prefer. 

I was going to post up the code for this 
process, but qui te frankly. I ' m  at work, and 
pulling up softcore porn, while fun to do at home, 
is not the smartest thing to risk having your 
coworkers sec. As such. I'll let you do the 

2600 Magazine 



research and exercise yourselves. I'll leave you 
with links to the relevant documentation. 

htfp://www.php.net/ - PHP:  a nice handy 
language for the starting programmer. 

http://www. cs. virginia. edul-lcc-wiIl321 - Icc-win 3 2 :  a 
lovely ANS[ C Compiler for windows programming. 

http://www.pcre. orK/ - PCRE: the dlls and 
documentation, and everything you need to know 
about PCRE. You must welcome the headache. 

Just a quick note on PHP:  [f  you want to try it 
out, get the 5 M B  package. You can't play with all 
the cool functions without it. Additionally, an 
easy way to find stuff is to simply put your search 
terms after the initial slash. I ' m  serious here. 
http://www.php.net/preg_match will get you the 
docs for the preg_matchO function. 

Just remember to keep it down to one connec­
tion at a time, please. 

M i c r o h o n e s �  

by Dark Spectrum 
PC microphones are everywhere. They're in 

the home, the workplace, and in schools. You of­
ten see omni directional mics like the Labtec 
Verse 303 or A M-232 mounted high up on com­
puter monitors. You're careful what you say near 
them since you know how good their room 
pickup is and how easy it is to capture the audio 
stream from a PC mic. After reading this article, 
you'll watch what you say near any mic. 

The PC m ight have a benign or even trust­
worthy owner, but how can you be certain it has­
n't  been compromised by a third-party 
eavesdropper? If you think about i t ,  the idea of a 
hij acked mic is frightening. It 's much more etlec­
tive than a wiretap - it can be set up from thou­
sands of miles away and uses existing, 
innocuous-looking equipment to create a 2417 
monitor on an entire room or offi ce cube. Call it a 
" supertap. " 

When you see a lab, office, or school room 
full of PC's with omni m ics, it's time to think 
b ack to Heinlein's classic The Moon is a Harsh 
Mistress. The only difference is that the PC m ics 
are [oosely connected via a network of systems 
rather than directly to a single computer. What 
could anyone possibly do with such an over­
whelming stream of information? Lots of things: 
simple old VOX (voice operated transmission) or 
the newer VAD (voice activity detection) tech­
niques can reduce the bandwidth a lot. Specific 
speakers or topics can be picked out via speaker 
recognition and speech recognition technologies. 
Simple correlation-based methods can track a 
specific individual through a field of m icro­
phones. 
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O K ,  so much for omni mics. But what about 
the othcrs? ( And thcre are lots of the m . )  Direc­
tional moni tor-mount mics like the Labtec Verse 
3 1 3/AM-240 or the dircctional dcsktop boom 
mics'? Close-talking mics used in those PC head­
sets you see lying on desks or hanging from cube 
partitions'? Don't forget that almost every laptop 
has a tiny built-in mic which is exposed when the 
laptop is open. But what if the laptop is closed 
and buried in a docking station, or left discon­
nected and lifeless on a conference room table'? 

The chilling truth is that any of the above 
configurations makes a perfectly good bug for 
the PC's immediate vi cinity, and some of them 
arc effective enough to form the basis of a super­
tap. It doesn't take any rocket science, either. All 
that's necessary is to use l 6-bit audio and adjust 
all recording gains to their m axi mum values. 

The only black m agic is in the dynamic range 
provided by 1 6-bit audio. Most PC audio sys­
tems lose three or four bits to noise, but that still 
leaves you with at least 1 2  usable bits. You can 
record an almost-inaudible -48 dB signal (0 .4 
percent of full scale),  boost i t  by 256 to normal­
i ze it, and still  have four bits or 24 dB of signal 
available. The high gain will create highly ampli­
fi ed noise, and the four-bit speech won't sound 
good, but it will certainly be intell igihle. 

Don't believe me'? Then why not j ust try it to 
see what you pick up. It's easy. Use the Record­
ing Control panel (sndvoI 32.exe) to make sure 
the mic is selected, and to set its gain to max. I f  
you have a laptop then i t  might have a dual-pur­
pose l ine-in/mic j ack and in that case you should 
click on the " A dvanced" button to verify that the 
microphone boost is enahled. Use your favorite 
audio editor for recording. If you don't  have one, 
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then you cou ld use the basic Windows recorder 
( sndrec32.exe) but two much better choices are 
Cool Ed i t  (www.syntri l l i um .com) and Gold 
Wave (www.goldwave.com) .  Whatever edi tor/ 
recorder you're us i ng, configure it to 1 6-bi t  mono 
audio  in l inear PCM format. Your system m i ght 
be able to get good record i ngs at 8 kHz but for 
now j ust p lay i t  safe and set the 
sample rate to 1 1 .025 kHz or 1 6  kHz. 

You need good audio output to hear the re­
sults .  Headphones are best, but external  speakers 
are also good . You w i l l  probably  have to boost 
the output level .  That can be done v i a  your head­
phone/speaker volume contro l s  and system pl ay­
back ga in  contro ls  (sndvoI32.exe agai n )  but 
you ' l l  get less d i stort ion if i n stead you use Cool 
Edit or Gold Wave to normal ize the audio  before 
playing i t  back. 

There are two microphone configurations that 
are part icu larly chal lenging :  h igh-qual i ty PC 
headsets and docked l aptops. 

Cheap headsets are no problem. They pick up 
any sound, from any angle, in any pos i t ion .  
H igh-qua l i ty headsets wi th  c lose-talk i ng mics 
don' t .  For example, the Andrea Electronics NC-
65 stereo gamers '  headset w i th ant i -noi se fea­
tures seems to l i ve up to its c la ims .  Even so, i t  
records ord inary speech fi v e  feet away a s  -48 d B  
and a s  a lready calculated that's a l l  i t  takes. The 
background noise i s  steady (wide-sense stat ion­
ary to you DSP types) which means i t ' s  easy to 
develop a custom speech detector for it . Chalk up 
any PC headset as . . .  supertap-capable.  For a 
long-term test you' l l  need to record to d i sk and 
use a speech detector. Those features are found i n  
ut i l i t ies developcd b y  scanner/ham rad io  hobby­
is ts ,  examples bei ng Scanrec ( www.davee.com/ 
scanrec/i ndex .html ) ,  Vox Recorder (n i nopo. 

freeweb.supereva. i tlradio!VoxRecorder/index .htm), 
and RecAl l  (www.sagebrush.com/recal l .h tm) .  

Docked laptops don ' t  work as wel l .  There are 
two reasons for that. First of a l l ,  h igh frequencies  
are attenuated by the  narrow passages the  sound 
has to pass through to reach the mic. That makes 
consonants harder to understand, masks some of 
the cues people use to recogn ize speakers, and 
reduces faraway speech to mean i ngless mum­
bles .  The second problem is  that the mic m ight 
have lots of noi sy neighbors in there : fans and 
disk dri ves. Fans produce cont inuous noise due 
to a ir  flow. Disks emit trans ient  c l icks that are 
hard to fi l ter out s i nce they aren't a steady noise ;  
i f  you're experi ment ing with a bu i l t - in  l aptop mic  
then don 't log the audio to disk .  For a worst-case 
scenario consider the (aging) Del l J650: i ts dock­
ing station is fu l l y  enclosed on three sides and 
the mic is centered above the keyboard far away 
from any open air, but it can sti l l  pick up speech 
from the i mmed i ate v ic in i ty. Newer Del l l aptops 
use open-frame docking  stations w i th the mic on 
the right s ide of the keyboard so i t ' s  much closer 
to free air and therefore produces better recordings. 

I'll close otT by explai n i ng the "d i sconnected 
and l i feless l aptop . "  Modern l aptops have power­
management features which a l low you to confi g­
ure how they behave when the case is shut .  I t ' s  
sometimes poss ib le to configure them to s imply 
keep on runn i ng when closed up. That  st i l l  leaves 
those b l i nk ing LED's,  but any doofus with a 
screwdri ver and wire cutters can d i sable them. 
What 's  left i s  a h igh-capaci ty, highly confi g­
urable data logger. It isn't l i kely to be h ij acked by 
a th ird party, but i t ' s  st i l l  worth mention ing  as a 
mic  to be wary of. 

O PTI M U M  Online 
.a II d � c:> LJ 

by Screamer Chaotix 

screamer @ hackermind.net 

For years the te lephone companies of the 

wor l d  have pu l led the wool over their cus­

tomers '  eyes, forc ing rid icu lous charges upon 

them and b l i nd ing them from the tru th .  Hack­

ers rose agai ns t  th i s ,  po i nt i ng out these i nj us­

t i ces and showing  cveryone exact ly what was 

happen ing  wi th  the technologies they knew 

noth ing about .  Now, a new threat i s  presen t .  
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Only  th i s  t ime i t ' s  not  the teleos, i t ' s  the  cable 

companies .  

This  art ic le  w i l l  focus on Opti mum On­

l i ne, a wel l known cab le  modem provider in  

the Conneeticut/Long I s l and area, but I 'm 

certa in these tactics arc i n  p lace al l over the 

country. Opt imum On l i ne, l i ke other cab le  

prov iders, sel l s  you a cab le  modem and NIC 

through The  Wiz  retai l out let, a long wi th 

their  serv ice. Upon instal lation of their 
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hardware, you regi ster with them onl ine ,  
where you are then presented with the ir  terms 
of service (mind you, you've already pur­
chased the cquipment ) .  Once set  up,  you're 
ready to go and, l i ke most people, you ' l l  be 
amazed by the high speeds .  

However, i f  you're l i ke me, you had a few 
questions before you made your purchase. 
The first, in my ease, was a s imple  one: " I s  
this equipment compatib le with L inux '? "  The 
man at The Wiz assured me i t  was, although 
Optimum did not support that part icu lar oper­
ati ng system.  I looked at the N I C  a n d  noticed 
i t  was an ISA ,  which didn't s i t  wel l  wi th me.  I 
asked for a PCI ,  but he said that' s the on ly  
one they had .  Fair  enough,  I had h i s  assur­
ance it would  work w i th L inux ,  so what was 
there to fear? 

That was the first problem, but it certai n ly  
wasn't  the l ast. The NIC did not work with 
Linux,  and the only way i t  wou ld  was i f  you 
wrote your own dri ver more or less. Unfortu­
nately I real l y  didn ' t  have that k ind of t ime,  
especia l l y  when I was told  i t  wou ld  work out 
of the box . Nonetheless ,  t ime went on and I 
eventual l y  got a card that d id work . Problem 
solved. I was now onl ine and enjoying the in­
credib le  speed of my cab le  modem.  Here was 
where the new problems began to creep i n ,  as  
pointed out  by thi s  emai l I received from 
Optimum themselves :  
Dear Optimum Online Suhscriber: 

}(m may be running a server from wlUr 
computer and not e ven know it. 

II' You usc any ()I' the peer-to-peer file ser­
vices listed below without disahling the file 
sharing option, the entire Internet can access 
the files on your hard drive. In additioll. usc 
01' these services can lead to network prob­
lems that may result il1 your upstream speed 
heing temporarily reduced 10 control this 
ahuse of service. 

A imster, KaZaA. iMesh, A I/diogalax.", 
eDonkey2000, NeoModus, BearShare, 
Gnotella, Gnucleus, GTK-Gnutella, 
Lime Wire, Mac/ella, Morpheus, Phex, Qtella, 
Shareaza, SwapNut, XoLoX 

Don 't compromise your pril'{u:y or the 
peljc)rmance ()I'your high-speed connection. 

First they "alert " me to the dangers of 
these file shari ng services and then, one sen­
tence later, say they 're an abuse of  servicc .  
Wonderfu l .  now b y  merely us ing KaZaA I 
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was v io lat ing thei r  terms of serv ice.  How you 
ask') Runn ing any kind of  server on Opti­
mum's network and, as I said ,  other cab le  net­
works most l i kely, is stric t ly  prohibited. So 
runn ing KaZaA i s  a v io lation of  my terms of 
service, and shou ld  I conti nue doing it ,  I may 
be puni shed . A part of me wonders i f  the 
R I A A  or M PAA are standing in the shadows ,  
but I won ' t  go i nto a conspiracy theory. 

There's a problem here .  The terms of ser­
vice bas ica l ly  g ive the cable company the 
right to declare anyth ing a server ! Next week 
ICQ might be forbidden, us ing DCC cou ld  be 
outlawed, and forget about runn ing tel net, 
ssh, or ftp on your computer. They c la im 
servers pose a security threat, yet  I don ' t  un­
derstand why they won' t  let  me take my own 
chances .  There are people i n  th is  world who 
use the I nternet for more than jus t  emai l and 
web browsing after al l .  

Which bri ngs m e  to m y  next point - web­
sites. By  now i t  should be no surprise that 
many cable companies oppose runn ing web­
servers on their networks .  Out of curiosity, I 
found myself  p laying around with Apache 
one day. just to see what would happen if I set 
up a site. I made up some html fi les ,  threw 
them in /var/www/htm l ,  and went to my I P  
v ia  m y  1 92 . 1 6R address .  There was m y  s i te ,  
c lear as day. Next ,  I opened port RO on my 
layer two switch and asked a friend to head to 
my JP  using a web browser. He did .  but cou ld 
not see anythi ng.  Al l  r ight .  they were Il l teri ng 
port RO. I changed around httpd .conf so that 
both "Port " and " Li sten : "  were set to R I  and 
asked him to connect agai n .  Th i s  t i me. it 
worked. 

This  however, d id not last long. Today i t  
does not matter which port I use.  Al l  incom­
ing http requests are fi ltered at the gateway. 
What does th is  mean ') I t  means I can run a 
webserver on any port I l i ke and then tel net to 
the server:port to see that it 's  there. but mak­
i ng any sort of http (or https) request l eads to 
a connection ti meout. Great, now none of my 
fri ends can see my site. 

My solution was rea l ly  qu i te s imple ,  a l ­
though far from practical . I merely instal l ed 
VNC (Virtual Network Computi ng)  011 one of 
my loca l  machi nes and gave the I P/port to my 
friends.  This al lows them to connect to  my 
in ternal mach ine through VNC,  open a 
browser, and see my s i te as though thcy were 
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on my LAN .  Of course, i t 's  sad I have to take 
such measures .  A l l  I want to do is u sc the In ­
ternet the  way i t ' s  meant to  he  used. Why 
must there be so many restrict ions? You pay 
for your a l lotted handwidth and, as long as 
you don't uncap your modem, you shou ld he 
a l lowed to do whatever you wish .  

I 'm  certai n there arc people who di sagree 
with what I 've said .  Many have told  me the 
terms of  serv ice are what they are, and i f  I 
don't l i ke i t  I should go el sewhcrc .  I 'm  not re­
al ly  sure where I can go . . .  DSL I supposc, but 

why shou ld  I have to go through the hass le '! 

There are a numher of other things I cou ld 

rant ahout ,  h u t  I th ink  what I 've said i s  suffi ­

cient .  We mustn't let these types of things 

continue. If we do, one day we' l l  fi nd our­

selves paying for every download, or gett ing 

booted hecause we had the ncrve to run ssh .  

Un less we stand up against the I S Ps, we may 

never have true, unfi l tered In ternet access .  

ShoLlts to Dash Interrupt, Pi/mho; Leland 

D. Peng, Spllrh, and .lack Balla 

CCL{iv 
Software Security 

by minion 
Cyher cafes are popping up all over the 

world. Thc purpose of cyber cafe sol"tware i s  
to  restrict the  user  depending on purchases 
and securi ty  purposes .  I n  normal cyher cares 
there i s  usual ly  one server runn ing the scrver 
software responsih le for managing and serv­
ing customers, and the rest run the c l ient soft­
ware which contacts the server for 
i n formation l i ke user/password i n fo, i tem 
purchas ing ,  t ime purchas ing,  etc . You would 
thi nk  that securi ty wou ld he a huge priority 
when work ing d irectly with the purchase of 
time and d i rect money usc. I ron ica l ly  though, 
cyher cafe software can usual ly he bypassed 
with ease. 

The piece of  software heing covered here 
i s  Ti nasol"t EasyCafe, c laim ing  to he "The 
hest I nternet Care Management Software in 
the World . "  Bold statement, eh') EasyCafe 
works l i ke th i s .  On the server i s  the EasyCare 
server software. It handles all EasyCafc con­
nect ions ,  u ser detai l s ,  socket info, accounts,  
prices, t ime di strihution ,  halances, log fi les ,  

dient.exe - f atat Ap:plllcatfoo Exit 
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transactions,  even food orders ! The admin  on 
the server can also get conti nuous screen­
shots of  any c l ient.  send popup messages,  and 
some other features. 

Now on to the fun stuff, the c l ient soft­
ware . Carefu l  when test ing cafe software . It 
is ex tremely easy to lock yoursel f  out of your 
own computer ! There are three fi les which 
p lay a ro le i n  EasyCare 's  security. 

CIient.exe - c l ient app l ication .  Handles 
server requests. t ime, orders, h i l l i ng  info. etc . 

Guardit.exe - mon itors escape keys (not 
very wel l ) .  task manager, and other 
potenti a l ly  dangerous  th ings .  

Easy.cfg - con figuration fi le  for C l ient .exe 
C l ient .exe doesn't  have much fun sturf i n  

i t  hu t  Guardi t .exe and  Easy.cfg sure do. 
Guardit .exe keeps you from simply heing 
ahle to al t+f4 the mai n login screen .  Wel l ,  
what happens when i t  can't h e  started? The 
program freaks out and c loses i tse lf and tel l s  
y o u  t o  contact the system admin ! 

So how exactly do you get thi s  to happen? 
I t ' s  s imple .  Just rename Guardit .exe to any-
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th ing else and then k i l l  the Guardi t  process .  
K i l l i ng  the  proccss could be  a pai n i f  you 're 
try ing to usc Task Managcr, considering that 
runn ing Guard it c loses Task Manager every 
t ime you opcn it .  so Ic t ' s i u st usc c llld .cxc .  
C: > rena/llc "C:\fJrogral71 Filcs\illlaSoji\Easr  

Cafe Cliel1l\Gllardil. Cxc " Gllardit. bak 
C: > tskill Guardit 

Wait a couple of seconds aftcr you type 
thi s  and you should he prompted with an 
"OK" box say ing " ERROR : :  
GUARDIT.EXE C A N  NOT B E  STARTED . .  ' 
PLEASE CONTACT YOUR SYSTEM 
ADMINISTRATOR. "  Aftcr hitt ing OK you 
w i l l  be returned to a computer free of thc 
restrictions placed by the scrvcr and c l ient 
sortware . 

It gets easier thoug h .  Cillardi t .exe i s  hased 
on time interva l s .  If you h i t  ctrl+alt+del and 
Task Manager pops up.  i t  takes a couplc of 
seconds for Guardit  to c lose it .  Can you sce 
the flaw yet ' )  Guardit  i s  also what i s  responsi­
b le  for making sure the c 1 icnt isn ' t  c losed . 

by Charles 
A man u facturer's coupon for 30 cents off 

Phi l adelphia Cream Cheese was found ins ide 
the l id  of a prior purchase. The UPC code 
was very short and there were repeti t ive num­
bers in the second half of the code.  Knowing 
that the first port ion i s  the manufacturer's ID 
number and the second half being "23030, " I 
wondered if the "3030" was the face value  of 
the coupon repeated.  (The origina l  coupon 
UPC code was: 5-2 1 000-23030- R . )  

Knowing the last d i g i t  (8 )  i s  the check­
sum, I popped over to http ://www.bar­
codesine.com/generator/barcodel and typed 
in :  5 2 1 00027575? (the question mark causes 
the CGI program that creates UPCs to deter­
mine the new checksum on i ts own) .  

Now, popping over t o  the Kraft weh s i te -
I got some graphics  and quickly pasted them 
all together with some text in Photoshop (just  
to prevent any potential  problems i f  someone 
saw the coupon - a b lack and white UPC on 
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Quickly k i l l i n g  Cl ient and then Guardi t  
immcdiately  aftcr w i l l  a l so  return you  to  an  
unrestricted computer !  

C: > tskiff Client 
C: > tskill Guardit 
Bel i eve i t  or not .  there 's  more .  The con fig­

uration f i  I e  has come hack to haunt EasyCafe .  
The  con f iguration f i l e  i s  where the  server's I P  
address i s  stored.  S i mply changing the 
server's IP to another that's pre set up wi th 
un l im i ted t ime wi l l  ohvious ly  bypass what 
the software had i n tended . The f i le shou ld 
look somcthing l ikc :  

127. U O. 1 Vdlllo$¥/®x " ' -/ 
PT:j.'c 1 L?'c 'lfIi CYO< ''li\'/I'X ( i\f!iicl' IS, ++ H" 
114 0 «  I U-J TI;:A#< . . . Aa¥(}('C A( r) " 
(Jt)QI£�(/c '_ 2& · iii- 1 i " "ii :) c)'.'l2d '/3/(I¥A 

---, [) » ('2, ' o°"2'-i 

The f i rst parametcr. 1 27 .0 .0 . 1 .  IS the 
scrver IP addrcss .  A qu ick change In the 
conf iguration and you're done. 

p la in paper might get some attention ! ) .  
Now to put i t  to the test - cou ld hack ing 

this 30 cent coupon up to a 75 cent coupon be 
that easy') I went to a local store wi th a se lf­
checkout and purchascd one container of 
Phi l adelphia Crcam Chcese (which was 
$ 1 .99 and had 30 ccnts off ( storc sale » . Now 
the test. Scan the coupon .  Thc worst that 
could happen is that the UPC would be " not 
on fi l c , "  right? 

Bingo! 75 cents olT, p lus  75 cents o fT (my 
store douhles manufacturer coupon s ! ) ,  p lus  
30 cents  off (store sale ) .  Total sale :  19  cents .  
Now I 'm wondering ahout other coupons that 
use this  short form of thc UPC used with 
coupons .  
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by Rev. Karn - ZenLogic/Freebooter 

This  is not an art ic le  about hacking the 
mai nframe or some network someplace, but an 
art ic le  about someth ing much c loser to home. 
Your everyday Windows box. These v i sual 
hacks w i l l  work on most fl avors of Windows. 
Have fun and read the caution be low. 

Caution:  First off, doing these hacks can 
mess up  your system. Remember to back up a l l  
i m portant fi les ,  and that i nc ludes the regis try. 
Make a copy of a l l  the ti les  that you res-hack, 
copy the d l l cache to another d i rectory j ust i n  
case, and rename. Then empty out the old d l l ­
cache. M ake a n e w  up-to-date ERD d i sk  a n d  be 
carefu l .  Let me say th is  agai n :  he carefitl. The 
program I used the most was Res-Hacker (Re­
source H acker 3 .40 by Angus Johnson) ,  a great 
l i t t le fi l e  for hack ing system fi les  and retriev ing 
resources.  (Google  i t . )  Use the program a b i t  be­
forehand.  You w i l l  f i nd that i t  i s  sel f explanatory. 

Background 

I have been obsessed wi th  computers for a 
long t ime now. I n  fact, my fi rst computer was a 
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t h e  Look 
Ti mex/S i nc la ir  1 000. After that came the Tandy, 
then various Commodores,  an o ld  Osborne, an 
AT&T 6300, then over the years a bunch of 
3 86's ,  486's ,  and Pent iums .  Now my systems 
consist of mostly (eight) home brew computers, 
a variety of CPU's from the low end of a 300 
MHz over-clocked Pent ium 2 to the high end of 
my brand span k i ng new Sony l aptop - 1 .5 M H z  
mobi le  Pent ium 4.  The rest are mostly AMD 
700 and 850 M H z  systems .  A l l  run n i ng a M u l l i ­
gan's stew of O S ' s  from W indows 3 . 1 t o  L i n u x  
( Free B S D  a n d  Mandrake - I have o n e  o ld  286 
laptop run n i ng M inux) ,  and one Apple Per­
forma run n i ng OS 7. A D- l i n k  DSL 4 port router 
and an SMC 8 port hub connects i t  al l together. 
One box is a fi le  server for the s torage of over­
flow fi les .  I have eight k ids .  Do you know how 
many Pokemon j pegs are out there? Yes,  they 
have saved them a l l .  

My fi rst h ack was  setti ng  the  6300 up  with 
9600 baud modem, a packet  driver, and an early 
trumpet l ike program, then soc ia l  engineering 
my way i nto a u n ivers i ty 's  modem room phone 

G GJ Gil 
J2SDK..FOf� j;2itdkH,O ,.v. K_" 

G CJ GJ Q 
litetJep tocl;PC MRecQI'd M?D� 

CJ Q [];ij 
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number and getting on the A rpanet baek in 1 983 
when i t  ehanged over  from ncp to  tcpli p,  so I 
could use usenet.  

This  artic le  i s  about my l aptop and the OS 
hacks I had to do to make it tru ly  my own.  Let 
me expla in .  The l aptop, named mAl ice ( mobi le­
A l ice,  at l east one of my computers arc a lways  
named Alice,  don ' t  know why)  i s  the  work com­
puter. The one r drag along to the job s i te with 
me .  I am retired and admin i ster several small 
business networks i n  the surrounding towns for 
extra i ncome . Anyhow, mal ice boots i n to l i l o .  
From there y o u  can choose Win2k o r  Man­
drake. Defaul t  i s  Wi n2k.  A l so on the Windows 
sidc I emulate Mac OS 7 us ing B asi l i sk ( for 
compatib i l i ty  w i th the kids '  school I i  les  . . .  boot 
to Mac, convert the fi les ,  drop them onto the 
NTFS part i t ion,  there you go. The kids can now 
work on the files at home. ) .  

T h e  Hack 
As you know, Win2k looks horrib le ,  so 

when I'd pull out the l aptop and boot to Win­
dows, i t  looked l i ke a l l  the other computers out 
there.  Real embarrass ing .  I the great Zen logic 
with a pla in Jane machine . . .  ( way too much t i me 
on my hands now that I 'm retired ! )  s o  I tried to 
do something about it. Out came Res-Hacker. I 
started l ooking at the system fi les  in the OS and 
looking for the start button and other resources .  
I wanted i t  to look l ike a Linux hox, so I start ing 
haeki ng away at things .  ( Yes,  I know there are 
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4/1i'/2fJf)':J J;:a2'4AM 
programs out there to do th i s  but I d idn ' t  th ink i t  
wou ld  be that hare!. How wrong I was and ,  yes ,  
I have tried B l ack Box and KDE, 011 top o f  Cyg­
win. However I wanted to keep that part of Win­
dows the same because I instal l  and u n i nstal l 
programs a l l  the t ime and neither B l ack Box or 

KDE for Windows real ly  works r ight in that 
regard . )  

First. we need to turn 01'1' Windows fi l e  pro­
tect ion ( an a lmost  i mpossible th ing to do) .  M i ­
crosoft ' s  way of protect ing us  from ourse l ves 
and their  answer to dll hc l l . I knew that there 
was a regi stry hack to d i sable i t .  

( HKEY_IoOCACMA CHINE\SOFTWA RE\ 
Micms(!ft\Windllw.1 N/\Currclll Version\ 

Winlogo/l) 
Value: SFClJisah/c 
Type: Rl,'C_DW ORlJ (lJW ORD ValUe) 
Valuc: () = e/lahled (dej(/Ult), ffjJJf9d = disabled 

Thank you whoever you are at the " m i ­
crosoft .  p u b l  i c .  w indowsxp.general " newsgroup.  
However I quickly found out that this  only 
works on Win2k pre SP3.  Now, what do I do'! I 
went back to the newsgroups.  I found an ob­
scure art ic le  on the overclockersc luh .com web­
si te :  " How to Disable the System F i l e  Checker 
i n  Windows XP" dated M arch 4, 2002. I tried it 
on Win2k and 10  and behold  i t  worked.  Here are 
the mai n points .  
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Windows XP No Service Pack 
B ackup sfc __ os .d l l  ( s fc . d l l  i n  Windows 20(0) 

in thc \wi ndows\system32 (\w i n nt\system32 i n  
Windows 20(0 ) d i rcctory. M ake another copy 
of  s fc_os .d l l  (or sfe.d l l ) , ca l l  it sfe_os I .d l l  (or 
s fe l .d l l ) ,  and open with a hex edi tor. Go to olT­
set 0000E2 B R  (OE2 B R h ) .  You should sec the 
values " R B "  and "C6" .  

Windows XP Service Pack I 
At offset OOOOm B B  (Om B B h )  you should 

fi nd the values " R B "  and "C6" .  
Don ' t  do anyth ing  i f  you can ' t  fi nd these va l ­

ues.  (When I looked i n  the s fc . d l l  fi l e  i n  Wi n2k 
thc RB C6 va lucs  were thcrc . )  

Changc " R B  C6" t o  read "90 90" a n d  save. 
Now on m y  computer I j ust  rehooted i nto 

L inux  and copied fi les,  which sol ved the proh­
lem of repl ac ing  fi les in use, hut the art ic le  on 
overe loekers .eom said th i s :  
"Run these commands to update the system files: 
Cop." c:\windows\I')'stem32\lfc'_os I . dl! c:\ 

windows\I)'stem32\�fc ·_OS.dll Iv 
Copv c:\windows\I'ystem32\I/i: __ os I , dll c:\ 

windows\I'ystem32\dllcache\If!'_OS.dll lv " 
I take thi s to mean hoot wi th  a hoot d i sk  or 

F8 to a command prompt and run the com­
mands from there. OK,  i f  a l l  goes well ,  we jus t  
have  a coup le  of th ings  left .  I f  you arc asked for 
a CD ignore i t .  Rememher to rehoot and fi x  the 
reg is try l i ke I did with the S FCDi sahle Reg 
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hack .  You must do hoth in Win2k to turn off fi l e  
protect ion .  Rehoot, you're good to g o .  Check i f  
i t  worked hy g o i n g  i n t o  the event v iewer and 
looking for an entry l ike th i s .  

Event Tvpe: 
Event Source: 
Event Category: 
Event If): 
Date: 
Time: 
User: 
Computer: 
Description: 

In/fl rflJ(ltion 
Windows File Protection 
None 
64032 
411 612003 
3:4H: 14 A M  
NIA 
MALICE 
Windows File Protection is 

not active on this system. 
OK,  now we can really start changi ng 

th ings .  Remcmher, th is  i s  Windows, so things 
aren't where you wou ld  think they wou l d  he. 
Let's s tart w i th the hoot screen haekground 
hi tmap, usc Res-Hacker to open Ntoskrnl .exe,  
look for hi tmap # 1 .  Replace the h i tmap wi th  
one of your own choosing.  I t  must he a hi tmap 
file that i s  640x480 w i th 1 6  colors. Or find one 
on the net, search for hoot logos, or modify the 
one already there. Save, rehoot, and adm i re 
your new hoot logo. Next  I wanted to change 
the S tart hutton. But where did Microsoft keep 
the stri ng tahle  for i t ?  Yep, explorer.exe.  So I 
opened i t  up w i th Res-Hacker and there i t  was.  
Str ing Tahle  -37  - 1 03 3 .  O n  the right, you should 
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see the word " Start " .  You can change th is  to 
anything you want, as long as you don't go over 
fi ve characters. Now hit the Compi l e  Script but­
ton. Go to String Tabl e  -38 - 1 03 3 .  Agai n ,  on the 
right you should see " Start " .  Change this to the 
same as the previous one. Hit the Compi l e  
Script button again .  Now there i s  t h e  l i t t le  prob­
l e m  of the Microsoft icon on the S tart button . 
That can be changed too. Res-Hack back to ex­
p lorer.exe and look for b itmap - 1 43 - 1 03 3 .  You 
can use a pre-made i mage or make your own. I t  
must be a b i tmap fi l e  25x20 by 1 6  m i l l ion col­
ors .  Save and reboot. B u t  a problem cropped up 
after I hacked everything.  I just  couldn't  save i t .  
I left i t  i n  frustrat ion for awhi le ,  watched some 
dbz w i th the kids, and then i t  hit me.  Duh, can't 
save because it was i n  use.  So I used Task Man­
ager to close Explorer and then alt-tabbed out of 
it to Res-Hac ker. S aved, then rebooted. Cool, it 
worked ! Now we are getting somep l ace. New 
boot logo and a S tart button that has lost a l l  
traces of  Microsoft. Good to go .  

Next  was  the M icrosoft bitmaps and l ogos 
appearing on the " start ing" and " logi n "  box 
while l ogging in ,  a lso when hitt ing "ctrl-alt­
del" .  Where were these resources? I l ooked and 
l ooked and couldn't  find anyth ing.  Then I re­
membered I had a problem booting not too long 
ago and the log file from the event mentioned 
mygina.dl l .  So  I opened it up and there they 
were. I pul l ed these resources to find out what 
size b itmaps they needed to be. They had to be a 
w idth and height of 4 1 3 x 7 2  and 1 6  b i t  b i tmap. I 
converted the bitmaps I had picked out to the 
size needed and replaced the old bitmaps. S aved 
and rebooted. Coo l ,  but things were sti l l  Mi­
crosoft blue, back to Res-Hack. Saved out the 
b itmaps and such, changed colors and rep laced 
them, saved and rebooted. Good to go. Now 
mal i ce l ooked good. Except for one thing, the 
logon applet .  S ti l l  the Microsoft b lue and no 
graphics  or such. I was stumped ! How the he l l  
do I change that? I coul d  change the  color of  the 
start screen with a Reg hack .  B l ack of course. 

(HKEY _USERS\.DEFA UL7\ControIPanef\ 
Colors\\\Background change to FFFFFF) 

B ut the logon stayed the same. Wel l  he l l .  
Took a few days t o  th ink about i t ,  meanwhi le  
searching on Google .  Not much help,  but  ran 
across a freeware program cal l ed "Crash Course 
Logon Interface "  at www.crashcoursesoft­
ware .com. Turned out to be j ust  the thing I 
needed. Check i t  out .  That taken care of, there 
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were al l k inds of icons and bi tmaps in the vari ­
ous d l l  and exec fi les  in Wi ndows and to change 
them all would take forever. So  here i s  where I 
cheated again and used a program. One day on 
Googl e  I ran across a Japanese software si te .  I 
found what l ooked l ike a program for changing 
the icons in Wi ndows. I down loaded i t ,  and sure 
enough it was. Here is info on thi s very nice 
program: 

Masami lkawa 
Madonote ver6. 0 1  for Windows 
Filename WHAND60 1 . EXE 
http://www. asahi-net. or.jpl- vr4m-ikwIGloball 

download. html 

A nice program for sure . It made my quest a 
l ot easier. Try i t .  I changed almost a l l  the icons 
in  my system. The ones M adonote didn't  do I 
Res-Hacked. Now we have a pretty v i sual l y  dif­
ferent desktop. There are other things I didn' t  
l i ke about Windows.  The pla in menu bars,  etc .  
Us ing Res-Hacker I opened explorer.exe and 
other such fi les  and d l l ' s ,  did some changing 
here and there, had al l k i nds of fun ,  messed up a 

few t imes,  put  it a l l  back,  and started over. "So i t  
goes . "  Now I have Win2k looking j ust  r ight  for 
me. A friend dropped by one day, saw the desk­
top, and thought I was i n  Linux wi th a new 
theme. It was great. 

It  sounds easy now writing this, but at the 
time i t  real l y  sucked. I even screwed the regi stry 
up a few t imes and lost  Windows. Thank God 
for backups. A l l  in a l l ,  it took me several days 
of work, thinking,  and searching the newsgroup 
archives to redo the l ook of mal ice .  F inal l y, af­
ter much frustration and a few epi sodes of dbz 
(from fat bu to k id  bu), in the end it all worked, 
and mal ice looks great. That is why I decided to 
write this, to put this i nformation i n  one p lace. 
Now when the rubes look at my box top, they 
are always asking what OS I use and the 
women, wel l ,  that's another story. Now if I can 
just make the l i l o  boot-splash l ook different . .  . .  

Thanks t o  a l l  the peopl e  w h o  have posted 
repl ies  to the newsgroups i n  the past (news­
groups are a great resource for any k ind of in­
formation) .  I tr ied to find the old posts ,  quote 
them, and give credit .  However, most are gone 
now or I coul d  not remember where they were 
or find them again .  Sorry if  I missed somebody. 
You know who you are. Thanks .  

By the way, howdy Joe (Joeschmoe). 
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05 ING AN P 5 RV R 
o n ( a  b 1 e / D S L R 0 u t e  r s 

by osiris 1 88 
Updates81 @ hotmail.com 

In 1 9 : 3  Khoder B i n  Hakk i n  wrote a great 
art ic le  on setting up free web servers . In 20: I 
Toby complemented thi s  artic le .  Like them I 
a l so decided to set up my own ftp server. I d id  
i t  al l completely free and w ith no hass le .  My 
FTP server was set up on Windows 2000 Pro­
fessional . I'm al so going to g ive a possib le  
so lut ion to the dynamic DNS problem.  

My Hardware: U . S  Robotics broadband 
router and an Alcatel speed touch home DSL 
modem.  

I bu i l t  a computer from all free parts that I 
managed to p ick  up along the way. It 's an 
AMD Athlon 333  mhz with 1 92 MB ram 
1 0/ 1 00 NIC and a 7 .5  gig H D .  Nothing  spe­
c ia l  as you can sec ! But let me tel l  you I ran 
Win 2000 server on thi s  th ing no problem.  

FTP So./iware Used: You can download 
any ftp program . http://www.webattack. 
com/freeware/server/fwftpserver.shtml has 
some good ones.  I used gu i ldftpd from 
hltp :J/www.gui ldftpd.com/. lt .s very easy to 
usc and configure .  I t  also has great IRC tools  
on i t  and of course, it 's freel 

Solving the Dynamic DNS Problem 
http ://www.myserver.org .  There, I sa id  i t !  

You s i g n  up free o f  course then download the 
myserver.org SW and run it. S i mp le  as that. 
B ecause your IP on cable/DSL is often dy­
namic,  my server constantly updates your I P  
t o  trans late t o  the web address y o u  choose. 
You can set the speed at which you want my­
server.org to check for your new stat ic IP. 
Keep i n  mind  thi s  is a l l  for Windows. You 
can configure myserver.org to be a web host, 
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and for ftp, VNC, pc anywhere, mai l ,  tel net 
and IRe . You can also add the MX record. 
Myserver.org also g ives you the option to 
open a lternate ports in case of I S P  port 
b lockage. 

Router Configuration 
Depending on your I S P  your FTP port 2 1  

may be b locked. My port 2 I i s  not b locked. 
I 'm using a U.S robot ics  4 port broadband 
router. They go for about $99 Canadian . Al l  
you need i s  two tabs in  the  router configura­
tion uti l i ty "v i rtual dmz host" and "v i rtual 
server. " We' ll start with virtual dmz host. 
You' l l  sec something l ike "IP address of Vir­
tual DMZ host" then the i nternal IP address 
of the box you're on and you check off 
"enab le . "  

Next  step you go into the  "v i rtual server" 
tab. This is where you set the router to redi ­
rect traffic  through your desired port to  the 
ftp server. I t  looks someth ing  l ike th is :  Private I� Ipri�at-c���t-- r IP Type Puhlic Port 

1 92 . 1 68 . 1 2:l.xxx 1 2 1  J�_UdP 2 1  

Al l  you have to do is save your settings 
and logout. Keep in mind NAT is enabled by 
defaul t  on thi s  type of router. After this you're 
al l set to go ! Setting up an ftp server was 
defin i te ly  worthwhi le .  All my SW and 
troubleshooting  docs arc always avai l ab le .  

Shouts to: My parents, markay26. bergoo 
jazon. karim. Scottie D. and bookman. 

W r i t E:"  f o r 2600. 
a r t i c l e s iil 2 b O O . c o m  
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Maybe these guys can sue a certain government agency since they had 
the name first. We'd probably all be better off if they took over the 
department anyway. 

Photo by lentil 
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Sensitive Info 

Dear 2600: 
Do you have anything that you absolutely won't 

print that could be considered in  the "hacking"  commu­

nity under a general definit ion? Such as DoS attacks, 

P2P networks, etc . . . .  

fOurtyfive 

We tend to j()CUS on methodology which hopefully 

will get people thinking in a constructive way. What we 

won 't print are things like passwords or codes to specific 

machines and/or networks because there's not a whole 

lot that can be learned from that. However, we most dej� 

initely will share defilult passwords and algorithms. 

We 'll also explain how a system works or has inadequa­

cies. �j' we start down the road l!j' worrying how people 

will use certain bits of information, the whole purpose 

If the magazine will be subverted. 

Dear 2600: 
What are a l l  of these I P  addresses and names on 

pages 40-45 of 1 9 :4? Don't real l y  want to do much scan­

n ing unless they're some sort of foreign ass w ipe site. 

Can you help ') 

brian 
We 've said too much as it is. But what exactly would 

you do ij'they were "some sort l!/flJl'eign ass wipe site ? "  

Handy Tips 

Dear 2600: 
What do you do if you " lose" your admi n  password 

on a Wi ndows XP system? Time to format the hard 

drive, right? Nopers, j ust pu l l  out your old Win 2000 

CD, boot from that, and enter the recovery console .  

S trangely, Win  X P  security settings don' t  affect Win  

2K ' s  recovery console, mean ing you have ful l  access to  
the box .  I f  you don't have a Win  2 K  disk,  t ry  changing 

C:\WI NDOWS\SYSTEM32\CMD.EXE to LOGON .SCR 

and wait unt i l  the logon screensaver comes on, some­

time 1 5-30 m inutes, and i nstead of the screensaver the 

Command prompt w i l l  come up .  From e i ther of these all 

you have to do is grab the password hashes and crack 

them with your favorite password cracker, l ike Jack the 

R ipper or LophtCrack i f  you can't do your thing from 

the command l ine.  Neat, huh? Hope th is  saves some 

headaches.  

Jason Argonaut 

Dear 2600: 
Thank you for the information provided about the 

telemarketers - namely what i s  going on when you an­

swer the phone only to hear a few seconds of s i lence fol ­

l owed by a telemarketer greeting y o u .  I t ' s  j ust so easy to 

pick out these call s now. Every t ime I hear th is  pregnant 

Page 30 

pause, I just  stay on the l i ne and keep quiet .  I t ' s  pretty 

easy to te l l  when it 's  a telemarketer (a l l  the sounds from 

a busy cal l  center in the background) . When I determine 

it 's  a telemarketer, I j ust keep quiet unti l h e  hangs up.  I t 's 

bri l l iant !  Thanks so much.  

tavdog 

Policy 

Dear 2600: 
I ' m  currently a senior in graph ic  design at Otis Col­

lege of Art and Design i n  Los Angeles.  For m y  senior 

thesis project I 'm creating  an informational anti -DMCA 

booklet to inform the general publ ic  about the DMCA, 
i ts  effects, and proposed solut ions being offered. The 

booklet w i l l  be d i stributed for free on and off campus .  

M ost copies wi l l  be d i stributed to v i s i tors through the 

col lege's senior show. 
I 'd l ike to request permi ssion to use in part or whole 

the art ic le t i tled "DMCA vs .  DMCRA" from 2600, 1 9 :4 .  

I wi l l  cred i t  the author and 2600. 

Gloria 
By dej'ault, we consider this to be acceptable use. 

We also ask that people using material from the maga­

zine send us II copy of whatever it is they 're putting to­

gether. 

Dear 2600: 
I 've been meaning to mention my thoughts about the 

magaz ine's art ic le  pol icy. Personal l y  I think one part of 

the art icle submission pol icy i s  unfair. The part saying 

that a l l  art ic les submitted to the mag must not have been 
suhm i tted anywhere e l se first .  Let me g i ve a l i tt le anal­

ogy here :  i t  would be much l ike Coca Cola tel l i ng al l  

Coke drinkers that they can only drin k  their product if 

they haven't drank Pepsi a day or two before drink ing  

Coke. I t's  unreal i st ic  to th ink i n  the  span of about three 

months ( actual ly, over three months for those buying the 

mag from B arnes and Noble and other stores)  that peo­

ple w i l l  always remember they submitted an art ic le  to 

2600 that they'd really l i ke to submi t  e lsewhere as wel l ,  

o r  s imply  want t o  b e  bound by such control freak type 
pol ic ies .  As i s  often said i n  the mag, i n  some form or an­

other, the exchange of info is and should be free. Such a 

policy doesn't exact! y encourage such a th ing, at least 

during the excruciat ingly long wait  to see if  an art ic le  

sent  gets  printed or i s  thrown away l ike so much trash.  

One th ing  I th ink is  pretty m uch certa in  . .  No m atter 

what I or anyone e l se says, that pol icy w i l l ,  of course, 

not change. That's unfortunate. At least for u s  artic le  

wri ters i t  i s .  And, le t ' s  not  forget something else here. 
Every time a copy of the mag i s  sold or someone sub­

scribes you're making money. Money off of other peo­

ple's hard work. Therefore, doesn't i t  stand to reason that 

with that being the case that it's only fitting and r ight 
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that you l i sten a bit  ir such people voice such opinions 

as th i s') 

Captain B 
}()[lr analogy is (f strange olle to say the fells/' But 

it 'sjlmt'edfi)r the simple reason Ihul Y(>u 're conjuring up 

an absurd rcs'friclion placed Oil consumers und compar­

illg it to the guidelincs l-ve ask our writers to ahide hy. 

We place absolutely no restriction 011 who ('an ('(}I1SUlllC 
- or read - our rnap,azinc. To do so �v()uld he insane and 

selfdefealing. Bul our wrilers ilre helping 10 determine 

the nature o{ the magazine and ji)r thaI Wi' have to insist 

on a certain level (�f' standards. It's a disservice to our 

readers to simply reprint infimnation which can he 

found in other publications or on the Internet. The read­

ers are the people we musl llitimafeir (m.lwcr to and that 

is why we make this rather simple stipulation. With rela­

tivelyfcw exceptions, the ([rtides �v(' print here hove no! 

shown lip elsewhere. And afier their art ides are printed 

hert', }vriters can do }L'hatever they �'val11 with them, lll1-
like mosl olher magazines. WIn- iI 's such " hig deal lhal 

�re ask you flot Kive llS material that readers may have 

already seen is diflicull 10 gras/,. Since rou alrco(/r 

seem to have convinced yourse(( that �v(" re exploiting 

you, we douht IIny answer H'e give is Ruing to s{[t;,�fy 

YOIl. We onlv hope our readers (lfulflllllre wrilers see Ihe 

value o{ lhese guidelilles. 

Dear 2600: 
In your 20: I i ssue you c la im that 2600 is a 1001 for 

swatting fl ies.  Wel l ,  I have used it to swal mosqui lOs 

successfu l ly. Does this consti tute a v iolation or your l i ­

cense agreement') Should I h i re a lawyer? A m  I g o i n g  to 

be sued? 

Pi 

And we 're Ihe olles Iher call trouhlemakers. 

Dear 2600: 
Now that I have had an art ic le publ i shed, is there 

someone that I could send future articles to through a 

more direcl means') I have no problem submitt ing them 
l ike everyone else .  I am j ust blatantly try ing to jump the 

l i ne .  

No Name 
No line jumping here, son�l'. Even- submission is 

judged on ils own merits, nol Ihe Ilame(s} af/ached 10 it. 

But if was probably }.vise of you fo leave your name qtl 

o{ that question. 

Dealing With Opposition 

Dear 2600: 
Al J azeera is the cable network i ll Qatar thaI has 

acted as the propaganda m i l l  ror Osa111a, Saddam, and 

any other Arab with an anti-American story to tel l .  iron­

ically, it is owned by the same rich falcal who b u i l t  us a 

g iant airbase in Qatar so we would protect h i m  from h i s  

rough neighbors. Here are the results of some basic re­

connaissance: [output or whois l ookup deleted ] .  

Spams away ' 

anonymous 
We didn 't prinl this dala only because it would have 

taken up lvay too much space and it 's Vt'r)' easi(r ob-
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lained hI' simply looking up Ihe owner oF lhe domain. 

Even i(vollrj(lCls were accurate - which ther are fill' 

from - your ",av o{dealing wilh Ihose you disagree wilh 

really Slinks. /-I(HV a/Jout providing some intelligent dia­

logue to hack lip wmr argument rather than merely at­

lempling to silellce clif/l'renl perspeclives ( Ihrough 

.'pafJ1, harassmellt, denial (�r service, or whotever else 

you 're willing to engagc in):) As you pro/Jahly knoH' �l 

.rou 've reod our pages hej()re, we have SOfJ1e nu�ior is­

sues with entities who ahuse power lind inlimidate indi­

vidual.,·, But we H'()uld never condone all alluck that 

would silence those who disoKree u:ith Ollr UN1Y (�l sce­

inK thinKS. 

Dear 260(): 
I am so glad lhal you publ i sh  your magazine.  Espe­

c ial ly  for poignant edi torials  such as "Not i ll Our Name" 
from the Spring 2003 i ssue. I feel such an affi n i ty to the 
concepts and i deas expresseu. Espec ia l ly  the impor­

tance of the fact that " We may not l i ke the message, we 
may not agree with i t ,  hut i f  whal we al lege to stand for 

is to have any value, we have to do everyth ing poss ih le  
to ensure i t  i sn't s i lenced . "  

I a m  an ideal i st b u t  I see some dangerous holes i n  
t h e  above stance. For example, I vol unteer for a non­

profi t media group that has a public weh site where any­
one can anonymously post news and anyone can 
anonYlllously post comments. 

Recently we had a lot of hateful speech and threats 

of al l  sorts towarus women and men who post to the 

s i te .  This open board got so ful l  of al tered and reposted 
photographs, v iolent threats, ant i -Semit ic  comments, 

anti-gay comments, etc. that many poslers felt  pln'si­

(,(1/1V in danger and didn't  want to use the s i te anymore. 

Other concerns such as being dragged into a cri m i nal in­
vestigation hy the pol  ice as wel l  as i nvestigation and 

mon i loring by the government feed my nightmares .  

The group decided to post a lettcr about why we 

thought th is  was wrong and removed the open board 

posting on the website. We all regretted doing th is  and 
promised 10 return the open posting ASAP. 

How can these practical concerns be addressed and 
nol s i lence any message whether we agree with the con­

lent or no[" Are there any l im its? Is true equal i ty ex­

ploi table') 
Your thoughts would be real ly helpfu l .  

Brian 
You are not silencing anyone hy removing the open 

board posling scheme. You 're simply not playing hosl to 

opinions you find qffcnsive or destructive h.l' permitting 

Ihem on vour site. We find Ihal sometimes people j,'el lhe 

onl.\-' lvay to be fair is to all()lv ever.)'one to say whatever 

the.\' wanl in anv forum wilhoul (Iny sort of control. A/I 
that ensures is complete chaos and the e\'enlllal deslruc­

lion o{ whale!'er communily has been built. 

It's essential to not restrict expression and opinio11s 

in ollr socielY. But that doesn 'l mean you have to allov.· 

others fo destro)' lvhat you 're tr.ving to do. For instancc, 

if we printed everrlhing thaI was sent 10 us, Ihe message 

0/ 2600 would soon be lost in a 101 of gibberish. A re we 

denying freedom o{ .Ipeech to Ihose whose words we 

choose nol to prin t ?  Not al all - Ihey still have their {ree-
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dom of speech. If their words were made illegal by the 

government or if they were otherwise silenced, that 

would be a clear abridgment of their rights which would 

be of concern to anyone regardless of whether or not 

they agreed with the speech itself 

A ll that open board posting does is dilute what it is 

you want to put out and make it so much easier for hos­

tile forces to shut you down. What you offer is not a fi­

nite resource. Others can run their own boards and 

websites. Now if you were a broadcaster using public 

airwaves that are most definitely finite. then you would 

have the obligation to give others access. At least in the­

ory. The way things have gone in our society lately. that 

freedom has been pretty much bought and sold. But 

that's another story. 

Defining Terms 

Dear 2600: 
I wou ld l ike to start off by stat ing that I am not op­

posed to what you do as an organizat ion, and i f  anything  
I 'm  more l ike you than unl ike you. Whi le  I would  never 

consider myself a "hacker" in the contemporary sense, I 
do consider myself a "hacker" in the abstract sense: one 

who enjoys the i ntellectual challenge of overcoming  or 
c i rcumventing l i mi tations. Just don't th ink  you're being 
repri manded by some out-of-touch corporate shil l  or in­

doctrinated media affi l i ate when you read the next few 

paragraphs.  

While taking an in terest i n  the hacker culture and 
the hacker ethic as a whole, I managed to get my hands 
on some very old text files ( some from the mid 1 980's) 

written by very famous hackers such as The Mentor. 

One of h i s  tfi les ,  ent itled as it was received by me 

"thc_mentor·s....gu ide_to_hacking. txt , "  seemed to imply 
i n  i ts first chapter that  hacking primar i ly  concerns itself 
with gain i ng mainly unauthorized access to systems and 

information. The part entitled "The Basics"  outl i nes 

some speci fic  ground rules for breaching network secu­
rity. One such outl ine  was " Don't be afrai d  to be para­
noid. Remember, you are breaking the law. " Here, The 

Mentor openly admits  to breaking the law and goes on 
to say that "One of the safest places to start your hack­

ing career is on a computer system belonging to a col­
lege. " One would gather that by A )  The Mentor's 

respectable posit ion in the social  h ierarchy  of hackers, 

B) the fact that he is widely considered one of the most 
famous hackers to date, C )  the fact that he has openly 

admi tted to breaking  the law, as wel l  as d i recting people 
to a specif ic type of network to hack, that the nature of 

hacking most certa in ly does i nvolve v iolat ing the pri­

vacy of others. At  least, from the reader's perspective,  it 

is a major aspect of h acking.  
Whi le  reading  1 9 : 3 ,  I saw 2600 's response to the 

f irst  letter i n  the category "The Hacker Ethic , "  written 

by anonymous, where the 2600 staff member was 

quoted to say that " Fi rst off, it 's not okay to v iolate 
someone's privacy, no matter what you call yourself. 
Doing th i s  is not, contrary to popular be l ief, one of the 

tenets of the hacker world . "  Reading this quote, i n  con­

j unction with the above quotes, generates confusion -

which  I bel i eve is at the root of hacker m i sunderstand-
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i ng in the eyes of the med i a  and mass culture. What can 
be derived from the above i s  that e i ther hackers real ly  
don ' t  know what they entail as far as their e th ic  goes, or  

The Mentor i sn ' t  real ly a hacker. I n  the las t  case, 

whomever wrote the response to the letter was lying i n  

stating that hacker ethi c  does not i n volve unauthorized 

breach of systems. 
A nother i ssue I see with the hacker community is 

that i t  often b lurs the l i nes between "right" and "wrong," 

often just ify ing i n vasion of privacy as "explorat ion . "  

C a n  a hacker b e  a hacker w i thout breaching security b y  

unauthorized means? I have a h ard t ime bel iev ing that. I 
myself am gu i l ty of snoopi n g  around when I shouldn't 

have, but at least I don't h ide behind the safety-ve i l  that 

i t ' s  okay because I 'm just  " learn ing . "  Almost every 

hacker I know is or has been i nvolved i n  some form of 
i l legal act i v i ty perta in ing to tech nology - not necessar i ly  
defrauding a bank account, but  adhering more to a net­

work-based breach of personal computer security. 

In short, I, as well  as the rest of the world, need c lar­
i fication. Is your supposed pretense of " leg i t imate hack­

i ng"  an actual i ty? Are there really h ackers that have not 

gained unauthorized access to something? Or is i t  j ust  

that  - pretense - and i t' s  al l  j ust  a facade to avoid detec­

tion from the media or government? What about the d if­
ferent class ifications of hackers, l i ke  "whi te hat" and 
"black hat" hackers? Am I a hacker i f  I breach security 

by unauthorized means? Hell , what is your personal de­

fi n it ion of the term " hacker"? 

I am most  cur ious to understand. I thank you for 
your t i me and considerat ion.  

fyrwurxx 
We don 't see an inconsistency here. The piece you 

read was dealing with one specific area of hacking 

which involved unauthorized access to a machine. What 

we maintain is that such unauthorized access is not an 

essential part of the hacker world. We learn from it, we 

theorize about it, but to say that it 's something you need 

to do in order to be a hacker is simply not true. Hacking 

is figuring out how to achieve an objective through trial 

and error, questioning, sharing of information, and pure 

stubbornness. And let 's be clear on something else -

unauthorized access is not necessarily an invasion of 

privacy. Oftentimes a true privacy invasion occurs when 

an insecure system is put online with all kinds of per­

sonal data on it. It frequently takes someone using 

unauthorized access to figure it out and tell the world. 

And other times unauthorized access and privacy inva­

sion are one and the same. Either way. like we said. pri­

vacy invasion is not okay - whether you 're a hacker, 

system administrator, government agent, whatever. 

Dear 2600: 
I t · s  funny to see 2600 complain ing about being asso­

c iated w i th those who took down aljazeera.net on their 

news page.  I t  seems to me i f  i t  talks l i ke a duck, sounds 
l i ke a duck, feels like a duck, i t 's  probabl y  a duck. I n  

other words, when y o u  host m irrors o f  hacked web­
pages, publ i sh art ic les on how to exploit  l I S ,  and advo­
cate hacking websites as a "form of express ion , "  i t  

shouldn't come a s  a surprise when you are associated 

wi th  those who do th i s  sort of th ing regularly. How i s  
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th i s  not hlatant hypocrisyo E ither these people who hack 
s i tes aren't real ly  hackers, or you're ly ing .  But i f  they're 
not hackers, why do you call it "hacking"  webpages" 

Another example centers around some of the art i ­

c les  you publ i sh .  Articles that  come to mind are "Out­
smart ing B l ockbuster, "  " A  Password Grabbing 
Attempt ,"  e tc .  What poss ible relevance does th i s  have to  
"protect ing privacy " and "preserving securi ty" " Teach­

ing readers how to c i rcumvent late fees is noth ing sh0I1 
of stealing ,  Thinly vei l i ng  th i s  as a way to get out of a 
s ituation s imi lar to arri v ing  1 5  minutes l ate because 

your car broke down is inexcusable and i rresponsible .  I n  
" A  Password Grabbing Attempt" one i s  c learly try ing to 

exploit unaccustomed users' ignorance in an attempt 
to . .  , grab their password, This  i s  not just  point ing out a 
security hole, i t ' s  pointing out a security hole and ex­
plain ing i n  very close detai l  how to exploit  i t  for no j us­
tifiable purpose. Point ing out a security hole is much 
more l i ke your article ent i t led "The Current State of E­
Commerce Security. " 

I suppose th is  would be a good t ime to explain that I 
don't find al l  your art ic les i mmoral and unjust ifiable. 
The "History of 3 1337 S P34K "  was thorough l y  enter­
tai n i ng and a lot of your social  commentary rings true to 

me. The article about sett i ng up a home server was in­
formative, and Comcast's Operation TIPS talk ing points 
sheet was rel ieving and yet haunting at the same t ime.  

The bottom l ine i s  you can ' t  keep r iding the gray 

area. E ither live up  to your supposed ethi c  of protecting 

privacy, point ing out security holes, and taking neces­
sary steps to assure they're taken care of, or drop the fa­
cade. Dogmatically excusing your exploitations as free 

speech i s  almost as inane as the government encourag­

ing fellow citizens to look over each other's shoulder for 
"suspic ious  activ ity. " 

fyrwurxx 

We 've obviousl.\' bothered you a lot fiJI' you to write 

two such letters in the space ofa month. 

Let's start by getting our facts straight. What hap­

pened to aljazeera.net was not something so innocuous 

as an altered web page that could be fixed with (l single 

command. It was a systematic denial of service attack 

which had the ( in aI/ likelihood intentional) eifect of si­

lencing their online presence and cutting off their per· 

,Ipective from the world. It real/v shouldn 't he too 

difficult (unless you 're the mainstream media) to see that 

such actions have got nothing at all to do with hacking 

and are, in fact, in direct opposition /0 the open society 

ami free speech that so many of us value. It's a bit less 
obvious whether or not those who simply deface web 

pages should be considered hackers. We think it de­

pends on the motive and the execution. Someone simply 

running a script written by someone else isn 't really do­

ing anything that requires hacker ingenuity. Unfortu­

nately that's how a lot of so-called hacked web pages 

come to be. With commonly a vailahle exploits, it 's pos­

sible for a site to get hacked without a hacker being di­

rectlv involved. But that doesn 't mean that creative 

hackers aren 't still figuring (Jut W(I.VS around security. 

You may /lot recognize the value o{some of our arti­

cles but be assured that there are manv who do. While 

you may see the intent of publishing a particular secu-

- ­
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rit.Y weakness as only serving the purpose (�f someone 

who wishes to exploit it, it 's not that simple. Showing the 

end result is an irnporfant part (�l disclosiflR II security 

weakness. Seeing that end result is often necessarv ill 

ortierfor someone to take action to either fix it or pre­

,'ent similar occurrences. And learning the methodology 

is a vital part of'lIny sort o{hacking and what better wa\' 

to do this than to see specific examples with as much de­

tail {IS possible ' 

We simply do not believe security through obscllritv 

is all e!flYtive approach. Wi' will continue to ex!,ose se­

curity holes hy discussing them and demonstrating 

them. History has proven that this is ofien the only way 

to get them to he taken seriously. 

Dear 2600: 
Like 1 1 269U in 1 9 :4 I too am an avid software p i ­

rate. Like h im,  I tend to buy programs which I actual ly 

usc. Any program which I feel that I would huy i f  I 

could not pirate it ,  I purchase. Since I got DSL,  I have 

pirated software, mus ic ,  and movies .  Before I started 
doing th is ,  I owned two CDs, about three movies,  and 

not too many computer programs.  When I p i rate some­

thing, I don't view i t  as gett ing the program for free. I 

v iew it as an opportunity to see if a product is worth my 

money before I purchase i t .  S i nce I began p i rating, I 
have bought many more movies, CDs, and computer 

programs than I previously owned. This i s  one of the 

reasons I d i s l ike the compan ies that go after p iracy. For 

some people, such as myself, i t  i ncreases our purchase 
of their products. Software p i racy also lets me view the 

competition, so that when I am in  a posit ion to purchase 

software for a company, I can make a good dec i sion .  

This  forces software companies to make a better prod­

uct, which I view as a good th ing.  Whi le  not all p irates 

purchase that which they pirate, I happen to th ink that 

they should. However, I happen to support p i racy s ince 

i t  permits users to ful ly  try a product before purchasing it .  

revanant 

We 'd all be kidding ourseives if we helieved That 

everyone thought the way you did. There are a lot of" 

people interested in jllst getting stufffor free. But do 

these people define the marketplace ? Do they justif\, the 

draconian tactics we 've been witnessinx ? Is the industry 

(sojiH'are, music, movies) really in perii ' We believe the 

answer is no to all of these questions. The industry 

needs to adapt to the times and change its attitude to­

wards consumers. 1hey don't really have a choice on 

this - any more arrogance on their part and continued 

alienation (�f their ('ustomer hase }vill ensure their ex­

tinction as providers. But the content will continue to 

thrive. 

The Law 
Dear 2600: 

My roommates and I recently were served wi th  a 

DMCA and takedown notice. Thi s  was from the M PAA 

to our  I S P. Our I S P  sent  i t  on to us.  Th ing  i s ,  we 've  got  a 

stat ic  IP, and the IP address i n  the takedown notice was 

not ours. 

- - ­
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I tracerouted the I P  and contacted the person who 
was the real subject of the notice. Apparently nobody 
downloaded the fi les in  question. The M PAA's cronies 
got search results back from a P2P app, and based on the 

t it les i n  the results served the notice.  The person serv ing  

made a good po in t :  the  f i l es  cou ld  have  been a docu­
mentary about the media in question or could have been 

l i sts of people who are i n  a fan c lub of the media i n  

question. I n  other words, they could have been any­

thing. So the M PAA had no proof or reason to bel ieve 

that any i nfringement happened at a l l .  This  was a l l  
based on an assumption that  the t i t les of the fi les meant 

that the Ii les themselves contained eopywrillen materi­

als .  But  no measures were taken to prove that assump­

tion. 

Now I' l l  just skip over the due process i ssues i n  th is  
notice and takedown protocol , because we 've al l  gone 
over i t  a bazi l l ion t imes.  It just seems as i f  the M PAA i s  

gambl ing  on t h e  ignorance o f  normal P 2 P  users. I t ' s  us­
ing notice and takedown to in t im idate people  when they 
can't prove, or at least don't bother to investigate, that 

any i n fringement is going 011. In short, they're counting 

on our fear. I f  th i s  person were to challenge the c la im 

that  they were breaking the  law,  they would  win .  The 
M PAA has no evidence and can ' t  prove that any laws 
were broken . 

I may be preach ing to the choir when I present the 

above as a case where the DMCA i s  being abused. I 
guess the best th ing I can say is that if you get served 
wi th  a not ice  and takedown,  cal l  a lawyer. The accusa� 
tions may be on thin ice and you may be able to take the 

opportunity to fight back .  A l awyer would know better 

than you do what your chances arc. 

Anyway, I started reading your magazine when I 
was in the Marines and I fel t  from the onset that we had 

something in common: We've both made defending 
civi l  rights from domestic enemies a part of our l i ves .  

Seems l i ke we have more of those now than any other 
time i n  recent memory (yes, W. , I 'm talk ing aboLlt you). 
Keep up the good work, you're doing more to protect 

what our country is than people g ive you credi t  for. 

tack 

Dear 2600: 
How are we supposed to fight all th i s  legal crap 

that's been going on'l It almost seems i mpossible .  Be­

twecn PATRIOT, DMCA, C BDTPA, sllper-DMCA. and 

al l the other local  and state laws that are constantly try­
ing to do away wi th  our constitutional freedoms.  I t  j ust 

seems l ike an endless shit storm and i t  seems i mposs ib le  

to stay on top of i t .  And how are we supposed to educate 

the masses as to the impl ications of these laws when 

they are so technical  ( l i ke the DMCA)? 

Magelus 

It's nol supposed 10 be ellS\,. That's the challenge we 
fi".·c and it 's also the tactic of those who wish to over­
whelm us. There is no one plaec to go f(Jr all the an­
SH'ers. There is flO authoritative source. But there are 
plelltv o{plaees to go./i)r information and il whole lot oj' 
people who are interested. The Internet lends itsel{ to 
just this son o{ thing so we need 10 use Ihal lool as much 
as we can. SOflU! (�l ()urfav(}rife sources q/ in.formatiol1 
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include: anli-dmea.org, efforg, epic org. (lnd aelu. "rg. 
These will lead you to others. li nd we 'II prinl more good 
ones (Vi we Ref them. 

Dear 2600: 
The FCC has ignored the overwhelming w i l l  of the 

publ i c  and done a h uge d isservice to LIS a l l  by kowtow­

ing to corporate greed and those with a soc iopathic de­

s ire for domination - Rupert M urdoch ,  for example.  

I ask other readers to jo in  me i n  contact ing our "rep­

resentati ves"  in support of S . I 046 (or whatever i t  devel­

ops i nto as time passes ) to reverse the FCC rule change 

of J une 2nd, and asking them to make i t  c lear to the bu­

reaucracies  of D.C. that the public in terest i s  meant to 

outweigh corporate in terests as they do their duties as 

"publ ic  servants. " 

One good way to make contact is to use the website 

http://causenet.commoncause.org/ to look up and send 

messages to all your representati ves s imul taneously. 

Maybc i f  we start speaking out on the things that d i ­

rect ly  and negat ively affect us  somebody wi l l  l i sten. 

They certa in ly  w i l l llot i f  we rol l  over, shut up,  and con­

tinue to take i t  from the l ikes of the R IAA, M PAA, big 

media, and a l l  the othcr corporate i nterests in charge. 

Jeremy 

It 's especially important to be creative H" hcn cng(lg� 
ing ill this .1'01'1 (I{thing. Ol1e mass-produced letter dupli­
cated endless limes will havc ./llr less of all �tf''C1 than 
individual lellers, phone calls, or visits. Don 't expect 
immediate results - the system is de5;ig1led to p"usfrate 
you into thinking Ihat your voicc is having 110 eflect. By 
keeping the pressure on, 1n1i/':'inK your presence kno'rvn, 
and having II large number (l compatriots, their tactic 
(�l ignoring ond dismissing the opposition �vill ,",OOIl be­
come impossihle to sIL\'/ain. 

Dcar 2600: 
Want to help the students who got sued by the 

R I A A "  They have donation pages s e t  up here :  

http ://www.chewplastic . com/ and htlp://danie lpeng 

.portS .com/. A lot of people on P2P networks might see 

themselves i n  this type of s i tuation in the not-too-di stant 

future. You m i ght  wonder when they're going to come 

for you? 

KoDo 

Letter Responses 

Dear 2600: 
In response to the letter about Deep Freeze in 1 9 : 3 ,  I 

would l ike to point out that not only does Deep Freeze 

"freeze" the h ard drive, it also freezes the bios .  There­

fore if there was a pa;;sword on the bios you could not 

get into it and boot from disk ,  considering that  they d id  

not  put the  floppy to be checked when the  machine 

starts up,  making Deep Freeze "unhackable . "  There is 

no way around th is  neal program unless you have a pro­

gram to get the bios password, which is i mposs ib le  on 

my school computers because every bios recovery pro­

gram I 've tried has fai led to get the password . 

encrypted 

2600 Magazine 



Dear 2600: 
In regard to several of the letters ahout Deep Freeze. 

I have to say I downloaded the tr ial  and i t  looks l i ke a 

rca l ly  great product that  has many uses.  I ts  ah i l i ty  to 

dean up the regi stry and hard drives of the "frozen"  

computer, whi le  Icav ing  you the abi l i ty  to save  to  

"thawed " dr ive  i s  amaz ing .  I know a few people tha t  I 've 
spoken with in chat room s  and s i m i lar places on l ine  that 

used to rehoot their en t i re as every couple o f  months so 

that they could run the Macromcdia trial products and 

s i m i lar type downloads a l l  the t i me wi thout worry ing  
about go ing  over the t ime  l im i t .  With Deep  Freeze. 

they ' l l  now be able to j ust rehoot and start with a clean 

ins ta l l  anytime that they want to work on someth i ng. As 

long as they save their work to a thawed drive or on l ine  

somewhere on a server tha t  doesn't have a frozen drive 
i t ' l l  st i l l  be there but  the product that they used to create 

the work won't he . . .  i n terest ing .  I wonder if  Deep Freeze 

w i l l  end up messing w i th M icrosoft's Pa l lad ium when it 

fi na l ly  i s  widespread . . . .  
Lookat ThatThar 

Dear 2600: 
This  i n fo  is in rd ation to scot t 's  Icttcr in 20: I ahout 

the magazine not scann ing  correctly. In the book­

store/magazi ne i nuust ry. magaz ines arc rare ly entered 

i nto the system us ing an actual price. The reason for th i s  

i s  because qu i te often magaz i nes vary in  price due to  

special i ssues and such .  The common pas " f i x " for th i s  

i s  one of two th ings .  The  fi rst ( and the mos t  common 
thing) i s  to jus t  have a magaz ine key on the key hoard 

w i th a manual price entry. In th i s  method. thc cashicr 

just presses the key then enters the price. Th is  happens 

to be the system that B&N uses.  The other way of doing 

th ings ( rarely used due to l ack of support i n  the pas 
software used by most bookstores )  i s  to have the U PC 

for the magazine in the system hut have it be open 

priced so that the cashier scans the magazine,  then en­

ters the price. 
TC 

When the price changes, as we recently.flJUnd out, a 
magazine is required to change its UPC to correspond 
to the new price. The "bipad" number, which is used to 
actually identify the magazine and which makes up hail" 
of the U PC, does not change. 

Dear 2600: 
Last spring, Eigenvalue asked how to request a 

cached page be removed from Google 's  index.  The wiz­
ards of Google,  p lanning ahead, have made provis ions 

for th i s .  The instructor should publ i sh  h i s  answer sheet 

as HTML (rather than PDF) so that he can use the fol ­

lowing.  I n  HTML head,  he should add the metatags 
M ETA NAME = 'ROBOTS' CONTENT = 'NOI NDEX, 

NOARCHlVE' .  The N O I N DEX value tel l s  bots  not to 

i ndex the page at a l l ,  the NOARC H I V E  value tel l s  bots 

not to cache it. Presumably, the prof could j u st use the 

latter so that students can st i l l  find the solut ion when i t  i s  
being served, h u t  n o  mention o f  th i s  i s  made i n  the l i ter­

ature. Check out http://www.google.com/bot.h tml for 

more info. 

blanch 

Summer 2003 

Dear 2600: 
This  is in response to Osir is '  lettcr on hack ing a Ko­

dak Picture M aker K i osk at Sav-On (20 :  I ). Wh i l e  at my 
local K-M art I tried to touch the top l e ft and bottom 

right corners on t h i s  machine's  screcn but i t  d idn ' t  work . 

I did sec an icon that would al low mc to perrorm system 
adm i n i strat ion .  Whcn I douhle tappeJ this icon i t  
prompted ror a password. I t r ied thc usual easy pass­
words,  but no luck. I decided that i t  had to he someth ing 

hard and didn ' t  have thc t imc  to guess  that day .  So I pro­

ceeded to the checkouts and made a purchase.  Wh i l c  
double checking the rece ipt ,  I noti ced the store numher 
( which was four numbers ) prin ted on the top.  I put  thc 

mcrchand ise i n  my car and walkcd hack into the store to 

try th is  number as thc password. Bingo l I t  workcd . Ovcr 
the past  wcck I 'vc t ricd th i s  at Target and W,d Mart and i t  
was a lso successru l .  After you gain access to the systcm 

you can do a l l  the things that Osir is  mcnt ioned i n  thc Ict­

ter, plus changc the network sct t ings .  I be l i evc that  they 
tahulate what customers do wi th  this mach ine  f( 1 I '  mar­

ket ing purposcs over the nctwork (d i rt hags ) .  En joy ! 
p3rUunki3 

Dear 2600: 
Anon O. Mouse's lettcr in  20: I i mpl ies  that i t ' s  hyp­

ocri t ical f(lf 26()O to run an ad f(1 I' my z ine  In/iltmtion. 
s i nce 26()() stands for goodness and In/iltmtion h i l l s  it­

sel l' as "the zine about going places you're not supposed 

to go. "  The editorial reply went the marketp lace-ads­

don'l-necessari ly-mi rror-our-ed i torial-stance route,  
which i s  val id .  but I 'd  l i kc to suggest  that our eth ics arc 
not d i s s im i lar. 

In/iltration is also about open ing peoplc's m i nds. 

though i n  our case i t ' s  less about encouraging people to 

navigate mazes of  technology and more about encour­
aging people to navigate mazes of urban structures .  Wc 

th ink urban explorat ion encourages people to part ic i pate 

i n  their l andscapes, develop deeper bonds wi th  their en­

v i ronment,  and create adventure for themselves without 
commerc ia l  consumpt ion.  Infiltration i s  about appl y ing 
the hacker ethic to the real world; we find and poke 

about i n  h idden spaces in order to get to know and un­

derstand them, and then we share what we li nd out wi th  

others. The " not supposed to" tagl ine doesn't  refer to a 
v io lat ion of some ohject ive un i versal moral i ty, hut to 
the d i sapproval of the proverbial man .  The z i ne advo­

cates a firm exploratory code of eth ics ,  condemning de­

struction, theft ,  vandal i sm ,  and invasion of pr ivacy, and 

supports the idea that the appropriate people should be 
notified if  one finds someth ing  amiss .  I don't th ink  urban 

explorers are moral l y  i nferior to computer hackers -

we're both motivated by healthy curiosity and we're 

both w i l l ing to c i rcumvent obstacles and take back 
doors in order to see th ings someone else has deci ded 
we shouldn't  see on those occasions when we d isagree. 

Anyhow, I hope I",filtration is true to the spir i t  of 
2600, as 2600 was certa in ly  i ts  main insp i rat ion.  

Ninjalicious 

Our response wasn 't meant to be at  all dismissive 01" 
what your magaz.ine stands for. It was simply a state­
ment (!I" our editorial policy with regards to the Market­
place. We .find the concept 01" Urhan Exploration a 
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fllscir/(/ting olle hut ({!.\O olle lvhich, like computer huek­
ing, ;S c(lsily m;sundcr,",tood hy the llnh{/()nnn/, Ilere's {/ 
\ 'iew ji"()11l (}11(' (�rY()llr r('(lders. 

Dear 2600: 
In 20: I .  Anon O.  Mouse writes to condem n  your 

maga.z i lle for pri n t ing acivert i sclI Ienls for z i nes lhat 

teach people about "going places you're not supposed to 

go. "  The part icu lar z i ne in quest ion is !J�fi/fr(lti()!1 
(ww\v. i n f i it rat ion.org ) ,  a Canad i an group with an i nter­

est in "urhan exp lorat ion."  aka " U E . "  
As a reader of I,,(iltmti(!/l a n d  an urban explorer. I 

feel that I need to c lar ify certa in  th ings that were men­

t ioned i n  Mouse's letter. What he and your rcaders need 

to understand is that the ethics of  UE are as r ig id and 

moral as the ethics o f  hack ing .  The motto of UEers 

worldwide is " takc only pictures,  leave only footpri n t s . "  

We do not  gain access to  p laces w i th vandal i sm or then 

i n  m i nd - we are s i m ply curious observers that des ire to 

see someth ing  that the puhl ic  doesn't  get to sce. We have 
a hasic respect for whatever s i te we happen to be ex­

ploring. and that means leaving i t  exact ly  as we found i t .  

Furthermore. wh i le  some fri nge llEers occas ional ly lise 

lockpicks to gain access to wherever they arc try i ng to 
go. th i ..,  i s  the exception rather than the norm . If a door is 
locked and there i s  no other way in  ( such as an open 

wi ndow ).  most U Eers wil l  s imply leave the s i te  and per­

hap� return periodica l ly  to see i f  any new en trances 

have opened. 

We arc not vandals and \ve arc not thieves.  'VIle arc 

s i m ply  i n terested i n  p laces that most people don't know 

e x i st. 

Urhan explorat ion i s  a fasc i nat ing  hobby wi th " fol­

lowing that i s  not ahout to die .  

darkism 

Dear 2600: 
In response to Jon in 20: I about hav i ng to push a 

p ipe down the rai l s  real ly  fast. I wouldn't  condone it e i ­

ther. hut  i t  seem s  l i ke i t  wou ld  he eas ier  to get  wires 

with c l i ps and a variable resi stor to short the t racks .  I t 's  

easier to turn the knoh faster than to push a p ipe down a 

track.  

dbax 

Dear 2600: 
This  J etter is in response to the TheTechnoph i le ' s  

letter i n  20: I which was i n  response to my previous let­

tcr regard ing  the Coi n�tar network. To he hone�t. I have 

never seen nor heard anyth ing about dupl icate receipts 

pri nt ing from a Coi nstar mac h i ne .  I do know the fol low­

i ng.  however. Each Coinstar mach ine  keeps a log of  its 

transact ions local l y  and uploads these logs to the Coin­
star Headquarters i n  Bel levue, Washi ngton each n i ght .  it 
is poss ih le  to access these logs on the machine i t se l f. 

However, two th ings need to be done hefore the ma­

ch ine can access such logs :  ( I )  the key to the mach i ne 

must  he ohtained and lIsed to open the lower ha l f  of thc 

machi ne and ( 2 )  the passcode must h e  entered o n  the 

machine 's  keypad. I know that many stores keep a sur­

ve i l lance camera on the mac h i ne and by showi ng that 

your friend did not touch the keypad, you can e l i m inate 
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t h e  poss ib i l i ty that h e  printed t h e  receipt  h i mself  ( some­

one with access to the passcode would need to have 
printed it) .  However. this docs not necessary transfer the 

blame to your friend's manager e i ther. Someone e l se 

wi th  the code and key to the machine could have acc i ­

denta l ly  pri nted i t  when try ing  to  troubleshoot the  ma­
c h i ne and your friend could have p icked i t  up and turned 

it i n ,  not knowing what it was. The receipt  could have 

been pri nted as a test after a new rol l  of  receipt  tape was 

i n serted i nto the mach i ne and s i mply was not removed 

and destroyed. 
I f  you wanted to make a case for your friend\ i n no­

cence you would lirst have to obta in  a copy of  the re­

ce ipt he a l legedly turned i n .  N e x t .  y o u  would have to 

obta in  records of when the mach i ne was serviced prior 
to your rriend ohta in ing  the recei pt .  In addi t ion .  a copy 
or survei l I ance tape taken when your friend opened the 

machine would he espec ia l ly  he lpfu l .  

Wh i l e  I would again l i ke t o  emphasize t h e  fact t h a t  I 

have never seen such a receipt ,  the possih i l i ty of a "du­
p l icate" receipt  bei ng able to he pr inted i s  rather h igh .  

though i f  your  friend d id not  have  access to  the  code for 

the machine.  he wou ld have heen unable to pr int  the re­

ceipt  in the li rst place. I hope that th i s  i nformation is a 
he lp  to you. 

Dear 2600: 
In response to Ti m B ER's  leller in 20: I :  in your letter 

you said that i f  a call is d i spusit ioncd a� " Do Not Cal l , "  

i t  j ust removes i t  rrom that campaign l i st .  T h i s  i s  actu­

ally i ncorrect .  at least at the call center I worked at. We 

were work ing  from a l i st that we got from a pretty ev i l  

cah le  company on the cast coast. I t  was  actua l ly  a l i st of  
the ir  c ll stomers and  we were cal l i ng to t ry  to get  them to 

upgrade their  cable telev i s ion serv ice or to try the cable 

I n ternet serv ice.  If a customer requested to be added to a 

" ))0 Not Cal l "  l i st. you d i spos i t ion the cal l  as "))0 Not 

Cal L"  \v"h ich flags the account and the cahle company 

removes the cal ler from the sol ic itat ion l i st .  If you just 

want to remove the c ll stomer from the current  cam­

paign,  you mark " Not I n terested . "  One other way to re­

move yourself is to say that you don't speak Eng l i sh  and 
the ca l l  w i l l  he flagged as " Language Barrier. " [ was told 

under no c i rcumstances to try to communicate in an­

other language - someth ing  that we could get f i red for 

pretty eas i ly. Just  a s ide note : if you hang up on a tele­

marketer or te l l  them that you cannot make that deci ­
s i o n ,  more than l i ke ly t h e  c a l l  w i l l  he d i spos i t ioned 

e i ther as "No Contact"  or "DM ( Dec i s ion M aker) Not 

Avai lable,"  in which case the number w i l l  he /l agged for 

a ca l l  hack wi th in  a few hours.  This  i s  at least accurate 

w i th the software that we lIsed (Liberation 60(0 ) .  Not 
sure abollt other hrands .  You could prohahly search 

goog1c  for a more detai led explanation or telemarket ing  

software . . .  hut that would requ i re typing.  

drleder 

Dear 2600: 
I am a former sai lor from the U S S  Theodore Roo­

seve l t .  I transferred from there dur ing the recent I raq 

war. I read the Jetter from the i nd i v idual seek ing  a 26(}() 
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meet ing onboard . I know qu i te a few people who I 

worked with might be interested in s L lch .  I forwarded 
the text of the letter to some pcople I know onboard . 

Hopefu l ly  the right people w i l l  see i t .  

Walter 

Web Feedback 

Dear 2600: 
As I got settled i nto my house after work on Apri l  

I st I see "2600.com i s  now property of the U.S .  govern­

ment . "  That's not coo l .  You don't need to scare me l i ke 
that.  

Scared in Iowa 
We 'll be the judge (!f thaf. 

Dear 2600: 
You've probabl y  gotten a m i l l ion of these but 

thumbs up on the A pri l Fool ' s  day website .  

demosthenes 

Dear 2600: 
So I 'm s i tt i ng here at my computer and look ing at 

your website on Apri l Fools .  

Thanks. i t ' s  n ice to th ink aga in .  

Talofa, Me in Downey 

Dear 2600: 
You r  website used to be cool .  Now it sucks.  No mat­

ter where I c l ick  I always have this fee l ing  of being lost 

i n  it . Not much thought was put  i nto the design of i t .  

I nachn 
Considering our site hasn 't changed very much ill 

the last few years, perhaps you really are lost in the 
web. Then again, we do try to promote that lost feeling. 

Unlearn 

Dear 2600: 
S i m i lar to confusedbee's letter in 20: I .  the technical  

inst i tute I attend i s  actual l y  g iv ing out what i t  considers 
"offic ia l  defin i t ions" of hackers and crackers. In  fact .  

during a rev iew we l earned an upcoming test  may fea­

ture the questions " What is a hacker?" and " What is a 

cracker?" A hacker being.  accord ing  to them. someone 
who plays with computers to l earn more about them. 
The teacher got even more speci fic ,  say ing a hacker is  

essent ia l ly  noth ing more than a programmer. A cracker, 

on the other hand, is someone who uses a computer for 

destruct ive purposes (whatever they may be) .  

So now, v i rtually everyone i n  that class bel i eves a 

hacker can do noth ing more than program.  A nyone who 

figures out how to bypass security. or do any number of 

th ings you ' l l  find i n  2600 i s  a cracker. 

This  should demonstrate two points .  Fi rst, the term 

"cracker" has no meaning except what people g ive it, so 

why even bother? Like 2600 has said so many t i mes.  

st ick w i th computer crim i nal ,  or even better, descri be 

the "cr ime" that was committed and let people decide 
for themselves whether it  was ethical or not. Second, 

and perhaps worst of al l ,  the idea that a school i s  pro­

gramm i ng students to th ink a certa in way about any 

group of people s ickens me. Even people in the hacker 
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com muni ty argue over what exactly a "hacker" i s .  A 

teacher has no p lace g iv ing  h i s  opin ion as fact .  

Screamer Chaotix 

Dear 2600: 
As a req u i rement  for graduation at my h igh  schooL 

each senior is req u i red to give an 8 to 1 2  m i n ute speech 

on the topic of the ir  choice at an assembly in front of  the 

whole schoo l .  The speech must be controvers ial  and i n­

formative.  From the beg inn ing as a young sophomore. I 

knew I would talk about hacking .  As the speech grew 

c loser. I had the perfect top ic .  one that I fel t  was very 

i m portant and controversial  and one that I fel t  very 

strongly about. After reading your magazine over the 

years and watch ing the fabulous Freedom Downtime 
m any t i mes,  I knew th i s  would be among the best 

chances I would have to speak out about Kevin and 

hackers in  general to a group who would be un i nformed 

or who had given into the common perception of the 

cri m i nal hacker. W h i l e  my other peers painfu l l y  wrote 

their  speeches over the year conducting research and 

writ ing what was to them s i mply  a long paper, I found 

my countless hours of research ( i nc lud ing Freedom 
Downtime, 260(), a l l  the great arch ived Off" The Hook 
shows, Hacker Culture. John M arkoff stories .  several 

Screen Sm'eTS i n terv iews,  e tc . )  to be 'Iu i te  i n terest ing 

and I learned so much more about M itnick that I had not  

known.  The wri t ing of  i t  j ust came out and before I 

knew it ,  I had written 1 3  pages on the sub ject .  In the end 

the speech was even a l i tt l e  long round ing out at 15 m i n­
utes but  there was noth ing I could cut - it was a l l  so i m ­

portant .  In  t h e  beg inn ing I spoke about hackers in  

general . what  they  were, traced the  h i story and  how they 

had been demonized. I made a nice s l ide show fu l l  of 

pictures from kev i n m i tn ick .com and other p laces and I 

d id  my speech for the whole schoo l .  In the end, I put  

www.eff.org on the screen to al low others to go there i f  

they  wantcd to  help in  freedom on the  Internet. I tru ly  

be l ieve the  speech went  over  wel l .  Wh i le  many people 

now identifi ed me as a hacker. I think their  understand­

i ng of hackers was more accurate. M any people con­

gratulated me on my speech,  but also many people 

understood and com mented on what an inj ust ice the 

case of Kevin M i tn ick was. I want to thank you at 260() 

for the insp i ration to write the speech and tell you it i s  

tru l y  wonderfu l w h a t  y o u  d id  to l e t  others know about 

Kev in .  I s imp ly  learned from this and used an opportu­

n i ty. I hope to cont inue to let people know about Kevin 

and others who have been cri m i na l ized l ike him. I f  

Kevin i s  read ing th is ,  I am glad you  are  now free. At 

least  now we may look back on your case and real i ze 

how r id iculous i t  was, let others know about it, and 

work to stop the horri b le  m i sconcept ions about hackers 

that ex i st today. 
JPK 

We congratulate you on your e.fforts. Only hy reach­
ing out to the uninformed can we ever hope to achieve a 
degree ()f change. It takes hard work and courage to 
step into the fray and present the fi,cts. But the feeling 
that you may have actually made 1I difference is well 
worth it. 
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Dear 2600: 
We are eighth grade studell t s  attending a school i n  

Queens, New York.  As  ; t  part o f  t h e  e ighth grade cur­

ricu lum,  \ve m lls t  complete a social  s tudies e.\ i t  project 

dea l ing  with one o f  the prohlelns of New York S tale .  We 

\'\' i l l  he hascd Oil a high school lc\'c I  for Ol l r  schuol ha<.; 

,Iced crated programs.  

The topic  we have chosen to s tudy i s  that of the dan­
gers o f  Ch� l l  1'00111 :-. .  We understand t hat you arc ani I iatcd 
with this topic .  As  a necessary compollent or  this pro­
ject .  we Illlls t  write letters and conduct i ntcrv' icws.  We 
would l i ke to know if YOll ll1 i gh t <l id  li S  in oLlr m i ss io ll hy 
contac t ing  e i ther by e-mai L let ters , te !CphOl1l' ,  or i ll per­
SOil to g ive any i n formation n:gard i ng the topic .  Spec i f­
ical ly, we'd l i ke to k llOVv" Why your organi /.a l io ll i s  
support ing c h a t  room s  w h e n  i t  i s known l hat t h e y  harhor 
such dangers. 

I t  i s  strange that there are s t i l l  organizat ions thal 

prol1lote the Lise of chat roolll s as a cOl1l l1llln icat ivC' de­

vice after so HlallY i ncidents h ave occurred. W'hy d()�s 

your company prolllok them '? Espec ia l ly  your CO\ll­

pany, You arc hack ing magaz i ne '.' A maga:r, ine  that u t i ­

J i les such dangers to take ad van tage of  ch i ldren and 

hones t  compan ies? What  i s  the moral hdl ind th i s '! Our  

group would l ike  to know why you and your  company 

think i t  i s  O K  to hack and as a ITsti l t  of th i s ,  prolliolc the 

ahduction and abuse of i nnocco"t adolescents .  I t  wou ld 

be extremely hel pful  i f  you cou ld answer our quest ions 

as we arc interested i n  your organizat ion.  If  you have 

further i n l(".,1Iat ion or hroehurcos of  any k imL advert i se­

ments,  please contact LIS .  

Amanda, Camille, Meriam, Christina 
A lld who S((VS Ihot schoo!." these dnys lIrc I,rop(l­

gOllda mi!!s ? 
Wi) apprcciale Ihe ljllcstirJl lS (flu/ only wish �re hud 

received Ihell/ hc/iJr(' Ihc ('lui <lr Ihe school yew: BUI il 
wwnds as !ly()u 'l'c ulrclldy made .vour cOllclllsiol1s lind 
are silllply looking F"· liS lo /ill ill Ihe parts "bolll Ihe 
had guys. 

When exnct/y did �re go around prottloting dUlt 
roorns anyway ? What's all thi" .: about ta/":illR adv({lltagc 
(�l "children lind honest (,o/JIfJ�lIlies ? "  Alld we prolllote 
nhductiotls and ahuse (�l lllfules('cnts ?.' Your tCllcher 
rnust have \-vorked .j()r ({ po/ilic ,(/1 ('wl1plligll to SIlCCCSS­

.li-tlly get )'OU to heliet,(, such Cl'lIP H'ithout (lilY support­
ing ('vidence. }(){U' Ic({p:'; <�r /()(�i(' arc (i who/e lot more 
({ccelenlfed thun the program ." ou 'rc in. 

Wc dOIl '1 clljor illSu!ling C I  hlllleh or eighlh grade 
girls. Not ({ who/c 10/ lInyw(/)'. But "ve fce/ i t 's Oll/Y right 
to a/so (�f/er you some advice \-'l--'hich is c/c({rly more thull 
YOlt were Rivel1 in this sorry -<�xcuse <d' (f c/(fss. When 
seekillg oUl lhe .t(l(1s in (/ story, seck Ihem bcj(Jre reach­
ing your ('onclusions, What kirld (�l respolls'c do you ex­
pect whell YOll make such ritJliculous accll,..,'utiOI1S {{tid 
state thern liS dO /hey vvcrefact .'/'a 

Perhaps IIzis was all some suhlle Wlir or te"chillg 
rou or Ihe elliflgers or prejudg�lIg (I grmll' or pellple, ill 
H'hich case your teacher is a �Ncnius. V\Il) 'rc t/�ring real 
hunl to cling 10 liz is J'ossibilit\ ,,_ 
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Random Observations 

Dear 2600: 
Just saw the new Mulrix: RcI(luded movie today 

wi th  a group or friends.  A J'e\v or  us had a good chuckle 
towards the c l i max 01·  the mov ie  when Trin i ty  ( Carrie 
AnnL' Moss)  comL'S to use <l Panasoll ic  Toughhook with 
a rea l  l . i n l1x- look i ng command prompt  and proceeds to 
'\sh 1 0 .2 .2 .2  -I root " .  She then can be c learl y seen h i t ­
t ing enter  twice .  One th ing here i s  had and the otht:r  i s  
redundant.  T h e  had : Hav in!.!,  root a l lowed to login from 
remote, even over S S H .  A

'
nd the redundant :  tile  COIII­

mand l i ne shows "#" at the end. On every hox I've ever 
seen. this denotes the prompt as belonging to root .  anc! 
w i th  every i m plementat ion of S S H  I 've ever used, it at­
temph to send ).'ollr local l Isername 10 the remote server 
L l ll lc\s  .\pec i f ied other\v isc.  I t  would have been I�lster to 
use "ssh root (OJ I 0.2 .2 .2"  anyway. Also. for tho.\e who 
don' t  Know the j O. x . x . x  address space has heen reserved 
hy l A N A  as suhncl address .  This seems OK, being as 
the hox \vas i n  a fore ign locat ion and could have heen 
connected to a local l P  network. . At least it \\'(1sn't some­
th ing s i l l y  l i ke 1 27.0.0. 1 .  

li pon a second v iewing,  we salv that  she actua l ly  
lIsed n lllar to map out that  host  and  .... aw that  22 \vas  
open .  and sOlllehow she knew that  : t  was  S S H  j ust by 
the por t .  Then she runs "sshnuke,"  rerhaps an in -house 
hack·) I wasn' t  ahle to l i nd anyt h i n� onl ine. The next 
morn ing ,  I was readi ng my usual slashdot.org/sccurity­
focl ls .com news. and Kevin Pou l sen had written an art i ­
c le  i n  which her hack had been idcnti lied as a 
vul nerah i l i ty in SSHv  I where a huffer ()verllow state 
could occur when a remote user sent large packets to the 
host. Then a 32  bit representation of the packet length i s  
ass igned a 1 6  b i t  i nteger. T h e  resll i t i ng  d ifference i n  
data representation causc.\ the 1 6  b i t  i n teger t o  h e  sct to 
zero or a real ly  low value.  

Then as a resu l t ,  future mal loe( )ca l l .s that reference 
to that memory location can he cornpted to an attacker 
a l low i ng arhi trary code to he i nserted i nto a legi t i m ate 
process 's  meIllory space. 

She exploi ts  this vu lnerab i l i ty to somehow shut  
down power al l  throughout 27 c i ty h locks .  I can't  say 
Illuch more without ru in ing  sometbing.  Bu t  anyway, I 
was g lad to sec a h ig t icket Hol lyw",d movie portray 
someth ing  involv ing computers cornctly. I would real ly  
l i ke to see  a tict i t ious fi l m  wi th  a " I'd "  p lo t  ahout haek­
ing/phreak ing/socia l  engineering, etL 

fremonCdslam 
It 's onwzing ho ... v mallY I){}op/e }I(/ve commented on 

rhis which 0111." I'rOl·es th{/{ peoplc iI(fuilll." do I'ar allclI­
lion 10 the lillie dc/ails. It reallv adds somelhing whcn 
Ihey 're sOmnVh(/1 /rue to reo/it.\: 

Dear 2600: 
I have a few comments to m ake that I hope readers 

w i l l  take with a grain of salt and cons ider with a cri t ical  
m i ndset. Ahem, a story : 

I 've  been fol lowing the Mi tn iek saga s i nce I started 
read ing 2000 i n  1 99X.  Luck i ly  I haJ the opportuni ty to 
see Kevin M i tn ick speak at a bUSiness convention in 
M i nneapo l i s  a rew days ago. I evel had the chance to 
shake h i s  hand afterward and say thanks ror coming by. 
H i s  presentation was, in sU lllmar:;. geared to boost 
awareness of the threat posed by c ie l,'er soc ia l  engineers. 

26�O Magazine 



I \vas g iven free t i ckets from my employer, so I was du­
al ly happy. 

On to the real reason for wri t ing :  As I wai ted i n  l i ne 
to meet Kevin afterwards, I saw another guy holding an 
i ssue of 2600. in hopes that Kevin would s ign it (he  was 
doing a hook s igning ) .  I made the m i stake of try ing to 
he l i ne-hudd ies w i th th is  fe l low. I jokingly in i t i ated the 
conversat ion hy saying I forgot to bring my i ssue of 
2600 along. He asked if I had heen to any of  the meet­
ings whieh I hadn' t .  He responded that the M i nneapol i s  
2600 meetings haven't been very good for a t  least a COll­
pie of years hut he st i l l  attends them. I was g lad he stuck 
with it . or so I thought.  A fter a hrief period. the guy s l id  
i n to an endless hanter that made my eyes rol l  hack i nto 
my head. Talk ing ahout his friends "nn-re ing"  Apple  
S tore computers. he used the word " l l amas" and "kiddie 
stllff" <l hal r :l dozen ti mes in our t\VO mi nutes together. 
prohably wi thout even real iz ing i t .  Mayhe he was ex­
c i ted to run into a fe l low reader. but the way he tal ked 
about h i s  group's act iv i t ies  �eemed grossly egot i �t ical . 

S idenote: Good s i r, I ' m  hett ing you're going to read 
th i s  and th ink I ' m  11 real snooty lI:">shole.  There's a chancc 
that I am.  I apologizc in  advance for f i ngeri ng you ( and 
2600 M i nneapol i s )  in front of everyone read ing.  hut I 
had to get th i s  out.  

I don't consider mysel f as be ing anyth ing spec ia l .  
but I am aware tha t  2{)O() a ims to hc a m i ld ly proks­
siona! . pol i t ica l ly-oriented zinc that presents a mature 
m i ndse!. No 21iO() readers that I ' ve  casua l ly  encountered 
in person have proven th is  to me. For hrief ['eriods. I 've 
had my doubts ahout 21iO() 's presence, as well as i t s  
readersh ip .  hut I 've a lways come back to real ize that 
2liOO i s  the only organ i zation doing anyth ing worthy in  
prin t .  Kudos to you .  However, some readers I encounter 
give me the idea that they aren't  fu l ly  aware of 2IiOO '.1 
pol i t ical worth .  but are more exci ted wi th  the shock 
value associ ated with hacking .  I think about hacking in 
the sense of experimentation, the m i nJset, and the trad i ­
t i o n  of h a v i n g  fun w i th technology. But  hey, others may 
think d i fferent ly. I hope that there arc other serious read­
ers who can disprove my less-than-pos i t ive i mpres­
s i (Hls. 

So anyway. g i ven the 30 seconds of my time wi th  
Kevin Mitn ick .  I got  the v ibe that  he was  a genuinely 
nice guy.  I mean hey,  he had a real l y  good handshake. 
H owever. there's i rony in  the fact that he's Kevin Mi t ­
n ick ,  for godsakes . . .  who j ust  preached about the trust­
worthy  a[,pearanccs of socia l  engi neers l i ke h i m sc Jf. So. 
I ' l l  have to maintain my duties and keep my sus['icions. 

Bu t  i n  a l l  seriousness, mayhe those who meet Kevin 
i n  person , or at l east those that read ahout h im,  wi l l  real­
ize that hacking isn ' t  cnt i re iy  about i mpress ing your 
friends or showing off to some random dude on the 
street l i ke myself. Usc your knowlcdge to create, t inker. 
and do something worthwhi le .  In my eyes. that 's always 
going to he more i mpressive than m i ndless talk. 

Weez 
We can 't rcally say it (/I1Y better. Sillce the haCKer 

tvorld is so open it 's 1101 possihle to regulate tvho goes 
amulld mlling thm/.I�ll'es {/ hacker. If' it H'ae possible. 
th('// il wouldll 'I be the hacker ,\'Or/d as wc know it. And. 
thanks to the misperceptiorJs (�/ what hackers are a/untl, 
(III kinds or peoplc orc drawn in looking ./(1/' ollention 
and gelting it ./f)/' all the wrong reasons. YOIl Irill jind 
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this in a/most (/IlY J()f'Utfl �l'here ha('kers (Ire jll l 'oll 'cd, 
"'hether ill rcal lifi or oll/ille. It '.\ 1I1l[(!/'IUllate alld a reol 
jJoill il l the ({SS hut i t 's no! H'orlh giving ill' OV('I: /.ike al­
IIIOSt lIH\, cullure. a 101 o/g()od ClIII l)e l(J////(/ il wm tllKe 
Ih� Imuhle 10 look. /1m/ those ,,-I/O h" l'e Ihe illtcllig('llce 
"lid the I'ati('l lcc 10 do this ,viII he allll'/1' rewa"/,,d H'ith 
H'hat ther jilld 

Dear 2600: 
I happened upon an epi sode of CriJl'rchase on PBS .  

I t ' s  qu i te  in terest ing,  i ndeed, because not  only i s  i t  enter­
ta in ing to see a crew of whiz kids snowhal l the enemy, 
" H acker. "  as he i s  known. What's even funnier. I 
thought. lVas the way the show i mplemented the promo­
tion of creat ive \vays to u:-.e math to solve everyday 
prohle ll1 s ( not i n  the show itse l f. hut in the "extras" l i ke 
for sol v ing how Illany je l lyheans arc in a jar us ing the 
ahi l i ty to calcula te  volume ) .  For a k id ,  i t  was aClual l v  
neat a n d  interest ing stu ll, so I have to g ive t h e m  cred it 
there, hut I f i nd no connection of that to chasing down 
hackcrs. espec ia l ly  ill ways which completely d isregard 
and d i �rcspect what a hacker i s .  That 's not the k icker, 
however, si nce there is a l so a port ion of the show ded i ­
cated to "Cyherchase i n  real l i fe . "  as i t  i s  cal led.  In  th i s  
scene. a real pel'�()11 went to go get t ickets for a Broad­
way sho\v, hut he real i 7ed that the l i ne was way too long 
and he wou ld not be ahle 10 buy i II t i me .  He uses mathe­
matics to d i scover that,  sensing if  i t  takes five minutes to 
cross one port ion of the sidewalk, then i t  will take 20 
mi nutes to cross four. Frustrated, he decides. i n  a gross 
promotion of the movie i ndu stry, to sec a Illovie which 
he feels  w i l l  render hetter resul ts  i n  l i ne illld g ive h i m  
t h e  opportuni ty t o  see a hetter show. I have t w o  ques­
tions: How docs this a l l  re i ate to the actual showing of 
chasing down hackers. alld why i s  the M PAA invol ved 
in  th is ' )  

Scott 

Dear 2600: 
I just  fi n i shed translat ing the text underneath "A 

G l i m pse of the  Future of Comput ing"  ill the tahle of 
contents of 20: I .  I n  our changing world I th ink  that you 
are correct .  The center of the world i s  everywhere. (Or 
more accurately, nowhere . )  As inf{)rmatioll hecomes 
more freely uvai lahle through the In ternet. i n  many 
more p laces in  the world. there real ly  i s  no central loca­
l ion .  I loved seeing the juxtaposi t ion of that part icu lar 
phrase next to that part icular art ic le .  Great work, once 
agai n .  

Sunfist 

Dear 2600: 
What is the deep ph i losophical meaning of the cover 

on i ssue 20: I " Is Lady Lih R .  Tee try ing to tell us  we arc 
all terrorists ( N icaragua, Guatemala, South A merica, 
etc . ) "  I s  she cal l i ng for more spooky armed men i n  the 
streets of our country'! I s  she invit ing terrori sts to spread 
all over our country? Is she making a cynical  statement 
ahout the mainstream cOl11 municat i {)I1 that terrori sts arc 
C l'ernrherc ( l ook heh ind you ' ) " Is she just h igh and do­
ing one of  those weird h igh-people th ings? So far I jus t  
th ink that  i t  i s  some lost scene from Cho.lthllstcrs II. 

Jonathan 

c o n t: i n u e d  o n  page 481  
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MeWlreless Exp o s e d  
- • 

by Epiphany and JOhny _Lightning 

jOhnyJightning @ hotmail.com 

epiphany @ port7alliance.com 

Through word of  mouth we heard that select 
McDonald 's  l ocations arc offering free I n ternet 
access to their customers via g02. 1 1  b for a trial 
period l ast ing through the I s t  of July.  This art i ­
c le  i s  a compi l at ion of our fi nd ings  w h i l e  play­
i ng at several of these Wi-Fi  spots .  Our 
explorat ion was conducted from a l aptop run­
ning Wi ndows ME and a laptop run n i ng 
Free B S D  4 .g  wi th  Pri sm I I  cards .  

The Basics 

The company that brought Wi-Fi  to McDon­
dald 's  i s  cal l ed Comet a N etworks .  A t  the t ime of 
th i s  wri t ing.  th is  serv ice i s  avai l ab le  at on ly  ten 
locat ions  scal lered throughout Manhallan .  A 
map can he found at www.mcdwireiess .com. 
The p i l ot period wi l l  l ast  unt i l  July and then 
people w i l l  be forced to pay three dol l ars for 60 
m i n u tes  on the network. (Or so they say. ) Dur­
i ng  the p i lot period a card resembl ing  a cal l i ng 
c ard i s  g i ven out wi th every meal purchased at a 
part i c ipat ing Mcdonald 's .  Each card has a user­
name, password, and serial numher in the cor­
ner. The u sername is fi ve characters and the 
password is l ive d ig i t s .  We bcl ieve that the two 
arc generated us i ng an algori thm,  but we do not 
have enough cards to fi nd  a pattern. Cometa 
Networks plans to take th i s  project nat ionwide 
to hundreds of  locations hy the end of this  year. 

The S S l D  of the McDonald 's  network i s  
"cometa" .  Both of t h e  laptops we used con­
nected to the network automatical ly. Win ipcfg 
and dhc l ien t  were used on the Wi ndows and 
Free B S D  machines respecti vely to get I P  
addresses .  

Fooling Around 

When a weh hrowser was opened on ei ther 
machi ne,  a DNS error popped up and the 
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browser reverted to l og in .eomelanetworks.eom. 
Th i s  s i te i s  current ly access ib le  on the WWW, 
but  try ing  to log in  causes a egi error. Before we 
logged i n  with the accounts on our cards we 
wanted to sec what was possible .  We foun d  that 
DNS names could not be resolved at al l :  
% ping www.google. co/11 
ping: canllot resolve www. google. com: 

UllkllOlVII host 
H owever, p ing ing Google 's  IP was successfu l :  
% ping 2 1 6. 239. 5 1 . 99 
PING 2 / 6.239. 5 1 . 99 (2 / 6.239. 5 1 . 99): 

56 data hytes 
64 hytes fl'Olll 2 / 6. 239. 5 1 . 99: icmp_seq=O 

ttl=48 time= 1 90. 3 1 9  ms 

Unfortunately, try ing  to connect to the web­
s i te hy putting the IP of Google i n  the browser 
was a hust .  So was try i ng to tel net  to any port of 
any mach i ne's IP address .  The next th ing we d i d  
w a s  change t h e  I P  of  t h e  DNS servers t o  that of 
our local I S P. On * n i x  th i s  can be done hy edit­
ing  letclresolv.conf. O n  Win dows you can 
change this setti ng i n  control panel -> nctwork. 
Now our hoxes were able to resolve  hosts .  P ing­
ing  Google was a succcss ,  howcver try i ng to 
v iew a weh page was not.  The hrowser was st i l l  
d i rected t o  the login page. O u r  hoxes were not 
ahle to make any TCP or UDP connect ions (0  
any hoxcs on the weh at al l .  Tel ncti ng or SSH­
i n g  (0 a she l l  account was also a hust .  We de­
duccd that  TCP/UDP was fi rewallcd, hut  I C M P  
wasn't .  I t  w a s  t ime to l o g  i n  a n d  work from 
there. 

A fter pUlling in a logi n/password a quest ion­
naire pops up .  The HTML on th i s  page had 
SOIllC i nterest ing JavaScri pt that was in charge 
of opening  the log in  t i mer. U n fortu nately, 
changing th i s  codc d id  noth ing except cause an 
error. At  a l ater tri al we found that changing the 
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ONS is henefic ia l ,  hecause the 
defau lt sett ing  causes errors 
from t ime to t ime.  

60 Minutes FREE 
We kept the B S O  machine  

logged i n  leg i t imately and used 
the Wi ndows hox to see what i n ­
formation we cou ld u ncover 
w ithout logging in. A rter some 
attempts at p i l feri ng we d i scov­
ered some i nteresti ng HTML 
code.  The suspic ious code was 
thi s part icular string :  

Wireless Internet Access* 
Visitwww.mcdwire'ess.;com 
m,�tf()P(llltfil' New York City McDonald's 

<INPUT type=hiddenvaiue= i 2 
. 1 03. 97.40nall1e= UJ P> 
With a quick portscan us ing  

nmap for B S O  and S uperScan for Wi ndows we 
camc up wi th  several unusual port numhers. I t  
was one of these that hrought us  to a d i scovery. 
It turned out that connecting to port I 1 1 I  
through a browser, (http:// I 2 . 1 03 .97 .40: 1 1 1 1 ) , 
brings up a total l y  d i fferen t  log in  page. We have 
duhhed thi s "The B ac k  Door. " We th ink  th i s  
page w a s  s e t  up for technic ian s  who are too 
busy to be lim ited to 60 m inutes.  This IP ad­
dress a lso has POIt 80 open,  with a s i m i lar 
"hac kdoor" login  page, except there are some 
subtle dit1'crences in the HTML. A curious  
trace route on 1 2 . 1 03 .97 .40 showed that  th i s  was 
the first  and oniy hop,  mean ing  that  l ogging in  
l i ke thi s  was l ocal to the network of the part icu­
l ar McDonald's we were in .  We hel ieve that 
other locations have s i m i l ar backdoors which in 
theory can he foun d  w i th traceroute and a port 
scanner. (Just search all the hops for 1 I I I  and 
you may get l ucky. ) 

Logging i n  through the hackdoor a l lowed 
our computers to connect to the network but 

M;ddl'tg mobHi'l_'i 
a '331Uy with 

McDonai�'s ana e�- �rteta 

without l oading  up the 60 m i nute t imer nu i ­
sance. To tes t  the actual val i d i ty of our back­
door, we waited for one of our accounts to 
expire and tried to log in  with the same account  
legi t i mately. Th i s  caused an error. The hackdoor 
worked w i thout a h i tch .  This on ly  veri l ied our 
hel ief  that it is poss ihle that the username/pass­
word pairs on the cards are algori thmica l ly  gen­
erated and the local hackdoor is not updated 
wi th  the expired accounts .  With the hackdoor 
one account  is enough to come hack forever and 
stay l ogged in as long as you wan!. B efore we 
le ft our McWireless explo i tat ion marathon,  we 
s l apped a st icker on the wal l that said "Hackers 
al ways come in the hackdoor. " 

Wrapping Up 

If there is anyone out there who has pl ayed 
with w ireless at McDonald's ,  we wou ld  love to 
hear from you. We are p lann ing a fol l ow up ar­
t ic le  for when the p i lot period is over and the 
serv ice i s  no longer free. And  of course,  we 
wouldn ' t  leave you wi thout g iv ing  you some 
logins  for the back door: 

cvktdl57517  

kzdil42587 

uextol11833 

xiiubl7 J 958 

Shouts aud thanks: 
evelyoue at JlorI7aiiial1ce. col11, 
usyslcms. tk, #mabeii, 
stankdaw!!,. l ·()fI1, MADl'ow. 

fw i ex @ c o me t a  
Password 

73242 
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�ception Tricks 
by ddShelby 

Si nce the art ic le "Comprehens ive Guide to 
802. 1 1  b"  in 1 9 :2 ,  I dove headfirst i nto wireless. I 
wou ld  l i ke to acknowledge Dragorn for a wcl l ­
wri tten art ic le .  I also would l i ke t o  acknow ledge 
oric l lynet .com, scatt lcwireless .com, and turn­
point . net for the i nformation contained in  this 
art ic le .  

Supposed ly hecause of a di spute with Ti me 
Warner and the landlord , a cable In ternet connec­
tion i s  not avai lable in the apartment bui ld ing in 
which I l i ve .  DSL i s  avai lable hut seemed a bit 
steep at $70 a month for a 1 28 K  l i ne.  So I con­
s idered wire less .  However, nycwireless . net 
nodes on the Upper East S ide of Manhattan arc 
few and far between and my rather anemic 
Netgear wireless can't reach the nearest !lodc. 

So I looked around for an 802. I I h card that 
has provis ions for an external antenna and settled 
on the Lucent Ori noco S i l ver. It 's a 40-hit  WEP 
card only but it was cheap on Ehay, so to me it 
did not matter. I p icked up a four foot pigtai l ca­
ble that adapts the connector on the Ori noco card 
to an N male connector from fahcorp . net. 

Some Connector B asics 
There are several types of connectors used in  

the 802. 1 1  world that need mention.  The most 
common i s  the N-connector. These are usual ly 
found on the antennas themselves and i t  seems 
that th i s  i s  the norm . The antennas I have come 
across thus far are all equipped with a female N .  
The other side of the cahle (p igtai l )  has the con­
nector that wi I I  attach to whatcver device you are 
connect ing to. Here is where it can get a bi t  hairy. 

Devices l i ke access poi nts or wireless bridges 
can come with a BNC-, TNC-, or an SMA con­
nector. Connectors on the WiFi N ICs depend on 
the model and manufacturer of the card . To com­
pl icate thi ngs j ust a bit, al l of these connectors 
are avai l ab le  in reverse polari ty. S i mply put, the 
smal l gold pin in the center of a BNC i s  a male  
p in .  On a reverse polarity B NC,  the  go ld  pin i s  
female.  The reverse polarity connectors are usu­
a l ly  i nd icated as an RP B NC for example.  Just 
for reference, BNC i s  an acronym for Bri t ish 
Naval  Connector, TNC is a Threaded B NC, and 
SMA is Submin iature type-A connector. A l l  of 
these connectors, I suspect, originate from the 
m i l i tary. 

A search on Google revealed a few s i tes with 
information on antennas for 802. 1 1  b .  O'Rei l l y  
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had the most extensive information I could fi nd 
(www.ore i l lynet.com ) and i s  a great p lace to start 
if you're new to th is  l i ke I was. 

My fi rst antenna was the famous Pri ngles 
Yagi .  I constructed i t  exactly as la id out on the 
http://www.orci l lynet.com/cs/wehlog/v iew /w Ig/448 
web s i te and found s ign ificant gai ns  as compared 
to the Orinoco card without any external an­
tenna. A total gain of I I  dbm was the hest I cou ld  
do with the  addit ion of a Pri nglcs can  as 
compared to the Ori noco card itse l f. 

The other antenna choice is the wave-guide 
antenna.  The construction of the wave-guide i s  
easier si nce i t  does not  involve the  use  of a 
threaded rod and washers as the Yagi docs .  The 
can i tse lf  and the add it ion of an N connector with 
a piece of copper wire is all that's needed . For the 
copper wire I used a piece of  grounding wire 
from common household  e lectrical wire .  With 
the s impl ic i ty of the wave-guide construct ion,  
you can sacri f ice many colTee cans at no s igni f i ­
cant cost, especia l ly  i f  you're a caffeine nut l i ke 
myself. The ideal wave-guide antenna for 2 .4  
GHz i s  about a 3 . 25 inch d iameter and just  shy of 
1 0  inches long. Good luck try ing to find those d i ­
mensions in  a coffee can or  anything for that 
matter on the grocery store shelf. But th i s  bei ng 
said, there i s  no harm i n  experi menti ng with 
what you have ly ing around the house. I first 
tried an I I  ounce Maxwe l l  House can. I mounted 
the N connector accord i ng ly  at one quarter wave-
Ie  from the back of the can as calcu lated 
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my apartment. B lock ing  that node are 
three h i gh-ri se apartment bu i ld i ngs,  two 
park ing garages ,  countless brownstones, 
and three blocks. After a near exhaust ive 
search for a 3 .25 i nch d iameter can at 1 0  

. i nches long, I decided to j ust spend the '1 �� dough for a commerc ia l  2 .4  GHz an­
. . � . tenna.  I t ' s  a d i sh sty le that has an adver­

ti sed gai n of 14 db. The noise on th i s  
commerc ia l  antenna i s  s l ight ly  lower 
than any homemade antenna I had con­
structed , so the overa l l  signal to no ise ra­
t io  was in my favor by about 3 db . 
Despitc th i s ,  the s ignal  to noise rat io  was 
st i l l  not enough to get a consi stent con­

. � .� , 

! . 
. � ,. �  ""� ... . 

. � , '- �  , 'tff�� • .,w 

the handy scri pt at http://www. turn 
point . net/w i re less/cantennahowto.htm l .  

As  compared t o  the Pri ngles can, the 
Maxwe l l  House can gave me an add it ional  3 dbm 
for a total of 14 dbm. Keep i n  mind that every 3 
db i s  a doubl i n g  of the s ignal . A loss of 3 db i n  
noise i s  a s  good a s  a n  overa l l  gai n of  3db with re­
spect to the s ignal  to noise rat io .  Intercst ing th ing 
happened though ; us ing  Network Stumbler  I 
picked up three more access  poi nts that I d id  not 
see before. Th i s  could bc due to the addit ional  
gain but I thought i t  might be the type of antenna 
construction lending to  a wider pattern .  So I tr ied 
aga in  wi th a l arger d iameter can to see if my the­
ory was in fact correct. I chose the Folgers 39 
ounce can and cut  a hole accord ing to the handy 
script on turnpoi nt .net .  I reused the N connector 
from the I I  ounce Maxwe l l  House can to avoid 
unwanted variables .  As  it  turns out, the gain fe l l  
s l ight ly t o  1 3  dbm but I agai n noticed two add i ­
t iona l  access poi nts accordi ng to  Network S tum­
b ier. Wi th  the  39 ounce  can  I now picked up a 
total of I I  AP's as compared to n i ne AP's wi th 
the I I  ounce can.  Of these AP's by the way, four  
show up i n  the l i st pri nted i n  the Fal l 2002 edi­
t ion of 2600, and sti l l  remain  u nencrypted. For 
those of you i nto warchalk ing the l arger wave 
gu ide from a 39 ounce can seems more appropri ­
ate than the Pringles  Yag i  or a wave gu ide c loser 
to the 3 . 25 opt i mal d iameter. A l though you may 
prefer someth ing omni d i rect ional  l i ke a mast an­
tenna, the overa l l  gain is typical ly lower. So i f  
you are looking  for d irectional i ty i n  the s ignal ,  
then st ick wi th narrow d iameter wavegu ides or 
Yag is .  I f  broad coverage is what you're after then 
go w i th wide d iameter waveguides or mast 
antennas. 

Having estab l i shed the d i fference i n  gai n and 
beam pattern associ ated wi th the s ize of the can , 
I launched a q uest for the ideal 3 . 25 i nch d iame­
ter can . I needed as much gai n as I could get j ust  
to reach the nearest nycwi reless node c losest to 
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nect ion,  and dropouts wcre st i l l  too common. So 
then I thought, do I have to spend evcn morc 
money for a h igher gai n d i sh?  Wel l ,  not q u i tc .  

Dream Cans? 
Ah . . .  we l l ,  sort of. It certa in ly  looks l i ke the 

3 . 25 "  x 1 0 " ideal . Whi le  shopping for new rol ler  
b lades at a Sports Authority on Long I s l and, I no­
t iced a tenn i s  bal l can . Most tcnn i s  bal l cans arc 
now madc of the same plast ic as soda bott les .  
But  th i s  one i s  a b i t  d i fferent .  Wi l son makes an 
ovcrsi zed tenn i s  ba l l  for the geri atric crowd, that 
j ust so happens  to come i n  a stce l can that 's 3 .25 
i nches d iameter. And the ic i ng on that cake is 
that the length i s  j u st about 1 0  i nchcs .  My three 
ten n i s  bal l s  wcre about $6 and the N connector 
was $2 .  I punched a hole in the can at 2.49 i nches 
from the bottom and mounted the N con nector as 
the turnpoint . net script calculated. The resu l t  was 
1 7  db gai n ,  j ust enough for what I needed to get a 
c lean s ignal  to the AP. Now 1 7  db for a ten n i s  
bal l can i s  more gai n for the money than you 
might imagi ne.  A commercia l  antenna at 14 db 
l i ke the one I bought cost up to $80 and does not 
i nc lude any green fuzzy th ings to p lay wi th .  The 
drawback is that I had to sit near the wi ndow 
with my laptop. My pigtai l wou ld on ly  let me 
stray four feet. 

Two Weeks Later 
Thi s  new Li nksys WET I I  is neat. The 

Linksys WET I I  is sold as a bridge, not an AP, 
essentia l ly  g iv i ng a Cat5 on ly device the abi l i ty 
to go WiFi or, u s ing two of these WET I I ' s ,  to 
connect wire less ly to each other to bridge two 
wired networks .  I got to th i nk ing and wanted to 
experi ment to see what e l se th i s  th ing was good 
for. I wanted to connect through the WET I I  wi th 
an AP I a lready had ly ing around.  So, I p icked up 
a reverse polarity SMA to N male p igtai l from 
fab-corp .com to hook up my Wi l son antenna to 
the WET I I . Fi rst, the WET I I  output is rated at 
7 1  mw, which is more than most WIFI  cards and 
more than twice the rated output of  my Ori noco 
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S i l vcr. With an antenna other than the ruhher 
duckic mast providcd, there is the potent ial for 
some serious range. A l so, I wanted to see i f  I 
could set up a k ind of repeater. So I took the \ 0  
hase output from the WET I I  and p l ugged i t  i nto 
my el -cheapo Netgear AI' and set the Netgear to 
a di ffercnt S S I D  from thc WET I I .  The resu l t s :  
The  Netgear A I'  worked local ly as  any  AP wou ld,  
the s ignal  gocs to the WET I I  v i a  catS Xover ca­
hie and to the AP that it's a imcd at a fcw hlocks 
away. The conncct speed was good enough to 
g ive me In ternet acccss i n  my New York Ci ty 
apartmcnt wireless ly. And with the WET I I  s i t ­
t i ng on my wi ndowsi II and the antenna on the fire 
escape, I have the case of surti ng from my 
k i tchen tah le  or anywhere i n  my shoehox apart­
ment w i thout having to contend with the l i m i ta­
t ions i m posed hy the four foot pigtai l that 
connects my antenna d i rectly to my Ori noco 
card . And with the h igher output and i ncreased 
sens i ti v i ty of the WET I I  versus the Ori noco 

card , I can usc that d i sh  I hought without fee l i ng 
g u i l ty for spcnding 80 hucks for i t .  

Another Wave Guide Idea 
There i s  another design in wave-gu ides that 

can p u l l  up  to 1 8  dh if constructed carefu l ly. If 
you take shortcuts or if it 's poorly con structed, 
you can st i l l  obtai n 1 3- 1 4  dh. The detai l s  on i ts  
construction can he found at  www. seall iewire­
less .com. It 's constructed us i ng a peanut can and 
some stovepipe ti l l ings from Home Depot. 
S tovepipe is th in  sheet meta l  and not  much d if­
ferent from the material  used to make your typi ­
cal soup can o lf any supermarket shelf. In th i s  
case i t ' s  a n  adapter ( sometimes referred t o  a s  a 
reducer) to go from a fi ve i nch d ia  to a four inch 
d ia .  This  acts to  i ncrease the radio  waves col ­
lected before they enter the can ampl i  fy ing the 
overal l  gain hy as m uch as 6 db .  Experi ment ing 
with various s izes and lengths can be worthwhi le  
and who knows'l You m ight stumble  onto 
someth i ng .  

DISTRIBUTED REFLECTIVE 

b y  Spyrochaete 
http ://hyppy.zapto.org 

The purpose of th i s  art ic le  is to educate 
those w i th an i nterest in I n ternet securi ty. I 
wouldn ' t  comm i t  t h e  acts descrihed helow and 
ne i ther should you.  Hosting serv ices on l i ne 
costs someone money. F ind a more construct ive 
way to express  your opin ions .  

I 'm  a col l ege student.  not a pro fess ional 
(dammi t ,  J i m ) .  S orry if someth ing I 've said i s  
i naccurate .  G . I .G .O .  

The  worldwide I n ternet i s  composed of an  
overlapp ing array of hardware tha t  d i rects smal l  
fragments of i nformation along various tempo­
rary pathways from source to dest inat ion .  Be­
cause of  the tremendous ly  high volume of 
traffie continuous ly  flowing through the v i rtual 
veins of  the I n ternet. i t  i s  poss ih le  for wayward­
m i nded i n d i v i dua ls  to harness the services of 
the powerfu l  hardware at the system's logical  
core w ithout detect ion,  for example.  to attack 
the system of their  choice .  One such attack that 
is part i cu lar ly effecti ve and undetectahl e  hy the 
managers of  i n termediate communications 
hardware i s  the Di strihuted Reflect i ve Den ial of 
Service (henceforth DRDoS ) attack .  
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DR DoS i s  the l atest i n  thc series  of Dcnia l  of 
Serv ice attacks .  A n  explanat ion of the h i s tory of 
th i s  type of attack i s  i n  order to fu l l y  undcrstand 
thc rami fications of t h i s  new threat. 

The standard Denia l  of  Service ( DoS ) attack 
is one of  the more common attacks by " scri pt 
k idd ies . " A properly moti vated ind iv idual can 
effect ive ly  perform such an attack on the target 
o f  the i r  choice with l i ll I e  effort. Denial of S er­
v ice  i s  the resu l t  of local rout i ng hardware he ing 
overl oaded wi th fraudulent  i n structions .  Speci l'­
ica l ly. DoS i s  the resu l t  of explo i t ing vu lnerah i l ­
i t i e s  i n  t h e  TCP/IP 3 -way handshake i n  w h i c h  a 
c l i en t  and server hecome aware of each other hy 
swapp ing  synchron ization packets.  Occas ion­
a l ly  an ord i nary. legi t i mate synchronization  
(SYN)  packet w i l l  hecome corrupted cau s i ng i t  
to he m i s i n terpreted hy the computer on the 
other end. S ervers a l low such packets a short 
grace period before ahandoning  them. A l teri ng 
the source I P  address of an outgoing S Y N  
packet h ides  the ori g i n  o f  their  source and d i ­
rects the  converse computer to attempt to syn­
chronize with a nonex i stent (or u nrespons ive)  
host .  When th i s  occurs i nnocen.lly (wh ich  i t 
does,  regularly and inev i tab ly. however i n fre­
quent ly )  the  overhead i n  comput ing resources i s  
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i nconsequential  and harmless .  But  when ex­
p lo i ted by a malevolent  i nd iv idual ,  t h i s  can be 
performed by a s ing le  computer frequent ly 
enough to suffic ient ly  saturate the vict im's  con­
nection so that i t s  serv ices cease.  I f  the attacker 
can harness the power of a more powerfu l ma­
c h i ne than the one at his or her d i sposal , the 
attack would be that much more effective .  

A n  attack orig inat ing  from any one mach i ne 
i s  not l i ke ly  to be very powerfu l or completely 
i ncapacitat ing .  I n struct ing a main router or fi re­
wal l  to i gnore IP  addresses generat ing too-fl"C­
quent packets is a way to term inate such an 
attack .  A l though the security system w i l l  be 
bogged down as i t  examines and d i scards every 
unwelcome packet, the network w i l l  not be af­
fected by the complet ion of the packets' jour­
ney. By randomiz ing  the spoofed I P  address 
generated in each packet by the attacker, th i s  
solut ion can  be i n val idated . 

The Di stributed Denia l  of Services ( DDoS) 
attack uses the same pri ncipal to  debi l i tate i ts  
target but  i s  exponentia l ly  more effect ive .  The 
attacker i ncurs the services of several remote 
computers ( "zombi e s " )  by acqu i ri ng  control 
over them and i ssu ing  s i mple commands.  A 
common method of secret ly ach iev ing control 
over a computer is to d i stribute a Troj an v i rus  
which i nstalls software that  connects the com­
puter to a common server (e .g . ,  IRC) from 
which the attacker can control a l i s t  of zombies 
en  masse l i ke a general  commanding infantry. 
Each zombie s i multaneously performs its own 
DoS attack,  saturat ing  the v ict i m great ly  and 
making the process even more d i fficu l t  to de­
fend  against .  A properl y  coord i n ated DDoS at­
tack can put  almost any system at the mercy of 
an  attacker. 

DRDoS i s  a very recen t  i terat ion of the DoS 
attack and i s  quite i ngenious i n  i t s  des ign .  DR­
DoS resembles DDoS i n  that i t  employs the 
power of several sources to attack one v ict i m ,  
but  i t  does so i n  a stealthier, overwhe lming  
manner. I n  a DRDoS attack, the attacker sends 
tain ted i nstructional packets to a very l arge 
number (hundreds)  of i nnocent c l i ents ,  alerti ng 
them that the v ict im ' s  computer i s  requestin g  a 
certain service.  The very s mall amount of traffic 
generated per i n termediate attacking server w i l l  
be  s o  i ns igni ficantly smal l ,  perhaps smal ler than 
leg i t imate requests, that it is qu i te u n l i ke ly  the 
attack wi l l  be noticed by adm i n i strators at al l .  
The astronomical number o f  service packets 
(for example,  2 packets per second m u l tip l ied 
by  3000 servers) is  suffic ient  to overwhe lm v i r­
tual l y  any system anywhere . 

One example of a DRDoS attack i s  the B or­
der Gateway Protocol ( B GP )  attack .  Routers 

Summer 2003 

regul arly exchange rout ing tables wi th  their  
neighbors ( routers shari ng borders ) by asking 
for and grant ing permiss ion  w i th each other. I n  
preparation for such a n  attack,  the attacker's 
fi rst step i s  to acqu i re a l arge l i st o f  fas t  I nternet 
routers . Th i s  can be done very eas i l y  by per­
forming the IP u t i l i ty TRACERT on a number 
of websites and cataloguing,  say, the middle  
fi ve entries .  These entries arc  very l i ke ly  to be 
core routers that  br idge the huge segments of 
the I nternet. Th is  can be veri fi ed by resol v ing  
the  names  of the  I P  addresses (for example ,  de­
script ive FQD N s  such as ra I shge34.mt .b ig­
pipei nc.com and if- I O-O.core I .Ch ieag03.te le 
g lobe.net  obvious ly represent central routers) .  
A n  enormous l i st can b e  compi l ed i n  a few 
hours automatical l y  v ia  a s imple  scri pt .  The at­
tacker then cycles through the l i st of routers, 
send ing  a sweep of tain ted packets stati ng that 
the v ic t im is actua l ly  a router request ing to ex­
change rout ing tab les .  The sheer volume of in ­
com i n g  packets w i l l  incapaci tate the v ic t im 
entirely and  i m mediately unt i l  the attacker 
chooses to term i n ate the cycle .  

Thi s  attack ,  at the moment,  i s  tru l y  i mposs i ­
b le  for the v ic t im to defend again st .  I t  i s  un fea­
s ib le  to b lock the IP addresses of  the I n ternet's 
major rou ters because they are requ i red to com­
muni cate w i th val id  c l ients .  B ecausc network 
services are d i stributed i n side the serv ice socket 
range ( ports 1 - 1 023) ,  d i sab l i ng all communica­
t ion from these ports may prevent  such an at­
tack enti rely, but conversely may i m pede 
genu ine  service if the server must occas iona l ly  
act  as a c l ient  to fu l fi l l  i ts  regu lar dut ies .  I n  fact, 
the only v i ab le  solution to th i s  (and many other) 
attacks l ies w i th I nternet serv ice providers who 
have the power to prevent packets w i th spoofed 
IPs from leaving the confines of their services .  
Unfortunate ly, the majority of I S Ps do not 
employ this funct ion.  

DRDoS i s  a very damagi ng, very real  con­
cern for the networked world and shou l d  not be 
taken l ightly. I t  i s  the respons i b i l i ty  of every 
network adm i n i s trator to be d i l igent  i n  prevent­
ing their own domain s  from tak ing  part in such 
an attack .  Audi t ing  a network's acti v i ty and em­
ploying d i l i gence, educat ion,  and i ns ight  are a l l  
essential  to keep one ' s  s i te secure. 

Shouts to: msmittens, [ord_nikon, axiom 
dadak, purple motion, skaven, necros, mental 
floss, and efnet #2600 be.f(ne it got taken over 
by hackers. 
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w 
by FragSpaz 

fragspaz @ fragspaz.com 
When I first got my Nokia 336 1 ,  I was i mme­

d iately annoyed by the " AT&T" l abel (alpha tag) 
permanently d isp layed whi le  the phone was in 
standby mode. Thi s  art ic le  w i l l  outl ine how to 
change the alpha tag and network setti ngs on the 
Nokia 3360 and 336 1 .  A l so, I w i l l  expose the "se­
cure" menu options for what they are : Wide open . 

Nokia 3360/3361 
The Nokia 3360 and 336 1 are, to the best of 

my knowledge, identical . The 336 1 phone is sold 
exclus ively to prepaid customers ( no contract) .  
The 3360 can be purchased by any AT&T cus­
tomer w i l l i ng to sign a contract. My guess i s  that 
the l abel 336 1 i s  s imply  a way for AT&T and 
Nokia to identify prepaid customers by model 
number. 

Field Test Mode and Security 
The alpha tag can only be changed whi le  i n  

Field Test mode. To enter Field Test modc type 
*300 1 # 1 2345# at the main standby menu. Thi s  
w i l l  take you t o  a menu with the fol lowing op­
tions: NAM I ,  NAM2, NAM3, Securi ty, Emer­
gency, SW version, Serial  No., Programmed, and 
Field Test .  

NAM I i s  where the alpha tag can be changed . 
Before gett ing i nto the detai l s  of th is  option, let 's 
take a look at the other menu options. 

The " Securi ty " setting i s  i ronical ly anyth ing 
but l The " Security " sell ing a l lows the security 
code to be changed, without veri fy ing the orig ina l  
P IN .  The defau lt code i s  1 2345 and i s  probably 
the same on a l l  Nokia phones (so as not to con­
fuse those cell phone sales people too much) .  As  
far as I can  tel l  there i s  no way to  change the  Field 
Test P IN from the defau l t  *300 1 # 1 2345#. S ince 
enteri ng Field Test mode does not require know­
i ng the security P IN,  this effectively l eaves the 
door open for anyone to change the security PIN 
on any Nokia phone without knowing the original  
P IN,  thus  locking out  the  user from "secure" 
options such as restricting a l l  i ncoming and 
outgoing ca l l s  I 

Notice the string 1 2345 appears both in the 
Field Test mode PIN and as defau lt Security P IN .  
I was  hoping that changing the  security code 
would carry over i nto changing the Field Test 
P IN ,  but  no such  cigar l  

O n  a fi nal note, t h e  security P I N  must b e  a five 
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digit number, no alpha or special characters arc 
al lowed. Thus, the total range of possible  PINS 
range from 00000-99999, leaving exactly 
1 00,000 poss ib le PIN s. 

The " Emergency " menu contains three slots.  
"Emergency I "  i s  set to 9 1 1 ,  "Emergency 2"  i s  set 
to *9 1 I ,  and "Emergency 3" is blank. Al l  three 
can be changed to any 1 -8 digit number. What, no 
long di stance emergency service? 

"SW version" l i sts V 03,06 1 6·08·02 NPW- I PA. 
"Seri al  No."  is ,  well ,  the I I digit serial mlln­

ber. It matches the ESN number on the l abel  
below the battery. I t  cannot be changed. 

"Programmed" supposedl y  contains the date 
of programmi ng, but my phone had MMYYYY 
l i sted. I changed mine to 052003 and l earned that 
once changed i t  cannot be changed again l  

"Field Test" l i sts a sub-menu with Enabled, 
Enabled+l ights, and Disabled. I t  i s  set t o  D isabled 
by defaul t .  I was unab le  to do anything d i fferent, 
or detect any d i fferences with Field Test Enabled. 

Changing the Alpha Tag and 
Programming Alternative Networks 

Now that we have looked around the main 
menu, i t's t ime to change the alpha tag.  Whi le in 
Field Test mode, select "NAM I . " Here there are 
several options, i ncluding an "A lpha Tag" option. 
Changing the alpha tag in  th is  menu wil l  not af­
fect the alpha tag disp layed on the phone screen. 
Apparently, the derau lt tag " AT&T" i s  pro­
grammed out of reach, even in Field Test mode. 
We need to go one level deeper by selecting 
"PSID/RSI D  l i sts . "  Thi s w i l l  open up a l i st of 
P/RSID s lots, numbered 1 -5 .  

These s lots al low al ternat ive network sett ings 
to be programmed in ,  which i n  turn can be se­
l ected i n  the "System" menu l ater on. Thus, it i s  
poss ib le to program in fi ve separate poss ib le  net­
work connections. Thi s  is great for maintai n ing 
your custom alpha tag when travel i ng i n  and out 
of d i fferent areas. S i mp ly  set up a P/RSID slot for 
each geographic  area you frequent. 

Select a P/RS I D  slot and w e  get t o  the area 
where an al ternat ive network can be set up. Here 
you w i l l  have to enter a PS I D/RS I D  value ( al so 
known as Home System ID), usual ly a 5 digit 
number, a Connected System ID, a 3-4 digi t  
value, an Operator (SOC)  value, as wel l a s  a 
country code. The SOC value appears to be 2049 
in a l l  U .S .  AT&T serv ice areas and the U .S .  coun-
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try code is 3 1 0. The P/RS ID and Connected Sys­
tem 10 d iffer from area to area. To fi nd the 
P/RSID ( Home Sys ID) ,  Connected Sys ID, and 
SOC i n  your area, you ' l l  have to do some i nfo 
gathering. You could try practic ing your voice 
ski  l iz and see i f  you can tease it out of your local 
serv ice prov ider, or let your fingers gu ide you 
through a couple of Google searches. I was un­
successfu l  in sol ic i t ing the info from AT&T, but 
the i n fo is ava i lable on the web. I suggest search­
ing Google for "p/s id l i st"  and that shou ld  get you 
on your way. 

Once these values have been entered, you are 
ready to enter your custom alpha tag in the "A l ­
pha  Tag" slot .  A l l  characters are avai lable when 
entering your alpha tag. To set the network in ef­
fect, reboot the phone by turn ing it off for a few 

seconds and turn i ng it back on.  There i s  no other 
way out of Fie ld Test Mode. 

Now i t  i s  t ime to test your new tag and con­
nection .  Go to the "System" Menu (Menu 5) and 
select " Manual . "  The phone wi l l  do a search for 
avai lable networks .  Scro l l  through the search re­
su l ts of a l l  programmed networks, and if your 
NAM I /P/RSID i n fo i s  correct, you w i l l  see your 
custom alpha tag l i sted as "avai l ab le . " Now back 
out and select " A utomatic" and the 336 1 /3360 
w i l l  priori t ize your network sett ings and default 
to them whenever possib le .  The only t ime you 
w i l l  see the " AT&T" A lpha Tag wil l  be when the 
phone i s  i n  an area with real ly poor reception.  

Now take a break and go see Matrix Reloaded 
again .  

Why e aXing � t i  1 1  � a r K  S (sorta) 
by Plazmatic Shadow 
plaz @ kevinsnet.com 

Everyone says that red boxing doesn't work 
anymore. I've heard about 40 d ifferent explana­
t ions for i t  and I th ink it's rather annoy i ng .  Sure i t  
was o n e  of t h e  "easier, " someti mes considered 
"degrading"  forms of phreaki ng, but it st i l l  kept 
wi th in  the l i mits of the spir i t .  

Why doesn't i t  work anymore? For starters, 
AT&T stopped accepting coins for long d i stance 
cal l s .  That's probably the mai n reason.  I t  doesn't 
seem to work for local cal l s  e i ther or so I 'm 
beg inn ing to notice.  

With al l  thi s  in mind, I had q u ite the experi ­
ence a few months ago. After I read i n  various 
p laces that i t  d idn 't work anymore, I ran out and 
tried it .  I dusted off the old tone d ialer and popped 
i n  some fresh batteries .  I went to the nearest pay­
phone, and AT&T no longer accepted coins .  I de­
c ided to try the old local method of going through 
a l i ve op, which I had gotten pretty good at . 

I d ialed up my local Verizon operator and told 
her I was having trouble with a local coin cal l .  
She asked m e  for the number and told m e  to de­
posi t  my coins .  When I fi n i shed, she "returned" 
them and said they d idn't go through, asking me 
to try once more. I went through the process aga in  
and thi s  t ime she sa id  her  usual ,  "One moment 
wh i le  I connect your cal l . "  

Whi l e  she was doing  th is ,  I asked her i f  she 
was just being n ice and putt ing my cal l  through or 
if my coins had fina l ly  regi stered . As it turns out, 
she was j ust being nice. 
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I tried the same process on a few other p,hones 
i n  the area, with s i m i l at results. Some of ' thc 
responses I got worth pri l1tiftgai: 

, . 
' 

"I 'm just puttin!? it thr(jU.Sh, io you 'll 'con�#'lUe 
to think your little toy .\·tilr',,�� s,(J. ,��t:lt ytju'll 
keep usin!? it and !?et cauglit.. NOc"Yiou fm,ow this. 
so I 'm !?oin!? to han!? up. " 

. , "
'

. , , 

"I 'm just a nice person," 
"Just this once. Try the tone�ihing qg(J{n, .l'll 

call the police. " , . ;' , " 

"You sound so desperate trying to make a call. 
and with the phone not workin!? and every thin!? I 
thou!?ht I 'd just help you out. " 

" YlJU sound like an honest person. I 'm puttin!? 
your call through because I trust you. " 

"The computer didn 't re!?ister the tones, hut I 
heard the heep, so I figure you put the money in. " 

And the most common response was when the 
cal l did not go through : 

"The coins aren 't registering. I 'll suhmit this 
numher for service. Please try another phone. 
sorry. " 

The whole poin t  of th is  is that if you sound i n­
nocent, desperate, and/or n ice, your cal l w i l l  be 
put through. I t ' s  k ind of l i ke soc ial engi neering.  
The red box serves the function of trick ing the 
operator i nto th ink ing you shoved coins in 
i nstead of the computer. 

Basical ly, i f  you 'rc on the l ine wi th a ha lf-n ice 
operator, your cal l w i l l  be put through j ust for try­
ing .  So dust  off the "old red boxes,"  get some 
fresh AAA battcries,  and start your cal l ing .  

I f  you have questions, comments, thoughts, or  
anyth ing e l se remote ly  related, I 'm  i nterested i n  
hearing them. 
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! c o n t I n u e d  fro DJ.  p a g e  3 9 , 
, _ ____ _ _ _ _ _ _ _ ___ _ __ _ _ _ _ ________ ____ ___ _ ___ ___ ____ _ ____ _ _ ______ ____________ _ __ ___ J 
Dear 2600: 

I have found that if you push the up arrow and the 
select button on a Di recTV recei ver, you w i l l  gain ac­
cess to the service/technic ian's menu_  Th i s  trick works 
with the Di recTV mode ls  H I RD-E I I and H IR D-E25_  
H appy hacking ! 

NeuRd 

Dear 2600: 
J ust wanted to say I love your m agazine and learned 

a lot from it  I stumbled across someth ing very interest­
ing at the gas pump l ast year. Most of the t ime I use my 
credi t  card when purchasing gas. Wel l ,  when the pump 
asked i f  I wanted a recei pt, I accidental l y  pressed can­
cel . I didn't th ink  much of i t  until a week went by and 
the transaction never came out of my account In fact, I 
was h i t t ing that same gas station for about a year and not 
a d i me was taken from my account This went on for a 
year unt i l  they caught on and changed the system 
around. But i t ' s  very easy to do. This w i l l  only work at 
the gas pumps that ask if you want a receipt  after you 
pump with your cred i t  card .  So after I fin i sh fi l l i ng my 
tank, I press cancel and otf I go. I have found a few 
other gas stations that do th i s  and st i I I  use them to this  
day.  Apparent ly  they can't find out who i s  taking i t  or I 
would've been caught a year ago. But  is it my fau l t  they 
forgot to charge my account? Sure. I could te l l  them 
their flaw, but with gas prices these days, let  them figure 
it out Anyways, I've looked everywhere I can th ink of 
about th i s  problem and can't find anyth ing about those 
pumps and how the transactions work. And it's not just  
wi th a certa in  stat ion - I found a wide variety of stations 
that have this problem.  So, enjoy the free gas while i t  
last s !  

Procyrus 
We 'll het your letter will have a hig effect on the fu­

ture "I' this little security hole. So il' you 've heen feeling 
guilty about ripping ofl' the oil companies, this could he 
your redemption. And let 's not kid ourselves - doing 
somethillg like this knowing that you won 't be charged is 
ripping 'iff' the seller. YtIU can try and justify it with the 
high price '!I-gas or U. S. policy in the Gull' or any nU/l1-
her ol' things but it doesn 't change that simple fill·t. 
Vim 're fakillR advllntllge (�f' a stupid ,wdiware error hut 
it 's completely theirf(wlr and their responsihility to fir. 
And you deserve c redit fiJY.figtiring it out alld telling the 
world. 

Dear 2600: 
I j ust wanted to let you know about someth ing 

found on Amazon .com. I t ' s  a subscript ion to your great 
publ icat ion.  There's one problem though. They charge 
$52 .57 ( $ 1 3 . 1 4  an i ssue) for the subscript ion.  It seems 
there i s  a t iny markup on their end of the deal . I rea l ize 
you probably al ready know about th is  seeing as it says 
edi tor's comments, but  whatever. 

J 
Actually, we didn 't know about this at all. We thank 

you for bringing it to our attention. So far Amazoll has 
not responded to our inquiries as to what exactly they're 
up to, nor have they adjusted the price downward hased 
on numerous pieces offeedback sent in hy various peo­
ple. We 'll keel' you updated. 
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Dear 2600: 
I subscri be to 2600 and it is a very good publ ication . 

I also purchased a copy of the v ideo Freedom Downtime 
which a lso was extremely good. It is all too easy these 
days to be critical of others and to forget to offer com­
p l i ments and apprec iat ion to those who do a good job. 
So, i n  these days of anti-terror madness and constitu­
t ional r ights stomping I want to tel l  al l  of you at 2600 

job well done and thank you very much for what it i s  
that you guys d o  s o  wel l  ( educat ing t h e  publ ic  - amongst 
other th ings) .  

Ivan 
numb- - it 's always good to hear that we 've had 

some sort of positive influence on people. 

Dear 2600: 
Of course after reading the l as t  i ssue, I decided to 

see what ports are open on s inger.com (we were in­
formed about the guest account to log into thei r  I n tranet 
s i te) .  Termi nal Service is open and you can connect to 
their desktop. At  least the guest account can't logon to 
the server, but wi th  access to their Global D i rectory, 
there are many usernames there . . . .  

I t h i n k  these guys are inv i t ing i ntrusion attempts.  
anonymous 

Dear 2600: 
I was reading the Spring 2003 issue of 2600 on page 

23 which contains a copy of a letter sent out from the 
M PAA regarding "p i racy" concerns wi th  the new Harry 
Potter fi l m .  The letter contains the phone number of the 
M PAA Piracy Hot l ine .  Natural l y  curious, I cal led th i s  

hot l ine at 1 -800-662-6797 on the S unday evening of  
M e morial Day weekend. I suppose the Hotl ine staff was 
off for this national hol i day because I got no answer. 
The ca l l  rang over in to a recording (non-intel l i gent, j ust 
a basic recording l i ke you would find on a home an­
swering m achine) .  I was offered several key combina­
t ions after the recording,  one of which was zero to speak 
with an operator ( i n structed only for "west coast l aw en­
forcement" to get a certa in  number but I pressed any­
way). An operator was unava i l ab le  ( another reason that 
I th ink the process ing center was closed).  I was sur­

pri sed to find more keypad options offered (by "jane" of 
course) ,  one of which was "#" to access a complete d i ­
rectory of the M PA A  employee phone database. I ca l led 
a second t ime and didn' t  press zero this t ime.  The mes­

sage mai lbox was "fu l l . "  
The way t h e  system worked w a s  that you could type 

i n  the fi rst few letters of the e mployee's l ast name, press 
#, and then the system would p lay a recording of the 

employee that you typed speaking his or her own name. 

I tried "nancy" just  to see what I could get and I got a 
recording of a guy saying " M PA A  mai l room. "  M aybe 
they have someone named Nancy working at the 
M PAA's mai l room . I was able to press a number to d i ­
rect d ia l  th i s  extension, as wel l  as a myriad of other op­
t ions.  

I don't know i f  th i s  i s  a l l  just  because there are no 
ops on duty at the M PAA Piracy Hot l ine because of the 
hol iday but I thought you would nonetheless find i t  in­
terest ing that the enti re employee phone d i rectory of the 
M PAA i s  th is  eas i ly  accessible .  I bel ieve this would 
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prove an inval uahle asset to those working to prevent 
the degradation of our freedoms by th is  organization. 

Zen Lunatic 
... ')'uch systems un! (lctuully (!xtrernclr com mOll ill the 

cO/p()ml� ·world. II 's verI' 11lI;uly in Ihe field o/social en­
gineering. Whelher slich ill/ormalion collid he usefit! in 
.fighling MPAA tactics isn 't enlirel.l' cleat: But ./i,1I 
disclosure is almost alwuys 0 good Ifling. 

Dear 2600: 
A belated thanks for my t-sh i rt and subscription to 

2600 in return for my photo of an Eritrean payphone. I 
d idn' t  expect  anything  so I was both surpri sed and de­
l i ghtcd when I receivcd th i s  mystcry package from New 
York. I met a couple of real l y  cool people i n  London a 
few weeks ago bccause I was wearing your t-shirt .  

I enjoycd the art ic le  " A  Dumpster D i v i ng Treasure" 
by Phantasm i n  1 9 :4.  Even though i t  was qu i te jargon­
heavy, this i s  thc k i nd of th i ng I would show to someone 
who had no knowledgc of the hacker commun i ty. I 
thought thc art ic le  summcd up real l y  wel l the hacker at­
t i tude. I t ' s  a l l  about curiosi ty and self education and 
there's noth ing mal ic ious about i t .  

And of course I cnjoyed seeing my photo on thc 
back of 20: I .  

Eritrea i s  a country that i s  wel l  worth v i s i ti ng  i f  you 
ever get the opportun i ty. I spent a few months there and 
it 's the kind of p lace that g ives you hope for thc h uman 
race. This  i s  a country that won a war against  a l arger, 
better armed occupying force by educat ing i ts  c i t i zens 
and organiz ing them into a guerri l l a  army. Thc Eritrean 
government now i n vests heav i l y  in education and 
heal th ,  wh i le  refus ing to accept the k ind  of foreign aid 
that comes wi th  str ings attached. As  a v i s i tor, i t ' s  easy to 
see where the cracks might  appear, but at the moment 
they're doing real l y  wel l  and I rea l ly  hope they reap the 
benefits of the strongly i ndependent stance they have 
taken. 

I hope that the strongly independent stance that you 
have taken with your magazine conti nues to benefi t the 
hacker community and w ider society. 

Mark Sadler 

Dear 2600: 
I t  may i n terest you to know of a security flaw I re­

cently observed at my local Wal greens.  As of l ate, Wal ­
greens has been try ing to convert i t s  usage of paper 
appl ications to an al l  d ig ital  networked system for peo­
ple to apply for a job. This  network can be accessed 
from home by v i s it ing their corporate website or hy us­
ing  the appl ication k iosk they have set up in-store for 
appl icant use. Yes,  th i s  is the class ic case of "set up a 
company computer behind the firewa l l "  deaL but  i t ' s  
much worse i n  th i s  case. 

A lmost all of Wal greens'  office appl i cations are 
web-based. Everyth ing from the sched u l i ng to photo­
processing uses advanced php to organize the data Wal­
greens recei vcs.  So i n  th is  casc,  walking by the kiosk I 
noticed that someone had left their appl i cation unli n­
ished.  There for the publ i c  was their name and soci al se­
curi ty number. Being the nicc person I am I wcnt to the 
kiosk and c l icked " save for later" so everyone i n  the 
world d idn't apply for a credi t  card us ing her name. Af­
ter doing so however, I got to wondering if it would he 
possible to search the h i story, hit thc back button, and 
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view previous ly entered data. Sure enough, I was able to 
get the name, address, socia l  security number, phone 
numher. and various other t idhi ts  of informal ion of the 
last 1 00 or so people who used thc kiosk to apply for a 
posit ion.  

I noti fied the manager of the flaw, but he seemed in­
d ilTerent about i t .  One employee I talked to stated she 
knew about it for some time hut I don't th ink the sever­
ity of such a flaw rea l ly  had an i m pact on her. S i nce then 
I 've also mai led Walgreens' corporate technical  superv i ­
sor, b u t  received no response. I thought perhaps a l i tt le  
publ ic  awareness would create a sense of urgency to fi x 
th i s .  

J ust for fun,  g ive a call to EA's tech support l i ne at 
866-543-543 5 .  They have a pretty funny hit about your 
cal l  being monitored by Big Brother. 

Mr. "of Lag" 

Economics 

Dear 2600: 
OK, here's the story. I walked i nto B arnes and Noble 

with enough money for 2{)OO, a large cotlce. and a pack 
of smokes. I went to get the mag and when I went to pay 
the chick said "5 .50  please . "  I figurcd s ince [ 'Ill i n  Mass­
achusetts i t  was another tax but she said i t  wasn't and 
showed me the cover. So of course I had to choose be­
tween my coffee and 2600. So I got 2{)OO and a mediu lll 
cotlee. Why the pay h ike'? 

Lamerjoe 
It certainl\' isn 'I II {Joy hike, al icasl Hol.fi!r llIl ." o(us. 

The filcl is ou;· price h(ls remained the S(I/1/(' .fiIl' Ihe post 
four yeors while rve'v£-' had to deal with rate illcreases 
.fill' nearly c\'crvlhing amund [(s. We hcld o/fji!r as long 
{IS ilL could (llId iF H'C did so any Ion go: wc WOIlld .filld 
ourselves ;n the red. Commerci({l nw;.:a::,incs are {{ble to 
(�ff.\'et e.tpen.';cs with paid advertising, a route wc 'd pre­
fer 1101 to IUlI'e to go dOH-'fl. 

Dear 2600: 
I have been a readcr of  2{)OO j()r a couple of years 

now and have to say that the magazine is awesome. 
Kccp up thc great work. Anyways, yesterday I p icked 
up a copy of 20: I from a local hooks tore and rea l ized 
that the price had gone u p  s incc 1 9 :4 .  What I wanted to 
know i s  why thc sudden price h i ke,  and why did the 
Canadian price go lip $ 1 .  whereas the A merican price 
went up only $0.5Q'? 

./ . Miller 
There really isn 't a Iloll -sudden woy 10 change the 

price. 7111' rea.,;m f(1r Ihe diflerence ill Call({di({11 price is 
tH'(dold. Firsl, the C{lfwdiati do/lar is worth far less 
Ihan Ihe Amainlll dollm: Second, hemusc 0/ the 
Wllount (�l time that has possed since the last price 
change, the gap hCHi'een Ihe America/l wld Canadiall 
prices has also widened. rlhe Calladian price also is 
slightly higher "ecause (�/extr{l charp,es incurred in dis­
tribution Jimn here to there. ) 

Misconceptions 

Dcar 2600: 
Twi nZero said "'J11eth ing  in  20: I ahout the M PAA 

and the  R I A A  need i ng to I ()(;k wi th in  their ranks to f ind 
p irates spreading their material around the net. This  is  
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very true. Anyone work i ng in a studio production house 
or the l ike can get his or her hands on a d ig i tal copy of a 
fi lm ,  CO, or anyth ing else.  But  what the M PAA and i ts  
cron ies rea l ly  need to do i s  th ink long and hard about 
how they d i stribute their fi lms .  As someone who knows 
a lot about running movie theaters, I can tel l you th i s :  
O i stri butors and the l i ke are a lmost  c lueless half of the 
time as to what happens with their prints of fi lms  after 
they are done being shown. Technical l y, ei ther they are 
supposed to be p icked up and sh ipped off to the d i strib­
utor, where most of the extra prints arc destroyed. or 
they arc sh ipped to other theaters for showing. B ut of­
ten, the d i stros leave pri nts in theaters. which leads to 
projectionists  taking home entire 35mm fi l m  prints.  or 
j ust some dusty cans s i tt ing in a projection room for a 
long t ime.  

Why do [ say a l l  th is "  Because i n  the theater/fi l m  in­
dustry for the past  two years there has been a constant 
argument over whether to begi n  del ivering fi lms  to the­
aters d ig i ta l ly  via sate l l i te up l ink ,  etc. The fi l m  would be 
sent from a " secure" server with the fi l m  being encoded 
sorncwhcn: along thc way. This  i� real ly  just another sad 
way to force theater owners into upgrading more equip­
ment .  or being accused of be ing d inosaurs for not  going 
"d ig i tal . "  I t  i s  also sad to me. because i n  my eyes, 35ml11 
always looks better than digi ta l .  but that's an opinion.  
[ ' m  sure i t  wi l l  also save countless CEO's precious cash 
to buy a new SUY. 

Anyone who knows anything about computer secu­
rity knows that th i s  i s  a r idiculous i dea. Whi le  the " i n­
dustry "  has many plans for encrypting the feeds that 
would be del ivered to theaters and then projected. i t  is 
cnt irely possible for anyone, in  my m i nd. to get ahold of 
one of these feeds and record the i n formation to their 
HO,  etc. I have heard that th is  process has already heen 
used in  J apan and some other countries with a l leged 
succcss. But if the M PAA wants to cut corners d i stribu­
t ion-wise by d i stributing them d ig i tal ly. they need to 
make sure they don't cut corners i n  the security depart­
ment. hecause i t  docs not matter how t ight or how so­
phist icated your security is. If someone is work i ng for 
the "other s ide" wi th in  your ranks.  you have lost a l [  your 
security. 

brian botkiller 

Article Clarifications 

Dear 2600: 
[n my art ic le  in  20: [ ,  " Fun wi th  Host ing on Ca­

b[e/OSL, "  [ ment ioned dnsq.org as a "re [ iable" dynamic 
[P ONS service .  Emharrass ingly. they had gone bel ly-up 
he fore my art ic le  h i t  the stands.  Uyndns .org i s  another 
such service. hut sometimes [ can't resolve my records 
that arc hosted there. [ also mentioned a ut i l i ty cal [ed 
"D i rect Update . "  This  inc ludes a l i st of  other dynamic 
[P ONS services, but [ don't know which ones work 
wel l .  [ I' anyone out there knows of a good dynamic [ P  
D N S  service, please let m e  know. 

Toby 

Dear 2600: 
[ wanted to respond to Ourkeim 's  art ic le  " Hack i ng 

QuickA I D  I nternet Stations" in 1 8 : [ (yes,  [ 'm behind in 
my reading ' ) . [ need to note that the kiosk you ran i nto 
was real l y  runn i ng Atcom software ; Atcom purchased 
QuickATM back around [ 99X.  
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[ wi l l  freely admi t  that  the kiosk you encountered 
was i nsecure ;  Alcom's developers were clearly not 
hackers. But as the senior developer of the orig i nal 
QuickATM software. [ strongly d isagree with your con­
clus ion that only " lazy " and "dumb" developers would 
code for Windows. The QuickATM software would 
have g iven you much more of a chal lenge ! 

Want to secure the Windows box? The original soft­
ware ran on NT4 us ing NTFS ( wi th  strong access con­
tro ls ) ,  and the user account had almost zero rights ( v i a  
admin  tool s ) .  A V x D  w a s  loaded early i n  t h e  hoot 
process to di sahle certain key combinations (Win, etc . )  
and mouse c l icks .  The sh ift keys were also d i sabled un­
ti l  the software was runn ing .  

A second desktop was reg i stered, effectively replac­
ing the standard Windows one. Even i f  the user had got­
ten to the real desktop ( poss ib le only by crashing the 
fake one which ignored al l  i nput). there were no icons,  
no "Run"  i n  the start menu, no i tems under " Programs . "  
No extraneous software ( l i ke Winz ip )  was installed.  Ob­
vious th ings l ike Explorer were moved into nonstandard 
l ocations. Regedi t .  notepad, command, e tc .  were s imply 
deleted ! 

The crippled I E4 was reall y  a VB program us ing the 
I E  eontro[ ,  with sufficient hooks to di sable right c l icks  
and keyboard shortcuts .  No downloading of content was 
al lowed, and certa in other M [ M E  types were blocked. 
Only the http/https protocols were a l lowed. 
Cookies/history/etc. were al l  p urged between users. [n ­
ternet access went  through a logging proxy server i n  the 
hub;  kiosks had no d irect access. And yes, the proxy 
server did some content fi l tering (the a irports ins i sted) .  

H ardware w a s  locked down fair ly wel l ,  rcquir ing 
two separate keys to get to the fl oppy/CO dri ves. Note­
books were used so if unplugged ( and left so t(lr a few 
hours) and replugged, the machines wouldn't automati ­
cal l y  slart u p .  Plans h a d  been i n  effect t o  rewri te t h e  en­
t i re HO on every boot ( v i a  a bootab[e CD). And we 
didn't create any software hackdoors ; a l l  maintenance 
h ad to he done by open ing the kiosk. Usage logs were 
sent out v ia  a write-on ly  protocol to a pod server, so i f  
anything happened, we could step back through i t .  

Now - was  i t  completely secure') No. The easiest 
way i n  was to launch the AOL software. S ince AOL was 
constant ly sending updates. we couldn't keep up wi th  
the number of things we had to d i sable .  There were a 
few semi-tricky ways to get to an open/save dialog box 
- and i nto the system.  [n the two years the QuickATM 
software was runni ng, we only found one person who 
got  i n  ( and he k indly reported i t ) .  

Why didn' t  we develop on L inux 'i AOLlCServe 
aren't supported. and market research ( i n  [ 995) incli­
cated that  we would lose about 11 th ird of the potential  
users i f  we d idn't  a l low them access.  Popular browser 
support for Linux was also hehincl the curve ( at the t ime.  
[ th ink Netscape 3 beta was our best  choice).  

However, choice of language or OS won't stop you 
from having exploi table bugs. Being hands-down tricky, 
trapping al l  possible exceptions, and spending personal 
time try ing to hack your own system - that's the only 
way to develop qual i ty. zero-defect software. ( Wel l ,  
maybe low-defec!. . . .  ) 

Marc Wal lace 
(currently looking for a job! ) 
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Dear 2600: 
In the newest edit ion of 2600 you mentioned some­

thing in  the art ic le  " Not I n  Our Name" about holding 
down three buttons on an ATM and it  would g ive you 
$20.  I was just curious i f  th i s  i s  true or i f  you were just  
us ing an example.  I f  i t ' s  possible,  then I 'd  l i ke to learn 
more. You don't have to fl at out tel l  me, just point me in 
the right d irect ion.  

Firehazard 
No, we didn 't mean to start a panic. It was a hypo­

thetical example. However, it does explain a lot (�f the 
strange behavior we 've been seeing at A1Ms over the 
past month or two. 

Dear 2600: 
I was a l itt le puzzled by Gr3y tOqu3's art ic le on de­

stroying the data on CDs in 1 9 :4 .  Why not j ust break the 
CD i nto p ieces? Sure, they snap with a bang and tend to 
send shards everywhere, but that's easy enough to 
remedy. 

Matt 
We would guess that it 's got something to do with 

people growing lazy over time and not doing a thorough 
enough job when breaking the CDs . .  

Dear 2600: 
I enjoyed Area_5 1 ' s  art ic le on the Coinstar ma­

ch ines. I can confirm for h i m  that they run Wi ndows.  I 
once walked by one wh i le  it was rebooting,  and the NT 
4.0 splashscreen appeared briefly. 

Jim 

Dear 2600: 
In the l BuySpy Portal Software art ic le I submi tted 

for 20: I i t  looks l i ke you pri nted all of the "< " and "> " 

c haracters in the code as " { "  and " } "  respect ively, 
rendering the code useless unless fixed. 

Papa Doc 
We apologize for the error which was entirely oar 

fault. 

Dear 2600: 
I t ' s  been a l i tt le wh i le  s ince I have been able  to p ick  

up  an i s sue of 2600. This  t ime I was  surpri sed to find an 
art ic le  on the  K roger 802 . 1 1 b network, main ly because I 
use i t  every day. H ere are some corrections to Kair i ' s  un­
derstanding of what happens wi th  i t  and topography. 
F i rst, the pas terminals  mostly don't use the 802. 1 1  b 
much.  The only reason he saw them is the entire store i s  
one node. They use the cat 5 runn ing up i nto the cei l i ng 
for their normal operations.  

The WEP encrypted network that he found I would 
guess i s  the mai l  exchange server. I f  you real l y  want to 
know what happens there, have fun .  I know the type of 
e-mai l s that come i n and out of there. I t . s  fair ly boring. 
Trust me. 

Next we have the log in  he d iscovered. " . . .  cash regis ­
ter  functions, to ordering shelf l abels, to entering U PC 
codes and item names . "  That's describing the S PAA sys­
tem. Th i s  system i s  used by the Scan Coordi nator for 
their dai ly functions. That system I would suggest steer­
ing c lear of for the most part. It contains  a mode that al­
lows a person to enter new items to the system and 
adj ust prices.  The main  reason I suggest stay ing mostly 
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clear is that i t 's  one of the ones that w i l l  get you i nto 
major legal trouble.  

On a happier note I ' l l  g ive you some clues .  "clock" 
brings up the t ime clock.  There i s  a separate login for or­
dering items in to the store. "c lock, "  pas services, and 
e-mai l  serv ices are normal ly run from a w i red termina l .  
"c lock"  i s  run  from a Wyse termina l ,  a long with half of  
the  ordering program. S PAA and the first ha lf  of the  or­
deri ng program are run from a wireless handheld nor­
mal ly. We all use OpenServer. ( I 've complai ned about 
th is  before. )  There is another machine that he d idn't 
mention that runs OS2.  This  mach ine i s  mainly for run­
n i ng d iagnostics  on the network and runn ing "batch 
fi l es . "  Thi s  i s  a set of fi les  that i s  sent from the main of­
fice to quickly change a l l  the prices that need to be 
changed. They can cause big problems too. ( I  acciden­
tal l y  ran a large number of fi les on the wrong day once. 
Haven't don't that agai n . )  

H ope t h i s  helps i n  any explorations and makes i t  a 
l i ttle safer for you. 

Flat Line 

Dear 2600: 
Regarding the art ic le I wrote in 20: I ,  I have to add 

that at the t ime I was very confused between the d iffer­
ences in Flex A N I  and "real t ime" A N I .  I was wrong 
about the PRI l i ne  information I provided. The long dis­
tance charges wi l l  not  be b i l led to spoof ANI unless you 
are using a toll  free service that uses Flex A N I  instead of 
"real time" A N I  to do the b i l l ing .  The d ifference i s  Flex 
ANI is the A N I  you get when you call an A NAC l i ke 
800-555- 1 1 40. It i sn't ,  however, the real A N I  for the 
cal l .  The real ANI for the cal l  i s  i n  fact the BTN. I have 
an A N AC for AT&T that reads back "real t ime"  ANI as 
opposed to Flex A N I  l i ke most ANACs do. When I cal l  
the AT&T ANAC the BTN i s  what i s  read back instead 
of the spoofed information.  Sorry for any confusion.  

Lucky225 

Dear 2600: 
First off, I 'd l ike to poi nt out an error in Acidus '  art i­

c le  on X M  i n  20: I .  The X M  sate l l i tes do not put out 
anywhere near 70 megawatts power beaming to earth,  
not even E R P  (Etfective Radiated Power) . The power I 
bel ieve is under 1 ,000 watts, probably a few hundred, to 
the antennas. The power gain of the antennas may reach 
1 ,000 or greater watts ERP however. 

The comparison of a commercia l  w ideband FM 
transmission of 200 khz bandwidth (analog) and the 
d ig i tal 1 25 khz bandwidth of X M  i s  l i ke comparing ap­
ples and oranges. You can convey much more informa­
tion d ig ital l y  in less bandwidth if  done properly. 
Tradit ional POTS l i nes were meant to pass a 4 khz 
voiceband audio, yet we can pass a 1 6  khz or hettcr 
worth of analog audio through the POTS l ines by sam­
p l i ng the audio, d ig i t iz ing it, and us ing d ig i tal modula­
tion schemes to get a h i gh data rate over the l i nes.  

I 'm going out on a l i mb here.  X M  came out after I 
got locked up, or I 'd  probabl y  have p layed with and 
even prevai led at decoding X M .  I bel ieve that the 1 25 
khz ( I  have not seen the specs yet ) bandwidth of the X M  
channel t o  b e  very sufficient t o  pass near C D ,  i f  not C D  
qual i ty sound. The key thing t o  remember i s  what mod­
ulation scheme they use to transmit  the data. A CD typi-
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cal ly  is on the h i gh end passing audio frequencies of 22 
khz,  sampled at 44 khz to accurately  record i t  d ig i ta l ly. 
Without overhead ( I 've forgotten the math and science ) ,  

[ th ink at l east 88 khz of bandwidth i n  an R F  channel i s  
needed t o  pass that audio i n  d ig i t ized form. 

As i n  transferr ing computer data,  the s i mplest form 
is b inary. However b inary is not very efficient .  [n the old 

days of the Be l l  1 03 and 2 [ 2  modems,  a tone was sent 
for M ark ( I )  and another for Space (0) to transmi t  the 

data. This was fine for 300 and 1 200 baud l ine speeds, 
but going beyond that, a more efficient data modulation 
scheme was needed. Quadrature Ampl i tude Modulation 

( Q A M )  i s  used by 9600 baud modems and h igher data 

rates by Quadrature Phase Sh ift Keying (QPS K ) ,  1 6  
level ( 1 6PS K ) ,  and other exotic schemes a l low for 

h i gher bandwidths (data rate) to be passed over a certa in  
bandwidth of R F  ( Rad io Frequency ) channels,  or analog 

l i nes such as POTS. 

Then we get i nto compression.  At the analog level ,  

FM stat ions compress the audio to make i t  louder. They 
do this to make their stations stand out when someone 
scans the FM dia l .  People tend to stop and l i sten to the 

loudest s ignal that i s  pleasing to their ears. D ig i tal com­

pression, such as the ones mentioned i n  the art ic le  make 

the d ig i tal stream more e ffic ient to transfer, l i ke z ipping 
a . txt  fi le .  You do lose some audio qual i ty with analog or 

d ig i tal compression.  

Audio qual i ty off of XM or S ir ius  wi l l  probably 
never be CD qual i ty as the world i s  not perfect. A lot of 

error correct ing goes on and of course dropped data 
blocks. All k inds of thi ngs can happen to a radio signal 

travel i ng 22K m i les .  Even CDs are not perfect audio 

compared to what the art ists p layed onto the master 

tapes or even what comes off of the master tapes. Ever 
look at the audio output of a CD p layer on an osc i l lo­

scope? Not perfect s ine waves, but jagged ones, but that 
i s  an audioph i le  can of worms .  

Ac idus  d id  g ive some food for thought. I f  I was  not 

locked up I'd be probing the i nnards of XM and S i rius  
recei vers. I bet  the  companies are happy to hear  that ! 

Flame away guys, I need the snai l  m ai l .  

Stormbringer 
William K. Smith, 44684-083 

J;'CI Cumberland, Unit A-I  
P_O. Box 1 000 

Cumherland, MD 2 1 50 1  

Clearing Blockages 

Dear 2600: 
I have heard many people com pla in ing about a U R L  

being blocked b y  their  school o r  some other p lace. To 
get around th i s  i s  fai rl y  s imple :  free anonymous publ ic 
proxy servers. This  works i n  my school ,  but I don't 

know about others, I would i magine the same thing 

would work. 

One I happen to l ike i s  http ://www.tri umphpc 
.com/cg i-b in/nph-proxy.cgi .  

I used i t  a l l  the t i m e  and can u s e  t h e  net wi thout the 

" Violat ion of Terms of Serv ice" crap my school l i kes to 

d i splay when try ing to v i s i t  s i tes,  some of which are 

even school rel ated. 
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Just  search for proxy servers on the net and i f  your 

school blocks the one you use, find another. There are 

thousands. 

Skuzz 

Dear 2600: 
I noticed there were a lot of letters sent in  complain­

ing  about the fi l tering software at school s, etc .  And 

while the altavi sta method does work most of the t ime 

( in  my experience anyway) I 've come across a better 

method. 

A n i fty l i tt le CGI script cal l ed CGIProxy 

( http://www.jmarshal l .com/tools/cgiproxy/) al lows you 

to browse ind irectly, so the fi l tering software i s  never 

asked i f  i t 's  okay for you to v i s i t  a part icular site.  Al l  you 

have to do i s  l oad the script onto a webserver and cal l  i t  

when you want to vis i t  a fi l tered site .  It won't ,  however, 

be able to get in to https:!! l ocations l ike Hotmail ,  unless 

i t 's  instal led on an https:!! location i t self. Once you have 

i t  instal led and run i t ,  you j ust type the s i te you wish to 

v i s i t  in the form .  You can also customize your browsing 

experience through the l itt le checkboxes below the 

form, which al low you to d i sable cookies, scripts, ads, 

or referrer i nformation. This l i tt le  script will even al low 

you to browse anonymously and works w i th a l l  ( to my 

knowledge) fi ltering software. I've even heard i t ' l l  work 

for people  i n  China.  

There are instructions on PeaceFire ( www.peace 

fire .org/c i rcumventorls i mple-c i rcumventor- instructions 

.htm l )  for sett ing your home computer up as a web 

server us ing this method, which inc ludes i nstal l i ng SSL 

so i t  should let you i nto your Hotmai l  account, etc.  

I f  you instal l  th i s  on a webserver, I strongly urge 

you to put a password on it, or at least change the name 

from "nph-proxy.cgi " to something l i ke 

"nph-87s6df.cgi"  to avoid i t ' s  being used for anonymous 

attacks .  

Bullet 

Dear 2600: 
Th is  is in regards to "2600 Reader" in i ssue 20: I 

who was having a problem downloading 9ff The Hook 
due to their school 's  proxy. This  p i sses me off. I also 

have I nternet fi ltering software ( websense - www. web­

sense.com ) that blocks 2600.com among other s i tes at 

my office. I understand how frustrating th is  can be, es­

pec ia l ly  when you want something a l i tt le st imulat ing.  

So here i s  one of many solut ions .  There i s  a good 

chance your [ S  department hasn't blocked websi tes that 

al low you to tunnel through to blocked websi tes us ing 

1 28 b i t  SSL encryption. One of my favorites i s  

https:!!www. megaproxy.com/_secure/. This  s i te re­

qu i res no addit ional software or active x controls to be 

downloaded and works great. You can read more i n  de­

tail on the site as [ want to keep th is  short. Hopefu l ly  

th is  he lps ,  and i f  i t 's  a lready blocked there are many 

s i tes of th is  nature.  You just have to look ( maybe google 

- that's where I f{lUnd this s i te ) .  

Logix 
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rl o i t i n g  x P 
by Bill M eluter 

rctuleMlliB @ hotmuil.colll 

Remember the old days when a good way to get 
the latest software was to get a group together to 
buy it and then make copies for everyone') You 
thought M$ k i l led that with their one-act i vation­
per- l icense scheme for the XP suitc,  d idn ' t  you') 

Don't they wish .  I n  th i s  art ic le  the author wi l l  
show a real is t ic  way that the average user can, with 
thc aid of good peer-to-peer fi l e  shari ng software 
and a CD wri tcr, create copies of Windows XP Pro­
fessional Edit ion that act jus t  l i kc the genu ine art i ­
c le .  The information presented in  th is  art ic le  i s  
presented o n l y  to show t h e  weaknesses of Mi­
crosoft's l atest copy prcvcntion scheme. Do not 
come crying to the author if  you use this  i n fonna­
tion i n appropriately  and a massive horde of gray­
su i ted attorneys descends upon you and pick your 
bones c lean . 

First  a l i t t le background on Windows X P, which 
comes i n  many forms.  The Professional Edit ion 
comes in (at least) these fl avors : Academic for stu­
dents, MSDN for developers and consul tants, Retai l 
for average consumers, B randed OEM for major 
computer makers l ike Del l and Gateway, Un­
branded OEM for small computer makers, and Vol­
ume License (or  "Corporate " )  for companies that 
buy hundrcds or thousands of copies at a t ime to 
d istribute across their cnterpriscs.  A l l  thc various 
edit ions need a product key in  order to be instal led 
and activated : we've a l l  seen that l i t t le  yel low l abel  
on the back of an M$ product with five groups of 
fi ve characters . 

Most of the fl avors of X P  require t h e  i nstal ler t o  
contact M $  for permission to use the software - the 
i n famous "product act ivat ion" step of the i nstal l .  
Whcn you activate Windows XP you send them a 
long number and they scnd you a long number i n  re­
turn .  The long n umber you send them is generated 
by doing some math on the CD key as wel l  as somc 
general i zed information about your computer (no,  
they can't ident ify your indi vidual machine) .  The 
long number they send you i s  cal led the Activat ion 
Key. Previous to the release of Service Pack I for 
Windows XP, one could activatc a copy of Wi ndows 
X P  Pro by using a key generator (e.g. the famous 
B l ue List  key gen) to generate a product key and 
walking through the act i vation process jus t  l i ke you 
had the l i t t le  yel l ow l abe l .  However, after Service 
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Pack I was rc leascd, M$ began val idat ing the prod­
uct keys submitted for act ivat ion agai ns t  a datahase 
of all the product kcys that had actual ly  been 
shi pped to rese l lcrs, and i t  hecame i mpossible to usc 
a fake key to act ivate most copies of Windows XP. 

There are, however, two flavors of Windows X P  
that d o  not require t h e  instal ler to act i vate. One i s  
thc Branded OEM flavor, which orten comes pre- in­
s ta l led and pre-act ivated on various mass-market 
hardware, such as the l atest Del l PCs. This  fl avor is 
not so good if you wanted to i nsta l l  the software on 
mul t ip le  PCs. It often won't recognize hardware 
other than that which it  came with,  and most major 
manufacturers don't evcn ship a Windows X P  CD as 
such with their machines :  they in stead merge i t  with 
the other bundled soft ware . 

Thc other Ilavor of XP Pro that doesn' t  require 
acti vation is the Vol ume License, or Corporate, fla­
vor.  Thc story beh ind it  i s  that admins  at l arge in­
stal lat ions don't want to make 1 000 cal l s  to M$ 
every t ime they rol l out 1000 ncw PCs. Inn'eas­
ing ly, when a user reports a prohlcm with h is  Pc' 
the admins  s i mply replace all the software on the 
maeh inc,  OS incl uded, to avoid having to do any 
messy trouhlcshooting or walk over to the user's 
desk. Thc way the instal l at ion works for XP Pro 
Corporate is that the instal ler en ters the Vol umc Li­
cense Key and that i n  itself i s  cnough to i n stal l and 
act ivate the software - M $  is  never contacted. The 
instal lation process can thcn be automatcd and 
made inv is ib lc  to the user, saving the admin  a lot  of 
t ime.  

I t  ought to go without saying that anyone who 
wants  to instal l Windows XP on mul t ip le  PCs wants 
the Corporate flavor. The problem is that the aver­
age Joe s imply doesn't  have access to a CD that con­
tai ns  the Corporate flavor of Wi ndows XP. But most 
people know someone who's bought a retai l copy, or 
could lind several people who'd he wi l l i ng to pay 
for a share of a copy at a local retai ler. The trick i s  
making the software avai l ahle to Illore than one 
computer. 

Here's  the stcp-by-step guide: 
I )  Obtain (Ill otrthe-shell copv of Windows XP 

Pro and cop.\' everv file Oil {he CD into a holding di­
recton-. This is the easicst, if not the qu ickest, step. 
Obviously, you have to be carefu l to keep thc d irec­
tory structure in tact .  
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2) Ohtain the {iles thelt are different he tween the 
ofFthe-shelr retuil version Ill' Windows XP und the 
corporate .flavor. This i s  one of the harder steps. 
There are I I  ti les that are different hetween the two 
fl avors of XP: 
DPCDLL.DL 
EULA.TXT 
NT5 1NFCA 
OEM B I O S . B I  
OEM B IOS.CA 
OEM B I O S . DA 
OEM B I OS . S I  
PlDGEN. DLL 
S ETUPP. I N I  
S ETUPREG . H I V  
W I N9XUPG\ WIN95UPG . I N F  

A l l  t h e  ti les are located i n  the 1 3 8 6  directory o n  
the Wi ndows X P  C D .  other than t h e  l ast one. which 
i s  i n  the  W I N9XUPG subdirectory of J:l86. 

The "corporate" versions of these t i les  arc not 
widely avai lable,  but  they can be had from various 
peer-to-peer fi le  shari ng services, often in  a package 
named corpti les . something .  Someti mes the package 
w i l l  come wi th handy instruct ions .  

3) Ml'fge the corl'o/"{{ te .files into the holding 
direcTor.\'. You can usual l y  just  extract the .zIP right 
into your holding d irectory and the ti les w i l l  go 
where they shou ld .  In order to he l p  me veri fy that 
the package actual ly contai ned di fferent fi les than I 
al ready had, I extracted mine to a temporary direc­
tory, then copied them one hy one to their ti nal des­
t i nations .  Note that not all of these fiks are 
absolute ly necessary - EULA.TXT, for example, 
has no heari ng at a l l  on whether you can make a 
copy of the software , except to advise you of how i l ­
legal i t  might bc. 

4) Download the Service Pack I Installer from 

M$ 's weh site und slipstreal1l it into the holding 
directorY. This step is not necessary if you j ust want 
to get a copy of Windows XP. But i f  you're goi ng t o  
burn i t  to a CD, w h y  n o t  do i t  right') Doing this step 
now w i l l  save you the long process of apply ing SP I 
aner you instal l .  To s l i pstream the service pack, 
execute th is  command: 
XPSpl LN_X86. EXE -s: C:\HOLD'XPPRO 

I assume here that your copy of Service Pack 
is cal led X PS P f _EN_X86.EXE ( i t  is if you down­
load i t  from M $  and don't change the name), and 
that your file set i s  in the C:\HOLD\XPPRO direc­
tory. You have to supply the complete path for the 
root directory of  your fi le set or the serv ice pack 
instal ler w i l l  jus t  copy a huge number of fi les to a 

temporary d irectory and then error out .  
.5)  Add uny otiler.tiles you rnight think are handv 

into the holding directorr. I made a subdirectory 
cal led "Tools "  in mine and put a l l  the Power Tool s  
for XP in to i t ,  a long with the B l ue List  key genera­
tor, a text fi l e  that contai n s  a few known good prod-
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uct keys, i nstructions for making  another copy, and 
any uti l i ties  I might need with a fresh ins ta l l  of 
Wi ndows X P  Professional Edi t ion .  

The Wi ndows X P  instal l routine docs not care i f  
there are addit ional f i les on the CD. There i s  a l arge 
ti le cal led TXTSETUP. S IF that contai ns a huge l i s t  
of every fi l e  that  the  i n stal ler knows ahout and 
where i t  w i l l  belong when X P  i s  al l set up.  Any hie 
not l i sted i s  ignored by the i n stal l er, so feel frec to 
keep other things handy on the disk .  

6) OhTain the Blue Ust key generator .filr the 
Windows XI' suite and use it to gcnerate u /el1' keys 

filr "Windows XI' Corp. " This step is also not easy. 
It could take a few hours of carcl"u l searching to fi­
nal l y  get this program ofT the net, or long waits to 
obtai n i t  with a fi le  shari ng service.  It i s  al most fru it­
less to search for the program by name, but i t  usu­
al l y  can he found packaged in  .zIP fi les with names 
l i ke "Windows XP Crack"  or the l ike. I t  i s  a smal l  
executable of about 49,000 bytes. 

The B l ue List  key generator ( named for the 
group that produced i t )  makes one candidate key at  
a t ime and then tr ies to val idate i t  by us ing an a lgo­
rithm l ike the one Microsoft 's software uses.  The 
real keys have a l i m i ted character set - some letters 
and numbers arc never used in Microsoft product 
keys - but the key space i s  st i l l  very l arge (greatcr 
than f 0"25 ) .  Only ahou t  five percent of the candi­
date keys pass the program's test, and only about 
half of those w i l l  be accepted by Windows XP's  
product key software . 

I t  coul d  take the hettcr part of an hour to gener­
ate enough product keys to guarantee success. On 
my AthlonXP 1 700+ i t  takes ahout 30 seconds for 
the program to generate one candidate key. 

In the B l ue List key generator, pick "WIN­
DOWS XP CORP" from the drop-down. Set  the  
number of kcys to generate ( i . e" the n umber of can­
didates to try ) and number of keys to stop aner ( i . e . ,  
t h e  n umber of keys i t  finds that i t  bel ieves to be 
val id)  pretty high.  I set  each to 1 00 and ended up 
with four keys  that  I cou ld  t ry  dur ing the  instal l at ion.  

I t ' s  a very good idea i f  you only have one com­
puter ( that i s ,  on ly  one means to generate keys) ,  to 
generate 1 0  or 1 2  keys so that you ' l l  be sure to have 
at least one that works. 

7) Use }'our /elvarit!' huming software to create 
(/ hootahl" CD-ROM using your file set. I used a 
neat l i t t le  ut i l i ty that generates a bootahle ISO on 
the fl y  and burns i t  to a CD.  You shou ld  read at l east 
some of the l i terature I mention in the Links section 
so that you have an awareness of what's going on in 
this step. I t  i s  possible to usc Nero or any other com­
mon C D  burn u t i l i ty that supports making bootable 
CDs. B e  aware, though, that there arc ccrtain f i les 
that you must  have in  order to make a bootable  CD, 
and that  they don ' t  come with some CD-hurn i ng 
software packages .  
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8) Inslall Windows XP Proj;'ssiollal F:dilion, and 
noll' Ihal when you 're asked for a produci key, i t 's 
n�t{'rred 10 as a "Volume Ucense Kev. " This step i s  
pretty much  s i t  back,  relax,  and  enjoy the  show. 
Windows XP takes about half an hour to instal l on a 
moderately fast  system, and much longer on older 
hardware .  I t  took about 45 minutes o n  a 750M H z  
Athlon w i t h  1 28MB o f  RAM a n d  about 25 minutes 
on an AthlonXP 1 700+ with 256M B of DDR and a 
48x CDROM drive. 

One of the nice things about having a bootablc 
CD-ROM i s  that you can i n stal l Windows XP onto a 
completely blank hard drive.  Without the bootable 
CD, Windows X P  wi l l  want you to already have for­
matted the hard dri ve, and if you don't have XP or 
Windows 20()O, you ' l l  have to convert the f i le  sys­
tem l ater on from FAT3 2  to NTFS, if  that's what you 
want to usc. With a boot able  C D  you can format the 
drive NTFS from the begin n i ng .  

Another nice th ing you can do i s  create a p la in  
tcxt fi l e  i n  the 1386 d irectory cal led WINNT. S I F  and 
put these l ines i n  i t :  
[UserLJataj 
ProductID=FCKG W-RHQQ2- YXRKT-RTG6 W-

287Q8 
Replace the series of characters that starts with 

FCK with your good product key. Beware doing thi s  
before y o u  know for sure that your product key wi l l  
work, as i t  could cause you to waste a C D  or two. I f  
you have this l ine,  you will not be asked to input the 
product key during i nstall . This i s  what admins do 
to save themselves 25 keystrokes every time they 
i nstal l Windows XP. 

Note: Do not attempt to use the above product 
key. It will not work. Microsoft specifical l y  targeted 
that kcy with Service Pack 1 ,  disabling it. 

9) Verif\, that vour copy o{ Windows XP is al­
ready ({ctil'llied. There are three ways to do this .  The 
lirst way i s  to note that there is no b l inking icon i n  
t h e  system tray that indicates your copy isn't act i ­
vated. A nother way is  to use the copy of Internet 
Explorer that comes with Windows XP and visi t  
http ://www.windowsupdate.com . which will not of­
fer updates to a copy of Windows XP that is not ac­
t ivated. While you're at i t , apply all the 
security-related updates that are wai t ing .  Even if  
you don ' t  ever  use I n ternet Explorer, Outlook, or  
Media  Pl ayer again ,  there are many app l ications 
that use cOIllPonents of I n ternet Explorer beh ind  the 
scenes and therefore share its notorious vulnerabi l i ty 
to attack .  

The third way to verify your act ivation status is 
to execute the command: 
(·:\winlll\\·vstem32\oohe\m.\·()()!>e.exe /11 

MSOOBE i s  the program that determines 
whether Windows XP i s  act ivated and leads you 
through the act ivation process i f  n o t .  Rather than 
prompting you for your locat ion and beginn ing the 
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acti vat ion process,  the resu l t ing wi ndow shou ld  
s imply say  " Your copy of Windows X P  i s  already 
act ivated . "  I l ike t o  run this  cOlllllland every so 
often, j ust for the warm , fuzzy fee l i ng I get. 

10) L'njoy! But beware of a few th ings .  Nor­
mal l y, changing Illore than three or four components 
in  a Wi ndows XP computer w i l l  cause i t  to want to 
be react ivated. I f  that were the case here, the user 
IllOSt l ikely would have to find a way around the ac­
t ivation process agai n .  There arc several ways to do 
that. F inding them out I leave as an exerc i se for the 
reader. 

Bear in mind that the act ions described above 
could be counter to US and i n ternational copyright 
law, and to actual ly  do them could lead to legal trou­
ble .  Furthermore, I do not know what w i l l  happen to 
a machine that i s  runn ing a copy of Windows XP 
that was obtained by the method described above if  
M$ should  beef up the ir  copy-prevention efforts .  A 
lot of people who used the famously leaked product 
keys to i n stal l Windows XP were left out in the cold 
when Service Pack I was released and have not 
been able to enjoy i t s  beneli t s .  M icrosoft would cer­
tain ly  be wi th in  their rights to engi neer Service 
Pack 2 to leave everyone with i l legi t imate copies 
out i n  the cold,  or even to destroy such sof'tware . 

Microsoft has for years depended on other l arge 
companies for the bul k  of i ts  profit and only re­
cent ly bcgan even to try to rein in the mass ive 
amounts of copyright violation that had been going 
on between individual users. Meanwhi le  they had to 
keep their original  customer base, the corporations,  
happy. The beauty of this  whole thing i s  that i t  i s  
possible to  u s e  these h u g e  corporations agai nst  each 
other. Microsoft's dependency on other Illassive 
companies has left i ts  newest, most copy-protected 
software with an Achilles heel that the l i ttle guy can 
XPloit .  

Bibliography/Links 
http://www. nu2.nu/bootl.dJ is  a wel l -mai ntained 
page that describes bootablc CDs in  detai l ,  and in ­
c l udes the  i n structions and softwarc the author used 
to make his CDs bootable.  
ht tl':/ /www licellturioll. (·oll1!xpf/ullv-li('ensed­

wl'a. txt i s  an older page that describes the algorithm 
that Windows XP uses  to generate activation keys ,  
and tel l s  why they aren't the enormous threat to 
pri vacy that some believe them to be. 
http://wWw. (.xlremelech. com/arti(.1 e 2/0, 3973, 
1 1 222, 00. asp is the best descri ption of the ins and 
outs of Windows Product Activation that th is  author 
has seen, even though the art ic le predates Service 
Pack 1 .  
http://www. lni( ·rI)sofi .com/pirllly/hasic.\/ 

uctivation/willdmvsxpspl .asp is tcl l ing  if you read 
between the l i nes ,  and al so a good source for " the 
other side" of the piracylWPA issue.  
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Happenings 
THE SECOND CHAOS COM M U NICATION CAMP will take 
place August 7- 1 0, 2003. Thi" " I nternational  Hacker Open Air G ... t her­
ing" will  take place ncar Berl i n .  Germany. Part ic ipants arc encou raged 
to hring computer.., and Icnt� .  For t hose who don', feel l i k e  camping 
out .  Var i ( l l l�  towns ( nol lo ment ion the c i t y  o f  Berl i n )  ,.11"('[1" very far 
away from the campgrou nd.  The Chaos ('ol ll m u n kation Camp i�  the 
ofl ic ia l  hacker  event  ( I f  the year that 26()() i .... ani l ialcd with.  ( I n  oud­
IlL l lllocn:d years when there isn ' t  a HOPE conference i n  New York ,  we 
:-.uggcsl lhaL  al le ndccs t ry :"ol1lc t h i n g  d i fferent and become i n � p i rcd by 
meeting hacker ... from other part ... o f  the world. Two year ... ago we 
h e l ped to "'POllsor H A L200 1 i n  the Netherlands.  Next year we're plan­
ning on h o l d i n g  o u r  l i li h  HOPE con lerence . )  For more i n formation on 
this year\' event  i n  Ciermany. visit  the C haos Comll lunicat ion Camp 
si te  at h t tp ://www.ccc.delcamp. 
INTERZONE III.  A p r i l  2004. Not . il l�t another haeker� '  con ! Stay 
I U ned to weh�i le  for lllore detai l  ... . www. i n tcr:tOne.colll ( t hat.s a /.e rn ! )  
DUTCH H A C K E R  MEETIN(iS. Every second S u nday o f  t h e  month 
'I KIt/phd. organize� a meet ing at the meet i n g  point  o f  the ccntral s ta­
t ion of U t recht i n  the Netherland�.  Everyonc interested i n  hac k i n g  re-
lated �uh.iects i ... welcome to �how up.  These ll1eet ing� arc s i m i lar to t he 
2600 meet ing ... . We Il led around 1 4 :00 (2 p m )  in front of the G W K  of-
Ike mon t h l y. We hope tn �ee you there !  More i n fo can he fou n d  at 
www.klaphek.n l/mcet i n g � . h t l l l i .  

For Sale 
WI RELESS SECURITY PERSPECTI VES. M o n t h l y. commcrcial­
grade i n formation on w i rcle�s  securi ty.  Learn how to protect  your cel­
l u l ar, pes, 3 G .  B l uctoot h ,  or WiFi system from 2600 readers. 
S Uhscr i p t i o n s  start at $350 pCI' year. Check us out  at 
h t t p ://c n p - w i reless.c(l In/w s p . h t m l .  
PHONE HOME. T i n y ,  �uh- I l l i n i at u re ,  71 1 0  o u n c e .  progranunahle/re­
pn1graml1lahle t( ll Ich-tone, I l l u l t i - frequcncy ( DT M F )  d ia ler  w h i c h  can 
store u p  to 15 touch-lone d i g i l � .  U n i l  i s  held againsl  the te lephone re­
cei ver's m i c rophone for d i a l i ng .  Press " H O M E "  to automat i c a l l y  d ia l  
the stored d i g i h  w h i c h  can then be heard t h rough the u l t ra m i n iature 
speaker. Ideal for E.T. ' s .  c h i ldren. Alzheimer v i c t i m s .  lost d()g .... /ch i l l lp� ,  
", ign i ticant other�,  hackers ,  and computer w izards. G i v e  one to a 
hoy/gir l  friend or to that  pote n t i a l  "someone" you meet at a party, the 
� u permarke t ,  �d]{)O I ,  or the mal l ;  w i t h  yOUI' pre-programmed te lephone 
n u m her, hd ... hc wil l  aJway� he ahle to cal l  you ! A l so, ideal i f  you don't  
want to " d i ",c lose " your te lephone n u mher hut want someone to he ahle 
to c a l l  you It)C a l l y  or long d i�tancc hy telephone.  Key r ing/d ip .  lim­
ited quant i ty  avai lahle .  Money order only.  $24.95 + $3 .00 S/H.  M a i l  
order to:  P H O N E  H O M E ,  N i mrod D i v i s i o n ,  :n  I N .  New B a l l a s  Road, 
Box 4 1 mm2 ,  CRe, M i ssouri 63 1 4 1 .  
TAPIYIPL The original  phrea k i n g  and hack i n g  L i n e s !  A l l  original  
hack isslle� on CD-ROM. O n l y  $5 including postage ! Write for a free 
catalog of the hest u nderground CD-ROM S !  W h i rl w i n d ,  Box 86 1 9. 
Victoria Be. V'f,W 3 S 2 ,  Canada. 
EXPLOSIVES ARE FUN. But do you rea l l y  u n der'ltand the pr inci­
ples hehind t h e m '! Do you know what makes them t i c k ?  The �cience o f  
e x plosive .... i s  hoth i n terest i n g  a n d  fasc inat ing,  a n d  now you c a n  ea� i ly  
understand the work i n g  mechanics  o f  t h e m  when you read The 
Pn>paralor.v Manllal (�lExpf()sil'e.\", a new release hy J ared B .  Lcdgard. 
This i s  an easy to read hook that detaib nearly every aspect o f  proper 
prepara t i o n .  h a n d l i n g ,  m a n u facture, and safety related to e x plosives.  
This  i s  col lege level  material  that  was profe ........ ional ly  prepared det a i l i n g  
the preparat ion o f  m o r e  than J (X) h igh e x p l o s i v e s  and w r i t t e n  i n  p la in  
E n g l i s h  for  consumpt ion hy the average per .... on .  A major emphasis  i s  
p laced 0 1 1  safe h a n d l i n g  and manufacture of t h e  explo�ive composi t ions 
descrihed with in .  '111" PreparafOlJ MWllwf (�fExpl(}'\'i\'l's was copy­
righted i n  July o f  2002,  is  367 pages i n  length,  has a suggested retai l  
price o f  $39.95,  and i s  a perfect bound paperhack hook . For a l i m i ted 
t i m e ,  you may e njoy free sh ipping on t h i s  t i t l e  w i t h i n  the USA when 
purch"''Ied t h rough amazon.com ( s u hject to tenm and condi t ions i m -
po .... ed hy A mazon's " free s u per-saver" s h i p p i n g  offe r ) .  F o r  more i n for­
mation or to p l ace an order. p lease call 1 . 800.68 1 . 8995 and pres� 
option 2 when you hear the main menu. v i s i t  www.amaT.On.COlll and 
search for I S B N :  0-9727863 -0-9 or v i s i t  
www.tcrrori .... t .... upply.com/goI1600. Terrori st S u p p l y  accept� a l l l11 .. �jor 
credit card� a .... well ... � checks,  money orders. and w e l l -concealed cash 
( not  advi�ed)  and ships worldwide.  Anyone i mp l y i n g  i l legal i n t e n t ions 
wil l  he denied sale.  We reserve the right to refuse service to any 
c u  .... tnmcr at any t i me .  
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LEARN LOCK PICKING I t ' s  EASY with our hook. Our  ncw edi t ion 
adds lot�  I l lore intere'lt i l lg  mater ia l  and i l lu  ... t rat iol ls .  Learn what they 
don't  want you to know. Any ... ecuri ty system can be beaten,  many 
L i mes r ight  t h rough the front door.  Be secure. Learn the secret�  and 
wcakncs� o f  today\ locb. If  you want to get w here you are not �up­
pmeu to he, this  hook could he your answer. E x p l ore the empowering 
world o f  lock. picking.  Send twenty huck.:. to Standard Puhlications,  PO 
Box 22261IQ. Champaign, I L  6 1 825 or visit  u ...  at www.!<.tandardpublication� 
.com/d i rect/2600.html  for your 2600 reader price d i scoun t .  
WEBIEZINE, t h e  first and only  mon t h l y  c o m p i l at ion CD z i n e  featur­
ing ncw and popular software, text  fi les, e-hook.:.. review�. tutoriab,  
graphics,  v i deos,  music ,  and more.  Please h e l p  Wt'hit'z.illt' t o  cont inue 
and grow hy ... uhmit t ing l i l e s  or l inks or suggest ions to psytek u s a (g! 
hot llla i l . col11 or suhm i t 0! webiel.ine.com,  A n y t h i n g  is  accepted. Order 
your� o n l i ne al www.wehiezine.eolll or h t t p://store.yahoo.eomJ 
wcbiezi n .  A l � o  check out www.webiesl .com for t h e  be�t prices on 
hmting.  co-location,  and weh de� ign ! 
C A P ' N  C R U N C H  WIIISTLES. Brand new, o n l y  a few left.  T H E  
O R I G I N A L  W H I STLE i n  m i n t  condi t ion,  never used. J o i n  the e l i te  
ICw w h o  own t h i s  t reasure ! Once they are gone, that  i s  i t  - there arc no 
more ! Keyc h a i n  hole for key ring. I d e n t i fy yourse l f  at meetings,  etc. a� 
a 2600 memher hy dangl ing your keychain and saying nothing.  Cover 
one hole and gct exactly 2600 hz, cover the other hole and get another 
frequency. Use hoth hole� to c a l l  your dog or dolph i n .  A I �o. ideal for 
tckphonc rcmot(: control devices.  Price incl udes m a i l i n g .  $99.95.  Not 
o n l y  a col lector\ i tem hut  a VERY U S E F U L  device (0 carry at  al l  
t i mes .  Cash or money order only. M a i l  t o :  W H I STLE. P.O. B o x  1 1 562-
ST, C i t ,  M i ssouri 63 1 05 .  
IP-BL I N D  OUTGOIN G  SMTP TUNNEL s u itable for i n st a l l a t ion 
hehind any weh-proxy f i rewal l .  $80 per year. Will completely disasso­
ciate your outgoing emai ls  from your employer's network. Send check 
to Tipjar. Box 45 1 6.1, Kansas C ity, M O  64 1 7 1 .  I nc lude a good emai l  
address for yourse l f  w here we wi l l  send you the c l i e n t  half  of the soft­
warc. T h i �  i� for pri vacy and sidestepping restr ic t ive  corporate commu­
nicat ions d i rect ives,  NOT bulk mai l  or other T.O . S .  v i o l at ions .  Your 
check wil l  not he deposited unti l  you declare your sati sfact ion .  
WORLD'S FIRST "DIGITAL DRUG." Hackers, get  ready to e x pe­
rience the next  level  i n  wetware technology ! VoodooMagickBox i �  a 
I O()lY(1 iegal  and safe way to enter i n to a drug- l i k e  tr ip,  A l l  you need to 
do i� place the c l i ps on your ears and t u rn  t h e  knob on t h e  VoodooMag­
i c k B o x .  It's l i k e  nothing you've ever tr ied ! For deta i ls  and ordering i n ­
format ion,  v i s i t  www. voodoomagickhox.com ( m o n e y  orders and credi t  
cards  accepted ) .  
CABLE T V  IlESCRAMBLERS. New. ( 2 )  Eaeh $ 1 1 5  + $5 .00 s h i p­
ping.  money order/cash only.  Works on analog or analog/digi ta l  cahle 
sy .... tems.  Pre m i u m  channels and poss ib ly  PPV depending on �ystem .  
Complete w i t h  I I Ovac power supply.  Purchaser assumes s o l e  responsi­
h i l i ty  for notifying cahle operator o f  usc o f  de�cramhler. R eq u i res  a ca­
h i e  T V  converter ( i . e . ,  Radio S h ac k )  t o  he used w i t h  the uni t .  Cahle 
connects to the converter, then the deseramhlcr. then the output  goes to 
T V  set tuned t o  channel  .1 . C D  962 1 Olive,  Box 2R992-TS, O l i vettet  
S u r, M i ssouri 63 1 3 2 .  Emai l :  cahledescramhlcrgll y 0� yahoo.com. 
REAL WORLD HACKING: I n terested i n  rooftop�,  steam tunnels ,  
and the l i k e ?  For a copy o f  h�fiftraliol/, thc z ine  ahollt going places 
you're not su ppmed to go, �end $2 to PO B o x  U, Station E,  Toronto, 
ON M 6 H  4E I .  Canada. 
WWW.PROTECT-ONKCOM. Protect yourse l f! Everyone has a 
need to he and feel safe from t h e  out .... ide world.  We carry a ful l  l i n e  o f  
s e l f  d e fense,  �ecurity, and survei l lance products at low prices.  Every­
thing from alarm� to mini camera .... to telescopic hatons to s tun guns 
and more ! Check us out ,  a l l  major credit  cards accepted. We � h i p  
world w i de ! 
FREEDOM DOWNTIME, the feature-length 2600 documentary, i s  
now avai lahle  on v i d e o !  S e e  the adven t u re u n fold as we t r y  to get t o  
t h e  hottOlll  o f  the K e v i n  M i t n i c k  story and p r e v e n t  a major m o t i o n  pic­
ture from .... preading more l i e � .  Avai lahle on VHS i n  NTSC ( U . S . )  for­
m<lt, 1 2 1  l1l i n u le� .  Send $20 to 2600, PO Box 752,  Middle  Is land,  N Y  
1 1 95 3  o r  order v i a  our  o n l i ne store a t  www. 2600.com. 

Help Wanted 
H IRING PRm'ESSIONAL INTERNET CONSULTANTS w i t h  joh 
rcference� only for the fol l o w i n g :  wehsite security, performance t u n ­
i n g ,  and marke t i n g  f o r  o n l i n e  magazi n e .  Please s e n d  your b i o  and re­
sume to:  j hhartsworl h 0' yahoo.com -you can work from home, h u t  
s h o u l d  l i v e  i n  ( or aroun d )  N Y C ,  as you w i l l  n e e d  to a t t e n d  a mee l i n g  o r  
two. 
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\l EE)) ASSISTA N C E  tll re�cllclrec()\"L'r A S C I I  t e x t  Lidta w h i c h  are 
L 1nn" " " " 'd,',',,,n,',,,'d hv � ( lme oj  C() llli l lerci : l l  prllgralll 

: lre rat her large. 3(")1\113 to hOorv1 B .  l ..... i n g  DOS 
for rl'lr icYaL Pk,l .... l' ,)(,1\ i .... ,' if t hnc e x i  .... h < I l ly tul l l  .... 

c u rre n t l y  or anyone who I l l a y  he l l j "  h e l p  
. 

j ( lhndp..J. (u · l ) ( l t l l la i  1 . (" (HI) ' 
I NEED TO !lULD A I I I 1lDEN ( ' A M  ERA SYSTEM i n c i Lld L l l�  

Wanted 
TilE " EW YORK (,ITY I I\ DEI'E" DENT .\l EIlIA ('ENTER 

t l l  crl'all' ,I roh\l  ..... L 
.... ern.'I" that  C;Hl he c u l l ncclted v..- i t h  a I"a .... lcr prnvidcr. I I" Y( )\l can donate 
t ime or parh tll help hui ld OUl" .... erver. p lca"e gel in  touch with the 
N YC - I M C  Teeh Team ;It i l l le-nyc- 1(:e h {a i n d Y l ll l' d i u . (lI"t'-
SEEKING INFORiVIATION A B O l :T TRACFONE. Lu( ) k i n g  l U I  
technical  data concc rn i n g  the  Tracf(lnc net work a n d  h o w  i t  operate". 
e"pec i a l l y  i n format ion ahll ll t  a i rt i l lll' and t h e  I l lan iPl l la t inn t hl'rl'(lf. I 
h :l \ e  beel] for "orlll' t i llle ttl <In cxtcn .... i\l� tt l lmi;d 
<.tb()ut Tracfollc how i t.  .... . "ervice dnd I a l l l  worki n,!.! 
on t h e  fuurth  re \ i " i n n .  The t h i rd rev i  .... ion ; Ind q u i l e  a l i t l l e  u f  i n l or-
Ill a t i o n  that  I l l d Y l'  a l ready d i  ..... c( lvcred OIl I l l y  nwn can he f(ll l l ld al 
W w \\· . <lmericcl .... lea'">twanted .col1l in t h e  Scam .... & h'aud .... ecl ion of thc 
s i t e .  Scnd any i n fnrlll a t i lln  v i a  e- I lla i l to  
t racfone-resp()nse (lI" �l lnericas!e;)Sl \\"'l Il tcd .conl .  I \\l i l l nOI P, IY  I 'm i n f() l"-
Illat ioll and :...h(lu ldn ' t  want l ( )  I'm it hccall .... c t l w t  would he 
aga l n 'i t  01 I , 1 1 1 1  ,d .... ( )  I ( )uk i n g  I 'm pcoplL' 
to \\ r i le  tu tor ia ls  and other content  ( ) I l  :-. i t l' .I'"> 'A d ! .  CunldCl  
Webllla .... ter(O' JlIler ica ..... ledst\\; l J lkd.Ct l l l l  i f  y"( lU arc i n t e l"(.: .... led .  The .... e w i l l  
a l V l  b e  unpaid p o  .... i t i ll n " .  
I F  YOL DON'T WANT SOMETI I I N G  '1'0 B E  TRUE, doc" I Il" 1  
make i t  propaganda? \Vllcn Wl" rl' c h i ldrc n  :lnd \\l' don' t  want to l i  .... t c n .  
\\"l' p u t  our h a n d s  o n : r  our  c a r " .  A .... \\ c  up.  wc c r e a t e  I lCW W ; ) Y "  t ( )  
i g n ore t h i n )!  .... we don't  w'-In l  t ( )  hear. 1 1 1 < 1ke e X C lise'"> .  \Vc I l lUk t h e  
other w a y .  'y./e l ilhel t h i n g  .... "pmpa.u;I IHtl·' or ' '...,care tdc t i c s . "  But it don-
n't work. I t  dne .... n' t lll,du:' Ihc truth g(l (jo"el"ll ml'nt anti cnrponltl' 
\1 J N D  CONTROL PRO( i R A, \1 S  arc t ( )  i n l i m id,lte, torture, and 
m u rder people !! Ioha l l y .  I t  may nol  he what wall t  I n  hear. But t h at 
doesn' t  make it any Ie" ..... t ruc.  Plea ..... c v i s i t  SUpPllrl John ( in:gury 
Lambros by d i s t r i h u t i n g  t h i "  ,Id to frcc c l a  .... s i f ied advert i  .... i n g  ..... i ll's  (lnd 
ne"" "group" g l (lha l ly T H A N K  Y O U � 
'""ANTED: Hel p tn rem()\"l' u p l oad and 
dov-:nJoad speed ) ()f SHe DS I ,  l i ne .  Y M BOXH} N K  (f}' y,illOo.com 

Services 
A F FORDA!lLE A N IJ  RELl A !lLE L lNl!X HOSTING, Kale' lnn I n ­
terno..'! provides afftmlahlc w e h  lHlst i n g  hdsed on 1 .l n u x  '">crvers. Olll 
host ing p lan"  start frolll o n l y  54.lJ5 per month .  T h i :... i n c lude'i "uppnrt 
for Pyth()ll. Per l ,  P J I P. MySQI, .  and more .  Pr ivacy i �  guaranteed and 
you can pay by E-Ci() l d .  Pay pa l ,  or c redi t  card 
h t t p ://\v\li\\.kaleton .cnm/ 
PAY2SE:'IID.COI\1 is <1n e- lIlai l :--erviec that  ()n l y  forward .... 

who to recei v e  
from u " i n g  a patent-pe n d i n g  i d e n t i t y  tec h n i q u e .  up v i a  Ollt 
web page form. 
VINTAGE COMPI!TER RESOCRCES H)R RESEA RCH, V;Il­
tageTecb provide:... a w ide varidy or computer hi .... lorieal related .... er­
v ice:-- fur bus i nes:... and ;lCade m i a .  We prm ide:  s u pport services for legal  
tirlll:-' I'm computer and suftw<.Ire patent l i t ig,]{ inn and prior art re .... earc h ;  
prop:... and cons u l t i n g  ror I liovie  or f i l m  product ion and p1JotogrLlphy 
.... t l ld io:-- rcqu i r i n g  period authent i c  computers and computer related 
i lcm .... : data rccovery and conver" i o ll from o l d  and ohsolete data medid 
to modern media;  appra i s a l s  o f  v i n t age computer i tem'i I'm sale.  l' ilar i ­
tah le  donat io l l .  or i n s u rance va luat i (lns:  sa le:... hrokering o j  v i n tage CUI l l  
puters and re l ated i t e m  .... : general  cOli lputer h i story consu l t i n g  ,1Ild 
researc h .  V i ntage-Tech m a i n t a i n "  an exten .... i ve arc h i v c  o f  computer .... , 
:--oftware. dOl' U lllentilt ion .  and an e x pan:... ive l i brilry of computer related 
boob and Vi  .... i t l l'"> o n l i ne a t  h l lp :ll\\."w\v. v i n t agetech.coi l l  or 
GIl l  + 1 925 5900 tn  learn morc ahou[ l h c  "ervice .... wc provide.  
CREDIT CARDS for t h o  .... e with had or no cred i t !  A I 1\lo .... t cvcryone 
approved ! If YOLl nced assi stance with get t i n g  a crc d i t  card, no mallcr 
\vhat your c i rc u m:--Iances, try us .  Send a SASi."-. for furt her program de­
t a i l ..;  and appl icat ion.  Thc onJy  cost i :... a �25 applICatIon fce ( refunded i I  
not appruvc d )  and a $50 pnlcess ing and lllemher..;hip  fee for the  l i rsl 
year o f  members h i p  ( not due l In l e s  .... you arc i s  .... ucd <l cred i t  card ) .  ;Illd 
wc C,ln even ch,lrge i t  \ ( l  your credit  card a" your f i r"t chdrgc ,,0 you C,1ll 
pay i l  o u t  '"> l o w l y  over t i me.  S u hsequent year( ,, )  memhers h i p  fcc ..... arc 
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$:\5 (}I' less .  T h i "  i .... a greal \\'ay ttl i mprm e  your cre d i t  rat i n g  and 
wort h i n e  .... ..... . ' I  here ; Irc Illany t h i n g  .... you can' t  do w i t holl t  a credit  

r,ml .... uch ;) .... : rl'n l  < l  car or ; IP<l r l l l l C I I L  purcilase a hOI IK.  <lc t i \'<i l\: Sl') 
\ icc .... "uch ;1 .... \\ dtcr. e l e  ... ' t r ic ,  ; ) I ld cahle ( w i I IHll l t l ,A R ( i l" ; Iml 
ll(lW'llby:-. Y()l I l':l n ' l l' \ l' l l  gl't ,I goud joh w i t lwl I t  d goOL! 
Take C ( ln l ['(l l  ( l l  l' red i l  I u i l i re t ( lday. I f  you a r c  u n ( l e l  I X .  p k : I '"> e  Ie !  
l I:-. knl l\v i \  .... V\c progr;\ l l I  for  Y"(lU l ( lO.  SLND S A S I :  TO' 
F D . R .  COl l lpany, 0 1  f<' i Ild l l l ' i , 1 I  h·eetio i l l .  Po. 13m 2920(l 7 .  
I nv i  .... \ i l l e ,  l1.' x "  .... 7."'i02()· 2()67 
I NTEI .J J ( ; ENT H A C K E RS l" N I X  S H ELL. RC \"l'rse . l\'l't i �  l lWlled 

I n  o n l i n e  " I  I lin"" 
pherc,  i n t l' l l igent  req u i re t ill' need I m :1 secure p l acc tn  work. 
\\- i l hout h i.�!- h!"( } lhl'r l ( luk i n g  m e r  their � IHl l l lder. We pr(ly i d e  h i g h l y  l i l ­
tered D o S  proted i o n .  0\1 1 "  m a i n  scrvl'l" is  a P.) 1 . 2 .!.! lu m<lc h i lll' .  1 . 5 
g i g  .... of r�1 I 1 1 .  5 1 2  I l lCg .... u f  "W<lp. +0 g i g  I ] D L  w i t h  cOl l lpk!e ( l n l i n e  
"pri yacy. " C n m p i l e  ymll' faymite secur i ty'  t t l n l '"> .  l I '"> e  .... " h .  s t u ll n l' l ,  n il l a p .  
dc.  A ITnrddhle pr ic in!! fr( l l l l  � 1 ( )/n H l n l h ,  \\ i l l l  a 1..J. (by I l l l lnl'y hack 
guarantec . I 1 t l  p:l/ww\V. reHT .... l' . nClI 

Announcements 
TilE FREEIJO .. lf f)OU'A'TrHE DVD i ..... now in pl"()d u c t i u n .  \""c'rc .... t i l l  
l { l ( lk ing f(l!' idl'�I S  f( lr  spec i a l  featu r,'s alld ( l thn run .... t u ll. And i r Y(ll l 'd 
l ike I t l  hl' l p  ( lu t  hy t r,lIl s l a t i n g  our  .... u h t i t l e "  int(l  : l Ilu ther  la l Jgu<lgl' ,  
p IL-a"e w r i t e  t ( 1  u '"> ;1 1  d( IW l l l i n l l' ((I� 2600.U11l 1  w i t h  "pec i t ic  i n f( lr l l ld t i ( l i l  
Rl�l l le l l lhcl  y()U h a v e  1 ( )  he C()M I'I J ·:'I' I : I ,Y f lUC l l t  i ll b( l t l l l,:n.!.! l i  .... 11 �lIld 
whdl l' \ l' 1  y o u  \\' :1 1 1 1  t ( l  t rans latl' Ihe  f i l m  i n t o .  )-"Oll I l l l l \ !  a l :-' ( l  he 
ahle  tll do 30 day'"> o f  rl'cc i \  ing i n fol"ll lat i ( )J\ fro l l l ll .... 
DO "\'O L  \'VA N'I ANOTHER PIUNTED M A C ; A Z I N E  t l l: lt  c t l l l lpk­
Illl'n h  }'6()(} \\ i l l l  ,' \ e n  morl' Il<ll' k i n g  i n !"( lr l l l<l t i ( )n "? !iiI/un' Ne wIll/ion i .... 
,I ma!!,u,ine f]"(lm thl' D i g i t a l  Dawg P()und <lhollt hac k i n g  and Icl' i l J lo l ­
ogy.  S pel" i l i c ;d l y, Wl'  l ( luk at i n l" l u d  

R i � h t s .  
I llore. F u r  Illure i n fol"1lwt i o n .  or to m d c r  yuur pr in tl'd ( O p Y  U il l i lll', 

v i '"> i t u" <it I l t tp :l/wv,: w . h i n rl' \ . C( l Jnl w here Y(lll \\· i l l  ;1 1  .... ( 1  l i n d  in  .... t rl ll"t i ( ll1 .... 
un m<l i l  l lrdl'r'">. Wc !conll' t ( J the reV(l l l i t ion l 
V J\:I YTHS.('OJ\.1 A l I L>lO RANTS arc < I.,.. ; l I l a h k  frce ()I " charge t l l  
l' o l l l p U l l' r  t a l k  .... l 1ov.· .... . Tlll'SC .... lImt <llld uften h i l ariou .... M P 3 s  di .... pcl t l w  
hy .... ter id  thai  S ll lTlll l lllb l'Ulll pulcr \ i ru .... c .... . The \V h i ll' I loll�e l" O l l l jl u l l' l  
"l'c ur i ty  , 1 ( 1 \  i ,, ( ) I "  h a t e  .... tb" .... e ranh ( ;Ind wc don't l 1 l(lke t h i  .... l' L l i l l l  
l i !! h t l y l .  ( 'heck ( ) l l t  V Il l)  .. th .... . C( l l ll/new".cfm I"( l r  delai l s  
{'IIIUSTIAN HACKERS' ASSOCIATION: Check out l h e  V\ Chpilgl' 
h l t p :l/www.cim s t i anhackcr.urg for dl. l a i l s . We c x i  .. t to prnll lotl. a l'OI l l­
l l l ll i l i t y  for Chri  .... t i u n  hackers to  d i scus�  and i m pact thc rea l m  where 
fa i t h  <lnd ICl' i 1mlJogy i n tl'r"el'l for t h e  purp()'">c ( l l " sel' i n g  l i n' s  changed 
hy (Iod\ grace t h rough fai t h  i n  Jesu".  
OFF TilE HOOK i s  the wee k l y  Olll' hOllr hacker r"dill show pn· .... ,'llted 
Wednc:-.day n i g h t s  at 7 :00 pm ET on W B A I 9lJ.5 FM i n  New York C i l Y  
You c(ln a l  .... u t u ll e  i n  ll\'cr I ll e  n e t  at \\'ww.2600.l'() l l l/o/lt ilehuok or on 
sIHlrtw,\\'C i n  N(lrth and S(lUt l l  Americ; 1  at 74 1 5  kll/.  J\rc h i Vl' s  ( l r ; 1 1 1  
S it(lW" d a t i n g  b , I C K  to 1 9XX can he found <lt lhe 2600 .... i ! l' ,  I l 1 1 W  i n  mpJ 
forll la t � Your  fcedh<lck i .... \Ve icl lnlc at o t h (rt- 2600.Cll t l l .  

Personals 
STORMHRINca:u's 4 1 1 :  A m  dlling a 262 munt iJ fcderal "enll'nce.  
Wou l d  l i ke I n  heat "  from t h o  .... c I 've  l o  .... t conlact  with .  W i l l  correspond 
\\l i t h  ot hl'[":'" a" w e l l .  Write tn  W i l l i a m  K .  S m i t h  #446X4-0X� .  H'I ('U I11-
herl�lnd, L J n i t  A- I .  P.O .  B o x  1 000, ( ' u mherl an d ,  r>.1 D 2 1 50 1 .  
HACKER I l\  PRISON for heing mllighty (aga i n l .  Known a .... A I  
p h a h i h  for 1 5  1 ' 111  d o i n !!  t i lllc i n  d m a x i m u m  "ecur i ty  �tate pri .... on 
I "or cOlllputer I ' m  looking tll hear frolll A N Y O N E  i n  t h e  free 
wmld.  H e l p  a fe l l (lw hacker O ll t �  Any rcadi n g  1ll: l teri , i I  j "  ; lpprcc i; l !cd 
Write to  lllt' at: Jeremy C u s h i n g  - #J5 I I  JO. C c n l i n e i a  S t atr Pri .... on .  PO 
Box 9 1 1 .  I m pe r i a l  ( ' A  9225 1 .  W i l l  repl y 10  a l l  

ONLY SllBSCRIBERS CAN ADVERTIS E  I N  261J1J! 1)"'1'1 evell  
t h i n k  ah(1llt [0 takc out an ad un les,">  you suh"nihe ! A l l  ads arc 
free and thnc no amount  o f  I l loney \I/C w i l l  <lcccpt for CI non-suh-
scriber ad. \Vc hope that\ c lear. O f  cour .... (; ,  \\ C  reserve lhc r ight  to p" .... ..... 
judgment on y(lur ad and not pr in t  i1 i l" i t ' s  'lllhll. i n f' l y  '"> tupid m hd .... 
not h i n g  at a l l  to do w i t h  the hackcr world.  We make IHl g u ,lrantec as tll 
the honesty. r igh1eousness.  "ani ty, etc .  of the people  ddn:rt i .... i n g  herc 
Cnntacl them at your peri l .  A l l  :...uh l l l iss ions an: for O�E I S S U E  
O N LY !  If  y o u  w a n t  t o  r u n  your a d  more t h a n  once y o u  lIl11"t I"l' :-. u h m i 1  
i t  e a c h  l i me .  O n n ' l  e x pect us  to  run m o r e  than one , I t !  f o r  you i n  a " i n g l c  
i s ' >Ue e i ther. I n c l ude your addrc .... s l ah e l  or  ,1 photocopy ,,0 wc klHm 
you're a .... l lhscriber.  Send your mi to '2600 Markelpl;rc('.  PO Box 99. 
M i dd l e  l 'i l and.  NY I I LJ53 .  Deadl i ne for Autumn i :...sue:  LJ/ I I03.  
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A RGENTIN A I R E L A !'l J)  
Buenus Aires: In tIll' h a l '  at San Josl' 
0:; low Strcd 

AUSTI{AUA 7 pill 
Adelaide: A t  the paYrhollc� oem the 
Al'adc mv C i nema Oil Pl l l tl�nCY St 
S pin • 

-

Brishane: I l ll lI � ry ,Lid , ,,  Oil t hl' (hH.'L'1'I 
S t ,  M a l l  ( R I I S ,  oP[lO"i tl' I n i"1l Hllot li )  
! pi l l  
{'anbelTa: KC\ Virtual  Rea l i t y  Cafe, 
I I  �·.;I"t RvV. C i  \ i c ,  7 pill 
J\ll'ihounw: I\k l i1oll rJw C�' l l l ra l  S imp­
ping Centre at thl' Swall\ton St rL'L' t 
�'Jllr<tllcl' 1ll',lr the  p u h l i c  pholln 
Pl'rth: TIll' \ k rl' h.l I l t  TL'a and Cllfkl' 

')Wt IO IL () p i l i  
,,\liSTRIA 

( ; nIZ :  elk H ; l I tl:'�tc l l c  ( I l l  
lak(l I 1 1 i l l l p l <tl/. 

B R A Z I L  
Belo lIorizunte: Pl'iL'!.!,o\ Bal at 1\\­
"Ukllt', IW:ll- tllL' p<lypho�l', (1 pill 

CA 'i ADA 
A llwrta 

( 'alj!;ar:v: hUI C l u i re Mar["l't f(lod 
dlUrl the h l a n d  Yl' I I U\\, w a l l  

t h L' " m i l k  \\'; 1 1 1 " ) .  
Hdtish Cnlumbia 

Vanl'OU\'CI': 1\IC i ! i l' Cl:' n trl' j-"nud hl ir. 
Olh: kvL'l d()wll from � t l\·t't level h) 
paypholll'\. -l- [lill to Y pm 
VktOl'ia: I-,: ; ! tull Center fond COllrt hy 
\&\\'. 

.\-Ianiloha 
\\-,innipeg: ( i ; t l (kn 

ITALY 
J\"1iJan: Pian;! I .on:!o in front of 

M E X I C O  
!\-1exil'o Cit�,: Zm'alo S u ! m ; I Y  St ; l t ion 

�h()p, at the 
P i n o  Sliaret"  111 1l1lL'1 

'l E W  Z E A L A N D  
AUl'klanrl: Lunu(ln Bar. 
Wc l k�lev S t _ ,  :\ uck lalld 
_"d O  Pill : 
Chri, .. tchul'l_·h: .I;lva elk, Corlll'l (li 
Iligh SL ,lIld 

Oslo: ()� I u  Sentr; l i  Tra i ll Stat ion 
7 p i l i  
Tromsoe: Thl' I lpper tloor at Bl: ia 
R(l,'k Caf.: ,  (J pill  
Tnmdheim: R I c \" \  Clk i ll 
Nordrvgate, 6 p i l l .  

POLA N I) 
Slar�:lfd SZcl:t'ci nski: :-\n Cilrk 
B r i n g  h l u e  ho() k ,  7 pill  

IU;SSJA 

Vilmta,  
SCOT L A N O  

Clasgow: CL' l l tra l  S t a t i o n ,  p<lyphll lIL':­
Ill'x t tu P l a t forlll 1 . 7 p i l l  

SLOVA K I A  
to  Hmtisla\a: ,11 l'rope i L'l' . .s pm 

thl' ,\ &. W rL'\!aurant S()lITU A F R I ( , A  
N('n-' Brumm'kk JUh::lOlll'sburg { SandCon ( 'it)' ) :  

\ I u lldon: I n  t h L' I O U Il �l' of  (i nHl T ld S;mdhll1  rond cnurL h:3( )  pil l  
ZL'I'O N�, t \\ ()rk�,  720 M a i n  S t .  7 1'111  S\VEDEN 

Onhlrio StHl'khol m :  ( )l I l� ide [ .<I \ d  
Barri(·: \Vl l l i d lll\ ('oITl'l' 1'1I h,  50) SWlTZERI.A:'\ID 
Hryll�' [ )r i\'l'. 7 Lausmmc: f n  rron! oi" t il\,.' Mac])u 
lI<uu i lton : L l l i "'r.� i t y  
Studellt  ('l'nt.:r, Rootll 3 1  N .  7 pili 
( )thm:-t: H ,  w a r d  elk, 5 5  kyward 
i\br["et 6 :30 
Toronto: 

QUl'hl'C 
\'luIlCre;J l :  H e l l  ,\ l 1 lph i t hc;ltn.:, l UOO 
( iaul' 1 1L' t i l'rl' Sl rn'l 

( ' Z E ( ' H  I{ F P I 1 B I J ( :  
Praglil': Ll',�elllb puh ,  6 pi l l  

IlEN\I A I{ K  
A a r h u s :  [ Il t ht' L I I  c(lrlll'J" oi" t lll' I )S H  
C; i lL' i n  t he 1'< l i l w; IY \ tat ion 
l'HI)(�nhagl'n: Teflll i ]!,l 1 b; lr  i n  H(lved, 
h<I!ll'!-,-<lnk'll� S h u[l p i n g  ('ente l  

E 'I ( ; LANI> 
EXl'll'I': At the p<lyphoncs, Ikdlurd 
Sqll<ll\' _ 7 
I "ondon: 

7 pill  
[\Iandl('�lci-: ThL' CirCCl l  RO()fll Oil  
\V h i t \� or1 h S treet. 7 [J i l l  

F I N L A N D  
Ilclsinki:  1<l'l1 n i akurUc i i  f()od L"()urt 
( Vw)ri k< l t ll 1 4 ) ,  

FRANCE 
( ; renohll': :V k j)on<'lkl\ �(ltl{h of St 
1\1;lrt i l l  d ' Hl'feS, () pi l l  
Paris:  Place d(' I d  R('jl u h l i q lll'. 11(,:11 
tlll' h)u n t a i n _  6 pill 
Rl'nne�: i"mll1 of t ilL' \lOft' " H l l I l' 

hl'\ide tht' tra in  S[<l t l ( 1 I 1  
l'NITEII STATES 

Alabama 
Auburn: The ,\tUdL' l l t  u lh t a i r� 
ill thl' roy U ll i Uli B l I i lt! i ll � _  pm 
l I u nts\'ille: I\bdi \oJ1 Sql l an.' \b l l  i n  
the fond CUlin tll:,!I' M d )(lnald\, 7 pill  
TuscalolJsa: \lc J-"arICl nd \1:1 1 1  r()od 
C(l u rt Ilcat" till' front l'n t ranc': 

A rizona 
Tem pe: Tl'kphone� ouhidc mall ell­
IrdiKe t( )  (latHe Work\ i l l  the .-\ril:on<l  
J'vl i l l s  M a l l  
Tucson: H()rdl'f\ i n  t h e  Park M a l l  
7 jllll 

'\rkansas 
,joUl'sluH'O: I n d i a n  1\.1 a l l  food court hy 
till' bi� \\' i l1d()w�. 

California 

San Diego: Leuc.uJia\ Pi:U.l'ria on 
Rege n t s  Ruml ( YOIh S h o p p i nj..' Mal l ) .  
San Fnllll'is('o: -l 1--. l l lh<ln:;ldefO Plaid 
( i n � i d e )  ( -l- L'i )  J9H-9X03, 
YH04, 
San Jose (Cmllpbell ) :  Oreh<lrd 
Collee S IHl p/NL't Cafe on the 
S (\'lI tral  A\-e.  and E (';l I l 1phl' l l ,\vc 
Santa HarbanJ! Cale S iefl<l Oil Stal l' 
S t reeT 

Hox" l'IU\l' to  t h e  jl l, IL'l' ui " t he Rqlllh- Colorado 
I l l " .  7 pm Bouldl'r: fn()d C()Llrl, I J T h  

( a � E E C E  and C o l k gl' pm. 
AChells: ( )uhide the hO(lhtnre Pi!- ('onnedit'llt 
pa\w t i riol l  Ull th" cornt'r of PaT i� in l l  
, l Tld Stol l rn;lr i , 7 p m  

I\.leriden : ML'ridl'tl SquarL' M;l l i  food 
court .  A pill 

l)istrid of Columbia 
A rli ngton: Pentagull C i ty Mall i n  till' 
food court. 6 [lilt 

Florida 
F1. Lauderdall' : Brmvart! 1\.1�\JI in the 
fO(ld nll Jrt  
Caine""iIIe: I II th" h<lck (If th0 lI n i -

nf norid<J'� Rl'itz U n i o n  rood 
U1Lirl . p i l l .  
Orlando: hl�hi\ln  Squ;lrL' i\--l a l l  [ ' I Jod 
('ourt hl'l\\l'en H o \ ,-1 I 1  (;( )U nlll't ;md 
I'vLlllChli Wok ,  () pill 

(;eorghl 
Atlanta: l.ellu"( 1\1 ; 1 1 1  food court 
7 pi l l  

Ihl\l�lii 
1I0llolulu:  C(lfkl' Tal k  Cai"L', .1hO I 
W,nal :ll' , \\l'. 1-'<1) pholle :  (t(Ot() n2-
\) 1 �4. 6 p i n  

Idaho 
POl'aCl'lIo: Cul l qrl' Market. 604 South 
S t h  S t reet 

I lli nois 
Chicago: Uil ion St ,l I i o n  i l l  the (it",',lt 
H a l l llL'ar till' [layphnnl'� 

I ndiana 
EV:-lIls\,ille: Hartle� ,Hld :'-lohlc cak ,It  
624 S C;recli R i \'1:r Rd 
1<'1. Wayne (;k'llbwok M a l l  foud court 
i n  fl"Ont 01 Sbarro's. (I 
IndimUlI)olis: Buob Oil l h e  
COnlL:r of  J\1 eridi ;m and Wa\ h i nglOn 

l uwa 
;\lIltS: S,1I1t<1 r<: hpre\\o, 1 [ 6 Wl' k h  
A\'l' 

Kansa,\ 
Kansas Cit)' ( ( herland Park): Oak 
1',111 rvtdl food l'\)Llrt 

I .ouisiana 
Baton Rougc: I n  the 1.S U U n i o n  
B u i l d i rll" hetween t h e  Ti �l'I' Pau\e & 
Md )(ln� i ld\, I le"(t to thl' ' 

IHl l 1 Ihl'l"�: 
l)6 1 K ,  9 7 2 2 ,  

,"'laint: 
Portland: Mainl:' M a l !  by the helKh at 
Ihl' foud euuli door. 

IVlaryland 
Baltimore: Barn .. >� & Noble cafe <It 
the I n ner Harhor. 

Massacbusetts 
Bosto n :  Prude n t i a l  Center Pla?iI, tel'" 
r,lL'c food C(lUJ1 at  thl' t < lhll'� near t ht' 
w i ndow'> 
M arlborough: Solomoll  Park Mall 
i"(lud court 
Northampton: .!a\-anet Cafe ,j(,TO\� 
from Po b s k i  Park . 

I\.Iit:higan 
>\ n n  Arbor: The G,dll'rr;) on South 

Minnesota 
Bloomington :  M a i l  uf A111erica, Ilorth 
�id�' fuod couli.  <j(:ro�� from H urgel 

& t he hank of paypll(lnl'� that 
take i ncoming c a l l i>  

Missouri 
K�msas City ( I ndependence) :  Hames 
8: Nohll',  1 0 1 20 Eai>t 39th  S t  
S t .  L o u i s :  Gal inia, Hi)!hv..'ay 40 & 
Brellt wood, elevated sect ion .  food 
COllrt area, by the t heater� 
Sprin�fidd: Barnes & Noble on Bat­
t l dkld aeros� from Ihe mal l .  :;:.10 1'111 

Nebraska 
Omaha: Cro,,,,,,roads M a l l i:-'oud Court 
7 p m  

Ncvada 
Las Vegas: Pa l m "  Ca�i llo food court .  
H pill 

Nen' I\'Il'Xico 
AlhlHl uel-que: Win rock M a l l  food 
(uurL lll'ar the JOWl'! 
ll've l  hdwl'l'1I fnu nta i n  8: ;lfC<lde 
Pa), p h u lle,,:  ( 505 ) XS3-99X5, YY7h, 
YX4 1 

Nen York 
Huflillo: C;dleria M a l l  food wurt. 

New York: C i t igWllp ('ellkr, in t h e  
Ilcar till' payphollL':-',  1 " 3 E 5_lrd 

Lex i nf:tol l  8: J rd 
North Carulina 

Charlotte: South Park Mall food 
Cllurt  
Ralt'igh: Crahtree Valky 1v1;11 1  food 
U1UI1 in front of till' McDl\nnld '�  
\Vilmington: I n d qll'lltlL'llcc r vb l l  fnod 
cuurt 

NUI,th Dakota 
Fargo: HaJ'lll',\ allli Nobk" Carl' un 
-l2nd St. 

Ohio 
Akron: :-\r;Jhica on \V, \1arkl'l St rL'l'1, 
i n tersec t i o n  of H,m k l11 \ .  v.,'. l'vb rkl ' 1 .  
, l lld F\chall."l' 
CincinnaCi : Cody\ Cafe, 1 1 _\ Cal h(lull 
SL,  far hack mum. 6 pm. 
Clevclund ( Bedford): Redford Ara­
hkd, 7 20 Hroad\\;Jy-On Redford 
Squ,lI'c ( Cutrlll ll l l lS)  
Columbus: COllvention CCI1h'1  

"outh ( h o te l )  lwl L car" 
pcll'e! IIl'<IJ" n.'\lnl(II11 � .  
lI orth 7 plll 

Da:yton: At t h e  MarklJl� lwh ind the 
l),lyt o n  \1all .  

Oklahoma 
Oklahoma City : The 1\.'1<igi,' [ .;Ull [l i n  
I hl' Lakeside Shopping Cellter Ill'ar t h e  
Cllrth:r ol' :\ ,  M a y  An:. and N\\' 73 ft! St 
Tulsa: \Vl)odland lIi l b  1\.1 ( 1 1 1  food 
court 

Oregon 
Portland: Ht'<lWll eIre, ..1-2 1 S\V 1 0t h  
Ah' " near 1 0t h  and Stark. 

Pennsyl\'ani:'1 
AlIentown :  Pane-ra Rrt'ad 01 1  Rmlll' 
1 45 ( W h itchall) 
Philadcll)hia: _�Oth S t reet Stat ilHl. 
undt'r Sta irwe l l  7 \ ign.  
Pittsburgh: W i l l ia l l l  P i t t  l l l l i ( ) 1 1  h u i l d -
i n g  on t h e  of Pi thhurgh 
Cill1lpU.\ by the H ( ) u ! e \ <.ml 
entrance. 

Soutb Curnlina 
Clmrleston: Northwood" \1al l  I n  thL' 
hall between SCfH"� and C h i k - F i l - A  

S o u t h  Dakota 
Sioux Falls: E m p i re M a i L  by HlIl.gl.l 
K i ng 

Knoxville: UurdLT� Boob Cai"l: 
acrn��' frnm \\-'e�t()wn M a l l  
Memphis: The  U g l y  
S hop,  3445 Poplar A\ c I h 
Nashyille: .1-.1\ \1arkel. II.) 12 Hnwi\\'a� 

Tcxa<; 
A ustin: Dobie Mal J  food court 
Dallas: M ama'� Pi ZL\. Cl1l1phe l l  &. 
PrL'�tun. 7 pm 
Houston: Cafe :'-l ichula� i n  G d l k r i d  I 
San Antonio: l\"urth Slar Mal [ rout! 
court 

L1tah 
Salt Lake Cit)': ZCMI M a l l  i n  ' ' ' 1  h e  
Park i'"ood Court " 

Vt'rmont 
Burlington: Horder� Boob al  C h u rc h  
S t .  and Cherry Sf.  on t h t'  �econd 11001' 
of the cafe 

Virginia 
A rlington: hee Di qrrct of Cll i u m h i a )  
Virj:!;inia Beach: Lyrmhavcn M a l l  O il  

LY l l n h av.:n Parkw;}y. 6 pm.  
Wa.<.hington 

Seattle: Wa,h i n gton Stale COll vent iol] 
Cenln. h pill. 

\Vis('oll.<.in 
l\ladison :  ll n i oll South ( 2 2 7  N .  Ran­
d a l l  Ave _ )  on t h e  kmcr !c vl,1 in the 
Copper I !earth 
M i l waukee: Tbe 
Ave. 

1 50-l rh Nllrth 

A l i meC'l i ngs t;lke place 011 the l i r�t  Friday u r the lIlonth. U n less  otherw i �c noted, they start at .") pm l ocal  t i mc ,  

To start a lIlcct i n g  i n  your c i t y, l e a v c  a me�sage & p h o n e  nU l1l ncr at ( 63 1 )  7 .") 1 -26()()  or s e n d  e i ll a i  I to tlleet ings(gl 2.600.colll , 
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