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Preface

This book has been written with a view to helping you learn the fundamentals of Linux
character device driver development in a practical, hands-on fashion, along with the
necessary theoretical background to give you a well-rounded view of this vast and
interesting topic area. To do the topics justice, that book's scope is deliberately kept limited
to (mostly) learning how to write misc class character device drivers on the Linux OS. This
way, you will be able to deeply imbibe the fundamental and necessary driver author skills
to then be able to tackle different kinds of Linux driver projects with relative ease.

The focus is on hands-on driver development via the powerful Loadable Kernel

Module (LKM) framework; the majority of kernel driver development is done in this
manner. The focus is kept on working hands-on with driver code, understanding at a
sufficiently deep level the internals wherever required, and keeping security in mind.

A recommendation we can't make strongly enough: to really learn and understand the
details well, it's really best that you first read and understand this book's

companion, Linux Kernel Programming. It covers various key areas — building the kernel
from source, writing kernel modules via the LKM framework, kernel internals including
kernel architecture, the memory system, memory alloc/dealloc APIs, CPU scheduling, and
more. The combination of the two books will give you a sure and deep edge.

This book wastes no time — the first chapter has you learning the details of the Linux driver
framework and how to write a simple yet complete misc class character device driver. Next,
you learn how to do something very necessary: efficiently interfacing your driver with user
space processes using various technologies (some of which help as debug/diagnostic aids as
well!). Understanding, and working with, hardware (peripheral chip) I/O memory is then
covered. Detailed coverage of handling hardware interrupts follows. This includes learning
and using several modern driver techniques — using threaded IRQs, leveraging resource-
managed APIs for drivers, I/O resource allocation, and so on. It covers what top/bottom
halves are, working with tasklets and softirqs, and measuring interrupt latencies. Kernel
mechanisms you will typically work with — using kernel timers, setting up delays, creating
and managing kernel threads and workqueues — are covered next.

The remaining two chapters of this book delve into a relatively complex yet critical-to-
understand topic for the modern pro-level driver or kernel developer: understanding and
working with kernel synchronization.
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The book uses the latest, at the time of writing, 5.4 Long Term Support (LTS) Linux kernel.
It's a kernel that will be maintained (both bug and security fixes) from November 2019 right
through December 2025! This is a key point, ensuring that this book's content remains
current and valid for years to come!

We very much believe in a hands-on empirical approach: over 20 kernel modules (besides a
few user apps and shell scripts) on this book's GitHub repository make the learning come
alive, making it fun, interesting, and useful.

We really hope you learn from and enjoy this book. Happy reading!

Who this book is for

This book is primarily for Linux programmers beginning to find their way with device
driver development. Linux device driver developers looking to overcome frequent and
common kernel/driver development issues, as well as understanding and learning to
perform common driver tasks — the modern Linux Device Model (LDM) framework, user-
kernel interfaces, performing peripheral I/O, handling hardware interrupts, dealing with
concurrency, and more — will benefit from this book. A basic understanding of Linux kernel
internals (and common APIs), kernel module development, and C programming is
required.

What this book covers

Chapter 1, Writing a Simple misc Character Device Driver, first goes through the very basics —
what a driver is supposed to do, the device namespace, the sysfs, and basic tenets of

the LDM. We then delve into the details of writing a simple character device driver; along
the way, you will learn about the framework — in effect, the internal implementation of the
"if it's not a process, it's a file" philosophy/architecture! You'll learn how to implement a
misc class character device driver with various methods; several code examples help
harden the concepts. Basic copying of data between the user-kernel space and vice versa is
covered. Also covered are key security concerns and how to address them (in this context);
a "bad" driver giving rise to a privilege escalation issue is actually demonstrated!

Chapter 2, User-Kernel Communication Pathways, covers how to communicate between the
kernel and the user space, which is critical to you, as a kernel module/driver author. Here,
you'll learn about various communication interfaces, or pathways. This is an important
aspect of writing kernel/driver code. Several techniques are employed: communication via
traditional procfs, the better way for drivers via sysfs, and several others, via debugfs,
netlink sockets, and the ioctl(2) system call.

[2]
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Chapter 3, Working with Hardware I/O Memory, covers a key aspect of driver writing — the
issue with (and the solution to) accessing hardware memory (mapped memory 1/O) from a
peripheral device or chip. We cover using the common memory-mapped I/O (MMIO)
technique as well as the (typically on x86) port I/O (PIO) techniques for hardware I/O
memory access and manipulation. Several examples from existing kernel drivers are shown
as well.

Chapter 4, Handling Hardware Interrupts, shows how to handle and work with hardware
interrupts in great detail. We start with a brief on how the kernel works with hardware
interrupts, then move on to how you're expected to "allocate”" an IRQ line (covering modern
resource-managed APIs), and how to correctly implement the interrupt handler routine.
The modern approach of using threaded handlers (and the why of it), the Non-Maskable
Interrupt (NMI), and more, are then covered. The reasons for and using both "top half" and
"bottom half" interrupt mechanisms (hardirg, tasklet, and softirgs) in code, as well as key
information regarding the dos and don'ts of hardware interrupt handling are covered.
Measuring interrupt latencies with the modern [e]BPF toolset, as well as with Ftrace,
concludes this key chapter.

Chapter 5, Working with Kernel Timers, Threads, and Workqueues, covers how to use some
useful (and often employed by drivers) kernel mechanisms — delays, timers, kernel threads,
and workqueues. They come in handy in many real-world situations. How to perform both
blocking and non-blocking delays (as the situation warrants), setting up and using kernel
timers, creating and working with kernel threads, and understanding and using kernel
workqueues are all covered here. Several example modules, including three versions of

a simple encrypt decrypt (sed) example driver, serve to illustrate the concepts learned in
code.

Chapter 6, Kernel Synchronization — Part 1, first covers the key concepts regarding critical
sections, atomicity, what a lock conceptually achieves, and, very importantly, the why of all
this. We then cover concurrency concerns when working within the Linux kernel; this
moves us naturally on to important locking guidelines, what deadlock means, and key
approaches to preventing deadlock. Two of the most popular kernel locking technologies —
the mutex lock and the spinlock — are then discussed in depth, along with several (driver)
code examples.

[3]
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Chapter 7, Kernel Synchronization — Part 2, continues the journey on kernel synchronization.
Here, you'll learn about key locking optimizations — using lightweight atomic and (the
more recent) refcount operators to safely operate on integers, using RMW bit operators to
safely perform bit ops, and using the reader-writer spinlock over the regular one. Inherent
risks, such as cache "false sharing," are discussed as well. An overview of lock-free
programming techniques (with an emphasis on per-CPU variables and their usage, along
with examples) is then covered. A critical topic, lock debugging techniques, including the
usage of the kernel's powerful lockdep lock validator, is then covered. The chapter is
rounded off with a brief look at memory barriers (along with an existing kernel network
driver's usage of memory barriers).

We again stress that this book is for kernel programmers who are new to writing device
drivers; several Linux driver topics are beyond this book's scope and are not covered. This
includes other types of device drivers (besides character), working with the device tree, and
so on. Packt offers other valuable guides to help you gain traction on these topic areas. This
book would be an excellent start.

To get the most out of this book

To get the most out of this book, we expect you to have knowledge and experience of the
following;:

¢ Know your way around a Linux system, on the command line (the shell).
e The C programming language.

¢ Know how to write simple kernel modules via the Loadable Kernel Module
(LKM) framework

e Understand (at least the basics) of key Linux kernel internals concepts: kernel
architecture, memory management (plus common dynamic memory alloc/de-
alloc APIs), and CPU scheduling.

e It's not mandatory, but experience with Linux kernel programming concepts and
technologies will help greatly.

Ideally, we highly recommend reading this book's companion, Linux Kernel
Programming, first.

[4]
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The details on hardware and software requirements for this book, as well as their

installation, are shown here:

Chapter|Software required Free / Download links to ([Hardware 0S
number (with version) proprietary|the software specifications required
A recent Linux .
distribution; we use iﬁﬁiﬁ'}fpﬁtﬁg&
Ubuntu 18.04 LTS (as Ubuntu PC or laptop Linux VM
well as Fedora 31/ (desktop): https://|equipped with 4 GB  |on a
Ubuntu 20.04 LTS); ubuntu.com/ ‘s ;
) RAM (minimally; the [Windows
All any of these will be Free (open download/desktop more the better), 25 host
suitable. Recommend PE | O racle . y
chapters . : source) . GB free disk space,  |-OR-
you install the Linux VirtualBox: nttps:/|\ 42 o00d internet  |Linux as a
OS as a virtual /www.virtualbox. 8¢ deal
machine (VM), using org/wiki/ COl’lljleCthI‘I. stand-alone
Oracle VirtualBox 6.x Downloads Optional: we also use 10S
(or later) as the the Raspberry Pi 3B+
. as a test bed.
hypervisor

Detailed installation steps (software-wise):

1. Install Linux as a VM on a host Windows system; follow one of these tutorials:
e Install Linux Inside Windows Using VirtualBox, Abhishek Prakash (It's

FOSS!, August 2019): https://itsfoss.com/install-linux-in-
virtualbox/

e Alternately, here's another tutorial to help you do the same: Install

Ubuntu on Oracle VirtualBox : https://brb.nci.nih.gov/seqgtools/
installUbuntu.html

[5]
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2. Install the required software packages on the Linux VM:
1. Log in to your Linux guest VM and first run the following
commands within a Terminal window (on a shell):

sudo apt update
sudo apt install gcc make perl

2. Install the Oracle VirtualBox Guest Additions now. Reference: How to
Install VirtualBox Guest Additions in Ubuntu: https://www.tecmint .
com/install-virtualbox—-guest-additions—in-ubuntu/

(This step only applies if you are running Ubuntu as a VM using
Oracle VirtualBox as the hypervisor app.)

3. To install the packages, take the following steps:

1.

2.

3. Useful resources:

Within the Ubuntu VM, first run the sudo apt update
command

Now, run the sudo apt install git fakeroot build-
essential tar ncurses-dev tar xz-utils libssl-
dev bc stress python3-distutils libelf-dev
linux-headers-$ (uname -r) bison flex
libncursesb5-dev util-linux net-tools linux-
tools-$ (uname -r) exuberant-ctags cscope
sysfsutils curl perf-tools—unstable gnuplot rt-
tests indent tree pstree smem hwloc bpfcc-tools
sparse flawfinder cppcheck tuna hexdump trace-—
cmd virt-what command in a single line.

e The Linux kernel official online documentation: https://www.kernel.
org/doc/html/latest/.

e The Linux Driver Verification (LDV) project, particularly the Online
Linux Driver Verification Service page: http://linuxtesting.org/ldv/
online?action=rules.

e SEALS - Simple Embedded ARM Linux System: https://github.com/

kaiwan/seals/.

e Every chapter of this book has a very useful Further reading section as
well, detailing more resources.

4. Detailed instructions, as well as additional useful projects, installing a cross-
toolchain for ARM, and more, are described in Chapter 1, Kernel Workspace
Setup, of this book's companion guide, Linux Kernel Programming, Kaiwan N
Billimoria, Packt Publishing.
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Preface

We have tested all the code in this book (it has its own GitHub repository as well) on these
platforms:

e x86_64 Ubuntu 18.04 LTS guest OS (running on Oracle VirtualBox 6.1)
e x86_64 Ubuntu 20.04.1 LTS guest OS (running on Oracle VirtualBox 6.1)
e x86_64 Ubuntu 20.04.1 LTS native OS

e ARM Raspberry Pi 3B+ (running both its distro kernel as well as our custom 5.4
kernel); lightly tested.

If you are using the digital version of this book, we advise you to type the code yourself
or, better, access the code via the GitHub repository (link available in the next section).
Doing so will help you avoid any potential errors related to the copying and pasting of
code.

For this book, we'll log in as the user named 11kd. I strongly recommend that you follow
the empirical approach: not taking anyone’s word on anything at all, but trying it out and
experiencing it for yourself. Hence, this book gives you many hands-on experiments and
kernel driver code examples that you can and must try out yourself; this will greatly aid
you in making real progress and deeply learning and understanding various aspects of
Linux driver/kernel development.

Download the example code files

You can download the example code files for this book from GitHub at https://github.
com/PacktPublishing/Linux-Kernel-Programming-Part-2. In case there's an update to the
code, it will be updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available
at https://github.com/PacktPublishing/. Check them out!

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: http://www.packtpub.com/sites/default/files/
downloads/9781801079518_ColorImages.pdf.
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Preface

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "The ioremap () APIreturns a KVA of the void * type (since it's an address
location)."

A block of code is set as follows:

static int _ _init miscdrv_init (void)

{
int ret;
struct device *dev;

When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:

#define pr_fmt (fmt) "%$s:%s(): " fmt, KBUILD_MODNAME, _ func___
[...]

#include <linux/miscdevice.h>
#include <linux/fs.h>

[...]
Any command-line input or output is written as follows:
piQRraspberrypi:~ $ sudo cat /proc/iomem

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Select System info from the Administration panel.”

Warnings or important notes appear like this.

Tips and tricks appear like this.

[8]



Preface

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/support/errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt .com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please
Visit authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt .com.
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Section 1: Character Device

Driver Basics

Here, we'll cover what a device driver is, namespaces, Linux Device Model (LDM) basics,
and the character device driver framework. We'll implement simple misc drivers
(leveraging the kernel's misc framework). We'll set up communication between the user
and kernel spaces (via various interfaces, such as debugfs, sysfs, netlink sockets, and
ioct1l). You will learn how to work with hardware I/O memory on a peripheral chip, as
well as understanding and working with hardware interrupts. You'll also learn how to use
kernel features such as kernel-level timers, create kernel threads, and use workqueues.

This section comprises the following chapters:

Chapter
Chapter
Chapter
Chapter
Chapter

1, Writing a Simple misc Character Device Driver

2, User-Kernel Communication Pathways

3, Working with Hardware I/O Memory

4, Handling Hardware Interrupts

5, Working with Kernel Timers, Threads, and Workqueues



Writing a Simple misc
Character Device Driver

No doubt, device drivers are a vast and interesting topic. Not only that, they are perhaps
the most common use of the Loadable Kernel Module (LKM) framework that we have
been using. Here, we shall introduce you to writing a few simple yet complete Linux
character device drivers, within a class called misc; yes, that's short for miscellaneous. We
wish to emphasize that this chapter is limited in its scope and coverage - here, we do not
attempt to delve into the deep details regarding the Linux driver model and its many
frameworks; instead, we refer you to several excellent books and tutorials on this topic via
the Further reading section for this chapter. Our aim here is to quickly get you familiar with
the overall concepts behind writing a simple character device driver.

Having said that, this book indeed has several chapters that are dedicated to what a driver
author needs to know. Besides this introductory chapter, we cover (in detail) how a driver
author works with hardware I/O memory, hardware interrupt handling (and its many sub-
topics), and kernel mechanisms such as delays, timers, kernel threads, and work queues.
Use of various user-kernel communication pathways or interfaces is covered in detail as
well. The final two chapters of this book then focus on something very important for any
kernel development, including drivers — kernel synchronization.



Writing a Simple misc Character Device Driver Chapter 1

The other reasons we'd prefer to write a simple Linux character device driver and not just our
"usual" kernel module are as follows:

¢ Until now, our kernel modules have been quite simplistic, having
only init and cleanup functions, nothing more. A device driver
provides several entry points into the kernel; these are the file-related system
calls, known as the driver’s methods. So, we can have an open () method,
a read () method, awrite () method, an 11seek () method,
an [unlocked|compat]_ioctl () method, a release () method, and so on.

FYT, all possible "methods" (functions) the driver author can hook into are
in this key kernel data

structure: include/linux/fs.h:file_operations (more on this in the
Understanding the connection between the process, the driver, and the

kernel section).

e This situation is simply more realistic, and more interesting.
In this chapter, we will cover the following topics:

¢ Getting started with writing a simple misc character device driver
¢ Copying data from kernel to user space and vice versa

¢ A misc driver with a secret

e Issues and security concerns

Technical requirements

I assume that you have gone through the Preface section To get the most out of this book, and
have appropriately prepared a guest VM running Ubuntu 18.04 LTS (or a later stable
release) and installed all the required packages. If not, I highly recommend you do this
first. To get the most out of this book, I strongly recommend you first set up the
workspace environment, including cloning this book's GitHub repository for the code, and
work on it in a hands-on fashion. The repository can be found

here: nttps://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2.
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Getting started with writing a simple misc
character device driver

In this section, you will first learn the required background material — understanding the
basics of the device file (or node) and its hierarchy. After that, you will learn — by actually
writing the code of a very simple misc character driver — the kernel framework behind the
raw character device driver. Along the way, we shall cover how to create the device node(s)
and test the driver via a user space app. Let's get started!

Understanding the device basics

Some quick background is in order.

A device driver is the interface between the OS and a peripheral hardware device. It can be
written inline — that is, compiled within the kernel image file — or, more commonly, written
outside of the kernel source tree as a kernel module (we covered the LKM framework in
detail in the companion guide Linux Kernel Programming, Chapter 4, Writing Your First Kernel
Module — LKMs Part 1, and Chapter 5, Writing Your First Kernel Module — LKMs Part 2). Either
way, the driver code certainly runs at OS privilege, in kernel space (user space device
drivers do exist, but can suffer performance issues; while useful in many circumstances, we
don't cover them here. Take a look at the Further reading section).

In order for a user space application to gain access to the underlying device driver within
the kernel, some I/O mechanism is required. The Unix (and thus Linux) design is to have
the process open a special type of file — a device file, or device node. These files typically
live in the /dev directory, and on modern systems are dynamic and auto-populated. The
device node serves as an entry point into the device driver.

In order for the kernel to distinguish between device files, it uses two attributes within their
inode data structure:

e The type of file — either character (char) or block
¢ The major and minor number

[13]
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You will see that the namespace — the device type and the {major#, minor#} pair-form
a hierarchy. Devices (and thus their drivers) are organized within a tree-like hierarchy
within the kernel (the driver core code within the kernel takes care of this). The hierarchy is
first divided based on device type — block or char. Within that, we have some n major
numbers for each type, and each major number is further classified via some m minor
numbers; Figure 1.1 shows this hierarchy.

Now, the key difference between block and character devices is that block devices have the
(kernel-level) capability to be mounted and thus become part of the user-accessible
filesystem. Character devices cannot be mounted; thus, storage devices tend to be block-
based. Think of it this way (a bit simplistic but useful): if the (hardware) device is not
storage, nor a network device, then it's a character device. A huge number of devices fall
into the 'character’ class, including your typical I2C/SPI (Inter Integrated Circuit / Serial
Peripheral Interface) sensor chips (temperature, pressure, humidity, and so on),
touchscreens, Real-Time Clock (RTC), media (video, camera, audio), keyboards, mice, and
so on. USB forms a class within the kernel for infrastructure support. USB devices can be
block devices (pen drives, USB disks), character devices (mice, keyboard, camera) or
network (USB dongles) devices.

From 2.6 Linux onward, the {major:minor} pair is a single unsigned 32-bit quantity
within the inode, a bitmask (it's the dev_t i_rdev member). Of these 32 bits, the MSB 12
bits represent the major number and the remaining LSB 20 bits represent the minor
number. A quick calculation shows that there can therefore be up to 2" = 4,096 major
numbers and 2%, which is one million, minor numbers per major number. So, glance at
Figure 1.1; within the block hierarchy, there are a possible 4,096 majors, each of which can
have up to 1 million minors. Similarly, within the character hierarchy, there are a possible
4,096 majors, each of which can have up to 1 million minors:

Device Namespace

Block|devices Character|devices
0 1 2 [...] 4095 e major numMbers - » 0 1 2 [...] 4095
0 1 [..] 1048575 0 1 [..] 1048575 0 1 [..] 1048575 0 1 [..] 1048575
.. e 4
" minor bers "
Figure 1.1 — The device namespace or hierarchy
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You may be wondering: what exactly does this major:minor number pair really mean? Think
of the major number as representing the class of the device (is it a SCSI disk, a keyboard, a
teletype terminal (tty) or pseudo-terminal (pty) device, a loopback device (yes, these are
pseudo-hardware devices), a joystick, a tape device, a framebuffer, a sensor chip, a
touchscreen, and so on?). There's indeed an enormous range of devices; to get a sense of
just how many, we urge you to check out the kernel documentation here: https://www.
kernel.org/doc/Documentation/admin-guide/devices.txt (it's literally the official
registry of all available devices for the Linux OS. It's formally called the LANANA - the
Linux Assigned Names And Numbers Authority! Only these folks can officially assign the
device node — the type and major:minor numbers — to devices).

The minor number's meaning (interpretation) is left completely to the driver author; the
kernel does not interfere. Typically, the driver interprets the device's minor number to
represent either a physical or logical instance of the device, or to represent a certain
functionality. (For example, the Small Computer System Interface (SCSI) driver — of
type block, major #8 — uses minor numbers to represent logical disk partitions for up to 16
disks. On the other hand, character major #119 is used by VMware's virtual network
control driver. Here, the minors are interpreted as the first virtual network, second virtual
network, and so on.) Similarly, all drivers themselves assign meaning to their minor
numbers. But every good rule has an exception. Here, the exception to the rule - that the
kernel doesn't interpret the minor number — is the misc class (type character, major #10). It
uses the minor numbers as second-level majors. This will be covered in the following
section.

A common problem is that of the namespace getting exhausted. A decision taken years
back "collects" various miscellaneous character devices - a lot of mice (no, not of the animal
kingdom variety), sensors, touchscreens, and so on - into one class called the misc or
'miscellaneous' class, which is assigned character major number 10. Within the misc class
live a lot of devices and their corresponding drivers. In effect, they share the same major
number and rely on a unique minor number to identify themselves. We shall write a few
drivers using precisely this class and leveraging the kernel's 'misc' framework.

[15]
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Many devices have already been assigned via the LANANA (Linux Assigned Names And
Numbers Authority) into the misc character device class. Figure 1.2 shows a partial
screenshot from https://www.kernel.org/doc/Documentation/admin-guide/devices.txt
showing the first few misc devices, their assigned minor numbers, and a brief description.
Do see the reference link for the full list:

18 char Non-serial mice, misc features
@ = /dev/logibm Logitech bus mouse
1 = /dev/psaux PS/2-style mouse port
2 = /dev/inportbm Microsoft Inport bus mouse
3 = /dev/atibm ATI XL bus mouse
4 = /dev/jbm J-mouse
4 = /dev/amigamouse Amiga mouse (68k/Amiga)
5 = /dev/atarimouse  Atari mouse
6 = /dev/sunmouse Sun mouse
7 = /dev/amigamousel Second Amiga mouse
8 = /dev/smouse Simple serial mouse driver
9 = /dev/pcll@pad IBM PC-110 digitizer pad
10 = /dev/adbmouse Apple Desktop Bus mouse
11 = /dev/vrtpanel Vr4lxx embedded touch panel
13 = /dev/vpcmouse Connectix Virtual PC Mouse
14 = /dev/touchscreen/ucblx@@ UCB 1x@@ touchscreen
15 = /dev/touchscreen/mk712 MK712 touchscreen
128 = /dev/beep Fancy beep device
129 =
130 = /dev/watchdog Watchdog timer port
131 = /dev/temperature Machine internal temperature
132 = /dev/hwtrap Hardware fault trap
133 = /dev/exttrp External device trap
134 = /dev/apm_bios Advanced Power Management BIOS
135 = /dev/rtc Real Time Clock
137 = /dev/vhci Bluetooth wvirtual HCI driver
139 = /dev/openprom SPARC OpenBoot PROM
140 = /dev/relay8 Berkshire Products Octal relay card
141 = /dev/relayl6 Berkshire Products IS0-16 relay card
142 =
143 = /dev/pciconf PCI configuration space
144 = /dev/nvram MNon-volatile configuration RAM

Figure 1.2 — Partial screenshot of misc devices: char type, major # 10

In Figure 1.2, the leftmost column has 10 char, specifying that it's assigned major # 10
under the character type of the device hierarchy (Figure 1.1). The columns to the right are in
the form minor# = /dev/<foo> <description>; quite obviously, this is the minor
number assigned followed by (after the = sign) the device node and a one-line description.
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A quick note on the Linux Device Model

Without going into great detail, a quick overview of the modern unified Linux Device
Model (LDM) is important. Modern Linux, from the 2.6 kernel onward, has a fantastic
feature, the LDM, which achieves many goals to do with the system and the devices on it in
one broad and bold stroke. Among its many features, it creates a complex hierarchical tree
unifying system components, all peripheral devices, and their drivers. This very tree is
exposed to user space via the sysfs pseudo-filesystem (analogous to how procfs exposes
some kernel and process/thread internal details to user space) and is typically mounted
under /sys. Within /sys, you will find several directories — you can consider them to be
"viewports" into the LDM. On our x86_64 Ubuntu VM, we show the sysfs filesystem
mounted under /sys:

$ mount | grep -w sysfs
sysfs on /sys type sysfs (rw,nosuid,nodev,noexec, relatime)

Furthermore, take a peek inside:

$ 1s -F /sys/
block/ bus/ class/ dev/ devices/ firmware/ fs/ hypervisor/ kernel/ module/
power/

Think of these directories as viewports into the LDM - different ways of viewing the
devices on the system. Of course, as things evolve, more tends to get in than get out (the
bloat aspect!). Several non-obvious directories have now made their way in here. Though
(as with procfs) sysfs is officially documented as an Application Binary Interface (ABI)
interface, that's subject to change/deprecation at any time; the reality is that this system is
there to stay — and evolve, of course — over time.

The LDM, a bit simplistically, can be thought of as having — and tying together — these
major components:

e The buses on the system.
e The devices on them.
e The device drivers that drive the devices (also often referred to as client drivers).

[17]
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A fundamental LDM tenet is that every single device must reside on a bus. This might seem
obvious: USB devices will be on the USB bus, PCI devices on the PCI bus, I12C devices on
the I12C bus, and so on. Thus, under the /sys/bus hierarchy, you will be able to literally
"see" all the devices via the buses that they reside on:

~ $ 1s -F /sys/bus/

ac97/ edac/ ishtp/ mmc/ platform/ spi/ xen/

acpi/ eisa/ machinecheck/ nd/ pnp/ thunderbolt/ xen-backend/
cec/ event_source/ mdio_bus/ node/ rapidio/ typec/

clockevents/ gpio/ media/ nvmem/ scsi/ ush/

clocksource/ hdaudio/ mei/ parport/ sdio/ virtio/

container/ hid/ memory/ pei/ serial/ vme/

cpu/ iz2c/ memstick/ pci-epf/ serio/ wmi/

dax/ isa/ mipi-dsi/ pci_express/ snd_seq/ workqueue/

- $

Figure 1.3 — The different buses or bus driver infrastructure on modern Linux (on an x86_64)

The kernel's driver core provides bus drivers (that are (typically) either part of the kernel
image itself or auto-loaded at boot as required), which, of course, makes the buses do their
job. What is their job? Critically, they organize and recognize the devices on them. If a new
device surfaces (perhaps you plugged in a pen drive), the USB bus driver will recognize the
fact and bind it to its (USB mass storage) device driver! Once successfully bound (many
terms are used to describe this: bound, enumerated, discovered), the kernel driver
framework invokes the registered probe () method (function) of the driver. This probe
method now sets up the device, allocating resources, IRQs, memory setup, registering it as
required, and so on.

Another key aspect to understand regarding the LDM is that the modern LDM-based
driver should typically do the following;:

¢ Register itself to a (specialized) kernel framework.
¢ Register itself to a bus.

The kernel framework it registers itself to depends on the type of device you are working
with; for example, a driver for an RTC chip that resides on the I12C bus will register itself to
the kernel's RTC framework (via the rtc_register_device () API)and to the I2C bus
(internally via the i2c_register_driver () API). On the other hand, a driver for a
network adapter (a NIC) on the PCI bus will typically register itself to the kernel's network
infrastructure (via the register_netdev () API) and the PCI bus (via

the pci_register_driver () API). Registering with a specialized kernel framework
makes your job as a driver author a lot easier — the kernel will often provide helper routines
(and even data structures) to take care of I/O details, and so on. For example, take the
previously mentioned RTC chip driver.

[18]
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You needn't know the details of how to communicate with the chip over the I12C bus, bit
banging out data on the Serial Clock (SCL)/Serial Data (SDA) lines as the 12C protocol
demands. The kernel I12C bus framework provides you with convenience routines (such as
the typically used i2c_smbus_* () APIs) that let you quite effortlessly communicate over
the bus to the chip in question!

If you're wondering how to get more information on these driver APIs,
here's the good news: the official kernel documentation has plenty to
offer. Do look up The Linux driver implementer’s API guide here: https://
www.kernel.org/doc/html/latest/driver—api/index.html.

(We do show some examples of the probe () method of a driver in the following two
chapters; until then, patience, please.) Conversely, when the device is detached from the
bus or the kernel module is unloaded (or the system is shutting down), the detach causes
the driver's remove () (or disconnect () ) method to be invoked. Between these, the work
of the device via its drivers (both bus and client) is carried out!

Please note that we are glossing over a lot of the inner details here, as they are beyond the
scope of this book. The point is to give you a conceptual understanding of the LDM. Do
refer to the articles and links in the Further reading section for more detailed information.

Here, we wish to keep our driver coverage very simple and minimal, focusing more on the
underlying basics. Hence we have chosen to write a driver that uses perhaps the simplest
kernel framework — the misc or miscellaneous kernel framework. In this case, the driver
doesn't even need to explicitly register with any bus (driver). In fact, it's more like this: our
driver works directly on the hardware without the need for any particular bus infrastructure
support.
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In our particular example using the misc kernel framework, since we
don't explicitly register with any bus (driver), we don't even require

the probe () /remove () methods. This keeps things simple. On the other
hand, once you have understood this simplest of drivers, I encourage you
to go further and look at writing device drivers with the typical kernel
framework registration plus bus driver registration, thus employing

the probe () /remove () methods. A good way to get started is to learn
how to write a simple platform driver, registering it with the

kernel's misc framework and the platform bus, a pseudo-bus
infrastructure that supports devices that do not physically reside on any
physical bus (this is more common than you might at first imagine;
several peripherals built into a modern System on Chip (SoC) are not on
any physical bus, and thus their drivers are typically platform drivers). To
get started, look under the kernel source tree in drivers/ for code
invoking the platform_driver_register () APL The official kernel

documentation here covers platform devices and drivers: https://www.
kernel.org/doc/html/latest/driver—-api/driver-model/platform.

html#platform-devices—-and-drivers.

As additional help, note the following:

- Do refer to chapter 2, User-Kernel Communication Pathways, particularly
the Creating a simple platform device and Platform devices sections.

- An exercise (see the Questions section) for this chapter is to write such a
driver. I have provided a sample (and very simple) implementation

here: solutions_to_assgn/chl2/misc_plat/.

We do, however, require the kernel's misc framework support, and thus we register
ourselves with it. Next, it's also key to understand this: our driver is a logical one, in the
sense that there's no actual physical device or chip that it's driving. This is quite often the
case (of course, you could say that here, the hardware being worked upon is RAM).

So, if we are to write a Linux character device driver belonging to this misc class, we will
first need to register ourselves to it. Next, we will be in need of a unique (unused) minor
number. Again, there is a way to have the kernel dynamically assign a free minor number
to us. The following section covers these aspects and more.
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Writing the misc driver code - part 1

Without further ado, let's look at the code to write a simple skeleton character misc device
driver! (Well, snippets of the actual code; as always, I strongly advise you to git
clone the book's GitHub repository, view it in detail, and try out the code yourself.)

Let's go through it step by step: in the init code of our first device driver (using the LKM
framework), we must first register our driver with the appropriate Linux kernel's
framework; in this case, with the misc framework. This is done via

themisc_register () APL It takes one parameter, a pointer to a data structure of

type miscdevice, which describes the miscellaneous device we are setting up:

// chl/miscdrv/miscdrv.c

#define pr_fmt (fmt) "%$s:%s(): " fmt, KBUILD_MODNAME, _ func___

[...]

#include <linux/miscdevice.h>

#include <linux/fs.h> /* the fops, file data structures */

[...]

static struct miscdevice 1llkd_miscdev = {
.minor = MISC_DYNAMIC_MINOR, /* kernel dynamically assigns a free
minor# */
.name = "1llkd_miscdrv", /* when misc_register () is invoked, the
kernel
* will auto-create a device file as /dev/llkd_miscdrv ;
* also populated within /sys/class/misc/ and
/sys/devices/virtual/misc/ */

.mode = 0666, /* ... dev node perms set as specified here */
.fops = &llkd_misc_fops, /* connect to this driver's 'functionality' */
bi
static int __ _init miscdrv_init (void)
{
int ret;

struct device *dev;

ret = misc_register (&llkd_miscdev);

if (ret != 0) {
pr_notice("misc device registration failed, aborting\n");
return ret;
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In the miscdevice structure instance, we do the following:

1. We set the minor field to MISC_DYNAMIC_MINOR. This has the effect of
requesting the kernel to dynamically assign us an available minor number (once
registration is successful, this minor field gets populated with the actual minor
number assigned).

2. We initialize the name field. On successful registration, this has the kernel
framework automatically create a device node (of the form /dev/<name>) on our
behalf! As expected, the type will be character, the major number will be 10, and
the minor number will be a dynamically assigned value. This is (part of) the
advantage of using a kernel framework; else, we might have had to devise a way
to create the device node ourselves; by the way, the mknod (1) utility can create a
device file when invoked with root privilege (or you have the CAP_MKNOD
capability); it works by invoking the mknod (2) system call!

3. The permissions of the device node will be set to whatever you initialize the
mode field to (here, we've deliberately kept it permissive and readable-writeable
by all via the 0666 octal value).

4. We shall postpone the discussion of the file operations (fops) structure member
to the section following this one.

All misc drivers are of the character type and use the same major number (10), but of
course require unique minor numbers.

Understanding the connection between the process,
the driver, and the kernel

Here, we will delve into just a bit of the kernel internals surrounding the successful
registration of a character device driver on Linux. In effect, you will come to understand the
workings of the underlying raw character driver framework.

The file_operations structure, or the fops (pronounced eff-opps), as it's commonly
referred to, is of critical importance to driver authors; the majority of the members of

the fops structure are function pointers — think of them as virtual methods. They represent
all possible file-related system calls that could be issued on a (device) file. So, it

has open, read, write, poll, mmap, release, and several more members (most of which
are function pointers). A few of the members of this critical data structure are shown here:

// include/linux/fs.h
struct file_operations {
struct module *owner;

[22]
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loff_t (*llseek) (struct file *, loff_t, int);
ssize_t (*read) (struct file *, char _ user *, size_t, loff_t *);
ssize_t (*write) (struct file *, const char _ user *, size_t, loff_t

[...]
__poll_t (*poll) (struct file *, struct poll_table_struct *);

long (*unlocked_ioctl) (struct file *, unsigned int, unsigned long);
long (*compat_ioctl) (struct file *, unsigned int, unsigned long);
int (*mmap) (struct file *, struct vm_area_struct *);

unsigned long mmap_supported_flags;

int (*open) (struct inode *, struct file *);

int (*flush) (struct file *, fl_owner_t id);

int (*release) (struct inode *, struct file *);

[...]
int (*fadvise) (struct file *, loff_t, loff_t, int);
} __randomize_layout;

A key job of the driver author (or the underlying kernel framework) is to populate these
function pointers, thus linking them to actual code within the driver. You needn't
implement every single function, of course; please refer to the Handling unsupported
methods section for details.

Now, let's assume you have written your driver to set up functions for some of the £_op
methods. Once your driver is registered with the kernel, typically via a kernel

framework, when any user space process (or thread) opens a device file registered to this
driver, the kernel Virtual Filesystem Switch (VES) layer will take over. Without going into
deep detail, suffice it to say that the VFS allocates and initializes that process's open

file data structure (struct file) for the device file. Now, recall the last line in our struct
miscdevice initialization; it's this:

.fops = &llkd_misc_fops, /* connect to this driver's 'functionality' */

This line of code has a key effect: it ties the process's file operations pointer (which is within
the process' open file structure) to the device driver's file operations structure.
The functionality —what the driver will do —is now set up for this device file!
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Let's flesh this out. Now (after your driver has initialized itself), a user-mode process opens
your driver's device file, by issuing the open (2) system call on it. Assuming all goes well
(and it should), the process is now connected to your driver via the file_operations
structure pointers deep inside the kernel. Here's a critical point: after the open (2) system
call returns successfully, and the process issues any file-related system call foo () on that
(device) file, the kernel VFS layer will, be having in an object-oriented fashion (we have
pointed this out before in this book!), blindly and trustingly invoke the

registered fops—>foo () method! The file opened by the user space process, typically a
device file in /dev, is internally represented by the st ruct file metadata structure (a
pointer to this, struct file *filp, is passed along to the driver). So, in terms of pseudo-
code, when user space issues a file-related system call foo (), this is what the kernel VFS
layer effectively does:

/* pseudocode: kernel VFS layer (not the driver) */
if (filp->f_op->foo)

filp->f_op->foo(); /* invoke the 'registered' driver method
corresponding to 'foo()' */

Thus, if the user space process that opened a device file invokes the read (2) system call
upon it, the kernel VFS will invoke £ilp->f_op->read(...), in effect, redirecting control
to the device driver. Your job as the device driver author is to provide the functionality of
read (2)! The same goes for all other file-related system calls. This, essentially, is how Unix
and Linux implement the well-known if it's not a process, it's a file design principle.

Handling unsupported methods

You don't have to populate every member of the £_ops structure, only those that your
driver supports. If that's the case, and you have populated a few methods but left out, say,
the pol11l method, and a user space process invokes poll (2) on your device (perhaps
you've documented the fact that it's not supposed to, but what if it does?), then what will
happen? In cases like this, the kernel VES, detecting that the foo pointer (in this example,
poll)is NULL, returns an appropriate negative integer (in effect, following the same 0/~

E protocol). The glibc code will multiply this by -1 and set the calling

process's errno variable to that value, signaling that the system call failed.
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Two points to be aware of:

¢ Quite often, the negative errno value returned by the VFS isn't very intuitive.
(For example, if you've set the read () function pointer of £_op to NULL, the VFS
causes the EINVAL value to be sent back. This has the user space process think
that read (2) failed because of an "Invalid argument" error, which simply
isn't the case at all!)

e The 1seek (2) system call has the driver seek to a prescribed location in the file —
here, of course, we mean in the device. The kernel deliberately names the £_op
function pointer as 11seek (notice the two '1's). This is simply to remind you
that the return value from 1seek can be a 64-bit (long long) quantity. Now, for
the majority of hardware devices, the 1seek value is not meaningful, thus most
drivers do not need to implement it (unlike filesystems). Now, the issue is this:
even if you do not support 1seek (you've set the 11seek member of £_op to
NULL), it still returns a random positive value, thus causing the user-mode app to
incorrectly conclude that it succeeded. Hence, if you aren't implementing 1seek,
you are to do the following:

1. Explicitly set 11seek to the special no_11seek value, which will cause
a failure value (-ESPIPE; illegal seek) to be returned.

2. In such cases, you are to also invoke the nonseekable_open ()
function in your driver's open () method, specifying that the file is
non-seekable (this is often called like this in the open ()
method: return nonseekable_open (struct inode *inode,
struct file *filp) ;. The details, and more, are covered in the
LWN articles here: https://lwn.net/Articles/97154/. You can see
the changes this wrought to many drivers here: https://lwn.net/
Articles/97180/).

An appropriate value to return if you aren't supporting a function is ~-ENOSYS, which will
have the user-mode process see the error Function not implemented (when itinvokes
the perror (3) or strerror (3) library APIs). This is clear, unambiguous; the user space
developer will now understand that your driver does not support this function. Thus, one
way to implement your driver is to set up pointers to all the file operation methods, and
write a routine for all file-related system calls (the £_op methods) in your driver. For the
ones you do support, write the code; for the ones you do not implement, just return

the value ~ENOSYS. Though a bit painstaking to do, it will result in unambiguous return
values to user space.
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Writing the misc driver code - part 2

Armed with this knowledge, look again at the init code of chl/miscdrv/miscdrv.c.
You will see that, just as described in the previous section, we have initialized the fops
member of the miscdev struct to a file_operations structure, thus setting up the
functionality of the driver. The relevant code snippet (from our driver) is as follows:

static const struct file_operations 1llkd_misc_fops = {
.open = open_miscdrv,
.read = read_miscdrv,
.write = write_miscdrv,
.release = close_miscdrv,
bi
static struct miscdevice llkd_miscdev = {
[ ... ]
.fops = &llkd_misc_fops, /* connect to this driver's

'functionality' */
bi

So, now you can see it: when a user space process (or thread) that has opened our device
file invokes, say, a read (2) system call, the kernel VFES layer will follow the pointers
(generically, filp->f_op->foo ()) and invoke the function, read_miscdrv (), in effect
handing over control to the device driver! How exactly the read method is written is
covered in the next section.

Continuing with the init code of our simple misc driver:

[ ... 1]

/* Retrieve the device pointer for this device */

dev = 1llkd_miscdev.this_device;

pr_info ("LLKD misc driver (major # 10) registered, minor# = %d,"

" dev node is /dev/%s\n", 1llkd_miscdev.minor,

11kd_miscdev.name) ;

dev_info(dev, "sample dev_info(): minor# = %d\n", llkd_miscdev.minor);

return 0; /* success */

}

Our driver retrieves a pointer to the device structure — it's something required by every
driver. Within the misc kernel framework, it's available within the this_device member
of our miscdevice structure.
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Next, pr_info () shows the minor number dynamically obtained. The dev_info () helper
routine is more interesting: as a driver author, you are expected to use these dev_xxx ()
helpers when emitting printk; it will also prefix useful information about the device. The
only difference in syntax between the dev_xxx () and pr_xxx () helpers is that the first
parameter to the former is the pointer to the device structure.

Okay, let's get our hands dirty! We build the driver and insmod it into kernel space (we use
our 1km helper script to do so):

$ ../../1km miscdrv

Version info:

Distro: Ubuntu 20.84.1 LTS
Kernel: 5.4.0-58-generic

[sudo] password for 1lkd:
~--[FAILED]

--- Building : KDIR=/lib/modules/5.4.0-58-generic/build ARCH= CROSS_COMPILE= EXTRA CFLAGS=-DDEBUG ---

make -C /lib/modules/5.4.0-58-generic/build M=/home/1lkd/Learn-Linux-Kernel-Development/chl2/miscdrv medules
make[1]: Entering directory '/fusr/src/linux-headers-5.4.0-58-generic

CC [M] /home/1lkd/Learn-Linux-Kernel-Development/chl2/miscdrv/miscdrv.o

Building modules, stage 2.

MODPOST 1 modules

CC [M] /home/1lkd/Learn-Linux-Kernel-Development/chl2/miscdrv/miscdrv.mod.o

LD [M] /home/1lkd/Learn-Linux-Kernel-Development/chl2/miscdrv/miscdrv.ko
make[1]: Leaving directory '/usr/src/linux-headers-5.4.0-58-generic’

miscdrv 20480 O

dmesg

[ 140.074879] : miscdrv: LLKD misc driver (major # 10) registered, minor# = 56, dev node is
/dev/1lkd_miscdrv

[ 140.075924] : sample dev info(): minor# = 56

$
$ 1s -1 /dev/11kd miscdrv
crw-rw-rw- 1 root root 10, 56 Jan 2 17:23 [EENANUCEEEIIN

$

Figure 1.4 — Screenshot of building and loading our miscdrv.ko skeleton misc driver on an x86_64 Ubuntu VM
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(By the way, as you can see in Figure 1.4, I tried out this misc driver on a more recent
distro: Ubuntu 20.04.1 LTS running the 5.4.0-58-generic kernel.) Notice the two prints
toward the bottom of Figure 1.4; the first is emitted via the pr_info () (prefixed with the
pr_fmt () macro content, as explained in the companion guide Linux Kernel Programming -
Chapter 4, Writing Your First Kernel Module - LKMs Part 1 section Standardizing printk output
via the pr_fmt macro). The second print is emitted via the dev_info () helper routine —it's
prefixed with the words misc 11kd_miscdrv, indicating that it originated from the
kernel's misc framework, and specifically from the 11kd_miscdrv device!
(The dev_xxx () routines are versatile; depending on the bus they're on, they will display
various details. This is useful for debugging and logging purposes. We repeat: you're
recommended to use the dev_* () routines when writing drivers.) You can also see that
the /dev/11kd_miscdrv device node is indeed created, with the expected type (character)
and major and minor pair (10 and 56 here).

Writing the misc driver code - part 3

Now, the init code is done, the driver functionality has been set up via the file operations
structure, and the driver is registered to the kernel misc framework. So, what happens
next? Well, nothing really, until a process opens the device file (associated with your
driver) and performs I/O (Input/Output, i.e., reads/writes) of some sort.

So, let's assume that a user-mode process (or thread) issues the open (2) system call on
your driver's device node (recall, the device node has been auto-created when the driver
registered itself to the kernel's misc framework). Most important, as you learned in

the Understanding the connection between the process, the driver, and the kernel section, for any
file-related system calls issued upon your device node, the VFS will essentially invoke the
driver's (£_op) registered method. So, here, the VFS will do this: fi1p->f-op->open (),
thus invoking our driver's open method within our file_operations structure, which is
the open_miscdrv () function!

But how should you, the driver author, implement this code of the open method of your
driver? The key point is this: the signature of your open function should be identical to
that of the file_operation structure open; in fact, this is true of any function. Thus, we
implement the open_miscdrv () function like this:

/*

* open_miscdrv ()

* The driver's open 'method'; this 'hook' will get invoked by the kernel
VE'S

* when the device file is opened. Here, we simply print out some relevant
info.
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* The POSIX standard requires open() to return the file descriptor on
success;

* note, though, that this is done within the kernel VFS (when we return).
So,

* all we do here is return 0 indicating success.

* (The nonseekable_open(), in conjunction with the fop's llseek pointer
set to

* no_llseek, tells the kernel that our device is not seek-able).

*/
static int open_miscdrv(struct inode *inode, struct file *filp)

{
char *buf = kzalloc (PATH_MAX, GFP_KERNEL);

if (unlikely ('buf))
return —-ENOMEM;
PRINT_CTX(); // displays process (or atomic) context info
pr_info (" opening \"%s\" now; wrt open file: f_flags = O0x%x\n",
file_path(filp, buf, PATH_MAX), filp->f_ flags);
kfree (buf) ;
return nonseekable_open (inode, filp);

}

Notice how the signature of our open routine, the open_miscdrv () function, precisely
matches that of the £_op structure's open function pointer (you can always lookup the
file_operations structure for 5.4 Linux here at https://elixir.bootlin.com/linux/
v5.4/source/include/linux/fs.h#L1814).

In this simple driver, in our open method, we don't really have much to do. We allocate
some memory for a buffer (to hold the pathname of our device) via kzalloc (), issue our
PRINT_CTX () macro (it's in the convenient . h header) to show the current context — the
process that is currently opening the device. We then emit a printk (viapr_info ())
showing a few VES layer details (the pathname and open flags value); you can get the path
name of a file by using the convenience API file_path (), as we do here (to do so, we
need to allocate and, after usage, free a kernel memory buffer). Then, as we don't support
seeking in this driver, we invoke the nonseekable_open () API (as discussed in

the Handling unsupported methods section).
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The open (2) system call on the device file should succeed. The user-mode process will
now have a valid file descriptor — a handle to the open file (which, here, is actually a device
node). Now, let's say the user-mode process wants to read data from the hardware; it
therefore issues the read (2) system call. As explained already, the kernel VFS will now
auto-invoke our driver's read method, read_miscdrv (). Again, its signature exactly
imitates the read function signature from the file_operations data structure. Here's the
simple code of our driver's read method:

/*
* read_miscdrv ()

* The driver's read 'method'; it has effectively 'taken over' the read
syscall

* functionality! Here, we simply print out some info.

* The POSIX standard requires that the read() and write() system calls
return

* the number of bytes read or written on success, 0 on EOF (for read) and
-1 (-ve errno)

* on failure; we simply return 'count', pretending that we 'always
succeed’'.

*/

static ssize_t read_miscdrv(struct file *filp, char __user *ubuf, size_t
count, loff_t *off)

{

pr_info("to read %zd bytes\n", count);
return count;

}

The preceding comment is self-explanatory. Within it, we emit pr_info (), showing the
number of bytes the user space process wants to read. Then, we simply return the number
of bytes read, implying success! In reality, we have done (essentially) nothing. The
remaining driver methods are quite similar.

Testing our simple misc driver

Let's test our really simple skeleton misc character driver (in the ch1/miscdrv directory;
we assume you have built and inserted it as shown in Figure 1.4). We test it by issuing
open (2), read(2),write(2),and close (2) system calls upon it; how exactly can we do
so? We can always write a small C program to do precisely this, but an easier way is to use
the useful dd (1) "disk duplicator” utility. We use it like this:

dd if=/dev/1llkd_miscdrv of=readtest bs=4k count=1
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Internally dd opens the file we pass it as a parameter (/dev/11kd_miscdrv) via if= (here,
it's the first parameter to dd; i £= specifies the input file), it will read from it (via the

read (2) system call, of course). The output is to be written to the file specified by the
parameter of= (the second parameter to dd, and is a regular file named readtest); the bs
specifies the block size to perform I/O in and count is the number of times to perform I/O).
After performing the required I/O, the dd process will close (2) the files. This sequence is
reflected in the kernel log (Figure 1.5):

$ lsmod |grep -w miscdrv

miscdrv 20480 0O

$ dd if=/dev/1lkd miscdrv of=readtest bs=4k count=1 ; dmesg
1+0 records in

1+0 records out

4096 bytes (4.1 kB, 4.0 KiB) copied, ©.00120891 s, 3.4 MB/s

[ 140.074879] : miscdrv: LLKD misc driver (major # 10) registered, minor# = 56, dev
node is /dev/1llkd miscdrv

[ 140.075924] : sample dev info(): minor# = 56

[ 2630.766139] : 002) dd :2404 | ...0 /* open_miscdrv() */

[ 2630.769117] : opening "/dev/1lkd miscdrv" now; wrt open file: f_flags = 0x8000

[ 2630.771107] : to read 4096 bytes

[ 2630.771628] : closing "/dev/1lkd miscdrv"

$ hexdump readtest

00000B0 0000 EOAD OO 0BDO COEE GOED DEBE OROO
*

0001000

$

Figure 1.5 — Screenshot showing us minimally testing our miscdrv driver's read method via dd(1)

After verifying that our driver (LKM) is inserted, we issue the dd (1) command, having it
read 4,096 bytes from our device (as the block size (bs) is set to 4k and count to 1). We
have it write the output (via the o= option switch) to a file named readtest. Looking up
the kernel log, you can see (Figure 1.5) that the dd process has indeed opened our device
(our PRINT_CTX () macro's output shows that it's the process context currently running the
code of our driver!). Next, we can see (via the output from pr_fmt () ) that control goes to
our driver's read method, within which we emit a simple printk and return the value 4096
signifying success (though we really didn't read anything!). The device is then closed by dd.
Furthermore, a quick check with the hexdump (1) utility reveals that we did indeed receive
0x1000 (4,096) nulls (as expected) from the driver (in the file readtest; do realize that this
is the case because dd initialized it's read buffer to NULLS).
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The PRINT_CTX () macro we have used within the code lives within

our convenient.h header. Do take a look; it's quite instructive (we try
and emulate the kernel Ft race infrastructure's latency output format,
which reveals a lot of detail in a small space, a single line of output). This
is explained in detail in Chapter 4, Handling Hardware Interrupts, in

the Fully figuring out the context section. Don't worry about all the details
for now...

Figure 1.6 shows how we (minimally) test writing to our driver, again via dd (1) . This time
we read 4k of random data (by leveraging the kernel's built-in mem driver's /dev/urandom
facility), and write the random data to our device node; in effect, to our 'device":

¢ sudo dmesg -C; dd if=/dev/urandom of=/dev/1llkd miscdrv bs=4k count=1 ; dmesg
1+0 records in
1+0 records out

4096 bytes (4.1 kB, 4.0 KiB) copied, 0.00229645 s, 1.8 MB/s

[ 7350.977886] : 001) dd :6911 | ...0 /* open miscdrv() */

[ 7350.983078] : opening "llkd miscdrv" now; wrt open file: f flags = 0x8241
[ 7350.988068] : to write 4096 bytes

[ 73560.989450] : closing "1lkd miscdrv"

$

Figure 1.6 — Screenshot showing us minimally testing our miscdrv driver's write method via dd(1)

(By the way, I have also included a simple user space test app for the driver; it can be found
here: chl/miscdrv/rdwr_test.c. I will leave it to you to read its code and try out.)

You might be thinking: we did apparently succeed in reading and writing data to and from
user space to our driver, but, hang on, we never actually saw any data transfer taking place
within the driver code. Yes, this is the topic of the next section: how you will actually copy

the data from the user space process buffer into your kernel driver's buffer, and vice versa.
Read on!
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Copying data from kernel to user space and
vice versa

A primary job of the device driver is to enable user space applications to transparently both
read and write data to the peripheral hardware device (typically a chip of some sort; it may
not be hardware at all though), treating the device as though it were simply a regular file.
Thus, to read data from the device, the application opens the device file corresponding to
that device, thus obtaining a file descriptor, and then simply issues a read (2) system call
using that £d (step 1 in Figure 1.7)! The kernel VES intercepts the read, and, as we have seen,
has control flow to the underlying device driver's read method (which is a C function, of
course). The driver code now "talks" to the hardware device, actually performing the I/O,
the read operation. (The specifics of how exactly the hardware read (or write) is performed
depends very much on the type of hardware - is it a memory-mapped device, a port, a
network chip, and so on? We will not delve further into this here; the next chapter does.)
The driver, having read data from the device, now places this data into a kernel

buffer, kbuf (step 2 in the following diagram. Of course, we assume the driver author
allocated memory for it via [k |v]malloc () or another suitable kernel API).

We now have the hardware device data in a kernel space buffer. How should we transfer it
to the user space process's memory buffer? We shall exploit kernel APIs that make it easy to
do so; this is covered next.

Leveraging kernel APIs to perform the data
transfer

Now, as mentioned previously, let's assume your driver has read in the hardware data, and
that it's now present in a kernel memory buffer. How do we transfer it to user space? A
naive approach would be to simply try and perform this via memcpy (), but no, that does
not work (why? one, it's insecure and two, it's very arch-dependent; it works on some
architectures and not on others). So, a key point: the kernel provides a couple of inline
functions to transfer data from kernel to user space and vice versa. They are
copy_to_user () and copy_from_user (), respectively, and are indeed very commonly
used.
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Using them is simple. Both take three parameters: the to pointer (destination buffer),
the from pointer (source buffer), and n, the number of bytes to copy (think of it as you
would for a memcpy operation):

include <linux/uaccess.h> /* Note! used to be <asm/uaccess.h> upto 4.11

*/

unsigned long copy_to_user (void __user *to, const void *from, unsigned long
n);

unsigned long copy_from_user (void *to, const void __user *from, unsigned
long n);

The return value is the number of uncopied bytes; in other words, a return value of 0
indicates success and a non-zero return value indicates that the given number of bytes were
not copied. If a non-zero return occurs, you should (following the usual 0/-E return
convention) return an error indicating an I/O fault by returning -E10 or ~EFAULT (which
thus sets errno in user space to the positive counterpart). The following (pseudo) code
illustrates how a device driver can use the copy_to_user () function to copy some data
from kernel to user space:

static ssize_t read_method(struct file *filp, char __user *ubuf, size_t
count, loff_t *off)
{

char *kbuf = kzalloc(...);
[ ...
/* ... do what's required to get data from the hardware device into
kbuf ... */
if (copy_to_user (buf, kbuf, count)) {
dev_warn (dev, "copy_to_user() failed\n");

goto out_rd_fail;
}
[ ... ]
return count; /* success */
out_rd_fail:
kfree (kbuf) ;
return -EIO; /* or —-EFAULT */
}

Here, of course, we assume you have a valid allocated kernel memory buffer, kbuf, and a
valid device pointer (struct device *dev). Figure 1.7 illustrates what the preceding
(pseudo) code is trying to achieve:
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Process buf

fd = open(...);

read({fd, buf, n); 1
. — ( ) M

close(fd);
User Space /
Kernel Space Kermne V
£
Pl
read 'method Device Driver
kbuf
3
¥
copy_to_user()
2
read thod reads from device ...
N

. Ccopying the hardware
data to a kernel buffer

Peripheral Hardware

Figure 1.7 — Read: copy_to_user(): copying data from the hardware to a kernel buffer and from there to a user space buffer

The same semantics apply to using the copy_from_user () inline function. It is typically
used in the context of the driver's write method, pulling in the data written by the user
space process context to a kernel space buffer. We will leave it to you to visualize this.

It is also important to realize that both routines (copy_ [from|to]_user ()) might, during
their run, cause the process context to (page) fault and thus sleep; in other words, to invoke
the scheduler. Hence, they can only be used in a process context where it's safe to sleep
and never in any kind of atomic or interrupt context (we explain more on the
might_sleep () helper —a debug aid — in chapter 4, Handling Hardware Interrupts, in

the Don't block — spotting possibly blocking code paths section).
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For the curious reader (I hope you are one!), here are some links with a bit more of a
detailed explanation on why you cannot just use a simple memcpy () but must use the
copy_[from|to]_user () inline functions to copy data from and to the kernel and user
spaces:

® https://stackoverflow.com/questions/14970698/copy-to—user-vs—memcpy

® https://www.quora.com/Why-we—need-copy_from_user—as—-the-kernel-can-acc
ess-all-the-memory-If-we-see-the-copy_from_user-implementation-again-
we—are—-copying-data-to-the-kernel-memory-using-memcpy-Doesnt—-it—-an-—

extra-overhead

In the following section, we shall write a more complete misc framework character device
driver, which will actually perform some I/O, reading and writing data.

A misc driver with a secret

Now that you understand how to copy data between user and kernel space (and the
reverse), let's write another device driver (ch1l/miscdrv_rdwr) based on our previous
skeleton (chl/miscdrv/) miscellaneous driver. The key difference is that we use a few
global data items (within a structure) throughout, and actually perform some I/O in the
form of reads and writes. Here, let's introduce the notion of a driver context or

private driver data structure; the idea is to have a conveniently accessible data structure
that contains all relevant information in one place. Here, we name this structure st ruct
drv_ctx (see it in the code listing that follows). On driver initialization, we

allocate memory to and initialize it.

Okay, there's no real secret here, it just makes it sound interesting. One of the members
within this driver context data structure of ours is a so-called secret message (it's

the drv_ctx.oursecret member, along with some (fake) statistics and config words).
This is the simple "driver context" or private data structure we propose using:

// chl/miscdrv_rdwr/miscdrv_rdwr.c
[ ... 1]
/* The driver 'context' (or private) data structure;
* all relevant 'state info' reg the driver is here. */
struct drv_ctx {
struct device *dev;
int tx, rx, err, myword;
u32 configl, config2;
u64 config3;
#define MAXBYTES 128 /* Must match the userspace app; we should actually
* use a common header file for things like this */
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char oursecret [MAXBYTES];
bi

static struct drv_ctx *ctx;

Great; now let's move on to seeing and understanding the code.

Writing the 'secret' misc device driver's code

We've divided this discussion on the implementation details of our secret misc character
device driver into five parts: driver initialization, the read method, the write method
functionality implementation, the driver cleanup, and finally, the userspace application that
will use our device driver.

Our secret driver - the init code

In the init code of our secret device driver (a kernel module, of course, thus invoked upon
insmod (8)), we first register the driver as a misc character driver with the kernel (via the
misc_register () AP as seen in the Writing the misc driver code — part 1 section earlier; we
won't repeat this code here).

Next, we allocate kernel memory for our driver's "context" structure — via the useful
managed allocation devm_kzalloc () API (as you learned in the companion guide Linux
Kernel Programming, Chapter 8, Kernel Memory Allocation for Module Authors — Part 1, in
the Using the kernel’s resource-managed memory allocation APIs section) — and initialize it.
Notice that you must ensure you first get the device pointer dev before you can use this
API; we retrieve it from our mi scdevice structure's this_device member (as seen):

// chl/miscdrv_rdwr/miscdrv_rdwr.c
[ ... 1
static int __init miscdrv_rdwr_init (void)
{
int ret;
struct device *dev;

ret = misc_register (&llkd_miscdev);
[ ... ]
dev llkd_miscdev.this_device;
[ ... ]
ctx = devm_kzalloc(dev, sizeof (struct drv_ctx), GFP_KERNEL);
if (unlikely (!ctx))
return —-ENOMEM;

ctx—->dev = dev;
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strscpy (ctx->oursecret, "initmsg", 8);
[ ... ]
return 0; /* success */

}

Okay, clearly, we have initialized the dev member of our ctx private structure instance as
well as the 'secret’ string to the 'initmsg' string (not a very convincing secret, but let's
leave it at that). The idea here is that when a user space process (or thread) opens our
device file and issues read (2) upon it, we pass back (copy) the secret to it; we do so by
invoking the copy_to_user () helper function! Similarly, when the user-mode app writes
data to us (yes, via the write (2) system call), we consider that data written to be the new
secret. So, we fetch it from its user space buffer — via the copy_from_user () helper
function — and update it in driver memory.

Why not simply use the st rcpy () (or strncpy () ) API to initialize

the ctx—>oursecret member? This is very important: they aren't safe
enough security-wise. Also, the str1cpy () APl has been marked

as deprecated by the kernel community (https://www.kernel.org/doc/
html/latest/process/deprecated.html#strlcpy).hlgenenﬂ,ahways
avoid using deprecated stuff, as documented in the kernel documentation

here: nttps://www.kernel.org/doc/html/latest/process/deprecated.
html#deprecated-interfaces-language-features-attributes-and-

conventions.

Quite clearly, the interesting parts of this new driver are the I/O functionality — the read and
write methods; on with it!

Our secret driver — the read method

We will first show the relevant code for the read method - this is how a user space process
(or thread) can read in the secret information housed within our driver (in its context
structure):

static ssize_t
read_miscdrv_rdwr (struct file *filp, char __user *ubuf, size_t count,
loff_t *off)
{
int ret = count, secret_len = strlen(ctx->oursecret);
struct device *dev = ctx->dev;
char tasknm[TASK_COMM_LEN];

PRINT_CTX() ;
dev_info(dev, "%s wants to read (upto) %zd bytes\n",
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get_task_comm(tasknm, current), count);
ret = -EINVAL;
if (count < MAXBYTES) {

[...] << we don't display some validity checks here >>

/* In a 'real' driver, we would now actually read the content of

the
N |
* Returns 0 on success, i.e., non-zero return implies an I/O
fault) .
* Here, we simply copy the content of our context structure's
* 'secret' member to userspace. */
ret = —-EFAULT;
if (copy_to_user (ubuf, ctx->oursecret, secret_len)) {
dev_warn (dev, "copy_to_user () failed\n");
goto out_notok;
}
ret = secret_len;

// Update stats
ctx->tx += secret_len; // our 'transmit' is wrt this driver
dev_info(dev, " %d bytes read, returning... (stats: tx=%d,
rx=%d) \n",
secret_len, ctx->tx, ctx->rx);
out_notok:
return ret;

}

The copy_to_user () routine does its job — it copies the ct x—>oursecret source buffer to
the destination pointer, the ubuf user space buffer, for secret_len bytes, thus transferring
the secret to the user space app. Now, let's check out the driver's write method.

Our secret driver - the write method

The end user can change the secret by writing a new secret into the driver, via

awrite (2) system call to the driver's device node. The kernel redirects the write (via the
VES layer) to our driver's write method (as you learned in the Understanding the connection
between the process, the driver, and the kernel section):

static ssize_t
write_miscdrv_rdwr (struct file *filp, const char _ _user *ubuf, size_t
count, loff_t *off)
{
int ret = count;
void *kbuf = NULL;
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struct device *dev = ctx->dev;
char tasknm[TASK_COMM_LEN];

PRINT_CTX () ;
if (unlikely (count > MAXBYTES)) { /* paranoia */
dev_warn (dev, "count %zu exceeds max # of bytes allowed, "
"aborting write\n", count);
goto out_nomem;
}
dev_info(dev, "%s wants to write %zd bytes\n", get_task_comm(tasknm,
current), count);

ret = —-ENOMEM;
kbuf = kvmalloc (count, GFP_KERNEL) ;
if (unlikely ('kbuf))
goto out_nomem;
memset (kbuf, 0, count);

/* Copy in the user supplied buffer 'ubuf' - the data content
* to write ... */
ret = -EFAULT;
if (copy_from_user (kbuf, ubuf, count)) {
dev_warn (dev, "copy_from_user () failed\n");

goto out_cfu;

/* In a 'real' driver, we would now actually write (for 'count' bytes)
* the content of the 'ubuf' buffer to the device hardware (or
* whatever), and then return.
* Here, we do nothing, we Jjust pretend we've done everything :-)
*/
strscpy (ctx—>oursecret, kbuf, (count > MAXBYTES ? MAXBYTES : count));
[...]
// Update stats
ctx->rx += count; // our 'receive' is wrt this driver

ret = count;

dev_info(dev, " %zd bytes written, returning... (stats: tx=%d,
rx=%d) \n",

count, ctx—->tx, ctx->rx);

out_cfu:

kvfree (kbuf) ;
out_nomem:

return ret;
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We employ the kvmalloc () API to allocate memory for a buffer to hold the user data that
we will copy in. The actual copying is done via the copy_from_user () routine, of course.
Here, we use it to copy the data passed by the user space app to our kernel buffer, kbuf.
We then (via the strscpy () routine) update our driver's context structure's oursecret
member to this value, thus updating the secret! (A subsequent read on the driver will now
reveal the new secret.) Also, do notice the following;:

e How we now consistently use the dev_xxx () helpers in place of the
usual printk routines. This is recommended for device drivers.

¢ The (now typical) usage of goto to perform optimal error handling.

This covers the meat of the driver.

Our secret driver — cleanup

It's important to realize that we must free any buffers we have allocated. Here, however, as
we performed a managed allocation in the init code (devm_kzalloc ()), we have the
benefit of not needing to worry about cleanup; the kernel handles it. Of course, in the
driver's cleanup code path (invoked upon rmmod (8) ), we deregister the misc driver with
the kernel:

static void __exit miscdrv_rdwr_exit (void)
{
misc_deregister (&11lkd_miscdev);
pr_info ("LLKD misc (rdwr) driver deregistered, bye\n");

}

You will notice that we also, seemingly uselessly, use two global integers, ga and gb, in
places in this version of the driver. Indeed, they have no real meaning here; the reason we
have them at all becomes clear only in the last two chapters of this book, on kernel
synchronization. Please ignore them for now.

On this note, you'll perhaps realize that the way we have arbitrarily
accessed global data in this driver can cause concurrency issue

(data races!); yes indeed; we shall set aside the deep and crucial coverage
of kernel concurrency and synchronization to the book's last two chapters.
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Our secret driver — the user space test app

Writing just the kernel component, the device driver, isn't quite enough; you also have to
write a user space application that will actually make use of the driver. We will do so here.
(Again, you could simply use dd (1) as well.)

In order to use the device driver, the user space app must first, of course, open the device
file corresponding to it. (Here, to save space, we don't show the app code in its entirety, just
the most relevant portions of it. We expect you to have cloned the book's Git repository and
to work on the code.) The code to open the device file is as follows:

// chl/miscdrv_rdwr/rdwr_test_secret.c
int main(int argc, char **argv)
{
char opt = 'r';
int fd, flags = O_RDONLY;
ssize_t nj;
char *buf = NULL;
size_t num = 0;
[...]
if ('w' == opt)
flags = O_WRONLY;
fd = open(argv[2], flags, 0);
if (fd == -1) {
[...]

The second argument to this app is the device file to open. In order to read or write, the
process will require memory:

if ('w' == opt)
num = strlen(argv[3])+1; // IMP! +1 to include the NULL byte!
else
num = MAXBYTES;
buf = malloc (num);
if (!buf) |
[...]

Moving along, let's see the block of code to have the app invoke a read or write (depending
on the first parameter being r or w) on the (pseudo)device (for conciseness, we don't show
the error handling code):

if ('r' == opt) {
n = read(fd, buf, num);
if(n<0) [...]

printf ("$s: read %zd bytes from %$s\n", argv[0], n, argv[2]);
printf ("The 'secret' is:\n \"%.*s\"\n", (int)n, buf);
} else {
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strncpy (buf, argv([3], num);
n = write(fd, buf, num);
if(n<0) [ ]
printf ("%$s: wrote %zd bytes to %s\n", argv[0], n, argv[2]);
}
[...]
free (buf);
close (fd);
exit (EXIT_SUCCESS) ;

(Before you try out this driver, do ensure the previous miscdrv driver's kernel module is
unloaded.) Now, ensure that this driver is built and inserted, of course, else it will result in
the open (2) system call failing. We have shown a couple of trial runs. First, let's build the
user-mode app, insert the driver (not shown in Figure 1.8), and read from our just-created
device node:

$ make rdwr test secret

gcc rdwr_test_secret.c -o rdwr_test_secret -0s -Wall

$ ./rdwr_test_secret

Usage: ./rdwr test secret opt=read/write device file ["secret-msg"]

opt = 'r' => we shall issue the read(2), retrieving the 'secret' form the driver

opt = 'w' => we shall issue the write(2), writing the secret message <secret-msg>
(max 128 bytes)

$
$ ./rdwr _test secret r /dev/llkd miscdrv_rdwr
Device file /dev/1llkd_miscdrv_rdwr opened (in read-only mode): fd=3
./rdwr_test_secret: read 7 bytes from /dev/llkd_miscdrv_rdwr
The 'secret' is:
"initmsg"
$ dmesg
[22226.098941] : LLKD misc driver (major # 10) registered, minor# = 56, dev node is /d
ev/1lkd_miscdrv_rdwr

[22226.101663] : A sample print via the dev dbg(): driver initialized

[22306.073767] : 801) rdwr_test secre :21178 | ...0 /* open_miscdrv_rdwr() */

[22306.083516] opening "llkd_miscdrv_rdwr" now; wrt open file: f_flags = 0x8000

[22306.085804 ] : 801) rdwr test secre :21178 | ...0 /* read miscdrv rdwr() */

[22306.087772] : rdwr_test_secre wants to read (upto) 128 bytes

[22306.088851] 7 bytes read, returning... (stats: tx=7, rx=8)

[22306.089910] : 801) rdwr test secre :21178 | ...0 /* close miscdrv rdwr() */
]

[22306.091768
$

filename: "1lkd_miscdrv_rdwr"

Figure 1.8 — miscdrv_rdwr: (minimally) testing the read; the original secret is revealed

The user-mode app successfully receives 7 bytes from the driver; it's the (initial) secret
value, which it displays. The kernel log reflects the driver initialization, and a few seconds
later, you can see (via the dev_xxx () instances of printk we emitted) that the
rdwr_test_secret app runs the drivers' code in process context. The opening of the
device, the running of the subsequent read, and the close methods are clearly seen. (Notice
how the process name is truncated to rdwr_test_secre; this is as the task structure's
comm member is the process name truncated to 16 characters.)

[43]



Writing a Simple misc Character Device Driver Chapter 1

In Figure 1.9, we show the complementary act of writing to our device node, changing the
secret value; a subsequent read indeed reveals that it has worked:

$ ./rdwr_test_secret w /dev/llkd miscdrv_rdwr "buy 1lkd ;-)"
Device file /dev/1lkd _miscdrv_rdwr opened (in write-only mode): fd=3
./rdwr_test_secret: wrote 13 bytes to /dev/llkd miscdrv_rdwr
$
$ dmesg |tail -n7
258677] miscdrv_rdwr:open_miscdrv_rdwr(): 002) rdwr_test secre :21692 | ...8 /* open_miscdrv_rdwr() */
.275457] d d kd_miscdrv_rdw wrt open file: f flags = 6x8001
.281975] r ) /* write_miscdrv_rdwr() */
.287363]
.289870]
.292109] T
.295415] i : "Ulkd_miscdrv_rdwr"

/* close_miscdrv_rdwr() */

$ ./rdwr_test_secret r /dev/llkd miscdrv_rdwr

Device file /dev/1lkd miscdrv_rdwr opened (in read-only mode): fd=3
./rdwr_test secret: read 12 bytes from /dev/1lkd miscdrv_rdwr

The 'secret' is:

"puy 1lkd ;-)"

$

Figure 1.9 — miscdrv_rdwr: (minimally) testing the write; a new, excellent secret is written

The portion of the kernel log where the write takes place is highlighted in Figure 1.9. It
works; I definitely encourage you to try this out yourself, looking up the kernel log as you
go along.

Now, it's time to dig a little deeper. The reality is that as a driver author, you have to learn
to be really careful regarding security, else all kinds of nasty surprises lie in wait. The next
section gives you an understanding of this key area.

Issues and security concerns

An important consideration, for the budding driver author, is security. The trouble is, naive
usage of even the very common copy_[from|to]_user () functions within your driver
can let a malicious user quite easily — and illegally — overwrite memory to their advantage
in both user and kernel spaces. How? The following section explains this in some detail;
then, we will even show you a (bit contrived, but nevertheless, working) hack.

Hacking the secret driver

Think about this: we have the copy_to_user () helper routine; the first parameter is the
destination t o address, which should be a user space virtual address (a UVA), of course.
Regular usage will comply with this and provide a legal and valid user space virtual
address as the destination address, and all will be well.
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But what if we don't? What if we pass another user space address, or, check this out —

a kernel virtual address (a KVA) —in its place? The copy_to_user () code will now,
running with kernel privileges, overwrite the destination with whatever data is in the
source address (the second parameter) for the number of bytes in the third

parameter! Indeed, hackers often attempt techniques such as this, to insert code posing as
data into a user space buffer and execute it with kernel privilege, leading to a quite
deadly privilege escalation (privesc) scenario.

To clearly demonstrate the adverse effects of not carefully designing and implementing a
driver, we deliberately introduce errors (bugs, really!) into both the read and write methods
of a 'bad’ version of our previous driver (although here, we only consider the scenario with
respect to the very common copy_ [from|to]_user () routines and nothing else).

To get a more hands-on feel for this, we will write a "bad" version of
our chl/miscdrv_rdwr driver. We'll call it (ever so cleverly) ch1/bad_miscdrv. In this
version, we deliberately have two buggy code paths built into it:

¢ One within the driver's read method
¢ The other, the more exciting one, as you shall soon see, within the write method.

Let's check both out. We'll begin with the buggy read.

Bad driver — buggy read()

To help you see what's changed in the code, we first perform a diff (1) of this
(deliberately) bad driver code with our previous (good) version, yielding the differences, of
course (in the following snippet, we curtail the output to only what's most relevant):

// in chl/bad_miscdrv

$ diff -u ../miscdrv_rdwr/miscdrv_rdwr.c bad_miscdrv.c

[ ... ]

+#include <linux/cred.h> // access to struct cred
#include "../../convenient.h"

[ ... 1]

static ssize_t read miscdrv_rdwr (struct file *filp, char __user *ubuf,
[ ... 1]

+ void *kbuf = NULL;

+ void *new_dest = NULL;

[ ... 1]

+#define READ_BUG

+//#undef READ_BUG

+#ifdef READ_BUG

[ ... 1]

+ new_dest = ubuf+(512*1024);
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+#else
+ new_dest = ubuf;
+#endif
[ ... ]

+ 1f (copy_to_user (new_dest, ctx->oursecret, secret_len)) {

[ ... ]

So, it should be quite clear: in our 'bad' driver's read method, if the READ_BUG macro is
defined, we alter the user space destination pointer to point to an illegal location (512 KB
beyond the location we should actually copy the data to!). This demonstrates the point here:
we can do arbitrary stuff like this because we are running with kernel privileges. That it
will cause issues and bugs is a separate matter.

Let's try it: first, do ensure that you've built and loaded the bad_miscdrv kernel module
(you can use our 1km convenience script to do s0). Our trial run, issuing a read (2) system
call via our chl/bad_miscdrv/rdwr_test_hackit user-mode app, results in failure (see
the following screenshot):

$ ./rdwr_test_hackit r /dev/bad_miscdrv ; dmesg

Device file /dev/bad miscdrv opened (in read-only mode): fd=3
./rdwr_test hackit: dest buf addr = ©x5597245d46b0

read failed: Bad address

Tip: see kernel log

1717.226989] : LLKD 'bad' misc driver (major # 10) registered, minor# = 56
1717.227811 : A sample print via the dev dbg(): (bad) driver initialized

1733.006497 : 001) rdwr_test_hacki :7714 | ...0 /* open_miscdrv_rdwr() */
1733.007379 opening "bad_miscdrv" now; wrt open file: f_flags = ©x8000

1733.008053 : 801) rdwr test hacki :7714 | ...@ /* read miscdrv_rdwr() */

: dest addr = 0x5597246546b0
: copy_to_user() failed
: 001) rdwr test hacki :7714 | ...0 /* close miscdrv rdwr() */

]
]
]

. ]

1733.008975] : rdwr_test_hacki wants to read (upto) 128 bytes

]
]
]
] filename: "bad_miscdrv"

B — e
=
~
w
w
[<]
(=]
(=]
e
~
(=2}

Figure 1.10 — Screenshot showing our bad_miscdrv misc driver performing a "bad" read

A, this is interesting; our test application's (rdwr_test_hackit) read (2) system call
does indeed fail, with the perror (3) routine indicating the cause of failure as Bad
address. But why? Why didn't the driver, running with kernel privileges, actually write to
the destination address (here, 0x5597245d46b0 , the wrong one; as we know, it's
attempting to write 512 KB ahead of the correct destination address. We deliberately wrote
the driver's read method code to do so).
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This is because kernel ensures that the copy_ [from|to]_user () routines will (ideally)
fail when attempting to read or write illegal addresses! Internally, several checks are done:
access_ok () is a simple one merely ensuring that I/O is performed within the expected
segment (user or kernel). Modern Linux kernels have superior checking; besides the simple
access_ok () check, the kernel then wades through — if enabled — the KASAN (Kernel
Address Sanitizer, a compiler instrumentation feature; KASAN is indeed very useful, a
must-do during development and test!), checks on object sizes (including overflow checks),
and only then does it invoke the worker routine that performs the actual copy,
raw_copy_[from|to]_user().

Okay, that's good; now, let's move on to the more interesting case, the buggy write, which
we shall arrange (in a contrived manner though) to make into an attack! Read on...

Bad driver — buggy write() — a privesc!

What does the malicious hacker really want, their holy grail? A root shell on the system, of
course (got root?). With a good deal of contrived code within our driver's write method
(thus making this hack not a really good one; it's quite academic), let's go get it! To do so,
we modify both the user-mode app as well as the device driver. Let's look at the user-mode
app's changes first.

User space test app modifications

We slightly modify the user space application — our process context, in effect. This
particular version of the user-mode test app differs from the earlier one in one regard: we
now have a macro called HACKIT. If it's defined (it is by default), this process will
deliberately write only zeroes into the user space buffer and send that to our bad driver's
write method. If the driver has the DANGER_GETROOT_BUG macro defined (it is by default),
then it will write the zeroes into the process's UID member, thus making the user-mode
process obtain root privileges!

In the traditional Unix/Linux paradigm, if the Real User ID (RUID)
and/or Effective User ID (EUID) (they're within the task structure, in
struct cred) are set to the special value zero (0), it implies that the
process has superuser (root) powers. Nowadays, the POSIX Capabilities
model is considered a superior way to work with privileges, as it allows
assigning fine-grained permissions — capabilities — on a thread, as opposed
to giving a process or thread complete control over the system as root.
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Here's a quick di £ £ of the user space test app from the previous version, allowing you to

see the changes made to the code (again, we curtail the output to only what's most

relevant):

// in chl/bad_miscdrv

$ diff -u ../miscdrv/rdwr_test.c rdwr_test_hackit.c
[ ... ]

+#define HACKIT

[ ... ]

+#ifndef HACKIT

+ strncpy (buf, argv([3], num);

t+H#else

+ printf ("$s: attempting to get root ...\n", argv[0]);

+ /*

+ * Write only O0's ... our 'bad' driver will write this into
+ * this process's current->cred->uid member, thus making us
+ * root !

+ */

+ memset (buf, 0, num);

#endif

- } else { // test writing
n = write(fd, buf, num);

[ ... 1

+ printf ("$s: wrote %zd bytes to %s\n", argv[0], n, argv[2]);
+#ifdef HACKIT

+ if (getuid() == 0) {

+ printf (" !Pwned! uid==%d\n", getuid());

+ /* the hacker's holy grail: spawn a root shell */

+ execl ("/bin/sh", "sh", (char *)NULL);

+ }

+#endif

This does imply that the (so-called) secret never gets written; that's okay. Now, let's look at

the modifications made to the driver.

Device driver modifications

To see how our bad misc driver's write method changes, we will continue looking at the

same diff (of our bad versus good drivers) that we did in the Bad driver — buggy

read() section. The comments in the code from the following di ff operation are quite self-

explanatory. Check it out:

// in chl/bad_miscdrv
$ diff -u ../miscdrv_rdwr/miscdrv_rdwr.c bad_miscdrv.c

[...]
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// << this is within the driver's write method >>
static ssize_t write_miscdrv_rdwr (struct file *filp, const char __user
*ubuf,
size_t count, loff_t *off)
{

int ret = count;
struct device *dev = ctx->dev;
+ void *new_dest = NULL;

[ ... ]

+#define DANGER_GETROOT_BUG
+//#undef DANGER_GETROOT_BUG
+#ifdef DANGER_GETROOT_BUG

+ /* Make the destination of the copy_from user () point to the current
+ * process context's (real) UID; this way, we redirect the driver to
+ * write zero's here. Why? Simple: traditionally, a UID == 0 is what
+ * defines root capability!

+ */

+ new_dest = &current->cred->uid;

+ count = 4; /* change count as we're only updating a 32-bit quantity
*/

+ pr_info (" [current->cred=%px]\n", (TYPECST)current->cred);

+#else

+ new_dest = kbuf;

+#endif

The key point from the preceding code is that when the DANGER_GETROOT_BUG macro is
defined (it is by default), we set the new_dest pointer to the address of the (real) UID
member within the credential structure, which is itself within the task structure (referenced
by current) for this process context! (If all of this sounds foreign, please read the
companion guide Linux Kernel Programming, Chapter 6, Kernel Internals Essentials — Processes
and Threads). This way, when we invoke the copy_to_user () routine to perform the write
to user space, it's going to actually write zeroes to the process UID member within
current->cred. A UID of zero is what (traditionally) defines root. Also, notice how we
restrict the write to 4 bytes (as we're just writing a 32-bit quantity).

(By the way, the build on our "bad" driver does issue a warning; here, with it being
intentional, we merely ignore it):

Linux-Kernel-Programming-Part-2/chl/bad_miscdrv/bad_miscdrv.c:229:11:
warning: assignment discards ‘const’ qualifier from pointer target type [-
Wdiscarded—-qualifiers]

229 | new_dest = &current->cred->uid;
| A
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Here's the copy_from_user () code invocation:

+ dev_info (dev, "dest addr = " ADDRFMT "\n", (TYPECST)new_dest);
ret = —-EFAULT;

- if (copy_from_user (kbuf, ubuf, count)) {

+ if (copy_from_user (new_dest, ubuf, count)) {

dev_warn (dev, "copy_from_user () failed\n");
goto out_cfu;

[...]

Clearly, the preceding copy_to_user () routine will write the user-supplied buffer, ubuf,
into the new_dest destination buffer — which, crucially, we have made point to
current->cred->uid - for count bytes.

Let's get root now

Of course, the proof of the pudding is in the eating, yes? So, let's give our hack a spin; here,
we assume that you've first unloaded any previous version of our 'misc' drivers, and built
and loaded the bad_miscdrv kernel module into memory:

$ make rdwr test hackit

gcc rdwr _test hackit.c -o rdwr test hackit -0s -Wall

$ ./rdwr_test hackit

Usage: ./rdwr_test hackit opt=read/write device file ["secret-msg"]

opt = 'r' => we shall issue the read(2), retreiving the 'secret' form the driver

opt = 'w' => we shall issue the write(2), writing the secret message <secret-msg>
(max 128 bytes)
$

$ ./rdwr_test hackit w /dev/bad miscdrv "no secret"

Device file /dev/bad miscdrv opened (in write-only mode): fd=3
./rdwr_test hackit: attempting to get root ...

./rdwr_test hackit: wrote 4 bytes to /dev/bad miscdrv

'Pwned! uid==0

#
# id
uid=0(root)
-

gid=1001(11kd) groups=1001(1lkd),27(sudo)

Figure 1.11 — Screenshot showing our bad_miscdrv misc driver performing a "bad" write, resulting in root — a privesc!
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Check it out; we indeed got root! Our rdwr_test_hackit app, detecting that we do have
root (via a simple getuid (2) system call), then does the logical thing: it execs a root shell
(via an execl (3) API), and voila, we land up in a root shell. We show the kernel log;:

$ dmesg

[ 63.847549] bad_miscdrv:bad_miscdrv_init () : LLKD 'bad' misc driver (major
# 10) registered, minor# = 56

[ 63.848452] misc bad_miscdrv: A sample print via the dev_dbg(): (bad)
driver initialized

[ 84.186882] bad_miscdrv:open_miscdrv_rdwr (): 000) rdwr_test_hacki :2765 |
...0 /* open_miscdrv_rdwr () */

[ 84.190521] misc bad_miscdrv: opening "bad_miscdrv" now; wrt open file:

f_flags = 0x8001

[ 84.191557] bad_miscdrv:write_miscdrv_rdwr(): 000) rdwr_test_hacki :2765 |
.0 /* write_miscdrv_rdwr () */

[ 84.192358] misc bad_miscdrv: rdwr_test_hacki wants to write 4 bytes to

(original) ubuf = 0x55648b8£36b0

[ 84.192971] misc bad_miscdrv: [current->cred=ffff9£67765c3b40]

[ 84.193392] misc bad_miscdrv: dest addr = ffff9f67765c3b44 count=4

[ 84.193803] misc bad_miscdrv: 4 bytes written, returning... (stats: tx=0,
rx=4)

[ 89.002675] bad_miscdrv:close_miscdrv_rdwr(): 000) [sh]l:2765 | ...0 /*
close_miscdrv_rdwr () */

[ 89.005992] misc bad_miscdrv: filename: "bad_miscdrv"

$

You can see how it's worked: the original user-mode buffer ubuf kernel virtual address is
0x55648b8£36b0. In the hack, we modify it to the new destination address (kernel virtual
address), Oxf£££9f67765c3b44, which is (in this case) the kernel virtual address of the
UID member of struct cred (within the process's task structure). Not only that, but our
driver also modifies the number of bytes to write (count) to 4 (bytes), as we're updating a
32-bit quantity.

Do note: these hacks are just that — hacks. They could certainly cause your system to
become unstable (when run on our "debug" kernel, KASAN, in fact, detected a null pointer
dereference!).

These demos prove nothing but the fact that you as a kernel and/or driver author must be
alert to programming issues, security, and more at all times. With this, we complete this
section and indeed the chapter.
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Summary

This concludes this chapter on writing a simple misc class character device driver on the
Linux OS; so, awesome, you now know the basics of writing a device driver on Linux!

The chapter began with an introduction to device basics, and importantly, the very brief
essentials of the modern LDM. You then learned how to write a simple first character
device driver, registering with the kernel's misc framework. Along the way, you also
understood the connection between the process, the driver, and the kernel VES. Copying
data between user and kernel address spaces is essential; we saw how to do so. A more
comprehensive demo misc driver (our 'secret' driver) showed you how to perform I/O —
reads and writes — ferrying data between user and kernel space. A key part of this chapter
is the last section, where you learned (well, made a start at least) about security and the
driver; a "hack" even demonstrated a privesc attack!

As mentioned before, there's much more to this vast topic of writing drivers on Linux;
indeed, whole books are devoted to it! Do check out the Further reading section for this
chapter to find relevant books and online references.

In the following chapter you will learn a key task for a driver author - how exactly can you
efficiently interface your device driver with user space processes; several useful approaches
are covered in detail and contrasted. Do ensure you're clear on this chapter's material, work
on the exercises given, review the Further reading resources and then dive into the next one.

Questions

1. Load up the first mi scdrv skeleton misc driver kernel module and
issue 1seek (2) onit; what happens? (Does it succeed? What's the return value
from 1seek?) If not, okay, how will you fix this?

2. Write a misc class character driver that behaves as a simple converter
program (assume its path name is /dev/convert). For example, writing the
temperature in Fahrenheit units, it should return (write to the kernel log) the
temperature in Celsius. Thus, doing echo 98.6 > /dev/convert should result
in the value 37 C being written to the kernel log. Additionally, do the following:
1. Validate that the data passed to your driver is a numeric value.
2. How will you handle floating-point values? (Tip: refer to the
section Floating point not allowed in the kernel in Linux Kernel
Programming, Chapter 5, Writing Your First Kernel Module LKMs — Part
2)
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3. Write a "task display" driver; here, we'd like a user space process to write a
thread (or process) PID to it. When you now read from the driver's device node
(assume its path name is /dev/task_display), you should receive details
regarding the task (which is pulled from its task structure, of course). For
example, doing echo 1 > /dev/task_display followed by cat
/dev/task_display should have the driver emit task details of PID 1 to the
kernel log. Don't forget to add validity checks (check the PID is valid, and so on).

4. (A bit more advanced:) Write a "proper" LDM-based driver; the misc drivers
covered here did register with the kernel's mi sc framework, but simply,
implicitly, used the raw character interface as the bus. The LDM prefers that a
driver must register with a kernel framework and a bus driver. Hence, write a
"demo" driver that registers itself with the kernel's misc framework and the
platform bus. This will involve creating a fake platform device as well.

(Note the following tips:

a) Do refer to chapter 2, User-Kernel Communication Pathways, particularly
the Creating a simple platform device and Platform devices sections.

b) A possible solution to this driver can be found

here: solutions_to_assgn/chl12/misc_plat/.)

You will find some of the questions answered in the book's GitHub repo:
https://github.com/PacktPublishing/Linux-Kernel-Programming-

Part-2/tree/main/solutions_to_assgn.

Further reading

e Linux device drivers books:

e Linux Device Drivers Development, John Madieu, Packt, Oct
2017: nttps://www.amazon.in/Linux-Device-Drivers—
Development-Madieu/dp/1785280007/ref=sr_1_27keywords=

linux+device+driverqid=1555486515s=bookssr=1-2 ; excellent
coverage, as well as very recent (as of this writing; it covers the
4.13 kernel)

[53]


https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://github.com/PacktPublishing/Linux-Kernel-Programming-Part-2/tree/main/solutions_to_assgn
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2
https://www.amazon.in/Linux-Device-Drivers-Development-Madieu/dp/1785280007/ref=sr_1_2?keywords=linux+device+driver&qid=1555486515&s=books&sr=1-2

Writing a Simple misc Character Device Driver Chapter 1

o Linux Driver Development for Embedded Processors - Second Edition:
Learn to develop embedded Linux drivers with kernel 4.9 LTS, Alberto
Liberal de los Rios: nttps://www.amazon.in/Linux-Driver—
Development-Embedded-Processors—ebook/dp/B07L512BHG/ref=
sr_1_67crid=3RLFFZQXGAMF4keywords=
linux+driver+development+embeddedgid=1555486342s=books
sprefix=linux+driver+%2Cstripbooks%$2C270sr=1-6-catcorr,
very good, as well as recent (4.9 kernel)

o Essential Linux Device Drivers, Sreekrishnan Venkateswaran,

Pearson: https://www.amazon.in/Essential-Drivers—Prentice-
Software-Development/dp/0132396556/ref=tmm_hrd_swatch_07?_

encoding=UTF8qgid=sr=; simply excellent, wide coverage
e Linux Device Drivers, Rubini, Hartmann, Corbet, 3rd Edition:

https://www.amazon.in/Linux-Device-Drivers-Kernel-
Hardware/dp/8173668493/ref=sr_1_17?keywords=

linux+device+driverqid:1555486515s:bookssr:1—1;Venenﬂﬂe
(but) old - the famous LDD3 book

e Official kernel documentation:

e The Linux Kernel Device Model: https://www.kernel.org/doc/
html/latest/driver-api/driver-model/overview.html#the-

linux-kernel-device-model

e The kernel driver API manual; this is one of the PDF documents
generated by doing make pdfdocs within a recent Linux kernel
source tree.

¢ Deprecated Interfaces, Language Features, Attributes, and

Conventions: https://www.kernel.org/doc/html/latest/
process/deprecated.html#deprecated-interfaces-language-

features—attributes—-and-conventions.

e Practical tutorials:
¢ Device Drivers, Part 8: Accessing x86-Specific 1/O-Mapped Hardware,
Anil K Pugalia, OpenSourceForU, July 2011: https://
opensourceforu.com/2011/07/accessing-x86-specific-io-
mapped-hardware-in-linux/
¢ User space device drivers; check out this interesting video
presentation by Chris Simmonds: How to Avoid Writing Device

Drivers for Embedded Linux: https://www.youtube.com/watch?v=
QIO2pJgMxjEt=909s
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User-Kernel Communication
Pathways

Consider this scenario: you've successfully developed a device driver for, say, a pressure
sensor device (perhaps by using the kernel's I2C APIs to fetch the pressure from the chip
via the I2C protocol). So, you have the current pressure value in a variable within the
driver, which of course implies that it's within kernel memory space. The issue at hand is,
how exactly do you now have a user space application retrieve this value? Well, as we learned
in the previous chapter, you can always include a . read method in the driver's

fops structure. When the user space app issues a read (2) system call, control will be
diverted (via the virtual file system (VES)) to your driver's read method. In there, you
perform copy_to_user () (or equivalent), resulting in the user mode app receiving the
value. However, but there are other, sometimes superior, ways to do this.

In this chapter, you'll understand the various communication interfaces or pathways that
are available — as a means to communicate or interface between user and kernel address
spaces. This is an important aspect of writing driver code, for without this knowledge, how
will you be able to achieve a key thing — efficiently transfer information between a kernel-
space component (often, this is a device driver, but it could be anything, really) and a user
space process or thread? Not only that, some of the techniques that we shall learn about are
often used for debugging (and/or diagnostics) purposes as well. In this chapter, we will
cover several techniques to effect communication between the kernel and user (virtual)
address spaces: communication via the traditional proc filesystem, procfs, the better way for
drivers via the sys filesystem, sysfs, via a debug filesystem, debugfs, via netlink sockets, and
via the ioct1l (2) system call.



User-Kernel Communication Pathways Chapter 2

The following topics will be covered in this chapter:

e Approaches to communicating/interfacing a kernel driver with a user space C

app
Interfacing via the proc filesystem (procfs)

Interfacing via the sys filesystem (sysfs)

Interfacing via the debug filesystem (debugfs)

Interfacing via netlink sockets

Interfacing via the ioctl system call
e Comparing the interfacing methods — a table

Let's get started!

Technical requirements

I assume you have gone through the Preface, the relevant section being To get the most out of
this book, and have appropriately prepared a guest virtual machine (VM) running Ubuntu
18.04 LTS (or a later stable release) and installed all the required packages. If not, I
recommend you do this first.

To get the maximum out of this book, I strongly recommend you first set up the workspace
environment, including cloning this book's GitHub repository (https://github.com/
PacktPublishing/Linux-Kernel-Programming-Part-2) for the relevant code, and work on
it in a hands-on fashion.

Approaches to communicating/interfacing a
kernel driver with a user space C app

As we mentioned in the introduction, in this chapter, we wish to learn how to efficiently
transfer information between a kernel-space component (often, this is a device driver, but it
could be anything, really), and a user space process or thread. To begin, let's simply
enumerate various techniques available to the kernel or driver author to communicate or
interface with a user space C application. Well, the user space component could be a C app,
a shell script (both of which we typically show in this book), or even other apps such as
C++/]Java apps, Python/Perl scripts, and more.
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User-Kernel Communication Pathways Chapter 2

As we saw in the companion guide, Linux Kernel Programming, in Chapter 4, Writing Your
First Kernel Module — LKMSs Part 1, in the Library and System Call APIs subsection, the
essential interface between user space applications and the kernel that includes the device
drivers are the system call APIs. Now, in the previous chapter, you learned the basics of
writing a character device driver for Linux. Within that, you also learned how to transfer
data between user and kernel address spaces by having a user mode application open the
device file and issue read (2) and write (2) system calls. This resulted in the driver's
read/write method being invoked by the VFS and your driver performing the data transfer
via the copy_{from|to}_user () APIs. So, the question here is: if we have already
covered that, then what else is there to learn about in this regard?

Ah, quite a bit! The reality is that there are several other techniques of interfacing between a
user mode app and the kernel. Certainly, they all very much depend upon using system
calls; after all, there is no other (synchronous, programmatic) way to enter the kernel from
the user space! Nevertheless, the techniques differ. The aim of this chapter is to show you
various communication interfaces that are available, as of course, depending on the project,
one might be more suitable than others to use. Let's look at the various techniques that will
be used in this chapter to interface between the user and kernel address spaces:

Via the traditional procfs interface

Via sysfs
Via debugfs
Via netlink sockets

Via the ioct1 (2) system call

Throughout this chapter, we will discuss these interfacing techniques in detail by providing
driver code examples. In addition, we will also briefly explore how conducive they are to
the purpose of debugging. So, let's begin with using the procfs interface.

Interfacing via the proc filesystem (procfs)

In this section, we shall cover what the proc filesystem is and how you can leverage it as an
interface between user and kernel address spaces. The proc filesystem is a powerful and
easy-to-program interface, often used for status reporting and debugging core kernel
systems.

Note that from version 2.6 Linux onward and for upstream contribution,
this interface is not to be used by driver authors (it's strictly meant for
kernel-internal usage only). Nevertheless, for completeness, we will cover
it here.
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Understanding the proc filesystem

Linux has a virtual filesystem named proc; the default mount point for it is /proc. The first
thing to realize regarding the proc filesystem is that its content is not on a non-volatile disk.
Its content is in RAM, and is thus volatile. The files and directories you can see under
/proc are pseudo files that have been set up by the kernel code for proc; the kernel hints at
this fact by (almost) always showing the file's size as zero:

$ mount | grep —-w proc

proc on /proc type proc (rw,nosuid,nodev,noexec,relatime)
$ 1s -1 /proc/

total 0

dr-xr-xr-x 8 root root 0 Jan 27 11:13 1/
dr-xr-xr-x 8 root root 0 Jan 29 08:22 10/
dr-xr-xr-x 8 root root 0 Jan 29 08:22 11/
dr-xr-xr-x 8 root root 0 Jan 29 08:22 11550/
[...1]

—-r——r—--r—— 1 root root 0 Jan 29 08:22 consoles
-r—-—-r——r—— 1 root root 0 Jan 29 08:19 cpuinfo
-r—-—-r——r—— 1 root root 0 Jan 29 08:22 crypto
—-r——r—--r—— 1 root root 0 Jan 29 08:20 devices
—-r——r—--r—— 1 root root 0 Jan 29 08:22 diskstats
[...1]

—-r——r—--r—— 1 root root 0 Jan 29 08:22 vmstat
—-r——r—--r—— 1 root root 0 Jan 29 08:22 zoneinfo
$

Let's summarize a few critical points regarding Linux's powerful proc filesystem.

The objects under /proc (files, directories, soft links, and so on) are all
pseudo objects; they live in RAM!

Directories under /proc

The directories under /proc whose names are integer values represent processes currently
alive on the system. The name of the directory is the PID of the process (technically, it's the
TGID of the process. We covered TGID/PID in the companion guide Linux Kernel
Programming in Chapter 6, Kernel and Memory Management Internals Essentials).
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This folder — /proc/PID/ — contains information regarding this process. So, for example,
for the init or systemd process (always PID 1), you can examine detailed information about

this process (its attributes, open files, memory layout, children, and so on) under the
/proc/1/ folder.

As an example, here, we will gain a root shell and do 1s /proc/1:

S sudo -i

root@llkd-vbox:~# 1s /proc/1

arch_status cpuset limits personality smaps_rollup timerslack_ns
autogroup loginuid projid map stack uid_map
auxv environ numa_maps stat wchan
cgroup maps oom_adj sched statm

clear_refs mem oom_score schedstat status

cmdline mountinfo oom_score_adj sessionid syscall

comm gid_map mounts pagemap setgroups

coredump_filter 1o mountstats patch_state smaps timers
root@llkd-vbox:~# |

Figure 2.1 — Screenshot of performing Is /proc/1 on an x86_64 guest system

The complete details regarding the pseudo files and folders under /proc/<PID>/... can
be found on the man page of proc (5) (by doing man 5 proc); do try it out and refer to it!

Note that the precise content under /proc varies from both the kernel
version and the (CPU) architecture; x86_64 tends to have the richest
content.

The purpose behind the proc filesystem
The purpose behind the proc filesystem is two-fold:

¢ One, it is a simple interface for developers, system administrators, and anyone
really to look deep inside the kernel so that they can gain information regarding
the internals of processes, the kernel, and even hardware. Using this interface
only requires you to know basic shell commands such as cd, cat, echo, 1s, and
SO on.

e Two, as the root user and, at times, the owner, you can write into certain pseudo
files under /proc/sys, thus tuning various kernel parameters. This feature is
called sysctl. As an example, you can tune various IPv4 networking parameters
in /proc/sys/net/ipv4/. They are all documented here: https://www.kernel.

org/doc/Documentation/networking/ip-sysctl.txt.
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Changing the value of a proc-based tunable is easy; for example, let's change the maximum
number of threads allowed at any given point in time on the box. Run the following
commands as root:

# cat /proc/sys/kernel/threads-max

15741

# echo 10000 > /proc/sys/kernel/threads-max
# cat /proc/sys/kernel/threads-max

10000

#

With that, we're done. However, it should be clear that the preceding operation is volatile —
the change only applies to this session; a power cycle or reboot will result in it reverting
back to the default value of course. How, then, do we make the change permanent? The
short answer: use the sysct1 (8) utility; refer to its man page for more details.

Are you ready to write some procfs-interfacing code now? Not so fast — the next section
informs you as to why this may not be a great idea after all.

procfs is off-bounds to driver authors

Even though we could use the proc filesystem to interface with a user mode app, there is an
important point to note here! You must realize that procfs is, like many similar facilities
within the kernel, an Application Binary Interface (ABI). The kernel community makes no
promises that it remains stable and exactly the way it is today, just as is the case with the
kernel APIs and their internal data structures as well. In fact, ever since the 2.6 kernel, the
kernel folks have made this very clear — device driver authors (and the like) are not supposed to
use procfs for their own purposes or their interfaces, debug or otherwise. Earlier, with 2.6
Linux, it was quite common to use proc for said purposes (abused, as per the kernel
community, as proc is meant for kernel internal use only!).

So, if procfs is considered off-bounds, or deprecated, to us as driver authors, then what
facility do we use to communicate with user space processes? Driver authors are to use

the sysfs facility to export their interfaces. In reality, it's not just sysfs; there are several
choices available to you such as sysfs, debugfs, netlink sockets, and the ioctl system call. We
will cover these in detail later in this chapter.
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Hang on, though; again, the reality is that this "rule" regarding the non-usage of procfs for
driver authors are for the community. What this means is that if you intend to upstream
your driver or kernel module to the mainline kernel, thus contributing your code under the
GPLv2 license, then all the community rules definitely apply. If not, it's really up to you to
decide. Of course, following the kernel community's guidelines and rules can only be a
good thing; we definitely recommend that you do so. In terms of discouraging the use of
proc by non-core stuff such as drivers, unfortunately, there is no recent kernel
documentation available for the proc API/ABI.

On the 5.4.0 kernel, there are around 70-odd callers of the
0 proc_create () kernel AP, several of which being (typically older)

drivers and filesystems.

Nevertheless (you have been warned!), let's learn how to interact a user space process with
kernel code via procfs.

Using procfs to interface with the user space

As a kernel module or device driver developer, we can actually create our own entries
under /proc, leveraging this as a simple interface to the user space. How can we do this?
The kernel provides APIs that create directories and files under procfs. We will learn how
to use them in this section.

Basic procfs APIs

Here, we do not intend to delve into the gory details of the procfs API set; rather, we shall
cover just enough to have you be able to understand and use them. For deeper detail, do
refer to the ultimate resource: the kernel code base. The routines we will cover here have
been exported, thus making them available to driver authors like you. Also, as we
mentioned earlier, all the procfs file objects are really pseudo objects, in the sense that they
exist only in RAM.

simple LKM; you'll find more details in the companion guide to this book,

Here, we are assuming you understand how to design and implement a
0 Linux Kernel Programming, in the fourth and fifth chapters.
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Let's begin by exploring a few simple procfs APIs that allow you to perform a few key tasks
— creating a directory under the proc filesystem, creating (pseudo) files under there, and
deleting them, respectively. For all of these tasks, ensure you include the relevant header
file; that is, #include <linux/proc_fs.h>:

1. Create a directory named name under /proc:

struct proc_dir_entry *proc_mkdir (const char *name,
struct proc_dir_entry *parent);

The first parameter is the name of the directory, while the second parameter is the
pointer to the parent directory to create it under. Passing NULL here creates the
directory under the root; that is, under /proc. Save the return value, as you will
typically use it as a parameter in subsequent APIs.

The proc_mkdir_data () routine allows you to pass along a data item (a
void *)as well; note that it's exported via EXPORT_SYMBOL_GPL.

2. Create a procfs (pseudo) file called /proc/parent/name:

struct proc_dir_entry *proc_create (const char *name, umode_t mode,
struct proc_dir_entry *parent,
const struct file_operations *proc_fops);

The key parameter here is struct file_operations, which we introduced in
the previous chapter. You are expected to populate it with the "methods" to be
implemented (more on this follows). Think about it: this is really powerful stuff;
using the fops structure, you can set up "callback" functions within your driver
(or kernel module) that the kernel's proc filesystem layer will honor: when a user
space process reads from your proc file, it (the VFS) will invoke the

driver's . read method or callback function. If a user space app writes, it will
invoke the driver's .write callback!

3. Remove a procfs entry:

void remove_proc_entry(const char *name, struct proc_dir_entry
*parent)

This API removes the specified /proc/name entry and frees it (if not in use);
similarly (and often much more convenient), use the remove_proc_subtree ()
API to remove an entire sub-tree within /proc (typically on cleanup or if an error
occurs).
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Now that we know the basics, the empirical approach demands that we put these APIs to
practice! To do so, let's figure out what directories/files to create under /proc.

The four procfs files we will create

To help clearly illustrate the usage of procfs as an interfacing technology, we will have our
kernel module create a directory under /proc. Within that directory, it will create four
procfs (pseudo) files. Note that, by default, all procfs files have their owner:group attributes
as root:root. Now, create a directory called /proc/proc_simple_intf and, under it, create

four (pseudo) files. The names and attributes of the four procfs (pseudo) files under the
/proc/proc_simple_intf directory, are shown in the following table:

Name of procfs 'file’

R: action on read callback,

W: action on write callback,

Procfs 'file'

driver's "context" structure;
thatis, drv_ctx

invoked via user space read |invoked via user space write  |permissions
Retrieves (to the user space)  |Updates

l1lkdproc_dbg level the .current Va.lue of the global |the .debug_l evel glqbal 0644
variable; that is, variable to the value written by
debug_level the user space
Retrieves (to the user space)

llkdproc_show_pgoff |the kernel's PAGE_OFFSET |- no write callback — 0444
value
Retrieves (to the user space)

1llkdproc_show_drvctx the cu%*re',-'nt values within the —no write callback — 0440

1lkdproc_configl (also
treated as dbg_level)

Retrieves (to user space) the
current value of the context
variable; that is,
drvctx->configl

Updates the driver context

member, drvctx—->configl,

to the value written by the user
space

0644

We'll look at the APIs and actual code to create the proc_simple_intf directory under

/proc and the four files mentioned previously under it shortly. (Due to a lack of space, we
won't actually show all the code; just the code with respect to the "debug level" get-and-set;
this is not an issue, the remainder of the code is conceptually very similar).
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Trying out the dynamic debug_level procfs control

First, let's check out the "driver context" data structure that we shall use throughout this
chapter (in fact, we first used it in the previous chapter):

// ch2/procfs_simple_intf/procfs_simple_intf.c
[ ... ]

/* Borrowed from chl; the 'driver context' data structure;

* all relevant 'state info' reg the driver and (fictional) 'device'
* is maintained here.
*/

struct drv_ctx {
int tx, rx, err, myword, power;
u32 configl; /* treated as equivalent to 'debug level' of our driver */
u32 config2;
u64 config3;
#define MAXBYTES 128
char oursecret [MAXBYTES];
bi
static struct drv_ctx *gdrvctx;
static int debug_level; /* 'off' (0) by default ... */

Here, we can also see that we have a global integer named debug_1level; this will provide
dynamic control over the debug verbosity of the "project”. The debug level is assigned a
range of [0-2], where we have the following;:

e 0 implies no debug messages (the default).
e 1 is medium debug verbosity.
¢ 2 implies high debug verbosity.

The beauty of the whole schema — and indeed the whole point here — is that we shall be able
to query and set this debug_1level variable from the user space via a procfs interface that
we've created! This will allow the end user (who, for security reasons, requires root access)
to dynamically vary the debug level at runtime (a fairly common feature found in many
products).

Before diving into the code-level details, let's try it out so that we know what to expect:

1. Here, using our 1km convenience wrapper script, we must build and insmod (8)
the kernel module (ch2/proc_simple_intf in this book's source tree):

$ cd <booksrc>/ch2/proc_simple_intf

$ ../../1lkm procfs_simple_intf <-- builds the kernel
module

Version info:
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[...]

[24826.234323] procfs_simple_intf:procfs_simple_intf_ init () :321:
proc dir (/proc/procfs_simple_intf) created

[24826.240592] procfs_simple_intf:procfs_simple_intf_ init () :333:
proc file 1 (/proc/procfs_simple_intf/llkdproc_debug level) created
[24826.245072] procfs_simple_intf:procfs_simple_intf_ init () :348:
proc file 2 (/proc/procfs_simple_intf/llkdproc_show_pgoff) created
[24826.248628] procfs_simple_intf:alloc_init_drvectx() :218:
allocated and init the driver context structure

[24826.251784] procfs_simple_intf:procfs_simple_intf_ init () :368:
proc file 3 (/proc/procfs_simple_intf/llkdproc_show_drvctx) created
[24826.255145] procfs_simple_intf:procfs_simple_intf_init () :378:
proc file 4 (/proc/procfs_simple_intf/llkdproc_configl) created
[24826.259203] procfs_simple_intf initialized

$

Here, we built and inserted the kernel module; dmesg (1) displays the kernel
printks showing that one of the procfs files we created is the one pertaining to the
dynamic debug facility (highlighted in bold here; since these are pseudo files, the
file size will appear as 0 bytes).

2. Now, let's test it by querying the current value of debug_level:

$ cat /proc/procfs_simple_intf/llkdproc_debug_level
debug_level:O0
$

3. Great, it's zero — the default — as expected. Now, let's change the debug level to 2:

$ sudo sh -c "echo 2 >
/proc/procfs_simple_intf/llkdproc_debug_level"

$ cat /proc/procfs_simple_intf/llkdproc_debug_ level
debug_level:2

$

Notice how we had to issue echo as root. As we can see, the debug level has
indeed changed (to a value of 2)! Attempting to set the value out of range is
caught as well (and the debug_level variable's value is reset to its last valid
value), as shown here:

$ sudo sh -c "echo 5 >
/proc/procfs_simple_intf/llkdproc_debug_level"

sh: echo: I/0 error

$ dmesg

[...]

[ 6756.415727] procfs_simple_intf: trying to set invalid value for
debug_level [allowed range: 0-2]; resetting to previous (2)
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Right; it worked as expected. However, the question is, how did all this work at the code
level? Read on to find out!

Dynamically controlling debug_level via procfs

Let's answer the aforementioned question — how is it done in code? It's quite straightforward,
really:

1. First off, within the init code of the kernel module, we must create our procfs
directory, naming it after the name of our kernel module:

static struct proc_dir_entry *gprocdir;

[...]
gprocdir = proc_mkdir (OURMODNAME, NULL) ;

2. Again, within the init code of the kernel module, we must create the procfs
file that controls the project's "debug level":

// ch2/procfs_simple_intf/procfs_simple_intf.c
[...]

#define PROC_FILE1L "llkdproc_debug_level"
#define PROC_FILE1_PERMS 0644

[...]

static int __init procfs_simple_intf_init (void)

{
int stat = 0;
[...]
/* 1. Create the PROC_FILEl proc entry under the parent dir
OURMODNAME ;
* this will serve as the 'dynamically view/modify debug_level'
* (pseudo) file */
if (!proc_create (PROC_FILEl, PROC_FILEl_PERMS, gprocdir,
&fops_rdwr_dbg_level)) {
[...]
pr_debug ("proc file 1 (/proc/%s/%s) created\n", OURMODNAME,
PROC_FILEL) ;
[...]

Here, we used the proc_create () API to create the procfs file and "linked" it to
the supplied file_operations structure.
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3. The fops structure (technically, struct file_operations)is the key data
structure here. As we learned in chapter 1, Writing a Simple misc Character Device
Driver, it's where we assign functionality to the various file operations on the
device, or, as in this case, the procfs file. Here's the code initializing our fops:

static const struct file_operations fops_rdwr_dbg_level = {
.owner = THIS_MODULE,
.open = myproc_open_dbg_level,
.read = seq_read,
.write = myproc_write_debug_level,
.llseek = seqg_lseek,
.release = single_release,

i
4. The open method of fops points to a function we must define:

static int myproc_open_dbg_level (struct inode *inode, struct file
*file)
{

return single_open (file, proc_show_debug_level, NULL);

}

Using the kernel's single_open () API, we register the fact that, whenever this
file is read — which is ultimately done via the read (2) system call from the user
space — the proc filesystem will "call back" our

proc_show_debug_level () routine (the second parameter to single_open ()).

We won't bother with the internal implementation of the
single_open () APIhere; if you're curious, you can always look it up
here: fs/seq _file.c:single_open().

So, to summarize, to register a "read" method with procfs, we do the following:

e Initialize the fops.open pointer to a foo () function.

e In the foo () function, call single_open (), providing the read callback function
as the second parameter.
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There's some history here; without getting too deep into it, suffice it to say
that the older working of procfs had issues. Notably, you couldn't transfer
more than a single page of data (with read or write) without manually
iterating over the content. The sequence iterator functionality that was
introduced with 2.6.12 fixed these issues. Nowadays, using

single_open () and itsilk (the seq_read, seq_lseek,

and seq_release built-in kernel functions) is the simpler and correct
approach to using procfs.

5. So, what about when user space writes (via the write (2) system call) into a proc
file? Simple: in the preceding code, you can see that we have registered the
fops_rdwr_dbg_level.write method as
the myproc_write_debug_level () function, implying that this function will be
called back whenever this (pseudo) file is written to (it's explained in Step 6,
following the read callback).

The code of the read callback function that we registered via single_open is as
follows:

/* Our proc file 1: displays the current value of debug_level */
static int proc_show_debug_level (struct seq_file *seq, void *v)
{

if (mutex_lock_interruptible (&mtx))

return -ERESTARTSYS;

seq_printf (seq, "debug_level:%d\n", debug_level);

mutex_unlock (&mtx) ;

return 0;

}

seq_printf () is conceptually similar to the familiar sprint £ () APL It correctly
prints — to the seq_file object — the data supplied to it. When we say "prints"
here, what we really mean is that it effectively passes the data buffer to the user
space process or thread that issued the read system call that got us here in the first
place, in effect transferring the data to the user space.

Oh yes, what's with the mutex_{un}lock* () APIs? They are for
something critical — locking. We will provide a detailed discussion on
locking in chapter 6, Kernel Synchronization —Part 1, and Chapter 7,
Kernel Synchronization — Part 2; for now, just understand that these are
required synchronization primitives.
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6. The write callback function we registered via fops_rdwr_dbg_level.write is

as follows:
#define DEBUG_LEVEL_MIN 0
#define DEBUG_LEVEL_MAX 2

[...]
/* proc file 1 : modify the driver's debug_level global variable as
per what user space writes */
static ssize_t myproc_write_debug_level (struct file *filp,
const char _ user *ubuf, size_t count, loff_t *off)

char buf[12];

int ret = count, prev_dbglevel;
[...]

prev_dbglevel = debug_level;

// < ... validity checks (not shown here) ... >
/* Get the user mode buffer content into the kernel (into 'buf')
*/
if (copy_from_user (buf, ubuf, count)) {
ret = -EFAULT;
goto out;
}
[...]
ret = kstrtoint (buf, 0, &debug_level); /* update it! */
if (ret)
goto out;
if (debug_level < DEBUG_LEVEL_MIN || debug_level >

DEBUG_LEVEL_MAX) {
[...]
debug_level = prev_dbglevel;
ret = —-EFAULT; goto out;
}
/* Jjust for fun, let's say that our drv ctx 'configl'
represents the debug level */
gdrvctx—>configl = debug_level;
ret = count;
out:
mutex_unlock (&mtx) ;
return ret;
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In our write method's implementation (notice how similar it is in structure to a
character device driver's write method), we performed some validity checking
and then copied in the data the user space process wrote to us (recall how we
used the echo command to write to the procfs file) via the usual
copy_from_user () function. We then used the kernel's built-in kst rtoint ()
API (there are several in a similar vein) to convert the string buffer into an integer,
storing the result in our global variable; that is, debug_level! Again, we validate
it, and if all's well, we also set (just as an example) our driver context's configl
member to the same value and then return a success message.

7. The remainder of the kernel module's code is very similar — we set up the
functionality for the remaining three procfs files. I leave it to you to browse
through the code in detail and try it out.

8. One more quick demo: let's set debug_level to 1 and then dump the driver
context structure (via the third procfs file we created):

$ cat /proc/procfs_simple_intf/llkdproc_debug_level
debug_level:0

$ sudo sh -c "echo 1 >
/proc/procfs_simple_intf/llkdproc_debug_level"

9. Okay, the debug_level variable will now have a value of 1; now, let's dump the
driver context structure:

$ cat /proc/procfs_simple_intf/llkdproc_show_drvctx

cat: /proc/procfs_simple_intf/llkdproc_show_drvctx: Permission
denied

$ sudo cat /proc/procfs_simple_intf/llkdproc_show_drvctx
prodname:procfs_simple_intf

tx:0,rx:0,err:0, myword:0,power:1
configl:0x1,config2:0x48524a5f,config3:0x424c0ab52

oursecret :AhA xxx

$

We need root access to do this. Once done, we can clearly see all the members of
our drv_ctx data structure. Not only that, but we verified that the

configl member, highlighted in bold, now has a value of 1, thus reflecting the
"debug level" as designed.

Also, notice how the output is deliberately generated to the user space in a highly
parseable format, almost JSON-like. Of course, as a small exercise, you could
arrange to do precisely that!
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A large number of recent Internet of Things (IoT) products use RESTful
APIs to communicate; the format that's parsed is typically JSON. Getting
in the habit of designing and implementing your kernel-to-user (and vice
versa) communication in easily parsable formats (such as JSON) is only
going to help.

With that, you have learned how exactly to create a procfs directory, a file within it, and,
most importantly, how to create and use the read and write callback functions so that when
a user mode process reads or writes your proc file, you can respond appropriately from
deep within the kernel. As we mentioned earlier, due to a lack of space, we will not
describe the code driving the remaining three procfs files we have created and used. This is
very similar conceptually to what we have just covered. We expect you to read through and
try it out!

A few misc procfs APIs

Let's conclude this section by looking at a few remaining miscellaneous procfs APIs. You
can create a symbolic or soft link within /proc by using the proc_symlink () function.

Next, the proc_create_single_data () API can be very useful; it's used as a "shortcut",
where you require just a "read" method to be attached to a procfs file:

struct proc_dir_entry *proc_create_single_data(const char *name, umode_t
mode, struct

proc_dir_entry *parent, int (*show) (struct seqg _file *, void *),
void *data);

Using this API thus eliminates the need for a separate fops data structure. We can use this
function to create and work with our second procfs file — the 11kdproc_show_pgo£f file:

. proc_create_single_data (PROC_FILE2, PROC_FILE2_PERMS, gprocdir,
proc_show_pgoff, 0)

When read from the user space, the kernel's VES and proc layer code paths will invoke the
registered method — the proc_show_pgoff () function of our module — within which we
trivially invoke seq_printf () to send the value of PAGE_OFFSET to the user space:

seq_printf (seq, "%$s:PAGE_OFFSET:0x%px\n", OURMODNAME, PAGE_OFFSET);
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Furthermore, note the following regarding the proc_create_single_data APIL

¢ You can make use of the fifth parameter to proc_create_single_data () to
pass any data item to the read callback (retrieved there as a seq_file member
called private, very similar to how we used filp->private_data in the
previous chapter).

e Several typically older drivers within the kernel mainline do make use of this
function to create their procfs interfaces. Among them is the RTC driver (which
sets up an entry at /proc/driver/rtc). The SCSI megaraid driver
(drivers/scsi/megaraid) uses this routine no fewer than 10 times to set up its
proc interfaces (when a config option is enabled; it is by default).

Be careful! I find that on an Ubuntu 18.04 LTS system running the distro
(default) kernel, this APl - proc_create_single_data () —isn't even
available, so the build fails. On our custom "vanilla" 5.4 LTS kernel, it
works just fine.

In addition, there is some documentation on the procfs API we've set here,
though this tends to be for internal usage and not for modules: https://
www.kernel.org/doc/html/latest/filesystems/api-summary.html#the-
proc-filesystem.

So, as we mentioned previously, with the procfs APIs it's a case of Your
Mileage May Vary (YMMYV)! Carefully test your code before release. It's
probably best to follow the kernel community guidelines and simply say
No to procfs as a driver interfacing technique. Worry not — we'll look at
better ones throughout this chapter!

This completes our coverage on using procfs as a useful communication interface. Now,
let's learn how to use a more appropriate one for drivers — the sysfs interface.

Interfacing via the sys filesystem (sysfs)

A critical feature of the 2.6 Linux kernel release was the advent of what is called the modern
device model. Essentially, a series of complex tree-like hierarchical data structures model all
devices present on the system. Actually, it goes well beyond this; the sysfs tree
encompasses the following (among other things):

¢ Every bus present on the system (it can be a virtual or pseudo bus as well)
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¢ Every device present on every bus
¢ Every device driver bound to a device on a bus

Thus, it's not just peripheral devices but also the underlying system buses, the devices on
each bus and the device driver bound or that will bind to a device, that are created at
runtime and maintained by the device model. The inner workings of this model are
invisible to you, as a typical driver author; you don't really have to worry about it. On
system boot, and whenever a new device becomes visible, the driver core (part of the built-in
kernel machinery) generates the required virtual files under the sysfs tree. (Conversely,
when a device is removed or detached, its entry disappears from the tree.)

Recall, though, from the Interfacing with the proc filesystem section, that using procfs for a
device driver's interfacing purposes is not really the right approach, at least for code that
wants to move upstream. So, what is the right approach? Ah, creating sysfs (pseudo) files is
considered the "correct way” for device drivers to interface with the user space.

So, now we see it! sysfs is a virtual filesystem typically mounted on the /sys directory. In
effect, sysfs, very similarly to procfs, is a kernel-exported tree of information (device and
other) that's sent to the user space. You can think of sysfs as having different viewports into
the modern device model. Via sysfs, you can view the system in several different ways or
via different "viewports"; for example, you can view the system via the various buses it
supports (the bus view — PCI, USB, platform, I12C, SPI, among several others), via various
"classes" of devices (the class view), via the devices themselves, via the block devices
viewport, and so on. The following screenshot showing the content of /sys on my Ubuntu
18.04 LTS VM shows this to be the case:

S 1s /sys/
ff ff ff ! /
N |

S, S,

Figure 2.2 — Screenshot showing the content of sysfs (/sys) on an x86_64 Ubuntu VM

As we can see, with sysfs, there are several other viewports via that you can use to look into
the system as well. Of course, in this section, we wish to understand how to interface a
device driver to the user space via sysfs, how to write the code to create our driver (pseudo)
files under sysfs, and how to register the read/write callbacks from them. Let's begin by
looking at the basic sysfs APIs.
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Creating a sysfs (pseudo) file in code

One way to create a pseudo (or virtual) file under sysfs is via the device_create_file ()
APIL. Its signature is as follows:

drivers/base/core.c:int device_create_file(struct device *dev,
const struct device_attribute *attr);

Let's consider its two parameters one by one; first, there is a pointer to st ruct device.
The second parameter is a pointer to a device attribute structure; we shall explain and work
on it a bit later (in the Setting up the device attributes and creating the sysfs file section). For
now, let's focus on the first parameter only — the device structure. It seems quite intuitive —
a device is represented by a metadata structure called device (it is part of the driver core;
you can look up its full definition in the include/linux/device.h header).

Note that when you write (or work on) a "real" device driver, chances are high that a
generic device structure will exist or come into being. This often happens upon registering the
device; an underlying device structure is usually made available as a member of a
specialized structure for that device. For example, all structures, such
asplatform_device, pci_device, net_device, usb_device,

i2c_client, serial_port and so on, have a struct device member embedded within
them. Thus, you can use that device structure pointer as a parameter to the API for the
purpose of creating files under sysfs. Rest assured, you shall soon see this being done in
code! So, let's get going by getting ourselves a device structure by creating a simple
"platform device". You'll learn how to do this in the next section!

Creating a simple platform device

Clearly, in order to create a (pseudo) file under sysfs, we somehow require, as the first
parameter to device_create_file (), a pointer to a struct device. However, for our
demo sysfs driver here and now, we don't actually have any real device, and therefore no
struct device, to work on!

So, can't we create an artificial or pseudo device and simply use it? Yes, but how, and more
crucially, why exactly should we have to do this? It's critical to understand that the modern
Linux Device Model (LDM) is built on three key components: an underlying bus must
exist that devices live on, and devices are "bound to" and driven by device drivers. (We
already mentioned this in chapter 1, Writing a Simple misc Character Device Driver, in the A
quick note on the Linux Device Model section).
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All of these must be registered to the driver core. Now, don't worry about the buses and the
bus drivers that drive them; they will be registered and handled internally by the kernel's
driver core subsystem. When there is no real device, however, we will have to create a
pseudo one in order to work with the model. Again, there are several ways to do such
things, but we shall create a platform device. This device will "live" on a pseudo bus (that is,
it exists only in software) known as the platform bus.

Platform devices

A quick but important aside: platform devices are often used to represent the variety of
devices on a System on Chip (SoC) within an embedded board. The SoC is typically a very
sophisticated chip that integrates various components into its silicon. Besides processing
units (CPUs/GPUs), it might house several peripherals too, including Ethernet MAC, USB,
multimedia, serial UART, clock, I12C, SP]I, flash chip controllers, and so on. A reason we
need these components to be enumerated as a platform device is that there is no physical
bus within the SoC; thus, the platform bus is used.

Traditionally, the code that was used to instantiate these SoC platform
devices was kept in a "board" file (or files) within the kernel source
(arch/<arch>/...). Due to it becoming overloaded, it's been moved
outside the pure kernel source into a useful hardware description format
called the Device Tree (within Device Tree Source (DTS) files that are
themselves with the kernel source tree).

On our Ubuntu 18.04 LTS guest VM, let's look at the platform devices under sysfs:

$ 1ls /sys/devices/platform/

alarmtimer 'Fixed MDIO bus.O' intel_pmc_core.0 platform-framebuffer.0
reg—dummy

serial8250 eisa.0 1i8042 pcspkr power rtc_cmos uevent

$

The Bootlin website (previously called Free Electrons) offers superb
materials on embedded Linux, drivers, and so on. This link on their site
leads to excellent material on the LDM: https://bootlin.com/pub/
conferences/2019/elce/opdenacker-kernel-programming-device-
model/.
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Back to the driver: we bring our (artificial) platform device into existence by registering it to
the (already existing) platform bus driver via

the platform_device_register_simple () APIL The moment we do so, the driver core
will generate the required sysfs directories and a few boilerplate sysfs entries (or files). Here,
in the init code of our sysfs demo driver, we will set up a (simplest possible) platform device
by registering it to the driver core:

// ch2/sysfs_simple_intf/sysfs_simple_intf.c

include <linux/platform_device.h>

static struct platform_device *sysfs_demo_platdev;

[...]

#define PLAT_NAME "11kd_sysfs_simple_intf_device"

sysfs_demo_platdev =
platform_device_register_simple (PLAT_NAME, -1, NULL, O0);

[...]

The platform _device_register_simple () APIreturns a pointer to struct
platform_device. One of this structure's members is st ruct device dev. We now
have what we've been after: a device structure. Also, it's key to note that when this
registration API runs, the effect is visible within sysfs. You can easily see the new platform
device, plus a few boilerplate sysfs objects, being created by the driver core here (made
visible to us via sysfs); let's build and insmod our kernel module to see this:

S cd <...>/ch2/sysfs_simple_intf

$ make && sudo insmod ./sysfs_simple_intf.ko

[...]

$ 1s -1 /sys/devices/platform/11kd_sysfs_simple_intf_device/

total 0O

-rw—-r—-r—-— 1 root root 4.0K Feb 15 20:22 driver_override

—-rw-r—-—-r—-— 1 root root 4.0K Feb 15 20:22 1llkdsysfs_debug_level

-r——r—--r—— 1 root root 4.0K Feb 15 20:22 llkdsysfs_pgoff

-r——r—--r—— 1 root root 4.0K Feb 15 20:22 1llkdsysfs_pressure

-r——r—--r—— 1 root root 4.0K Feb 15 20:22 modalias

drwxr-xr—-x 2 root root 0 Feb 15 20:22 power/

lrwxrwxrwx 1 root root 0 Feb 15 20:22 subsystem -> ../../../bus/platform/
-rw—-r—--r—-— 1 root root 4.0K Feb 15 20:21 uevent

$

We can create a struct device in different ways; the generic way is to set up and issue
the device_create () APL An alternate means to creating a sysfs file, while bypassing the
need for a device structure, is to create a "object" and invoke the sysfs_create_file ()
API. (Links to tutorials that use both these approaches can be found in the Further reading
section). Here, we prefer to use a "platform device" as it's the closer approach to writing a
(platform) driver.
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There's yet another valid approach. As we saw in Chapter 1, Writing a simple misc Character
Device Driver, we built a simple character driver conforming to the kernel's misc
framework. There, we instantiated a struct miscdevice; once registered (via the
misc_register () API), this structure will contain a member called struct device
*this_device;, thus allowing us to use it as a valid device pointer! Thus, we could have
simply extended our earlier misc device driver and used it here. However, in order to learn
a bit about platform drivers, we've chosen that approach. (We leave the approach of
extending our earlier misc device driver so that it can use sysfs APIs and create/use sysfs
files as an exercise to you).

Back to our driver, compared to the init code, in the cleanup code, we must un-register our
platform device:

platform_device_unregister (sysfs_demo_platdev);

Now, let's tie all this knowledge together and actually see the code that generates the sysfs
files, along with their read and write callback functions!

Tying it all together - setting up the device
attributes and creating the sysfs file

As we mentioned at the beginning of this section, the device_create_file () APlis the
one we'll use to create our sysfs file:

int device_create_file(struct device *dev, const struct device_attribute
*attr);

In the previous section, you learned how we obtain a device structure (the first parameter
for our API). Now, let's figure out how to initialize and use the second parameter; that is,
the device_attribute structure. The structure itself is defined as follows:

// include/linux/device.h
struct device_attribute {
struct attribute attr;
ssize_t (*show) (struct device *dev, struct device_attribute *attr,
char *buf);
ssize_t (*store) (struct device *dev, struct device_attribute *attr,
const char *buf, size_t count);
}i
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The first member, attr, essentially consists of the name of the sysfs file and its mode
(permission bitmask). The other two members are function pointers ("virtual functions”,
analogous to those in the file operations or fops structure):

e show: Represents the read callback function
¢ store: Represents the write callback function

Our job is to initialize this device_attribute structure, thus setting up the sysfs file.
While you can always manually initialize it, there's an easier approach: the kernel provides
(several) macros for initializing struct device_attribute; among them is the
DEVICE_ATTR () macro:

// include/linux/device.h
define DEVICE_ATTR(_name, _mode, _show, _store) \

struct device_attribute dev_attr_##_ name = _ ATTR(_name, _mode, _show,
_store)

Notice the "stringification" that's performed by dev_attr_##_name, ensuring that the
structure's name is suffixed with the name that's passed as the first parameter to
DEVICE_ATTR. Furthermore, the actual "worker" macro, named __ATTR (), actually
instantiates a device_attribute structure in code at preprocessing time, with (via
stringification) the name of the structure becoming dev_attr_<name>:

// include/linux/sysfs.h

#define _ ATTR(_name, _mode, _show, _store) { \
.attr = {.name = __stringify(_name), \
.mode = VERIFY_OCTAL_PERMISSIONS (_mode) }, \
.show = _show, \
.store = _store, \

}

Furthermore, the kernel defines additional simple wrapper macros over these macros in
order to specify the mode (permissions for the sysfs file), thus making it even simpler for
you, the driver author. Among them is DEVICE_ATTR_RW (_name),
DEVICE_ATTR_RO(_name),andDEVICE_ATTR_WO(_nameN

#define DEVICE_ATTR_RW (_name) \
struct device_attribute dev_attr_##_name = _ ATTR_RW(_name)
#define _ ATTR_RW(_name) _ ATTR(_name, 0644, _name##_show, _name##_store)

With this code, we can create a read-write (RW), read-only (RO), or write-only (WO) sysfs
file. Now, we wish to set up a sysfs file that can be read and written to. Internally, this is a
"hook" or callback for us to query or set a debug_1level global variable just as we did in the
sample kernel module on procfs earlier!
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Now that we have sufficient background, let's delve into the code!

The code for implementing our sysfs file and its
callbacks

Let's look at the relevant parts of the code for our simple sysfs interfacing driver and try
things out, step by step:

1. Set up the device attribute structure (via the DEVICE_ATTR_RW macro; see the
preceding section for more information) and create our first sysfs (pseudo) file:

// ch2/sysfs_simple_intf/sysfs_simple_intf.c

#define SYSFS_FILEl llkdsysfs_debug level

// [... <we show the actual read/write callback functions just a
bit further down> ...]

static DEVICE_ATTR_RW (SYSFS_FILEL);

int __init sysfs_simple_intf_init (void)
{
[...]
/* << 0. The platform device is created via the
platform device_register_simple() API; code already shown above
>> */

// 1. Create our first sysfile file : llkdsysfs_debug_level
/* The device_create_file() API creates a sysfs attribute file for
* given device (lst parameter); the second parameter is the

pointer

* to it's struct device_attribute structure dev_attr_<name> which
was

* instantiated by our DEV_ATTR{_RW|RO} macros above ... */

stat = device_create_file (&sysfs_demo_platdev->dev,
&dev_attr_ SYSFS_FILEl);
[...]

From the definition of the macros shown here, we can infer that static
DEVICE_ATTR_RW (SYSFS_FILE1) ; instantiates an initialized
device_attribute structure with the name 11kdsysfs_debug_level (as
that's what the SYSFS_FILE1 macro evaluates to) and a mode of 0644; the read
callback name will be 11kdsysfs_debug_level_show () and the write callback
name will be 11kdsysfs_debug_level_store()!
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2. Here's the relevant code for the read and write callbacks (again, we won't show
the entire code here). First, let's look at the read callback:

/* debug_level: sysfs entry point for the 'show' (read) callback */
static ssize_t 1llkdsysfs_debug_level_show(struct device *dev,
struct device_attribute
*attr,
char *buf)

int n;
if (mutex_lock_interruptible (&mtx))
return -ERESTARTSYS;
pr_debug ("In the 'show' method: name: %s,
debug_level=%d\n",
dev->kobj.name, debug_level);
n = snprintf (buf, 25, "%d\n", debug level);
mutex_unlock (&mtx) ;
return n;

}

How does this work? On reading our sysfs file, the preceding callback function is
invoked. Within it, simply writing into the user-supplied buffer pointer, buf (its
third parameter; we used the kernel snprintf () API to do so), has the effect of
transferring the value provided (here, debug_level) to the user space!

3. Let's build and insmod (8) the kernel module (for convenience, we will use our
1lkm wrapper script to do so):

$ ../../lkm sysfs_simple_intf // <-— build and insmod it
[...]

[83907.192247] sysfs_simple_intf:sysfs_simple_intf_init () :237:
sysfs file [1]
(/sys/devices/platform/11kd_sysfs_simple_intf_device/llkdsysfs_debu
g_level) created

[83907.197279] sysfs_simple_intf:sysfs_simple_intf_init () :250:
sysfs file [2]
(/sys/devices/platform/11kd_sysfs_simple_intf_device/llkdsysfs_pgof
f) created

[83907.201959] sysfs_simple_intf:sysfs_simple_intf_init () :264:
sysfs file [3]
(/sys/devices/platform/11kd_sysfs_simple_intf_device/llkdsysfs_pres
sure) created

[83907.205888] sysfs_simple_intf initialized

S
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4. Now, let's list and read the sysfs file pertaining to the debug-level:

$ 1s -1
/sys/devices/platform/11kd_sysfs_simple_intf_device/llkdsysfs_debug
_level

-rw-r—-—-r—-— 1 root root 4096 Feb 4 17:41
/sys/devices/platform/11kd_sysfs_simple_intf_device/llkdsysfs_debug
_level

$ cat
/sys/devices/platform/11kd_sysfs_simple_intf_device/llkdsysfs_debug
_level

0

This reflects the fact that debug-level is currently 0.

5. Now, let's peek at the code of our write callback for the debug-level sysfs file:

#define DEBUG_LEVEL_MIN O
#define DEBUG_LEVEL_MAX 2

static ssize_t 1llkdsysfs_debug_level_store(struct device *dev,
struct device_attribute
*attr,
const char *buf, size_t
count)
{
int ret = (int)count, prev_dbglevel;
if (mutex_lock_interruptible (&mtx))
return —-ERESTARTSYS;

prev_dbglevel = debug_level;

pr_debug ("In the 'store' method:\ncount=%zu, buf=0x%$px
count=%zu\n"

"Buffer contents: \"%.*s\"\n", count, buf, count,
(int) count, buf);

if (count == 0 || count > 12) {
ret = —-EINVAL;
goto out;

ret = kstrtoint (buf, 0, &debug_level); /* update it! */
// < ... validity checks ... >
ret = count;
out:
mutex_unlock (&mtx) ;
return ret;
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Again, it should be clear that the kstrtoint () kernel APIis used to convert the
user space buf string into an integer value, which we then validate. Also, the
third parameter to kst rtoint is the integer to write to, thus updating it!

6. Now, let's try updating the value of debug_1level from its sysfs file:

$ sudo sh -c "echo 2 >
/sys/devices/platform/11kd_sysfs_simple_intf_device/llkdsysfs_debug
_level"

$ cat
/sys/devices/platform/11kd_sysfs_simple_intf_device/llkdsysfs_debug
_level

2

$

Voila — it works!

7. As we did when we interfaced with procfs, we have provided more code in the
sysfs code example. Here, we have another (read-only) sysfs interface to display
the value of PAGE_OFFSET, plus a new one. Imagine that this driver's job is to
retrieve a "pressure" value (perhaps via an I2C-driven pressure sensor chip). Let's
imagine we have done so, and stored this pressure value in an integer global
variable named gpressure. To "show" the user space the current pressure value,
we must use a sysfs file. Here it is:

Internally, for the purpose of this demo, we have randomly set
the gpressure global variable to a value of 25.

$ cat
/sys/devices/platform/11kd_sysfs_simple_intf_device/llkdsysfs_press
ure

25$

Look carefully at the output; why does the prompt appear immediately after 25? Because
we just printed the value as-is — no newline, nothing; that's what is expected. The code that
displays the "pressure" value is simple indeed:

/* show 'pressure' value: sysfs entry point for the 'show' (read) callback
*/
static ssize_t llkdsysfs_pressure_show (struct device *dev,
struct device_attribute *attr, char *buf)
{

int n;
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if (mutex_lock_interruptible (&mtx))
return —-ERESTARTSYS;
pr_debug ("In the 'show' method: pressure=%u\n", gpressure);
n = snprintf (buf, 25, "%u", gpressure);
mutex_unlock (&mtx) ;
return n;

t

/* The DEVICE_ATTR{_RW|RO|WO} () macro instantiates a struct
device_attribute dev_attr_<name> here... */

static DEVICE_ATTR_RO (llkdsysfs_pressure);

With that, you've learned how to interface with the user space via sysfs! As usual, I urge
you to actually write the code and try out these skills yourself; take a look at the Questions
section at the end of this chapter and try out the (relevant) assignments yourself. Now, let's
continue with sysfs, understanding an important rule regarding its ABL

The "one value per sysfs file" rule

So far, you have understood how to create and make use of sysfs for user space kernel
interfacing purposes, but there is a key point that we have been ignoring. There is a "rule"
regarding using sysfs files, which states that you must only read or write exactly one value!
Think of this as the one-value-per-file rule.

So, as in the example where we used the "pressure” value, we merely return the current
value of the pressure, nothing more. Thus, sysfs, unlike the other interfacing technologies,
is not quite suited to those cases where you might want to return arbitrary long-winded
information packets (say, the contents of the driver context structure) to the user space; in
other words, it's not suited to pure "debugging" purposes.

The kernel documents and "rules" regarding the usage of sysfs can be
found here: https://www.kernel.org/doc/html/latest/admin-guide/
sysfs-rules.html#rules-on-how-to-access-information-in-sysfs.
In addition, there is documentation on the sysfs API here: https://www.
kernel.org/doc/html/latest/filesystems/api-summary.html#the—
filesystem-for-exporting-kernel-objects.

The kernel typically provides several different means of creating sysfs
objects; for example, with the sysfs_create_files () AP you can
create multiple sysfs files in one go: int __must_check
sysfs_create_files (struct kobject *kobj, const struct
attribute * const *attr);.Here, you are expected to supply a
pointer to a kobject and a pointer to a list of attribute structures.
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This concludes our discussion of sysfs as an interfacing technology; in summary, sysfs is
indeed considered the right way for driver authors to display and/or set a particular driver
value to and from the user space. Due to the "one value per sysfs file" convention, sysfs is
really not ideally suited to debugging information dispensation. This neatly brings us to
our next topic — debugfs!

Interfacing via the debug filesystem
(debugfs)

Imagine for a moment, the quandary faced by you, a driver developer, on Linux: you want
to implement an easy yet elegant way to provide debug "hooks" from your driver to the
user space. For example, the user simply performing a cat (1) on a (pseudo) file should
result in your driver's "debug callback" function being invoked. It will then proceed to
dump some status information (perhaps a "driver context" structure) to the user mode
process, which will faithfully dump it to stdout.

Okay, no problem: in the days before the 2.6 release, we could (as you learned in the
Interfacing via the proc filesystem (procfs) section) happily use the procfs layer to interface our
driver with the user space. Then, from 2.6 Linux onward, the kernel community vetoed this
approach. We were told to strictly stop using procfs and instead use the sysfs layer as the
means to interface our drivers with the user space. However, as we saw in the Interfacing via
the sys filesystem (sysfs) section, it has a strict one-value-per-file rule. This is actually great for
reporting or sending single values from and to the driver (typically, environment sensor
values and similar), but quickly rules out all but the most trivial debug interfaces to the
user space. We could use the ioctl approach (as we shall see) to set up a debug interface but
it's quite a bit harder to do so.

So, what can you do? Luckily, there is an elegant solution in place from around 2.6.12 Linux
onward called debugfs. The "debug filesystem" is very easy to use and quite explicit in
communicating the fact that driver authors (anyone, in fact) can use it for whatever
purpose they choose! There is no one-value-per-file rule — forget that, there are no rules.

Of course, just as with the other filesystem-based approaches we have dealt with — procfs,
sysfs, and now debugfs — the kernel community clearly claims that all these interfaces are
an ABI, and thus, that their stability and lifespan is something that is not guaranteed. While
that is the formal stance that's adopted, the reality is that these interfaces have become de
facto ones in the real world; stripping them out without preamble one fine day wouldn't
really serve anybody.
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The following screenshot shows the content of debugfs on our x86-64 Ubuntu 18.04.3 LTS
guest (running the "custom" 5.4.0 kernel we built back in our companion book Linux Kernel
Programming, Chapter 3, Building the 5.0 Linux kernel from Source, Part 2!):

root@llkd-vbox:~# uname -r

5.4.0-11kdea1

root@llkd-vbox:~# mount |grep -w debugfs

debugfs on [sys/kernel/debug type debugfs (rw,relatime)
root@llkd-vbox:~# 1s [sys/kernel/debug

split_huge_ pages
suspend_stats
fault_around bytes

pwm
clear_warn_once gpio
devices_deferred sched debug wakeup_sources
sched features
memcg_slabinfo sleep time

root@llkd-vbox:~# |J

Figure 2.3 — Screenshot revealing the content of the debugfs filesystem on an x86_64 Linux VM

As with procfs and sysfs, due to debugfs being a kernel feature (it's a virtual filesystem,
after all!), the precise content within it is highly dependent on the kernel version and CPU
architecture. As we mentioned previously, by looking at this screenshot, it should now be
obvious that there are plenty of real-world "users" of debugfs.

Checking for the presence of debugfs

First off, in order to make use of the powerful debugfs interface, it must be enabled within
the kernel config. The relevant Kconfig macro is CONFIG_DEBUG_FS. Let's check whether
it's enabled on our 5.4 custom kernel:

Here, we are assuming you have the CONFIG_IKCONFIG and
CONFIG_IKCONFIG_PROC options set to y, thus allowing us to use the
/proc/config.gz pseudo file to access the current kernel's
configuration.

$ zcat /proc/config.gz | grep -w CONFIG_DEBUG_FS
CONFIG_DEBUG_FS=y

Indeed it is; it's typically enabled by default in distributions.
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Next, the default mount point of debugfs is /sys/kernel/debug. Thus, we can see that it
is internally dependent on the sysfs kernel feature being present and mounted, which it is
by default. Let's check where debugfs is mounted on our Ubuntu 18.04 x86_64 VM:

$ mount | grep -w debugfs
debugfs on /sys/kernel/debug type debugfs (rw,relatime)

It is available and mounted at the expected location; that is, /sys/kernel/debug.

Of course, it's always a best practice to never assume that this will always
be the location where it's mounted; in your script or user mode C
program, take the trouble to check and verify it. In fact, allow me to
rephrase this: it’s always a good practice to never assume anything; making
assumptions is a really good source of bugs.

By the way, an interesting Linux feature is that filesystems can be mounted in different,
even multiple, locations; also, some folks prefer to create a symbolic link to
/sys/kernel/debug as /debug; it's up to you, really.

As usual, our intention here is to create our (pseudo) files under the debugfs umbrella, and
then register and make use of the read/write callbacks from them, for the purpose of
interfacing our driver with the user space. To do so, we need to understand the basic usage
of the debugfs API. We will point you to the documentation for this in the next section.

Looking up the debugfs APl documentation

The kernel supplies succinct and superb documentation on using the debugfs API (courtesy
of Jonathan Corbet, LWN) here: https://www.kernel.org/doc/Documentation/
filesystems/debugfs.txt (of course, you can also look it up directly within the kernel
codebase).

I'urge you to refer to this document to learn how to use the debugfs APIs, since it's easy to
read and understand; this way, you can avoid unnecessarily repeating the same
information here. In addition to the aforementioned document, the modern kernel
documentation system (the "Sphinx"-based one) also provides quite detailed debugfs API
pages: https://www.kernel.org/doc/html/latest/filesystems/api-summary.html?
highlight=debugfs#the-debugfs-filesystem.

Note that all debugfs APIs are exported as GPL-only to kernel modules
(thus necessitating the module being released under the "GPL" license
(this can be dual licensed, but one must be "GPL")).
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An interfacing example with debugfs

Debugfs, being deliberately designed with a "no particular rules" mindset, makes it the
ideal interface to use for debug purposes. Why? It allows you to construct any arbitrary byte
stream and send it off to the user space, including a binary "blob" with the
debugfs_create_blob () APL

Our previous example kernel modules with procfs and sysfs constructed and used three to
four (pseudo) files. For a quick demo with debugfs, we shall just stick to two "files":

e 11kd_dbgfs_show_drvctx: As you'll have no doubt guessed, when read, it will
cause the current content of our (by now familiar) "driver context" data structure
to be dumped to the console; we shall ensure the pseudo file's mode is read-only
(by root).

e 11kd_dbgfs_debug_level: This file's mode shall be read-write (by root only);
when read, it will display the current value of debug_1level; when an integer is
written to it, we shall update the value of debug_level within the kernel
module to the value passed.

Here, in the init code of our kernel module, we will first create a directory under debugfs:
// ch2/debugfs_simple_intf/debugfs_simple_intf.c

static struct dentry *gparent;

[...]

static int debugfs_simple_intf_init (void)
{

int stat = 0;

struct dentry *filel, *file2;

[...]
gparent = debugfs_create_dir (OURMODNAME, NULL) ;

Now that we have a starting point — a directory — let's move on and create the debugfs
(pseudo) files under it.

Creating and using the first debugfs file

For readability and to save space, we won't show the error handling code
sections here.
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Just as in the example with procfs, we must allocate and initialize an instance of our "driver
context" data structure (we haven't shown the code here as it's repetitive, so please refer to
the GitHub source).

Then, via the generic debugfs_create_file () API, we must create a debugfts file,

associating it with a file_operations structure. This, in effects, gets just a read callback
registered:

static const struct file_operations dbgfs_drvctx_fops = {

.read = dbgfs_show_drvctx,
bi
[...]
// ... 1init function ... >

/* Generic debugfs file + passing a pointer to a data structure as a

* demo.. the 4th param is a generic void * ptr; it's contents will be

* stored into the i_private field of the file's inode.

*/
#define DBGFS_FILE1l "1llkd_dbgfs_show_drvctx"

filel = debugfs_create_file (DBGFS_FILE1l, 0440, gparent,

(void *)gdrvctx, &dbgfs_drvctx_fops);

From 5.8 Linux onward (recall that we're working with the 5.4 LTS
kernel), the return value of several of the debugfs creation APIs have been
removed (they will return void); Greg Kroah-Hartman's patch mentions
that this was done as no one was using them. This is quite typical of Linux
—unneeded features are stripped off, and kernel evolution continues...

Clearly, the "read" callback is our dbgfs_show_drvctx () function. As a reminder, this
function gets auto-invoked by the debugfs layer whenever the debugfs file

(11kd_dbgfs_show_drvctx) is read; here's the code for our debugfs read callback
function:

static ssize_t dbgfs_show_drvctx(struct file *filp, char __user * ubuf,
size_t count, loff_t * fpos)

struct drv_ctx *data = (struct drv_ctx *)filp->f_ inode->i_private;
// retrieve the "data" from the inode
#define MAXUPASS 256 // careful- the kernel stack is small!
char locbuf [MAXUPASS];

if (mutex_lock_interruptible (&mtx))
return —-ERESTARTSYS;

/* As an experiment, we set our 'config3' member of the drv ctx stucture
* to the current 'jiffies' value (# of timer interrupts since boot);
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* so, every time we 'cat' this file, the 'config3' wvalue should change!
*/
data->config3 = jiffies;
snprintf (locbuf, MAXUPASS - 1,
"prodname:%s\n"
"tx:%d, rx:%d,err:%d, myword: $d, power:%d\n"
"configl:0x%x,config2:0x%x,config3:0x%11lx (%1lu)\n"
"oursecret:%s\n",
OURMODNAME,
data->tx, data->rx, data->err, data->myword, data->power,
data->configl, data->config2, data->config3, data->config3,
data->oursecret) ;

mutex_unlock (&mtx) ;
return simple_read_from buffer (ubuf, MAXUPASS, fpos, locbuf,
strlen (locbuf));

}

Notice how we retrieve the "data" pointer (our driver context structure) by dereferencing
the debugfs files' inode member, which is called i_private.

As we mentioned in chapter 1, Writing a Simple misc Character Device
Driver, using the data pointer to dereference the driver context structure
from the file's inode is one of a number of similar, common techniques
employed by driver authors to avoid the use of globals. Here, gdrvctx is
a global, so it's a moot point; we are simply using it to demonstrate the
typical use case.

Using the snprintf () API, we can populate a local buffer with the current content of our
driver's "context" structure, and then, via the simple_read_from buffer () API, pass it
up to the user space app that issued the read, which typically causes it to be displayed on
the Terminal/console window. This simple_read_from buffer () APlis a wrapper over

copy_to_user ().
Let's give it a spin:

$ ../../lkm debugfs_simple_intf

[...]

[200221.725752] dbgfs_simple_intf: allocated and init the driver context
structure

[200221.728158] dbgfs_simple_intf: debugfs file 1
<debugfs_mountpt>/dbgfs_simple_int£f/11kd_dbgfs_show_drvctx created
[200221.732167] dbgfs_simple_intf: debugfs file 2
<debugfs_mountpt>/dbgfs_simple_intf/11kd_dbgfs_debug_level created
[200221.735723] dbgfs_simple_intf initialized
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As we can see, the two debugfs files are created as expected; let's verify this (be careful
here; you can only look into debugfs as root):

$ 1ls -1 /sys/kernel/debug/dbgfs_simple_intf
ls: cannot access '/sys/kernel/debug/dbgfs_simple_intf': Permission denied
$ sudo 1ls -1 /sys/kernel/debug/dbgfs_simple_intf

total 0

—-rw-r——r—— 1 root root 0 Feb 7 15:58 1llkd_dbgfs_debug_ level
—-r——r————— 1 root root 0 Feb 7 15:58 1llkd_dbgfs_show_drvctx
$

The pseudo files have been created and have the correct permissions. Now, let's read (as
root user) from the 11kd_dbgfs_show_drvctx file:

$ sudo cat /sys/kernel/debug/dbgfs_simple_intf/11kd_dbgfs_show_drvctx
prodname:dbgfs_simple_intf

tx:0,rx:0,err:0, myword: 0, power:1

configl:0x0, config2:0x48524a5f, config3:0x102fbcbc2 (4345023426)
oursecret:AhA yyy

$

It works; performing the read again a few seconds later. Notice how the value of config3
has changed. Why? Recall that we set it to the jiffies value — the number of timer
"ticks"/interrupts — that have occurred since system boot:

$ sudo cat /sys/kernel/debug/dbgfs_simple_intf/11kd_dbgfs_show_drvctx |
grep config3

configl:0x0, config2:0x48524a5f,config3:0x102fbe828 (4345030696)

$

Having created and used our first debugfs file, let's understand the second debugfs file.

Creating and using the second debugfs file

Let's move on to the second debugfs file. We will create it using an interesting shortcut
helper debugfs API named debugfs_create_u32 (). This API automatically sets up
internal callbacks, allowing you to read/write upon the specified unsigned 32-bit global
variable within the driver. The main advantage of this "helper" routine is that you don't
need to explicitly provide a file_operations structure or even any callback routines. The
debugfs layer "understands" and internally sets things up so that reading or writing the
numeric (global) variable will always just work! Take a look at the following code in the init
codepath, which creates and sets up our second debugfs file:

static int debug_level; /* 'off' (0) by default ... */
[...]
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/* 3. Create the debugfs file for the debug_level global; we use the
* helper routine to make it simple! There is a downside: we have no
* chance to perform a validity check on the value being written.. */
#define DBGFS_FILE2 "11kd_dbgfs_debug_level"
file2 = debugfs_create_u32 (DBGFS_FILE2, 0644, gparent, &debug_ level);

[...]
pr_debug ("%$s: debugfs file 2 <debugfs_mountpt>/%s/%s created\n",
OURMODNAME, OURMODNAME, DBGFS_FILE2);

It's as simple as that! Now, reading this file will produce the current value of debug_level;
writing to it will set it to the value written. Let's do this:

$ sudo cat /sys/kernel/debug/dbgfs_simple_intf/11kd_dbgfs_debug_level
0

$ sudo sh -c "echo 5 >
/sys/kernel/debug/dbgfs_simple_intf/11kd_dbgfs_debug_level"

$ sudo cat /sys/kernel/debug/dbgfs_simple_intf/11kd_dbgfs_debug_level
5

$

This works, but there is a downside to this "shortcut" approach: since this is all done
internally, there is no way for us to validate the value being written. Thus, here, we wrote
the value 5 to debug_level; it worked, but it's an invalid value (at least let's assume that's
the case)! So, how can this be c<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>